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Abstract

Bycombiningautomaticenvironmentsensingandexper-
imentaldata collectionwith broker basedmessaging mid-
dleware, a systemhasbeenproducedfor thereal-timemon-
itoring of experimentswhilst awayfromthelab.

Changesin thelaboratoryenvironmentareencapsulated
as simplemessages,which are publishedusingan MQTT
compliantbroker. Clientssubscribeto the MQTT stream,
and perform a data transformon the messages; this may
beto producea userdisplayor to change theformatof the
message for republishing.

For example, anMQTTclientwritten for theJavaMIDP
platformcanberun ona smart-phonewith a GPRSInternet
connection,freeingusfromtheconstraintsof thenetwork.
We presentan overview of the technologiesused,andhow
thesearehelpingchemistsmake thebestuseof their time.

1. The Chemistry Experimental Problem.

Improvementsin automationtechnologyhavemadeit in-
creasinglycommonto leavechemistryexperimentsrunning
unattended.In many casesthis canleadto a saferworking
environment(e.g. experimentsinvolving ionisingradiation
or lasersources)andbetterresults(e.g.liquid surfaceexper-
imentscanbe sensitive to vibration). In this extremecase
thiscanbeconsideredto bea “Dark Laboratory”.

However, by beingpresentduringanexperimentanex-
periencedchemistwill noticeproblemsasthey occurandei-
theralleviatethem,or aborttheexperimentearlyandrestart
it, having taken measuresto avoid the problemrecurring.
By providing the chemistwith the ability to monitor their
experimentand its environment remotely, the safetyand
quality of result improvementsof allowing an experiment

to run unattendedcanstill be obtained,while maintaining
theuserinteraction.

Using a combinationof off theshelf electroniccompo-
nents,anda softwaresolution from IBM UK laboratories
at Hursley[1], a systemhasbeencreatedthatallows for the
real-timemonitoringof thechemistrylaboratoryfrom ava-
riety of clients. By usingstandards-compliantmiddleware,
in the form of anMQTT[2] databroker, thesystemcanbe
easily, and rapidly, extendedto include more sensorsand
differentoutputdevices.

In thecurrentsystemwe presentthelaboratoryinforma-
tion feedusingaJavaMIDP[3] dashboardinterfacerunning
onasmart-phone.This interfacerepresentstheinformation
streamsfrom the lab usinggraphicalicons,with additional
detailednotesavailable. We alsohave a representationof
thedataasa webpage,thatcanbeviewedondesktopPC.

2. Background

2.1. eScience: Scienceon the Grid

“e-Scienceis aboutglobalcollaborationin key areasof
science,andthe next generationof infrastructurethat will
enableit.”[4 ]

“[The Grid] intendsto makeaccessto computingpower,
scienti�c data repositoriesand experimentalfacilities as
easyastheWebmakesaccessto information.” TonyBlair,
2002[4]

Broadly speakingeScienceis the use of computers
to enhancescience. The UK eScienceproject spans
a vast range of topics including Mobile Medical Mon-
itoring (part of EQUATOR)[5], Biomolecular Simula-
tion (BiosimGRID)[6], Distributed Aircraft Maintenance
(DAME)[7], CollaborativeKnowledge(CoAKTing)[8] and
providing supportmethodologiessuchas storageand re-
sourcemanagementin Bioinformatics(MyGRID)[9].
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2.2. eScience in the Chemistry Lab – The
CombechemProject

CombeChemis promotingconsiderationof the whole
end-to-endpathway for thegenerationof chemicalknowl-
edge,keepingtrack of the whole processfrom chemical
laboratory to the literature. The project encompasses
electroniclab books in the organic synthesislab through
automatedcrystalstructurecollectionandresolution;Data
collectionfor laserdrivensurfacespectroscopy to ab-initio
chemical property calculation, and the use of statistical
methodsto improvelaboratoryef�ciency.

Publish@Source. Frey andHursthouse[4] note that the
current publishing methods, whilst being an important
storageand archival mechanism(the technologyof paper
libraries is well de�ned), are unableto contendwith the
speedat which new scienceis being performed. Taking
theirexampleof X-RayCrystallography, thepublisheddata
setof structuresis currentlyin theregionof 300,000which
is collatedin theCambridgeStructuresDatabase[10], how-
ever they estimatethatapproximately1.5million structures
have beensuccessfullyresolved,out of a potentialdataset
of 10 million compounds.The disparity betweenthe 1.5
million structuresknown, and the 300,000publishedis
their major point of concern. They proposethat chemists
self publishtheir datain a commonformat. By providing
a traceableprovenancefor the material right back to its
preparation,end userswill be able to make judgements
aboutthequalityof thedata.

End-to-end data Storage. By placingthe recordof the
chemicalprocessinto anelectronicstoragefacility from its
inception,the route is openedfor completingthe end-to-
endsystem.Takingtheexampleof a chemicalsynthesis,if
at theplanningstagethesampleis givenauniqueidenti�er,
this valuecanbe staywith the samplethroughoutits life-
cycle. Whena spectroscopictechniqueis performedon the
sample,by using its uniqueID the spectracould be auto-
matically �led into thesamplesrecord.Whena materialis
takenon astheprecursorto another, by usingits uniqueID
aprovenancechainis created.By providing all theraw data
from the analysistechniquescarriedout on a compound,
especiallywherethereexists a possibility for doubt in its
processing,theenduseris ableto re-processthedata,hope-
fully, achieving thesameresults.

Alongsidethechemicalinformationthatis storedin this
provenancechain,a recordof laboratoryconditionsis also
important,proceduresmaybe sensitive to changesin tem-
perature,light level or vibrationsfrom peoplein the lab.
Aligning thesedatachains(experimentalandenvironmen-
tal) maybeproblematic.A trivial way to overcomethis is
to referenceagainsttime. If all the serversusedaresyn-

chronisedto a centraltime server, time-stampscanbeused
to aligndatasetswhicharecollectedseparately.

2.3. Middlewar e

Middleware is the namegiven to software which pro-
videsa messagingfabric to link applicationsandsystems
together. The implicationfrom thenameis that it is some-
thing thatoccupiesthespacebetweentheoperatingsystem
andtheapplications,andthis is prettymuchaccurate.The
alternative to notusinga middlewaresystem,is thattheap-
plication writer hasto dealwith the mechanicsof getting
messagesfrom A to B, dealingwith connectionfailures,
network outages,duplicatemessages,etc,etc.
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Figure 1. Client­Ser ver Data�o w without Mes­
saging Middleware . All producer s talk di­
rectl y to the clients, and have to deal with
potential netw orking instabilities

A middleware system takes that responsibility away
from the applicationwriter, andprovidesa convenientin-
terfaceto enabletheapplicationto senda message,andbe
con�dent that it will get to its destination.This enablesthe
applicationwriter to focusonthedomain-speci�cpartof the
problem(i.e. closerto theuserandthedata),andnothaveto
worry aboutmoving messagesaroundthesystem.Sowith
a middlewaresystem,theproblemof “by whatmechanism
will a messagebedeliveredfrom applicationA to applica-
tion B”, becomes:“what would you like to send,andwhat
will youdowith it whenit arrives?”

2.4. Publish and SubscribeTechnologies[11]

The publish/subscribemodel is built arounda central
broker anda numberof clientswhich connectto the bro-
ker. Thebrokeractsasago-between:anagentthatmatches
subscribersto information with publishersof information
thatsrelevantto them. Clientscanbepublishersof, and/or
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Figure 2. Data�o w with Messaging Middle­
ware . All data �o ws thr ough the broker, de­
coupling data producer s from data user s.

subscribersto,dataandcanrangefrom big enterprise-based
serversto hand-heldpervasive computingdevicesor unat-
tendedremotetelemetrydevices.

Publisherssendunitsof information(calledmessages)to
thebroker, on a speci�c topic. Thetopic is like thesubject
line of an e-mail. It tells you what the body of the mes-
sagecontains.Subscribersregistertheir interestsin certain
topics with the broker. The broker managesconnections
from publishersandsubscribers,anddealswith authentica-
tion andaccesscontrol lists, to control who is allowed to
publishandsubscribeto which topics.

It' s important to rememberthat publishersand sub-
scribersareusuallyunknown to eachother, thebroker acts
asamatchmaker. Thisdecouplingmakesthesystemfuture-
proofby generalisingtheuseof data;it is nottiedto speci�c
applications.At any time,youcandeploy new applications
thatcanuseanew combinationof topics.It is thispotential
thatmakespublish/subscribesuchapowerful concept.

Topics are arrangedhierarchically, with slashes(/) be-
tweenthe levels, similar to a URL. The hierarchy, which
de�nesaninformationspace,mustbecarefullydesignedto
helpensurethatdatais availablein asensible,logical,struc-
ture.For example,if youhadtwo labswith two temperature
sensorsin each,sensibletopicsmight be;
/environment/lab1/temp1
/environment/lab1/temp2
/environment/lab2/temp1
/environment/lab2/temp2

Whena messagefrom a publisherarrivesat thebroker,
the broker examinesthe topic, and matchesit againstthe
expressedinterestsof the currently registeredsubscribers
(including wild-card matches). The broker then sendsa
copy of themessageto eachsubscriberwhosesubscription
matchesthat of the incoming publication. This is a true
“push” model: datais sentfrom the publisherto the bro-

ker, thendirectly sentby thebroker to thesubscriber. The
subscribermustmaintainanopensocket connectionto the
broker in orderto receive thosepushedmessages.

2.5. Usingmiddleware in the laboratory space

A powerful featureof usingmessagingmiddleware, is
thatthearchitectureallowscollaboratingapplicationsto in-
tercommunicatevia acentralhub,knownasaMessageBro-
ker. Eachapplicationsendsits datato the broker, andthe
broker sendsit on to the intendedrecipients.This decou-
pling of producer(or publisher)from consumer(or sub-
scriber)is extremelypowerful, asit meansthatneitherthe
publishernor thesubscriberneedsto know abouttheother
party. This meansthatdataproducerscanbesimply setup
to publishtheir datato thebroker, andthat's all they need
to do. On the otherside,subscriberapplicationsthen tell
the broker what kind of information they' re interestedin,
and the broker forwardsany messagesthat comein from
publishers,matchingthoseinterests,to the interestedsub-
scribers. This permitsgreat�e xibility in the rapid explo-
rationof new ideasandtheeasydeploymentof new appli-
cationswhicharewrittenasnew usesarefoundfor thedata
that'sbeingpublished.Similarly, if a pieceof equipmentis
swappedfor anothertypeof machine,aslongasit publishes
thesameinformationasthepreviousone,noneof thesub-
scribingapplicationsneedto know that theswaphastaken
place:they simply continueto receive thedatathey expect,
asbefore.

In anenvironmentwherethingsareoftenchanging,and
new thingsarebeingtriedout,with theresearchlabbeinga
casein point, thedecouplingof publishersfrom subscribers
hasparticularbene�t as the back end applicationswhich
process,display, etc, the informationcanremainthe same
while theequipmentgeneratingthatdatamaybechanged,
improved, etc. Another signi�cant bene�t is the one-to-
many capabilityof publish/subscribe- several peopleand
applicationsmayreceiveonepieceof databeingpublished
from a device in thelab.

Thepresenceof thebrokeralsohelpsde�ne therespon-
sibility in caseof networkcommunicationfailure.All nodes
in thesystem(bothpublishersandsubscribers)makeaTCP
connectionto the broker asclients,andhenceif the com-
municationsnetwork fails areresponsiblefor eitherexiting
gracefully, or attemptingreconnection. The broker does
however provide tools to help minimisethe problemsthis
can cause. If a subscriberneedsto receive a messageas
soonasit connects,to �ll adatastructurefor example,then
thebrokercanbecon�guredto use`retainedtopics'. When
aretainedtopic is published,thebrokerstoresacopy of it in
memory, andthenpublishesout this old messagewhenever
anew subscriberrequestsa topic. Thebrokeralsomanages
asystemof “Last Will andTestament”thisallowsaclientto



specify, whenit connects,a message(andthetopic to pub-
lishon)thatnoti�es otherclientsof its failure.Thiscouldbe
usedto alerttheSystemadministratorof problems,or warn
usersthatthecurrentdatamaybeoutof date.All thesefea-
turesmeanthatsmoothrunningis supportedwithoutspecial
codefor eachsensoroutput.

2.6. MQTT

MQTT (MQ TelemetryTransport)[2] is oneof thepro-
tocolssupportedby the IBM WebSphereMessageBroker
productsasa way of gettingdatain andout of thebroker.
Theprotocolwasdesignedspeci�cally for remotetelemetry
applications,with threespeci�c designgoals:

1. It shouldoffer a once-and-once-onlyassureddelivery
modeto enableamessageto bereliably transferredall
the way from a remotesensorto a back-endapplica-
tion.

2. The protocol should be as lightweight as possible
acrossthe”wire”; mostremotetelemetryis doneover
low bandwidth,highcostnetworks,andsominimising
theoverheadof eachmessageis highly desirable.

3. Theprotocolshouldbeveryeasyto implementonem-
beddeddevicessuchassensorsandgateways.

The MQTT protocol has an open, published
speci�cation[12], which is available for anyone to im-
plementon a client device, andreferenceimplementations
areavailablefrom IBM in Java[13] andC[14].

3. Implementation

3.1. Implementation Overview

Theinitial implementationof thiswasin aLaserlabused
for measuringsurfaceoptical properties. It was decided
to monitor temperature,presenceof peoplein the lab (and
their movementin andout) and the stateof the lab lights
(on/off). A sensorconnectionto the laser interlock was
alsomade,asthis providesa quick indicationof unautho-
risedaccessto the lab (which would resultin the interlock
changingstate),andif the interlock is tripped,laseroutput
is stopped,whichmakestheexperimentdatauseless.

Datafrom thesensorsin thelaboratoryarecapturedinto
a computersystem,which looks for changesin the mea-
surements.Whena changeis detected,a messageis pub-
lishedasa MQTT messageover an IBM WebSphereCon-
nectionServer Micro Edition (”MicroBroker”) runninglo-
cally in Southampton.Thesemessagesarethendistributed
to a rangeof clients,someof thesebeingenduserdisplays,
somebeingstorageagents(for examplewriting datato an
SQL database),andsomebeingtransformagentsto refor-
matthedatafor otherclients.
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Figure 3. Data�o ws within the Laborator y
messa ging system.



3.2. Electronics

Temperaturewas measuredusing threesemiconductor
temperaturesensorssupplied by RS-Componentswhich
provide a linear temperatureto voltageoutput. This signal
is then capturedusing an existing Data Acquisition card.
Currentlythesesensorsmeasuretemperaturein threeareas
of the lab, away from the rig, nearthe rig and inside the
safetycoversalongsidetheinput-sideoptics.

Thestateof roomlighting (on/off) is beingmonitoredby
aphoto-diodeplacedalongsideoneof thelight �ttings. The
signalfrom this is monitoredby the dataacquisitioncard,
andpassedthrougha threshold�lter to generatea toggle
that mimics the light switch. Currently we're only inter-
estedin light beingon or off, astheactuallevel is reason-
ably constantin the region being studiedhowever for an
experimentdetectingin the visible light region, it may be
more appropriateto monitor the actuallight level, with a
sensormountedon theexperimentalrig.

Monitoring of personnelmovementswasperformedus-
ing securityalarmcomponents.A PIRsensorin thelabde-
tectspeoplemoving, it hasbeenfoundthatdueto thelayout
of thelab,andthenecessityof operatorsto staystill, thatthe
PIR losespeoplein the lab, andstopstriggering. This was
predictedwhenwe wereat theplanningstage,so theabil-
ity to checkpeoplepassingthroughthe lab doorswasalso
added.Door stateis monitoredusingsimplemagnetically
controlledreedswitches.All thesetogglesensorsconnect
backto theTTL Input of theDataAcquisitionCard,using
thecard's internal5V supplywith abiasresistorto generate
thehighstate.

3.3. MQTT messagesin the SmartLab

Within the smartlaba systemwas requiredthat could
provide messagetransmissionreliability, theability to dis-
tributemessagesto a rangeof clients,easeof implementa-
tion onanrangeof machines(althoughmostlyPCbased),a
cleardegradationschemein caseof systemfailure,andthe
ability to �lter themessagestreamhenceallowing minimal
datato be sent,enablingthe useof expensive communi-
cationstechnologiessuchasGPRS[15]. MQTT provides
thesefacilitiesaspartof it' s speci�cation,andthroughus-
ingexistingsoftwaresuchastheMicroBroker, development
timehasbeensigni�cantly reduced.

The MQTT speci�cation[12] de�nes a genericmessag-
ing system,providing transportcontrols,and a container
to hold applicationspeci�c message.In the Southampton
Smartlabmonitoringsystemwe choseto useanXML like
messagingformat. This decisionwasdriven by two core
reasons.

1. FormatStandardisation,theCombechemprojectis us-
ing XML basedformatswhere-eversensible,to aidfu-
ture�le conversion,andinterpretation.

2. Compatibility with other Projects, The Floodnet
project[16] usesan XML basedmessagingdelivered
over MQTT, and alreadyhassometools to usethis
data,thatcanbeadaptedfor theSmartLabmonitoring
work.

By usingtheMQTT librariesprovidedby IBM[14, 13] we
are saved from having to encodethe underlying MQTT
messages,andneedonly producethe text of the message,
andpassthis to theprovidedlibrary. Our messagesfollow
theXML fragmentshown in �gure 4.

<msg>
<data>Wiring Box</data>
<value>20.996094</value>
<time>1095690315</time>

</msg>

Figure 4. Example of the XML messa ge that
carr y sensor inf ormation in the Smar tLab sys­
tem.

3.4. Transformation Agents

A numberof small ”Agents” areusedwithin theSmart-
Lab Messagingsystem. Theseperform translationtasks,
to make the messagesaccessiblefrom someothersystem.
These can either be transferring messagesaway from
the MQTT basedsystem,or may be translatingmessage
from one format to another, but then encapsulatingthe
resultasMQTT message,andpublishingthembackto the
Broker (or anotherBroker). Theagentsusedin theSmart-
Labasshown in Figure3,anddiscussedin moredepthhere.

Mimic Agent. The workstationclient shown in �gure 3
includesanappletthatplots live datafrom thebroker asit
is received.Thisplottingappletis linkedto thetemperature
data feed. The sensorsystemin the lab only produces
messageswhen the temperaturechanges,and the applet
only plots a point when it receives messages. A more
usefulplot is oneshowing temperatureoverthemostrecent
time period, to get the applet usedto plot this required
publishinga messageto it every second. To achieve this
the mimic agent was written, which subscribesto the
temperaturetopics from the lab, then publishesmessages
oncea secondon thetemperaturemimic topic.



Bridge Agent. The SouthamptonMicroBroker operates
within theUniversityof Southamptonnetwork domain,and
accessto it is restrictedby theUniversity'sdataaccesspol-
icy (enforcedby the campus�re wall). The mobile phone
client,is aremoteclientontheInternet,usingacommercial
ISP (in this casea mobile GPRSprovider) andassuchis
outsidethe campusadministrative domain. Hencefor the
mobile phoneclient to receive datafrom the lab it needs
to be publishedby a publicly visible broker. The simplest
solutionto this would be to make theSouthamptonbroker
publicly visible (by liaising with thecampus�re wall team)
However this would make all of our datastreamspublicly
visible, andcould potentiallyallow otheruserson the In-
ternetto inject datainto thestreams.Thesolutionto these
problemsis to bridgethe datafrom our MicroBroker onto
a publicly visible broker, in this casean IBM WebSphere
BusinessIntegrationMessageBroker(”EnterpriseBroker”)
runby IBM. Thebridgeagent,which is acomponentof the
IBM MicroBroker, allows us to only sendthat datawhich
we want to be publicly visible, and is a one-way connec-
tion,soexternalclientscan't injectdatainto ourprivatedata
streams.

Backup Agent. Dataon thebroker is inherentlytransient
in nature(or at bestretainingthe last message).Oneaim
of thelab monitoringwork is to beableto review old data,
so thatwe canconsiderthe lab conditionswhenanalysing
data(andpossiblyjustifying poordata),thereforewe need
a way of retrieving old data. The backupagentperforms
the“store” functionof this recall,by subscribingto all the
lab datastreams,and writing the datafrom the messages
into aSQL database.

Dashboard Agent. The phoneclient requiresmessages
suitablefor client display, and is lessconcernedwith the
raw messageformat. Generatingthesemessagesrequires
a simpletransform,mappingmessagesfrom the lab topics
onto dashboardtopics, and also extracting the data from
the lab topics, and writing it out as dashboarddisplay
texts. The dashboardagent also performs some basic
inferencing.An exampleof this is thatby storingprevious
values,an indicationof directionof changecanbe added
to themessageseg “The Temperatureroseby 1oC to 23oC”.

Infer enceAgent. By combiningtheexistingdatastreams,
and performingsomeaction on the data, new “inferred”
streamscanbegenerated.At this time a simpleexampleof
this is the “lab occupied”topic. To generatethis, an agent
listensfor messagesfrom the threePIR sensorsin the lab,
and recordsthe time they last triggered. Then when the
door*closes*checksto seeif therewasaPIRtriggerin the
past5 seconds.If therewasn't thenthedoor closingmust
besomeoneenteringthe lab, sowe senda messagestating
lab occupied. If the PIRs had triggeredin the 5 seconds

precedingthe door closing, then it could be someone
leaving, or someoneelse entering. However if someone
new entered,then the PIRs will continueto trigger after
the door closed. Hencewe cansenda “Lab Unoccupied”
message,but when we get a PIR trigger message,if the
currentstateis “unoccupied”,then this mustbe wrong so
senda “Lab Occupied”to correctit. Thetime betweenthe
doorclosing,andthenext PIR �ring will bequiteshort,so
theblip is unlikely to benoticed.

3.5. Security and Fir ewallsin the Smartlab

Securityis alwaysa concern,especiallywheresensitive
or importantdatais involved,whenthedatagoesacrossthe
public Internet,andwherecontrolmessagesarebeingsent
to modify experimentalparametersor turndevicesonor off.

Figure3 shows the�o w of datawithin theBroker in the
Smartlab. Thereis somesystemre-usewithin the Smart-
Lab, ie themajority of theservicesarehostedby thesame
physical machine(MQTT Broker, Bridge Agent, Mimic
Agent,BackupAgent,SQLdatabaseandInferenceAgent),
howeverasall MQTT communicationis doneusingTCP/IP
sockets,they couldbeseparated.Thiswouldbeparticularly
usefulif otherlaboratorieswerelinkedinto thissystem,and
theloadwasfoundto betoogreatfor theonemachine.

After concernsaboutsystemreliability and security, a
statefulpacket �ltering �re wall[17] wasimplementedusing
a dedicatedmachine,andthe Linux net�lter[18] software.
This wasdesignedto protecttheMicrosoft Windowsbased
laboratorydatacapturemachinesafter an outbreakof the
SasserWorm[19]. The speedwith with this worm spread
resultedin the experimentdata capturemachinebecom-
ing infectedbeforethe appropriatesecuritypatchescould
be installed. Similar local (software) �re walls have also
beenimplementedon all public facingLinux machinesin
the Smart(SHG)Lab. The Lab is also protectedfrom the
Internetat large by a CampusLevel �re wall, however as
discussedabovethiscausesproblemsfor remoteaccess,re-
sulting in the needto usethe bridgeagentanda publicly
visiblebroker.

MQTT deliberatelyhasa very minimalist approachto
security, enablingappropriatesecurityto belayeredon top
of it as required for any given application. Encrypting
the messagepayloadis an obvious �rst step in securing
the data,which can be doneusing PKI certi�cates if re-
quired, to additionally provide signing for authentication
and non-repudiation.Challenge/responsesecuritycan be
incorporatedat the applicationlevel, by sendingthe chal-
lenge/response�o ws asMQTT messagesoverpub/sub. As
MQTT is a protocolon top of TCP/IP, standardVPN (Vir-
tual Private Network) productscan be usedto securethe
connection,andhencethedata�o wing insideit.



4. Discussion

4.1. Effect on the chemist

The currentimplementationwasdesignedasan exem-
plarof thetechnology, to beimplementedquickly, with the
possibilityof providing thechemistwith someaddedvalue.
The dataprovidedby the currentsensorsis of little usein
real-time.Howeverasa recallabledata-setthetemperature,
androom accessinformationis valuablefor corroborating
poorqualityexperimentaldata.

An exceptionto note, is that whilst at a conferencein
Paris discussingassociatedwork, it was noticed that the
temperaturein the lab was somewhat higher than usual.
This was reportedback to the peopleworking in the lab
by email, who then discoveredthat the Air-Conditioning
wasn't performingef�ciently , andan engineerwas called
to rectify theproblem.

At presentwe don't transmittheactualexperimentdata,
this decisionwasreachedfor two reasons.Firstly thedata
producedis reasonablylarge(andtheaim is to keepMQTT
messagessmall to minimisetransmissioncosts),andmore
importantly, thedisplaycapabilitiesof smallerclients(such
asthephone)makesa graphicaldisplayof thedataof little
use.More usefulwill be to senda messagestatingthat the
experimenthas�nished, andgivingauniqueidenti�er. This
could thenbe enteredinto a web page,to displaythe data
ona devicewith betterdisplaycapabilities,suchasaPC.

By storingall theexperimental,andenvironmentaldata
surroundinganexperiment,we canbuild this into a virtual
laboratorysimulator. This could thenplaybackthe events
of thelaboratory, which would beusefulduringanalysisto
helpanswerthe”why did it do that” question.It couldalso
beusedasa teachingtool.

4.2. SafetyConcerns

Remote monitoring and control technology such as
MQTT andthe messagebroker canbe usedto implement
”lights-out” operationsof labs,factories,oil wells,etc,with
no needfor anyoneto bephysicallypresentat the location
being monitored or controlled. This being particularly
problematicwhendangerousequipmentis beingremotely
controlled. The useof local mechanicalandelectricalin-
terlockscanhelp to aid this, but addingremotemonitoring
the operatoris placedin a more knowledgeableposition.
Security devices such as PIR sensorsand door/pressure
switchescanbe usedto raisean alert if anyoneunexpect-
edly entersa room or building. Identi�cation technology
suchas RFID[20] taggingcan also be usedto verify the
identity of personnelwho do enter or leave a controlled
area,againusingMQTT to alerttheappropriateparties.

4.3. Conclusions

Theuseof a messagebrokerbasedapproachgavea sig-
ni�cant head-startin the implementationof the laboratory
monitoringsolution. TheMQTT messagebroker provides
messagetransmissionreliability, the ability to distribute
messagesto a rangeof clients,andthe ability to �lter the
messagestreambasedon client requests.The availability
of standardlibraries easesthe implementationof MQTT
clients. By automaticallycollectinganddistributing data,
additionalmetadatacanbeprovidedto theexperimentalre-
port thatwouldotherwisehavebeenmissed.

5. Future Work

5.1. Additional Data Streams

Thecurrentdatastreamswerechosenfor their speedof
implementation. Basedon knowledgegainedhere,more
chemically useful data streamsneedto be implemented.
This will requirethe addition of extra sensors,for exam-
ple,indicationof laserrunning,andlaseremitting.It will be
helpfulto publishexperimentstatusfrom thedatacollection
software(eg experimentstart,experimentend,experiment
needshumanintervention).

Fromthese(andtheexistingdatastreams)moreinferred
datastreamscan beenadded. Possibleexamplesinclude
“un-authorisedentry”, “Lab safe to enter indicator” and
“LaserReadyto use”.

5.2. Other Output Devices

It is plannedto extend the systemto allow the remote
userto provide the laboratorywith feedbackvia the mes-
sagebroker, and to investigateways of presentingmore
complex data, suchas experimentaldataplots, basedon
awarenessof thechemistslocation.

5.3. Other Laboratories

We've shown the potential usefulnessof these tech-
niques within our laboratory (studying liquid surfaces),
a logical follow-on is to apply thesetechniquesto other
spaces. The SmartTea project is looking at ways to
automatethe collectionof laboratorydatain the synthetic
organicchemistrylaboratory, with theaim to providing an
end-to-enddatacurationsolution. Part of this will be to
record the environmentalconditionsthat experimentsare
performedunder. Thereis alsoscopeto monitor reactions
remotely, allowing the chemist to perform other work.
Discussionsare currently underway to discover how the
technologydescribedherecanbeappliedto theirwork.



Appendix

A. IBM MessageBrokers : Choosingthe cor-
rect broker for the Job

IBM hasseveral”messagebroker” productsin theprod-
uctportfolio. In decreasingorderof size,rangeof functions,
sophisticationandprice,theseareWebSphereBusinessIn-
tegrationMessageBroker(WBIMB)[21], WebSphereBusi-
nessIntegration Event Broker (WBIEB)[22], and Web-
SphereConnectionServer Micro Edition (WCSME). The
�rst, WBIMB, is oftenreferredto astheEnterpriseBroker,
andthat runson a server-classmachine,supportsmultiple
input and output messagingprotocols,and hasa rich set
of toolsandfunctionsto developmessagetransformations
and routing logic to enablethe broker to act as a power-
ful, centralcommunicationsandtransformationhub for an
Enterprise-scalemiddlewareoperation.By contrastthelast
mentioned,WCSME, more widely known as the ”Micro-
Broker”, is a small footprint (about500K of Java) message
broker, designedfor usein embeddedapplications,suchas
for integratingsensors,actuatorsandapplicationsat a re-
motelocation(for example,in the researchlab). The Mi-
croBrokerusesMQTT asits communicationsprotocol,and
is ableto selectively ”bridge” someof theinformationtop-
ics to anotherbroker (oftenanEnterpriseBroker). This hi-
erarchyof brokers implementsthe middlewarefabric that
enablestheseamlessdelivery of messagesfrom sensorsto
back-endapplications,with aggregationandadditionalpro-
cessingbeingperformedat thepoint in thenetwork where
it makesmostsense.
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