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ABSTRACT 
Location-based applications have recently begun to emerge on the 
Social Web. After their appearance numerous concerns with 
regards to location privacy have been provoked. However, these 
privacy concerns seem to have effects beyond location, as other 
contextual information can be inferred through location 
information. This research addresses these implications, which 
keep on growing on the Social Web. 
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1. INTRODUCTION 
Current technologies offer users the opportunity to share their 
real-time location data; this includes location-based applications, 
like Foursquare, Facebook Places and Google Latitude. These 
applications are pieces of a greater concept, the Social Web, 
identified as a set of relationships that connect people to each 
other across the Web [1]. Privacy on the Social Web has been 
recognised as a significant area of concern, in terms of user 
awareness of privacy issues and ability to control private 
information [2]. Another aspect of privacy that raises concerns is 
the Privacy Paradox, the relationship between users’ privacy 
perceptions and their actual information disclosure behaviours [3]. 
However, there is not yet a proper understanding of how the 
above-mentioned privacy issues map to location and situational 
context.  

Our work is centered on location information on the Social Web 
and the privacy issues that arise in such situations. We focus on 
user behaviour, user awareness and the existence of the Privacy 
Paradox in these situations, and develop the argument that 
location privacy should be considered as part of a greater 
contextual or situational privacy. 

Location privacy has been defined as a particular type of 
information privacy that focuses on the need of individuals to 
decide when and how others may access their personal location 

information [4]. However location information is part of a 
person’s (physical) context [4]. As a result, through location 
information other contextual information that refers to an 
individual may be inferred. 

The rest of this paper is divided into several sections: section 2 
includes an overview of the related work in this area, whereas 
section 3 refers to the motivations for carrying out research in this 
area. Section 4 includes the key research questions and the future 
work that needs to be carried out. 

2. RELATED WORK 
Apart from the commercial location-based applications that exist, 
research groups have also developed their own location-based 
applications. Examples of such applications are Reno by Intel 
Research [5], MyCampus [6], iFind by MIT [7], Connecto [8] and 
Locaccino by Carnegie Mellon [9]. However, most of the research 
initiatives have not placed privacy as their top priority. Only 
Reno, iFind and Locaccino have considered privacy as a principle 
of significant importance throughout their design.  
 

2.1 Location Privacy Studies 
Location privacy has long been studied as an area of interest in 
Ubiquitous Computing. However, it appears to become an 
emerging area in the Social Web and as a result researchers have 
begun to study location privacy in this area as well. 

A number of studies have focused on the user’s privacy attitudes 
as well as on the privacy settings of applications on the Social 
Web and Ubiquitous Computing. Benisch et al. studied people’s 
location sharing attitudes and found out that more complex 
privacy settings encourage people to share more [10]. Another 
study, by Burghardt et al., revealed that people prefer to use 
combinations of simple privacy mechanisms, instead of a single 
one that does not meet all privacy needs [11].  

Apart from the privacy settings themselves, other factors 
influence people’s sharing attitudes. A survey focused on 
Brighkite users (a commercial location-based social network)1 
showed that factors like age, gender, mobility and geographic area 
influence users’ privacy concerns [12]. 

It has often been indicated that users are concerned about who has 
access to their location data. Lederer et al. found that users wish to 

                                                                    
1 http://brightkite.com/ 



have the same privacy preferences for an inquirer in any situation 
than different preferences for different inquirers in a specific 
situation [13].  
 

2.2 Technical Approaches 
Several technical solutions have been proposed to address the 
privacy issues raised in this area. Previous work has approached 
these issues on a computational level, by developing privacy 
algorithms (such as identity anonymisation algorithms); on an 
architectural level, by designing privacy protection systems; and 
on a user interface level (like the studies described earlier) [14]. 
Another approach that explicitly aims to protect location privacy 
is obfuscation. Obfuscation techniques reduce the quality of the 
users’ location data in order to achieve their aim [15]. 

3. MOTIVATIONS 
The problem in previous approaches is the lack of focus on the 
contextual aspects of location privacy. Research in location 
privacy needs to take place through a dynamic means, by taking 
into account not only location but also temporal factors [16]. Our 
research focuses on this kind of spatio-temporal privacy but we 
also argue to include other types of contextual and situational 
information. 

Location information can be used to infer various types of 
contextual information, even in cases where the location 
information is anonymous [17]. For instance, research has shown 
that revealing the work and home location of an unknown person, 
reduces the anonymity set to which the user belongs, especially if 
work and home are in different regions [18]. Other data that can 
be inferred through the publication of location data include 
people’s activities, real-time emotional and physiological status 
[19] and the presence of other people in the same location (co-
location). Recent research also showed that social ties can be 
inferred by co-located photos uploaded in Flickr [20]. Another 
example of a location-based inference refers to location entropy, 
i.e. the measurement of the variety of people who visit a certain 
location. The entropy of the locations a person visits can indicate 
the number of social ties a person has within a network [21]. 

The importance of context in location information has also been 
emphasised by [22], who identified geographic location, material 
form and meaning or value to be the three main features of place.  
 

3.1 Scenario 
The following scenario illuminates the problem of location and 
contextual privacy by containing a number of the above-
mentioned contextual data. 

Alice is a regular smartphone user and on a daily basis she allows 
her phone to update her location information through a location-
based application. 
Mary, a friend of Alice, is also a smartphone user and has the 
exact same functionality set in her own phone. 
A third party collects and stores the tracks of the locations of 
users of this specific application. As a result, the third party is 
aware of the movements of Alice and Mary.  
The third party application also identifies and calculates the 
number of co-locations between the users. If the number of co-
locations between any two users is significant, it is inferred that 
these two people are socially related. Apparently, Alice and Mary 

are often in the same location. Consequently, it is being inferred 
that these two users are socially connected. 
Overall, this scenario demonstrates the inference of several 
contextual elements in practice: 

- location 
- co-location 
- activity 
- personal itinerary 
- social tie 

As described earlier, a location is often related with a certain 
activity. In addition to this, when the movements of a user 
between locations are recorded, the user’s personal itinerary is 
revealed. Especially in cases where the recorded locations are 
recurrent, it is evident that they are part of an individual’s regular 
itinerary. 

The above-mentioned contextual elements can be classified into 
different degrees of data based on their inference complexity. For 
instance, location information is explicitly declared and 
consequently it belongs to the first degree of data. The second 
degree of data refers to data that are inferred from location data, 
such as activity and co-location. In addition to this, the inference 
of co-location information makes use of data from Alice and from 
another user who is known to Alice (in this case Mary’s data). 
The third degree of data makes use of more complex heuristics, 
such as making inferences by combining Alice’s data with the 
data from thousands of other users of the application who are 
unknown to Alice. An example application could be the 
identification of geographical hotspots based on the users’ 
location tracking. 

This scenario is an example of a privacy breach that tracks the 
movements of different users. The third party is on purpose not 
specified, as it could be a malicious application, the location-
based application itself or even an individual. It is worth pointing 
out that apart from the social implications, there are also evident 
legal implications in this scenario. 

The above-mentioned contextual aspects along with the described 
scenario emphasise the need for an in depth analysis of this type 
of location and contextual privacy. Significantly, location-based 
applications continue to evolve rapidly and as a result these 
contextual aspects are going to cause new privacy implications.  

4. RESEARCH QUESTIONS 
Based on this broader notion of contextual or situational privacy 
we identify three key research questions. First, what is the scope 
of this type of privacy? Second, does the Privacy Paradox apply to 
location data and if so does it perform in a different way than for 
other types of data? Third, what is the user awareness of 
contextual privacy and in particular what is the extent to which 
users are aware of the potential risks that the revelation of their 
contextual data may provoke? 
The first question attempts to understand and analyse the 
contextual elements of location privacy described in section 3. 
Section 3 has indicated only few of the numerous contextual 
elements that underlie the exposure of location data. As a result it 
is of significant importance to identify the potential contextual 
elements and incorporate them in the study of location privacy. 

The second question investigates the existence of the Privacy 
Paradox in location-based applications and whether people handle 
their location data in a different way than other types of data. It 



examines whether people feel less comfortable sharing their 
location and contextual information than other information on the 
Social Web. 

The third question explores in greater detail the users’ attitudes 
regarding location and contextual data and studies the extent to 
which users are aware of the fact that the exposure of the above-
mentioned contextual data may cause privacy breaches.  
 

4.1 Future Work 
The first step towards answering these questions is the design of a 
model that addresses the privacy implications of location and 
contextual data. The model aims to categorise that data identified 
in the literature retrieved from the latest Ubicomp and Mobile 
HCI Conferences. The different systems that are presented in the 
literature are going to be analysed and in the end a statistical 
analysis of the systems will be carried out, in order to shed light to 
important privacy related questions. An important feature of the 
model is the identification and inclusion of a variety of parameters 
that emphasise the richness of that contextual data. An example of 
such a parameter is the classification of data into different degrees 
based on the complexity of the inference mechanism in use. Other 
examples are the quality, fidelity and accuracy of the data as well 
as the data retrieval with or without user consent and knowledge. 

The answers to these three research questions will provide 
valuable insights into location-based applications and their 
appropriate utilisation by the users, as they aim to understand in 
depth the notion of location and contextual privacy. In addition to 
this, they will contribute in developing better location-based 
applications that take into consideration the privacy of their users. 

5. CONCLUSION 
This paper has highlighted the importance of an in depth analysis 
of the privacy related issues that deal with location and contextual 
data. In order to achieve that, three research questions have been 
identified. The first question investigates the scope of location and 
contextual privacy, whereas the second one examines the 
existence of the Privacy Paradox in this specific type of data. The 
third question explores the user awareness regarding the privacy 
related issues that arise in location-based applications. 
As more applications, which reveal users’ location data, emerge 
on the Web it is of utmost importance to focus on the privacy 
implications of location data, understand its relationships with 
other forms of contextual data and develop frameworks that 
address these privacy issues. 
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