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1 Intr oduction

This reportdescribestheactivities andresultsof thestudyof securityin multi-agentarchitec-
tures,carriedout for the Parallel andDistributedSimulationgroup,SensorsandProcessing
section,DERA Malvern,undercontractCU016-0000000902.

1.1 Background

FromtheRequirementSpecification:

A majorfactorresponsiblefor therecentupsurgeof interestin softwareagents
is thenatureof computersystemsthatarenow beingbuilt. Recently, wehaveseen
a steadyshift from large centralisedmonolithic systemsto network-clusterand
distributedapplications.Softwareagentshave beenproposedasoneway to help
peoplecopewith the increasingvolumeandcomplexity of informationandcom-
puting resources.Within thesereal-timedistributedenvironmentsagentscould,
givensuitablecontrollingalgorithms,assistin co-ordinatingtasksbetweenpeople
aswell asensuringco-operationamongdistributedprograms.Moreover, agents
are a powerful and naturalmetaphorfor conceptualising,designingand imple-
mentingmany systems.In the military domain,agenttechnologyopensup the
possibilityof building extensible,interoperablecommandandcontrolsystemsas
well asproviding themeansto link togetherlegacy systems.

The major goalsof the Software Agentsin CommandInformation Systems
projectareto determineanddemonstratehow agenttechnologycanbeusedto the
advantageof the warfighterin military commandsystems.This will be accom-
plishedbothby developinga representative multi-agentdemonstratorfor a realis-
tic commandsystemandby focusedresearchin theareasof agentlegacy-software
integrationandmulti-agentcollaboration.

1.2 Objective

Within a military environmentsecurityis an importantfactorfor considerationandhencethe
primary objective of this study is to gain an understandingof the issuesandstate-of-the-art
techniquesin multi agentsecurity.

1.3 Organisationof this Document

The securitylevel of a systemis given by the weakest componentin the system. We have
identified the following layers,which play an active role in agent-basedapplications: (i)
hardware, (ii) operatingsystem, (iii) network, (iv) programminglanguage, (v) supportfor
mobility, (vi) multi-agentinteraction, (vii) application. Securityin someof theselayershas
beenstudiedfor thelastforty years.Summarisingsecurityissuesin eachlayernotonly would
have leadto a very long report,but alsowould have presenteda very fuzzy imageof security
in this domain.
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Over the last few years,Java hasemergedasanubiquitousruntimeenvironment. Java is
becomingthe favouriteprogramminglanguageto developmulti-agentandmobileagentsys-
tems.Furthermore,Javais alsoregardedby many asanoperatingsystem[129], andJava-based
smartcardsarenow beingcommercialised.Therefore,securityin Javabecomesaprimarycon-
cern,becauseit is coveringprogramminglanguage,operatingsystem,andhardwareaspects.

Consequently, wehaveorganisedthis reportasfollows.

1. In Section2, we introducethe notion of agents,and illustratetheir applicationin two
scenarios,wheresecurityissuesarediscussed.

2. Interactionsbetweenagentsare typically network-based;Section3 describessecurity
issuesin thenetwork infrastructurethatarerelevantto multi-agentsystems.

3. Section4 overviewssecurityin Java, includingon small footprint devices.In particular,
section4.6.4presentsaclassificationof securitythreats.

4. The engineeringof mobile agentssystemsis studiedin Section5. In particular, we
investigatethemeansby whichasafeexecutionenvironmentcanbeprovidedfor mobile
agents,andhow accesscontrolpoliciesmaybeenforced.

5. Section6 explainshow completeapplicationsmaybecertifiedsecure.

1.4 Plan

The RequirementSpecificationcontaineda seriesof “security themes”,which may be dis-
cussedin several sectionsof this document. Eachof the theme,copiedfrom the Required
Specification,appearsin romancharacter. Therelevantsectionsarethenpresentedin italic.

� Agentidentification/authentication.

Section3.1.1summarisestechniquesfor authentifyingagentsin a multi-agentsystem.

� How to specifyAgentauthority(to performactionsor view certaintypesof data).

Anagentauthoritymaybeimplementedbyanauthorisationserver, introducedin Section
3.1.2.Section5.3discusseshowtheactof migrationmaychangeprivilegesgrantedto a
mobileagent.

� Releaseof data:

1. not only ensuringthatdatais only passedto thoseagents/otherknowledgebrokers
which areauthorisedto seeit, but thatany releaseconditionsfor thedataareim-
posedon the recipient- andif/how thesecanbe specified/enforced.For example
a UK/US coalitionwould obviously sharelow classificationdata,but theUK may
imposeor want to imposea restrictionon pressreleases,which the US wouldn’t
normallydo.

Section2.5 introducesthe notion of role-basedaccesscontrol, whereasSection
5.3 discusseslow-level techniquesto enforcesuch an accesscontrol. In addition,
section3.1.2addresseshowauthorisationcanbegrantedin a distributedsystem;
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Section3.1.3 presentstechniqueto preservethe integrity of data; Section3.1.4
discussesnon-repudiationtechniques.

2. dealingwith complicationssuchashaving combinationsof dataitems at higher
classificationthantheindividualparts,timesensitiverestrictions,etc.

� How to detect/protectagainstdirectIW attackonthenetwork -spoofing,interceptionetc.

Section3.1.1summarisesissuesrelatedto authenticationof interlocutors.

� How to defendmulti-agentarchitectures(oncean attackhasbeendiscovered)without
resortingto shuttingdown theentireservice(ie selective lock-outsetc).

Section3.5describestechniquetodetectintrusionsin anetworkandtechniquetocounter-
attack such intrusions,usingfirewall filters.

� Mobile agents(how to protecttheagentsratherthanthesites):a)How to preventreverse
engineeringto stealconfidentialdata/disrupt/destroy theagentb) How to verify a site’s
credentialsc) How to combatdeceptionto lure agentsto sites

Section5 discussesissuesrelatedto mobileagents. Section5.7 introducessomecal-
culi, which maybeusedto formalisesecurityin mobileagentsystems;in particular, the
ambientcalculusis ableto modelTrojanHorses.

This should involve reportingon known work/groups/webresourcesin theseareasand
summarisingthe stateof the art, not attemptingto resolve any of theseproblems. It should
(wherepossible)provide detailsof systems/architectureswhich attemptto performsomeof
thesetasks.

Section3.6 summarisesthe IETF working groupswhosework is relevant to agent-based
systems.Section6 discussescertificationproceduresdefinedby theEuropeanUnion, British
Standard or ISO.

The introductionof Section5 containsnumerous pointers to mobile agent systems,and
goodreferenceson thewww. A lot of attentionis alsogivento Java as it is mostof the time
usedto implementmobileagentsystems(cf Sections4 and5).

Otherusefulinformation(if available)wouldbeany drawbacksof theseapproaches- such
asincreasedbandwidthrequirements,complex encryption/protocolrequirements,limiting the
network to ’trustednodes’only, etc.

Sections3.2.2and3.3summariseperformanceandlegal implicationsof securityin multi-
agentsystems.

2 Agent Applications

2.1 Intr oduction

Thestudyadoptedtwocasestudiesto focustheinvestigation.Presentedasinformalapplication
scenarios,they weredesignedto includefeatureswhich characterisea muchbroaderrangeof
commandandinformationsystemsapplications.In this sectionwe introducesoftwareagents
andthenpresentthetwo scenarios:for each,weoutlinethescenario,discusstheapplicationof
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multi-agentsystemswithin thatscenario,andthendiscussthesecurityissues.Wefinishwith a
discussionof researchin themulti-agentsystemsandsecurityarea.

2.2 SoftwareAgents

Agent-basedcomputinghasemergedasa key softwareparadigmwith which to engineercer-
tain classesof applicationsandinfrastructure,including distributedandmobile applications.
Agentshave a long researchhistory, but the last five yearshave seenconsiderableactivity in
thefield, especiallyin theapplicationto informationapplications.Herewe identify somekey
aspectsasbackgroundto thereport.Thereaderis referredto [131] for a roadmapof agentre-
searchanddevelopment.Also, Nwanaprovidesa useful(albeitpersonal)review of five years
of agentsresearchin [193].

The growth of activity in agentshasclearly correspondedwith the emergenceof the In-
ternetasa global information infrastructure. Informationagentsspecificallyaim to manage
this hugely expandinginformation space,including gatheringand filtering of information.
Meanwhile the interactionof the userwith the information systemsstandsto be enhanced
by interfaceagentswhich assistat theuserinterface,monitoringandmodellingtheuserand
suggestingbetterwaysof achieving tasks. Theseaspectsof agentshave beenpromotedby
PattieMaes[158]at MIT MediaLab in particular.

A secondsignificanttrendonthistimeframeis theemergenceof pervasivecomputingtech-
nologies,in particularmobilecomputingdevices; this wasanticipatedby Weiserat Xerox in
1991 [270] [271]. Agent basedcomputingis also regardedasappropriateto this emerging
technologythoughthis work is lesswell developed.

Moregenerally, multi-agentsystems(MAS) interconnectmultipleindependently-developed
agents,providing a compositefunctionality exceedingthat of any singlepart. Suchsystems
havebeenstudiedfor many yearswithin thefield of distributedAI, datingbackto MIT in 1980.
Althoughmuchof thiswork is theoretical,practicalsystemsareemerging. Legacy systemsare
integratedwith suchframeworks by wrappersandtransducers,andthe researchcommunity
is actively researchingissuesof negotiationandcollaborationbetweenagents.HenceMAS
provide theinteroperabilityrequiredfor informationsystemsgiventhediversityof partiesand
systemsinvolved.

Theagentsusedin practicalmulti-agentsystemstypically conformto theweakagentclas-
sificationidentifiedby Wooldridge,et al.[275] andpossessthefollowing characteristics:

� Autonomy. Oncelaunchedwith theinformationdescribingtheboundsandlimitationsof
their tasks,agentsshouldbeableto operateindependentlyof andunaidedby theiruser.

� Socialability. To effect changesor interrogatetheir environment,agentsmustpossess
theability to communicatewith theoutsideworld.

� Reactivity. Agentsneedto beableto perceive theirenvironmentandrespondto changes
to it in a timely fashion.

� Proactivity. To help agentsto be adaptive to new situations,they needto be able to
exhibit proactivity, that is, theability to effect actionsthatachieve their goalsby taking
theinitiative.
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Additional characteristicsattributedto agentsincludelearning,planningandmobility.
Multi-agent systemshave very rich interactionmechanisms,which allow them to adapt

dynamicallyto theprevailing circumstances.Wedistinguishtwo formsof interactionsbetween
autonomousagents. Cooperation (cooperative problemsolving) is the processby which a
groupof agentschooseto work togetherto achieve theirgoal[276]. Negotiation is theprocess
by which a group of agentscommunicatewith one anotherto try and cometo a mutually
acceptableconclusion[74].

Theability to interactin arich andflexible manneris oneof thekey distinguishingfeatures
of the agent-basedparadigm[130]. By viewing interactionsat this high level of abstraction,
heterogenoussoftwarecomponentscanbemadeto interoperatewith oneanothermoreeasily
[48] and the vision of timely opensystems,in which agentsenterand leave, can be more
readilyrealised.In bothof thesecases,decisionsaboutwhichentitiesneedto interact,andfor
whatpurpose,aremovedfrom designtime to runtime.This, in turn,meansthatdecisionscan
bebasedon theagent’s prevailing circumstances,ratherthanthedesigner’s projectionof this
context.

FIPA [79] andKQML [77] aretheemergingstandardsin agentcommunication,bothsitting
abovenetwork level andhistoricallybasedontheperformativesof speech-acttheory. A variety
of adhocagentcommunicationlanguageshavealsobeenusedsuccessfullyin prototypeagent
frameworks,thoughthereis a strongcasefor standardisationor at leastinteroperabilityin or-
derto developpracticalsystems.Agentsmustalsohaveacommonunderstandingof theterms
exchangedbetweenthem. This is theontologyproblemandit requiresdomain-specificsolu-
tionsthatmustbeestablished;e.g.for defenceandfor e-business.Recentdevelopmentsin the
Webcommunityareleadingto usefulinfrastructurefor agentcommunicationandontologies,
notablyXML andtheResourceDescriptionFramework (RDF).XML is setto bethestandard
formatfor communicatinginformationbetweencomputers,andhencebetweenagents.

The scopeof the FIPA specificationsis morecomprehensive thanagentcommunication
languages,addressingotheraspectsof agency includingsecurity. Chapter10 of the FIPA’98
specification[79] is entitled“AgentSecurityManagement”andchapterreviewssomesecurity
threatsfor agents,presentingmessageextensionsandoperationsrelatedto certificates.The
standarddoesnotdefinehow akey infrastructureis establishednorhow initial publickey pairs
andcertificatesareestablishedfor agents.Thestatusof thisreportclearlyindicatesthatthereis
aneedfor securitymeasuresin agentsystems,but theproposedsolutionarefar from complete
nor easyto put into practice.

Agentscanbe implementedin any programminglanguagethat meetsthe requirements,
thoughsomelanguageshavebeendevelopedspecificallyfor thepurpose;e.g.Telescript[159]
andApril [164]. In particular, scriptinglanguagesandlanguageswhich usebyte codeinter-
pretersprovide portability of code.Java,compilingto theJava Virtual Machine(JVM), is the
languageof choicefor many practicalagentsystems,andsinceotherlanguageshaveevolvedto
interoperatewith Java it is aneffectivechoicefor agentframeworksin general.Javarepresents
thestateof theart in generalpurposelanguageswhich facilitateagentprogramming.
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2.3 Scenario1 - IntelligenceGathering

2.3.1 The scenario

Intelligencegatheringinvolvescollectionof informationfrom a variety of disparatesources.
Herewe assumetheseto bedigital andonline,consistentwith technologytrendsandcurrent
procurementpolicies.Thesedigital informationsourcesinclude:

1. Reportsfrom theatre,e.g.currentpositionsof mobileunits

2. Meteorologicalinformation

3. Digital maps

4. Equipmentdocumentation

5. Newsarchives

6. Non-militarydata,e.g.newsreports,Internet

7. CommandHQ instructionsto theatre.

Accessto the sourceswill dependuponauthenticationandclearance.The quality of the
informationsourcemay vary in many respects,including the accuracy and freshnessof the
content,the availability, thespeedof accessandsecurityissuessuchasaccessover insecure
channels.Theremay be multiple sourcesof similar data,or even multiple partial sourcesin
needof aggregationto provideasingleusefulsource.Thisdatafusionmight in factberequired
to reconstitutesecureinformationtransmittedvia multiple routesfor securitypurposes.

Thesecondaspectto this processis filtering andpresentationof relevantdata,for example
in supportof thecompilationof military briefings.This involvesfurther informationsources,
suchaspersonalprofiles,in orderto determinerelevancein thefiltering process.

2.3.2 Application of agents

Thisfirst scenariois aclassicapplicationof agentsin thefield of distributedinformationman-
agement(DIM) andwe cancomparethe issuesdirectly with thoseinvestigatedby the DIM
researchanddevelopmentcommunity. For example,theDIM initiative promotedby theUK
TechnologyForesightpanelon IT andElectronicsidentifiesissuesincluding:

� Themanagementof massivemultimediainformationstoresdistributedacrosslargenum-
bersof media-capableservers.

� Managingprecisionandconsistency of informationin federatedsystems.

� Theextensionof distributedtechnologyto capturethesemanticunderstandingof appli-
cations.

� Detachedinformationhandling,subsequentarbitrationandreconciliation.
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� Automaticcontent-basedindexing,analysisandtransformationandretrieval of informa-
tion sources.

Agentswhich have beendevelopedto dealwith informationon the Internetandintranets
are broadly applicablehere. Theseinclude the work of Maes[158]. ”DIM Agents” have
beena specificfocusof theresearchat Southampton,particularlywith respectto hypermedia
navigation[60] [71] [181].

Softwareagentsmaybeusedfor thefollowing tasksin this scenario:

1. Managingaccessto informationsources(i.e. wrappers/mediators)

2. Locatinginformation

3. Accessinginformation

4. Resolvinginconsistenciesin retrievedinformation

5. Filtering information

6. Integratinginformationfrom diversesources

7. Prioritisinginformation

8. Maintaininguserprofilesfor personalisation

Although a subjectof considerableacademicdebate,thereappearto be situationswhere
mobile agentsare an appropriatetechnologyin this scenario. With large geographicaldis-
tancesinvolved,andtheuseof high-latency communicationsmechanismssuchassatellite,the
only way to improve reliability andreducelatency might be to move agentsclosertogether.
Othersituationsrelateto authorisationandaccess,wherean agentneedsto relocatein order
to achieve the desireddegreeof accessto a resource.Agentsmay alsoneedto be mobile to
performtheir tasksin thepresenceof unreliableor mobilehostsandintermittentconnectivity
of communications;theseaspectsareexploredunderthesecondscenario.

2.3.3 Security issues

Themilitary context differsfrom thegeneralInternetcontext in anumberof significantways:

1. The’quality of service’requirements:strongerguaranteesaboutaccuracy andtimeliness
of information,or at leastsomemeasureof thesecharacteristics.

2. A strict securityclassificationregime, and the ’invertedpyramid’ wherebyincreasing
amountsof information are available at successively higher classificationlevels on a
’needto know’ basis.

3. Theactivitiesof theenemyto disrupttheinformationsystem.

Thefollowing issuesarisefrom this scenario:
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1. Thereare establishedsecuritypracticesto deal with authenticationof usersand their
rightsof accessto information. In delegatingtasksto agents,somerightsmustalsobe
providedto thoseagents,togetherwith conditionson releaseof information.Theagents
canbe regardedasdelegatesof the individual within the appropriatesecurityregime.
Otheragentsmustnotbeableto impersonatesuchdelegates.

2. Aside from security issuesin the underlyingnetwork infrastructure,thereare issues
within the agentinfrastructure: in order to find and communicatewith other agents,
an agentemploys someform of matchmakingserviceandalsoa namingservice. The
securityof thesystemdependsupontheintegrity of theseservices.

3. Agentsmaymoveto achievesecurecommunications,for example,bringingthemcloser
to minimisetheopportunitiesfor eavesdropping,or moving two agentsinto positionto
usea securechannel.Thesecuritybenefitsof this localisationof communicationmust
beconsideredalongsidethesecurityimplicationsof moving theagent.Also, it maybe
essentialto haveanagentlocal to ahostratherthancommunicatingoverany channelsat
all, for exampleto maintainradiosilenceor sothattheagentneedonly beauthenticated
once.

As well asaccessinginformation,agentsmaymanagetheprovisionof informationto other
parties(a.g.to alliesandto userswith lowersecurityclearance).As well asmanagingtheme-
chanicsof accesssuchasauthenticationandlogging,contentprocessingcouldincludesaniti-
sation.Thisimportantform of filtering hasnotreceivedattentionwithin theagentscommunity.

2.4 Scenario2 - Theatre

2.4.1 The Scenario

This extendsthepreviousscenario.Thecommunicationsmodelin thetheatreinvolvesa net-
work thatis effectively abuswith informationprovidersandconsumersattached.Thispermits
informationtransferwithoutnecessarilyestablishingpeer-to-peercommunicationthatrelieson
knowledgeof the locationof thepartiesinvolved. This network is managedandis connected
via a gateway backto non-deployedcommandsoutsidethe theatre.We cancharacteriseit as
follows:

1. Equipmentandpersonnelprovide informationsourceswhichcandisappearat any time

2. Sourcesmaybemobile

3. Communicationsmaybeseverelyconstrained(intermittent,restrictedbandwidth,radio
silence)

4. Enemypresenceon thenetwork is assumed(e.g.surveillance,spoofing,jamming)

5. Locationinformation(e.g.sourceof communicationsdevice)maybewithheld.
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2.4.2 Application of agents

In this scenario,tasksfor softwareagentsinclude:

1. Collection and transmissionof datafrom personnelor equipment. Theseagentsare
mobilein thesensethatthey mayresidein mobileequipment.

2. Collectionandpresentationof datato personnel,andproxiesto acton theirbehalfwhen
communicationis prevented.

3. Agentswhich move autonomouslyto effect specifictaskswhich requirelocal accessto
resources

4. Managingaccessto informationsources

5. Detectionof unauthorisedactivities,e.g.intrusion,disclosureof information

Onemodelof agentdeploymentin thetheatreis to assumethatanagentresideswith every
resource(personnel,equipment)and is responsiblefor incomingandoutgoingcommunica-
tions. This canbeextendedto includeautonomousagentswhich do not necessarilyrelateto a
particularphysicalentity.

Thereis astrongcasefor mobileagentsin thisscenario,to dealwith themobiledevicesbut
alsotheinherentlyunreliablehostsandcommunicationslinks andthegreaterneedto manage
securecommunications.

2.4.3 Security issues

With theassumptionof enemypresence:

� Securitymechanismsareneededto protectthehostagainsthostileagents;

� Securitymechanismsareneededto protecttheagentagainsttamperingby thehost;

� ‘Enemyagents’mayparticipatein negotiationwith theobjectiveof disruptingthenormal
process;

� Theincreasedrequirementfor agentmobility emphasisestheneedfor secureagentmi-
grationmechanisms,for exampletheneedto protecttheagentagainstanalysisin transit
throughaninsecurenetwork.

In generaltheprotectioncantake theform of preventionand/ordetection.
It is alsonecessaryto minimisetheextentof messagepassing,andthequantityandclassifi-

cationof theknowledgerequired,for anagentto achieveits task.For example,theagentsneed
to achievesomeprior agreementof context suchthatthecommunicationsareonly meaningful
to thoseagents,perhapsso that insecurechannelscouldbeused.Wherecryptographictech-
niquescannotbeemployed,thisaspectcouldbeviewedasanontologyissuein thatit involves
establishingavocabulary thatis only meaningfulto thoseagents.
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2.4.4 Research activities

Beforeaddressingresearchactivitiesin securityandmulti-agentsystems,it is usefulto identify
shortcomingsin multi-agentsystemsthemselves.Despitethematurityof researchin theagents
anddistributedmultimediainformationsystemscommunities,many of thesystemswhich ex-
ploit thetechnologiesarestill prototypes.In particular:

1. Therearefew examplesof systemswith large numbersof agentsin a distributedenvi-
ronment.It is clearthatscalabilityhasnotbeenfully addressedin many systems.

2. Robustnessmustbeaddressed,e.g.exceptionhandling

3. Military applicationsaside,securityhasnot beenfully addressedin thevastmajority of
existingsystems

4. An operatingenvironmentfreeof performanceconstraintsis oftenassumed.

5. Personalinformationassistantagentshave not developedasfastasanticipatedandit is
clearthattherearesomechallengingproblems.

In many ways,intranet(asopposedto Internet)practiceis particularlyrelevantto command
andcontrolapplications:whereasno centralisedmanagementmodelis imposedon theglobal
Internet,intranetsprovideamorehighly managedintegrationof federatedinformationsystems
in directsupportof thebusinessprocess;they alsohavemorestringentsecurityregimes.

Multi-agentsystemsin themilitary context have beenpresentedat agentsconferencesby
theGRACE consortium[57] andLockheedMartin [113]. Theformerinvolvesanagentarchi-
tecture(calledCABLE) which is implementedon CORBA. The latter, theDomainAdaptive
InformationSystem(DAIS), is a mobileagentsystemfor informationdiscovery anddissem-
ination in thebattlefieldcontext; it claimsto improve accessto informationby two ordersof
magnitude.Neitherhasanextensivediscussionof securityissues.

A numberof researchershaveexplicitly addressedsecurityandmulti-agentsystems.Wong
andSycara[274] makefive recommendations,consistentwith theissuesraisedabove:

1. Usetrustednamingservicesandmatchmakers:

2. Makeagentsuniquelyidentifiable,andgivethemunforgeableproofsof identity;

3. Protectcommunicationchannels;

4. Makeagentsprove thatthey aredelegatesof whomthey claim to be;

5. Makedeployersof agentsliable for theactionsof their agents.

The areaof agentsresearchon the Internetwhich is mostapplicableis e-commerce.For
example,securityis addressedby NeuenhofenandThompsonin [188], in which they identify
a numberof threatsfor mobileJava agents,includingeavesdropping,maliciousintervention,
spoofing,uncontrolledcloningandsomefurtherissuesrelatingto thefinancialcontext. Foner
[82] givesa thoroughdescriptionof securityissuesin the context of anotherInternetagents
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application,Yenta,which is a systemdesignedto find peoplewith similar interests.This is a
usefulcasestudyasit sharesmany issueswith military intelligenceapplications.

Introducing security impactsthe information carried by the agentcommunicationlan-
guages.New KQML performativesfor securecommunicationsareintroducedin [252], and
this work is extendedto public key certificationmanagementin [108].

Thereareseveralapproachesto theproblemof malicioushosts.Riordan[218] introduces
’environmentkeys’ as a variation on ephemeralkeys; agentscan only decryptmessagesif
certainenvironmentalconditionsaretrue(theseare’sleepers’in that they maybeunawareof
theirpurposeuntil suchtime). Hohl [116] proposes’blackbox’ agentswhichperformthesame
workasanoriginalagentbut aretime-limitedto preventahostdiscoveringrelevantinformation
or tamperingwith theagent.Sander[227] proposescryptographicsolutions.

With respectto the robustnessof systems,[142] identifiesa numberof undesirablesitu-
ations,describedasexceptions,which canthemselvesbe monitoredandpossiblytreatedby
otheragents.Theseincludecommunicationchannelsfailing (or beingcompromised),agents
breakingdown or makingmistakes,inappropriateresourceallocationsandunanticipatedinter-
dependencies(e.g.circularwait deadlocks).

2.5 Accesscontrol

Wehavenotseenanadequateinvestigationof theincorporationof accesscontrolmechanisms
in agentsystems,which is clearlycritical in themilitary setting.In orderto identify issues,we
have testedtheideathatanaccesscontrolsystemdesignedfor usersmight extendnaturallyto
agents.The systemwe have chosenis Role-BasedAccessControl (RBAC) asthis is widely
discussedin the literatureandappearsto have the appropriatecharacteristics;the role-based
approachcouldalsoform thebasisfor specifyinganddesigningagentsystems.

Thebasicideain RBAC is thatnot only theidentity but thecurrentrolesof theuser/agent
aretaken into account,andthe rolescanchangedynamically. This contrastswith the useof
accesscontrol lists, but thecostof the increasedsecurityis therequirementfor a securityin-
frastructureto managetheaccesscontrolrightsandmaintaintheintegrity of theaccesscontrol
policies.TheOASISmodelfrom Cambridge[111] is anexampleof arole-basedsystemwhich
addressesthedistributedsystemsissues.

To supportagentswe requirea conceptof delegation,by which we meanthat the Agent
B receiving a requestfrom AgentA mayneedto acton behalfof A in its subsequentactions.
This concepthasbeenwidely discussedin thesecuritycommunity;for a usefultreatmentof
delegationsee[152]. Delegation is also addressedin legal work andclosely relatedissues
clearly arisein e-commerce.Currentsystemsvary in whetheror not a resourceaccessedby
AgentB is awarethatAgentB is actingon behalfof AgentA; e.g. Kerberosv5 (IETF RFC
1510)forwardsprivilegesbut doesnot passinformationabouttheoriginator’s identity. Some
of theseissues,particularlytheuseof a PublicKey Infrastructure(PKI), arediscussedin the
next section.

Our majorconcernabouttheseapproachesis that in certainsituationsagentsarevery dif-
ferentto humanusers.TheseaspectsplacedemandsontheRBAC anddelegationinfrastructure
whicharenotnormallypartof therequirements:

1. Agentscaninteractwith verylargenumbersof otheragents,introducinganew scalability
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requirement.

2. Mobile agentscanmoveveryrapidly, perhapsperformingshorttransactionsatanumber
of disparatesites.

3. Agentscancloneeasily, raisingissuesof identity.

2.6 Conclusions

Many establishedcomputersecuritytechniquesarevalid in thecontext of multi-agentsystems.
However, multi-agentsystems,in the military context in particular, do imposeadditionalre-
quirementson thesecuritymodelandsecurityinfrastructure.For example,themodelshould
copewith delegationandmultiple intermediaries,andthe infrastructureshouldscaleto large
numbersof agents,widely distributed,with highly dynamicinteraction.As well asusingsecu-
rity mechanismsin supportof multi-agentsystems,theapplicationof multi-agentssystemsto
securityshouldbeconsidered:rich andflexible multi-agentprotocolsappearto beagoodtool
to implementdynamicandcomplex securitypolicies.

3 Network Infrastructur e Issues

A multi-agentarchitecturemay take a variety of forms; agentsmay be static or they may
migrate,while thehostsuponwhich they areexecutedmaybestaticor mobile. Regardlessof
thearchitecture,agentswill needto beableto communicateoveranetwork media.Themedia
maybesecureor open(public),dependingon theapplicationandscenario.

Given the implicit requirementof an agent-basedsystemto communicateover network
media,theimplicationsandrelatedissuesof usingsuchmediashouldbeexplored.Thissection
considerssuchissues,offering pointersto existing systemsandhighlighting openareasfor
investigation.

3.1 Security Requirements

Thecommonlycitedsecurityrequirementsfor asystemareintegrity, encryption,authentication
andnon-repudiation,or in moreplain language,datamustnot be tamperedwith, it mustnot
bereadablein transit,the identity of thesender(andrecipient)shouldbeestablished,andthe
recipientshouldnot be able to deny that a transactionoccurred. In addition, delegationof
authorisationto performa taskmaybe requiredonceauthenticationof a useror processhas
occurred.

3.1.1 Authentication

If anagentis to performanoperationon behalfof a user, or whereit requiresauthorisationto
accessprivilegedinformation,it mustbe ableto prove its identity, or the identity of theuser
who invoked it. The agentmay alsowish to establishthe identity of the server or serviceit
wishesto communicatewith.

12



The mostcommonform of authenticationpresenton the Internetis basedon public-key
technology, wherebytwo associatedkeys aregeneratedby an algorithmthat allows dataen-
cryptedusingonekey to bedecryptedwith theother. Theprivatekey is retainedby theuser,
thepublic key is releasedto anyonethekey generatorwishesto exchangemessageswith. En-
cryptionwith theuser’sprivatekey is equivalentto a signature;themessagemaythenonly be
decryptedwith theuser’s public key (which therecipientshouldpossess).Becausethepublic
key encryptionalgorithmmaybecomputationallyexpensive,it is commonpracticeto generate
a messagedigest(with a lessexpensive algorithm;see3.1.3)andsign that instead;doing so
alsoaddsanintegrity checkto theprocess.To encrypta messageit, or a key to unlockit via a
fasteralgorithm(e.g.IDEA [232]), is encryptedusingtherecipient’spublickey, suchthatonly
theintendedrecipientcandecryptthedatawith theirprivatekey.

While suchsystems,relyingoncertificatessuchasX.509v3[118], PGP[206], arebelieved
to becryptographicallystrong,they havetheweaknessthattheusermustkeeptheirprivatekey
secretand,if encrypting,thesendermusthold thecorrectpublickey for theintendedrecipient,
andnot a boguskey originating from an imposter. The safedistribution of keys, or digital
certificates,is a vital requirementfor reliable, securecommunicationsto occur. The “web
of trust” is a term often used;asthe namesuggests,a certainlevel of mutualtrust is always
requiredfor apublic key systemto beused.

A public-key infrastructure(PKI) is a meansby which keys canbe managed,signedand
madeavailableby a trustedthird-partycertificationauthority(CA). A CA cansignanX.509
certificateof a userto increasethe strengthof trust in the certificate. Likewise (Java) code
(applets)canbe signed.The InternetEngineeringTaskForce(IETF) [251] hasoneworking
groupdedicatedto PKI (pkix). Commercially, thelargestCAs areVerisign[257] andThawte
[250], with Verisignhaving recentlyacquiredThawte.

Certificatescanbemadeavailablevia directoryservers.TheIETF is investigatingtheuse
of LDAP [263] for certificatedistribution. LDAP canrequireauthenticatedaccessfor updates.
It is alsopossibleto useLDAP in read-onlymodeasa querylanguagefor directorieswhich
areupdatedby somesecuremechanismotherthanLDAP. Onemuststill be ableto trust the
server andtheinformationit is makingavailable(typically via thequeryingpartyholdingthe
server’spublic key).

In theagentscenario,agentsneedto be ableto accesspublic certificatesof servicesthey
wish to authenticatebeforeusing,accessingor migratingto them. This implies an agentei-
ther hasto carry the certificatefor eachservice,or insteadcarry the certificateof a trusted
serverwhichmayperformauthenticationonits behalf.Theproblemamigratingagentfacesin
authenticatingitself is thatif it carriesits own privatekey, thatkey canpotentiallybecompro-
misedby a platformtheagentexecuteson. This makesthetaskof anagentsigninganobject
while in transitsomewhatdifficult. An agentmay however carry dataor codesignedby the
invokerof theagent,suchthatarecipientcanestablishtheidentityof thatuseror process.This
is anareathatwarrantsfurtherresearch.

An agentoperatingon behalfof a useris unableto offer additionalinformationor secrets
that the usermay possess.This implies that authenticationmethodsthat useone-timepass-
words(e.g.S/Key [103]) or achallenge-responsesystem(e.g.SecurID[234]), with theaimof
reducingthe threatof a replayattack,maynot generallybewell-suitedto thenon-interactive
environmentin which anagenttypically operates.It maybepossiblethatanagentcouldes-
tablishcommunicationpathbackto auserfrom whomachallenge-responsecouldbesolicited,
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but theHCI implicationsneedcarefulconsiderationandmaybesomewhatimpractical.
For purposesof authenticationit is alsoworth investigatingthe appropriatenessof other

techniquesappliedmoretypically to adhocscenarios,e.g.theRADIUS authenticationsystem
for dial-up users[217]. MIT’ s KerberosAuthenticationSystem[144] usesa seriesof DES-
encryptedmessagesto prove to a server thata client is runningon behalfof a particularuser,
andmaybewell-suitedto the(mobile)agentscenario.It would however raisethequestionof
thedurationof asessiontoken,andthelengthof sessionthatanagentmight require.

It is possiblethatagentsmaywish to join andleave groupsof co-operatingagents.In this
caseit maybedesirablefor thegroupor coalitionto manageits own CA, in whichcaseagents
joining thegroupwill needto trust thatCA. If a server or serviceis trusted,it maybeableto
signagents,code,or outputto thateffect.

Thereareimplied accountingissueswhenauthenticating.If accessinga pay-per-useser-
vice,or if offeringapay-per-useservice,anagentmayberequiredto collector offer “payment”
(thoughthe tokensusedmay not be financial). The IETF Authentication,Authorizationand
Accounting(AAA) working groupstudiessuchissues,andincludesconsiderationof the im-
plicationsfor mobileIP.

3.1.2 Authorisation

Theprocessof authenticationof anagentmustbeseenasseparateto theactof authorisation
(grantingprivileges)to thatagent.Theagentmayneedto acton behalfof a user, perhapsto
reserve an item or service,or to make anelectronicpaymentfor an item. Authorisationmay
needto be performedlocally or remotely;if remotelythenthe serviceauthorisingthe agent
needsreliableaccessto theauthorisationserver (similar to thecreditcardcheckrun implicitly
when a credit card is usedat a point-of-saledesk). Authorisationservers may needto be
distributed,in which casethey needto belocatable.

3.1.3 Integrity

The processof ensuringdataintegrity involves the creationof a digital “watermark”of the
data.If thehashalgorithmusedto generatethewatermarkis strongenough- thechanceof two
setsof dataproducingthesamehashmustbeminimisedto theextentof beinginconceivable-
thenthehashcanbeusedto detectany tamperingof data(or code).Commonhashalgorithms
includeMD5 [219] (thoughthis hasbeenattacked asa viable hashingmethod[66]), SHA-1
[233] andRIPEMD [67].

In theagentscenario,it maybedesirableto compareagentcodeor anagent’s statebefore
andafter transactionshave occurred.It mayalsobeusefulfor two agentsto comparehashes
of datathey areco-operatively working on to ensurethey areoperatingon thesamedata(e.g.
a “contract”). Weakwatermarksallow data(typically animage)to bemodifiedandstill recog-
nisableasthesameimage;in generalthis techniqueis lessusefulin theagentcontext.

3.1.4 Non-repudiation

A notaryserviceis anextensionof thehashingor “watermarking”of data;thehashis registered
digitally with a trustedthird party, suchthat the third party can verify the time at which a
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documentwassubmittedto thenotary. Thetrustedthird partywill notknow thecontentsof the
documentor data;it merelyhandlesthehashof thatdata.Onecompany runningsuchaservice
is Surety[247], who offer a servicewhich they claim guarantees“the intrinsic mutability of
electronicdocuments”.

Agentsactingon behalfof a usermay wish to registerdatathey areholding with sucha
servicefor non-repudiationpurposes.Proof that certaindatawasheld at a certaintime, or
thatdatawasheld in a certainorder, may bevaluable.Protectionof IPR is oneuse,but, for
example,asetof negotiatingagentsmayform another. Thepracticalityandefficiency of notary
servicesshouldbestudied.

3.1.5 Encryption, KeyExchange,and IPsec

It maybeenoughfor agentsto communicateopenly, with authenticationbeingsufficient and
encryptionunnecessary. However, if amoresecureenvironmentis required,thenIPsec[120] is
theoneof themostcommonlyusedTCP/IPsolutions.OthersincludeSSL(e.g.via OpenSSL
[198]) andsecureshell (ssh)[240, 241]. SSLis generallyusedto offer secureconnectionsto
World WideWeb(WWW) servers,while sshis moreflexible offeringtheability to runavariety
of protocolsin onesecuretunnel(apropertywhichposesadilemmafor firewall administrators;
encryptedsessionsaregood,aprotocolthatreadilyenablestunnellingis bad).

TheIETF is developingTransportLayerSecurity(TLS) [121] asanintendedsuccessorto
SSL,astheir charterstates:“independentprogrammersshouldbeableto developapplications
utilizing TLS thatwill thenbeableto successfullyexchangecryptographicparameterswithout
knowledgeof oneanother’s code”. UsersrunningWebbrowsersthathonourSSLcertificates
on sitesrely on thepublic key of theCA in questionbeingbuilt in to theBrowser;this allows
thesignedsitecertificateto berecognisedascomingfrom a “trusted” CA. This alsorelieson
thebrowsercodebeingunaltered.Commonagentscouldpotentiallyuseasimilar technique.

IPsecenablestheuseof virtual privatenetworks(VPNs),suchthatsecurecommunications
canoccuracrossaninsecure(public) network. Ratherthanagentsemploying their own appli-
cationlayerencryption,theIP layercanperformthetask. IPsecdefinesanIP Authentication
Header(AH) andIP EncapsulatingSecurityPayload(ESP),but leavesthechoiceof algorithm
open(e.g.SHA-1 andTriple DES).

Oneaccusationleveledat IPsecis thatbeingdesignedby committeeit is overly complex
[76], but it remainsthebest(open)technologyavailable. Public implementationsarelimited,
with FreeS/WAN [153] beingperhapsthebestexample.FreeS/WAN alsoincludesanInternet
Key Exchange(IKE) implementationfor key exchange.

Key exchangeis a non-trivial task for communicatinghosts,processesor agents. The
InternetSecurityAssociationandKey ManagementProtocol(ISAKMP) definestheprocedures
for authenticatinga communicatingpeer, creationandmanagementof SecurityAssociations
(SAs), key generationtechniques,and threatmitigation (e.g. denial of serviceand replay
attacks)[163]. IKE [105] is a key exchangeprotocolfor theISAKMP framework. Processes
or agentsusingIKE cannegotiateVPNsandprovide a remoteuserfrom a remotesite(whose
IP addressneednot be known beforehand)accessto a secureservice. The questionraised
hereis at which layer encryptionandkey exchangeshouldoccur in an agent-basedsystem;
muchdependson whethertheagentsarerunningon a trustedVPN or migratingover anopen
network.
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Oneliability raisedby the useof keys in exchangingdatais the potentialfor datalossif
a privatekey (or the passphrasethat unlocksit) is lost or compromised.If a useror agent
receivesanencryptedmessagefor which it doesnot possessthe(private)decryptionkey, the
datain themessagewill notberetreivable.An acceptedwayaroundthis problemis to register
thekey with a trustedthird-party(a processknown askey escrow) from whomit canbelater
recovered.Thisin turnraisesthethreatof compromiseof thethird-partyhostholdinganumber
of privatekeys.

In theUK, theElectronicCommerceBill hasimplicationsfor usersof public key systems.
A GovernmentPerformanceand Innovation Unit Reporton “Encryption and Law Enforce-
ment” [72] advisesagainstenforcedkey escrow in the UK, but recommendsa (potentially
dangerous)alternative. It statesthat“further attentionshouldbegivenin the[ElectronicCom-
merce]Bill to placingtheonusontherecipientof adisclosurenoticeto proveto theauthorities
that the requestedkeys or plain text arenot in his possession,andto stateto the bestof his
knowledgeandbeliefwherethey are.” Thismayhave animpacton thewillingnessof usersto
employ public key systemsin theUK, includingagent-basedones.

3.2 Network considerations

Communicationsbetweenagentsoccurateverynetwork layer, asAPI callsmapdown through
the transport,network and lower layers. We do not considerthe hardware layer in these
notes,thoughhardwareencryptiondevicesareavailable,asarewirelesscommunicationde-
vices(shortor long range). Again, the questionis raisedasto whethera trustednetwork is
used.

3.2.1 Protocols

At theapplication(or underlyingtransport)layer, thesecurityfeaturesavailabledependon the
environmentandAPI used,e.g.Sun’sJavaRemoteMethodInvocation(RMI) [128],Sun’sJava
MessageService[134], or IBM’ s MQSeries[183]. TheIETF CommonAuthenticationTech-
nologyworking groupseeksto encourageuniformity andmodularityin securityapproaches,
supportingthe useof commontechniquesandaccommodatingevolution of underlyingtech-
nologies,e.g. the GenericSecurityService[151, 278] which will be available throughlan-
guagessuchasJavaandC.

At the IP layer, the Internetis currently basedaroundIPv4. However, IPv6 [119, 123]
is underdevelopment;its corespecificationswerefinalisedin mid-1999. IPv6’s well-known
featureis its relatively hugeaddressspace- it uses128-bit addressesratherthanthe 32-bits
of IPv4. This propertyenablesefficient hierarchicalaggregatedaddressingand routing, as
well asa hugegrowth in thenumberof uniquelyaddressableIP devices. With the increasing
deploymentof always-ondevices(e.g. ADSL andcablemodems)andthepotentialfor VoIP
and the next generationof mobile telephones(UMTS) to adoptIPv6, this technologymay
appearmuchsoonerthanmany peoplepredictedonly two yearsago.

IPv6 hasbuilt-in supportfor statelessauto-configuration;thusanagentdevice connecting
on an ad-hocbasiswould be ableto attachto a network with minimum effort. The IETF is
workingonsecureauto-configuration,suchthatdevicescanonly attachto networksfor which
they are authorised. IPv6 mandatesIPsec,in contrastto IPv4 whereIPsecis optional. It
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hasimprovedsupportfor mobility; theauto-configurationsupporthasled to theremoval of a
requirementfor aforeignagentasexistsin IPv4mobility [204]. It supportsrouterrenumbering
andthusmobilerouterdevices. Its onefailing for theagentscenariois a lack of IPv6 support
in Java; unfortunatelyJavasoft is a differentarm of Sunthanthe Solarisdevelopmentteam,
who havebuilt IPv6supportinto Solaris8. Adoptionof IPv6 amongrouterandOSvendorsis
growing fast,while deploymentis currentlymorefocusedto academicnetworks[123].

3.2.2 Bandwidth and performanceconsiderations

Oneof thedriversfor migrationof agentsis thepotentialadvantagethat theagentswill able
to communicatewith the desiredserver much nearer, if not at, the server’s location. Such
agentswould alsobeableto operatewhile theoriginatingdevice wasoff thenetwork (unless
authorisingsessionswererequiredbackto theagent’s invoker). Useof proxy servicesis com-
mon on the Internet,mostnotablyfor Web-basedservices;with mobile agentsattemptingto
gathercommoninformationit may be interestingto considercachingof the resultsof agent
processing,thoughthecachewould have to be trustedin placeof theserver it actson behalf
of.

As the agentmigrates,it may changebandwidthusage. The agentmay typically carry
somecore information, codeand somesort of ID, but it will also be likely to accumulate
knowledge.Multiple agentswith swelling“footprints” mayconsumeconsiderablebandwidth
if their migration is performedon a besteffort basis. An agentreturningfrom a gathering
exercisewill invariablycarrymoredatathanwhenit wasinvoked. Givenagentsarelikely to
bedesignedto huntdown thebestsourcesof data,thenany suchsourcewill beliable to a large
numberof “hits” asthesmartagentslocateandinteractwith it. Thepotentialexists for agent
traffic jams.

Alternatively, a denialof serviceattackmay intentionallyattemptto overloada service,
eitherby overloadingthe serviceitself, or generatingtraffic on thenetwork links connecting
thatservice.Otherpotentialpitfalls includeagentswho canreproducethemselves(a possible
causeof a “worm” attack),or whosecodecanitself bemodifiedif runonaninsecureplatform
(to perhapsintroduceanagent“virus”); while amodifiedagentmaybedetectedanddiscarded
by theplatformwhich invokedit, it maycausedamagebeforeit returnsto its original location.

Onepotentialavenueto reducebandwidthuseby commonlycommunicatingagentsis to
employ multicasttechniques,by which multiple agentscould be contactedvia a singlemes-
sage.Multicast is commonlyusedfor videoor audiotransporton the Internet,but otherser-
vicescanbemulticast.If multipleagentschooseto join amulticastchannel,they couldreceive
datamuchmoreefficiently, andthedatacouldstill besignedby theoriginatinghostor service.

The performanceof network communicationsshouldnot be ignored; securityhasover-
heads,both in termsof CPUandbandwidth.Potentialagent-basedsolutionsshouldbecom-
paredfor suchperformanceissues.

3.3 Legal considerations

Theissueof legal liability for anagentcommittinganexpenseagainstauseris relatively well-
known, thoughperhapsnot wholly resolved. Thereis however anotherissuewhich hasrisen
in prominencerecently.
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The introductionof theDataProtectionAct 1998[54] mayhave importantconsequences
for agent-basedcomputing.If agentsaregatheringdataon behalfof a person,or associating
datawith persons,thentheinformationmaybesubjectto theAct. If anagent,or agent-based
service,hasto beregisteredundertheDPA 1998thentherearemany implicationsthatfollow:
thedatagatheredmustbeheldsecurely, andfor no longerthanrequired,but alsothesubjectof
thedatamustbeinformedthatthedatais beingheld,mustgivetheir consent,andmustbetold
whatthenatureof theprocessingis andwhatpurposeit serves.

Thereareothermoresubtleimplicationsof theAct. Underthenew EighthPrinciple,per-
sonaldatamaynotbeexportedoutsidetheEU unlessthecountryin questionhasan“adequate
level of protectionfor the rights and freedomsof datasubjects”. It is not yet clear, for ex-
ample,whetherthe USA meetsthatadequatelevel. It would alsoimply that anagentwould
know whichcountryaserveror servicewereoperatingin; thiscannotbededucedfrom amere
Internetdomainname.

3.4 Mobile and ad hocNetworks

Theauto-configurationandmobility featuresof IPv6make it well-suitedfor usein apervasive
computingenvironment.Theagentmaybetruly mobileor mayonly connectintermittentlyon
anadhocbasis.However, thekey issueis whetheranagentcanmigrate,run on an insecure
platform, andits resultstill be trusted. The agentcanbe watermarked or “trip-wired” to an
extent,but it is theaccumulateddatathatis of mostimportance;it is notpossiblefor theagent
launcherto watermarkinformationthatwasnotavailableat thetimeof invocationof theagent.

Onepossibility is that theprogramanddatamaybegivenandprocessedin anencrypted
form. This would imply an ability to executeandoperatewith encryptedprograms,an area
thatwouldneedto beresearched.A relatedissueis whetheranagentcanreliably signits own
output,suchthattamperingof thatdatawhenanagentreturnsoveraninsecurenetwork canbe
detected.

Many Internetsitesusefirewall technologyto reducethe threatof compromisedsystems
from external “hackers”. This immediatelyposesa problemfor agentswishing to migrate
throughfirewalls. Potentialsolutionsdo exist, andmay be basedon suchsystemsasSKIP.
RFC2356“Sun’s SKIP Firewall Traversalfor Mobile IP” [176] featuresa gooddiscussionof
theproblem,andexplainshow SKIPcanbeemployedby anomadicapplicationlookingto con-
structa securechannelinto its homenetwork. This is anareathatneedsfurther investigation,
perhapscoupledwith theadvancedMobile IP featuresof IPv6 (see3.2.1).

3.5 Intrusion DetectionSystems

While an agentmay authenticateitself to a server or servicean additionallevel of security
maybeofferedby observingflows of communicationsbetweenagents,or perhapsmigration
patternsof mobileagents,for atypicalbehaviour. In a traditionalnetwork sense,detectionof
suchactivity is performedby anIntrusionDetectionSystem(IDS). An IDS can,for example,
modify firewall ruleson the fly throughCheckPoint’s OpenPlatformfor Security(OPSEC)
[199]. In an agent-basedsystem,an IDS could eithermodify firewall rulesto protectagent
servers,or perhapscommunicate(securely)with agentsthatit wishesto protect.By modifying
firewall filters on thefly, it maybepossibleto remove a compromisedpartof anagent-based
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framework from the network and leave the remainderoperational. That would rely on the
intrusionbeingcorrectlyidentified,andanacceptanceon thepossibilityof a “f alsepositive”
eventseveringa functioningpartof thenetwork.

CheckPoint, as a leadingvendorof firewall and securityproducts,have a numberof
IDS-relatedtechnologies,includingtheCheckPointSuspiciousActivity Monitoring Protocol
(SAMP), the CyberAttack DefenseSystem(CADS) [44] andRealSecure(which candetect
at least20 kinds of Denial of Serviceattack). Other leadingcompaniesalsooffer products,
suchasInternetSecuritySystems’(ISS)ePatrol [122]. ISSoffer anetwork scannerwhich can
port scanTCP/IPhostsfor vulnerabilities.It maybeinterestingto analysenetwork portsupon
whichagent“processes”operateanddevisesimilar agent-basedtests.

3.6 Overview of IETF Working Groups

Therearemany IETF [251] working groupswhosework is relevant to the subjectof agent-
based(mobile)architectures.Theseinclude:

� Authentication,AuthorizationandAccounting(aaa)

� RemoteAuthenticationDial-In UserService(radius)

� IPng(ipngwg)

� ZeroConfigurationNetworking (zeroconf)

� IP Routingfor Wireless/MobileHosts(mobileip)

� Mobile Ad-hocNetworks(manet)

� An OpenSpecificationfor PrettyGoodPrivacy (openpgp)

� AuthenticatedFirewall Traversal(aft)

� CommonAuthenticationTechnology(cat)

� IP SecurityPolicy (ipsp)

� IP SecurityProtocol(ipsec)

� IntrusionDetectionExchangeFormat(idwg)

� OneTimePassword Authentication(otp)

� Public-Key Infrastructure(X.509)(pkix)

� SecureShell(secsh)

� SimplePublicKey Infrastructure(spki)

� TransportLayerSecurity(tls)

� WebTransactionSecurity(wts)

� XML Digital Signatures(xmldsig)
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3.7 Conclusions

Therearemany issuesraisedin this section. We list heresomeof what we seeasthe more
importantpoints:

� Securitymeasurescanbe appliedat many layers;certificateandkey-basedtechniques
canbe appliedat theJava/RMI level to offer (for example)authentication,while IPsec
canoffer anunderlyingsecureVPN.

� IPv6 appearsto offer excellentfunctionality for secure,mobileandadhocagent-based
computingdevices.Furtherinvestigationof thetechnologywouldseemveryappropriate.
Theavailability of IPv6supportfor Java is anoutstandingissue.

� New UK lawsmayhaveanimpactonagent-basedcomputing,in particulartheElectronic
CommerceBill andtheDataProtectionAct 1998.A studyshouldbeundertakento more
fully assesstheimplications.

4 Java Security

4.1 Intr oduction

We explain sometermsfirst. Safetymeansthatnothingbadwill ever happen,livenessmeans
that somethinggoodwill eventuallyhappen,andsecuritymeansthe protectionof resources.
Theboundarybetweensafetyandsecurityissometimesalittle vague[253]. Securitycomprises
confidentiality, integrity andavailability, andneedsto beaudited.

4.1.1 What is Java safety?

Javais asafeprogramminglanguagein thesensethatJavaprogramsaretypesafeandmemory
safe. The two main featuresthatbring typeandmemorysafetyarefirstly that Java doesnot
offerpointerarithmetic;insteadJavaoffersreferencesto objectswhichcannotbemanufactured
by theuserbut only by thesystem.Unusedobjectsareautomaticallygarbagecollected.The
secondfeatureis thatJava is astronglytypedlanguage,likePascalandAda,andunlikeC and
C++,Javaevenperformsruntimechecksto avoid arrayindex errors.

While type safetyandmemorysafetyarenecessary, they arenot sufficient to make Java
programssecure[87, 50].

4.1.2 What is Java security?

For a Java programto be securewe make two main requirements[42]. The first is that Java
programscanbe restrictedto accessingonly certainresources,asdefinedby an appropriate
securitypolicy [92]. While someresourcesareeasyto control, like useof therun time stack,
or accessto certainGUI events,otherresourcesareharderto control,likeexecutiontime [52].
Thesecondrequirementis thatsecuresystemscanbeaudited.No systemcanbetrustedto be
secureunlessit is possibleto audit thebehaviour of the system.While currentJava systems
havemadegoodprogresstowardssatisfyingourfirst requirement,wedonotknow of any work
doneon thesecondrequirement.
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4.1.3 How is Java security implemented?

Javais implementedby compilingJavaprogramsinto JavaVirtual Machine(JVM) bytecodes.
The byte codesare storedin classfiles. An interpreter, the JVM, loadsthe classfiles and
executesbyte codes. The JVM controlsaccessto all machineresources.Safetyin Java is
thereforeconsideredlanguagebased,asopposedto operatingsystembased.

A JVM bytecodeprogramcanberunasanapplicationjust likeacompiledC or C++ pro-
gram.JVM bytecodescanalsoberunasappletsfrom within aWebbrowser, or appletviewer.
BeforeJava2 applicationshadaccessto all resourcesofferedby theoperatingsystem,andare
thereforenotsecure.With theadventof Java2,applicationsandappletssharethesamesecurity
regime. For an introductionto theseissuespleaseconsultMcGraw andFelten[167, Chapter
3]. A succinctpresentationof the early Java securitymodelmay be found in Yellin [280].
The most recentsecuritymodel is summarisedby Gong[92].We will mostly glossover the
differencesbetweenthevariousdifferentversionsof Java. However, we notethatthesecurity
regimeis gettingmoreandmorecomplicatedwhichposesincreasingproblemsto building cor-
rect implementations[140], simply becauseaddingcomplexity makesit increasinglydifficult
to avoid bugs.

In theabsenceof auditing,Java securityis resourcecontrol. To implementthis,Suncould
have decidedsimply to routeevery transferof controlbetweentwo separatetrustdomainsvia
an interpreter, in the sameway as operatingsystemsdo this. However, this is likely to be
slow [265]. To avoid highoverheads,SUNhasdevisedacomplex optimisationscheme,which
collectively implementsJavasecurity. Thisschemerequiresthreecomponents:theclassloader,
thebytecodeverifierandthesecuritymanager.

4.1.4 Classloading

The taskof the classloaderis to load new classesandto control namespacesso that newly
loadedapplets[87] or applications[149] mayonly seetheresourcesthey have a right to see.
Theclassloaderdefinesthenamespaceto beusedby thesecuritymanager, whichthenrestricts
thenamespacein sucha way to blockaccessto resources.

4.2 Methodology

If Java is to bea languageusedto build applicationsthatoffer security, it needsto bewell de-
fined,sothatprogrammersunderstandexactlyhow to usethelanguage,andthatimplementors
know how to realisetheimplementation,alwaysmaintainingthesecurity. This requiresformal
specificationsof thefollowing components:

� Thesemanticsof Java.

� Thesemanticsof theJVM language.

� TheJava to JVM compiler.

� The runtime support,that is partsof the Java API, including all �������
	�� classes. A
specificationof theAPI is neededbecausefor examplestartingandstoppingthreadsis
effectuatedvia theJavaAPI andnotvia JVM instructions.
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Themethodologyto build thesespecificationsandtheir implementationsshouldbeto:

� Constructclearandconciseformal specificationsof therelevantcomponents.

� Validatethespecificationsby animatingthem,andby statingandproving relevantprop-
ertiesof thecomponents.Examplesincludetypesoundness(i.e. a programthat is well
typedwill not go wrong with a typing error at runtime),andcompilercorrectness(i.e.
compiling a Java programto a JVM programshouldpreserve the meaningof the pro-
gram).

� Refinethespecificationsinto implementations,or alternatively implementthespecifica-
tion by ad-hocmethodswith ana-posterioricorrectnessproof.

� Createall specificationsin machine-readableform, so that they canbeusedasinput to
theoremprovers,modelcheckers,andothertools[248].

Regardlessof Java’sclaimsof beingasmallandsimplelanguage,whichby comparisonto
C++ it is, Java is toocomplex andtoo largeto make it easyfor acompleteformalspecification
to bebuilt. It alsocontainssomenovel combinationsof languagefeaturesthathave not been
studiedbefore.Theprincipaldifficultiesare:

� Many different featuresneedto be modelled,suchasmulti-threading,exceptionhan-
dling, objectorientationandgarbagecollection;

� Carefulconsiderationhasto be given to the interactionof thesefeatures.The official
SUN references[96, 150] aresometimesambiguous,inconsistentandincomplete.See
for exampleBertelsen[20], who providesa long list of ambiguitiesin the JVM spec-
ification. Curiously, other authorsdo find the official SUN referencescompleteand
unambiguous[68].

� The referenceimplementationis complex (the SUN JDK), and not always consistent
with thedocumentation.

Attractedby the potentialbenefits,andchallengedby the difficulties,many authorshave
formalisedaspectsof Java, and/or its implementation. At the time of writing we counted
morethan40 teamsof researchersfrom all over theworld. Many of thosehave specifiedthe
semanticsof subsetsof Java. Othershave worked on the semanticsof subsetsof the JVM
language.Someauthorshaveworkedon both,oftenin anattemptat relatingthetwo, with the
ultimategoal of proving the specificationof a Java compilercorrect. To our knowledge,no
singleattempthasbeenmadeat specifyingfull Java, the full JVM, or the full compiler. No
attemptshavebeenmadeat specifyingtherelevantpartsof theJavaAPI.

Thevastmajority of thestudiesthatwe have founddiscussabstractions,to make thespec-
ificationsmoremanageable.Popularassumptionsinclude:

� Thereis unlimitedmemory.

� Individual storagelocationscan hold all primitive data types (i.e. 
������ as well as����� 
���� ).
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� IndividualJVM programlocationscanholdall bytecodeinstructions.

While suchabstractionshelp to reduceclutter in thespecifications,they alsomake it im-
possibleto modelcertainsafetyproblems,suchasjumpingin themiddleof aninstruction.It
is anart to modelsystemspreciselyat theright level of abstraction,with just enoughdetail to
beableto discussthefeaturesof interest.

4.2.1 Java and JVM languagefeatures

TheJava andJVM languageshave a numberof interestingfeatures.Someapplyonly to Java,
someto theJVM andsometo both.Themostimportantaspectsare:

IM Imperativecoreconsistingof basicdata,expressionsandstatements.

OO Objectorientation,i.e. Objects,classes,interfaces,andarrays.

TY TheJava typesystem,or bytecodeverificationin theJVM

CL Classloading.

EH Exceptionhandling.

MT Multi-threading,monitors,synchronisation.

GC Garbagecollection.

Most researchersin thefield modelpartsof the imperative core,andmany alsodealwith
objectorientation.We will sayno moreaboutthis core,asit is well understood.Instead,we
will concentrateon theremainingissues.Someauthorsmodelobjectsandclassesbut not the
type system.Type soundnesshasbeenstudiedby quite a few. The JVM implementationof
exceptionhandlingusesa difficult optimisation,which is thereasonwhy severalauthorshave
studiedthis in detail. Multi-threadinghasfoundfavour only with few. We have not beenable
to find any work on modellinggarbagecollectionin thecontext of studyingeitherJava or the
JVM. This is a problembecausegarbagecollection is not transparentsincedeallocatingan
objecttriggersits finalizermethod.Thisconnectionis actuallyignoredby someauthors[21].

4.3 Java Semantics

Startingfrom the top, andworking our way downward, we discussfirst the variousreports
foundin theliteratureonspecifyingthesemanticsof Java.

Our focusis on identifying themethodologicalapproachesandon theJava subsetsbeing
studied. The reasonis that somespecificationmethods,andin particularthe accompanying
supporttools,areperhapsmoreappropriatefor thetaskin handthanothers.We arealsokeen
to identify methodsandtoolsthatareableto copewith thelargestamountof complexity in the
Java language,with themostfeaturestakeninto account.

Table1 givesa completesummary, showing whetherthe work is particularlyrelevant to
small footprint devices,thepurposeof the activity, a referenceto work on which the current
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work is based,the tools used,whetherthe work appliesto Java, the JVM or both, a charac-
terisationof thesubsetstudied,an indicationof thestyleof semanticsused,andwhetherany
proofshavebeenreported.Thestylesof semanticsusedareDenotationalSemantics(DS),Con-
tinuationSemantics(CS),AbstractStateMachineSemantics(ASM), StructuredOperational
Semantics(SOS),NaturalSemantics(NS),a HigherOrderLogic (HOL) or a semanticsbased
on thatof thetool used.SeeNielsonandNielson[190] for anintroductioninto programming
languagesemantics.

4.3.1 Object Orientation

Alves-FossandLam [7] presenta denotationalsemanticsof mostof Java (excluding multi-
threadingandgarbagecollection,but includingclassloading).Their specificationgivesdetail
on the variousbasicdatatypesin Java. This contributesto a betterunderstandingof those
aspectsof thelanguage.

4.3.2 The type system

TheJava typesystemis basedon simplesubtyping, but it hasonenovel feature:Java offers
interfacesby wayof creatingmultipleinheritance.DrossopoulouandEisenbachwereprobably
thefirst to modelthis feature[70]. They giveastaticsemantics(i.e. aspecificationof thetype
system)anda dynamicsemantics(i.e. an interpreterof Java programsthatworkswith typed
data)of arelativelysmallsubsetof Java. DrossopoulouandEisenbachthenstatethesoundness
of their typesystem.In aseparatepaper, Drossopoulouetal [69] extendtheirsubsetto include
exceptionhandling. Neither papergivesproofs. InsteadSyme[248] encodessomeof the
modelsof Drossopoulouet al in his DECLARE system,andgivesproofs. Themereactivity
of encodinghandbuilt specificationsin a mechanisedsystemis reportedto uncover 40 errors
madeduringthetranslation.More importantly, Symehasalsofoundtwo non-trivial errorsin
thehandwrittenproofsof DrossopoulouandEisenbach.

Nipkow andvonOheimb[192] provetypesoundnessof asimilarsubsetto Drossopoulouet
al. However, theformeruseIsabelle/HOLto machine-checktheproofsfrom theoutset,giving
ahigherdegreeof confidencein thecorrectnessof thespecificationsandtheproofs.While the
semanticsareverifiedusingaproofchecker, Nipkow andvonOheimbwerenotableto validate
the specificationsdueto the lack of supportfor generatingexecutablesemantics[261]. One
conclusionof their work is thattheoremproversaretoo sensitive to thepreciseformulationof
aspecification,andthatmoresupportin theproversis neededto makeworkingwith semantics
moreaccessible[261,Page151].

GlesnerandZimmermann[89] specifythetypesystemfor a small fragmentof Java asan
exampleof theirwork on many sortedlogic in naturalsemantics.

4.3.3 Classloader

Wragget al [277] offer a modelof classloadingfor a relatively smallsubsetof Java to study
oneof Java’smoreexperimentalfeatures,i.e.,thatof binarycompatibility. In Javait is possible
to addmethodsandfieldsto a Java class,without having to recompileany classesthat import
theclassbeingmodified.Thework uncoversaseriousflaw in connectionwith interfaces.
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4.3.4 Multi-thr eading

Börger andSchulte[29], andCenciarelliet al [41] modelmulti-threading,at the Java level.
Themain interestin thesetwo papersis thestudyof the issuesleft openby theofficial SUN
documentation.For example,threadsareableto keeplocal copiesof information,until other
threadsrequireaccessto the information. Variousoptimisationsarepossibleto optimisethe
managementof this information,andCenciarelliet al. provesomeoptimisationscorrect.

Kassabet al [140] createa statebasedabstractionof Java threadsand securitypolicies
to studythe enhancedJava 2 securitymodel. Themain thrustof thepaperis thecomplexity
analysisof thethreadabstraction,whichis shown capableof copingwith generalisationsof the
Java2 securitymodel.Theauthorsareconcernedhowever, thataddingfurtherflexibility to the
Javasecuritymodelwill make it to difficult to implementcorrectly.

Thisconcludesoursurvey onformalisingthesemanticsof Java. Wenow considerwork on
formalisingthecompilerin thenext section.

4.4 JVM Semantics

Working our way downward, we now discussthe variousreportsfound in the literatureon
specifyingthesemanticsof theJVM. Our focusremainsthesameasbefore.Table2 includes
acompletesummary, showing thesameheadingsasTable1.

4.4.1 Object Orientation

Bertelsen[19,20], andStephenson[244] giveanoperationalsemanticsof asubsetof theJVM.
A detailedspecificationof a subsetof the JVM Java (excludingmulti-threadingandgarbage
collection,but includingclassloading)is givenby Cohen[51]. His specificationis large but
executable(usingACL2), which makesit relatively easyto validate. Thepurposeof eachof
theseworksis purelyto studysemantics.

4.4.2 Classloader

Dean[55] offers a simplemodelusinghigherorder logic of an early Java classloader. He
proves, using PVS, that newly loadedclassesform a conservative extensionto previously
loadedclasses.This meansthat any valid propertyremainsvalid, no matterhow many fur-
ther classesareloaded.Examplesof interestingpropertiesarethe well-formednessandwell
typing of bytecodes.

Fongetal offer anew architecturefor classloading,thatclearlyseparatesbytecodeverifi-
cation,classloadingandlinking [83], thusmakingit easierto implementeachcorrectly.

Thesheersizeof theinter-linkedcomponentsof theJVM implementationinspireSireretal
to abandonJavaaltogetherandfollow adifferentroute,striving for asmall,trustedcomputing
base[235]. Thiswork doesnotcontainformal models.

Jensenetal [132] offer a formalisationof namespacecontrolandits interactionwith Java’s
visibility modifiers. The main result is that the model shows how a probleminvolving the
interactionof classloadingandvisibility modifiersuncoveredby Saraswat [228] couldarise.
Theformalisationof Jensenetal is criticisedfor containingsomeinaccuracies,bothinadvertent
anddeliberateones[31]. This shows that while formalisationsoften uncover problems,it is
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alsonecessaryfor systemdesignersto scrutinisetheformalisationsof their systemsto ensure
that the formalisationagreeswith their intention. Clearly, this kind of commentscannotbe
givenif formalisationsarenotsufficiently accessibleto systemdesigners.

4.4.3 Byte codeverification

The taskof thebytecodeverifier is to checkJVM codefor typeconsistency andsomeother
properties.Themainchecksperformedby theJVM bytecodeverifierarethat:

� Classesthatarenotoutof date(thismayhappenwhenparentclasseschange).

� Stackframesdo not underor overflow. (Stacksmay still overflow becauseof lack of
spacefor thenext frame).

� Everybytecodeis valid.

� Jumpsleadto legal instructions(andnot into themiddleof instructions).

� Methodsignatures(i.e. nameand type of a methodand its arguments)containvalid
information.

� Operandsto all instructionsareof thecorrecttype.

� Accesscontrol is obeyed (e.g., a privatemethodis called only from within the class
wherethemethodis defined).

� Objectsareinitialisedbeforeuse.

� Subroutinesusedto implementexceptionsand ����������� � �! �"�� � statementsareusedin
FIFO order.

Bytecodeverificationis difficult for two reasons:

1. Theinformationnecessaryto checkcertainpropertiesis oftenspreadacrossasectionof
bytecodeinstructions,whereasthesameinformationwouldbemorereadilyavailablein
theoriginalJavasources.

2. Bytecodesoffer scopefor optimisation,whichhasthetendency to destroy information.

The bytecodeverifier hasto work hardto recreatethe informationthatwasoncereadily
availablein theJava source.This re-discovery of informationcomplicatesthebytecodeveri-
fier, it makesit difficult to specifyin aclearandconcisefashionwhatbytecodeverificationis,
andworstof all it is acauseof bugs,which createholesin theJavasecurity[56].

Goldberg [91], andQian[213] aimto provetypesoundnessof theJVM (i.e. thecorrectness
of thebytecodeverifier) for a relatively small subsetof theJVM, excludingmulti-threading,
garbagecollection,classloadingetc. Themaintool is a dataflow analysis,which establishes
constraintsatall programpoints.Solvingthegeneratedconstraintsthenestablishesthedesired
propertiesof the program,suchas the byte codeverification conditionslisted above. In a
joint paperCoglio, Goldberg andQian [49] extend their previous work towardsa provably
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correctimplementationof their specifications,usingthe SpecWare[239]. This tool supports
refinementof specificationstowardsLisp andC++. As farasweknow, this is theonly proposal
to deriveaprovablycorrectimplementationof (partof) aJava implementation.

Pusch[211, 212] offers an alternative to Qian’s work [213], by statingandproving type
soundnessat theJVM level usingIsabelle/HOLto mechanisetheproofs.

Yelland[279] representsacontinuationsemanticsof asmallsubsetof theJVM (the # VM)
usingthefunctionalprogramminglanguageHaskell. Usingmonads[262] andRémy’s encod-
ing of subtyping in Haskell’s typesystem[216] (Haskell doesnotsupportsubtyping),Yelland
is ableto usetheHaskell typechecker asa ‘byte codeverifier’. Theencodingis ratherineffi-
cient,asit requiresan $ -tupleasa representationof a class,whentherearein total $ -classes
defined.Howeverusingapurefunctionallanguageasthenotationalvehicledoesgiveacompo-
sitionalframework, allowing specificationsof furtherbytecodesto beaddedasaconservative
extension.

4.4.4 Turning byte codeverification on its head

Java classfiles mustcontainsufficient informationfor thebytecodeverifier to beableto able
to typecheckthebytecodes.This meansthat thereis sufficient informationin theclassfiles
to reconstructthetype informationof theoriginal Java programs.Thebytecodeverifier also
makesit impossibleto jumpin themiddleof aninstruction,to generatecodeduringexecution,
or to generallyobfuscatebytecodes.Therefore,it is possibleto reconstructhigh-level control
flow informationfrom byte codes,makingit possibleto de-compileclassfiles into readable
Java programs[210]. It is interestingto notethatoneof Java’s primesafetyfeatures,thebyte
codeverifier, shouldmake it virtually impossibleto hidesecretsin thebytecodes.This limits
the possibilitiesof using secrecy to contribute to security. Probablythe only possibility to
instill a limited degreeof secrecy in classfiles is to obfuscatethevariousnamesoccurringin
classfiles.

4.4.5 Object initialisation

FreundandMitchell studyobject initialisation. Their approachis to modelaccessingunini-
tialisedobjectsasa typeerror[86]. They giveanoperationalsemantics,astaticsemanticsand
a soundnessproof of thetypesystem.BörgerandSchultealsostudyobjectinitialisation,see
Section4.5.1below.

4.5 The compiler

While a considerableamountof effort hasbeenspenton specifyingthesemanticsof various
subsetsof Java and/ortheJVM, relatively little work hasbeendoneon thecompiler. Table1
includessummariesof theefforts describedbelow.

Diehl [63] givesthecompilationschemesfor a subsetof theJava thatexcludesexception
handling,multi-threadingandgarbagecollectionto thecorrespondingsubsetof theJVM. He
alsogivesanoperationalsemanticsof this JVM subset.No specificationof theJava subsetis
given,thusmissingtheopportunityto prove thecompilationschemescorrect.
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Rose[222] givesa naturalsemanticsof a subsetof Java, thecorrespondingsubsetof the
JVM, statictypesystemsfor bothandaspecificationof thecompilerfor thesubsets.No proofs
aregiveneitherof thesoundnessof thetypesystems,or of thecorrectnessof thecompiler.

4.5.1 The Abstract StateMachine approach

To concludeour discussionof Java languagefeatureswe mentiona numbersof papersand
a forthcomingbook that take a more integratedapproachtowardsthe studyof the Java, the
JVM andthecompiler. For a numberof years,BörgerandSchultehave beenworking on for-
mal specificationsof Java, theJVM andthecompiler. All their work is basedon theAbstract
StateMachineformalism,a full semanticaccountof which maybefound in Gurevich [100].
Two earlierpapersspecifya modularsemanticsof a subsetof theJVM [30], anda subsetof
Java [29]. Both specificationsfollow a modularapproach,whereeachnew featureis added
to thespecificationasa conservative extension.Thetwo subsetsdo not entirelycoincide;for
example,the Java specificationincludesmulti-threadingbut the JVM specificationdoesnot.
Thismakesthetwo subsetssomewhatlessidealasabasisfor furtherwork to specifythecom-
piler andto prove thecompilercorrectwith respectto thesemanticsof Java andtheJVM. Yet
in a third paper[26] this is exactly what is done,by further reducingthesubsetsof Java and
the JVM to omit Multi-threading,classloadingandarrays. The main result is an informal
theoremstatingthecorrectnessof thecompiler. Two furtherpapersby thesameauthorsrevisit
exceptionhandlingandobjectinitialisation,againbasedon thetwo initial papers.Thefirst of
thesefurtherpapers[27] reportson problemswith the initialisation of objects,for which the
official SUN documentationprovidesconflicting information. The problemswere identified
thanksto thebuilding of thespecification.Thesecondpaper[28] revisits theexceptionhan-
dling mechanismof Java, theJVM, andthecompiler. Themainresultis a formulationof the
correctnessof compilingexceptionhandling,with a full proof. Sẗark [242] revisits thespecifi-
cationof Java andtheJVM from BörgerandSchulte[30, 29]. Sẗark alsopresentsa compiler
from the imperative coreof Java enrichedwith methodcallsandgivesa correctnessproof of
the compilerwith respectto the semanticsof Java andthe JVM for the samefragments.A
forthcomingbook[25] promisesamorecompletespecificationof Java,theJVM, thecompiler,
thebytecodeverifieraswell ascorrectnessproofs.

As to the methodologydeployed, the papersby Börger andSchultedo not give details.
Most importantly, thespecificationsareall providedin onenotation(ASM), which is essential
for a consistentapproach.While mechanicalcheckingof thespecificationsis mentionedasa
challengeto the community[28], mechanicalvalidationof thespecificationsis supportedby
(hand)translatingtheabstractmachinesinto Haskell, usingtheASMGofersystem.Thisallows
ASM specificationsto beexecutedandthusto bevalidated.

Wallacegivesa reasonablycompletespecificationof Java, alsobasedon theASM frame-
work,but notcloselyrelatedto thework of BörgerandSchulte.Wallace’swork includesmulti-
threading,andexceptionhandling,but excludesclassloadingandgarbagecollection [265].
Thework is purelyastudyof semantics.
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4.6 Small footprint devices

Java implementationsare resourcehungry. For exampleeven the smallestJVM implemen-
tationsrequireat least1 MB of store[268]. This makesJava acceptablefor usein PCsand
capaciousembeddedcontrollersbut lessthanideal for usein small footprint devices,suchas
mobilephones,andPDAs. EventheK Virtual Machine,which hasbeendesignedspeciallyto
fit into small footprint devicesrequiresat least128kBof RAM [246]. Pleasenotethatwe are
sidesteppingthefactthatJava is not suitablefor realtimeapplications[268].

Themostextremeexampleof asmalldeviceis probablyasmartcard,whichtypicallyoffers
a few hundredbytesof RAM anda dozenor sokilobytesof EEPROM. The currentsolution
for smartcardsaslicensedby Sunto the smartcardindustryis to subsetJava andthe JVM.
Only programswritten in theJava-Cardsubsetcanberunon theJava-CardVM (JCVM). This
hasthreedisadvantages:

� Thefull potentialandflexibility of clientserversoftwaredevelopmentcannotberealised
becausedevelopersneedto beawareof theplatformon which their codeis goingto run
(i.e. onor off card).

� Java appletsrunningon thesmallestembeddedcontrollerscannotbeverifiedappropri-
atelybeforethey arerun becausethefull bytecodeverifier is too large.Currentstopgap
measuresincludedigital signingof pre-verifiedbytecodes.

� Thefreedomof codemigrationis restrictedbecausenotall platformssupportfull Java.

Theimplementationof Javafor smartcardsis basedontheSplit VM concept,whichpushes
partof thebytecodeverificationfrom theloadingto thecompilation/linkingphase.A converter
from theJVM bytecodesto theJCVMformatperformsthebytecodeverificationandoptimises
andpreparesthecodefor loadinginto thedevice.

4.6.1 Byte codecompression

Clausenet al [47] retainJVM byte codes,but proposeto compressthem for the benefitof
embeddedsystems.The compressiontechniqueworks by discovering commonlyoccurring
sequencesof instructions,whicharethenreplacedby anew ‘macro’ instruction.This requires
modificationsto the JVM. While the techniqueis reportedto save up to 30% spaceat the
costof anincreaseof up30%loadingtime, it remainsunclearhow thecompressiontechnique
interactswith for examplethebytecodeverifier.

4.6.2 Classfile conversion

Hartelet al [106] provide a completespecificationof anearlyversionof theJCVM, theJava
SecureProcessor(JSP).TheJSPsubsetexcludesmulti-threading,garbagecollectionandex-
ceptionhandling,mainly becausethe limited resourceson a smartcardwould not be ableto
supportthesefeatures.Thespecificationshavebeenvalidatedusingthe ����� � � tool.

An interestingmethodologicalpoint to noteis thattheearlierJSPwasdesignedessentially
by startingfrom thefull JVM, andthencuttingbackunwantedfeatures.Thenewer KVM on
theotherhandhasbeendesignedfrom scratch,addingfeaturesasrequired.This lattermethod
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is morelikely to yield a coherentresultandis thereforerecommended[249]. Thedevelopers
of thepicoPERCversionof theJVM take a differentandpromisinglooking approach.They
offer acoreVM (still requiring64KB) andprovidetoolsto addfurtherfunctionalityto thecore
VM. Unfortunately, nodetailsareprovidedin thepaper[191].

LanetandRequet[147] usetheB-method(andtheassociatedtoolkit ‘Atelier B’) to study
oneparticularaspectof the conversionfrom JVM to JCVM code. This is the optimisation
thatreplacesJVM instructionswith  %�&� typeargumentsby JCVM instructionsthattake 
������ ,
�'� � ��� or  %�&� asappropriate.Their resultsinclude:

1. A specificationof the constraintsimposedby the byte codeverifier for a small subset
(theimperativecoreandmethodcalls)of theJVM.

2. A specificationof thesemanticsof this subsetof theJVM bytecodes.

3. A specificationof thesemanticsof thecorrespondingsubsetof theJCVM bytecodes.

4. A proofthatthespecificationof theJCVM subsetis adatarefinementof theJVM subset.

The subsetsare small, and the differencesbetweenthe JCVM and the JVM are small.
However, the work by LanetandRequetshows how the B-methodcanbe usedsuccessfully,
andsuccinctlyto make theproof.

Denney andJensen[59] studyan aspectthat is complementaryto that studiedby Lanet
andRequet. The former study the conversionof JVM classfiles to JCVM classfiles by a
‘tokenisation’process.This replacesnamesin theclassfilesby morecompactrepresentations,
thusreducingthe sizeof the classfiles aswell asspeedingup the loadingprocess.Denney
andJensentake essentiallythesamefour stepsasLanetandRequetabove. However, Denney
andJensenusetheCoqtheoremprover to mechanicallychecktheir proofs. They alsousean
elegantmethodto parameterisetheir operationalsemanticsover nameresolution.Therefore,
only one operationalsemanticsis required,that is abstractwith respectto the actualname
resolutionmethod,andthuscommonto boththeJVM andJCVM subsets.

4.6.3 Byte codeverification revisited

As we said before,a small footprint device (a smartcard) doesnot have enoughmemory
to performbyte codeverification. The split VM conceptstipulatesoff-line verification,and
signingtheresultsdigitally. Whenloadingthecodeall thatneedsto becheckedis thesignature,
notthecodeitself. Thisplacesconsiderabletrustin digital signatures:oncetheunderlyingkeys
arecompromised,verifiedbytecodebecomesworthless.

Insteadof averifierbasedon typechecking,PoseggaandVogt [208,207] proposeto usea
modelcheckerto performoff-line bytecodeverificationfor smartcards.Theirargumentis that
a tried andtestedmodelchecker (SMV) is easierto trust thana Java bytecodeverifier. They
give no supportingevidencefor this claim. In a separatepaper[95], Poseggaet al propose
to implementa tiny proof checker on a smartcard. Theproof checker would thenbeableto
reasonabouttrust policiessetby the user. The resultappearto be somewhat disappointing,
asproving theoremhoodof somesimplefirst order logic formulaemay take of the orderof
minutes.

32



RoseandRose[223] donotwishto rely ondigital signaturesfor thesafetyof bytecodever-
ification on smartcards.Insteadthey useNeculaandLee’s proof carryingcode[186] method
to ‘split’ thebytecodeverifier asfollows. Thefirst step(theverification)is to reconstructthe
typesassociatedwith all local variablesandstacklocationsof JVM code. The secondstep
(thecertification)is to checkbasedonthereconstructedtypes,thateachinstructionis correctly
typed. Theadvantagesare,firstly that thecertificationprocessis simple,so that it is feasible
to implementit on a smartcard; the morecomplex verificationcanbe carriedout on a host.
The secondadvantageis that only the certificationneedsto be trusted,not the verification.
Thismakesthetrustedinfrastructuresmallerthanin astandardJavaimplementation.Roseand
Roseshow thatfor a smallsubsetof theJVM, consistingessentiallyof partsof theimperative
corewith methodcalls,certificationis soundandcomplete.Thismeansthattheseparatedver-
ifier andchecker agreeexactly with the original bytecodeverifier. The papercontainssome
annoying errors,which couldhavebeenavoidedif RoseandRosehadusedtool support.Fur-
thermore,exceptionhandlinghasbeenomitted,whichaswehaveseenbeforedoescomplicate
bytecodeverificationconsiderably.

4.6.4 Security threats

Having discussedJavasecurityin detail,let usnow haveabrief look atsomepotentialthreats.
Anderson[8] classifiesthreatsto systemsasfollows:

� algorithms– algorithms,andin particularcryptographicalgorithmsmaybeweak.

� protocols– faulty protocolsarea commonsourceof weakness.Examplesincludeen-
cryptionbeforesigning,or encryptingthewronginformation[13].

� operatingsystems– while operatingsystemshave their problems,thesesdo not posea
majorthreatascomparedto theotherpossiblecauseslistedhere.

� applications– applicationprogramblundershappenfrequently, often becauseof the
sheercomplexity of theapplicationsoftware.

� operations– managementproblemsarethemostcommoncauseof securityproblems[9],
rangingfrom simpleoperationerrorssuchasthrowing sensitive informationin thebin,
to burglary, bribery, andblackmail.

The conclusionis herethat the mostobvious threatsarealsothe mostdifficult to protect
against,carelessnessis hardto avoid.

In an analysisof threatsit is importantto realisewhom the potentialattackersare. The
‘IBM classification’of who might perpetrateanattack,dueAbrahamet al [3] (SeeAnderson
andKuhn[11] for abrief review) identifiesthefollowing attackers:

� ClassI: Cleveroutsiders

� ClassII: Knowledgeableinsiders

� ClassIII: Fundedorganisations
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For fundedorganisationsto mountanattackthebenefitsmustbeconsiderable.It is alsothe
casethatno systemcanbeprotectedagainstthis classIII threat.Clever outsidersoftenmake
the presswhenthey hackinto a high profile system,but moredangerousareknowledgeable
insiders,suchasdisgruntledor dishonestemployees.

Closerto our brief is thesurvey by Hohl [114] whostudiestheproblemof malicioushosts
attackingagents.Hohl’sclassificationis:

� Spying out (1) code,(2) data,(3) controlflow

� Manipulationof (1) code,(2) data,(3) controlflow

� Incorrectexecutionof code

� Masquerading

� Denialof execution

Thesolutionsexploredby Holst includeshuffling codeanddata,andlimiting the lifetime
of codeanddata.In theJavacontext thereis almostnothingthatcanbedoneto preventany of
theseattacks,exceptperhapsobfuscatingnamesin classfiles [210].

Greenaway [99] surveys the possibleattacksanddefencesof maliciousagentson hosts,
andproposesto let agentsoperatein a specialenvironment,akin to the Java Sandbox. The
paperdiscussessomeexotic approaches,suchasmimicking theimmunesystem.

Attackson thehardwareareof particularinterestin combinationwith mobility. For exam-
ple a smartcardis an ideal target for attacksbecauseonecantake it homeanddealwith it in
completeprivacy. Bonehet al [24] proposea modelof incorrectlyfunctioninghardware,and
show how resultingerrorsin computationscanbeexploited:

� Transientfaults– randomerrors

� Latent faults – bugs in implementations,or simply forgetting to disabletestingcode
providewonderfulwaysof attackinghardware.

� Inducedfaults– deliberateattacks,suchasputting a smartcardin a microwave oven.
(Seebelow).

TheABYSS architecturefrom IBM Yorktown heights[269] shows how evensimplerde-
vicesthansmartcards(a token providing a one-useforgery resistantauthorisation)could be
protectedby meansof winding 0.0035in nichromewire aroundthe casing. Freezingit can
attackthesystem.It is suggestedthatusingopticalfibre might bebetter. Thesoftwareof the
system[272] concentrateson theproblemof protectingsoftwarevendors.Moderntechniques
arelikely to improveon theprocess,for exampleby screenprinting thewires.

Andersonand Kuhn [10] use the term ‘low cost attacks’, which when combinedwith
Kocher’s timing attacks[143] yield the following classificationfor hardwarerelatedsecurity
attacks:
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� Differential fault analysiswasfirst introducedby Bonehet al [24] andlater given the
currentnameby BihamandShamir[23]. Thetechniqueinduceserrorsin computations
andcomparestheerroneousresultsto correctresults.Thecomparisonoftenyieldssecret
informationthanksto themathematicalpropertiesof thecryptography. Theattacksare
mosteffective for asymmetric[24] protocols,but canalsobemadeto work on symmet-
ric [23] key systems.A possibleremedyis to computeresultsmorethanonceandto
comparethem. Error correctionon datais a usefultool to lessenthe effect of induced
faults.Baoetal [17] extendthedifferentialfaultanalysistechniqueto discretelog based
signatures.

� Chip rewriting attackscanbecarriedout with simpleequipment.For examplethebus
encryptionperformedby theDallasDS5002FPsecuremicrocontrollercanbebrokenby
aclassI attacker [146]. BihamandShamir[23] considerinducingrandomfaultsaswell
asthepossibilityof makingabit stickusingaFocusedIon BeamMachine.Supposethe
bit is stuckto 1 andthesystemstill works, thenapparentlythebit was1. Otherwiseit
musthavebeen0.

� Memoryremanenceattacks [101] rely on the fact that datais not normally erasedper-
fectly. With appropriatemeasurementapparatusit is possibleto recover informationon
mostkindsof storagedevicesevenafterthey havebeenerasedand/orrewrittenanumber
of times.Themostadvancedtechnologiesareclassified.

� Timingattacks[73] canbeusedto discoverdatabymeasuringthetimetakenbyoperation
on thedata.Dif ferentversionsof timing attackhave beenreportedto beeffective with
RSAREF[143], modularexponentiation[62], DES[110], andRC5[104]. However, it is
unclearhow thesefour versionsdiffer (otherthanin thechoiceof target),whetherother
versionsarepossible,andwhetheroneversionis moreeffective thananotheris.

� Non-invasiveattacks suchasinducingclock andpower glitchesareshown to be quite
successfulby AndersonandKuhn[12].

4.7 Conclusions

Javaprogramsoffer typeandmemorysafetybecauseof propertiesof theJava language.How-
ever, it hasproved difficult to implementthe safetyfeaturescorrectly. The main reasonis
thatbuilding aJavasystemwith acceptableperformancerequiresvariousoptimisations,which
basicallydistribute the implementationof safetyfeaturesthroughoutthecompileranddiffer-
ent partsof the run time system. The variouscomponentsresponsiblefor safetyinteractin
complex ways,creatingscopefor designandimplementationproblems.Yet in spiteof all the
optimisations,Javaprogramstodayarestill slower thanC or C++ programs.

Javaprogramsalsooffer somesecurityby restrictingaccessto critical resources.However,
Java implementationsarebasedon low level bytecodes,which areto low level for aneffec-
tive implementationof stateof theart aggressive compileroptimisationsneededto make Java
programsrunreally fast.Also, someJava languageconstructshavebeenimplementedin ways
that causeconsiderablecomplicationto thebytecodeverifier. This is not conducive to good
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security. Java andin particularits implementationvia thecurrentJVM is too complicatedto
beamenableto acompleteformal specification.

New implementationtechniquesareneededto make Java simplerandfaster, whilst at the
sametime makingthe implementationsmoreamenableto formal modelling. Formalmodels
offer awayof studyingthedifferentcomponentsresponsiblefor security, andfor studyingthe
interactionsbetweenthesecomponents.

Not all formal methodsand semanticstools (ACL2, ASMGofer, Atelier B, Coq, DE-
CLARE, ESC/Java, Haskell, Isabelle/HOL,LETOS,PVS,SMV, SpecWare,SPIN) thathave
beenbroughtto bearon Javaaresufficiently automatic,or sufficiently equippedwith theright
mathematicaltheoriesto provesecuritypropertiesof Javaprograms.

Thereis no clearwinneramongstthevariousmethodsandtoolsused.TheAbstractState
Machineshasbeenusedto build themostcomprehensivesetof specifications.Isabelle/HOLis
oneof themostpopulartools,but evenits userscomplainaboutlackingmathematicaltheories
andvalidationfacilities[261]. Thisclearlyneedsimprovement.

Almost all efforts that we have discussed,either to formalisepartsof Java, or its imple-
mentationhaveuncoveredambiguitiesandinconsistenciesin theofficial SUNdocumentation,
and/orproblemswith thevariousimplementations.This shouldbeconsidereda clearsuccess
of applyingformal techniques.However, muchwork remainsto bedone:

� On includingauditingmechanismin Java implementations.

� On researchingnew higherlevel intermediatecodes.

� On modellinggarbagecollection,andtheJavaAPI.

� On building moreappropriatetheoriesfor programminglanguagesemanticsmodelling.

� On simplifying andmodularisingtheindividualcomponentsof Java implementations.

� On reducingthesizeof thetrustedcomputingbase,sothatflaws arelesslikely to com-
promisethesecurityof thesystemasawhole.

� On consideringformal specification,validationandprovably correctimplementationas
awhole,ratherthanin separation.

� On presentingclearandconciseformalisationsof systems,which areaccessibleto the
designersandimplementorsof thesesystems.

� On usingmachine-readablespecifications.

Webelievethatwork in eachof theseareasis bothinterestingandwill leadto novel results,
asthecombinationof featuresofferedby Java is ratherdifferentfrom otherlanguages.

We have madean effort to survey all relevant literatureon Java security, and in particu-
lar the relationwith smartcards. We have tried to make the survey asaccurateaspossible.
However, we welcometo hearaboutwork thatwehavenotsurveyedyet,andabouterrorsand
inaccuraciesin thesurvey.
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5 Curr ent Trendsin Mobile Agent Systems

Over the last few years,mobileagentshave emergedasa powerful paradigmto dealwith in-
termittentconnectivity [148]. A mobileagentis a runningprogramthatautonomouslydecides
to changelocationin orderto continueits executionin anenvironmentwith betterresources.
Mobile agentsareregardedastheevolutionof theclient-serverparadigm[148], allowing com-
putationsto migrateto environmentswith betterresources.Mobile agentshave beenusedfor
varioustasks,suchasinformationdiscoveryontheInternet,or for network management[174].

Sinceits introductionin 1995,Java hasbecomeoneof themostpopulardevelopmenten-
vironments.Two significantfactorshavecontributedto its success.First, theJavaarchitecture
is composedof a programminglanguageanda runtimeenvironment. The runtimeenviron-
mentincludesa byte-codeinterpreter, theJava Virtual Machine(JVM), whosestandardisation
ensurestheportability of programsacrossheterogeneousplatforms.Second,all major WWW

browsershaveanembeddedJVM andareableto runJavacodedownloadedfrom thenetwork.
For thesereasons,Java hasbecomethe privilegedplatform for developingmobile agent

systems.As an illustration,we canenumeratean importantlist of mobileagentframeworks,
suchas Aglets [148], Ajanta [255] Astrolog [15], Concordia, Discovery [65], Gipsy [88],
GrassHoper[97], Hive [173], Odyssey [197], JumpingBeans[14], Karibooka[139], Magna
[160], Magnet[161], MARS [162] (coordinationlayer of the MOON [177] project), Mole
[245], PerpetuumMobile ProcuraProject [209], SoFAR [181], SOMA [237], Sumatra[5],
Voyager[195]. To this list, we shouldaddJava-basedagentsystemswhich do not necessarily
supportmobility, suchasZeus[194], JAFMAS [43], JATlite [205], FIPA-OS [80], JACK [6].
SeveralWWW pagesareparticularlyuseful:themobileagentpage[78], themobilecodepage
[175], themobileagentsecuritypage[115]. Finally, for thesakeof completeness,wemention
somemobile agentsystemsthat are not Java-based,amongstwhich somepioneersof this
researchdomain:AgentTCL [98] (DartmouthAgents),Ara [203],April [164],Emerald[138],
NomadicPict [273],Kali Scheme[40], Tacoma[135], Telescript[159]. Dueto thisenthusiasm
for Java-baseddevelopment,wepresentissuesrelatedwith developingmobileagentsin Java.

In this report, we focus on the Java RuntimeEnvironment,as opposedto the language
itself, for two reasons.First, languagesotherthanJava maybecompiledto the JVM, suchas
for instance,Scheme[214]. In addition,Abadi [2] observesthatthecompilationprocessof the
Java language,i.e. translatingJava sourcecodeinto JVM bytecode,is not fully abstract.He
showsthatsomecompilergeneratedbytecode,put in thecontext of someJVM-valid byte-code
(thoughnotnecessarilygeneratedby acompiler),exhibitsdifferentpropertiesthanits original
sourceprogram. In technicalterms,the JVM is said to have a finer notion of observational
equivalence,i.e. the JVM is able to distinguishmoreJava programsthanthe Java language
itself. As a result,we decidedto focusour investigationon the runtimeenvironment,which,
for convenience,wemaystill referto, asJava.

5.1 The ExecutionSandbox

From the beginning, Java claimedto offer a secureenvironmentto run applications:it was
designedto allow untrustedprogramsto run on a computersafely. The baseJava security
model is meantto counterthe threatof virusesandotherforms of attack. Securityfacilities
have substantiallyevolved during the (short) live of Java. We presentand discussherethe
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securitymodelof Java 1.2, which containsthe elementsto provide a customisablesandbox.
Thesandboxis theenvironmentthat imposesstrict controlson whatprogramscanor cannot
do. With Java1.2,thesandboxis amalleablesystemthatcanbeexpandedandpersonalisedon
aprogram-by-programbasis.

In theearlydays,Java distinguisheduntrustedcode,typically anappletdownloadedfrom
thenetwork, from applicationcode,which wastypically treatedasfully trustedbuilt-in code.
Now, Javausesa finernotionof trustandprogramsareallocatedlevelsof trust.Programsthat
aremoretrustedareallowed to carry out potentiallydangerousact (like writing a file); less
trustedprogramshave theirprivilegeor permissionscurtailed.

At the heartof Java 1.2, we find a securitymanager, which allows us to definesecurity
policiesthat treatprogramsaccordingto their level of trust. Thesecuritymanager, combined
with theclassloaderandthebytecodeverifier constitutethethreepillars of theJavasandbox.
Thebytecodeverifierwasdiscussedin Section4.4.3;theothertwo componentsarediscussed
in thefollowing sections.

5.2 Dynamic Loading

Java is designedsothatprogramscanbedynamicallyloadedover thenetwork andrun locally;
thecomponentresponsiblefor loadingclassis calledthe“classloader”.

Theclassloaderperformtwo tasks.First, whenthe JVM needsto loadthebytecodeof a
particularclass,it asksaclassloaderto find thebytecode.Giventhenameof aclass,theclass
loaderattemptsto locateor generatedatathatconstitutesa definitionfor theclass;eachclass
loadercanuseits own methodfor finding therequestedbytecode: it canloadthemfrom the
localdisk, fetchthemacrossthenetwork usingany protocol,or it canjustcreatethebytecode
on thespot. This flexibility is not a securityproblemaslong astheclassloaderis trustedby
thepartywhowrotethecodethatis beingloaded.Second,classloadersdefinethenamespaces
seenby differentclassesandhow thosenamespacesrelateto eachother. Wenow introducethe
notionof namespace.

Classloadersareorganisedin ahierarchicalmanneranduseadelegationmodelfor search-
ing andloadingclasses.Whenaclassloaderis requestedto find aclass,it delegatesthesearch
for theclassto its parentclassloaderbeforeattemptingto find theclassitself. The JVM hasa
built-in classloader, calledthebootstrapclassloader, which doesnot itself have a parentbut
may serve as the parentof a classloader. Systemclassesare loadedby the bootstrapclass
loader.

Two key principlesarethebasisof thenotionof namespace. (i) Eachclassis represented
in memoryby an instanceof the (������)� classandcontainsan explicit referenceto the class
loaderthat loadedthe class. (ii) Whena class * refersto a class + (for instancebecause*
createsan instanceof + ), the class + will be loadedby the sameclassloaderasthe onethat
loaded * . The setof classesloadedby a classloaderconstitutesa namespace.Oneshould
observeacertainanalogybetweenclassloadinganddynamicextent[179]. Namespacesallow
differentclasseswith thesamename,(possiblycomingfrom differentlocations)to coexist in
a singleJVM; this is particularlyimportantin mobileagentsystemsor appletswheredifferent
programsshouldcoexist, possiblyin isolationfrom eachother.

Javaprovidesseveralclassloadersthatcanbeparameterisedor extendedby programmers.
As it becameclearearly on, that maliciousclassloaderscould breakJava type system,and
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hencebreachsecurity, untrustedcodeis prohibitedfrom makingclassloaders;practically, the
creationof classloadersis underthe control of the securitymanager(to be explainedlater).
However, a numberof securityissuesremainsto bediscussed.

Java hasa very weaknotion of packages.Eachclassspecifiesthe nameof the package
it belongsto, but packagesdo not definethe setof classesthey contain,nor do they specify
the visibility of classesthey contain. As opposedto SML modules[172] or first-classenvi-
ronments[215], the open-nessof Java packagesis a securityissue,only partly addressedby
the namespacemechanism.Indeed,by dynamicallyloadinga new classinsidea package,a
maliciousprogrammercouldgetaccessto variableswith a packagescope,which thepackage
designerhadnot intendedto bevisible. Classloaders,coupledwith thesecuritymanager, have
theability to controlwhatclassesareloadedin whatpackage;however, wecurrentlylacksys-
tematicandreliablewaysto determinewhatclassesis allowedto beloadedin whatpackageat
runtime.

Exchangingdatawith remotemethodinvocation(RMI) introducesanew rangeof problems.
Whena classinstanceis receivedby a JVM, via a remotemethodinvocation,Java deserialises
thedataandensuresthatthereis aclassdefinitionfor eachof theargumentit deserialises.For
thatpurpose,RMI usesits own classloader, which usesannotationspassedwith theserialised
data,indicating the codebase(i.e the urls) wherethe codewas loadedfrom. Unfortunately,
it appearsthat the annotationis not itself sufficient to re-constitutea namespaceon the re-
motesite, which is isomorphicto the namespaceon the original site. Indeed,codebasesdo
not captureby themselves the hierarchicalorganisationof classloaders. It is thereforethe
programmer’s responsibilityto ensurethatthemappingof namespaces,asperformedby RMI,
remainscompatiblewith their application.

While namespacesprovide the foundationsfor runningprogramscoming from different
locationsin isolationfrom eachothers,they comeabarrierto expressivity in somecases.Two
mobileagentapplicationsmaybestartedon oppositesidesof theplanetandmaybemeeting
ona third location.Mostcertainly, theseagentapplicationswill bestartedwith differentcode-
bases,aspracticalityandscalabilityconcernspreventus from usinga singlecentralisedcode
repository. As a result,both applicationswill be runningin differentnamespaces.Problems
occur if applicationsare to exchangeand comparedata. Termsconstructedby eachagent,
evenbeinginstancesof thesameclass,cannotbe comparedbecausethey belongto different
namespaces.This problemis particularyfrustratingwhentheclassfiles areidenticalcopies.
(Note that we arenot even consideringversioningproblemshere.) This problem,calledthe
distributedontologyproblem,is acknowledgedbut not solved, including in systemssuchas
Hive [173]. In the SouthamptonagentsystemSoFAR, a partial solution to this problemis
relying on classsignatures,but careshouldbe taken assoonasa classis signedby several
authorities.

Java hasone of the most advanceddynamicloading facility; formalisationof the class
loaderandits expectedbehaviour is still a topic of debateasindicatedby [132, 149]. Quoting
[166]page60,it probablywouldhavebeenbetterif Java’sdesignhadinitially separatedthetwo
rolesof classloadersandhadprovidedflexibility in finding bytecodebut not muchflexibility
in definingnamespaces.
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5.3 Security Management,AccessControl and Policy Management

Beforeexecutinga“potentiallydangerous”operation,suchasreadingor writing afile, creating
windows,orcreatingnew classloaders,Javainvokesthesecuritymanagerin orderto determine
if thecurrentprogramhasthepermissionto performtheoperation.Thesecuritymanageris a
classthatallowsapplicationsto implementasecuritypolicy. Thereis asinglesecuritymanager
in an application,typically definedat the beginning of its execution,which is intendedto
determine,beforea possiblyunsafeor sensitive operationis performed,what theoperationis
andwhetherit is beingattemptedin asecuritycontext thatallowstheoperationto beperformed.
Disallowing an operationwill typically result in raisinga securityexception,preventingthe
executionof thesensitiveoperation.

Thesecuritymanagerhasaccessto theexecutioncontext in whichthesensitiveoperationis
takingplace.Suchacontext is definedasthearrayof classes,methodsof whichwereactivated
andresultedin activationrecordsin thecurrentstack.In otherwords,for eachactivationrecord
(createdby the invocationof a method),the context containsthe classwherethis method
is defined. It is up to the implementorof the securitymanagerto decidehow to usethis
informationin orderto determinewhethera sensitiveoperationcanproceed.

By default, Java relieson anaccesscontroller to determinewhethera requestfor anoper-
ation shouldbe grantedor not. We explain herethe notion of accesscontroller, permissions
andstackinspectionusedin thisprocess.For thesakeof illustration,let usconsideroperations
on files; a permissionfor suchanoperationconsistsof a file nameandtheoperationdescrip-
tion (read,write or execute). Beforereadinga file, Java will requestits securitymanagerto
determinewhetherthepermissionof readingthefile is grantedin thecurrentcontext; by de-
fault, the accesscontrollerwill performa stack inspectionthat will determinethe answerto
thatquestion.

Any stackframeresultsfrom the activation of a method,itself definedin a class,identi-
fied by its codebase(theurls thata classloaderusedto loadtheclass)andits certificate.The
codebaseandcertificateassociatedwith a classarecalled its codesource. By a mechanism
to beexplained,Java associateseachcodesourcewith a setof permissions.Startingfrom the
mostrecentstackframe,the stackinspectionalgorithmwill determineif the codesourceof
eachstackframehasthepermissionto performtheoperation.If thesearchencountersaframe,
whosecodesourcedoesnot have thepermissionto carryout theoperation,thesearchtermi-
nates:theaccessis forbiddenanda securityexceptionis thrown. Intuitively, thepermissible
operationsof anexecutioncontext aredefinedby theintersectionof all permissionsetsgranted
to the codesourcesit refersto. In practice,this picture is slightly more complex because
Java hastheequivalentof the “superuser”mode,which in effect consistsof interruptingthe
stackinspectionalgorithmto aframethatis markedasprivileged;obviouslydefiningprivilege
operationsis itself controlledby thesamesecuritymechanism.

The role of the policy manager is to determinewhich permissionis grantedto a code
source.Java providesa customisablepolicy manager, ableto processsecurityfiles, loadable
from differentlocations.Eachsecurityfile grantspermissionsto codebasesandsigners.The
actualpermissionsthat are grantedto a given codesourceare definedby the union of all
permissionsgivento its codebaseandsigners.

Thisstackinspectionalgorithmallowsimplementorsto controlpermissionsin afinegrained
manner. However, the conceptof stack inspectionis clearly implementationoriented,and
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lacked of a formal basisto reasonaboutsecuritypropertiesof programs.WallachandFel-
ten [266] developan abstractmodelof stackinspectionin termsof a belief logic, known as
ABPL (Abadi, Burrows, LampsonandPlotkin). Java’s accesscontroldecisionsareshown to
correspondto proving statementsin ABPL.

Thestackinspectionapproachsuffersfrom anumberof defaults.First,thestackinspection
algorithmexpectsaspecificstacklayout,which,thoughstandardisedby theJVM, preventsop-
timisationsthatjust-in-timecompilersareexpectedto perform.Second,theresultof thisalgo-
rithm is potentiallysensitiveto optimisationssuchastail recursionoptimisations(in particular
in thecaseof mutuallytail-recursivemethodsbelongingto differentclasses).

Consequently, Wallach [267] proposesa programtransformation,security-passingstyle,
which like continuationpassingstyle, addsan extract argumentto eachmethodand each
methodinvocation,which is the currentsecuritycontext of the program. The benefitof this
approachis importantbecauseusualcompileroptimisationscanbeused,andtheaccesscon-
troller, which canbe written asregular Java code,canbe portedto several JVMs that do not
implementthestackinspectionalgorithm.

Wallachalsoextendsits logic to dealwith remoteprocedurecalls,whichnaturallyleadsus
to discussthecaseof mobileagents.Thelevel of securityallocatedto anagentatany moment,
dependson its stack,which is a representationof its continuation;the continuationis being
definedas the set of operationsremainingto be executed. Agent migration in Java cannot
be implementedby migratingthecontinuationbecauseJava doesnot provide any supportfor
reifying its stack. As a result,after migration, the securityprofile of an agentstackmay be
substantiallydifferentfrom what it wasbeforemigration,herebygrantingdifferentprivileges
to theagent.It is thereforetheroleof amulti-agentsystemdesignerto makesurethatprivileges
arepreservedasagentsmigrate.

Ourexperiencewith multi-agentsystemsindicatestheneedto notonly grantpermissionsto
codeaccordingto thelocationit wasdownloadedfrom, but alsoto usersthatexecutethecode.
Java doesnot provide any suchmechanism.Let us notethat codesigning is not a solution,
becauseasignatureis indicatingwho signedthecodeasopposedto whorunsthecode.

A solutionto this problemis presentedis implementedin SoFAR [181], theSouthampton
Framework for AgentResearch,anddescribedin [182]. Agentsidentitiesaremanagedby the
framework, andpropagatedduringcommunicationsandmigration.Cryptographictechniques
arebeinginvestigatedin orderto authenticatetheuserswho launchagents.

Thepolicy manageris a monolitic entity, sharedbetweenall executingthreads.Changing
thepolicy duringtheexecutionof anagentwill bevisible by all agentsexecutingin thesame
JVM. Furtherresearchis requiredin order to allow policy managersto be customisedon a
per-agentbasis. It hasto beobserved thatJava policy managementis fairly low-level, andis
basedon theorigin andsignersof classes.Higherlevel policy managementsuchasrole-based
or access-controlbasedpoliciesarestill required[281].

5.4 Alter nate Models

In the context of mobile code,language-basedprotectionis an attractive alternative to tradi-
tionaloperatingsystemprotectionmechanisms.Language-basedprotectionrestson thesafety
of a languagetypesystem,whichensuresthattheabstractionsprovidedby thelanguage’s type
areenforced.A typesystemactsassimpleaccesscontrolmechanism:it limits theobjectsthat
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a computationcanaccess(thereis no way to “forgea pointer” to anobject),andit limits the
operationsthatcodecanperformon accessibleobjects[260].

The attractionof language-basedprotectionis twofold: precisionof protectionandper-
formanceof communicationacrossprotectionboundaries.Language-basedprotectionmecha-
nismsallow accessrights to bespecifiedwith moreprecisionthantraditionalvirtual-memory
basedmechanisms:the dataitems to which accessis permittedaswell as the typesof ac-
cessespermittedcanbespecifiedmorefinely. For instance,in Java, accesscanbegrantedto
objects,or evento somefieldsonly. In addition,with language-basedprotection,callsacross
protectionboundariescouldpotentiallybeascheapassimplefunctioncalls,enablingasmuch
communicationbetweencomponentsasdesiredwithoutperformancedrawbacks.

But language-basedprotectionalonedoesnot make anoperatingsystem.Severalprojects
have recentlydescribedhow to build protectiondomainsin asafelanguageenvironment:Java
OperatingSystems[16] andJ-Kernel[260]. Accordingto Eicken [260], language-basedap-
proachessuffer from two limitations: thereis no way to revoke accessto object references,
andthereis no way to track which domainowns a reference.This leadsto severeproblems
with domainterminationandresourceaccounting.J-Kernel[260] is acapability-basedsystem
that supportsmultiple, cooperatingprotectiondomains,calledtasks,which run insidea sin-
gle JVM; it introducesspecialobjectscalledcapabilities, which arethe only objectsthat can
be sharedbetweentasks. This allows J-Kernel to equipcapabilitieswith featureslike revo-
cation,without addingany overheadsto ordinary, non-capabilityobjects.Protectiondomains
bearsomesimilaritieswith namespaces,but theirdefinitionandimplementationdonot rely on
classloaders.

Beforetheeventof Java, Jones[137] definedinterpositionagents, asa protectedenviron-
mentfor runninguntrustedbinaries.Theseagentsallow untrusted,possiblymalicious,binaries
to berunwithin arestrictedenvironmentthatmonitorsandemulatestheactionsthey take,pos-
sibly without actuallyperformingthem,andlimits the resourcesthey canusein sucha way
thattheuntrustedbinariesareunawareof therestrictions.

5.5 Communications

Communicatingwith a mobile agentis not a straightforward: it requireslocating the agent
beforeestablishingthecommunication,with therisk thattheagentmightalreadyhavemigrated
beforethecommunicationis established.

Wedistinguishpoint to pointcommunicationsfrom coordinationbasedcommunication.In
the former case,communicationstake placebetweenpairsof agents.We further distinguish
approachesthat involve a fixed locationto forward messages[164] or the FIPA proposalfor
mobileagents[53] (usingahomeagentin thespirit of IPv6[136]), fromsolutionswithoutfixed
or centralisedcontrols[180]. In bothcases,thoughvery differently, they requiremessagesto
beforwardedto mobileagents.This activity raisesthe issueof confidentialityof information
anddenialof serviceattacks,asa“forwarder”maydelaymessagesaimedatagivenagent.Co-
ordinationbasedapproachesusuallyadoptaLindastyleof repository[45] whichalsoraisethe
issueof informationconfidentiality. Thefollowing sectionpresenta categorisationof security
threatsin asystematicmanner.
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5.6 Security Issuesin Mobile Agent Systems

JansenandKarygiannis[127] presenta completesurvey of securitythreatsfor mobile agent
systems.They categorisethreatsaccordingto thepossiblesourceandtargetof anattack.They
observe that many of the threatsthat arediscussedhave counterpartsin conventionalclient-
serversystemsandhavealwaysexistedin someform in thepast(e.g.executingany codefrom
an unknown sourceeitherdownloadedfrom a network or suppliedon floppy disk). Mobile
agentssimplyoffer a greateropportunityfor abuseandmisuse, broadeningthescaleof threats
significantly[127].

Four threatcategoriesareidentified:

1. anagentattackingaplatform;

2. aplatformattackinganagent;

3. anagentattackinganotheragenton theplatform;

4. otherentitiesattackingtheagentsystem.

Operatingsystemresearchhasaddressedthefirst andthird kind of securitytreats,whereas
network researchhasinvestigatedthreatssimilar to thefourth on. We seethesecondthreatas
specificto mobileagents: how canwe run a mobile programin an environmentthat may be
unsafe?canwe trust thedataproducedby anagentrunningon anuntrustedhost?Within the
four categories,specificthreatsinclude:

1. Masquerading: wherean entity is claiming the identify of anotheridentity. The mas-
queradingentity maybetheplatformor theagent.

(a) Agent-to-platformmasquerading:by usinganotheragent’s identity, anagentmay
gainaccessto servicesandresourcesto which it is not entitled.

(b) Agent-to-agentmasquerading:by disguisingits identity, an agentmay try to de-
ceiveanotheragentit is communicationwith.

(c) Platform-to-agentmasquerading:a maliciousplatform may try to attractmobile
agentsin orderto extractsensitive information.

(d) Other-to-platformmasquerading:anagentandaplatformmayacttogetherin order
to deceivea remoteplatform.

2. Denial of Service, wherean entity usesexcessive amountof resourcesstarvingother
entities,or preventingthemto operatenormally.

(a) Agent-to-platformdenialof service:themobileagentconsumesanexcessiveamount
of theplatform’scomputingresources.

(b) Agent-to-agentdenial of service: for example,when an agentrepeatedlysends
messagesto anotheragent,or when an agentdoesnot reply to anotheragent’s
requests.
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(c) Platform-to-agentdenialof service:whereamaliciousagentplatformignoresagent
servicerequests,doesnot executeits code,or introducesunacceptabledelaysfor
critical tasks(suchasplacingmarket ordersin astockmarket).

(d) Other-to-platformdenialof service:aplatformis susceptibleto all theconvention-
aly denialof serviceattacksaimedat theunderlyingoperatingsystemor commu-
nicationprotocols.

3. UnauthorisedAccess

(a) Agent-to-platformUnauthorizedaccess:a platformis subjectto a securitypolicty
thatgrantsaccessto agents.

(b) Agent-to-agentUnauthorizedaccess:whereanagentmodifiesanotheragent’s pri-
vatedataor code,or directly invokesamethodof anotheragent.

(c) Platform-to-agentunauthorizedaccess:whereanplatformmodifiesanotheragent’s
privatedataor code,or directly invokesamethodof anotheragent.

(d) Other-to-PlatformUnauthorizedaccess:whereremoteusers,processesor agent
mayrequestresourcesfor which they arenotauthorised.

JansenandKarygiannis[127] alsoconsideralteration (of codeor data). In fact, we see
this threatasspecialcaseof unauthorisedaccess.A mobileagentmigratingfrom anuntrusted
platformraisesdifficult questions:canthedataandcodeof this agentbetrusted?Jansenand
Karygiannis[127] alsoconsidereavesdropping, but againwe regard this threatasa special
caseof unauthorisedaccess.

Repudiationcanbeincludedin all four threatcategroies:repudiationoccurswhenanagent,
particiatingin a transactionor communication,laterclaimsthat the transactionor communi-
cationnever took place. Section3.1.4hasdiscussedtechniques,which we believe could be
extendedto mobileagentsystems.

Farmer, GuttmanandSwarup[75] presentsomeimpossibilityresults.They show thatsome
desirablesecuritygoalsappearunachievablein thegenericcasethey consider. We enumerate
someof them.

1. Is aninterpreteruntampered?

2. Will aninterpreterrunanagentcorrectly?

3. Will ahostrun anagentto completion?

4. Will ahosttransmitanagentasrequested?

5. Canaagent’s codeanddatabekeptprivate?

6. Cananagentcarrya key?

Someof theseresultsaredefinitelyessentialto decidewhatcanandwhatcannotbeachieved
in building securemobileagentsystems.However, weshallnotethatthehypothesesandgoals
werenot formalised.Someof thesegoalsmaybeachievable,but it is anopenquestionto know
whatpreciseconditionsshouldhold.
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5.7 Formalising Mobility

Overthepastfew years,therehasbeenanimportantresearchactivity aboutformalisingmobile
programs.Thegoalof this formalisationis to developsomesoftwareengineeringtechniques
for mobile programs,which will help us to prove propertiesof programs,and in the future,
it is hopedthat they will help develop mobile applications.Several outstandingpieceof re-
searchdeserve mentioninghere:Cardelli andGordon’s Ambientcalculus[39, 38], Vitek and
Castagna’s Sealcalculus[259,258], FournetandGonthier’sJoin-Calculus[84].

Influencedby the designof processalgebras,suchasthe , -calculus[171], thesecalculi
aim at definingthe essentialprimitivesrequiredto implementa mobile agentsystem.In the
caseof theAmbientcalculus,“ambients”areamobilecollectionof tasks;primitiveoperations
on ambientsaredefinedasmoving anambientinsideor outsideanotherambient,duplicating
anambient,or openinganambient.Notionsof equivalenceandtypesystemsaredefinedfor
suchcalculi.

Eventhougha vastnumberof researchersareinvestigatingthis topic, it is still earlydays,
andnumerousissuesremainto be studied. Designingtheoriesfor high-level languagesis a
first steptowardsbuilding a theoryfor mobilesystems:however, no automatictool hasbeen
designedyet, and most examplesremain toy examples. Resultsfor a high level language
do not necessarilyhold when “compiled” into lower level formalisms. Abadi againshows
that the implementationof securecommunicationchannelsin termsof regular channelsis
not fully abstract[2]. Many authorsusetype systemsto reject programsthat are regarded
asunsecure.They inevitably consider“closedsystems”in which all componentshave been
typed: this is clearly not the casefor the real world, whereattacksusuallyusedeficiencies
of low-level layers(asillustratedby attacksusingthe buffer overflow technique).However,
someauthorsacknowledgethis problemandare devising type systemsthat acceptuntyped
components[109].

5.8 Conclusions

As Javaprovidesacustomisablesafeenvironmentto rununtrustedprograms,namelythesand-
box, it hasbecomea privilegedchoicefor developingmobile-agentsystems.This sectionhas
addressedsecurityproblemsrelatedto engineeringmobileagentswith Java. At a higherlevel,
i.e. theapplicationor organisationallevel, mobility bringsnew securityissues,whichwehave
discussedin Section2.

6 Assurancein Multi-Agent Systems

Securityassuranceis concernedwith gainingconfidencethat claimedsecuritymeasuresare
effectiveat counteringsecuritythreatsandthatthey areimplementedcorrectly. In this section
we look at stateof the art techniquesfor achieving assurance.We look at somestandard
practicesin thesecurityindustryaswell asmorerecentadvancesin theuseof formalmethods
andweconsiderto whatextentthey areapplicableto theassuranceof multi-agentsystems.

Someusefulstandardsin theareaof securityassurancearetheCommonCriteria[124] and
British Standard(BS) 7799:1999[33]. TheCommonCriteria is an ISO standardfor evaluat-
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ing informationsecurityproducts. It describesseveral functionalrequirementswhich define
desiredsecuritybehaviour anddescribesassurancerequirementsfor assessingandachieving
thosefunctionalsecurityrequirements.BS 7799:1999is an emerging internationalstandard
for securitymanagementwhich hasrecentlybeenformally proposedasanISO standard.The
standarddescribesa codeof practiceon securinginformationsystemsandspecifiesrequire-
mentson a securitymanagementsystem.Both the CommonCriteria andBS 7799:1999are
usedascertificationschemesadministeredby nationalgovernments.

6.1 Risk Management

To helpwith assessmentof thetheeffectivenessof securitymeasures,BS 7799:1999outlines
a developmentprocesswhich hasrisk managementat its core. This meansthat the form and
thestrengthof thesecurityfunctionsshouldbebasedon thevalueof theinformationassetsin
thesystemandtheidentifiedthreats.Certainlevelsof securitycompromisemaybeacceptable
wherethevalueof theassetsis low or wherethethreatlevel is low. Thefollowing stagesin the
developmentof a securesystemarebasedonBS 7799:1999andtheCommonCriteria:

� Value/ prioritiseinformationassetswhichareto beprotectedby thesecurityfunctions.

� Identify threatsto theoperatingenvironmentwhich couldcompromisesecurity.

� Identify securityfunctionsandsafeguardswhichcanbeusedto counteracttheidentified
threats.

� Performasuitabilityanalysisto checkwhetherthetheselectedsecurityfunctionscounter
thegivensetof threats.

� Performabindinganalysisto checkwhetherthesecurityfunctionswork togetheranddo
not resultin any undesiredinteractions.

� Identify vulnerabilitiesto thesecuritymechanisms.

� Checkthattheresidualrisk is acceptable.If not, repeatsomeof theabovesteps.

During the operationof a deployed system,BS 7799:1999recommendsthe continualmon-
itoring of the effectivenessof securitymeasuresandtheir re-appraisalwhennew threatsare
identified.

The very generalnatureof theseguidelinesmeansthat they areclearly applicableto se-
curity in multi-agentsystems.Theoperatingenvironmentsof thesesystemswill alwayshave
threatsandsafeguardswill be requiredto counteractthesethreats.Thesafeguardsshouldbe
effectiveandshouldnot have vulnerabilities.Finally a certainlevel of risk in multi-agentsys-
temsmaybeacceptabledependingonthenatureof thethreatsandthevalueof theinformation
assets.

BS 7799:1999assumes,reasonably, thatorganisationsarein a positionto placevalueson
its informationassets.Presumablytheownersof anagentcanalsoplaceaninitial valueonthat
agentandtheinformationmaintainedby theagent.Likewisefor theagentinfrastructure.Butas
rolesandrelationshipsevolvein amulti-agentframework, thevalueof informationassetsmay
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increaseor decrease.In thecasethatthevalueincreases,thestrengthof thesecurityfunctions
may needto be increased.In the casethat the valuedecreases,the strengthof the security
functionsmay be decreasedin order to save on computationalresources.It seemsunlikely
thatpotentialevolution of thevalueof informationassetscouldbepredictedin advanceof the
deploymentof anagentor a multi-agentframework, in which case,continualmonitoringwill
berequired.

The problemof identifying threatsto informationsecurityis moredifficult thanplacing
value on information assetssincethreatsare posedby hostile partieswhoseintentionsand
behaviour are not always predictable. The usualapproachto identifying threatsin security
systemsis to comparea list of commonattackssuchaseavesdropping,masquerading,replay,
unauthorisedaccess,anddenialof servicewith thearchitectureof thesystemunderdevelop-
mentand try to identify whetherandhow thesecommonattacksarepossiblein the system
underdevelopment.This approachis clearlyapplicableto multi-agentframeworkssince,for
the momentat least,they are implementedon top of currentnetwork technologywhich are
vulnerableto many known attacks.

Sincemulti-agentframeworks also involve new andevolving technology, they may well
containnew andasyetun-identifiedsourceof threatsto security. Oneobvioussourceof threat
andmistrustis mobility of agents:

� Cantheplatformonwhich anagentis to beexecutedbetrustedto executeit correctly?

� Cantheplatformbetrustednot to try to corruptanagent?

� Cana platform that is to executean agenttrust that agentnot to attemptto violate the
securitypolicy of theplatform?

JansenandKarygiannis[127] provideafairly comprehensivelist of how existingknownthreats
apply to mobileagentframeworks. They describeseveralwaysin which thedifferentattacks
areapplicableto mobileagentsdependingonthecomponents(i.e.,agentor platform)involved.
For example,in thecaseof masqueradingattacksthey describepossibleinterpretationsof four
classesof attack:Agent-to-Platformmasquerading,Agent-to-Agentmasquerading,Platform-
to-Agent masquerading,andPlatform-to-Platformmasquerading.Also, the Mitre Corpora-
tion maintainawebsitewhich listsCommonVulnerabilitiesandExposuresat �����
	.-/ '�&���0	 � �)1
which is updatedregularly.

Agentautonomyalsoposespotentialthreatsto security. As agentsaregivenmoreauton-
omy to make decisionsand to negotiate,will they have the strength/knowledge/intelligence
to recognisethreatsandto enforcesecuritywhendecidingwhento communicateandaccept
information?As far aswecantell, therearemany openquestionshere.

While multi-agentframeworks introducenew securitythreats,they alsoprovide new op-
portunitiesfor tacklingsomeof theseissues.Agent technologycouldbeusedto continually
monitor theevolution of thevalueof informationassets,to identify new andevolving threats,
andto helpmanagethe risks. This might be throughthedevelopmentof specialistagentsor
throughtheextensionof agentfunctionality. Again, therearemany openquestionshere.
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6.2 Suitability and Corr ectness

Oncethreatsto securityhave beenidentifiedandappropriatesecurityfunctionsselected,the
suitabilityof thesecurityfunctionsneedsto beassessedto ensurethatthey reallydosafeguard
againsttheidentifiedthreats.After that,it shouldbeshown thattherequiredsecurityfunctions
arecorrectlyimplementedin thedeployedsystem.

The strengthof securityfunctionsneedsto be appropriateto the identified threats. The
CommonCriteriadefinesthreelevelsof strengthof function(SOF)which reflectthestrength
of potentialattackers:

� SOF-basicAdequateprotectionagainstattackerspossessinga low attackpotential.

� SOF-medium Adequateprotectionagainstattackerspossessinga moderateattackpo-
tential.

� SOF-highAdequateprotectionagainstattackerspossessingahighattackpotential.

In a closedmulti-agentframework, suchasa military framework or an intranetagentframe-
work, it maybereasonableto assumethatattackershavea low attackpotentialandthatagents
within the systemcanbe trusted. In an opensystem,which will be true of many business-
orientedmulti-agentsystems,attackerswill have a high attackpotentialandparticipantswill
notalwaysbeableto trusteachother.

The CommonCriteria definesseven hierarchicallyorderedevaluation assurancelevels
(EAL) which definea scalefor the evaluationof suitability andcorrectnessin the develop-
mentof securitysystems:

� EAL1 Functionallytested.

� EAL2 Structurallytested.

� EAL3 Methodicallytestedandchecked.

� EAL4 Methodicallydesigned,testedandreviewed.

� EAL5 Semiformallydesignedandtested.

� EAL6 Semiformallyverifieddesignandtested.

� EAL7 Formally verifieddesignandtested.

EAL1 to EAL3 aremostlyconcernedwith thecorrectnessof implementationswhile thehigher
levelsalsoconsiderthesuitability of securityfunctionsby taking threatsinto account.Semi-
formal and formal hererefersto the useof formal methodswhich we discusslater in this
section.

Verifying the correctnessof implementationsthroughtestingwill alwaysbe usedto help
gainconfidencein their ability to withstandsecuritythreats.However, theweaknessesof test-
ing arewell known, themostimportantof whicharethattestingcandemonstratethepresence
of errorsbut not theirabsence,andthatadequatetestcoverageis infeasiblewithin areasonable
time. This inability to gaincoveragethroughtestingis especiallyproblematicin securitysys-
temsastherewill behostilepartiesdeliberatelytrying to find flaws. Furthermore,aspointed
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outby Farmeretal [75], testingof codewrittenby third partiesfor absenceof securityflaws is
extremelydifficult asthey maybedesignedwith maliciousintent in which caseflaws will be
deliberatelydifficult to detect.

A commontestingapproachis to useso-calledpenetrationteamswhosetaskis to breakthe
thesecurityof a system.Onerisk of this approachis thatmembersof the teamdo not reveal
flaws that they discover but usethemto their advantageinstead.This is especiallydangerous
if thebreakingof thesecurityis issuedasapublic challenge.

Methodicaldesigninvolvestheusesof checklistandtable-basedapproacheswhich com-
pare,for example,threatsagainstcomponentsof a securitysystemandprovide informal argu-
mentsasto why they arenotvulnerableto thethreats.Methodicaldesignalsoinvolvetheuseof
designreviewswhere(possiblyindependent)third partiesreview designsandimplementations
to ensuresuitability andcorrectness.In the caseof mobile agents,designsandimplementa-
tionsfor third partyagentsmaynot beavailableat all for review, only theexecutablecode.In
thecaseof agentplatforms,theownersof anagentrequiredto beexecutedon a platformmay
notevenhaveaccessto executablecode.

6.3 Proof-Carrying Code

Proof-carryingcodegoessomeway towardsaddressingthe problemof trusting third party
agents.The ideawasintroducedby NeculaandLee (PCC)[184]. This is a partly automatic
verificationtechniquefor assemblylevel programsdesignedto allow acodeconsumerto have
trust in the productsof a codeproducer. Onemight arguethat this would thenbe not a Java
but moreaJVM issue.Howeverwereportit hereasit reliesonautomaticprogramverification
techniques,likemostof theotherwork reportedin this section.

PCCworks asfollows (ignoring the negotiationsbetweenproducerandconsumerabout
thesafetypolicy to beused).Theproducerexpressesasafetypropertyin termsof preandpost
conditionson theprogram.In addition,theproducerannotatestheprogram,with loop invari-
antsetc. Thentheproducergeneratesa proof of thesafetyproperty, eitherby hand,or usinga
mechanicalproof assistant.Theconsumerreceivesthecodeandtheproof, andmechanically
checksthat the proof is consistentwith the program,andthereforethat the programsatisfies
the safetyproperty. Sinceit is moredifficult to generatea proof thanto checkit, separating
thetwo phaseshasa significantbenefit:Theconsumerdoesnot needto trust theproducer, or
themeansby which theproducercreatesthecodeandtheproof. Instead,theconsumerrelies
only on a small trustedinfrastructureconsistingof what is essentiallya typechecker. This is
reportedto beno morethan5 pagesof C codein size.

Oneof theproblemsof thePCCapproachis thatthesizeof aproofsmaybeexponentialin
thesizeof theprogram[186]. A proofmaybecomelargebecauseof theamountof redundancy.
NeculaandLee [185] show that it is possibleto reducea proof of size $ to a proof of size2 $ by avoiding someredundancy. They alsogive practicalexamplesof smallprograms(e.g.
quick sort) with acceptableproof sizes. In spite of this improvement,proofs may still be
exponentiallylarge.

The proposalof Kozen[145] doesnot suffer from the problemsdiscussedabove, but it
is also strictly lesspowerful than that of NeculaandLee. For example,the former cannot
makeadistinctionbetweendifferentelementsof anarray. Kozen’snotionof codecertification
is roughly aspowerful as that of Java. The differencesarefirstly that Kozenmaintainsthe
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structuralinformation in compiledcodethat is absentfrom JVM byte codes. This greatly
simplifies the verificationprocess.Secondly, Kozentargetsnative machinecode,while the
JVM offersportability.

6.4 Evaluation Certification

Suppliersof securityproductsmay have productscertified to one of the CommonCriteria
EAL levels by independentassessmentorganisationsthroughnationalgovernmentadminis-
teredschemes.Commercialdemandfor certifiedproductsis not high at the momentthough
theresomeproductshave beencertified, most notably, smartcard basedsystemsfor elec-
tronic purseapplicationsanddigital signaturesystems.Mondex have achieved ITSEC level
E61 certificationfor partof anelectronicpurseproduct. SinceAugust1 1997whentheGer-
manSignatureAct becamelaw, digitally signedelectronicdocumentsarelegally bindingand
admissibleasevidencein Germany, provided that the productsusedfor signaturehave been
certifiedup to ITSEClevel E4.

Certificationhasyet to be appliedto agentsystemsso it is as yet unclearwhetherthis
is feasibleor not. The CommonCriteria requiresthe operatingenvironmentof the target of
evaluationto beidentified,at leastin generalterms.Trying to achievecertificationfor amobile
agentwill bedifficult sincetheoperatingenvironmentmaybeunknown in advance.Similarly,
trying to achieve certificationfor anagentplatformwill bedifficult sincetheagentsto berun
on thatplatformmaybeunknown in advance.

A weaknessof ITSECandCommonCriteriais thatthescopeof thetargetof anevaluation
canbetightly definedandconfinedwhich cangive a misleadingimpressionof thesuitability
of the certifiedproductfor a rangeof operatingenvironments. To have full confidencein a
certificate,it shouldapply to a wholemulti-agentframework includingagentsandplatforms.
It is anopenquestionwhetherthis canbeachieved.

6.5 Formal Methods

Formalmethodsinvolvetheuseof mathematicaltechniques,usuallyformal logicsandsetthe-
ory, to modelandreasonaboutcomputersystems.Formalmethodsmaybeusedfor modelling
securityfunctions,for analysingsecurityfunctionsfor suitability in thepresenceof identifiable
threats,andfor verifying thecorrectnessof implementations.Variousdifferentformalmethods
have beenappliedto modellingandanalysisof securitysystemsrangingfrom statemachines,
to processalgebras,to specialisedbelief logics.

Many formal methodshave associatedverificationtools which help to checkthat that its
behaviour is admittedby a moreabstractmodel(refinement)or thata formal modelsatisfies
certainformal properties(formal verification).Suchverificationtoolsareessentialfor formal
reasoningto beappliedto realisticsystems.Verificationis performedeitherusingdeduction
with asetof logical rulesor usingmodel-checking.

Examplesof deduction-basedverificationsystemsincludeHOL [94], PVS[200], Isabelle
[201], and the B-Toolkit [189]. Deduction-basedverification systemstend to requirehigh

1ITSECwasaprecursorto theCommonCriteriaandITSEClevelE6correspondsroughlyto CommonCriteria
level EAL7.
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degreesof skill andprogrammingto operate.
Model-checkinginvolvesexhaustive state-spaceexplorationof formal modelsandhence

canonly beperformedon finite andsmall statespaces.Examplesof model-checkersinclude
FDR [220], Spin [117], SMV [46], and Alcoa [125]. An advantageof model-checkers is
that they arefully automaticandusuallyprovide counter-exampleswhenverificationfails. A
disadvantageof model-checkers is the restrictionto small statespaceswhich often requires
greatingenuityto achieve.

An earlyexampleof theuseof a formal methodto modela securityfunction is theBell-
La PadulaConfidentialityModel [18]. This is essentiallya very simplestate-machinemodel
wherepartieshasclearancelevels,informationobjectshaveclassificationlevels,andlevelsare
hierarchicallyordered.Themodelthenformalisestwo securityproperties:

� SimpleSecurityProperty:theclearancelevel of apartyreceiving informationmustbeat
leastashighastheclassificationlevel of theinformation.

� *-Property: Thecontentsof an informationobjectcanonly beoverwrittenby anobject
with equalor lowerclassification.

The Bell-La PadulaModel modelsconfidentialityin termsof accesscontrol. It lacksan
explicit modelof informationflow which providesa richer way of modellingconfidentiality,
i.e., informationshouldn’t flow from anobjectof higherclassificationto oneof lowerclassifi-
cation.Laterdevelopmentshavemodelledconfidentialityusingthenotionof non-interference
betweentheactivities of parties[81, 90, 165, 221, 226]. If thebehaviour of party 3 doesnot
interferewith the behaviour of 4 , thenthereis saidto be no informationflow from 3 to 4 .
Much of this work involvesthedevelopmentof theoreticalframeworksandlackstool support
thoughthework of Roscoe[221] canbesupportedby theFDRmodel-checkerwhich increases
its applicability.

An importantapplicationof formalmethodsis in themodellingandanalysisof securitypro-
tocols,in particularauthenticationprotocolsandkey distribution protocols.Many researchers
havedevelopedspecialisedlogicsfor thispurpose.Usuallythesetake theform of belief logics
sincethey areusedto reasonabouttheevolutionof whatpartiesto protocolsbelieveabouteach
othersstate.Perhapsthemostwell-known of theseis theBAN logic of Burrows, Abadi, and
Needham[34]. BAN allows the assumptionsandgoalsof a protocolto be statedin abstract
terms,aswell asanabstractmodelof theprotocolto bedescribed.Specialrulesof inference
areprovidedfor verifying thataprotocolmeetsits goalsunderthestatedassumptions.Implicit
in theseinferencerulesis the ability of an intruderto eavesdropandmasquerade.GNY, de-
velopedby Gong,NeedhamandYahalom[93], extendsBAN in severalways,for example,by
providing for differentlevelsof trust.BAN lackspropertool supportmakingits applicationto
largesystemsdifficult. Brackin[32] hasdevelopeda formalisationof GNY in HOL thoughits
userequiresfamiliarity with theHOL system.

Anothersignificantapplicationof formalmethodsto securityprotocolsis theuseof process
algebrassuchasHoare’s CSP[112]. Processalgebrasareideally suitedto modellingproto-
cols. Schneiderhasdevelopedformalisationsof securityfunctionssuchasauthenticationand
anonymity andhasdevelopedproof rulesfor verifying thatprotocolssatisfytheseproperties
[229,231]. A majoradvantageof usingCSPis theability to doautomaticverificationusingthe
FDR model-checker. BecauseFDR providescounter-exampleswhenverificationfails, it can
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beusedto identify flaws in securityprotocols.Lowe andRoscoehave foundflaws in several
well-known protocolsusing this approach[154, 155]. The Spi-Calculusof Abadi andGor-
don [1] is anextensionof , -calculus[171], a processalgebrathatallows for reconfiguration
of communicationschannels.TheSpi-Calculusprovidesabisimulationmethod(averification
methodusedin processalgebras)thattakesaccountof theknowledge(e.g.,encryptionkeys)of
theenvironmentin whichaprotocolis operatingby makingcertainmessagesindistinguishable
from eachotherto theenvironment.

Several researchershave usedexisting generalpurposededuction-basedverificationtools
to analysesecurityprotocols,including Isabelle[202], PVS [224] andIna Jo [141]. In each
case,specialisedmodelsof the securitypropertiesandthe securityprotocolsareconstructed
in the languageof theverificationsystems.TheNRL ProtocolAnalyser[168] andtheMitre
Interogator[170] arespecial-purposetools for analysingprotocolsbasedon prolog andhave
bothbeenusedto find flaws in securityprotocols.

Besidesbelieflogics,processalgebrasandverificationtools,anotherclassof formalmethod
is referredto asstate-basedmethods.Examplesof suchmethodsincludeZ [238], B [4] and
IO-automaton[156]. Both Bieber[22] andButler [37] have usedtheB Methodto modeland
analysesecurityprotocolswhile LynchhasusedIO-automatonfor asimilar purpose[157].

Muchof theabovework with formalmethodsincludesassumptionsaboutor explicit mod-
elsof eavesdroppingandmasqueradingthreatsandhencecanbeusedasameansof suitability
analysisfor in thepresenceof thesessortsof threats.It is moredifficult to find literatureon
usingformal methodsto analysesecuritysystemsin thepresenceof otherthreatssuchasre-
pudiationanddenial-of-serviceattacksthoughsomework hasbeendone.Schneiderhasdone
someanalysisof a non-repudiationprotocolusingCSP[230] andMeadows hasdonesome
work on formalisingdenial-of-serviceattacks[169].

Thereareproblemsassociatedwith applyingformal methodsto securitysystems.In par-
ticular, sinceformalmodelsandspecialisedlogicsrepresentabstractionsof realsystems,there
is scopefor makingerrorsin theabstractionsandin not modellingthreatsadequately. Decid-
ing how muchpower to give anintruderin themodellingassumptionscanbevery tricky and
delicate.Criticismshavebeenmadeof BAN, for example,thatit doesn’t adequatelymodelthe
securitygoalsof a protocolandthe environmentin which it operates.Nessettshows thatan
exampleof a flawedprotocolcanbeverifiedasbeingsecureusingBAN [187]. Despitethese
problems,flaws have beenfoundin existing securityprotocolsusingformal methodssothere
applicationis worthwhilewhensecurityis critical.

Many of theformalmethodsdiscussedherearesuitablefor modellingmulti-agentsystems.
For example,theCSPnotionof aprocessthatexecutesautonomouslyandinteractswith other
processesis, in principle, similar to the usualmodelof agentbehaviour. CSPprovidescon-
structsfor building systemsconsistingof multiple processthusallowing multi-agentsystems
to be modelled. A model-orientedformalismsuchasZ or B may be moreappropriatethan
CSPfor modellinglarge agentsinvolving complex state,thoughCSPhasbettercomposition
constructs.Recentwork by Butler hasshown how B andCSPmay be combined[36, 35].
Theuseof Z andtemporallogic for modellingmulti-agentsystemsis describedby d’Inverno
et al [64]. Most of the formalismmentionedso far areweakat modellingmobility of pro-
cesses/computationshowever. Formalismsfor modellingmobility areaddressedin section5.
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7 Conclusion

7.1 Summary

We have presentedthe paradigmof agent-basedcomputing,andwe have illustratedits use
by two scenariosthatarerelevant to themilitary environment. Thescenarioshave helpedus
identify generalsecurityissuesin multi-agentsystems.

Then,we have surveyedthedifferentsoftwarelayersthatareinvolved in MAS. Commu-
nicationsaretypically network basedandtwo majordevelopmentturnup to beusefulto build
secureMAS. Publickey infrastructureandassociatedcryptographicmethodsmaybeusedfor
authentication,integrity andencryption.Network protocolssuchasIPv6 providesecurityser-
vices.

As Java is becomingtheubiquitousplatformfor developingMAS, thesecurityof Javahas
beenthoroughlyinvestigated.Securityissuesariseat differentlevels: thevirtual machine,the
languageandthecompiler. Theessentialproblemis the lack of comprehensive formalisation
of the Java platform andof securitypropertiesthat needbe preserved. As a result, ad-hoc
designprocesseshaveandwill inevitably leadto securityflaws.

We have reviewed the techniquesrequiredto build mobile agentsystems.They include
theability to loadcodedynamically, to controlaccessto resources,andto communicatewith
mobileagents.Thefocusis on Java andits sandboxmodel,sincethey representthestate-of-
the-artin this domain.

Finally, the lastsectionaddressesassuranceschemasto certify MAS. It advocatestheuse
of methodologicaldesign,comparingthreatsagainstsecuritymeasures.

7.2 Security in MAS

In this report,we have observed thatmany “traditional securitythreats”apply to multi-agent
systems,and“traditionalcounter-measures”canbeimplementedin MAS. However, anumber
of securityissuesareclearlyspecificto multi-agentsystems.

1. Themassivelydistributedmodelof computingunderlyingthepervasivecomputingenvi-
ronmentraisestheissuesof scalabilityandrobustnessof MAS. In particular, scalability
of PKI is amajorconcern;unreliabilitymaycausesecuritybreachesduringfailures.

2. Theautonomousnatureof agents,workingonbehalfof users,requireMAS to offer new
waysof authenticatingagents,asthis functionality canno longerbe performedby the
user, for everycritical operation.Therole of agentsappearsasakey conceptin security
of MAS.

3. Mobility bringsdynamicityin MAS anda rangeof securitythreatshasbeenidentified.
A specificsecurityfacetbroughtby mobility is thatmobileagentshave to beprotected
from theplatformonwhich they arerunning,andfrom themediumthattransportsthem.

4. MAS arecomplex softwaresystemsinvolving hundredsof thousandsof lines of code.
Systematicdesignand formal methodsare perceived as essential,but the size of the
formalisationeffort requiresthedevelopmentof new methods.
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Clearly, therearesecurityissuesthatarespecificto multi-agentsystems.It maybethought
that the industry will be able to solve all the securityproblemsof MAS in the questof e-
commerce.However, commercialpressurewill forcetheindustryto developad-hocsolutions,
incompatiblewith thefundamentalrequirementsof securemulti-agentsystems.For instance,
e-commerceapplicationsmayusemobileagentsto searchfor data,productsor services,but
they revert to moretraditionaltechniquesto performsecuretransactions.In fact,inadequateor
insecurebehaviour will inhibit thelarge-scaledeployementof MAS techniquesin e-commerce
applications.

Finally, we alsoregardMAS not asthe causebut asa tool to addresssecurityproblems.
Theadaptabilityandflexibility of MAS interactionprotocolsappearto beexcellentcandidate
to solvemany securitythreats.

7.3 Key Research Issues

Wehave identifiedcurrentresearchissueswhichareverysignificantto MAS andsecurity, and
whichwarrantfurtherresearch.

1. Applicationof security-awarenetwork protocolssuchasIPv6 andIPSecto mobilede-
vicesandMAS.

2. Useof formalmethodsto specifyandvalidateagentandagentplatformproperties.

3. Methodsto build systemsoutof modularcomponentssuchthatsecuritypropertiesproven
for thecomponentsareat leastpreservedby thecomposition.

4. Scalabilityandrobustnessin MAS, in particularof communicationmechanisms,mes-
sagerouting,andinteractionprotocols.

5. Conservation of securitylevels during migrationof mobile agentsandscalableuseof
PKI infrastructurein thatcontext.

6. Rolesof agentswith respectto their users,the organisationand the information they
manipulatein aDistributedInformationManagementcontext.

7. Application of MAS interactionprotocols(cooperationandnegotiation) to preserving
thesecurityof asystem.
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A calculusof mobileagents.In Proceedingsof CONCUR’96, volume1119of Lecture
Notesin ComputerScience, pages406–421,Pisa,Italy, 1996.Springer-Verlag.

[85] S. N. Freund. The costsandbenefitsof Java bytecodesubroutines. In OOPSLA’98
WorkshoponFormalUnderpinningsof Java(FUJ), Vancouver, BC, Canada,Nov 1998.
�&�)�)BDC <)< 5)5)5�P � ���
	 ��� �:	E ��:	S���:	 �&;A<`J � � � <T�)� B������ < ��F�BR	.�&��-�� .

[86] S. N. Freundand J. C. Mitchell. A type systemfor object initialization in the Java
bytecodelanguage.In Conf. onObject-OrientedProgrammingSystems,Languages,and
Applications(OOPSLA), pages310–328,Vancouver, Canada,Oct 1998.ACM Press,
New York.

[87] J.S.FritzingerandM. Mueller. JavaSecurity. SunMicro systemsInc, MountainView,
California,1996.

[88] TheGypsyProjectonMobileAgents.���)��BDC <&< 5)5)56	a %��F � �Q�=�:	I� � 5� Q�Q�8	9���:	Y��� <�b ��B��Q� < .

[89] S. GlesnerandW. Zimmermann.Usingmany-sortednaturalsemanticsto specifyand
generatesemanticanalysis.In TC2WG2.4Working Conferenceon SystemsImplemen-
tation 2000: Languages,MethodsandTools, pages249–62.Chapman& Hall, London,
1998.

[90] J.A. GoguenandJ. Meseguer. Securitypoliciesandsecuritymodels. In IEEE Sympo-
siumonSecurityandPrivacy, 1982.

[91] A. Goldberg. A specificationof Java loading and bytecodeverification. In 5th
Conf. ComputerandCommunicationsSecurity, pages49–58,SanFrancisco,California,
Nov 1998.ACM Press,New York. 5)5)56	 ; �����&�����7	9� ����<dc&e�f�g�< B�� � BA��� < 1 � � � 
����)1 <
 %� � ��hH	.�&��-�� .

[92] L. Gong. SecureJava classloading. IEEE-Internet-Computing, 2(6):56–61,Nov /Dec.
1998.

[93] L. Gong,R. Needham,andR. Yahalom.Reasoningaboutbelief in cryptographicproto-
cols. In IEEESymposiumon Research in SecurityandPrivacy, 1990.

[94] M. GordonandT. Melham. Introductionto HOL. CambridgeUniversityPress,1993.
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