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1 Intr oduction

This reportdescribeghe actiities andresultsof the studyof securityin multi-agentarchitec-
tures,carriedout for the Parallel and Distributed Simulationgroup, Sensorsand Processing
section DERA Malvern,undercontractCU016-0000000902.

1.1 Background

Fromthe RequiremenSpecification:

A majorfactorresponsibldor therecentupsugeof interestin softwareagents
is the natureof computersystemghatarenow beingbuilt. Recentlywe have seen
a steadyshift from large centralisedmonolithic systemsto network-clusterand
distributedapplications.Software agentshave beenproposedasoneway to help
peoplecopewith the increasingvolumeandcompleity of informationandcom-
puting resources.Within thesereal-timedistributed ernvironmentsagentscould,
givensuitablecontrollingalgorithms assistin co-ordinatingtasksbetweerpeople
aswell asensuringco-operatioramongdistributed programs. Moreover, agents
are a powerful and naturalmetaphorfor conceptualisingdesigningand imple-
mentingmary systems.In the military domain,agenttechnologyopensup the
possibility of building extensible,interoperablecommandandcontrol systemsas
well asproviding the meando link togethedegag/ systems.

The major goalsof the Software Agentsin Commandinformation Systems
projectareto determineanddemonstratdow agenttechnologycanbe usedto the
advantageof the warfighterin military commandsystems. This will be accom-
plishedboth by developinga representatie multi-agentdemonstratofor arealis-
tic commandystemandby focusedresearchn theareaof agentiegag/-software
integrationandmulti-agentcollaboration.

1.2 Objective

Within a military environmentsecurityis animportantfactorfor consideratiorandhencethe
primary objectve of this studyis to gain an understandingf the issuesand state-of-the-art
techniquesn multi agentsecurity

1.3 Organisationof this Document

The securitylevel of a systemis given by the wealkest componenin the system. We have
identified the following layers,which play an active role in agent-basedpplications: (i)

hardware, (ii) operatingsystem, (iii) network, (iv) programminganguage, (v) supportfor

mobility, (vi) multi-agentinteraction, (vii) application. Securityin someof theselayershas
beenstudiedfor thelastforty years.Summarisingecurityissuesn eachlayernotonly would
have leadto a very long report,but alsowould have presented very fuzzy imageof security
in thisdomain.



Over the lastfew years,Java hasemepgedasan ubiquitousruntime environment. Java is
becomingthe favourite programminganguageo develop multi-agentand mobile agentsys-
tems.FurthermoreJavais alsoregardedoy mary asanoperatingsystenj129], andJasa-based
smartcardsirenow beingcommercialisedTherefore securityin Javabecomes primarycon-
cern,becausdt is coveringprogramminganguagegperatingsystemandhardwareaspects.

Consequentlywe have organisedhis reportasfollows.

1. In Section2, we introducethe notion of agentsandillustrate their applicationin two
scenarioswheresecurityissuesarediscussed.

2. Interactionsbetweenagentsare typically network-based;Section3 describessecurity
issuedn the network infrastructurethatarerelevantto multi-agentsystems.

3. Section4 overviews securityin Java, includingon smallfootprint devices. In particular
sectiond.6.4presents classificatiorof securitythreats.

4. The engineeringof mobile agentssystemsis studiedin Section5. In particular we
investigatehe meandy which a safeexecutionervironmentcanbe providedfor mobile
agentsandhow accesgontrolpoliciesmaybe enforced.

5. Section6 explainshow completeapplicationamay be certifiedsecure.

1.4 Plan

The RequirementSpecificationcontaineda seriesof “security themes”,which may be dis-
cussedn several sectionsof this document. Eachof the theme,copiedfrom the Required
Specificationappearsn romancharacterTherelevantsectionsarethenpresentedh italic.

e Agentidentification/authentication.
Section3.1.1summarisesechniquesfor authentifyingagentsin a multi-agentsystem.

e How to specifyAgentauthority(to performactionsor view certaintypesof data).

Anagentauthoritymaybeimplementedby an authorisationserverintroducedn Section
3.1.2.Sectiorb.3discussesiowtheact of migration maychange privilegesgrantedto a
mobileagent.

o Releasaf data:

1. notonly ensuringthatdatais only passedo thoseagents/otheknowledgebrokers
which areauthorisedo seeit, but thatary releaseconditionsfor the dataareim-
posedon the recipient- andif/how thesecanbe specified/enforcedFor example
a UK/US coalitionwould obviously sharelow classificatiordata,but the UK may
imposeor wantto imposea restrictionon pressreleaseswhich the US wouldn't
normallydo.

Section2.5 introducesthe notion of role-basedaccesscontml, whereas Section
5.3 discussesow-level techniquesto enfoice sud an accesscontrol. In addition,
section3.1.2addresseow authorisationcan be grantedin a distributedsystem,;
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Section3.1.3 presentstechniqueto preservethe integrity of data; Section3.1.4
discusseson-repudiationtedhniques.

2. dealingwith complicationssuchas having combinationsof dataitems at higher
classificatiorthanthe individual parts,time sensitve restrictions etc.

e How to detect/protecagainstdirectIW attackonthenetwork -spoofing,interceptioretc.
Section3.1.1summarisesssuegelatedto authenticatiorof interlocutors.

e How to defendmulti-agentarchitecturegoncean attackhasbeendiscovered)without
resortingto shuttingdown the entireservice(ie selectve lock-outsetc).

Sectior8.5describesedniqueto detectintrusionsin a networkandtedhniqueto counter
attadk sud intrusions,usingfirewall filters.

e Mobile agentghow to protecttheagentgatherthanthesites):a) How to preventreverse
engineeringo stealconfidentialdata/disruptestry the agentb) How to verify a site’s
credentials) How to combatdeceptiorto lure agentdo sites

Section5 discussesssuesrelatedto mobile agents. Section5.7 introducessomecal-
culi, which maybe usedto formalisesecurityin mobileagentsystemsin particular, the
ambientcalculusis ableto modelTrojan Horses.

This shouldinvolve reportingon known work/groups/welresourcesn theseareasand
summarisinghe stateof the art, not attemptingto resole arny of theseproblems. It should
(wherepossible)provide detailsof systemsharchitecturesvhich attemptto performsomeof
thesetasks.

Section3.6 summariseshe IETF working groupswhosework is relevantto agent-based
systems.Section6 discussegertificationproceduesdefinedby the EuropeanUnion, British
Standad or ISO.

Theintroductionof Section5 containsnumepus pointers to mobile agent systemsand
goodrefeenceson thewww A lot of attentionis also givento Javaasit is mostof the time
usedto implemeninobileagentsystemgcf Sectiong}t and5).

Otherusefulinformation(if available)would be any dravbacksof theseapproachessuch
asincreasedandwidthrequirementsgcomplex encryption/protocolrequirementdjmiting the
network to 'trustednodes’only, etc.

Sections3.2.2and 3.3 summarisgerformanceandlegal implicationsof securityin multi-
agentsystems.

2 Agent Applications

2.1 Intr oduction

Thestudyadoptedwo casestudiedo focustheinvestigation Presentedsinformalapplication
scenariosthey weredesignedo includefeatureswhich characterisea muchbroademrangeof
commandandinformationsystemsapplications.In this sectionwe introducesoftwareagents
andthenpresenthetwo scenariosfor eachwe outlinethescenariodiscusgheapplicationof
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multi-agentsystemawithin thatscenarioandthendiscusghe securityissues We finish with a
discussiorof researchn the multi-agentsystemsandsecurityarea.

2.2 Software Agents

Agent-basedomputinghasemegedasa key softwareparadigmwith which to engineercer
tain classef applicationsandinfrastructure including distributed and mobile applications.
Agentshave a long researchistory, but the last five yearshave seenconsiderablectuity in
thefield, especiallyin theapplicationto informationapplications Herewe identify somekey
aspectasbackgroundo thereport. Thereaderis referredto [131] for aroadmaypof agentre-
searchanddevelopment.Also, Nwanaprovidesa useful(albeitpersonalyeview of five years
of agentgesearchn [193].

The growth of actwity in agentshasclearly correspondedavith the emegenceof the In-
ternetasa global information infrastructure. Information agentsspecificallyaim to manage
this hugely expandinginformation space,including gatheringand filtering of information.
Meanwhilethe interactionof the userwith the information systemsstandsto be enhanced
by interfaceagentswhich assistat the userinterface,monitoringand modellingthe userand
suggestingoetterways of achieving tasks. Theseaspectof agentshave beenpromotedby
Pattie Maes[158]at MIT MedialLabin particular

A secondsignificanttrendonthistimeframels theemegenceof pervasivecomputingech-
nologies,in particularmobile computingdevices; this wasanticipatedoy Weiserat Xerox in
1991[270] [271]. Agent basedcomputingis alsoregardedas appropriateto this emeging
technologythoughthis work is lesswell developed.

Moregenerallymulti-agentsystemgMAS) interconnectnultipleindependently-desloped
agents providing a compositefunctionality exceedingthat of any single part. Suchsystems
have beenstudiedfor mary yearswithin thefield of distributedAl, datingbackto MIT in 1980.
Althoughmuchof thiswork is theoretical practicalsystemsareemenqging. Legag/ systemsare
integratedwith suchframeworks by wrappersandtransducersandthe researchcommunity
is actively researchingssuesof negotiationand collaborationbetweenagents. HenceMAS
provide theinteroperabilityrequiredfor informationsystemgyiventhe diversity of partiesand
systemsnvolved.

Theagentausedin practicalmulti-agentsystemgypically conformto theweakagentclas-
sificationidentifiedby Wooldridge,etal.[275 andpossesshefollowing characteristics:

e Autonomy Oncelaunchedwvith theinformationdescribinghe boundsandlimitationsof
theirtasks,agentsshouldbeableto operatendependentlyf andunaidedby their user

e Socialability. To effect changer interrogatetheir ervironment,agentsmustpossess
theability to communicatevith the outsideworld.

e Reactvity. Agentsneedto beableto perceve their environmentandrespondo changes
to it in atimely fashion.

e Proactvity. To help agentsto be adaptve to new situations,they needto be able to
exhibit proactvity, thatis, the ability to effect actionsthatachiese their goalsby taking
theinitiative.



Additional characteristicattributedto agentsncludelearning,planningandmobility.

Multi-agent systemshave very rich interactionmechanismswhich allow themto adapt
dynamicallyto the prevailing circumstancesWe distinguishtwo formsof interactiondbetween
autonomousagents. Coopeation (cooperatie problemsolving) is the processby which a
groupof agentschoosdo work togetherto achiese their goal[276]. Negotiationis the process
by which a group of agentscommunicatewith one anotherto try and cometo a mutually
acceptableonclusion74].

Theability to interactin arich andflexible manneris oneof thekey distinguishingfeatures
of the agent-basegaradigm[130]. By viewing interactionsat this high level of abstraction,
heterogenousoftwarecomponentg€anbe madeto interoperatavith oneanothemoreeasily
[48] and the vision of timely opensystems,in which agentsenterand leave, can be more
readilyrealised.In bothof thesecasesdecisionsaboutwhich entitiesneedto interact,andfor
whatpurposearemovedfrom designtime to runtime. This, in turn, meanghatdecisionsan
be basedon the agents prevailing circumstancesatherthanthe designers projectionof this
context.

FIPA [79] andKQML [77] aretheemeping standarden agenttommunicationbothsitting
above network level andhistoricallybasedntheperformatvesof speech-adheory A variety
of adhocagentcommunicatioanguage$ave alsobeenusedsuccessfullyn prototypeagent
frameworks, thoughthereis a strongcasefor standardisatioor at leastinteroperabilityin or-
derto developpracticalsystems Agentsmustalsohave acommonunderstandingf theterms
exchangedetweenthem. This is the ontology problemandit requiresdomain-specificsolu-
tionsthatmustbe establishede.g.for defenceandfor e-businessRecentdevelopmentsn the
Web communityareleadingto usefulinfrastructurefor agentcommunicatiorandontologies,
notablyXML andthe ResourcéDescriptionFrameavork (RDF). XML is setto bethe standard
formatfor communicatingnformationbetweercomputersandhencebetweeragents.

The scopeof the FIPA specificationds more comprehensie than agentcommunication
languagesaddressingtheraspectof ageny including security Chapterl0 of the FIPA'98
specificatior[79] is entitled“AgentSecurityManagementandchaptemreviews somesecurity
threatsfor agents presentingnessagextensionsand operationgelatedto certificates. The
standardloesnotdefinehow akey infrastructurds establisheahor how initial publickey pairs
andcertificatesareestablishedor agents.Thestatusof thisreportclearlyindicateghatthereis
aneedfor securitymeasuref agentsystemsbut theproposedsolutionarefarfrom complete
nor easyto putinto practice.

Agentscan be implementedn arny programminglanguagethat meetsthe requirements,
thoughsomelanguage$ave beendevelopedspecificallyfor the purposeg.g. Telescripf159]
andApril [164]. In particular scriptinglanguagesindlanguagesvhich usebyte codeinter
pretersprovide portability of code.Java, compilingto the Java Virtual Machine(JVM), is the
languagef choicefor mary practicalagentsystemsandsinceotherlanguagesave evolvedto
interoperatavith Javait is aneffective choicefor agentframeworksin general Javarepresents
the stateof theartin generaburposdanguagesvhich facilitateagentprogramming.



2.3 Scenariol - Intelligence Gathering
2.3.1 The scenario

Intelligencegatheringinvolvescollection of informationfrom a variety of disparatesources.
Herewe assumeheseto be digital andonline, consistentwvith technologytrendsandcurrent
procuremenpolicies. Thesedigital informationsourcesnclude:

1. Reportsfrom theatre g.g. currentpositionsof mobile units
Meteorologicainformation

Digital maps

Equipmentdocumentation

News archves

Non-military data,e.g. news reports Internet
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CommandHQ instructionsto theatre.

Accessto the sourceswill dependuponauthenticatiorand clearance.The quality of the
information sourcemay vary in mary respectsjncluding the accurag and freshnesof the
content,the availability, the speedof accessand securityissuessuchasaccesgver insecure
channels.Theremay be multiple sourcesof similar data,or even multiple partial sourcesn
needof aggreationto provide asingleusefulsource.Thisdatafusionmightin factberequired
to reconstitutesecuranformationtransmittedvia multiple routesfor securitypurposes.

Thesecondaspecto this processs filtering andpresentatiomf relevantdata,for example
in supportof the compilationof military briefings. This involvesfurtherinformationsources,
suchaspersonaprofiles,in orderto determinerelevancein thefiltering process.

2.3.2 Application of agents

Thisfirst scenarids a classicapplicationof agentdn thefield of distributedinformationman-
agemeniDIM) andwe cancomparethe issuesdirectly with thoseinvestigatedoy the DIM

researchanddevelopmentcommunity For example,the DIM initiative promotedby the UK
TechnologyForesightpanelon IT andElectronicadentifiesissuesncluding:

e Themanagemeraf massve multimediainformationstoredistributedacrosdargenum-
bersof media-capablseners.

e Managingprecisionandconsisteng of informationin federatedsystems.

e Theextensionof distributedtechnologyto capturethe semantiaunderstandingf appli-
cations.

e Detachednformationhandling,subsequerdrbitrationandreconciliation.



e Automaticcontent-basethdexing, analysisandtransformatiorandretrieval of informa-
tion sources.

Agentswhich have beendevelopedto dealwith informationon the Internetandintranets
are broadly applicablehere. Theseinclude the work of Maes[158]. "DIM Agents” have
beena specificfocusof theresearchat Southamptonparticularlywith respecto hypermedia
navigation[60] [71] [181].

Softwareagentamay be usedfor the following tasksin this scenario:

1. Managingaccesdgo informationsourcegi.e. wrappers/mediators)
Locatinginformation

Accessingnformation

Resolvinginconsistencies retrievedinformation

Filtering information

Integratinginformationfrom diversesources

Prioritisinginformation

© N o 0 b~ W D

Maintaininguserprofilesfor personalisation

Although a subjectof considerableacademialebate thereappearto be situationswhere
mobile agentsare an appropriatetechnologyin this scenario. With large geographicadis-
tancednvolved,andthe useof high-lateny communicationsnechanismsuchassatellite the
only way to improve reliability andreducelateny might be to move agentsclosertogether
Othersituationsrelateto authorisatiorand accesswherean agentneedsto relocatein order
to achieve the desireddegreeof accesdo a resource.Agentsmay alsoneedto be mobile to
performtheir tasksin the presencef unreliableor mobile hostsandintermittentconnectvity
of communicationstheseaspectareexploredunderthe secondscenario.

2.3.3 Security issues

Themilitary context differsfrom the generalnternetcontext in a numberof significantways:

1. The’quality of service’requirementsstrongerguaranteeaboutaccurag andtimeliness
of information,or atleastsomemeasuref thesecharacteristics.

2. A strict security classificationregime, and the 'inverted pyramid’ wherebyincreasing
amountsof information are available at successiely higher classificationlevels on a
'needto know’ basis.

3. Theactvities of theenemyto disrupttheinformationsystem.

Thefollowing issuesarisefrom this scenario:



1. Thereare establishedsecurity practicesto deal with authenticatiorof usersand their
rights of accesgo information. In delegatingtasksto agents somerights mustalsobe
providedto thoseagentstogethemwith conditionson releaseof information. Theagents
can be regardedas deleggatesof the individual within the appropriatesecurityregime.
Otheragentanustnot be ableto impersonatesuchdelegates.

2. Aside from securityissuesin the underlying network infrastructure,there are issues
within the agentinfrastructure:in orderto find and communicatewith other agents,
an agentemplgys someform of matchmakingserviceandalsoa namingservice. The
securityof the systemdependaipontheintegrity of theseservices.

3. Agentsmaymoveto achieze securecommunicationsfor example, bringingthemcloser
to minimisethe opportunitiesfor eavesdroppingpr moving two agentsnto positionto
usea securechannel. The securitybenefitsof this localisationof communicatiormust
be consideredilongsidethe securityimplicationsof moving the agent. Also, it maybe
essentiato have anagentiocal to ahostratherthancommunicatingpver ary channelsat
all, for exampleto maintainradiosilenceor sothattheagentneedonly be authenticated
once.

As well asaccessingnformation,agentamay managehe provision of informationto other
parties(a.g.to alliesandto userswith lower securityclearance)As well asmanaginghe me-
chanicsof accessuchasauthenticatiorandlogging, contentprocessingould include saniti-
sation.Thisimportantform of filtering hasnotrecevedattentionwithin theagentommunity

2.4 Scenario2 - Theatre
2.4.1 The Scenario

This extendsthe previous scenario.The communicationsnodelin the theatreinvolvesa net-
work thatis effectively a buswith informationprovidersandconsumersittachedThis permits
informationtransfemwithoutnecessarilgstablishingpeerto-peercommunicatiorthatrelieson
knowledgeof the locationof the partiesinvolved. This network is managedndis connected
via a gatevay backto non-deplyed commandoutsidethe theatre.We cancharacterisdét as
follows:

1. Equipmentandpersonneprovide informationsourcesvhich candisappeaatary time
2. Sourcesnaybemobile

3. Communicationsnay be sererely constrainedintermittent,restrictedoandwidth,radio
silence)

4. Enemypresenc®n the network is assumede.g. suneillance,spoofing jamming)

5. Locationinformation(e.g.sourceof communicationslevice) maybewithheld.



2.4.2 Application of agents

In this scenariotasksfor softwareagentsanclude:

1. Collection and transmissionof datafrom personnelor equipment. Theseagentsare
mobilein the sensahatthey mayresidein mobile equipment.

2. Collectionandpresentatiomf datato personnelandproxiesto acton their behalfwhen
communications prevented.

3. Agentswhich move autonomouslyo effect specifictaskswhich requirelocal accesgo
resources

4. Managingaccesgo informationsources
5. Detectionof unauthorisedctvities, e.g.intrusion,disclosureof information

Onemodelof agentdeploymentin thetheatres to assuméhatanagentresideswith every
resource(personnelequipment)andis responsiblegor incoming and outgoingcommunica-
tions. This canbe extendedo includeautonomousgentsvhich do not necessarilyelateto a
particularphysicalentity.

Thereis astrongcasefor mobileagentsn this scenariofo dealwith themobiledevicesbut
alsotheinherentlyunreliablehostsandcommunicationdinks andthe greatemeedto manage
securecommunications.

2.4.3 Security issues

With theassumptiorof enemypresence:
e Securitymechanismareneededo protectthe hostagainsthostileagents;
e Securitymechanismareneededo protectthe agentagainstamperingoy the host;

e ‘Enemyagentsmayparticipatein negotiationwith theobjective of disruptingthenormal
process;

e Theincreasedequirementor agentmobility emphasisethe needfor secureagentmi-
grationmechanismdor examplethe needto protectthe agentagainstanalysisn transit
throughaninsecurenetwork.

In generathe protectioncantake theform of preventionand/ordetection.

It is alsonecessaryo minimisetheextentof messageassingandthe quantityandclassifi-
cationof theknowledgerequired for anagentto achieseits task.For example theagentseed
to achieve someprior agreemendf context suchthatthe communicationsreonly meaningful
to thoseagents perhapsso thatinsecurechannelscould be used. Wherecryptographidech-
niquescannotbeemployed,this aspectouldbeviewedasanontologyissuein thatit involves
establishingavocalulary thatis only meaningfulto thoseagents.



2.4.4 Reseach activities

Beforeaddressingesearclactitiesin securityandmulti-agentsystemsit is usefulto identify
shortcomingsn multi-agentsystemshemseles.Despitethematurityof researchn theagents
anddistributedmultimediainformationsystemsommunitiesmary of the systemswhich ex-
ploit thetechnologiesrestill prototypesin particular:

1. Therearefew examplesof systemswith large numbersof agentsn a distributedenvi-
ronment.lt is clearthatscalabilityhasnot beenfully addresseth mary systems.

2. Rolustnessnustbeaddresseds.g. exceptionhandling

3. Military applicationsaside,securityhasnot beenfully addresseth the vastmajority of
existing systems

4. An operatingervironmentfree of performanceonstraintss oftenassumed.

5. Personalnformationassistanagentshave not developedasfastasanticipatedandit is
clearthattherearesomechallengingproblems.

In mary ways,intranet(asopposedo Internet)practiceis particularlyrelevantto command
andcontrolapplicationswhereasho centralisednanagemenmnodelis imposedon the global
Internet,intranetgrovide amorehighly managedntegrationof federatednformationsystems
in directsupportof the businesgprocessthey alsohave morestringentsecurityregimes.

Multi-agentsystemsn the military context have beenpresentedt agentsconferencedy
the GRACE consortium{57] andLockheedMartin [113]. Theformerinvolvesanagentarchi-
tecture(called CABLE) which is implementedon CORBA. The latter, the Domain Adaptive
Information System(DAIS), is a mobile agentsystemfor informationdiscovery anddissem-
inationin the battlefieldcontext; it claimsto improve accesgo informationby two ordersof
magnitude Neitherhasan extensve discussiorof securityissues.

A numberof researcherkave explicitly addressedecurityandmulti-agentsystems\Wong
andSycarg274] make five recommendationgonsistentvith theissuegsaisedabove:

1. Usetrustednamingservicesandmatchmakrs:

2. Make agentauniquelyidentifiable,andgive themunforgeableproofsof identity;
3. Protectcommunicatiorchannels;

4. Make agentgrove thatthey aredelegatesof whomthey claimto be;

5. Make deplogyersof agentdiable for theactionsof their agents.

The areaof agentsresearclon the Internetwhich is mostapplicableis e-commerce For
example,securityis addressetty Neuenhoferand Thompsonn [188], in which they identify
a numberof threatsfor mobile Java agentsjncluding eavesdroppingmaliciousintervention,
spoofing,uncontrolledcloningandsomefurtherissueselatingto thefinancialcontet. Foner
[82] givesa thoroughdescriptionof securityissuesin the context of anotherinternetagents
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application,Yenta,which is a systemdesignedo find peoplewith similar interests.This is a
usefulcasestudyasit sharesnary issueswith military intelligenceapplications.

Introducing security impactsthe information carried by the agentcommunicationlan-
guages.New KQML performatvesfor securecommunicationsre introducedin [252], and
thiswork is extendedo public key certificationmanagemenh [108].

Thereareseveralapproacheto the problemof malicioushosts.Riordan[218] introduces
‘environmentkeys’ as a variation on ephemerakeys; agentscan only decryptmessagesf
certainervironmentalconditionsaretrue (theseare’sleepersin thatthey may be unavare of
their purposeuntil suchtime). Hohl [116] proposesblackbox’ agentsvhich performthesame
work asanoriginalagentout aretime-limitedto preventahostdiscoveringrelevantinformation
or tamperingwith theagent.Sandel[227] proposesryptographicsolutions.

With respectto the robustnesof systems[142] identifiesa numberof undesirablesitu-
ations,describedas exceptions,which canthemselesbe monitoredand possiblytreatedby
otheragents.Theseincludecommunicatiorchanneldailing (or beingcompromised)agents
breakingdown or makingmistalkes,inappropriateesourcellocationsandunanticipatednter-
dependenciee.g.circularwait deadlocks).

2.5 Accesscontrol

We have not seenanadequaténvestigationof theincorporationof accessontrolmechanisms
in agentsystemswhichis clearlycritical in themilitary setting.In orderto identify issueswe
have testedtheideathatanaccessontrol systemdesignedor usersmight extendnaturallyto
agents. The systemwe have chosenis Role-Based\ccessContol (RBAC) asthis is widely
discussedn the literatureand appeardo have the appropriatecharacteristicsthe role-based
approactcouldalsoform the basisfor specifyinganddesigningagentsystems.

Thebasicideain RBAC is thatnot only theidentity but the currentrolesof the user/agent
aretakeninto account,andthe rolescanchangedynamically This contrastswith the useof
accesgontrollists, but the costof the increasedsecurityis the requirementor a securityin-
frastructurdo manageheaccessontrolrightsandmaintaintheintegrity of theaccessontrol
policies. The OASIS modelfrom Cambridgg111] is anexampleof arole-basedystemwhich
addressethedistributedsystemsssues.

To supportagentswe requirea conceptof delegation, by which we meanthat the Agent
B receving arequesfrom AgentA may needto acton behalfof A in its subsequeractions.
This concepthasbeenwidely discussedn the securitycommunity;for a usefultreatmentof
deleggationsee[152]. Delegationis also addressedn legal work and closely relatedissues
clearly arisein e-commerce Currentsystemsvary in whetheror not a resourceaccessedby
AgentB is awarethat AgentB is actingon behalfof AgentA; e.g. Kerberosv5 (IETF RFC
1510)forwardsprivilegesbut doesnot passinformationaboutthe originator’s identity. Some
of theseissues particularlythe useof a PublicKey Infrastructureg(PKIl), arediscussedn the
next section.

Our major concernabouttheseapproachess thatin certainsituationsagentsarevery dif-
ferentto humanusers.Theseaspectplacedemand®ntheRBAC anddelggationinfrastructure
which arenot normally partof therequirements:

1. Agentscaninteractwith verylargenumberf otheragentsintroducinganew scalability
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requirement.

2. Mobile agentanmove veryrapidly, perhapgerformingshorttransactionstanumber
of disparatesites.

3. Agentscancloneeasily raisingissuesof identity.

2.6 Conclusions

Many establishedomputersecuritytechniquesrevalid in the context of multi-agentsystems.
However, multi-agentsystemsjn the military contet in particular do imposeadditionalre-
guirementon the securitymodelandsecurityinfrastructure.For example,the modelshould
copewith delegationandmultiple intermediariesandthe infrastructureshouldscaleto large
numberof agentswidely distributed,with highly dynamicinteraction.As well asusingsecu-
rity mechanism# supportof multi-agentsystemsthe applicationof multi-agentssystemso
securityshouldbe consideredrich andflexible multi-agentprotocolsappeaio beagoodtool
to implementdynamicandcomplex securitypolicies.

3 Network Infrastructur elssues

A multi-agentarchitecturemay take a variety of forms; agentsmay be static or they may
migrate,while the hostsuponwhich they areexecutedmay be staticor mobile. Regardlessof
thearchitectureagentswill needto beableto communicateveranetwork media. The media
may be secureor open(public), dependingn the applicationandscenario.

Given the implicit requirementof an agent-basedystemto communicateover network
mediatheimplicationsandrelatedssuesf usingsuchmediashouldbeexplored. Thissection
considerssuchissues,offering pointersto existing systemsand highlighting openareasfor
investigation.

3.1 Security Requirements

Thecommonlycitedsecurityrequirement$or asystemareintegrity, encryption authentication
andnon-repudiationpr in more plain languagedatamustnot be tamperedwith, it mustnot
be readabldn transit,the identity of the senderandrecipient)shouldbe establishedandthe
recipientshouldnot be able to dery that a transactionoccurred. In addition, delegation of
authorisatiorto performa task may be requiredonceauthenticatiorof a useror processhas
occurred.

3.1.1 Authentication

If anagentis to performan operationon behalfof a user or whereit requiresauthorisatiorto

accesgrivilegedinformation,it mustbe ableto prove its identity, or the identity of the user
who invokedit. The agentmay alsowish to establishthe identity of the sener or serviceit

wishesto communicatevith.
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The mostcommonform of authenticatiorpresenton the Internetis basedon public-key
technology wherebytwo associatedeys are generatedy an algorithmthat allows dataen-
cryptedusingonekey to be decryptedwith the other The privatekey is retainedby the user
the public key is releasedo anyonethe key generatomwishesto exchangemessagewith. En-
cryptionwith the users privatekey is equialentto a signaturethe messagenaythenonly be
decryptedwith the users public key (which therecipientshouldpossess)Becauséhe public
key encryptionalgorithmmaybecomputationallyexpensve, it is commonpracticeto generate
a messagaealigest(with a lessexpensve algorithm; see3.1.3)andsign thatinstead;doing so
alsoaddsanintegrity checkto the process.To encrypta messagd, or akey to unlockit via a
fasteralgorithm(e.g.IDEA [232]), is encryptedusingtherecipients public key, suchthatonly
theintendedrecipientcandecryptthe datawith their privatekey.

While suchsystemsrelying on certificatessuchasX.509v3[118], PGP[206], arebelieved
to becryptographicallystrong,they have theweaknesshattheusermustkeeptheir privatekey
secretand,if encrypting thesendemustholdthecorrectpublickey for theintendedrecipient,
and not a boguskey originating from an imposter The safedistribution of keys, or digital
certificates,is a vital requirementfor reliable, securecommunicationgo occur The “web
of trust” is a term often used;asthe namesuggestsa certainlevel of mutualtrustis always
requiredfor a public key systemto be used.

A public-key infrastructure(PKI) is a meansby which keys canbe managedsignedand
madeavailable by a trustedthird-party certificationauthority (CA). A CA cansignan X.509
certificateof a userto increasethe strengthof trustin the certificate. Likewise (Jara) code
(applets)canbe signed. The InternetEngineeringTask Force (IETF) [251] hasoneworking
groupdedicatedo PKI (pkix). Commercially the largestCAs are Verisign[257] and Thawte
[250], with Verisignhaving recentlyacquiredT hawte.

Certificatescanbe madeavailablevia directoryseners. The IETF is investigatingthe use
of LDAP [263] for certificatedistribution. LDAP canrequireauthenticatedccesgor updates.
It is alsopossibleto useLDAP in read-onlymodeasa querylanguageor directorieswhich
areupdatedby somesecuremechanisnotherthan LDAP. One muststill be ableto trustthe
sener andtheinformationit is makingavailable(typically via the queryingparty holdingthe
sener’s public key).

In the agentscenarioagentsneedto be ableto accesgublic certificatesof serviceshey
wish to authenticatéeforeusing, accessingr migratingto them. This implies an agentei-
ther hasto carry the certificatefor eachservice,or insteadcarry the certificateof a trusted
senerwhichmayperformauthenticatioronits behalf. Theproblemamigratingagentfacesn
authenticatingtself is thatif it carriesits own privatekey, thatkey canpotentiallybe compro-
misedby a platformthe agentexecuteson. This makesthetaskof anagentsigningan object
while in transitsomeavhat difficult. An agentmay however carry dataor codesignedby the
invoker of theagentsuchthatarecipientcanestablisitheidentity of thatuseror processThis
is anareathatwarrantsfurtherresearch.

An agentoperatingon behalfof a useris unableto offer additionalinformationor secrets
that the usermay possess.This implies that authenticatiormethodsthat useone-timepass-
words(e.g. S/Key [103]) or achallenge-responsg/stem(e.g. SecurlD[234]), with theaim of
reducingthe threatof a replayattack,may not generallybe well-suitedto the non-interactre
ernvironmentin which anagenttypically operates.lt may be possiblethatan agentcould es-
tablishcommunicatiorpathbackto auserfrom whoma challenge-responsmuldbesolicited,
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but the HCI implicationsneedcarefulconsideratiormandmay be someavhatimpractical.

For purposeof authenticationt is alsoworth investigatingthe appropriatenessf other
techniquesppliedmoretypically to adhocscenariose.g.the RADIUS authenticatiorsystem
for dial-up users[217]. MIT’ s KerberosAuthenticationSystem[144] usesa seriesof DES-
encryptedmessageo prove to a sener thata clientis runningon behalfof a particularuser
andmay be well-suitedto the (mobile) agentscenario It would however raisethe questionof
thedurationof a sessiortoken,andthelengthof sessiorthatanagentmightrequire.

It is possiblethatagentamaywish to join andleave groupsof co-operatingagents.In this
caseat maybedesirablegor thegroupor coalitionto manageats own CA, in which caseagents
joining the groupwill needto trustthat CA. If a sener or serviceis trusted,it may be ableto
signagentscode,or outputto thateffect.

Thereareimplied accountingssueswhenauthenticating.lf accessing pay-peruseser
vice,orif offeringapay-peruseservice anagentmayberequiredo collector offer “payment”
(thoughthe tokensusedmay not be financial). The IETF Authentication,Authorizationand
Accounting(AAA) working groupstudiessuchissuesandincludesconsideratiorof the im-
plicationsfor mobileIP.

3.1.2 Authorisation

The processof authenticatiorof anagentmustbe seenasseparatdo the act of authorisation
(grantingprivileges)to thatagent. The agentmay needto acton behalfof a user perhapgo
resere anitem or service,or to make an electronicpaymentfor anitem. Authorisationmay
needto be performedlocally or remotely;if remotelythenthe serviceauthorisingthe agent
needgeliableaccesgo theauthorisatiorsener (similar to the creditcardcheckrunimplicitly
when a credit card is usedat a point-of-saledesk). Authorisationseners may needto be
distributed,in which casethey needto belocatable.

3.1.3 Integrity

The processof ensuringdataintegrity involvesthe creationof a digital “watermark”of the
data.If thehashalgorithmusedto generateéhewatermarkis strongenough thechanceof two
setsof dataproducingthe samehashmustbe minimisedto the extentof beinginconcevable-
thenthe hashcanbe usedto detectany tamperingof data(or code).Commonhashalgorithms
include MD5 [219] (thoughthis hasbeenattacled asa viable hashingmethod[66]), SHA-1
[233] andRIPEMD [67].

In theagentscenariojt may be desirableo compareagentcodeor anagents statebefore
andaftertransactiondiave occurred.It may alsobe usefulfor two agentso comparehashes
of datathey areco-operatrely working on to ensurethey areoperatingon the samedata(e.g.
a“contract”). Weakwatermarksallow data(typically animage)to be modifiedandstill recog-
nisableasthe sameimage;in generakhistechniques lessusefulin theagentcontext.

3.1.4 Non-repudiation

A notaryserviceis anextensionof thehashingor “watermarkingof data;thehashis registered
digitally with a trustedthird party, suchthat the third party canverify the time at which a
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documentvassubmittedo thenotary Thetrustedthird partywill notknow thecontentsf the
documenbr data;it merelyhandleghehashof thatdata.Onecompaly runningsuchaservice
is Surety[247], who offer a servicewhich they claim guaranteesthe intrinsic mutability of
electronicdocuments”.

Agentsactingon behalfof a usermay wish to registerdatathey are holding with sucha
servicefor non-repudiatiorpurposes.Proof that certaindatawas held at a certaintime, or
thatdatawasheldin a certainorder may be valuable. Protectionof IPR is oneuse,but, for
example,asetof negotiatingagentsnayform another The practicalityandefficiency of notary
servicesshouldbe studied.

3.1.5 Encryption, Key Exchange,and IPsec

It may be enoughfor agentsto communicatepenly with authenticatiorbeingsufficientand
encryptionunnecessaryHowever, if amoresecureervironments requiredthenlPsed120] is
the oneof the mostcommonlyusedT CP/IPsolutions.OthersincludeSSL (e.g. via OpenSSL
[198]) andsecureshell (ssh)[240, 241]. SSLis generallyusedto offer secureconnectiongo
World Wide Web (WWW) seners,while sshis moreflexible offeringtheability to runavariety
of protocolsin onesecurdgunnel(apropertywhich posesadilemmafor firewall administrators;
encryptedsessiongregood,a protocolthatreadily enabledunnellingis bad).

ThelETF is developingTransport_ayer Security(TLS) [121] asanintendedsuccessoto
SSL,astheir charterstatesindependenprogrammershouldbe ableto developapplications
utilizing TLS thatwill thenbeableto successfullyexchangecryptographigarametersvithout
knowledgeof oneanothers code”. UsersrunningWeb browsersthathonourSSL certificates
on sitesrely onthe public key of the CA in questionbeingbuilt in to the Browser;this allows
the signedsite certificateto be recognisedascomingfrom a “trusted” CA. This alsorelieson
the browsercodebeingunaltered Commonagentscould potentiallyusea similar technique.

IPsecenableghe useof virtual privatenetworks (VPNSs),suchthatsecurecommunications
canoccuracrossaninsecurg(public) network. Ratherthanagentsemploying their own appli-
cationlayerencryption,the IP layer canperformthetask. IPsecdefinesan IP Authentication
Header(AH) andIP EncapsulatingecurityPayload(ESP),but leavesthe choiceof algorithm
open(e.g.SHA-1andTriple DES).

Oneaccusatiorleveledat IPsecis that beingdesignedy committeeit is overly complex
[76], but it remainsthe best(open)technologyavailable. Publicimplementationsrelimited,
with FreeS/VAN [153] beingperhapghe bestexample.FreeS/VAN alsoincludesanInternet
Key Exchang€IKE) implementatiorfor key exchange.

Key exchangeis a non-trivial task for communicatinghosts, processe®r agents. The
InternetSecurityAssociatiorandKey Managemen®rotocol(ISAKMP) definegheprocedures
for authenticatinga communicatingoeer creationand managemenof Security Associations
(SAs), key generationtechniquesand threatmitigation (e.g. denial of serviceand replay
attacks)[163]. IKE [105] is a key exchangeprotocolfor the ISAKMP framewnork. Processes
or agentausinglKE cannegotiateVPNsandprovide a remoteuserfrom aremotesite (whose
IP addressneednot be known beforehandlccesgo a secureservice. The questionraised
hereis at which layer encryptionandkey exchangeshouldoccurin an agent-basedystem;
muchdepend®n whetherthe agentsarerunningon a trustedvVPN or migratingover anopen
network.
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Oneliability raisedby the useof keys in exchangingdatais the potentialfor datalossif
a private key (or the passphrasg¢hat unlocksit) is lost or compromised.If a useror agent
recevesan encryptedmessagédor which it doesnot possesshe (private)decryptionkey, the
datain themessagevill notberetrevable.An acceptedvay aroundthis problemis to register
the key with atrustedthird-party (a procesknown askey escrav) from whomit canbe later
recovered.Thisin turnraiseshethreatof compromiseof thethird-partyhostholdinganumber
of privatekeys.

In the UK, the ElectronicCommerceBill hasimplicationsfor usersof public key systems.
A GovernmentPerformanceand Innovation Unit Reporton “Encryption and Law Enforce-
ment” [72] advisesagainstenforcedkey escrav in the UK, but recommends (potentially
dangerousalternatve. It stateghat“further attentionshouldbe givenin the[ElectronicCom-
merce]Bill to placingtheonusontherecipientof adisclosurenoticeto proveto theauthorities
that the requestedkeys or plain text arenot in his possessionandto stateto the bestof his
knowledgeandbeliefwherethey are” This mayhave animpacton thewillingnessof usersto
employ public key systemsn the UK, includingagent-basednes.

3.2 Network considerations

Communicationbetweeragentoccurat every network layer, asAPI callsmapdown through
the transport,network and lower layers. We do not considerthe hardware layer in these
notes,thoughhardware encryptiondevices are available, as are wirelesscommunicatiorde-
vices (shortor long range). Again, the questionis raisedasto whethera trustednetwork is
used.

3.2.1 Protocols

At theapplication(or underlyingtransport)ayer, the securityfeaturesavailabledependn the
ervironmentandAPI used e.g. SunsJarvaRemoteMethodinvocation(RMI) [128], SunsJava
Messageservice[134], or IBM’s MQSerieg[183]. The [IETF CommonAuthenticationTech-
nology working groupseeksto encourageiniformity andmodularityin securityapproaches,
supportingthe useof commontechniquesandaccommodatingvolution of underlyingtech-
nologies,e.g. the GenericSecurityService[151, 278 which will be available throughlan-
guagessuchasJaraandC.

At the IP layer, the Internetis currently basedaroundIPv4. However, IPv6 [119, 123]
is underdevelopment;its core specificationsvere finalisedin mid-1999. IPv6’s well-known
featureis its relatvely hugeaddressspace- it uses128-bitaddressesatherthanthe 32-bits
of IPv4. This property enablesefficient hierarchicalaggreyatedaddressingand routing, as
well asa hugegrowth in the numberof uniquelyaddressabléP devices. With the increasing
deploymentof always-ondevices(e.g. ADSL andcablemodems)andthe potentialfor VVolP
and the next generationof mobile telephoneqUMTS) to adoptIPv6, this technologymay
appeamuchsoonerthanmary peoplepredictedonly two yearsago.

IPv6 hasbuilt-in supportfor statelessauto-configurationthusanagentdevice connecting
on an ad-hocbasiswould be ableto attachto a network with minimum effort. The IETF is
working on secureauto-configurationsuchthatdevicescanonly attachto networksfor which
they are authorised. IPv6 mandatedPsec,in contrastto IPv4 wherelPsecis optional. It
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hasimproved supportfor mobility; the auto-configuratiorsupporthasled to theremoval of a
requirementor aforeignagentasexistsin IPv4 mobility [204]. It supportgouterrenumbering
andthusmobile routerdevices. Its onefailing for the agentscenarias alack of IPv6 support
in Java; unfortunatelyJavasoftis a differentarm of Sunthanthe Solarisdevelopmentteam,
who have built IPv6 supportinto Solaris8. Adoptionof IPv6 amongrouterandOSvendorss
growing fast,while deploymentis currentlymorefocusedio academiaetworks[123].

3.2.2 Bandwidth and performance considerations

Oneof the driversfor migrationof agentss the potentialadvantagethat the agentswill able
to communicatewith the desiredsener much nearey if not at, the sener’s location. Such
agentswould alsobe ableto operatewhile the originatingdevice wasoff the network (unless
authorisingsessionsvererequiredbackto theagents invoker). Useof proxy servicess com-
mon on the Internet,mostnotablyfor Web-basedervices,with mobile agentsattemptingto

gathercommoninformationit may be interestingto considercachingof the resultsof agent
processingthoughthe cachewould have to be trustedin placeof the sener it actson behalf
of.

As the agentmigrates,it may changebandwidthusage. The agentmay typically carry
somecore information, code and somesort of ID, but it will alsobe likely to accumulate
knowledge.Multiple agentswith swelling “footprints” may consumeconsiderabldandwidth
if their migrationis performedon a besteffort basis. An agentreturningfrom a gathering
exercisewill invariably carry moredatathanwhenit wasinvoked. Givenagentsarelikely to
bedesignedo huntdown thebestsource®f data,thenary suchsourcewill beliableto alarge
numberof “hits” asthe smartagentdocateandinteractwith it. The potentialexistsfor agent
traffic jams.

Alternatively, a denial of serviceattackmay intentionally attemptto overloada service,
eitherby overloadingthe serviceitself, or generatingraffic on the network links connecting
thatservice.Otherpotentialpitfalls includeagentsvho canreproducdghemseles(a possible
causeof a“worm” attack),or whosecodecanitself be modifiedif run onaninsecureplatform
(to perhapsntroduceanagent‘virus”™); while amodifiedagentmaybedetectecanddiscarded
by theplatformwhichinvokedit, it maycausedamagebeforeit returnsto its original location.

Onepotentialavenueto reducebandwidthuseby commonlycommunicatingagentss to
employ multicasttechniquespy which multiple agentscould be contactedvia a singlemes-
sage.Multicastis commonlyusedfor video or audiotransporton the Internet,but otherser
vicescanbemulticast.If multiple agentschooseo join amulticastchannelthey couldreceve
datamuchmoreefficiently, andthe datacouldstill be signedby theoriginatinghostor service.

The performanceof network communicationshouldnot be ignored; security hasover-
headspothin termsof CPU andbandwidth. Potentialagent-basedolutionsshouldbe com-
paredfor suchperformancessues.

3.3 Legal considerations

Theissueof legalliability for anagentcommittinganexpenseagainst useris relatively well-
known, thoughperhapshot wholly resolhed. Thereis however anotherissuewhich hasrisen
in prominenceaecently
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Theintroductionof the DataProtectionAct 1998[54] may have importantconsequences
for agent-basedomputing. If agentsaregatheringdataon behalfof a person,or associating
datawith personsthentheinformationmay be subjectto the Act. If anagent,or agent-based
service hasto beregisteredunderthe DPA 1998thentherearemary implicationsthatfollow:
thedatagatherednustbeheldsecurelyandfor nolongerthanrequired but alsothe subjectof
thedatamustbeinformedthatthe datais beingheld, mustgive their consentandmustbetold
whatthe natureof the processings andwhatpurposet senes.

Thereareothermoresubtleimplicationsof the Act. Underthe new Eighth Principle,per
sonaldatamaynot be exportedoutsidethe EU unlessthe countryin questiorhasan“adequate
level of protectionfor the rights and freedomsof datasubjects”. It is not yet clear for ex-
ample,whetherthe USA meetsthat adequatdevel. It would alsoimply that an agentwould
know which countrya sener or servicewereoperatingn; this cannotbe deducedrom amere
Internetdomainname.

3.4 Mobile and ad hoc Networks

Theauto-configuratiomndmobility featuresof IPv6 make it well-suitedfor usein apenasive
computingervironment. Theagentmaybetruly mobile or mayonly connecintermittentlyon
anadhocbasis. However, the key issueis whetheran agentcanmigrate,run on aninsecure
platform, andits resultstill be trusted. The agentcanbe watermarled or “trip-wired” to an
extent,but it is theaccumulatediatathatis of mostimportanceijt is not possiblefor theagent
launchetto watermarkinformationthatwasnot availableatthetime of invocationof theagent.

Onepossibility is that the programanddatamay be givenandprocessedn an encrypted
form. This would imply an ability to executeand operatewith encryptedorograms,anarea
thatwould needto beresearchedA relatedissueis whetheranagentcanreliably signits own
output,suchthattamperingof thatdatawhenanagentreturnsover aninsecurenetwork canbe
detected.

Many Internetsitesusefirewall technologyto reducethe threatof compromisedsystems
from external “hackers”. This immediatelyposesa problemfor agentswishing to migrate
throughfirewalls. Potentialsolutionsdo exist, and may be basedon suchsystemsas SKIP.
RFC2356"Sun’s SKIP Firewall Traversalfor Mobile IP” [176] featuresa gooddiscussiorof
theproblem,andexplainshow SKIP canbeemployedby anomadicapplicationookingto con-
structa securechannelinto its homenetwork. Thisis anareathatneedgurtherinvestigation,
perhapoupledwith theadvancedMobile IP featuresof IPv6 (see3.2.1).

3.5 Intrusion Detection Systems

While an agentmay authenticatetself to a serer or servicean additionallevel of security
may be offeredby observingflows of communicationdbetweenagentsor perhapamigration
patternsof mobile agentsfor atypicalbehaiour. In atraditionalnetwork sensedetectionof
suchactwity is performedby anIntrusionDetectionSystem(IDS). An IDS can,for example,
modify firewall ruleson the fly throughCheckPoint’s OpenPlatformfor Security(OPSEC)
[199]. In an agent-basedystem,an IDS could either modify firewall rulesto protectagent
seners,or perhapsommunicatgsecurely)with agentghatit wishesto protect.By modifying
firewall filters on thefly, it may be possibleto remove a compromisedart of anagent-based
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framewnork from the network and leave the remainderoperational. That would rely on the
intrusionbeingcorrectlyidentified,andan acceptancen the possibility of a “f alsepositive”
eventseveringafunctioningpartof the network.

Check Point, as a leading vendor of firewall and security products,have a numberof
IDS-relatedtechnologiesincludingthe CheckPoint SuspiciousActivity Monitoring Protocol
(SAMP), the Cyber Attack DefenseSystem(CADS) [44] and RealSecuréwhich candetect
at least20 kinds of Denial of Serviceattack). Otherleadingcompaniesalso offer products,
suchasinternetSecuritySystems(ISS) ePatrol [122]. ISS offer a network scannemhich can
portscanTCP/IPhostsfor vulnerabilities.Ilt maybeinterestingto analysenetwork portsupon
which agent‘processesbperateanddevise similar agent-basetests.

3.6 Overview of IETF Working Groups

Therearemary IETF [251] working groupswhosework is relevantto the subjectof agent-
basedmobile)architecturesThesenclude:

e Authentication AuthorizationandAccounting(aaa)
¢ RemoteAuthenticationDial-In UserService(radius)
¢ IPng(ipngwg)

e ZeroConfigurationNetworking (zeroconf)

¢ IP Routingfor Wireless/MobileHosts(mobileip)

e Mobile Ad-hocNetworks (manet)

e An OpenSpecificatiorfor PrettyGoodPrivacy (openpgp)
e Authenticated-irewall Traversal(aft)

e CommonAuthenticationTechnology(cat)

e |P SecurityPolicy (ipsp)

e |P SecurityProtocol(ipsec)

e IntrusionDetectionExchangd~ormat(idwg)

e OneTime Passvord Authentication(otp)

e Public-Key InfrastructurgX.509) (pkix)

e SecureShell(secsh)

e SimplePublicKey Infrastructurg(spki)

e Transport_ayerSecurity(tls)

e WebTransactiorSecurity(wts)

e XML Digital Signaturegxmldsig)
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3.7 Conclusions

Therearemary issuesraisedin this section. We list heresomeof what we seeasthe more
importantpoints:

e Securitymeasuresanbe appliedat mary layers;certificateand key-basedtechniques
canbe appliedat the Java/RMI level to offer (for example)authenticationwhile IPsec
canoffer anunderlyingsecureVPN.

e IPv6 appeardo offer excellentfunctionality for secure mobile andad hoc agent-based
computingdevices. Furtherinvestigatiorof thetechnologywould seemveryappropriate.
Theavailability of IPv6 supportfor Javais anoutstandingssue.

e New UK lawsmayhave animpactonagent-basedomputingjn particulartheElectronic
CommerceBill andtheDataProtectionrAct 1998.A studyshouldbeundertalento more
fully assesgheimplications.

4 Java Security

4.1 Intr oduction

We explain sometermsfirst. Safetymeanghatnothingbadwill ever happenjivenessneans
that somethinggoodwill eventuallyhappenandsecuritymeansthe protectionof resources.
Theboundarbetweersafetyandsecurityis sometimeslittle vagug253]. Securitycomprises
confidentiality integrity andavailability, andneedgo be audited.

4.1.1 What is Java safety?

Javais asafeprogramminganguagen the sensdhatJava programsaretype safeandmemory
safe. The two main featuresthat bring type and memorysafetyarefirstly that Java doesnot
offer pointerarithmetic;insteadlava offersreference$o objectswhich cannotbemanufctured
by the userbut only by the system.Unusedobjectsare automaticallygarbagecollected. The
secondeatureis thatJavais a stronglytypedlanguagelik e PascalandAda, andunlike C and
C++, Javaevenperformsruntimecheckso avoid arrayindex errors.

While type safetyand memorysafetyare necessarythey arenot sufficient to make Java
programssecurd87, 50].

4.1.2 What is Java security?

For a Java programto be securewe make two main requirement$42]. Thefirst is thatJava
programscan be restrictedto accessingnly certainresourcesas definedby an appropriate
securitypolicy [92]. While someresourcesreeasyto control, like useof the run time stack,
or accesso certainGUI events,otherresourcesireharderto control, lik e executiontime [52].
The secondrequirements thatsecuresystemsanbe audited.No systemcanbetrustedto be
secureunlessit is possibleto auditthe behaiour of the system.While currentJava systems
have madegoodprogresgowardssatisfyingourfirst requirementye do not know of any work
doneonthesecondequirement.
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4.1.3 How is Java security implemented?

Javais implementedy compilingJava programsnto Java Virtual Machine(JVM) bytecodes.
The byte codesare storedin classfiles. An interpreter the JVM, loadsthe classfiles and
executesbyte codes. The JVM controlsaccesdo all machineresources.Safetyin Java is
thereforeconsideredanguagebasedasopposedo operatingsystenmbased.

A JVM byte codeprogramcanberunasanapplicationjustlike a compiledC or C++ pro-
gram.JVM bytecodescanalsoberun asappletsfrom within aWebbrowser, or appletviewer.
BeforeJava 2 applicationshadaccesdo all resource®fferedby the operatingsystemandare
thereforenotsecure With theadventof Java 2, applicationsaandappletssharethesamesecurity
regime. For anintroductionto theseissuespleaseconsultMcGrav andFelten[167, Chapter
3]. A succinctpresentatiorof the early Java securitymodel may be found in Yellin [280].
The mostrecentsecuritymodelis summarisedy Gong[92].We will mostly glossover the
differencedetweerthe variousdifferentversionsof Jasa. However, we notethatthe security
regimeis gettingmoreandmorecomplicatedvhich posesncreasingoroblemso building cor-
rectimplementation$140], simply becauseddingcompleity makesit increasinglydifficult
to avoid bugs.

In theabsencef auditing,Java securityis resourcecontrol. To implementthis, Suncould
have decidedsimply to routeevery transferof control betweertwo separatérustdomainsvia
an interpreter in the sameway as operatingsystemsdo this. However, this is likely to be
slow [265]. To avoid high overheadsSUN hasdeviseda complex optimisationschemewhich
collectivelyimplementslarasecurity Thisschemeaequiregshreecomponentstheclasdoader
the byte codeverifierandthe securitymanager

4.1.4 Classloading

Thetaskof the classloaderis to load new classesandto control namespacesso that newly
loadedapplets[87] or applicationd149] may only seetheresourceshey have aright to see.
Theclasdoaderdefinegshenamespacdo beusedby thesecuritymanagerwhichthenrestricts
thenamespacean suchaway to block accesgo resources.

4.2 Methodology

If Javais to bealanguageusedto build applicationghatoffer security it needso bewell de-
fined,sothatprogrammersinderstandxactly how to usethelanguageandthatimplementors
know how to realisetheimplementationalwaysmaintainingthe security Thisrequiresormal
specification®f the following components:

e Thesemanticof Java.

e Thesemanticof the JVM language.

TheJavato JVM compilet

The runtime support,that is partsof the Jasa API, including all Java.* classes. A
specificationof the API is neededecausdor examplestartingandstoppingthreadss
effectuatedvia the Java API andnotvia JVM instructions.
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The methodologyto build thesespecificationandtheirimplementationshouldbeto:

Constructtlearandconciseformal specification®f therelevantcomponents.

Validatethe specificationdy animatingthem,andby statingandproving relevantprop-
ertiesof the componentsExamplesncludetype soundness$i.e. a programthatis well
typedwill notgo wrongwith atyping error at runtime),and compilercorrectnessi.e.
compiling a Java programto a JVM programshouldpresenre the meaningof the pro-
gram).

Refinethe specificationsnto implementationsor alternatvely implementthe specifica-
tion by ad-hocmethodswith ana-posterioricorrectnesgroof.

Createall specificationsn machine-readablrm, sothatthey canbe usedasinputto
theoremprovers,modelcheclers,andothertools[248].

Regardlesof Java’s claimsof beinga smallandsimplelanguagewhich by comparisorto
C++it is, Javais too complex andtoo largeto make it easyfor acompleteformal specification
to be built. It alsocontainssomenovel combinationsof languagdeatureshathave not been
studiedbefore.The principaldifficultiesare:

e Many differentfeaturesneedto be modelled,suchas multi-threading,exceptionhan-

dling, objectorientationandgarbagecollection;

e Carefulconsideratiorhasto be givento the interactionof thesefeatures. The official

SUN reference$96, 150 aresometimesambiguousjnconsistenandincomplete.See
for exampleBertelsen[20], who providesa long list of ambiguitiesin the JVM spec-
ification. Curiously otherauthorsdo find the official SUN referencescompleteand
unambiguou$68].

e The referencemplementationis complex (the SUN JDK), and not always consistent

with thedocumentation.

Attractedby the potentialbenefits,and challengedby the difficulties, mary authorshave
formalisedaspectsof Java, and/orits implementation. At the time of writing we counted
morethan40 teamsof researcherfrom all over the world. Many of thosehave specifiedthe
semanticof subsetof Java. Othershave worked on the semanticf subsetf the JVM
language Someauthorshave worked on both, oftenin anattemptatrelatingthe two, with the
ultimate goal of proving the specificationof a Javza compilercorrect. To our knowledge,no
single attempthasbeenmadeat specifyingfull Java, the full JVM, or the full compiletr No
attemptshave beenmadeat specifyingtherelevantpartsof the Java API.

Thevastmajority of the studiesthatwe have founddiscussabstractionsto make the spec-
ificationsmoremanageablePopularassumptioninclude:

e Thereis unlimitedmemory

¢ Individual storagelocationscan hold all primitive datatypes(i.e. byte aswell as

double).
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¢ Individual JVM programlocationscanhold all byte codeinstructions.

While suchabstractiondelpto reduceclutterin the specificationsthey alsomake it im-
possibleto modelcertainsafetyproblems suchasjumpingin the middle of aninstruction. It
is anartto modelsystemgreciselyat theright level of abstractionwith just enoughdetailto
beableto discusghe featuresof interest.

4.2.1 Javaand JVM languagefeatures

TheJarvaandJVM language$have a numberof interestingfeatures.Someapplyonly to Java,
someto the JVM andsometo both. The mostimportantaspectsre:

IM Imperatve coreconsistingof basicdata,expressionandstatements.
OO Objectorientation,.e. Objectsclassesinterfacesandarrays.

TY TheJasatypesystemor byte codeverificationin the JVM

CL Classloading.

EH Exceptionhandling.

MT Multi-threading,monitors,synchronisation.

GC Garbagecollection.

Most researcherm thefield model partsof the imperatve core,andmary alsodealwith
objectorientation.We will sayno moreaboutthis core,asit is well understoodinsteadwe
will concentraten the remainingissues.Someauthorsmodelobjectsandclassesut notthe
type system. Type soundnessiasbeenstudiedby quite a few. The JVM implementationof
exceptionhandlingusesa difficult optimisation,which is the reasonwhy severalauthorshave
studiedthis in detail. Multi-threadinghasfound favour only with few. We have not beenable
to find any work on modellinggarbagecollectionin the context of studyingeitherJava or the
JVM. This is a problembecausegarbagecollectionis not transparensince deallocatingan
objecttriggersits finalizermethod.This connectioris actuallyignoredby someauthorg21].

4.3 Java Semantics

Startingfrom the top, and working our way downward, we discussfirst the variousreports
foundin theliteratureon specifyingthe semantic®f Java.

Our focusis on identifying the methodologicabpproachesndon the Jara subsetdeing
studied. The reasonis that somespecificationmethods,andin particularthe accompaying
supporttools, areperhapsnoreappropriatdor thetaskin handthanothers.We arealsokeen
to identify methodsandtoolsthatareableto copewith thelargestamountof compleity in the
Javalanguagewith the mostfeaturedakeninto account.

Table 1 givesa completesummary shaving whetherthe work is particularlyrelevantto
small footprint devices, the purposeof the actiity, a referenceto work on which the current
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work is basedthe tools used,whetherthe work appliesto Java, the JVM or both, a charac-
terisationof the subsetstudied,anindicationof the style of semanticsised,andwhetherary

proofshave beerreported.Thestylesof semanticsisedareDenotationaBemantic¢DS), Con-

tinuation Semantic{CS), AbstractStateMachine Semantic{ASM), StructuredOperational
Semantic§SOS),NaturalSemantic§NS), aHigherOrderLogic (HOL) or asemantichased
onthatof thetool used.SeeNielsonandNielson[190] for anintroductioninto programming
languagesemantics.

4.3.1 Object Orientation

Alves-FossandLam [7] presenta denotationasemanticof mostof Java (excluding multi-

threadingandgarbagecollection,but including classloading). Their specificationgivesdetail
on the variousbasicdatatypesin Java. This contributesto a betterunderstandingf those
aspectof thelanguage.

4.3.2 Thetype system

The Java type systemis basedon simplesubtyping, but it hasonenovel feature: Jasa offers
interfacesby way of creatingmultipleinheritance DrossopouloandEisenbachvereprobably
thefirst to modelthis feature[70]. They give a staticsemanticgi.e. aspecificatiorof thetype
system)anda dynamicsemanticgi.e. aninterpreterof Java programshatworks with typed
data)of arelatively smallsubsebf Java. DrossopoulowandEisenbachhenstatethesoundness
of theirtypesystem.In aseparat@aper Drossopoulowetal [69] extendtheir subseto include
exceptionhandling. Neither papergives proofs. InsteadSyme[248] encodessomeof the
modelsof Drossopoulotet al in his DECLARE system,andgivesproofs. The mereactiity
of encodinghandbuilt specificationsn a mechanisedystemis reportedto uncover 40 errors
madeduring the translation.More importantly Symehasalsofoundtwo non-trivial errorsin
the handwritten proofsof DrossopoulowandEisenbach.

Nipkow andvon Oheimb[192] prove typesoundnessef asimilar subseto Drossopoulowet
al. However, theformeruselsabelle/HOLto machine-checkhe proofsfrom the outset giving
ahigherdegreeof confidencen the correctnessf the specificationgandthe proofs. While the
semanticareverifiedusinga proofchecler, Nipkow andvon Oheimbwerenotableto validate
the specificationsdueto the lack of supportfor generatingexecutablesemantic§261]. One
conclusionof their work is thattheoremproversaretoo sensitve to the preciseformulationof
aspecificationandthatmoresupportin the proversis neededo make working with semantics
moreaccessiblg261, Pagel51].

GlesnerandZimmermann89] specifythe type systemfor a smallfragmentof Java asan
exampleof theirwork on mary sortedlogic in haturalsemantics.

4.3.3 Classloader

Wraggetal [277] offer amodelof classloadingfor arelatively small subsef Javato study
oneof Java’smoreexperimentafeaturesij.e., thatof binarycompatibility. In Javait is possible
to addmethodsandfieldsto a Java class,without having to recompileary classeshatimport
the classbeingmodified. Thework uncoversa seriousflaw in connectiorwith interfaces.
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4.3.4 Multi-thr eading

Borger and Schulte[29], and Cenciarelliet al [41] modelmulti-threading,at the Java level.
The maininterestin thesetwo paperss the studyof the issuedeft openby the official SUN
documentationFor example,threadsareableto keeplocal copiesof information,until other
threadsrequireaccesdgo the information. Variousoptimisationsare possibleto optimisethe
managementf thisinformation,andCenciarellietal. prove someoptimisationscorrect.

Kassabet al [140] createa statebasedabstractionof Java threadsand security policies
to studythe enhancedlara 2 securitymodel. The mainthrustof the paperis the compleity
analysisof thethreadabstractionyhichis shavn capableof copingwith generalisationef the
Java 2 securitymodel. Theauthorsareconcernedowever, thataddingfurtherflexibility to the
Java securitymodelwill maleit to difficult to implementcorrectly

This concludesour surwey onformalisingthe semantic®f Java. We now considemwork on
formalisingthe compilerin the next section.

4.4 JVM Semantics

Working our way downward, we now discussthe variousreportsfound in the literatureon
specifyingthe semanticof the JVM. Our focusremainsthe sameasbefore. Table2 includes
acompletesummaryshaowving the sameheadingsasTablel.

4.4.1 Object Orientation

Bertelser{19, 20], andStephensof44] give anoperationabemantic®f asubsebf the JVM.
A detailedspecificationof a subsetof the JVM Java (excluding multi-threadingand garbage
collection, but including classloading)is givenby Cohen[51]. His specificationis large but
executable(using ACL2), which malkesit relatively easyto validate. The purposeof eachof
theseworksis purelyto studysemantics.

4.4.2 Classloader

Dean[55] offers a simple modelusing higherorderlogic of an early Java classloader He
proves, using PVS, that newly loadedclassesform a conserative extensionto previously
loadedclasses.This meansthat ary valid propertyremainsvalid, no matterhow mary fur-
ther classesareloaded. Examplesof interestingpropertiesarethe well-formednesandwell
typing of bytecodes.

Fongetal offer anew architecturdor classloading,thatclearly separatebyte codeverifi-
cation,classloadingandlinking [83], thusmakingit easietto implementeachcorrectly

Thesheersizeof theinterlinkedcomponentsf the JVM implementationnspireSireretal
to abandonJava altogetheandfollow a differentroute,striving for a small,trustedcomputing
bas€g235]. Thiswork doesnot containformal models.

Jenseretal [132] offer aformalisationof namespacecontrolandits interactionwith Java’s
visibility modifiers. The main resultis that the model shavs how a probleminvolving the
interactionof classloadingandvisibility modifiersuncoveredby Saraswat [228] could arise.
Theformalisationof Jenseretal is criticisedfor containingsomenaccuraciesyothinadwertent
anddeliberateones[31]. This shows thatwhile formalisationsoften uncover problemsiit is
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alsonecessaryor systemdesignergo scrutinisethe formalisationsof their systemgo ensure
that the formalisationagreeswith their intention. Clearly, this kind of commentscannotbe
givenif formalisationsarenot sufficiently accessibléo systemdesigners.

4.4.3 Byte codeverification

Thetaskof the byte codeverifier is to checkJVM codefor type consisteng andsomeother
properties.Themainchecksperformedby the JVM byte codeverifier arethat:

e Classeghatarenotout of date(this mayhappenwvhenparentclasseshange).

e Stackframesdo not underor overflow. (Stacksmay still overflow becauseof lack of
spacefor thenext frame).

e Everybytecodeis valid.
e Jumpdeadto legalinstructiong(andnotinto the middle of instructions).

e Methodsignaturegi.e. hameandtype of a methodand its arguments)containvalid
information.

e Operandgo all instructionsareof the correcttype.

e Accesscontrol is obeyed (e.g., a private methodis called only from within the class
wherethe methodis defined).

e Objectsareinitialisedbeforeuse.

e Subroutinesusedto implementexceptionsand synchronized statementsre usedin
FIFO order

Byte codeverificationis difficult for two reasons:

1. Theinformationnecessaryo checkcertainpropertieds oftenspreadacrossa sectionof
bytecodeinstructionswhereaghe sameinformationwould be morereadilyavailablein
theoriginal Java sources.

2. Byte codesoffer scopefor optimisationwhich hasthetendenyg to destrg information.

The byte codeverifier hasto work hardto recreatehe informationthatwasoncereadily
availablein the Java source.This re-discavery of informationcomplicateshe byte codeveri-
fier, it makesit difficult to specifyin a clearandconcisefashionwhatbyte codeverificationis,
andworstof all it is a causeof bugs,which createholesin the Java security[56].

Goldbeg[91], andQian[213] aimto provetypesoundnessf theJVM (i.e. thecorrectness
of the byte codeverifier) for arelatvely small subsetf the JVM, excluding multi-threading,
garbagecollection,classloadingetc. Themaintool is a dataflow analysiswhich establishes
constraintatall programpoints. Solvingthegenerateadonstraintthenestablishethedesired
propertiesof the program,suchas the byte code verification conditionslisted above. In a
joint paperCoglio, Goldbeg and Qian [49] extend their previous work towardsa provably
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correctimplementatiorof their specificationsusingthe SpecVére[239]. This tool supports
refinemenbf specificationsowardsLisp andC++. As faraswe know, thisis theonly proposal
to derive a provably correctimplementatiorof (partof) a Jaszaimplementation.

Pusch[211, 212 offers an alternatve to Qian’s work [213], by statingand proving type
soundnesatthe JVM level usinglsabelle/HOLto mechanisehe proofs.

Yelland[279] representa continuatiorsemantic®f a smallsubsebf the JVM (the uVM)
usingthe functionalprogramminganguageHaslell. Usingmonadq262] andRémy’s encod-
ing of subtypingin Haslell’stypesysten[216] (Haslell doesnot supportsubtyping), Yelland
is ableto usethe Haslell type checler asa ‘byte codeverifier’. The encodings ratherineffi-
cient,asit requiresan n-tuple asa representationf a class,whentherearein total n-classes
defined.Howeverusingapurefunctionallanguagesthenotationalehicledoesgiveacompo-
sitionalframawork, allowing specification®f furtherbyte codesto be addedasa conserative
extension.

4.4.4 Turning byte codeverification on its head

Java classfiles mustcontainsufficient informationfor the byte codeverifier to be ableto able
to type checkthe byte codes.This meanghatthereis sufiicientinformationin the classfiles
to reconstructhetypeinformationof the original Java programs.The byte codeverifier also
makesit impossibleto jumpin themiddle of aninstruction,to generateeodeduringexecution,
or to generallyobfuscatéoyte codes.Thereforejt is possibleto reconstruchigh-level control
flow informationfrom byte codes,makingit possibleto de-compileclassfiles into readable
Javaprogramgq210]. It is interestingto notethatoneof Java’s prime safetyfeaturesthe byte
codeverifier, shouldmake it virtually impossibleto hide secretsn the byte codes.This limits
the possibilitiesof using secreg to contrikute to security Probablythe only possibility to
instill alimited degreeof secrey in classfiles is to obfuscatehe variousnamesoccurringin
classfiles.

4.4.5 Object initialisation

Freundand Mitchell study objectinitialisation. Their approachis to modelaccessinginini-
tialisedobjectsasatypeerror[86]. They give anoperationakemanticsa staticsemanticand
a soundnesgroof of the type system.Borger and Schultealsostudyobjectinitialisation, see
Sectiond.5.1below.

4.5 The compiler

While a considerablemountof effort hasbeenspenton specifyingthe semanticof various
subsetof Java and/orthe JVM, relatively little work hasbeendoneon the compiler Tablel
includessummarie®f the efforts describedelow.

Diehl [63] givesthe compilationschemedor a subsetf the Java thatexcludesexception
handling,multi-threadingandgarbagecollectionto the correspondingubsetf the JVM. He
alsogivesan operationasemanticof this JVM subset.No specificationof the Java subseis
given,thusmissingthe opportunityto prove the compilationschemesgorrect.
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Rose[222] givesa naturalsemanticof a subsebf Java, the correspondingubsetof the
JVM, statictypesystemdor bothanda specificatiorof thecompilerfor thesubsetsNo proofs
aregiveneitherof the soundnessf thetype systemsopr of the correctnessf the compiler

4.5.1 The Abstract State Machine approach

To concludeour discussionof Java languagefeatureswe mentiona numbersof papersand
a forthcomingbook that take a more integratedapproachtowardsthe study of the Java, the
JVM andthe compilet For anumberof years,BorgerandSchultehave beenworking on for-

mal specificationof Java, the JVM andthe compiler All their work is basedon the Abstract
StateMachineformalism,a full semanticaccountof which may be foundin Gurerich [100].

Two earlierpapersspecifya modularsemanticof a subsewf the JVM [30], anda subsetf

Java[29]. Both specificationdollow a modularapproachwhereeachnew featureis added
to the specificationasa consenrative extension. The two subsetslo not entirely coincide;for

example,the Java specificationincludesmulti-threadingbut the JVM specificationdoesnot.

This makesthetwo subsetsomevhatlessideal asa basisfor furtherwork to specifythecom-
piler andto prove the compilercorrectwith respecto the semanticof Javaandthe JVM. Yet
in athird paper[26] this is exactly whatis done,by further reducingthe subsetf Java and
the JVM to omit Multi-threading, classloading and arrays. The main resultis an informal

theoremstatingthe correctnessf thecompiler Two furtherpapersy the sameauthorsrevisit

exceptionhandlingandobjectinitialisation,againbasedon the two initial papers.Thefirst of

thesefurther paperg27] reportson problemswith the initialisation of objects,for which the
official SUN documentatiorprovides conflicting information. The problemswere identified
thanksto the building of the specification.The secondpaper[28] revisits the exceptionhan-
dling mechanisnof Java, the JVM, andthe compiler The mainresultis aformulationof the
correctnessf compilingexceptionhandling,with afull proof. Stark [242] revisits the specifi-
cationof Java andthe JVM from Borgerand Schulte[30, 29]. Stark alsopresentsa compiler
from the imperatve core of Java enrichedwith methodcalls andgivesa correctnesgroof of

the compilerwith respectto the semanticof Java andthe JVM for the samefragments. A

forthcomingbook[25] promisesamorecompletespecificatiorof Java, the JVM, thecompiler;

the byte codeverifieraswell ascorrectnesgroofs.

As to the methodologydeployed, the papersby Borger and Schultedo not give details.
Mostimportantly the specificationsreall providedin onenotation(ASM), whichis essential
for a consistentpproach.While mechanicatheckingof the specificationss mentionedasa
challengeto the community[28], mechanicalalidationof the specificationss supportedoy
(hand)translatingheabstractmachinesnto Haslell, usingthe ASMGofersystem.Thisallows
ASM specificationgo be executedandthusto bevalidated.

Wallacegivesa reasonablycompletespecificationof Java, alsobasedon the ASM frame-
work, but notcloselyrelatedto thework of BorgerandSchulte Wallaces work includesmulti-
threading,and exceptionhandling, but excludesclassloading and garbagecollection[265].
Thework is purelya studyof semantics.
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4.6 Smallfootprint devices

Java implementationsare resourcehungry For exampleeven the smallestJVM implemen-
tationsrequireat leastl MB of store[268]. This makes Java acceptabldor usein PCsand
capaciousembeddedontrollersbut lessthanideal for usein smallfootprint devices,suchas
mobile phonesandPDAs. EventheK Virtual Machine,which hasbeendesignedspeciallyto
fit into smallfootprint devicesrequiresat least128kB of RAM [246]. Pleasenotethatwe are
sidesteppingthefactthatJavais not suitablefor realtime applicationd268].

Themostextremeexampleof asmalldeviceis probablyasmartcard,whichtypically offers
afew hundredbytesof RAM anda dozenor so kilobytesof EEPROM. The currentsolution
for smartcardsaslicensedby Sunto the smartcardindustryis to subsetlarza andthe JVM.
Only programswrittenin the Java-CardsubsetanberunontheJara-CardvVM (JCVM). This
hasthreedisadwantages:

e Thefull potentialandflexibility of clientsenersoftwaredevelopmentannotberealised
becausealevelopersneedto be awareof the platformon which their codeis goingto run
(i.e. onor off card).

e Java appletsrunningon the smallestembeddeatontrollerscannotbe verified appropri-
atelybeforethey arerun becausehefull byte codeverifieris toolarge. Currentstopgap
measurefcludedigital signingof pre-verified byte codes.

e Thefreedomof codemigrationis restrictedbecauseaot all platformssupportfull Java.

Theimplementatiorof Javafor smartcardsis basednthe Split VM conceptwhichpushes
partof thebytecodeverificationfrom theloadingto thecompilation/linkingphase A corverter
fromtheJVM bytecodego theJCVM formatperformsthebytecodeverificationandoptimises
andprepareghe codefor loadinginto thedevice.

4.6.1 Byte codecompression

Clausenet al [47] retain JVM byte codes,but proposeto compresghem for the benefitof

embeddedystems. The compressiortechniqueworks by discorering commonlyoccurring
sequencesf instructionswhich arethenreplacedy anew ‘macro’ instruction.Thisrequires
modificationsto the JVM. While the techniqueis reportedto sare up to 30% spaceat the

costof anincreaseof up 30%loadingtime, it remainsunclearhow the compressionechnique
interactswith for examplethe byte codeverifier.

4.6.2 Classfile corversion

Hartelet al [106] provide a completespecificationof anearly versionof the JCVM, the Java
SecureProcessofJSP).The JSPsubsetexcludesmulti-threading,garbagecollectionand ex-
ceptionhandling,mainly becausehe limited resource®n a smartcardwould not be ableto
supportthesefeatures.The specificationdrave beenvalidatedusingthe letos tool.

An interestingmethodologicapointto noteis thatthe earlierJSPwasdesignedessentially
by startingfrom the full JVM, andthencutting backunwantedfeatures.The never KVM on
theotherhandhasbeendesignedrom scratch addingfeaturesasrequired.This lattermethod
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is morelikely to yield a coherentesultandis thereforerecommende{®49]. The developers
of the picoPERCversionof the JVM take a differentand promisinglooking approach.They

offeracoreVM (still requiring64KB) andprovidetoolsto addfurtherfunctionalityto thecore
VM. Unfortunately no detailsareprovidedin the paper{191].

LanetandRequef147] usethe B-method(andthe associatedoolkit ‘Atelier B’) to study
one particularaspectof the corversionfrom JVM to JCVM code. This is the optimisation
thatreplacesIVM instructionswith int type agumentsy JCVM instructionsthattake byte,
short or int asappropriateTheir resultsinclude:

1. A specificationof the constraintamposedby the byte codeverifier for a small subset
(theimperatve coreandmethodcalls) of the JVM.

2. A specificatiorof the semantic®of this subsebf the JVM byte codes.
3. A specificatiorof the semanticof the correspondingubsebf the JCVM byte codes.

4. A proofthatthespecificatiorof the JCVM subsets adatarefinemenof the JVM subset.

The subsetsare small, and the differencesbetweenthe JCVM and the JVM are small.
However, the work by Lanetand Requetshowns how the B-methodcanbe usedsuccessfully
andsuccinctlyto make the proof.

Denng and Jenser{59] study an aspectthatis complementaryo that studiedby Lanet
and Requet. The former study the corversionof JVM classfiles to JCVM classfiles by a
‘tokenisation’processThisreplacesiamesn the classfiles by morecompactepresentations,
thusreducingthe size of the classfiles aswell asspeedingup the loading process.Denng
andJensertake essentialljthe samefour stepsasLanetandRequetabove. However, Denng
andJenserusethe Coqtheoremprover to mechanicallychecktheir proofs. They alsousean
eleggantmethodto parameteris¢heir operationalsemanticover nameresolution. Therefore,
only one operationalsemanticgs required,that is abstractwith respectto the actualname
resolutionmethod,andthuscommonto boththe JVM andJCVM subsets.

4.6.3 Byte codeverification revisited

As we said before, a small footprint device (a smartcard) doesnot have enoughmemory
to performbyte codeverification. The split VM conceptstipulatesoff-line verification,and
signingtheresultdigitally. Whenloadingthecodeall thatneedgo bechecledis thesignature,
notthecodeitself. Thisplacesconsiderablérustin digital signaturesoncetheunderlyingkeys
arecompromisedyerifiedbyte codebecomesvorthless.

Insteadof a verifier basedon type checking,PosggaandVogt[208,207] proposeo usea
modelcheclerto performoff-line bytecodeverificationfor smartcards.Theirargumentis that
atried andtestedmodelchecler (SMV) is easierto trustthana Java byte codeverifier. They
give no supportingevidencefor this claim. In a separatgaper[95], Posggaet al propose
to implementatiny proof checler on a smartcard. The proof checler would thenbe ableto
reasonabouttrust policies setby the user The resultappearto be somavhat disappointing,
asproving theoremhoodf somesimplefirst orderlogic formulaemay take of the order of
minutes.
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RoseandRos€223] donotwishto rely ondigital signaturegor thesafetyof bytecodever-
ification on smartcards.Insteadthey useNeculaandLee’s proof carryingcode[186] method
to ‘split’ the byte codeverifier asfollows. Thefirst step(the verification)is to reconstructhe
typesassociatedvith all local variablesand stacklocationsof JVM code. The secondstep
(thecertification)is to checkbasednthereconstructetypes thateachinstructionis correctly
typed. The advantagesare,firstly thatthe certificationprocesds simple,sothatit is feasible
to implementit on a smartcard; the more comple verificationcanbe carriedout on a host.
The secondadwantageis that only the certificationneedsto be trusted,not the verification.
This makesthetrustedinfrastructuresmallerthanin astandardlarzaimplementationRoseand
Roseshow thatfor a smallsubsebf the JVM, consistingessentiallyof partsof theimperatve
corewith methodcalls, certificationis soundandcomplete.This meanghatthe separateder
ifier andchecler agreeexactly with the original byte codeverifier. The papercontainssome
annging errors,which could have beenavoidedif RoseandRosehadusedtool support.Fur-
thermore gxceptionhandlinghasbeenomitted,which aswe have seerbeforedoescomplicate
byte codeverificationconsiderably

4.6.4 Security threats

Having discussedava securityin detail,let usnow have a brief look at somepotentialthreats.
Anderson8] classifieghreatso systemsasfollows:

e algorithms—algorithms andin particularcryptographicalgorithmsmaybeweak.

e protocols— faulty protocolsare a commonsourceof weakness.Examplesinclude en-
cryptionbeforesigning,or encryptingthe wronginformation[13].

e operatingsystems- while operatingsystemshave their problems theseslo not posea
majorthreatascomparedo the otherpossiblecausesistedhere.

e applications— applicationprogramblundershappenfrequently often becauseof the
sheercompleity of theapplicationsoftware.

e operations-managemergroblemsarethemostcommoncauseof securityproblemg?9],
rangingfrom simple operationerrorssuchasthrowing sensitve informationin the bin,
to burglary, bribery, andblackmail.

The conclusionis herethatthe mostobvious threatsare alsothe mostdifficult to protect
againstcarelessneds hardto avoid.

In an analysisof threatsit is importantto realisewhom the potentialattaclersare. The
‘IBM classification’of who might perpetratean attack,due Abrahamet al [3] (SeeAnderson
andKuhn[11] for abrief review) identifiesthefollowing attaclers:

e Classl: Cleveroutsiders
e Classll: Knowledgeablensiders

e Classlll: Fundedorganisations
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For fundedorganisationso mountanattackthe benefitsmustbeconsiderablelt is alsothe
casethatno systemcanbe protectedagainstthis classlll threat. Clever outsidersoften make
the presswhenthey hackinto a high profile system,but more dangerousare knowledgeable
insiders,suchasdisgruntledor dishonesemployees.

Closerto our brief is the suney by Hohl [114] who studiesthe problemof malicioushosts
attackingagentsHohl's classifications:

Spying out (1) code,(2) data,(3) controlflow

Manipulationof (1) code,(2) data,(3) controlflow

Incorrectexecutionof code

Masquerading

Denial of execution

The solutionsexploredby Holst includeshufling codeanddata,andlimiting the lifetime
of codeanddata.In the Jara context thereis almostnothingthatcanbedoneto preventary of
theseattacks gxceptperhapobfuscatingnamesn classfiles [210].

Greenavay [99] sunweys the possibleattacksand defencesof maliciousagentson hosts,
and proposedo let agentsoperatein a specialervironment,akin to the Javza Sandbox. The
paperdiscussesomeexotic approachesuchasmimicking theimmunesystem.

Attacksonthe hardwareareof particularinterestin combinatiorwith mobility. For exam-
ple asmartcardis anidealtargetfor attacksbecaus®necantake it homeanddealwith it in
completeprivagy. Bonehet al [24] proposea modelof incorrectlyfunctioninghardware,and
shov how resultingerrorsin computationg€anbe exploited:

e Transienfaults— randomerrors

e Latentfaults— bugsin implementationspr simply forgetting to disabletestingcode
provide wonderfulwaysof attackinghardware.

e Inducedfaults— deliberateattacks,suchas putting a smartcardin a microwvave oven.
(Seebelow).

The ABYSS architecturdrom IBM Yorktown heights[269] shavs how evensimplerde-
vicesthansmartcards(a token providing a one-useforgery resistantauthorisation)could be
protectedby meansof winding 0.0035in nichromewire aroundthe casing. Freezingit can
attackthe system.lIt is suggestedhat usingopticalfiore might be better The softwareof the
system[272] concentratesn the problemof protectingsoftwarevendors.Moderntechniques
arelikely to improve onthe processfor exampleby screerprinting thewires.

Andersonand Kuhn [10] usethe term ‘low cost attacks’, which when combinedwith
Kochers timing attacks[143] yield the following classificationfor hardwarerelatedsecurity
attacks:
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¢ Differential fault analysiswasfirst introducedby Bonehet al [24] and later given the
currentnameby BihamandShamir[23]. Thetechniquenduceserrorsin computations
andcomparesheerroneousesultsto correctresults.Thecomparisoroftenyieldssecret
informationthanksto the mathematicapropertiesof the cryptography The attacksare
mosteffective for asymmetrid24] protocols,but canalsobe madeto work on symmet-
ric [23] key systems.A possibleremedyis to computeresultsmore thanonceandto
comparethem. Error correctionon datais a usefultool to lessenthe effect of induced
faults.Baoetal [17] extendthedifferentialfaultanalysigsechniqueo discretdog based
signatures.

e Chip rewriting attadks canbe carriedout with simple equipment.For examplethe bus
encryptionperformedoy the DallasDS5002FFsecuramicro controllercanbe brokenby
aclassl attacler[146]. BihamandShamir[23] considelinducingrandomfaultsaswell
asthe possibility of makinga bit stick usinga Focusedon BeamMachine.Supposéhe
bit is stuckto 1 andthe systemstill works, thenapparentlythe bit was1. Otherwiseit
musthave beenO.

e Memoryremanenceattadks [101] rely on the factthat datais not normally erasedper
fectly. With appropriateneasuremerdpparatust is possibleto recoverinformationon
mostkindsof storagedevicesevenatfterthey have beenerasednd/orrewrittenanumber
of times. The mostadwancedechnologiesreclassified.

e Timingattadks[73] canbeusedo discoverdataby measuringhetimetakenby operation
on the data. Differentversionsof timing attackhave beenreportedto be effective with
RSAREF[143], modularexponentiatior{62], DES[110],andRC5[104]. However, it is
unclearhow thesefour versiongdiffer (otherthanin the choiceof target), whetherother
versionsarepossible andwhetheroneversionis moreeffective thananotheirs.

e Non-invasiveattads suchasinducing clock and power glitchesare shavn to be quite
successfuby AndersonandKuhn[12].

4.7 Conclusions

Javaprogramsoffer typeandmemorysafetybecaus@f propertiesof the Javalanguage How-
ever, it hasproved difficult to implementthe safetyfeaturescorrectly The main reasonis
thatbuilding a Java systemwith acceptabl@erformanceequiresvariousoptimisationswhich
basicallydistribute the implementatiorof safetyfeatureshroughoutthe compileranddiffer-
ent partsof the run time system. The variouscomponentsesponsiblgor safetyinteractin
complex ways,creatingscopefor designandimplementatiorproblems.Yetin spiteof all the
optimisations,Java programdodayarestill slowerthanC or C++ programs.
Javaprogramsalsooffer somesecurityby restrictingaccesdgo critical resourcesHowever,
Java implementationsare basedon low level byte codeswhich areto low level for an effec-
tive implementatiorof stateof the art aggressie compileroptimisationsneededo make Java
programgunreally fast. Also, someJavalanguageconstructdhave beenimplementedn ways
that causeconsiderableeomplicationto the byte codeverifier. This is not conducve to good
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security Java andin particularits implementatiorvia the currentJVM is too complicatedto
beamenabldo a completeformal specification.

New implementatiortechniquesareneededo make Java simplerandfaster whilst at the
sametime makingthe implementationgnoreamenableo formal modelling. Formal models
offer away of studyingthe differentcomponentsesponsibldor security andfor studyingthe
interactionsbetweerthesecomponents.

Not all formal methodsand semanticstools (ACL2, ASMGofer, Atelier B, Coq, DE-
CLARE, ESC/Jaa, Haslell, Isabelle/HOL,LETOS, PVS, SMV, SpecVére, SPIN) thathave
beenbroughtto bearon Java aresufficiently automaticor sufficiently equippedwith theright
mathematicatheoriesto prove securitypropertiesof Javaprograms.

Thereis no clearwinneramongsthe variousmethodsandtools used. The AbstractState
Machineshasbeenusedto build themostcomprehensie setof specificationslsabelle/HOLis
oneof themostpopulartools, but evenits userscomplainaboutlackingmathematicatheories
andvalidationfacilities[261]. This clearlyneedamprovement.

Almost all efforts that we have discussedeitherto formalisepartsof Java, or its imple-
mentatiorhave uncoveredambiguitiesandinconsistencies the official SUN documentation,
and/orproblemswith the variousimplementationsThis shouldbe considered clearsuccess
of applyingformal techniquesHowever, muchwork remainsto be done:

e Onincludingauditingmechanismn Javaimplementations.

e Onresearchingnew higherlevel intermediatecodes.

e Onmodellinggarbagecollection,andthe Java API.

e Onbuilding moreappropriateéheoriesfor programminganguagesemanticsnodelling.
e Onsimplifying andmodularisingheindividual component®f Javaimplementations.

e Onreducingthe sizeof the trustedcomputingbase sothatflaws arelesslik ely to com-
promisethe securityof the systemasawhole.

e Onconsideringormal specificationyalidationandprovably correctimplementatioras
awhole,ratherthanin separation.

e On presentingclearand conciseformalisationsof systemswhich areaccessiblgo the
designerandimplementorof thesesystems.

e Onusingmachine-readablgpecifications.

We believethatwork in eachof theseareads bothinterestingandwill leadto novel results,
asthe combinationof featuresofferedby Javais ratherdifferentfrom otherlanguages.

We have madean effort to surwey all relevantliteratureon Java security andin particu-
lar the relationwith smartcards. We have tried to make the surwey asaccurateas possible.
However, we welcometo hearaboutwork thatwe have not surweyedyet, andabouterrorsand
inaccuraciesn thesurwey.
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5 CurrentTrendsin Mobile Agent Systems

Over the lastfew years,mobile agentshave emegedasa powerful paradigmto dealwith in-
termittentconnectvity [148]. A mobileagentis arunningprogramthatautonomouslyecides
to changdocationin orderto continueits executionin an ernvironmentwith betterresources.
Mobile agentsareregardedastheevolution of theclient-serer paradign{148], allowing com-
putationsto migrateto ervironmentswith betterresourcesMobile agentshave beenusedfor
varioustasks suchasinformationdiscovery onthelnternet,or for network managemeritL74].

Sinceits introductionin 1995, Java hasbecomeone of the mostpopulardevelopmenten-
vironments.Two significantfactorshave contributedto its successFirst, the Java architecture
is composedf a programminglanguageand a runtime ervironment. The runtime erviron-
mentincludesa byte-codéanterpreterthe Java Virtual Machine(Jvm), whosestandardisation
ensureghe portability of programsacrossheterogeneouglatforms. Secondall major www
browsershave anembeddedvm andareableto run Java codedownloadedrom the network.

For thesereasons,Java hasbecomethe privileged platform for developing mobile agent
systems.As anillustration, we canenumeraten importantlist of mobile agentframavorks,
suchas Aglets [148], Ajanta [255] Astrolog [15], Concordia, Discovery [65], Gipsy [88],
GrassHopef97], Hive [173], Odyssg [197], JumpingBeans[14], Karibooka[139], Magna
[160], Magnet[161], MARS [162] (coordinationlayer of the MOON [177] project), Mole
[245], PerpetuumMobile ProcuraProject[209], SoFAR [181], SOMA [237], Sumatra[5],
Voyager[195]. To thislist, we shouldaddJara-basedgentsystemsvhich do not necessarily
supportmobility, suchasZeus[194], JAFMAS [43], JATlite [205], FIPA-OS [80], JACK [6].
Sereral WWW pagesareparticularlyuseful: themobileagentpage[ 78], themobile codepage
[175], themobileagentsecuritypage[115]. Finally, for the sake of completenessye mention
somemobile agentsystemsthat are not Java-basedamongstwhich somepioneersof this
researcldomain:AgentTCL [98] (DartmouthAgents),Ara [203], April [164], Emerald[138],
NomadicPict[273], Kali Schemd40], Tacomg135], Telescripf159]. Dueto thisenthusiasm
for Java-basedlevelopmentwe presenissuegelatedwith developingmobileagentsn Java.

In this report, we focus on the Java Runtime Environment, as opposedo the language
itself, for two reasonsFirst, language®therthan Jaza may be compiledto the J3vm, suchas
for instanceSchemd214]. In addition,Abadi[2] obsenesthatthe compilationprocessf the
Javalanguagej.e. translatinglava sourcecodeinto JvM byte code,is not fully abstract.He
shovsthatsomecompilergeneratedbyte code,putin the context of someivm-valid byte-code
(thoughnot necessarilygeneratedyy a compiler),exhibits differentpropertieghanits original
sourceprogram. In technicalterms,the JvM is saidto have a finer notion of obsenational
equvalence,i.e. the Jvm is ableto distinguishmore Jara programsthanthe Java language
itself. As aresult,we decidedto focusour investigationon the runtime ervironment,which,
for corveniencewe maystill referto, asJava.

5.1 The Execution Sandbox

From the beginning, Java claimedto offer a secureervironmentto run applications:it was
designedto allow untrustedprogramsto run on a computersafely The baseJava security
modelis meantto counterthe threatof virusesand otherforms of attack. Securityfacilities
have substantiallyevolved during the (short) live of Java. We presentand discussherethe
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securitymodelof Java 1.2, which containsthe elementgo provide a customisablesandbox
The sandboxs the ervironmentthatimposesstrict controlson what programscanor cannot
do. With Java1.2,thesandboxs a malleablesystenthatcanbe expandedandpersonalisedn
aprogram-by-prograrbasis.

In the early days,Java distinguisheduntrustedcode, typically anappletdownloadedfrom
the network, from applicationcode,which wastypically treatedasfully trustedbuilt-in code.
Now, Java usesafiner notion of trustandprogramsareallocatedevels of trust. Programghat
are moretrustedare allowed to carry out potentiallydangerousact (like writing a file); less
trustedprogramshave their privilege or permissiongurtailed.

At the heartof Java 1.2, we find a securitymanagerwhich allows us to definesecurity
policiesthattreatprogramsaccordingto their level of trust. The securitymanagercombined
with the classloaderandthe byte codeverifier constitutethe threepillars of the Java sandbox.
Thebytecodeverifierwasdiscussedn Section4.4.3;the othertwo componentsrediscussed
in thefollowing sections.

5.2 Dynamic Loading

Javais designedsothatprogramsanbedynamicallyloadedover the network andrunlocally;
thecomponentesponsibldor loadingclassis calledthe“classloader”.

The classloaderperformtwo tasks. First, whenthe JvM needso loadthe byte codeof a
particularclass,t asksa classloaderto find the byte code.Giventhenameof a classtheclass
loaderattemptgo locateor generatadatathat constitutesa definitionfor the class;eachclass
loadercanuseits own methodfor finding the requestedyte code: it canload themfrom the
local disk, fetchthemacrosghe network usingary protocol,or it canjust createthe byte code
on the spot. This flexibility is not a securityproblemaslong asthe classloaderis trustedby
thepartywhowrotethecodethatis beingloaded.Secondgclassloadersdefinethenamespaces
seenby differentclasseandhow thosenamespacea®lateto eachother We now introducethe
notionof namespace.

Classloadersareorganisedn ahierarchicamannermndusea delggationmodelfor search-
ing andloadingclassesWhena classloaderis requestedo find a class,it delegateshesearch
for the classto its parentclassloaderbeforeattemptingto find the classitself. The Jvm hasa
built-in classloader calledthe bootstrapclassloader which doesnot itself have a parentbut
may sene asthe parentof a classloader Systemclassesareloadedby the bootstrapclass
loader

Two key principlesarethe basisof the notionof namespace. (i) Eachclassis represented
in memoryby an instanceof the Class classand containsan explicit referenceo the class
loaderthatloadedthe class. (ii) Whena classA refersto a classB (for instancebecauset
createsaninstanceof B), the classB will be loadedby the sameclassloaderasthe onethat
loadedA. The setof classedoadedby a classloaderconstitutesa namespaceOne should
obsenre a certainanalogybetweerclassloadinganddynamicextent[179]. Namespaceallow
differentclassesvith the samename,(possiblycomingfrom differentlocations)to coexist in
asingleJvm; thisis particularlyimportantin mobile agentsystemsor appletswheredifferent
programsshouldcoexist, possiblyin isolationfrom eachothet

Javaprovidesseveralclassloaderghatcanbe parameterisedr extendedoy programmers.
As it becameclearearly on, that maliciousclassloaderscould break Java type system,and
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hencebreachsecurity untrustedcodeis prohibitedfrom makingclassloaders;practically the
creationof classloadersis underthe control of the securitymanager(to be explainedlater).
However, anumberof securityissuesemaingto bediscussed.

Java hasa very weak notion of packages.Eachclassspecifiesthe nameof the package
it belongsto, but packageglo not definethe setof classeghey contain,nor do they specify
the visibility of classeghey contain. As opposedo SML modules[172] or first-classervi-
ronmentg215], the open-nes®f Java packagess a securityissue,only partly addressedby
the namespacenechanism.Indeed,by dynamicallyloadinga new classinside a packagea
maliciousprogrammeircould getaccesso variableswith a packagescope which the package
designehadnotintendedo bevisible. Classloaderscoupledwith the securitymanagerhave
theability to controlwhatclassesareloadedin whatpackagehowever, we currentlylack sys-
tematicandreliablewaysto determinenvhatclassess allowedto beloadedin whatpackageat
runtime.

Exchanginglatawith remotemethodnvocation(RM1) introducesanew rangeof problems.
Whena classinstances recevedby a JvM, via aremotemethodinvocation,Java deserialises
thedataandensureshatthereis a classdefinitionfor eachof the amgumentit deserialisesi-or
thatpurpose RMI usesits own classloader which usesannotationgpassedvith the serialised
data,indicating the codebaséi.e the urls) wherethe codewasloadedfrom. Unfortunately
it appearghat the annotationis not itself sufficient to re-constitutea namespacen the re-
mote site, which is isomorphicto the namespacen the original site. Indeed,codebaseslo
not captureby themselesthe hierarchicalorganisationof classloaders. It is thereforethe
programmes responsibilityto ensurehatthe mappingof namespacessperformedoy RMI,
remainscompatiblewith their application.

While namespaceprovide the foundationsfor running programscoming from different
locationsin isolationfrom eachothers they comea barrierto expressvity in somecasesTwo
mobile agentapplicationamay be startedon oppositesidesof the planetandmay be meeting
onathird location.Most certainly theseagentapplicationswill be startedwith differentcode-
basesaspracticalityandscalabilityconcerngreventus from usinga singlecentraliseccode
repository As aresult,both applicationswill be runningin differentnamespacesProblems
occurif applicationsareto exchangeand comparedata. Termsconstructedoy eachagent,
evenbeinginstancef the sameclass,cannotbe comparedoecausehey belongto different
namespacesThis problemis particularyfrustratingwhenthe classfiles areidentical copies.
(Note that we are not even consideringversioningproblemshere.) This problem,calledthe
distributed ontology problem,is acknavledgedbut not solved, including in systemssuchas
Hive [173]. In the SouthamptoragentsystemSoFAR, a partial solutionto this problemis
relying on classsignaturesput careshouldbe taken as soonasa classis signedby several
authorities.

Java hasone of the mostadwanceddynamicloading facility; formalisationof the class
loaderandits expectedoehaiour is still atopic of debateasindicatedby [132, 149]. Quoting
[166] page60,it probablywould have beenbetterf Java’sdesignhadinitially separatethetwo
rolesof classloadersandhadprovidedflexibility in finding byte codebut not muchflexibility
in definingnamespaces.
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5.3 Security Management,AccessControl and Policy Management

Beforeexecutinga“potentially dangerousbperationsuchasreadingor writing afile, creating
windows, or creatingnew clasdoaders,Javainvokesthesecuritymanagem orderto determine
if the currentprogramhasthe permissionto performthe operation.The securitymanageis a
classthatallows applicationgo implementasecuritypolicy. Thereis asinglesecuritymanager
in an application,typically definedat the beginning of its execution, which is intendedto
determinepeforea possiblyunsafeor sensitve operationis performedwhatthe operationis
andwhetheirit is beingattemptedn asecuritycontext thatallowstheoperatiorto beperformed.
Disallowing an operationwill typically resultin raising a securityexception,preventingthe
executionof the sensitve operation.

Thesecuritymanagehasaccesso theexecutioncontext in whichthesensitve operations
takingplace.Suchacontet is definedasthearrayof classesmethodf whichwereactvated
andresultedn activationrecordsn thecurrentstack.ln otherwords,for eachactivationrecord
(createdby the invocationof a method),the context containsthe classwherethis method
is defined. It is up to the implementorof the security managerto decidehow to usethis
informationin orderto determinewhethera sensitve operationcanproceed.

By default, Jasarelieson anaccessontmoller to determinewvhethera requesfor anoper
ation shouldbe grantedor not. We explain herethe notion of accessontroller permissions
andstackinspectionusedin this processFor the sale of illustration,let usconsideperations
on files; a permissiornfor suchan operationconsistsof a file nameandthe operationdescrip-
tion (read,write or execute). Beforereadinga file, Java will requestits securitymanagetto
determinewhetherthe permissionof readingthe file is grantedin the currentcontext; by de-
fault, the accessontrollerwill performa stad inspectionthatwill determinethe answerto
thatquestion.

Any stackframeresultsfrom the activation of a method,itself definedin a class,identi-
fied by its codebaséthe urls thata classloaderusedto load the class)andits certificate. The
codebaseand certificateassociatedvith a classare calledits codesouice By a mechanism
to be explained,Java associategachcodesourcewith a setof permissions Startingfrom the
mostrecentstackframe, the stackinspectionalgorithmwill determineif the codesourceof
eachstackframehasthe permissiorto performtheoperationIf thesearchencountersframe,
whosecodesourcedoesnot have the permissionto carry out the operation the searchtermi-
nates:the accesss forbiddenanda securityexceptionis thrown. Intuitively, the permissible
operation®f anexecutioncontect aredefinedby theintersectionof all permissiorsetsgranted
to the code sourcesit refersto. In practice,this pictureis slightly more complex because
Java hasthe equialentof the “superuser”mode,which in effect consistsof interruptingthe
stackinspectioralgorithmto aframethatis markedasprivileged;obviously definingprivilege
operationss itself controlledby the samesecuritymechanism.

The role of the policy manajer is to determinewhich permissionis grantedto a code
source.Java providesa customisablgolicy managerableto processsecurityfiles, loadable
from differentlocations. Eachsecurityfile grantspermissiongo codebaseandsigners.The
actual permissionghat are grantedto a given code sourceare definedby the union of all
permissiongivento its codebasandsigners.

Thisstackinspectioralgorithmallowsimplementorgo controlpermissiongn afinegrained
manner However, the conceptof stackinspectionis clearly implementationoriented,and
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lacked of a formal basisto reasonaboutsecurity propertiesof programs. Wallach and Fel-
ten[266] develop an abstractmodel of stackinspectionin termsof a belief logic, known as
ABPL (Abadi, Burrows, LampsonandPlotkin). Java’s accessontrol decisionsareshovn to
correspondo proving statementén ABPL.

Thestackinspectiorapproactsuffersfrom anumberof defaults. First,the stackinspection
algorithmexpectsa specificstacklayout,which, thoughstandardisely the JvMm, preventsop-
timisationsthatjust-in-timecompilersareexpectedo perform.Secondtheresultof this algo-
rithm is potentiallysensitve to optimisationssuchastail recursionoptimisationgin particular
in the caseof mutuallytail-recursve methodsbelongingto differentclasses).

ConsequentlyWallach [267] proposesa programtransformation security-passingtyle,
which like continuationpassingstyle, addsan extract agumentto eachmethodand each
methodinvocation,which is the currentsecuritycontext of the program. The benefitof this
approachs importantbecauseaisualcompileroptimisationscanbe used,andthe accesson-
troller, which canbe written asregular Java code,canbe portedto several Jvms thatdo not
implementthe stackinspectionalgorithm.

Wallachalsoextendsits logic to dealwith remoteprocedurecalls, which naturallyleadsus
to discusghecaseof mobileagents Thelevel of securityallocatedo anagentatarny moment,
dependson its stack,which is a representatiomf its continuation;the continuationis being
definedasthe set of operationsremainingto be executed. Agent migrationin Java cannot
be implementedoy migratingthe continuationbecauselaza doesnot provide ary supportfor
reifying its stack. As a result, after migration, the securityprofile of an agentstackmay be
substantiallydifferentfrom whatit wasbeforemigration,herebygrantingdifferentprivileges
totheagent.lt is thereforegherole of amulti-agentsystendesigneto make surethatprivileges
arepreseredasagentanigrate.

Ourexperiencenith multi-agentsystemsndicategheneedo notonly grantpermissionsgo
codeaccordingo thelocationit wasdownloadedrom, but alsoto userghatexecutethe code.
Java doesnot provide any suchmechanism.Let us note that codesigningis not a solution,
becausea signatureas indicatingwho signedthe codeasopposedo who runsthe code.

A solutionto this problemis presenteds implementedn SoFAR [181], the Southampton
Framevork for AgentResearchanddescribedn [182]. Agentsidentitiesaremanagedy the
framework, andpropagatedluringcommunicationgndmigration. Cryptographidechniques
arebeinginvestigatedn orderto authenticatéhe userswho launchagents.

The policy manageis a monolitic entity, sharedbetweenall executingthreads.Changing
the policy duringthe executionof anagentwill be visible by all agentsexecutingin the same
JVM. Furtherresearchs requiredin orderto allow policy managergo be customisedn a
peragentbasis. It hasto be obseredthatJasa policy managemenis fairly low-level, andis
basedn theorigin andsignersof classesHigherlevel policy managemerguchasrole-based
or access-contrddasedoliciesarestill required[281].

5.4 Alternate Models

In the context of mobile code,language-baseprotectionis an attractve alternatve to tradi-
tional operatingsystemprotectionmechanismslLanguage-basegrotectionrestson the safety
of alanguagdypesystemwhich ensureshatthe abstractiongrovidedby thelanguages type
areenforced A type systemactsassimpleaccesgontrolmechanismit limits the objectsthat
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a computationcanaccesgthereis no way to “forge a pointer” to an object),andit limits the
operationghatcodecanperformon accessibl@bjects[260].

The attractionof language-basegdrotectionis twofold: precisionof protectionand per
formanceof communicatioracrosgprotectionboundariesLanguage-basegrotectionmecha-
nismsallow accessightsto be specifiedwith more precisionthantraditionalvirtual-memory
basedmechanismsithe dataitemsto which accesss permittedaswell asthe typesof ac-
cessepermittedcanbe specifiedmorefinely. For instancejn Java, accesanbe grantedto
objects,or evento somefieldsonly. In addition,with language-baseprotection,callsacross
protectionboundariexouldpotentiallybeascheapassimplefunctioncalls,enablingasmuch
communicatiorbetweercomponentasdesiredwithout performancealravbacks.

But language-baseprotectionalonedoesnot make an operatingsystem.Several projects
have recentlydescribechow to build protectiondomainsin a safelanguageervironment:Java
OperatingSystemg16] andJ-Kernel[260]. Accordingto Eicken[260], language-basedp-
proachessuffer from two limitations: thereis no way to revoke accesgo objectreferences,
andthereis no way to track which domainowns a reference.This leadsto severe problems
with domainterminationandresourceaccountingJ-Kernel[260] is a capability-basedystem
that supportsmultiple, cooperatingprotectiondomains,called tasks,which run inside a sin-
gle avMm; it introducesspecialobjectscalled capabilities which arethe only objectsthatcan
be sharedbetweentasks. This allows J-Kernelto equip capabilitieswith featuredlike revo-
cation,without addingarny overheadgo ordinary non-capabilityobjects. Protectiondomains
bearsomesimilaritieswith namespaces$ut their definitionandimplementatiordo notrely on
classloaders.

Beforethe eventof Java, Joneq137] definedinterpositionagents asa protectederviron-
mentfor runninguntrustedinaries.Theseagentsallow untrustedpossiblymalicious,binaries
to berunwithin arestrictedernvironmentthatmonitorsandemulategheactionsthey take, pos-
sibly without actually performingthem, andlimits the resourceshey canusein sucha way
thatthe untrustedvinariesareunavareof therestrictions.

5.5 Communications

Communicatingwith a mobile agentis not a straightforward: it requireslocating the agent
beforeestablishinghecommunicationwith therisk thattheagentmightalreadyhave migrated
beforethe communicatioris established.

We distinguishpointto pointcommunication$rom coordinationbasedccommunicationin
the former case,communicationgake placebetweenpairs of agents.We further distinguish
approacheshatinvolve a fixed locationto forward messagegl64] or the FIPA proposalfor
mobileagentg453] (usingahomeagenin thespirit of IPv6[136]), from solutionswithoutfixed
or centraliseccontrols[180]. In both casesthoughvery differently; they requiremessageto
be forwardedto mobile agents.This actiity raisestheissueof confidentialityof information
anddenialof serviceattacks asa“forwarder’'maydelaymessageaimedatagivenagent.Co-
ordinationbasedapproachessuallyadopta Linda style of repository{45] which alsoraisethe
issueof informationconfidentiality Thefollowing sectionpresent cateyorisationof security
threatsn a systematiananner
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5.6 Security Issuesin Mobile Agent Systems

JanserandKarygiannis[127] presenta completesurwey of securitythreatsfor mobile agent
systemsThey cateyorisethreatsaccordingo the possiblesourceandtargetof anattack. They
obsene that mary of the threatsthat are discussecave counterpartsn conventionalclient-
senersystemsandhave alwaysexistedin someform in the past(e.g. executingary codefrom
an unknowvn sourceeither downloadedfrom a network or suppliedon floppy disk). Mobile
agentssimplyoffer a greateropportunityfor abuseandmisusebroadeninghe scaleof threats
significantly[127].
Four threatcategoriesareidentified:

1. anagentattackinga platform;

2. aplatformattackinganagent;

3. anagentattackinganotheragenton the platform;
4. otherentitiesattackingthe agentsystem.

Operatingsystenresearcthasaddressethefirst andthird kind of securitytreats whereas
network researcthasinvestigatedhreatssimilar to the fourth on. We seethe secondhreatas
specificto mobileagents how canwe run a mobile programin an ervironmentthat may be
unsafe?canwe trustthe dataproducedoy anagentrunningon an untrustechost?Within the
four categories,specificthreatsinclude:

1. Masqueading wherean entity is claiming the identify of anotheridentity. The mas-
gueradingentity maybethe platformor theagent.

(a) Agent-to-platformmasqueradingby usinganotheragents identity, an agentmay
gainaccesdo servicesandresourceso whichit is not entitled.

(b) Agent-to-agentmasqueradingby disguisingits identity, an agentmay try to de-
ceive anotheragentit is communicatiorwith.

(c) Platform-to-agentnasqueradinga maliciousplatform may try to attractmobile
agentsn orderto extractsensitve information.

(d) Otherto-platformmasqueradinganagentandaplatformmayacttogethelin order
to deceve aremoteplatform.

2. Denial of Service wherean entity usesexcessve amountof resourcesstarvingother
entities,or preventingthemto operatenormally.

(a) Agent-to-platforndenialof service:themobileagenttconsumeanexcessveamount
of the platform’s computingresources.

(b) Agent-to-agendenial of service: for example, when an agentrepeatedlysends
messages$o anotheragent,or when an agentdoesnot reply to anotheragents
requests.
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(c) Platform-to-agendenialof service:whereamaliciousagentplatformignoresagent
servicerequestsgdoesnot executeits code,or introducesunacceptableelaysfor
critical tasks(suchasplacingmarket ordersin a stockmarket).

(d) Otherto-platformdenialof service:a platformis susceptiblgo all the corvention-

aly denialof serviceattacksaimedat the underlyingoperatingsystemor commu-
nicationprotocols.

3. UnauthorisedAccess

(a) Agent-to-platformUnauthorizedaccessa platformis subjectto a securitypolicty
thatgrantsaccesgo agents.

(b) Agent-to-agentynauthorizedaccesswhereanagentmodifiesanotheragents pri-
vatedataor code,or directly invokesa methodof anotheragent.

(c) Platform-to-agentinauthorizedccesswhereanplatformmodifiesanothemagents
privatedataor code,or directly invokesa methodof anotheragent.

(d) Otherto-Platform Unauthorizedaccess:whereremoteusers,processe®r agent
may requestesourcesor whichthey arenotauthorised.

Janserand Karygiannis[127] also consideralteration (of codeor data). In fact, we see
thisthreatasspecialcaseof unauthorisedccessA mobileagentmigratingfrom anuntrusted
platformraisesdifficult questions.canthe dataandcodeof this agentbe trusted?Janserand
Karygiannis[127] also considereavesdopping but againwe regardthis threatasa special
caseof unauthorise@ccess.

Repudiatiorcanbeincludedin all four threatcategroies:repudiatioroccurswhenanagent,
particiatingin a transactioror communicationlater claimsthat the transactioror communi-
cation never took place. Section3.1.4 hasdiscussedechniqueswhich we believe could be
extendedo mobileagentsystems.

Farmer GuttmanandSwarup[75] presensomeimpossibilityresults.They shov thatsome
desirablesecuritygoalsappeamunachi@ablein the genericcasethey consider We enumerate
someof them.

1. Is aninterpreteruntampered?

2. Will aninterpreterunanagentcorrectly?
3. Will ahostrunanagentto completion?

4. Will ahosttransmitanagentasrequested?
5. Canaagents codeanddatabekeptprivate?

6. Cananagentcarryakey?

Someof theseresultsaredefinitely essentiato decidewhatcanandwhat cannotbe achieved
in building securemobile agentsystemsHowever, we shallnotethatthe hypotheseandgoals
werenotformalised.Someof thesegoalsmaybeachiezable,but it is anopenquestiorto know
whatpreciseconditionsshouldhold.
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5.7 Formalising Mobility

Overthepastfew yearstherehasbeenanimportantresearchactiity aboutformalisingmobile
programs.The goal of this formalisationis to develop somesoftwareengineeringechniques
for mobile programswhich will help us to prove propertiesof programsandin the future,
it is hopedthatthey will help develop mobile applications. Several outstandingpieceof re-
searchdesere mentioninghere: Cardelliand Gordons Ambient calculus[39, 3§], Vitek and
Castagna& Sealcalculug[259, 258, FournetandGonthiers Join-Calculug84].

Influencedby the designof processalgebrassuchasthe w-calculus[171], thesecalculi
aim at definingthe essentiaprimitivesrequiredto implementa mobile agentsystem. In the
caseof the Ambientcalculus,“ambients”area mobile collectionof tasks;primitive operations
on ambientsaredefinedasmoving an ambientinside or outsideanotherambient,duplicating
anambient,or openingan ambient. Notionsof equivalenceandtype systemsare definedfor
suchcalculi.

Eventhougha vastnumberof researcherareinvestigatingthis topic, it is still earlydays,
andnumeroudssuesremainto be studied. Designingtheoriesfor high-level languagess a
first steptowardsbuilding a theoryfor mobile systems:however, no automatictool hasbeen
designedyet, and most examplesremaintoy examples. Resultsfor a high level language
do not necessarilyhold when “compiled” into lower level formalisms. Abadi againshowns
that the implementationof securecommunicationchannelsin termsof regular channelsis
not fully abstract{2]. Many authorsusetype systemsto reject programsthat are regarded
asunsecure.They inevitably consider‘closed systems’in which all component$ave been
typed: this is clearly not the casefor the real world, whereattacksusually usedeficiencies
of low-level layers(asillustratedby attacksusingthe buffer overflow technique).However,
someauthorsacknavledgethis problemand are devising type systemsthat acceptuntyped
component$109].

5.8 Conclusions

As Javaprovidesacustomisablesafeenvironmentto run untrustedprogramsnamelythesand-
box, it hasbecomea privilegedchoicefor developingmobile-agensystems.This sectionhas
addressedecurityproblemsrelatedto engineeringnobile agentswvith Java. At a higherlevel,
i.e. theapplicationor organisationalevel, mobility bringsnew securityissueswhich we have
discussedn Section?2.

6 Assurancein Multi-Agent Systems

Securityassurancés concernedvith gaining confidencethat claimedsecuritymeasuresre
effective at counteringsecuritythreatsandthatthey areimplementedcorrectly In this section
we look at stateof the art techniqguedor achiering assurance.We look at somestandard
practicedn thesecurityindustryaswell asmorerecentadvancesn the useof formal methods
andwe considerto whatextentthey areapplicableto the assurancef multi-agentsystems.
Someusefulstandardsn theareaof securityassurancarethe CommonCriteria[124] and
British StandardBS) 7799:199933]. The CommonCiriteriais anISO standardor evaluat-
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ing information securityproducts. It describesseveral functionalrequirementsvhich define
desiredsecuritybehaiour and describesassuranceequirementgor assessingndachieszing

thosefunctional securityrequirements.BS 7799:1999s an emeging internationalstandard
for securitymanagemenwhich hasrecentlybeenformally proposedasan SO standard.The

standarddescribesa codeof practiceon securinginformationsystemsand specifiesrequire-
mentson a securitymanagemensystem. Both the CommonCiriteriaandBS 7799:199%re

usedascertificationschemesdministeredy nationalgovernments.

6.1 Risk Management

To helpwith assessmermdf the the effectivenesof securitymeasuresBS 7799:199%utlines
a developmentprocessvhich hasrisk managemerwt its core. This meanghatthe form and
the strengthof the securityfunctionsshouldbe basedon the valueof theinformationassetsn
the systemandtheidentifiedthreats.Certainlevelsof securitycompromisemaybeacceptable
wherethevalueof theassetss low or wherethethreatlevel is low. Thefollowing stagesn the
developmenibf a securesystemarebasedn BS 7799:199%ndthe CommonCriteria:

e Value/ prioritiseinformationassetsvhich areto be protectedoy the securityfunctions.
¢ Identify threatsto the operatingervironmentwhich couldcompromisesecurity

¢ |dentify securityfunctionsandsafeyuardswhich canbe usedto counteractheidentified
threats.

e Performasuitabilityanalysigo checkwhetherthetheselectedecurityfunctionscounter
thegivensetof threats.

e Performabindinganalysiso checkwhetherthe securityfunctionswork togetheranddo
notresultin any undesirednteractions.

e |dentify vulnerabilitiesto the securitymechanisms.

e Checkthattheresidualrisk is acceptablelf not, repeatsomeof the above steps.

During the operationof a deplo/ed system,BS 7799:1999%ecommendshe continualmon-
itoring of the effectivenessof securitymeasuresndtheir re-appraisalvhen new threatsare
identified.

The very generalnatureof theseguidelinesmeansthat they are clearly applicableto se-
curity in multi-agentsystems.The operatingervironmentsof thesesystemswill alwayshave
threatsandsafegguardswill be requiredto counteracthesethreats. The safgguardsshouldbe
effective andshouldnot have vulnerabilities.Finally a certainlevel of risk in multi-agentsys-
temsmaybeacceptablelependingnthe natureof thethreatsandthevalueof theinformation
assets.

BS 7799:199%ssumesieasonablythat organisationsrein a positionto placevalueson
its informationassetsPresumablyhe ownersof anagentcanalsoplaceaninitial valueonthat
agentandtheinformationmaintainedy theagent.Lik ewisefor theagentinfrastructure Butas
rolesandrelationshipsvolve in amulti-agentframenork, thevalueof informationassetsnay
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increaseor decreaseln the casethatthe valueincreasesthe strengthof the securityfunctions
may needto be increased.In the casethat the value decreaseghe strengthof the security
functionsmay be decreasedh orderto saze on computationaresources.lt seemsunlikely
thatpotentialevolution of the valueof informationassetsouldbe predictedn advanceof the
deploymentof anagentor a multi-agentframework, in which case continualmonitoringwill
berequired.

The problemof identifying threatsto information securityis more difficult than placing
value on information assetssincethreatsare posedby hostile partieswhoseintentionsand
behaiour are not always predictable. The usualapproachto identifying threatsin security
systemss to comparea list of commonattackssuchaseavesdroppingmasqueradingeplay
unauthorisedccessanddenialof servicewith the architectureof the systemunderdevelop-
mentandtry to identify whetherand how thesecommonattacksare possiblein the system
underdevelopment.This approachs clearly applicableto multi-agentframeworks since,for
the momentat least,they areimplementedon top of currentnetwork technologywhich are
vulnerableto mary known attacks.

Sincemulti-agentframewvorks also involve newv and evolving technology they may well
containnew andasyet un-identifiedsourceof threatsto security Oneobvioussourceof threat
andmistrustis mobility of agents:

e Cantheplatformonwhich anagentis to be executedbetrustedto executeit correctly?
e Cantheplatformbetrustednotto try to corruptanagent?

e Cana platformthatis to executean agenttrust that agentnot to attemptto violate the
securitypolicy of theplatform?

JansemmndKarygiannig127] provideafairly comprehenselist of how existingknown threats
applyto mobile agentframewnorks. They describeseveralwaysin which the differentattacks
areapplicableo mobileagentglependingonthecomponentsi.e.,agentor platform)involved.
For example,in the caseof masqueradingttacksthey describgossiblenterpretation®f four
classeof attack: Agent-to-Platfornrmasqueradingigent-to-Agentmasquerading?latform-
to-Agentmasqueradingand Platform-to-Platformmasquerading.Also, the Mitre Corpora-
tion maintainawebsitewhich lists Commorvulnerabilitiesand Exposuesatcve .mitre. org
whichis updatedegularly.

Agentautonomyalsoposespotentialthreatsto security As agentsaregiven moreauton-
omy to make decisionsandto negotiate,will they have the strength/knwledge/intelligence
to recognisethreatsandto enforcesecuritywhendecidingwhento communicateandaccept
information?As far aswe cantell, therearemary openquestiondere.

While multi-agentframenorks introducenew securitythreats,they alsoprovide new op-
portunitiesfor tackling someof theseissues.Agenttechnologycould be usedto continually
monitorthe evolution of the valueof informationassetsto identify new andevolving threats,
andto help manageherisks. This might be throughthe developmentof specialistagentsor
throughthe extensionof agentfunctionality. Again,therearemary openguestionsere.
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6.2 Suitability and Correctness

Oncethreatsto securityhave beenidentifiedand appropriatesecurityfunctionsselectedthe
suitability of the securityfunctionsneeddo beassessetb ensurehatthey really do safgguard
againstheidentifiedthreats After that,it shouldbe shavn thattherequiredsecurityfunctions
arecorrectlyimplementedn thedeplo/edsystem.

The strengthof securityfunctionsneedsto be appropriateto the identified threats. The
CommonCriteriadefinesthreelevels of strengthof function (SOF)which reflectthe strength
of potentialattaclers:

e SOF-basicAdequateprotectionagainsiattaclerspossessing low attackpotential.

e SOF-medium Adequateprotectionagainstattaclers possessing moderateattackpo-
tential.

e SOF-high Adequateprotectionagainstattaclerspossessing high attackpotential.

In a closedmulti-agentframework, suchasa military framewvork or anintranetagentframe-
work, it maybereasonabléo assumehatattaclershave alow attackpotentialandthatagents
within the systemcan be trusted. In an opensystem,which will be true of mary business-
orientedmulti-agentsystemsattaclerswill have a high attackpotentialand participantswill
notalwaysbeableto trusteachother

The Common Criteria definesseven hierarchically orderedevaluation assurancdevels
(EAL) which definea scalefor the evaluationof suitability and correctnessn the develop-
mentof securitysystems:

e EAL1 Functionallytested.
e EAL2 Structurallytested.
e EAL3 Methodicallytestedandchecled.

e EAL4 Methodicallydesignedtestedandreviewed.

EAL5 Semiformallydesignedandtested.
e EAL6 Semiformallyverifieddesignandtested.
e EAL7 Formally verifieddesignandtested.

EAL1 to EAL3 aremostlyconcernedvith the correctnessf implementationsvhile thehigher
levels alsoconsiderthe suitability of securityfunctionsby taking threatsinto account.Semi-
formal and formal hererefersto the use of formal methodswhich we discusslater in this
section.

Verifying the correctnes®f implementationghroughtestingwill alwaysbe usedto help
gainconfidencean their ability to withstandsecuritythreats.However, the weaknessesf test-
ing arewell known, the mostimportantof which arethattestingcandemonstratéhe presence
of errorsbut nottheirabsenceandthatadequatgestcoverages infeasiblewithin areasonable
time. Thisinability to gaincoveragethroughtestingis especiallyproblematicn securitysys-
temsastherewill be hostilepartiesdeliberatelytrying to find flaws. Furthermoreaspointed
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outby Farmeretal [75], testingof codewritten by third partiesfor absencef securityflaws s
extremelydifficult asthey may be designedvith maliciousintentin which caseflaws will be
deliberatelydifficult to detect.

A commontestingapproachs to useso-calledpenetratiorieamswvhosetaskis to breakthe
the securityof a system.Onerisk of this approachs thatmembersof the teamdo not reveal
flaws thatthey discover but usethemto their advantagenstead.This is especiallydangerous
if thebreakingof the securityis issuedasa public challenge.

Methodicaldesigninvolvesthe usesof checklistandtable-base@pproachesvhich com-
pare,for example,threatsagainsicomponent®f a securitysystemandprovide informal argu-
mentsasto why they arenotvulnerableto thethreats.Methodicaldesignalsoinvolve theuseof
designreviews where(possiblyindependent)hird partiesreview designsandimplementations
to ensuresuitability and correctnessin the caseof mobile agentsdesignsandimplementa-
tionsfor third party agentanay not be availableat all for review, only the executablecode.In
the caseof agentplatforms,the ownersof anagentrequiredto be executedon a platformmay
not evenhave accesso executablecode.

6.3 Proof-Carrying Code

Proof-carryingcode goessomeway towardsaddressinghe problemof trusting third party
agents.Theideawasintroducedby NeculaandLee (PCC)[184]. Thisis a partly automatic
verificationtechnigudor assemblyevel programsdesignedo allow a codeconsumeto have
trustin the productsof a codeproducer Onemight arguethatthis would thenbe not a Java
but moreaJVM issue.Howeverwe reportit hereasit relieson automatigprogramverification
techniqueslik e mostof the otherwork reportedn this section.

PCCworks asfollows (ignoring the negotiationsbetweenproducerand consumerabout
the safetypolicy to beused).The producerexpresses safetypropertyin termsof preandpost
conditionson the program.In addition,the producerannotateshe program,with loop invari-
antsetc. Thenthe producemenerates proof of the safetyproperty eitherby hand,or usinga
mechanicaproof assistant.The consumerecevesthe codeandthe proof, andmechanically
checksthat the proof is consistenwith the program,andthereforethat the programsatisfies
the safetyproperty Sinceit is moredifficult to generatea proof thanto checkit, separating
thetwo phasesasa significantbenefit: The consumerdoesnot needto trustthe produceyor
the meansby which the producercreateghe codeandthe proof. Insteadthe consumerelies
only on a smalltrustedinfrastructureconsistingof whatis essentiallya type checler. Thisis
reportedto beno morethan5 pagesf C codein size.

Oneof the problemsof the PCCapproachs thatthe sizeof a proofsmaybe exponentialin
thesizeof theprogram[186]. A proofmaybecomdargebecausef theamountof redundang.
NeculaandLee [185] shawv thatit is possibleto reducea proof of sizen to a proof of size
\/n by avoiding someredundang. They alsogive practicalexamplesof smallprogramge.g.
quick sort) with acceptableproof sizes. In spite of this improvement, proofs may still be
exponentiallylarge.

The proposalof Kozen[145 doesnot suffer from the problemsdiscussedaborve, but it
is also strictly lesspowerful thanthat of Neculaand Lee. For example,the former cannot
make a distinctionbetweerdifferentelementf anarray Kozens notionof codecertification
is roughly as powerful asthat of Java. The differencesarefirstly that Kozenmaintainsthe

49



structuralinformationin compiledcodethat is absentfrom JVM byte codes. This greatly
simplifies the verification process. Secondly Kozentargets natve machinecode, while the
JVM offersportability.

6.4 Evaluation Certification

Suppliersof security productsmay have productscertifiedto one of the CommonCiriteria
EAL levels by independenassessmertrganisationghroughnationalgovernmentadminis-
teredschemes.Commercialdemandfor certifiedproductsis not high at the momentthough
there someproductshave beencertified, most notably smartcard basedsystemsfor elec-
tronic purseapplicationsanddigital signaturesystems.Mondex have achieved ITSEC level

E6' certificationfor partof anelectronicpurseproduct. SinceAugust1 1997whenthe Ger

manSignatureAct becamdaw, digitally signedelectronicdocumentsarelegally bindingand
admissibleasevidencein Germaly, provided thatthe productsusedfor signaturehave been
certifiedupto ITSEC level E4.

Certificationhasyet to be appliedto agentsystemsso it is asyet unclearwhetherthis
is feasibleor not. The CommonCiriteria requiresthe operatingenvironmentof the target of
evaluationto beidentified,atleastin generaterms.Trying to achiere certificationfor amobile
agentwill bedifficult sincethe operatingervironmentmaybe unknown in advance.Similarly,
trying to achieve certificationfor anagentplatformwill bedifficult sincethe agentso berun
onthatplatformmaybe unknowvn in adwance.

A weaknes®f ITSECandCommonCriteriais thatthe scopeof thetargetof anevaluation
canbetightly definedandconfinedwhich cangive a misleadingimpressionof the suitability
of the certified productfor a rangeof operatingervironments. To have full confidencen a
certificate,it shouldapplyto a whole multi-agentframeavork including agentsandplatforms.
It is anopenquestionwhetherthis canbeachieved.

6.5 Formal Methods

Formalmethodsnvolve the useof mathematicatechniquesusuallyformallogicsandsetthe-
ory, to modelandreasoraboutcomputersystemsFormalmethodsnaybe usedfor modelling
securityfunctions,for analysingsecurityfunctionsfor suitability in the presencef identifiable
threatsandfor verifying thecorrectnessf implementationsVariousdifferentformal methods
have beenappliedto modellingandanalysisof securitysystemgangingfrom statemachines,
to processalgebrasto specialisedelieflogics.

Many formal methodshave associatedverificationtools which help to checkthatthatits
behaiour is admittedby a moreabstractmodel(refinement)or that a formal modelsatisfies
certainformal propertieqformal verification). Suchverificationtools areessentiafor formal
reasoningo be appliedto realisticsystems.Verificationis performedeitherusingdeduction
with a setof logical rulesor usingmodel-checking.

Examplesof deduction-basederificationsystemsancludeHOL [94], PVS[200], Isabelle
[201], and the B-Toolkit [189]. Deduction-basederification systemstendto require high

I TSECwasaprecursoto the CommonCriteriaandITSEClevel E6 correspondsoughlyto CommonCriteria
level EAL7Y.
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degreesof skill andprogrammingo operate.

Model-checkinginvolves exhaustve state-spacexplorationof formal modelsand hence
canonly be performedon finite andsmall statespaces Examplesof model-checkrsinclude
FDR [220], Spin[117], SMV [46], and Alcoa [125]. An adwantageof model-checkrsis
thatthey arefully automaticandusuallyprovide counterexampleswhenverificationfails. A
disadwantageof model-checkrsis the restrictionto small statespaceswhich often requires
greatingenuityto achieve.

An early exampleof the useof a formal methodto modela securityfunctionis the Bell-
La PadulaConfidentialityModel [18]. Thisis essentiallya very simple state-machinenodel
wherepartieshasclearancdevels,informationobjectshave classificatiorlevels,andlevelsare
hierarchicallyordered.The modelthenformalisestwo securityproperties:

e SimpleSecurityProperty:theclearancéevel of apartyreceving informationmustbe at
leastashigh asthe classificationevel of theinformation.

e *-Property: The contentsof aninformationobjectcanonly be overwrittenby an object
with equalor lower classification.

The Bell-La PadulaModel modelsconfidentialityin termsof accessontrol. It lacksan
explicit modelof informationflow which providesa richer way of modelling confidentiality
i.e.,informationshouldnt flow from anobjectof higherclassificatiorto oneof lower classifi-
cation. Laterdevelopmentshave modelledconfidentialityusingthe notion of non-interference
betweerthe actwvities of parties[81, 90, 165, 221, 22€. If the behaiour of party A doesnot
interferewith the behaiour of B, thenthereis saidto be no informationflow from A to B.
Much of this work involvesthe developmentof theoreticalframenorks andlackstool support
thoughthework of Roscog221] canbe supportedy the FDR model-checkrwhichincreases
its applicability.

An importantapplicationof formalmethodss in themodellingandanalysisof securitypro-
tocols,in particularauthenticatiorprotocolsandkey distribution protocols.Many researchers
have developedspecialisedogicsfor this purpose Usuallythesetake theform of belieflogics
sincethey areusedto reasorabouttheevolution of whatpartiesto protocolsbelieve abouteach
othersstate. Perhapghe mostwell-known of theseis the BAN logic of Burrows, Abadi, and
Needhani34]. BAN allows the assumptiong@ndgoalsof a protocolto be statedin abstract
terms,aswell asanabstractmodelof the protocolto be described.Specialrulesof inference
areprovidedfor verifying thata protocolmeetdts goalsunderthe statedassumptionsimplicit
in theseinferencerulesis the ability of anintruderto eavesdropand masqueradeGNY, de-
velopedby Gong,NeedhanmandYahalom[93], extendsBAN in sereralways,for example by
providing for differentlevelsof trust. BAN lackspropertool supportmakingits applicationto
large systemdifficult. Brackin[32] hasdevelopedaformalisationof GNY in HOL thoughits
userequiresfamiliarity with the HOL system.

Anothersignificantapplicationof formalmethodgo securityprotocolss theuseof process
algebrassuchasHoares CSP[112]. Processalgebrasareideally suitedto modelling proto-
cols. Schneidehasdevelopedformalisationsof securityfunctionssuchasauthenticatiorand
anorymity andhasdevelopedproof rulesfor verifying that protocolssatisfy theseproperties
[229,231]. A majoradvantageof usingCSPis theability to do automatioverificationusingthe
FDR model-checkr. Becausd=DR providescounterexampleswhenverificationfails, it can
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be usedto identify flaws in securityprotocols. Lowe andRoscoehave found flaws in several
well-known protocolsusing this approach154, 155. The Spi-Calculusof Abadi and Gor-
don[1] is anextensionof w-calculus[171], a processalgebrathatallows for reconfiguration
of communicationghannelsThe Spi-Calculugprovidesa bisimulationmethod(a verification
methodusedn processalgebrasjhattakesaccounof theknowledge(e.g.,encryptionkeys) of
theervironmentin which aprotocolis operatingoy makingcertainmessagemdistinguishable
from eachotherto the ervironment.

Severalresearcherbave usedexisting generalpurposededuction-basederificationtools
to analysesecurityprotocols,including Isabelle[202], PVS[224] andIna Jo[141]. In each
case,specialisednodelsof the securitypropertiesandthe securityprotocolsare constructed
in the languageof the verificationsystems.The NRL ProtocolAnalyser[168] andthe Mitre
Interogator{170] are special-purposéools for analysingprotocolsbasedon prolog andhave
bothbeenusedto find flaws in securityprotocols.

Besidedelieflogics,processalgebragandverificationtools,anotherclassof formalmethod
is referredto asstate-basedhethods.Examplesof suchmethodsinclude Z [238], B [4] and
|O-automator{156]. Both Bieber[22] andButler [37] have usedthe B Methodto modeland
analysesecurityprotocolswhile LynchhasusedlO-automatorfor a similar purposg157].

Much of theabove work with formal methodancludesassumptiongaboutor explicit mod-
elsof eavesdroppingandmasqueradinghreatsandhencecanbeusedasa meansf suitability
analysisfor in the presencef thesessortsof threats. It is moredifficult to find literatureon
usingformal methodgto analysesecuritysystemsn the presencef otherthreatssuchasre-
pudiationanddenial-of-servicattacksthoughsomework hasbeendone.Schneidehasdone
someanalysisof a nhon-repudiatiomprotocol using CSP[230] and Meadavs hasdonesome
work on formalisingdenial-of-servicattackg169].

Thereareproblemsassociatedavith applyingformal methodsto securitysystems.In par
ticular, sinceformal modelsandspecialisedogicsrepresenabstraction®f realsystemsthere
is scopefor makingerrorsin the abstractionandin not modellingthreatsadequatelyDecid-
ing how muchpower to give anintruderin the modellingassumptionganbe very tricky and
delicate.Criticismshave beenmadeof BAN, for example thatit doesnt adequatelynodelthe
securitygoalsof a protocolandthe environmentin which it operates.Nessettshavs thatan
exampleof a flawed protocolcanbe verified asbeingsecureusingBAN [187]. Despitethese
problems flaws have beenfoundin existing securityprotocolsusingformal methodssothere
applicationis worthwhilewhensecurityis critical.

Many of theformal methodsliscussedherearesuitablefor modellingmulti-agentsystems.
For example,the CSPnotion of a procesghatexecutesautonomoushandinteractswith other
processess, in principle, similar to the usualmodelof agentbehaiour. CSPprovidescon-
structsfor building systemsconsistingof multiple procesghusallowing multi-agentsystems
to be modelled. A model-orientedormalismsuchasZ or B may be more appropriatehan
CSPfor modellinglarge agentsnvolving comple state,thoughCSPhasbettercomposition
constructs. Recentwork by Butler hasshovn how B and CSPmay be combined[36, 35].
The useof Z andtemporallogic for modellingmulti-agentsystemss describedy d’Inverno
et al [64]. Most of the formalism mentionedso far are weak at modelling mobility of pro-
cesses/computatiomswever. Formalismsfor modellingmobility areaddresseth section5.
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7 Conclusion

7.1 Summary

We have presentedhe paradigmof agent-based¢omputing,and we have illustratedits use
by two scenarioghatarerelevantto the military ervironment. The scenarioshave helpedus
identify generakecurityissuesn multi-agentsystems.

Then,we have suneyedthe differentsoftware layersthatareinvolvedin MAS. Commu-
nicationsaretypically network basedandtwo majordevelopmenturn up to be usefulto build
secureMAS. Publickey infrastructureandassociatedryptographianethodanay be usedfor
authenticationintegrity andencryption.Network protocolssuchaslIPv6 provide securityser
vices.

As Javais becomingthe ubiquitousplatformfor developingMAS, the securityof Java has
beenthoroughlyinvestigated Securityissuesariseat differentlevels: the virtual machine the
languageandthe compiler The essentiaproblemis the lack of comprehensie formalisation
of the Java platform and of security propertiesthat needbe presered. As a result,ad-hoc
designprocessebave andwill inevitably leadto securityflaws.

We have reviewed the techniquesequiredto build mobile agentsystems. They include
the ability to load codedynamically to controlaccesgo resourcesandto communicatewith
mobile agents.Thefocusis on Java andits sandboxmodel,sincethey representhe state-of-
the-artin thisdomain.

Finally, the lastsectionaddresseassurancechemasgo certify MAS. It adwcateshe use
of methodologicatlesign,comparingthreatsagainstsecuritymeasures.

7.2 Security in MAS

In this report,we have obsened that mary “traditional securitythreats”apply to multi-agent
systemsand“traditional countermeasurestanbeimplementedn MAS. However, anumber
of securityissuesareclearly specificto multi-agentsystems.

1. Themassvely distributedmodelof computingunderlyingthe penasive computingervi-
ronmentraisestheissuesof scalabilityandrobustnes®f MAS. In particular scalability
of PKI is amajorconcernunreliability may causesecuritybreachesluringfailures.

2. Theautonomousatureof agentsworking on behalfof usersrequireMAS to offer new
ways of authenticatingagents asthis functionality canno longerbe performedby the
user for every critical operation.Therole of agentsappearsasakey conceptin security
of MAS.

3. Mobility bringsdynamicityin MAS anda rangeof securitythreatshasbeenidentified.
A specificsecurityfacetbroughtby mobility is thatmobile agentshave to be protected
from the platformonwhich they arerunning,andfrom the mediumthattransportgshem.

4. MAS are complec software systemsnvolving hundredsof thousand®f lines of code.
Systematicdesignand formal methodsare perceved as essential but the size of the
formalisationeffort requiresthe developmeniof newv methods.
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Clearly, therearesecurityissueghatarespecificto multi-agentsystemsIt maybethought
that the industry will be ableto solve all the security problemsof MAS in the questof e-
commerceHowever, commercialpressuravill forcetheindustryto developad-hocsolutions,
incompatiblewith the fundamentatequirement®f securemulti-agentsystems For instance,
e-commerceapplicationsmay usemobile agentsto searchfor data,productsor servicesbut
they revertto moretraditionaltechniquego performsecureransactionsln fact,inadequater
insecurebehaiour will inhibit thelarge-scalaleployementof MAS techniquesn e-commerce
applications.

Finally, we alsoregardMAS not asthe causebut asa tool to addresssecurityproblems.
The adaptabilityandflexibility of MAS interactionprotocolsappeaito be excellentcandidate
to solve mary securitythreats.

7.3 KeyReseach Issues

We have identifiedcurrentresearchssueswvhich arevery significantto MAS andsecurity and
whichwarrantfurtherresearch.

1. Application of security-avarenetwork protocolssuchasIPv6 andIPSecto mobile de-
vicesandMAS.

2. Useof formal methodgo specifyandvalidateagentandagentplatformproperties.

3. Methodgo build system®utof modularcomponentsuchthatsecuritypropertiegproven
for thecomponentsreatleastpreseredby the composition.

4. Scalabilityandrobustnessn MAS, in particularof communicatiormechanismsimes-
sagerouting,andinteractionprotocols.

5. Conseration of securitylevels during migration of mobile agentsand scalableuse of
PKI infrastructuran thatcontext.

6. Rolesof agentswith respectto their users,the organisationand the information they
manipulatein a DistributedInformationManagementontext.

7. Application of MAS interactionprotocols(cooperatiorand negotiation) to preserving
the securityof asystem.
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