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Abstract

This paper describes the design and operation of the OMII
web site, which has to date achieved three major targets. The
first target is the successful integrations in different tech-
nologies (Server 2003 + IIS server + SQL server + .NET and
SUSE Linux + Apache Server) and standards (W3C / Mac-
romedia and .NET). The second target is the enhancement in
authenticating users, website security and back-ups and the
final target is the development of a working procedure for
static website development, dynamic .NET development and
data migration on the two test servers and another two live
web servers. The web site supports the easy registration and
login, so that registered users can download and install our
software.

Index Terms — Web Application Architecture, Software Engi-
neering for WWW, NET Framework, W3C / Macromedia stan-
dards, web-based technology integrations, middleware, and
static/dynamic website development.

1. Introduction

1.1 Technologies for building the Web Application Ar-
chitecture

Definitions for the web application architecture vary from
organisation to organisation. Many organisations have
regarded XML as a web service language and also as an
important component for web application architecture, and
they have provided both theoretical and practical demon-
strations [1, 2, 3, 4, 9]. Some organisations have regarded
Java, J2EE and JSP as powerful languages and platforms
for web application architecture, and they have provided
their software to download [6, 7, 8, 11]. There are also
organisations adopting Java / JSP and XML as the web
service platform and also making their own versions of
software and publications [5, 8, 10]. This is true and valid
due to the increasing levels of development and investment
in the open-source Java-XML applications [6, 10] and the
evidence of successful integration of both Java and XML
technologies such as Apache Tomcat. However such defi-
nitions focus on the software applications but not on hard-
ware solutions, and that is why these applications are
known as web services, which are application interfaces,
not object interfaces, for the platforms such as .NET and
J2EE [15].

Therefore the purpose for this paper is to define the term
web application architecture - the successful integration of
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both software applications and system requirements. This
takes considerations of computer / laptop hardware specifi-
cations, operating systems, internet connection middle-
ware, network protocol and physical databases. System
requirements specify that a minimum of CPU 2.60 GHz,
Pentium Four, 20 GB hard-disk and Memory 256 MB re-
quired for the computers or laptops, running on the operat-
ing systems of Windows 98 / ME / 2000 / XP / 2003,
SUSE Linux 9.0 and Macintosh 10.x . The internet con-
nection middleware includes modem, cable modem, local
area network, broadband, wireless network, mobile net-
work, high speed internet or middleware, running opera-
tionally at 56 KBps and running at the optimum with at
least 500 Kbps.

Currently, HTTP is the default network protocol for our
web application architecture with the secure firewall, up-
dated anti-virus software and authentication mechanism
turned on. SMTP is the protocol to send the first-time reg-
istered users their login and password. In order to transfer
files between the test and live servers, authenticated net-
work mapping, secure shell (SSH) and windows secure
copy (WIN-SCP) are used for enhancing the network ro-
bustness, data migration and website security. Physical
databases include the SQL server (which can also be con-
sidered as a huge software application / middleware) and
back-ups, and the relationship between the SQL server and
web servers will be discussed later. Whereas back-ups rely
more on hardware mechanism, which include backing up
the website and SQL data on the developer’s laptop and
two machines and CDs, so that different versions of devel-
opment and progress can be tracked down and can run on
different machines in case of system failure or application
faults.

1.2 Middleware and its relation to the Web Application
Architecture

The definitions of middleware vary across different re-
search institutes, and the followings provide the closer
definitions to the focus of this paper:

“Software that mediates between an applications program
and a network. It manages the interaction between dispa-
rate applications across the heterogeneous computing plat-
forms.” [19]



“Software that facilitates interoperability by mediating
between an application program and a network, thus
masking differences or incompatibilities in network trans-
port protocols, hardware architecture, operating systems,
database systems, remote procedure calls and so on” [20]

“Application Server: A server that centralizes and consoli-
dates application services. Web servers create tiered envi-
ronment by being between a browser client and database
server. Software that facilitates the communication be-
tween these two applications is called middleware. It pro-
vides an API through which applications invoke services
and it controls the transmission of the data exchange over
the network. There are three basic types: communications
middleware, database middleware and systems middle-
ware.” [21]

Based on the above definitions, the term middleware can
be defined as “the software and hardware infrastructure to
support model of computation and information utilities on
demand” [22]. Middleware is very closely related to grid.

However, the focus for this web application architecture is
still on integrations of different technologies and standards
on the software applications, which follow up two main
streams of web standards. The first one is .NET Frame-
work [16, 17, 18, 19] which includes .NET dynamic page
development on the test servers and the dynamic web ap-
plications on the live website. We follow standards from
W3C [2, 3, 4, 5, 7] / Macromedia [20, 21, 22] and stan-
dards for general / static website development and an in-
teroperable web application. The details are discussed in
Section 2.

2. Web application architecture: Development
2.1 Overview

The common practice for web development is to first cre-
ate a working environment on a test machine, which in-
cludes the software programs for web programming, data-
base management and system administrations. The next
step is to create a mirror to the live website, and this
means that the working environment and application soft-
ware on both the test server and live server must be identi-
cal. Figure 1 shows the structure of the live machine.
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Figure 1: The structure of live machine

The structure of test machine 1: Identical to the live web
server since they are mirror to each other. The only excep-
tion is that live SQL server is the primary database and test
SQL server is the secondary database. Primary database is
kept up-to-date and all the updates are then securely trans-
ferred from live database to test database.

The next step is to integrate both dynamic and static page
development into a single web application in order to
maximise the functionality and information management
of the website. This concept is similar to a computer that
has dual-boot systems such as Windows XP and Linux
running on the same machine. Figure 2 below is the ex-
planation.
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SQL Server 2000: Primary and secondary databases

Two important components: Tables and Stored Procedures (SP)

SP: Assisting .NET authentication
Tables
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for registered users CheckUserExists: Check whether
InComingProducts: users exists

Submitted products InSertIncomingProducts: Insert

ProductLog: Status for product details into database
submitted products

InSertNewUsers: Insert new
registered users

Figure 3: Database components and functions

2.2 Development stage: static and dynamic web develop-
ment

The new OMII website development has undergone two
major stages between August 2004 and November 2004.
Throughout these two stages, all the major development,
modifications and testing have taken place in two testing
servers, which include “test1” server for static website de-
velopment and test machine/server for dynamic website
development and website integrations. The static and dy-
namic development starts on the test environment. The
static web development consists of a working combination
of HTML 4.01, JavaScript 1, JavaScript 1.2 and CSS
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scripts on each page. Each static webpage has followed the
W3C standard. At the end of each webpage development,
it is necessary to run the codes on the W3C syntax valida-
tor on the W3C site [8] and debug those codes with errors.

The next step is to work on detailed testing and open up
six types of browsers on the three different operating sys-
tems, to see the effects on the text, drop-down menu and
browsers. One test result shows that the drop-down menu
works differently for Firefox and Konqueror browsers, and
all the codes with errors are then debugged. Another ob-
servation was that static pages look differently on the Mac-
intosh and SUSE Linux, and the errors are then debugged.
Thorough testing on all web pages on the different resolu-
tions, internet connecting middleware, internet speed and
computer requirements, it is clear that hardware-oriented
factors affect the optimisation of using the website. Getting
through this step is important because generic static codes
are embedded for all the dynamic pages in order to have
the same appearance on the website, and therefore the suc-
cess of this step means the dynamic pages work as good as
the static pages on the different settings of operating sys-
tems, browsers and other hardware-oriented factors.

The OMII Repository is based on the combined technolo-
gies of Windows Server 2003, Internet Information Service
(IIS) 6.0, SQL Server 2000 with Service Pack 3, .NET 1.1
and Visual Studio .NET 2003. The coding style is that one
static ASP.NET file acts as a front-end page and one dy-
namic VB.NET file acts as the back-end page. For in-
stance, login.aspx is the static page and login.aspx.vb is
the dynamic file executing login function. There is an
XML file, login.aspx.resx, generated by login.aspx and
login.aspx.vb upon successful rebuilds.

Referring to Figure 2, the integrated web directory must be
tested thoroughly on the test server. The first step is to
browse all the static pages and spot any technical or gram-
mar bugs. The next step is to test on the dynamic pages by
registering on the test website, receiving a password, log-
ging into the website, downloading software, submitting a
product and going back to repository page. The critical
step is to check whether the configuration of the SQL
server on the test server is the same as the primary SQL
server. Referring to Figure 3, Stored Procedures are used
to encapsulate a set of operations or queries to execute on a
database server. For example, “CheckPassword” is used in
one part of login.aspx.vb (code behind login.aspx) and
“CheckPassword” is performing the SQL query in SQL
Server 2000. Table 1(a) and 1(b) below show the SQL syn-
tax for “CheckPassword”. .NET security depends on the
.NET configuration and SQL Server database checks.

dbconn = OpenOMIIDatabase() Now Open the database and check the password
sqlemd = New SqlCommand("CheckPassword", dbconn)
sqlemd.CommandType = CommandType.StoredProcedure

sqlemd.Parameters. Add("@password", SqIDbType.NVarChar).Value=password
sqlemd.Parameters. Add("@email", SqIDbType.NVarChar).Value = user

Table 1(a): One part of login.aspx.vb that has a Stored Procedure

CREATE PROCEDURE [CheckPassword]
(@Email [nvarchar](50),
@Password  [nvarchar](8))

AS SELECT * FROM [OMII].[dbo].[RegisteredUsers] WHERE Email
LIKE @Email AND [Password]=@Password

GO

Table 1(b): SQL script for “CheckPassWord”

3. Web Application Architecture on the live website
3.1 Data Migration

As a rule of thumb, when the web application on the test
server (test) and the database for the test server (test SQL)
is fully functional, then migrate the whole web application
from the test server to the live server (live) and the web
application on the live and its database (live SQL) is ide-
ally functional. Using Windows Explorer and mapping the
authenticated network drive/directory, are sufficient to
move the web application from test to live. There is an-
other web server running on Apache 2.0 SUSE Linux for
User Guide. WIN-SCP is the software for data migration
because it is very secure and suitable software to transfer
files on the Windows to SUSE Linux. Before performing
data migration, backing-up files on the test, test SQL, live,
live SQL and Apache website is necessary.

3.2 On the live website

Following the data migration, the IIS server is restarted
and the web application tested by closely following these
steps: registering the website, getting the password gener-
ated by the SQL server (live_SQL), logging into the web-
site, navigating the dynamic pages, downloading the soft-
ware, checking the updated information on live SQL and
finally logging out the website. If all the steps work, that
means the web application is functional on live and
live SQL. Figure 5 expands on this workflow. Further-
more, the interactions between static pages and dynamic
pages must be checked, particularly the drop-down menu
of the website, which provides links between static and
dynamic pages.
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Figure 4: Navigations for OMII dynamic .NET pages



3.3 Log files

Log files for the website serve important functions as they
provide information for the organisation on all the activi-
ties when the users visit the website. This information in-
cludes:

(a) IP addresses of the users (essential);

(b) Date, time and duration of the visits on the website;

(c) Pages that the users have visited;

(d) Software or files the users have downloaded (essential).

The daily log files also assist the webmaster to understand
whether the daily activities on the website are “healthy” by
making remarks when there are abnormal activities such
as forced entry without logging into the secure website.
The daily log files also assist the webmaster to understand
the wuser behaviour, which include the number of
downloads, the number of hits / visits a day, the particular
users’ habits when visiting the website. Therefore the web
server, live, is having daily log files analysis and also pro-
tected by an anti-virus software, firewall and .NET authen-
tication to enhance the security. The SQL server and the
web application are backed up on the regular basis.

4. The entire Web Application Architecture

Section One to Section Three of this paper have described
each stage of development, and each of development com-
ponents altogether can make up the entire web application
architecture. Figure Three on the next page is the diagram
of the complete OMII Web Application Architecture. On
the Apache server, an interesting observation is that NET
files cannot run smoothly on Firefox and Mozilla browsers
as these non-Microsoft browsers cannot interpret what
“codebehind” of .NET means. Therefore, all the dynamic
pages on the Apache server are linked back to the IIS
server of live server. Another observation is the .NET au-
thentication, which can be easily administered by configur-
ing Web.conf file, which is similar to web.xml in the
Apache Tomcat Server. The Stored Procedure,
“CheckUserExists”, can also check whether those who
login are the real users.

5. Conclusion

This paper presents the three major targets achieved by the
OMII web application architecture. The first target is the
successful integrations in different technologies (Windows
Server 2003 — IIS server and SUSE Linux — Apache
Server) and standards (W3C / Macromedia and .NET) on
the test website and live website. The second target is the
enhancement in authenticating users (.NET authentica-
tion), website security (interoperable servers, log files,
firewall, anti-virus software) and back-ups (laptop, ma-
chines and CDs) and the final target is the development of
a working procedure for static web development, dynamic
.NET development and data migration on the two test
servers and another two live web servers. This paper also
re-consolidates the definitions of middleware: “The soft-
ware and hardware infrastructure to support model of
computation and information utilities on demand” [22].

The web site supports the organisational goal by providing
easy registration and login, so that registered users can
download and install our software ‘product’ — OMII 1, an
emerging platform and standard for the web service appli-
cations. There is also a growing number of user communi-
ties in the UK, US, EU, China, Australia and East Asia,
and the increasing uses of OMII 1 may drive the evolution
of the OMII web application architecture and the reposi-
tory.

6 References

[1] Henderson P, Hey T, Dunlop A, Newhouse S, De Reoure D et al, “Web
Service Grids: An Evolutionary Approach”, the UK e-Science Core Pro-
gramme strategy paper, July 2004.

[2] W3C, "Extensible
http://www.w3.org/XML/.

[3] W3C, "XML Schema." http://www.w3.org/XML/Schema.

[4] Jacobs I, Walsh N, “Architecture for the World Wide Web”, W3C Work-
ing Paper 1% Edition, November 2004 http://www.w3.org/TR/2004/PR-
webarch-20041105/

[5] W3C Syntax Validator http://validator.w3.org

[6] “Apache Jakarta Tomcat 5 Servlet / JSP Documentation”
http://jakarta.apache.org/tomcat/tomcat-5.0-doc/

[7] “Java 2 Platform, Standard Edition (J2SE)” http://java.sun.com/j2se/

[8] “Gridsphere Portal Framework
http://www.gridsphere.org/gridsphere/gridsphere

Markup Language (XML)."

Documentation”,

[9] Dagiene V, Laucius R, Montvilas M, “A Metaprogramming-Based
Model for Generation of the e-Learning-Oriented WEB pages”, 2004 1EEE,
London Metropolitan University, June 2004.

[10] Dagiene V, Laucius R, “Internationalisation of Open Source Software:
Framework and Some Issues”, 2004 IEEE, London Metropolitan University,
June 2004.

[11] Costagoliola G et al “A Web-based Tool for Assessment and Self-
Assessment”, 2004 IEEE, London Metropolitan University, June 2004.

[12] “Microsoft NET Framework Developer Centre”
http://msdn.microsoft.com/netframework/
[13] “The NET Six-Week Series Guide”

http://msdn.microsoft.com/net/guide/

[14] Homer et al “Professional ASP.NET 1.1” Wrox Publication, ISBN 0-
7645-5890-0

[15] Wall B, Lader A, “Building Web Services and .NET Applications”,
Osborne Publication, ISBN 0-07-213047-4.

[16] “Macromedia -
http://www.macromedia.com/macromedia/accessibility/

Accessibility”

[17] “Dreamweaver API Reference”, Macromedia Edition, January 2004.

[18] “Dreamweaver MX — Getting started with Dreamweaver”, Macromedia
Edition, January 2004.

[19] ULI UIUC Glossary, http:/dli.grainger.uiuc.edu/glossary.htm

[20] University Illinois AITS Glossary

http://www.aits.uillinois.edu/live/Site.xml?document=Glossary.xml&focus=

NI16#m

[21] Thomas M, “XML Glossary”, Minnesota State Colleges and Universi-
ties, http:/krypton.mnsu.edu/~spiral/eta/glossary/indxGlossOOxml.html

[22] Calder M “The National e-Science Centre and UK e-Science Pro-
gramme presentation”, http://www.nesc.ac.uk/presentations/




soamyoie / sdn-ypoeg | p) (sdn-0eq ) (sdn-spoeq yIm)
doydey s . xodooas@ |—pp| dojdey s 1odo[oadp uo 1AIRS TOS |
QUONOJUN UTBUIAI
(poy N ) 109UU00 91sed-Adoo
TOS 2AIT — 9ATT IoJsuelr], IopsuBI
dresdu — < dn- _
. soArgoIe / sdn-yoeg | (3se1) auryorw (sdn-joeq qm) T0S 1521 «— |
s.1odofoadp oyl uo Juowdo[eAdd QPM P /1891, U0 IAIRS TOS
Sunprom st JuryIAIA9 20U
TOS 189 - 1591,
dDS-NIM Surddew-y10Mm1oN
Qg 30 S Y ($PVAIIY)
DEM + IOABIMWEII(] BIPIWOIIBIA DEM + IOABOMWEBII(] BIPIWOIIRIA 013} N ms-xmmm
(uorjeOoTIULYINE SSOO0BIY" XNUIT / XIUN)) (' dydedy uoneonjuAYINe / yromowey TN’ + 0°9 SII
uorjeISI [NJSSA0INS v uorjeIdIu [nJssaodns
—
_—Y 3
< saded oneig SO SUT ST
(11wo) <
- —P (paxmbai piomssed) dN A

sdn-yoeg wjy xapul | (an1s

1S 2INdS JIN MINO oy 19yud)

§S9008 o1[qQNg

soSed v v
19710 0} Suone3IAe 1o
Y nesiAaeN opm3 - 1507
108 DA_ (pa1mbo oo
piomssed) K1oy1sodoy > (sdn-xoeq yIIM)
AT
Eq AU saded omueuiq > 108 M1
I - .
919 SOT1J d13e)s ATuo :so[y LAN' / 1138 TOS
Arewnid
31n399)1yday uonedddy ok

QIAA TTINO IUILIND) :G 3an3Ig

stomed JIN

TITIO/5 0% TILIO" PeOTuAOp,//:dNy

TOWAIIINQ JRAIRS doedy

PAPIOAP J0U) JN'OBTIWO <- YN OB IO PLOTUMOP
1I0AUOD 0) seije SN + 1SOY [eIA 9sn ue))

SIOSN PAIISITOY

SO IO MMM //:dY QAT :IOAIOS QM UTBJA]

uone3iaeN




