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Abstract

We present an algebra and sequent calculus to reason about dynamic epistemic logic, a logic
for information update in multi-agent systems. We contribute to it by equipping it with a logical
account of resources, a semi-automatic way of reasoning through the algebra and sequent calculus,
and finally by generalizing it to non-boolean settings.

Dynamic Epistemic Logi¢DEL) is a PDL-style logic [14] to reason about epistemic actions and
updates in anulti-agent systemnit focuses in particular on epistemic programs, i.e. programs that update
the information state of agents, and it has applications to modelling and reasoning about information-
flow and information exchange between agents. This is a major problem in several fields sectras
communicatiorwhere one has to deal with the privacy and authentication of communication protocols,
software reliability for concurrent programéittificial Intelligencewhere agents are to be provided with
reliable tools to reason about their environment and each other's knowledge;@mmercavhere
agents need to have knowledge acquisition strategies over complex networks.

The standard approach to information flow in a multi-agent system has been presented in [8] but
it does not present a formal description of epistemic programs and their updates. The first attempts to
formalize such programs and updates were done by Plaza [19], Gerbrandy and Groeneveld [12], and
Gerbrandy [10, 11]. However, they only studied a restricted class of epistemic programs. A general
notion of epistemic programs and updates DL was introduced in [5]. In our papers [2, 3], we
introduced an algebraic semantics based on the notiepisfemic systenand a sequent calculus for a
version ofDEL, but the completeness of the sequent calculus was still an open problem. In this paper,
we summarize the material in [2, 3] and present an updated version of the sequent calculus for which
we have proved the completeness theorem with regard to the algebraic semantics.

Our work contributes tdEL in three ways. First, it introduces a logical account of actions and
agents aslynamicand epistemic resourceis situations of information exchange. In these situations
each new repetition of the same announcement might add new information to the agents. Thus it makes
a difference whether or not unlimited “supplies” of these actions are available. We consider epistemic
action asdynamic resources which are similar to the usual use-only-once resources of linear logic
[13]. We will also deal withepistemic resourcet® capture the presence of agents in a given situation
(or availability of agents as computing resources for other agents). These resources capture the cases
where presence of agents makes a difference in the validity of some deductions and execution of some
actions by other agents. In other words, some deductions are only valid (and some actions are only
executable) in the presence of certain agents, i.e. valid not in the real world, but in the world as it
appearsto these agents. Note that agents and actions are not only resources but also “consumers of
resources”; actions need certain preconditions to be executable and agents need certain contexts to be
able do their reasoning.



Our second contribution tBEL focuses on the structure of epistemic programs by considering
them as fundamental operations of an abstract algebraic structure rather than concrete constructions on
Kripke structures. This move enables us to reason about epistemic programs and their updates in a
semi-automatic way through algebraic equations as well as proof search in a sequent calculus (whose
development was much facilitated by the algebraic structure). In this setting, agents and propositions as
well as actions are considered in Lambek-calculus style sequents which will typically look like
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wherems, ..., my are propositionsy;, ..., q are programs and, ... A,, are agents which resolve
into a single proposition or prograén The fragment of the calculus restricted to programs is the Lambek
calculus [17], which can be modelled by a quant@leThe interaction between programs and states is
modelled by the action ap on aQ-right module. This fragment of our structure has been used to study
concurrency in computer science [1, 21] and the dynamics and interaction of physical systems [7]. The
crucial additional epistemic features are captured by (lax) endomorphisms of the above structure, one
endomorphism for each agent.

Finally, in our third contribution we generalize the boolean settinDBE to non-boolean contexts
that model partiality of knowledge and information update. In such settings the negation of a proposi-
tions or program is not necessarily a proposition or program. An example would be information update
in Al where refutation of a robot’s beliefs via epistemic programs such as communication with other
robots or environment, would not necessarily be a new belief. In the same line, the negation of an
epistemic program might not be a program . The generalization to non-boolean settings also enables
us to encode information update in an intuitionistic and thus computational way. For a more elaborated
example please refer to [2].

Cheating scenario. As an example consider a garfiesswith two playersA, B and a referee.

In front of everybody, the referee throws a fair coin, catches it in his palm and fully covers it, before
anybody (including himself) can see on which side the coin has landed. There are two possible states
here, state in which ‘the coin lies Heads’ upH), and state in which the coin lies Tails upi(). We

depict the state moddloss as
A7B7 |
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For every agent there are arrows between any two states (including identical states), which means that
nobody knows the ‘real state’. These arrows signify the accessibility relation for each agent and can be
re-packaged as appearance map#or each agentl. The significance of these maps is thaté f(s)

then whenever stateis possible for agenti, he also considers states possible H andT are facts,

i.e. the objective part of the world that in this case expresses the heads up or tails up of the coin. The
subsets of states i.€l, {s}, {t}, {s,t} C {s,t} correspond te@pistemic propositionsver Toss The
epistemic propositions corresponding to facts are the states in which the facts hold, in tHis}cése

are epistemic propositions corresponding to faétandT'. Depicting an epistemic proposition over a

state model by double-circling the included states gives us the following models
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that represent the four epistemic propositionags



Now consider theheating program where after catching the coin in his hand the referee secretly
takes a peek at the coin before covering it and realizes that it is heads up while nobody notices this. This
is an epistemic program and can be expressed by the action @bdat depicted as

A,B
-
N

c A,B,C
whereo stands for ‘cheating’ ane for ‘nothing happens’. The states where this cheating action
cannot happen are the states in which the fads$ not true. In other words the ‘kernel’ of; is {t}. In
o, the appearance maps for agents &f& ) = {og} andfa(oy) = fe(og) = {7} that is agent
C knows that a cheating has happened where as ageautsl B think nothing has happened.

Update. Given the state moddlossand the action modéTheat,their update product is a new state
model that expresses the state of the world after the cheating action. In this exampl€hatiethe
coin has lied heads up, and agéhknows it. However, agentd and B think that nobody knows on
which side the coin is lying. But they are wrong! This is expressed by the update pfiadsct Cheat
depicted as

In the updated model, we denote for examplest®y o the output state obtained by applying action

o to input states. The updated appearance of the cheating action to &gest fo(s ® o) is equal

to {s ® o} which implies that agent' has certain knowledge of the situation. On the other hand
fals@op) = fe(s®oy) ={s®7,t® 7} implies A and B are still uncertain about the face of the
coin. To complete our pictorial introduction of epistemic concepts, we define the sequential composition
of two epistemic actions ands’ aso e 0/ C o x ¢’ and interpret it as ‘first de, then doo”’. For a

more detailed discussion of the concepts introduced here, we refer the reader to [2].

Algebraic model: epistemic systems. The algebraic semantics of epistemic propositions and updates
is given byepistemic systeme. (M, Q,{fa}ac4). The first part of an epistemic systgi/, Q) is a
systemi.e. a pair quantal® and moduleM with a right action— ® — : M x @ — Q. A quantalel)

is a complete lattice with join preserving maps (sup-lattice for short) together with a monoid structure
(Q,e,1) onit. An example of a complete lattice is the power set of a&ef\n example of a quantale
would be the set of relations on a sEtor P(X x X). A Q-right moduleM is also a sup-lattice

with a right action— ® — : M x Q@ — M on the quantale. The module right action has to preserve
the unit of quantalen ® 1 = m and all joins on both arguments'y;m;) ® ¢ = Vas(m; ® q) and

m® (Vggi) = Vum(m ® ¢;). Note that for a sei its powersetP (X)) forms a right module over its
quantaleP (X x X). For more details and examples of these concepts refer to [1]. The second part of
an epistemic system consists of a family of endomorphiéfiag 4c 4 of the systemfs = (f47, ff)

wheref{f: M — M andfg = @ — Q. These maps are required to satisfyugndate inequality

Mimeq) < il m) e f$).



We call the elements of the quantapistemic programsthe elements of the modukpistemic
propositionsand the endomorphismg, the appearance mapef agentA. The module right action
M ® Q — M is the epistemic update of a proposition by a program. The update refgfiom ©
q) < fif(m) ® fff(q) says that agents update their knowledge according to the way they perceive
the proposition and the program. Since the partial ordedone. m < m/ is the logical entailment
between propositions: = m/, the update relation being an inequality insists on learning of agents
after update, since the perception of the updated proposition entails the perception of the non-updated
ones. Comparing the entailment on the appearance ififgs) - f1(m’) with the entailment of
propositionsn - m’ enables us to deal with interesting situations such as having a wrong perception of
the world due to deceit. For examplenif ¥ m/ but £ (m) = f3%(m’) then agentd has been deceived
since in realitym does not implym’ but he thinks it does! In the same Wayflj/f(m) = m then agent
A has certain knowledge of what is going on in reality where ggifm) = T then he has absolutely
no knowledge of reality (everything is possible for him).

The appearance map of prograﬁ%(q) to agents expresses how agents perceive the programs. The
partial order on the programspis also the entailment between programs. For example’ says that
programyg is more deterministic than progragh Epistemic actions dDEL such asnformation hiding
or encryptionandmisinformationsuch as lying and cheating are dealt with in sequentSqukefff(q)
andq ¥ fff(q) respectively.

The module action or the update product can be seen as a one argumentangp M — M on
M. By definition this map preserves all joins and thus has a meet-preserving Galois right adjoint. The
Galois right adjoint to the update ® ¢ - [¢]— is the dynamic modality of dynamic logic or the weakest
precondition [15] of prograng. Recall that in dynamic logi¢;|m means after running progragnthe
propositionm holds. The epistemic modality 4m, which says agent knowsor believeghatm?, also
comes from an adjunction. It is the Galois right adjoint to appearance mhgps) 4 O4—. In any
epistemic system we have

m<m/

OMT =T OM(mAm') = 0O¥m AT/ .
A A( ) A A D]X[mSDJ,X[m/

In the special case where the modileis a boolean algebra, the first property corresponds to axioms
T, and the last correspond to axiom K or monotonicity of normal modal logics [8].
Using the dynamic modality we can now defifaetsas a part of the system thatstableunder
update
Stab(Q) = {m € M | Vq € Q,[qJm =m}.

The kernel of each actiapthat consists of propositions to whigltcannot be applied is defined as
Ker(g) ={meM|m®q=_1}

where_L is the false proposition. For a more detailed discussion of the algebra and its interpretation, in
particular the appearance maps, we refer the reader to [3].

Cheating scenario revisited. As an example we will now encode the 'cheating’ scenario algebraically.
We will then briefly show how this encoding enables us to reason about the knowledge of agents after
update in a semi-automatic way. For the set of agdnts { A, B, C'}, recall that there are two possibil-

ities in the state moddloss s in which the coin is Heads up artdn which it is Tails up, that is given

1The O modality covers both knowledge and belief. In contexts where no wrong belief is allowed it can be read as
knowledge, i.e. justified true belief, in the rest as justified belief.



an epistemic systeitV/, Q, { fa} aca), s,t € M andoy € Q. Facts are stable propositions of module
H,T € M. Allthese are assumed to satisfy the following conditiofi§s) = fi(t) = svtforalli € A
ands < H,t <T,H AT = 1; the epistemic programy € Q has mapsa(oy) = fp(oy) = 7 and
fc(log) = oy, and kernelKer(oy) = t. This program describes an instance of cheating where the
coinis heads ups ® oy € M is the propositiors after it is updated by 5.

We can now prove propositions about the impact of update on the knowledge of agents. For example
after the cheating update ag€rnknows that the coin is heads up

sog <OcH.

The proofs goes smoothly by using the adjunction and moving the epistemic modality to the left hand
side of the inequality

fc(s ® UH) < H.
We will then use the update inequality to distribute the over its arguments and then replace the
parameters by their encoded values

fo(s@omp) < fo(s) @ folog) =(sVit)@og = (s®@og)V (t Qo)

which is equal tas ® oy sincet € Ker(oy). All we have to do now is to show® o < H, which is
obvious recalling the order < H and the stability off underoy;.

More examples including the muddy children puzzle and a MITM cryptographic attack have been
discussed in full detail in [2, 3]. The muddy children puzzle shows the importance of repetition of
epistemic actions where as the cryptographic attack uses different sorts of epistemic programs that
signify private and public message passing that might lead to deceit of agents in the internet.

Sequent Calculus. We define the objects of our sequent calculus by mutual induction on two sets, the
set offormulasdenoted asn € L), and the set of epistemic programs denoted asL, respectively

m = L|Tlpls|mAam|mvm|Oum| fAl(m)|[gm]|meq
¢ == L|llolaealaval i@

where A is in the setA of agentsp is in the setd of facts, s is in a setV;; of atomic propositional
variables, and is in a setV; of atomic action variables. We denote by, the set of alln-formulas,
L the set of allj-formulas.

We have two kinds of sequents

e M-sequentsI’ -, d wherel is a sequence of propositions, programs and ageras(L; U
Lg U A)* andé is a propositiors € L.

e Q-sequentsI’ o § whereT is a sequence of programs and agdnts (Lo U .A)* andd is a
programé € L.

To describe what these sequents mean, we require commas to apply to the left and we define their
role as follows

¢,q :==qeqd  mA:=fa(m) qA:=falq) mg=meq mm :=mAm.

For example, a sequente= (m, A, q, B,m’) meansn’ A fg(fa(m)eq) . In this way we identify any
M-sequencd with a corresponding element 8f and similarly for Q-sequencés

Thesatisfaction relatior= on each sequence is defined as

2If the M-sequence does not start with an elementhfwe have to add »; to its left. Similarly for a Q-sequence we add
1toits left.



o =y m/iff T <prm,
e I'=q ¢ iff T <¢¢,

The meaningof a sequent’ + ¢ is given by the corresponding satisfaction statemefrt 6. To
provide the reader with a way to “read out” our sequents in natural language, we captintithe
meaningof a sequent - ¢ in the following inductive mannet:

e AT F 5 means that aget knows or believes(depending on the context), thEtH § holds.
This captures features of’'s own reasoning: the sequelitl-;; ¢ is accepted by as a valid
argument.

e ¢,I' F § means that after actiaphappens the sequent- § will hold.

e m,I' - 6 means that in context (i.e. in any situation in whichn is true) the sequerdt + ¢
must hold.

This more “intuitive” reading can be obtained by taking the adjoints (which live on the right-side
of ) of the formulas on the left hand side of a sequent. That is why the reading has a reverse order
(left to right) than the comma application (right to left). For instance, the sequedt B +,; m/’
after applying commas on the left would meg#(f4(m)) < m/, and after applying the adjoints would
correspond ten < O0,40gm/. This has now the exact shape of its intuitive meaning which is ‘in context
m agentA believes that agerf® believes thatn/4.

This reading shows that our sequent calculus expresses two forms of resource sensitivity. One is
the use-once form of linear logic [13] that comes from the quantale structure on epistemic programs.
This, as will be seen later, is encoded in the Lambek calculus ruléssgguents. One could call these
dynamic resources The other form deals witlepistemic resourcesthe resources available to each
agent that enable him to reason in a certain way (i.e. to deduct a result from some assumptions). These
resources are encoded in the way the context appears to the agent in sequents, for instahee
sequent’, A, T" k-, § is the context and hence ttfg (T") is the resource that enables agdrib do the
I'" ks 6 reasoning. Note thdt’ +j; § might not be a valid sequent in the cont@&xtbut it is valid in
the context given by's appearance to agedt To summarize, in our setting not only propositions, but
also actions and agents are treated as resources (available or not for other actions or for reasoning of
other agents).

Sequent rules. The rules for identity,l , and 1 (on the left) are the same for bdthand(@ sequents.
So in the following we drop the subscripts e6fwhere applicable:

T
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Theoperational rules for M-sequentsare

3Sequents with empty consequents, denoteld lasare equivalent t& - L.
“Examples such aB, m F m’ make more sense whe¥ is a Heyting Algebra with the adjunction between implication
and conjunctioni.ea Ab < ciff a<b— ¢
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wherel'yy € Ly, Tg € Ly, Ta € A%, 0,8' € Ly and if 'y = (ma,--- ,my) thenl'y @ g ==
(m1®Q7"' ,mn®Q)-

The operational rules for Q-sequentsconsist of Lambek calculus rules for, plus the following
rules fore and f 4

FQ,FA I—Q 1) F/QaFA }_Q o F,Q1,Q27F/ }_Q J
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whered, &’ € Lg and forl'g = (q1,42,- -+ ), fa(Tq) = fa(qi) ® fa(gz)e---.

As structural rules we have two M-Weakenings, Q-Weakening, M-Contraction, and M-Exchange,
respectively

|V DIV a6 I'kg o

F,m,m,f" l_M 1) F’m’m/7rll l_M 5
W (COntT‘) 1"7m/7m71'v/ Fu 5 (el’Ch)

two rules expressintnvariance of facts (under epistemic actidiigules which can be seen as “Action
Weakening’ and “Action Strengthening” ilV-sequents)

Ty P T Far P
Tary P o) T (fact)

whereP € & (the set of facts), and finally several restricted versions of the Cut Rule: propositional cut
in M-sequents, action cut i) sequents and action cut in mixéd — Q sequents

SWe think these cuts are eliminable and are working ortheElimination theorem.



FFjum m,F’ FM 0 F"Q q q,F/ |—Q(5
T Fy 3 (MCut) T Fg 0 (QCut)
Foglatlgq T, gy d
Tl A Far 0 (MQCut)

Theorem (completeness). The sequent calculus presented above is sound and complete with regard
to the algebraic semantics given by epistemic systems.

Example of derivation. We prove a hon-Boolean version of the so-called “Action-Knowledge Axiom”
of DEL, stated in [5], which allows one to permute the dynamic and epistemic modalities in a certain
way:

Oalf3 (@))m F [g)T.am.

To prove this axiom, lef' be the formulajA[fff(q)]m. Then we havé' - DA[fff(q)]m, by the Identity
rule (Id), and so we have the derivation :

[f$ @)m - [£S (@)lm
TH O[S (@lm DalfS(@)]m, AF [f$(g)m

rAF 9] I

s m

Q c;‘q g oF : q@ 3R Q mPgL Dyl

DA R () FIfR(@lm® f5(q) ¢, AF fi(q) MOCut [fZ (@lm, ff(q) Fm

L,q,AF [fQ(9)Im® 3 (q) (S @Im ® f$(q) - m

FaArm MCut
Tyg-Oam
F)—[q]DAm

Application: A “Coordinated Attack” The derived rule corresponding to the “Action-Knowledge Ax-

iom” can be used to predict the knowledge (or beliefs) of an agent after an action, based only on action’s
appearance to the agent and on his prior beliefs (before the action). For instance, suppose that in order
to coordinate their attacks, generdlsends to generab a messagen, meaning “Atack at dawn!”;

but suppose the messenger has been caught by the enemy, who substitutes him with a fake messenger
bearing another messagé, saying “Attack in the morning!”. Suppose generfaldoes not suspect

this was hapenning. We denote §yhe “real” action going on (i.e. the action af sending message

m), and byq’ the action ofA sending message’. Then we encode theontentof (the message sent
during) these actions by stating as additional axioms:y; m andq’ =y, m/. We also encode the
appearancef these actions, e.g. puttins(¢) = ¢/, to encode the fact that, wherhappens, B thinks

thatq’ is happening. To predict what will B believe after the actioffirst use thd ]-right introduction

to derive from¢’ -y, m’ thatt [¢']m/, then applyM -Weakening(weak) to getB + [¢'|m’. Apply
O-introduction to the right to get Op[¢'|m’. Then use the above derived rule corresponding to the
“Action-Knowledge Axiom” and the fact thafz(q) = ¢/, to conclude that [¢q]|Opm’. So we can

predict that, after receiving the fake message, general B will believe that he is supposed to attack in the
morning.

More generally, by adding additional rules, we can encode various dynamic epistemic scenarios [2,
3], such as the Cheating Scenario discussed above, and prove their properties using the sequent rules.
For example, in [3] we have encoded a version offan-in-the-Middlecryptographic attack, and we
have proved some of its properties using the sequent calculus above.



Further elaborations

1. Concerete epistemic systems. We would like to develop a boolean version of our sequent calculus
and prove its completeness with regard to kripke semantics.

2. Coalgebras. We are enriching our algebra with personalized updates by moving to a categorical
algebraic semantics studied in [22]. It would be interesting to investigate the connection between
our categorical methods and the coalgebraic methods studied in e.qg. [4].

3. Resource sensitivity. We would like to make our systems more resource sensitive to deal with
classical resource sensitive problems in epistemic logic sudbgasal omnisciencgl8]. The
money gamegf [16] and Thdogic of bunched implicationsf [20] might provide useful insights,
fragments and tools.
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