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A Global Computmg SCcenario

‘ Global Computing refers to computation via the sharing of a seamless, distributed, \

open-ended network of bounded resource by agents of all sort (possibly malicious),
acting with partial knowledge and no central coordination.
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A Global Computmg SCcenario

‘ Global Computing refers to computation via the sharing of a seamless, distributed, \

open-ended network of bounded resource by agents of all sort (possibly malicious),
acting with partial knowledge and no central coordination.

Aml. Ambient \ﬂtQ\\\gQﬂQQZ some of the IQQhﬂO\Og\QS Just pehind the corner

® Personal Area Networks (PAN) ® Vehicle Area Networks (VAN)
® Personal Communication Device (P-Com) # Digital Me (D-Me)
® Automated Debiting Systems (ADS) o

Devices that are carried along and exit and enter domains.
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A Global Computmg SCcenario

‘ Global Computing refers to computation via the sharing of a seamless, distributed, \

open-ended network of bounded resource by agents of all sort (possibly malicious),
acting with partial knowledge and no central coordination.

Aml. Ambient \ﬂtQ\\\gQﬂQQZ some of the IQQhﬂO\Og\QS Just pehind the corner

® Personal Area Networks (PAN) ® Vehicle Area Networks (VAN)
® Personal Communication Device (P-Com) # Digital Me (D-Me)
® Automated Debiting Systems (ADS) o

Devices that are carried along and exit and enter domains.

some of the aspects involvedq:

® /ocalities ® mobility and migration
B diversity ® communication
® open endedness ® no central control

® no a priori trustworthy authority 8 malicious entities
B partial knowledge. . . ® ... and its acquisition
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Global Computing Requirements

@uirement& _‘

® Dynamic Learning and Checking about Environment and Peers
Trust Formation and Management

Location Awareness

Security: Authentication, Privacy, Non Repudiation

Policies of Access Control and their Enforcement

Negotiation of Access, Access Rights, Resource Acquisition

Protection of Resource Bounds

L 2 B BN B B B )

and more. ..

Typical Devices:
Today: Smart Cards, Embedded devs (e.g. in cars), Mobile phones, PDAS, Sat navigators, ...
Tomorrow: PAN, VAN, D-ME, P-COM, ...
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Global Computing Requirements

@u\rements: _‘

® Dynamic Learning and Checking about Environment and Peers
Trust Formation and Management

Location Awareness

Security: Authentication, Privacy, Non Repudiation

Policies of Access Control and their Enforcement

Negotiation of Access, Access Rights, Resource Acquisition

Protection of Resource Bounds

L 2 B BN B B B )

and more. ..

Typical Devices:
Today: Smart Cards, Embedded devs (e.g. in cars), Mobile phones, PDAS, Sat navigators, ...
Tomorrow: PAN, VAN, D-ME, P-COM, ...

In this lecture we focus on Capacity Bounds AWAraeness.
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Roadmap

‘ ® Part 1 — Objective Mobility: MR
® Objective Mobility

®» Bounded Ca pacity SIOtS OD}QQU\/Q move Q&p&b'\\'\w

n|r|||n>m.P || m|

J%-J | P [ m]r]

Q\/&B able slot
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Roadmap

| # Part | - Objective Mobility: MR

® Objective Mobility
® Bounded Capacity Slots  objective move capability

nlrl] || n>m.P mL'\J Nonge] || P | m|r]
availabie slot

# Part 11 - Subjective Mobility: BoCa

® Subjective Mobility
® Bounded Capacity Ambients

® Space as a linear co-capability. Finer Control of Capacity.

alinb. P|QJ[b[=|R] o =[bla[P|Q]]|R]

subject move capability /
shade co-capability
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A Caleulus Of Mob1le Resources

‘ The elements of the calculus \

9o Empty SIOL: m|e];
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A Calculus Of Mobile Resources
‘ The elements of the calculus \
9o F_mpty SIOL: m|e];
® 5|01 containing a resource n|7]; unitary slot Capacity:

® 1 |e| may receive a resource from the context: n|e| ~» n|r|;

® 1n|r| can only emit 7 to the context: n|r| ~» nle|;
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A Caleulus Of Mob1le Resources

‘ The elements of the calculus
9o F_mpty SIOL: m|e];
® 5|01 containing a resource n|7]; unitary slot Capacity:

® 1 |e| may receive a resource from the context: n|e| ~» n|r|;

® 1n|r| can only emit 7 to the context: n|r| ~» nle|;

® Objective movement: n|r| || n>m.p || m|e| \, n|e] || p || m|r]
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A Calculus Of Mobile Resources
‘ The elements of the calculus
9o F_mpty SIOL: m|e];
® 5|01 containing a resource n|7]; unitary slot Capacity:

® 1 |e| may receive a resource from the context: n|e| ~» n|r|;

® 1n|r| can only emit 7 to the context: n|r| ~» nle|;

® Objective movement: n|r| || n>m.p || m|e| \, n|e] || p || m|r]
® Synenronisation:

® local: ap|la.qg . pllq
® with resources: na.p | n|a.q| \,p || n|q]
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A Calculus Of Mobile Resources
‘ The elements of the calculus
9o F_mpty SIOL: m|e];
® 5|01 containing a resource n|7]; unitary slot Capacity:

® 1 |e| may receive a resource from the context: n|e| ~» n|r|;

® 1n|r| can only emit 7 to the context: n|r| ~» nle|;

® Objective movement: n|r| || n>m.p || m|e| \, n|e] || p || m|r]
® Synenronisation:

® local: ap|la.qg . pllq
® with resources: na.p | n|a.q| \,p || n|q]

#® Slot deletion: n| |, || bm.qg \, g
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A Calculus Of Mobile Resources
‘ The elements of the calculus
9o F_mpty SIOL: m|e];
® 5|01 containing a resource n|7]; unitary slot Capacity:

® 1 |e| may receive a resource from the context: n|e| ~» n|r|;

® 1n|r| can only emit 7 to the context: n|r| ~» nle|;

® Objective movement: n|r| || n>m.p || m|e| \, n|e] || p || m|r]
® Synenronisation:

® local: ap|la.qg . pllq
® with resources: na.p | n|a.q| \,p || n|q]

#® Slot deletion: n| |, || bm.qg \, g

® Resource NAINE n|7| || (k)(n > kp | kleo]) \.nle] || (k)(p | k|r])
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A Calculus Of Mobile Resources
‘ The elements of the calculus
9o F_mpty SIOL: m|e];
® 5|01 containing a resource n|7]; unitary slot Capacity:

® 1 |e| may receive a resource from the context: n|e| ~» n|r|;

® 1n|r| can only emit 7 to the context: n|r| ~» nle|;

® Objective movement: n|r| || n>m.p || m|e| \, n|e] || p || m|r]
® Synenronisation:

® local: ap|la.qg . pllq
® with resources: na.p | n|a.q| \,p || n|q]

® Slot deletion: n|r | | om.¢ \ ¢
® Resource NAINE n|7| || (k)(n > kp | kleo]) \.nle] || (k)(p | k|r])
® Deep NeSUING of resources: ng|---ny|r| -]
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MR: Syntax

Names A and co-names AV: o € N UN.
Direction paths: 6 € N, v € N*.

AcCTiON Premxes: A i=~a | d > 8 | gyn
Procaessaes: P:

p,g:=0 | Ap | pllp | (mp |p | nlrl,,

ri=e | p



MR Structural COTLQT’LLQTLCQ

‘ ® A structural congruence is used to quotient terms to suitably abstract entities, \
so as to dispense with boring details (e.g. associativity of ||).

® = is the least congruence on P satisfying alpha-conversion and

0=p
q=qlp
rla)lls=pl(¢]s)

SUSSEX

it n & fn(q)
if k & {n,m}



What 15 a Reduction Systems

N o

® A reduction system over a signature X is a relation \, C 15, X Isy, Ts; is the set
of Tarms >..

® Reduction systems are often presented parametrically.
CONTexIs: terms with variables: €'[z1, ..., x,)]

Raduction rules: set % of parametric rewriting rules:
‘5[561, .« o ,xn] \ .@[371, ce ,Slin].

Evaluation Contexts: chosen set & of single-variable contexts.

Cley,...,xn) \  D)x1,...,0,] EZX & evaluation context
EC[t1,...,tn]] \\E[D[t1, ..., 1,]]

e - |
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MR Reduction Semantics

‘ ® Direction path contexts ¢, and Zs by

C. .= (_) an'y = nl_%’Y H me

Do =Gy (n] () ],)a

® ~ is the least relation closed under = and under evaluation contexts, & such

that

V61 > Y02.p || Gy ( Ds,(r) || Ds, (o))
ya.p || €, (a.q)
fym.p || € (nlr],,)

N
R
N D

Cy(Ds, (o) || Ds,(r))
(q)

Cg’Y
¢(0)

where & = (=) [n| &, | E|p|(n)E.
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Reduction Barbed C ongruence

Ii Baros: _‘

pln if p=(n)(a.p’| q), where «a € {n,n}andn ¢n.
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Reduction Barbed C ongruence

Ii Baros: _‘

pln if p=(n)(a.p’| q), where «a € {n,n}andn ¢n.

®» Barbed distmulation congruence:

The largest congruence ~, such that if p ~; ¢ then
& p N\, p implies d¢ N\, ¢’ such that p’ ~; ¢’ (reduction closed)
® pln iff g[n (Darb-preserving)
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Reduction Barbed COTLQT’LLQTLCQ

Ii Baros: _‘

pln if p=(n)(a.p’| q), where «a € {n,n}andn ¢n.

®» Barbed distmulation congruence:

The largest congruence ~, such that if p ~; ¢ then
& p N\, p implies d¢ N\, ¢’ such that p’ ~; ¢’ (reduction closed)

s pln iff g|n (Darb-preserving)

® NoOte: To prove that p ~; g one must prove that they (and all their reducts)
produce the matching observations (barbs) in all contexts (congruence).

e - |
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Example

‘ Rasources cannot be QOP\QG. \

A model of a pre-paid cash card (the resource b) in the slot a of a vending machine

that delivers a cup of coffee (action ¢) for each cash card of the right kind, b,
inserted in a.

() (alb] | tab.c) ~ (b)(alb) || ab.c)

If there exists only one card of the ‘right’ type, then there will ever be only one
cup of coffee: the cash card cannot be copied.
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Example

‘ Rasources cannot be QOP\QG. \

A model of a pre-paid cash card (the resource b) in the slot a of a vending machine
that delivers a cup of coffee (action ¢) for each cash card of the right kind, b,
inserted in a.

() (alb] | tab.c) ~ (b)(alb) || ab.c)

If there exists only one card of the ‘right’ type, then there will ever be only one
cup of coffee: the cash card cannot be copied.

EXercise.
Use the OPQY&UOHQ\ definition to convince yourselt of the ~j-equation apove.
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Scope and MobLUITY

‘ The interplay of upward and downward moves and scope is a major challenge. \

¢ = cl(-)] | a, ¢ =d|(-)] |l da.b
p = (a)61(%2(e)) = (a)(cldle] || da.b] || a).
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Scope and Mooty

‘ The interplay of upward and downward moves and scope is a major challenge. \

¢ = cl(-)] | a, ¢ =d|(-)] |l da.b
p = (a)61(%2(e)) = (a)(cldle] || da.b] || a).

It seems that no resource can be inserted into the empty slot d to synchronise with
the da-action; similarly, no process can ever synchronise with the a action at

top-level. It then follow that p behaves like ¢ = (a)(c|d|e]]).

Yet, this is not the case. Under a suitable context, it is possible for the process a to
change its role from being the parent of da . b to being its child in the slot named d.
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Scope and Mobility

‘ The interplay of upward and downward moves and scope is a major challenge. \

¢ = cl(-)] | a, ¢ =d|(-)] |l da.b
p = (a)61(%2(e)) = (a)(cldle] || da.b] || a).

Suppose in fact that p and ¢ are inserted into the context
¢=z[(=)] | ylo] | ze>F.z>yd
Then %’ (p) reduces (in two steps) to

(a) (o] Il yL€a(%1(e))]) = (a)(xlo] || yldlcle] |l a] || da.b]),

where 47 and %5 have swapped place. Now the b-action may be unleashed upon
synchronisation on a.
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Digital Signature Card

‘ Ency, (Decy) encrypts (decrypts) resources received in its in-buffer with key &, and \
returns the encrypted resource via its out-buffer.

A

Ency. £ 1(reg)(in t> reg k. reg > out || reglkls|]) || inle] || out|e]

Decy, = (reg)(in 1> reg.reg k> out. || regle]) || inle] | out|e]
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Digital Signature Card

‘ Ency, (Decy) encrypts (decrypts) resources received in its in-buffer with key &, and \
returns the encrypted resource via its out-buffer.

A

Ency. £ 1(reg)(in t> reg k. reg > out || reglkls|]) || inle] || out|e]

Decy, = (reg)(in 1> reg.reg k> out. || regle]) || inle] | out|e]

If k& is a shared secret between Alice and Bob, then Alice can send messages
secretly to Bob.

Alice, pr = (m)(a)(alEnc] || m|M] || m>ain.a out > network )
Boby, = (m)(b)(b| Decy| || m|e| || network > b in.b out > m)

SecretComps = (k)( Aliceynr || Boby ) || network|e|
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Digital Signature Card

‘ Ency, (Decy) encrypts (decrypts) resources received in its in-buffer with key &, and \
returns the encrypted resource via its out-buffer.

Ency. £ 1(reg)(in t> reg k. reg > out || reglkls|]) || inle] || out|e]

Decy, = (reg)(in 1> reg.reg k> out. || regle]) || inle] | out|e]

If k& is a shared secret between Alice and Bob, then Alice can send messages
secretly to Bob.

Alice, pr = (m)(a)(alEnc] || m|M] || m>ain.a out > network )
Boby, = (m)(b)(b| Decy| || m|e| || network > b in.b out > m)

SecretComps = (k)( Aliceynr || Boby ) || network|e|

For all messages of the form M =aj.az....a; and M’ =a .ay....a}:

SecretComy; ~p, SecretComyy .
‘ 3> \
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Digital Signature Card

‘ Ency, (Decy) encrypts (decrypts) resources received in its in-buffer with key &, and \
returns the encrypted resource via its out-buffer.

Ency. £ 1(reg)(in t> reg k. reg > out || reglkls|]) || inle] || out|e]

Decy, = (reg)(in 1> reg.reg k> out. || regle]) || inle] | out|e]

If k& is a shared secret between Alice and Bob, then Alice can send messages
secretly to Bob.

Alice, pr = (m)(a)(alEnc] || m|M] || m>ain.a out > network )
Boby, = (m)(b)(b| Decy| || m|e| || network > b in.b out > m)

SecretComps = (k)( Aliceynr || Boby ) || network|e|

Digital signature card which generates the key and exports the decryption
resource (as many times as needed) but keeps the encryption resource private.

‘ SignatureCard = (k) (!export| Decy,| || Ency) > \

SUSSEX



what 1s a Labelled Transition System?

ITRather than describing the internal behaviour of a system (reductions) it descm
the interactions this is willing to offer to the surrounding enviroment.
These are characterised and described using label transitions, where a transition
indicates an activitiy and a label classifies it.

. . i - 7 - /

For instance client — ‘insert coin’ — client’. Or perhaps,
. / = 7 - /

machine — ‘delivers candy’ — machine'.

® This yield a compositional semantics, as e.g.:

. i . y . / . / = 7 " /
client — ‘insert coin’ — client’ machine — ‘delivers candy’ — machine

: - N ] : / .
client | machine — ‘jum’ — client’ | machine

® | abel transition systems admit proof techniques (LTS bisimulation), verification of
logic formulas (model-checking), . ..

e - |
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MR: A COTTLpOS’Lt@OTL(LL OpQT&t@Oﬂ&L Semantics

‘ The laballed transition semantics consists of CCS-like rules plus rules for: \

Nested resources
MODIIITY — a three party interaction: move + exit + enter

SQOPQ extension

9
9
9
H 510t deletion
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MR: A COTTLPOS’LI@OTL&L O”pQT(ﬂJ@O’I’L&L Semantics

‘ The laballed transition semantics consists of CCS-like rules plus rules for:

© o 0 0

< «

SUSSEX

Nested resources

MODIIITY — a three party interaction: move + exit + enter

SQOPQ extension
Slot deletion

(pY@ﬂX)

A
Aep —Dp

(YQP) _ ,
plllp —p

40 Lp/

(sym) .
pllg—1p |l g

qllp —ql ¢

(rest)
™ /
Py—D

n & fn(mw) U bn(m)

(n)p — (n)p’

(syne) A

/ ™ /
P1 —™p1 P2 —> Po

— , fa(p2)Nn =10
p1 || p2 — (7)(p1 || P2)

oy

pPp—™p

———— /(@) Nbn(m) =0
plla—7 |l g

—



Labelled Transition semantics — N esting

‘ Labels of the form da capture path communication by synchronising with directed \
actions of the form 0o which appear as prefixes in the calculus.
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Labelled Transition semantics — N esting

‘ Labels of the form da capture path communication by synchronising with directed \
actions of the form 0o which appear as prefixes in the calculus.

na

For instance: n|a.p| — n|p]

e - |
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Labelled Transition semantics — N esting

‘ Labels of the form da capture path communication by synchronising with directed \

actions of the form 0o which appear as prefixes in the calculus.

where - ‘distributes’ 72 over (a potentially complex) 7.

< «
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(nesting)
p

Ty
> P

n|p]

ne(7)
— n[p'|




Labelled Transition semantics — N esting

‘ Labels of the form da capture path communication by synchronising with directed \
actions of the form 0o which appear as prefixes in the calculus.

(nesting)
p—p

nlp) Z5 n|p/]

where - ‘distributes’ 72 over (a potentially complex) 7.

@.qiq

m|a.q] =% m|q] map TS p

m|a.q) || ma.p" — mlq] || p’
n|mla.q) | mo.p'] — n|mlq] || p']

where m - (&) =ma and m- (1) =7

L - |
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Labelled Transition Semantics — HO Labels

‘ ® Modelling the three-party interaction required for the movement of resources \
needs higher-order labels.

o>(p) (p exits from §) and (p)>>0 (p enters in §).

® The corresponding co-labels are d>(p) and (p)r>9.

SSSSSSS



Labelled Transition Semantics — HO Labels

‘ ® Modelling the three-party interaction required for the movement of resources \
needs higher-order labels.

o>(p) (p exits from §) and (p)>>0 (p enters in §).

® The corresponding co-labels are r>(p) and (p)r>9.
For instance

n|p| mein) n|e] (exit), m|e] Ll m|p| (enter).

which may synchronise

nlp] | mle] =S nle| || mlp|  (co-move)
Labels of the form &,>0, are the co-actions of the (move) action 97 > 5o

L nlp| || mle) | n>T.q—nle| | m[p] || ¢ J

SUSSEX



Labelled Transition Semantics — HO Labels

‘ ® Modelling the three-party interaction required for the movement of resources \
needs higher-order labels.

o>(p) (p exits from §) and (p)>>0 (p enters in §).

® The corresponding co-labels are §t>(p) and (p)r>4.
® Labels of the form §;>J5 are the co-actions of the (move) action 97 > 5o
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Labelled Transition Semantics — HO Labels

‘ ® Modelling the three-party interaction required for the movement of resources \
needs higher-order labels.

o>(p) (p exits from §) and (p)>>0 (p enters in §).

® The corresponding co-labels are §t>(p) and (p)r>4.

® Labels of the form §;>J5 are the co-actions of the (move) action 97 > 5o
Also, (Qx'\t) and (m()\/@) transitions may

nlpl | no>m.q 25 nle] | ¢ (gw)

ready for a (enter) transition. Same for (enter) and (move)

_ a(p)
mle] | n>m.q — mlp] | ¢  (12k),

ready to synchronise with the dual (exit) transition.

e - |
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Labelled Transition Semantics — HO Labels

‘ ® Modelling the three-party interaction required for the movement of resources \
needs higher-order labels.

o>(p) (p exits from §) and (p)>>0 (p enters in §).

® The corresponding co-labels are §t>(p) and (p)r>4.
® Labels of the form §;>J5 are the co-actions of the (move) action 97 > 5o
® Summing up

61 > 03  coalesces with 51> (p) yielding (p)>do,
61 > 0 coalesces with (p)>0d2 yielding  d1>(p),
510> (p) coalesces with (p)>02 yielding  §;>05.

e - |
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Labelled "Transition semantics — M Ob?}lﬂty ( l)

N o

it . _
(@X\ ) (Qn Qr) (eo \"ﬂoxSLolgD (@

/ (q)>>62 /
pP1 — D1 2 —> P2
n>(p) (p)>n 516
nlpl,, — nle ], nle |, — nlpl, p1 || p2 — pl || ph

SUSSEX



Labelled Transittion Semantics — M Ob’LL@ty ( l)

—

SSSSSSS

(exit) (enter) ((2()—mox5L@1_)><q> , e
bpr — P P2 — P9
n>(p) (p)>n 516
nlpl,, — nle |, nle |, st nlpl,, p1 || p2 &Epﬂ | 5
k> (q)
klg) — kle]
nkr>(q) (g)>m

nlklg)] " nikle]] mle] L2 mlg]

nkmp 28 nlklg)] | mle] "E5 nlk|e]] | mlq

nk > mp || nlklg]] || mle] — p | nlm|e]] | n[q]



Labelled Transition semantics — M OO’LL’ZIy ( Il)

—

—

(

CO-QnLar

d1>(q
pP1 —

> / 51>E /

P1 D2

—_ .1)2

p1llp

| ph

(QO-QX'\'E) _

0{>d2 (q)>02

P2 — P P1 — D

/

01>(q)
p1Llp2 — p

1l D5
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Labelled Transition semantics — M Ob’LL’Lty ( Il)

—

SUSSEX

(eo—em;gr - (Qo—ex‘\t) -
601>(q) 01>02 0{>d2 (q)>02
P1 — P1 P2 — DP9 P2 — Py P11 — Pq
(q)>02 51>(q)
p1 || p2 =570 || Pl p1 |l p2 —" P} || P
n > m.p nbm p mle| (—>q)>m m|q]
. n>(q)
n>m.p| mle] — pl m|q]
m & (fn(q) U {n})

(m)(n > 7p || mle]) =% (m)(p || mlq))



Labelled Transition Semantics — SCO”pQ oXTENSION

N o

open _
(open) ()F>(a) (syne) - i
P P pPr — p’1 p2 — p’z
— nefn(a)\(fn(5)Un) ———————— fup2)NA=0
(n)p SRR P p1 || p2 — (n)(p1 || P2)

SUSSEX



Labelled Transition Semantics — SCO”pQ oXTENSION

N o

opan _
(open) (n)o6>(q) (Syne) (7)™ ul
p —p p1 —— Py P2 — Ph
— nefn(@)\ (fn(8)UR) — fn(pg)NA=0
(nn)d>(q) p1 || p2 — (R)(p] || P5)
(n)p —""p

> (k

nl%] | nk =% nle] || nk

(K)n|%| || nk) 2 el | nk nom | mle] 2% m|E]

(k)(n|k] || nk) | n o> || m|e] — (k)(n|e] || nk || m|k])

SUSSEX



Labelled "Transition Semantics — Resource Teceptor:

‘ RQSOUTCQ reCeptors replace higher order exit and co-enter actions. \
(R){q)>6
p e
— (@s)Nn=0
>0(Ds)

p — ()(p' | Zs(a))

(7)0'>(q)
—

(€+)0'>(Ds) (fn(€~)Ufn(2g))NA=0
~)o' > ~
— 7 (G0 || Zs(q))

SUSSEX



LTS: The rules

(enter)

- n| e Jm (p)>n

nle | — nlp],
WY _ - take
(8ve) (n)d1>(q) , 01>02 ( )51952 / (@)>02
pr — Py p2 — ph ) p2 — Py P1 — P
— ulp2) 0 = 0 —
(n){(q)>é 1> (g
p1lp2 —— " | P p1llpe —" pi |l pa
(co-move)
(W)61>(q) , (g)>d2 ,
pr —™ P1 P2 — P2 _
— fn(p2)Nn =10
51>80 .
p1 || p2 — (7)(p} || ph)
(nesting) (delete) (2lpha)
T / / / T
p——™Dp P=abpP p —/(q
nlpl, “Snls ], A7 ], 220 p——q
opent)  _ open2 _
(0pe) sy OP2) ) o5,
p — D p —
— nefm(g)\(fn(d)Un) — nefn(g)\(fn(d)Un)
(nn)é>(q) (ni)(q)>6
‘ (n)p —> " p (n)p —
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MR. Labelled Transittion BiStMulation

‘ B Bigimulation ~ is the largest symmetric relation such that if p ~ ¢ then \

D Y, p’ implies 3¢ LR ¢ such that p’ ~ ¢’

Thm: ~ is a congruence.

Thm. ~p = ~.

e - |

SUSSEX



MR. Labelled Transittion BiStMulation

‘ B Bigimulation ~ is the largest symmetric relation such that if p ~ ¢ then \

D Y, p’ implies 3¢ LR ¢ such that p’ ~ ¢’

Thm: ~ is a congruence.
T, ~p) = ~.

NOtQ. To prove that p ~ ¢ we do not need to prove it for all contexts (congruence).

B EXQreise: Raesgources cannot ha copied (revisited):

(b)(alb] | tab.c)~ (b)(alb] || ab.c)

e - |
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A Copy Capability
‘ ® | et us consider a COPY capability that allows duplication of resources. \

nlrl | ne>mp || mle] N\ nl[r] || p || m[r]

® This is interesting in order to provide a finer control of copying: We allow slots
to declare if they allow to be copied, and to what slots, using a TYype System.

e - |
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A Copy Capability
‘ ® | et us consider a COPY capability that allows duplication of resources. \

nlrl | ne>mp || mle] N\ nl[r] || p || m[r]

® This is interesting in order to provide a finer control of copying: We allow slots
to declare if they allow to be copied, and to what slots, using a TYype System.

What 18 o Type System?

® Type systems are formal systems that assign TyPes to TeIMS. Types ClassifTy

terms. Most famous application: ‘terms are good if integers are never confused

with booleans’. Since the classification should be stable under reductions, if p is
good and p \/* ¢, we expect ¢ to be good. This fundamental property is called

subject reduction. Type systems are often specified by Inference rules, which

allow to ‘deduce’ type assignments.

< = > |
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A Copy Capability
‘ ® | et us consider a COPY capability that allows duplication of resources. \

nlrl | ne>mp || mle] N\ nl[r] || p || m[r]

® This is interesting in order to provide a finer control of copying: We allow slots
to declare if they allow to be copied, and to what slots, using a TYype System.

What 18 o Type System?

® Type systems are formal systems that assign TyPes to TeIMS. Types ClassifTy

terms. Most famous application: ‘terms are good if integers are never confused
with booleans’. Since the classification should be stable under reductions, if p is
good and p \/* ¢, we expect ¢ to be good. This fundamental property is called
subject reduction. Type systems are often specified by Inference rules, which

allow to ‘deduce’ type assignments.

® |n our case, we classify processes as good if they don't attempt to copy
resources (and more) unless explicitly permitted.

< «
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MR: A Type System for Resource Control

‘ 7 =[S, T,M,C, X, D] process types

V= Ty
=0 A
= [X,d]

performs synchronisation with names in S
performs moving/copying to names in T
performs moving resources from names in M
performs copying from names in C

performs actions crossing names in X

performs deletion of names in D

namae tprS replace ‘performs’ with ‘allows’ and

can be deleted according to {
deletion ﬂ&g can (resp. cannot) be deleted

p&th tpr crosses names in X

and acts on name a

® 7 is ordered componentwise and U is defined accordingly.
‘

SUSSEX
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‘ ® Environments.

® Judgments:

< «

SUSSEX

MR: A Type System

EFo

EF v
EFu
E-n

EFO:pu
EFE N7
EFp:m

E:=0|En:v

good environment

good name type v
good path type 1
good group and process type 7

good path 0 of type u
good label X\ of type 7
good process p of type



MR: A Typé System: Paths and Labels

N o

(Path Start) (Path Format'\onl

E,a:vko En:viEd:[X al

a € {a,a}
E,a:vka:|d,a E,n:vknd: [ XU{n}, al
Label co-Syne Label Syne
Y Y
E,n:vEd:[X al En:vEd:[X al

En:viEon:|[{n}, o, 9,9, X J En:vidn:|{n}, o, 9,9 X I

(L&b@\ MO\/Q)
E,a: Wu,b:ﬂ'é/ =6 [X, al E,a:wu,bzﬂé, =o' (X <A

E,a:my,b:m, =6 > 6 [@,{b},{a}, 5, XU X ]

(Label Copy)
E,a:wu,bzwé, =6 : X, al E,aiﬂ'u,biﬂ'é/ Ho X <A

‘ E,a:my,b: ) F oo [@,{b}, @, {a}, XUX' 2] - \

SUSSEX




MR: A Ty”pé System: Processes

N o

(Label Destroy)
E,a:mgtkd:[X al

E-hd:|9,9,9,9 X {a}]

(PYOQ O) (RQS 0)
EFo EFo

E-F0:(0,9,0,0,0,J] Elhe: |0, 0, 0 0 0, 9]
(PYOQ PTQT) (PYOQ P&Y) (PYOQ Rgp)
EFXN:7m EFp:7 ERpomEF- o&n’ EFp:m

E|—)\.pZ7Tt|‘J7T, El—qutﬂL'le’ E-lp:w
(PYOQ RQS) (PYOQ S\O'E)

En:vkEp:m En:mbr:n 7o' <=
EF(n:v)p:m~n EFnlr|:(9,0,0,0,0,J]

e - |
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Subject Reduction

‘:Thm. If EFp:7and p N\, q, then EF ¢ : 7 with 7’ <7 \
® EXQreise: Can you devise an algorithm of type inferenca? That IS, given & process p,

o (p)=(E,m)suehthat EFp:m...

e - |
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Intermezzo

— Part Il —

De Dimensionibus, CQPQQ'\Y&US QL
Mobilitate Calculus
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A Critieism to MR

‘ The model is fitting for the area it was meant to work for, but it doesn't scale up \
to other situations where you want resources to matter.

< = > |
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A Critieism to MR

‘ The model is fitting for the area it was meant to work for, but it doesn't scale up \

to other situations where you want resources to matter.
Main criticisms:

® Not realistic on the space occupation. All processes take one slot.

n|big_and fat_P| || m|e] || n|small_and_slim_P| || n >m

® Replication is not handled appropriately

a|'P| =a|lP | P|=al!lP|P||P|=a|!P|P|P|P|=...

® |t doesn't really allow an analisys of variation in space occupation:

Computation takes space, dynamically, and we'd like to model it.

e - |
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A Caleulus Of Boundaed COJp&C’R’LQS.’ Movement

Fundamentals: SPQQQ conscious Movement \

alinb. P|QJ[b[=|R] o =[bla[P|Q]]|R]
=|b0lafoutd. PQ]|R] o a[P|Q]|0[=]|R]
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A Caleulus Of Boundaed COJp&C’R’LQS.’ Movement

Fundamentals: SPQQQ conscious Movement \

alinb. P|QJ[b[=|R] o =[bla[P|Q]]|R]
=|b0lafoutd. PQ]|R] o a[P|Q]|0[=]|R]

Examp\@: TY&\/Q\\\T\% needs but consumaes no space.

al[inb.inc.outc.outb.0] || = | c[=]]

N\ = |b[=]|c[a]outc.outb.0]]]
NN a[ O] | o[ =|c[=]]

SUSSEX



A Caleulus of Bounded COfp(lC’Lt’lQS.’ RQT)L’LC&TZ’LOTL

Fundamentals. SPAQQ Conscious RQP\'\Q&UOY\ \

k times
A

*Plal...|= = YP|P

What is the 1*7 A type annotation depending on the size of P. Gives a Typed

reduction: (1) types appear as conditions on reductions; (2) some of the calculus’
operators make only sense with type annotations.

k times

N\

NOTAtIoN. We use =* as a shorthand for — Y -,

e - |
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A Caleulus of Bounded COfp(lC’Lt’lQS.’ RQT)L’LC&TZ’LOTL

Fundamentals. SPAQQ Conscious RQP\'\Q&UOY\ \

k times
A

*Plal...|= = YP|P

What is the 1*7 A type annotation depending on the size of P. Gives a Typed

reduction: (1) types appear as conditions on reductions; (2) some of the calculus’
operators make only sense with type annotations.

k times

N\

NOTAtIoN. We use =* as a shorthand for — Y -,

Example: Simple recursion: rec (z)p in g
1 2 ' : ko
p ! = substitute x with =" in p

Then ((rec (z)pin ¢) =" p7| g™ (assuming p has ‘size’ k and ¢ ‘nice’,

i.e. spawns no space-grabbing actions in parallel with z).
‘ > | \
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A Caleulus of Boundaed C&p&C’LVLQS.’ O”pé’ﬂ,

Fundamentals. Sp&QQ conscious Incremental OPQY\ \

It would be possible to use

=" lopna.P|a"[Q] N\, Q|P|=

but it would not be tight enough: in spite of static types, ambients may change
size dynamically. In order to have better control on space usage, we use:

=" lopna.P|a[T"Q|R] . Q|P|a[R]
together with a garbage collection rule n[ 0 | = =.

Two readings:

® (1) step-wise refinement of open;

® (2) spawning of process in the father’'s ambient.

e - |
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‘ Example: Locks:

SUSSEX

BoCa: Open (Examples)

\OQKn.péopnn.p

unlock n.p = n[ T0] | p



BoCa: Open (Examples)

‘ Examp\o;. LOcKs:

\OQKn.péopnn.p

unlock n.p =n[1T0] | p

Examp\e: communication Channels:

from_a_to_b(m).p £ [ outa.inb.T%(M) ] (b and the father ambient must
provide suitable space for ¢h to travel; b must perform opnch).

< «
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BoCa: Open (Examples)

Igamp\o:. LOCks: _‘

\OQKn.péopnn.p

unlock n.p =n[1T0] | p

Examp\e: communication Channels:

from_a_to_b(m).p £ [ outa.inb.T%(M) ] (b and the father ambient must
provide suitable space for ¢h to travel; b must perform opnch).

Example: Simple ReeUrsion: rec (a1)ps ... (2,)pn in g
"p7 £ substitute x; with ;[ 70] | ="' in p

Then ((rec (z1)p1...(xn)pn in ¢) £ (I opnaz; . p; ) | Tq” (assuming
p; has ‘size’ k; and ¢ ‘nice’, i.e. no space-grabbing actions in parallel with x).

e - |
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A Caleulus Of Bounded Capacmes: Ir &nSIQT

Fundamentals: SPQQQ AQqU'\S'\UOY\ and Release \

—|tra.Pla[tr .Q|R] . Pla[Q|R|=]
tra.Plaftr’.Q[=|R] N\, =|Pla[Q|R]

SUSSEX



A Caleulus Of Bounded Capacmes: Ir &nSIQT

Fundamentals: SPQQQ AQqU'\S'\UOY\ and Release \

A

—|tra.Pla[tr".Q|R] . Pla[Q|R]|=]
tra.Plaftr’.Q[=|R] N\, =|Pla[Q|R]

Examp\e: A \\/\QmOW Module

memMod = Z220ME 1 1grmallo . m | 1trree . -

SUSSEX



A Caleulus Of Bounded Capabumes: Syntcm:

N o

P:==|O|M.P|P|P|M[P]|¥P|7"P|(vn:m)P | (z:x)P | (M)P
M:=c¢|lz|a|M.M|inM |outM |opnM | trn|try

ni=al”

SUSSEX



A Caleulus Of Bounded Capabumes: Sym(m;

N o

P 0| M.P|P|P|M[P]|¥P|1*P | (wn:mP | (z: )P | (M)P
M:=c¢|lz|a|M.M|inM |outM |opnM | trn|try

pimal’

Structural CO“%YUQ“QQ:

(],0) is a commutative monoid.

(va)(P| Q) = (wa)P | Q fa g fn(Q)
(ra)0 =0
(va){(M)P = (M) (va)P if a & fn(P)
(va)(vb)P = (vb)(va)P
a[ (vb)P ] = (vb)a| P ] ifa#b
Y0=0

"P e =P | P

| « n[0] == - |
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BoCa:. Reduction Semantics

-Ib[aﬂ[PIQ]IR]j

Ii (R-in) al[inb.P| Q] |b[=| R]

.
(Rout)  —|blafouth.P[Q]|R] . a[P|Q]|b[=]|R]
(Ropn)  =F|opna.P|a[T"Q|R] \.  Q|P|a[R]
(RAT gouwn) = |tra.Plaltr".Q|R] . Pla[Q|R|=]
(R-tr'?)  tra.Pla[tr’.Q|=|R] . =|P|a[Q|R]
(R-comm) (z: )P | (M)Q N Plz—M}|Q

SUSSEX



A System of Capacity Types

‘ Capacity Types:. o, ¢, ... have pairs of ints (m, M), with m < M and 0 < M. \
Notation: formal sum: o = k; - m + ks - M, and o, = k1 and oy = k1.

Exchange Types: y ::= Shh | (o, x)
Process and AMDIANT TYPES are pairs of capacity and exchange types.

amb : (o, x

proc : (o, x
cap : @ cap transforms processes adding ¢ to their o

) amb has no less than o,, and no more than o), spaces

proc takes no less than o, and no more than oy spaces

Capacity types are ordered as follows:

O<T=Tm <0y U0 and oy < M,

< = > |
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A Typing System: Capabilities

N o

(AXiom) (Empty)
I'n:xykFn:yx I'=¢e:((0,0), x)
(S\ot) (Zo,ro)
e ((1,1), %) '+ 0:((0,0), x)
(In) (Out)
['Fin M : ((0,0), x) '+ out M : ({0,0), x)
(Transr) (CoTransm)
['Ftrn: (—m,x) [Etrn: (+M,x)
(ngm (Compos‘\t‘\on)

I'EM:{¢,x) TEM:(¢, x)

LF,M:(U,XM—opnM:((O,O),X) CEMM :{¢+ ¢, x) J

SUSSEX



A Typing System: Processes

N o

(P rQﬂX) (P ar &\\Q\)
'EM:{(p,x) T'FP:{ox) I'EP:(o,x) THQ:{o, x)
'-M.P:{(¢+0,x) 'EP|Q:{c+d,x)
(\nput) (OUtpUt
Cyz:xFP:{o,x) 'EM:x TFP:{(oX)
Fl—(x;x)P:<o',X> F|—<M>P<O',X>
(New) (Armbient)
la:7mkP:7 C,M: (o', x)FP:{o,x) o<d
' (va:m)P: 7' M (o', x) F M[P]:{{1,1),x")
(Sp&\Nﬂ) (RQP\\Q&UO“)
I'EP:{{n,n),x) L'EP:{(n,n),x)
T 1"P: ((0,0), ) L =1"P: ((0,0),x)

< = > |
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A Calculus o] Bounded Capabilities

‘ Thm: Subject Reduction \

If ' P:{(o,x) and P\, Q then I' - Q : (¢, x) for some ¢’ < 0.

SUSSEX



A Calculus of Bounded Capabilities

‘ Thm: Subject Reduction \

f ' P:(o,x) and P\, @ then '@ : (o', x) for some ¢’ < o.

EXercise:
Prove that

'-P:{(n,n),x) = n>0

EXercise:
What would happen if we considered well-typed the replication of processes like tr . 0 or tr . 07
Consider for istance that the process !tr . 0 would grant away all the free slots of the ambient.

EXQreise: Congider each of the following processes and say whether they are Typeable or
dangerous /unsafe is some way.

starvy = n[ Mtr . 0 ]

greedy = n[ 1tr .0 | =]

\_ 100dy = n 1tr .= | =] J
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Some RQIQT ences
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W. Charatonik, A.D. Gordon, J.-M. Talbot, Finite Control Mobile Ambients,
ESOP 2002.

® D. Teller, P. Zimmer, D. Hirschkoff, USINg Ambients to Control Resoureas,
CONCUR 2002 + Tech Rep ENS Lyon.

°
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conclusions

‘ ® In the large. Resource bounds negotiation and enforcement in GC. \

® In the small: Expressivenss of MR and BoCa; Smarter types; ...
® In general. A lot to be done. ..
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conclusions

‘ #® In the large: Resource bounds negotiation and enforcement in GC. \

® In the small. Expressivenss of MR and BoCa; Smarter types; . ..
#® In general. A lot to be done. ..
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® 'R U interested in the “Foundations of Global Computing”?
® 'R U willing to spend x months (6 < x < 12) in Sussex
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Apply for & grant to the Marie Curie Traning Site “DisCo: Distributed Computation”
‘ http://www.sussex.ac.uk/Units/pgrad/marie-curie/ . \
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