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Group Types for Mobility

Aim: Resource Access Control
[ Detect and prevent unwanted access to resources.

I We focus on static approaches based on enforcing type disciplines.
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Group Types for Mobility

Aim: Resource Access Control
[ Detect and prevent unwanted access to resources.

I We focus on static approaches based on enforcing type disciplines.

GTOUPS. Sets of processes with common access rights. (Cardelli-Ghalli-Gordon)
Constraints like k& : CanEnter(n) are modelled as:

n belongs to group G

k may cross the border of any ambient of group G.

For instance, the system:
klinn |l[outk]] | n[-]
is Well-Typed under assumptions of the form:

K :amb[K, cross(N)]

[ :amb|L, cross(K)] n :ambN, . . .]
< K =>>1 >
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Indiract Border CYOSS\ﬂg In MA

Troyan Horses: The system

Odysseus | in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojons]

is well-typed under assumptions:

Odysseus : amb
Horse : amb

Troy : amb

< K

Achaean, ¢ross(Toy)]

Toy, Cross(City)]

City, |

=>1 >
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Indiract Border CYOSS\ﬂg In MA

Troyan Horses: The system

Odysseus | in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojons]

is well-typed under assumptions:

Odysseus : amb
Horse : amb

Troy : amb

HOowever, the system may evolve to

Achaean, ¢ross(Toy)]

Toy, Cross(City)]

City, ]

Tro[ Trojans | Horse] ] | Oaysseu] Destroy]]

where Odysseus got inside TTOY'S WAl

< K

S taking by surprise the Trojans.

=>1 >
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Typed Boxed Ambients: Syntax

< K

n

P =

|
* — 3

names
enelosing amb
local

Nil process
composition
restriction
replication
ambient
prefixing,
Input

output

group creation

V.U :==n name

inV may enter V
out V' may exit V'
V1. Vo path

=>1 >
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Reduction Semantics

Mobility:

n[inm.P|Q] | m[R] — m[n[P[Q][R]
m[nloutm.P | Q]| R] —n[P|Q] [ m[R]

(In)

(Out)

=>1 >
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Reduction Semantics

Mobility:
n[inm.P|Q] | m[R] —m[n[P|Q]]|R] (In)
m[nfoutm.P[Q]|R] —n[P|Q] | m[R] (Out)

communication:
(x).P|(V).Q — P{V/x}|Q (Comm Local)
()P | n[(V).Q | R] — P{Vjx} | n[Q|R]  (Comm Input n)
()P | n[(V)1.Q | R] — P{V/x} | n[QIR]  (Comm Output 1)
(V)P | n[().Q | Rl — P | n[Q{V/x}|R]  (Comm Output n)
(V).P [ n[(x)'.Q | R] — P | n[@{V/e}|R]  (Commmput 1)

< K =>1 >
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Types

Groups: G.H,...

Sats of groups. ¥, 2,.7, ...

ANbients types:
A u= amby (G, M, C]

Procass types.
II == proelG, M, C]

Capability types:
K == |G, M, F]

< K

7/ The universal set of groups

amp of group G, good for actions y € {i,0,c,r,w}
With mobility type A/, and communication type C'

process that can be enclosed in an ambient of group G,
may drive to ambients whose groups are in A,
and communicates as deseribed by type C

Q&p&b'\\'\w that can appear in an ambient of group G,

may drive it to ambients whose groups are in M,
With exchange type F'for local communication

=>1 >
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Types (cont.)

Mobility types:
M ::= mob[¥]

Communication types:
C' = com[E, F]

Exchange types:

E,F = W[, O]
Message types:

1,0 = 1 } Wi x...x W,
Value Types:

W,y .= A

K
S

T

mobility specs

£ tor local and £ Tor upward exchange

read /write values (valid it O < 1)

bottom, tuple, top

ambient name
capability

=>1 >
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Subtyping

(SAMD)
X1 C X0 C {:j-a o,C, T, ‘J:}

amp,, |G, M, C] < amb,, (G, M, C]

(SCQP)
M() =< Ml; FO < Fl

cap|G, My, Fp] < cap|G, My, Fi]

(sCom)
EO =< El; F() < Fi

com|[Ey, Fo| < com|[Eq, FY]

(SMS@

L <Wix...x W, =<T

< K

(SPYOQ)
MO < Ml; Co =< 01

proc|G, My, Co] < proe|G, My, C4]

(sMob)
% C %

mob[¥4p] < mob | |

(SEXC)
I; < Io; O() < 01

Y\N[IQ, OO] =< Y\N[Il, 01]

(STUp\Q)
W; <T;; 1€1.k

Wix...x W <1 x...

XTk

=>1 >
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G00d Values

< K

(\/a\ n)
Con:W,IV - o

Con:W,I"Fn: W

(Val pix)
'V K; TV K

I' = WV K

(Val sub)
r+-v:.w, wW=<Ww

L' -VvV:w

(Valin)

'V ooamb; [G, M, com|E, F]

I'F inV :cap[H, mob[{G}], ]

(Vg,\ out)

'+ V ooamb, G, M, com|E, F]

I' F outV :capH, M, F|

Hel

Hel

=>1 >
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Good Processes — Mobility

(Pro prx)
I' F Veeap|G, M, F|; I' = P:proc|G, M, com|[E, F]

I' = V.P:proc|G, M, com[E, F]

(Pro amb)

I' F Vamb[H, mob[.], com[E, F]]; T' = P:proc[H, mob[.], com[E, F] P

G e
I' = V[ P]:proc[G, mob[B], com [ zero]]
(Pro res) (Pro gres)
I'n:AF P:1II I'GF P:1I
G ¢ fg(II)

' (vn: AP : 10 '+ (vG)P: 11

(Pro 0) (Pro par)
G € dom(I") - P:I1I; THQ:1I

I' F 0 : proc[G, mob[@], com [zero, zero]] ' P|Q:II
(Pro rep) (Pro sub)

I'= P11 ' P11 II<II

' H1P: 10 '+ P:II

< K =>1 >
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G00d Procegses — communication

(p %
I'ax: W F P:proc|G, M,com[rw[I, O], F]

I' F (x: W).P :proc|G, M,com[rw[], O], F]]

I <W

(Out *)
'V :W; Tk P:proc|G, M,comrw[I, W/, F|]

I' E (V).P :proc|G, M,com[rw[I, W], F]

(inp 1)
[Lax: W F P :proe[G, M, com[E, W[, O]]]

I<W
I (x: W)l.P:proc[G, M, com[E, tw[I, O]]]

(output 1)
'V :W; T P:proclG, M,com[E, rw[l, W]]]

I = (V)P proc[G, M, com[E, tw[I, W1|]

...And 80 on &ﬂ&\OgOUS\y

=>1 >
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Properties

Communication properties;
0 T F (z:W).P|(V).Q:IlthenT F V:Y withY < W.

< K

=>1 >
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Properties

Communication properties;
0 Tk (x:W).P|(V).Q:IlthenT  V:Y with Y < W.

Mobility propertias:
0 T Fnlinm.P| Q]| m[R]:II, then

I' E m:amdby [M,_,|] and I'F n:amb,, |, mob.7], ]

with M € ., i,c € yp and ¢ € y;.
T F m[nfoutm.P| Q]| R]:1I, then

I' = m :amb,y, [M,mob[.4,], ] and I' = n :amb, [N, mob[.%,], ]

with o,c € xo, c € x1, M€ ., and ., C ...

< K

=>1 >
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Properties

Communication properties;
0 Tk (x:W).P|(V).Q:IlthenT  V:Y with Y < W.

Mobility propertias:
0 T Fnlinm.P| Q]| m[R]:II, then

I' E m:amdby [M,_,|] and I'F n:amb,, |, mob.7], ]

with M € ., i,c € yp and ¢ € y;.
T F m[nfoutm.P| Q]| R]:1I, then

I' = m :amb,y, [M,mob[.4,], ] and I' = n :amb, [N, mob[.%,], ]

with o,c € xo, c € x1, M€ ., and ., C ...

SUD]QQ’E redquction:

I fI'F P:Iland P=(Q or P — (), then there exist groups Gy, . .
such that Gg,...,G,I' = @ : 11

< K

.G

=>1 >

SUSSEX




Datecting Odysseus' intentions

Now, in order to assign a type to
Odysseus [ in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojans]
we need assumptions of the form:

Odysseus : amb. [Achaean, mob|[{Ground, Toy, City}|, |
Horse : amb; .. [Toy, mob[{Ground, City}], ]

Troy : amb;ec[City, -, ]

representing that Odysseus is an Achaean intentioned to move into a City!

< K

=>1 >
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DQIQQT,mg OdySSQUS' INTRNTIONS

Now, in order to assign a type to
Odysseus [ in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojans]

we need assumptions of the form:

Odysseus : amb. [Achaean, mob|[{Ground, Toy, City}|, |
Horse : amb; .. [Toy, mob[{Ground, City}], ]

Troy @ ambiec [City, -, ]

representing that Odysseus is an Achaean intentioned to move into a City!
On the other hand, under assumptions of the form

Odysseus : amb. [Achaean, mob |{Ground, Toy}|, |

the Trojans should not fear any attack from Odysseus.

But what if Odysseus is IYINg about his intentions (i.e. type)?

< K

=>1 >
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BSA Add\ﬂg QO-QQPAD'\\'\UQS

Reduction Semantics:

n[inm.P| Q]| m[ina.R|S] —m m[n[P |Q] | R|S] Torac {x,n}

m[n[outm.P| Q]| R ||outa.S —n[P|Q]|m[R]|S Tforac{xn}

MODIIITY Types: (extended: % tells which processes are allowed.)

M == mobl., F]

Subtyping Relation: (extended)

(sMob)
% C Y, %< G

mob[%, Cﬁo] < mob[%, cgl]

< K =>1 >
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G00d Values in BSA

(Valin) (Val out)
[' = Veamb; |G, M, com|E, F|] [' = V:amb, [G, mob .7, €], com|E, F|]

I' = in V:cap[H, mob[{G}, 0], E] I' = out V:eap[H, mob[.”, ()], F]
(Val coin) (Val coout

[' = V:amb; |G, M, com|E, F|] [' = V:amb, |G, M, com|[E, F]

I' - inV:cap[H, mob[(), {G}], F] I' - out V:cap[H, mob[d, {G}], F]
(Val coin ) (Val coout x)

G € dom(I) G € dom(I')
I' F in *:ap[G, mob[d, %], zero] I' - out «:cap[G,mob[(), 7], zero]

In (Val in), (Val out), (\Val coin), (Val coin), assume H € T’

< K =>1 >
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GO0d Procegses — N\OD'\\'\W In BSA

0
oo G € dom(I)

I' F 0:proc[G, mob[, ], com [zero, zero]]

(Pro prx)
I'F Veeap|G, M, F|; I' = P:proc|G, M, com|[E, F]

I' B V.P:proc|G, M, com[E, F]

(Pro amb)
[' = Viamb [H,mob|.¥”, €], com|E, F]
I' F P:procH, mob ., €|, com|E, F]

I' = V[ P]:proc[G,mob[@, {H}], com[F, zero]]

Ge. .

=>1 >
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Control Properties in BSA

Accaess Control Theorem:

Whenever
' m[ina.P|Q]:1T or T'F m[outa.P|Q]:1I,

with o € {x,n}, then
T F m :amb,, [, mob[_, €], ], and

(] either a =% and ¢ = %,
0 ora=nwth ' F n:amd,, [N,_,|]and N € 7.

< K

=>1 >
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Using QO-Q&P&D'\\'\UQS 10 dafend TF()y

Our running example in BSA:

The Trojan War = Odysseus| in Horse.out Horse. Destroy |

Horse[in  .in Troy ]

Troy[ in Horse. Trojans | out Odysseus.Sinon |

which can be Well-Typed only if

[' = Troy : amb;oc[City, mob[_, {Toy, Achaean}|, |

That is if Troy (in suicidal mood) allowed Achaeans in.

< K
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Using co-capabilities o defend Troy (ct

4)

Consider now the system:

The Trojan Trap = Odysseus| in Horse.out Horse. Destroy |

Horse[ in * .inTroy ]

Troy[ in Horse. Trojans]

This situation would be perfectly safe for Troy (but dangerous for Odysseus!)
provided we can type it under the assumptions of the form

Odysseus : amb. [Achaean, _, |
Horse : ambj,.[Toy, _,com[E, O]]

Troy : amb;ec[City, mob[D, €], ]

with Achaean € 7.

< K

=>1 >
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