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Foundatiord GlobaComputing

GlobaComputing:

computationover a global network of
mobile, boundedresourceshaed among
mobile entities which move between
highly dynamic,largely unknown,
untrusted networks.

Ditculties:

Extremedynamicrecon gurability; lack
of coordination and trust; limited
capabilities;partial knowledge. ..

Issues:

Protection and managemenbf resources;
privacy and con dentiality of data; . ..
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Mobily & AgenMigratior

—

Globalit & Variabily

Resourcgharing. Corrol

Safet & Protection
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OwervievofthelLectures

Aim:
lllustrate calculiwhich formalisethese
ideasand pavethe groundfor the
developmenbf foundationssolid enough
to underpinfuture applications.

Approdc

Presenttools { essentiallytype systems{
to guaanteesafel, securiy andin
particular resourceaccesscontrol.

What:

2 Name Mobility

Types for Safety & Control
Asynchrony & Distribution
Ambient Mobility

Resource Contr ol

Q: ©: D O D
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TheYsCalculus:

a Basiccalculus
a Variations

a Bisimulation
a Properties
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Typed¥Calculi:

Sats

Simply Typed Y4
/O Types
Secrecylypes
Group Types
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OwervievofthelLectures
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developmenbf foundationssolid enough
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Approdc
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Asyniaronou®zCalculi:

1/65\
Asynchronousg/s
Yy

DY,

Join calculus

Q: QO Q@O QO Q:

o TA




OwervievofthelLectures

Aim:

lllustrate calculiwhich formalisethese
ideasand pavethe groundfor the

developm_enlof founda’qon_ssolld enough Anbien Calculr
to underpinfuture applications.
A AT a Mobile Ambients
ppro a Ambient Types
Presenttools{ essentiallytype systems{ 4 Boxed Ambients
to guaanteesafel, securiy andin LT ¢
particular resourceaccesscontrol. “ ypiic()ers <Control
What:
a Name Mobility
a Typesfor Safety & Control
a Asynchrony & Distribution
a Ambient Mobility
a Resource Control
e I o 1A




OwervievofthelLectures

Aim:
lllustrate calculiwhich formalisethese

ideasand pavethe groundfor the
developmenbf foundationssolid enough

to underpinfuture applications. Resourdceotrol
Approdc a Interferences

Presenttools { essentiallytype systems{ ; S_ecrecyn Amb_le_nts

to guaranteesafet, securiy and in a Sizes& Capacities

particular resourceaccesscontrol.

What:

Name Mobility

Types for Safety & Control
Asynchrony & Distribution
Ambient Mobility

Resource Contr ol
e [n o A
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Roadmap

3

5

e I

Another way to look at the plan:
Start from Yaand movetowards asynchronyand distribution.

O 4

distributed & N\z e
\X,\K/ Y,

7\&‘5’ i join /

asynwronous

Whatwillweignore?

An enamousamount! However,what we'll do will be suzcient to be able
to follow the literature and the current developments.
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GlobaComputing
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| Lecturé |
Namélobily
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RoadmadiprLecture

e I

The Yscalculus'basicmechanisms
Examples

Variations

A Polyadic V4

Summation

Match & mismatch
Recursion

Higherorder

Q: D O O D

Barbs & bisimulation
LTS & bisimulation
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TheYicalculus

The Yacalculus is:

a A formal model to descrile and analysesystemsof interacting
(communicating) praessewith dynamic(re)con guration;

4 Termsare processesthat is computationattivitiegunningin parallel
with eachother and possiblycontainingseveralindependentsubpgocesses.

4 Currentlythe canonicahalelof concurréicomputatioasthe
. -calculusfor functional computation:

a computationin the | -calculusis the result of function application;
computationis the processof applyingfunctionsto argumentsand
yieldingresults:

a computationin the %+calculusarisesfrom processinteraction/reaction
(basedon communication).

e I o TA



Nameas thevicalculus

Naming IsapenasienotionnY;

4 It is a prerequisiteto commnicatioand, therefae, interaction and
computation.

a It presupmsesindepndencéhe nameand the namedre independent
(concurrent) entities.
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Nameas thevicalculus

Naming IsapenasienotionnY;

4 It is a prerequisiteto commnicatioand, therefae, interaction and
computation.

a It presupmsesindepndencéhe nameand the namedre independent

(concurrent) entities.

Namesiamaeiommunic ation channels
notagets
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TheSymax

a Anin nite setof namesN = fx;y;z;:::0.
a Actiorpre xes:
Var= x(y) ] Xty | ¢

a Praesses: X
P = a'lPi j PjPj(CaP j IP
121
where
a | nite;
a input x(y):P andnew(°y):P bindy in P. Termsare taken up to
®-conversion.That is: for z not freein P

X(y):P =~ x(z):Pfz=yg (°y)P "~ (°z)Pfz=yg;

P
a commonlyusedshathands: O for the empty sum . ; P + P for

binary sums;X or x whenthe messagas irrelevant
e I o 1A




Reductions
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(°2)(xhyi + z(W):Whyi j x(u):thvi j hei)

o TA




Reductions
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Reductions
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(°2)(xhyi + z(W):Whyi j x(u):thvi j xtzi)

/

(°2)(0 ) yhvi j xhei)
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Reductions
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(° z)(khyl + z(w):Whyi | x(u) bhvi  Xhzi)

/N\

(°z2)(0 j yhvi j kei) (°z)(khyi + z(w):Whyi | 2hvi | O)
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Reductions
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(° z)(khyl + z(w):Whyi | x(u) bhvi | 5(hZ|)

/N

(°2)(0 j yhvi j Xei) (°z)(khyi + z(w) Whyi | 2h/| ] 0)
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Reductions

e I

(° z)(khyl + z(w):Whyi | x(u) bhvi | 5(hZ|)

/N

(°2)(0 j yhvi j Xei) (°z)(khyi + z(w) Whyi | 2h/| ] 0)

Y

(°z)(¥hy110) 0)
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CotextsandCongruences

Praes€onexts:

C:=[.]j %“C+P j(aC |jCjPj!C

Conguences:
A relation ./ is a congruencdf it is preservedoy all contexts,that isP ./ Q
implies:
ViP + R ./ YQ+ R (ca)P ./ (°a)Q
PIR./QjR RiP./RjQ
P ./ 1Q

e I o TA




StructuraCongruence

P~ Q if they canbe transfamed into eachother using

a rearangementof termsin summations;
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StructuraCongruence

P~ Q if they canbe transfamed into eachother using

a rearangementof termsin summations;
a commutativemonoidallaws for | (with O asunit);

C2)(PjQ)" (°2)P ] Q; if z 62n(Q);
(°2)0° 0O;
Cx)Cy)P " (Cy)(°x)P:

a P° PjIP
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StandarBorm

A process

is in standartrmif

e I

(°e)(M1] ¢ My | 1Qq1 ] ¢¢¢) 1Qn)

1. eachM; isasumand
2. eachQ; isitself in standad form.
Thm:Everyprocessess structurally congruentto a processin standad form.

praof Easy by structural induction.

o TA




ReactioRules

Tau: (¢, P+ M) ! P
React(M + x(y):P)j (xrzi:Q+ M9 ;! fz=ygP jQ

Pi! PO Pi! P°

BEETQIT PYQ " eap i1 (0a)po

P~ P% P%il Q Q% Q
Pil Q

Struct:

Evaluatiommonexts:E :=[.]j E+ P j (ca)E j EjP

e I
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Anexample

Although it may appea not obvious,the term
P = x(z):yhzi | [(°y)khyi:Q

hasa redex. Let ususe” to uncoverit.
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Scopextrusion

The following rule enlagesthe scope of a:
(Ca)(PjQ)" Pj(°a)Q if a6An(P)

a left-to-right reading: no surgise
a right-to-left reading: enablesexport of private names.

c(x):P j(°a)chai:Q

In suchform, the processesnay not communicate.

e I
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Scopextrusion

The following rule enlagesthe scope of a:

Ca(PjQ)” Pj(*a)Q Iifa62n(P)

a left-to-right reading: no surgise
a right-to-left reading: enablesexport of private names.

c(x):P j(°a)chai:Q

In suchform, the processesnay not communicate.
However:

c(x):Pj(°achai:Q " (°a)(c(x):P jchai:Q)
i! (°a)(Pfa=xgjQ)
the namea, private to Q, hasbeencommunicatedio P.

As in the previousslide,it may be necessgy to perfam an ®-conversionon a.

e I o TA



Scopextrusiormgomnued

The reduction
cx):PjCachai:Qji! (°a)(Pfa=xgjQ)

establishea new communicationlink betweenP and Q, viz. a.

The newlink is now pri\ateto P and Q, and will remainso until one of them
communicategt to third parties.

Scope extrusionand channel-base@ommunicationprovide an elementa, yet
powerful mechanisnfor:

a  Namenobily: dynamicallychangingthe topologicalstructure of a system
of processesby creating new communicationlinks.

a Secrecystablishingpriate hencesecrethannels.

e I o TA



Theessencd namenoblly

L

“
“%

&,

PJRJQ
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Theessencd namenoblly

/7 T ~
/ N X
' N

\
P

@8

N /
\\ /

~

%
\ i \
.??

°2)(PJR)JQ

e I

38,
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Theessencd namenoblly

/7 T ~
/ N X
' N

\
\

\
\

e I

38,

'?’),) \
! %
P

Z '?? \
h N /
N - /

~

\

°2)(PJR)JQ

SupposeP = xtzi:P°(x not in P%) and Q = x(y):Q°
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Theessencd namenoblly

e I

°2)(PJR)JQ P (°z)(Rj Q%)

Newscopofz
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Namenobily andsecrethannels

A simplesecurity protocol:

a Alice and B ob want to exchangesecretM , Servermediates.
A and B shae private channelscas andcgs with S

a A sendsB a secretchannelcyg via S.
Msgl: Al S cCcag ONnCas
Msg2: S! B cag ONCgs

a Now A and B communicatevia Cag .
Msg3: Al B M oncapg

e I o TA




Namenobily andsecrethannels

A simplesecurity protocol:

a Alice and B ob want to exchangesecretM , Servermediates.
A and B shae private channelscas andcgs with S

a A sendsB a secretchannelcyg via S.
Msg 1: Al S cag ONCas
Msg 2. S! B Cag ONCgs

a Now A and B communicatevia Cag .
Msg3: Al B M oncapg

Yecalcul | c ation oftheproteol
US{oeC P

A, (°Cag )Cashcag I:CaAg M i
S, cCas(X)Cgshxi
B, cegs(Xx):x(y):Pfyg

SYS (°cas)(°ces)(AJB]S)

e I
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A runoftheproteol

SYS= ces(X):x(y):Pfygj cas (X):Testxi j (° Cag )(Cas hcap i:CTag M i)

" Ces(X):x(y):Pfygj (° cas )(Cas (X):CestXi jCashcag i:Cag M i)

i! Ces(X):X(y):Pfygj(°cag )Ceshcag i jCaAg MM 1)

" (°caB )(Ces(X):X(y):PfygjCeshcas | jCag M)

i! (°cas )(cas (Y):PfygjCag M)

e I o TA




Therun,conceptually

A = (°Cag )Cas lCag i:Cag MM A = Tag M
S = Cas (X):TgshXi =) S=0
B = cgs(x):x(y):Pfyg B = cas (¥):Pfyg

%
.???
)

Cas 7y Cas - -~ CBS

We willrevisithisexampl&ithcryptographpeimities

e I

A L
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Butofcourse.

e I

This is an ideal picture, as private channelsare an abstraction

(°n)(Nhai Q j n(x):P)

What if the two processesre located at remote sites?
In practice, one needscryptography

(° n)(phfagn 1 Q] p(y):decrypty asfxg, in P)

that's the ideabehindthe spi calculus

o TA




PolyadiC/4

Theldea:

Is it a mare expressiveparadigm? Or canit be encaled?
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PolyadiC/a

Theldea:

Is it a mare expressiveparadigm? Or canit be encaled?

Encding?

e I

xkhzy; zo1: Py = kheqi:khzyi :XPy:
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PolyadiC/4

Theldea:

Is it a mare expressiveparadigm? Or canit be encaled?
Encding? xkhey;zi:Py = %hzii:khesi:xPy:
Wrong idea:

xkheq; o1 P ) X(Y1;Y2):Q1 ] X(Y1;Y2):Q2y
. ! o]

i
XPy | X(Y2):fz1=y19xQ1Y | X(Y2):f Z2=y.9xQ2y

e I
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PolyadiC/a

Theldea:

Is it a mare expressiveparadigm? Or canit be encaled?
Encding? xkhey;zi:Py = %hzii:khesi:xPy:
Right idea:
pkhe,; zo1:Pq= (°z)khel:2hzqi:2hzsi:pPQ
PX(z1;22):Pq = x(y):y(y1):y(y2):pPq

Thm.The translationis “sound(i.e., if pP g behavedike pQqg, then P behaves
like Q). Isit “correct(and therefae fullyabstradf? (Leftforexercise)

e I o TA




Examplanemorgells

celfn) , (°s)(smi j
lgety):s(x):(Shxi | yixi) |

Ipuy; v):s(x)(shvi j yhi))

a aprivate channels ‘staes'the valuen (it representsthe state of the
memay cell),

a two handlersservingthe "get and “put requests.

a both implementedas replicatedprocessesto servemultiple requests.

a eachrequestservedby rst spavning a freshcopy of the handlerby
meansof the congruencedP =~ P j!P.

e I o TA
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Cell:putanaget

gefy):s(x):(shxi j yhxi)

receiveon getthe namey of a channelwhereto sendbackthe result

upon receivingthe channelname,consumethe current cell value,and then
reinstateit while copying it to the channely;

puly; v):s(x)(shvi j yhi)

similar situation, with a further subtlety: alsoexpect an\ad&' channel(y)
from the user,and useit to signalthe completionof the protocol.

o TA



CellandUser

A sampleuserof the cell:

clien(v) = (° a&)(° re)
putad; vi:ak() :getret :ret(x) :prirhxi

a declae private return and ack channels

a rst write a newvalue,wait for ack, and then readthe cell contentsto

print the returnedvalue.

Let uslook at the system:

cell0) j clien(v) = (°s)(°a&)(® re(:::)cenn J (:::)user

e I
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Cell& userreduction

Note " -stepsomitted.

e I

(ShOi j (puty;v):s(X):::tj i) cen J (putads Lii:::)user

i1 (ShOi j s(x):(Shii jadhi) j:::))cen j (k)20 )user

i1 (Shlijadhij:::)cen j (k)i )user

i1 (shli j(gety):s(X)::::))cen j (getret::::)user

i1 (Shlij(s(x):(Shxi jretxi) :::))cen j ref(x):prinhxi

i ! (Shili jretli :::)ce j ret(x):prinhxi

il (Shlij:::)cen j prirthii

o TA




Summation

The original calculushasunguardesims

P::=:1JP+P

This makesthe theay mare complexwhile producinglittle gainsin exgessiveness.

Inputguardesum: ¥ o1 Xi(Y):P
Rejectsthings like (x:P + ¥:Q) j (x:P%+ y:QO).

Nosumst all:
Still, purelyinternal choice¢:P + ¢:Q canbe de ned:

(°a)(aj aP jaqQ)

e I o TA
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MataingandMismatueng

The original calculushas
Vo= 1 ] [X = y]¥4) [X 6 y]Ya
x=x]P " P X6 ylP O

Usefulin programming,it hasan impact on the theay, and somehav complicates
It. A generalencaling is impossible,but in somecasests e®ectcan be recovered
to a certain extent:

P P
xa(x):( [x = ki]Pi)y = a(x):(xhi] ; ki():xPiy)

Though this works only providednobody “interferes'with k;.

e I o TA



RecurspbDe nitions

It Is usefulto be ableto write

A Qn: whereQa = COCANWI CCCAhwI ¢

It can be obtainedusingreplicationas follows

1. Choosea, to standfor A;
2. R = replaceAhwi with & hwi in R;

3. B = (2a,)(P ] lax (%):Gn).

On the other hand, replicationcan be de ned from recursivedefs.

AL PijA:

e I
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HigheOraei/

A most natural suggestiorfor processmobility:

Vo= ¢¢¢) x(X) j XhPi
P .= ¢¢¢) X

X(X):PjJxRi:Q! fR=XgP jQ

e I
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HigheOraei/

A most natural suggestiorfor processmobility:

Vo= ¢¢¢) xX(X) ] XMPi
P = ¢¢¢j X

X(X):PjJxRi:Q! fR=XgP jQ

atbruii:b(x) j a(X ):(X jehvi) ! b(x) | bhui j &hvi:
This is very expressive:A generalpurposereplicata

D % a(X):(x jahxi)

e I
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HigheOraei/

A most natural suggestiorfor processmobility:

Vo= ¢¢¢) xX(X) ] XMPi
P = ¢¢¢j X

X(X):PjJxRi:Q! fR=XgP jQ

Thm.Encaing “fully abstract’. Assumea namean unusednamex assiated tc
eachX.

[ahPi:Q] = (°p)ahpi:([Q]) !p:[P]); pfresh
[a(X):P] = a(x):[P])

[X]=X

e I o TA




Otherariarks

3

5

5

e I

Asynicronou®i Disallonv continuationon sendingalxi:P.
Local¥i Disallov inputs on x in the body of a(x):P.

Priate¥; Disallov output of free names:Processesan only passnames

their own private names.

Distributetls Severalinterestingcalculibasedon ¥ : Dpi Join Blug Seal

Nomadieict. . .
Spi applieg,. . .

o TA




ObsentionandBisimlation

ObsemtionsP#, if P canengagein action involving a

P#s, P~ (°x%)(atzi:P°+ ¢te) a 62¢
P#,, P~ (°%)(a(z):P°+ ¢¢o) a 62«
P+e, P=)# o =) , !9

BarledBisimlatiorVa: is the largestequivalenceelationt s.t.forallPt Q
a IfPj! P%henQ=) Q°for somesuchthat P°t Q
a |If P#, then Q+,

e I o TA




ObsentionandBisimlation

ObsemtionsP#, if P canengagein action involving a

P#s, P~ (°x%)(atzi:P°+ ¢te) a 62¢
P#,, P~ (°%)(a(z):P°+ ¢¢o) a 62«
P+e, P=)# o =) , !9

BarledBisimlatiorVa: is the largestequivalenceelationt s.t.forallPt Q
a IfPj! P%henQ=) Q°for somesuchthat P°t Q
a |If P#, then Q+,

Barbed bisimulationis very weak, pretty useless:

ahui Y4 ahvi Y4 (°u)ahui

Considere.g.t = f(arui;ahvi)g and...

e I o TA




ObsentionsaandConexts

Barbed equivalencas very weak, but "contexts'are very powerful enquirers:
ConsiderC = (°a)([ ]] a(x):x). Then

Clahui]! (°a)u#y, Clahvi]! (°a)v# Cl[(PCu)ahui]! (°au)ué&

e I o TA
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ConsiderC = (°a)([ ]] a(x):x). Then
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Therefade  Clahui] & Clahvi] & C[(°u)atui]
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ObsentionsaandConexts

Barbed equivalencas very weak, but "contexts'are very powerful enquirers:
ConsiderC = (°a)([ ]] a(x):x). Then

Clahui]! (°a)u#y, Clahvi]! (°a)v# Cl[(PCu)ahui]! (°au)ué&

Therefese  Clahui] & Clahvi] & C[(°u)ahui]
BarledCongruenge: Is the largestcongruencen %, that is

P2°Q I®C[P]¥C[Q]; for all C:

ComextLemmar 2¢ Q i® P¥%j R ¥4 Q%j R, for all R and substitutions ¥4

Exercisédnly non-injectivesubstitutionsare interestinghere.. .
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Theproblenwithaliasing

Role of %4is accountfor aliasingccurring from rebindingof namesafter input.

Considerthat XjyYvaxXy + yX.
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Theproblenwithaliasing

Role of %4is accountfor aliasingccurring from rebindingof namesafter input.
Considerthat XjyYvaxXy + yX.

But, in C = a(y):[.]]amxi, sincex is receivedfor y, X j X B2 X:x + X:X.
The e®ectof suchcontextsis capturedby the contextlemma¥{x) = 3y) = z.
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Theproblenwithaliasing

Role of %4is accountfor aliasingccurring from rebindingof namesafter input.
Considerthat XjyYvaxXy + yX.

But, in C = a(y):[.]]amxi, sincex is receivedfor y, X j X B2 X:x + X:X.
The e®ectof suchcontextsis capturedby the contextlemma¥{x) = 3y) = z.

Simila problemsfor matching:

[X = y]lc ¥ 0 but [x = x]c &0:

e I o TA




Lakelledlransitiobystem

4 Barbed bisimulationderiveshaturallyrom the reductiorules.

e I
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Lakelledlransitiobystem

5

Barbed bisimulationderivesnaturallyrom the reductiorules.

a Congruencesre brought about by engineeringmathematicaland logical

e I

considerations.
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Lakelledlransitiobystem

4 Barbed bisimulationderiveshaturallyrom the reductiorules.

a Congruencesre brought about by engineeringmathematicaland logical
considerations.

4 But barbed congruencds harco work with.
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Lakelledlransitiobystem

Barbed bisimulationderivesnaturallyrom the reductiorules.

Congruencesre brought about by engineeringmathematicaland logical
considerations.

But barbed congruences hardcto work with.

Desiderat@haacteriseit in terms of:
1. bisimulations(easyto reasonwith { coinductipn

2. labelledtransition systems(descrike interactionswith environment
explicitly helpintuition, bag of toaols, .. .)

o TA



viActions

®:1= ¢ XY ] OXy | xy

a n(®): namesin ®

a bn(®): namesboundin ®, that is bound output.

Desiderata:

Thm:Establisha compositional T suchthat ;{

Thm:Establisha proof techniquefor 2 ¢ usingbisimulationon iC?

e I
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Lakelledlransitiobystem

(Out)

(Inp) (Tau)
ghyiP i4 P x@:P i} Pfy=zg &P f P
(Open) (Close
Piit PO ) P iiLf)f P°Q it Q°
o X® Z - - - 262n(Q)
°2)P iiit PO PiQ il (°2)(P°% Q%
(Comml) § (SumL) (ParL)
Piit P°Qiit Q° Pif PO Pif PO o O
PiQif P%Q° P+Qil P° PjQil P%Q |
(Res) (Rep)
P if PO PitP il Q
2P 1T Czpe P il Q

e I
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

e I
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

X(y):P j (° a)xhai:Q if
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

X(Y)P iil

X(y):P j (° a)xhai:Q if
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

x(y):P il Pfa=yg

X(y):P j (° a)xhai:Q if
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

X(y):P i1} Pfasyg  (°a)xhai:Q ijil

X(y):P j (° a)xhai:Q if
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

xhai:Q i}

X(y):P i1} Pfasyg  (°a)xhai:Q ijil

X(y):P j (° a)xhai:Q if
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

xhai:Q i} Q

X(y):P i1} Pfasyg  (°a)xhai:Q ijil

X(y):P j (° a)xhai:Q if

e I
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

xhai:Q i} Q

X(y)P iit Pfazyg  (°a)xmi:Q ii|} Q

X(y):P j (° a)xhai:Q if

e I
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

xhai:Q i} Q
X(y)P iit Pfazyg  (°a)xmi:Q ii|} Q
x(y):Pj(ca)xhai:Q i{ (°a)(Pfa=ygjQ)
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Anexample

Let us shav how to prove that

x(y):Pj(Caxhai:Q it (°a)(Pfa=ygjQ)

xhai:Q i} Q
X(y)P iit Pfazyg  (°a)xmi:Q ii|} Q

X(y):P j(°a)xhei:Q i{ (°a)(Pfa=ygjQ)
The role of Open Closeand Comm

(y):P A1 hai:Q = (Pfa=ygj Q)
(y):P Al (ca)ai:Q= (°a)(Pfa=yyjQ)

e I o TA



Bisimlation

Bisirmlatior/: is the largestequivalenceelationt s.t. forall P t Q

P if PohenQ =%t PO

Notehat:
in a(x):P ¥ Q, term Pfy=xg must be matchedfor all y (vell,almost.);

°Xz must be matchedonly for an appopriately freshz.

e I
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Bisimlation

Bisirmlatior/: is the largestequivalenceelationt s.t. forall P t Q

P if PohenQ =%t PO

Notehat:
in a(x):P ¥ Q, term Pfy=xg must be matchedfor all y (vell,almost.);

°Xz must be matchedonly for an appopriately freshz.

Again, ¥4 is not preservedoy substitutions

Full BisimlatiorP v Q i® P 3% Q¥%for all substitutions¥s(non injective).

Thm v v 2 and %€ 1 2,
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Bisimlation

Bisirmlatior/: is the largestequivalenceelationt s.t. forall P t Q

P if PohenQ =%t PO

Notehat:
In a(x):P % Q, term Pfy=xg must be matchedfor all y (well,almost.);
°Xz must be matchedonly for an appopriately freshz.

Again, ¥4 is not preservedoy substitutions

Full BisimlatiorP v Q i® P 3% Q¥%for all substitutions¥s(non injective).

Thm v v 2 and %€ 1 2,

On "nite-image processesi.e., suchall setsof ®-derivatedf P°j P :SD: PY% are
“nite, with matbingvs® = 2°¢,

Exerciserovethat matchingis necessa, by shaving that P 6¥Q, but
C[P] ¥ C[Q] for all contextswithout matching, where

B P=amijlxjIxjlyjly and Q= ahyij!xj!IXjlyjly  o1n



ComparisoandOthemisimmlations
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ComparisoandOthemisimmlations

)_)CL/E
O @)

) /Jp)a g

1/,C R 1/,

Di®erencesn the treatment of input actions | )l(y! giveriseto di®erentnotionso
bisimulation:

a late a(x):P Yaa(x):Q i® Pfy=xg ¥ Qf y=xg for all y;
a grounda(x):P Yz a(x):Q I® Pfy=xg ¥4 Qf y=xg for a freshy;

a open obtainedusingsubstitutionsexplicitly in the bisimulationgame.

e I o TA

—h




Exercises

Exercises:

5

e I

Prove” i{ = it
Prove  Y2VYu

Prove” Y% VYaand %2¢
Provexhai B° (° z)Xtwi.
Prove¢.P ¥4 P.

ProveVapu Yaand % p 2°©
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SummanyfLecture

a This lectureintroducedthe Yicalculus'mechanismsand the fundamentals
of its semantictheary, ie barbed congruenceand full bisimilaity.

a Further Reading:

A completelist would be enourmous.Luckily, two referencedor all can
take you a long way

a Communicationand Mobile Systems:the ¥zcalculus(Milner)
a The Yzcalculus: A theay of mobile processegSangiorgialier)
a The mobility homepagenhttp://lamp.epfl.ch/mobility/
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http://lamp.epfl.ch/mobility/

GlobaComputing

e I

Lecture! |

Typesfor Safgt andCorrol
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Roadmapf Lecturé!l

Milner's sating system
Simply typed Y calculus
O typesand subtypes
Typed barbed congruence
Typesfor secrecy

Q: QO QO QO Q:

Grouptypes

e I o TA




Wiy Types?

Considerthe following terms of the polyadic Y:calculus.

ahb;ci:P ja(x):Q
antruei :P j a(x):x(y):Q

Both terms are ill-formed, make no senseand must therefae be ruled out. This
is one of the role of types. In general,types establishirvariaks of computation
that we useto guaanteesafely in many varieties.

e I o TA




Wiy Types?

Considerthe following terms of the polyadic Y:calculus.

ahb;ci:P ja(x):Q
antruei :P j a(x):x(y):Q

Both terms are ill-formed, make no sense and must therefae be ruled out. This

IS one of

the role of types. In general types establishirvariaks of computation

that we useto guaanteesafely in many varieties.

a Ty

esprotectfromerrorsand therefae provide guaraeesf consistent

processinteraction.

a Ty

esconeylogicastructurethe untyped Yzcalculusis too weakto

prove someex@ctedgropertiesof processesrising from implicitdisciplineof
nameusage.

Typesbring the intendedstructure back into light, and enhanceformal
reasoningon processterms: for instance,typed behavigal equivalencesre
more generousand can be easierto prove, asonly typed contextsneedto

be

e I

looked at.
o 1A



Milner'sortingystem

Memorgells
celin) , (°s)(smi j!gety):s(x):(Shxi j yhxi) ]

'putly; v):s(x)(stvi ] yhi))

a retusedto communicateintegers,
a getand a& usedto communicateanotherchannel
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Milner'sortingystem

Memorgells

celfn) , (°s)(smi j!gety):s(x):(Shxi j yhxi) |

a retusedto communicateintegers,

'putly; v):s(x)(stvi ] yhi))

a getand a& usedto communicateanotherchannel

Sorting

ret

get :
ak
put

e I

L YL

L YL O

7!
7!
7!
7!

(int)
(S)

0

(Sa: S)
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Sortingtormally

A Sortingystem

a Afunctiong :Sj! S° descrilesthe tuplesallowed on channelsof each

sat. §(°) isthe objectsat of °.

a Objectsat of ° 2 S must follow the sating disciplineg( °).

a P respects§ if in eachsubtermxhyi:P°%or x(y):P° if x : °, theny : §(°)

e I
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Sortingtormally

A Sortingystem

a Afunctiong :Sj! S° descrilesthe tuplesallowed on channelsof each
sat. §(°) isthe objectsat of °.

a Objectsat of ° 2 S must follow the sating disciplineg( °).

a P respects§ if in eachsubtermxhyi:P°%or x(y):P° if x : °, theny : §(°)

SulpectReductiont P respects§ andP j! Q, then Q respects§.

It follows that P .)ﬁ Impliesthat y : §(°), for x : °.
Therefae, thesecannot happen:

amb;ci:P ja(x):Q
antruei :P j a(x):x(y):Q

e I o TA




Simplyl'ypedvicalculus

ST 1= B typesofbasicalues
] (Tq;:::;T) tupletype,k > 0
] T linktype (dhannel)
Channei/pes

a Inform on the type of the valuethey cary

Examples
a ](int) : channelcarying valuesof type int.

a ](unit) : channelcarying ?, the only valueof type unit.

3

e I

1(Jint) : channelwhosevaluesare channelscarrying integers.
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Typesystem

4 Initial idea: typesassignemhlyto dhannelgrocessesre either well typed
undera particular set of assumptiondor their bound and free names,or

they are not.

a two judgementforms:
a j v:T vhastypeT
ai P P is well-typed

a i typeervironmena setof type assumptiondor namesand variables
(equivalently a nite map from namesand variablesto types)

Di®erentappoach possible basedon assigningmore informative typesto
processedo descrile various forms of processbehavia.

e I o TA




TypingulesMaluesndMessages

a \Values
(Base) (Name)
i  bv:B i:u:T u:T
(Tuple)
i  vi:T; 1=1k

o o1 A




TypingulesMaluesndMessages

a \Values
(Base) (Name)
i  bv:B icu:T u:T
(Tuple)
i vi:Ti 1=1 k

a Pracessds

(Input)
i u:l(T) i;x:T P
x\ Dom(j)= ?
i u(>):P
(Output)
i u:](T) i v: T | P
i uhwi:P

o o1 A




TypingulesPraess

Praessds

(Zero) (Par) )
i P i Q
I 0) I ) PJQ
(Repl) (Restr)
i © P i;a: T P
i 1P i  (ca:T)P

e I
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Type Syster®Rroertied

SulpectReduction

a reductionpreservesvell-typedness.
a ifi  PandP ! Q,thenj Q.
a needs

& Substitutiohemma
ifi u:Tandj;x:T P,thenj Pfu=xg.

a SulpectCongruence
ifi PandP "~ Q,thenj Q.

e I
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Type SysterRroertiedl

Type Safet

a well-typed processexommunicatein type-consistentways.

then c is a name(not a basicvalue),k = h= n andvy; : Tj.
a Subjectreductionguaranteesthat this property holdsof all derivativesof P.

a  We will descrile richer notions of type safety that provide securiy
guaantees

e I o TA
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Wiy Types?l

Typeshelpresourcaccessomrol

In the untyped ¥zcalculus,resourcegchannels)are protected by hiding
them

Often too coasea policy: protection is lost whenthe channelnameis
transmitted, as no assumptioncan be madeon how the recipientof the

namewill useit.

Typescometo the rescue:enface constraintson useof channelsby
asseiating them with read and/or write capabilities.

o TA



Exampleorirter

5

e I

printer P and two clientsC; and Co.
P providesa requestchannelp carying data to be printed
Yzcalculusrepresentation:

(°P)(P ] C1] C2)

if C., phqi:phoi::::, we expectthat the jobsj;],;::: are receivedand

processedin that order.

Not necessaly true: C, might compete with P to \ Steal the jobs sent by

C, andthrow them away: C, , !'p(j):0.

Let's x thiswithT yped

o TA
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1O TypesandSubypes

ST =
j 1T input capabiliy on a channelof T values
j ol output capabiliy on a channelof T values

] T link type (channel)

Channé/pes:
a Inform on the type of the valuethey cary

a o®ercapabilitiesto their users

Examples:
a 1(int) : input-only channelcarrying valuesof type int.

a ]i(int) : channelcarying input-only integer channels.

e I
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1O TypesandSubypes

ST =
j 1T input capabiliy on a channelof T values
j ol output capabiliy on a channelof T values

] T link type (channel)

Channé/pes:
a Inform on the type of the valuethey cary

a o®ercapabilitiesto their users

Examples:
a 1(int) : input-only channelcarrying valuesof type int.

a ]i(int) : channelcarying input-only integer channels.

Subtyping kicks in: any channelcan be usedin only one of its capabillities. .

T r oT
LLL'-LL rrrfr Subsumptioif x : ]T, then
X 1T andx : oT too o A

P IT




Subyping

The care of resourceaccesscontrol by typing: restrict capabilitiesin certain
contextsto protect channelsfrom misuse.

p:]T;a:]iT = ampi:Pja(x):Q

P knows p asa read/write channel.Q receivedat on a and therefae knows it

only asa input-only channel. Name p cantravel on a becauseof Subtyping ans
subsumption.

(Sub$ke®) (Subdgran)
T6T® T°6 T
T6T T6 TY
(Subs$0/) (SubO/0)
IT 6iT IT 6 oT

e I o TA



Subyping]l

a subtyping appliesalsoto argumenttypes

(Subl) (SubO) (SukbO)
S6T T6 S T6S S6T
i§16iT oSGQT 1S 6 JT
co/ariah colravariat Invarian

4 Intuition:Assumec: |T .

a c cansafelybe usedto readvaluesat type T or higher,...
a providedthat only valuesat type T, or lower, are written to c

As for invariangesupposenat 6 int 6 realanda : ](int).

If | was variant, eitherthis P, = ah3:5i or P, = a(x):loghxi would be
typable.

Also Q = a(x):succx janhj 2i is obviouslyalright.

But P; ] Q and P, | Q are both°aned

e I o TA




Newypingules

Praesses
(Input)
i u:iT i:x:T P
i u(»):P
(Output)
i  u:oT i vi: T i P
| uhwi :P
(Subsumption)
i u:S S6T
i  u:T
SulpectReductionft; * P andP j! Q,thenj * Q.

e I
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Typedprirter

usetypesto make surethe printer only readsfrom p, and the clientsonly
write on p.

Initialize the systemwith two channelsa and b, to sendthe namep to P
andto C, and C, restricting the useof p.

S (°p:]T)ahpi:bpija(x :iT):P jb(y : 0oT):(C1j C>)
i!  (Op:]T)PTp=xgj(C1]C2)f p=ygy

typing ensureghat P only reads,and C;'s only write on p
With appropriate de nitions for P and C;'s

a;b:](JT) S

o TA



Typedprirter |

Main stepsof the typing derivationof j
wherej = fa;b:](]JT);p:]T 0.

i a;b:](T)

* ahpi:bhpi j a(x):P j b(y):(C1j C2),

17T) 6 of]T)

a 0 p: T i~ a;b:o(]T)

. ahpi:bipi

e I
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Typedprirter |

Main stepsof the typing derivationof j
wherej = fa;b:](]JT);p:]T 0.

* ahpi:bhpi j a(x):P j b(y):(C1j C2),

i a;b:r](JT)  I(T) 6 o(T)
a j p:IT i a;b:o(]T)
i~ ahpi:bpi
IT 61T
. 1(T) 6 1(JT) 1(JT) 6 1(iT)
i a:i(iT) i xX:iT P
i a(x):P

e I
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Typedprirter |

Main stepsof the typing derivationof j
wherej = fa;b:](]JT);p:]T 0.

* ahpi:bhpi j a(x):P j b(y):(C1j C2),

i ;b J(T)  I(T) 6 o(T)
a j p:IT i a;b:o(]T)
i~ ahpi:bpi
IT 6iT
. 1(0T) 6 i(IT) 1(JT) 6 I(iT)
i a:i(iT) i xX:iT P
i a(x):P
IT 6 oT
. 1dT) 6 1(T) 1(JT) 6 i(]T)
i b:i(oT) i;y.:ol C1)Cy

i B(y):(C1) Co)

e I
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Limitat

Oons

The simplytyped , calculushasonly nite computation. Not sothe simplytype
Yacalculus. There howeverlimitations, due with the fact that terms must havea

“nite bound on the \nesting" of channels.

Thm No well typed term can producea sequencef actionssuchas

X1(>}2)T<l2(x3)3xs(>}zOQ4(X5)i¢¢¢
| t 1

'‘Cause,what would the type of x1 be? ](](](:

The problemcan be avoidedwith recursety

)

(2 S(PierceSangiorgi)

Then x, : 1X :JX . The untyped calculuscan be encaled satisfactaily in the

recursivelytyped Yausing suchtype.

e I
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Adwancedype Systems

The work on typeshas pushforward towards greaterre nement and control of
resourcesWe will seeexamplesof typesfor secrecyand capability types.
A list of things we will not see:

5

e I

linea type systemstrying to control how manytimes a resources used
(PierceKobgashiYoshida)

typesfor deadlaks avoidanceKobgashi...)
Polymarphic types:

a:]hXjIX £ Xi ~ ahnt;c;sija(x):openx as(X;z;y) inzhyi (PierceSangior

o TA
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TheCasdor TypedBehaiouraEquialenc:

What is the e®ectof typeson behaviouralequivalences?
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TheCasdor TypedBehaiouraEquialenc:

What is the e®ectof typeson behaviouralequivalences?

Firstly, it makesno senseo compae processewith di®erenttypes. Also, we
know that

P = a(b:(bhvijc(z)) 8BS a(b):(bwi:c(z)+ c(z):bhvi) = Q
But what if we know, say, | = fa:[|S;c:]J]Tg P;QforS6 T?
Thenfa:]]S;c:]Tg. P 2¢°Q

This is becauseno legit context will be ableto aliasb an c.

e I
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TheCasdor TypedBehaiouraEquialenc:

What is the e®ectof typeson behaviouralequivalences?
Firstly, it makesno senseo compae processewith di®erenttypes. Also, we
know that

P = a(b:(bhvijc(z)) 8BS a(b):(bwi:c(z)+ c(z):bhvi) = Q
But what if we know, say, | = fa:[|S;c:]J]Tg P;QforS6 T?
Thenfa:]]S;c:]Tg. P 2¢°Q
This is becauseno legit context will be ableto aliasb an c.

Example? = (°x)(atxi jxhd) B¢ Q = (° x)alxi:
P and Q are distinguishedby C = (° a)(a(x):x(z):cj[.]). However,

¢ =fa:]oS;b:Sg. Py 2° Py:

This is becauseno well-typed environmentwill be ableto verify the presenceof
the output Xha . Typesmake equivalencecoaser, asthey limit the \p ower of

observer,"that is the number of contexts.
e In o 1A




TypedBaredBisimlation

De nitionA (j =¢) -contextis a j -context with a ¢ -hole. That is, C suchthat
whenever¢ = P, thenj C(P).

BarledCongruender ¢ ° P;Qwesay ¢ . P 2¢Q if for all closedj and all
(j =¢) -contextsC, we haveC(P) ¥4 C(Q).
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TypedBaredBisimlation

De nitionA (j =¢) -contextis a j -context with a ¢ -hole. That is, C suchthat
whenever¢ = P, thenj C(P).

BarledCongruender ¢ ° P;Q wesay ¢ . P 2¢ Q if for all closed; and all
(j =¢) -contextsC, we haveC(P) ¥4 C(Q).

Typedsubstitutiortgis a ¢ = substitutionif for all x 2 Dom(¢) , we have
i HAX) ¢ x).

TypedComextLemma . P 2° Q if and only if all closedj which extend; ,
for all ¢ =j substitutions,andall i = R we haveP % R ¥ Q%4 R.

e I o TA




TypedBisimlation

Typed notions of ¥4 are know for most typed Yz calculi, but the issuecan be
problematic.
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TypedBisimlation

Typed notions of ¥4 are know for most typed Yz calculi, but the issuecan be
problematic.

Consider
P = (°xy)(ahxi jahyi j 'x:Q | !y:Q) Q= (°x)(axi jamxi j Ix:Q):
Theseare 2°. A distinguishingcontextis C = a(z1):a(z2):(z1():T) 22).

Butif i = a:oounit, thenj . P 2¢ Q, becauseno context will be ableto input
and, therefae, tell y apat from x.
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TypedBisimlation

Typed notions of ¥4 are know for most typed Yz calculi, but the issuecan be
problematic.

Consider
P = (°xy)(ahxi jahyi j 'x:Q | !y:Q) Q= (°x)(axi jamxi j Ix:Q):
Theseare 2°. A distinguishingcontextis C = a(z1):a(z2):(z1():T) 22).

Butif i = a:oounit, thenj . P 2¢ Q, becauseno context will be ableto input
and, therefae, tell y apat from x.

Matching actionsis not trivial, though. Observethat

o7 ) y
Piiid iii% ii

Qiitt ™ M

So, they are easilytoo ne. Needto re ne with system/environmenioint of
view of an action.

‘As a proof techniguesometimeshe context lemmaworks much better. @ 177+



Typestor Secrecy

An applicationin which typesguaranteethat secretsare not leaked by programs.
Expressedn the spicalculus

Rememier the wide mouth frog protocol? Let's add explicit encryption:

A|| S:fKABgKAS
S|| B:fKABgKBS
Aijil B :fM0k,.

The protocol now runs as
A(M ) : (O K ag )%hﬂ( AB OK As | mhﬂ\/l OK as |
S, Cas(X):cas& offygk ,s INTsghfygk g |

B, Csp(X):case off ygk i, InCag (z):casea off wgy in F(w)

InstM) , (°Kas:Ksg)(A(M)jSjB)

SecreayfM InstM) 2 InstM 9, for all M °. (Similanotioravailabldor autheticity)
e I o 1A




Spl:anapplie@&scalculus

e I

L; M;N 1= :::

P;Q;R = :::
J[M isN]P

jlet(x;y) =M inP
j caseM of 0: P; sucgx) : Q

jcaseL of fxq;:::;

XkOn INn P

Z€ero

Successor

pair

sharedelyencryption

matb
pairsplitting

Integercase

sharedelydecryption

o TA




Spicalculussemdits

M isM]P "~ P
let (X;y) = (M;N)IinP~ PfM=x;N=yg
caseOof 0: P sucgx) : Q" P
casesucdM ) of 0: P; sucex): Q" QfM=xg
casefM gy of fxgy inP~ PfM=xg

(Par) (New) (Cong)

P! P° P! P° P~ P° Pl Q° Q%

PiQ! P%0Q enP! (°n)P° P!l Q

e I




5
5
5

e I

Secrecy

Data into three securiy classesformalisedastypes:

Publicwhich can be communicated
Secretwhich shouldnot be leaked:;

Ary, whichis arbitrary data

X
xXX
WX
)_(x
Public

Ary

Secret

o TA



Secrecy

Data into three securiy classesformalisedastypes:
a  Publicwhich can be communicated
a  Secretwhich shouldnot be leaked;
a  Ary, whichis arbitrary data

Ary
X
WX
X5 6
X

Public Secret

Encryptionkeysare data. Only the following combinationare reasonable

a encryptingv with a Publikey hasthe samelevelasthe data
encryptingv with a Secrekey can be madePublic

a only public data can be senton public channelswhile all kinds of data may
be senton secretchannels.

Alm:Designa type systemto guaanteethe secrecyof parametersof type Ary.
e I o 1A



MessagasaConfounders

To avoid confusionon the format of encrypteddata, we adopt commonone.

fM1;M2; Mg3;ngk

e I o TA




MessagasaConfounders

To avoid confusionon the format of encrypteddata, we adopt commonone.

Secret. __confounder
—#+M1;M2; M3; negr

AW/ Y\ublic

e I o TA




MessagasaConfounders

To avoid confusionon the format of encrypteddata, we adopt commonone.

Secret. __confounder
—+M1;M2; M3; negr

Ary ublic

Messade B! A: Ngpg
Message A! B: fM;Ng0Ok,.

This doesnot guaranteethe secrecyof M . If an attacker sendsa nonceN ¢
twice, A replieswith ciphertextsf M ;Ncgk,, andfM%Ncok,. -

e I o TA




MessagasaConfounders

To avoid confusionon the format of encrypteddata, we adopt commonone.

Secret. __confounder
—+M1;M2; M3; ngr

Ary ublic

Messade B! A: Ngpg
Message A! B: fM;Ng0Ok,.

This doesnot guaranteethe secrecyof M . If an attacker sendsa nonceN ¢
twice, A replieswith ciphertextsfM ;Ncogk,, andfM%Ncok,., .  The

attacker getsto know whetherM and M ° are the samemessagéy just
compaing the two ciphertexts.

Messade B! A: Ngpg
Message A! B: fM;Ng;NaOK .

The confounderN is a freshnumber that A createsfor everyencryptionand

horpventsthe Information °ow Illustrated above. —



TheGuaraees

The confounderN, is a freshnumber for everyencryption. This preventsthe
iInformation °ow arising from encryptingthe samedata repeatedly The protocol
with confounders:

Messade B! A: Ngpg
Message A! B: fM;Ng;NaOK .

Expressedn the spicalculus,A's part of the protocol looks like this:
m(ng )(°K)(°na)ching ;X; 8;Na gk |
wherec is a public channeland x haslevel Any.

It is possibleto shawv that this typechecks.Thus it doesnot leakthe valueof x,
In the sensethat A[M =x] and A[N =x] are equivalentfor all closedM andN.

e I o TA



TheTypes

TheTypes:

a  E well formed means that environmentE is well-formed.

a E M:T means that term M is of levelT in E.

a E P means that processP type-checksn E.
Ernvironmesa

(Env Empy) (Erv Variable)
" E wellformed
- x2dom (E)
* - wellformed E:x: T wellformed

(Env Name)
" E wellformed E " M1:T1y:::E M: Tk E N:R

nzdom (E)

e I o TA
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Typindg Values

(LeelSub) (LewelVar)
E M:T T6R " E wellformed x: T in E
E M:R E x:T
(LevelName)
" Ewellformed E " n: T fMq;:::; My non
E n:T
(LewelZero) (LewelSucc) (LewelPair)
' E wellformed E M:T E M:T E N:T
E ° 0: Public E sucgM):T E°(M;N):T

o TA



Typing Valuesl

e I

(LeelEncPublic)
E M{:T:::M:T E N :Public

- T = Publidf k=0
E fMq;::;Myon - T

(LeelEncSecret)
E n:T:fM1; My, M3;ngy
E M;:SecretE M,:Ary E Mj3:Public E N : Secret
E fM1;M5;M3;ngy : Public

o TA




Typing Praesses

(LeelOutputPublic)
E M :Public E Mj;:Public:;:::E~ My :Public E P

(LeelOutputSecret)
E M :SecretE  M;:SecretE M,:Ary E Mj3:Public E P

E° MhMi:My; M3i:P

(Le\ellnputPubllc)
E : Public E; x4 : Publigc::::xk : Public P

(Le\el InputSecret)
E M : Secret E; X, : Secrek, : Ary; X3 : Public P

E M(X1;X2;X3):P

(LeelNil) (LeelPar) (LeelRep) (LeelRes)
" E wellformed E P E Q E"P E:n:TaL P

e E O E PJQ E"IP E-(CmP o




Typing Pracessds

(LewelMatb)
E M:T E N:R E P
: here and below T;R not Ary
E [MisN]J]:P

(Leel Pair Split)
E M:T E;x:T;)y:T P

E let(x;y)=M inP

(Lewellnt Case)
E M:T E P E;x:T Q

E~ caseM of 0:P; sucgx) : Q

(LeelDedPublic)
E L:T E N :Public E;xy:T;::0:xe:T P

(LeelDecSecret)
E L:T E N :Secret E;x;:Publipxs @ Ary; x5 : Secreky . Ary ™ P

— E ~ caselL of fxq;X2;X3;Xa0n INP 6] A



Secreay Typing

Thm:Secrecy

Let E be an environmentwith only variablesof level Ary and namesof level Public
in Dom(E). Let %34 be substitutionsof valuegorthevariableshich respect E.

If E" P, thenP32 P34

In other words, if P is well typed, then no observerthat cantell P3.apat from
P3% soit cannotdetect di®erencesn the valueof any parameterof type Ary.

e I o TA



Group$or Secrecyscopextrusiorevisite

P(x):0 ) (°s) prsi:P

a The names is initially private to P. One step of reductionpassest overtc
O. This may be desirable,aswe haveseen.

A 4

a But we may insteadwant to keeps from escapingts initial scope. Eg, s
could be a secret,and O an opponent.

a Haevcammwedothat?

e I

o TA




Group$or Secrecyscopextrusiorevisite

e I

P(x):0 ) (°s) prsi:P

The names is initially private to P. One step of reductionpassest overto
O. This may be desirable,aswe haveseen.

But we may insteadwant to keeps from escapingts initial scope. Eg, s
could be a secret,and O an opponent.

Hav camnwe dothat?

onecould say: prsi shouldnot occurin P, ie s shouldnot be senton a
channelknown to the opponent.

But this is not easilyenfaced: p may be obtaineddynamicallyfrom some
other channel,and may not occurat all in P.

o TA



Cotrollingscop extrusion

3

5

e I

The problemmust be approachedcarefully: scope extrusionis a
fundamentalmechanism.

|dea classifynamesinto groups,and isolatea group G for namesthat

shouldbe secret. Then declae (° s : G)plsi :P.

o TA




Cotrollingscop extrusion

e I

The problemmust be approachedcarefully: scope extrusionis a
fundamentalmechanism.

|dea classifynamesinto groups,and isolatea group G for namesthat
shouldbe secret. Then declae (° s : G)plsi :P.

Globafiroupareofnouse Leakage can be madeto typecheck:
p(y : G):Oj(°s: G)ptsi:P

Groupsthemselveshouldbe secret,sothat P cannotoutput valuesof
group G on public channels.

A scop mebanisnfor groups:
Py :T)Oj(°G)(°s:G)phsi:P
This will not typecheckif onetriesto imply T = G, asG haslocal scope.

o TA




Pi1Calculug/ithGroups

e I

Groupsanbe createdynamically
P == asbefore
j  (°G)P groupreation

Additionaleduction
a QP! GQ if Pj! Q

Additionatongruenogles

(CG1)(°Go)P ~ (°G2)(°Gy)P
CG)PJQ)" PJ(°G)Q
°G)°a:T)P" (ca:T)(°G)P

if G 62g(P)
if G 62g(T)

o TA




Groupsandreduction

a Groupsaenocomputationahpact

erasé(®° G)P) , eras¢P)
eras€a(x : T):P), a(x):eras¢P)
eras€(°x : T)P), (°x)eras¢P)

a Pij! Qifandonlyif eras¢P) ! R, for someR =~ eras€Q).

a Theydo,hoe\er,a®edyping

e I
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TypesandJudgemen

e I

Channdlypes

a T;U = G[Tq;:::;Ty]: polyadicchannah groupG

Type Ervironmes

a i =7?]i;GJju:T lists,notsety!)
Additiongbudgemeén
a i . gad ervironmeés

a j T: gand types

a lrtuition:
i T i®all groupnamesin T are declaedin j .

i | I®all typesin j are well-farmed

o TA




TypingRulestormationules

Gad Ervironmeés
(Empy) (Env u) (Erv G)
i T u62om(j) G 62Dom(j)
7 usT ;G|
Gad Types
(Type Chan)
G2dom(j) i Ti:::i Ty
i G[T1;:::;Tal

e I




TypingRulespraesses

Praessypingasbeforee.g.

e I

o TA




Proertieofthetype system

a  SulpectReduction
fi  P:TandP ! Q,thenj Q:T.
a Secrecy

e I

LetS=p(y:U)Oj(°G)(°x:G[.::])P, andassumgj = S.
a Then no processderivingfrom S outputs x alongp.

a Formally, for all processes), S° and S*¢ and contextsC[d suchthat
S (°G)(°x :G[:::])s" S%1 S and S% C[phxi:Q];

It is the casethat p is bound by C[{

o TA




Prapfofsecrecy

Assume:
i ply:U)ojCCGE)(°x:G[::]DP
i! CG)(°x:G[::DC[pxi:Q]

with p not boundin C[d.

a By subjectreductionj ;G;x : G[:::]  C[phxi:Q].

e I
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Prapfofsecrecy

Assume:
i ply:U)ojCCGE)(°x:G[::]DP
i! CG)(°x:G[::DC[pxi:Q]

with p not boundin C[d.

a By subjectreductionj ;G;x : G[:::]  C[phxi:Q].

4 Thisimpliesthat | ;G;x : G[:::];i ?" phxi:Q for some; °

e I
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Prapfofsecrecy

Assume:
i ply:U)ojCCGE)(°x:G[::]DP
i! CG)(°x:G[::DC[pxi:Q]

with p not boundin C[d.

a By subjectreductionj ;G;x : G[:::]  C[phxi:Q].

4 Thisimpliesthat | ;G;x : G[:::];i ?" phxi:Q for some; °

a4 Theni:G;x:G[:::];i% p:HI[G[:::]] for someH.

e I
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Prapfofsecrecy

Assume:
i ply:UOjCCG)°x:G[:::]P
i! CG)(°x:G[::DC[pxi:Q]
with p not boundin C[d.
a By subjectreductionj ;G;x : G[:::]  C[phxi:Q].
4 Thisimpliesthat | ;G;x : G[:::];i ?" phxi:Q for some; °
4 Thenj:G;x:G[:::];i % p:H[G[:::]] for someH.

a Immssible:

e I

o TA




Prapfofsecrecy

Assume:
i ply:U)ojCCGE)(°x:G[::]DP
i! CG)(°x:G[::DC[pxi:Q]

with p not boundin C[d.

a By subjectreductionj ;G;x : G[:::]  C[phxi:Q].
4 Thisimpliesthat | ;G;x : G[:::];i ?" phxi:Q for some; °
a4 Theni:G;x:G[:::];i% p:HI[G[:::]] for someH.

a Immssible:
& i p(y:U)Oj(°G)(°x:G[::])P impliesp2 Dom())

e I
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Prapfofsecrecy

Assume:
i ply:U)ojCCGE)(°x:G[::]DP
i! CG)(°x:G[::DC[pxi:Q]

with p not boundin C[d.

a By subjectreductionj ;G;x : G[:::]  C[phxi:Q].
4 Thisimpliesthat | ;G;x : G[:::];i ?" phxi:Q for some; °
a4 Theni:G;x:G[:::];i% p:HI[G[:::]] for someH.
a Immssible:
a i ply:U)yojCo)°x:G[:::])P impliesp 2 Dom(j)

a Thuswewould havej = p: HI[G[:::]], but this judgementis not
derivablebecauseG 62Dom(j) .

e I o TA




UntypedOpnets

Secreci/nmgeneralisesthecas®f urtyped/ill-ypedopmnets

3

e I

ldea (simpli ed): extendthe type systemso that all processegype check
trivially:
i n:Un j;x:Un" P j n:Un j M;:Unj P
i~ nC¢:Un):P i M MiP

Untyped opponentscan be madeto typecheckby annotating all their
free/bound names/vaiableswith the type Un.

Prove subjectreductionfor the new system

Derive generalizedsecrecy

o TA




e I

Summanyf Lecturel

We studiedthe useof (elementay) typesin the Yscalculus,starting simple
sats to protect tuplingfor programmers'erras, arriving to typesto protect
secrecy

We introducedsubtyping as a natural way to managecapabilitiesand
disclosedi®erent views'of the sameobject to di®erentusers.

We consideredhe why and how of typed equivalences.

Further Reading:

Again, the best starting points are:

a The Ycalculus: A theay of mobile processegSangiorgialler)
a The mobility homepagehttp://lamp.epfl.ch/mobility/

Consideralso
a The Spi Calculus(AbadiGordon)
a Secrecyby Typingin Securiy Protocols (Abadi)

a Secrecyand Group Creation (CardelliGhelliGordon)
o 1A


http://lamp.epfl.ch/mobility/

GlobaComputing

e I

Lecturell |

Asynarory andDistribution
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TheCasdor Asynarory

Let us movea step towards realistic networks, trying to embed locationsh our
calculi. Asa rst step, let us build a casefor:

Asyniaroy. Channelsn Ysare “globalhigh-level,somehav unrealistic. Everymdy
can sendand receiveon them, regadlessof location. The handshaking

x:P Al xQ

reresentsan instantaneousaction at a distanceunfeasiblen distributed
networks, wherelocalities, delays, and failuresplay a fundamentalrole
(distributed consensusgLynd)).

Also summationcan be criticisedesgeciallyin ‘mixetdforms like

)f:P + X:QjXQ + )T(:PO+ k

Synchroniseahoiceat a distancevery hard to implement.

Also, Xzl + y(z) makeslittle sensan general.

Let us abandonsynchronousemote communication. .
e I o 1A



Roadmagpf Lecturé!|

a The asynchronou$/.calculus
a The localisedvzcalculus
a The distributed Y4 calculus

a The join calculus

e I
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Asynaronous:

Nocominuatioronoutput: xhyiX
Continuationscan be simulatedas: ¢:(kXhyi j P).

e I
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Asyngronoux;

Nocominuatioronoutput: xhyiX
Continuationscan be simulatedas: ¢:(kXhyi j P).

How can P know whenand if the output is received”?Well, in generalit can't.
But ... explicicominuations
| !
sender:¢:(xhyi j o P9 receiver:x(y):(Q%j &,):
1 !

The synchronisations now muchlooser,and widely acceptedto be a better base
for distributed systems

e I o TA



Asyngronoux;

Nocominuatioronoutput: xhyiX
Continuationscan be simulatedas: ¢:(kXhyi j P).

How can P know whenand if the output is received”?Well, in generalit can't.
But ... explicicominuations
| !
sender:¢:(xhyi j o P9 receiver:x(y):(Q%j &,):
1 !

The synchronisations now muchlooser,and widely acceptedto be a better bas
for distributed systems

a  Actiorpre xes.:= x%'(j x(y) j ¢
a Praesses:=xtyij ., %P jPjPj(CaP j!IP

e I o TA
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Asyngronoux;

Nocominuatioronoutput: xhyiX
Continuationscan be simulatedas: ¢:(kXhyi j P).

How can P know whenand if the output is received”?Well, in generalit can't.
But ... explicicominuations
| !
sender:¢:(xhyi j o P9 receiver:x(y):(Q%j &,):
1 !

The synchronisations now muchlooser,and widely acceptedto be a better bas
for distributed systems
a  Actiorpre xes.:= 3 j x(y) | X

P
a Praesses:= xtyij > %P jPjPj(CaP j!P

Asynchronougalculi often do not considersumsnor ¢,

e I o TA
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Va. EXpresswess

PolyadicYi
fxty1;y219, (Cw)(Xhwi jw(v):(Vhyil | w(v):Vhyal) )
FXx(z1;22):Pg, x(W)(°v)(Whvi ] v(z1)(Whvi | v(Z2):f PQ))

Synkronisation:
[Xhyi:P], (°a)Xhy;aija:[P]
[x(2):P], x(z;&):(aj[P])

Exercise&Compsef ¢g and[ ¢] above. Provethat it takes2n + 5 monadic

asynchronougommunicationso exchangeone n-pla.

e I
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Va. EXpresswesdl

Summation
ok, I(p:f):p  Fail, I(p;f):f

Termsin the summationwill compete to grab p from Ok The looserswill either
hangforever,or grabf from Fail

[X1(y1):P1 + x2(y2):P2] ,
(°D)(OK] i=1:2 Xi (2):(° pf )(Hp,f | | p:(Failj [Pi]) ] T :(Failj Xihzi)))

Mixed choicecannot be encaled (satisfactaily).

e I o TA




Vs . ThelLocalvacalculus

Only the outputcapabiltcan be receivedon names(eithetby typingor by symacti
restrictions)t makesa lot of sensan practice (egprirter,oljectsdistributed
ervironmen...). As a consequenceall the recerrs for a channelare local to the
scope. One of the semanticsconseguence:

Ye . (°Z)Xtzi 2€ (0 2)(Xtwi j Zhyi)

Sinulatingeacdcapabilities
We representa namex of ¥ with a pair hx°; xi of ¥ , whose rst component
repesentthe (lost) read capabiliyy on x.

X% x, X°2):x(s;t):zhs;ti
[ahxile , (°x%)(@amx®xijx° ! x)

a(zo;z):[P]E[f 2 if a 62E

[a(X):P]E 1 (oW)(goh/\/i jW(ZO;Z):[P]E[f zg

‘We will seelater the Joincalculysvhich originated the idea of uniqueecepto

C
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OnAsyngronouBisimlation

Will the hypothesisof asynchronyoea consequencesn bisimulation?

x(z):xtzi = 0

e I
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OnAsyngronouBisimlation

Will the hypothesisof asynchronyoea consequencesn bisimulation?

x(z):xtzi = 0

Matter of fact, with only asynchronougontexts,¥a . 'x(z):xtzi 2¢0

e I
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OnAsyngronouBisimlation

Will the hypothesisof asynchronyoea consequencesn bisimulation?

x(z):xtzi = 0

Matter of fact, with only asynchronougontexts,¥a . 'x(z):xtzi 2¢0

This can be captureda LTS de nition.
AsynigronouBisimlatiorny,,: the largestequivalences.t. for all P %, Q

P i? P0f0r®2f7y;°72;¢g then Q :(3): Yo PO

P il P%enQ ==F %, PPor Q=) Q°for P2, Q°j xhyi

NoteAlternativelythe 2nd clause:if P#,, then P jXhyi Y4, Qjxhyi for all .
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OnAsyngronouBisimlation

Will the hypothesisof asynchronyoea consequencesn bisimulation?

x(z):xtzi = 0

Matter of fact, with only asynchronougontexts,¥a . 'x(z):xtzi 2¢0

This can be captureda LTS de nition.
AsynigronouBisimlatiorny,,: the largestequivalences.t. for all P %, Q

P i? POfor ®2 fxXy;°%xz; ¢ then Q :(3): Yo PO

P il P%enQ ==F %, PPor Q=) Q°for P2, Q°j xhyi

NoteAlternativelythe 2nd clause:if P#,, then P j xhyi Y4, Qjxhyi for all y.
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Distribute®ystemsnsistof:
4 A collectionof independentdistributed siteso®eringservices/resoutoe
migrating agets.

a ResourceAsll sat of things a agentmay long for (CPU time, space,
printers, . ..); we will model them as ¥zcalculuschannelsfor now.

a Agers: mobile processe®f generalnature; we will model them by

augmented¥zcalculusprocesses.
e I o 1A
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TheCaséor Dlstrlbutlo

N

I\/Iorepremsely Add locationsr sitesremovedirect remoteommunlcatlon

The basicelementsare:
a Locationsare sitescontainingprocessesi[P |

a Communicationis only local: I[xhzi:P | x(y):Q] i! I[P j Qf z=yqg]

a Agentstravel betweenlocations|[gotok :P j Q] j K[R] i !

e I

Q] KIP JR]
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AgenMigration
This opensa lot of interesting\global" issues

a Which resourceare availableat a givenlocation?
a How do we make suretheir are usedaccadingly?

The useof typesto control resourceaccessand usageis an important current

topic.

e I
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Thedistributetlscalculus

3
5

3

e I

Valuesy ::=ljcjc@
SitesM = 0jI[P]jM jM j (°e@ : T)M

Example: h[P]j(Ca@)(Kk[:::a@:::]j![:::a:::])

Threads:
u:T)Q local input on channelu
uhviQ local output on channelu
gotou P code movementto site u
[u= Vv]P ;Q testing of names
°ce:T)P generationof new names(dhanneler locations
PjQ composition
P replication
0 “nished
Example: I[d(x@)P]j K[(° a) gotol :dna@ki]
o 1A




Semadirts

Structuratongruence
a I[PjQl" IP]1JKIQ]
a I[ca:T)P]" (ca@ :T)I[P]

a ...

ReductioBemadits
a Kchvi:Qjcex: T)P]i! k[QjPfv=xd]
a Kk[gotol:P]i! I[P]

e I

o TA




Thefamou€ell(yetagain)

Let us reconsiderthe the cell and write a distributed version.

a g { inputs a location; the location MuUSthavea channelcalledret on which
to return value

a p{ inputs a location and new value;location MuSthavea channelad on
which to sendacknavledgement.

Celfn) , (°s)(smij 'g(y):s(x):(shxi j gotoy :retxi)
j 'p(y; v):s(x)(Shvi j gotoy :adhi)

User gotol :phh; Oi j ak():gotol :ghhi j ref(x) prirthxi

System [[Cel{v)] j h[Us€r

e I o TA




Are nectell

In order to usethe cell, usershaveto havea adk and a replychannel.Hereis a
versionwheretheseare generatedon purposeand communicatedfrom the client
to the cell.

System [[Cel{v)] j h[Us€r
User (°ar)l ::pha@;0i ja()(l ::ghr@hijr(x):prirthxi)

Celfn) , (°s)(smi j!g(z@y):s(x):(Shxi jy :: Zzhxi)
'p(z@y; v):s(x):(Shvi jy :: zhi)

Notationcalling a methad at a location: | :: ahvi shathand for gotol :ahvi 0.

e I o TA




A CellFactory

Hereis a ( nal) version,wherea new private cell is createdfor eachuser.

System s[]j hi[User] j ho[Use]
S, lredz@): (°c)(y :: zhai j gotoc:Cel{0))

User, (°r)(s:: redr@hiijr(z):Useglz))

e I
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A CellFactory

Hereis a ( nal) version,wherea new private cell is createdfor eachuser.
System s[]j hi[User] j ho[Use]
S, lredz@): (°c)(y :: zhai j gotoc:Cel{0))
User, (°r)(s:: redr@hiijr(z):Useglz))
EvolutioroftheSystem

s[Sj hi[User] j ho[Uses]
i1 S[J(°ci)(ca[Cell0)] ) he[User) j ho[Used]

il s[S(°ci)(ci[Cel0)] ) he[User]) j (° c2)(c2[Celf0)] | h2[Used])

e I o TA




A CellFactory

Hereis a ( nal) version,wherea new private cell is createdfor eachuser.
System s[]j hi[User] j ho[Use]
S, lredz@): (°c)(y :: zhai j gotoc:Cel{0))
User, (°r)(s:: redr@hiijr(z):Useglz))
EvolutioroftheSystem

s[Sj hi[User] j ho[Uses]
i1 S[J(°ci)(ca[Cell0)] ) he[User) j ho[Used]

i1 s[J(°ci)(ca[Celf0)] j hi[Usen) j (° c2)(c2[Cel0)] j h2[Usesd)
i ! e
Exercise:

a Programa remote channelcreationand a newlac construct.

- @L Programa forwarder from in @ to out@p —



Typesfor ResourdsccesSoirol

Locatiorntypes:Key notion: descrile the servicesavailableat a site.

The purposeof the type systemis to guaanteethat incomingagentsaccesonly
the resourcegrantedto them, in the way grantedto them. This is called

ResourdeccesSorrol
Example: compf[!reqx : int;ret@ : ](int) @l@):I :: retf xi]. Then,

comyd : loc[req: i(int; ] (int) @oc)]

e I o TA




Subyping:
Subtyping plays a central role in accesscontrol policies:

(SubLcc)
S6T

loc[s: S; sk : Sk] 6 loc[s: T]

The receivergainscapabilitiesaccading to the type of the location. Using
subtyping the sendercan control this.

For instance,a receiverof | overa channelcarying loc[a : iV;b: oW ] will be able
to readV -valuesovera and write W -valuesto b, but not to useany other
resourcepossiblypresentat | (and hiddedby subtyping).

(SubRemot®
A6 A° L6 L®

A@ 6 A@.°

Let us study the typesof the previousexamplesand unveil someof the issues

iInvolved.
e [n o A



TheTypesmorgrecisely

e I

Z U0 A r > <

=A]AQ@ valugypes
= (T)Ji(T) jo(T) localdhannels/pes
= loc[sy i Ty;:ii;Sn & Thl locatiortypes
= (Vi V) transmissidoyes
= praessypes
= netorktypes

o TA




A feelfortherules

(Subval) (SubLa)

i “v:V j VeV i L j L6LC
i ~u:VO TN
(ValRem)
i U:A j L6Iloc
i u@ :AQ
(Out)
i .locla:oT] | ®:T | P:@
i  amiP:@
(In)
i locla:iT] j;: T P.:@
i ax:TP.@
(Go) (L)
i P @ i  loc i P:@

i  goto P : @ i~ [P]




Typinghecell

Thesimpleell

Celfn) , (°s:]V)(Shi j'g(z@y : oV @oc):s(x : V):(Shxi jy :: ZIxi)
j'p(z@y : o(unit)@; v : V):s(x : V):(Shvi jy :: zhi)

cell: CELL= loc[g : ](oV @Il@); p : J(o(unit) @la; V)]

Thecellfactory

S, 'reqz@ : o(CELD@oc): (° c: CELD(y :: zhci j gotoc:Cel{0))

s: loc[req: | (o(CELD @lw@)]

e I o TA




Dynamidypes

Considera genericsystem
sereff:::j'quegl : V; x@ : ol ANS\W@oc) ::: | :: Xhansw|
The type of serer.
Serv, loc[quest | (V; o(ANSWAocC); : : ]

Now, supposethat clieb wantsto setupa private' service,sothat answersto
guess canreachonly it.

clietserer:: setufreply@lieti :replys : Sery:: ]
serelff!setufr @ : Sery. (° s : Sery)

gotos:(z :: replysi j 'quesiv; x@z):z :: yH (X)i :::)]
Sery, loc[quest |(V; o(ANSWa2); :::]

o setu

sererijiiii i (° s : loc[quest | (V; o(ANSWaK)]) s[: : ]

e I o TA




Dynami¢ypes,Resoed

e I

Vii=AJAQ jAQv valuaypes

(SubRemotd) (SubRemotdl)

A6 A° i S v:L
A@ 6 Aau A@ 6 A@
(ValReml)
i U:A@ | Vv:LG6Iloc
i U@ AQr
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Themae capabiit

Add a new component of typeswhich allows to control movements.Consider

M = :::loc[move;x : T]
The obvioustypingrule is
(Mae)
i k:loc[move] i P @k
i  gotok:P: @

Similaly, onecanadd a capability new to allow processesrom ~ to createnew
channelsat a givenlocation k. And more.

ExampleA con detml accoun

banklnew accoy@ : ]W @oc; _@a : i() @Aget)
(° loc: [move; withdrev: :::;depsit: :::]) :::]

e I o TA




Locationl'ypedBisimlation

QuestiorDoesthis a®ectthe behaviouralequivalences?

K[Bhi] 2 K[O]

e I
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Locationl'ypedBisimlation

QuestiorDoesthis a®ectthe behaviouralequivalences?

?
k[[bhi] 2 € K[O]
Of course. The impact of typeswith locationsis evengreaterthan befare.
Whetherthe equivalenceabove holdsdependson j . Preciselycanwe moveto k
to observen?

Consider

©k :loca: ](); move, ]) hi[drki] j ho[crki] j k[ahi]

(° k :locfa: ](); move,,]) he[dhki] j hochki] j k[O]

They are equivalentif ;| contains:d : i(locimovd) andc:i(locla: ]()]) andit is
not possibleto movebetweenh; and h,.

e I o TA




Locationl'ypedBisimlation

T —

Gdoes not
have move :
capability
for these

— = - -

Ghas move
. capability
. for these

...............................................................................................

Let T be the collectionof locations(e.q. f k1; k2; k3; k4g) for which i doesnot
have move capabllity but the environmentmay a priori havecode running at.

e I o TA




Locationl'ypedBisimlation

T —

Gdoes not
have move :
capability
for these

- =

. Ghas move

. capability / <

- forthese - @

: 7/

| , '

: / 1 .
. e .

Transition of the form: (; B M) i? (i_OB M 9 wherej is of the form

i ko6 jki foreachki 2 T

a Knowledgegainedat anyli is leanedin j ko

a Knowledgegainedat ki isleanedin j x; andj ko
e I
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Lakelledransitionysteimee

If
a i ko containsmove capability for |
a andj o containsreadcapabillity for a at | for valuesof type T

4 then(i BI[avi:P]) iif G uwv:T@BP)

e I
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If

If

e I

Lakelledransitionysteimee

i ko containsmove capabiliy for |
and j ko containsread capability for a at | for valuesof type T

then (; B I[avi:P]) iit) (G uwv:T@B P)

i ko doesnot contain movecapability at k 2 T
and j x containsread capability for a at k for valuesof type T

then (i B k[avi:P]) i i (Tucv:T@uwVv:T@B P)

o TA



Full abstraction
Thm

With the simplifyingassumptionin placethat all move capabllitiesare of the
form move, (that is everylndy is allowed in, or nobody is) then, for all systemsof
DYandall T we have

i BM 2C¢N i® i, BMY N

wherej, = (j:i::::;i) and¥%' is the bisimulationequivalencénducedby the
labelled transition system.

Orenissues:

a Removethe simplifyingassumptionabout move capabilities
a Other capabilities: permissionto exit, permissionto createnew channels,

e I o TA



TheJdoinCalculus

The Joincalculu@ka the Re°exiwChemic#lbstracMahing: a versionof

asynchronou$/zcombiningrestriction, reception,and replicationin one construct:

Joinreceptod . P:

e I

o TA




TheJdoinCalculus

The Joincalculu@ka the Re°exiwChemic#lbstracMahing: a versionof

asynchronou$/zcombiningrestriction, reception,and replicationin one construct:

Joinreceptod . P:
For examplethe de nition

def apply hf; xi . fhxi

de nesapply that receivegwo argumentsand appliesthe rst to the second,as

showvn by the reduction:

def apply hf;xi . fhxi in apply hg;yi ! def apply hf;xi . fhxi in ghyi

e I
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TheJdoinCalculus

The Joincalculu@ka the Re°exiwChemic#lbstracMahing: a versionof
asynchronou$/zcombiningrestriction, reception,and replicationin one construct:

Joinreceptod . P:
For examplethe de nition
def apply hf;xi . fhxi

de nesapply that receiveswo argumentsand appliesthe rst to the second,as
showvn by the reduction:

def apply hf;xi . fhxi in apply hg;yi ! def apply hf;xi . fhxi in ghyi

Notice:
a De nition persistenceand locality
a Thisis verysimila to (°apply )('apply (x; y):Xhyi japply hg;yi) in ¥4 . In
general,def D in P carespmpndsto a ¥form of the kind (° d)(!pD qj pP q).

e I o TA




Thesymax

Processes P:.Q 1= xh@i Asynigronousiessagax
def D in P De nitiorofD inP
PjQ ParalleCompsition
0 Empy Pracess
Join patterns  J,J° = xhw Asyniaronourgeceptioanx
JjJo Joiningnessages
De nition D;E := J.P Elemdnaryclause
DMNE Sinultaneoude nition
Values V:VO = x Names

The only synchronisatiorprimitive is the Joinpattern:

def xheqi jyhesi . Qin P

e I o TA




TheRCHAMemadrts

Re°exwChemic#bstracMahbine Structural rules- plusreduction!
Statesof the RCHAM are exgessionof the form D = P, whereP are the
running processesand D are the (chemical)reactions.

(str-join) FPIQ - F P;Q

(str-def FdefDin P - Ds,, F P, % instantiates dv(D) fres

(red) J.PF Jy,, ! J.PF Ps,, %, substitutes for rv(J)
T el

shily




TheRCHANBemadrts

Re°exeChemic#{bstracMabine Structural rules- plus reduction! :
Statesof the RCHAM are exgessionof the form D = P, whereP are the
running processesand D are the (chemical)reactions.

(str-join) FPJIQ - F P:Q
(str-def FdefDin P - Ds,, F P, % instantiates dv(D) freshly
(red) J.PF Jy, ! J.PF Py, %, substitutes for rv(J)

F def xhzi . xhg;zi in xhai j def xhzi . xhx; z;zi in xho
- khzi . khe; zi F khai;def xhei . xhx; z; zi in xha
- khei . khe;zi;rhei . rhr;z;zi F khai; rho
| khei . khe;zi;rhei . rhv;z;zi F kha;ai;rho
I khei . khe;zi;rhei . rhr;z;zi F kha;ai;rhr; b;h
F def xhzi . xhe;zi in xhx;al | def xhei . xhx; z;zi in xhx; b;bi

e I o TA




Exampleloinpattern

def readyhprinter 1 jprint Hile 1. printer Hile 1in P

T~

reducesonly in the presenceof messagesn both ready and print , concurrently

def readyhprinter 1 jprint Hile i . printer Hile |
In readyhgutenbergi j print H'slides :ps"i | Q
i ! def readyhprinter i jprint Hile 1. printer Hile |
gutenberg h'slides :ps"i | Q

The samebehaviag is obtainedby composingthe de nitions of apply and
printer

def apply f;xi . fhxi ~ readyhoi | print hfi . apply hp;fi

e I o TA




Derredconstructs

e I

P;Q

J:JO

V: VO

f(&);P

let = ¥in P

reply %)

f ()
f (%)

f

Sequdéal Compsition
Nametfalues
ImplicitCominuation

Synlronouseceptioanf

Synlronou€all

o TA




Derredconstructs

<

<
o
I

bf (a)c
breply ) fc

bx H& ic

bet e=f(¥)in Pc
blet e=ein Pc

bf (¢); Pc

e I

f (%)

P Sequdéal Compsition

let x= ¥in P Nametlalues
reply %) f ImplicitCominuation

f ()
f (%)

Synlronouseceptioanf
Synlronou€all
fhe, i (joinpattern)
- ¢ h@i (pracess)
let 8= ¥ in xhei (asyrteronousall)
def -hai . P in fhe;-i (synhronousall)
Pfe=ag
def -hi. Pin fh¢; | (sequencing)
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DistributedoinCalculus

The distributede’®exig chemicalbstracnabing DRCHAMis a nultisetof

\lo cated" RCHAMSs
Di Fuy P1kCCkDy 1y, Pk

Eachof theseis a runnindocationand they are relatedto eachother by a

subloatiorrelation
i 4 is a sublacation of =, if %4is a pre x of A.

e I
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DistributedoinCalculus

The distributede’®exig chemicalbstracnabing DRCHAMis a nultisetof
\lo cated”" RCHAMSs

D1y, P1kCGkDy E1s Py

Eachof theseis a runnindocationand they are relatedto eachother by a
subloatiorrelation

i 4 is a sublacation of =, if %4is a pre x of A.

(str-la) alD :P]F+w - FyukD FypaP (a frozen)
(comm) Faxwi kJ.PE j! FAa kKJ.PFEXM (x2dvQ)
(mae) a[D : Pjgotb;-iJFa k Fan i! FA kaD:Pj hi]Fap
Notice:

a Removemessagesre forwardedto the uniquesolution wherethey are
de ned. Therethe usual(red)applies.

“ & The entire location moves,not the thread. oA

N




Thecellin Join

F def cellshxi j getri . rixi j shxi »
shxi j putwi . shvi : sh0i] in getxi; put2i

i! cellD :sh0i] F getxi; put2i i ! D F cenSOik E gelxi; put2i
i ! D EcenshOi j getxik E put2i ! D EcenshOi j xHOIk E puti
i | D F cenSHOi j XOI | put2i i ! D Fcensh2i j x0i !

= def cellshxi j getri . rhxi j shxi *
shxi j putwi . shvi : sh2i] in xh0i

Exerciserograma mobile cell.

e I
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e I

SummanyfLecturell

We studiedasynchronyin the Y1 calculusand its consequencesn
behaviouralequivalences.

We considerecdh distributed ¥scalculusand a notion of typed equivalence.
We introducedthe distributed join calculus.

Further Reading:

Again, the best starting points are:

a The Ycalculus: A theay of mobile processegSangiorgialler)
a The mobility homepagehttp://lamp.epfl.ch/mobility/

Consideralso

A Asynchronoug/s(Boudo)) (Hondaloloro)

Compaing Synchronousand Asynchronous/s (Palamidessi)
Decading ChoiceEncadings (Pierce\estmann)

On AsynchronoudBisimulation (AmadicCastellan§angiorgi)
Accessand Mobility Control in Distributed Systems(Henness$yathk, et al)
Join Calculus(FournetGorhier,etal) http://pauillac.inria.fr

Q: QO Q@ O D

o TA


http://lamp.epfl.ch/mobility/
http://pauillac.inria.fr

GlobaComputing

e I

Lecturéd/I |

Anbieh Mobily

o TA




Opennetwrksandmoblleagets

a Distribution overwide-aea networks introducesnew issuesand breaks
many of assumptionausuallymadein concurrentsystems.We havealready
discussedasynchrony

a Otherexamples:

a existenceof explicit physicallocationsdeterminedatencyin
communication,

a existenceof virtual locationsenfacing securiy policiesthat can
restrict accesdo resourcesor eventhe visibility of locations.

g Mobilénbiets: a calculusof locationswith migration primitives
suxciently expessiveto encale the Yscalculus,and presentinga newidea:

Modelling Envir onment Mobility

e I o TA



Theroadmap

a Mobile Ambients
a Typing ambients
a Boxed Ambients

a Typesfor accesscontrol in ambients

e I
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Owerview

Mobilé&\nbiels:

5

Are namedagents:n[ P ]

Repesentcomputationalenvironments containingdata and live
computations:n[P jhM 1 ]

Canbe nested:n[m[P ]j k[Q]]

Move underthe control of their enclosedorocessesn[in m:P | m[ Q]
This is dubbed (sulpectie mobily).

Providea direct representationof the structured nature of physicalor
administrativedomainsas well as of mobile computationalenvironments.

e I
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TheEssenad Mobildnbiets

a Su

rectie maemets

nNfinmPJQ]Im[R]i! m[n[PJQ]JR]
minfoutm:PJQJJR]il n[PJQ]Jm[R]

a Praesgteraction

NfAMI:Pj(xX):Q]i! n[PjOQfM=xg];

a4 Boundarglissobr

e I

openn:Pin[Q]i! PjQ:
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Symax

Expressions Processes

M = a;::.;q names P == 0 stop
] X iz variables j  (°a:W)P restriction
] InM enerM j PP compsition
j outM exitM ] P replication
] openM oEenM ] MI[P] anbiem
] (Mq;::;My) tuple ] M:P action
] M:M path ] (x:W)P input

] hMi:P output

Note Channelare local and anonymous.Output can be synchronous.

e I o TA




StructuraCongruence

Q: Q: Q: Q: Q: Q: Q: Q:

e I

- Q

(M:MO:P " M:(M%P)

Ca:W)HP] H(a:W)P] foraéb
ca:W)0" O

(°a:W)a[0] O

Ca:W)°b:WOP "~ (°b:WYH(°a:W)P foraé b
CaW)(PjQ) Pj(ca:W)Q fora6Zdn(P)

P IPjP,

usualrulesfor symmetriciy, ass@iativity and identity

o TA




Mobily: Anexample
Firewvalls

a  An agentcrossesa rewall by meansof passwerds k, k; and k.
The rewall, with secretnamew, sendsout the pilot ambientk to guide
the agentinside.

Firewall, (°w)w[k[out w:in ky:in w] ] openk;:openks:P ]

Ageh, ki[openk:ky[Q]]

Agenexhibitsthe passwdk; usingk; aswrapper ambient
Firewvall veri es that agentknows the passwadwith in k;
In w cariesthe agentinto the rewall

Q: QO: QO Qo

ko, preventsQ from interferingwith the protocol

e I o TA



A runoftheproteol

Firevall] Agen

e I

Firewall, (°w)w[k[out w:in ky:in w]]openki:openks:P ]

Agen, ki[openk:k[Q]]

(°wW)K[In ky:inw]jw[openki:openksy:P]jki[openk:ky,[Q]]

(° w)w
(° w)w
(° w)w
(° w)w

(° w)w

open ki:openks:P]j ki[k[in w]jopenk:k,[Q]]
openki:openky:P]jki[in wj ka[Q]]
[openki:openkz:P jKki[ko[Q]]]

openkz:P j kz[Q]]

P Q]

o TA




Reductiorcommnication

(Comm) (x)P jhMi ! PfM=xg

a local, asynchronousnd anonymous

a Remotecommunicationmust be encaled

a Torealise:

a[sendM tobj P ]jbfge{x) froma:QjR]

we usea ‘taxi ambientto transport a packet with M :

°n)(a[nfoutainbjhMi]jP]jbopenn)(x)QjR])

e I

(°n)(@a[P]jn[inbjMi]jbopennj(x)QJR])
(°n)(alPJjopennjn[Mi]](x)QJR])

a[P ]y M) (x)QJR]

a[P ] QIM=xg] R]
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Reductiorstructuralules

Nosurprises.
(Par) (New)
Pi! P° Pi! P°
PiQi! P%OQ Ca:W)Pi! (°ca:W)P°
(Anb) Con
Pi! PC (P'g)PO PY%1 Q% Q° O
a[P1i! a[P’] Pi! Q

... but note that processesnsideambientsreduce

a aniiets areactie whilenwing

e I
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Types.oerview

5

e I

|dea ambientsare placesof conversation

multiple processesvithin an ambient can freely executeinput and output
actions:

sincemessagesre not directedto a particular channel,it is possiblefor a
processto output a messagehat is not appopriate for the receiversactive
Insidethe current ambient.

(X :W)X[P ]jhn ni

type systemsmust statically detect sucherras, keepingtrack of the

topicof conersation

appropriate within a givenambient

o TA




Extangdypes

EXxpressiorypes
W = B
J  AnbE]
) CapE]
Exdangdypes
E;F = Shh
o (Wypte
Pracesgypes
T = [E]
e I

typeconstdn
anbietr allavE exbanges
capabilt wherexercisathleask

noexbange
tuplen, O

pracesexbanging

o TA




TypingRules

TypeJudgemen
a i M :W expessionM hasexchangeype W;
a | P :T processP hastypeT.

Note processehavetypes, describinge®ectfi.e. their exbangés

e I
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TypingPraessds

Input-Output

3 i X:W P :[W]
i (X :W)P : [W]

a if x: W, andP alsoexchangedV, then (x : W):P exchangesV.
a Only onetopic of conversation.

3 i MW
i hvii: [W]

a M is an expgessionof type W: hencea processthat outputs M
exchangedV, i.e. hastype [W].

e I o TA




TypingPraessds

Anbiers
a i arAmjE] i P :[E]
i a[P]:T
a anambientexchangesothing at its own level, henceit may be

e I

thought of as potentially exchangingany type.

Type safely requiresconsistencybetweenthe type that a declaesand
the type of exchangeseld by P insidea.

We can checkthat processesnsidethat ambientbehaveconsistently

Further consequencecan tell what types are exchangedvith ambient
IS opened... usefulfor typing open

o TA



TypIngexpressiohs

a i M I AnbE]
i openM : CapE]

a if n: AnbE], openingn unleashegrocesseenclosedn n, which have
exchange®f type E.

a by our intendedinterpretation of CafE ], this impliesopenn : CapE].

a Further consequenceprocessexercise®penn : Cajpe ] may end-up
running in parallel with processesvhich exchanget.

a anysuchprocessmust be itself prepaed to exchangeE that types...
usefulfor typing M :P

e I o TA



Typingexpressiohs

InandOut
a i M:AnpF]
i InM : CapE]
4 i M Anb[F]
i outM : CapE]

a neednot track type information

a all the requiredconsistencycheckson the local exchangesvithin an
ambientare alreadyaccountedfor by the typing of open

e I
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TypingPraessdd

5

3

e I

(Pre X)
i M :Capg] i P :[E]
i M:P :[E]
Explainedealier

(Parallel)
i P:T 7 Q:T

i PjQ:T

Rememler: just onetopic of conversation

Remainingrulespresentno dixculties

o TA
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MoDbily Types

Exchangeypesare e®ectivein imposinga disciplineon the exchanges
within ambients.

but communicationis just one aspect of the computation of the ambient
calculus,and not the core one.

basicproperties of mobile ambientsare thoserelatedto their mobility, to
the possibility of openingan ambientand exposingits contents,

want a type systemto control/characterizetheseaspects of ambient
behavia.

o TA



BxingAnbiets

a The Opencapability is
a essentiaffor communication,but
a potentially dangerous

al in safeani:NastCale] | safeantf open a:Q ]

i!li ! safeani] NasiCale Q]

a complicatesthe typing of mobility
a  Drop the open capability of Mobile Ambients

a Providenew constructsfor communicationacrossboundaies
a exchangegowards children: (x)":P, hMi":P

a4 exchangesowards parent:  (x) :P, hMi :P

e I
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BxedAnbiets: overview

a Mobile Ambientsn open + parent-child I/0

Commnicatioprimities

4 (%) P: input from ambient’
4 hMi P : output to ambiet’

~ = the location wherethe communicationhappens

" = ?: local, asin Mobile Ambients
" = n: from parent to child
~ =": from child to parend

Remotecommunication,betweensiblings,still requiresmobility

e I
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TypedBo<edAnb|e|tB Symax

e I

= names
J enclosirnip
] ? local
=0 nil pracess V;U = n name
] P1JP> compsition ] InV  myenerV
j (°n:A)P restriction ] outV myexitV
j P replication | —epeRY—maroEeRV-
j VIP] anbiem i ViV, path
j VP pre xing
i (x :W) :P input
i Wi P output
| (°QGP groupcreation

o TA




ReductioBemadrts

Mobilig:

n[in mPjQ] J m[R] | m[n[P]Q]JR] (In)
m[nfoutm:P JQ]JR] | n[P]Q] ) m[R] (Ou

Commnication:
(x):PjWi:Q | PfVxgjQ (Comnioca)
(x)"P jn[Wi:QjR] | PfVxgjn[QjR]  (Comminputn)
(x):P jn[Vi":QjR] | PfVxgjn[QR]  (CommDutput")
WVi"P jn[(x):QjR]! Pjn[QfYxXgjR]  (ComnDutpun)
Wi:Pjn[(x):QjR]I 1 Pjn[QfVxgjR]  (Comninput")

e I o TA




Discussion

a Reductionsyield clea notions of resourcesand accesgequests
a eachambienthasan allocatedresourcejts local (anonymous)channel,

4 hMi Y write accesgo the ambient” towards which the requestis
directed (equivalently its anonymouschannel).

& (x) Yareadaccess

a Resourceaccesscontrol policiesexpessedeasilyand directly

a Static analysis,by typing, easedand more accurate,giventhe absenceof
open

Still, we will criticiseit tomorrow. For now let us look at accesscontrol.

e I o TA



Groupl'ypesfor Mobily

Aim:Resource Access Contr ol
a Detect and preventumanedacces® resources.
a We focuson staticapproachesbasedon enfacing type disciplines.

e I
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Groupl'ypesfor Mobily

Aim:Resource Access Contr ol
a Detect and preventumanedacces® resources.
a We focuson staticapproachesbasedon enfacing type disciplines.

GroupsSetsof processesvith commonaccesgights. (Cardelli-Ghelli-Gojdon
Constraintslike k : CanEter(n) are modelledas:

n belongsto group G

k may crossthe border of any ambientof group G

For instance,the system:
K[iIn njlfoutk]] J n[_]

is well-f/pedunderassumptionof the form:

k . anibfK; crosg\)]
| - ani[L; cros¥K)] n:anbN :::]

e I o TA




IndirecBordefCrossing MA

TroyanHorseshe system

Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]
IS well-typed underassumptions:

Odysseusinbf{Achaean crosSl oy)]
Horse anb[Toy; cros&City )]

Troy : anfCity ; _]

e I
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IndirecBordefCrossing MA

TroyanHorseshe system

Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]

IS well-typed underassumptions:

Odysseusinbf{Achaean crosSl oy)]
Horse ani[Toy; crosCity )]

Troy : anfCity ; _]

Howe\er, the systemmay evolveto

Troy Trojans | Horde ] | OdysselBestroy] |
whereOdysseugot inside Troy's Wallstaking by surgisethe Trojans.

e I
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Groups: GH:::

Setofgroups:G;D;S ;:::

Anbiets types:
A = anma[GM;C]

Pracessypes:
| == pralGM;C]

Capabilttypes:
K == capGM;F]

e I

Types

U  Theuniersaketofgroups

anb ofgroup3 gaod foractiond i fi;o;c;r;wg;
withmobily type M ; andcommnicatiokype C

praesshatcanbe enclosad ananbiem of groups
mg driveto aniieits whosgroupsarein M ;
andcommnicateasdescredby type C

capabiltthatcanaparn ananbien of groups

mg driveit to aniiets whosgrouparein M ;
withexbangeype F forlocalcommnication

o TA



Types(com.)

Mobily types:

M =

molG]

Commnlcatloty eS:

Exdnangday

CONE; F]
eS.

"l ; O]

Messagyepes:

|: O =

? ] WiE :::

Valugypes:

WY =
J

e I

A
K

£ Wy |

>

mobily specs

E forlocalandF forupmardextiange

read/writealuegvalidif O A |)

bottom tupletop

anbieh name
capabilt

o TA
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Suby

ping

(sArb)
Ar 1 Ao fisorc;r;wg

anba, [GM ; C] A anos, [GM ; C]

(sCap) ] )
Mo A M]_; Fo A F]_

capG Mo; Fol] A cafiGM1; F1]

(sCom) )
EoAE;; FoAF;

confEg; Fo] A confEy; Fq]

(sMsq)
i
?2 AW E £ W, A>

e I

(sPro) ) )
Mo A Mq; Co A Cy

prajG Mo; Co] A prafG M q; C4]

(sMob)
G UG

mopG] A molG ]

(sExc) )
|1 A lp; Oo A Ol

'l 0; Oo] A [l 1; O4]

(sTuple) )
Wi ATi; 121k

WiE :EWCATLE :: £ Ty

o TA




Gad Values

(Val pfy) (Valin)
i  Vo:K: i Vi:K i ‘V:anln[GM;cor{E;F]]Hz_
i Vo:Vi: K i~ In V :capH molff §); E] !
(Valsub (Valoud

i VW wAWwWY i V:arﬂDo[GI\/l;con[E;F]]H2
TRERVARRVYA i ~ outV :capHM;F]




Gad PracessgsMoblly

(PropfX
i VecapGM;F]; i  P:prdGM;conE;F]]

i V:P:prdGM;conE;F]]

(Proantp)
i~ V:ani[H molfS |;conE;F]]; i = P:pralH molS |; confE; F]] o

i V[P ]:prafG molp; ]; confF; zer{

(Prore$ (Progre¥

i;n:A P, i G P,

\ \ G62g(})

i (On:iA)P i (°GQP
(Pro0) (Propayj

G2 dom(j) i P00 Q)

i~ 0:pradG molp ]; conzerozer{ i PJQ:
(Prorep (Prosub ,

i P i P ALY

i T IP ! i ~ PO

e I

S
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Gad PraessdsCommnication

e I

(inp?)
i;X:W ° P:praGM;conryl;OJ; F]] |’

AW
i (X :W):P :praGM;comwl ;O]; F]]

(out?)
i VIW; j  P:iprdGM;conrwl ;W[ F]]

i~ hVi:P:praGM;comml ;W ]; FI]]

(inp") \
i X W P : praG M; confE; Wl ; O]]]

- | AW
i (X W) P :prdGM;conE; i ;O]]]

(output')
i VIW,; | P:iprdGM;conE;ml;W I

i Vi :P:praGM;conE:ml ;W1

...andsoonanalogously
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Proerties

Commnicatioprogrties:
a Ifj  (x:W)Pjhvi:Q:| thenj

e I

VY withY AW :
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Proerties

Commnicatioprogrties:
a Ifi C (x:W)Pjhvi:Q:! thenij ~ V:Y withY AW:

Mobily progrties:
a Ifi  n[inmP jQ]jm[R]:} , then

i  m:ama,[M_ ] and | = n:anba [; molpS |; ]

with M2 S ,i:c2 Ayjandc 2 A;.
a Ifi  m[nfoutm:P jQ]jR]:} ;then

i m:anbi, [MmoSy];Jandi ~ n:anba, [N mofS,]; ]

with 0;c 2 Ag, c2 A, M2 S,, andS, 1 Sh.

e I
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Proerties

Commnicatioprogrties:

a Ifi C (x:W)Pjhvi:Q:! thenij ~ V:Y withY AW:

Mobily progrties:

a Ifi  n[inmP jQ]jm[R]:} , then
i  m:ama,[M_ ] and | = n:anba [; molpS |; ]

with M2 S ,i:c2 Ayjandc 2 A;.

a Ifi  m[nfoutm:P jQ]jR]:} ;then

i m:anba, [MmolSy]; Jandj = n:anba, [N molfS,]; ]
with 0;c 2 Ag, c2 A, M2 S,, andS, 1 Sh.
Sulpectreduction:

a Ify  P: andP”~ QorP Q, then there existgroupsG;::: &

suchthat &;:::;G;i Q|

e I
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DetectinQdysseustertions

Now, in orderto assignha type to
Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]
we needassumptionof the form:

Odysseusanh.[Achaean molf Ground Toy; City q]; _]
Horse anb. [Toy; molf Ground City g]; ]

Troy : aniyc [City ; _; ]

repesentingthat Odysseus an Achaeanintentionedto moveinto a City !

e I
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DetectinQdysseustertions

Now, in orderto assignha type to
Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]
we needassumptionof the form:
Odysseusanh.[Achaean molf Ground Toy; City q]; _]
Horse ani,. [Toy; molff Ground City g]; _]
Troy : aniyec [City ; _; ]

repesentingthat Odysseus an Achaeanintentionedto moveinto a City !
On the other hand, underassumptionsof the form

Odysseusanh.[Achaean molf Ground Toyg]; ]

the Trojans shouldnot fea any attack from Odysseus

But what if Odysseus lyingabout his irntertions(i.e. type)?

e I
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Addingo-capabillities

ReductioBemdits:

n[inmMP jQ]jm[in ®RjS] | m[n[PjQ]jR|S]

m{nfoutm:P JQ]jR Jjout®S | n[P|jQ]Jm[R]}S

Mobily Types:(extendedC tellswhib pracesseareallaedin.)
M = molfS ;C]
SubypingRelation(extendgd
(sMop

e I

GQ UG, CuC
mobGy; Co] A molGy; Cq]

for® 2 f?;ng

for®2 f?;ng

o TA




Gad Valuesn BSA

(Valin) (Valout)

i V:ani [GM;confE;F]] i V:ani,[G molfS ; C]; conE; F]]

i In V:capH molf Gg;; ], E] i out V:capH molfS ;;];F]
(Valcoin) (Valcaou)

i~ V:ani [GM;conE;F]] i~ V:aniy[GM; conE; F]]

i~ In V:capH molf ;fQ); F] i~ out V:capHt molp ;fQ]; F]
(Valcoin?) (Valcaut?)

G2 dom(j) G2 dom(j)
i~ in ?:capGmol ;U ]; zerd i ~ out ?:capG moly ;U ];zerp

In(Valin); (Valoud; (Valcoin; (Valcoin; assumd?

e I o TA




Gad PracessqsMobily in BSA

e I

(Pro0)
G2 dom(j)

i~ O:praG molp ;; ]; conzerpzerd

(Propfx
i~ VicapfGM;F], | ° P:pralGM;conE;F]]
i V:P:prdGM;conE;F]]
(Proanip)

i V:anh.[H molS ; C]; conE; F]]
i P:prafH molpS ; C]; confE; F]

i~ V[P ]:prafG molf ; f Hy]; confF; zer{

G2 S

o TA




Coitrol Proertiesn BSA

Acces8oitrol Theorem:

Whenever

i  mM[in®PjQ]:! o i m[out®PjQ]:!;

with ® 2 f ?;ng, then

a i  m:anba,[;molp;C]J; ], and

a eithe®= ?andC = U,

a or®= n withj

e I

" n:anba, [N ;] andN2 C.

o TA




Usingo-capabllitiesdefendroy

Our running examplein BSA

The Trojan War , Odysseus Horseut Hors®estroy |

which can be Well-¥

Horgdn ?:in Troy]
_Tro,/[iWHorsé'rojansj out Odyssel&inon |

edonly if

i~ Troy: anbc [City ; molp; f Toy; Achaeary]; ]

That isif Troy (in suicidalmood) allowed Achaeansin.

e I
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Usingo-capabllitiesdetendroy (ctd)

Considemow the system:

The Trojan Trap, Odysseus Horseut Hors®estroy |

Horddn ?:in Troy]

" Trofin Hors& rojans]

This situation would be perfectly safefor Troy (but dangeroudor Odyssel)s
providedwe cantype it underthe assumptionof the form

Odysseusant.[Achaean _; ]
Horse anb. [Toy; _; confE ; O]]
Troy : anc [City ; molf ; CJ; ]

with Achaean62C.

e I o TA




Summanyf LecturaV

We focusedon ambient mobility, introducingambientsand their exchangeypes,
boxed ambientsand their mobility types.

FurtherReading
Mobile Ambients,a \hot topic": lots of papers. Referencegor this lecture are:

Mobile ambients(CardelliGordon)

Mobility types (CardelliGhelliGordon)
Polymaphic Typing (Anoft, KfouryPericas)

Safe Ambients (Levi,Sangiorgi)

Boxed Ambients (BugliesCrafaCastagna)

Typing and Subtyping Mobility (MerroSassone)

Q: Q@ Q@ QO Q»: Q©: Q:

.o alonglist, :::

e I o TA



GlobaComputing

Lecturey/ |

TonardsAnbieh Resourceomrol

e I
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TheCasdorResourddgsag€oirol

GlobaComputinigvolve scenaios wheremobile devicesener and exitdomains
and networks.

TypicaDevices:
Today: SmarCardsEnbeddedevge.gin cars)Mobilghone$DAs,Satnavigators,,..

Tomarow: PAN,VAN,D-MEP-COM,..
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TheCasdorResourddgsag€oirol

GlobaComputinigvolve scenaios wheremobile deviceserter and exitdomains
and networks.

TypicaDevices:
Today: SmarCardsEnbeddedevge.gin cars)Mobilghone$DAs,Satnavigators,,..
Tomarow: PAN,VAN,D-MEP-COM.,..

Requirentsn

a Secunt AuthemcationPrivacy NorRepudiation
TrustFormatiomndManagenten
Corext(e.gLocationAvareness
DynamitearningndAdaptabiit

Policie®f AccesSoirol andtheirEnforcemen
Negotiationf Acces#ccesRighs, Resouradscquisition

Q: QO QO QO QO

Protectionf Resourdgounds..
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TheCasdorResourddgsag€oirol

GlobaComputinigvolve scenaios wheremobile deviceserter and exitdomains
and networks.

TypicaDevices:
Today: SmarCardsEnbeddedevge.gin cars)Mobilghone$DAs,Satnavigators,,..
Tomarow: PAN,VAN,D-MEP-COM.,..

Requirentsn
a Secunyt AuthetmcationPriacy NorRepudiation

TrustFormatiomndManagenten
Corext(e.gLocationAvareness Cefral Notion:

D
DynamitearningndAdaptabiljt Resourdgsage

Policie®f AccesSoirol andtheirEnforcemen
Negotiationf Acces#ccesRighs, Resouradscquisition

Q: QO QO QO QO

Protectionf Resourdgounds..

e I o TA




RoadmadiprLecture/

3

3

3

e I

Cortrol of Interferenaa Mobilénbiems: manageabless expessive:
how do you want your calculus?

Secrean Unirusted\etorks:crypto-primitives for mobile agents

Anbieis withBounde@apacojt make realistic hypothesison ambient
capacitiesand processesspaceconsumption.

o TA




InterferencasMobildnbiets

4 The inherentnondeterminismof movementmay go wild: Grae Irnterferenc.

K[n[inm:Pjoutk:R]jm[ Q1]

e I
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InterferencasMobildnbiets

4 The inherentnondeterminismof movementmay go wild: Grae Irnterferenc.

K[n[inm:Pjoutk:R]jm[ Q1]

4 Introducing SaféAnbiels

N[inNMPjQlim[inmRjS]i! m[n[PjQ]jRjS]

a Co-capabilitiesd single-threadedméissut graveinterferences

e I

o TA
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Mobild3xedAnbiets

a opens nature of ambientdissolverns a potential sourceof problems.

& Direct communicationas alternative sourceof exgressivenessiobil&oed
Anbiets. Perfam 1/0 on a subambientn's local channel(viz. (x)") aswell as

from the parent's local channel(viz. (x) ")

X)":Pjn[MMi:Q jR]i! PfM=xgjn[QjR]
MMi:Pjin[(X) :QjR]i! Pjn[QfM=xgjR ]:

e I o TA




Mobild3xedAnbiets

a opens nature of ambientdissolverns a potential sourceof problems.

& Direct communicationas alternative sourceof exgressivenessiobil&oed
Anbiets. Perfam 1/0 on a subambientn's local channel(viz. (x)") aswell as

from the parent's local channel(viz. (x) ")

X)":Pjn[MMi:Q jR]i! PfM=xgjn[QjR]
MMi:Pjin[(X) :QjR]i! Pjn[QfM=xgjR ]:

4 But it is a great sourceof non-loalnondeterminiand commnication
iInterference

m[ ()"™:Pjn[ BMij(x):Qjk[ (x) :R1]1]
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Mobild3xedAnbiets

a opens nature of ambientdissolverns a potential sourceof problems.

& Direct communicationas alternative sourceof exgressivenessiobil&oed
Anbiets. Perfam 1/0 on a subambientn's local channel(viz. (x)") aswell as

from the parent's local channel(viz. (x) ")

X)":Pjn[MMi:Q jR]i! PfM=xgjn[QjR]
MMi:Pjin[(X) :QjR]i! Pjn[QfM=xgjR ]:

4 But it is a great sourceof non-loalnondeterminiand commnication
iInterference
m[ ()™":Pjn[ H\f j(<):Qjk[ (x) :R1T]
1 1 }
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IntroducindNBACommnication

NBA a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels for localand upnardcommunications.

(X)":Pjn[MMiAQjR]i! PIM=xgjn[QjR ]
Mi"Pin[x)XQjR]i! Pjn[QfM=xgjR]

e I
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IntroducindNBACommnication

NBA a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels for localand upnardcommunications.

X)":Pjn[Mi*QjR]i! PfM=xgjn[QjR]

WiT:PjT[(x)?:QJR]i! Pjn[ QfM=xgjR ]
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IntroducindNBACommnication

NBA a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels for localand upnardcommunications.

X)":Pjn[Mi*QjR]i! PfM=xgjn[QjR]

WiT:PjT[(x)?:QJR]i! Pjn[ QfM=xgjR ]

a Expessiveness??

e I

o TA




IntroducindNBACommnication

NBA a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels for localand upnardcommunications.

X)":Pjn[Mi*QjR]i! PfM=xgjn[QjR]

WiTipiT[(X)?iQJR]i! Pjn[ QfM=xgjR ]

a Expessiveness??
a Hmm, rather poor: n[ P ] cannot, for instance,communicatewith childrenit

doesn't know statically It canneverlean about incomingambients,and will
neverbe ableto talk to them.

e I o TA



IntroducindNBAMoDIly

a Let usintroduceco-actionsof the form enter(x) which havethe e®ectof
binding the variable x.

a Sucha purely binding mechanismdoes not providea way control of access,

but only to registerns As a (realistic) accessprotocol wherenewly arrived
agentsmust registerthemselvego be grantedaccesdo local resources.

e I o TA



IntroducindNBAMoDIly

a Let usintroduceco-actionsof the form enter(x) which havethe e®ectof
binding the variable x.

a Sucha purelybinding mechanismdoes not providea way control of access,
but only to registeria As a (realistic) accessrotocol wherenewly arrived

agentsmust registerthemselvego be grantedaccesdo local resources.
4 Needa ner mechanismof accessorol
al entetb;ki:P jR ]jbl enterx;k):QS]i! HaPjR]jQfa=xg)S]

This representan accessrotocol wherethe credentialsof incomingprocessegk
In the rule above) are controlled,asa preliminay stepto the registrationprotocol.
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IntroducindNBAMoDIly

a Let usintroduceco-actionsof the form enter(x) which havethe e®ectof
binding the variable x.

a Sucha purelybinding mechanismdoes not providea way control of access,
but only to registeria As a (realistic) accessrotocol wherenewly arrived

agentsmust registerthemselvego be grantedaccesdo local resources.

4 Needa ner mechanisnof accesimrol

| |
z|;1[ entel’rilo;ki:P JR1]j tlj[ enter(>|<;k):Qj S]i! HaPjR]jQfa=xgj S ]
!
This representan accessrotocol wherethe credentialsof incomingprocessegk
In the rule above) are controlled,asa preliminay stepto the registrationprotocol.
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NBASymax

Names: a;b;:::n;x;y;::: 2 N

Locations:

J
J

a

>

?

Processes:

P =

J
J
J
J
J

e I

0
P1]P>
(°n)P
;P
M[P]
;P

nestedames

enclosirnip

local

nil pracess
compsition
restriction
replication
anbiemh

pre xing

Messages:
M;N =

a
entehM ; N i
exithM ; N i
M:N

M
(X1;:005%Xk)
AV ;0 Ml
enter(x; M)
exit(x; M)

name
ma erter
mg exit
path

messages
Input
output
allaverter
allav exit

o TA




NBAReductioBemdits

mobily -
n[enterhm; ki:P jR] m[enter(x; k):Q j S]
n[m[exithn; ki:P jR]jS] _ﬁ(x; k):Q

commnication

_(x):P :H\7ri:Q
()":P n[ViAQjR]
WEin:P n[()MQjR]

structuratongruence
P™ Q Q

e I

min[PJR]jQfn=xg]S]
m[P JR]In[S]]Qfm=xg

PfNr=xgjQ
PIM=xg n[QjR]
P n[QfM=xgjR]

R;, R S=) Pj! S
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A one-to-ormmmnicatioserer

a Letw(k) be a bidirectionalforwarder for any pair of incomingambients.
w(k) , w[ enter(x; k):entery; k):(1(z)*:hei?jY(z)Y:hzi*) ]

An agentcanbe de nedas: A(a;k;P; Q) , a[entetw;ki:P jexithw; ki:Q] and
a communicationserveras:

020k) = (°r) (r[hi® i1 ()" :(w(k) j exit(_; k):exit(; k):r[hi* 1) )
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A one-to-ormmmnicatioserer

a Letw(k) be a bidirectionalforwarder for any pair of incomingambients.
w(k) , w[ enter(x; k):entery; k):(1(z)*:hei?jY(z)Y:hzi*) ]

An agentcanbe de nedas: A(a;k;P; Q) , a[entetw;ki:P jexithw; ki:Q] and
a communicationserveras:

020k) = (°r) (r[hi® i1 ()" :(w(k) j exit(_; k):exit(; k):r[hi* 1) )

a It canbe provedthat oncetwo agentsengagein communicationno other
agentknowing the key k caninterferewith their completingthe exchange.In
formulas:

(° k)( 020(k) j A(k;a1; M iP1; Q1) j A(K; az; (x)MP2fxg;Q2) j ! i21 A(K;ai;Ri;Si) )
=) 2°¢ (°k)( o20(k)jai[P1jQi]jaz[PifM=xgjQ21j} i21 A(K;a;R;i;Sj))

e I o TA




A prirt serer

a The following processassignsa progressivenumber to incomingjobs.

enqueue, (°c) ( [hLi® ]j!(n)¢:enter(x; k):mi*:c[m + 1i* ])

e I
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A prirt serer

a The following processassignsa progressivenumber to incomingjobs.

enqueue, (°c) ( [hLi® ]j!(n)¢:enter(x; k):mi*:c[m + 1i* ])

a We canturn it into a print server(which consumessuchnumbers).

prtsrv(k) , K[ enqueug | print ]
print . (°0) ([hLi® 1] 1(n)c:exit(x; n):(dat)*:(Pfdatgj [ + LR ])

a A client then acts as:
job(M: k), (°p)p[ enterk;ki:(n)*:(° g)g exithp; ni:hM iR ] ]

It entersthe serverprtsrv(k) (usingenqueug, it is assigneda number that it use
asa passwerd to cary job M to print (which eventuallywill bind it to dat in P.
(Dynamic namediscoveryand passverds are fundamentalhere.)

e I o TA
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Gadiesof NBAoverBA

a A good set of equationallaws
a A simplertype system
a A soundLTS characterisationof barbed congruence.

a No signi cant lossof expessivepower

e I
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Somé&quationdlavs

Garbag€ollectiolavs
a [ )" Pj):Qjhvim™:R ] 2° 0
a [ G)":Pjhvi:Pjhrim™:p 1 2¢ 0

e I
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Somé&guationdlavs

Garbag€ollectiolavs

a [ )" Pj):Qjhvim™:R ] 2° 0

a [ G)":Pjhvi:Pjhrim™:p 1 2¢ 0
Commnicatiofavs

4 1 ViR j VIR 1 2 I[RVIGiA 1 I AViLi? ]

a I[):Pjhwi:Q] 2° I[PfM=xgj Q]

a (CD(e"PIMMiAQ]) 2¢ (CI)(PfM=xgjI[Q])
a m[()":PjI[iARQ]] 2¢ m[PfNM =xgjI[Q]]

e I
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Somé&guationdlavs

Garbag€ollectiolavs

a [ )" Pj):Qjhvim™:R ] 2° 0

a [ G)":Pjhvi:Pjhrim™:p 1 2¢ 0
Commnicatiofavs

a I[ hVIiRj AvigiR 1 2¢ 1ThVIGIA 1§ ITHVEIR ]

a I[e):Pjhvri:Q] 2°¢ I[[PfM=xgj Q]

a (CD(e"PIMMiAQ]) 2¢ (CI)(PfM=xgjI[Q])
a m[(x)"PjI[ATIRQ]] 2¢ m[PfN =xgjI[Q]]
Mobily lavs

a (°p)(m[enterdn; pi:P ]jn[enterx; p):Q]) 2% (°p)(n[Qf m=xgjm[P ]])
a I[m[entein; pi:P]jn[entenx; p):Q]] 2° I[n[Qfm=xgjm[P]]]

e I o TA




A Type Systernfor NBA

a Types

Messadg/pes W

Exdangdypes E;F

Pracesdypes T

N[E] typesboth ambientsand passwrds; Shhis the Silehty
ambientwith no upward exchange®r a passwverd that revealthe visitor's name.

e I

N[E]
ClE]

Shh
Wi E i £ W

[E;F]

ambient/passverd
capability

no exchange
tuples(k , 0)

local/upward exchange

2 N[Shhis an

o TA




A Type Systernfor NBA

a Types
Message/pes W = N[E]
J ClE]
Exdangdypes E;F := Shh
] Wi£E i £ Wy
Pracesdypes T = [E;F]

ambient/passverd
capability

no exchange
tuples(k , 0)

local/upward exchange

2 N[Shhis an

N[E] typesboth ambientsand passwrds; Shhis the Silehty

ambientwith no upward exchange®r a passwverd that revealthe visitor's name.

a TypeEnvironmes

(Ernv name)
i 1 a2z Dom(j)

(Erv Empy)

i;a:W |

e I o TA




TypingRules

a2 Messages
(Prgection) (Path)
ita:W;i 0! i ° M1:C[E1] | M2 :C[E2]
ica:W:;i% a:w i ° M1:M,:C[E1t Ej]
(Erter) (Exit)
i M :N[E] i N :NF] (F6 G) i M :N[E] i N :NF] (F6 G)
i enterlM;Ni : C[G] i exithM;Ni : C[G]

e I o TA




TypingRules

a2 Messages
(Prgection) (Path)
isar Wi | i © M1:C[E1] i M2 :C[Eg]
ica:W:;i% a:w i ° M1:M,:C[E1t Ej]
(Erter) (Exit)
i M :N[E] i N :NF] (F6 G) i M :N[E] i N :NF] (F6 G)
i enterlM;Ni : C[G] i exithM;Ni : C[G]
51 Pracesses
(Par) (Repl) (Dead)
i  P:I[E;F] i Q:[E;F] i P :[E;F] i
i PJQ:![E;F] i P I[E;F] i  O0:[E;F]

(New)
i;n:NG] P :[E;F]

i (°n:NG)P : [E;F]

e I o TA




TypingRulestl

s Pracessesobily

(Anb) (Pre x)
i M :N[E] i P :[F;E] i M :C[F] i P:[E;G] (F6 G)
i " M[P]:[G;H] i * M:P :[E;G]
(Co-etr) (Co-exit)
i M :NW] j;x:N[W] P:[E;F] i M :NW] j;x:NW] P :[E;F]
i ~ enter(x; M):P : [E;F] i exit(x; M):P : [E;F]
(Co-eter-silem (Co-exit-silgn

i M :NShh | P :[E;F] x62v(P) i M :NShh | " P :[E;F] x62v(P)

i ~ enter(x; M):P : [E;F] i exit(x; M):P :[E;F]

e I o TA



TypingRulestl

s PraessedO

(Input)
i %W "~ P [W;E]

i (*:W):P :[W;E]

(Inpufd)
i %W "~ P [E;W]

i (XZW)AZP [E; W]

(InputM ) (Output)
i M INW] j;*»:W P :[G;H] i MW | P:[W;E]
i WM P G H] i © VP [W;E]
(Outpufd) (OutputN )
i MW j P:[E;W] i N:NW] § M :W | P:[G;H]
i~ hitP [E; W] i~ hiN:P G H]
a4 SulpectReductionf; " P:TandP ! Q,thenj ~ Q:T.
P o 1A




Encding:BAin NBA

We can encale BA into NBA enrichedwith a focusedform of nondeterminism.

fi P = crosshP i,
hm[P ]i q = m[fjP gm ]
h(x)2P i n = (X)®2hPinq
h(x)Pin = ()hPin+ )RRPin+ exit(y:p)(x)Y hP i
h(x)" Pin = (° p)p[ exithn; pii :(x)Xenterhn; pi:hxi? 1j enter(y; p)(x)Y hP i,
hhMigPin, = hMi2hPi,
htMiPin = BMihPin+ hMiRhPi, + exit(y;p)hMiY hP i,
htMi"Pi, = (° p)p[ exithn; pwi:hM i*:entertn; pi:hg? | j enter(y; p)()Y hP i ,
where cross= lenter(x; mv)jlexit(x; mv), in n = entern; mvi, and out n = exithn; mvi

and p;y Z fn(P).

e I o TA




Encding:BAin NBA

We can encale BA into NBA enrichedwith a focusedform of nondeterminism.

fi P = crosshP i,
hm[P ]i q = m[fjP gm ]
h(x)2P i n = (X)®2hPinq
h(x)P 1, = (X)hPi,+ (X)AhP in+ exit(y;p)(x)Y hP i n
h(x)" Pin = (° p)p[ exithn; pii :(x)Xenterhn; pi:hxi? 1j enter(y; p)(x)Y hP i,
hhMi2Pi, = HhMi2hPin
htMiPin = BMihPin+ hMiRhPi, + exit(y;p)hMiY hP i,
htMi"Pi, = (° p)p[ exithn; pwi:hM i*:entertn; pi:hg? | j enter(y; p)()Y hP i ,
where cross= lenter(x; mv)jlexit(x; mv), in n = entern; mvi, and out n = exithn; mvi

and p;y Z fn(P).

a4 Thm The encaling is operationallysound. If P and Q are Single-threadle
then it is equationallysound,that isfjP g, 2 fj Q p, impliesP 2°¢ Q.

e I o TA
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Secrean thepi calculus

a exchangamessagesver private channels

(°n)( Mhmi jn(x):P )

a No third processcan
a discoverm by interacting with the process
a causea di®erentmessagdo be sentonn

a Orisit?

e I
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Secrean thespicalculus

Not the spi calculusway, aswe saw. In a distributed system

o i )

at site A at site B

a Link betweenA and B may be physicallyinsecure regadlessof the privac

of n
a useprivate keysto encryptconnectionsover public channels

(°n)( phf mg,i j p(y):.casey of fxg, inP )

a anybody canreadon p
a only the intendedrecipientsknow n and will readm

e I

o TA
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Secreay theMobildnbiets

Namez, Crypto&ysCarying messagenside priateambientspreserves
messagertegriy and privacy Or, doesit?

(°n)(al n[out a:inbhM 1] ]jH openn:(x)P ])

e I
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Secreay theMobildnbiets

Name: Crypto&ysLCarying messageiside privateambientspreserves
messagertegriy and privacy Or, doesit?

(°n)(al n[out a:inbhM 1] ]jH openn:(x)P ])

It actually o®erspoor guarantees,as n must be revealedalongthe move.
Hav to pravidestrongegorotection?

4 Committo agentstheir own securif, with co-capabillities

(° n)(a[ n[ out a:in bopenn:MMi]1]jdin b:openn:(x)P 1)

No onecanopenn andreadM befae n reachesb.
4 Protect ambientsby encapsulatithgm

(°n)(a[p[out aiin byn[AM 1 ]]]] i open p:openn:(x)P ])

A public ambientp caries a private ambientn, which neednot revealits
nameto move.

e I o TA




SecrecyNeemewprimities?
Case |: Plysicatlevices:
a the rst proposalis all we need: physicaldevicescan easilyperfam
accessomrol, suchasthat encompassetly co-capabilities
Case Il: Softagets

a the rst proposalis pointlessin \ urtrustetl networks. Similaly, the second
proposal presupmsesencryptiofor data and code and appliesonly partially
to actie agents,which may not move autonomouslywhenencrypted.

e I o TA



SecrecyNeemewprimities?
Case |: Plysicatlevices:

a the rst proposalis all we need: physicaldevicescan easilyperfam
accessomrol, suchasthat encompassetly co-capabilities

Case |l: Softagets

a the rst proposalis pointlessin \ urtrustetl networks. Similaly, the second
proposal presupmsesencryptiofor data and code and appliesonly partially
to actie agents,which may not move autonomouslywhenencrypted.

A crypto-primit subjectiveaccesscontrol using co-capabilities+ data

encryptionto preservesecrecyof data while agentsmove autonomously
. ———sealedndek

n[sealk:P JQ] ! nfiP]QEy
crypto-&y

E®ects:
4 blaksmessagexchangesind encryptgheir contents;

4 the sealedniiemh cannotcommunicate but it may move.

e I o TA



Sealednbiels

a  The mechanisnto resumeto a fully operationalstate is ass@iated to

movementsand co-capabilitiescontaining keys

nfjin m:P jQp, j mf in fxg«:RjR% j!

e I

mf n[P jQ]jRfn=xgjR%y

o TA




Sealednbiets

a  The mechanisnto resumeto a fully operationalstate is ass@iated to
movementsand co-capabilitiescontaining keys

nfiinm:PjQp, jmf infxg:RjR% i! mfn[PjQ]jRfn=xgjR

Example:

(° k)a[ n[sealk:out a:in bhM iR] 1j B[ in fxge:(y)*:P ]

e I
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Sealednbiets

a  The mechanisnto resumeto a fully operationalstate is ass@iated to
movementsand co-capabilitiescontaining keys

nfiinm:PjQp, jmf infxg:RjR% i! mfn[PjQ]jRfn=xgjR

Example:

(° k)a[ n[sealk:out a:in bhM iR] 1j B[ in fxge:(y)*:P ]
i ! (°k)a[ nfj out a:in b:hv iﬂ'gk 1jin fxge:(y):P]
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Sealednbiets

a  The mechanisnto resumeto a fully operationalstate is ass@iated to
movementsand co-capabilitiescontaining keys

nfiinm:PjQp, jmf infxg:RjR% i! mfn[PjQ]jRfn=xgjR

Example:
(° k)a[ n[sealk:out a:in b:nM iA] 1iin fxge:(y)*:P]
i ! (°k)a[ nfj out a:in b:hv iﬂ'gk 1jin fxge:(y):P]
il (°k)al ]jnfjinbhv iﬂjgk jolin fxge:(y):P]
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Sealednbiets

a  The mechanisnto resumeto a fully operationalstate is ass@iated to

movementsand co-capabilitiescontaining keys

nfjin m:P jQp, j mf in fxg«:RjR% j!

Example:

(° k)a[ n[sealk:out a:in bhM iR] 1j B[ in fxge:(y)*:P ]

e I

(°k)a
(°k)a
(°k)a

| nfj out a:in b:nM iﬂ'gk 1jin fxge:(y):P]
] nfjin bhv iﬂjgk jolin fxge:(y):P]

[ 1ibn[hvi*]j (y)":Pfn=xg]

mf n[P jQ]jRfn=xgjR%y

o TA




CBASymax

M:N

Expressions

J
J
J
J
J
J

Pre xes

e I

Yo -

K;:::;g names

X;.:.;Z2 variables

in M ererM

out M exitM

in letener

out let exit

M:M path

M path

(X1;:00; Xk) iInput

M 1 Ml output

in fxgw ; letin & unseal
out f xgy letout& unseal
sealM sealing

Locations

Processes

P

a cild
" paren
? local

YiP

(°n)P

PP

1/iP

MI[P]

MTJP Oy




SilenhReduction

SilehEwaluatiorComext: SE ::= [j 1j(°n)SE jSE jP jn[SE]jnfj SE g,

Mobilig |

nfinmPjQgjmfin:RjSg isihh mf nf PJjQgjR]Sg

mf nf outm:P jQgjRgjout:S i}| nfPjQgjmfRgjsS

Mobilig I1

nfiin m:P j Qg jmf nfxg:RjSg i51 mfn[PjQ]jRfn=xgjSg

mf P jnfjout m:Q jRg, gjout fxgx:S isihr mf Pgjn[QjR]jSfn=xg

. h .
n[sealk:P j Q] .Slr nfiP ] Qp,

StructurdRules

P Q:0 il RRR" sz Pl s

P il Q=) SE[P]iiT SE[Q]

e I

(struct)

(comext)

(erter)

(exit)

(K-erer)

(K-exit)

(seal)

o TA




Reduction

e I

EvaluatiofComext E == [[]j(°n)EjPjEJEjPjn[E]
Commnication

(local) ()P jhviQ ! PfN =¢gjQ
(inputn) G)"Pjn[Avi QjR] i! PfM=xgjn[QjR]
(outpuin) Wi"Pjn[(%¥) QjR] i! Pjn[QfM=¢xgjR]

StructurdRules

(silet) PiiT @ ) Pi! Q
(struct) P" Q;Q i! R, RS ) P ij! S
(comext) P i! Q ) E[P] i! E[Q]

o TA




Remarks

a No explicidata encryption(delegateit to implementation).

a At most onelevelof sealing
a  Silentreductionsdo notapply underpre x
a Reductionsdo notapply underpre xand sealednbiets.

a  Nocomputatipexceptmobility, for sealedmbients

e I
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Encdingofspl

3

5

3

e I

|dearepesentan encryptedmessageavith a sealedambientwhich
containsthe message.

Commnicatinghe encryptedmessagess communicatingthe nameof the
caresppnding ambient.

Usethree translation maps,with [ ¢]] leading(and p a name):

hai , : Expressio$ Expressions
[ ¢], : Expressioif$ Praesses

[¢] :Praessed Praesses

hM 1, returnsp, the nameof the ambientthat storesM .
Carespondingly [M ]|, storesM into an ambientnamedp.

o TA




5

3

e I

Encdingof spi
Theencding(monadiccase)

hai,, a, hfMgcip, p

[alp,. O
[FMalp, COIMIqipl(x)Asealk:in x:hhM i 4i?])

[0 . O; [CmPI ., CmIPI; [PIQT ., [PIJIQI
[BMVi] . Ca)(IMTqjbhhM i ¢it])

[b(x)PT . (x)°[P]

[caséM offxgy inP] , letz= hMi,in

CP(IMTpj (Co)(hei?jcin fyge:(x)YiR]j (x)°P))

Thm. The encaling is equationallysound.

o TA



Secrechy

typing

TypingSystensecrecyis capturedby a type system™ which may classify
processess Urtrustechnd data as publidf it can be exchangedwith untrusted

process.

a Typessplit the world in two: TRUSTEDvs UNTRISTED

TRUSTED

UNTRUSTED

Messagdaypes W

N[E], KeyE]

Public

Exchangetypes E

ProcessTypes T

a The type system

Un

a allows interactionsbetweenthe two components
a preserveshe desiredsecrecyinvaiants on the trusted components.

e I
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Typestor Secrecy

Messade/pes

a Public messageshat may be exchangedvith untrusted processes.

Includesmovement(co-)capabilities

4 N[E]:

ambientswith upward E exchangegas usual)

a KeyE]: keysthat may applyto ambientsof type N[E ]

Praesgy

(S

a Un: unknaownvn processes

a [EFI

e I

processesvith local E exchanges upward F exchanges

o TA




TrustedandUnrusted

TherulesofthegameHow do TRUSTEDand UNTRISTEDnteract?
a  moblily forfree:(un)trusted ambientsmay traverse(un)trusted sites;
a2  NOlocalexbangesetweentrusted and untrusted processes;

a  YEShieranucakexbangest public valuesallowed betweentrusted and
untrusted processes.

e I o TA




TrustedandUnrusted

TherulesofthegameHow do TRUSTEDand UNTRISTEDnteract?
a  moblily forfree:(un)trusted ambientsmay traverse(un)trusted sites;
a2  NOlocalexbangesetweentrusted and untrusted processes;

a  YEShieranucakexbangest public valuesallowed betweentrusted and
untrusted processes.

TypingRulesA Manicheanview of the world.

a Eachprocessform hastwo typing rules,dependingon whetheris trusted or
untrusted.

a Trusted systemsexchangingoublic valueswith the untrusted components
becomethemselvesintrusted

e I o TA



(Co-IrKey)
i M :KeyE]

i ;X:N[E] P :[G;H]

Samplg/pingules

Sinfxgw P [G;H]

(Anb Seal)

" N : KeyE]
" M :N[E]
" P [FE]

CMfiPgy T

(InputM
i M IN[Wq; Wi

Anb)

e I

(UntrustedCo-In)
i M : Public
i :X:Public® P :Un

i~ infxgy:P :Un

(UrntrustedAnb Seal)
i N : Public
i M : Public
i P :Un

i MfjPgy T

(UntrustednputM )
i M : Public

i :X;i :Public P :Un




ProertieoftheType System

3

3

Subject Reduction
fi  P:TandP ! Q,thenj Q:T.

Typability
Letfas;:;;ang= fn(P) andfxyq;:;;Xxmg = fv(P) then

a; : Public::::a, : Public x; : Public::::xm : Public™ P : Un

a and Secrecy...

e I
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SecreandAdersaries

Intuitively:

A praespresepsthesecreoyfapiecefdataM if it deesnotpublisiv | or
arythingthatwouldpermitthecomputatioof M .
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SecreandAdersaries

Intuitively:
A praespresepsthesecreoyfapiecefdataM if it deesnotpublisiv | or
arythingthatwouldpermitthecomputatioof M .

S-AdersaryContext A(j ) whichinitially knows all namesand capabilitiesin S.

ReealindNames ma rewaln to S if there existsan S-adversay A(j ), a
contextC(j ), anda namec 2 S not boundby C(j ) suchthat:

A(P) =) C(cdmi?jQ]):

This capturestwo kinds of attacks
a an hostile context enclosinga trusted process,asin a[Q | (i ) ],
a amaliciousagentmounting an attack to a remote host, asin

alin pin ¢Qj Q°1j (i ).

e I o TA




SecreandAdersaries

Intuitively:
A praespresepsthesecreoyfapiecefdataM if it deesnotpublisiv | or
arythingthatwouldpermitthecomputatioof M .

S-AdersaryContext A(j ) whichinitially knows all namesand capabilitiesin S.

ReealindNames ma rewaln to S if there existsan S-adversay A(j ), a
contextC(j ), anda namec 2 S not boundby C(j ) suchthat:

A(P) =) C(cdmi?jQ]):

This capturestwo kinds of attacks
a an hostile context enclosinga trusted process,asin a[Q | (i ) ],
a amaliciousagentmounting an attack to a remote host, asin
a[in pin g:Qj Q% (i )-
Anexample2 = ¢ hai]j a] Kki] ma rewalk to fcg. In fact, for A(j ) the
f cg-adversay (x)C:(y)*:c[ hyi?]j (i ), we haveA(P) =) [hki*1jc[]ja[].
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SecreandAdersaries

Intuitively:
A praespresepsthesecreoyfapiecefdataM if it deesnotpublisiv | or
arythingthatwouldpermitthecomputatioof M .

S-AdersaryContext A(j ) whichinitially knows all namesand capabilitiesin S.

ReealindNames ma rewaln to S if there existsan S-adversay A(j ), a
contextC(j ), anda namec 2 S not boundby C(j ) suchthat:

A(P) =) C(cdmi?jQ]):

This capturestwo kinds of attacks
a an hostile context enclosinga trusted process,asin a[Q | (i ) ],
a amaliciousagentmounting an attack to a remote host, asin

alin pin ¢Qj Q°1j (i ).

Secrecl/heoremuell-ypedpraessatonotreealtheirsecretgublicly Formally, if
i  P:Unandj s:W 6 Public, then P preserveghe secrecyof s from all
publicchannelsj.e.for S= fajj a:Publig[ fina,outaja2jog.

e I o 1A




Questions

a  Sealing/unsealggrather °exible mechanism.

a How and how exciently canthe underlyingmechanisnof selective
encryptionbe implemented?

a Sealingprovidesfor secrecyof messagesit would be niceto havemaore, eg
hiding part of the agentstructure.

a Canguaanteesof data integrity be establishedalong similar lines.

e I o TA



DimensionSapacitiebobily

Q: QO Q: Q-

e I

Focus: CapacytBoundéwvareness

BoCaBounde@Qapacities

SubjectiveMobility
BoundedCapaciy Ambients
Spaceasa linea co-capabiliy.
Fine control of capacity.

a[in\b:PjQ]J' H=JR] i! ~jbaPjJQJJR]
sulj)ecti‘emwecapabiyvt\ /
paceo-capabiyit

o TA




MinimabDesiderata

e I

Realistigbout spaceoccupation. Bigger processesake more space.

n[in m:big and fafjP[=]] n[in m:small_and_slim P

Replicationust be handledappropriately

a[lP]=a[lPjP]=allPjPjP]=a[lPjPjPjP]=":

Allow an analisysof variation in spaceoccupation

More precisely control pra&cesspavning

Computatidakesspacalynamicallgndwe'dlike to malelit.

o TA




A CalculusfBounde@apacitiedlaemetr

Fundaméais: Spac€onsciolMdaemen

alinb:PjQ]j=]JR] i! =jHaPJQJJR]
=) afoutb:PJQJJR] ! aP]Q]jH=]R]

e I o TA




A CalculusfBounde@apacitiedlaemetr

Fundaméais: Spac€onsciolMdaemen

alinb:PjQ]j=]JR] i! =jHaPJQJJR]
=) afoutb:PJQJJR] ! aP]Q]jH=]R]

Examplefraellingheedbutconsumasspace

afinb:inc:outc:out b:0]j =] [ =]]
&& =] b =jc[aloutc:outb:0]]]
&& al0]j =] c=]]

e I o TA




TermW\ell-formedness

Fundaméais: Spac€onsciolMdaemen
4 But the Sizeof travellersmatters!

k?ines{ kﬁnes{
a[lanJQ]Jb[-J =] R] ! j=j o @[PjQIjR]
rJ_i{izil_-}-Jb[a[OUtbipJQ]jR] i ! a[PJQ]Jb[]- {Z_-}-JR]
k times k times

e I

o TA




TermWell-formedness

Fundamédils: Spac€onscioldaemen
4 But the Sizef travellersmatters!

k?ines{ k?ines{
a[lanJQ]Jb[-J =] R] ! j=j @ [PjQIjR]
rlidpiHaTout b:P jQIJR] ! a[PJQ]Jb[r i igiR]

k times k times

WhatistheaX? A well-formednesmotatiomeasuringthe sizeof P.

It countsspacesweigh(=) = 1, weigh(ak[ P ]) = k if weigh(P) = k, ? otherwise

Reductiononly for Well-forme@rms: (1) weightsappea as conditionson
reductions;(2) the calculus'operatas make only sensewith type annotations.

Notationwe use-* asa shathand for j
rlgly

k times

e I o TA
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Fundamdéais: Spac€onsciow3pening

opna:Pja[opn:QjR] ! PjQjR
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A Calculusf Bounde@apacitie®©pen

Fundamdéais: Spac€onsciow3pening
opna:Pja[opn:QjR] ! PjQjR
ExampleReceeringViobilénbiets.

[a[P]], a[topmj[P] ]
[(Ca)P], (°a’)[P]

e I o TA
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Fundaméais: Spac€onsciolEaesactiation

R
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Fundaméais: Spac€onsciolEaesactiation

kp i k .
passepracess—-- Pl = i ! P
weigh®

P weighk

e I o TA
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Fundaméails: Spac€onsciolmaesactiation

Kk -k .
passepracess—-- Pl = i ! P

weigh®
P weighk

ExampleReplication®, 1.k
LKPjC j1 LEPjP

Typesensureonly O-veighedprocessesre replicable: One must usespawning,
sothat replicationeedspaceroportional to the process'weight.

e I o TA




A Calculusf Bounae@apacitieSpaning

Fundaméails: Spac€onsciolmaesactiation

Kk -k .
passepracess—-- Pl = i ! P

weigh®
P weighk

ExampleReplication®, 1.k
LKPjC j1 LEPjP

Typesensureonly O-veighedprocessesre replicable: One must usespawning,
sothat replicationeedspaceroportional to the process'weight.

ExampleRecursigien,aimost)

re¢X )P , XK (lopn X 1. KB jX[=X1]); whereP, PfX[=X]=Xg

e I o TA




BoCaExamplg®©en)

ExampleAnbien Spa/ning

s P ], exB[out a:opn:. " P]]
Then,

al spfHP]1jQlj="jopnexp i! a[Q]jHPI:

The father must provide enoughspacefor the activation, of course.

e I

o TA




BoCaExamplg®©en)

ExampleAnbien Spa/ning

s P ], exB[out a:opn:. " P]]

Then,
a[sWHP]jQlj="jopnexp i! a[QJ]jHPI:

The father must provide enoughspacefor the activation, of course.
ExampleAnbieh Renaming
abeb :P, smfb=“jopna]jinb:opn:P

Then,
~<jopnxja[abeb:PjQ] ;! HPjQ]j=:

Ambient a needsto borrav spaceto renameitsel.
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Fundamdédils: Spac@AcquisitioandRelease

d:Pj=ja[::QjR] i! Pja"[Qj=jR]
[ :Pj=jS]ib[a :QjR] i! a&[PjS]j[Qj=jR]
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Fundaméais: SpacAcquisitioandRelease

:Pj=ja[::QjR] i! Pja*"[Qj=jR]
[ Pj=jS]ib'[a :QjR] i! a&[PjS]i"*[Qj=jR]
TransfefromChild:

getfromdilda: P, (°n)(opnn:P jn[a :opn])
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Fundaméais: SpacAcquisitioandRelease
dPj=ja[::QjR] i! Pja™[Qj=jR]
a™[ :Pj=jSlib'[a :QjR] i! a[PjS]jd"[Qj=jR]
TransfefromChild:
getfromdilda: P, (°n)(opnn:P jn[a :opn])
ExampleA Memoriylalule

256M B

memMb, mef- j ! ree ]

malle, m 'mem:fre¢out m:m : ]j! ]
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Fundaméais: SpacAcquisitioandRelease
dPj=ja[::QjR] i! Pja™[Qj=jR]
a™[ :Pj=jSlib'[a :QjR] i! a[PjS]jd"[Qj=jR]
TransfefromChild:
getfromdilda: P, (°n)(opnn:P jn[a :opn])
ExampleA Memoriylalule

256M B

memMb, mef- j ! ree ]

malle, m 'mem:fre¢out m:m : ]j! ]

memMbj mallej! 2>°MB merp! j!free ]jm{ =2MB j::: 11 2£2°0MB

11 256MB

merh! | !free 1j mallgj freé>®M B[ | memMb mallgj :::




Onthenatureofspace

Aneconomiehicldéor multipleconcepts

a2 Awallablespaces - P ]
a QOccupiesbacey : . (NotationM : N.)

a LostspacepP a)a[ =« ]. (Notation9X.)

destrg , (° a)(F\’“\_::{'Z::_a’f\:Oj a’[ | Lz 0 )

k times k times

destrgf j =< j! * 0K
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Symax
P:=wjOjM:PjPjPjM[P]j!IPj.*PjCCn: WP j(x:AP|jmMiP
C:=inM jout M jopn M j MRj

Cu=opmj: M

M "iXjCjCjM :M




A Calculusf Bounde@apabllitieSytax

Symax
P:=wjOjM:PjPjPjM[P]j!IPj.*PjCCn: WP j(x:AP|jmMiP
C:=inM jout M jopn M j MRj
Cuo=opnj:jM
M:="jxjCjCjM:M

StructuraCongruence:

(J; 0) is a commutative monoid.
Ca)P Q) (CaPjQ it a 62n(Q)
(°a)0” 0
CahMiP~ hMi(°a)P if a62n(P)
(°a)(°bP = (°b(°a)P
a(°hP ] (°baP] ifaé b

IP° IPjP




BoCaReductioBemadIts

(erten a[inb:PjQIjb=*jR]i! <jHa[PjQ]jR]
(exi) =“jpafout b:PjQIjR]i! a[PjQlj=*jR]
(oren) opna:Pja[opm:QjR]i! PjQjR

(tranD) :Pj=ja[:QjR]i! Pja*™[Qj=jR]

(rand a*'[ :Pj=jSljb'[a :QjR]i! a[P|jS]jb*"[Qj=jR]
(spavn) KPj=ki1r P

(comm (x :AP jMiQi! PfM=xgjQ




A SystemfCapagitTypes

CapaoftTypes:A;::: are pairsof nats[n; N], with n - N.

E®eclypesE;::: are pairsof nats (d;i), regresentingdes and in.

Exdvangdypes A ::= Shhj Anbi#;Ai j CapE Al

Praesand Anbiemh and CapabipTypes

a : AnbhA: Aj a hasno lessthan A, and no more than A, spaces
P : Pratk; E; Ai P weighsk and producesthe e®ectE on ambients

C : CapE Al C transfams processesdding E to their e®ects

E®ectsand capacitiescomponentviseand are orderedas follows:

Yl A° An - ¥ and ¥y - Ay




A TypingSystenCapabllities

(Axiom) (Empy)
i ca: AnbhA Al © a: AnbhA; Al i ~ " : Ca(0;0);Ali
(In) o (Out) o
i~ M : AnbhA; A i~ M : AnbhA; A
i~ in M : Cap(0; 0); Ai i ~ out M : Cap(0;0); Ai
(TranD) o (TranS)
i~ M AnbhA; A%
i © M*”: Cap(0;0); A i © :Cap(1;0); A
(Open)

i © M :Anbin; NJ; Al
i S opnM :Cab(Nj n;N i n);Ai




A TypingSystemCoCapabllitiaadPraes:

(coTanD) (coTanS) o
i © M : AnbhA; AS
i i Cap(0;1); Al i M :Cap(0;1); Ai
(coOpen) (Compsition) A X
i * M :CapEA | M?:capE A
i ~ opn : Cap(0; 0); Ai i © M:MO: CapE+ E% A
(Slot) (Zero)
i = Prahi; (0;0); Ai i © 0:Pra0; (0;0); Ai
(Input) A (Output) X
i ;XA P :Pratk;E;Ai i M:A j P :Prak;E;Ai
i (x:A)P : Pratk;E; A i ~ hMiP : Pratk; E: Al




A TypingSystenPPraesses

(Pre x) A A (Replication) A
i * M :CapEA | P:Pratk;E%A i P : Pra; (0;0); Al
i M P :Pratk;E+ E%A i P : PraD; (0; 0); Ai
(New) o X (Spavn) )
i ra: AnbhA;Ai P : Pratk; E; AY i P :Pratk;E; Al
i ~ (°a: AnbhA; AP : Pratk; E; A9 i . KP : Pra0; E; Al
(Parallel) A X
i © P :Pratk;E;Ai | Q:Prark®E%A

i P jQ:Prark+ k2E+ E%A

(Anbiemn) A X
i M AnbHn;NJ;AI § P :Prak;(d;i);Al n- kjd k+1-

N

i ~ MX[P ]:Pratk; (0;0); AY




A CalculusfBounde@apabilities

Thm:SulpectReduction
If i ° P :Pratk;E;Ai andP j! Qthenj ~ Q:Pratk;E%Ai for someE°l E.
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Thm:SulpectReduction
If i ° P :Pratk;E;Ai andP j! Qthenj ~ Q:Pratk;E%Ai for someE°l E.

Themissingit:
Graveinterferencesn the useof spaces

afinb]jg.Pj=jafcfoutal]l]]
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Thm:Su

pectReduction

If i ° P :Pratk;E;Ai andP j! Qthenj ~ Q:Pratk;E%Ai for someE°l E.

Themissingit:

Graveinterferencesn the useof spaces

flsl[inb]jb[.Pj

l

=]ja[c[out a]]]
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Thm:SulpectReduction
If i ° P :Pratk;E;Ai andP j! Qthenj ~ Q:Pratk;E%Ai for someE°l E.

Themissingit:
Graveinterferencesn the useof spaces

flsl[in b]jb[.Pjija[clz[outa]]]

re€X )P, X" (lopn X ;. KB j X[ K]
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Thm:Su

pectReduction

If i ° P :Pratk;E;Ai andP j! Qthenj ~ Q:Pratk;E%Ai for someE°l E.

Themissingit:

Graveinterferencesn the useof spaces

flsl[inb]jb[.Pj

l

=]ja[c[out a]]]

re€X )P, X" (lopn X ;. KB jX[=X])

i1 (X )(lopn X 1. KB jopn X 1 KB j X[ ])
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Thm:SulpectReduction
If i ° P :Pratk;E;Ai andP j! Qthenj ~ Q:Pratk;E%Ai for someE°l E.

Themissingit:
Graveinterferencesn the useof spaces

flsl[in b]jb[.Pjija[clz[outa]]]

re¢X )P, (°X*)(lopn X 1. KB j X[ ])
11X )(topn X 1. KB jopn X ;. KB j X[ ])
XK (lopn X 1 KB kB j k)
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Thm:Su

pectReduction

If i ° P :Pratk;E;Ai andP j! Qthenj ~ Q:Pratk;E%Ai for someE°l E.

Themissingit:

re€X )P, X" (lopn X ;. KB jX[=X])

Graveinterferencesn the useof spaces

flsl[inb]jb[.Pj

ja[c[out a]]]

il CXlopn X . KB jopn X . KB jX[=K])

il CX(opn X ;. KPj . KkP)j K

Oooops




Cottrol Spacélsagalameéblots

P

= ma j A KPj0CC (span) a.*Pj=k ! P




Cottrol Spacélsagalameéblots

P:= mgja kP j¢ee (span) a. *Pj=f j! P
Exampledkenamirgjots
fX59, P, v. (= P)

Then, —jfX5g P! =jP




Cottrol Spacélsagalameéblots

P:= mgja kP j¢ee (span) a. *Pj=f j! P
Exampledkenamirgjots
FX50,:P, y. " (=] P)
Then, —jfX5g P! =jP
ExampleRecursigrwrigh):

re¢X )P, OCX)(IX.KPjK);  whereP, PfX=Xg




Cottrol Spacélsagalameéblots

P:= mgja kP j¢ee (span) a. *Pj=f j! P
ExampleRenamirgjots
fX50,:P, y. " (=] P)
Then, —jfX5g P! =jP
ExampleRecursigrwrigh):
re¢X )P, OCX)(IX.KPjK);  whereP, PfX=Xg
ExampleDerivindNamelots

-, A ] =]

a. “P, (en)(n[a :.%opm:P ]jopnn)




Discussion

Thisisjustastart

Yetto bedone:

a4 InthelargeDevelopa theay a resourcesincluding quantitative bounds
negotiationand enfacementin GC, which goesbeyond space.
Developlanguagesand logicsto expesspoliciesand properties. . ..

4 InthesmallExpessivenessf BoCaEquationaltheay; Smater types;. ..

a4 Ingenerah lot to be done...



We illustrated someinitial ideasabout resourcecontrol in ambient-like
environment.In particular, accessontrol basedon passardsand dynamikzarning
about the environment;datasecrecglata for migrating agents;control of space

SummanyfLecturéd/

usagéor mobile mobile ambients.

FurtherReadingrhis lecture was basedon

Q: QO Q: Q-

5

Safe Ambients (Levi,Sangiorgi)

Boxed Ambients (BugliesCastagn&rafa)

NBA (BugliesCrafaSassone)

Secrecyin Untrusted Networks (BugliesCrafaSassone)
Calculusof BoundedCapacities(BarbanergugliesDezanSassone)

Relatedwork include

5

a
a
a

Finite Control Ambients (Gordoetal)

ResourceControl in the Ambient Calculus(Telleretal)
ResourcdJsageAnalysis(lgarashkobgashi)

Typed AssemblylanguagesMorrisett) . . and many more.. .



Dravingconclusions

3

GlobaComputinig about computation over a global, highly distributed,
swiftly changingnetwork of boundedresources.

Central problemsare (third-party) resourcesage,usageanalysis,and
protection.

Theselectureshavefocusedon foundationaalcul(arising alsofrom work or
concurrency),usefulto representand understandissuesn GG and on
types systemswhich guaantee properties of relevance.

Whatwe discussed:

a Name Mobility

a Typesfor Safety & Control
a Asynchrony & Distribution
a Ambient Mobility

a Resource Control

GCis a movingtarget, and very much alive and kicking. There are many
open issuesand challengingproblems,spanning(almost) all gradesfrom
thearetical to practical.

Certainlyagand topicforaPhD..




Thankyou

Thanks for the Attention




A Plecef Adwertisemeén

a Doyoulike workingonthiskindof stu®




A Plecef Adwertisemeén

a Doyoulike workingonthiskindof stu®

a AreaPhDstudenin Europ?
Or areyoujustaloutto completgourPhD?




A Piecoef Adertisemeén

a Doyoulike workingonthiskindof stu®

a AreaPhDstudenin Europ?
Or areyoujustaloutto completgourPhD?

a Wouldyoumindspending peria at Sussex?




A

A Plec®f Adertisemeén
Doyoulike workingonthiskindof stu®

Area PhDstudennin Europ?
Or areyoujustaloutto completgourPhD?

Wbuldyoumindsgending perial at Sussex?
Thenpleaseomactme theramiglh be a possibiftat

EUMarieCurielrainingsiteDisCo, Distributed Computation
EUFET-GCPrgectMyths, Models and T ypes for Security

EUFET-GCPrgectMikado, Mobile Calculi based on Domains,
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