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Foundations of Global Computmg

Global Computing:

computation over a global network of
mobile, bounded resources shared among
mobile entities which move between
highly dynamic, largely unknown,
untrusted networks.

Dimmculties.

Extreme dynamic reconfigurability; lack
of coordination and trust: limited
capabilities; partial knowledge . ..

ISsues:

Protection and management of resources;
privacy and confidentiality of data; ...
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Mobility & Agent Migration

Globality & Variability

Rasourcee Sh&ﬂﬂg & Control

S&TQW & Protection
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overview of the Lactures

Alm:
l[lustrate calculi which formalise these
ideas and pave the ground for the

development of foundations solid enough
to underpin future applications.

Approach:

Present tools — essentially type systems —
to guarantee safety, security and in
particular resource access control.

What:

Name Mobulity

Types Jor Safety & Control
Asynchrony & DIStribution
Ambient Mobility

Resource Control
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The 7 Caleulus:

| Basic calculus
"I Variations
"] Bisimulation

I Properties
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overview of the Lactures
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ideas and pave the ground for the

development of foundations solid enough
to underpin future applications.

Approach:

Present tools — essentially type systems —
to guarantee safety, security and in
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Tprd 7 Caleuli.

Sorts

Simply Typed 7
/O Types
Secrecy Types
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Group Types
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overview of the Lactures
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Approach:
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Asynenronous 7 Caleuli:

N I B O

TA
Asynchronous ~
TL

D

Join calculus
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overview of the Lactures

Alm:
l[lustrate calculi which formalise these
ideas and pave the ground for the

development of foundations solid enough
to underpin future applications.

Approach:

Present tools — essentially type systems —
to guarantee safety, security and in
particular resource access control.

What:

Name Mobility

Types for Safety & Control
Asynchrony & Distribution
Ambient Mobility

Resource Control

1 OO OO OO [
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Ambient Calculi:

] Mobile Ambients
I Ambient Types
| Boxed Ambients

LI Types for
Access Control
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overview of the Lactures

Alm:
l[lustrate calculi which formalise these
ideas and pave the ground for the

development of foundations solid enough
to underpin future applications.

Approach:

Present tools — essentially type systems —
to guarantee safety, security and in
particular resource access control.

What:

Name Mobility

Types Jor Safety & Control
Asynchrony & Distribution
Ambient Mobility

Resource Control
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Rasource Control

] Interferences
] Secrecy in Ambients
] Sizes & Capacities
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Roadmap

1 Another way to look at the plan:
Start from 7 and move towards asynchrony and distribution.

N =
/\./
distributed BA NBA ~"MA
/*-//f/
Hff/Dﬂ'
o
/*J/f/ TA
P ..
o~ join
a8ynehronous

[ What will we ignore?

An enormous amount! However, what we'll do will be sufficient to be able
to follow the literature and the current developments.
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Global Computing
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— Lacture | —

Name Mobility
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RO&C\W\QP for Lecture |

[]

< K

The 7 calculus’ basic mechanisms

Examples
Variations
[  Polyadic 7
[  Summation
[ Match & mismatch
[1 Recursion
L1 Higher order

Barbs & bisimulation
LTS & bisimulation
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The 7 caleulus

The 7 calculbus is:

] A formal model to describe and analyse systems of interacting
(communicating) Processes, with dynamic (re)configuration;

] Terms are processes, that is eompum‘\ona\ ACTIVITIAS running in parallel
with each other and possibly containing several independent subprocesses.

"1 Currently the canonical model of concurrent eompumt\on, as the
A-calculus for functional computation:

[] computation in the A-calculus is the result of function application;
computation is the process of applying functions to arguments and
yielding results:

(1 computation in the 7-calculus arises from process interaction/reaction
(based on communication).
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Namaes in the 7r calculus

Naming 18 a pervasive notion in 7.

(]It is a prerequisite to COMMUNICATION and, therefore, interaction and
computation.

I It presupposes Independence: the namer and the named are independent
(concurrent) entities.
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Namaes in the 7r calculus

Naming 1s a pervasive notion in 7.

(]It is a prerequisite to COMMUNICATION and, therefore, interaction and
computation.

I It presupposes Independence: the namer and the named are independent

(concurrent) entities.

Names ‘name’ commaunication channels
NOL agents
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The Syntax

1 An infinite set of NaMes: N = {x,y, z,...}.
] Action pYQﬂXQS'.

] Processes:
Pu=Y m.P | P|P|(va)P | P
el
where
L1 1 finite;

[ input z(y).P and new (vy).P bind y in P. Terms are taken up to
a-conversion. That is: for z not free in P

v(y).P =x(2).Piz/yy  (vy)P = (vz)Piz/y};

[J commonly used shorthands: O for the empty sum ) ._,; P + P for

binary sums; = or x when the message is irrelevant
RS S S




Reductions
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Reductions

() + z(w).w{y) | z(u).ulv) | Z(2))

IS

(v2)(

/N

(v2)(0] g(v) [ 7(2))

() + z(w).w(y) | Z{v) | 0)

I

(rz)(
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Reductions

() + z(w).@(y) [ z(u).u(v) | Z(z))
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(v2)(

/N
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I

(rz)(
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Reductions

() + z(w).@(y) [ z(u).u(v) | Z(z))

IS

(v2)(

/N

(v2)(0] g(v) [ 7(2))

() + z(w).w(y) [ Z{v) | 0)

I

(rz)(

() 1010

l=

(v2)(
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contexts and COﬂgFUQﬂQQS

Process Contexts.

conguences:

C:=[.] | n€+P | wa)¢ | €|P | !¢

A relation I is a congruence if it is preserved by all contexts, that is P < ()

implies:

< K

TP+ R<xn1.Q+ R (va)P < (va)Q
PIRxQ|R R|PxR|Q
'Pa!@Q
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structural COﬂgTUQT\QQ

P = () if they can be transformed into each other using

] rearrangement of terms in summations;
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P = () if they can be transformed into each other using
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] commutative monoidal laws for | (with 0 as unit);
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struerural COﬂgTUQT\QQ

P = () if they can be transformed into each other using

] rearrangement of terms in summations;

] commutative monoidal laws for | (with 0 as unit);
L]

(v2)(P|Q) = (v2)P | Q,
(vz)0 = 0;
(vx)(vy)P = (vy)(ve)P.
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structural COﬂgTUQT\QQ

P = () if they can be transformed into each other using

] rearrangement of terms in summations;

] commutative monoidal laws for | (with 0 as unit);
L]

(v2)(P|Q) = (v2)P | Q,
(vz)0 = 0;
(vx)(vy)P = (vy)(ve)P.

0 'P=P|!P
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if 2 & fin(Q);
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standard Form

A process
(va)(My |- | My [1Q1 |-+ [1Qn)
is in standard form if
1. each M, is a sum and
2. each (); is itself in standard form.

Thm: Every processes is structurally congruent to a process in standard form.

proof: Easy, by structural induction.
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Reaction Rules

Tau: (71}3-+—]Vf) — P

React: (M +z(y).P) | (2(2).Q + M') — {z/y} P | Q

P— P P— P
Raes:

b JFopy Loy (va)P — (va)P’

PEP/ P/—>Q/ Q/EQ
P—Q

Struet:

Evaluation contexts: & =:=[.] | &+ P | (wa)& | &| P
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An example

Although it may appear not obvious, the term

P = x(2).y(z) [ ((vy)z{y).Q

has a redex. Let us use = to uncover it.
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An example

Although it may appear not obvious, the term

P = x(2).y(z) [ ((vy)z{y).Q

has a redex. Let us use = to uncover it.

P

2(2).9(z) | (vy)(2(y).Q) | '(vy)z{y).Q
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An example

Although it may appear not obvious, the term

P = x(2).y(z) [ ((vy)z{y).Q

has a redex. Let us use = to uncover it.

P = a(2).9(2) | (vy)(2(y).Q) | ((vy)z(y).Q
T | (vy)x

Il
S
—~~
N
~—
=
N5
—~
S
S
~—
~—~
o)
O
~—
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An example

Although it may appear not obvious, the term

P = x(2).y(z) [ ((vy)z{y).Q

has a redex. Let us use = to uncover it.

P =a(2)9(z) | (vy)(@(9).Q) | (vy)2(y).Q
= 2(2).5(2) | (va)(@(a).Q) | (wy)z(y).Q
= (va)(2(2).9(2) | 2(a).Q) | (vy)2(y).Q
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An example

Although it may appear not obvious, the term

P = w(2)4(z) | (vy)e(y).Q

has a redex. Let us use = to uncover it.

P =a(2)9(z) | (vy)(@(9).Q) | (vy)2(y).Q
= 2(2).5(2) | (va)(@(a).Q) | (vy)2(y).Q
1(2) | #(0).Q) | (vy)#(y).Q
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SQOPQ eXTrusion

The following rule enlarges the scope of a:

(va)(P|Q)=P|(rva)Q ifa¢fn(P)

] left-to-right reading: no surprise
I right-to-left reading: enables export of private names.

c(x).P | (va)c{a).Q

In such form, the processes may not communicate.
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SQOPQ eXTrusion

The following rule enlarges the scope of a:

(va)(P|Q)=P|(rva)Q ifa¢fn(P)

] left-to-right reading: no surprise
I right-to-left reading: enables export of private names.

c(x).P | (va)c{a).Q

In such form, the processes may not communicate.
However:

c(z).P| (va)e(a).Q = (va)(c(x).P | ¢(a).Q)
— (va)(Pla/z} | Q)
the name a, private to (), has been communicated to P.

As in the previous slide, it may be necessary to perform an a-conversion on a.
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SQOPQ axtrusion, continued

The reduction
c(z).P | (va)e(a).Q — (va)(Pla/z} | Q)

establishes a new communication link between P and @, viz. a.

The new link is now Private to P and ), and will remain so until one of them
communicates it to third parties.

Scope extrusion and channel-based communication provide an elementar, yet
powerful mechanism for:

-1 Name moDbility: dynamically changing the topological structure of a system
of processes, by creating new communication links.

] Seerecy: establishing private, hence secret channels.
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Thae egsence of name mob'\\'\ty

@\w
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PIR|Q
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Thae egsence of name mob'\\'\ty
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Thae egsence of name mob'\\'\ty

< K

/ \\
X
N N
\ \
\ \
\ z \
\ \

~

(v2)(P|R)[@Q

Suppose P = z(z).P' (z not in P’) and Q = z(y).Q’
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Thae essence Of name mob‘\\‘\ty

< K

\\ - N\
N x 7 \
a\ ya
: (Pr—— (@)
\ /
\ / /
z \ 5 / z /
\ / //
' & -
@/ \ /

P (v2)(R| Q')

New scope of 2z
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Name mob'\\'\ty and secret channals

A S'\mp\o, Security pTOtOCOLZ

(] Alice and Bob want to exchange secret M, Server mediates.
A and B share private channels c45 and cgg with S

[l A sends B a secret channel c45 via S.
Msg1l: A—S caponcags
Msg2: S — B caponcps

(1 Now A and B communicate via c45.
Msg3: A— B Moncyp

< K
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Name mob'\\'\\:y and secret channals

A S'\mp\o, Security pTOtOCOLZ

(] Alice and Bob want to exchange secret M, Server mediates.
A and B share private channels c45 and cgg with S

[l A sends B a secret channel c45 via S.
Msg1l: A—S caponcags
Msg2: S — B caponcps

(1 Now A and B communicate via c45.
Msg3: A— B Moncyp

mr-calceulus Specifiearion of the pYOtOQO\

- SYS 2 (veag)(veps)(A| B S)




A Tun of the protocol

< K

SYS = cps(@).2(y)-Ply} | cas(z).cas(z) | (vcan)(Cas{cap).cap(M))

= cps(z).x(y).P{y} | (vcap)(cas(x).cas(x) | Cas{cap).cag(M))

— cps(v).2(y).- Py} | (vcan)eps{can) | cap(M))

= (veas)(ens(@)-w(y)-P{y} | @55 (cas) | cam (M)

— (veas)(ca(y)-Ply} [ caB(M))
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The run, conceptually

A = (vcap)cas(can).cap(M) A =tap(M)
S = cas(z).cgs(x) — S=0
B = cps().x(y).P{y} B =cap(y)-P{y}

0 =@

CAS CBS CAS . ¢cBs

- ®

We will revisit this example with cryptographice primitives
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BUt Of course ...

< K

This is an ideal picture, as private channels are an abstraction

(vn)(m{a)@Q | n(z).P)

What if the two processes are located at remote sites?

In practice, one needs cryptography

(vn)(p{{atn)@Q | p(y).decrypt y as {z}, in P)

that's the idea behind the spi calculus
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olyadic 7

The idey
(Y155 Yn) Pl T(21,. ., 20).Q — {Z/Y}P | Q

Is it a more expressive paradigm? Or can it be encoded?
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Polyadic 7

The ideq;
(s yn)-P | 521, 20)-Q — {Z/THP | Q

Is it a more expressive paradigm? Or can it be encoded?
EﬂQOd\ﬂg? Li’<21, ZQ>.P_| = 3_3<Zl>.£f<22>.|_P_|.
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Polyadic 7

The ideq;
(s yn)-P | 521, 20)-Q — {Z/THP | Q

Is it a more expressive paradigm? Or can it be encoded?

EﬂQOd\ng? Li’<21, ZQ>.P_| = 3_3<Zl>.£f<22>.|_P_|.
Wrong idea:

LT(21, 22). P | 2(y1,92).Q1 | 2(y1,y2).Q2-

%*

P 2(y2) {21/ ju@Qia | 2(y2) {22/y2 fLQau

< K
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olyadic 7

The idey
(Y155 Yn) Pl T(21,. ., 20).Q — {Z/Y}P | Q

Is it a more expressive paradigm? Or can it be encoded?

Encoding? LT (z1,22). P2 =T(z1).2(22).LP..
Right idea:

" (z1,29). P = (v2)T(z).Z2(z1).2{z9).m P
(21, 22). P = 2(y).y(y1) -y(y2).n P

Thm. The translation is ‘sound’ (i.e., if " P behaves like "Q7, then P behaves

like ). Is it ‘correct’ (and therefore ‘fully abstract’)? (Left for exercise).
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Examp\g'. MeMOory callg

call(n) = (vs)(5(n) |
get(y).s(x).(5(x) [Y(x)) |
put(y, v).s(x)(5(v) | 7))

] a private channel s ‘stores’ the value n (it represents the state of the
memory cell),

I two handlers serving the ‘Je1" and ‘PUL’ requests.

[ both implemented as replicated processes, to serve multiple requests.

[] each request served by first spawning a fresh copy of the handler by
means of the congruence !P = P |!P.
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< K

Cell: put and get
get(y)-s(z).(5{z) | (z))

receive on get the name y of a channel where to send back the result

upon receiving the channel name, consume the current cell value, and then
reinstate it while copying it to the channel y;

put(y, v).s(x)(5(v) | 7()

similar situation, with a further subtlety: also expect an “ack” channel (y)
from the user, and use it to signal the completion of the protocol.
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Cell and User

A sample user of the cell:

client(v) = (vack)(vret)
put(ack, v).ack().get(rat).ret(x).print(x)

1 declare private return and ack channels

L] first write a new value, wait for ack, and then read the cell contents to

print the returned value.

Let us look at the system:

cell(0) | client(v) = (vs)(wack)(wret) (... )eerr | (- -+ user

< K
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Call & user. reduction

(5Q0) | (put(y, v).s(x). - [ ))cerr | (PULACK, 1) .. Juser
— (5(0) [ 5(2).(5(1) [ack()) | - ))eerr | (ACK()- - -+ Juser
— (S(1) [ak() | .. Jeerr | (2€K(). - - Juser

— (5(1) [ (@eU(y)-s(z)- - ))cen | (2EL(TON). . Juser

— (5(1) [ (s(2).(5(x) [reU(x)) ... ))cenr | Te1() print ()
— (S(1) [1et(1) ... )cenr | vet().print ()

— (5(1) [+ )cenr | print(1)

NOTQ: =-steps omitted.
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summation

The original calculus has unguarded sums:

P:=...|P+P

This makes the theory more complex while producing little gains in expressiveness.

Input guarded sum: S ies i(y).P
Rejects things like (z.P + 4.Q) | (z.P' + y.Q").

NO sums at all:
Still, purely internal choice 7.P + 7.() can be defined:

(va)(a | a.P | a.Q)

< K
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M&W\Y\ﬂg and N\'\Sm&IQY\'\ﬂg

The original calculus has

Tuo=...||lx=ylr ||z £ y|n

lx=z|]P=P x #£y|lP=0

Useful in programming, it has an impact on the theory, and somehow complicates

it. A general encoding is impossible, but in some cases its effect can be recoverec
to a certain extent:

ca(x).(3;lr = ki Pi)a = a(x).(2() | 32; ki()-LPio)

Though this works only provided nobody ‘interferes’ with k;.

< K =>1 >
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Recursive Dennitions

It is useful to be able to write

def

A(T) =

It can be obtained using replication as follows
1. Choose a4 to stand for A;

2. R = replace A{@) with a4 () in R;

3. P= (VCLA)( | laa (2 )QA)

»)

defP‘A

< K

Qa, where Qq = A{@) - A(W) -

On the other hand, replication can be defined from recursive defs.
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Higher Order 7

A most natural suggestion for process mobility:

= | 2(X) | Z(P)

.
Pu=-| X

r(X).P|#(R).Q = {R/X}P|Q

< K
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Higher Order 7

A most natural suggestion for process mobility:

| 2(X) [ 2(P)
X

P
r(X).P | 2(R).Q = {R/X}P| Q

a(b(u)).b(z) | a(X).(X | &(v)) — b(x) | b{u) | &(v).

This is very expressive: A general purpose replicator

def

D = a(X).(X | a{X))

< K
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Higher Order 7

A most natural suggestion for process mobility:

mou=---|z(X) | Z(P)
P:=---]1X

2(X).P|2(R).Q - {R/X}P | Q

Thm. Encoding ‘fully abstract’. Assume a name an unused name x associated tc
each X.

a(P).Q] = (vp)a(p).([Q] | !p.[P]), p fresh
a(X).P] = a(z).[P])

X] ==
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other variants

[]

[]

[]

[]

< K

Asynehronous 7. Disallow continuation on sending a(x).P.

Local 7= Disallow inputs on z in the body of a(z).P.

Private 7. Disallow output of free names: Processes can only pass names

their own private names.

Distributed 7. Several interesting calculi based on 74: Dpi, Join, Blue, Seal,

Nomadic Pict,. . .
Spi, applied pi,. . .
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Obpservations and Bisimulation

observations:. P/, if P can engage in action involving a

Plz 2 P = () (alz).P' +---) a T
Pl, =P = vZ)(a(z).P +---) a
(=2 —)

PilozéP:XLa

1 If P — P’ then Q = @’ for some such that P’ h Q’;
1 If Pl,, then Q.

Barbed Bisimulation /. is the largest equivalence relation r s.t. for all P h Q

=>1 >
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Obpservations and Bisimulation

observations:. P/, if P can engage in action involving a

Plz 2 P = () (alz).P' +---) a ¢
Pl, =P = vZ)(a(z).P +---) a
Plo =2 P =, (=& —7)

Barbed Bisimulation & is the largest equivalence relation  s.t. for all P h Q
1 If P — P’ then Q = Q' for some such that P/ M Q’;

1 If Pl,, then Q.

Barbed bisimulation is very weak, pretty useless:

Consider e.g. = {(a(u),a(v))} and ...

< K
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Oobpservations and Contexts

Barbed equivalence is very weak, but ‘contexts’ are very powerful enquirers:
Consider 4 = (va)([ | | a(x).z). Then

Clau)| — (va)uly  Cla@)] — (va)vl,  Fl(ru)alu)] — (vau)u /

< K
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Oobpservations and Contexts

Barbed equivalence is very weak, but ‘contexts’ are very powerful enquirers:
Consider 4 = (va)([ | | a(x).z). Then

Clau)| — (va)uly  Cla@)] — (va)vl,  Fl(ru)alu)] — (vau)u /

Therefore Cla(u)] # Claw) %  C[(vu)alu)]
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Oobpservations and Contexts

Barbed equivalence is very weak, but ‘contexts’ are very powerful enquirers:
Consider 4 = (va)([ | | a(x).z). Then

Clau)| — (va)uly  Cla@)] — (va)vl,  Fl(ru)alu)] — (vau)u /

Therefore Cla(u)] # Claw) %  C[(vu)alu)]
Barped Congruence =¢: Is the largest congruence in ~, that is

P=¢Q iff €[P] % Z[Q], for all ©.
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Oobpservations and Contexts

Barbed equivalence is very weak, but ‘contexts’ are very powerful enquirers:
Consider 4 = (va)([ | | a(x).z). Then

Clafu)] = (va)ule  Cla(v)] = va)vl,  Clru)alu)] — (vau)u |

Therefore Cla(u)] # Claw) %  C[(vu)alu)]
Barped Congruence =¢: Is the largest congruence in ~, that is

P=¢Q iff €[P] % Z[Q], for all ©.

context Lemma. P =€ Q iff Po | R ~ Qo | R, for all R and substitutions o.

Exercise: Only non-injective substitutions are interesting here. . .
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Tha prob\gm With &\'\&S'\ﬂg

Role of o is account for AllaSINE occurring from rebinding of names after input.

Consider that T|y~T.y+y.T.
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The problem with aliasing

Role of o is account for AllaSINE occurring from rebinding of names after input.

Consider that T|y~T.y+y.T.

But, in ¢ = a(y).[.] | a(z), since x is received for y, T | = % T.x + x.7.

The effect of such contexts is captured by the context lemma o(x) = o(y) = z.
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The problem with aliasing

Role of o is account for AllaSINE occurring from rebinding of names after input.

Consider that T|y~T.y+y.T.

But, in ¢ = a(y).[.] | a(z), since x is received for y, T | = % T.x + x.7.

The effect of such contexts is captured by the context lemma o(x) = o(y) = z.

Similar problems for matching:

[z = y]lc =~ 0 but [z = x]c % 0.

< K

=>1 >




Labelled Trangition Systo,m

1 Barbed bisimulation derives ﬂ&tUY&\\y from the TeAUCTLION rules.
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Labelled Trangition Systo,m

[]

Barbed bisimulation derives naturg\\y from the TeAUCTLION rules.

(] Congruences are brought about by engineering, mathematical and logical

< K

considerations.
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Labelled Trangition Systo,m

1 Barbed bisimulation derives natura\\y from the TeAUCTLION rules.

(] Congruences are brought about by engineering, mathematical and logical

considerations.

"] But barbed congruence is Nard to work with.
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< K

Labelled Trangition SyStQm

Barbed bisimulation derives ﬂ&t\ﬂ&\\y from the TeAUCTLION rules.

Congruences are brought about by engineering, mathematical and logical
considerations.

But barbed congruence is NArd to work with.

Desiderata. Characterise it in terms of:
1. bisimulations (easy to reason with — COINdUCTION)

2. labelled transition systems (describe interactions with environment
explicitly, help intuition, bag of tools, ...)

=>1 >



m ACTIONS

an=7T |7y | vTY | TY

1 n(a): names in o

1 bn(a): names bound in «, that is bound output.

Desiderata.

Thm: Establish a compositional % such that —==—

Thm: Establish a proof technique for =€ using bisimulation on —

< K

o
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Labelled Trangition Systo,m

(Ouy) (Inp) (Tau)

)P L p  w(z2).P —>Ply/z} PP

(Open) (CloseL)

p - P pEp Q@
vTz v T / / 2¢fn(Q)
(vz)P —— P’ PlQ — (vz)(P' | Q)
(CommL) . (Sumb) (ParL) N
P—P Q —Q P — P P — P
— p p = ; 5 p bn(a)Nfn(Q)=0
PlQ — P |Q P+¢@ — P PlQ — P |Q
(RQS) o (RQP) o
P — P P|'P — @
o zgn(a) a
(vz)P — (v2)P' P —Q
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

< K
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

z(y).P | (va)z(a).Q —
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

< K

=>1 >




An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

z(y).P —{&P{a/y}

#(y).P | (va)i(a).Q —
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

t?

z(y).-P — Pla/y} (va)z(a).Q ——

1(y).P | (va)T{a).Q —

< K
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

r?

z{a).)Q —

t?

z(y).-P — Pla/y} (va)z(a).Q —

#(y).P | (va)i(a).Q —
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

7a).Q == Q

t?

z(y).-P — Pla/y} (va)z(a).Q —

1(y).P | (va)T{a).Q —

< K
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

7a).Q == Q

2(y).P —= P{a/y} (va)7{a).Q 2% Q

1(y).P | (va)T{a).Q —

< K
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

7a).Q == Q

r(y).P =% Plafyy  (va)z(a).Q 5 Q

(y)-P| (va)T(a).Q — (va)(P{a/y}|Q)

< K
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An example

Let us show how to prove that

(y).P | (va)T(a).Q — (va)(P{a/y}|Q)

7(a).Q == Q
r(y).P =% Plafyy  (va)z(a).Q 5 Q

(y)-P| (va)T(a).Q — (va)(P{a/y}|Q)

The role of Open, Close, and Comm:

(y).P < (a).Q = (P{a/y}| Q)
(y).P < (va)(a).Q = (va)(P{a/y}|Q)
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Bisimulation

Bisimulation /. is the largest equivalence relation rh s.t. for all P M Q)

P % P then Q == P’

Note that.
in a(x).P ~ @, term P{y/x} must be matched for all ¥ (wel, aimost...);

vxz must be matched only for an appropriately fresh z.

< K
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Bisimulation

Bisimulation /. is the largest equivalence relation rh s.t. for all P M Q)

P % P then Q == P’

Note that.
in a(x).P ~ @, term P{y/x} must be matched for all ¥ (wel, aimost...);

vxz must be matched only for an appropriately fresh z.

Again, ~ is not preserved by substitutions

Full Bisimulation P ~¢ @Q iff Po ~ Qo for all substitutions o (non injective).

Thm, ~ C & and ~¢ C ¢,
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Bisimulation

Bisimulation /. is the largest equivalence relation rh s.t. for all P M Q)

P % P then Q == P’

Note that.
in a(x).P ~ @, term P{y/x} must be matched for all ¥ (wel, aimost...);

vxz must be matched only for an appropriately fresh z.

Again, ~ is not preserved by substitutions

Full Bisimulation P ~¢ @Q iff Po ~ Qo for all substitutions o (non injective).

ThmM. ~ C & and ~¢ C =¢.

On finite-image processes, i.e., such all sets of a-derivated {P’ | P = P’} are
finite, with matehing ~¢ = =€,

EXQreise. Prove that matching is necessary, by showing that P % @, but
C'|P) = €|Q)] for all contexts without matching, where

< < P=a(z)|lz|!Z|ly|ly and Q=a(y) |!z[lz|ly[!y =l




Compar‘\sons and other bigimulations

< K
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Compar'\sons and other pisimulations

Differences in the treatment of input actions N give rise to different notions o
bisimulation:

[ 1ate: a(x).P ~a(x).Q iff P{y/x} ~ Q{y/x} for all y;
[ ground: a(x).P ~ a(z).Q iff P{y/z} ~ Q{y/x} for a fresh y;

L] open: obtained using substitutions explicitly in the bisimulation game.

< K =>1 >
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EXQreises

Exercises:
] Prove=—» = =
1 Prove = C =~;
1 Prove = C ~ and = C =¢
1 Prove T{a) ¢ (vz)T(z).
[l Prove 7.P =€ P.
1 Prove =~ C =~ and ~¢ C ¢

< K
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summary of Lecture |

| This lecture introduced the 7 calculus’ mechanisms and the fundamentals
of its semantic theory, ie barbed congruence and full bisimilarity.

[ Further Reading:
A complete list would be enourmous. Luckily, two references for all can
take you a long way

[1 Communication and Mobile Systems: the m-calculus (Miner)
[] The m-calculus: A theory of mobile processes (sangjorgi, Walker)
[] The mobility home page http://lamp.epfl.ch/mobility/
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Global Computing

< K

— Laecture 11 —

Types for Safety and Control
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Roadmap Of Lecture 1l

Milner’s sorting system
Simply typed 7 calculus
|0 types and subtypes
Typed barbed congruence

Types for secrecy

1 O OO OO OO [

Group types
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Why Types?

Consider the following terms of the polyadic 7-calculus.

a(b,c).P|a(x).Q
a(true).P | a(x).x(y).Q

Both terms are ill-formed, make no sense, and must therefore be ruled out. This
is one of the role of types. In general, types establish INVArants of computation

that we use to guarantee safety in many varieties.
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Why Types?
Consider the following terms of the polyadic m-calculus.

a(b,c).P|a(x).Q
a(true).P | a(x).x(y).Q

Both terms are ill-formed, make no sense, and must therefore be ruled out. This
is one of the role of types. In general, types establish INVArants of computation
that we use to guarantee safety in many varieties.

(1 Types protect from Qrrors and therefore provide gUArantees of consistent
process interaction.

1 Types convey logical structure: the untyped m-calculus is too weak to

prove some expected properties of processes arising from implicit discipline of
name usage.

Types bring the intended structure back into light, and enhance formal
reasoning on process terms: for instance, typed behavioral equivalences are
more generous, and can be easier to prove, as only typed contexts need to
be looked at.

< K =>1 >



Milner's sorting system

Memory cells

cell(n) = (vs)(5(n) | 1get(y).s(x).(5(x) | §{z)) |
put(y; v).s(x)(5(v) | H()))

(] ret used to communicate integers,

L] get and ack used to communicate another channel

< K
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Milner's sorting system

Memory cells

cell(n) = (vs)(5(n) | 1get(y).s(x).(5(x) | §{z)) |
put(y, v).s(x)(5(v) | 7))

(] ret used to communicate integers,

L] get and ack used to communicate another channel

Sorting:
rat S; S, (int)
get Sg Sy = (S)
ack @ Sq Se — ()
put xS, Sp = (Sa,Si)

< K
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Sorting, formally

A sorting System

(] A function > : S — S™ describes the tuples allowed on channels of each
sort. () is the object sort of ~.

1 Object sort of v € S must follow the sorting discipline (7).

1 P respects ¥ if in each subterm Z(y)). P’ or x(y).P’, if x : ~, then ¢ : X(7)
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Sorting, formally

A sorting System

(] A function > : S — S™ describes the tuples allowed on channels of each
sort. () is the object sort of ~.

1 Object sort of v € S must follow the sorting discipline (7).

1 P respects ¥ if in each subterm Z(y)). P’ or x(y).P’, if x : ~, then ¢ : X(7)

subject Reduction. If P respects ¥ and P — (), then () respects X.

It follows that P — implies that 3/ : X(v), for = : ~.

Therefore, these cannot happen:

a(b,c).P|a(x).Q
a(true).P | a(x).x(y).Q

< K =>1 >




Simply Typed 7 calculus

S, " == B Types of basie values
| (Th,...,Tk) tupletype, & >0
| T link Type (channal)

Channel types

L] inform on the type of the value they carry

Examples

(1 4(int) : channel carrying values of type int.

1 #(unit) : channel carrying %, the only value of type unit.

< K

1 4(fint) : channel whose values are channels carrying integers.
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Type system

ht—

I Initial idea: Types assigned only 1o channels, processes are either well typec
under a particular set of assumptions for their bound and free names, or

they are not.

] two judgement forms:
I I'Fv:T v hastype T
O I'+P P is well-typed

[ T Type environment. a set of type assumptions for names and variables
(equivalently, a finite map from names and variables to types)

Different approach possible, based on assigning more informative types to
processes to describe various forms of process behavior.

< K =>1 >




Typing rules: Values and Messages

1 Values
(Base) (Name)
I'-bv:B Fu:TkHu:T
(Tuple)
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Typing rules: Values and Messages

1 Values

(Base) (Name)
I'-bv:B Fu:TkHu:T
(Tuple)

(] Procaesses |

< K

(Input .
I w:g(7) z:TFP
ZNDom(I")=o
'+ u(®).P
(Output ~ ~
I g(7) I'Fv:T I'EP
I' - w(v).P

=>1 >




Typing rules: Process

Processes 11

< K

(Zero) (Par)

I'-P TI'FQ
TFO I'-P|Q
Rapl (R@str)
( 13)%]3 I'a:THP
CHIP ' (va:T)P

=>1 >




Tpr Sysmm PYOPQFUQS \

Subject Reduetion:

'] reduction preserves well-typedness.
I fI'FPand P — @, then I' = ().

| needs

[ Substitution Lemma
f'Fwu:Tand ',z :TF P, then I' = P{u/z}.

0 Subject Congruence
f T+ Pand P=Q, then T - Q.

< K
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Type System Properties |1

Type Safety

] well-typed processes communicate in type-consistent ways.
1 LetI'e:4(Ty,....T,) F P. If P contains

- C(xla <. 7$h)'Q1 |E</U17 R 7Uk>'Q2

then c is a name (not a basic value), k = h =n and v; : T;.

] Subject reduction guarantees that this property holds of all derivatives of P.

L] We will describe richer notions of type safety that provide security
guarantees

< K =>1 >




[]

< K

Why Types? 1
Types hQ\p resource aceess control

In the untyped m-calculus, resources (channels) are protected by hiding
them

Often too coarse a policy: protection is lost when the channel name is
transmitted, as no assumption can be made on how the recipient of the

name will use it.

Types come to the rescue: enforce constraints on use of channels by
associating them with read and/or write capabilities.

=>1 >



B

EXample: printer

[]

[]

< K

printer P and two clients C'; and (5.
P provides a request channel p carrying data to be printed

m-calculus representation:

(vp)(P | C1|Cs)

if C1 = p(j1).p(j2). ..., we expect that the jobs ji, jo,... are received and
processed, in that order.

Not necessarily true: C5 might compete with P to “Steal” the jobs sent by
C'; and throw them away: Cy = !p(5).0.

Let's TIX this with Types!

=>1 >




1O Types and Subtypes

ST == ..
i7" input capability on a channel of 1" values
o' output capability on a channel of 1" values
i1 link type (channel)

Channel types:
] inform on the type of the value they carry

1 offer capabilities to their users

Examples;
1 i(int) : input-only channel carrying values of type int.

1 fi(int) : channel carrying input-only integer channels.

< K
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1O Types and Subtypes

ST == ..
i7" input capability on a channel of 1" values
o' output capability on a channel of 1" values
i1 link type (channel)

Channel types:
] inform on the type of the value they carry

1 offer capabilities to their users
Examples:
1 i(int) : input-only channel carrying values of type int.

1 fi(int) : channel carrying input-only integer channels.

Subtyping kicks in: any channel can be used in only one of its capabilities. . .

v ol

S e subsumption: if z : #7°, then

E—— 0T x 1T and z : o7 too —




Subtyping

The core of resource access control by typing: restrict capabilities in certain
contexts to protect channels from misuse.

p:fTa: 8T Falp).P|a(z).Q

P knows p as a read/write channel. () receives it on a and therefore knows it
only as a input-only channel. Name p can travel on a because of Subtyping ans
subsumption.

(SUDS RQT\) (SUDS Trsm)
T < T/ T/ < T//
r<T T<T"
(Subs 10/1) (Sub 10/0)
1T <iT 1T < oT
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subtyping, 1l

[]

[]

< K

subtyping applies also to argument types

(Sub \) (Sub O) Sub \O)
ST T<S T<S ST
1S <iT 0S <oT 1S <471
e N ~
covariant, contravariant invariant

INTuition. Assume c: 47T

[] ¢ can safely be used to read values at type I" or higher, ...
[] provided that only values at type 1', or lower, are written to c

As for invariance, suppose nat < int < real and a : f(int).
If # was variant, either this P, = @(3.5) or P, = a(x).log(z) would be
typable.

Also () = a(z).succ = | a(—2) is obviously alright.
But P, | @ and P | () are both flawed.
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New Typing rules

Processes

(Subsumption)
I'w:S ST

I'Fw:T

subject Reduction: if I' = P and P — @, then I' - Q.

< K
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< K

Typed printer

use types to make sure the printer only reads from p, and the clients only
write on p.

initialize the system with two channels a and b, to send the name p to P
and to C; and () restricting the use of p.

S = (vp:t#T)alp).bp)la(x :iT).P|b(y:oT).(C; | Cb)
—  (vp AT)Pip/x} [ (C1| C2)ip/y}

typing ensures that P only reads, and C;'s only write on p

With appropriate definitions for P and C’;'s

a,b: (4T S

=>1 >



Typed printer 1l

Main steps of the typing derivation of I' - a(p).b(p) | a(x).P | b(y).(Cy | Cy),
where I' = {a,b : 4(t7T),p : £T'}.
['a,b:4(8T)  4(8T) < o(¢T)
0 T'kp:dT I'Fa,b:o(fT)

I' = a(p).b(p)
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Typed printer 1l

Main steps of the typing derivation of I' - a(p).b(p) | a(x).P | b(y).(Cy | Cy),
where I' = {a,b : 4(t7T),p : £T'}.

Dhab:t(T)  4(HT) < o(tT)

0 Thkp:tT I'ta,b:o(fT)
I+ a(p).bip)
4T < T
- B0T) S IGT) iGT) < I0T)
['ta:i(iT) Cox:iTHP
't a(x).P
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Typed printer 1l

Main steps of the typing derivation of I' - a(p).b(p) | a(x).P | b(y).(Cy | Cy),
where I' = {a,b : 4(t7T),p : £T'}.
['a,b:4(8T)  4(8T) < o(¢T)
0 T'kp:dT I'Fa,b:o(fT)

[ a(p).bp)
4T < T
B(4T) <i(#T) i(8T) <i(iT)
['ta:i(iT) Cox:iTHP
't a(x).P

[]

fl < ol
1(87) < i(gT) i(87) < i(t7T)
I'Eb:i(oT) Lyy:0T = Cy|Co
' b(y).(C1] Co)

< K =>1 >
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Limitations

The simply typed A calculus has only finite computation. Not so the simply type
7 calculus. There however limitations, due with the fact that terms must have a
finite bound on the “nesting” of channels.

Thm. No well typed term can produce a sequence of actions such as

N Lo

xl(372)-$2($3).$3(:E4),554(g;5).. ..

1

'Cause, what would the type of x1 be? f(4(f(...)))
The problem can be avoided with TRCUTSIVQ TYDQS (Pierce, Sangiorg).

Then 21 : pX.fX. The untyped calculus can be encoded satisfactorily in the
recursively typed 7 using such type.
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Advanced Type Systems

The work on types has push forward towards greater refinement and control of
resources. We will see examples of types for secrecy and capability types.
A list of things we will not see:

[]

[]

< K

linear type systems, trying to control how many times a resource is used
(Pierce, Kobayashi, Yoshida, )

types for deadlocks avoidance (Kobayashi,...)

Polymorphic types:
a: B(X|1X x X) Fa(Int;c,s) | a(x).open z as (X; 2,y) In Z(y) (Pierce, Sangjorg]
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The Case TOr TprG Bahavioural ‘iqu'\\/&\QT\QQS

What is the effect of types on behavioural equivalences?

< K =>1 >




Thae Casge for Tprd Bahavioural ‘iqu'\\/&\QT\QQS

What is the effect of types on behavioural equivalences?

Firstly, it makes no sense to compare processes with different types. Also, we
know that

P =a(b).(b{v) | c(2)) ¢ a(b).(b(v).c(z) + c(2).b{v)) = Q
But what if we know, say, I' = {a : §§S,c: 4T} = P,Q for S # T7
Then {a: 84S, c: 4T} > P =°Q

This is because no legit context will be able to alias b an c.

< K =>1 >




Thae Casge for Tprd Bahavioural ‘iqu'\\/&\QT\QQS

What is the effect of types on behavioural equivalences?
Firstly, it makes no sense to compare processes with different types. Also, we
know that

P =a(b).(b{v) |c(2)) %% a(b).(b(v).c(2) + c(2).b{v)) = Q

But what if we know, say, I' = {a : §§S,c: 4T} = P,Q for S # T7

Then {a: 84S, c: 4T} > P =°Q
This is because no legit context will be able to alias b an c.

Example. P = (vx)(a(z) | 7(b)) 2° Q = (vx)a(x).
P and @ are distinguished by ¢ = (va)(a(x).z(z).¢ | [.]). However,

AZ{&ZﬁOS,bIS}DPl gcpg.

This is because no well-typed environment will be able to verify the presence of
the output = (b). Types make equivalence coarser, as they limit the “power of

observer,” that is the number of contexts.
< << S S>




Typed Barbed Bisimulation

Defnition: A (I'/A)-context is a ['-context with a A-hole. That is, % such that
whenever A+ P, then I' - €' (P).

Barbed congruence. For A = P, Q we say A> P =¢ () if for all closed I' and all
(I'/A)-contexts ¢, we have ¢ (P) =~ € (Q).
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Typed Barbed Bisimulation

Defnition: A (I'/A)-context is a ['-context with a A-hole. That is, % such that
whenever A+ P, then I' - €' (P).

Barbed congruence. For A = P, Q we say A> P =¢ () if for all closed I' and all
(I'/A)-contexts ¢, we have ¢ (P) =~ € (Q).

Typed substitutions o is a A/I" substitution if for all x € Dom(A), we have
I'Fo(x): Ax).

Typed Context Lemma A > P =@ if and only if all closed I' which extend T,
for all A/T" substitutions, and all I' = R we have Po | R =~ Qo | R.
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Typed Bisimulation

Typed notions of ~ are know for most typed 7 calculi, but the issue can be
problematic.
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Typed Bisimulation

Typed notions of ~ are know for most typed 7 calculi, but the issue can be
problematic.

Consider
P = (vey)(az) |a(y) |12.Q |1y.Q) Q= (va)(@(r) |alz) |!2.Q).
These are =¢. A distinguishing context is ¢ = a(z1).a(z2).(21().¢ | Z2).

But if I' - a : oounit, then I' > P =€ (), because no context will be able to input
and, therefore, tell y apart from x.

< K =>1 >




Typed Bisimulation

Typed notions of ~ are know for most typed 7 calculi, but the issue can be
problematic.

Consider

P = (vey)(az) |a(y) |12.Q |1y.Q) Q= (va)(@(r) |alz) |!2.Q).
These are =¢. A distinguishing context is ¢ = a(z1).a(z2).(21().¢ | Z2).

But if I' - a : oounit, then I' > P =€ (), because no context will be able to input
and, therefore, tell y apart from x.

Matching actions is not trivial, though. Observe that

vax vay Yv
AN N N

P

Q

vax ax TU
AN N

So, they are easily too fine. Need to refine with system /environment point of
view of an action.

“Asa proof technique sometimes the context lemma works much better. =1



Types for Secrecy

An application in which types guarantee that secrets are not leaked by programs.
Expressed in the SPi calculus.

Remember the wide mouth frog protocol? Let's add explicit encryption:

A E— S:{KAB}KAS
S — B : {KAB}KBS
A— B: {M}KAB

The protocol now runs as

AM) £ (vKap)eas({KaB}tkas)-caB({M}k.p)
cas().ca8¢ x 0T {ytr,s M CsB({Y}Ksp)

csp(x).case x of {y} ko, 1N cap(z).case z of {w}, in F(w)

Inst(M) = (vK as, Ksg)(A(M)| S| B)

vecrecy of M: inst(M) = Inst(M”), for all M'. (similar notion available for authenticity)
< <
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Spi. an applied 7 cateulus

< K

LM, N = ...

0

succ(M)
(M, N)
{My,...,Mg}n

PQ.R:=...

(M is N|P

let (x,y) =M in P

case M of 0: P, succ(x) : @

case L of {x1,...,xp}n In P

7010
SUCCRsSOr
pair

Sh&YQG-KQy eneryption

maten
Dar splitting
‘mt@g@r case

Sh&YQd-KQy GQQWPUOH
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Spi caleulus: Semantics

M is M|P=P
let (x,y) = (M,N) in P=P{M/x, N/y}
case 0 of 0 : P succ(x): Q =P
case succ(M) of 0 : P, succ(x): Q= Q{M/x}
case {M}n of {z}n in P= P{M/x}

Par New con
( )P—>P’ ( )P—>P’ QP@EP’ Pr—-Q Q=qQ

< K

PIQ—P[Q  (vn)P — (vn)P P—qQ
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sacrecy

Data into three security classes, formalised as types:
L] Publie, which can be communicated
L] Sacret, which should not be leaked;
LI Any, which is arbitrary data

TN

Public Secret

< K
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sacrecy

Data into three security classes, formalised as types:
L] Publie, which can be communicated
L] Sacret, which should not be leaked;
LI Any, which is arbitrary data

TN

Public Secret

Encryption keys are data. Only the following combination are reasonable

I encrypting v with a Public key has the same level as the data
encrypting v with a Secret key can be made Public;

] only public data can be sent on public channels, while all kinds of data may
be sent on secret channels.

AIM. Design a type system to guarantee the secrecy of parameters of type Any.
RS =1



Massages and confoundars

To avoid confusion on the format of encrypted data, we adopt common one.

{M17 M27 M37n}K

< K =>1 >




Massages and confoundars

To avoid confusion on the format of encrypted data, we adopt common one.

Secret__ __confoundar
ﬁ{Mla M27 M3 TL}T{

N

Any Public

< K =>1 >




N\QSS&gQS and confoundars

To avoid confusion on the format of encrypted data, we adopt common one.
Secret__ __confounder

‘{Mla Mo, Mzs@

Any Public

Message 1 B — A:  Np
Message2 A — B: {M.,Np}k,,

This does not guarantee the secrecy of M. If an attacker sends a nonce N
twice, A replies with ciphertexts { M, N¢} i, . and {M’ Nc} i, ..

< K =>1 >




N\QSS&gQS and confoundars

To avoid confusion on the format of encrypted data, we adopt common one.
Secret__ __confounder

ﬁ{Mla M27 M3QT(

Any Public

Message 1l B — A: Np
Message2 A — B: {M.Np}k,,

This does not guarantee the secrecy of M. If an attacker sends a nonce N¢&
twice, A replies with ciphertexts {M, N¢} i, and {M’', Nc}k,,.  The
attacker gets to know whether M and M’ are the same message by just
comparing the two ciphertexts.

Messagel B — A: Np
Message 2 A — B:  {M,Np,Natk,,

The confounder N4 is a fresh number that A creates for every encryption and

—prevents the information flow illustrated above. —



The Guarantees

The confounder N4 is a fresh number for every encryption. This prevents the
information flow arising from encrypting the same data repeatedly. The protocol
with confounders:

Messagel B — A: Np
Message 2 A — B:  {M,Np,Natk,,

Expressed in the spi calculus, A's part of the protocol looks like this:

m(ng)(VK)(vna)e{{np,x, %, nat k)

where c is a public channel and x has level Any.

It is possible to show that this typechecks. Thus it does not leak the value of =,
in the sense that A[M /x| and A|N/x| are equivalent for all closed M and N.

< K =>1 >



The Types

The Types:

'+ E well formed Means
' EEM:T Mmeans
' EFP means

Environments

(Env Empty)

() wall Tormed

(Eﬂ\/ Name)

that environment FE is well-formed.
that term M is of level T in F.
that process P type-checks in E.

(F_n\/ \/ar‘\ab\e)
= £ well formed

= E, x : T well formed

x¢dom(F)

= E well formed EFHM:Ty..E-My:1., EFN:R

- En:T = {M,..

< K

né&dom(FE)
., My, n} v Well formed

=>1 >




Typing — Values

(LQ\/Q\ Sub) (L@\/Q\ \/&r)
Er-M:T TR F Ewellformed x:7T in B
EFM:R Erax: T

(Laval Name)
F Eweltormed EFn:T o {My,...,Mp,n}tyn

Ern:T
(LQ\/Q\ ZQI‘O) (LQ\/Q\ SUQQ) (LQ\/Q\ PQ\T)
- E well formed EEM:T E-M:T EFN:T
E F 0 : Public Etsucc(M) : T Er-(M,N):T

< K

=>1 >




Typ\ﬂg

Values 11

(L@\/@\ Enc Pub\'\e)
Er-M,:T... Mg

' EF N :Public

EF {M,...

(Level Ence Secret)
Erbn:T: {Ml,MQ,Mg,’n}N

E = M : Secrat

E = M, : Aﬂy E = Ms : Public

T'=Public if k=0

,Mk}N . T

E F N :Secret

EF {Ml,Mz,Mg,n}N : Public

< K

=>1 >




Typing — Processes

(Level Output Public)
EF M :Public EF M;:Pudlic,...,E+ Mg :Public EFP

EI—M(Ml,...,Mk>.P

(Level Output Secret)
EF= M :Secret B My :Seeret B My:Any E = Ms:Public EFP

E v M (M, Ms, M3).P

(Level Input Public)
E = M :Public E,xq :Public,...,zx : Public = P

E+ M(xq,...,21).P

(Level Input Secret)
E = M :Secret  E,xq :Seceret, zo : Any, o3 : Public = P

EF M(ml,xg,xg).P

(\_Q\/Q\ N'\\) (LQ\/Q\ PEAY) (\_Q\/Q\ RQP) (LQ\/Q\ RQS)
- E well formed Er-P EFQ E+P En:T:LFP

—_ EFO EFP|Q Er'P EE(wn)P —




Typing — Processes I

(LQ\/Q\ \\/\ateh)
E-FM:T EFFN:R EFP

EF [Mis N].P

here and below T',R not Any

(Level Pair Spiit)
Er-M:T FEx:T,y:TFHP

Et let (x,y)=M in P

(LQ\/Q\ Int C&SQ)
E-M:T EFP Ex:TFHQ

Et case M of 0: P, succ(z) : @

(Level Dec Public)
E-L:T EFRN:Pwic E,z:T,...,2:TFP

Et case L of {x1,...,zx}Nn in P

(Level Dec Secret)
ErL:T EFN:Seeret E,xzp:Public,ze : ANy, x3 : Seerel, x4 : Any = P

= = E+ case L of {x1,x2,23,24}n in P s



sacrecy by Typing

Thm: Secreey

Let £/ be an environment with only variables of level Any and names of level Publi¢
in Dom(FE). Let 0,0’ be substitutions of values for the variables which respect F.

If £~ P, then Po = Po’

In other words, if P is well typed, then no observer that can tell Po apart from
Po’, so it cannot detect differences in the value of any parameter of type Any.

< K =>1 >



CTOUPS for SQQFQQy'. SQOPQ axtrusion revisited

p(z).0 | (vs) p(s).P

I The name s is initially private to P. One step of reduction passes it over to
(0. This may be desirable, as we have seen.

] But we may instead want to keep s from escaping its initial scope. Eg, s
could be a secret, and O an opponent.

(] How can we do that?

< K =>1 >




CTOUPS for SQQFQQy'. SQOPQ axtrusion revisited

p(z).0 | (vs) p(s).P

I The name s is initially private to P. One step of reduction passes it over to
(0. This may be desirable, as we have seen.

] But we may instead want to keep s from escaping its initial scope. Eg, s
could be a secret, and O an opponent.

(] How can we do that?

1 one could say: p(s) should not occur in P, ie s should not be sent on a
channel known to the opponent.

] But this is not easily enforced: p may be obtained dynamically from some
other channel, and may not occur at all in P.

< K =>1 >




Contro\\mg oCOPE eXTrusion

I The problem must be approached carefully: scope extrusion is a
fundamental mechanism.

1 1dea: classify names into groups, and isolate a group GG for names that
should be secret. Then declare (vs : G)p(s).P.

< K =>1 >




COﬂUO\\\ﬂg oCOPE eXTrusion

< K

The problem must be approached carefully: scope extrusion is a
fundamental mechanism.

ldea: classify names into groups, and isolate a group GG for names that
should be secret. Then declare (vs : G)p(s).P.

Global groups are of N0 USQ. Leakage can be made to typecheck:

ply:G).O|(vs: G)p(s).P

Groups themselves should be secret, so that P cannot output values of
group (G on public channels.

A scope mechanism for groups:
ply:T).0| (vG)(vs: G)p(s).P

This will not typecheck if one tries to imply 1" = (=, as GG has local scope.

=>1 >




Pi Caleulus with Groups

< K

Groups can be created dynamically

P = ... a8 before
| (vG)P  group creation

Additional reduction
0 (vG)P — (vG)Q if P— Q

Additional congruence rules

(I/Gl)(VGQ)P — (I/GQ)(I/Gl)P

(vG)(P|Q) =P|(vG)Q
(vG)(va : T)P = (va : T)(vG)P

if G & fg(P)
if G & fg(T)

=>1 >




Groups and reduction

[] GYOUpS nave no QOY‘(\\)UI&UOH&\ impact:

erase((vG)P) £ erase(P)

erase(a(Z : T).P) £ a(Z).erase(P)

2
erase((vz : T)P) = (vx)erase(P)
A

1 P — Q if and only if erase(P) — R, for some R = erase(()).

7 They do, howaver, affect typing

< K

=>1 >




Types and Judgemaents

< K

Channel Types
0 T,U == G|T1,...,T,]: polyadic channel in group G
Type Environments

O T'u=9o|,G|T,u:T liSts, not sets (1)

Additional judgements

U I'kEo: g00d environments
0 I'=1T: g00d Types
[ Intuition:

[' =T iff all group names in 1" are declared in T'.

[' = < iff all types in I" are well-formed

=>1 >




Typing Rules: formation rules

Good Environments

Empt EnV u Eny (3
Enpy) E e O
o u:TkHo I,GFo
Good Types

(Type Chan)
Gedom(l') T'HETy...T'FT,

< K
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Typing Rules: processes

Process typing as before, e.g.

(Input)
F"’LLG[Tl ..... Tn] F,LCllTl ..... annl_P

Rule Tor group creation

(GRas)
I,GF P

'+ (vG)P

< K

=>1 >




Properties of the type system

1 Subject Reduction
fI'-P:Tand P— @, then ' Q) : T

[ Sacrecy
Let S=p(y:U).0| (vG)(ve:G|...])P, and assume I' - S.

[]  Then no process deriving from S outputs = along p.

(1 Formally, for all processes (), S’ and S”, and contexts %|:] such that
S=wqG)(vx:G[...])S, S"— S" and S" =€[plx).Q],

it is the case that p is bound by %[

< K =>1 >




Proof of secrecy

Assume:

I'p(y:U).0O| (vG)(ve: G|...])P
— (VG)(vx : G|...])E|p(x).Q]

with p not bound in %[-].

1 By subject reduction I', G,z : G|...| - €[p(z).Q].

< K
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Proof of secrecy

Assume:

I'p(y:U).0O| (vG)(ve: G|...])P
— (VG)(vx : G|...])E|p(x).Q]

with p not bound in %[-].

1 By subject reduction I', G,z : G|...| - €[p(z).Q].

[l This implies that I', G,z : G|... |, " = p(x).Q for some I

< K
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Proof of secrecy

Assume:

I'p(y:U).0O| (vG)(ve: G|...])P
— (VG)(vx : G|...])E|p(x).Q]

with p not bound in %[-].

1 By subject reduction I', G,z : G|...| - €[p(z).Q].
[l This implies that I', G,z : G|... |, " = p(x).Q for some I

1 Then I'G,z:G|...], 1" Fp: HG|...]] for some H.

< K
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Proof of secrecy

Assume:

I'p(y:U).0O| (vG)(ve: G|...])P
— (VG)(vx : G|...])E|p(x).Q]

with p not bound in %[-].

1 By subject reduction I', G,z : G|...| - €[p(z).Q].

[l This implies that I', G,z : G|... |, " = p(x).Q for some I
1 Then I'G,z:G|...], 1" Fp: HG|...]] for some H.
0 Impossible;

< K
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Proof of secrecy

Assume:

I'p(y:U).0O| (vG)(ve: G|...])P
— (VG)(vx : G|...])E|p(x).Q]

with p not bound in %[-].

< K

By subject reduction I', G,z : G|...| F €[p(x).Q].
This implies that I', G, x : G[...|, IV = p(z).Q) for some I
Then I'G,z: G|...|,I"Fp: H|G|...]] for some H.

IMpossibla:
0 T'kFply:U).0|(vG)(ve: G...])P implies p € Dom(T)

=>1 >




Proof of secrecy

Assume:

I'p(y:U).0O| (vG)(ve: G|...])P
— (VG)(vx : G|...])E|p(x).Q]

with p not bound in %[-].

1 By subject reduction I', G,z : G|...| - €[p(z).Q].

[l This implies that I', G,z : G|... |, " = p(x).Q for some I
1 Then I'G,z:G|...], 1" Fp: HG|...]] for some H.
0 Impossible;

0 T'kFply:U).0|(vG)(ve: G...])P implies p € Dom(T)

[1 Thus we would have I' - p : H|G|...]], but this judgement is not

derivable because G ¢ Dom(I').

< K
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untyped Opponents

SQQYQQy Thm g@ﬂQY&\'\SQS T0 the case of UI\WPQG/'\\\-WPQG opponents

] ldea (simplified): extend the type system so that all processes type check
trivially:
I'tn:Un I,Z:UnkP Trkn:Un THFM;:UnTFP
I'Fn(zZ:Un).P I'En(My, ..., Mg)P

] Untyped opponents can be made to typecheck by annotating all their
free/bound names/variables with the type Un.

I Prove subject reduction for the new system

'] Derive generalized secrecy

< K =>1 >




< K

summary of Lecture 11

We studied the use of (elementary) types in the 7 calculus, starting simple
sorts to protect tupling for programmers’ errors, arriving to types to protect
sacracy.

We introduced subtyping as a natural way to manage capabilities and
disclose different ‘views' of the same object to different users.

We considered the why and how of typed equivalences.

Further Reading:

Again, the best starting points are:

(] The m-calculus: A theory of mobile processes (sangjorgi, Walker)
[] The mobility home page http://lamp.epfl.ch/mobility/

Consider also
(] The Spi Calculus (Abadi, Gordon)
L] Secrecy by Typing in Security Protocols (Abadi)

L] Secrecy and Group Creation (Cardelli, Ghelli, Gordon)
=


http://lamp.epfl.ch/mobility/

Global Computing

< K

— Lacture 1l —

Asynenrony and Distribution

=>1 >




The Case for Asynehrony

Let us move a step towards realistic networks, trying to embed 10CATIONS in our
calculi. As a first step, let us build a case for:

Asynenrony. Channels in 7 are ‘global’ high-level, somehow unrealistic. Everybody
can send and receive on them, regardless of location. The handshaking

T.P —— x.0)

represents an instantaneous action at a distance unfeasible in distributed
networks, where localities, delays, and failures play a fundamental role
(distributed consensus (Lynch)).

Also summation can be criticised especially in ‘mixed’ forms like

?.PJF:I;[.Q | 7.Q) +%.P’ + k

Synchronised choice at a distance very hard to implement.

Also, Z(z) + y(z) makes little sense in general.

Let us abandon synchronous remote communication. ..
RS =1



Roadmap of Lecture il

'] The asynchronous 7 calculus

I The localised 7 calculus

] The distributed 7 calculus

I The join calculus

< K =>1 >




Asynenhronous 7

No continuation on output. z(y)R
Continuations can be simulated as:

< K

T.(Z(y) | P).

=>1 >




Asynemonous 7

No continuation on output. z(y)R
Continuations can be simulated as:  7.(Z(y) | P).

How can P know when and if the output is received? Well, in general it can't.
But ... explicit continuations:

: }

sender: 7.(Z(y) | ch.P’) receiver: z(y).(Q" | EfC)

The synchronisation is now much looser, and widely accepted to be a better base
for distributed systems

< K =>1 >




Asynemonous 7

No continuation on output. z(y)R
Continuations can be simulated as:  7.(Z(y) | P).

How can P know when and if the output is received? Well, in general it can't.
But ... explicit continuations:

: }

sender: 7.(Z(y) | ch.P’) receiver: z(y).(Q" | EfC)

The synchronisation is now much looser, and widely accepted to be a better base
for distributed systems

1 ACTION Premixes 7 =%y | z(y) | 7
1 Processes P u=z(y) | > ey mi- P | PP | (va)P | P
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Asynemonous 7

No continuation on output. z(y)R
Continuations can be simulated as:  7.(Z(y) | P).

How can P know when and if the output is received? Well, in general it can't.
But ... explicit continuations:

: }

sender: 7.(Z(y) | ch.P’) receiver: z(y).(Q" | EfC)

The synchronisation is now much looser, and widely accepted to be a better base
for distributed systems

1 ACTION Premixes « =y | z(y) | X
1 Processes P u=7z(y) | > P | PP | (va)P | P

Asynchronous calculi often do not consider sums nor 7.

< K =>1 >




T4, EXpressivenaess

Polyadic 7
{Z(y1, 92)} = (vw)(T(w) | w(v).(T(y1) | w(v).5(y2)))
{z(21, 22).P} £ z(w)(vv)(W(v) | v(21)(W(v) | v(22).{P}))

Synenronisation:
[Z(y).P] = (va)z(y, a) | a.[P]
[#(2).P] = 2(z,0).(@] [P])

Exercise. Compose { - } and [ - | above. Prove that it takes 2n + 5 monadic

asynchronous communications to exchange one n-pla.

< K
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T 4. EXpressiveness, 1l

summation

Ok£i(p, f)p  Fal=i(p, f).f

Terms in the summation will compete to grab p from Ok. The loosers will either
hang forever, or grab f from Fail.

[21(y1). Py + xa(ys).Pa] £
(V1)(OK | 1224 (2)-(wp ) Up, ) | p-(Fal | [P]) | f-(Fail | F5(2))))

Mixed choice cannot be encoded (satisfactorily).

< K =>1 >




. Tha Local 7 calculus

=4

Only the OUTPUT CAPADILITY can be received on names (either by typing or by syntactic
restrictions). It makes a lot of sense in practice (eg printer, objects, distributed
environment, ...). As a consequence, all the ‘receivers’ for a channel are local to the
scope. One of the semantics consequence:

> (v2)T(z) =° (v2)(T(2) | Z(y))

S'\mu\&tmg read Q&p&b'\\'\t-\QS.
We represent a name = of w4 with a pair (x°, x) of 7, whose first component
represent the (lost) read capability on .

10— x = 12°(2).2(s,t).2(s, 1)

[a(z)] e = (va®)(@(z®, ) | 2° < )

A s a(z?,2).[Plg ifa & &
e Pl { () @(w) | w(=, 2).[Ploo

We-will see later the JOIN calculus, which originated the idea of UNIQU receptors.




on ASW\QNOT\OUS Bisimulation

Will the hypothesis of asynchrony bear consequences on bisimulation?

2(2).7(z) = 0

< K
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on ASVHQNOT\OUS Bisimulation

Will the hypothesis of asynchrony bear consequences on bisimulation?

x(2).x(z) =0

Matter of fact, with only asynchronous contexts, 74 > 'z(2).7(z) =0

< K
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on ASVT\QT\FOT\OUS Bisimulation

Will the hypothesis of asynchrony bear consequences on bisimulation?

Matter of fact, with only asynchronous contexts, 74 > 'z(2).7(z) =0

This can be captured a LTS definition.
Asynenronous Bisimulation ~z,: the largest equivalence s.t. for all P =, Q

P = P! for a € {Ty, vTz, 7} then Q =~, P’

P — P'then Q ===, P' or Q = Q' for P' =, Q' | T(y)

NOTLQ. Alternatively the 2nd clause: if P|,, then P |Z(y) ~, Q| Z(y) for all y.

< K =>1 >




on ASVI\QNOT\OUS Bisimulation

Will the hypothesis of asynchrony bear consequences on bisimulation?

Matter of fact, with only asynchronous contexts, 74 > 'z(2).7(z) =0

This can be captured a LTS definition.
Asynenronous Bisimulation ~z,: the largest equivalence s.t. for all P =, Q

P = P! for a € {Ty, vTz, 7} then Q %%a P’
P L P'then Q —==~, P or Q => Q' for P' ~, Q' | Z(y)
NOTQ. Alternatively the 2nd clause: if P|,, then P |Z(y) ~, Q | Z(y) for all y.

~
—a

1%

C/
T

C ~
~aq

1%
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The Case Tor Digtripution

Distributed Systems consist of:
I A collection of independent distributed sites offering SQY\/'\QQS/YQSOUYQQS to
migrating agents.
1 Resources. All sort of things a agent may long for (CPU time, space,
printers, ... ); we will model them as 7-calculus channels for now.

(] Agents. mobile processes of general nature; we will model them by
augmented m-calculus processes.

< K =>1 >




The Case Tor Digtripution

More pYQQ\SQ\y. .. Add 10CatioNns or SITQS, remove direct TeMOTE communication.
The basic elements are:

1 Locations are sites containing processes: [[P]
1 Communication is only local: [z (2).P | x(y).Q] — I[P | Q{z/y}]
"1 Agents travel between locations [[goto k. P | Q] | k[ R] — [[Q] | k[P | R]

< K =>1 >




The Case Tor Digtripution

Agent Migration
This opens a lot of interesting “global” issues
I Which resource are available at a given location?

I How do we make sure their are used accordingly?

The use of types to control resource access and usage is an important current

topic.

< K
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The distributed 7 calculus

1 Values: V=1 |c| c@l
0 Sles M =0 |I[P] | M| M| (ve@l : T)M

[]

< K

Example:

Threads:
u(V)@Q
gotou P
[u="2]P;Q
(ve:T)P
PlQ
P
0

Example:

h[P] | (va®))(k]...a@l.. ] |I[...a..])

local input on channel u

local output on channel u

code movement to site u

testing of names

generation of new names (Qh&ﬂﬂQ\S or \OQ&UOT\S)
composition

replication

finished

[[d(x@2)P] | k[(va)gotol .d(a@k)]

=>1 >




Semantics

Struerural congruence
JP Rl =Pl F[Q]
1 If(va:T)P] = (va@l : T)I[P]
...

Raeduction semantics
I k[Ew).Qfelz: T)P] — K[Q | Plv/x}]
1 Ek[gotol.P] — I[P]

< K
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The Tamous Cell (yet again)

Let us reconsider the the cell and write a distributed version.

[l g — inputs a location; the location MUST have a channel called ret on which
to return value

] p—inputs a location and new value; location MUST have a channel ack on
which to send acknowledgement.

Call(n) = (vs)(5(n) | g(y)-s(z).(5(z) | gotoy .Tet(z))
(Y, v).5()(5(v) | gotoy .atk())

User = gotol.p(h,0) | ack(). gotol.g(h) | ret(x) print{x)

System = [[Cell(v)] | h[User]

< K =>1 >




A refined call

In order to use the cell, users have to have a ack and a reply channel. Here is a
version where these are generated on purpose and communicated from the client
to the cell.

System = [[Cell(v)] | h[User]

user = (var)l :: p{a®h,0) | a()(l :: g{r@h) | r(x).print(z))

Call(n) = (v5)(5(n) | 1g(2Qy).s(x).(5(z) |y :: Z(x))
'p(2@y,v).5(2).(5(v) | y - Z()

NOTAtloNn: calling a method at a location: [ :: @(v) shorthand for goto!/.a(v).0.
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A Cell Factory

Here is a (final) version, where a new private cell is created for each user.
system = s[S] | h1[Usery] | hoUsers]
£ 110 (20@y). (ve)(y = Z{c) | goto c.Call(0))

User; = (vr)(s i Teq(r@h;) | r(z).User; (2))

< K
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A Cell Factory

Here is a (final) version, where a new private cell is created for each user.
system = s[S] | h1[Usery] | hoUsers]
S = Ireq(2@y). (ve)(y :: z(c) | goto c.Cal(0))
User; = (vr)(s i Teq(r@h;) | r(z).User; (2))
Evolution of the Sysmm

S[[S]] | hq [[USQH]] ‘ ho [[USQYQ]]
— s[S] (ver) (e [Call(0)] | hyUser]) | hofUsers]
— s[[S] (ver) (e [Call(0)] | hpUseri]) | (vez)(c2[Cal(0)] | hoUsers])
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A Cell Factory

Here is a (final) version, where a new private cell is created for each user.
system = s[S] | h1[Usery] | hoUsers]
S = Ireq(2@y). (ve)(y :: z(c) | goto c.Cal(0))
User; = (vr)(s i Teq(r@h;) | r(z).User; (2))
Evolution of the Sysmm

S[[S]] | hq [[USQH]] ‘ ho [[USQYQ]]
— s[S] (ver) (e [Call(0)] | hyUser]) | hofUsers]
— s[[S] (ver) (e [Call(0)] | hpUseri]) | (vez)(c2[Cal(0)] | hoUsers])

EXercige:

I Program a remote channel creation and a newloc construct.

I Program a forwarder from nQ@a to out@b
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TprS for Resource Access Control

Location Types. Key notion: describe the services available at a site.
|OC[81 : Tl, ey Sn oo Tn]

The purpose of the type system is to guarantee that incoming agents access only
the resources granted to them, in the way granted to them. This is called

Rasource Access COntrol.
Example: comp _f[!req(z : int,ret@! : f(int)@loc).l :: ret(fz)]. Then,

comp_f : loc|req : i(int, §(int)@loc)]
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Subtyping:
Subtyping plays a central role in access control policies:

(Sub Loc) L
ST
loc[5: S, 55 : S| < loc[§: T

The receiver gains capabilities according to the type of the location. Using
subtyping the sender can control this.

For instance, a receiver of [ over a channel carrying loc|a : iV, b : ol/] will be able
to read V'-values over a and write 1/ -values to b, but not to use any other
resource possibly present at [ (and hidded by subtyping).

(Sub Remotae \)
A< A LI/

AQL < Aol

Let us study the types of the previous examples, and unveil some of the issues

involved.
< & SSIS



The Types, more precisely

= A| AQL value types
2=4(T) | i(T) | o(T) local channels types
= loc[sy 1 Th, ..., 8y : Ty location types
= (V,...,V) transmission types
= Qu process types
= NAtWOrk types

2 98 N 2 <




A Taael TOr the rules

(Sub Val) (Sub Loc)
T'Fov:V THVLV/ ¢ L THLLKL
TkFwu:V e L
(Val Rem)
''ru:A I'L <loc
'+ u@L : AGL
(Out)
I'Efl:locla:oT] T'Hw:T T'FHP:0@f
I+ ali).P: Of
() ) )
'-2:locla:iT] TI'Z:THFP:QL
Tka(Z:T).P: @/
(GO) (Loc)
I'-P:0Q/¢ I'El:loc ' P:©@/¢

[' - goto/.P : @k '] P]




Typing the cell

The S'\mp\o, cell

Call(n) = (vs: §V)(5(n) | 1g(2@y : oV @loc).s(x : V).(5(x) |y :: Z(x))
| !p(2@y : o(unit)@c,v : V).s(x : V).(5(v) | y :: Z())

cell : CELL = loclg : #(oV@loc), p : f(o(unit)@loc, V)]

The cell factory

S = Ireq(2@y : o(CELL)®@loc). (ve : CELL)(y :: Z{c) | goto c.Call(0))

< K

$ : locreq : #(o(CELL)®@loc)]
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Dynamic Types

Consider a generic system
server[. .. | quest(v : V, 2@l : o(ANSW)®@loc) ... [ :: Z(answ)]
The type of server:

Serv = Jocfquest : #(V, o(ANSW)@loc), . . .]

Now, suppose that client wants to setup a ‘private’ service, so that answers to
quest’s can reach only it.
client[server :: setup(reply@client).reply(s : Serv) .. ]
server [!setup(r@z : Serv). (vs : Serv,)
gotos.(z :zreply(s) | lquest(v, xQz).z :: (f(z)) ...)]
Serv, = loc[quest : #(V, o(ANSW)@z), . . .]

v setup k£

servar > (vs : loc|quest : §(V, o(ANSW)@k)]) s]. . .]

< K =>1 >




Dynamic Types, Resolved

< K

Viu=A| AL | AGv  value types

(SUD Ramote \\) QSUD Ramote \\\)
AL A I'v: L

A0y < A'0Ou Ay < AQL

(Val Rem 1)
'u:ACv T'Fwv: L <loc

I' = u@uv: AQuv

=>1 >




The move capability

Add a new component of types which allows to control movements. Consider

—,

M ::=...loc|movey, T : T
The obvious typing rule is

(Move)
[' =k : locimovey] ' P:Qk

[' - gotok.P : ©/

Similarly, one can add a capability new, to allow processes from ¢ to create new
channels at a given location k. And more.

Examp\e: A confidential account

bank[!new account (y@z : W @loc, -Q@a : i()@Agent)

(vloe : [move,, Withdraw : ..., deposit : ...])...]
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Location Tprd Bisimulation

QUestion. Does this affect the behavioural equivalences?

kO] = k[O]

< K
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LOcation Tprd Bisimulation

QUestion. Does this affect the behavioural equivalences?

kO] = k[O]

Of course. The impact of types with locations is even greater than before.
Whether the equivalence above holds depends on I'. Precisely, can we move to k
to observe b7

Consider

(vk = locla - 4(), moven, |) ha[d{k)] | ha[e(k)] | E[a()]

(vk - locla : §(), movep, |) ha[d(F)] | halc(k)] | k[O]

They are equivalent if " contains: d : i(locimove|) and ¢ : i(locla : £()]) and it is
not possible to move between h; and hs.

< K =>1 >




Location Typed Bisimulation

'''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' 1

T —

I does not
have move :
capability
for these

- =

" has move
. capability
. for these

...............................................................................................

Let .7 be the collection of locations (e.g. {k1, k2, k3, k4}) for which I' does not
have move capability but the environment may a priori have code running at.
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Transition of the form: (' > M) — (f/ > M'") where I is of the form

(Fko, | T 7Fkn) for .7 = {]{1, Ce kn} such that

. [ has move

Location Typed Bisimulation

;e o i

T —

I does not
have move :
capability
for these

- =

. capability / <

- forthese - @

: 7/

| , '

: / 1 .
. e .

['.o <T'y; foreach ki €¢

I Knowledge gained at any [7 is learned in I'xg

[ Knowledge gained at ki is learned in I'y; and I'yg

< K
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Labelled transition SYSTRIM e rus

|f

] I'xo contains move capability for [

] and I'io contains read capability for a at [ for values of type T°

l::av

[ then (I'>{[a(v).P]) —— (I' Mo v : TOl > P)

< K
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f

< K

Labelled transition SYSTRIM e rus

[0 contains move capability for [

and I'yo contains read capability for a at [ for values of type T'

then (I > [[a(v).P]) ——— (' Mo v : T@l > P)

['.o does not contain move capability at k € .7

and I'y contains read capability for a at k£ for values of type T

k::av

then (I > k[a(v).P]) —— (D' v : TOl My v : TOl > P)

=>1 >



Full apstraction

Thm

With the simplifying assumption in place that all move capabilities are of the

form move, (that is everybody is allowed in, or nobody is) then, for all systems of
Dz and all . we have

D> M>~°N i To>M~7 N

where 'y = (I',T',....T') and ~7 is the bisimulation equivalence induced by the
labelled transition system.

OpQﬂ |SSUes.

I Remove the simplifying assumption about move capabilities

] Other capabilities: permission to exit, permission to create new channels,

< K =>1 >



The Join Calculug

The JOIn calculus (aka the Refexive Chermical Abstract Machine): a version of

asynchronous m combining restriction, reception, and replication in one construct:

Join receptor. J > P.

< K
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The Join Calculug

The JOIn calculus (aka the Refexive Chermical Abstract Machine): a version of
asynchronous m combining restriction, reception, and replication in one construct:

Join receptor. J > P.
For example the definition
def apply(f,x) > f(x)

defines apply that receives two arguments and applies the first to the second, as
shown by the reduction:

def apply(f,x) > f(x) in apply(g,y) —— def apply(f,x)>f(x) in g(y)
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The Join Calculug

The JOIn calculus (aka the Refexive Chermical Abstract Machine): a version of
asynchronous m combining restriction, reception, and replication in one construct:

Join receptor. J > P.
For example the definition
def apply(f,x) > f(x)

defines apply that receives two arguments and applies the first to the second, as
shown by the reduction:

def apply(f,x) > f(x) in apply(g,y) —— def apply(f,x)>f(x) in g(y)

Notice:

L] Definition persistence and locality

[l This is very similar to (vapply)(lapply(x,y).Z(y) | apply(g,y)) in m4. In

—

general, def D in P corresponds to a 7 form of the kind (vd)(!"D|" P7).
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The syntax

~

Processes P,Q == x(V)
def D in P
PlQ

Join patterns  J,J" = x(y)

Definition D.E = JpP

Values | VA VA

SL

ASyNenronous message on x
Definition of D in P
Parallel Composition
Empty Process

Asynehronous reception on
Joining messages

Elemnentary clause
Simultaneous definition

Names

The only synchronisation primitive is the JOIN pattern:

def x(z1) | y(22)> @ in P

< K
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The RCHAM Semantics

Reflexive Chemical Abstract Machine: Structural rules = plus reduction —:
States of the RCHAM are expression of the form D = P, where P are the
running processes and D are the (chemical) reactions.

(str-join) =P | Q = — P, ()
(SU-GQT) —def Din P = D,, = F,, 04, instantiates dv(D) freshly
(TQG) J>P =J; —  J> P =P,  or substitutes for ru(J)

< K =>1 >




The RCHAM Semantics

Reflexive Chemical Abstract Machine: Structural rules = plus reduction —:
States of the RCHAM are expression of the form D = P, where P are the
running processes and D are the (chemical) reactions.
(str-join) =P | Q = — P, ()
(SU-GQT) —def Din P = D,, = F,, 04, instantiates dv(D) freshly
(TQG) J>P =J; —  J> P =P,  or substitutes for ru(J)
= def x(z)>x(z,2) in x(a) | def x(z) >z (x, 2, z) in x(b)
= k(2)> k(z,2) = k(a),def x(z)>x(x, z,2) inx(b)
= k(2) > k(z, 2),m(2) > 7(r, 2, 2) = k{a),T(b)
— k(2) > k(z,2),7(z) > 7(r, 2, 2) = k{a,a), (D)
— k(z)> k{z,2),r(z)>r(r, z,2) = k{(a,a),r(r,b,b)
= E=def x(2)>x(2,2) in x(x,a) | def x(z) > x(x, z,2) in x(x,b,b)
< < =




B

E.xamp\g'. Join pm@m

def ready(printer) | print(file) > printer(file) in P
reduces only in the presence of messages on both ready and print, concurrently
def ready(printer) | print(file) > printer(file)
in ready(gutenberg) | print(’slides.ps”) | Q

—— def ready(printer) | print(file) > printer(file)

gutenberg(”’slides.ps”) | Q

The same behavior is obtained by composing the definitions of apply and
printer:

def apply(f,x)>f(x) A ready(p) | print(f) > apply(p, f)

< K =>1 >




< K

P,Q

J,J

v,V

Derived constructs

= f(V); P Sequential Composition

let # = Vin P Named Values
reply V = f  Implicit Continuation

= f(x) synehronous reception on f

= f(V) synehronous Call

=>1 >




< K

P,Q

J, J’

v,V

@)
reply V = f]

~

(V)]
let u = f(V) in P|
let w =0 in P|

~

~

f(V); P]

Derived constructs

let & = X7in P Named Values

= f(V); P Sequential Composition

reply V= f Implicit Continuation

(V)

let &=V in z(qQ)

def k(W) > P in f(V, k)
P{v/u}

def k()> P in f(V, k)

> > > >

= f(x) synehronous reception on f
c= (V) Synehronous Call
= flu,ky) (join pattern)
N T

(process)

(asynemonous Q&\\)
(Synohronous Qil\\)

(Sequencing)

=>1 >




Digtributed Join Calculus

The distributed refiexive cnamical abstract machine (DRCHAM) Is a multiset of
“located’” RCHAMSs

Dy ‘:Pl PlHHDk ’:sz Py,

Each of these is a TUNNINE 10Cation, and they are related to each other by a
sublocation refation:

=, is a sublocation of =, if p is a prefix of ¢.

< K =>1 >




Digtributed Join Calculus

The distributed refiexive cnamical abstract machine (DRCHA\\/\) Is a multiset of
“located’” RCHAMSs

Dy ‘:Pl PlHHDk ’:Pk Py,

Each of these is a TUNNINE 10Cation, and they are related to each other by a
sublocation refation:

=, is a sublocation of =, if p is a prefix of ¢.

(str-loc) alD:PlE=, = E,|DFEpP (a frozen)

(comm) =, 2(0) || JDPE — =4 || JOPEz(0) (z€dv(J)

(move) a[D : Plgoh, k)] =g || Fyo —  Fo¢ | alD: Plr()] Fys
Notice:

I Remove messages are forwarded to the unique solution where they are
defined. There the usual (red) applies.

~ T The entire location moves, not the thread. >1 1>

~




The call in Join

ExXaerceise:

< K

= def call[s(z) | get(r) > r(x) | s(z

) A

s{x) | put(v) b s(v) : 5(0)] in got(e); put(2)

D : 5(0)] = get(x); put(2) ——~ D

=1 S(0) | th<:1:>|| = put<2> — % D
=1 S(0) | x(0) | pUt<2> — D

= def cell[s{z) | got(r) >7(z) |

s(z) | put{v) > s{v) :

Program a mobile cell.

= S(0)|| = get(z); put(2)
= $(0) | 2(0) ]| = put(2)
=l $(2) | (0) —

=>1 >




< K

summary of Lecture 111

We studied asynchrony in the 7 calculus and its consequences on
behavioural equivalences.

We considered a distributed 7 calculus and a notion of typed equivalence.

We introduced the distributed join calculus.

Further Readmg .

Again, the best starting points are:

[]
[]

The m-calculus: A theory of mobile processes (sangiorgi, Walker)
The mobility home page http://lamp.epfl.ch/mobility/

Consider also

[]

N I R N I

Asynchronous 7 (Boudol), (Honda, Tokoro)

Comparing Synchronous and Asynchronous 7 (Palamidessi)

Decoding Choice Encodings (Pierce, Nestmann)

On Asynchronous Bisimulation (Amadio, Castellani, Sangiorg)

Access and Mobility Control in Distributed Systems (Hennessy, Rathke, ot o)

Join Calculus (Fournet, Gonthier, et aly http://pauillac.inria.fr


http://lamp.epfl.ch/mobility/
http://pauillac.inria.fr

Global Computing

< K

— Lacture VI —

Ambient Mobility

=>1 >




OPQT\ NATWOTKS and mobile AgQNTS

] Distribution over wide-area networks introduces new issues and breaks
many of assumptions usually made in concurrent systems. We have already
discussed asynchrony.

[ Other examples:

[] existence of explicit physical locations determines latency in
communication,

[] existence of virtual locations enforcing security policies that can
restrict access to resources or even the visibility of locations.

1 Mobile Ambients: a calculus of locations with migration primitives
sufficiently expressive to encode the m-calculus, and presenting a new idea:

Modelling Environment Mooty

< K =>1 >



The roadmap

] Mobile Ambients
I Typing ambients
| Boxed Ambients

I Types for access control in ambients

< K
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Overview

Mobile Ambients.

"1 Are named agents: n|[ P]

] Represent computational environments, containing data and live
computations: n[ P | (M) ]

1 Can be nested: n[m[P]|k[Q]]

1 Move under the control of their enclosed processes: n[in m.P]|m[Q]
This is dubbed (subjective mobility).

Provide a direct representation of the structured nature of physical or
administrative domains as well as of mobile computational environments.

< K =>1 >



The Essence of Mobile Ambients

[] SUD}QQU\/Q movemaents

nlinm.P{Q]|m[R]—m[n] P|Q]|R]
m[nfout m.P|Q]|R]—mn[P[Q]|m[R]

(] Process interaction

n[ (M).P|(z).Q] — n[ P|Q{M/z} ],

1 Boundary dissolver

< K

openn.P|n[Q] — P|Q.

=>1 >




Syntax

Expressions Processes

M = a,...,q names P =0 Stop
Ty, 2 variables (va : W)P  restriction
in M enter M P|P CoMPosition
out M oxit M P replication
open M open M M[P] ambient
(M, ..., My) tuple M.P action
M.M path (Z:W)P  nput

(M).P output

NOtQ. Channel are local and anonymous. Output can be synchronous.

< K =>1 >




structural COﬂgTUQﬂQQ

P=q
0 (M.M").P=M.(M'"P)
1 (va:W)b[P]=b[(va: W)P] fora#b
0 (va:W)0=0
0 (va:W)a[0]=0
O (va:W)wb: WP =(wb: W)(va: W)P fora#b
O (va;W)(P|Q)=P|(va: W)Q for a ¢ fn(P)
O '\P=!'P|P
[1 usual rules for symmetricity, associativity and identity
RS SIS
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N\OD'\\'\WZ AN Qxamp\g

Firewalls

] An agent crosses a firewall by means of passwords £, k1 and k-.
The firewall, with secret name w, sends out the pilot ambient £ to guide
the agent inside.

Firewall 2 (vw)w|k[out w.in ky.in w] | open ki.open ky.P]

Agent = ky[open k.ka[Q]]

Agent exhibits the passwd £; using k1 as wrapper ambient
Firewall verifies that agent knows the passwd with in &

in w carries the agent into the firewall

1 OO OO O

ko prevents () from interfering with the protocol

< K =>1 >




A Tun of the protocol

Firewall = (vw)w[k[out w.in ky.in w] | open ki.open ky.P]

Agent £ k1 [open k.ko[Q]]

Firewall | Agent

wlopen kyi.open ks.P| | ki|k[in w] | open k.k2|Q]]

w:open kl.open kQP | ]{1]{72[@] ]]
wlopen ko. P | kao[Q)]]

)

)

vw)w|open ki.open ko . P] | k1lin w | ko [Q)]]
)

)

JwlP | Q]

S

< K

(vw)k[in ki.in w] | w[open ki.open ko.P] | ki[open k.ka[Q]]

=>1 >




Reduction: communication

(Comm)  (x)P | (M) — P{M/z}

'] local, asynchronous and anonymous

[l Remote communication must be encoded.

< K

(1 To realise:
a[send M to b| P]|b[get(x) from a.Q | R]
we use a ‘1aXl" ambient to transport a packet with M:
(vn)(a[n[out a.in b| (M) ]| P]|blopen n|(x)Q|R])
— (vn)(a[ P] [ n[in b|(M)]|blopen n|(2)Q | R])
— (vn)(a[ P] | b[open n [n[(M)]] (z)Q | R])
— a[P]|b[(M) | (2)Q| R]
— a[P][b[Q{M/z} | R]

=>1 >




Reduction: structural rules

NO surprises ...

(Pan) (New)
P— P P— P
P|Q—>P’|Q (I/CL:W)P—>(I/CL:W)P/
(Amb) (Cong)
P— P P=P P —Q Q=qQ
a[ P] — a[ P'] P—Q

... but note that processes inside ambients reduce

1 ambients are active while moving

< K =>1 >




Types: overview

[]

< K

{ded: ambients are places of conversation

multiple processes within an ambient can freely execute input and output
actions:

since messages are not directed to a particular channel, it is possible for a
process to output a message that is not appropriate for the receivers active
inside the current ambient.

(x: W)x[P]] {in n)

type systems must statically detect such errors, keeping track of the

topic of conversation

appropriate within a given ambient

=>1 >




Exehange Types

Expression Types
W = B Type constants
| Amb| ] ambient: allow E exchanges
| Cap|E] capability: when exercised unleash £
Exchange Types
E,F == 3hn nNo exchange
| (Wi,...,Wy,) tuplen >0

Process TprS

< K

T

]

process exchanging £

=>1 >




Typing Rules

Tpr JUGngQmS

I I'= M : W expression M has exchange type W;

I I'E P : 71 process P has type T.

NOTQ. processes have types, describing efects (i.e. their exchanges)

< K
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Typing Processes |

Input-Output

0 Dax:WkEP:[W]
'k (x: W)P: [W]

[ if x: W, and P also exchanges W, then (z : W).P exchanges W.

[ Only one topic of conversation.

[] I'=M:W
= (M) : W]

[] M is an expression of type WW: hence a process that outputs M
exchanges W, i.e. has type [IW].

< K
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Typing Processes |1

Ambients

[]

< K

'Fa:Amb(E] T'FP:|E]

Tta[P]:T

[ an ambient exchanges nothing at its own level, hence it may be

thought of as potentially exchanging any type.

[]  Type safety requires consistency between the type that a declares and

the type of exchanges held by P inside a.

[ We can check that processes inside that ambient behave consistently.

(1 Further consequence: can tell what types are exchanged with ambient

is opened ... useful for typing open

=>1 >



Typing Expressions |

open

< K

T+ M : Amb[E]

I' - open M : Cap|E]

[]

if n : Amb|[E], opening n unleashes processes enclosed in n, which have

exchanges of type F.

by our intended interpretation of Cap|L], this implies open n : Cap|[E].

Further consequence: process exercises open n : Cap[E]| may end-up
running in parallel with processes which exchange FE.

any such process must be itself prepared to exchange F that types ...
useful for typing M.P

=>1 >
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Typing Expressions 1l

In and Out

0 ' M : Amb|F]
I'in M : Cap|E]

7 T+ M:AW[F]
I+ out M : Cap[E]

'] need not track type information

] all the required consistency checks on the local exchanges within an
ambient are already accounted for by the typing of open.

< K
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Typing Processes |11

(Prefix)
01 I'EM:CyplE] ' P:[E]

' M.P: |E|
Explained earlier

(P&T&\\Q\)
n I'HEP:T T'HQ:T
'-P|Q:T

I Remember: just one topic of conversation

] Remaining rules present no difficulties

< K
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< K

Mobility Types

Exchange types are effective in imposing a discipline on the exchanges
within ambients.

but communication is just one aspect of the computation of the ambient
calculus, and not the core one.

basic properties of mobile ambients are those related to their mobility, to
the possibility of opening an ambient and exposing its contents,

want a type system to control/characterize these aspects of ambient
behavior.

=>1 >



Boxing Ambients

1 The OPeN capability is
[] essential for communication, but
[] potentially dangerous

alin safe_amb.NastyCode | | safe_amb| open a.Q) |

— —— safe_amb [ NastyCode | Q) ]
[] complicates the typing of mobility
I Drop the open capability of Mobile Ambients

I Provide new constructs for communication across boundaries
[1 exchanges towards children: (z)".P, (M)".P

[] exchanges towards parent:  (z)!.P, (M)!.P

< K
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Boxed Ambients. overview

[l Mobile Ambients \ open + parent-child 1/0

communication primitives

1 (&£)"P: input from ambient 7
1 (M)"P : output to ambiet 7

n = the location where the communication happens

I n = %: local, as in Mobile Ambients
I n =mn: from parent to child
I n=T: from child to parend

Remote communication, between siblings, still requires mobility

< K
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< K

n

Typed Boxed Ambients: Syntax

=n names
7 enclosing amb
" local
= nil process V.U =:=n name
Py | P; composition inl may enter V
(vn:A)P restriction out V' may exit V
|P replication —open—ay-opeRi—t-
VIP] ambient Vi.Va o path
V.P prenxing
(x: W)T.P input
(V)H)1.P output
(vG)P group creation
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Reduction Semantics

Mobility:
n[inm.P|Q] | m[R] —m[n[P[Q]][R] (In)

m[n[outm.P | Q]| R] —n[P|Q] [ m[R] (Out)

communication:
(x).P|(V).Q — P{V/x}|Q (Comm Loca))
()P | n[(V).Q | R] — P{Vjx} | n[Q|R]  (Comm Input n)
().P | n[(V).Q | R] — P{V/r} | n[QIR]  (Comm Output 1)
(V)".P | n[(x).Q | R] — P | n[Q{Y/x}|R]  (Comm Output n)

VY.P | n[(2)'.Q | R] — P | n[Q{V/x}|R] (Comm Input 1)

< K =>1 >




DISCussion

] Reductions yield clear notions of resources and access requests
[] each ambient has an allocated resource, its local (anonymous) channel;

1 (M)" ~ write access to the ambient 7 towards which the request is
directed (equivalently, its anonymous channel).

(1 (x)" ~ read access

] Resource access control policies expressed easily and directly

(] Static analysis, by typing, eased and more accurate, given the absence of
open

Still, we will criticise it tomorrow. For now let us look at access control.

< K =>1 >




Group Types for Mobility

Aim: Resource Access Control
[ Detect and prevent unwanted access to resources.

I We focus on static approaches based on enforcing type disciplines.

< K
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Group Types for Mobility

Aim: Resource Access Control
[ Detect and prevent unwanted access to resources.

I We focus on static approaches based on enforcing type disciplines.

GTOUPS. Sets of processes with common access rights. (Cardelli-Ghalli-Gordon)
Constraints like k& : CanEnter(n) are modelled as:

n belongs to group G

k may cross the border of any ambient of group G.

For instance, the system:
klinn |l[outk]] | n[-]
is Well-Typed under assumptions of the form:

K :amb[K, cross(N)]

[ :amb|L, cross(K)] n : ambN, . . .]
< K =>>1 >




Indiract Border CYOSS\ﬂg In MA

Troyan Horses: The system

Odysseus | in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojons]

is well-typed under assumptions:

Odysseus : amb
Horse : amb

Troy : amb

< K

Achaean, ¢ross(Toy)]

Toy, Cross(City)]

City, |
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Indiract Border CYOSS\ﬂg In MA

Troyan Horses: The system

Odysseus | in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojons]

is well-typed under assumptions:

Odysseus : amb
Horse : amb

Troy : amb

HOowever, the system may evolve to

Achaean, ¢ross(Toy)]

Toy, Cross(City)]

City, ]

Tro[ Trojans | Horse] ] | Oaysseu] Destroy]]

where Odysseus got inside TTOY'S WAl

< K

S taking by surprise the Trojans.

=>1 >




Types

Groups: G.H,...

Sats of groups. ¥, 2,.7, ...

ANbients types:
A u= amby (G, M, C]

Procass types.
II == proelG, M, C]

Capability types:
K == |G, M, F]

< K

7/ The universal set of groups

amp of group G, good for actions y € {i,0,c,r,w}
With mobility type A/, and communication type C'

process that can be enclosed in an ambient of group G,
may drive to ambients whose groups are in A,
and communicates as deseribed by type C

Q&p&b'\\'\w that can appear in an ambient of group G,

may drive it to ambients whose groups are in M,
With exchange type F'for local communication

=>1 >




Types (cont.)

Mobility types:
M ::= mob[¥]

Communication types:
C' = com[E, F]

Exchange typas:

E,F = W[, O]
Massage TyDes:

I,O := 1 | Wyx...xWg | T
Value types:

W,y .= A

e
< K

mobility specs

£ tor local and £ Tor upward exchange

read /write values (valid it O < 1)

bottom, tuple, top

ambient name
capability

=>1 >




Subtyping

(SAMD)
X1 C X0 C {i,O,C,I’,W}

amp,, |G, M, C] < amb,, (G, M, C]

(SCQP)
M() =< Ml; FO < Fl

cap|G, My, Fp] < cap|G, My, Fi]

(sCom)
EO =< El; F() < Fi

com|[Ey, Fo| < com|[Eq, FY]

(SMS@

L <Wyx...x W, =<T

< K

(SPYOQ)
MO < Ml; Co =< 01

proc|G, My, Co] < proe|G, My, C4]

(sMob)
% C %

mob[¥4p] < mob | |

(SEXC)
I; < Io; O() < 01

Y\N[IQ, OO] =< Y\N[Il, 01]

(STUp\Q)
W; <T;; 1€1.k

Wix...xWp <1y x...

XTk
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G00d Values

< K

(\/a\ n)
Con:W,IV - o

Con:W,I"Fn: W

(Val pix)
'V K; TV K

I' = WV K

(Val sub)
r+-v:.w, wW=<Ww

L' -VvV:w

(Valin)

'V ooamb; [G, M, com|E, F]

I'F inV :cap[H, mob[{G}], ]

(Vg,\ out)

'+ V ooamb, G, M, com|E, F]

I' F outV :capH, M, F|

Hel

Hel
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Good Processes — Mobility

(Pro prx)
I'F Veeap|G, M, F|; I' = P:proc|G, M, com|[E, F]

I' = V.P:proc|G, M, com[E, F]

(Pro amb)
' F Vamb[H, mob[.], com[E, F]]; T' = P:proc[H, mob[.], com[E, F]
I' = V[ P]:proc[G, mob[B], com [ zero]]
(Pro res) (Pro gres)
I'n:AF P:1II I'GF P:1I
G ¢ fg(II)
' (vn: AP : 10 '+ (vG)P: 11
(Pro 0) (Pro par)
G € dom(I") - P:I1I; THQ:1I
I' F 0 : proc[G, mob[@], com [zero, zero]] ' P|Q:II
(Pro rep) (Pro sub)
I'= P11 ' P11 II<II
' H1P: 10 '+ P:II
< K

Ge.
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G00d Procegses — communication

< K

(p %
Iz : W = P:proe|G, M, com[rw|], O], F]

I' F (x: W).P :proc|G, M,com[rw[], O], F]

I <W

(Out *)
'V :W; Tk P:proc|G, M,comrw[I, W/, F|]

I' F (V).P :proc|G, M,com[rw[I, W], F]

(inp 1)
[Lax: W F P :proe[G, M, com[E, W[, O]]]

I<W
I (x: Wi)l.P:proc[G, M, com[E, tw[I, O]]]

(output 1)
'V :W; Tk P:proclG, M,com[E,rw[l, W]]]

I = (V)P proc[G, M, com[E, tw[I, W1|]

...And 80 on &ﬂ&\OgOUS\y

=>1 >




Properties

Communication properties;
0 T F (z:W).P|(V).Q:IlthenT F V:Y withY < W.

< K
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Properties

Communication properties;
0 Tk (x:W).P|(V).Q:IlthenT  V:Y with Y < W.

Mobility propertias:
0 T Fnlinm.P| Q]| m[R]:II, then

I' E m:amdby [M,_,|] and I'F n:amb,, |, mob.7], ]

with M € ., i,c € yp and ¢ € y;.
T F m[nfoutm.P| Q]| R]:1I, then

I' = m :amb,y, [M,mob[.4,], ] and I' = n :amb, [N, mob[.%,], ]

with o,c € xo, c € x1, M€ ., and ., C ...

< K

=>1 >




Properties

Communication properties;
0 Tk (x:W).P|(V).Q:IlthenT  V:Y with Y < W.

Mobility propertias:
0 T Fnlinm.P| Q]| m[R]:II, then

I' E m:amdby [M,_,|] and I'F n:amb,, |, mob.7], ]

with M € ., i,c € yp and ¢ € y;.
T F m[nfoutm.P| Q]| R]:1I, then

I' = m :amb,y, [M,mob[.4,], ] and I' = n :amb, [N, mob[.%,], ]

with o,c € xo, c € x1, M€ ., and ., C ...

SUD]QQ’E redquction:

I fI'F P:Iland P=(Q or P — (), then there exist groups Gy, . .
such that Gg,...,G,I' = @ : 11

< K

.G
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Datecting Odysseus' intentions

Now, in order to assign a type to
Odysseus [ in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojans]
we need assumptions of the form:

Odysseus : amb. [Achaean, mob|[{Ground, Toy, City}|, |
Horse : amb; .. [Toy, mob[{Ground, City}], ]

Troy : amb;ec[City, -, ]

representing that Odysseus is an Achaean intentioned to move into a City!

< K
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DQIQQT,mg OdySSQUS' INTRNTIONS

Now, in order to assign a type to
Odysseus [ in Horse.out Horse. Destroy | | Horse[ inTroy | | Troy[ Trojans]

we need assumptions of the form:

Odysseus : amb. [Achaean, mob|[{Ground, Toy, City}|, |
Horse : amb; .. [Toy, mob[{Ground, City}], ]

Troy @ ambiec [City, -, ]

representing that Odysseus is an Achaean intentioned to move into a City!
On the other hand, under assumptions of the form

Odysseus : amb. [Achaean, mob |{Ground, Toy}|, |

the Trojans should not fear any attack from Odysseus.

But what if Odysseus is IYINg about his intentions (i.e. type)?

< K
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Adding co-capabilities

Reduction Semantics:

m[n[outm.P| Q]| R ]|outa.S —n[P|Q]|m[R]|S

nl[inm.P| Q] | m[ina.R|S] = m[n[P | Q]| R|S]

MODIIITY Types: (extended: % tells which processes are allowed in.)

M == mobl., F]

Subtyping Relation: (extended)

< K

(sMob)
% C Y, %< G

mob[%, Cﬁo] < mob[%, cgl]

for a € {x,n}

for a € {%,n}
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G00d Values in BSA

(Valin) (Val out)
[' = Veamb; |G, M, com|E, F|] [' = V:amb, [G, mob .7, €], com|E, F|]

I' = in V:cap[H, mob[{G}, 0], E] I' = out V:eap[H, mob[.”, ()], F]
(Val coin) (Val coout

[' = V:amb; |G, M, com|E, F|] [' = V:amb, |G, M, com|[E, F]

I' - inV:cap[H, mob[(), {G}], F] I' - out V:cap[H, mob[d, {G}], F]
(Val coin ) (Val coout x)

G € dom(I) G € dom(I')
I' F in *:ap[G, mob[d, %], zero] I' - out «:cap[G,mob[(), 7], zero]

In (Val in), (Val out), (\Val coin), (Val coin), assume H € T’

< K =>1 >




GO0d Procegses — N\OD'\\'\W In BSA

< K

0
oo G € dom(I)

I' F 0:proc[G, mob[, ], com [zero, zero]]

(Pro prx)
' F Veeap|G, M, F|; I' = P:proc|G, M, com|[E, F]

I' B V.P:proc|G, M, com[E, F]

(Pro amb)
[' = Viamb [H,mob|.¥”, €], com|E, F]
I' F P:procH, mob ., €|, com|[E, F]

I' = V[ P]:proc[G, mob[@, {H}], com[F, zero]]

Ge. .

=>1 >




Control Properties in BSA

Accaess Control Theorem:

Whenever
' m[ina.P|Q]:1T or T'F m[outa.P|Q]:1I,

with o € {x,n}, then
T F m :amb,, [, mob[_, €], ], and

(] either a =% and ¢ = %,
0 ora=nwth ' F n:amd,, [N,_,|]and N € 7.

< K
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Using QO-Q&P&D'\\'\UQS 10 dafend TF()y

Our running example in BSA:

The Trojan War = Odysseus| in Horse.out Horse. Destroy |

Horse[in  .in Troy ]

Troy[ in Horse. Trojans | out Odysseus.Sinon |

which can be Well-Typed only if

[' = Troy : amb;oc[City, mob[_, {Toy, Achaean}|, |

That is if Troy (in suicidal mood) allowed Achaeans in.

< K
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Using co-capabilities o defend Troy (ct

4)

Consider now the system:

The Trojan Trap = Odysseus| in Horse.out Horse. Destroy |

Horse[ in * .inTroy ]

Troy[ in Horse. Trojans]

This situation would be perfectly safe for Troy (but dangerous for Odysseus!)
provided we can type it under the assumptions of the form

Odysseus : amb. [Achaean, _, |
Horse : ambj,.[Toy, _,com[E, O]]

Troy : amb;ec[City, mob[D, €], ]

with Achaean € 7.

< K
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summary of Lecture 1V

We focused on ambient mobility, introducing ambients and their exchange types,
boxed ambients and their mobility types.

Further Reading

Mobile Ambients, a “hot topic”: lots of papers. References for this lecture are:
.l Mobile ambients (Cardelli, Gordon)

Mobility types (Cardelli, Ghelli, Gordon)

Polymorphic Typing (Amtort, Kroury, Pericas)

Safe Ambients (Levi, Sangiorg))

Boxed Ambients (Bugliesi, Crafa, Castagna)

Typing and Subtyping Mobility (Merro, Sassone)

1 O O OO O O

.. along list, ...
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Global Computing

— Lacture V —

Towards Ambient Raesource Control

< K
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The Cage for Resource Usagae Control

Globhal Computmg involve scenarios where mobile devices enter and exit domains
and networks.

Typ\Q&\ Davices:.
Today: Smart Cards, Embedded devs (e.g. in cars), Mobile phones, PDAS, Sat navigators, ...
Tomorrow: PAN, VAN, D-ME, P-COM, ...

< K =>1 >




Thae Case Tor Resource US&gQ control

Globhal Computmg involve scenarios where mobile devices enter and exit domains
and networks.

Typical Devices:
Today: Smart Cards, Embedded devs (e.g. in cars), Mobile phones, PDAS, Sat navigators, ...
Tomorrow: PAN, VAN, D-ME, P-COM, . ..

Requirements:
1 Security: Authentication, Privacy, Non Repudiation
Trust Formation and Management
Context (e.g. Location) Awareness
Dynamie Learning and Adaptability
Policies of Access Control and their Enforcement
Negotiation of Access, Access Rights, Resource Acquisition

O OO O O O O

Protection of Resource Bounds ...
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Thae Casae for Regourca US&gQ control

Globhal Computmg involve scenarios where mobile devices enter and exit domains
and networks.

Typical Devices:
Today: Smart Cards, Embedded devs (e.g. in cars), Mobile phones, PDAS, Sat navigators, ...
Tomorrow: PAN, VAN, D-ME, P-COM, . ..

Requirements:
] SQQUNWZ Authentication, Privacy, Non RQPUG'\&UOH
Trust Formation and Managemaent

central Notion:

Context (e.g. Location) Awareness
Resource Usage

Dynamie Learning and Adaptability
Policies of Access Control and their Enforcement
Negotiation of Access, Access Rights, Resource Acduisition

O OO O O O O

Protection of Resource Bounds ...
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Roadmap for Lecture V

1 control of Interference in Mobile AmDbients: manageable vs expressive:

[]

how do you want your calculus?

secrecy in Untrusted NQTWOrKS: crypto-primitives for mobile agents

[ Ambients with Bounded Capacity. make realistic hypothesis on ambient

< K

capacities and processes’ space consumption.
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Interfarences in Mobile Ambients

'] The inherent nondeterminism of movement may go wild: Grave Interferences,

Eln[inm.Ploutk.R]|m[Q]]

< K =>1 >




Interfarences in Mobile Ambients

'] The inherent nondeterminism of movement may go wild: Grave Interferences,

Eln[inm.Ploutk.R]|m[Q]]

1 Introducing Safe Ambients

n[inmP|Q]|m[inmR|S]—m[n[P|Q]|R]|S]

-1 Co-capabilities and single-threadedness rule out grave interferences

< K =>1 >




Mobile Boxed Ambients

| open’s nature of ambient dissolver is a potential source of problems.

] Direct communication as alternative source of expressiveness: MoODile Boxed
Ambients. Perform |/O on a subambient n's local channel (viz. (z)™) as well as

from the parent’s local channel (viz. (z)")

()" P [n[ (M).Q|R]— P{M/z}|n[ Q| R]
(M).P|n[(2)!.Q |R]— P|n[Q{M/z}|R].

< K =>1 >




Mobile Boxed Ambients

| open’s nature of ambient dissolver is a potential source of problems.

] Direct communication as alternative source of expressiveness: MoODile Boxed
Ambients. Perform |/O on a subambient n's local channel (viz. (z)™) as well as

from the parent’s local channel (viz. (z)")

()" P [n[ (M).Q|R]— P{M/z}|n[ Q| R]
(M).P|n[(2)!.Q |R]— P|n[Q{M/z}|R].

] But it is a great source of NON-10CAl nondeterminism and communication

Interference.
m[ (z)".P | n[ (M) | (2).Q | k[ ()".R]]]
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Mobile Boxed Ambients

| open’s nature of ambient dissolver is a potential source of problems.

] Direct communication as alternative source of expressiveness: MoODile Boxed
Ambients. Perform |/O on a subambient n's local channel (viz. (z)™) as well as

from the parent’s local channel (viz. (z)")

()" P [n[ (M).Q|R]— P{M/z}|n[ Q| R]
(M).P|n[(2)!.Q |R]— P|n[Q{M/z}|R].

] But it is a great source of NON-10CAl nondeterminism and communication
Intarference.
m| (:cf)".P | n| <J\|4> | (?)-Q | (QJT)T-R] I
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\ﬂUOdUQ\ﬂg NBA: Communication

NBA: a fresh foundation based on: each ambient comes equipped with two
mutually non-interfering channels, for 10¢al and Upward communications.

(2)". P |n[(M)".Q | R] — P{M/x} |n[ Q| R]

(M)*.Pn[(z).Q |R] — P|n[Q{M/z};|R ]

< K
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\ﬂUOdUQ\ﬂg NBA: Communication

NBA: a fresh foundation based on: each ambient comes equipped with two
mutually non-interfering channels, for 10¢al and Upward communications.

(2)". P |n[(M)".Q | R] — P{M/x} |n[ Q| R]
<M>T-P\T[($)T-Q |R] — P|n[Q{M/z}|R]

< K

=>1 >




\ﬂUOdUQ\ﬂg NBA: Communication

NBA: a fresh foundation based on: each ambient comes equipped with two
mutually non-interfering channels, for 10¢al and Upward communications.

(2)". P |n[(M)".Q | R] — P{M/x} |n[ Q| R]

<M>T-P\"|”b[(:v)?62 |R] — P|n[Q{M/z}|R]

] Expressiveness??

< K
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\ﬂUOdUQ\ﬂg NBA: Communication

NBA: a fresh foundation based on: each ambient comes equipped with two
mutually non-interfering channels, for 10¢al and Upward communications.

(2)". P |n[(M)".Q | R] — P{M/x} |n[ Q| R]

<M>T-P\"|”b[(:v)?62 |R] — P|n[Q{M/z}|R]

] Expressiveness??

"1 Hmm, rather poor: n[ P] cannot, for instance, communicate with children it
doesn’t know statically. It can never learn about incoming ambients, and will
never be able to talk to them.

< K =>1 >




Introducing NBA: Mobility

] Let us introduce co-actions of the form enter(z) which have the effect of
binding the variable z.

(] Such a purely binding mechanism does not provide a way control of access,
but only to regISters it. As a (realistic) access protocol where newly arrived

agents must register themselves to be granted access to local resources.

< K =>1 >



Introducing NBA: Mobility

] Let us introduce co-actions of the form enter(z) which have the effect of
binding the variable z.

(] Such a purely binding mechanism does not provide a way control of access,
but only to regISters it. As a (realistic) access protocol where newly arrived

agents must register themselves to be granted access to local resources.

1 Need a finer mechanism of 24CCQSS CONTrol:

af enter(b,k).P | R]|b[ enter(z,k).Q | S ] — b[a[ P| R]| Q{a/z} | S ]

This represent an access protocol where the credentials of incoming processes (%
in the rule above) are controlled, as a preliminary step to the registration protocol.

< K =>1 >



Introducing NBA: Mobility

] Let us introduce co-actions of the form enter(x) which have the effect of
binding the variable z.

(] Such a purely binding mechanism does not provide a way control of access,
but only to regISters it. As a (realistic) access protocol where newly arrived

agents must register themselves to be granted access to local resources.

1 Need a finer mechanism of 24CCQSS CONTrol:

| |
af enter(b,k).P | R]|b[ enter(z,k).Q | S ] —b[a[ P| R]| Q{a/z} | S ]

| | | | T

This represent an access protocol where the credentials of incoming processes (%
in the rule above) are controlled, as a preliminary step to the registration protocol.
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NBA: Syntax

Locations:

Processes:

a

A
A

*

0

Py | P;
(vn)P
Ir. P
M[P]
w.P

Names: a,b,...n,x,y,... € N

nested names
enclosing amb

local

Nil process
composition
restrietion
replication
ambient
prefxing,

Messages:
M,N ::

Prefixes:

a
enter(M, N)
exit(M, N)
M.N

M

(x1,..., )"
(My, ..., Mg)"
enter(x, M)
exit(x, M)

name
may enter
may exit
path

Messages
input
output
allow enter
allow exit
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NBA. Reduction Semantics

mobility
nlenter(m, k).P | R] | m[enter(z, k).Q | S]

n[m[exit(n,k).P | R]|S] | exit(z, k).Q
communication

(&).P | (M).Q

(@)"-P | n[(M)"Q| R]

(M)".P | n[(£)".Q | R]

structural congruence

< K

m[n[P|R]|Q{n/z}|S]
m[P|R][n[S]]Q{m/z}

P{M/Z}|Q
P{M/Z} | n[Q| R]
P|n[Q{M/z}|R]

R, R=S=—P — S

=>1 >




A one-to-one communication sarver

1 Let w(k) be a bidirectional forwarder for any pair of incoming ambients.

w(k) = w| enter(z, k).enter(y, k).(1(2)".(2)Y|1(2)Y.(2)*) ]

An agent can be defined as: A(a, k, P,Q) = a[enter{w, k).P | exit{w, k).Q ] and
a communication server as:

o20(k) = (vr) (r[()" I1O)"-(w(k) | exit(-, k).exit(-,k).r[ ()" ]) )

< K =>1 >




A one-to-one communication sarver

1 Let w(k) be a bidirectional forwarder for any pair of incoming ambients.

w(k) = w| enter(z, k).enter(y, k).(1(2)".(2)Y|1(2)Y.(2)*) ]

An agent can be defined as: A(a,k, P,Q) = alenter{w, k).P | exit{w, k).Q] and
a communication server as:

o20(k) = (vr) (r[()" I1O)"-(w(k) | exit(-, k).exit(-,k).r[ ()" ]) )

L1 It can be proved that once two agents engage in communication no other
agent knowing the key £ can interfere with their completing the exchange. In
formulas:

(vk)( 020(k) | A(k, a1, (MY .P1,Q1) | A(k, az, (z)".Po{z}, Q2) | ILicr A(K, a;, Ri, S;) )
—> =¢ (vk)( 020(k) |a1[ P |Q1]|az2[ Pr{M/x} | Q2] | ;er A(K, a;, R, Si) )
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A print server

] The following process assigns a progressive number to incoming jobs.

enqueue, £ (ve) (¢[(1)" ]| Y(n)¢.enter(z, k).(n)*.c[(n+ 1) ])

< K
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A print server

] The following process assigns a progressive number to incoming jobs.

enqueue, £ (ve) (¢[(1)" ]| Y(n)¢.enter(z, k).(n)*.c[(n+ 1) ])

] We can turn it into a print server (which consumes such numbers).

prtsrv(k) = k[ enqueue, | print ]

print 2 (ve) (e[(1) 1] Y (n)exit(x, n).(dat)*.(P{dat} | c[{n + 1) ])
L1 A client then acts as:

job(M, k) £ (vp)p[ enter(k,k).(n)".(vq)q[exit(p,n).(M)" ] ]

It enters the server prtsrv(k) (using enqueue), it is assigned a number that it use:
as a password to carry job M to print (which eventually will bind it to dat in P.
(Dynamic name discovery and passwords are fundamental here.)

< K =>1 >




Goodies of NBA over BA

] A good set of equational laws
(] A simpler type system
I A sound LTS characterisation of barbed congruence.

] No significant loss of expressive power

< K

=>1 >




S0me |

E_qu ational Laws

G&Yb&g@ Collection laws

O 1L (@)™ P | ().Q | (M)™

< K

R
O 1] (H)™.P|{M).P|(M)™.P

]

C

10

C

1%

0

0

=>1 >




S0me Equation al Laws

Garbage Collection laws

01 (@)".P[(D)-Q(M)".R ] = 0

O 1 (D)™P [ (M).P|{M)™.P ] = 0
communication laws

O 1] (Mo)” [ (M) ] = I[{Mo)" ]1[{M:)" ]
).P[{M).Q] = I[P{M/7}|Q]

O (wh)((@)".PI[{M).Q]) = (wi)(P{M/T}|1[Q])
O m[(&)'.PI[(M).Q]] = m[P{M/#} |I[Q]]

0 1[(2).P

< K

=>1 >




S0me Equation al Laws

Garbage Collection 1aws

0L (@)™ P (@).Q(M)™R] = 0

O 1 (D)™P [ (M).P|{M)™.P ] = 0
communiceation 1aws

O [ (Mo)™ | (My)™ ] = 1[{Mo)" ] [1[{M1) ]
0 1[(@).P [ (M).Q] = I[P{M/T}|Q]

Mobility laws

0 (vp)(m[enter{n,p).P]|n|[enter(z,p).Q]) =
O I[m[enter{n,p).P] | nl[enter(x,p).Q]] =¢ I

< K

)
O (wh)((@)".PI[{M).Q]) = (wi)(P{M/T}|1[Q])
O m[(&)'.PI[(M).Q]] = m[P{M/#} |I[Q]]

=¢ (vp)(n[Q{m/x} [m[P]])
[n[@{m/z} | m[P]]]

=>1 >




A Type System for NBA

7 Types
Message Types W = NI[E] ambient /password
| ClE] capability
Excnange Types K, F = 8hh no exchange

| Wi x...x Wy tuples (k> 0)

Process Types T E, F] local /upward exchange

N[E] types both ambients and passwords; Shh is the Silent Type; N[shh] is an
ambient with no upward exchanges or a password that reveal the visitor's name.

< K =>1 >




A Type System for NBA

7 Types
Message Types W = NI[E] ambient /password
| ClE] capability
Excnange Types K, F = 8hh no exchange

| Wi x...x Wy tuples (k> 0)

Process Types T E, F] local /upward exchange

N[E] types both ambients and passwords; Shh is the Silent Type; N[shh] is an
ambient with no upward exchanges or a password that reveal the visitor's name.

7 Type Environments

(Env Empty) (Env name)
I'F¢ a¢ Dom(I")

o Ia: WkEo

< K =>1 >




Typing Rules

7 Messages

(Projection)
Lya: W, I Fo

Fa: W, T Fa: W

(EMQY)
I'FM:N[E] THN:NF| (FLG)

I' - enter(M, N) : C[G]

< K

(Patn)

' M :C[E]] T+ Ms: C[Es]

I'= My.M> : C[El L EQ]

(EXt)
T'kM:N[E] Tk N:NF]

(F<G)

I' F exit(M, N) : C|[G]

=>1 >




Typing Rules

7 Messages
(Projection) (Patn)
F,a:W,Fll—O FI_M1:C[E1] Fl—MQ:C[EQ]
F,CL:W,F/l—a:W Fl—Ml.MQ:C[Ell_IEQ]
(Enter) (EXIt)
I'-M:N[E] THN:NF] (F<QG) I M:N[E] Tk N:NF]

I' - enter(M, N) : C[G]

0 Processes

(Par)
T+ P:[E,F]

(F<G)

I' F exit(M, N) : C|[G]

T'-P|Q:[E,F]

< K

(Rep) (Dead)
T'+Q:[E,F] T+ P:[E,F] Tk o
T'+IP:[E,F] T'H0:[E,F]

(New)
I,n:NG|F P:[E,F]

' (vnN[G])P : [E, F]

=>1 >




Typing Rules: 1

0 Processes. mob'\\'\ty

(AmD) (Prenx)
THM:N[E] Tk P:[F,E] I'-M:C[F] TFP:|[EG (F<G)
'+ M[P]:[G,H] [+ M.P:[E,G]
(CO-Q\“QY) ~ ~ (CO—QX-\'E) ~
'EM:NW] T,z:N[W]|FP:[E,F] I'-M:NW] T,z:N[W]F P:[E,F]
' - enter(x, M).P : [E, F] I' - exit(z, M).P : [E, F]
(CO—@MQF—S'\\QM) (CO-QX-\}E-S-\\QWE)

THM:Nsw TFP:[EF z¢f(P) TFM:Nsw TFP:[EF =z¢f(P)

I - enter(x, M).P : [E, F] I' - exit(z, M).P : [E, F]

< K

=>1 >




Typing Rules: 1

0 Procaesses. | /O

(Input)
D, Z2:WEP:[W,E]

(Input )
D, 2:WkEP:[E, W]

IF(2:W).P:[E,W]

(Output)
- P : [G, H] I'-EM:W TFP:[W,E]
G, H] I+ (M).P:|[W,E]
(Output V)
W] PFN:NW] THFM:W T+ P:[G,H]

] subject Reduction. fI'-P:Tand P — @, thenI'-Q : T'.

< K

- (MY .P:[G,H]

=>1 >




Encoding. BA in NBA

We can encode BA into NBA enriched with a focused form of nondeterminism.

{Pn = US| (P)n

(m[P])n = m[{P[m]

((@)*P)n = (@)*(P)n

((@)P)n = (@) (P)n+ @) (P)n+ exit(y,W)(z)¥ (P)n

(()TP) = (vp)p[exit(n,pr).(z)" .enter(n,p).(ac)2 | | enter(y,p) ()Y { P ) n

((M)*PYn = (M*(P)n

((MYPYr, = (MY(P)n+ (MY (P)n+ exit(y,p)(M)Y(P)n

((MYTP)n = (vp)plexit(n,pv).(M) enter(n,p).(-)" ]| enter(y,p)(.)Y (P ) n
where tr0ss = lenter(z, mv)|!exit(z,mv), in n = enter{n,mv), and out n = exit(n, M)

and p,y ¢ fn(P).

< K =>1 >




Encoding. BA in NBA

We can encode BA into NBA enriched with a focused form of nondeterminism.

{ Pl = Uoss| (P)n

(m[P])n = m[{P]}m]

(@)*P)n = (@)*(P)n

(@P)n = @ (P)n+ (@) (P)n+ exit(y,w) (@) (P)n

((@)TP)n = (vp)plexitn,pr).(z) enter(n,p).(x)" | | enter(y, p)(x)Y { P ) n
((MYP)n = (M)*(P)n

((MYP)n = (M){P)n+ (M (P)n+ exit(y,pr){M)¥ (P)n
((M)TP)n = (vp)plexit{n,pw).(M) enter(n,p).()" ]| enter(y,p) ()Y { P ) n

where tr0ss = lenter(z, mv)|!exit(z,mv), in n = enter{n,mv), and out n = exit(n, M)
and p,y ¢ fn(P).

(] "Thm. The encoding is operationally sound. If P and @ are Single-threaded,
then it is equationally sound, that is { P [},, =° { Q [},, implies P =¢ Q.

< K =>1 >




SQQYQQy N tha p\ caleulus

] exchange messages over private channels

(vn)(7{m) | n(z).P)

1 No third process can
[1 discover m by interacting with the process
[] cause a different message to be sent on n

] Oris it?

< K

=>1 >




SQQYQQy In tha Sp\ calculus

Not the spi calculus way, as we saw. In a distributed system

(vn)( n(m) |n(zx).P)
N
at site A atsite B

I Link between A and B may be physically insecure, regardless of the privacy
of n

] use private keys to encrypt connections over public channels

(vn)( p({m}n) | p(y).case y of {z}, in P)

[1 anybody can read on p
[1 only the intended recipients know n and will read m

< K =>1 >
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Secrecy in the Mobile Ambients

Names ~~ Cryptokeys. Carrying messages inside private ambients preserves
message integrity and privacy. Or, does it?

(vn)(al n[out a.in b.(M)] || b open n.(x)P ] )

< K

=>1 >




SQQTQQy In the Mobile Ambients

Names ~~ Cryptokeys. Carrying messages inside private ambients preserves
message integrity and privacy. Or, does it?

(vn)(al n[out a.in b.(M)] ]| b[ open n.(x)P ] )

It actually offers poor guarantees, as n must be revealed along the move.
How 10 p\"O\/\dQ SUOﬂgQY pfOtQQt\Oﬂ?

I Commit to agents their own security, with C0-Capanilities

(vn)(a[n[out a.in b.open n.(M)]]|b[in b.open n.(x)P])

No one can open n and read M before n reaches b.
I Protect ambients by @NCapsuUlating them

(vn)(a[plout a.in b|n[{(M)]]]]|b[open p.open n.(x)P])

A public ambient p carries a private ambient n, which need not reveal its
name to move.

< K =>1 >




SQQTQQy'. Need new pf'\m'\t'\\/QS?

case |I: PhyS'\Q&\ devices:

] the first proposal is all we need: physical devices can easily perform
a0cess control, such as that encompassed by co-capabilities

case [1: 501t agents

] the first proposal is pointless in “untrusted” networks. Similarly, the second
proposal presupposes encryption for data and code and applies only partially
to active agents, which may not move autonomously when encrypted.

< K =>1 >



SQQTQQy'. Need new pf'\m'\t'\\/QS?

case |I: PhyS'\Q&\ devices:

] the first proposal is all we need: physical devices can easily perform
a0cess control, such as that encompassed by co-capabilities

case [1: 501t agents

] the first proposal is pointless in “untrusted” networks. Similarly, the second
proposal presupposes encryption for data and code and applies only partially
to active agents, which may not move autonomously when encrypted.

A Crypro-primitive: subjective access control using co-capabilities + data
encryption to preserve secrecy of data while agents move autonomously

lod under &
n[seal k.P|Q] — n{lplQI}k:,:——'SQ&Q under

erypo-key
EfTects:
1 DIOCKS message exchanges and @NCryPLS their contents;

[l the sealed ambient cannot communicate, but it may move.

< K =>1 >



Sealed Ambients

] The mechanism to resume to a fully operational state is associated to
movements and co-capabilities containing keys

n{in mP QL | m{in {z}p.RIR'} — m{n[P|Q]|R{n/z}| R}

< K

=>1 >




Sealed Ambients

] The mechanism to resume to a fully operational state is associated to
movements and co-capabilities containing keys

n{in mP QL | m{in {z}p.RIR'} — m{n[P|Q]|R{n/z}| R}

Example:

(vk)a[ n[seal k.out a.in b.(M)Y']1|b[in {2}s.(y)®.P]

< K

=>1 >




Sealed Ambients

] The mechanism to resume to a fully operational state is associated to
movements and co-capabilities containing keys

n{in mP QL | m{in {z}p.RIR'} — m{n[P|Q]|R{n/z}| R}

Example:

(vk)a[ n[seal k.out a.in b.(M)"]]|b[in {z}r.(y)*.P]
— (vk)a[ n{out a.in b.(M) [}, ]| b[in {z}r.(y)*.P]

< K

=>1 >




Sealed Ambients

] The mechanism to resume to a fully operational state is associated to
movements and co-capabilities containing keys

n{in mP QL | m{in {z}p.RIR'} — m{n[P|Q]|R{n/z}| R}

Example:

(vk)a[ n[seal k.out a.in b.(M)"]]|b[in {z}r.(y)*.P]
— (vk)a[ n{out a.in b.(M) [}, ]| b[in {z}r.(y)*.P]
— (wk)a[ ]| nfin b.(M)"}, | b[in {x}x(y)" P]

< K

=>1 >




Sealed Ambients

'l The mechanism to

resume to a fully operational state is associated to

movements and co-capabilities containing keys

n{in mP QL | m{in {z}p.RIR'} — m{n[P|Q]|R{n/z}| R}

Example:

(vk)a[ n[seal k.out a.in b.(M)Y']1|b[in {2}s.(y)®.P]

— (Vk)a
— (vk)a

— (vk)a

< K

[ n{out a.in b.(M)" [}, ]| b[in {z}r.(y)*.P]
] nfin b(M) By [ B[in {a}r.(y)".P]

1 1e[n[ (M) ]| (y)"-P{n/x}]

=>1 >




CBA: Syntax

< K

Expressions

M,N

Prefixes

k,...,q names
T,...,z varables
in M enter M

out M  oxit M

in lat enter

out lat exit

M.M path

M path
(x1,...,2K)"  input

(My, ..., Mg)" output

in {x}u, lot in & unses)
out {x} lat out & unseal
seal M sealing

Locations

n =
|
|

Processes

P .=

a child
T parent
* - local

w.P

(vn)P

P|P

7. P

MI[P]
M{Phy




ollent Reduction

oilent Evaluation Context. SE == [—]|(vn)SE |SE|P|n[SE]|n{SE},
Mobility |

n{inm.P|Q}|m{in RIS} = m{n{P|Q}|R|S} (onter

m{n{out m.P|Q}|R}|out.S —n{P|Q}|m{R}|S  (exi)
Mobility 11
n{in m.P| QY | m{in {z}x.R|S} — m{n[P|Q]| R{n/z}|S} (K-enter)

m{P|n{out m.Q| R}, }|out {z}.S ——— m{P}|n[Q|R]|S{n/a}  (K-&xi)

shh

n[seal k.P| Q] — n{P|Q}, (seal)
Struetural Rules
P=0Q.Q ™ R R=S5—pP M 5 (struet)
p Q) = SE|P] i, SE|[Q] (context)

< K =>1 >




Raduction

< K

Evaluation Context B == [-]| (wn)E|P|E|E|P|n[E]

communication

OOQQw

(Input n)
(output n)

(@P|(M)Q —

@"P|n[(M)IQ|R] —

(M

struetural Rules

(s'\\@nt)

I"P|n[(#)'Q|R] —

p shh Q N

(struet) P=0Q,0) — R, R=S5 =

(QOHIQXI)

P — @Q =

P{M/7}|Q
P{M/&} |n]Q | R]
P |n[Q{M/%} | R]

P—Q

P — S
EP| — E[Q

=>1 >




RAMArks

1 No explicit data encryption (delegate it to implementation).

Ll At most one level of sealing.
1 Silent reductions do not apply under prefix.
I Reductions do not apply under prefix and sealed ambients.

L] No computation, except mobility, for sealed ambients

< K

=>1 >




EHQOG'\T\g of Sp\

(] 1dea. represent an encrypted message with a sealed ambient which
contains the message.

Communicating the encrypted messages is communicating the name of the
corresponding ambient.

1 Use three translation maps, with [ - | leading (and p a name):

(-) p : EXpressions — EXpressions
-1, : Expressions — Processes
[-] :Processes — Procasses

1 (M), returns p, the name of the ambient that stores ).
Correspondingly, [M ], stores M into an ambient named p.

< K =>1 >




EﬂQOd\ﬂg of Sp\

1 The encoding (monadic case)

(a)p=a, {({M}r)p=rp

[[a]]péO

[{M}r]p = (vq)([M] 4 \p[(:c)ﬁ.seal k.in z.({( M ) q>2])

[0] =0, [(vn)P] = @n)[P], [PIQ] = [P] | Q]
[o(M)] £ (va)(IMT ¢ | B[ ({M ) ¢)"])
[b(x)P] = (2)°[P]

Jease M of {x}y in P] = letz= (M), in

(vp)([M] | (ve)({e)” | elin {y}u-(2)¥(z)"] | ()°P))

] Thm. The encoding is equationally sound.

< K

=>1 >



sacracy, by typing

TYPINg SYSTeM: Secrecy is captured by a type system I which may classify
processes as UNTrUSted and data as PubIiC if it can be exchanged with untrusted

process.

] Types split the world in two: TRUSTED vs UNTRUSTED.

TRUSTED

UNTRUSTED

Message types W

N[E], Key[E]

Public

Exchange types E

(W1, ..., W), sShn

Process Types T

[ The type system

B, F]

Un

[] allows interactions between the two components

[] preserves the desired secrecy invariants on the trusted components.

< K

=>1 >



Types for Secrecy

Massage Types

] Public: messages that may be exchanged with untrusted processes.

Includes movement (co-)capabilities
"1 N[E]: ambients with upward E exchanges (as usual)
1 Key|E]: keys that may apply to ambients of type N|E]

Process Types

1 Un: unknown processes

1 [E,F]: processes with local E exchanges + upward F' exchanges

< K

=>1 >




Trusted and Untrusted

The rules of the game. How do TRUSTED and UNTRUSTED interact?
(1 ODIITY TOr TreQ: (un)trusted ambients may traverse (un)trusted sites;
[ NO local exenanges between trusted and untrusted processes;

[ YES hierarcnical exehanges of public values allowed between trusted and
untrusted processes.

< K =>1 >




Trusted and Untrusted

The rules of the game. How do TRUSTED and UNTRUSTED interact?
(1 ODIITY TOr TreQ: (un)trusted ambients may traverse (un)trusted sites;
[ NO local exenanges between trusted and untrusted processes;

[ YES hierarcnical exehanges of public values allowed between trusted and
untrusted processes.

Typ‘mg Rules: A Manichean view of the world.

] Each process form has two typing rules, depending on whether is trusted or
untrusted .

] Trusted systems exchanging public values with the untrusted components
become themselves untrusted

< K =>1 >



Sample typing rules

(Co-In Key) (Untrusted Co-1n)
' M : Key|E] '~ M : Public
Io:N[E|F P : |G, H] [, z:Publick P : Un
I'in{z}r.P:[G, H] I'Fin{z}.P:Un
(AmD Seal) (Untrusted Amb Seal)
['F N :Key|[E] I' = N : Public
'+ M :N|E] I' = M : Public
'+ P:|[F,E] I'=P:Un
I'EM{P}y:T I'EM{P}y:T
(Input A1 Amb) (Untrusted Input M)
' M:NWy,...,W,] I' = M : Public
Cyxy W, ..o,z : Wy P |[EF) I', z; : Publick P : Un
L' (z1,...,2,)"P:[E,F] L' (zq,...,2)"P:Un

< K =>1 >



Propaerties of the Type System

[ Subject Reduction
fI'FP:Tand P— @Q,then ' Q : T

0 Typability
Let {a1,..,a,} =fn(P) and {z1,..,2,,,} = fv(P) then

ay : Public, ..., a, : Public,z; : Public,...,x,, : Public P : Un

] and Secrecy. ..

< K
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SQQTQQy and Adversaries

Intuitively:

A Process preserves the secrecy of a piece of data A/ if it does not publish A7, or
anything that would permit the computation of M.

< K =>1 >




SQQYQQy and Adversaries

Intuitively:
A Process preserves the Secrecy or a p'\QQQ of data M if it does not pUb\\Sh M or
imyth'mg that would po,rm'\t the eomputm'\on of M.

S-Adversary. Context A(—) which initially knows all names and capabilities in S.

Revealing Names:. P may reveal n to S if there exists an S-adversary A(—), a
context C(—), and a name ¢ € S not bound by C(—) such that:

A(P) = C(c[(n)"] Q]).

This captures two kinds of attacks
1 an hostile context enclosing a trusted process, as in a[Q | (=) ],

[ a malicious agent mounting an attack to a remote host, as in

a[in p.in ¢.Q Q][ (-).

< K =>1 >




SQQYQQy and Adversaries

Intuitively:
A Process preserves the Secrecy or a p'\QQQ of data M if it does not pUb\\Sh M or
imyth'mg that would po,rm'\t the eomputm'\on of M.

S-Adversary. Context A(—) which initially knows all names and capabilities in S.

Revealing Names:. P may reveal n to S if there exists an S-adversary A(—), a
context C(—), and a name ¢ € S not bound by C(—) such that:

A(P) = C(c[(n)"] Q]).

This captures two kinds of attacks
1 an hostile context enclosing a trusted process, as in a[Q | (=) ],

[ a malicious agent mounting an attack to a remote host, as in

a[in p.in ¢.Q Q][ (-).

A
A

AN example: P = ¢[(a)"] | af (k)*] may reveal & to {c}. In fact, for A(—) the
{c}-adversary (2)".(y)".c[(y) ]| (—), we have A(P) = c[(k)"] | c[]]a[].

< K =>1 >




SQQYQQy and Adversaries

Intuitively:
A Process preserves the Secrecy or a p\QQQ of data M if it does not pUb\\Sh M or
gnyth'mg that would po,rm'\t the Q()mpU'E&UOﬂ of M.

S-Adversary. Context A(—) which initially knows all names and capabilities in S.

Revealing Names:. P may reveal n to S if there exists an S-adversary A(—), a
context C(—), and a name ¢ € S not bound by C(—) such that:

A(P) = C(c[(n)"] Q]).

This captures two kinds of attacks
1 an hostile context enclosing a trusted process, as in a[Q | (=) ],

[ a malicious agent mounting an attack to a remote host, as in

a[in p.in ¢.Q Q][ (-).

Secerecy Theorem: waell-typed processes do not reveal their secrets publicly. Formally, if

['=P:Unand ' s: W # Public, then P preserves the secrecy of s from all
public channels, i.e. for S = {a |I' - a : Public} U{in a,out a | a € I'}.
RS =1




Quastions

[] SQ&\H\%/\JY\SQ&\\D% is a rather flexible mechanism.

I How and how efficiently can the underlying mechanism of selective
encryption be implemented ?

] Sealing provides for secrecy of messages. It would be nice to have more, eg
hiding part of the agent structure.

I Can guarantees of data integrity be established along similar lines.

< K =>1 >



Dimensions, Capacities, Mobility

L O OO O

< K

Focus: C&p&(}'\w Bounds Awareness.

BoCa. Bounded CQPQQ'\UQS

Subjective Mobility
Bounded Capacity Ambients
Space as a linear co-capability.

Fine control of capacity.

alind. P|Q]|b[=|R] — =|0[a[P|Q]|R]

subjactive move capability /
Spade co-capanility

=>1 >




Minimal Degiderats,

< K

RQa\ISTiC about space occupation. Bigger processes take more space.

n[inm . 0igandfatP | | m[ =] | n[ inm .smalland slim P |

Replication must be handled appropriately

a[\P]=a[!P|P]=a['P|P|P]=a['P|P|P|P]=...

Allow an analisys of variation in space occupation

More precisely, control Process spg\i\mmg.

COW\pUt&UOﬂ takes space, dynam'\oa\\y, and we'd like 1o model it.

=>1 >




A Calculus of Bounded CQPQQ'\UQSZ Movement

Fundamentals: SPAQQ conscious Movement

alinb. P|Q]|b[=|R] — =|0[a[P|Q]|R]
=|blafoutd. PQ]|R] — o P|Q]|0[=]R]

< K =>1 >




A Calculus of Bounded CQPQQ'\UQSZ Movement

Fundamentals: SPAQQ conscious Movement

alinb. P|Q]|b[=|R] — =|0[a[P|Q]|R]
=|blafoutd. PQ]|R] — o P|Q]|0[=]R]

Examp\@: TY&\/Q\\H\% needs but consumaes no space.

alinb.inc.outc.outb.0] | b[ = | [ =]]

N\ = | b[=]|c[a]outc.outb.0]] ]
NN al 0] [ o[ =]c[=]]

< K =>1 >




Tarm Well-tformaednaess

Fundamaentals: SPAQQ conscious Movement
1 But the Si7@ of travellers matters!

k times k times
*[inb.P|Q]|b[=]...|=|R] — =|...[=]|bd"[P|Q]|R]
\_|...|_J|b[ak[outb.P|Q]|R] - ak[P|Q]|b[\_|...|_j|R]
k times k times
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Tarm Well-formaedness

Fundamaentals: SP&QQ conscious Movement,
1 But the Si7@ of travellers matters!

k times k times
*[inb. P Q]|o[=]...[=|R] — Z[...[=|bd"[P|Q]|R]
\_|...|_J|b[ak[outb.P|Q]|R] - ak[P|Q]|b[\_|...|_j|R]
k times k times

\What is the a®? A well-formedness annotation measuring the size of P.
It counts spaces: Waight (=) = 1, Weight(a*[ P ]) = k if weight(P) = k, L otherwise.
Reduction only for Well-fTormed terms: (1) weights appear as conditions on

reductions; (2) the calculus’ operators make only sense with type annotations.

Notation. We use =" as a shorthand for = | ... | =.

7

~
k times

< K =>1 >




A Caleulus of Bounded Capacities: Open

Fundamentals: Sp&QQ conscious Omeﬂg

opna.P |d[opn.Q|R] — P|Q|R

< K
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A Caleulus of Bounded Capacities: Open

Fundamentals. SPQQQ COnseious Op@ﬂmg
opna.P |d[opn.Q|R] — P|Q|R

Ex&mp\e: Recovering Mobile Ambients.

[a[ P]] =a’[topn | [P] ]
[(va)P] = (va”)[P]

< K

=>1 >




A Calculus of Bounded Capacities: Spawning

Fundamentals: SPAQQ conscious Process Activation

kP |2k = P

< K =>1 >




A Calculus of Bounded Capacities: Spawning

Fundamentals: SPAQQ conscious Process Activation

k k
passive process——> L\ =" — P

Weighs 0
P weighs k

< K =>1 >




A Calculus of Bounded C&p&(ﬁ'\t'\QS'. SP&\I\/T\'\T\g

Fundamentals: Sp&QQ conscious Process Activation

k k
passive process——> L\ =" — P

Weighs 0
P weighs k

Example: Replication: 1*£ 1k
PP P —  FP|P

Types ensure only 0-WeIZNTRA processes are replicable: One must use spawning,
so that replication needs space proportional to the process’ weight.

< K =>1 >




A Calculus of Bounded C&p&(ﬁ'\t'\QS'. SP&\I\/T\'\T\g

Fundamentals: SPAQQ conscious Process Activation

k k
passive process——> L\ =" — P

Weighs 0
P weighs k

Example: Replication: 1*£ 1k
PP P —  FP|P

Types ensure only 0-WeIZNTRA processes are replicable: One must use spawning,
so that replication needs space proportional to the process’ weight.

Example: Recursion (wei, amosty:

e (X P 2 WX (lopn X .pFP | X[=F]), where P2 P{X[="]/X}

< K =>1 >




BoCal Examples (Open)

Example: Ambient Spawning

spwb[ P ] = exp’[ out @ . opn.>"b[ P ] ]

Then,
alspW B[ P11 Q]| =" [opnegy — a[Q]|b[P].

The father must provide enough space for the activation, of course.

< K

=>1 >




BoCa: Examples (Open)
Example: Ambient Spawning | |

spwb[ P ] = exp’[ out @ . opn.>"b[ P ] ]

Then,
alspW B[ P11 Q]| =" [opnegy — a[Q]|b[P].

The father must provide enough space for the activation, of course.
Examp\e: Ambient Ro.ngm'mg
abe b . P £ spw"b[ =" | opna]|inb.opn. P.

Then,

=" lopnz | a®[abed®.P|Q] — OL[P|Q]]|=".

Ambient a needs to DOTTOW space to rename itself.

< K
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A Calculus of Bounded C&p&Q'\UQSZ Transter

Fundamentals: SPAQQ AQqU'\S'\UOY\ and Release

@ .Pl=|d"[".Q|R] — Pld"[Q|=]|R]
" P|=|S]|V"[a .Q|R] — a"[P|S]|VT[Q]|=|R]

< K =>1 >




A Calculus of Bounded C&p&Q'\UQSZ Transter

Fundamentals: Sp&QQ Aequ'\S'\t'\on and Release
¢ . Plm|d[".Q|R] — Pld""[Q|=|R]
" P =] S]]V a .Q|R] — d"[P|S]|"T[Q|=]|R]
Transter from Child:

gt _from_child a. P = (vn)(opnn.P |n[a .opn])

< K =>1 >




A Calculus of Bounded C&p&Q'\UQSZ Transter

Fundamaentals: SPQQQ AQqU'\S'\UOY\ and Releagse
@ . Pl=]a"[".QIR] — P|d"™"[Q|=|R]
P =] S]|b"[a .Q|R] — " [P|S]|VTQ]|=]|R]
Trangter from Child:
gt _from_child a. P = (vn)(opnn.P |n[a .opn])
Example: A Memory Module

256 M B | ! |

memMod = mem| - Ifrae ]

malloe = m[ !mem .freef outm.m . ]! ]

< K =>1 >




A Calculus of Bounded C&p&Q'\UQSZ Transter

Fundamentals: SPAQQ AQqU'\S'\UOY\ and Release

@ .Pl=|d"[".Q|R] — Pld"[Q|=]|R]
" P|=|S]|V"[a .Q|R] — a"[P|S]|VT[Q]|=|R]

Transter from Child:
gt _from_child a. P = (vn)(opnn.P |n[a .opn])
Examp\g'. A \\/\Qmory Module

256 M B | ! |

memMod = mem| - Ifrae ]

malloe = m[ !mem .freef outm.m . ]! ]

256 M B 256 M B | 2X256 M B

memMod | matloe — mem[ ! |!ree || M| = ] —

256MB[ - | ] _ ,256M B

mem[ ! | !free ] | malloc | free memMod | malloe | ...

< K =>1 >




On the nature of oPace

An economic vehicle for mu\t'\p\o, CONCepts

[ Available space: a[ = | P ]

[1Oceupied space: M . -, (Notation: M . A.)
[ Lost space: (va)a®[ =" 1. (Notation: 0F.)
k A A A Or © N
destroy” = (va)(a” . 3 .a.0|a’[ ..... 0])
k times k times

destroy” | = —

< K

kOk
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A Calculus of Bounded C&p&b'\\'\t'\QSi Syﬂt&X

Syntax
P:=a|O0|M.P|P|P|M[P]|'P|bFP|(vn:7)P|(x:x)P| (M)P
C:=inM |out M |opnM | M|
C:=opn| |M
M:=¢c|z|C|C|M.M

< K =>1 >




A Calculus of Bounded C&p&b'\\'\t'\QSi SYNLAX

Syntax
P:=a|O0|M.P|P|P|M[P]|'P|bFP|(vn:7)P | (x:x)P | (M)P
C:=inM |out M |opnM | M|
Cu=opn|” | M
M:=¢c|z|C|C|M.M

Struetural COﬂgYUQﬂQQZ

(|,0) is a commutative monoid.

(va)(P| Q) = (va)P | Q fa ¢ f(Q)
(va)0 =0
(va)(M)P = (M)(va)P if a & fn(P)
(va)(vb)P = (vb)(va)P
al (vb)P | = (vb)a| P | ifa #0b
\P=1P|P

< K =>1 >
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BOoCa. Reduction Semantics

(cnter)
(oxit)
(open)
(tr2D)
(trans)
(spawn)

(comm )

< K

a*[inb.P|Q]|b[=" | R]—="[0[a[P|Q]|R]
=" [0 a*[outd.P| Q]| R]—a"[P|Q]|b[="|R]
opna.P |a[opn.Q |R]|—P[Q|R

@ .P|lm|d’[".Q|R]—P|ad"[Q|=]|R]

" P =] STV [a Q| R]—a"[P|S]|0"[Q|=]|R]

>FP | =F — P

(z:x)P | (M)Q — P{M/z} | Q

=>1 >




A System of Capacity Types

Capacity Types: ¢, ... are pairs of nats [n, N|, with n < V.

Efect Types &,... are pairs of nats (d, ), representing decs and incs.
Exchange Types: y = shn | Amb(o, x) | Cap(&, x)

Process and Ambient and Capability Types:

a : Amb(ep, x) a has no less than ¢,, and no more than ¢\, spaces
P :Proc(k, &, x) P weighs k and produces the effect £ on ambients
C:Cap(&, x) C' transforms processes adding & to their effects

Effects and capacities componentwise and are ordered as follows:

0 <= 0¢m < omand oy < Pwm,

< K =>1 >




A Typing System: Capabilities

< K

(AXiom) (Empty)
[ya: Amb{(o, x) F a : Amb{¢, x) ['Fe:Cap((0,0),x)
(In) (Out)
' M : Amb(ep, x") ' M : Amb{(g, x")
['Fin M : Cap((0,0), x) [' - out M : Cap((0,0), x)
(TrgnD) (Trg,nS)
'~ M : Amb{¢, x")
T M : Cap((0,0), x) '+ :cCap((1,0),x)
(Open)

T+ M : Amd{[n, N], x)
I'-opnM : Cap((N —n, N —n), x)

=>1 >




\Typ\ﬂg Sysmm: COCEAP&D'\\'\UQS and Procaessa

(eoTremD)

7 :Cap((0,1),x)

(coOpen)

I' - opn : Cap((0,0), x)

(Slot)

I'F - PYOQ<1, (07 0)7 X>

(Input)
[yx:xkE P:Proc(k, &, x)

I'F(z:x)P :Prock, &, x)

< K

(coTrans)
L' M :And{p, x')

I'FM :Cap((0,1),x)

(Composition)
T M:Cap(E,x) THM:Capl&,x)

- MM :CaplE+E,x)

(Zero)

I 0 : Proe(0, (0,0), x)

(Output)
'M:x T'F P:Proc(k, &, x)

' (M)P :Procik, &, x)

=>1 >




A Typing System: Processes

(Prenx) (Replication)
T M:Cap(&,x) Tk P:prock, & x) ' = P :Proe(0, (0,0), x)
I'FM.P:pProc(k,E+E, ) ' F 1P : Proc(0, (0,0), x)
(NQW) (Spawn)
[',a: Amb{¢, x) = P : Proc(k, &, x') I' = P:Proe(k, &, x)
I'F (va : Amd(¢, x))P : Proc(k, £, x') I'F P Proc(o, &, x)
(Para\\e\)
['F P:pProek,&,x) T'FQ:Proc(k’, &, x)
'EP|Q:Prock+k,E+E,X)
(Ambient)

'+ M : Amb([n, V],

x) D'k P:pProclk,(d,i),x) n<k—d k+i<N

< K

= Mk[ P ] : Proe(k, (0,0), x")

=>1 >




A Calculus of Bounded Capabilities

hm: SUD}QQ'E Reducetion
If ' = P :Proc(k,&,x) and P — @ then I' - @ : Proc(k, &', x) for some £’ < £.

< K =>1 >




A Calculus of Bounded Capabilities

hm: SUD}QQ'E Reducetion
If ' = P :Proc(k,&,x) and P — @ then I' - @ : Proc(k, &', x) for some £’ < £.

The missing bit:

Grave interferences in the use of spaces

a[inb] | b[>P |=|a]c[outa]]]

< K =>1 >




A Calculus of Bounded Capabilities

hm: SUD}QQ'E Reducetion
If ' = P :Proc(k,&,x) and P — @ then I' - @ : Proc(k, &', x) for some £’ < £.

The missing bit:

< K

Grave interferences in the use of spaces

clz,[inb]|b[|>P|i
L 1

| a[ c[outa]]]

=>1 >




A Calculus of Bounded Capabilities

hm: SUD}QQ'E Reducetion
If ' = P :Proc(k,&,x) and P — @ then I' - @ : Proc(k, &', x) for some £’ < £.

The missing bit:

Grave interferences in the use of spaces

clz,[inb]|b[>P|i|a[(|;[outa]]]

L1

ree(XF)P 2 (wX®)(lopn X .pFP | X[ <F )

< K =>1 >




A Calculus of Bounded Capabilities

hm: SUD}QQ'E Reducetion
If ' = P :Proc(k,&,x) and P — @ then I' - @ : Proc(k, &', x) for some £’ < £.

The missing bit:

Grave interferences in the use of spaces

clz,[inb]|b[>P|i|a[(|;[outa]]]

L1

ree(XF)P 2 (wX®)(lopn X .pFP | X[<F ])
— (VXk)(!Oan.Dkﬁ | opn X .pFP | X[="])

< K =>1 >




A Calculus of Bounded Capabilities

hm: SUb}QQ'E Reducetion
If ' = P :Proc(k,&,x) and P — @ then I' - @ : Proc(k, &', x) for some £’ < £.

The missing bit:

Grave interferences in the use of spaces

clz,[inb]|b[>P|i|a[(|;[outa]]]

L1

ree(XF)P 2 (wX®)(lopn X .pFP | X[<F ])
— (VXk)(!Oan.Dkﬁ | opn X .pFP | X[="])

— (X" (lopn X .pFP | pFP | 2F)

< K =>1 >




A Calculus of Bounded Capabilities

hm: SUb}QQ'E Reducetion
If ' = P :Proc(k,&,x) and P — @ then I' - @ : Proc(k, &', x) for some £’ < £.

The missing bit:

Grave interferences in the use of spaces

clz,[inb]|b[>P|i|a[(|;[outa]]]

L1

ree(XF)P 2 (wX®)(lopn X .pFP | X[<F ])
— (uXk)(!oan.Dkﬁ | opn X .pFP | X[="])

— (X" (lopn X .pFP | bFP) | =F Oooops

< K =>1 >




Control SPQQQ Usaga: Named S10Ts

< K

P:::_a]aDkP\---

(Spawn)

a>F P | =F

— P

=>1 >




Control SPQQQ Usaga: Named S10Ts

P:::_a]aDkP\---

Example: Renaming slots

(spawn) adFP | F

{“ly}- P =yt (= | P)

Then, = [{¥/y},.-P — =k |P

< K

— P

=>1 >




Control SPQQQ Usaga: Named S10Ts

Pi=mg | apFP |- (spawn) apFP |=F — P
Example: Renaming slots
(T} P2 (k| P)
Then, =k | {/y}, P — =k | P
EXample: Reeursion (now rignty:

ree(XF)P £ (wX)(IXpFP | 2%),  where P2 P{2% /X

< K

=>1 >




Control SPQQQ Usaga: Named S10Ts

Pi=my|adFP |- (spawn) abFP | =F — P
Example: Renaming slots
{Tfyty- P =yt (=g | P)
Then, =y | {"/y}, . P — =5 |P
Example: Recursion (now right):
ree(XF)P £ (wX)(IXpFP | 2%),  where P2 P{2% /X
Ex&mp\e: DQY'\\/'\Y\g Named S10ts

- =al [ =]

a>"P £ (vn)(n| a® .>"opn.P]|opnn)

< K
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DISCussion

This is just & start.

Yat 1o be done.

[ Inthe large. Develop a theory a resources, including quantitative bounds
negotiation and enforcement in GC, which goes beyond space.
Develop languages and logics to express policies and properties. ...

1 In the small. Expressiveness of BoCa; Equational theory; Smarter types; . ..

1 1In ggngra\: A lot to be done. ..

< K =>1 >



summary of Lecture V

We illustrated some initial ideas about resource control in ambient-like
environment. In particular, access control based on passwords and dynamic learning
about the environment; dafa secrecy data for migrating agents; control of space
usage for mobile mobile ambients.

Furthar RQ&G'\Y\%Z This lecture was based on

[]
[]
[]
[]
[]

Safe Ambients (Levi, Sangjorg).

Boxed Ambients (Bugliesi, Castagna, Crafa)

NBA (Bugliesi, Crafa, Sassone)

Secrecy in Untrusted Networks (Bugliesi, Crara, Sassone)

Calculus of Bounded Capacities (Barbanera, Bugliesi, Dezani, Sassone)

Related work include

[]
[]
[]

[]
RS

Finite Control Ambients (Gordon et a)
Resource Control in the Ambient Calculus (Teller et o)
Resource Usage Analysis (Igarasni, Kobayashi)

Typed Assembly Languages (Morrisett) ... and many more. . .
s>



DTQ\\N\ﬂg conclugions

[]

< K

Global Computing is about computation over a global, highly distributed,
swiftly changing network of bounded resources.

Central problems are (third-party) resource usage, usage analysis, and
protection.

These lectures have focused on foundational calculi (arising also from work on
concurrency), useful to represent and understand issues in GC, and on
types systems which guarantee properties of relevance.

What we discussed.

[]
[]
[]
[]
[]

Name Mobility

Types for Safety & Control
Asynchrony & Distribution
Ambient Mobility

Resource Control

GC is a moving target, and very much alive and kicking. There are many
open issues and challenging problems, spanning (almost) all grades from
theoretical to practical.

Certainly a good topie for a PhD. ..

=>1 >




Thank you

< K

T hanks Jor the Attention

=>1 >




A Pilece 0T Advertisement

LI Do you like working on this kind of stut?

< K

=>1 >



http://www.cogs.susx.ac.uk/proj/disco
http://www.myths.eu.org
http://mikado.di.fc.ul.pt

A Piece of Advertisement

LI Do you like working on this kind of stut?

I Are a PnD student in Europe?
OT are you just about to complete your PhD?

< K
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A Piece of Advertisement

]
]

DO you like working on this Kind of Stuf?

Are o PID student in Europe?
Or are you just about to complete your PhD?

] Would you mind spending & period at Sussex?

< K
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A Piece of Advertisement

< K

DO you like working on this Kind of Stuf?

Are o PID student in Europe?
Or are you just about to complete your PhD?

Would you mind spending a period at Sussex?

Then \)\Q&SQ contact me, there m'\gm De Q pOSS'\D'\\'\W at

EU Marie Curie Tr&'m'mg Site D1sCo, Distributed, Computam'on
http://www.cogs.susx.ac.uk/proj/disco

EU FET-GC Project Myths, Models and Types Jor Security,
http://www.myths.eu.org

EU FET-GC PYO}QQ'E Mikado, Mobile Calcull based on Domains,
http://mikado.di.fc.ul.pt

=>1 >
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