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FoundationsofGlobalComputing
GlobalComputing:

computationovera globalnetwork of
mobile,boundedresourcesshared among
mobileentities which movebetween
highly dynamic,largely unknown,
untrustednetworks.

Di±culties:
Extremedynamicrecon¯gurability; lack
of coordination and trust; limited
capabilities;partial knowledge. . .

Issues:
Protection and managementof resources;
privacy and con¯dentiality of data; . . .
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mobile,boundedresourcesshared among
mobileentities which movebetween
highly dynamic,largely unknown,
untrustednetworks.

Di±culties:
Extremedynamicrecon¯gurability; lack
of coordination and trust; limited
capabilities;partial knowledge. . .

Issues:
Protection and managementof resources;
privacy and con¯dentiality of data; . . .

Mobility & Agent Migration

Globality & Variability

ResourceSharing& Control

Safety & Protection
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Overviewof theLectures
Aim:

Illustrate calculi which formalisethese
ideasand pavethe groundfor the
developmentof foundationssolid enough
to underpinfuture applications.

Approach:
Presenttools { essentiallytype systems{
to guaranteesafety, security and in
particular resourceaccesscontrol.

What:
ä Name Mobility
ä Types for Safety & Contr ol
ä Asynchrony & Distribution
ä Ambient Mobility
ä Resource Contr ol
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Overviewof theLectures
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Illustrate calculi which formalisethese
ideasand pavethe groundfor the
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to underpinfuture applications.

Approach:
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What:
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Overviewof theLectures
Aim:

Illustrate calculi which formalisethese
ideasand pavethe groundfor the
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Approach:
Presenttools { essentiallytype systems{
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particular resourceaccesscontrol.

What:
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Overviewof theLectures
Aim:

Illustrate calculi which formalisethese
ideasand pavethe groundfor the
developmentof foundationssolid enough
to underpinfuture applications.

Approach:
Presenttools { essentiallytype systems{
to guaranteesafety, security and in
particular resourceaccesscontrol.

What:
ä Name Mobility
ä Types for Safety & Contr ol
ä Asynchrony & Distribution
ä Ambient Mobility
ä Resource Contr ol

ResourceControl

ä Interferences

ä Secrecyin Ambients

ä Sizes& Capacities
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Roadmap
ä Another way to look at the plan:

Start from ¼and movetowards asynchronyand distribution.

N B Adistributed
OO

asynchronous
//

777w7w7w7w7w7w7w7w7w7w7w7w7w7w7w7w7w7w

D ¼

M A

¼

¼A

j oin

B A

ä Whatwillweignore?
An enormousamount! However,what we'll do will be su±cient to be able
to follow the literature and the current developments.
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GlobalComputing

| LectureI |

NameMobility
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RoadmapforLectureI
ä The ¼calculus'basicmechanisms

ä Examples

ä Variations
ä Polyadic ¼
ä Summation
ä Match & mismatch
ä Recursion
ä Higherorder

ä Barbs & bisimulation

ä LTS & bisimulation
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The¼calculus
The ¼calculus is:

ä A formal model to describe and analysesystemsof interacting
(communicating)processes, with dynamic(re)con¯guration;

ä Termsare processes,that is computationalactivitiesrunning in parallel
with eachother and possiblycontainingseveralindependentsubprocesses.

ä Currently the canonicalmodelofconcurrent computation, as the
¸ -calculusfor functional computation:
ä computation in the ¸ -calculusis the result of function application;

computation is the processof applyingfunctionsto argumentsand
yieldingresults:

ä computation in the ¼-calculusarisesfrom processinteraction/reaction
(basedon communication).
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Namesin the¼calculus
Naming isapervasivenotionin ¼:

ä It is a prerequisiteto communicationand, therefore, interaction and
computation.

ä It presupposesindependence: the namerand the namedare independent
(concurrent) entities.

Names̀name'communication channels

notagents
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TheSyntax
ä An in¯nite set of names: N = f x; y; z; : : :g.

ä Actionpre¯xes:
¼::= x(y) j xhyi j ¿

ä Processes:
P ::=

X

i 2 I

¼i :Pi j P j P j (º a)P j !P

where
ä I ¯nite;
ä input x(y):P and new (º y):P bind y in P. Termsare taken up to

®-conversion.That is: for z not free in P

x(y):P ´ x(z):Pf z=yg (º y)P ´ (º z)Pf z=yg;

ä commonlyusedshorthands: 0 for the empty sum
P

i 2; ; P + P for
binary sums;x or x whenthe messageis irrelevant
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Reductions

(º z)( ¹xhyi + z(w): ¹whyi j x(u):¹uhvi j ¹xhzi )

(º z)( ¹xhyi + z(w): ¹whyi j x(u):¹uhvi j ¹xhzi )

(º z)(0 j ¹yhvi j ¹xhzi ) (º z)( ¹xhyi + z(w): ¹whyi j ¹zhvi j 0)

(º z)( ¹vhyi j 0 j 0)
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ContextsandCongruences
ProcessContexts:

C ::= [ . ] j ¼:C + P j (º a)C j C j P j !C

Conguences:
A relation ./ is a congruenceif it is preservedby all contexts,that is P ./ Q
implies:

¼:P + R ./ ¼:Q + R (º a)P ./ (º a)Q
P j R ./ Q j R R j P ./ R j Q

!P ./ !Q

GlobalComputing{ pp.11/224



¿ n o À

OregonSummerSchool

StructuralCongruence
P ´ Q if they can be transformed into eachother using

ä rearrangementof terms in summations;

ä commutativemonoidallaws for j (with 0 as unit);

ä

(º z)(P j Q) ´ (º z)P j Q; if z 62fn(Q);

(º z)0 ´ 0;

(º x)( º y)P ´ (º y)( º x)P:

ä !P ´ P j !P
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StandardForm
A process

(º~a)(M 1 j ¢¢¢j M m j !Q1 j ¢¢¢j !Qn )

is in standardformif

1. eachM i is a sumand

2. eachQi is itself in standard form.

Thm:Everyprocessesis structurally congruentto a processin standard form.

proof: Easy, by structural induction.
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ReactionRules

Tau: (¿:P + M ) ¡ ! P

React:(M + x(y):P) j ( ¹xhzi :Q + M 0) ¡ ! f z=ygP j Q

Par:
P ¡ ! P0

P j Q ¡ ! P0 j Q Res:
P ¡ ! P0

(º a)P ¡ ! (º a)P 0

Struct:
P ´ P0 P0 ¡ ! Q0 Q0 ´ Q

P ¡ ! Q

Evaluationcontexts:E ::= [ . ] j E + P j (º a)E j E j P
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Anexample
Although it may appear not obvious,the term

P = x(z):¹yhzi j !(º y) ¹xhyi :Q

hasa redex. Let us use´ to uncoverit.
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Scopeextrusion
The following rule enlargesthe scope of a:

(º a)(P j Q) ´ P j (º a)Q if a 62fn(P)

ä left-to-right reading: no surprise
ä right-to-left reading: enablesexport of private names.

c(x):P j (º a)chai :Q

In suchform, the processesmay not communicate.

However:

c(x):P j (º a)chai :Q ´ (º a)(c(x):P j chai :Q)

¡ ! (º a)(Pf a=xg j Q)

the namea, private to Q, hasbeencommunicatedto P.

As in the previousslide, it may be necessary to perform an ®-conversionon a.

GlobalComputing{ pp.16/224
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Scopeextrusion,continued
The reduction

c(x):P j (º a)chai :Q ¡ ! (º a)(Pf a=xg j Q)

establishesa new communicationlink betweenP and Q, viz. a.

The new link is now privateto P and Q, and will remainso until oneof them
communicatesit to third parties.

Scope extrusionand channel-basedcommunicationprovidean elementar, yet
powerful mechanismfor:

ä Namemobility: dynamicallychangingthe topologicalstructure of a system
of processes,by creatingnew communicationlinks.

ä Secrecy: establishingprivate, hencesecretchannels.
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Theessenceofnamemobility

P8?9>:=;< x

z

??
??

??
??

? Q8?9>:=;<

R8?9>:=;<

P j R j Q
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Theessenceofnamemobility

P8?9>:=;< x

z ??
??

??
??

? Q8?9>:=;<

R8?9>:=;<

(º z)(P j R) j Q

SupposeP = ¹xhzi :P0 (x not in P0) and Q = x(y):Q0
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Theessenceofnamemobility

P8?9>:=;< x

z ??
??

??
??

? Q8?9>:=;<

R8?9>:=;<

(º z)(P j R) j Q

P8?9>:=;< x Q8?9>:=;<
z

ÄÄ
ÄÄ

ÄÄ
ÄÄ

Ä

R8?9>:=;<

P0j (º z)(R j Q0)

Newscopeofz
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Namemobility andsecretchannels
A simplesecurity protocol:

ä Alice and B ob want to exchangesecretM , Servermediates.
A and B share private channelscAS and cB S with S

ä A sendsB a secretchannelcAB via S.

Msg 1: A ! S cAB on cAS

Msg 2: S ! B cAB on cB S

ä Now A and B communicatevia cAB .

Msg 3: A ! B M on cAB

¼-calculusspeci¯c ation of theprotocol

A , (º cAB )cAS hcAB i :cAB hM i

S , cAS (x):cB Shxi

B , cB S(x):x(y):Pf yg

SYS, (º cAS )( º cB S)(A j B j S)

GlobalComputing{ pp.19/224
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A runof theprotocol

SYS= cB S(x):x(y):Pf yg j cAS (x):cB Shxi j (º cAB )(cAS hcAB i :cAB hM i )

´ cB S(x):x(y):Pf yg j (º cAB )(cAS (x):cB Shxi j cAS hcAB i :cAB hM i )

¡ ! cB S(x):x(y):Pf yg j (º cAB )cB ShcAB i j cAB hM i )

´ (º cAB )(cB S(x):x(y):Pf yg j cB ShcAB i j cAB hM i )

¡ ! (º cAB )(cAB (y):Pf yg j cAB hM i )
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Therun,conceptually

A = (º cAB )cAS hcAB i :cAB hM i

S = cAS (x):cB Shxi

B = cB S(x):x(y):Pf yg

A8?9>:=;<
cAS ??

??
??

??
? B8?9>:=;<

cB S

ÄÄ
ÄÄ

ÄÄ
ÄÄ

Ä

S8?9>:=;<

=)
A = cAB hM i

S = 0

B = cAB (y):Pf yg

A8?9>:=;<
cAS

cAB
B8?9>:=;<

cB S

S8?9>:=;<

Wewill revisitthisexamplewithcryptographicprimitives
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Butofcourse...
ä This is an idealpicture, as private channelsare an abstraction

(º n)(nhai Q j n(x):P)

ä What if the two processesare locatedat remotesites?

ä In practice, oneneedscryptography

(º n)(phfagn i Q j p(y):decrypt y as f xgn in P)

ä that's the ideabehindthe spi calculus
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Polyadic¼
Theidea:

x(y1; : : : ; yn ):P j ¹xhz1; : : : ; zn i :Q ! f ~z=~ygP j Q

Is it a more expressiveparadigm? Or can it be encoded?

Encoding? x¹xhz1; z2i :Py = ¹xhz1i :¹xhz2i :xPy:
Right idea:

p¹xhz1; z2i :Pq = (º z) ¹xhzi :¹zhz1i :¹zhz2i :pPq

px(z1; z2):Pq = x(y):y(y1):y(y2):pPq

Thm.The translation is `sound' (i.e., if pPq behaveslike pQq, then P behaves
like Q). Is it `correct' (and therefore f̀ullyabstract')? (Leftforexercise).
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like Q). Is it `correct' (and therefore f̀ullyabstract')? (Leftforexercise).
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Example:memorycells

cell(n) , (º s)(shni j

!get(y):s(x):(shxi j yhxi ) j

!put(y; v):s(x)(shvi j yhi))

ä a private channels `stores' the valuen (it representsthe state of the
memory cell),

ä two handlersservingthe `get' and `put' requests.

ä both implementedas replicatedprocesses,to servemultiple requests.
ä eachrequestservedby ¯rst spawning a freshcopy of the handlerby

meansof the congruence!P ´ P j !P.
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Cell:putandget
get(y):s(x):(shxi j yhxi )

ä receiveon getthe namey of a channelwhereto sendback the result

ä upon receivingthe channelname,consumethe current cell value,and then
reinstateit while copying it to the channely;

put(y; v):s(x)(shvi j yhi)

ä similar situation, with a further subtlety: alsoexpect an \ ack" channel(y)
from the user,and useit to signalthe completionof the protocol.
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CellandUser
A sampleuserof the cell:

client(v) = (º ack)(º ret)

puthack; vi :ack() :gethreti :ret(x):printhxi

ä declare private return and ack channels

ä ¯rst write a new value,wait for ack, and then readthe cell contentsto
print the returnedvalue.

Let us look at the system:

cell(0) j client(v) ´ (º s)( º ack)(º ret)( : : : )cel l j (: : : )user
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Cell& user:reduction

(sh0i j (put(y; v):s(x): : : : j : : : )) cel l j (puthack; 1i : : : : )user

¡ ! (sh0i j s(x):(sh1i j ackhi) j : : : )) cel l j (ack() : : : : )user

¡ ! (sh1i j ackhi j : : : )cel l j (ack() : : : : )user

¡ ! (sh1i j (get(y):s(x): : : : )) cel l j (gethreti : : : : )user

¡ ! (sh1i j (s(x):(shxi j rethxi ) : : : )) cel l j ret(x):printhxi

¡ ! (sh1i j reth1i : : : )cel l j ret(x):printhxi

¡ ! (sh1i j : : : )cel l j printh1i

Note: ´ -stepsomitted.
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Summation
The original calculushasunguardedsums:

P ::= : : : j P + P

This makesthe theory more complexwhile producinglittle gainsin expressiveness.

Inputguardedsum:
P

i 2 I xi (y):P

Rejectsthings like (x:P + ¹y:Q) j ( ¹x:P0+ y:Q0).

Nosumsat all:
Still, purely internal choice¿:P + ¿:Q can be de¯ned:

(º a)( ¹a j a:P j a:Q)
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MatchingandMismatching
The original calculushas

¼::= : : : j [x = y]¼j [x 6= y]¼

[x = x]P ´ P [x 6= y]P ´ 0

Usefulin programming,it hasan impact on the theory, and somehow complicates
it. A generalencoding is impossible,but in somecasesits e®ectcan be recovered
to a certain extent:

xa(x):(
P

i [x = ki ]Pi )y = a(x):( ¹xhi j
P

i ki () :xPi y)

Though this works only providednobody `interferes'with ki .
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RecursiveDe¯nitions
It is usefulto be able to write

A(~x)
def
= QA ; where QA = ¢¢¢Ah~wi ¢¢¢Ah~wi ¢¢¢

It can be obtainedusingreplicationas follows

1. ChooseaA to stand for A;

2. bR = replaceAh~wi with ¹aA h~wi in R;

3. bbP = (º aA )( bP j !aA (~x): cQA ).

On the other hand, replicationcan be de¯ned from recursivedefs.

A
def
= P j A:
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HigherOrder¼
A most natural suggestionfor processmobility:

¼::= ¢¢¢j x(X ) j ¹xhPi
P ::= ¢¢¢j X

x(X ):P j ¹xhRi :Q ! f R=X gP j Q

GlobalComputing{ pp.31/224



¿ n o À

OregonSummerSchool

HigherOrder¼
A most natural suggestionfor processmobility:

¼::= ¢¢¢j x(X ) j ¹xhPi
P ::= ¢¢¢j X

x(X ):P j ¹xhRi :Q ! f R=X gP j Q

¹ah¹bhui i :b(x) j a(X ):(X j ¹chvi ) ! b(x) j ¹bhui j ¹chvi :

This is very expressive:A generalpurposereplicator

D
def
= a(X ):(X j ¹ahX i )
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HigherOrder¼
A most natural suggestionfor processmobility:

¼::= ¢¢¢j x(X ) j ¹xhPi
P ::= ¢¢¢j X

x(X ):P j ¹xhRi :Q ! f R=X gP j Q

Thm.Encoding `fully abstract'. Assumea namean unusednamex associated to
eachX .

[[ahPi :Q]] = (º p)ahpi :([[Q]] j !p:[[P ]]); p fresh

[[a(X ):P]] = a(x):[[P ]])

[[X ]] = x
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Othervariants
ä Asynchronous¼: Disallow continuationon sendingahxi :P .

ä Local¼: Disallow inputs on x in the body of a(x):P .

ä Private¼: Disallow output of free names:Processescan only passnames
their own private names.

ä Distributed¼: Severalinterestingcalculi basedon ¼A : Dpi, Join, Blue, Seal,
NomadicPict,. . .

ä Spi, appliedpi,. . .
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ObservationsandBisimulation
Observations:P#a if P can engagein action involvinga

P#a , P ´ (º ~x)(ahzi :P 0+ ¢¢¢) a 62~x

P#a , P ´ (º ~x)(a(z):P 0+ ¢¢¢) a 62~x

P+® , P =)# ® (=) , ¡ ! ¤)

BarbedBisimulation
.

¼: is the largest equivalencerelation t s.t. for all P t Q

ä If P ¡ ! P0 then Q =) Q0 for somesuchthat P 0 t Q0;

ä If P#x , then Q+x

Barbed bisimulationis very weak,pretty useless:

ahui
.

¼ ahvi
.

¼ (º u)ahui

Considere.g. t = f (ahui ; ahvi )g and . . .
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ObservationsandContexts
Barbed equivalenceis very weak,but `contexts'are very powerful enquirers:
ConsiderC = (º a)([ ] j a(x):x). Then

C[¹ahui ] ! (º a)u #u C[¹ahvi ] ! (º a)v #v C[(º u)¹ahui ] ! (º au)u 6#

Therefore C[¹ahui ] 6
.

¼ C[¹ahvi ] 6
.

¼ C[(º u)¹ahui ]

BarbedCongruence»= c: Is the largest congruencein
.

¼, that is

P »= c Q i® C[P]
.

¼ C[Q]; for all C:

ContextLemma:P »= c Q i® P¾j R
.

¼ Q¾j R, for all R and substitutions¾.

Exercise:Only non-injectivesubstitutionsare interestinghere.. .
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Theproblemwithaliasing

Roleof ¾is accountfor aliasingoccurring from rebindingof namesafter input.

Considerthat x j y
.

¼ x:y + y:x.

But, in C = a(y):[ . ] j ahxi , sincex is receivedfor y, x j x 6
.

¼ x:x + x:x.
The e®ectof suchcontextsis capturedby the context lemma¾(x) = ¾(y) = z.

Similar problemsfor matching:

[x = y]c
.

¼ 0 but [x = x]c 6
.

¼ 0:
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LabelledTransitionSystem
ä Barbed bisimulationderivesnaturallyfrom the reductionrules.

ä Congruencesare brought about by engineering,mathematicaland logical
considerations.

ä But barbed congruenceis hardto work with.

ä Desiderata:Characteriseit in terms of:

1. bisimulations(easyto reasonwith { coinduction)

2. labelledtransition systems(describe interactionswith environment
explicitly, help intuition, bag of tools, . . . )
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¼Actions
® ::= ¿ j xy j º xy j xy

ä n(®): namesin ®

ä bn(®): namesbound in ®, that is bound output.

Desiderata:

Thm:Establisha compositional
®

¡ ¡! suchthat
¿

¡ ¡!´ = ¡ !

Thm:Establisha proof techniquefor »= c usingbisimulationon
®

¡ ¡!
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LabelledTransitionSystem

(Out)

xhyi :P
xy

¡ ¡ ¡! P

(Inp)

x(z):P
xy

¡ ¡ ¡! Pf y=zg

(Tau)

¿:P
¿

¡ ¡! P

(Open)
P

xz
¡ ¡ ¡! P0

x 6= z

(º z)P
º xz

¡ ¡ ¡ ¡! P0

(CloseL)
P

º x z
¡ ¡ ¡ ¡! P0 Q

xz
¡ ¡ ¡! Q0

z62fn(Q)
P j Q

¿
¡ ¡! (º z)(P0 j Q0)

(CommL)
P

xz
¡ ¡ ¡! P0 Q

xz
¡ ¡ ¡! Q0

P j Q
¿

¡ ¡! P0 j Q0

(SumL)
P

®
¡ ¡! P0

P + Q
®

¡ ¡! P0

(ParL)
P

®
¡ ¡! P0

bn(®) \ fn(Q)= ;
P j Q

®
¡ ¡! P0 j Q

(Res)
P

®
¡ ¡! P0

z62n(®)
(º z)P

®
¡ ¡! (º z)P0

(Rep)
P j !P

®
¡ ¡! Q

!P
®

¡ ¡! Q

GlobalComputing{ pp.38/224



¿ n o À

OregonSummerSchool

Anexample
Let us show how to prove that

x(y):P j (º a)xhai :Q
¿

¡ ¡! (º a)(Pf a=yg j Q)

x(y):P
xa

¡ ¡ ¡! Pf a=yg

xhai :Q
xa

¡ ¡ ¡! Q

(º a)xhai :Q
º x a

¡ ¡ ¡ ¡! Q

x(y):P j (º a)xhai :Q
¿

¡ ¡! (º a)(Pf a=yg j Q)

The role of Open, Close, and Comm:

(y):P xÃ ! hai :Q = (Pf a=yg j Q)

(y):P xÃ ! (º a)hai :Q = (º a)(Pf a=yg j Q)
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Bisimulation
Bisimulation¼: is the largest equivalencerelation t s.t. for all P t Q

P
®

¡ ¡! P0 then Q
®̂

==) t P0

Notethat:
in a(x):P ¼ Q, term Pf y=xg must be matchedfor all y (well,almost.. .);
º xz must be matchedonly for an appropriately freshz.

Again, ¼ is not preservedby substitutions

Full BisimulationP ¼c Q i® P¾¼ Q¾for all substitutions¾(non injective).

Thm. ¼ ½ »= and ¼c ½ »= c.

On ¯nite-image processes,i.e., suchall setsof ®-derivatedf P 0 j P
®

==) P0g are
¯nite, with matching¼c = »= c.

Exercise:Provethat matching is necessary, by showing that P 6¼Q, but
C[P]

.
¼ C[Q] for all contextswithout matching,where

P = ahxi j !x j !x j !y j !y and Q = ahyi j !x j !x j !y j !y
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ComparisonsandOtherbisimulations

»= c ÂÄ // »= ·t

''OOOO
OO

.
¼

¼c ÂÄ //
?Â

OO

¼
)ª

77nnnnnn?Â

OO

Di®erencesin the treatment of input actions
xy

¡ ¡ ¡! give riseto di®erentnotionsof
bisimulation:

ä late: a(x):P ¼ a(x):Q i® Pf y=xg ¼ Qf y=xg for all y;

ä ground:a(x):P ¼ a(x):Q i® Pf y=xg ¼ Qf y=xg for a freshy;

ä open: obtainedusingsubstitutionsexplicitly in the bisimulationgame.
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Exercises
Exercises:

ä Prove´
¿

¡ ¡! =
¿

¡ ¡!´ ;

ä Prove´ ½ ¼;

ä Prove´ ½
.

¼ and ´ ½ »= c

ä Provexhai 6»= c (º z)xhzi .

ä Prove¿:P ¼c P.

ä Prove¼ µ
.

¼ and ¼c µ »= c
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SummaryofLectureI
ä This lecture introducedthe ¼calculus'mechanismsand the fundamentals

of its semantictheory, ie barbed congruenceand full bisimilarity.

ä Further Reading:

A completelist would be enourmous.Luckily, two referencesfor all can
take you a long way

ä Communicationand Mobile Systems:the ¼-calculus(Milner)

ä The ¼-calculus:A theory of mobileprocesses(Sangiorgi,Walker)

ä The mobility homepagehttp://lamp.epfl.ch/mobility/
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GlobalComputing

| LectureII |

TypesforSafety andControl

|||
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RoadmapofLectureII
ä Milner's sorting system

ä Simply typed ¼calculus

ä IO typesand subtypes

ä Typed barbed congruence

ä Typesfor secrecy

ä Grouptypes
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Why Types?
Considerthe following terms of the polyadic ¼-calculus.

ahb;ci :P j a(x):Q

ahtruei :P j a(x):x(y):Q

Both terms are ill-formed, make no sense,and must therefore be ruled out. This
is oneof the role of types. In general,typesestablishinvariants of computation
that we useto guaranteesafety in many varieties.

ä Typesprotectfromerrorsand therefore provideguaranteesof consistent
processinteraction.

ä Typesconveylogicalstructure:the untyped ¼-calculusis too weak to
provesomeexpectedpropertiesof processesarising from implicitdisciplineof
nameusage.

Typesbring the intendedstructure back into light, and enhanceformal
reasoningon processterms: for instance,typed behavioral equivalencesare
more generous,and can be easierto prove,as only typed contextsneedto
be looked at.
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Milner'ssortingsystem
Memorycells

cell(n) , (º s)(shni j !get(y):s(x):(shxi j yhxi ) j

!put(y; v):s(x)(shvi j yhi))

ä ret usedto communicateintegers,

ä getand ack usedto communicateanotherchannel

Sorting:

ret : Si Si 7! (int)

get : Sg Sg 7! (Si )

ack : Sa Sa 7! ()

put : Sp Sp 7! (Sa; Si )
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Sorting,formally

A SortingSystem

ä A function § : S ¡ ! S¤ describesthe tuplesallowed on channelsof each
sort. §( ° ) is the object sort of ° .

ä Object sort of ° 2 S must follow the sorting discipline§( ° ).

ä P respects§ if in eachsubtermxh~yi :P0 or x(~y):P0, if x : ° , then ~y : §( ° )

SubjectReduction:If P respects§ and P ¡ ! Q, then Q respects§ .

It follows that P
x~y

¡ ¡ ¡! impliesthat ~y : §( ° ), for x : ° .

Therefore, thesecannot happen:

ahb;ci :P j a(x):Q

ahtruei :P j a(x):x(y):Q

GlobalComputing{ pp.48/224



¿ n o À

OregonSummerSchool

Sorting,formally

A SortingSystem

ä A function § : S ¡ ! S¤ describesthe tuplesallowed on channelsof each
sort. §( ° ) is the object sort of ° .

ä Object sort of ° 2 S must follow the sorting discipline§( ° ).

ä P respects§ if in eachsubtermxh~yi :P0 or x(~y):P0, if x : ° , then ~y : §( ° )

SubjectReduction:If P respects§ and P ¡ ! Q, then Q respects§ .

It follows that P
x~y

¡ ¡ ¡! impliesthat ~y : §( ° ), for x : ° .

Therefore, thesecannot happen:

ahb;ci :P j a(x):Q

ahtruei :P j a(x):x(y):Q

GlobalComputing{ pp.48/224



¿ n o À

OregonSummerSchool

SimplyTyped¼calculus
S; T ::= B typesofbasicvalues

j (T1; : : : ; Tk ) tupletype,k > 0
j ]T linktype(channel)

Channeltypes
ä inform on the type of the valuethey carry

Examples
ä ](int) : channelcarrying valuesof type int.

ä ] (unit) : channelcarrying ?, the only valueof type unit.

ä ] (] int) : channelwhosevaluesare channelscarrying integers.
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Typesystem
ä Initial idea: typesassignedonlyto channels, processesare either well typed

undera particular set of assumptionsfor their bound and free names,or
they are not.

ä two judgementforms:
ä ¡ ` v : T v hastype T
ä ¡ ` P P is well-typed

ä ¡ typeenvironment: a set of type assumptionsfor namesand variables
(equivalently, a ¯nite map from namesand variablesto types)

Di®erentapproachpossible,basedon assigningmore informative typesto
processesto describe various forms of processbehavior.
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Typingrules:ValuesandMessages
ä Values

(Base)

¡ ` bv : B

(Name)

¡ ; u : T ` u : T

(Tuple)
¡ ` vi : Ti i = 1::k

¡ ` v1; : : : ; vk : (T1; : : : ; Tk )

ä ProcessesI
(Input)

¡ ` u : ] ( ~T) ¡ ; ~x : ~T ` P
~x \ Dom(¡)= ?

¡ ` u(~x):P

(Output)
¡ ` u : ] ( ~T) ¡ ` ~v : ~T ¡ ` P

¡ ` uh~vi :P
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Typingrules:Process
ProcessesII

(Zero)

¡ ` 0

(Par)
¡ ` P ¡ ` Q

¡ ` P j Q

(Repl)
¡ ` P

¡ ` ! P

(Restr)
¡ ; a : T ` P

¡ ` (º a : T)P
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TypeSystemPropertiesI
SubjectReduction:

ä reductionpreserveswell-typedness.

ä if ¡ ` P and P ¡ ! Q, then ¡ ` Q.

ä needs

ä SubstitutionLemma
if ¡ ` u : T and ¡ ; x : T ` P, then ¡ ` Pf u=xg.

ä SubjectCongruence
if ¡ ` P and P ´ Q, then ¡ ` Q.
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TypeSystemPropertiesII
TypeSafety

ä well-typed processescommunicatein type-consistentways.

ä Let ¡ ; c : ] (T1; : : : ; Tn ) ` P. If P contains

` c(x1; : : : ; xh ):Q1 j chv1; : : : ; vk i :Q2

then c is a name(not a basicvalue), k = h = n and vi : Ti .

ä Subjectreductionguaranteesthat this property holdsof all derivativesof P.

ä We will describe richer notionsof type safety that providesecurity
guarantees
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Why Types?II
ä Typeshelpresourceaccesscontrol

In the untyped ¼-calculus,resources(channels)are protectedby hiding
them

Often too coarsea policy: protection is lost whenthe channelnameis
transmitted, as no assumptioncan be madeon how the recipientof the
namewill useit.

Typescometo the rescue:enforce constraintson useof channelsby
associating them with read and/or write capabilities.
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Example:printer
ä printer P and two clientsC1 and C2.

ä P providesa requestchannelp carrying data to be printed

ä ¼-calculusrepresentation:

(º p)(P j C1 j C2)

ä if C1 , phj 1i :phj 2i : : : :, we expect that the jobs j 1; j 2; : : : are receivedand
processed,in that order.

ä Not necessarily true: C2 might compete with P to \ steal" the jobs sent by
C1 and throw them away: C2 , ! p(j ):0.

ä Let's¯x thiswithTypes!
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IO TypesandSubtypes
S; T ::= : : :

j iT input capability on a channelof T values
j oT output capability on a channelof T values
j ]T link type (channel)

Channeltypes:
ä inform on the type of the valuethey carry

ä o®ercapabilitiesto their users

Examples:
ä i(int) : input-only channelcarrying valuesof type int.

ä ] i(int) : channelcarrying input-only integerchannels.

Subtyping kicks in: any channelcan be usedin only oneof its capabilities.. .

iT oT

]T

LLLLLL
rrrrrr

Subsumption: if x : ]T , then
x : iT and x : oT too
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Subtyping
The core of resourceaccesscontrol by typing: restrict capabilitiesin certain
contextsto protect channelsfrom misuse.

p : ]T ; a : ] iT ` ahpi :P j a(x):Q

P knows p as a read/write channel.Q receivesit on a and therefore knows it
only as a input-only channel.Namep can travel on a becauseof Subtyping ans
subsumption.

(SubsRe°)

T 6 T

(SubsTran)
T 6 T0 T0 6 T00

T 6 T00

(SubsIO/I)

]T 6 iT

(SubIO/O)

]T 6 oT
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Subtyping,II
ä subtyping appliesalsoto argument types

(SubI)
S 6 T

iS 6 iT

(SubO)
T 6 S

oS 6 oT

(SubIO)
T 6 S S 6 T

]S 6 ]T
covariant contravariant invariant

ä intuition:Assumec : ]T .

ä c can safelybe usedto readvaluesat type T or higher, ...
ä providedthat only valuesat type T, or lower, are written to c

As for invariance, supposenat 6 int 6 real and a : ] (int).
If ] was variant, either this P1 = ah3:5i or P2 = a(x):loghxi would be
typable.

Also Q = a(x):succx j ah¡ 2i is obviouslyalright.
But P1 j Q and P2 j Q are both°awed.
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Newtypingrules
Processes

(Input)
¡ ` u : i ~T ¡ ; ~x : ~T ` P

¡ ` u(~x):P

(Output)
¡ ` u : o~T ¡ ` vi : Ti ¡ ` P

¡ ` uh~vi :P

(Subsumption)
¡ ` u : S S 6 T

¡ ` u : T

SubjectReduction:if ¡ ` P and P ¡ ! Q, then ¡ ` Q.
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Typedprinter
ä usetypesto make surethe printer only readsfrom p, and the clientsonly

write on p.

ä initialize the systemwith two channelsa and b, to sendthe namep to P
and to C1 and C2 restricting the useof p.

S , (º p : ]T )ahpi :bhpi ja(x : iT):P j b(y : oT):(C1 j C2)

¡ ! (º p : ]T )Pf p=xg j (C1 j C2)f p=yg

ä typing ensuresthat P only reads,and Ci 's only write on p

ä With appropriate de¯nitions for P and Ci 's

a;b : ] (]T ) ` S
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Typedprinter II
Main stepsof the typing derivationof ¡ ` ahpi :bhpi j a(x):P j b(y):(C1 j C2),
where¡ = f a;b : ] (]T ); p : ]T g.

ä ¡ ` p : ]T

¡ ` a;b : ] (]T ) ] (]T ) 6 o(]T )

¡ ` a;b : o(]T )

¡ ` ahpi :bhpi

ä
] (]T ) 6 i(]T )

]T 6 iT

i(]T ) 6 i(iT)

¡ ` a : i(iT) ¡ ; x : iT ` P

¡ ` a(x):P

ä
](]T ) 6 i(]T )

]T 6 oT

i(]T ) 6 i(]T )

¡ ` b : i(oT) ¡ ; y : oT ` C1 j C2

¡ ` b(y):(C1 j C2)
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Limitations
The simply typed ¸ calculushasonly ¯nite computation. Not so the simply type
¼calculus.There howeverlimitations, due with the fact that terms must havea
¯nite bound on the \nesting" of channels.

Thm. No well typed term can producea sequenceof actionssuchas

x1(x2):x2(x3):x3(x4):x4(x5):¢¢¢

'Cause,what would the type of x1 be? ](] (] (: : :)))

The problemcan be avoidedwith recursivetypes(Pierce,Sangiorgi).

Then x1 : ¹X :]X . The untyped calculuscan be encoded satisfactorily in the
recursivelytyped ¼usingsuchtype.
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AdvancedTypeSystems
The work on typeshaspushforward towards greaterre¯nement and control of
resources.We will seeexamplesof typesfor secrecyand capability types.
A list of things we will not see:

ä linear type systems,trying to control how many times a resourceis used
(Pierce,Kobayashi,Yoshida,)

ä typesfor deadlocks avoidance(Kobayashi,.. .)

ä Polymorphic types:
a : ]hX j]X £ X i ` ahI nt ; c;si j a(x):openx as(X ; z; y) in zhyi (Pierce,Sangiorgi)

ä . . .
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TheCaseforTypedBehaviouralEquivalences
What is the e®ectof typeson behaviouralequivalences?

Firstly, it makesno senseto compare processeswith di®erenttypes. Also, we
know that

P = a(b):(bhvi j c(z)) 6»= c a(b):(bhvi :c(z) + c(z):bhvi ) = Q

But what if we know, say, ¡ = f a : ]]S ; c : ]T g ` P; Q for S 6= T?

Then f a : ]]S ; c : ]T g . P »= c Q

This is becauseno legit context will be able to aliasb an c.

Example:P = (º x)(ahxi j xhbi ) 6»= c Q = (º x)ahxi :
P and Q are distinguishedby C = (º a)(a(x):x(z):c j [.]). However,

¢ = f a : ]oS; b : Sg . P1
»= c P2:

This is becauseno well-typed environmentwill be able to verify the presenceof
the output xhbi . Typesmake equivalencecoarser,as they limit the \p ower of
observer,"that is the number of contexts.

GlobalComputing{ pp.65/224



¿ n o À

OregonSummerSchool

TheCaseforTypedBehaviouralEquivalences
What is the e®ectof typeson behaviouralequivalences?
Firstly, it makesno senseto compare processeswith di®erenttypes. Also, we
know that

P = a(b):(bhvi j c(z)) 6»= c a(b):(bhvi :c(z) + c(z):bhvi ) = Q

But what if we know, say, ¡ = f a : ]]S ; c : ]T g ` P; Q for S 6= T?

Then f a : ]]S ; c : ]T g . P »= c Q

This is becauseno legit context will be able to aliasb an c.

Example:P = (º x)(ahxi j xhbi ) 6»= c Q = (º x)ahxi :
P and Q are distinguishedby C = (º a)(a(x):x(z):c j [.]). However,

¢ = f a : ]oS; b : Sg . P1
»= c P2:

This is becauseno well-typed environmentwill be able to verify the presenceof
the output xhbi . Typesmake equivalencecoarser,as they limit the \p ower of
observer,"that is the number of contexts.

GlobalComputing{ pp.65/224



¿ n o À

OregonSummerSchool

TheCaseforTypedBehaviouralEquivalences
What is the e®ectof typeson behaviouralequivalences?
Firstly, it makesno senseto compare processeswith di®erenttypes. Also, we
know that

P = a(b):(bhvi j c(z)) 6»= c a(b):(bhvi :c(z) + c(z):bhvi ) = Q

But what if we know, say, ¡ = f a : ]]S ; c : ]T g ` P; Q for S 6= T?

Then f a : ]]S ; c : ]T g . P »= c Q

This is becauseno legit context will be able to aliasb an c.

Example:P = (º x)(ahxi j xhbi ) 6»= c Q = (º x)ahxi :
P and Q are distinguishedby C = (º a)(a(x):x(z):c j [.]). However,

¢ = f a : ]oS; b : Sg . P1
»= c P2:

This is becauseno well-typed environmentwill be able to verify the presenceof
the output xhbi . Typesmake equivalencecoarser,as they limit the \p ower of
observer,"that is the number of contexts.

GlobalComputing{ pp.65/224



¿ n o À

OregonSummerSchool

TypedBarbedBisimulation
De¯nition:A (¡ =¢) -context is a ¡ -context with a ¢ -hole. That is, C suchthat
whenever ¢ ` P, then ¡ ` C(P).

BarbedCongruence. For ¢ ` P; Q we say ¢ . P »= c Q if for all closed¡ and all

(¡ =¢) -contextsC, we haveC(P)
.

¼ C(Q).

Typedsubstitutions¾is a ¢ =¡ substitution if for all x 2 Dom(¢) , we have
¡ ` ¾(x) : ¢( x).

TypedContextLemma¢ . P »= c Q if and only if all closed¡ which extend¡ ,

for all ¢ =¡ substitutions,and all ¡ ` R we haveP¾j R
.

¼ Q¾j R.
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¡ ` ¾(x) : ¢( x).

TypedContextLemma¢ . P »= c Q if and only if all closed¡ which extend¡ ,

for all ¢ =¡ substitutions,and all ¡ ` R we haveP¾j R
.

¼ Q¾j R.
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TypedBisimulation
Typed notionsof ¼ are know for most typed ¼calculi, but the issuecan be
problematic.

Consider

P = (º xy)(ahxi j ahyi j !x:Q j !y:Q) Q = (º x)(ahxi j ahxi j !x:Q):

Theseare »= c. A distinguishingcontext is C = a(z1):a(z2):(z1() :c j z2).
But if ¡ ` a : oounit, then ¡ . P »= c Q, becauseno context will be able to input
and, therefore, tell y apart from x.

Matching actionsis not trivial, though. Observethat

P
º ax

¡ ¡ ¡ ¡!
º ay

¡ ¡ ¡ ¡!
yv

¡ ¡ ¡!

Q
º ax

¡ ¡ ¡ ¡!
ax

¡ ¡ ¡!
xv

¡ ¡ ¡!

So, they are easilytoo ¯ne. Needto re¯ne with system/environmentpoint of
view of an action.
As a proof techniquesometimesthe context lemmaworks much better.
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TypesforSecrecy
An applicationin which typesguaranteethat secretsare not leaked by programs.
Expressedin the spicalculus.
Remember the wide mouth frog protocol? Let's add explicit encryption:

A ¡ ! S : f K AB gK AS

S ¡ ! B : f K AB gK B S

A ¡ ! B : f M gK AB

The protocol now runs as

A(M ) , (º K AB )cAS hfK AB gK AS i :cAB hfM gK AB i

S , cAS (x):casex of f ygK AS in cSB hfygK S B i

B , cSB (x):casex of f ygK S B in cAB (z):casez of f wgy in F(w)

Inst(M ) , (º K AS ; K SB )(A(M ) j S j B )

SecrecyofM: Inst(M ) »= Inst(M 0), for all M 0. (Similarnotionavailableforauthenticity)
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Spi:anapplied¼calculus

L; M ; N ::= : : :

j 0 zero

j succ(M ) successor

j (M ; N ) pair

j f M 1; : : : ; M k gN shared-keyencryption

P; Q; R ::= : : :

j [M is N ]P match

j let (x; y) = M in P pairsplitting

j caseM of 0 : P; succ(x) : Q integercase

j caseL of f x1; : : : ; xk gN in P shared-keydecryption
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Spicalculus:Semantics
: : : ´ : : :

[M is M ]P ´ P

let (x; y) = (M ; N ) in P ´ Pf M =x; N=yg

case0 of 0 : P succ(x) : Q ´ P

casesucc(M ) of 0 : P; succ(x) : Q ´ Qf M =xg

casef M gN of f xgN in P ´ Pf M =xg

(Comm)

n(x1; : : : ; xk )P j nhM 1; : : : ; M k i :Q ¡ ! Pf M 1=x1; : : : ; M k =xk g

(Par)
P ! P0

P j Q ! P0 j Q

(New)
P ! P0

(º n)P ! (º n)P 0

(Cong)
P ´ P0 P0 ! Q0 Q0 ´ Q

P ! Q
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Secrecy
Data into three security classes,formalisedas types:

ä Public, which can be communicated

ä Secret, which shouldnot be leaked;

ä Any, which is arbitrary data

Any

Public

xxxxxxxx 6

Secret

FFFFFFFF

Encryptionkeysare data. Only the following combinationare reasonable

ä encryptingv with a Publickey hasthe samelevelas the data
encryptingv with a Secretkey can be madePublic;

ä only public data can be sent on public channels,while all kindsof data may
be sent on secretchannels.

Aim:Designa type systemto guaranteethe secrecyof parametersof type Any.

GlobalComputing{ pp.71/224



¿ n o À

OregonSummerSchool

Secrecy
Data into three security classes,formalisedas types:

ä Public, which can be communicated

ä Secret, which shouldnot be leaked;

ä Any, which is arbitrary data

Any

Public

xxxxxxxx 6

Secret

FFFFFFFF

Encryptionkeysare data. Only the following combinationare reasonable

ä encryptingv with a Publickey hasthe samelevelas the data
encryptingv with a Secretkey can be madePublic;

ä only public data can be sent on public channels,while all kindsof data may
be sent on secretchannels.

Aim:Designa type systemto guaranteethe secrecyof parametersof type Any.

GlobalComputing{ pp.71/224



¿ n o À

OregonSummerSchool

MessagesandConfounders
To avoidconfusionon the format of encrypteddata, we adopt commonone.

f M 1; M 2; M 3; ngK

To avoidconfusionon the format of encrypteddata, we adopt commonone.

f M 1; M 2; M 3; ngK
Secret

Any Public

confounder

Message1 B ! A : NB

Message2 A ! B : f M ; NB gK AB

This doesnot guaranteethe secrecyof M . If an attacker sendsa nonceNC

twice, A replieswith ciphertextsf M ; NC gK AB and f M 0; NC gK AB . The
attacker gets to know whetherM and M 0 are the samemessageby just
comparing the two ciphertexts.

Message1 B ! A : NB

Message2 A ! B : f M ; NB ; NA gK AB

The confounderNA is a freshnumber that A createsfor everyencryptionand
preventsthe information °ow illustrated above.
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TheGuarantees
The confounderNA is a freshnumber for everyencryption. This preventsthe
information °ow arising from encryptingthe samedata repeatedly. The protocol
with confounders:

Message1 B ! A : NB

Message2 A ! B : f M ; NB ; NA gK AB

Expressedin the spi calculus,A's part of the protocol looks like this:

m(nB )(º K )(º nA )chfnB ; x; ¤; nA gK i

wherec is a public channeland x haslevelAny .

It is possibleto show that this typechecks.Thus it doesnot leak the valueof x,
in the sensethat A[M =x] and A[N=x] are equivalentfor all closedM and N .
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TheTypes
TheTypes:

ä ` E well formed means that environmentE is well-formed.

ä E ` M : T means that term M is of levelT in E .

ä E ` P means that processP type-checksin E .

Environments

(Env Empty)

` ; wellformed

(Env Variable)
` E wellformed

x =2 dom (E )
` E ; x : T wellformed

(Env Name)
` E wellformed E ` M 1 : T1 : : : E ` M k : Tk E ` N : R

n =2 dom (E )
` E ; n : T :: f M 1; : : : ; M k ; ngN wellformed
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Typing{ Values

(LevelSub)
E ` M : T T 6 R

E ` M : R

(LevelVar)
` E wellformed x : T in E

E ` x : T

(LevelName)
` E wellformed E ` n : T :: f M 1; : : : ; M k ; ngN

E ` n : T

(LevelZero)
` E wellformed

E ` 0 : Public

(LevelSucc)
E ` M : T

E ` succ(M ) : T

(LevelPair)
E ` M : T E ` N : T

E ` (M ; N ) : T
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Typing{ ValuesII

(LevelEncPublic)
E ` M 1 : T : : : M k : T E ` N : Public

T = Publicif k=0
E ` f M 1; : : : ; M k gN : T

(LevelEncSecret)
E ` n : T :: f M 1; M 2; M 3; ngN

E ` M 1 : Secret E ` M 2 : Any E ` M 3 : Public E ` N : Secret

E ` f M 1; M 2; M 3; ngN : Public
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Typing{ Processes
(LevelOutputPublic)

E ` M : Public E ` M 1 : Public; : : : ; E ` M k : Public E ` P

E ` M hM 1; : : : ; M k i :P

(LevelOutputSecret)
E ` M : Secret E ` M 1 : Secret E ` M 2 : Any E ` M 3 : Public E ` P

E ` M hM 1; M 2; M 3i :P

(LevelInputPublic)
E ` M : Public E ; x1 : Public; : : : ; xk : Public̀ P

E ` M (x1; : : : ; xk ):P

(LevelInputSecret)
E ` M : Secret E ; x1 : Secret; x2 : Any; x3 : Public̀ P

E ` M (x1; x2; x3):P

(LevelNil)
` E wellformed

E ` 0

(LevelPar)
E ` P E ` Q

E ` P j Q

(LevelRep)
E ` P

E ` !P

(LevelRes)
E ; n : T :: L ` P

E ` (º n)P
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Typing{ ProcessesII
(LevelMatch)

E ` M : T E ` N : R E ` P
here and below T ;R not Any

E ` [M is N ]:P

(LevelPairSplit)
E ` M : T E; x : T; y : T ` P

E ` let (x; y) = M in P

(LevelInt Case)
E ` M : T E ` P E; x : T ` Q

E ` caseM of 0 : P; succ(x) : Q

(LevelDecPublic)
E ` L : T E ` N : Public E ; x1 : T; : : : ; xk : T ` P

E ` caseL of f x1; : : : ; xk gN in P

(LevelDecSecret)
E ` L : T E ` N : Secret E ; x1 : Public; x2 : Any; x3 : Secret; x4 : Any ` P

E ` caseL of f x1; x2; x3; x4gN in P
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Secrecyby Typing

Thm:Secrecy

Let E be an environmentwith only variablesof levelAny and namesof levelPublic
in Dom(E). Let ¾; ¾0 be substitutionsof valuesforthevariableswhich respect E .

If E ` P, then P¾»= P¾0

In other words, if P is well typed, then no observerthat can tell P¾apart from
P¾0, so it cannot detect di®erencesin the valueof any parameterof type Any.
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GroupsforSecrecy:Scopeextrusionrevisited
p(x):O j (º s) phsi :P

ä The names is initially private to P. Onestep of reductionpassesit over to
O. This may be desirable,as we haveseen.

ä But we may insteadwant to keeps from escapingits initial scope. Eg, s
could be a secret,and O an opponent.

ä Howcanwedothat?

ä onecould say: phsi shouldnot occur in P, ie s shouldnot be sent on a
channelknown to the opponent.

ä But this is not easilyenforced: p may be obtaineddynamicallyfrom some
other channel,and may not occur at all in P.
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Controllingscopeextrusion
ä The problemmust be approachedcarefully: scope extrusionis a

fundamentalmechanism.

ä Idea: classifynamesinto groups,and isolatea group G for namesthat
shouldbe secret.Then declare (º s : G)phsi :P .

ä Globalgroupsareofnouse. Leakagecan be madeto typecheck:

p(y : G):O j (º s : G)phsi :P

ä Groupsthemselvesshouldbe secret,so that P cannot output valuesof
group G on public channels.

ä A scopemechanismfor groups:

p(y : T):O j (º G)(º s : G)phsi :P

This will not typecheckif one tries to imply T = G, as G haslocal scope.
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PiCalculuswithGroups
ä Groupscanbecreateddynamically

P ::= : : : asbefore
j (º G)P groupcreation

ä Additionalreduction
ä (º G)P ¡ ! (º G)Q if P ¡ ! Q

ä Additionalcongruencerules

(º G1)(º G2)P ´ (º G2)(º G1)P

(º G)(P j Q) ´ P j (º G)Q if G 62fg(P)

(º G)(º a : T)P ´ (º a : T)(º G)P if G 62fg(T)
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Groupsandreduction
ä Groupshavenocomputationalimpact:

erase((º G)P) , erase(P)

erase(a(~x : ~T):P) , a(~x):erase(P)

erase((º x : T)P) , (º x)erase(P)

: : : , : : :

ä P ¡ ! Q if and only if erase(P) ¡ ! R, for someR ´ erase(Q).

ä Theydo,however,a®ecttyping
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TypesandJudgements
ä ChannelTypes

ä T; U ::= G[T1; : : : ; Tn ]: polyadicchannelin groupG

ä TypeEnvironments

ä ¡ ::= ? j ¡ ; G j ¡ ; u : T lists,notsets(!)

ä Additionaljudgements

ä ¡ ` ¦ : good environments
ä ¡ ` T: good types

ä Intuition:

¡ ` T i® all group namesin T are declared in ¡ .

¡ ` ¦ i® all typesin ¡ are well-formed
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TypingRules:formationrules
Good Environments

(Empty)

? ` ¦

(Env u)
¡ ` T u 62Dom(¡)

¡ ; u : T ` ¦

(Env G)
G 62Dom(¡)

¡ ; G ` ¦

Good Types

(TypeChan)
G 2 dom(¡) ¡ ` T1 : : : ¡ ` Tn

¡ ` G[T1; : : : ; Tn ]
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TypingRules:processes
Processtypingasbefore,e.g.

(Input)
¡ ` u : G[T1; : : : ; Tn ] ¡ ; x1 : T1; : : : ; xn : Tn ` P

¡ ` u(x1 : T1; : : : ; xn : Tn )P

Ruleforgroupcreation

(GRes)
¡ ; G ` P

¡ ` (º G)P
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Propertiesof thetypesystem
ä SubjectReduction

If ¡ ` P : T and P ¡ ! Q, then ¡ ` Q : T.

ä Secrecy

Let S = p(y : U):O j (º G)(º x : G[: : : ])P , and assume¡ ` S.

ä Then no processderivingfrom S outputs x alongp.

ä Formally, for all processesQ, S0 and S00, and contextsC[¢] suchthat

S ´ (º G)(º x : G[: : : ])S0; S0 ¡ ! S00 and S00´ C[phxi :Q];

it is the casethat p is bound by C[¢]
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Proofofsecrecy
Assume:

¡ ` p(y : U):O j (º G)(º x : G[: : : ])P

¡ ! (º G)(º x : G[: : : ])C[phxi :Q]

with p not bound in C[¢].

ä By subjectreduction¡ ; G; x : G[: : : ] ` C[phxi :Q].

ä This impliesthat ¡ ; G; x : G[: : : ]; ¡ 0 ` phxi :Q for some¡ 0

ä Then ¡ ; G; x : G[: : : ]; ¡ 0 ` p : H [G[: : : ]] for someH .

ä Impossible:
ä ¡ ` p(y : U):O j (º G)(º x : G[: : : ])P impliesp 2 Dom(¡)

ä Thus we would have¡ ` p : H [G[: : : ]], but this judgementis not
derivablebecauseG 62Dom(¡) .
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UntypedOpponents
SecrecyThmgeneralisesto thecaseofuntyped/ill-typedopponents

ä Idea(simpli¯ed): extendthe type systemso that all processestype check
trivially:

¡ ` n : Un ¡ ; ~x : ~Un ` P

¡ ` n(~x : ~Un):P

¡ ` n : Un ¡ ` M i : Un ¡ ` P
¡ ` nhM 1; : : : ; M k i P

ä Untyped opponentscan be madeto typecheckby annotatingall their
free/bound names/variableswith the type Un.

ä Provesubjectreductionfor the new system

ä Derivegeneralizedsecrecy
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SummaryofLectureII
ä We studiedthe useof (elementary) typesin the ¼calculus,starting simple

sorts to protect tuplingfor programmers'errors, arriving to typesto protect
secrecy.

ä We introducedsubtyping as a natural way to managecapabilitiesand
disclosedi®erent`views'of the sameobject to di®erentusers.

ä We consideredthe why and how of typed equivalences.

ä Further Reading:

Again, the best starting points are:

ä The ¼-calculus:A theory of mobileprocesses(Sangiorgi,Walker)

ä The mobility homepagehttp://lamp.epfl.ch/mobility/

Consideralso
ä The Spi Calculus(Abadi,Gordon)

ä Secrecyby Typing in Security Protocols (Abadi)

ä Secrecyand GroupCreation(Cardelli,Ghelli,Gordon)
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TheCaseforAsynchrony
Let us movea step towards realisticnetworks, trying to embed locationsin our
calculi. As a ¯rst step, let us build a casefor:

Asynchrony. Channelsin ¼are `global' high-level,somehow unrealistic. Everybody
can sendand receiveon them, regardlessof location. The handshaking

x:P Ã ! x:Q

representsan instantaneousaction at a distanceunfeasiblein distributed
networks, wherelocalities,delays, and failuresplay a fundamentalrole
(distributed consensus(Lynch)).

Also summationcan be criticisedespecially in `mixed' forms like

x:P + x:Q j x:Q + x:P 0+ k

Synchronisedchoiceat a distancevery hard to implement.

Also, xhzi + y(z) makeslittle sensein general.

Let us abandonsynchronousremotecommunication.. .
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RoadmapofLectureIII

ä The asynchronous¼calculus

ä The localised¼calculus

ä The distributed ¼calculus

ä The join calculus
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Asynchronous¼
Nocontinuationonoutput: ¹xhyi :P
Continuationscan be simulatedas: ¿:( ¹xhyi j P).

How can P know whenand if the output is received?Well, in generalit can't.
But . . . explicitcontinuations:

sender:¿:( ¹xhyi j cx :P0) receiver:x(y):(Q0 j ¹cx ):

The synchronisationis now much looser,and widelyacceptedto be a better base
for distributed systems

ä Actionpre¯xes¼::= xhyi j x(y) j ¿

ä ProcessesP ::= xhyi j
P

i 2 I ¼i :Pi j P j P j (º a)P j !P

Asynchronouscalculi often do not considersumsnor ¿.
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¼A: Expressiveness

Polyadic¼:

f xhy1; y2i g , (º w)( xhwi j w(v):(vhy1i j w(v):vhy2i ) )

f x(z1; z2):Pg , x(w)(º v)(whvi j v(z1)(whvi j v(z2):f Pg))

Synchronisation:

[xhyi :P] , (º a)xhy; ai j a:[P]

[x(z):P] , x(z; a):(a j [P])

Exercise:Composef ¢g and [ ¢] above. Provethat it takes2n + 5 monadic
asynchronouscommunicationsto exchangeonen-pla.
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¼A: Expressiveness,II

Summation
Ok, l(p; f ):p Fail , l (p; f ):f

Termsin the summationwill compete to grab p from Ok. The looserswill either
hangforever,or grab f from Fail.

[x1(y1):P1 + x2(y2):P2] ,

(º l )(Okj i =1 ;2 xi (z):(º pf )( lhp; f i j p:(Failj [Pi ]) j f :(Failj xi hzi )))

Mixed choicecannot be encoded (satisfactorily).
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¼L: TheLocal¼calculus
Only the outputcapability can be receivedon names(eitherby typingorby syntactic
restrictions). It makesa lot of sensein practice (egprinter,objects,distributed
environment, .. .). As a consequence,all the `receivers' for a channelare local to the
scope. One of the semanticsconsequence:

¼L . (º z)xhzi »= c (º z)(xhzi j zhyi )

Simulatingreadcapabilities.
We representa namex of ¼A with a pair hxo; xi of ¼L , whose¯rst component
representthe (lost) readcapability on x.

xo ,! x , !xo(z):x(s; t):zhs; t i

[ahxi ]E , (º xo)(ahxo; xi j xo ,! x)

[a(x):P]E ,

(
a(zo; z):[P]E [f zg if a 62E

(º w)(aohwi j w(zo; z):[P]E [f zg

We will seelater the Joincalculus, which originated the ideaof uniquereceptors.
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OnAsynchronousBisimulation
Will the hypothesisof asynchronybear consequenceson bisimulation?

x(z):xhzi ?= 0

Matter of fact, with only asynchronouscontexts,¼A . !x(z):xhzi »= c 0

This can be captureda LTS de¯nition.
AsynchronousBisimulation¼a: the largest equivalences.t. for all P ¼a Q

P
®

¡ ¡! P0 for ® 2 f xy; º xz; ¿g then Q
®̂

==) ¼a P0

P
xy

¡ ¡ ¡! P0then Q
xy

===) ¼a P0 or Q =) Q0 for P0 ¼a Q0 j xhyi

Note:Alternatively the 2nd clause:if P#x , then P j xhyi ¼a Q j xhyi for all y.

»= a

»= c
a

66mmmmmm

»= c

66mmmmmm
¼a

hhQQQQQQ
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TheCaseforDistribution

k

l

h

b

P R
Sa

d

c
Q

T

DistributedSystemsconsistof:

ä A collectionof independentdistributed siteso®eringservices/resourcesto
migrating agents.

ä Resources:All sort of things a agentmay long for (CPU time, space,
printers, . . . ); we will model them as ¼-calculuschannelsfor now.

ä Agents: mobileprocessesof generalnature; we will model them by
augmented¼-calculusprocesses.

GlobalComputing{ pp.99/224



¿ n o À

OregonSummerSchool

TheCaseforDistribution

k

l

h

b

P R
Sa

d

c
Q

T

Moreprecisely... Add locationsor sites, removedirect remotecommunication.
The basicelementsare:

ä Locationsare sitescontainingprocesses:l [[P ]]

ä Communicationis only local: l [[xhzi :P j x(y):Q]] ¡ ! l [[P j Qf z=yg]]

ä Agentstravel betweenlocationsl[[gotok :P j Q]] j k[[R]] ¡ ! l [[Q]] j k[[P j R]]
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TheCaseforDistribution

k

l

h

b

P R
Sa

d

c
Q

T

Agent Migration
This opensa lot of interesting\global" issues

ä Which resourceare availableat a givenlocation?

ä How do we make suretheir are usedaccordingly?

The useof typesto control resourceaccessand usageis an important current
topic.
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Thedistributed¼calculus
ä Values:V ::= l j c j c@l

ä Sites:M ::= 0 j l [[P ]] j M j M j (º e@l : T) M

Example: h[[P]] j (º a@l)(k[[: : : a@l : : :]] j l [[: : : a : : :]])

ä Threads:
u(~x : ~T)Q local input on channelu
uhV i Q local output on channelu
gotou P code movementto site u
[u = v]P ; Q testing of names
(º e : T) P generationof new names(channelsor locations)
P j Q composition
!P replication
0 ¯nished

Example: l [[d(x@z)P]] j k[[(º a) gotol :dha@ki ]]
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Semantics
Structuralcongruence

ä l[[P j Q]] ´ l [[P ]] j k[[Q]]

ä l [[(º a : T) P]] ´ (º a@l : T) l [[P ]]

ä . . .

ReductionSemantics
ä k[[chvi :Q j c(x : T)P]] ¡ ! k[[Q j Pf v=xg]]

ä k[[gotol :P]] ¡ ! l [[P ]]
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ThefamousCell(yetagain)
Let us reconsiderthe the cell and write a distributed version.

ä g { inputs a location; the location musthavea channelcalledret on which
to return value

ä p { inputs a location and new value;location musthavea channelack on
which to sendacknowledgement.

Cell(n) , (º s)(shni j !g(y):s(x):(shxi j gotoy :rethxi )

j !p(y; v):s(x)(shvi j gotoy :ackhi)

User, gotol :phh; 0i j ack() : gotol :ghhi j ret(x) printhxi

System, l [[Cell(v)]] j h[[User]]
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A re¯nedcell
In order to usethe cell, usershaveto havea ack and a replychannel.Hereis a
versionwheretheseare generatedon purposeand communicatedfrom the client
to the cell.

System, l [[Cell(v)]] j h[[User]]

User, (º ar ) l :: pha@h; 0i j a()( l :: ghr @hi j r (x):printhxi )

Cell(n) , (º s)(shni j !g(z@y):s(x):(shxi j y :: zhxi )

j!p(z@y; v):s(x):(shvi j y :: zhi)

Notation:calling a method at a location: l :: ahvi shorthand for gotol :ahvi :0.

GlobalComputing{ pp.103/224



¿ n o À

OregonSummerSchool

A CellFactory
Hereis a (¯nal) version,wherea new private cell is createdfor eachuser.

System, s[[S]] j h1[[User1]] j h2[[User2]]

S, !req(z@y): (º c)(y :: zhci j gotoc:Cell(0))

Useri , (º r )(s :: reqhr @hi i j r (z):Useri (z))

Evolutionof theSystem

s[[S]] j h1[[User1]] j h2[[User2]]

¡ ! s[[S]] (º c1)(c1[[Cell(0)]] j h1[[User1]]) j h2[[User2]]

¡ ! s[[S]] (º c1)(c1[[Cell(0)]] j h1[[User1]]) j (º c2)(c2[[Cell(0)]] j h2[[User2]])

¡ ! : : :

Exercise:
ä Programa remotechannelcreationand a newloc construct.

ä Programa forwarder from in @a to out@b
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TypesforResourceAccessControl
Locationtypes:Key notion: describe the servicesavailableat a site.

loc[s1 : T1; : : : ; sn : Tn ]

The purposeof the type systemis to guaranteethat incomingagentsaccessonly
the resourcesgrantedto them, in the way grantedto them. This is called

ResourceAccessControl.

Example: compf[[!req(x : int; ret@l : ] (int)@loc):l :: rethf xi ]]. Then,

compf : loc[req: i(int; ] (int)@loc)]
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Subtyping:
Subtyping plays a central role in accesscontrol policies:

(SubLoc)
~S 6 ~T

loc[~s : ~S; sk : Sk ] 6 loc[~s : ~T]

The receivergainscapabilitiesaccording to the type of the location. Using
subtyping the sendercan control this.
For instance,a receiverof l overa channelcarrying loc[a : iV; b : oW] will be able
to readV-valuesovera and write W -valuesto b, but not to useany other
resourcepossiblypresentat l (and hiddedby subtyping).

(SubRemoteI)
A 6 A0 L 6 L 0

A@L 6 A0@L 0

Let us study the typesof the previousexamples,and unveil someof the issues
involved.
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TheTypes,moreprecisely

V ::= A j A@L valuetypes

A ::= ] (T) j i(T) j o(T) localchannelstypes

L ::= loc[s1 : T1; : : : ; sn : Tn ] locationtypes

T ::= (V; : : : ; V ) transmissiontypes

P ::= @u processtypes

N ::= § networktypes
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A feelfortherules

(SubVal)
¡ ` v : V ¡ ` V 6 V 0

¡ ` u : V 0

(SubLoc)
¡ ` ` : L ¡ ` L 6 L 0

¡ ` ` : L 0

(ValRem)
¡ ` u : A ¡ ` L 6 loc

¡ ` u@L : A@L

(Out)
¡ ` ` : loc[a : oT] ¡ ` ~u : T ¡ ` P : @̀

¡ ` ah~ui :P : @̀

(In)
¡ ` ` : loc[a : i ~T] ¡ ; ~x : ~T ` P : @̀

¡ ` a(~x : ~T):P : @̀

(Go)
¡ ` P : @̀

¡ ` goto` :P : @k

(Loc)
¡ ` ` : loc ¡ ` P : @̀

¡ ` `[[P ]]
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Typingthecell
Thesimplecell

Cell(n) , (º s : ]V )(shni j !g(z@y : oV@loc):s(x : V ):(shxi j y :: zhxi )

j !p(z@y : o(unit)@c; v : V ):s(x : V ):(shvi j y :: zhi)

cell: CELL= loc[g : ] (oV@loc); p : ] (o(unit)@loc; V )]

Thecellfactory

S, !req(z@y : o(CELL)@loc): (º c : CELL)(y :: zhci j gotoc:Cell(0))

s: loc[req: ] (o(CELL)@loc)]
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DynamicTypes
Considera genericsystem

server[[: : : j !quest(v : V ; x@l : o(ANSW)@loc) : : : l :: xhanswi ]]

The type of server:

Serv, loc[quest: ] (V; o(ANSW)@loc); : : :]

Now, supposethat client wants to setupa `private' service,so that answersto
quest's can reachonly it.

client[[server:: setuphreply@clienti :reply(s : Serv) : : :]]

server[[!setup(r @z : Serv): (º s : Servz)

gotos :(z :: replyhsi j !quest(v; x@z):z :: yhf (x)i : : :)]]

Servz , loc[quest: ] (V; o(ANSW)@z); : : :]

server
º setupk

¡ ¡ ¡ ¡ ¡ ¡! (º s : loc[quest: ] (V; o(ANSW)@k)]) s[[: : :]]
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DynamicTypes,Resolved
V ::= A j A@L j A@v valuetypes

(SubRemoteII)
A 6 A0

A@u 6 A0@u

(SubRemoteIII)
¡ ` v : L

A@v 6 A@L

(ValRemII)
¡ ` u : A@v ¡ ` v : L 6 loc

¡ ` u@v : A@v
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Themovecapability
Add a new component of typeswhich allows to control movements.Consider

M ::= : : : loc[movè ; ~x : ~T]

The obvioustyping rule is

(Move)
¡ ` k : loc[movè ] ¡ ` P : @k

¡ ` gotok :P : @̀

Similarly, onecan add a capability neẁ to allow processesfrom ` to createnew
channelsat a givenlocation k. And more.

Example:A con¯dential account

bank[[!new_account(y@z : ]W @loc; @a : i()@Agent)

(º loc : [movea; withdraw: : : : ; deposit: : : :]) : : :]]
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LocationTypedBisimulation
Question:Doesthis a®ectthe behaviouralequivalences?

k[[bhi]]
?

»= c k[[0]]

Of course.The impact of typeswith locationsis evengreaterthan before.
Whether the equivalenceaboveholdsdependson ¡ . Precisely, can we moveto k
to observeb?

Consider

(º k : loc[a : ] () ; moveh1 ]) h1[[dhki ]] j h2[[chki ]] j k[[ahi]]

(º k : loc[a : ] () ; moveh1 ]) h1[[dhki ]] j h2[[chki ]] j k[[0]]

They are equivalentif ¡ contains: d : i(loc[move]) and c : i(loc[a : ] ()]) and it is
not possibleto movebetweenh1 and h2.
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LocationTypedBisimulation

does notG
have move
capability 
for these

has moveG
capability
for these

k0

k1 k2

k3

k4

l1

l2

l3

Let T be the collectionof locations(e.g. f k1; k2; k3; k4g) for which ¡ doesnot
havemovecapability but the environmentmay a priori havecode running at.

Transitionof the form: (¡ B M )
®

¡ ¡! (¡
0
B M 0) where¡ is of the form

(¡ k0; ¡ k1; : : : ; ¡ kn ) for T = f k1; : : : ; kng suchthat

¡ k0 6 ¡ k i for eachki 2 T

ä Knowledgegainedat any l i is learned in ¡ k0

ä Knowledgegainedat ki is learned in ¡ k i and ¡ k0
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Labelledtransitionsystemexamplerules

If

ä ¡ k0 containsmovecapability for l

ä and ¡ k0 containsreadcapability for a at l for valuesof type T

ä then (¡ B l[[ahvi :P]])
l ::av

¡ ¡ ¡ ¡! (¡ uk0 v : T@l B P)

If

ä ¡ k0 doesnot contain movecapability at k 2 T

ä and ¡ k containsreadcapability for a at k for valuesof type T

ä then (¡ B k[[ahvi :P]])
k ::av

¡ ¡ ¡ ¡ ¡! (¡ uk v : T@l uk0 v : T@l B P)
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Full abstraction
Thm

With the simplifyingassumptionin placethat all movecapabilitiesare of the
form move¤ (that is everybody is allowed in, or nobody is) then, for all systemsof
D¼and all T we have

¡ B M »= c N i® ¡ r B M ¼T N

where¡ r = (¡ ; ¡ ; : : : ; ¡) and ¼T is the bisimulationequivalenceinducedby the
labelledtransition system.

Openissues:

ä Removethe simplifyingassumptionabout movecapabilities

ä Other capabilities:permissionto exit, permissionto createnew channels,
. . .
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TheJoinCalculus
The Joincalculus(aka the Re°exiveChemicalAbstractMachine): a versionof
asynchronous¼combiningrestriction, reception,and replicationin oneconstruct:

Joinreceptor:J . P:

For examplethe de¯nition

def apply hf ; xi . f hxi

de¯nesapply that receivestwo argumentsand appliesthe ¯rst to the second,as
shown by the reduction:

def apply hf ; xi . f hxi in apply hg; yi ¡ ! def apply hf ; xi . f hxi in ghyi

Notice:

ä De¯nition persistenceand locality

ä This is very similar to (º apply )( !apply (x; y):xhyi j apply hg; yi ) in ¼A . In

general,def D in P correspondsto a ¼form of the kind (º ~d)( !pDqj pPq).
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Thesyntax

Processes P; Q ::= xheV i Asynchronousmessageonx
def D in P De¯nitionofD in P
P j Q ParallelComposition
0 Empty Process

Join patterns J ,J 0 ::= xh~yi Asynchronousreceptiononx
J j J 0 Joiningmessages

De¯nition D ; E ::= J . P Elementaryclause
D ^ E Simultaneousde¯nition

Values V; V 0 ::= ~x Names

The only synchronisationprimitive is the Joinpattern:

def xhz1i j yhz2i . Q in P
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TheRCHAMSemantics
Re°exiveChemicalAbstractMachine: Structural rules plus reduction! :
Statesof the RCHAM are expressionof the form D j= P, whereP are the
running processesand D are the (chemical)reactions.

(str-join) j= P j Q  j= P; Q

(str-def) j= def D in P  D¾dv j= P¾dv ¾dv instantiates dv(D ) freshly

(red) J . P j= J¾r v ! J . P j= P¾r v ¾r v substitutes for rv (J )

j= def xhzi . xhz; zi in xhai j def xhzi . xhx; z; zi in xhbi

 khzi . khz; zi j= khai ; def xhzi . xhx; z; zi in xhbi

 khzi . khz; zi ; r hzi . r hr; z; zi j= khai ; r hbi

! khzi . khz; zi ; r hzi . r hr; z; zi j= kha;ai ; r hbi

! khzi . khz; zi ; r hzi . r hr; z; zi j= kha;ai ; r hr; b;bi

 j= def xhzi . xhz; zi in xhx; ai j def xhzi . xhx; z; zi in xhx; b;bi
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Example:Joinpattern
def readyhprinter i j print hfile i . printer hfile i in P

reducesonly in the presenceof messageson both ready and print , concurrently

def readyhprinter i j print hfile i . printer hfile i

in readyhgutenberg i j print h" slides :ps" i j Q

¡ ! def readyhprinter i j print hfile i . printer hfile i

gutenberg h" slides :ps" i j Q

The samebehavior is obtainedby composingthe de¯nitions of apply and
printer :

def apply hf ; xi . f hxi ^ readyhpi j print hf i . apply hp; f i
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Derivedconstructs
P; Q ::= f ( eV ); P Sequential Composition

let ~x = eV in P NamedValues
reply eV ) f ImplicitContinuation

J; J 0 ::= f (ex) Synchronousreceptiononf

V; V 0 ::= f ( eV ) SynchronousCall

bf (eu)c , f heu; · f i (joinpattern)
breply eV ) f c , · f heV i (process)

bxheV ic , let eu = eV in xheui (asynchronouscall)
blet eu = f ( eV ) in Pc , def · heui . P in f heV ; · i (synchronouscall)
blet eu = ev in Pc , Pf ev=eug
bf ( eV ); Pc , def · hi . P in f heV ; · i (sequencing)
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DistributedJoinCalculus
The distributedre°exivechemicalabstractmachine(DRCHAM) is a multisetof
\lo cated" RCHAMs

D1 j= ½1 P1k ¢¢¢kDk j= ½k Pk

Eachof theseis a runninglocation, and they are relatedto eachother by a
sublocationrelation:

j= Á is a sublocation of j= ½ if ½is a pre¯x of Á.

(str-loc) a[D : P] j= ½  j= ½ k D j= ½a P (a frozen)

(comm) j= Á xh~vi k J . P j= ¡ ! j= Á k J . P j= xh~vi (x 2 dv(J ))

(move) a[D : Pjgohb;· i ] j= Á k j= Ãb ¡ ! j= Á k a[D : Pj· hi] j= Ãb

Notice:

ä Removemessagesare forwarded to the uniquesolution wherethey are
de¯ned. There the usual(red)applies.

ä The entire location moves,not the thread.
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Thecellin Join

j= def cell[shxi j gethr i . r hxi j shxi ^

shxi j puthvi . shvi : sh0i ] in gethxi ; puth2i

¡ ! cell[D : sh0i ] j= gethxi ; puth2i ¡ ! D j= cellsh0ik j= gethxi ; puth2i

¡ ! D j= cellsh0i j gethxik j= puth2i ¡ ! D j= cellsh0i j xh0ik j= puth2i

¡ ! D j= cellsh0i j xh0i j puth2i ¡ ! D j= cellsh2i j xh0i ¡ !

j= def cell[shxi j gethr i . r hxi j shxi ^

shxi j puthvi . shvi : sh2i ] in xh0i

Exercise:Programa mobilecell.
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SummaryofLectureIII
ä We studiedasynchronyin the ¼calculusand its consequenceson

behaviouralequivalences.

ä We considereda distributed ¼calculusand a notion of typed equivalence.

ä We introducedthe distributed join calculus.

ä Further Reading:

Again, the best starting points are:

ä The ¼-calculus:A theory of mobileprocesses(Sangiorgi,Walker)

ä The mobility homepagehttp://lamp.epfl.ch/mobility/

Consideralso
ä Asynchronous¼(Boudol), (Honda,Tokoro)

ä Comparing Synchronousand Asynchronous¼(Palamidessi)

ä Decoding ChoiceEncodings(Pierce,Nestmann)

ä On AsynchronousBisimulation (Amadio,Castellani,Sangiorgi)

ä Accessand Mobility Control in Distributed Systems(Hennessy, Rathke,etal)

ä Join Calculus(Fournet,Gonthier,etal) http://pauillac.inria.fr
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Opennetworksandmobileagents

ä Distribution overwide-area networks introducesnew issuesand breaks
many of assumptionsusuallymadein concurrentsystems.We havealready
discussedasynchrony.

ä Otherexamples:
ä existenceof explicit physicallocationsdetermineslatency in

communication,
ä existenceof virtual locationsenforcing security policiesthat can

restrict accessto resourcesor eventhe visibility of locations.

ä MobileAmbients: a calculusof locationswith migration primitives
su±ciently expressiveto encode the ¼-calculus,and presentinga new idea:

Modelling Envir onment Mobility
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Theroadmap

ä Mobile Ambients

ä Typing ambients

ä Boxed Ambients

ä Typesfor accesscontrol in ambients
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Overview
MobileAmbients:

ä Are namedagents:n[ P ]

ä Representcomputationalenvironments,containingdata and live
computations:n[ P j hM i ]

ä Canbe nested:n[ m[ P ] j k[ Q ] ]

ä Move under the control of their enclosedprocesses:n[ in m:P ] j m[ Q ]
This is dubbed (subjectivemobility).

Providea direct representationof the structurednature of physicalor
administrativedomainsas well as of mobilecomputationalenvironments.
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TheEssenceofMobileAmbients
ä Subjectivemovements

n[ in m:P j Q ] j m[ R ] ¡ ! m[ n[ P j Q ] j R ]

m[ n[ out m:P j Q ] j R ] ¡ ! n[ P j Q ] j m[ R ]

ä Processinteraction

n[ hM i :P j (x):Q ] ¡ ! n[ P j Qf M =xg ];

ä Boundarydissolver

open n:P j n[ Q ] ¡ ! P j Q:
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Syntax
Expressions

M ::= a; : : : ; q names
j x; : : : ; z variables
j in M enterM
j out M exitM
j open M openM
j (M 1; : : : ; M k ) tuple
j M :M path

Processes

P ::= 0 stop
j (º a : W)P restriction
j P j P composition
j !P replication
j M [ P ] ambient
j M :P action
j (~x : ~W)P input
j hM i :P output

Note:Channelare local and anonymous.Output can be synchronous.
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StructuralCongruence
P ´ Q

ä (M :M 0):P ´ M :(M 0:P)

ä (º a : W)b[ P ] ´ b[ (º a : W)P ] for a 6= b

ä (º a : W)0 ´ 0

ä (º a : W)a[ 0 ] ´ 0

ä (º a : W)(º b : W 0)P ´ (º b : W 0)(º a : W)P for a 6= b

ä (º a; W)(P j Q) ´ P j (º a : W)Q for a 62fn(P)

ä !P ´ !P j P,

ä usualrulesfor symmetricity, associativity and identity
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Mobility: Anexample
Firewalls

ä An agentcrossesa ¯rewall by meansof passwords k, k1 and k2.
The ¯rewall, with secretnamew, sendsout the pilot ambient k to guide
the agent inside.

Firewall , (º w)w[ k[ out w:in k1:in w ] j open k1:open k2:P ]

Agent , k1[ open k:k2[ Q ] ]

ä Agent exhibitsthe passwdk1 usingk1 as wrapper ambient

ä Firewall veri¯es that agentknows the passwdwith in k1

ä in w carries the agent into the ¯rewall

ä k2 preventsQ from interferingwith the protocol
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A runof theprotocol

Firewall , (º w)w[ k[ out w:in k1:in w ] j open k1:open k2:P ]

Agent , k1[ open k:k2[ Q ] ]

Firewallj Agent

¡ ! (º w)k[ in k1:in w ] j w[ open k1:open k2:P ] j k1[ open k:k2[ Q ] ]

¡ ! (º w)w[open k1:open k2:P] j k1[k[in w] j open k:k2[Q]]

¡ ! (º w)w[open k1:open k2:P] j k1[in w j k2[Q]]

¡ ! (º w)w[ open k1:open k2:P j k1[ k2[ Q ] ] ]

¡ ! (º w)w[open k2:P j k2[Q]]

¡ ! (º w)w[P j Q]

GlobalComputing{ pp.133/224



¿ n o À

OregonSummerSchool

Reduction:communication
(Comm) (x)P j hM i ¡ ! Pf M =xg

ä local, asynchronousand anonymous

ä Remotecommunicationmust be encoded.

ä To realise:

a[ sendM to bj P ] j b[ get(x) froma:Q j R ]

we usea t̀axi' ambient to transport a packet with M :

(º n)(a[ n[ out a:in bj hM i ] j P ] j b[ open n j (x)Q j R ])

¡ ! (º n)(a[ P ] j n[ in bj hM i ] j b[ open n j (x)Q j R ])

¡ ! (º n)(a[ P ] j b[ open n j n[ hM i ] j (x)Q j R ])

¡ ! a[ P ] j b[ hM i j (x)Q j R ]

¡ ! a[ P ] j b[ Qf M =xg j R ]
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Reduction:structuralrules
Nosurprises...

(Par)
P ¡ ! P0

P j Q ¡ ! P0 j Q

(New)
P ¡ ! P0

(º a : W)P ¡ ! (º a : W)P 0

(Amb)
P ¡ ! P0

a[ P ] ¡ ! a[ P0]

(Cong)
P ´ P0 P0 ¡ ! Q0 Q0 ´ Q

P ¡ ! Q

... but note that processesinsideambientsreduce

ä ambients areactivewhilemoving
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Types:overview
ä Idea: ambientsare placesof conversation

ä multiple processeswithin an ambientcan freelyexecuteinput and output
actions:

ä sincemessagesare not directedto a particular channel,it is possiblefor a
processto output a messagethat is not appropriate for the receiversactive
insidethe current ambient.

(x : W )x[ P ] j hin ni

ä type systemsmust statically detect sucherrors, keepingtrack of the

topicofconversation

appropriate within a givenambient
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ExchangeTypes
ExpressionTypes

W ::= B typeconstants
j Amb[E ] ambient: allowE exchanges
j Cap[E ] capability: whenexercisedunleashE

ExchangeTypes

E; F ::= Shh noexchange
j (W1; : : : ; Wn ) tuplen ¸ 0

ProcessTypes

T ::= [E ] processexchangingE
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TypingRules

TypeJudgements

ä ¡ ` M : W expressionM hasexchangetype W ;

ä ¡ ` P : T processP hastype T.

Note:processeshavetypes,describinge®ects(i.e. their exchanges)
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TypingProcessesI
Input-Output

ä ¡ ; x : W ` P : [W]

¡ ` (x : W)P : [W]

ä if x : W , and P alsoexchangesW , then (x : W):P exchangesW .
ä Only one topic of conversation.

ä ¡ ` M : W

¡ ` hM i : [W ]

ä M is an expressionof type W : hencea processthat outputs M
exchangesW , i.e. hastype [W].
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TypingProcessesII
Ambients

ä ¡ ` a : Amb[E ] ¡ ` P : [E ]

¡ ` a[ P ] : T

ä an ambientexchangesnothing at its own level,henceit may be
thought of as potentially exchangingany type.

ä Type safety requiresconsistencybetweenthe type that a declaresand
the type of exchangesheld by P insidea.

ä We can checkthat processesinsidethat ambientbehaveconsistently.

ä Further consequence:can tell what typesare exchangedwith ambient
is opened... usefulfor typing open
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TypingExpressionsI
Open

ä ¡ ` M : Amb[E ]

¡ ` open M : Cap[E ]

ä if n : Amb[E ], openingn unleashesprocessesenclosedin n, which have
exchangesof type E.

ä by our intendedinterpretation of Cap[E ], this impliesopen n : Cap[E ].

ä Further consequence:processexercisesopen n : Cap[E ] may end-up
running in parallel with processeswhich exchangeE.

ä any suchprocessmust be itself prepared to exchangeE that types...
usefulfor typing M :P
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TypingExpressionsII
InandOut

ä ¡ ` M : Amb[F ]

¡ ` in M : Cap[E ]

ä ¡ ` M : Amb[F ]

¡ ` out M : Cap[E ]

ä neednot track type information

ä all the requiredconsistencycheckson the local exchangeswithin an
ambientare alreadyaccountedfor by the typing of open.
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TypingProcessesIII

ä
(Pre¯x)

¡ ` M : Cap[E ] ¡ ` P : [E ]

¡ ` M :P : [E ]
Explainedearlier

ä
(Parallel)

¡ ` P : T ¡ ` Q : T

¡ ` P j Q : T

ä Remember: just one topic of conversation

ä Remainingrulespresentno di±culties
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Mobility Types
ä Exchangetypesare e®ectivein imposinga disciplineon the exchanges

within ambients.

ä but communicationis just oneaspect of the computationof the ambient
calculus,and not the core one.

ä basicpropertiesof mobileambientsare thoserelatedto their mobility, to
the possibility of openingan ambientand exposingits contents,

ä want a type systemto control/characterizetheseaspectsof ambient
behavior.
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BoxingAmbients

ä The opencapability is

ä essentialfor communication,but
ä potentially dangerous

a[ in safeamb:NastyCode] j safeamb[ open a:Q ]

¡ !¡ ! safeamb[ NastyCodej Q ]

ä complicatesthe typing of mobility

ä Drop the open capability of Mobile Ambients

ä Providenew constructsfor communicationacrossboundaries
ä exchangestowards children: (x)n :P, hM i n :P

ä exchangestowards parent: (x)" :P , hM i " :P
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BoxedAmbients: overview
ä Mobile Ambientsn open + parent-child I/O

Communicationprimitives

ä (~x)´ P: input from ambient ´

ä hM i ´ P : output to ambiet ´

´ = the location wherethe communicationhappens

ä ´ = ?: local, as in Mobile Ambients

ä ´ = n: from parent to child

ä ´ = " : from child to parend

Remotecommunication,betweensiblings,still requiresmobility
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TypedBoxedAmbients: Syntax
´ ::= n names

j " enclosingamb
j ? local

P ::= 0 nil process V; U ::= n name
j P1jP2 composition j in V may enterV
j (º n:A)P restriction j out V may exitV
j !P replication j openV may openV
j V [ P ] ambient j V1:V2 path
j V:P pre¯xing
j (x : W )´ :P input
j hV i ´ :P output
j (º G)P groupcreation
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ReductionSemantics
Mobility:

n[ in m:P jQ ] j m[ R ] ¡! m[ n[ P j Q ] j R ] (In)

m[ n[ out m:P j Q ] j R ] ¡! n[ P j Q ] j m[ R ] (Out)

Communication:

(x ) :P j hV i :Q ¡! Pf V=x gj Q (CommLocal)

(x )n :P j n[ hV i :Q j R ] ¡! Pf V=x g j n[ Q j R ] (CommInputn)

(x ) :P j n[ hV i " :Q j R ] ¡! Pf V=x g j n[ QjR ] (CommOutput " )

hV i n :P j n[ (x ) :Q j R ] ¡! P j n[ Qf V =x g j R ] (CommOutputn)

hV i :P j n[ (x )" :Q j R ] ¡! P j n[ Qf V =x g j R ] (CommInput " )
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Discussion
ä Reductionsyield clear notionsof resourcesand accessrequests

ä eachambienthasan allocatedresource,its local (anonymous)channel;
ä hM i ´ ¼ write accessto the ambient ´ towards which the requestis

directed(equivalently, its anonymouschannel).
ä (x)´ ¼ readaccess

ä Resourceaccesscontrol policiesexpressedeasilyand directly

ä Static analysis,by typing, easedand more accurate,giventhe absenceof
open

Still, we will criticise it tomorrow. For now let us look at accesscontrol.
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GroupTypesforMobility
Aim:Resource AccessContr ol

ä Detect and preventunwantedaccessto resources.

ä We focuson staticapproachesbasedon enforcing type disciplines.

Groups:Setsof processeswith commonaccessrights. (Cardelli-Ghelli-Gordon)

Constraintslike k : CanEnter(n) are modelledas:

n belongsto group G

k may crossthe border of any ambientof group G:

For instance,the system:

k[ in n j l [ out k ] ] j n[ ]

is well-typedunderassumptionsof the form:

k : amb[K; cross(N)]

l : amb[L; cross(K)] n : amb[N; : : :]
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IndirectBorderCrossingin MA
TroyanHorses:The system

Odysseus[ in Horse:out Horse:Destroy ] j Horse[ in Troy] j Troy[ Trojans ]

is well-typed underassumptions:

Odysseus: amb[Achaean; cross(Toy)]

Horse: amb[Toy; cross(City )]

Troy : amb[City ; ]

However, the systemmay evolveto

Troy[ Trojans j Horse[ ] j Odysseus[ Destroy ] ]

whereOdysseusgot insideTroy'sWallstaking by surprise the Trojans.
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Types
Groups: G; H; : : :

Setsofgroups:G; D ; S ; : : : U Theuniversalsetofgroups

Ambients types:
A ::= ambÂ[G; M ; C] amb ofgroupG; good foractionsÂ µ f i ; o; c; r ; wg;

withmobility typeM ; andcommunicationtypeC
Processtypes:

¦ ::= proc[G; M ; C] processthatcanbeenclosedin anambient ofgroupG;
may driveto ambients whosegroupsarein M ;
andcommunicatesasdescribedby typeC

Capability types:
K ::= cap[G; M ; F ] capability thatcanappearin anambient ofgroupG;

may driveit to ambients whosegroupsarein M ;
withexchangetypeF forlocalcommunication
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Types(cont.)
Mobility types:

M ::= mob[G] mobility specs

Communicationtypes:
C ::= com[E ; F ] E forlocalandF forupwardexchange

Exchangetypes:
E ; F ::= rw[I ; O] read/writevalues(validif O Á I )

Messagetypes:
I ; O ::= ? j W1 £ : : : £ Wk j > bottom,tuple,top

Valuetypes:
W; Y ::= A ambient name

j K capability
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Subtyping
(sAmb)

Â1 µ Â0 µ f i ; o; c; r ; wg

ambÂ0 [G; M ; C] Á ambÂ1 [G; M ; C]

(sProc)
M 0 Á M 1; C0 Á C1

proc[G; M 0; C0] Á proc[G; M 1; C1]

(sCap)
M 0 Á M 1; F0 Á F1

cap[G; M 0; F0] Á cap[G; M 1; F1]

(sMob)
G0 µ G1

mob[G0] Á mob[G1]

(sCom)
E0 Á E1; F0 Á F1

com[E0; F0] Á com[E1; F1]

(sExc)
I 1 Á I 0; O0 Á O1

rw[I 0; O0] Á rw[I 1; O1]

(sMsg)
¡

? Á W1 £ : : : £ Wk Á >

(sTuple)
Wi Á Ti ; i 2 1::k

W1 £ : : : £ Wk Á T1 £ : : : £ Tk
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Good Values
(Valn)

¡ ; n : W; ¡ 0 ` ¦

¡ ; n : W; ¡ 0 ` n : W

(Valpfx)
¡ ` V0 : K ; ¡ ` V1 : K

¡ ` V0:V1 : K

(Val in)
¡ ` V : ambi [G; M ; com[E ; F ]]

H2 ¡
¡ ` in V : cap[H; mob[f Gg]; E ]

(Valsub)
¡ ` V : W; W Á W 0

¡ ` V : W 0

(Valout)
¡ ` V : ambo[G; M ; com[E ; F ]]

H2 ¡
¡ ` out V : cap[H; M ; F ]
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Good Processes{ Mobility
(Propfx)

¡ ` V :cap[G; M ; F ]; ¡ ` P:proc[G; M ; com[E ; F ]]

¡ ` V:P:proc[G; M ; com[E ; F ]]
(Proamb)

¡ ` V :ambc[H; mob[S ]; com[E ; F ]]; ¡ ` P:proc[H; mob[S ]; com[E ; F ]]
G2 S

¡ ` V [ P ]:proc[G; mob[; ]; com[F; zero]]

(Prores)
¡ ; n : A ` P : ¦

¡ ` (º n : A)P : ¦

(Progres)
¡ ; G ` P : ¦

G62fg(¦)
¡ ` (º G)P : ¦

(Pro0)
G2 dom(¡)

¡ ` 0 : proc[G; mob[; ]; com[zero; zero]]

(Propar)
¡ ` P : ¦; ¡ ` Q : ¦

¡ ` P j Q : ¦

(Prorep)
¡ ` P : ¦

¡ ` !P : ¦

(Prosub)
¡ ` P : ¦ ¦ Á ¦ 0

¡ ` P : ¦ 0
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Good Processes{ Communication
(inp?)

¡ ; x : W ` P : proc[G; M ; com[rw[I ; O]; F ]]
I Á W

¡ ` (x : W ):P : proc[G; M ; com[rw[I ; O]; F ]]

(out?)
¡ ` V : W ; ¡ ` P : proc[G; M ; com[rw[I ; W ]; F ]]

¡ ` hV i :P : proc[G; M ; com[rw[I ; W ]; F ]]

(inp" )
¡ ; x : W ` P : proc[G; M ; com[E ; rw[I ; O]]]

I Á W
¡ ` (x : W k )" :P : proc[G; M ; com[E ; rw[I ; O]]]

(output" )
¡ ` V : W ; ¡ ` P : proc[G; M ; com[E ; rw[I ; W ]]]

¡ ` hV i " :P : proc[G; M ; com[E ; rw[I ; W ]]]

. . .andsoonanalogously
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Properties
Communicationproperties:

ä If ¡ ` (x : W ):P j hV i :Q : ¦ then ¡ ` V :Y with Y Á W :

Mobility properties:
ä If ¡ ` n[ in m:P j Q ] j m[ R ] : ¦ , then

¡ ` m : ambÂ0 [M; ; ] and ¡ ` n : ambÂ1 [ ; mob[S ]; ]

with M2 S , i ; c 2 Â0 and c 2 Â1.

ä If ¡ ` m[ n[ out m:P j Q ] j R ] : ¦ ; then

¡ ` m : ambÂ0 [M; mob[Sm ]; ] and ¡ ` n : ambÂ1 [N; mob[Sn ]; ]

with o; c 2 Â0, c 2 Â1, M2 S n and Sm µ Sn .

Subjectreduction:
ä If ¡ ` P : ¦ and P ´ Q or P ¡! Q, then there exist groupsG0; : : : Gk

suchthat G0; : : : ; Gk ; ¡ ` Q : ¦ .
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DetectingOdysseus'intentions
Now, in order to assigna type to

Odysseus[ in Horse:out Horse:Destroy ] j Horse[ in Troy] j Troy[ Trojans ]

we needassumptionsof the form:

Odysseus: ambc[Achaean; mob[f Ground; Toy; City g]; ]

Horse: ambioc [Toy; mob[f Ground; City g]; ]

Troy : ambioc [City ; ; ]

representingthat Odysseusis an Achaeanintentionedto moveinto a City !

On the other hand,underassumptionsof the form

Odysseus: ambc[Achaean; mob[f Ground; Toyg]; ]

the Trojans shouldnot fear any attack from Odysseus.

But what if Odysseusis lyingabout his intentions(i.e. type)?
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Addingco-capabilities
ReductionSemantics:

n[ in m:P j Q ] j m[ in ®:R j S ] ¡! m[ n[ P j Q ] j R j S ] for® 2 f ?;ng

m[ n[ out m:P j Q ] j R ] j out ®:S ¡! n[ P j Q ] j m[ R ] j S for® 2 f ?;ng

Mobility Types:(extended: C tellswhich processesareallowedin.)

M ::= mob[S ; C]

SubtypingRelation:(extended)

(sMob)
G0 µ G1; C0 µ C1

mob[G0; C0] Á mob[G1; C1]
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Good Valuesin BSA
(Val in)

¡ ` V :ambi [G; M ; com[E ; F ]]

¡ ` in V :cap[H; mob[f Gg; ; ]; E ]

(Valout)
¡ ` V :ambo[G; mob[S ; C]; com[E ; F ]]

¡ ` out V :cap[H; mob[S ; ; ]; F ]

(Valcoin)
¡ ` V :ambi [G; M ; com[E ; F ]]

¡ ` in V :cap[H; mob[; ; f Gg]; F ]

(Valcoout)
¡ ` V :ambo[G; M ; com[E ; F ]]

¡ ` out V :cap[H; mob[; ; f Gg]; F ]

(Valcoin?)
G2 dom(¡)

¡ ` in ? :cap[G; mob[; ; U ]; zero]

(Valcoout?)
G2 dom(¡)

¡ ` out ? :cap[G; mob[; ; U ]; zero]

In (Val in); (Valout); (Valcoin); (Valcoin); assumeH2 ¡
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Good Processes{ Mobility in BSA
(Pro0)

G2 dom(¡)

¡ ` 0:proc[G; mob[; ; ; ]; com[zero; zero]]

(Propfx)
¡ ` V :cap[G; M ; F ]; ¡ ` P:proc[G; M ; com[E ; F ]]

¡ ` V:P:proc[G; M ; com[E ; F ]]

(Proamb)
¡ ` V :ambc[H; mob[S ; C]; com[E ; F ]]
¡ ` P:proc[H; mob[S ; C]; com[E ; F ]]

G2 S
¡ ` V [ P ]:proc[G; mob[; ; f Hg]; com[F; zero]]
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Control Propertiesin BSA
AccessControl Theorem:

Whenever

¡ ` m[ in ®:P j Q ] : ¦ or ¡ ` m[ out ®:P j Q ] : ¦ ;

with ® 2 f ?;ng, then

ä ¡ ` m : ambÂ0 [ ; mob[ ; C]; ], and

ä either® = ? andC = U ,

ä or ® = n with¡ ` n : ambÂ1 [N; ; ] andN2 C.
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Usingco-capabilitiesto defendTroy
Our running examplein BSA:

The Trojan War , Odysseus[ in Horse:out Horse:Destroy ]
¯
¯ Horse[ in ? :in Troy]
¯
¯ Troy[ in Horse:Trojans j out Odysseus:Sinon ]

which can be well-typedonly if

¡ ` Troy : ambioc [City ; mob[ ; f Toy; Achaeang]; ]

That is if Troy (in suicidalmood) allowed Achaeansin.
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Usingco-capabilitiesto defendTroy (ctd)
Considernow the system:

The Trojan Trap , Odysseus[ in Horse:out Horse:Destroy ]
¯
¯ Horse[ in ? :in Troy]
¯
¯ Troy[ in Horse:Trojans ]

This situation would be perfectly safefor Troy (but dangerousfor Odysseus!)
providedwe can type it under the assumptionsof the form

Odysseus: ambc[Achaean; ; ]

Horse: ambioc [Toy; ; com[E ; 0]]

Troy : ambioc [City ; mob[; ; C]; ]

with Achaean62C.
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SummaryofLectureIV
We focusedon ambientmobility, introducingambientsand their exchangetypes,
boxed ambientsand their mobility types.

FurtherReading
Mobile Ambients,a \hot topic": lots of papers. Referencesfor this lectureare:

ä Mobile ambients(Cardelli,Gordon)

ä Mobility types(Cardelli,Ghelli,Gordon)

ä Polymorphic Typing (Amtoft, Kfoury, Pericas)

ä SafeAmbients(Levi,Sangiorgi)

ä Boxed Ambients(Bugliesi,Crafa,Castagna)

ä Typing and Subtyping Mobility (Merro,Sassone)

ä : : : a long list, : : :
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GlobalComputing

| LectureV |

TowardsAmbient ResourceControl

|||
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TheCaseforResourceUsageControl
GlobalComputinginvolvescenarios wheremobiledevicesenter and exitdomains
and networks.

TypicalDevices:
Today: SmartCards,Embeddeddevs(e.g.in cars),Mobilephones,PDAs,Satnavigators,.. .
Tomorrow: PAN,VAN,D-ME,P-COM,...

Requirements:
ä Security: Authentication,Privacy, NonRepudiation

ä TrustFormationandManagement

ä Context(e.g.Location)Awareness

ä DynamicLearningandAdaptability

ä PoliciesofAccessControl andtheirEnforcement

ä NegotiationofAccess,AccessRights,ResourceAcquisition

ä ProtectionofResourceBounds...

Central Notion:

ResourceUsage
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RoadmapforLectureV

ä Control of Interferencein MobileAmbients: manageablevs expressive:
how do you want your calculus?

ä Secrecyin UntrustedNetworks:crypto-primitives for mobileagents

ä Ambients withBoundedCapacity: make realistichypothesison ambient
capacitiesand processes'spaceconsumption.
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Interferencesin MobileAmbients
ä The inherentnondeterminismof movementmay go wild: GraveInterferences.

k[ n[ in m:P j out k:R ] j m[ Q ] ]

ä IntroducingSafeAmbients

n[ in m:P j Q ] j m[ in m:R j S ] ¡ ! m[ n[ P j Q ] j R j S ]

ä Co-capabilitiesand single-threadednessrule out graveinterferences
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MobileBoxedAmbients
ä open's nature of ambientdissolveris a potential sourceof problems.

ä Direct communicationas alternativesourceof expressiveness:MobileBoxed
Ambients. Perform I/O on a subambientn's local channel(viz. (x)n ) as well as
from the parent's local channel(viz. (x)" )

(x)n :P j n[ hM i : Q j R ] ¡ ! Pf M =xg j n[ Q j R ]

hM i :P j n[ (x)" : Q j R ] ¡ ! P j n[ Qf M =xg j R ]:

ä But it is a great sourceof non-localnondeterminismand communication
interference.

m[ (x)n :P j n[ hM i j (x):Q j k[ (x)" :R ] ] ]
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IntroducingNBA:Communication
NBA: a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels,for localand upwardcommunications.

(x)n :P j n[ hM i^̂: Q j R ] ¡ ! Pf M =xg j n[ Q j R ]

hM i n :P j n[ (x)^̂: Q j R ] ¡ ! P j n[ Qf M =xg j R ]

NBA: a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels,for localand upwardcommunications.

(x)n :P j n[ hM i^̂: Q j R ] ¡ ! Pf M =xg j n[ Q j R ]

hM i n :P j n[ (x)^̂: Q j R ] ¡ ! P j n[ Qf M =xg j R ]

ä Expressiveness??

ä Hmm, rather poor: n[ P ] cannot, for instance,communicatewith childrenit
doesn't know statically. It can neverlearn about incomingambients,and will
neverbe able to talk to them.

GlobalComputing{ pp.172/224



¿ n o À

OregonSummerSchool

IntroducingNBA:Communication
NBA: a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels,for localand upwardcommunications.

(x)n :P j n[ hM i^̂: Q j R ] ¡ ! Pf M =xg j n[ Q j R ]

hM i n :P j n[ (x)^̂: Q j R ] ¡ ! P j n[ Qf M =xg j R ]

ä Expressiveness??

ä Hmm, rather poor: n[ P ] cannot, for instance,communicatewith childrenit
doesn't know statically. It can neverlearn about incomingambients,and will
neverbe able to talk to them.

GlobalComputing{ pp.172/224



¿ n o À

OregonSummerSchool

IntroducingNBA:Communication
NBA: a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels,for localand upwardcommunications.

(x)n :P j n[ hM i^̂: Q j R ] ¡ ! Pf M =xg j n[ Q j R ]

hM i n :P j n[ (x)^̂: Q j R ] ¡ ! P j n[ Qf M =xg j R ]

ä Expressiveness??

ä Hmm, rather poor: n[ P ] cannot, for instance,communicatewith childrenit
doesn't know statically. It can neverlearn about incomingambients,and will
neverbe able to talk to them.

GlobalComputing{ pp.172/224



¿ n o À

OregonSummerSchool

IntroducingNBA:Communication
NBA: a freshfoundationbasedon: eachambientcomesequipped with two
mutually non-interferingchannels,for localand upwardcommunications.

(x)n :P j n[ hM i^̂: Q j R ] ¡ ! Pf M =xg j n[ Q j R ]

hM i n :P j n[ (x)^̂: Q j R ] ¡ ! P j n[ Qf M =xg j R ]

ä Expressiveness??

ä Hmm, rather poor: n[ P ] cannot, for instance,communicatewith childrenit
doesn't know statically. It can neverlearn about incomingambients,and will
neverbe able to talk to them.

GlobalComputing{ pp.172/224



¿ n o À

OregonSummerSchool

IntroducingNBA:Mobility
ä Let us introduceco-actionsof the form enter(x) which havethe e®ectof
binding the variable x.

ä Sucha purelybinding mechanismdoesnot providea way control of access,
but only to registersit. As a (realistic) accessprotocol wherenewlyarrived
agentsmust registerthemselvesto be grantedaccessto local resources.

ä Needa ¯ner mechanismof accesscontrol:

a[ enterhb; ki :P j R ] j b[ enter(x; k):Q j S ] ¡ ! b[ a[ P j R ] j Qf a=xg j S ]

This representan accessprotocol wherethe credentialsof incomingprocesses(k
in the rule above) are controlled,asa preliminary stepto the registrationprotocol.
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NBA:Syntax
Names: a;b;: : : n; x; y; : : : 2 N

Locations: Messages:
´ ::= a nestednames M ; N ::= a name

j ^̂ enclosingamb j enterhM ; N i may enter

j ? local j exithM ; N i may exit
j M :N path

Processes: Pre¯xes:
P ::= 0 nil process ¼ ::= M messages

j P1jP2 composition j (x1; : : : ; xk )´ input
j (º n)P restriction j hM 1; : : : ; M k i ´ output
j !¼:P replication j enter(x; M ) allowenter
j M [ P ] ambient j exit(x; M ) allowexit
j ¼:P pre¯xing
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NBA:ReductionSemantics
mobility

n[ enterhm; ki :P j R ]
¯
¯ m[ enter(x; k):Q j S ] ¡ ! m[ n[ P j R ] j Qf n=xg j S ]

n[ m[ exithn; ki :P j R ] j S ]
¯
¯ exit(x; k):Q ¡ ! m[ P j R ] j n[ S ] j Qf m=x g

communication
(~x):P

¯
¯ h ~M i :Q ¡ ! P f ~M =~xg j Q

(~x)n :P
¯
¯ n[ h ~M i^̂:Q j R ] ¡ ! P f ~M =~xg

¯
¯ n[ Q j R ]

h ~M i n :P
¯
¯ n[ (~x)^̂:Q j R ] ¡ ! P

¯
¯ n[ Qf ~M =~xg j R ]

structuralcongruence
P ´ Q; Q ¡ ! R; R ´ S =) P ¡ ! S
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A one-to-onecommunicationserver
ä Let w(k) be a bidirectionalforwarder for any pair of incomingambients.

w(k) , w[ enter(x; k):enter(y; k):(!(z)x :hzi y j!(z)y :hzi x ) ]

An agentcan be de¯ned as: A(a; k; P; Q) , a[ enterhw; ki :P j exithw; ki :Q ] and
a communicationserveras:

o2o(k) = (º r ) ( r [ hi^̂ ]j! ( )r :(w(k) j exit( ; k):exit( ; k):r [ hi^̂ ]) )

ä It can be provedthat oncetwo agentsengagein communicationno other
agentknowing the key k can interferewith their completingthe exchange.In
formulas:

(º k)( o2o(k) j A (k; a1; hM i ^̂:P1; Q1) j A (k; a2; (x)^̂:P2f xg; Q2) j ¦ i 2 I A (K ; ai ; Ri ; Si ) )

=) »= c (º k)( o2o(k) j a1[ P1 j Q1 ] j a2[ P1f M =xg j Q2 ] j ¦ i 2 I A (K ; ai ; Ri ; Si ) )
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A print server
ä The following processassignsa progressivenumber to incomingjobs.

enqueuek , (º c) ( c[ h1i^̂ ] j !(n)c:enter(x; k):hni x :c[ hn + 1i^̂ ])

ä We can turn it into a print server(which consumessuchnumbers).

prtsrv(k) , k[ enqueuek j print ]

print , (º c) ( c[ h1i^̂ ] j !(n)c:exit(x; n):(dat)x :(Pf datg j c[ hn + 1i^̂ ])

ä A client then acts as:

job(M ; k) , (º p)p[ enterhk; ki :(n)^̂:(º q)q[ exithp;ni :hM i^̂ ] ]

It entersthe serverprtsrv(k) (using enqueue), it is assigneda number that it uses
as a password to carry job M to print (which eventuallywill bind it to dat in P.
(Dynamic namediscoveryand passwords are fundamentalhere.)
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GoodiesofNBAoverBA
ä A good set of equationallaws

ä A simplertype system

ä A soundLTS characterisationof barbed congruence.

ä No signi¯cant lossof expressivepower
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SomeEquationalLaws
GarbageCollectionlaws

ä l[ (~xi )n :P j (~x):Q j h~M i m :R ] »= c 0

ä l[ (~x)n :P j h~M i :P j h~M i m :P ] »= c 0

Communicationlaws

ä l[ h ~M 0i^̂ j h ~M 1i^̂ ] »= c l [ h ~M 0i^̂ ] j l [ h ~M 1i^̂ ]

ä l [ (~x):P j h~M i :Q ] »= c l [ Pf ~M =~xg j Q ]

ä (º l)( (~x)l :P j l [ h~M i^̂:Q ] ) »= c (º l )( Pf ~M =~xg j l [ Q ] )

ä m[ (~x)l :P j l [ h~M i^̂:Q ] ] »= c m[ Pf ~M =~xg j l [ Q ] ]

Mobility laws

ä (º p)(m[ enterhn; pi :P ] j n[ enter(x; p):Q ]) »= c (º p)(n[ Qf m=xg j m[ P ] ])

ä l [ m[ enterhn; pi :P ] j n[ enter(x; p):Q ] ] »= c l [ n[ Qf m=xg j m[ P ] ] ]
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A TypeSystemforNBA
ä Types

MessageTypes W ::= N[E ] ambient/password
j C[E ] capability

ExchangeTypes E; F ::= Shh no exchange
j W1 £ : : : £ Wk tuples (k ¸ 0)

ProcessTypes T ::= [E ; F ] local/upward exchange

N[E ] typesboth ambientsand passwords; Shhis the silent type; N[Shh] is an
ambientwith no upward exchangesor a password that revealthe visitor's name.

ä TypeEnvironments

(Env Empty)

? ` ¦

(Env name)
¡ ` ¦ a =2 Dom(¡)

¡ ; a : W ` ¦
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TypingRules
ä Messages

(Projection)
¡ ; a : W; ¡ 0 ` ¦

¡ ; a : W; ¡ 0 ` a : W

(Path)
¡ ` M 1 : C[E1] ¡ ` M 2 : C[E2]

¡ ` M 1:M 2 : C[E1 t E2]

(Enter)
¡ ` M : N[E ] ¡ ` N : N[F ] (F 6 G)

¡ ` enterhM ; N i : C[G]

(Exit)
¡ ` M : N[E ] ¡ ` N : N[F ] (F 6 G)

¡ ` exithM ; N i : C[G]

ä Processes
(Par)

¡ ` P : [E ; F ] ¡ ` Q : [E ; F ]

¡ ` P j Q : [E ; F ]

(Repl)
¡ ` P : [E ; F ]

¡ ` !P : [E ; F ]

(Dead)
¡ ` ¦

¡ ` 0 : [E ; F ]
(New)

¡ ; n : N[G] ` P : [E ; F ]

¡ ` (º n :N[G])P : [E ; F ]
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TypingRules:II
ä Processes:mobility

(Amb)
¡ ` M : N[E ] ¡ ` P : [F; E ]

¡ ` M [ P ] : [G; H ]

(Pre¯x)
¡ ` M : C[F ] ¡ ` P : [E ; G] (F 6 G)

¡ ` M :P : [E ; G]

(Co-enter)
¡ ` M : N[ ~W ] ¡ ; x : N[ ~W ] ` P : [E ; F ]

¡ ` enter(x; M ):P : [E ; F ]

(Co-exit)
¡ ` M : N[ ~W ] ¡ ; x : N[ ~W ] ` P : [E ; F ]

¡ ` exit(x; M ):P : [E ; F ]

(Co-enter-silent)
¡ ` M : N[Shh] ¡ ` P : [E ; F ] x 62fv(P )

¡ ` enter(x; M ):P : [E ; F ]

(Co-exit-silent)
¡ ` M : N[Shh] ¡ ` P : [E ; F ] x 62fv(P )

¡ ` exit(x; M ):P : [E ; F ]
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TypingRules:II
ä Processes:I/O

(Input)
¡ ; ~x : ~W ` P : [ ~W ; E ]

¡ ` (~x : ~W ):P : [ ~W ; E ]

(Input̂̂ )
¡ ; ~x : ~W ` P : [E ; ~W ]

¡ ` (~x : ~W )^̂:P : [E ; ~W ]

(InputM )
¡ ` M : N[ ~W ] ¡ ; ~x : ~W ` P : [G; H ]

¡ ` (~x : ~W )M :P : [G; H ]

(Output)
¡ ` ~M : ~W ¡ ` P : [ ~W ; E ]

¡ ` h ~M i :P : [ ~W ; E ]

(Output̂̂ )
¡ ` ~M : ~W ¡ ` P : [E ; ~W ]

¡ ` h ~M i^̂:P : [E ; ~W ]

(OutputN )
¡ ` N : N[ ~W ] ¡ ` ~M : ~W ¡ ` P : [G; H ]

¡ ` h ~M i N :P : [G; H ]

ä SubjectReduction. If ¡ ` P : T and P ¡ ! Q, then ¡ ` Q : T.
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Encoding:BAin NBA
We can encode BA into NBA enrichedwith a focusedform of nondeterminism.

fj P jgn = crossj hhP ii n

hhm[ P ] ii n = m[ fj P jgm ]

hh(x)a P ii n = (x)a hhP ii n

hh(x)P ii n = (x) hhP ii n + (x)^̂ hhP ii n + exit(y; pw)( x)y hhP ii n

hh(x)" P ii n = (º p)p[ exithn; pri :(x)^̂:enterhn; pi :hxi ^̂ ] j enter(y; p)( x)y hhP ii n

hhhM i a P ii n = hM i a hhP ii n

hhhM i P ii n = hM i hhP ii n + hM i ^̂ hhP ii n + exit(y; pr)hM i y hhP ii n

hhhM i " P ii n = (º p)p[ exithn; pwi :hM i ^̂:enterhn; pi :h¢i ^̂ ] j enter(y; p)( )y hhP ii n

where cross= !enter(x; mv)j!exit(x; mv), in n = enterhn; mvi , and out n = exithn; mvi
and p; y =2 fn(P ).

ä Thm. The encoding is operationallysound. If P and Q are single-threaded,
then it is equationallysound,that is fj P jgn

»= c fj Q jgn impliesP »= c Q.
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Secrecyin thepi calculus
ä exchangemessagesover private channels

(º n)( nhmi j n(x):P )

ä No third processcan
ä discoverm by interacting with the process
ä causea di®erentmessageto be sent on n

ä Or is it?
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Secrecyin thespicalculus
Not the spi calculusway, as we saw. In a distributed system

(º n)( nhmi
| {z }

at site A

j n(x):P
| {z }
at site B

)

ä Link betweenA and B may be physicallyinsecure,regardlessof the privacy
of n

ä useprivate keysto encrypt connectionsoverpublic channels

(º n)( phf mgn i j p(y):casey of f xgn in P )

ä anybody can readon p
ä only the intendedrecipientsknow n and will readm
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Secrecyin theMobileAmbients
Names¼ Cryptokeys:Carrying messagesinsideprivateambientspreserves
messageintegrity and privacy. Or, doesit?

(º n)( a[ n[ out a:in b:hM i ] ] j b[ open n:(x)P ] )

It actually o®erspoor guarantees,as n must be revealedalongthe move.

Howto providestrongerprotection?
ä Commit to agentstheir own security, with co-capabilities

(º n)(a[ n[ out a:in b:open n:hM i ] ] j b[ in b:open n:(x)P ])

No onecan open n and readM before n reachesb.

ä Protect ambientsby encapsulatingthem

(º n)(a[ p[ out a:in bj n[ hM i ] ] ] j b[ open p:open n:(x)P ])

A public ambientp carriesa private ambientn, which neednot revealits
nameto move.

GlobalComputing{ pp.187/224



¿ n

¨

o À

OregonSummerSchool

Secrecyin theMobileAmbients
Names¼ Cryptokeys:Carrying messagesinsideprivateambientspreserves
messageintegrity and privacy. Or, doesit?

(º n)( a[ n[ out a:in b:hM i ] ] j b[ open n:(x)P ] )

It actually o®erspoor guarantees,as n must be revealedalongthe move.

Howto providestrongerprotection?
ä Commit to agentstheir own security, with co-capabilities

(º n)(a[ n[ out a:in b:open n:hM i ] ] j b[ in b:open n:(x)P ])

No onecan open n and readM before n reachesb.

ä Protect ambientsby encapsulatingthem

(º n)(a[ p[ out a:in bj n[ hM i ] ] ] j b[ open p:open n:(x)P ])

A public ambientp carriesa private ambientn, which neednot revealits
nameto move.

GlobalComputing{ pp.187/224



¿ n o À

OregonSummerSchool

Secrecy:Neednewprimitives?
Case I: Physicaldevices:

ä the ¯rst proposal is all we need: physicaldevicescan easilyperform
accesscontrol, suchas that encompassedby co-capabilities

Case II: Softagents
ä the ¯rst proposal is pointlessin \ untrusted" networks. Similarly, the second

proposalpresupposesencryptionfor data and code and appliesonly partially
to active agents,which may not moveautonomouslywhenencrypted.

A crypto-primitive: subjectiveaccesscontrol usingco-capabilities+ data
encryptionto preservesecrecyof data while agentsmoveautonomously

n[ sealk:P j Q ] ¡ ! nfj P j Q jgk
sealedunderk

crypto-key

E®ects:
ä blocksmessageexchangesand encryptstheir contents;

ä the sealedambient cannot communicate,but it may move.
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SealedAmbients
ä The mechanismto resumeto a fully operationalstate is associated to
movementsand co-capabilitiescontainingkeys

nfj in m:P j Q jgk j mf in f xgk :R j R0g ¡ ! mf n[ P j Q ] j Rf n=xg j R0g
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(º k)a[ n[ sealk:out a:in b:hM i^̂ ] ] j b[ in f xgk :(y)x :P ]

¡ ! (º k)a[ nfj out a:in b:hM i^̂ jgk ] j b[ in f xgk :(y)x :P ]

¡ ! (º k)a[ ] j nfj in b:hM i^̂ jgk j b[ in f xgk :(y)x :P ]
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CBA:Syntax
Expressions

M ; N ::= k; : : : ; q names
j x; : : : ; z variables
j in M enterM
j out M exitM
j in letenter
j out letexit
j M :M path

Locations

´ ::= a child
j " parent
j ? local

Pre¯xes

¼ ::= M path
j (x1; : : : ; xk )´ input
j hM 1; : : : ; M k i ´ output
j in f xgM ; let in & unseal
j out f xgM letout& unseal
j sealM sealing

Processes

P ::= 0
j ¼:P
j (º n)P
j P j P
j !¼:P
j M [ P ]
j M fj P jgN
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Silent Reduction
Silent EvaluationContext: SE ::= [¡ ] j (º n)SE j SE j P j n[ SE ] j nfj SE jgk

Mobility I

nf in m:P j Q g j mf in :R j S g
shh

¡ ¡ ¡! mf nf P j Q g j R j S g (enter)

mf nf out m:P j Q g j R g j out :S
shh

¡ ¡ ¡! nf P j Q g j mf R g j S (exit)

Mobility II

n fj in m:P j Q jgk j mf in f xgk :R j S g
shh

¡ ¡ ¡! mf n[ P j Q ] j Rf n=xg j S g (K-enter)

mf P j n fj out m:Q j R jgk g j out f xgk :S
shh

¡ ¡ ¡! mf P g j n[ Q j R ] j Sf n=xg (K-exit)

n[ sealk:P j Q ]
shh

¡ ¡ ¡! nfj P j Q jgk (seal)

StructuralRules

P ´ Q; Q
shh

¡ ¡ ¡! R; R ´ S =) P
shh

¡ ¡ ¡! S (struct)

P
shh

¡ ¡ ¡! Q =) SE[P]
shh

¡ ¡ ¡! SE [Q] (context)
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Reduction

EvaluationContext E ::= [¡ ] j (º n)E j P j E j E j P j n[ E ]

Communication

(local) (~x)P j h~M i Q ¡ ! Pf ~M =~xg j Q

(inputn) (~x)n P j n[ h~M i " Q j R ] ¡ ! Pf ~M =~xg j n[ Q j R ]

(outputn) h~M i n P j n[ (~x)" Q j R ] ¡ ! P j n[ Qf ~M =~xg j R ]

StructuralRules

(silent) P
shh

¡ ¡ ¡! Q ) P ¡ ! Q

(struct) P ´ Q; Q ¡ ! R; R ´ S ) P ¡ ! S

(context) P ¡ ! Q ) E [P] ¡ ! E [Q]
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Remarks
ä No explicitdata encryption(delegateit to implementation).

ä At most one levelof sealing.

ä Silent reductionsdo notapply underpre¯x.

ä Reductionsdo notapply underpre¯xand sealedambients.

ä Nocomputation, exceptmobility, for sealedambients
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Encodingofspi

ä Idea:representan encryptedmessagewith a sealedambientwhich
containsthe message.

Communicatingthe encryptedmessagesis communicatingthe nameof the
correspondingambient.

ä Usethree translationmaps,with [[ ¢]] leading(and p a name):

hh¢ii p : Expressions7¡! Expressions

[[ ¢]] p : Expressions7¡! Processes

[[ ¢]] : Processes7¡! Processes

ä hhM ii p returnsp, the nameof the ambient that storesM .
Correspondingly, [[M ]] p storesM into an ambientnamedp.
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Encodingofspi
ä Theencoding(monadiccase)

hha ii p , a; hhf M gk ii p , p

[[a]] p , 0

[[f M gk ]] p , (º q)( [[M ]] q j p[ (x)^̂:sealk:in x:hhhM ii qi ^̂ ])

[[0]] , 0; [[(º n)P]] , (º n)[[P]] ; [[P j Q]] , [[P ]] j [[Q]]

[[bhM i ]] , (º q)( [[M ]] q j b[ hhhM ii qi ^̂ ])

[[b(x)P]] , (x)b[[P]]

[[caseM of f xgk in P]] , let z = hhM ii p in

(º p)( [[M ]] p j (º c)(hci z j c[ in f ygk :(x)y hxi^̂ ] j (x)cP))

ä Thm.The encoding is equationallysound.
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Secrecy, by typing
TypingSystem:Secrecyis capturedby a type system` which may classify
processesasuntrustedand data aspublicif it can be exchangedwith untrusted
process.

ä Typessplit the world in two: TRUSTEDvs UNTRUSTED.

TRUSTED UNTRUSTED

Messagetypes W N[E], Key[E ] Public

Exchangetypes E (W1; : : : ; Wk ), Shh

ProcessTypes T [E ; F ] Un

ä The type system
ä allows interactionsbetweenthe two components
ä preservesthe desiredsecrecyinvariants on the trusted components.
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TypesforSecrecy
MessageTypes

ä Public: messagesthat may be exchangedwith untrustedprocesses.
Includesmovement(co-)capabilities

ä N[E ]: ambientswith upward E exchanges(as usual)

ä Key[E ]: keysthat may apply to ambientsof type N[E ]

ProcessTypes
ä Un: unknown processes

ä [E,F]: processeswith local E exchanges+ upward F exchanges
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TrustedandUntrusted
Therulesof thegame:How do TRUSTEDand UNTRUSTEDinteract?

ä mobility forfree:(un)trusted ambientsmay traverse(un)trusted sites;

ä NOlocalexchangesbetweentrusted and untrustedprocesses;

ä YEShierarchicalexchangesof public valuesallowed betweentrusted and
untrustedprocesses.

TypingRules:A Manicheanview of the world.

ä Eachprocessform hastwo typing rules,dependingon whetheris trusted or
untrusted .

ä Trustedsystemsexchangingpublic valueswith the untrustedcomponents
becomethemselvesuntrusted
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Sampletypingrules
(Co-InKey)

¡ ` M : Key[E ]
¡ ; x:N[E ] ` P : [G; H ]

¡ ` in f xgM :P : [G; H ]

(UntrustedCo-In)
¡ ` M : Public
¡ ; x:Public ` P : Un

¡ ` in f xgM :P : Un

(Amb Seal)
¡ ` N : Key[E ]
¡ ` M : N[E ]
¡ ` P : [F; E ]

¡ ` M fj P jgN : T

(UntrustedAmb Seal)
¡ ` N : Public
¡ ` M : Public
¡ ` P : Un

¡ ` M fj P jgN : T

(InputM Amb)
¡ ` M : N[W1; : : : ; Wn ]
¡ ; x1 : W1; : : : ; xn : Wn ` P : [E ; F ]

¡ ` (x1; : : : ; xn )M P : [E ; F ]

(UntrustedInputM )
¡ ` M : Public
¡ ; xi : Public ` P : Un

¡ ` (x1; : : : ; xk )M P : Un
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Propertiesof theTypeSystem
ä Subject Reduction

If ¡ ` P : T and P ¡ ! Q, then ¡ ` Q : T.

ä Typability
Let f a1; ::; an g = fn(P) and f x1; ::; xm g = fv(P) then

a1 : Public; : : : ; an : Public; x1 : Public; : : : ; xm : Public ` P : Un

ä and Secrecy. . .
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SecrecyandAdversaries
Intuitively:

A processpreservesthesecrecyofapieceofdataM if it doesnotpublishM , or
anythingthatwouldpermitthecomputationofM .

S-Adversary:Context A(¡ ) which initially knows all namesand capabilitiesin S.

RevealingNames:P may revealn to S if there existsan S-adversary A(¡ ) , a
context C( ¡ ) , and a namec 2 S not bound by C( ¡ ) suchthat:

A(P) =) C( c[ hni^̂ j Q ]) :

This capturestwo kinds of attacks

ä an hostilecontext enclosinga trusted process,as in a[ Q j ( ¡ ) ],

ä a maliciousagentmounting an attack to a remotehost, as in
a[ in p:in q:Q j Q0] j ( ¡ ) .

SecrecyTheorem:Well-typedprocessesdonotrevealtheirsecretspublicly. Formally, if
¡ ` P : Un and ¡ ` s : W 6= Public, then P preservesthe secrecyof s from all
public channels,i.e. for S = f a j ¡ ` a : Publicg [ f in a;out a j a 2 ¡ g.
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Questions

ä Sealing/unsealingis a rather °exible mechanism.

ä How and how e±ciently can the underlyingmechanismof selective
encryptionbe implemented?

ä Sealingprovidesfor secrecyof messages.It would be nice to havemore, eg
hiding part of the agentstructure.

ä Canguaranteesof data integrity be establishedalongsimilar lines.
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Dimensions,Capacities,Mobility
Focus: Capacity BoundsAwareness.

BoCa:BoundedCapacities

ä SubjectiveMobility

ä BoundedCapacity Ambients

ä Spaceas a linear co-capability.

ä Fine control of capacity.

a[ in b: P j Q ] j b[ j R ] ¡ ! j b[ a[ P j Q ] j R ]

subjectivemovecapability

spaceco-capability
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MinimalDesiderata
ä Realisticabout spaceoccupation. Biggerprocessestake more space.

n[ in m : big_and_fat_P] j m[ ] j n[ in m : small_and_slim_P]

ä Replicationmust be handledappropriately

a[ !P ] = a[ !P j P ] = a[ !P j P j P ] = a[ !P j P j P j P ] = : : :

Allow an analisysof variation in spaceoccupation

ä More precisely, control processspawning.

Computationtakesspace,dynamically, andwe'dliketo modelit.
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A CalculusofBoundedCapacities:Movement
Fundamentals:SpaceConsciousMovement

a[ in b: P j Q ] j b[ j R ] ¡ ! j b[ a[ P j Q ] j R ]

j b[ a[ out b: P j Q ] j R ] ¡ ! a[ P j Q ] j b[ j R ]

Example:Travellingneedsbutconsumesnospace.

a[ in b: in c: out c: out b: 0 ] j b[ j c[ ] ]

&& j b[ j c[ a[ out c: out b: 0 ] ] ]

&& a[ 0 ] j b[ j c[ ] ]
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TermWell-formedness
Fundamentals:SpaceConsciousMovement
ä But the sizeof travellersmatters!

ak [ in b: P j Q ] j b[

k times
z }| {

j : : : j j R ] ¡ !

k times
z }| {

j : : : j j b[ ak [ P j Q ] j R ]

j : : : j
| {z }

k times

j b[ ak [ out b: P j Q ] j R ] ¡ ! ak [ P j Q ] j b[ j : : : j
| {z }

k times

j R ]

Whatistheak? A well-formednessannotationmeasuringthe sizeof P.

It countsspaces:weight( ) = 1, weight(ak [ P ]) = k if weight(P) = k, ? otherwise.

Reductiononly for well-formedterms: (1) weightsappear as conditionson
reductions;(2) the calculus'operators make only sensewith type annotations.

Notation.We use k as a shorthand for j : : : j
| {z }

k times

.
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A CalculusofBoundedCapacities:Open
Fundamentals:SpaceConsciousOpening

opn a : P j ak [ opn : Q j R ] ¡ ! P j Q j R

Example:RecoveringMobileAmbients.

[[ a[ P ] ]] , a0[ !opn j [[ P ]] ]

[[(º a)P]] , (º a0)[[P]]

: : :
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A CalculusofBoundedCapacities:Spawning
Fundamentals:SpaceConsciousProcessActivation

. k P j k ´ P

Fundamentals:SpaceConsciousProcessActivation

. k P j k ¡ ! Ppassiveprocess:
weighs0

P weighsk

Example:Replication: !k , !. k

!. k P j k ¡ ! !. k P j P

Typesensureonly 0-weightedprocessesare replicable:One must usespawning,
so that replicationneedsspaceproportional to the process'weight.

Example:Recursion(well,almost):

rec(X k )P , (º X k )( !opn X : . k bP j X [ k ]); where bP , Pf X [ k ]=X g
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BoCa:Examples(Open)
Example:Ambient Spawning

spwk b[ P ] , exp0[ out a : opn : . k b[ P ] ]

Then,
a[ spwk b[ P ] j Q ] j k j opn exp ¡ ! a[ Q ] j b[ P ]:

The father must provideenoughspacefor the activation, of course.

Example:Ambient Renaming

a be bk : P , spwk
ab[ k j opn a ] j in b: opn : P:

Then,
k j opn x j ak [ a be bk : P j Q ] ¡ ! b[ P j Q ] j k :

Ambient a needsto borrow spaceto renameitself.
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A CalculusofBoundedCapacities:Transfer
Fundamentals:SpaceAcquisitionandRelease

â̂ : P j j ak [ ·· : Q j R ] ¡ ! P j ak+1 [ Q j j R ]

ak+1 [ � : P j j S ] j bh [ a� : Q j R ] ¡ ! ak [ P j S ] j bh+1 [ Q j j R ]

TransferfromChild:

getfromchilda : P , (º n)(opn n : P j n[ a :opn ])

Example:A MemoryModule

memMod , mem[ 256M B j ! j !free ]

malloc , m[ !mem : free[ out m: m : ] j ! ]

memMod j malloc ¡ ! 256M B mem[ ! j !free ] j m[ 256M B j : : : ] ¡ ! 2£ 256M B

mem[ ! j !free ] j malloc j free256M B [ j ] ¡ ! 256M B memMod j malloc j : : :
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mem[ ! j !free ] j malloc j free256M B [ j ] ¡ ! 256M B memMod j malloc j : : :
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A CalculusofBoundedCapacities:Transfer
Fundamentals:SpaceAcquisitionandRelease

â̂ : P j j ak [ ·· : Q j R ] ¡ ! P j ak+1 [ Q j j R ]

ak+1 [ � : P j j S ] j bh [ a� : Q j R ] ¡ ! ak [ P j S ] j bh+1 [ Q j j R ]

TransferfromChild:

getfromchilda : P , (º n)(opn n : P j n[ a� :opn ])

Example:A MemoryModule

memMod , mem[ 256M B j ! � j !free� ]

malloc , m[ !mem� : free[ out m: m� : � ] j ! � ]

memMod j malloc ¡ ! 256M B mem[ ! � j !free� ] j m[ 256M B j : : : ] ¡ ! 2£ 256M B

mem[ ! � j !free� ] j malloc j free256M B [ j � ] ¡ ! 256M B memMod j malloc j : : :
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Onthenatureofspace
Aneconomicvehicleformultipleconcepts

ä Availablespace:a[ j P ]

ä Occupiedspace:M : . (Notation:M : N.)

ä Lostspace:(º a)ak [ k ]. (Notation:0k .)

destroyk , (º a)( â̂ : : : : : â̂| {z }
k times

:0 j a0[ ·· : : : : : ··| {z }
k times

:0 ])

destroyk j k ¡ ! k 0k
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A CalculusofBoundedCapabilities:Syntax
Syntax

P ::= j 0 j M : P j P j P j M [ P ] j !P j . k P j (º n : ¼)P j (x : Â)P j hM i P

C ::= in M j out M j opn M j M ^̂ j �

C ::= opn j ·· j M �

M ::= " j x j C j C j M : M

StructuralCongruence:
(j ; 0) is a commutativemonoid.

(º a)(P j Q) ´ (º a)P j Q if a 62fn(Q)

(º a)0 ´ 0

(º a)hM i P ´ hM i (º a)P if a 62fn(P)

(º a)( º b)P ´ (º b)( º a)P

a[ (º b)P ] ´ (º b)a[ P ] if a 6= b

!P ´ !P j P
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BoCa:ReductionSemantics
(enter) ak [ in b: P j Q ] j b[ k j R ] ¡ ! k j b[ a[ P j Q ] j R ]

(exit) k j b[ ak [ out b: P j Q ] j R ] ¡ ! ak [ P j Q ] j b[ k j R ]

(open) opn a : P j a[ opn : Q j R ] ¡ ! P j Q j R

(tranD) â̂ : P j j ak [ ·· : Q j R ] ¡ ! P j ak+1 [ Q j j R ]

(tranS) ak+1 [ � : P j j S ] j bh [ a� : Q j R ] ¡ ! ak [ P j S ] j bh+1 [ Q j j R ]

(spawn) . k P j k ¡ ! P

(comm) (x : Â)P j hM i Q ¡ ! Pf M =xg j Q
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A SystemofCapacity Types
Capacity Types:Á;: : : are pairsof nats [n; N ], with n · N .

E®ectTypesE; : : : are pairsof nats (d; i ), representingdecs and incs.

ExchangeTypes: Â ::= Shhj Ambh¾; Âi j CaphE; Âi

Processand Ambient and Capability Types:

a : AmbhÁ;Âi a hasno lessthan Ám and no more than ÁM spaces

P : Prochk; E; Âi P weighsk and producesthe e®ectE on ambients

C : CaphE; Âi C transforms processesaddingE to their e®ects

E®ectsand capacitiescomponentwiseand are orderedas follows:

¾l Á ´ Ám · ¾m and ¾M · ÁM;
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A TypingSystem:Capabilities
(Axiom)

¡ ; a : AmbhÁ;Âi ` a : AmbhÁ;Âi

(Empty)

¡ ` " : Caph(0; 0); Âi

(In)
¡ ` M : AmbhÁ;Â0i

¡ ` in M : Caph(0; 0); Âi

(Out)
¡ ` M : AmbhÁ;Â0i

¡ ` out M : Caph(0; 0); Âi

(TranD)
¡ ` M : AmbhÁ;Â0i

¡ ` M ^̂ : Caph(0; 0); Âi

(TranS)

¡ ` � : Caph(1; 0); Âi

(Open)
¡ ` M : Ambh[n; N ]; Âi

¡ ` opn M : Caph(N ¡ n; N ¡ n); Âi
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A TypingSystem:CoCapabilitiesandProcesses

(coTranD)

¡ ` ·· : Caph(0; 1); Âi

(coTranS)
¡ ` M : AmbhÁ;Â0i

¡ ` M � : Caph(0; 1); Âi

(coOpen)

¡ ` opn : Caph(0; 0); Âi

(Composition)
¡ ` M : CaphE; Âi ¡ ` M 0 : CaphE0; Âi

¡ ` M :M 0 : CaphE+ E0; Âi

(Slot)

¡ ` : Proch1; (0; 0); Âi

(Zero)

¡ ` 0 : Proch0; (0; 0); Âi

(Input)
¡ ; x : Â ` P : Prochk; E; Âi

¡ ` (x : Â)P : Prochk; E; Âi

(Output)
¡ ` M : Â ¡ ` P : Prochk; E; Âi

¡ ` hM i P : Prochk; E; Âi
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A TypingSystem:Processes

(Pre¯x)
¡ ` M : CaphE; Âi ¡ ` P : Prochk; E0; Âi

¡ ` M : P : Prochk; E + E0; Âi

(Replication)
¡ ` P : Proch0; (0; 0); Âi

¡ ` !P : Proch0; (0; 0); Âi

(New)
¡ ; a : AmbhÁ;Âi ` P : Prochk; E; Â0i

¡ ` (º a : AmbhÁ;Âi )P : Prochk; E; Â0i

(Spawn)
¡ ` P : Prochk; E; Âi

¡ ` . k P : Proch0; E; Âi

(Parallel)
¡ ` P : Prochk; E; Âi ¡ ` Q : Prochk0; E0; Âi

¡ ` P j Q : Prochk + k0; E + E0; Âi

(Ambient)
¡ ` M : Ambh[n; N ]; Âi ¡ ` P : Prochk; (d; i ); Âi n · k ¡ d k + i · N

¡ ` M k [ P ] : Prochk; (0; 0); Â0i
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A CalculusofBoundedCapabilities
Thm:SubjectReduction
If ¡ ` P : Prochk; E; Âi and P ¡ ! Q then ¡ ` Q : Prochk; E0; Âi for someE0 l E.

Themissingbit:
Graveinterferencesin the useof spaces

a[ in b ] j b[ . P j j a[ c[ out a ] ] ]
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A CalculusofBoundedCapabilities
Thm:SubjectReduction
If ¡ ` P : Prochk; E; Âi and P ¡ ! Q then ¡ ` Q : Prochk; E0; Âi for someE0 l E.

Themissingbit:
Graveinterferencesin the useof spaces

a[ in b ] j b[ . P j j a[ c[ out a ] ] ]

rec(X k )P , (º X k )( !opn X : . k bP j X [ k ])
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A CalculusofBoundedCapabilities
Thm:SubjectReduction
If ¡ ` P : Prochk; E; Âi and P ¡ ! Q then ¡ ` Q : Prochk; E0; Âi for someE0 l E.

Themissingbit:
Graveinterferencesin the useof spaces

a[ in b ] j b[ . P j j a[ c[ out a ] ] ]

rec(X k )P , (º X k )( !opn X : . k bP j X [ k ])

¡ ! (º X k )( !opn X : . k bP j opn X : . k bP j X [ k ])
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A CalculusofBoundedCapabilities
Thm:SubjectReduction
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Graveinterferencesin the useof spaces
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rec(X k )P , (º X k )( !opn X : . k bP j X [ k ])

¡ ! (º X k )( !opn X : . k bP j opn X : . k bP j X [ k ])

¡ ! (º X k )( !opn X : . k bP j . k bP j k )

GlobalComputing{ pp.218/224



¿ n o À

OregonSummerSchool

A CalculusofBoundedCapabilities
Thm:SubjectReduction
If ¡ ` P : Prochk; E; Âi and P ¡ ! Q then ¡ ` Q : Prochk; E0; Âi for someE0 l E.

Themissingbit:
Graveinterferencesin the useof spaces

a[ in b ] j b[ . P j j a[ c[ out a ] ] ]
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Control SpaceUsage:NamedSlots
P ::= a j a. k P j ¢¢¢ (spawn) a. k P j k

a ¡ ! P

Example:Renamingslots

f x=ygk : P , y. k ( k
x j P)

Then, k
y j f x=ygk : P ¡ ! k

x j P

Example:Recursion(nowright):

rec(X k )P , (º X )( !X . k bP j k
X ); where bP , Pf k

X =X g

Example:DerivingNamedSlots

a , a[ j ]

a. k P , (º n)(n[ ak : . k opn : P ] j opn n)
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Control SpaceUsage:NamedSlots
P ::= a j a. k P j ¢¢¢ (spawn) a. k P j k

a ¡ ! P

Example:Renamingslots

f x=ygk : P , y. k ( k
x j P)

Then, k
y j f x=ygk : P ¡ ! k

x j P

Example:Recursion(nowright):

rec(X k )P , (º X )( !X . k bP j k
X ); where bP , Pf k

X =X g

Example:DerivingNamedSlots

a , a[ � j ]

a. k P , (º n)(n[ ak

� : . k opn : P ] j opn n)
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Discussion
Thisis justastart.

Yet to bedone:
ä In thelarge:Developa theory a resources,includingquantitative bounds

negotiationand enforcementin GC,which goesbeyond space.
Developlanguagesand logicsto expresspoliciesand properties. . . .

ä In thesmall:Expressivenessof BoCa; Equationaltheory; Smarter types;. . .

ä Ingeneral:A lot to be done.. .
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SummaryofLectureV
We illustrated someinitial ideasabout resourcecontrol in ambient-like
environment.In particular, accesscontrol basedon passwordsand dynamiclearning
about the environment;datasecrecydata for migrating agents;control of space
usagefor mobilemobileambients.

FurtherReading:This lecturewas basedon

ä SafeAmbients(Levi,Sangiorgi).

ä Boxed Ambients(Bugliesi,Castagna,Crafa)

ä NBA (Bugliesi,Crafa,Sassone)

ä Secrecyin UntrustedNetworks (Bugliesi,Crafa,Sassone)

ä Calculusof BoundedCapacities(Barbanera,Bugliesi,Dezani,Sassone)

Relatedwork include

ä Finite Control Ambients(Gordonetal)

ä ResourceControl in the Ambient Calculus(Telleretal)

ä ResourceUsageAnalysis(Igarashi,Kobayashi)

ä Typed AssemblyLanguages(Morrisett). . . and many more.. .
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Drawingconclusions
ä GlobalComputingis about computationovera global, highly distributed,

swiftly changingnetwork of boundedresources.

ä Centralproblemsare (third-party) resourceusage,usageanalysis,and
protection.

ä Theselectureshavefocusedon foundationalcalculi(arising alsofrom work on
concurrency),usefulto representand understandissuesin GC, and on
typessystemswhich guaranteepropertiesof relevance.

ä Whatwediscussed:
ä Name Mobility
ä Types for Safety & Contr ol
ä Asynchrony & Distribution
ä Ambient Mobility
ä Resource Contr ol

ä GCis a moving target, and very much aliveand kicking. There are many
open issuesand challengingproblems,spanning(almost) all gradesfrom
theoretical to practical.

Certainlyagood topicforaPhD...
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Thankyou

Thanks for the Attention
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A PieceofAdvertisement
ä Doyoulikeworkingonthiskindofstu®?

ä AreaPhDstudent in Europe?

Or areyoujustaboutto completeyourPhD?

ä Wouldyoumindspendingaperiod at Sussex?

ä Thenpleasecontactme,theremight beapossibility at

EUMarieCurieTrainingSiteDisCo, Distribute d Computation

EUFET-GCProjectMyths, Models and Types for Security ,

EUFET-GCProjectMikado, Mobile Calculi based on Domains,
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