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Abstract. Should the rules for IT practitioners be the same as are self-imposed by society in general, or something extra? Engineers, and in particular IT professionals, are being called on to take more and more consideration of non-technical factors when designing their systems. Every system they design is meant to be used (ultimately) by people, and yet people are very diverse and work in unexpected ways. We see this in the manager’s role in dealing with his employees, where he now has to cater for their safety, recruitment terms, and what facilities they can and cannot use within the business, for example private e-mail. Information technology itself provides new problems, such as zombies, spam and identity theft. Most importantly, businesses now accumulate vast quantities of digital personal data on their customers. Who is to say how they may or may not use this? Does the IT professional not have a say in what is right, even what is legal? The solutions to this have to be worldwide, and yet most of us can only create a local effect. The best place for an academic to start is in training the future engineers. The paper outlines the background thinking to a Professional & Legal Issues course, given to all second year students of Information Systems, Electronics, Electrical Engineering, and Computer Science, at the University of Southampton, UK.
Introduction

By what rules should IT practitioners be bound? Should these rules be the same as are self-imposed by society in general, or something extra? What extra should there be?
Let’s take some examples. A Prime Minister decides to promote an MP to the Cabinet. A journalist goes into the MP’s local video store and asks for the list of the last 10 videos that his household has borrowed. The computer system has been programmed to generate such lists on demand. What is the role of the system designer, system programmer, and counter clerk in this scenario? Can the IT practitioners blithely state “Oh, well. Anything we do can be misused by its users, and therefore we cannot be expected to take account of its uses.”

A railway infrastructure operator sub-contracts track maintenance. The maintenance company has an IT system that records all work done, and helps schedule future work. But, it does not prompt the engineers inspecting the track on likely problem areas. That is left to their competency, which is a function of how much training they were given, their own experience, and even how they felt that particular day. Should the IT system be extended to cater for problem areas, if so how and by whom? Or does including this take away skills from a supposedly trained person?

Compare that with a reputable car dealer whose service workshop has a checklist for all major and minor services, as well as the Roadworthy test scheme that must be followed to the letter. Even so, the mechanic is still expected to exercise his/her professional judgement if he/she does not believe that the vehicle is safe, and tell the owner so, in order that the workshop may be seen to do a quality job, in their own eyes.

In other words, the remit of the individual always goes further than the role attached to them by their job specification, and we are all expected to “work as a team”, even though it might be out of our own sphere of operation, but within our area of competency.

You will have heard that the Hippocratic Oath which doctors take contains the sentence “first, do no harm.”
 (It is more correctly attributed to the Roman physician, Galen). How do we ensure that this applies to our IT systems?

The Manager’s Role

The manager’s purpose is the allocation of resources and priorities. She is free to do this as the organisation permits, given her responsibilities and delegated authority.

Other than the distribution and monitoring of finance, the manager has to work almost exclusively with people. That is where a manager’s strengths (and sometimes weaknesses) lie.

For our purposes here, we look at three areas: staff, IT, and customers.

People

Recruitment

Before the worker starts with the organisation, they must be recruited. This means that the advertisement for the job, whether in IT or any other discipline, must correctly describe the work to be done, without unnecessary restrictions. Thus, a job that requires “a refreshment trolley to be pushed around the department from which tea and coffee etc. is distributed”, must not call for a “tea lady” since this discriminates against some who could apply. By contrast, and air traffic controller might be required to have “full-colour vision”, despite the fact that this discriminates against 20% of the male population, since it is an essential characteristic of that job.

Selection between candidates is a tricky task, but as long as the process is clear to all participants, and suitable minutes/records kept, then choosing the ‘best’ person should be straightforward. Accessibility issues must be addressed; it is wrong to have the interviews on the 3rd floor of a building if wheelchair applicants are expected.

Employment

One of the manager’s tasks is to fit the person to the job, and vice versa. This may mean some adaptation, and nearly always means training. This may be provided in-house, by attending external courses, or by self-improvement. For the more ‘technical’ grades of work, it is termed Continuing Professional Development. The UK Government would have us all indulge in it under the name Life-Long Learning.

Termination

Why do people leave their employment? Some move to get another position, some to move to a new location. But if they are forced out, either through action by the employer, or by the employer’s negligence, then we are into a legal ‘minefield’. The best defence against this is to have formal grievance procedures and dismissal policies clearly stated to the employees, and in full operation.

Thus an air traffic controller whose eyesight subsequently changed to colour blindness, would no longer fit the job description for which they were recruited, and could be removed from that post. They could be moved to a job not requiring such a stringent characteristic, or dismissed with an appropriate and agreed gratuity.

Summary dismissal, for actual theft or racism for example, may no longer be possible. The appropriate procedures must be followed, although the individual may be denied access to the premises, except for the purposes of following the procedures.

Harassment at work may cause a resignation, and this is termed “constructive dismissal” in the UK. Most of these cases are well handled and do not make the newspapers. The unfortunate ones make us all aware of how tribunals operate.

Safety

It is the manager’s job to promote a safe working environment for the employees, indeed, it is everyone’s responsibility. If you see water on the staircase, or a desk blocking an exit route, you are duty bound to report this to the relevant departmental authority.

In the UK, a Safety Officer must be appointed for all businesses, and his/her job is to support managers achieve the correct environment. For example, bookcases must be screwed to the wall, all electrical sockets must be tested regularly as well as all computer power cables, adequate lighting must be in place, the right seats to enable correct posture for computer users must be provided, as must specialists to lift and move computers, and to connect them up.

Suppose the premises have a staff club, incorporating a gymnasium. Who is responsible for safety in the gym: the company or the staff club (to which most staff contribute financially)? Either or both should arrange regular inspections of all equipment, make a qualified first-aider available, and possibly a qualified trainer who can intervene when a particular individual gets too vigorous or misuses equipment.

Information Technology

There are some special requirements for the manager of the IT, brought about by the concentration of data that the organisation collects.

Privacy

It is easy to lose files once assembled from data, so their secure retention is high on the list. IT practitioners are always very concerned with the ‘cleanliness’ of the data, i.e. eliminating duplicate records and inaccuracies. But a deeper problem is always present: who can have access to the data, how is this managed and are there any time restrictions? This leads us not just into caring for the data, but securing it as well, and monitoring that security.

One of the commonest methods of theft is by departing employees taking a list of the customers away when they leave. This is also a wider question since we may want our salesmen to have access to the same customer lists for use on a laptop when travelling on business. What restrictions should we place on them?

Suppose a graduate rings the university and enquires after her marks to show to her employer. Should we give them to her; in what form; how do we check that the graduate is who she claims she is; how can we be sure they are not misused?

Ownership

Generally it is clear that the organisation owns the computer hardware, telephones, vehicles, buildings and furniture. (Though not always: the water cooler, the photocopier, the vending machines are normally rented.) But does the organisation own the software it uses? Yes, for all home-grown software; yes, for software that it commissioned and paid for from external parties; possibly yes, for the Windows operating system and utilities. But, with a move to rental as a new mode of financing, this last is tricky since the original software is held and owned by Microsoft, while copies are licensed for use by its customers. Herein lies a problem that needs to be addressed elsewhere.

Generally, it is also clear that the organisation owns the data it has assembled over the years. For example, there are companies that specialise in assembling address lists from which they can select using certain attributes and sell the resulting lists. This data may have been costly to assemble and maintain, and is a critical financial asset of such a company.

Who owns the e-mails? Does this apply to outgoing mails only, or incoming as well? Suppose they are of a personal nature, or even salacious or racist; does that not make them a private communication subject to the Telecommunications Acts? Most companies now have a written policy on these questions, and they ensure that employees are made aware of the policies and the disciplinary procedures arising from them.

Likewise, for phone calls; who owns them? Does this apply to outgoing calls only, or incoming as well? Can the company record this information? How long can they keep the recording? Most companies do not have a written policy on these questions yet, but the advent of VOIP will precipitate a change.

Intellectual Property

This term covers much material that cannot be classed as hardware. The organisation owns rights in its designs, its ideas, any software it creates, music, both the original and its performance, logotypes, trademarks, and even brands. These creations can be sold, licensed, and subject of legal ownership disputes. There have been disputes over intellectual property throughout history: the calculus, the sewing machine, the photocopy principle, the cyclone vacuum cleaner, the Fibonacci sort, the name for a food enterprise called McDonald’s.

It is worth investigating the difference between freeware, shareware, and open source software.

Customers

When organisations, and particularly their managers, operate with customers, they should be seen as partners. Each is likely to hold data on the other and this can be misused by both parties. For example, if the company is taken over, the new holding company may start direct mailing to the extended customer base, quite in contradiction to any previous arrangement that was agreed.

This is why reputable companies usually ask permission of customers to pass on their information, even to other departments within their own enterprise. Those who start abusing their customers, eventually are called to account for it. UK customers have a real weapon now with the Data Protection Act 1998, which enables the individual to get the power of the independent Data Commissioner behind him, even against government institutions. In this way, much spurious mailing can be removed, and incorrect data held by credit checking agencies, for example, can be rectified.

The IT as a Profession

What is a professional? We mean to encompass doctors, dentists, lawyers, architects, etc. All of these disciplines have the following in common:

· substantial education and training

· members control entry and syllabus for education

· one or more professional bodies

· standards of conduct, and discipline

Information Technology satisfies three of these points, the glaring omission being that of entry. Members do control entry to their professional bodies, but not to working as an IT practitioner. The ratio of members of the British Computer Society to practitioners is about 1:20.

More worrying is that few companies make professional membership/qualification a requirement for working. When a system fails to work to its expected performance, the end-users just “blame the computer”, rather than pointing fingers at the designer, since that person or team does not have to put their name to the work, nor do they have to account for it. So they should rather blame the company for having such a lax recruitment policy.

Let us take an extreme example. In any medical IT system on which life depends, who do we get to perform the programming? A software engineering graduate, the professor who taught her, a medical technician trained in programming, a doctor? And what training do we ensure that they have passed in order to be assessed “competent” to undertake such an important role? How do we know that that competency is up-to-date? Who is qualified to test that competency? It is all very problematical. The Medical Information Technologist may soon be the first of the IT practitioner roles in the UK to require registration to practise.

In summary, we can say that an IT professional exhibits behaviour that demonstrates their competency to resolve problems in the best interests of the user, then of the customer, then of society, and finally of himself.

Legal Environment

Chapter 1 of Bott (2005) gives a fair overview of the environment we all live in. This differs from country to country, though, and we must be sensitive to different cultures and organisations when comparing what can and cannot be undertaken in different systems.

Thus within society we select a government which enacts laws which impose limits to how we as individuals or groups can behave. This behaviour is monitored by the police and tested by the judiciary against existing statute and precedent law. The members of the government, the police and the judiciary are all individuals from within society, and thus are reasonably reflective of it. However, the government and the police are rather more closely intertwined than some people would like, whereas the judiciary is very independent, and removing a judge is quite difficult.

Note that the UK has no national police force, but a combination of 56 or so local police forces. This makes fighting “cyber crime”, which is inherently trans-national, difficult. There are moves afoot to create larger units, and the UK may well end up with a system similar to the American model where there are at least three levels of policing.

We also note that H.M. Revenue & Customs has the power to enter premises without a warrant in search of contraband, pirated goods and other items in their jurisdiction, some of which fall in the IT area.

The main areas we are concerned with are theft of cash, intellectual property, and lately identity. The last has become not only a matter for individuals, but recent episodes of company identity theft via inadequate, slow, manual operations at Companies House have been highlighted in the media. It is worth investigating why the system is designed to allow this to happen.

Fraud is deception deliberately practiced in order to secure unfair advantage or unlawful gain. The recent case (2005) of the NHS Trust Chief Executive (Neil Taylor), who had bogus qualifications, highlights the need to be vigilant. He was a chief executive for over 10 years.

Defamation

If a person knowingly makes statements that damage someone’s reputation in print (libel) or verbally (slander), it becomes a civil tort. Defamatory statements on web pages, in e-mail and blogs are considered libel. But who does the injured party make the complaint against? Is it just the author, or the site hosting the web page as well as their ISP for propagating the libel? The host can argue that they are only providing an infrastructure, and as long as they take reasonable steps to remove offending material, cannot be considered as the publisher. The ISP’s position is unclear.

Harassment

Under this heading we must include deluging phones with texts, calls, and e-mails. This must be the electronic equivalent of stalking. These methods are very intimidating for the individual, and have led to some actions in court.

For companies, the situation is just as grim. It is possible to bring a website to a standstill by bombarding it with e-mail. This is called a Denial of Service (DOS) attack. It can result in a breakdown of the servers, and certainly denies legitimate customers access to the company. This is the equivalent of civil disobedience, such as practised by a flash mob who may clutter up a clothing store selling real fur garments so that legitimate customers cannot enter the store, or have a bad shopping experience. The situation has deteriorated over the last two years, with the rise of Distributed DOS (DDoS) attacks mounted by apparently innocent, but insecure, personal computers (called ‘zombies’, since they under the control of a remote source). These networks of zombies can be marshalled by those with malicious intent into ‘botnets’ which can then be traded by criminal gangs.

Pornography

The definition of this and its acceptability varies widely between countries. In the UK possession and viewing obscene material is not an offence, but publishing it or possessing it with intent to trade in it is an offence.

What can be done about pornographic web sites? The UK view of banning all obscene sites is seen as many as too narrow, although it has been successful in chasing the problem off-shore. The US view is that such sites will exist, but it is their accessibility to children that worries parents. The USA has been promoting a voluntary code of page tagging, by those who wish to host such material, for filtering software to check. This may be behind the move to create a new web domain .xxx and to get all such sexually explicit material moved this domain. But this page may be considered harmful or harmless in different countries: www.page3.com.

The possession of indecent material involving children is a crime, as well as its viewing and trading.

The UK Government consulted the public in 2005 on whether to make possession of extreme pornography a crime, and Southampton students contributed a joint paper to that discussion.

Professional and Legal Issues Course

At the University of Southampton, all second year students of information systems, electronics, electrical engineering, computer science, are required to attend a course covering professional and legal issues.

The learning outcomes are set to ensure students:

· understand the legal responsibilities of managers

· understand the characteristics of a professional

· understand the legal context within which organisations operate

Thus, one third of the nominal 100 hours is devoted to each of Management Issues, Professional Issues, and Legal Issues. The study material is provided by part theory and part case study research. The latter results in a group presentation each week

Syllabus
IT Contract restraints

Constraints on Managers of a legal nature

Compromises in systems planning

Copyright and patent

Trade secrets and registered design

Professional societies

Career structures

Codes of conduct and practice

Anti-discrimination policy and Accessibility

Ethics

Spam, Obscene publications, pornography, defamation

Distributed Denial of Service

Contractual obligations in software

Data Protection Act, Privacy, Freedom of Information Act

Computer Misuse Act, Computer-generated evidence

Case Studies
These change from year to year, and the latest used are as follows.

	Manager’s role
	When do traditional IT perks become conflicts of interest?

	The Medical challenge
	An Investigation of the Therac-25 Accidents

	Privacy
	Feds consider lowering passenger data requirements, EU privacy law poses compliance challenge for IT, US-EU airline data accord reached

	Accessibility
	Web Accessibility and the Disability Discrimination Act 1995

	National ID DB
	60 000 false matches on UK identity database, www.consumer.gov/idtheft/, www.identity-theft.org.uk/

	Hacking
	Millions hit by Monster site hack

	Racial stereotyping
	Can computers cope with human races?

	Rights of the Citizen
	Computers don’t argue

	Becoming a professional
	Which professional organisation should I join and why? BCS or IEE or IPM or IEEE or ACM.

	Academic ethics
	University policy on plagiarism, UK War dossier a sham say experts


In each case, the student groups are expected to read the source material, research the background, and answer, in a presentation, some basic questions such as:

· What should you have done as a user/operator?

· What should you have done as a design engineer?

· What can Society do to ensure that such scenarios do not happen again?

Conclusions
As IT becomes more pervasive, the ethical questions it raises become more widespread. Its very flexibility is our undoing. Society can tackle this in several ways, and open debate and full disclosure is our most powerful weapon.

As far as individual IT professionals, and their trainers, are concerned, we need to ensure that engineers have an established habit of ethical thinking in all that they do. We can best inculcate this during their training, and by making it part of their ongoing record of Continuous Professional Development.

It would be nice to see, but we can only enforce it at our training institutions, all project specifications have a section including

· Ethical considerations

· Legal considerations

· Environmental considerations

thus forcing the engineer and IT practitioner to at least give these important topics some thought.

Future Work

One of the challenges of this course is that daily changes in the law and the web require constant vigilance to keep the legal part of the syllabus up to date. For example, a UK High Court judgement on 23 March 2008 created a precedent, which resolved to allow software patenting. This goes against current government policy, and it will be instructive to follow the resulting actions.
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