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E-Portfolios are being explored as an improvement over paper-based portfolios in the job and course application process.  To be a true replacement for physical portfolios, e-Portfolios need to include an on-line version of certificates of the applicant's attainment.  However, these “e-Certificates” present a number of practical challenges, so the validation of certificates of attainment which the students are presenting has not been addressed until now.  This paper addresses the issues at stake, explores the gap between current e-Portfolio tools and an e-Certificate system, and presents an approach which solves the related problems.  The recommendations from this research provide a reference from which e-Certificate implementations can be developed facilitating up take of e-Portfolio tools. 
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1. Introdution
E-Portfolios are being explored as an improvement over paper-based portfolios in the job and course application process.  However, to be a true replacement for physical portfolios, e-Portfolios need to include an on-line version of certificates of the applicant's attainment.  This paper shows how this e-Certificate system can be created within e-Portfolio structure to achieve the security requirement, with a view of providing a foundation for the development of e-Certificate tools and services.
2. Definition of concepts
Currently, the term “e-Certificate” has many meanings in different domains.  It has been referred to as e-voucher and e-currency in online marketing; as an e-card and printable certificate templates; and as an access token in system authentication.  
However, the e-Certificate referred to in this paper is a digital form of a traditional paper-based certificate.  It is a "paperless reward certificate". It is not a digital signature or any other kind of authentication. According to the idea of such an e-Certificate of qualification, it will involve an e-Certificate of authentication in its process.  These two terms are analyzed and compared in table 1.

Table 1  e-Certificate of qualification VS e-Certificate of authentication

	
	E-Certificate of authentication
	E-Certificate of qualification

	Issued by
	a CA
	an exam board

	Purpose
	Verify whether who you are and what you have got are true
	State who has achieved what

	Usage
	Usually used within a selected environment or group of organizations 
	Can be used anywhere in the world

	Verification of who you are 
	Identify the person from outside the system
	The person is an “insider”, the institution should have had the identification when he/she enrolled for a course.

	Verification of what you have
	Verify materials that are from anywhere outside the system

materials are usually paper based

user needs to provide all the materials for proof
	Exam results are in the exam board’s own database system

No proof is required from the student for the achievement.

	Trust
	Anyone can be a CA, need to trace and find a CA that you trust, this may invoke many level of CAs
	A CA may be invoked to provide an e-Certificate of authentication for an e-Certificate of qualification.  The CA is for exam boards, aim to certify that they are official, recognized organizations, ideally the “Ministry of Education”


3. Domain research

Before considering e-Certificates, it is important to review the context e-Portfolio research is being performed under. Drivers for e-Portfolio research and how this research is carried out, in parallel with other eLearning technologies, will identify the context and methodology to investigate e-Certificates.
3.1  e-Framework
The e-framework has been the backbone to help build interoperable tools for eLearning, such as the ones for e-Portfolios. It has been facilitated by choosing a Service Orientated Architecture (SOA).  The Service Orientated Reference Model (SORM) was conceptualised to encapsulate the e-framework research process.  


3.2  e-Portfolio
The main body of research into e-Portfolios has been into defining reference models for the domain, such that these can be developed into a body of interoperable reference implementation services and tools. 


The eP4LL (e-Portfolios for Lifelong Learning) project developed a reference model for e-Portfolios for the e-framework [1]. Although these models define the use cases for the exchange of portfolio data, from an e-Certificate perspective they are limited, as neither has described explicitly the security issues raised by transmitting data between multiple, and not always known, parties. 


The RIPPLL (Regional Interoperability Project on Progression for Lifelong Learning) has tackled the authentication issue between institutions it links by using a SSO (Single-Sign-On) system, where the identity of a user is supported by their home institution when accessing other institutions’ systems [2]. However there still is no mechanism to authenticate the veracity of the portfolio data transmitted between institutions.


After reviewing the e-Portfolio research domain it is apparent that extensive work has gone into defining the use cases and services required, current work focuses on developing these definitions into a framework of interoperable tools and services that conform to specifications defining XML schemas for e-Portfolio data exchange.  However, a research gap has developed concerning the security aspects of these transitional processes, such as the authenticity of the portfolio data. As Peter Rees Jones, an eP4LL project member, comments on his blog: “Security and Trust: the [e-Portfolio] Reference Model sidestepped this key issue”. 

3.3
Existing systems
There are three typical existing systems that relate to the verification of qualification records or certificates.  

The eCert project [3]: it has explored the issues of three-party authentication and produced an award verification demonstrator.  But it only verifies input qualification records against linked institution databases, and doesn’t involve e-Certificates. 


The Certificate Information Verification services in China [4]: The service will take unique student numbers and unique certificate numbers as input, and output the specified qualification detail along with the student’s personal detail, this including a photo.  It provides more reliability to the viewers as it also verifies the person they claim to be. But again, this service doesn’t deal with e-Certificates.  


The Digitary system [5]: it issues, distribute and authenticate e-Certificates over the internet with the system installed to institutions individually.  Students need to login to their institution’s system to access and manage their documents.  Employers, who want to verify information that was sent by the students or graduates, may be required to carry out registration process.  This is the closest system to our idea of the e-certificate, except the system only works for individual institutions, and is not suitable for organizations that need to verify information from a wide range of areas.

4. Formation of Use Cases
We attempted to adopt the Service Orientated Reference Model to investigate an e-Certificate system as an e-Certification technique.  Hence, for our first step, the e-Certificate usage patterns are identified and formalized as use cases.  This process involves identifying the e-Certificate stakeholders, developing the cases where these stakeholders act, whilst considering similar techniques that address similar issues. 

4.1 E-Certificate Stakeholders 

The e-Certificate has three stakeholders: the e-Certificate issuer, owner, and reviewer.  They perform three processes, e-Certificate issue, distribution, and verification, as showed in Figure 1.
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Fig. 1 The three stakeholders and processes.  An e-Certificate issuer is a body that awarded the certificate, e.g. a college;  An e-Certificate owner is person who has successfully passed the qualification certification process and gain the award, e.g. a student or a graduate;  An e-Certificate reviewer is a body or a person who receive the certificate as a prove document of an application, e.g. an academic institution or an employer. 
4.2 Use Case Scenarios 
Taking these three stakeholders in mind, a set of use case scenarios has been set up to help with the understanding of the situation, depicted in Table 2.
Table 2  Use Case Scenarios
	processes
	Scenarios and conditions

	the creation of an e-Certificate
	An exam board checks that the students have successfully pass the particular exams, and are who they claimed to be, and then creates the e-Certificates accordingly.

-- This involves identification and verification against the exam board’s database.  The creation process needs to have standard control for both low and high level qualification certificates in order to suit education institutions of a wild range.  It also needs security methods to prevent unauthorized editing and copying after the issues. 

	the issue of an e-Certificate
	The exam board  issues the e-Certificates for students 
-- This need security methods to a) indicate that the e-Certificates are issued by the exam board, in order to prove its genuineness; b) issue the e-Certificates to students through the network

	the award of an e-Certificate
	The students receive their e-Certificates, and view the contents. 
 -- This needs security methods to control that no one other than the students themselves can view their own e-Certificates.   These e-Certificates should be protected from modifying.

	the management of an e-Certificate
	A student select specify e-Certificates for particular employers.  
– The student needs to be able to control which e-Certificate(s) for which employer(s) and for how long they would be valid.  The system design need to be user friendly, suitable for users without IT skills

	the distribution of an e-Certificate
	A student sends the selected e-Certificate(s)to potential employer (s)  
-- The student should be able to send the e-Certificate(s) alone or within an e-Portfolio.   
– For students who sending the e-Certificates through e-Portfolio accounts, only the selected e-Certificate(s) in the account can be seen by the employer(s). 

	the receive of an e-Certificate
	An employer views the received e-Certificate(s) 
-- This needs security methods to control only the specified employer can view the e-Certificate(s), but not anyone else.  These e-Certificate(s) should be protected from modifying and unauthorized copying.

	the verification of an e-Certificate
	The employer verifies the received e-Certificate(s) and /or qualification records.  
– The system should provide varied verification options.  For users who verify the qualification records without e-Certificate(s), there should be true, false, or undefined reply only, no e-Certificates should be displayed – data protection, no other information should be leaking.  
– The system need to be able to verify any level qualifications that issued from any education institutions using the same standard.


The use cases are shown diagrammatically in Figure 2.  From these use cases, we may note that the e-Certificate system involves assertion, trust and privacy issues during its three processes.
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Fig. 2 e-Certificate use case diagram 
5. Gap analysis
The next stage in the SORM methodology, with the use cases defined, is to perform a gap analysis against current techniques and services to discover what can be reused and the technical gaps to be addressed.

Existing Standards and Architectures: There are two areas that have been tackled. a) Service Orientated Architecture: By adopting the SOA of the e-Framework one meets the distributed stakeholder use case as SOA provides architecture of participation.  b) Federated Identity: The formation of stakeholder trust has been addressed in previous e-framework projects, including e-Portfolio projects, by utilizing the open-source federated identity system Shibboleth [2].  It would provide a framework for e-Certification stakeholders to be able to lookup and verify the identities of other stakeholders; and therefore be able to place trust in their identity. However such systems may need to be extended or adapted in order to associate the identity token of an assessor with an issued certificate.

Required Services: Current research is missing services to certify the veracity of any XML structure; therefore it isn’t possible to create e-Certificates to assert that an XML fragment representing the qualification is genuine. Additionally there are no methods to provide any level of privacy or views of an XML document. The only technique available to an e-Portfolio developer is to hide private data in a brute force manner, by generating separate XML files for each view and then enforcing that only authorized users are able to access views assigned to them.


Existing systems analysis: The existing systems all have their pros and cons.  From the service point of view, they don’t satisfy the requirement of the ideal e-Certificate system.  We need a secured system that can deal with e-Certificates covering a wide area, at least throughout the nation-wide, and can be used with in e-Portfolios.
6. Bridging the Profile Gap 

After identifying the use cases that need addressing, to develop a complete service profile for e-Certificates, techniques to tackle the assertion and privacy use cases are now investigated.  

6.1
Assertion Techniques 

XML Signatures: An enveloped XML signature can be used so an issuing body can sign that a qualification is genuine and this signature can then be verified as required.  To ensure that the qualification XML elements are not tampered after it has been signed, a digest of the document structure can be taken to accompany the issuers’ signature, allowing a reviewer to recalculate the digest to assert the certificate is original. However, without retracting their signature key, there is no method for an assessor to revoke a certificate once it has been signed. Therefore a verification service would need to be created such that reviewers could query as to the current validity of any certificate they receive. 
XML Watermarks: An alternative could be to watermark the XML document. Usually used to prevent and detect “unauthorized duplication and distribution” of data to enforce copyright, XML watermarks can also be used for integrity protection [6, 7]. Unlike an XML signature, a watermark might not be obvious to an end-user, and hence provides extra security through obscurity. Typically a watermarked document will required less file space than a signed document, meaning an e-Certificate would be easier to store and transfer between e-Certification stakeholders [7]. As with signatures, it isn’t possible to revoke a watermarked e-Certificate. Again a verification service would be required for a reviewer to query an e-Certificates’ validity.  
Assertion Tokens: The revocation issue can be tackled by instead using short-term assertions to create e-Certificate tokens; as due to the short lifespan of the certificate the reviewer can be sure of its validity. This approach can be classified as a compromise between an e-Certification system and an e-Certificate system, the issuing and the verifying process of the e-Certificate system.   Just as Shibboleth uses an XML assertion framework SAML to create tokens for a users’ identity, a similar approach can be adopted for e-Certificates. 
6.2
Privacy Techniques 

Content Extraction Signatures: Content Extraction Signatures (CES) have been developed to “enable selective disclosure of verifiable content” by blinding elements of an XML document to maintain privacy [8]. CES would allow an e-Portfolio owner to extract subdocuments of the complete portfolio by signing the complete document and then calculating different extraction keys for the different document views required [8]. The e-Portfolio can then be sent to a reviewer with a given key that only allows unbinds content they are allowed to view.  Different projects have taken different technical approaches to achieving CES. Some utilize homomorphic or transitive signatures.  Sanitizable signatures are of possible interest as a stricter variant of CES by imposing restrictions on what content can be blinded in a subdocument [9]. This could allow an exam board to enforce that certain details have to be shown if they are included in a portfolio; for example final grade, whereas individual module scores may be masked.  
Digital Rights Management: CES enforce privacy in terms of what a reviewer can access; they cannot impose any restrictions of what the reviewer then does with unblinded data. An infringement of privacy could still occur with the reviewer uploading the portfolio to a CV bank and therefore distributing the portfolio data without the owners’ permission. A digital rights management (DRM) approach could “control the distribution and usage of these digital assets” securing the data within the DRM system [10].  One concern for DRM systems is a lack of interoperability as most use “non standardized protection mechanisms” [10]. An attempt to address this is XrML, extensible rights mark-up language, which defines a construct to create interoperable DRM licenses [11]. Although a DRM solution would appear the ideal answer, it can limit the usability of e-Portfolios, as the data would be trapped within the DRM software. This would be a barrier for employers or academic institutions that may need to integrate this data within their own HR/application systems. This could prevent take-up of an e-Certification system, and would contradict the distributed stakeholder use case. Ultimately DRM also has a fundamental weakness of there being circumvention techniques to manually copy the data, such as screen-scraping.

7. Conclusions 
This paper explored how e-Certificates could be used to assert the veracity of learners’ qualifications within an e-Portfolio; techniques have been identified which can be used to develop a set of e-Certificate based e-Certification services. As well as helping learners with their lifelong learning and career progression; if these tools were made generically, as in the spirit of the e-framework, these tools could be reused and applied in various different domains that require signed assertions and privacy of XML data between a federation of trusted stakeholders, such as in e-government and medical applications.

Due to the infancy of the area, there is still further work to be performed for e-Certificates to be introduced for public use. For example learners need to be uniquely identified with each assessing body, an aim of the UK governments MIAP initiative, to ease the lookup of qualifications that leaner has [12]. 

Throughout this investigation some assumptions have been made to limit its scope, for example it doesn’t consider the business case for e-Certification, where exam boards may wish to charge for issuing an e-Certificate. Furthermore the e-Certification scenario could be extended with a fourth stakeholder representing recruitment agents, who may store a bank e-Portfolios of their clients which they then submit to employers; adding a new layer of complexity for e-Certification systems to tackle.
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