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Abstract—This paper considers analysis and synthesis of
discrete-time networked control systems (NCSs), where the plant
has additive uncertainty and the controller is updated with the
sensor information at stochastic time intervals. It is shown that
the problem is linked to robust control of linear discrete-time
stochastic systems and a new small gain theorem is established.
Based on this result, sufficient conditions are given for ensuring
mean square stability of the NCS, and the genetic algorithm is
utilised to design the controller of the NCS based on a linear
matrix inequality technique.

1. INTRODUCTION

Networked control systems (NCSs) have received much
attention recently [1]- [5]. A NCS is the system in which
a control loop is closed via a shared communication net-
work. The use of a shared network in the feedback path has
advantages of low installation cost, reducing system wiring,
simple system diagnosis and easy maintenance. However,
some inherent shortcomings, such as bandwidth constraints,
packet delays and packet dropouts, will degrade performance
of NCSs or even cause instability. Stability analysis of NCSs is
investigated in [6]— [9], and stabilising controllers are designed
in [10], [11]. Typically stochastic approaches are adopted to
deal with network packet dropout and to establish the stability
of the NCS in the sense of mean square statistics [12]— [15].
The works of [15]- [18] adopt robust control theory for the
analysis and design of NCSs.

Most of the works in the NCS research utilise fixed con-
trollers. Some exceptions are [7]— [9], which adopt more
flexible controllers for NCSs where a network is located
between the sensor and the controller. For NCSs, time pe-
riods frequently appear during which the controller cannot
access sensor data due to network induced random delay and
packet dropout. During these periods without sensor data, the
underlying idea of [7]- [9] is that a nominal plant model is
employed at the controller to estimate the plant behaviour, and
the estimated result is provided to the controller to replace the
real plant behaviour information so that the computation of
control signal can be executed in time. During time periods
when the controller can access sensor data, the networked con-
trollers perform the same feedback control as standard closed-
loop control systems without network. This kind of control
scheme is referred to as model-based networked control by [7],
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[8], where model-based networked state-feedback and model-
based networked observed-state-feedback control methods are
presented. The smart control of NCSs addressed in [9] is an-
other model-based networked observed-state-feedback control
method. In the networked control schemes of [7], [8], the
observer is included at the actuator side of the plant to be
controlled, while for the networked control scheme of [9] the
observer is located at the controller side.

All the plant parameters are assumed to be known in the
works [7], [8] while the plant is assumed to be uncertainty
free in [9]. But these assumptions on the plant are not met in
practice. It is important to remove these strict assumptions on
the plant and to study model-based networked control with
robustness considerations. Also the study by [9] on smart
control does not consider the networks of random transmission
with known probability, which belong to a most important
class of networks in NCSs. The novel contribution of this
paper is that we study smart control for NCSs where discrete-
time plants have additive perturbations and networks induce
random delay and packet dropout. To our best knowledge, our
key result, Theorem 1, which establishes a new small gain
theorem for linear discrete-time stochastic systems, was not
seen previously in the literature.

II. NOTATIONS AND PRELIMINARY RESULTS

Let R stand for real numbers and N for nonnegative integers.
I,, denotes the n x n identity matrix, while I and O are
the identity and zero matrices of appropriate dimensions,
respectively. For M € R™*™ and p > m, denote

M e RP*™, p=m,
H, (M) = [ 1\04 } R p>m. M
Similarly, for M € R™*" and ¢ > n, denote
[ MeR™9, q=mn,
W,(M) = { [ M 0 ] e R™*49 g >n. 2)

For S € R™*™_ S > 0 (> 0) indicates that S is a positive
definite (semidefinite) matrix. For symmetric S; € R™*™ and
S, € R™*™_ S, > S, means that S; — Sy > 0.

For a discrete-time signal r = {r(¢) };en with r(¢) € R",
define

x> =

3

> rT()e(t) .
t=0

Let ¢4 be the set of rs with ||r||2 < co. A finite-dimensional
linear time-invariant discrete-time system G is written as

{ Xg(t +1) = Agx,y(t) + Bguy(t),

teN 4
vo(t) = Cyxy(t) + Dyuy(t), € @



where x,(t) € R®, u,(t) € R" and y,(t) € R? are state, input
and output, respectively; A4, By, C, and D, are constant real
matrices of appropriate dimensions. G with u,(t) = 0is stable
if Vx4(0) € RY, limg .o X (¢)%4(t) = 0. The Hoo-norm of G
is defined as

[qll2

I1Glloe £ :
- [[ugl2

sup

ug €Ly
[[ugll2#0
xg(0)=0

&)

For 0 < p € R, let ]fo” be the set of G‘s, which are described
by (4) with [|G[| < 1/p, and are stable for ugy(t) = 0.
Lemma 1: (See [19]) The system G € D?*" if and only if
there exists a 0 < P € RY*? such that
T
coam e ]t L]l ]
pZor g g d g g
> 0. (6)
For a discrete-time stochastic signal T = {T(¢)}sen with
T(t) a R"-valued random variable, define

IFll2s = || D EET(@0)E()). (7
t=0

where E(-) denotes the expectation. Let 5, be the set of
Ts with ||T|j2s < oo. For positive integer M, denote M =
{1,---, M}. Consider the stochastic system I":

{ xp(t+1) = Ag(0:)x(t) + By(0:)uy(t),
Yi(t) = Cs(6r)x(t) + Dy (0r)us (),
where 0;s are i.i.d. M-valued random variables; Af, B¢, C¢
and D; are mappings from M to R?*b, RbX" RIxb and
R respectively. The probability mass function of 6; is
given by ¢; = Pr(6, = j) with j € M. Clearly, 6, can
be regarded as a special Markov chain.

Lemma 2: (See [12], [15]) For the system ' in (8), the
following are equivalent:

1) F with uy(t) = 0 is stochastically stable;

2) Aj(6,) is stochastically stable;

3) Vxp(0) € RY, limy_o E(x?(t)xf(t)) =

uy(t) = 0;
4) VXf(O) S Rb, ||XfH%s < oo with uf(t) =0;
5) there exists a 0 < P € RP*Y guch that P —
S G AT())PAL(j) > 0.

(Cs(0:),Ar(6,)) is said to be stochastically detectable if
there exists a H(6;) mapping M to R"*? such that A ¢(6;)—
H(0:)C¢(6;) is stochastically stable.

Lemma 3: (See [20]) Suppose that (C;(6,),A(6,)) is
stochastically detectable. Then the following are equivalent:

1) As(6:) is stochastically stable;

2) the discrete-time backward difference equations

teN (8)

0 with

M
Xi(i) = AT (D) Y aXer (DA () + CTGICs (). )
=1
Whegfe t € NTand j € M, have a bounded solution
{X; (1) --- X, (M)]"}1en such that Vt € N and Vj € M,
0 < X, (j) € Rb®,

Replacing the backward difference equations with algebraic
equations leads to Corollary 1.

Corollary 1: Suppose that (Cy(6;), As(6:)) is stochasti-
cally detectable, and there exist 0 < X(j) € R¥*b, j € M,
satisfying

M
X(j) = AT(G) Y aX()As(G) + CF(H)Cr(),  (10)
=1

with j € M. Then A¢(6,) is stochastically stable.
The H,-norm of stochastic system F' is defined as

- A 2s
1Flla & sup  1ll2e (11)
wpers, [ugllas
lugll2s#0
x(0)=0
0peM

ForO0<pe R: let ID)ﬁSXT be the set of Fs, which are described
by (8) with ||F||ccs < 1/p, and are stochastically stable with
uys(t) = 0.

Lemma 4: (See [15]) The system F' € D2xT if there exists
a 0 <P e R such that

P o0 o~ [AsG) BiG) TP 0
[0 ,ler} - ;qﬁ{cfm Df(ﬂ [0 Id]
As(G) By(h)

[0 o] o
Consider a special case of F' described by
Xf(t+1) = Af(9t)xf(t)+Bf1(9t)uf1(t)
+B o (0:)uya(t), (13)
yrt) = Cp(0)xs(t) +Dyi(br)usi(t),

with ¢t € N, where B¢, By and Dy, are mappings from M
to RP*™1 REXT2 gpd RAX7T1, respectively. Set

uyi(t) = —Kp1(0:)x(2)

where K;; is a mapping from M to R™*?. A closed-loop
stochastic system F, is formed as

(14)

xp(t+1) = (Asp(0) — By1(0:)Kr1(0:))x(t)
+B2(0:)uya(t), (15)
yi(t) = (Cs(0r) —Dpi(0)Ks1(0:))x (1),
with £ € N. R
Lemma 5: (See [14]) Suppose that F. € ]D)gsxrz,
(Cs(0),Ar(6)) is stochastically detectable and
Ci(j)Dsi(j) =0 ,
. . ’ e M. 16
{ DL()Dp() =1 7 (10

Then there exist 0 < X; € RY*® with j € M, which satisfy,
Vje M,
D I- 5BLG) YL, aXiBa(j) > 0;
2) X; = CTUIC() + REG)ZL, aXiRya(j) +
R (7)Rr2(7) — Ry () Ry3(5);
3) Ry4(6,) is stochastically stable; where



' M

Rsu(j) = I—?sz J)By(j z::qul,

Rp(j) = <I+Bf1 ZCIIXI 7 (OB ))1
xB%(j)ZquzR;f@Af(jL

Rys(j) = ( —BL(j Zqlesz >_1
Xsz(J)l]ziquz(Af( ) — Br1(7)Ry2(4)),

Rpu(j) = Af(‘>—1_3f1< Rp2(j) + sz( R 3(5)-

Finally, consider [ € D%" with Df(9t) = 0, which is
obviously equivalent to the system

Xp(t+1) = Ap(00)x(t) + By (0 )uy(t),
yi(t) | _ | Cs() teN. (17)
[ OXf(t) o 01, Xf(t)’
Since the above system can be viewed as
xp(t+1) = Ap(0)xs(t) + 0Lywy(t)
+B(0:)uy(t),
ys(t) _ | Crlb)
[ we(h) = oL, xy(t) teN, (18)
0C,(0
+ [ {b( t) :| Wf(t)’
by connecting w(t) = —K(6)x7(t) with K;(0;) = 0L, it
belongs to ]D),(g?b)w. It is easy to check
T
Cy(61) 0Cs(6:) | _
{ 01, ] [ I, =0, (19)
T
[ 0,6, ] [ 0C (@) ] “T. Qo)
b b

Moreover, ' € DY implies Af(6,) is stochastically sta-
ble and hence ([C?(Ot) 0L,)T, A¢(6;)) is stochastically
detectable. Thus, applying Lemma 5 to (17) leads to the
following corollary.

Corollary 2: Suppose that F' € Dd” with Ds(6;) = 0.
Then there exist 0 < X; € Rb*? with j € M, which satisfy,
VjieM,

H 1-5BT() oL, aXiBs(j) > 0;
2) X; = CTUCU) + STU) XL, aiXiSs(i) —
R} (5)Rs(5);

3) Sy(6,) is stochastically stable; where
1 M -1
BT(J) ZQZXle(j)>
D2 XA

E

1
x;BT (1)

S;(4) = (22)

III. PROBLEM FORMULATION

The NCS PK of Fig. 1 contains a linear time-invariant
discrete-time plant P and a discrete-time controller K. The
plant P consists of a nominal plant model P, and an additive
perturbation A, as shown in Fig. 1. Py is described by

{ x(t+1) = Ax(t)+ Bu(t),
yo(t) Cx(t) + Du(t),
where A € R™"*",

B ¢ R"™™, C € RP*" and D € RP*™
are given matrices. A e DE*™ with a given 0 < v € R. A
and Py have the same input u(t) which is also the input of
P. The output of A is added with yo(t) to form the output
of P: y(t) = yo(t) + w(t). P and K are connected via a
shared network through which the sensor transmits data to the
controller. The controller is collocated with the actuator. At
each instant ¢ € N, the sensor transmits y(t) to /. After the
attempt, y(¢) is discarded by the sensor. Each transmission
have two alternative outcomes: one is that the transmission
succeeds and K receives y(t) at ¢; the other is that the
transmission fails due to packet dropout by the network and
thus K misses y(t). A successful packet transmission time
through the network is assumed to be negligible. A packet
arriving late due to network delay has the same effect as packet
dropout and is treated as a transmission failure. Those instants
at which transmissions succeed are denoted by t, k£ € N,
in ascending order, and ¢y = 0 is assumed without loss of
generality. The time instant ¢, is referred to as update instant.
After ty, y(tx) remains to be the newest information for K
until ¢541 when y(t;41) arrives.

It is clear that Py is in the mode of open loop when ¢ # 1,
and in the mode of closed loop when ¢ = t;. A smart control
mechanism, similar to the one in [9], is adopted for K as

As(G) + %Bfumf(j).

teN (23

X(t+1) = Ax.(t)+ Bu(t)
+L(Cx.(t) + Du(t) —y(t)), t=1tg o
X(t+1) = Ax(t)+ Bu(t), t4t, Y
u(t) = Kx(t), teN

where the state feedback gain matrix K € R™*" and the
observer gain matrix L € R"*P. When y(t) is available at
t = tx, a standard observer law is employed to estimate x ()

Fig. 1. Networked control system PK.



using x.(t), while when y(t) is unavailable at ¢ # tj, an
imitation law is employed to estimate x(¢) with x.(¢). Define
the update interval

hy, £ thr1 —ti, k€N (25)

Let the maximal update interval be N, and denote N =
{1,---,N}. The value of N can be viewed as a network
service quality measure. The update intervals hs are assumed
to be i.i.d. A-valued random variables. The probability mass
function of hy is denoted by p; = Pr(hy = i) with i € N.
Let the order of A be ¢. Then A can be described by

{ X5(t + 1) = A[;X(;(t) + B(;u(t),

teN (26)

w(t) = Csxs(t) + Dsu(t),
where the matrices A; € R77, Bs € R7*™, C; € RP*? and
Ds € RP*™, Define the state of Pk as

2(t) £ [x" (1) xZ (t) x5 ()]

e

27

Definition I: Py is mean square stable if ¥z(0) € R2"4,
lim; o E(zT(t)z(t)) = 0.

Our NCS design problem can now be stated: given A, B,
C, D, v, N and p; Vi € N, determine K and L such that
VA € }D)gxm, PK is mean square stable.

IV. THEORETICAL ANALYSIS AND DESIGN METHOD

We now study the dynamic response of Py by oversampling
it at each update instant. Since hy, is a A/-valued random vari-
able, the dimension of the input (output) of the oversampled
system is also random. To tackle this difficulty, we use the
auxiliary systems of Py, A and K by augmenting them up to
the constant dimension Nm. The auxiliary system POS of Po
is constructed as

x(k+1) = AMwx(k)
W ([AB - B])u(k),
Yo(k) = Cx(k)+ Wnm(D)u(k),

The auxiliary system A, of A is constructed as

%5k +1) = Al%;(k)
+WNm([Ang_1B6 T
w(k) =

keN. (28)

B;)u(k), keN. (29)

Cgi(s(k) + Wnm (Dg)ﬁ(k),
The auxiliary system K, of K is constructed as
X (k+1) = APTIA R (k)
AL Ly () — AL L (),
u(k) = Ti(hw)Xe(k)
=Y (hi)yo(k) — Yo (hi)W(k),
where Ay = A+ BK,A; = A +BK+ LC + LDK,
Hym(K), hy =1,
Hm (KT (KA;)T
(KAG2ANTD), g > 1,

keN (30)

Yy (he) = €19}

Hvm (OKL), h =1,
Hum([(0KL)T (KL)T - .
(KAg:—2L)™T),

Yo (he) = (32)

hi > 1.

As
ﬁ e e | W
s Yo
| fos [T

i K v

Fig. 2. Auxiliary system PKS for P

Combining Pos, A and K forms the auxiliary stochastic
system PKé, depicted in Fig. 2, of PK Define

z(k) = [X" (k) %2 (k) X5 (k)]

(33)

From (23) to (33), we have the following relationships

between Pk, and Pg. Given tg = 0 and z(0) = z(to),
Vk €N,
z(k) = ( k), (34)
Yo(k) = yo(tr), (35)
w(k) = ( k) (36)
(k) = Hym(uT(ty) --- uT(tp + hp — 1D]T). (37)

These results imply that limy .. E(z' (k)z(k)) = 0 if
lim; oo E(zT(t)z(t)) = 0. On the other hand, as hy is
bounded by N, there exists a constant real scalar 7 independent
of k and 7 such that Vk € N, zT(ty + T)z(ty, +7) <
nz¥ (ty)z(ty) for any 7 € {1,--- , hy}. Then (34) implies that
lim; oo E(z7(t)z(t)) = 0 if limy_o. E(Z"(k)Z(k)) = 0.
Thus, we have the following proposition.

Proposition 1: PK is mean square stable if and only if PKS
is stochastically stable.

Next, we discuss the relationship between A and As.

Proposition 2: For any A e Dgxm, its auxiliary system
A, e DEXN™)

Proof: From A e ]D)f;xm and Lemma 1, there exist 0 <

Ps € R7%9 such that

Ps 0 ] [As Bs]'[Ps 0 As; B;
0 %Im C; Ds 0 I, C; Ds
> 0. (38)

Noticing (26), inequality (38) means that V¢ € N and
V[ xI(t) uT(t) |T e RIt™,

x; (t)Psxs(t) + %uT(t)u(t) >
wl()w(t) +xF (t + 1)Psxs(t + 1).

Equality holds in (39) if and only if [xéT(t) uT(t)]T = 0.
Now Vt € N, Vi € N and V[x} (¢t) uT(t) --- uT(t+i—1)]" €

Rquim’
Z u (t+u

(39)

Xy (t)Psxs(t) (t+1)>wr(t)w(t)



x5 (t +1)Psxs(t + 1)

ZW (t+ 1w

Zu (t+Dut+1) >

(t+ 1) +xF(t+i)Psxs(t +1i) >

wl(t)w(t) +x3 (t +i)Psxs(t + ). (40)
Equality holds in (40) if and only if [x} (¢) u™(¢) --- uT(t+
i—1)]T = 0. Since
xs(t+i) | [ Ay AS'Bs -+ By
wi(t) | GCs Ds 0
xs(t) ]
u(t)
X , (41)
ut+i—1) |
Inequality (40) means that Vi € N,
(A7) Gy ]
[ P;s 0 }_ Bf(A])~' Dy [ P; 0 }
0 L : 0 0 I,
Bj |
AL AL'B; - Bs
X [ C; Ds 0 >0 (42)
Hence
P; 0 ad P; 0
[ o EINm]_Zpl‘I)i [ 0 IJ@»O 43)
v i=1
with
AL Wynm([ A 'Bs B; |) ]
P, = 8 m H . 44
: [ Cs Wy (Ds) @
Applying Lemma 4 to (43) completes the proof. |

From Propositions 1 and 2, we have the following result.

Proposition 3: Suppose that YA, € DZ XNm) Py s
stochastically stable. Then VA e DEX™, PK is mean square
stable.

Let PKS be divided into an unknown part A and a known
part ! V, as shown in Fig. 2. V is the closed- loop system formed
by Poé and K s, and is described as

%(k+1) %(k)
{ %, (k+ 1) ] Au(hr) [ % (k) }
+B, (h)w(k), EeN (45)
(k) = Co(he) [ o } 1D, () k).
where
A BK ™' A BK
Avlhe) = { 0 Ao } {—Lc A0+LC} (46)
hj—1
B, (he) = [ ‘8‘ ]ilj } { _OL } . @
Co(hi) = [ =Ya(m)C Ys(hy) |, (48)
Dy(hy) = —Yao(hs), (49)

with

HNm(K)a

Hym (KT (K(Ao+LC))"
(KA 2(Ag + LC)TIT), hy > 1.

Y3(hy) = (50)

Let £ = 1/+. Then our main result can be presented.
Theorem 1: Suppose that V e D(Nm)xp Then VA, €

]D)’;:(Nm), Py, is stochastically stable.
Proof: The proof is cut off due to space limitation.
Contact the authors for the detailed proof. |

We refer to Theorem 1 as the small gain theorem of discrete-
time stochastic systems. Note that the small gain theorem
of [19] is valid for deterministic systems while the small
gain theorem of [21] is derived for continuous-time stochastic
systems.

According to Proposmon 3 and Theorem 1, any pair of K
and L ensuring Ve ]D)(Nm)Xp is a solution to our NCS design
problem. Since A, B, C ,D,~, N and p;, Vi € N/, are known,
A, (i),B, (i), C, ( ) and D, (7) with 4 € A in (46) to (49) are
functions of K and L. Therefore, we can denote

Fi(K,L) = [ égg gz% ] ieN. 5D
Further define
oIL) = Wb fa]aU@Q7) >
N
>_piFI (K L)S(QF(K,L)} (52)
with -
v@n-| ¢ 9 |was@-| 3 0 | o

For given K € R™*" and L € R"*P, o(K,L) can be
computed conveniently by a combination of linear matrix
inequality (LMI) technique [22] and bisection search [23].
From Proposition 3 and Theorem 1 as well as Lemma 4, the
following result is plain.

Corollary 3: A pair of K € R™*"™ and L € R"*P
guarantee that Py is mean square stable for any Ae DExm,
if o(K,L) <1

According to Corollary 3, we can design K and L by
solving the nonlinear optimisation problem
ao(K,L).

= inf (54)

KEeRmMXn
LE]R” Xp

We solve this optimisation problem using the genetic algo-
rithm (GA) [24] to obtain a pair of K* and L* such that
a(K*,L*) < 1. Note that in some cases we may be unable to
achieve o(K,L) < 1, even though the NCS design problem
does have solutions. This is because Corollary 3 only provides
a sufficient condition. If K* and L* are not found by the GA
to meet a(K*,L*) < 1, we can rearrange some conditions of
the NCS design problem, for example by increasing the value
of ~, to ease the design problem.
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Fig. 3. (a) to (g): state trajectories of the plant PK for 50 simulations,
and (h): Eo(z"(t)z(t)) calculated by averaging zT (t)z(t) over these 50
simulations.

V. AN NUMERICAL EXAMPLE

Based on the method presented in the previous section, a
MATLAB program for NCS design was developed where the
feasp and ga functions of MATLAB were used to solve LMI
and to implement GA, respectively. We considered an unstable
third-order ]50 of (23) with the parameters

~1.05 0 0 0.5
A=| -2 o07m o0 |,B=| o0 [,
0 1.05 05 0.5

C=[110],D=02

Given N = 10, p; = 0.1 for i € N 2 {1,...,10}
and v = 0.4, we solved this NCS design problem
to yield K* = [-0.2741 0.5791 0.0260] and L* =
[0.2657 0.1480 — 0.1718}T with o(K*, L*) = 0.9872 < 1.
The NCS with the designed K* and L* was then simulated in
the MATLAB platform for 50 times. In the simulation, a stable
first-order A of (26) was specified by As = 0.5833, Bs = 1,
Cs; = 1 and Ds = 0.1 with ||Allc = 2.4998 < 1/~. The
initial state was chosen to be x(0) = [21(0) 22(0) 23(0)]* =
11 17T, x(0) = [21(0) 2e2(0) 23(0)]T = [0 0 0]T and
x5(0) = 1. Fig. 3 (a) to (g) depict the 50 trajectories of each
state element, respectively. These trajectories display our NCS
behaviour under the 50 different realisations of {/y }. For any
t € N, we obtained 50 observations of the random variable
z' (t)z(t). The first sample moment of these 50 observations,
denoted by FE,(z"(t)z(t)), was shown in Fig. 3 (h).

VI. CONCLUSIONS

Discrete-time NCSs have been studied where the plant has
additive uncertainty and a smart controller is updated with the
sensor information at stochastic time intervals. It has been
shown that the issue is linked to robust control of linear
discrete-time stochastic systems, and a new small gain theorem

has been derived under the condition that update intervals
are ii.d. N -valued random variables. Based on this result,
sufficient conditions have been established for guaranteering
the mean square stability of NCSs and a design method for
smart controller has been provided.
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