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Internet  in  China

population  is  
420  million  with  
only  31.6%  
penetration

population  is  51  
million  but  with  
82.5%  
penetration
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Social  problems
94.9%  of  Chinese  Internet  users  have  monthly  salary  of  
5000  RMB    (£479)  or  below

Widening  income  inequality

Results  from  an  opinion  poll  on  163.com:

Do  you  want  to  be  a  hacker?  86.72%  Yes  (9031  votes)

Should  hackers  use  their  skill  to  make  profit?  53.82%  
Yes  (7443  votes)

*  The  poll  is  placed  on  an  article  about  how  18-­20  year  
olds  are  making  tens  of  thousands  of  RMB  per  month  in  
the  underground  economy
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Disgruntle  IT  industry
In  2003   2009,  between  86.4%  -­ 91%  of  IT  employees  are  
unhappy  about  their  salary

In  2009,  IT  had  the  lowest  job  retention  rate

Typical  monthly  salaries:

Web  administration:  800 2000RMB  (£75  -­ £187)

Enterprise  system  admin:  2000 3500RMB  (£187  -­
£328)

Software  developer  (5  yr  experience):  12000
15000RMB  (£1,146  to  £1433)

Source: Which level are you at? An investigation into the state of survival for the IT people, CNET News -
http://www.cnetnews.com.cn/2010/0311/1659908.shtml

http://www.cnetnews.com.cn/2010/0311/1659908.shtml
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Cybercrime  legislation  in  China
The  Criminal  Law  is  the  primary  guideline  for  prosecution  
and  sentencing  (Articles  285   7)

There  are  gaps  and  inadequacies  e.g.  max.  punishment  for  
invasion  into  state  systems  is  <  3  years  of  imprisonment  (Qi
et  al. 2009)

From  2000   2009,  102  offenders  were  reported  in  the  

but  official  punishment  was  only  reported  for  13  offenders  
(Lu  et  al.  2010)

Sources: Lu, H., Liang, B. and Taylor, M. (2010) A Comparative Analysis of Cybercrimes and Governmental Law Enforcement in 
China and the United States. IN: Asian Journal of Criminology.DOI: http://dx.doi.org/10.1007/s11417-010-9092-5. 
Qi, M., Wang, Y., and Xu, R. (2009) Fighting cybercrime: legislation in China. IN: International Journal of Electronic Security and 
Digital Forensics, Vol. 2(2) pp.219-227. DOI: http://dx.doi.org/10.1504/IJESDF.2009.024905

http://dx.doi.org/10.1007/s11417-010-9092-5
http://dx.doi.org/10.1007/s11417-010-9092-5
http://dx.doi.org/10.1007/s11417-010-9092-5
http://dx.doi.org/10.1007/s11417-010-9092-5
http://dx.doi.org/10.1007/s11417-010-9092-5
http://dx.doi.org/10.1007/s11417-010-9092-5
http://dx.doi.org/10.1007/s11417-010-9092-5
http://dx.doi.org/10.1504/IJESDF.2009.024905
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Booming  underground  economy
The  net  value  of  the  Chinese  underground  economy  is  
estimated  to  be  reaching  10  billion  RMB  (US$1.48  billion)

Far  larger  than  the  estimated  value  of  the  Western  
underground  economy  US$276million

Malware  on  mobile  devices  also  rising,  reaching  1000  
variants  by  the  end  of  2009

The  value  of  the  mobile  malware  production  chain  is  
conservatively  estimated  to  be  around  1  billion  RMB  
(US$148  million)
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Why  study  China?
The  threat  of  huge  breeding  ground  of  cybercriminals  

A  potential  safe  haven  with  known  issues  in  cooperation  
with  Western  law  enforcement  in  tackling  cybercrime

The  skill  required  to  make  profits  in  cybercrime  is  falling  
presents  an  unprecedented  opportunity  for  the  poor

Collapse  of  traditional  boundaries  -­ anyone  anywhere  can  
be  affected

hacktivism
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The  aim  of  this  talk  is  to  provide  an  open  intelligence  report  
on  the  state  of  cyber  security  in  China.

Hacktivism in  China

Current  model(s)  of  cybercrime

The  Chinese  underground  economy  in  detail



Hacking  and  
Hacktivism
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Hacking
Hacking  is  the  essence  of  cybercrime

Immensely  popular  in  China

Approximately  3.8  million  registered  users  across  just  19  
forums

Chinese  government  has  begun  cracking  down  on  forums  
promoting  malicious  hacking  in  a  bid  to  improve  Web  
security

Hacktivist groups  have  volunteered  to  help  out  with  
cleaning  out  malicious  web  pages
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Chinese  hacktivism
The  Chinese  politically-­motivated  hacktivists first  appeared  
in  the  mid-­1990s  when  Internet  first  became  publicly  
available  in  China

They  are  a  different  kind  of  hacktivists in  that  they  hack  to  
defend  the  country,  not  against

They  have  a  strict  code  of  conduct  in  not  hacking  within  
China

Hacking  is  a  way  for  them  to  voice  their  opinion  on  political  
matters  thus  not  always  destructive
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Chinese  nationalism  +  hacking

Chinese  civilization;;  it  also   .  This  

Century  of  National  Humiliation.  Chinese  books  on  the  topic  
generally  tell  the  tale  of  China  going  from  being  at  the  centre  of  the  
world  to  being  the  Sick  Man  of  Asia  after  the  Opium  War  (1840)  
only  to  rise  again  with  the  Communist  Revolution  (1949)...The  

are  not  just  material,  a  matter  of  catching  up  to  the  West  militarily  
and  economically,  but  symbolic.  Indeed,  one  of  the  goals  of  Chinese  

cleanse  National  Humiliation

Source: Callahan, W. (2004) National Insecurities: Humiliation, Salvation, and Chinese Nationalism
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Famous  groups  (1)
Green  Army  (绿色兵团):  

The  very  first  group  of  Chinese  hacktivists

Attacked  Indonesian  websites  in  response  to  the  
Indonesian  riots  in  1997,  which  gained  media  attention  
and  hero  status

Disbanded  in  2000  due  to  commercialisation  into  
security  consultancy  (Nsfocus?)

May  have  regrouped  on  Isbase.net,  a  forum  which  uses  
the  exact  same  name

Source: Henderson, S. (2007) The Dark Visistor. LuLu Press. Also, his blog at htttp://www.thedarkvisitor.com. 
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Famous  groups  (2)
Javaphile

Founded  by  a  person  known  as  Coolswallow

All  members  were  students  from  Jiaotong University

Has  a  history  of  attacking  foreign  websites.  The  same  
university  is  rumoured  to  be  behind  the  recent  attacks  
on  Google  CN

Coolswallow is  alleged  to  be  an  information  security  

Source: Henderson, S. (2007) The Dark Visistor. LuLu Press. Also, his blog at htttp://www.thedarkvisitor.com. 
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Famous  groups  (2)

Source: Henderson, S. (2007) The Dark Visistor. LuLu Press. Also, his blog at htttp://www.thedarkvisitor.com. 

Peng Yinan a.k.a. 
Coolswallow
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Famous  groups  (3)
Honker  Union  of  China  (中国红客联盟):  

One  of  the  largest  groups  after  the  Green  Army  
disbanded

Had  around  80,000  members

Disbanded  in  2004

Two  groups  are  found  to  carry  the  same  name:

Chinesehonker.org  (honker.net)
Cnhonkerarmy.com

Source: Henderson, S. (2007) The Dark Visistor. LuLu Press. Also, his blog at htttp://www.thedarkvisitor.com. 
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Famous  groups  (3)
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Famous  groups  (3)

Cnhonkerarmy.com
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China  VS  Japan   Sept.  2010
On  7th September  2010,  a  Chinese  fishing  boat  was  detained  
by  Japan  near  the  disputed  Diaoyu Island

The  Chinese  government  was  outraged  and  so  were  the  
honkers

A rally call for 
fellow honkers with 
list of targets, it is 
claimed to be a call 
from the founding 
members of the 
Honker Union of 
China.
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More  on  the  rally  call
Amateur  hackers  were  also  invited

Ready-­made  tools  were  distributed  for  use  by  amateurs

Skilled  hackers  were  responsible  for  other  types  of  
intrusions

QQ  groups  were  set  up  for  sharing  and  discussion

YY  Team  Voice  channel  was  also  used  for  collaboration
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Chinesehonker.org  (honker.net)
The  administrator  of  honker.net  dismisses  the  rally  call

He  described  such  attacks  as  futile  and  of  low  strategic  
value  for  the  country

Such  attacks  
would  bring  
unnecessary  
pressure  on  the  
country  and  an  
excuse  for  other  
nations  to  
attack  China
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Cnhonkerarmy.com
On  the  other  hand,  cnhonkerarmy.com  announced  on  the  
15th Sept.  that  they  had  launched  attacks  on  Japan  since  12th
Sept.  and  had  achieved  success

Cnhonkerarmy.com  also  suffered  attacks  from  Japanese  
hackers  in  retaliation

Attacks  stopped  after  intervention  from  the  Chinese  
government  due  to  increasing  pressure  from  foreign  media

No  announcements  of  any  arrests  
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Cnhonkerarmy.com

Message on defaced websites by cnhonkerarmy.com
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Attribution  to  Chinese  government
No  direct  link  to  the  Chinese  government

The  hacking  community  is  unlikely  to  be  an  official  part  of  

Difficulty  in  command  and  control

Difficulty  in  maintaining  secrecy  and  surprise

Difficulty  in  precision  targeting

Rather,  the  government  prefers  to  recruit  talents  from  the  
hacking  community  and  universities  (e.g.  Coolswallow)



Model(s)  of  
cybercrime
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Characteristics  of  cybercrime
Well  organised  transnational  underground  markets  with  
labour  specialisation  and  healthy  competition

Targets  the  long  tail  of  crime  (higher  volume,  low  in  value)

Volume of cybercrime
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Cybercrime  in  the  West
U.S.  and  Russian  cybercriminals  form  the  majority  
although  there  are  people  from  all  parts  of  the  world  
including  U.K.  and  Turkey

Underground  markets  mainly  exist  on  online  forums  but  
also  on  IRC  channels

Very  well  organised  and  matured

Hierarchical  management  preferred

Carding  oriented   the  unauthorised  use  of  third  party  
credit  card  details  for  personal  gain
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Carding  forum  -­ Shadowcrew



30

Carding  forum  -­ Darkmarket

Darkmarket founded in  the  U.K.  by  JiLSi (Renukanth
Subramaniam)

Around  2500  members

Shutdown  by  FBI  in  2008 after  a  lengthy  undercover  
operation

Resulted  in  over  60  arrests  in  a  dozen  countries  including  
the  U.K.
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Typical management 
hierarchy in Western 
carding forums

Cybercrime  in  the  West



32

Cybercrime  in  the  China
Chinese  cybercriminals  prefer  a  more  decentralised  model  
with  little  or  no  central  management  (democracy?)

Network  of  temporal  relations  rather  than  a  hierarchical  
system  of  power  delegation  and  fixed  role  assignments

Trading  via  publicly  available  tools  such  as  QQ  and  Baidu
Tieba

Theft  of  virtual  assets  more  common  than  carding

In  2008,  Zhuge et  al  estimated  value  of  virtual  asset  
trading  solely  on  Taobao is  worth  approx.  223  million  
RMB  (£20.8  million)
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A  general  model  of  cybercrime
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Money  laundering
To  add  layers  in  the  flow  of  money  in  order  to  obscure  the  
true  source  of  funding

Money  mules   people  who  receives  and  forwards  the  
proceeds  of  fraud

An advert to recruit 
Chinese overseas 

students in the U.K. to 
act as money mules



The  Chinese  
underground  
economy
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Baidu Tieba (1)

most  popular  
for  carding.

Rippers  are  
also  
published  
here.

Baidu Tieba (http://tieba.baidu.com) is a public 
message board hosted by Baidu.
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Baidu Tieba (2)

Adverts  are  
usually  short  
in  length.

QQ  numbers  
are  left  for  
further  
negotiations.
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QQ  IM  and  Group
Free.

Merge  
between  
social  
groups  
with  IM.

Perfect  tool  
for  
undergrou
nd  traders.
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Forum
A Western-
like 
carding 
forum.

Launched 
in July but 
has only 
59 
registered 
members 
to date.
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Others

Taobao,  
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Prices  (1)
Carding  goods  are  
similarly  priced  as  
those  observed  in  the  
West

Chinese  tracks  are  
more  expensive  than  
Western  tracks
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Prices  (2)

Zombie  machines  are  sold/rented  individually  as  well  
as  in  batch.  Pricing  also  differs  by  location  as  well  as  
webcam  control.

DDoS attacks  more  expensive  than  in  the  West

Services  W estern Price (USD) C N Price (USD) per unit 
Zombie sales A botnet can be sold for 

$550 including hosting 
$0.11  $0.22 per zombie 
$15 for 1000 household zombies 
$15 for 1500 traffic 
zombies/Internet café zombies 
$15 for 500-700 zombies with 
webcam control 

DDoS attacks (DDoS攻击) $60 - $80 per day $89 to$298 (24 hour attack) 
Money laundering/Mule 
service/Cashier 

N/A 50:50 split 

Hacking training/tutorial N/A $22 to $149 (per student) 
IP address N/A 10,000 IPs = $18 
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Prices  (3)

Track  stores  such  as  ltdcc.com  eliminates  language  barriers  
between  Chinese  and  Western  carders.



Conclusion
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Conclusion
Hacking  in  China  is  immensely  popular  and  hacktivists are  
perceived  as  national  heroes

Chinese  government  clearly  shows  leniency  towards  the  
hacktivists

Cybercrime  in  China  is  flourishing  rapidly,  with  victims  
being  those  in  the  West

Chinese  cybercriminals  do  trade  with  those  in  the  West

Baidu and  QQ  are  main  facilitators  of  cybercrime  in  China
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