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Bl An archive provides services
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Services have location and
responsibility

Service
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Is currently being set up.
Different technology used.
For all data, also applications.
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IT Services need planning and managing

* Service Level Agreements (SLA)
— What the service does

e Quality of Service (QoS)

— How well it does it

* |f you can’t measure it then you can’t manage it

— Throughput

— Quality @“ >\®

— Cost 4\( \)
— Risk Q
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Planning and managing
includes compromises

* Budget = Digitisation workflows
= Cost, throughput, quality
= E.g. QC v.s. automation

e Deadline

* Quality = Storage strategies
e Volume = Cost, risk of loss
= E.g. copies v.s. cost
= Online access services
W W W = Cost, QoS, Users
D6.3.1 D3.2.1 = E.g. KPI v.s. customers
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I Storage SLA Terms
b g C

D3.4.1

" Availability 7
= On disc
" |Ingest
= Access

" Charge for CPU
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Availability

[ need the service 0o be available abnost af? the Cime
Can 4ou be more gaw/f/'a 7
[ need the access servive available 99. 9% af the line
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[ he access service must be avalbable 99, 9% af the Ume each
monlh
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Whex i~ daytine” for an iternational gperation?
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Access Time

[ went a good response tine for delivery
for every c/e//bw% 0 0N average 7
/e average c/e/?'owy tine must be loss than 5 minales
#&eﬁa}e over what /ﬁe/‘/m/?
[he average dellvery tine each month should be tess than 5

minules

What about the network comnection — doesn t that affect it?
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1T Data Safety
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[ want we/yb‘é/}gx relurned i /ﬂe/‘fwb‘ condition al¥ the tine
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/%y/e, but what s the chance that [ coudd lose more than that?

OW; tot s runa model to-look. at the gplins
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Storage

* |s not 100% safe
* Becomes obsolete quickly

* Total cost is high, but falls quickly
* Fast access and safety don’t always go together

Medium Storage Density Life, years
bits/cm?

Stone 10 10000

Paper 104 1000

Film 107 100

Disc NI A— 10




1T Many storage choices
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* Longer lived storage technology
— E.g. Printing bits to film
* More reliable storage technology
— E.g. data tape instead of HDD on shelves
* Make more copies
— E.g. off site deep archiving
* Encode to make content more resilient
— E.g. Graceful behaviour if a few bits and bytes are corrupted

* Conceal errors
— E.g. Interpolation of corrupted frames or blocks

* Check often and fix quickly
— E.g. ‘scrubbing’ of HDD servers



BF Comparing ‘cost of risk of loss’

e Diversity (copies) keeps things safe W
* Active management of data integrity

* Migration to address obsolescence D2.1.2

* All activities have a cost, especially access

Access \

Problem
detected

Failure

Failure Detection
Migration

Failure




1 Cost, safety and access:
~ Simple comparison of IT storage

Storage Cost Low High High
(media, shelves, climate (servers, power, (fully managed
control) cooling, service)

maintenance)

Access Cost High Low High
(people retrieve and (internal network, (bandwidth, charges
load media) automated) fori/o)
Latent Failures Low Med Low
(data tape is reliable) (‘bit rot’) (replication and
monitoring)
Access Failures Medium Low/Medium Low

(drives eat tapes) (depends on system) (automated checks)



Two tools that might help

* Long term planning
— 25 years
— High level choices
— Estimates of total cost and loss
— Narrow down the options

* Short to medium term simulation
— Simulates actual events
— Corruption, loss, catastrophes
— Ingest, access, ‘active preservation’

— Impact of limited resources
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STORAGE PLANNING TOOL
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Storage Configurations File Collections Plans
mjad | logout
Storage Systems
Found 5 storage systems. Add...
HDD in servers read-only HDD on shelves read-only Data tape in a robot read-only

Migration required every 4 years.

Running Costs
Access: €0.1 per GB
Storage: €1 per GB peryear

Corruption Rates
Access: avg. 1in 500 files
Latent avg. 1in 750 files per year

Migration required every 4 years.

Running Costs
Access: €1 per GB
Storage: €0.25 per GB per year

Corruption Rates
Access: avg. 1in 100 files
Latent avg. 1in 500 files per year

Migration required every 6 years.

Running Costs
Access: €0.2 per GB
Storage: €0.4 per GB peryear

Corruption Rates
Access: avg. 1in 1x10° files
Latent: avg. 1in 1x1 0° files peryear

Data tape on shelves
Migration required every 6 years.

read-only

Running Costs
Access: €1 per GB
Storage: €0.1 per GB per year

Corruption Rates
Access: avg. 1in 1x10° files
Latent avg. 1in 1x10° files peryear

mystorage Edit Delete

Migration required every 5 years.

Running Costs
Access: €1 per GB
Storage: €1 per GB per year

Corruption Rates
Access: avg. 1in 10 files
Latent: avg. 1in 10 files peryear




Risk and Loss
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Long term cost
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IT Simulating retention and access

Storage System 1 Storage System 2

Inﬁeﬂstﬂ()ﬁeﬂue
fnr @ 0, @
HTWTW and migration UUUUU an(.:f m«ig’/f)rnafion

IO Q Repelr Gane

Access Queue

 Resources are often limited
— People, servers, bandwidth
— Contention and priorities

e Capacity planning, Disaster simulation, Training



rArchive Performance:

Simulation time: [Current simulation time: 2016-09-23T25:017] Ticks: 251160
Archive running costs (EU): 3.9102938243511766E7

Currently Used Storage (TB): 12455.5
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"

. 26,000,000
173
o
o

2 22000000

=3

S 000000 |-
w 18.000.000

= 16,000,000 |

Jukz011 Jan-2012 Jul-2012 Jan-2013 Juk2013 Jan2014  Juk2044  Jan2015

Time
| — archive rurning cost (EU)

Juk2018

Jan-2018

Jul-2018

x
]
=
®
2
o
<
]
3
o
E
5
r4

Jan2012  Mar2012  May-2012
Time

[ A1 Storage System 1 Storage System 2|

Mar2011  May2011  Juk2011  Sep-2011  Now2011

Sep2012  Now2012  Jan-2013  Mar2013

Jul2012

rTemplate Management

"

=

Number of lost Assets

Jan-2014 Jul2014

Time
|-A| — Storege System 1 Storage System 2

Jul2011 Jan-2012 Jul2012 Jan-2013 Jul-2013

Jan-2015 Jul-2015 Jan-2016 Jul2018




~
2

Number of Assets at risk

]

g 8 &8 888 8

Juk2011

Jan-2012

Juk2012

" —

Jan-2013 Jul2013 Jan2014 Jul-2014

Time
= A1 Storage System 1~ Storage System 2|

=
2

x
]
<
®
]
T
0
2
T
5
-
3
]
2
%
e
5
5
a
£
5
r4

=
8

o

850 |
800 |
550 1
5001
450 1
400 1
3501
250 1
2001

Juk2011

V] Assets atRisk  [¥] Lost Assets mwm

Julzo13 Jan2014 Jul-2014 Jan-2015

Time
[ Maber ot Assets et Risk — Manter of Lost Assets|

Jan2012 Julz012 Jan-2013

Jul-2015

Jan-2016

MNumber of lost Assets

Jul-2011

Jan2012

Jul-z012

"

| —

Juk2013 Jan2014 Juk2014 Jan2015 Juk2015 Jan2016

Time
|— & — Storage System 1~ Storage Systen 2|

Jan-2013

Jul-2011

V] Scrubbing (V] Copy [¥] Ingestion  [¥] User Access mwm

Jul-2013
Time

== Scrusting requests — Gopy reguests — ngestion recuests == Access requests

Jan2012 Juk2012 Jan2013

Jan2014

Jul2014 Jan2015

Jul2015

Jan2018




Numberofcopies

Cost

180M

160M

140M

120M

100M

80M

60M

40M

20M

oM
1 1.2 1.5 2 3 6

Scrubbing period (times per year)



innovation

Fastrack

D3 Tapes

B Exam

Transfer Stations

—>

D3 Deck

—>

D3 Deck

D3 Deck

D3 Deck

—>

A
Ne—_"] | LTO Deck
\ HDD J
A
Ne—_—"] | LTO Deck
\ HDD J
N\
N—_"] | LTO Deck
\ HDD /
N\
Ne—_"] | LTO Deck
\ HDD J

% g Transfer

Operators

Fastrack

LTO tapes

Retransfer

ple: migration workflows

Completed
Transfers

_} y / : \
- :* v‘ “ 4

Defect reports

1

QC operators
and QC stations




( D3Tms rT r Thmug'lw‘t _'f"" — -

Currenty viewing: (Qualty Control Configuration | v | B

Number of GC operators and OC stations

o] e |

Time spent by QC operator reviewing transfer defects

0| secontsperetect | upaate_|

Time spent by QC operatorlogging transfer defects

seconds per defect | _Update |

Cost per hour of QC operator

f_Jo
per OC station

[ Je

Amortisation time of QC station

[Dm

Number of spot check operators:

] (Lo |

Spot checked tapes proportion

Percentage of failed tapes: i
Dec-2011

g @ Time

Pre-existing defects detection method —— Mean LTO tape migration time — Undetected defects (%)I

Quality control performance

a & : ; ) i i H i ;
Jul-2011 Aug-2011 Sep-2011 Oct-2011 Nowv-2011 Jan-2012 Feb-2012 Mar-2012 Apr-2012

(anual Check (ful sweep) | v|
~Time spent by QC operator reviewing the full programme for pre-existing defects
12| xlength of programme material | _Update

Model Performance Output:

Simulation time: [ 23h/25d/4m/2012y]
3 Tapes Queue Size: 7298.0 Fast tracked D3 items: 209 Fast tracked LTO tapes: 31
ndetected errors in D3 Tapes: 0.0 Undetected preexisting defects (after QC): 5.1455066804953935 %

-Time spent by GC operalor logging pre-existing defects Decks Number: 1 Headife used (1) 1528.2585850015912 Headife remaining: 8471.741414398409 D3Deck stafftotal work hours: 1672.0
DD Cache Size (in GB): 7.31835822996912 Fles n cache: 2.0 Transferred content size: 137445.95429191386
30| seconds per defect TO Tapes Size (in GB): 126087.78403268871 Produced Tapes: 3380 LTO stafftotalwork hours: 587.0
: ize of the Material Wigrated To LTO Tapes: 137445.95429191386
rPercentage of pe-existng defects not picked-up by QC aperator werage time oftem to go throughthe workflow: 4.215686274509804
D* rof undetected defects: 234.0 QC staff total work hours: 6660.0
-Percentage of tapes that will need retransfer

lolume of material awaiting quality control (in GB): 395.8958216205666
me of quality checked material (in GB): 136670.884775118

: re cost: 42129.687699669856

man resources cost: 351920.0

nual total cost: 394049.68769966747 hd

=
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1T Decision Loops for Services
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Monitoring

Day to day
operation

iﬁ} ‘ Management

Automatic Control

Historical data
Measurements
against KPIs

Long term planning

gManual policy updates
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Data Service Management

Monitoring

Online
service

User and
resource
management

Automatic Control

Decision Support

/
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at have we built?

jobs data storage ST
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USAGE SUMMARY
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1T What have we built?
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D3.4.2

Monitors:

SEVENTH FRAMEWORK
PROGRAMME

e Availability

« Data ingest and access
= \ .
ile Tool™Network ° DlSC Space

b Batchhosting || petails Access Log
¥ Governance

e Lo Errors in files C—

b SLAService( »rimefarchived

| Amount of data archived For how |

¥ Procurement rimefcorruption PY : ° uptions. 1.0 corruptions, Number of corruptions
= Template (re )rime/dataloss e Ive ry I I I I e 1e 3.333MB | Amount of data lost
W yrime/disc B 4.288 MB Amount of data stored on disc

RestSt¢ Jrime/file

yrimefingest IVI a n a ges ° B 4.288 MB -Amount of data ingested
. i

yrimefresponsetime} 13.8695 Time from requesk to start readini
yrime/service Services over time

\/provided ° B a n d W i d t h | Number of SLAs
"ms,cuskomerfacces 139.646 |

"ms/customerfacces 2 11651.25
rms/provider/responseTimeGuarantee/state/o - 1 113.279 T13.270 113.27 113.279
'ms[providerjresponseTimeGuarantee/statefundefined? - 2 | 152.083 12,825 | 76.042 139.258
ms/provider/responseTimeGuarantee/state/violated | 1(1.0/s) 1 11651.348 11651.348 11651.348 11651.348

|~
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| If we change nothing:

~|* Willllose any data next year?

~|* How many assets will be at risk?
~|*  What will the running costs be?

| If we store another copy:

~{* How much will storage costs increase? |

-|*  How much safer will it be?
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Optimise my System

Given the current state:
 How often should | be scrubbing the data?

* How many copies should | keep

* How much resource should | dedicate to access?

... whilst keeping the data safe and the cost within budget.

© University of Southampton IT Innovation Centre, 2011



More information

* D2.1.1 Preservation Strategies
e D2.1.2 Preservation Modelling Tools

 D2.2.1 Processes for preservation and access
e D2.3.1 SOA for AV storage

e D3.2.1 Threats from mass storage

* D6.3.1 Financial models and cost calculation

e D7.1.4 Annual AV preservation report(s)

All available from the PrestoCentre




Try out the tools
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http://prestoprime.it-innovation.soton.ac.uk
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MODELLING TOOLS BY IT INNOVATION

Home Storage Planning Tool Simulation Tool Read the Report

PrestoPRIME Modelling Tools by IT Innovation

Introduction Storage Planning Tool

This website provides access to software tools | v

for the planning and simulation of digital N L i

preservation and access systems, in £ Il | | |

particular the costs and risks of loss when
using [T storage systems for long-term
retention and access to digital content.

These tools are being developed by the
University of Southampton IT Innovation Centre -

as part of the European Commission 3 | | |
supported PrestoPRIME FP7 ICT project. \ I \ | |

Number of files

Mane



