
  

 

Abstract—The increasing needs for updated information 

and collaborations around the world initiates the need to 

integrate Access Management Systems (AMSs) with each 

other. The integration of AMS developed the concept of 

Federated Access Management Systems (FAMSs). However, 

even this development was not able to cease the need for 

maintaining multiple accounts; it could only reduce the need. 

Moreover, the existing AMS and FAMS do not provide the 

security and privacy desired; these systems tend to have trust, 

identification and biased services issues related to them. Along 

with these performance issues, a lack of personalisation, 

usability and accessibility issues also reside. Furthermore, 

following extensive analysis of the current systems, a new term 

has been invented for an innovative system which will address 

the limitations and constraints of FAMS—Ubiquitous Access 

Management Systems (UbAMSs).  

 

Index Terms— Access Management Systems, Federated 

Access Management Systems, Ubiquitous Access Management 

Systems 

I. INTRODUCTION 

The internet has played a great role in the evolution of 
modern lifestyles, and  the development of the „Web‟ had 
made the internet more accessible and more convenient to its 
users. Different services started being offered on the web 
which has created the need for the users to create online 
accounts, which requires the entry of personal information 
and details. Another aspect which has threatened 
information revolves around the fact that organisations made 
their customers‟ data available on the internet so that their 
services could be available online; however, the availability 
of an ocean of knowledge and personal information tempted 
malicious users to utilise such personal data for criminal 
purposes, and different techniques were invented to threaten 
the privacy of the users.  

The violation of user privacy created a daunting need for 
rights management systems which would be able to 
authenticate the users [1, 2]. AMSs provided access rights for 
a specific system only to the users whose identity could be 
verified by the system [3, 4]. This was a major improvement 
with respect to the issue of security breaches of personal 
details and identity attributes. However, AMSs at this time 
were lacking in the area of providing unified access across 
several systems; these systems provided identity 
management to single systems or organisations [5], [6]. The 
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constraint of limited access and the maintenance of multiple 
accounts for accessing different organisations did not meet 
the highly competitive needs of the modern world. Therefore, 
FAMSs were created with the aim of providing access to 
several systems and organisations through a unified identity 
[7], [8]. Importantly, FAMSs reduced the need to maintain 
several accounts, and also facilitated the tracking of the data 
revealed on the web. Notably, it is very common for 
individuals to forget the information that is given at the time 
of registration for different accounts and services. FAMSs 
provide a single domain for the provision of access to several 
accounts; therefore, information was maintained only on a 
single source. 

The paper is structured in the following manner; Firstly, 
the background of the subject, including a brief overview of 
the exstsing FAMS are explained in Section 2. This is 
followed by a critical review of existing FAMS with various 
different criteria in Section 3. Finally, Section 4 concludes 
the paper with a summary and proposes a new solution, 
UbAMS.  

II. FEDERATED ACCESS MANAGEMENT SYSTEMS (FAMS) 

The Federated Access Management System has been an 
area of attention for a few years for various different 
organisations. Accordingly, many systems have been 
developed including; 

 

A.  Liberty Alliance Project  

It provides a platform for the users to perform their 
online transactions in a secure manner. The identities of 
the users are federated therefore greater access can be 
achieved [23], [11], [24]. 

B. Shibboleth 

It  is an open source website that provides the facility of 
single sign-in service to the customers [11], [14], [15]. It 
offers access to the internal as well as external content of 
the organisation [22], [21]. 

C. OpenSSO  

It offers single sign-in service across different domains 
to save the user from the trouble of resetting forgotten 
passwords that proves to be a tedious process for the 
organisation if many users initiate it [8], [9]. 

D. OpenID  

It is a single sign-in service for the maintenance of 
multiple accounts. It provides the service of even 
registering at any website with the credentials provided 
at OpenID, on user‟s request [11], [12], [21], [13]. 

E. FingerID 

It  also offers the maintenance of multiple accounts and a 
viewing facility on a single platform. However, FingerID 
offers greater accessibility and convenience owing to 
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fingerprint recognition and user-friendly displays, 
respectively [11], [25], [30].  
 

The FAMSs claim to provide access over numerous 
sources and give the facility of single sign-in. Even though 
there exists a limitation amongst these applications and 
systems, the user still uses various different identities for 
every federated system: for example, an OpenID account and 
identity will not work for Shibboleth services. Furthermore, 
different applications offer different services; as such, the 
user might make accounts on multiple systems. This will 
again raise the need to remember multiple passwords. It can 
be stated that there is no single sign-in service or federated 
access across all federated access management systems. The 
FAMSs provide access to their respective specific set of 
domains; therefore, the user will create different accounts in 
order to gain access to the domains which are not accessible 
by a certain federated access management system [9], [10]. 
Other aspects of FAMSs which constrain its usage include 
the lack of usability and accessibility features in most of the 
federated access management systems. The systems should 
not only be federated with respect to the access with different 
systems, but also federated with regard to the different needs 
of the people who use them. 

 

III. ANALYSIS OF FAMS 

The FAMSs are evaluated with respect to various 
different criteria; the major classifications of the criteria are 
the different factors of FAMS [29]  and 
Accessibility/Usability aspects of the system. The criteria of 
analysing the effectiveness of a federated access management 
system includes various different factors, as highlighted 
below.  

A. Trust (T): 

American Heritage defines the term „trust‟ as the 

“confidence in terms of the integrity and capability of a 

thing or person” [26]. Customers trust the access 

management system to safeguard their data; 

accordingly, the data has to be protected to the extent 

that it should not even be forwarded via an unreliable 

intermediate source. 

B. Security (S):  

The term „security‟ can be defined as the “freedom of 

danger or risk of any sort” [26]; therefore, only 

authorised parties are permitted access to the data in 

order to enforce security in AMS [27].  

C. Privacy (P):  

Privacy can be defined as the right of the individual to 

keep his possessions or data safe from others [26]. In 

this regards, users enter different forms of information 

in the access management systems, such as email 

addresses, login credentials for web accounts, etc. 

Notably, it is the responsibility of the access 

management system to ensure that this information is 

not exposed to any third party [27].  

 

D. Neutrality (N): 

 Neutrality can be defined as the instance when no sides 

are being supported; rather, an equal share is given to 

all [54]. All systems and organisations should be dealt 

with according to the same scale, and no service or 

organisation should be given greater priority in terms of 

the utilisation of resources.  

E. Identity (I):  

Identity is defined as the “collective aspect of something 

by which it can be recognised” [26]. The credentials 

should be able to identify the individuals in a reliable 

and effective manner.  

F. Languages (L) and Culture (C):  

Culture is defined as the “beliefs, values, and customs 

and material traits of a religious, social or racial group” 

[56]. The latest trend in online services is to offer 

personalisation of the service in such a way so as to suit 

and accommodate the needs of the user. AMSs 

therefore need to introduce this element into their 

services so that a greater range of users are able, and 

inclined, to utilise the service; this can be achieved 

through various different means, such as, for example, 

language options, display settings, customised pages, 

etc. Importantly, every culture has different views and 

opinions owing, and so developing trust is a very 

important role [28].  

G. Disabilities (D):  

Disabilities are defined as “impairments that might 

hinder someone‟s routine activities” [26]. Nowadays, 

many different types of users are found on the internet; 

this might even include people with disabilities, such as 

visual impairment, blindness, deafness, etc. 

H. Assistive Technologies (AT): 

 Assistive technology is defined as “a technology that 

might facilitate the operation of a computer or some 

other technology” [54]. This factor will evaluate 

whether or not the access management system offers 

any degree of compatibility with Assistive technologies. 

 

IV.  EVALUATION OF FAMS  

Table 1. summarises a critical review of an extensive 
evaluation of existing FAMS with various different criterias. 
A tick ( ) means that there is strong evidences which show 
FAMS offer these criteria according to specific references; 
however, a cross ( ) means there is no any evidence to 
suggest that these systems offer the required criteria, and a 
question  ( ) means that there is no information about these 
criteria. 
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A more detailed critical and extensive review and 
evaluation of existing FAMS with different criteria will be 
presented in the conference. Following the analysis of the 
existing access management systems, the need for an 
efficient federated access management system was 
considered which would do justice to its name. Therefore, a 
new system has been proposed with the addition of a new 
term to the existing name: Ubiquitous Access Management 
System(UbAMS)[29]. 

 

V. CONCLUSION 

There are various solutions for the issues raised in this 
paper. One possible approach of AMSs is to follow a 
ubiquitous approach which may perform on multiple 
systems. The differentiating aspect regarding the ubiquitous 
systems approach could be that the decision-making power of 
the system should not be embedded within it; rather, it should 
be according to a standard policy to be followed by all the 
access management systems. The standards might induce 
uniformity across the systems, as well as produce effective 
changes whenever there are any required modifications [2], 
[29]. 

UbAMS might ultimately enhance the performance of 
FAMSs and perform the effectiveness expected from 
federated access management systems. This system could 
enable users to access their accounts from any system i.e. one 
log-in identity may be sufficient to gain access to all the 
federated access management systems. It might prove to be a 
revolutionary development since existing systems do not 
currently offer this type of unified service. This system not 
only offers a single sign-in on all FAMS, but could also cater 
to all different needs of users, such as needs to personalise the 
service with respect to language, culture or disabilities, etc 
[29].  
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