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Abstract

Linked Data provides some sensible guidelines for pubiiglaind consuming data on
the Web. Data published on the Web has no inherent truthts/quiality can often be
assessed based on its provenance. This work introduces appeaach to provenance
for Linked Data. The simplest notion of provenance — viz.amed graph indicating
where the data is now — is extended with a richer provenaneeaio The format
reflects the behaviour of processes interacting with LirRath, tracing where the data
has been published and who published it. An executable miegetsented based on
abstract syntax and operational semantics, providing ef mfaconcept and the means
to statically evaluate provenance driven access contiojustype system.
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1. Introduction

The Web challenges traditional perspectives on data. floadily, data is stored
in centralised databases with clear ownership. Only tdusteerts have access to
the mechanisms for manipulating data and the boundarieaatf éata set are fixed.
Linked Data shatters these assumptions, by removing thedawies between datasets
and reducing barriers for publishing data.

Linked Data is a movement that is pushing data onto the Web'l[d]reﬂect the
diversity of data a light data format is introduced. The datanat is based on triples
of Uniform Resource Identifiers (URIs). Triples of URIs aersatile. A wide variety
of data sources can be lifted to collections of triples. Remnore, the use of URIs as
standardised global identifiers allows data from one sotacefer to data in another
source. Several protocols are then employed to consumeubigip data collabora-
tively. With many contributors and locations, tracking firevenance of data becomes
a significant challenge.

In the Web of Linked Data, anyone can form a triple. If somewmia&es a statement
and publishes it as a triple on the Web, it does not mean teatifiie can be trusted.
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The degree of trustworthiness of the triple will depend om titustworthiness of the
individuals involved in producing the triple and the judgamhof the consumer of the
triple. Thus this work argues that a consumer of Linked Datadst concerned with
the provenance of triples. The provenance of any valuedénisiples is secondary.
For Linked Data the big concern is the provenance of a statesueh as “Yoshihito
Toyama is #iliated with Tohoku University,” rather than the provenaonc¢édentifier
for Tohoku University.

The problem of provenance tracking for Linked Data is wethkn. A basic prove-
nance mechanism called a named graph is widely supp@].SA named graph
extends triples with an extra location, which indicates mghée triple is located. This
is the simplest kind of where provenance. From a triple in megraph, decisions
can be made based on where the triple is located now. A quengpeifically ask for
triples lifted from the BBC News feed for Asia.

A named graph only captures ‘where now’ provenance. Hadhefes and Decker
argue that a more social provenance model is requd [38]a Bocial provenance
model, they mean that the context should record who prowananhe ‘where now’
provenance of named graphs can be extended with ‘who nowepance, by also
identifying the agent who published the data. This work gegst such social prove-
nance, by extending the notion of a named graph with pairs.

This work extends named graphs one step further, by tradgiogepance history.
The protocols for Linked Data allow triples to be retrieveaifi locations and written
to other IocationsiEl]. Thus a history of ‘where and who’y@pnance can be accu-
mulated. Each time an agent publishes data in a locatioragkat and location can
be recorded in the provenance history of the triple. Furttoee, the data may be pro-
cessed locally, by the agent. Recording the operationswbet applied to the data
provides a notion of ‘how’ provenance.

This work provides a calculus of processes which use, coasurd publish Linked
Data tracing data provenance traces. The calculus deratestthat the proposed
provenance format tracks the provenance of data accorditmgtprocesses modelled.
It allows the claim that the provenance format introducesliigable for Linked Data to
be evaluated.

The calculus goes one step further, by exploiting the pramea format to enhance
Linked Data protocols. The model introduces a logic for grance patterns. The
logic can be used to specify precise queries over Linked.Dakee calculus is then
typed to ensure that an access control policy based on themaace format can be
maintained. A type system ensures the integrity of the paliceach location. Such
policies can improve the reliability of Linked Data. A firsek result is a subject
reduction theorem, which verifies that such policies can iranteed by the static
analysis of processes. Further formal results prove tleaptiicies described are in-
deed captured by the model. The implication is that thiscstatalysis can be applied
to programs which follow the Linked Data protocols modelled

The present paper is organised as follows. Se¢fion 2 inteslprovenance and
Linked Data. The syntax and the operational semantics afalwilus are the contents
of Sectio "8 and of Sectidd 4, respectively. Sedfibn 5 intoes a type system whose
properties are shown in Sectibh 6. Related work is discuss&action ¥ and some
conclusions are drawn in Sectibh 8. The electronic versfdhis paper contains the



URIs mentioned as active links.

2. Linked Data: Guiding Principlesand Provenance

Some ubiquitous Web standards are employed to supportdlibkéa. These stan-
dards enable the decentralised identification of resouticegransfer of data, the rep-
resentation of data and the exploitation of data. Thesentdobies are briefly sum-
marised, and an overview of how these technologies meetutuelges for Linked
Data is provided.

URIs are identifiers for resources on the Web. A URI may be usddTTP to
supports the fundamental operations for publishing andwaming data at that URI.
URIs may also be used in the Resource Description FramwdbEjRo identify re-
sources in data. RDF is a standardised loosely structutadatanat that allows the re-
sources identified by URIs to be described by their relatign® other URIs. Finally,
SPARQL, a protocol and RDF query language, standardises vaisic mechanisms
for exploiting RDF.

The guiding principles of Linked Data were outlined by Bemkee I[__ﬂi]. Firstly,
in data use URIs to name things; as opposed to a local idergdfeme specific to a
dataset. Secondly, make use of the HTTP protocol, so thaiRis can be looked up.
This process of looking up a URI using HTTP, called derefeimey should provide
useful information using standards, specifically RDF andF8BL. Finally, include
other dereferenceable URIs in the dereferenced data, sontire things can be dis-
covered. The idea is that distributed data published fatiguthese guidelines can be
used collectively, without prior coordination.

Information about the publications of Yoshihito Toyama éadily available as
Linked Data. There is of course a URI for the home page of TayahTTohoku Uni-
versity. However, the Web page does not return Linked Dates 8ot dereferenceable.
Fortunately, there are many dereferenceable URIs for Tayame such URI can be
dereferenced to obtain the following data.

subject property object
Toyama akt:type akt:Persbn
rkpres:CS132820 |_akt:has-author| Toyama

The above data is in the standard format of RDF triples. Euntore the data
contains dereferenceable URIs. Thus the URI for the paleres:CS1328Z0can be
dereferenced to obtain some more information. The datamed.includes the follow-

ing data.
subject property object
rkpres:CS132820 | _akt:has-author Toyama
rkpres:CS132820 |_cites rkpres:CS323375

Notice that these triples have dlgrent provenance, the first two triples came from
dereferencing a URI for Toyama, the second two triples caioma tlereferencing a URI
for one of his papers. Indeed the same triple appeared twitbeditferent provenance
traces.

The source of these triples can be traced further. Threeesktlriples originated
from a data source published at URI sourcel. This source earabed back to a data
dump made by the website CiteSeer. Thus the origin of theveastriples above might
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be traced as the following sequence of two URIs followed byperationlift. Thus
lift# is the mapping of a function, which transforms some raw ohtaRDF, into the
provenance format. The left most location is the most recent

rkpres:CS1328Z0sourcel lift#

Furthermore, we can trace the agents who wrote this dathidicase, an agent acting
on behalf ofCiteSeerlifted the data and published the data as RDF. Another agent
RKBexplorerowned the process that republished part of this informdtothe above
paper. Thus the agents can be included in the provenanee tadice that the agent
that wrote the data and the location where the data was pebli®rm a pair.

(RKBexploreyrkpres:CS132820 (CiteSeeysourcell) lift#

There are several operations involved in the scenario snghétion. There is the pro-
cess owned by age@iteSeer that obtained the data and published it in a location.
There is the process owned BKBexploreythat obtained data from several locations,
including the dump above. The data was then filtered for madion about a URI and
the resulting data was published at the URI, so that the URdoe dereferenced. This
work introduces a calculus which captures the behaviouradgsses in this scenario
whilst automatically tracking the provenance of triples.

Notice that including the entire trace is stronger than gfre@ach &fered by named
graphs |L_1|3]. A named graph just provides a current locat@mnaf triple, it cannot
track the provenance history. With the extended proventorogat we can determine
whether a triple originated with thACM, CiteSeeror DBLP as well as the current
location. This is useful since these are trustworthy saifaedata on academic publi-
cations. We may also only trust data that was most recentigled byRKBexplorer
since RKBexploreris a reliable agent for gathering Linked Data. These, andyman
more, provenance patterns can be handled by this work.

The language suggested by this work is a high level languabere interaction
with provenance is primitive. At times, several low leveleogtions are covered by
a single high level operation. However, there should be ndbtthat the language
encompasses the guidelines for publishing Linked Data. progenance format is
a serious contribution to the area of Linked Data, extenaixigting approaches for
tracing the provenance of triples.

3. A Syntax for Capturing Provenancein Linked Data

The methods employed here are purely syntactic. This setttooduces the ba-
sic atoms and grammars required to discuss both a provefancat and systems in
which the provenance represented can be traced.

3.1. The Syntax for a Format for Provenance Traces

The basis of the provenance format are identifiers repregenthere and who.
Both identifiers are readily provided by the Linked Data #@sstture. Using these
identifiers, a provenance format is proposed, which is eetlithroughout this work
for its effectiveness in tracking the provenance of triples.
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agentsw, functions:f,g Frmal2 As=A]2 $i=f]2

locations:, m location variablea, b

patterns:

location or variablea = ¢|a Te= € empty
provenance traces: : ((;#; A) WhO-W:vire
pi= e empty y
| (a,0) who-where | x-m  concatenation

| f#; why | nvnm disjunction

| p-p concatenation | Kleene star

| T top

pvp disjunction
Figure 1: The provenance format and pattern syntax.

Identifiers for where, who and whyThis work refers to URIs as locations, ranged
over by¢, min definitions. Toyamadenotes one of several dereferenceable URIs for
Yoshihito Toyama.

Entities that run processes, are referred to as agentsassismed here that each
agent has an identifier, ranged overdyy, which identifies ‘who.” Harth et al. note that
the Web has a built in mechanism for identifying agents vea@lomain Name System
(DNS) ]. There are obvious issues with using DNS to idgratgents, particularly
since the correspondence between DNS identifiers and aigami$ necessarily one-
to-one. The exact choice of identifier is perpendicular te Work.

This work assumes that there are some basic functions whictbe applied to
data, ranged over bf, g. These functions can be recorded in the provenance format
where they appear as the function names followed by #. Thiereaious mechanisms
these functions could represent, so the details are notqadin this work. The point
is that some basic ‘why’ provenance can be recorded.

The provenance formatFigurel introduces the provenance format, which traces*wh
and ‘where’ provenance with some basic ‘why’ provenancerimfation. A who-where
provenance pair indicates that a particular agent puldisla¢a in a particular location.
That data may be retrieved and published in another locétyoenother agent. Each
time the trace is extended. Disjunction can be used in peovemtraces to represent
that the data from several sources have been combined. \@hywre combined may
also be indicated.

The following trace represents that initially there were tpieces of data. One
piece of data was published by ag&@M inlacm.1, another piece was published by
agentCiteSeeiin|cs 1. AgentRKBExplorerconsumes both pieces of data, applies the
function Cleanto the combination of both pieces of data, and publishesl@dation
Toyama

(RKBExplorer Toyama - Clear# - ((ACM,Jacm1) v (CiteSeejfcs 1))

The pattern languageFigure[l introduces the syntax of patterns. The basic atdms o
the patterns are who-where pairs and functions extendédwiitl cards. The wild
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stored data:

data variablex, y D:= (¢¢0)? tracked triple

. | DJD composition
queries: | O empty data

Q:= (12A)" triple pattern

| QeQ choose expressions:

| Q®Q tensor ex= X variable

| JaQ . exi_sts | D data

I +Q Iteration | f(e) application

|

e|le composition
Figure 2: The syntax of stored data queries and expressions.

cards state that any agent, location or function can be redtchhe pattern language
for provenance traces is based on Kleene algebras. Thetiopsrare concatena-
tion, and disjunction of patterns as well as a Kleene staichvhllows a pattern to

be matched an arbitrary number of times. There is also a taperit, which can match
any pattern.

The following examples are useful patterns which can beesgad. Using iteration
and disjunction, the patterf{Glaser 2) v (Millard, 2))" guarantees that only agents
Glaser or Millard ever wrote this data. The pattemn- (2,Jacm1) states that data
originated from the ACM periodical data. The pattern (L3S ?2) - (2, Toyama - T
states that at some point data published in locafimyamawas republished by agent
L3S

Note. Glaser, Millard and the organisation L3S published the k@dted Data used in
examples.

3.2. Mechanisms for Manipulating Linked Data

This section introduces the standards for Linked Data,ned¢d with the prove-
nance formats from the previous section. Query mechanismidking out patterns
in Linked Data are extended with provenance patterns, dgtiogenance traces can
be exploited in queries. Finally, expressions that maamifgutiata are suggested. See
Fig.[2.

Annotating triples with provenanceRDF is based on triples of URIs, which resemble
simple sentences in natural language. The first componenéisubject, the second
the property and the third the object. There are some fuféiaures of RDF including
literal values and blank nodeE_[36], however this work fesusnly on URIs.

For stored data the syntax of triples is decorated with agaraxice. The provenance
represents the history of where, who and why the triple wagioéd. Furthermore, the
most recent provenance indicates where the triple is novexample is:

(ipl:Toyama87 dc:creatdr Toyar)Sdipl:-Toyamad j.(DBLPsource3
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Annotating queries with patternsThe standard for querying RDF is SPARQL. A for-
mal syntactic model for SPARQL queries has been prov@]d 3@ brevity, this work
takes the most relevant subset of SPARQL and adapts it teekting, represented as
the queries in Fid.]2. The constructs form a commutative iéeslgebra with existen-
tial quantifiers over triples annotated with provenancegpas. The disjunction gives a
choice of queries, the tensor allows more than one tripletaléntified, the existential
quantifiers allow locations to be discovered. The Kleeneataws many instances of
a triple to be matched.

Queries are used in this setting to test whether some datiesa pattern. This is
used in the calculus to consume data which matches only #tgrp. The following
query demands that two triples are discovered. The subjdxith triples must be the
same URI. Furthermore, the provenance patterns ensuteketeples were originally
posted by an agent on behalf of the ACM.

+Ja ((aldc:creatol Toyarmd ““™?  (a journal [ipl) ~*“"?)

Expressions over dataTo allow data to be manipulated, functions mapping stor¢a da
to stored data are introduced. The functions are used inyititavs of expressions to
represent the manipulation of data. Future work would ohiie a calculus of functions
to precisely specify the transformation performed, féaiiing a more detailed analysis
of why provenance.

3.3. A Syntax for Process Configurations

This section introduces processes that manipulate dastei8g then model a com-
bination of data decorated by provenance traces and pexasshby particular agents.
Firstly, policies for URIs must be explained since they ape processes. Policies
control the access of an agent to a location based on thermmanee of data.

The syntax of policiesAccording to the syntax of systems, Fid. 3, agents interact
with data by means of three operations: getting, deletimbiaserting. Therefore it is
sensible to design location policies prescribing whichnagiean read and modify their
data.

For example the locaticdipl: Toyama8Tcan allow anybody to get the data inserted
by Glaserand originally posted by an agent representingAid/. This can be repre-
sented by the access triple:

(?,Glaset T - (ACM, 2))

The same location can alloiillard to delete only data inserted by himself and at
some point published at locatimem.1, while Glasercan delete arbitrary data. This is
represented by the following set of access triples:

{{Millard, Millard, T - (2,lacm1) - T),(Glaset 2, T)}

Lastly onlyMillard andGlasercan insert data in the locatiaiipl: Toyama87and while
Millard must take the data fromBLP, Glasercan take data from any source. This is
expressed by the set of insert pairs:

{(Millard, (2, DBLP) - T), (Glaset T)}
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process variableX .
access triples: == {0, o, 7)

policy of locationsLoc(R, D, I) insert pairst := (o, 7)

pIrDo?_essgs: termination sets of access triple®, D
| get(Q,x).P consume sets of insert pairsf
| del(Q,x).P delete svstems:
| ins(1,€).P publish y - . o
| P+P choose S:= 0 termination
| da:Lloc(R,D,I).P selectlocation : D[P] storeg (ﬁ[?
| X process variable | Cé IS ar%llel
| recXP recursion P

Figure 3: The syntax of processes and systems.

These examples justify that the location policies are Igin three sets (see Fig. 3):
1. the seRR of access triples that controls get access to data;
2. the setD of access triples that controls delete access to data;

3. the sefl of insert pairs that prescribes the data insertion policy.

The syntax of processe®rocesses suggest a high level programming language that
combines HTTP operations with queries and expressionss dlldws sequences of
interactions with Linked Data, including dereferencirgbe expressed. The syntax of
processes is defined in Figd. 3.

There are three operators for interacting with Linked Dafget; delete and in-
sert. These operations model both HTTP operations and qme«:ylanism@l]. Get
retrieves some data, but also restricts the data using & adgtern. The resulting
data is then passed on to a continuation process, since taeal@able binds occur-
rences in the continuation process. |l.e. the proBdsshe continuation of the process
get (Q,X).P.

Since queries include provenance patterns, the proverante data retrieved
is also selected. This allows the most basic dereferenceatipe to be realised, as
shown below. Notice that a dereferenceable URI for Toyanpaars in the provenance
pattern, indicating the location to dereference. The gpetiern asks for anything, so
all data in that location can be retrieved.

get (+Jadbdc.(ab g T¥AMAT ) Display.Data(x)

The data variable binds occurrences in the continuatioogs® It is assumed that the
proces®Display_Datadoes something useful with the data retrieved. Several pbeam
of get with more precise queries are provided throughostwluirk.

Delete has the same form as get. The onfjedénce is the data retrieved which
matches the query is removed, whereas get persists the tegart consists of an
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expression, a location and a continuation process. Insarséd to publish the data
which results from evaluating the expression at the locati@fore continuing.

The other operations are used to control the flow of proce3$eschoice operator
allows one of two processes to be selected. The existeqérbtor binds a location
variable. When a location variable in a query is bound, tleation discovered is uni-
fied with the continuation. This allows locations to be pdssem data to continuation
processes. Notice that the bound location variable is atedtvith a location policy.
This is necessary to guarantee that the variable is replacadocation of that policy.

The process variable and fixed point operator allow a pracdsshave recursively.
Finally, there is a process representing termination.

The syntax of systemd.he state of systems is expressed using the syntax ifFig. 3.
Systems indicate the agent that runs a process. This infiamria required for tracing
who provenance. The processes of several agents can be senipoparallel with
stored data. Two examples of processes which refer to thet dlggt runs them are
provided.

Suppose that an agemthas made some contribution to data locatepalbs. The
following pattern removes all data this agent has createxth Bata that was written
directly to the location by the agent, and data in the locatiat was touched by the
agent at some point in the past is removed.

a[del (x3a3b3c.(ab gPubI TV(ERBI T2 T) ) 0]

Suppose that an agestperiodically moves information from one location to an-
other location (the origin locatioracm1 and the target locatiolpubs). The agent
obtains citations from the source location. The agent tle@mores citations with a
provenance that indicates that the agent himself had aataimem from the source
location and inserted them in the target location. Finallg, agent inserts new triples
in place of the triples removed.

8| reex [ %€t (+Jadb.(alcites hAMDT ).
recX. .
del (*Ela.EIb.(a cites h@Pubs-(2acml) T y) .ins (pub$ x) .X

Notice that the triples inserted will have the same proveaas the triples removed in
the previous step. This means that on the next iterationeofeéhursion, these triples
will be removed and replaced by more up to date triples. Treekis thajy maintains
a copy of citation data from the source location at the tdayettion.

The next section defines the behaviour of the above systezuisply.

4. An Operational Semanticsfor Provenance Trackingin Linked Data

Operational semantics captures the behaviours of thersgsteodelled by the syn-
tax of the previous section. The behaviour of systems dependhe evaluation of
provenance patterns, queries and expressions, which amalfsed using deductive
systems. Given the mechanisms defined in this section,autiEtexamples that track
provenance in Linked Data can be executed.
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4.1. Pre-order on Patterns and Satisfaction of Patterns

Let fix finite setsA of agent names/ of location names ang of function names.
The mappinge associates to each pattermwhich only contains names iAU LU¥ a
regular expression on the alphabet {(«,¢) |a € A& € € L} U {f#]| f € F}, where
the notation for regular expressions is as in [2]. The mamppse of this mapping is
to reduce the wild cards in patterns to well understood @egeKpressions:

re(e) =€ 1e((0.A)) = Lcreaw) cereLin) (. 0)  re(¢#) = reF(¢)

re(r-n') = re(m)re(r’) re(x Vv ') =re(n) | re(x’) re(x*) =re(n)* re(T)=2*

where
o} ifo=a, e ifA=,
eA() = {ﬂ toop  CHA= {L if A =2
Cfr ife=t,
reF(9) = {l@# o =2

Following the semantic subtyping approa [14] pre-order < on patternsis
defined by:

m < onlyif re(r) C re(n’)

where the sets of names are those occurring itf and the inclusion between regular
expressions stands for the inclusion between the gendeatgdages. The pre-order
on patterns can then be decided in exponential time for thstwase; however there
exist algorithms which arefigcient in practice|__[|2].

The mappingseA, reL andreF make ?the top of agents, locations and why func-
tions. Similarly,re makesT the top of patterns:

a<? A<?2 f# < 2# n<T

Since provenance traces are a subset of patterns, satisfatpatterns is a special
case of the above pre-order.

A provenance p satisfies a patterifnotationp I ) if re(p) C re(n).

The following proposition can be easily shown by the defams of pre-order and pat-
tern satisfaction.

Proposition 4.1. = < «’ if and only if, for all p, p+ 7 implies pi- 2’. In particular
p <xif and only if pi 7.
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Figure 4: Satisfaction of queries

4.2. Satisfaction of Queries

Figure[4 presents a deductive system for deciding whetheegiata satisfies a
query. The definition adapts the most relevant subset of theehof a SPARQL query
presented iHE8].

The axioms for queries hold when a stored triple, matchegpke tdtemanded by
the query. Triples of locations and of locations variables @enoted byC. In this
axiomC is a triple of locations. The stored triple is annotated witirovenance, while
the query triple is annotated with a pattern. The axiom isefoge dependent on the
provenance matching the pattern, as defined in the prevemii®s.

Further operators enable an expressive query languageei$ar rule is a language-
based approach to joining queries. The rule ensures thhtgzots of a query are
simultaneously answered using distinct resources. Toadit join semantics give a
denotational set of all solutions to a query, which is a misimdor this operational
approach|E2]. Instead, a particular solution is selectecekecution. The linear re-
striction, which ensures disjointness of the resourced,usesuited to a concurrent
distributed settind [38].

The rules for choose and exists provide more flexibility iredes by selecting
one of several ways in which a query can be evaluated. lteratinploys weakening,
dereliction and contraction to enable a pattern to be areshvan unbounded number
of times.

4.3. Expression Evaluation

A big step operational semantics is provided for expressithrough the relatiof
defined in Fig[b. Functions are recorded in the provenantepdés only when they
affected the triples.

Raw stored data is simply stored data without the provenanoetation. The
functions from stored data to stored data are defined withexgo their underlying
functions from raw stored data to raw stored data. More pedgiassume that for
each functionf there is a corresponding raw functipi from raw stored data to raw
stored data. The raw function may be undefined if some of thiegrin the data are
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Figure 5: A big step operational semantics for expressions.

unused. The notatiop (inspired by big step semantics) is used for the evaluatfon o
raw functions.

For more accurate why and how provenance the nature of thasédns over data
need to be more precisely defined. It would be possible to theséunctions on the
calculus of SPARQL Update@40]. Each update is associaittdavproof that explains
why an update holds. The proofs should however be considgrad equivalence,
which greatly increases the cost of evaluating provenaatteqms.

A model of how provenance for updates in databases is probig&reen et allﬁg].
Green et al. employ a provenance structure that accountedaitata deleted and the
data inserted by updates. Similar provenance structurdd be considered here.

4.4. Policies

The pre-order on agents, locations, why functions and petisee Se€.4.1) natu-
rally induces the component-wise pre-order on acces&siphd insert pairs. We can
then also compare location policies: a smaller policy miistvaall that is allowed by
a bigger policy. This agrees with standard subtyping. |a Wy each location can be
ascribed all policies that are bigger than its own. This camdhieved by asking that
all triples and pairs in the bigger policy have correspogdiigger triples and pairs in
the smaller policy. This leads to the definition:

Loc(R, D', I') < Loc(R D, I) if
¥Yxe XX € X' . x< X, whereX ranges oveR, D, 1.
For example the following policy
Loc({(?2,Glaser T)},{(2,2, T - (2,lacm1) - T),(Glaset 2, T)}, {2, T)})

is smaller than the policy of locatiddipl: Toyama87(see pagEl7). The bottom policy
isLoc({(2,2, T)},{(2,2, T)},{(2, T)}) and there is no top policy.

4.5. Reduction Rules for Systems

The reduction rules for systems are presented infig. 6,ewverassume standard
structural congruences, i.e. associativity and commuitatf || and+, and neutrality
of 0 for ||. This completes the definition of the operational semantience more
substantial examples are provided.
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Figure 6: Reduction rules for systems

Get and delete and inserfThe get rule and delete rule are similar. Both rules match
some data that occurs in parallel with the process congithia query pattern. The
resulting data is substituted in the continuation proc€hs.diference between the two
is that for get the data in the context persists, whereasdi@tel the data is consumed.

The insert rule evaluates an expression to obtain some dae data is then in-
serted in the location indicated. This is done by placingdat in parallel with the
process and updating the provenance to indicate that noesittg the data was written
to the location by the given agent.

The following scenario demonstrates the execution of gelietd and insert op-
erators. Suppose that two agents identifiedSagsonend Horne contribute triples
about Toyama. In the system configuration beBassondias already contributed a
triple andHorneis ready to contribute some misleading information. Theleaiding
information is about a city classified as a Core City in Jajp#sg called Toyama. Mis-
taken identity of resources with similar properties is al\lwebwn problem for Linked
Data [23].

(Toyama akt:has+aliation TohokuUniversity)Sassondoyama
Horne[ins (Toyama(ToyamaCity akt:type Corecity)€) .0]

Consider a third agent identified lezani This agent trusts contributions made
by Sassonabout Toyama, but notices thdbrne has made a mistake. Using a prove-
nance pattern the agebBezanican remove the work dflorne, without afecting the
contribution of Sassonend other agents. Furthermore, the contribution removed is
reposted in the correct location.

Dezani[del (*Ela.EIb.Elc.(a b ¢(Home Toyama-T x) .ins (ToyamacCity, X) .O]
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After three steps, the following data are obtained:

(Toyama akt:has+aliation TohokuUniversity)(Sassondoyama
(ToyamaCity akt:type COra:ity)(Dezan.ToyamaCity)~(HorneToyama

Notice that the correctly contributed triple has not bearch®d. The provenance of
the new triple records the agents whteated its current and prior locations.

Note. Agents can lie about provenance only by inserting new datta avimisleading
provenance. This can be avoided by restricting the provemandata to the the empty
provenance within insert commands in the initial configimrabf an agent. Interme-
diate operational steps, may include data with richer prawee, but the operational
semantics ensure that this provenance is properly tracked.

Passing locations to continuation®otice that the target location of insert can be a
variable. This allows a name discovered by a query to be uded.dfect is achieved
by using existential quantifiers at the level of processée. rlile substitutes a location
in place of the variable such that the process can perforamaition.

The rule also checks whether the substituted location hagabte policy, though
the function7” which associates policies to locations. This function $®alsed in the
type system in the next section. Details are not specifiedvfmre in a system this
function is stored; however it is clear for security thatanaot be stored client-side
where it would be available to agents. Thus type checkingexedution must occur
server-side in a system that implements this model.

The following example demonstrates an existential quantiffiat binds a location
variable in a query and an insert. Assume that, is some policy with the insert pair
(a, T - (ACM, 2)), which allowsa to insert triples originating with thACM.

«|3a: Loco.(del ((alakt:has-authdr Toyam& 2™ x) ins (a,x).0)| |l
(rkpres:CS132820 akt:has-authior Toyg)ff4gsetoyama(ACMacm.)

Assuming that the locatiomkpres:CS132828as the policyLocy, this location is sub-
stituted toa when evaluating the delete. So the the system evolves tootlosving
state.

s rkpres:CS132820 0
@118\ (rkpres:CS132820 akt:has-author Toya)figseiToyamaacmacml) |-

The reduction of the insert command gives the following data
(rkpres:CS132820 akt:has-authior Toyg)fidpres:CS132820Glase(Toyama(ACMacm.1)

An example of exists binding pattern in continuations isspreed in the next section.

4.6. Dereferencing Revisited

This section returns to the scenario initially describe®éactiol 2. The data and
processes defined realise the scenario. This demonstiatpswer of the calculus for
precisely modelling and evaluating Linked Data.
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Consider how the data was published. Initially some a@ht@Seerifts the data
from some source. The lifted data is then publishedsat . This results in the follow-
ing stored data, along with a huge amount of similarly antectdata.

(Toyama akt:type akt:PerspfiteSeecs ittt

(rkpres:CS132820 akt:has-author Toyg)fieSeesourcel Lift#

Now some ageriRKBexplorerereferences the data and extracts the data that immedi-
ately refers to Toyama. The agent is also allowed to draw fiopther sourc@acm1,
which for now is empty. The agent them publishes the comlunatf any data from
both sources in the locatigmoyama An agent that achieves this is presented below.

get (*Ela, b.((Toyama aPresIT g (abToyamy=esHT), x) .
RKBexploref get (*Ela, b.((Toyama alf*ambT g (abToyam #z'acml)'T) , y) )
ins (Toyamax||y).0

Reducing the parallel composition of the above data andtagyas the following data:

(Toyama akt:typ e akt: Pers":‘ﬁKBexplore.'Toyam&(CiteSeeCS.lyLift# I
(rkpres:CS132820 akt:has-author Toyg){fgBexplorerToyama (CiteSeesource) Lift#

Note that the original data is retained, so it now appeans@nldcations.

Consider an agei@assongho consumes this data. The agent dereferefiogama
to discover one publication. The location of the publicati® passed to the continua-
tion process. The continuation dereferences the pulicadi find a paper cited by the
original paper. The location of the cited paper is then phssehe continuation. The
continuation process then dereferences the cited papadtavfiether an author of the
paper was also Toyama. The data consumed is a proof of aitsién. The process
is expressed as follows.

get ((alakt:has-authdr Toyam&T¥amaT x).
get ((a cites h>A T ,y) .

Jb: Locy.| get ((b akt:has-authdr Toyam&®T, z) )
DemonstrateSelfCitation(x || y || 2)

Sasson¢gda: Locs.

Assume thal.oc; contains the access trip{&assong?, T) for reading, which gives
Sassonéull read access. Reducing the parallel composition of gengSassonevith
some datd matching the above queries gives:

D || SassonfDemonstrateSelf Citation(D)]

Thus key processes for publishing and consuming Linked Bxa@aptured.

5. A Type System for Provenance Based Access Control

A type system for the calculus is defined. The type systemaguiees that access
control policies for data are respected by processes rugéyts. The access control
policies are based on the provenance of the data. More phgtti® typing rules assure
that:
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Figure 8: Typing rules for stored data

1. the provenance traces of the tracked triples agree wétlottation policies;

2. getting, deleting and inserting operations are alwaysedany agents that are
authorised by the location policies, as formalised in Tha®$6.9.

For the first point it is handy to define well-formed provenatraces, see Figl 7. A
well-formed provenance is such that the provenance thiaifeleach who-where pair
appears for the agent in the policy of the location.

Location types are policies. Thincipal typeof a location is the policy given by
the function7 . A location must have all location types that are greaten traeequal to
the principal type of that location. This is achieved by tbioiving axiom:

T(€) <Loc(R, D, I)
FL{:Loc(R, D, 1)

LLE)

Since the location policies relate agents and patternserpattype stored data,
queries and expressions. Figlie 8 gives the rules for stad the empty data can
have any pattern, a tracked triple with a well-formed pra@rere has all the patterns
satisfied by its provenance and composed data must havetteengaof their compo-
nents. Note that by rulgDt] each triple has many patterns, the smallest one being the
provenance itself of the triple.

Figure[® gives the typing rules for queries, where eacherjgttern has all the
provenance patterns that are bigger than or equal to its osuepance pattern.

In order to type expressions, environments (ranged ovE) bgsociating data vari-
ables to patterns are needed, see[Eif). 10. The only integestie is| E f]: since in

i

nsnw FQQ:m FQQ:m
— | Qt — Q4 — | Ox
»—QC”:rr’LQJ »—QEIa,Q:nLQJ »—Q*Q:nLQJ
I—QQO:7T l—Q.QlZﬂLQ@J I—QQoiﬂ' l—Q.QlZﬂLQ®J
FQ Q& Q1:m FQ Q®Qr1:7

Figure 9: Typing rules for queries
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Figure 10: Typing rules for expressions

evaluatingf (D) not all the provenance traces of the tracked triple are prefixed by
f# (see ruldfun] in Fig.[H), only the patterri#- 7 v 7 can be deduced fdi(e) knowing
thate has pattern.

For typing processes, environments (ranged ove®hbgssociating data variables
to patterns and location variables to location types ardee€eTo derive for a location
all locations types that are bigger than or equal to the graldocation type of that
location, a weakening of ruld_¢] and a standard axiom are handy:

kL € Loc(R, D, T) Loc(R, D', I') < Loc(R, D, T)
[Lew] [La]
O (:Loc(R D, T) 0,a:Loc(R,D',I')rLa:Loc(R,D,T)

Processes are built from get, delete and insert operatioitgcations. Each operation
can be allowed or disallowed by location policies accordintpe agent who is willing
to act. For this reason, processes are typed by agents, myetuait a process typed
by an agent contains only operations that the agent is dsétbto do (see Fig.11).
In rules| Pg] and|Pd] the patterns of the queries must start with a who-where pair,
so that the queries are limited to exactly one locatiercén be ?and therefore the
triples can be inserted by an arbitrary agent). The cond{tioo, 7) € R assures that
the getting agrees with the location policy. Similarly far, o, 7) € D. The rule for
typing insertion simply checks thatis allowed to insert data with provenance the
locationAa by the location policy.

Since systems do not contain free variables, environmentgpe them are not
needed, see Fig. 112. RUl6 d| validates well-typed stored data. The typing of an agent
checks that the process can be typed by the agent name, s&€8aul

5.1. Examples of Typed Systems

The examples of systems in the previous section are rayisiteonsider theféect
of typing.

Consider the first scenario in Séc.14.5. There are three sgeracting with
data in a location. Assume that the locatidimyamahas the insert paitHorng e)
and the access tripgbezanjHorne T) for deleting. Also assume that the location
ToyamaCity has the insert paiDezanj T). These assumptions allow the system to be
typed. The agentiorne can write any fresh data to the location and the a@e#ani
can remove any data contributedidgrne However without the insert pajHorne ¢),
the system is not well typed, so the agEliorne could not have inserted the misleading
triple.

Consider the second scenario in 9ec] 4.5. Assume that thédoc¢Toyamahas
access triplga, 2, T) for deleting. Then the ageit is well typed. Notice that the
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Figure 11: Typing rules for processes
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Figure 12: Typing rules for systems

annotation on the select quantifier igfszient to guarantee that the location discovered
by the query is of the correct type to enable the insert toiggéred. Thus assuming
that the locationrkpres:CS13282bas the insert paife, T - (ACM, 2)), the system
will reduce since the dynamic check in the reduction ruleoerds that the location
discovered matches the annotation. Thus the static tygiigsron the dynamic type
check for that location.

Consider the scenario in Sdc. 4.6. Assume that the locatac® 1 and [cs 1
have the access tripl&RKBexplorer2, T) for getting, and that the locatiofToyama
has the insert paiRKBexplorey(?,csl) - T v (2,acml) - T) and the access triple
(SassondRKBexploreyT) for getting. Then both agents are well typed. For agent
Sasson¢he dynamic checks in the reduction rules assure that tiseksed locations
indeed allowSasson¢o read, as indicated by the annotations.

5.2. Type Inference

The given type assignment system can be easily made symtotetl in order to
get a type inference algorithm. It is enough:

e toreplace in the second clause of the definition of well-fedmprovenance traces
and in rules Pg], | Pd], and|Pi] the membership condition with a condition
which takes subtyping into account,

¢ to eliminate the subtyping in rulg& ], [La], | Qt],
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Figure 13: Syntax directed versions of provenance wethfsiness and of typing rules

e to build unionsin rule$Qa|, |Q®], LE|ll, and
e to cancel rulg Esub.

More precisely the new clause of provenance well-formeslaas the new typing
rules are shown in Fifl.13, where farranging overR, © and’, we define:

x €< X if there isx’ € X such thatx < x’

in agreement with the pre-order on policies defined in Bek. 4.this way each loca-
tion is typed with the least policy, and each data, query apdsssion is typed with the
least provenance pattern. This assures that the new mempeondition is satisfied
whenever possible. The unique provenance pattern of a dggiesed to type the data
variable that is bound in a get or in a del operator, i.eqifQ : #, then in the inference
of a type forget (Q, X) .P ordel (Q, x) .P, the premisex : x is used for getting a type
for P.

This shows that typing of closed systems is decidable whepiti-order on access
tripes and insert pairs is decidable, which in turn is assbrethe decidability of the
pre-order on patterns (see Secl 4.1).

6. Properties

This section verifies that the type system is correctly ddfiden essential subject
reduction theorem verifies that typing can be staticallyckkd. Finally, it is proven
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that the location policies are indeed enforced for welletygystems.
This section starts as usual with inversion lemmas whosefpere standard.

Lemma 6.1 (Inversion Lemma for Data) 1. If+p CP : x, thenwf(p) and pi 7.
2. If+p Do || Dy : &, thenrp Dg : wand+p Dy : 7.
Lemma 6.2 (Inversion Lemma for Queries) 1. If+q C™ : 7/, thenr < n’.
2. IfrQq Qo® Q1 : 7, thenrg Qo : mandrg Q : 7.
3. Iftg Qo®Qq : 7, thenrg Qo : mandrg Q : 7.
4. Iftg da.Q : n, thenrq Q : 7.
5. Iftq *Q: 7, thenrg Q : 7.

Lemma 6.3 (Inversion Lemma for Expressions) 1. IfI" +g X : &, thenT = T7,x :
7’ andn’ <.

2. fT'+g D : m, thenrp D : 7.
3. fl'+g f(e):m,thenC+tg e:n’and f#- 7' v’ <n.
4, fT te el € : m, thenl g & : mrandl +g € : 7.

Lemma 6.4 (Inversion Lemma for Processes) 1. If ©® rp get(Q,X).P : «, then
O,X:(0,A) - mrp P:aand® kL A : Loc(R, D, T)andrg Q : (0, 1) - 7 and
{a,o, ) € R.

2. f®rp del(Q,X).P: a,then®,x: (o, )-m+p P:a@and® +_ A : Loc(R, D, I)
andrq Q : (0, A) - mand{e, o, 7y € D.

3. If® rp ins(2,€).P : a, then® +_ A : Loc(R,D,7)and® +p P : a and
I'tge:mandl’ € ® and{a, ) € 1.

4. IfO tp Po + P1 ! a, then® Fp Po i and® Fp P1: a.
5. f®rprecX.P:a,then® rp P: a.
6. If® +p Ja: Loc(R, D, I).P: a,then®,a: Loc(R, D, I) +p P: a.

Lemma 6.5 (Inversion Lemma for Systems) 1. If+s D, thentp D : &, for some
.

2. Ifrs a[P], thenrp P: a.
3. Ifrs S|| S/, thenrs S andrs S'.

The proof of subject reduction (Theoréml6.8) is based on gneement between
the typing of stored data and the pre-order on patterns atisfaction of queries and
the reduction of expressions, as formalised in the follgiiemma.

Lemma6.6 (Key). 1. Iftp D:mandr </, thenp D: .
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2. Ifro Q:mand DE Q and+s D, thenrp D : 7.
3. Ifrge:rand el D, thenrp D : 7.
Proof. (@). By induction on the definition ofp using Proposition 411 for rulgDt].
(@). By induction on the definition df.
pia
CPECT
By Lemma6.H{Lyq C* : nimpliesn’ < n. Propositioi 4]l ang I+ =’ give p I+ 7.

By Lemmasg 6.5(1) and G[1I(+} CP implieswf(p). Sorp CP : & can be derived using
rule | Dt].

Rule[QAX]

DE Qo

DEQ®Q:
By Lemma&.H(Ryo Qo ® Q: : mimpliestqg Qo : w and+q Qi : #. The induction
applied torq Qo : 7 andD E Qg givesrp D : 7.

DoEQo D1k Q1

Do || D1k Qo® Q1

By Lemma6.HB)Y o Qo ® Q1 : mimpliestq Qo : m andrq Qq : #. Induction gives
tp Do : mwandrp D; : 7 and thenp Dg || D1 : 7 can be derived using rul@®||].

The remaining cases are similar and simpler.

@). By induction onl. The only interesting case is

Rule[QChL]

Rule[QChL]

m
fle,c) L ,Cy q= 4 \/ p
i=1

f(rm2,c? |1 D) 4 1f_,C || D

By LemmdB.8(B)e f(II",C” || D) : mimpliesrg I™,CP || D : 2’ andf#-n' v’ < .

Lemmag 6.18(2) and G[1(2) give C” : ' foralli (1 <i <m)andrp D : 7’. Lemma
6.1(3) implieswf(pi) andp;i I 7’ for all i (1 < i < m), which allow to derivewf(q) and
VI, pi k7’ and therg - f#- 7" andq i . Lastly+p C? :nforall j(1<j<n)using
rule | Dt]. Point [1) givesp D : 7 and+p H?zlé? || D : 7 can be derived using rule
LDIlJ. o

The following substitution lemma has a simple proof sinceadariables in pro-
cesses can only occur inside expressions.

Lemma 6.7 (Substitution Lemma)If ®,x: 7 + P : @ andr D : «, then® + P{P}} : a.
The preservation of typing under reduction can now be shown.

Theorem 6.8 (Subject Reduction)If rs S and S— S’, thenrg S'.

Proof. By induction on—.

DEQ
[get (Q.).P] D — o|P(°| IID

Rule[Pg]
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By Lemmd6.H(B)s a[get (Q, x).P] || D impliests a[get (Q, X).P] andrs D. By
LemmdB.HR)s a[get (Q, X).P] impliestp get (Q,X).P : a. Thenx: (o,¢) - m +p
P:aandr ¢ :Loc(R, D, I)andrq Q: (0, ¢) - m and(a, o, ) € R by Lemmd 6 Y{IL).
By LemmdG.H(R)-p D : (0, ¢) - n, which impliesrp P{P4} : @ by Lemmd6.V. Lastly
Fs [P{D/X}] || D can be derived using ruléS«], |Sdl and|S||].

ey, cP
a[ins (¢.€).P] — a[P] | TIT,C"OP
By Lemmd6.H{®P)s a[ins (I, €).P]impliestp ins (I,€) .P: a. Then-_ ¢ : Loc(R, D, I)
andrp P : o andre e : wand @,7) € 7 by LemmaBH4(B). By Lemma 8[6(3)
o M, CP : & This implieswf(p;) andp; i x for alli (1 < i < m) by LemmdG.I(R)
and[1). The well-formednes#((«a, ¢)- p;) follows fromwf(p;) andr, ¢ : Loc(R, D, 1)
and @,n) € I . Thentg Ci(""))'pi foralli (1 <i < m) can be derived using rul¢®t|
and|Sd|. Lastlyrs a[P] || Hi"z‘lci(“‘()'p‘ can be derived using rul¢Sa | and|S||].

Rule[Pi]

O

This section ends by showing that reducing a well-typedesyst

1. If an agentr gets a tracked tripl€®9P, then the getting policy of contains the
triple (@, , p)-

2. If an agentr deletes a tracked trip@® P, then the deleting policy afcontains
the triple{a, B, p).

3. If an agentr inserts a tracked tripl€P, then the inserting policy of contains
the paira, p).

More precisely the following theorem holds:

Theorem 6.9. 1. Ifrs a[get (Q,X).Pland C#9P| D k Q, then-_ ¢ : Loc(R, D, T)
and{(a, B, p) € R.

2. If rs a[del(Q,x).P] and C#9P || D E Q, thenr. ¢ : Loc(R,D,T) and
(a,B,p) € D.

3. Ifts a[ins(¢,€).Pl and e} CP|| D, thenr ¢ : Loc(R, D, I) and{a, p) € 1.

Proof. (@). By Lemma§ 6156(2) arld 8[4(&} a[get (Q, X).P] impliesx: (o, ¢’) -7 +p
P:aandr. ¢ : Loc(R, D, 1) andrq Q : (0, ¢’) - m and{e, o, 7) € R. By Lemmas
6.82) andBlR2)C?IP || D+ Qandrg Q: (0, ') - m giverp CEIP : (o, £) - x. This
gives 3,6 - p I+ (o, ') - m by Lemmd&.1{1), which implie§ < o, £ = ¢’ andp < = by
Propositiod 41l and definition &f. Lastly Loc(R, D, 7) < Loc(RU {a,B, p)}, D, I)
and then-| ¢ : Loc(R U {{a, B, p)}, D, I) can be derived using rulé.£].

(@). Similar to the proof of[{]1).

). By Lemma$6156(2) arld 6[4(8} «[ins (¢, €).P] impliest_ ¢ : Loc(R, D, I) and
tp P a andrg e: m and(a, n) € 7. By Lemmag 6.6(3) add 8[1(2,| CP || D andrg
e: mimply rp CP : z. This givesp = by Lemmd®6.1{11) ang < r by Propositiofi Z]1.
LastlyLoc(R, D, 1) < Loc(R, D, T U {{a, p)}) and ther+| € : Loc(R, D, I U {{a, p)})
can be derived using rulé.¢]. O
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Thus a well-typed system reduces by respecting the accas®ldictated by the
location policies. More precisely if the operational seti@nhad rules that did dy-
namic checks that the policy is satisfied, then these cheokiddwalways succeed by
reducing well-typed systems.

7. Related Work

The Web of Linked Data, or simphLinked Data [@], which draws experience
from ideas explored for theSemantic Webis a composite and exciting movement of
ideas, applications and techniques arising around the \&/ele&know it. It originates
from the desire of moving away from a web of documents to a Wedata. This is
a web where links are not simply a technical device to reacuhents, but rather
a way to attach meaning to data and establish semantic cimmebetween pieces
of information. Its characterising features include the abdereferenceable URIs to
represent atomic information and RDF to represent theéjtim1$hips|Ib].

So far the Linked Data community has chiefly focussed on phlvig large datasets,
importing them from various sources to RDF, and on desigapmgications that make
use of such data in tools of popular impact. Most of the thigzakwork has been de-
voted to developingntologiesand their formulation usingescription Iogics{@]. An
equally considerableffort has been dedicated to the study of the Web as a science [6],
including (socialnetwork dynamicéct. e.g. E]).

Ours is among the first papers to propose a language-basedsesrfor Linked
Data. Indeed, to the best of our knowledge, the first formaratonal model of (com-
putation over) Linked Data i§ [37], followed bly [40] and [Z&8]. Our calculus here is
original in its all provenance elements, but bears a closemélance to that 7] for
its linked data part. An alternative formal model of derefering URIs in linked data
is provided by J&rey and Patel-SchneidEMZ].

As a research theme, provenance covers a very wide specfrproldems, tech-
niques and approaches. With a recent flourishing of actiaitgd most of its literature
published in the last four years, it is a field in flux, rathemgbex to review system-
atically. A comprehensive survey and full literature asédyis therefore beyond our
present scope, and can be found e.gml [46]. Here only tha owanponents of the
provenance movement are mentioned, as well as those itemverkfmore directly
related to the present paper.

Historically, provenance emerged from issuedatabase¢cf. IZQ] foran overview),
where the need arose to characterise the source of inf ] so as to justify the
answer to complex querieE[ll]. In that context, provenateeloped an elegant
mathematical theory, which is arguably the pinnacle of litsoretical development,
where symbolic polynomials on semi-rings are used to remtesbstractly computa-
tions and their sources (cf., e.@[30]).

The research on provenance moved out of its databasesotigfind wider and
deeper applications in workflow systems for eScience andiédr computing (cf.|E8]
for a survey). This represented a significant extension apscwhich brought to a
consolidation of ideas and a generalisation of technicaegiell as the design of pilot
systems and infrastructures, including KepBr (8], V[m]LZIaverna @] and PA-
SOA ], and the formulation of the concept of ‘provenaiaeere’ applicatior@S].
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In particular, provenance became a concept in distribubedpaiting, where it devel-
oped a need for standardisatiﬂ[ﬂ] and interchange of[@le&nd processeﬁl43].
Among other trends, provenance recently acquired a trussaourity dimension (cf.
[@]), which is relevant to this work.

According to its most liberal definition, the provenance gfiece of data is the
process that led to that piece of data. A concrete approatifigamotion represents
provenance via directed acyclic graphs, where nodes aaeddtedges are data deriva-
tions ,]. Our work is compatible with such a kind of mhdeet we use traces
that can be viewed as trees and leave the generalisatioaphgto future work. The
‘why-" ‘where-" and ‘how-provenance’ notions from datalea,ﬂl] are also
well represented in our calculus. An alternative approael focusses on the use of
user-provided metadata to record the provenance infoomadi the ‘provenance-as-
annotations’ paradigrﬂb4].

The present work is more closely related to the applicabgrovenance of formal
methods and analysis techniques. Bunewgtaadin [@] study the expressive power of
provenance in database queries, Cheztegl [Iﬂ] introduce a formal notion of prove-
nance traces and study some of its properties, includingateility, consistency and
fidelity issues. Chenegt al [IE] argue that dependency analysis techniques provide a
formal foundation for forms of provenance that are intentbeghow how the output
of a query depends on its input. A formal account of the iftange provenance data
model of ] has been given iﬂ44]. A precursor to this papdb9], where Sas-
sone and Souilah presentrecalculus where the provenance channel communication
is traced. As here, the provenance model is a tree, whilstateemodel only includes
names like in ther calculus.

Provenance for Linked Data has already been considereciliténature. A first
line of work is concerned with representing provenancegu8iBF and to query and
reason over provenance using Linked Data techniques (sg,ee,@]). Various pa-
pers deal with annotated RDF, and consider also annotgironging information on
provenance. Udreet al [@] present a formal declarative semantics for RDF anedtat
by members of a partially ordered set. Buneman and Kos@}/ evelop an algebra
for computing annotations on inferred triples. Zimmermanmal [65] present a de-
tailed and systematic approach for combining multiple aat@an domains into a new
single complex domain. Closer to our interests, Carbkl [IE] introducednamed
graphsas a first approach to where provenance for RDF triples._lhFRSuris et al
rely on coloured RDF triples represented as quadrupleginca‘'where’ provenance.
Halpin and Chene;}__[_ik2] consider a provenance model for SRARGgries and up-
dates to data stores involving named graphs, whose purpdsegiovide a record of
how the raw data in a dataset has changed over time. Our wgkasknamed graphs
is several significant ways.

The standard approach to the semantics of SPARQL is deoshtsee for exam-
ple ]. In this paper we use instead the operational sensaot @], which better
fits with the reduction rules of our calculus. We remark that algebraic axiomatisa-
tion of SPARQL queries ir@Q] provides a starting point for éuture investigation of
provenance semirings for our calculus.

A significant amount of work has concerned provenance andrisgcOne strand
deals with securing access to provenance informationéd., [b]). Hasaet al
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[@] show how to provide strong integrity and confidentiaéissurances for data prove-
nance information. |dﬂe] Cheney formalises what it meamsfprovenance tracking
system to successfully disclose some information thatsuseguire while obfuscating
other sensitive information. Acar et al. [1] develop a caatealus for provenance in
programming languages and discuss some solutions to tbleslise and obfuscation
problems. Chong [20] presents a formal system to controésineld indirect disclosure
of provenance trace. Rosentledlal [@] introduce attribute-based access contrtb
specify policies of access control to provenance, wHilst @] focus on confiden-
tiality of provenance by controlling respectively ‘useewi and queries. A dierent
research line treats of integritﬂ 26] and non-ré@luidty?@] of provenance
traces. GolbeclmS] exploits provenance to implementttbased filtering of web
content, whilst Vaughaat al [@]] use evidence-based audits for language-based secu-
rity. We believe our calculus provides a powerful and flexifthmework to investigate
uestions such as these, which is proposed as future woekreHder is remanded to
E] for further information about open problems and cutfaoevenance research.

8. Conclusion

The provenance format introduced in the work is clean anglgimt is however
a significant extension of existing provenance formats fakéd Data. It provides a
comprehensive account of where and who provenance, andissibagents who have
published the data and where the data was written. In linle @xisting approaches to
provenance for Linked Data, the provenance is recordeceatttel of triples (rather
than URIS).

Our examples use Linked Data published on the Web at the timeiting. They
represent realistic scenarios, and are provided to exptainthe demands of the appli-
cation are addressed. The examples benefit from the formtbsgnd the operational
semantics of the calculus they are expressed in, and thide=nan unambiguous dis-
cussion of the ideas explored.

The calculus presents some fresh ideas for new high levgukges for Linked
Data. Some high level constructs are suggested that corakpiieit dereferencing of
URIs with queries over the data obtained and the continogiiocess that uses the
data. Furthermore, the queries are extended with patteatexploit provenance, and
demonstrate that the ideas in this paper can be usefullyratiesd with several existing
languages. The framework for operational semantics enepl@/concise and extensi-
ble. Thus further features for tackling problems in Linkeat®[36] can be combined
with this work easily. Some basic how provenance is sugdésteneans of functions.
By recording the functions applied to data in the provendmceat, judgements can be
made about the quality of data depending on whether relfaibletions were applied.
More detailed why provenance could be recorded by indigatiproof of why some
data is transformed into some other data.

The present calculus leaves a significant number of opeasgsunvestigate. Lo-
cation policies are assumed to be fixed and available foralésad checks. Moreover
agents cannot lie and provenance cannot be forgotten. Ailoalevhich addresses
these realistic challenges should allow location politéeshange over the time and be
stored in locations themselves, while agents may be uetludthis scenario requires
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a reputation system for agents, and for locations to dynaltyicheck agent requests
against their policies, whilst taking the reputation of atgeénto account.

The calculus provides a credible and flexible framework fauiffe developments,
some of which are indicated in the previous section. Amormgsttveral avenues for
future work, five priorities are anticipated. Firstly, a@als of transformations over
Linked Data should be specified to provide a detailed accotimthy provenance.
Also, provenance traces are expected to be extended tdediracyclic graphs. This
entails formulating a suitable syntax for graphs as well@msatable logic for querying
them. Security figures among the most interesting challefigeboth Linked Data
and provenance. A proposal is to focus on controlling thes&to provenance infor-
mation. This will involve equipping the calculus with mecdiems and primitives to
specify suitable access control policies, as well as thiyaisaof how information may
covertly flow from (public) provenance trees to (private}edfollowing @] and [Eb].
The calculus is proposed as a formal platform to develog-trased assessment and
filtering on the Web of Linked Data.

AcknowledgementsThe present version of this paper strongly improved on tle su
mitted one thanks to many useful referee suggestions.
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