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Abstract- A number of systems have been developed in the 

recent history to provide physical and virtual identity 

management systems; however, most have not been very 

successful. Furthermore, alongside increasing the level of 

awareness for the need to deploy interoperable physical and 

virtual identity management systems, there exists an immediate 

need for the establishment of clear standards and guidelines for 

the successful integration of the two mediums. The importance 

and motivation for the integration of the two mediums is 

discussed in this paper with respect to three perspectives: 

Security, which includes identity; User Experience, comprising 

Usability; and Acceptability, containing Accessibility. Not many 

systems abide by such guidelines for all of these perspectives; 

thus, our proposed system (UbIAMS) aims to change this and 

provide its users with access to their services from any identity 

access management system rather than merely providing access 

to a specific set of systems. 

Keywords- Physical and Virtual Identity Access Management 

Systems; Security; User Experience; Acceptability. 

I. INTRODUCTION 

The integration of physical and virtual identity access 
management systems has been gaining attention in different 
walks of life: for example, business and government agencies . 
Steinfield denotes the emergence of the internet as the 'death of 
distance', which has provoked the interoperability of the virtual 
and physical world[l]. He also highlights the importance of the 
integration of both the mediums owing to the realisation of the 
benefits that are: Lowering costs; Enhanced level of trust; 
Provision of value-added services and Access to extended 
segment of users. 

Integration enables the provision of a centralised identity 
management solution with the capacity to manage the 
identification of users rather than the exposure of information 
at multiple sources and communication links[8]. Alongside the 
impact on the individual, effect is also felt by society. The 
integration of virtual and physical spaces has introduced more 
security for organisations since machine-readable cards are 
more authentic than the conventional forms of identification. 
The UN's International Civil Aviation Organisation (lCAO) 
Document 9303 provoked the emergence of e-ID cards and the 
integration of physical and virtual services in the UK to address 
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the legal and political pressures of introducing such a mode of 
authentication[9]. The sectors will experience a lesser number 
of attempts to gain access by means of unauthentic modes of 
identification, and there should be a decreased level of identity 
theft and credit card fraud within society. 

As stated earlier from the report by Steinfield[ 1], another 
source of motivation is that value-added services can be 
provided to users in the presence of the integration of the two 
spaces, which might not have been possible in the isolation of a 
physical medium: for example, conventions, helpfulness, etc. 
Chhanabhai states that the presence of usability makes users 
engage with the objects in the system, and therefore makes 
operations easier for them[2]. It is owing to such reasons of 
engagement that usability has been given due importance in the 
development of the proposed system. Many usability studies 
conclude that the usability rate of most websites is around 
78%[7]; the author of the report analysed the figures and states 
that this figure is not adequate to facilitate the provision of a 
good user experience. Therefore, usability aspects need to be 
focused on more throughout the process of systems 
development. 

The integration of both mediums enables access to an 
extended segment of users[l]. Accessibility bears great 
relevance in the modem world of computing; its degree of 
relevance can be comprehended from various examples of 
implementations around the world, such as Australian 
Government Locator Service[4], which provides a standard of 
nineteen factors enabling government agencies to improve the 
level of accessibility of their services on virtual platforms. 8% 
of internet users possess one or several different types of 
disabilities due to which conventional web sites prove to be 
difficult for their usage[6]; amongst such users, 4% tend to 
have disabilities related to sight and 1 % tend to have 
disabilities related to hearing. Astonishing figures of such a 
nature compel the developers to adopt measures that would 
improve the level of operability for all types of user, promote 
the inclusion of people with disabilities on a societal level, and 
help sectors to attract a greater number of users for their 
serVIces. 

This paper is organised in the following manner: firstly, a 
background of the relevant works and theories are clarified in 
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Section 2; Section 3 proposes the Ubiquitous Identity Access 
Management System (UbIAMS), which is followed by a 
critical review and comparison of existing systems with 
selected criteria in Section 4; finally, Section 5 ends the paper 
with a summary and suggestions for future work. 

IT. RELATED WORKS AND THEORIES 

Shibboleth is considered to be the first federated identity 
access management system (FlAMS) of its kind, which 
facilitates the transfer of users' information from one platform 
of security to another organisation in the same group of 
organisations. The emergence of this concept from Shibboleth 
was launched in 2003[5]. Since the emergence of FlAMSs has 
been witnessed only a few years ago, the level of research and 
development in the respective field is limited. Moreover, 
although several research studies have been published around 
the world which focus on the integration of physical and virtual 
services, no research study has thus far been found to include 
Security, User Experience and Acceptability perspectives. 

A. Security and Identity 

Security factors are often paid the most attention in the 
development of any system since its negligence can cause hefty 
losses for organisations; however, none of the systems that 
have been studied for this research possess security measures 
that are a nonce-based mechanism rather than 
timestamp [ 1 0],[ 11]. Furthermore, some of these systems do not 
provide an individual certain rights to control the exposure of 
his/her personal information, which thereby would enhance the 
overall level of privacy and security of the data[12]. Moreover, 
some fail to implement the concept of e-LD federation, which 
provides access across multiple platforms and implements a 
security token service (STS) based on the Windows Identity 
Framework[8]. 

B. Acceptability and Accessibility 

Acceptability is the new term for 'adequate' to satisty a 
need, requirement or standard, i.e. satisfactory for the user's 
needs, which also involves accessibility needs. There are 
various imperative theories that study users' acceptability and 
further predict the level of user intentions to utilise the system 
and Technology Acceptance Model (TAM) is one of them[14]. 
Furthermore, Pedagogy Theory revolves around the actions 
that impart knowledge and which are directed towards the 
identification of attributes that can make users' experience 
acceptable and accessible.[15]. Thus, the authors have formed 
a conceptual model based on Pedagogy Theory, learning and 
gaming requirements[15]. 

Global lnteroperability Framework (GIF) has been 
developed on the basis of Identification, Authentication and 
Electronic Signature (lAS) for European 
countries [ I 0],[26],[28],[29]. Secure idenTity acrOss boRders 
linKed (STORK) is also a project possessing the main 
objective of devising a framework for implementing cross
border identity management system in European countries [ 17]. 
These systems are just two examples amongst several other 
large projects in the chosen domain that have not concentrated 
on the provision of accessibility and acceptability features. 
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C. User Experiences and Usability 

Usability is a very important factor measuring the quality of 
a user's experience when interacting with websites or systems. 
There are many organisations proposing usability theories and 
their components. One of the most imperative theories 
addresses the needs of experienced users as well as a broader 
set of users and technologies through introducing universal 
usability in relation to internet-based and other services[7], [ 13]. 
It is often witnessed that commonly discussed usability features 
are included in systems, whereas other features, such as 
conventions, mapping and cultural customisations, are not 
addressed. This is due to the fact that systems are commonly 
developed with the aim of increasing security for the user, but 
ultimately tend to fall short in accessibility and usability areas; 
therefore, the term 'user experience' is relatively newer than 
other domains, such as human computer interaction and 
usability. User Experience (UX) is an innovation and newer 
area of research signitying the pragmatic, useful and worthy 
aspects of human interaction with the computer system, 
alongside the viewpoint of the individual towards the realistic 
aspects of the system, such as helpfulness, ease of use, and 
efficiency. 

FEderated Global Identity MAnagement framework 
(FEGTMA) is regarded as an effective security mechanism 
owing to its interoperability with different types of 
technologies, yet they fail to meet usability and UX 
requirements[18-19]. The systems are usually developed on the 
basis of certain types of technical expertise, whereas the 
altering levels of performance capabilities and disabilities are 
ignored. 

D. Selected Attributes and Components 

After conducting an extensive study concerning the 
available theories in the respective domain, TABLE 1. shows 
32 attributes which have been chosen for designing the systems 
of interoperable identity management systems for physical and 
virtual spaces; 

TABLE! . CHOSEN ATTRIBUTES FOR THE DESIGN 

Security and Identity Attributes 
-Two factor authentication [21] -Conceal Information [16] 
-Nounce-based -Security Certificates[27]. [23] 
authentication[21] -WS Federation Specification[27] 
-User Anonymity r 21l -Control of informationr l61 

Acceptability and Accessibility Attributes 
-Incremental Learning [15] -Learning Control [15] 
-Scaffolding [15] -Accommodating to the learner's 
-Intermittent feedback[15] style [15] 

User Experiences and Usability Attributes 
-User Diversity [15] -Helpfulness [24] , [7], [13] 
-Controllability[24] -Learnability [24], [25] 
-Aesthetics [24] -Memorability [24] 
-Technology Variety [15] -Robustness [24],[7] 
-Attitude [24] -Simplicity [24], [7], [13] 
-Consistency [24], [7] -Self-descriptiveness [24] 
-Multiple Language Support -Perceived Affordance [24] 
[10] -Mapping [24], [25] 
-Effectiveness [24] -Constraints [24] 
-Efficiency [24], [25] 
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Ill. PROPOSED SYSTEM 

It is a common practice for government services to ask for 
national iD cards or biometrics for verification whilst fmancial 
institutions expect users to hold a passport or visa credit card. 
This practice is followed in physical spaces in prevailing times 
and will give the same results if the services are moved to an 
online platform. Owing to these limitations, a system is desired 
that provides interoperability between the physical and virtual 
spaces, alongside the option to prove one's identity with any 
type of identity document or biometric. There exist various 
systems aiming to make the physical and virtual spaces 
interoperable; however, none of them achieve results adequate 
enough to satisfY attributes from the criteria shown in Table 1. 
Therefore, the proposal of an innovative and original UbiAMS 
system will aim to incorporate all 32 attributes identified from 
various theories and implementations around the world. 

A. Architectural Modelling 

Garlan & Schmerl explain architectural modelling as 
various components of the system, along with the connections 
existing between them[30]. The architectural model for the 
UbIAMS is shown in Figure 1. 

Figure 1. Architectural model of UblAMS 

It can be seen from Figurel that there exist two layers in 
UbIAMS. The top layer communicates directly with the user 
and provides an accessible and user-friendly interface offering 
the choice of different authentication modes. All the functions 
and operations are in accordance with the standards chosen as a 
result of research activities in the respective domain of the 
study. This layer is responsible for the acquisition of the 
identity of the user and also for transferring the acquired 
information to the second layer for verification purposes. 

The second layer of UbIAMS provides interoperability 
between the physical and virtual spaces, and thereby verifies 
the identity of the user with the concerned authorities. The 
second layer accesses the database, including information 
concerning the authentication modes and the different 
standards maintained as guiding principles for the model. 
Importantly, the second layer corresponds with the relying 
parties to verifY the identity of the user with the aid of the 
presented authentication mode: for example, a user might 
present a health card, which will be used to verifY the identity 

978-1-908320-05/6/$25.00©2012 IEEE 

of the user with the hospital. The details of the user on the 
health card are communicated to the relying party over a secure 
session. Upon the successful verification of the identity of the 
user, the user has the benefit of availing any type of desired 
service ranging from fmancial institutions, government 
agencies, hospitals, etc. In the case the user is not able to 
provide the correct identification attributes, the user will be 
denied access to the services and returned back to the front 
layer for entry of another authentication mode. 

The database located outside the layers of UbiAMS is 
maintained by the relying parties' therefore, the users and 
administrators of UbiAMS have no control over this data. With 
reference to the studied literature, numerous authentication 
modes have been identified for the proposed system. Different 
types of authentication modes have been classified into three 
categories: ownership-based factors, knowledge-based factors 
and inherence-based factors. Ownership-based factors include 
the activation of the authentication on mobile devices, smart 
cards and security tokens; knowledge-based factors include a 
secret question, PIN and passwords; inherence-based factors 
are further classified into physiological traits, such as 
fmgerprints, retinal images and palm prints, and behavioural 
traits, such as voice, typing rhythm, and gait recognition. It can 
be seen from Figure 1 that standards are important aspects of 
the different layers within UbiAMS. The standards that have 
been chosen for the proposed system are ISO TEe 9126 
standard, which provides guidelines for introducing usability 
and accessibility in the system[3],[20], Federated Identity 
Management standard and Windows Identity Framework, 
which is included to ensure privacy and security to the 
information of the users[8],[22]. 

The 32 chosen attributes bear great relevance for the design 
of the system; therefore, the presence of these attributes can be 
seen in Figure 2, which highlights where each attribute is 
applied in the proposed system. The attributes are described in 
detail in the following three subsections. 

Services Types 

Figure 2. Presence of 32 attributes in UbIAMS 
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/) Security and Identity Attributes 

Two�factor authentication (a):multiple authentication modes 
have been shortlisted for the proposed system; therefore, the 
attribute of 'two-factor authentication' is present. 

Nonce-based authentication (b): the communication between 
the components of 'Relying Party' and 'Service Providers' is 
nonce-based, rather than time stamped. The same mechanism 
has been adopted for communication between the front end 
layer of the application and service providers and the UblAMS 
database and the service provider layer. 

User anonymity (c): effective privacy settings have been 
offered to users so that they can protect their identity and 
remain anonymous in their communications with other parties. 

Control of information (d): privacy settings also give users the 
freedom to control the flow of their information so that they 
can inhibit the transfer of information to undesired sources. 

Conceal information (e): privacy settings enable the user to 
conceal or reveal any type of information that they might 
consider vulnerable or sensitive. 

Security Certificates (f): the proposed system is equipped with 
security certificates facilitating compliance with the security 
standards implemented in the model. 

WS Federation Specification (g): the proposed system is 
equipped with WS federation specification facilitating 
compliance with security standards implemented in the system. 

2) Accessibility and Acceptability Attributes 
As stated previously, the second-chosen criterion for the 

system is accessibility and acceptability. The attributes of this 
criterion are present in the following places in the system; 

Incremental Learning (h): the interface layer of the model has 
been designed in such a manner that it facilitates incremental 
learning for the user according to the chosen standards. 
Complex operations are split into simpler functions to ensure 
that the user is able to use the system with ease. The user might 
not be able to present his identification in the correct manner; 
therefore, the attribute of incremental learning is present in the 
system to teach the user the most appropriate way of presenting 
the identification document or biometrics. 

Linearity (i): the interface layer provides functions and 
operations in an organised sequence for effective learning. Any 
single process can be learnt through means of similar and 
simpler steps as opposed to causing confusion through 
amalgamating different functions. Upon the unsuccessful 
identification of the user, the user explained the method of 
successful log-in through easier steps and functions. 

Scaffolding 0): the interface layer is developed so as to guide 
the user in terms of what skills might be needed to make the 
operations of the system easier. In case the user is not able to 
log-in successfully, the system will advise of the factors that 
might have gone wrong in the log-in attempt to inform the user 
about what needs to be learnt and rectified in the process. The 
attribute of scaffolding is also present in the communication 
between the relying parties and service providers since the 
relying parties may provide some information concerning the 
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authentication process that is required for users to learn in 
order to access the service. 

Learning control (k): the interface layer is designed to cater to 
the learning pace of all types of users; therefore, the user can 
choose to alter the speed of learning if needed. Unsuccessful 
login screens also facilitate the provision of learning control to 
the user. 

Accommodating to the learner's style (I): the interface layer 
has been designed to offer various learning styles as there may 
be different types of user (with varying needs and capabilities). 
The unsuccessful log-in process and interface is also designed 
to cater to differing user learning styles. 

lntermittent feedback (m): feedback is important for systems to 
continue evolving and improving. The interface layer asks the 
user relevant questions to inquire about the level of 
acceptability of their experience and the factors that can be 
addressed to improve the operations. Intermittent feedback is 
also aimed to be gained from the unsuccessful login screens. 

3) Usability and User Experience Attributes 
Following extensive research, the third criterion of 

attributes chosen is usability and user experience. The proposed 
system has been made compliant with the following attributes: 

User diversity (n): in the presence of such differences of 
capabilities and needs, just one specific system would not have 
been suitable; therefore, a generic system needs to be designed. 
User diversity has been introduced in the system with the aid of 
the standards chosen. User diversity has also been catered for 
in the authentication modes so that the user can choose the 
preferred mode according to convenience. 

Controllability (0) : controllability has been introduced in the 
proposed system in the authentication modes so that the user 
can present proof of identity in an effective manner. It is also 
present in the interoperability aspect of the model between the 
two spaces (physical and virtual) to ensure that the user reaches 
the destination of his choice. 

Aesthetics (p): aesthetics have been introduced in the system as 
per the standards chosen for the model. 

Technology variety (q): due to the abundance of technologies 
and environments, the proposed system has been made 
compatible with a wide range of technologies to facilitate 
smooth functioning. Compliance with a variety of technologies 
has been offered in authentication modes. 

Attitude (r): the attitude maintained in the model is helpful and 
encouraging. The welcome notes and initial steps of the system 
possess a facilitating tone to encourage the user to utilise the 
service and make it easy for him. Communication between the 
three layers also has a facilitating tone to ensure continued 
cooperation between the participating parties. 

Consistency (s): there exists consistency of information and 
functions which are exposed to the user through the interface of 
the system; this makes operations easier to grasp and 
comprehend. There also exists consistency in the system of 
communication between the different layers and participating 
units of the system so that there is no discrepancy. 
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Multiple language support (t): the interface layer of UblAMS 
is equipped with multiple language support to make the system 
operable through a wide range of users rather than a selected 
segment of users belonging to a certain region. 

Effectiveness (u): it is ensured that the user is able to perform 
system operations effectively. Extensive measures have been 
taken to ensure that the attribute of effectiveness is present in 
the communication between the participating units' first layer 
(interface layer) and second layer (identification and 
interoperability layer), and the second layer and relying parties' 
layer. 

Efficiency (v): the communications between the layers are also 
equipped with such a mechanism that ensures the performance 
of operations in the least possible times. Efficiency is also 
witnessed in the system in the form of the pace of operations 
and the functions offered to the user. 

Helpfulness (w): the interface layer is designed in such a 
manner that the user can find help regarding the performance 
of all functions. Such help facilitates effective utilisation of the 
functions and features of the system. 

Learnability (x) : the interface layer has been designed to 
facilitate effective and fast learning for all types of users. 

Memorability (y): the interface layer offers functions and 
operations in such a logical manner that they can be easily 
memorised by the user. 

Robustness (z) : as per the chosen standards, the features and 
operations of the proposed system are robust in nature. 

Simplicity (aa): the interface layer offers the functions and 
operations in such a simple and easy manner that users will not 
take much time in grasping the mechanism of the system. 

Self-descriptiveness (bb): the interface layer offers self
descriptiveness in all of its functions; these self-descriptive 
factors are incorporated within the system according to the 
standards chosen. 

Perceived AfJordance (cc): the functions on the interface layer 
are shaped such that their perceived actions can be understood 
by the users. 

Mapping (dd): the functions are located on the interface layer 
such that their context relates to the purpose and logic of the 
operations. 

Constraints (ee): the layer intended for identification and 
interoperability implements the attribute of constraints 
according to the chosen standards. 

Convention (fj): as stated earlier, accessibility and privacy 
settings are provided by the interface layer of the system, 
which offer customisations to which the users are accustomed. 

B. Comparing with Similar Systems 

Some of existing systems have been analysed and shown in 
TABLE IT, which summarises a critical review of an extensive 
evaluation of existing systems with the identified 32 attributes. 
A tick ( ..i) means that there is strong evidences showing the 
system of such criteria according to specific references; 
however, a cross( X) means there is no any evidence to suggest 
that. Finally, a questionmark (?) means that there is no 
information concerning such criteria. 
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TABLE II. COMPARISON OF DIFFERENT SYSTEMS 

ENCF STORK GIF FEGIMA lIAENC 
..". 

¢[27] )([l0] ? ¢[3] a [26-S] 
b ? X[11] ? ? ? 
c ¢[9] ? ¢[29] ¢[IS-19] )([12] 

d ¢[16] ¢[24] ¢[26] ¢[IS-19] )([12] 

e ¢[16] ¢[24] ¢[26] ¢[IS] )([12] 

f ¢ ¢[27] ¢ ¢[IS] ¢[3] [2-26] [1O-2S] 
g X[2-9] X[27] X[IO] X[IS] X[3] 
h ? ? -x[10] ? ¢[12] 
i ? ? X[IO] ? ? 

j ? ? )([l0] ? ¢[12] 
k ? ? X[IO] ? ? 

I ? ? ¢[IO] ? ? 
m ? ? ? ? ? 

n ? ¢[11] ¢ ? ? [10-29] 
0 ? ? ? ? ¢[3] 

p ? ? ¢[10] ? ¢[3] 

q 1/[2-9] ¢[24] 1/[10] ¢[IS] ¢[3] 
r ? ¢[II] ? ? ¢[3] 
s ? ? ? ? ¢[3] 
t ? ¢[24] ¢[IO] ? ? 
u ¢[16] ¢[27] 11'[10] ? ¢[3-12] 
v ¢[16] ¢[27-11] 11'[10] ? ¢[3-12] 
w )([16] ¢[II] ¢[IO] ? ¢[3] 
x )([16] ¢[II] ¢[IO] ? ¢[3] 

y ¢[16] ¢[11] ¢[10] ? ¢[3] 

z 
¢ ? ? [2-26-S] ¢[27] 11'[3] 

aa )([16] 
¢ ? ¢[II] [10-29] ¢[3] 

bb )([16] ¢[II] ¢[IO] ? ¢[3] 
cc )([16] ¢[II] ? ? ¢[3] 
dd )([16] ¢[11] ¢[26] ? ¢[3] 
ee ¢[9] ? ¢[IO] ? ? 
ff ? ? ¢[IO] ? ? 

A more detailed critical review and evaluation of existing 
systems will be presented in the conference. 

IV. CONCLUSION AND FUTURE WORK 

The extensive study of the existing frameworks and 
relevant theories enabled understanding of the requirements of 
integration of physical and virtual identity management 
systems from the three perspectives: Security, Acceptability 
and User Experience. However, there is no research known that 
considers the integration of physical and virtual identity 
management systems from the user's viewpoint; therefore, this 
paper proposed the UbTMAS System that would conform to the 
standards of these three perspectives for different users and 
sectors. User and expert evaluations are being conducted to 
validate the components of UbIAMS. Such evaluation 
activities will be discussed in detail in future papers. 
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