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Source: Daily Mail - http://www.dailymail.co.uk/news/article-1316022/Nineteen-arrested-online-bank-raid-netted-
20m.html  
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Carding forums 

• Cybercrime is becoming increasingly organised 

 

• Emergence of division 
of labour 

 

• Competitive online 
black markets 

 

• Drives innovation and 
new entrants into 
crime 



 



 



SOCIAL NETWORK 
ANALYSIS 



 

SNA on cybercrime 

• The least common denominator of organised crime is 
human relationships (McIllwain 1999). 

• SNA focuses on the study of relationships between 
criminals 

• No a-priori assumptions about the structure/pattern of 
interactions 

• An interdisciplinary framework for: 

– reasoning behaviour (qualitative analysis) 

– capturing social dynamics (quantitative analysis) 

 

 



 

Interdisciplinary approach 

 

• Social Psychology 

• Criminology 
Qualitative 

• Network Science 

• Statistical Modelling 
Quantitative 



Qualitative analysis 

• A unique insight into the underworld based on their daily 
conversations 

• Captures aspects of their lives, personalities and attitudes 

• A host of well-known theories to reason observed behaviour 

 



Role of carding forums 

• Crime is learnt (Sutherland 1949; Burgess and Akers 1966): 

– Skills and techniques  

– Slangs 

– Positive reinforcement from peers 

• Neutralisation (Sykes  and Matza 1957)  

– Denying responsibilities and injury 

– Justification for actions 

• Carding forums facilitates a community that reinforces 
their actions 



Do you regret? 
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Will you scam college kids? 

 



Will you scam college kids? 

 



Trust and carding forums 

 



Network analysis 

• Social networks are dynamic as humans learn, change and 
adapt  (Carley 2006) 

• The use of network science provides: 

– Topological insights into the behavioural patterns of the 
members 

– Identify key players or groups 

– Implications on disruption strategies 



Degree Distribution 

 



Scale-free? No! 
  

Source: http://en.wikipedia.org/wiki/File:Scale-free_network_sample.png 



Rich-club Phenomenon? 

Source: Colizza, V. et al., 2006. Detecting rich-club ordering in complex networks. Nat Phys, 2(2), pp.110-115.  
 



Rich-club Phenomenon? 

Overall, rich-club 
phenomenon does 
not exist (except for 
CP). 
 
Furthermore, a strong 
opposing force occurs 
for nodes with approx. 
30 < k < 110. 
 
Vendors are most 
likely to be among this 
range. 



Rich-club Phenomenon? 

Modified from: Colizza, V. et al., 2006. Detecting rich-club ordering in complex networks. Nat Phys, 2(2), pp.110-
115.  

 



Future work 

• Examine the evolution of the social networks 

• Link prediction  

• Multi-agent Social simulation 
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