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AES
AKA
AoA
AP
ARQ
ASK
BS
CDMA
CK(s)
CSI
CSMA/CA

Advanced encryption standard.
Authentication and key agreement.
Angle of arrival.
Access point.
Automatic Repeat reQuest.
Authenticated secret key.
Base station.
Code division multiple access.
Ciphering key(s).
Channel state information.
Carrier sense multiple access with
collision avoidance.
CST
Carrier sensing time.
CTS
Clear to send.
DA
Destination address.
DCF
Distributed coordination function.
DES
Data encryption standard.
DIFS
Distributed interframe space.
DN
Destination node.
DSSS
Direct-sequence spread spectrum.
DoS
Denial of service.
EPC
Evolved packet core.
E-UTRAN Evolved-universal terrestrial radio
access network.
FFT
Fast Fourier transform.
FHSS
Frequency-hopping spread spectrum.
FTP
File transfer protocol.
GSVD
Generalized singular value decomposition.
HSS
Home subscriber server.
HTTP
Hypertext transfer protocol.
ICMP
Internet control message protocol.
ICV
Integrity check value.
IK(s)
Integrity key(s).
IMSI
International mobile subscriber identity.
IP
Internet protocol.
IV
Initialization vector.
LTE
Long-term evolution.
MAC
Medium-access control.
MIC
Message integrity check.
MIMO
Multiple-input–multiple-output.
MISOME Multiple-input–single-output
multiple eavesdropper.
MITM
Man in the middle.
MME
Mobility management entity.
NIC
Network interface controller.
NP
Nondeterministic polynomial.
OFDMA Orthogonal frequency-division
multiple access.
OSI
Open systems interconnection.
PER
Packet error rate.
PKM
Privacy and key management.
PN
Pseudonoise.
PRNG
Pseudorandom number generator.
QoS
Quality of service.
RFCOMM Radio-frequency communications.
RSA
Rivest–Shamir–Adleman.
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RSS
RTS
SA
SIFS
SINR
SQL
SMTP
SN
SNR
SS
SSL
TA
TCP
TDMA
TK
TKIP
TLS
TSC
TTAK
TTLS
UDP
UE
UMTS
WEP
WiMAX
WLAN
WMAN
WPA
WPA2
WPAN

Received signal strength.
Request to send.
Source address.
Short interframe space.
Signal-to-interference-and-noise ratio.
Structured query language.
Simple mail transfer protocol.
Source node.
Signal-to-noise ratio.
Subscriber station.
Secure sockets layer.
Transmitter address.
Transmission control protocol.
Time-division multiple access.
Temporal key.
Temporal key integrity protocol.
Transport layer security.
TKIP sequence counter.
TKIP-mixed transmit address and key.
Tunneled transport layer security.
User datagram protocol.
User equipment.
Universal mobile
telecommunications system.
Wired equivalent privacy.
Worldwide interoperability for
microwave access.
Wireless local area network.
Wireless metropolitan area network.
Wi-Fi protected access.
Wi-Fi protected access II.
Wireless personal area network.

I . INTRODUCTION
During the past decades, wireless communications infrastructure and services have been proliferating with the
goal of meeting rapidly increasing demands [1], [2]. According to the latest statistics released by the International Telecommunications Union in 2013 [3], the
number of mobile subscribers has reached 6.8 billion
worldwide and almost 40% of the world’s population is
now using the Internet. Meanwhile, it has been reported
in [4] that an increasing number of wireless devices are
abused for illicit cybercriminal activities, including malicious attacks, computer hacking, data forging, financial
information theft, online bullying/stalking, and so on.
This causes the direct loss of about 83 billion euros with
an estimated 556 million users worldwide impacted by
cybercrime each year, according to the 2012 Norton cybercrime report [4]. Hence, it is of paramount importance to improve wireless communications security to
fight against cybercriminal activities, especially because
more and more people are using wireless networks (e.g.,
cellular networks and Wi-Fi) for online banking and
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personal e-mails, owing to the widespread use of
smartphones.
Wireless networks generally adopt the OSI protocol
architecture [5] comprising the application layer, transport layer, network layer [6], MAC layer [7] and physical
layer [8], [9]. Security threats and vulnerabilities associated with these protocol layers are typically protected
separately at each layer to meet the security requirements, including the authenticity, confidentiality, integrity and availability [10]. For example, cryptography is
widely used for protecting the confidentiality of data
transmission by preventing information disclosure to unauthorized users [11], [12]. Although cryptography improves the achievable communications confidentiality, it
requires additional computational power and imposes latency [13], since a certain amount of time is required for
both data encryption and decryption [14]. In order to
guarantee the authenticity of a caller or receiver, existing
wireless networks typically employ multiple authentication approaches simultaneously at different protocol
layers, including MAC-layer authentication [15], networklayer authentication [16], [17], and transport-layer authentication [18]. To be specific, in the MAC layer, the MAC
address of a user should be authenticated to prevent unauthorized access. In the network layer, the WPA and the
WPA2 are two commonly used network-layer authentication protocols [19], [20]. Additionally, the transport-layer
authentication includes the SSL and its successor, namely
the TLS protocols [21]–[23]. It becomes obvious that exploiting multiple authentication mechanisms at different
protocol layers is capable of enhancing the wireless security, again, at the cost of high computational complexity
and latency. As shown in Fig. 1, the main wireless security
methodologies include the authentication, authorization
and encryption, for which the diverse design factors, e.g.,
the security level, implementation complexity, and communication latency need to be balanced.
In wired networks, the communicating nodes are
physically connected through cables. By contrast, wireless networks are extremely vulnerable owing to the

Fig. 1. Wireless security methodologies and design factors.

broadcast nature of the wireless medium. Explicitly,
wireless networks are prone to malicious attacks, including eavesdropping attack [24], DoS attack [25], spoofing
attack [26], MITM attack [27], message falsification/
injection attack [28], etc. For example, an unauthorized
node in a wireless network is capable of inflicting intentional interferences with the objective of disrupting data
communications between legitimate users. Furthermore,
wireless communications sessions may be readily overheard by an eavesdropper, as long as the eavesdropper is
within the transmit coverage area of the transmitting
node. In order to maintain confidential transmission, existing systems typically employ cryptographic techniques
for preventing eavesdroppers from intercepting data
transmissions between legitimate users [29], [30]. Cryptographic techniques assume that the eavesdropper has
limited computing power and rely upon the computational hardness of their underlying mathematical problems. The security of a cryptographic approach would be
compromised, if an efficient method of solving its underlying hard mathematical problem was to be discovered
[31], [32].
Recently, physical-layer security is emerging as a
promising means of protecting wireless communications
to achieve information-theoretic security against eavesdropping attacks. In [33], Wyner examined a discrete
memoryless wiretap channel consisting of a source, a destination as well as an eavesdropper and proved that perfectly secure transmission can be achieved, provided that
the channel capacity of the main link from the source to
the destination is higher than that of the wiretap link
from the source to the eavesdropper. In [34], Wyner’s results were extended from the discrete memoryless wiretap channel to the Gaussian wiretap channel, where the
notion of a so-called secrecy capacity was developed,
which was shown to be equal to the difference between
the channel capacity of the main link and that of the
wiretap link. If the secrecy capacity falls below zero, the
transmissions from the source to the destination become
insecure and the eavesdropper would become capable of
intercepting the source’s transmissions [35], [36]. In order to improve the attainable transmission security, it is
of importance to increase the secrecy capacity by exploiting sophisticated signal processing techniques, such as
the artificial-noise-aided security [37]–[39], securityoriented beamforming [40], [41], security-oriented diversity approaches [42], [43] and so on.
In this paper, we are motivated to discuss diverse
wireless attacks as well as the corresponding defense
mechanisms and to explore a range of challenging open
issues in wireless security research. The main contributions of this paper are summarized as follows. First, a
systematic review of security threats and vulnerabilities
is presented at the different protocol layers, commencing
from the physical layer up to the application layer. Second, we summarize the family of security protocols and
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algorithms used in the existing wireless networks, such
as the Bluetooth, Wi-Fi, WiMAX and LTE standards.
Third, we discuss the emerging physical-layer security in
wireless communications and highlight the class of
information-theoretic security, artificial-noise-aided security, security-oriented beamforming, security-oriented
diversity, and physical-layer secret key generation techniques. Additionally, we provide a review on various
wireless jammers (i.e., the constant jammer, intermittent
jammer, reactive jammer, adaptive jammer, and intelligent jammer) as well as their detection and prevention
techniques. Finally, we outline some of open challenges
in wireless security.
The remainder of this paper is organized as follows.
Section II presents the security requirements of wireless
networks, where the authenticity, confidentiality, integrity, and availability of wireless services are discussed. In
Section III, we analyze the security vulnerabilities and
weaknesses of wireless networks at different protocol
layers, including the application layer, the transport
layer, the network layer, the MAC layer, and the physical
layer. Next, in Section IV, the security protocols and algorithms used in existing wireless networks, such as the
Bluetooth, Wi-Fi, WiMAX, and LTE standards, are discussed. Then, Section V presents the physical-layer security which is emerging as an effective paradigm conceived
for improving the security of wireless communications
against eavesdropping attacks by exploiting the physicallayer characteristics of wireless channels. In Section VI,
we characterize the family of wireless jamming attacks
and their countermeasures, while in Section VII, we discuss how physical-layer security may be invoked for efficiently complementing the existing suite of classic
authentication and cryptography mechanisms. These discussions are followed by Section VIII, where some of the
open challenges and future trends in wireless security are
presented. Finally, Section IX provides our concluding
remarks.

requirements of authenticity, confidentiality, integrity,
and availability [46], as detailed in the following.
•

•

II. SECURITY REQUIREMENTS IN
WIRELESS NETWORKS
Again, in wireless networks, the information is exchanged among authorized users, but this process is vulnerable to various malicious threats owing to the
broadcast nature of the wireless medium. The security
requirements of wireless networks are specified for the
sake of protecting the wireless transmissions against
wireless attacks, such as eavesdropping attack, DoS attack, data falsification attack, node compromise attack,
and so on [44], [45]. For example, maintaining data
confidentiality is a typical security requirement, which
refers to the capability of restricting data access to authorized users only, while preventing eavesdroppers
from intercepting the information. Generally speaking,
secure wireless communications should satisfy the
4
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Authenticity: Authenticity refers to confirming
the true identity of a network node to distinguish authorized users from unauthorized users.
In wireless networks, a pair of communicating
nodes should first perform mutual authentication
before establishing a communications link for
data transmission [47]. Typically, a network
node is equipped with a wireless network interface card and has a unique MAC address, which
can be used for authentication purposes. Again,
in addition to MAC authentication, there are
other wireless authentication methods, including
network-layer authentication, transport-layer authentication, and application-layer authentication.
Confidentiality: The confidentiality refers to limiting the data access to intended users only, while
preventing the disclosure of the information to
unauthorized entities [48]. Considering the symmetric key encryption technique as an example,
the source node first encrypts the original data
(often termed as plaintext) using an encryption
algorithm with the aid of a secret key that is
shared with the intended destination only. Next,
the encrypted plaintext (referred to as cipher
text) is transmitted to the destination that then
decrypts its received cipher text using the secret
key. Since the eavesdropper has no knowledge of
the secret key, it is unable to interpret the plaintext based on the overheard cipher text. Traditionally, the classic Diffie–Hellman key agreement
protocol is used to achieve the key exchange between the source and destination and requires a
trusted key management center [32]. Recently,
physical-layer security has emerged as a means of
protecting the confidentiality of wireless transmission against eavesdropping attacks for achieving
information-theoretic security [33], [49]. The details of physical-layer security will be discussed in
Section V.
Integrity: The integrity of information transmitted in a wireless network should be accurate and
reliable during its entire life-cycle representing
the source information without any falsification
and modification by unauthorized users. The data
integrity may be violated by so-called insider attacks, such as, for example, node compromise attacks [50]–[52]. More specifically, a legitimate
node that is altered and compromised by an adversary is termed as a compromised node. The
compromised node may inflict damage upon the
data integrity by launching malicious attacks, including message injection, false reporting, data
modification, and so on. In general, it is quiet
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•

challenging to detect the attacks by compromised
nodes, since these compromised nodes running
malicious codes still have valid identities. A
promising solution to detect compromised nodes
is to utilize the automatic code update and recovery process, which guarantees that the nodes are
periodically patched and a compromised node
may be detected, if the patch fails. The compromised nodes can be repaired and revoked through
the so-called code recovery process.
Availability: The availability implies that the authorized users are indeed capable of accessing a
wireless network anytime and anywhere upon request. The violation of availability, referred to as
denial of service, will result in the authorized
users to become unable to access the wireless network, which in turn results in unsatisfactory user
experience [53], [54]. For example, any unauthorized node is capable of launching DoS activities
at the physical layer by maliciously generating interferences for disrupting the desired communications between legitimate users, which is also
known as a jamming attack. In order to combat
jamming attacks, existing wireless systems typically consider the employment of spread spectrum
techniques, including DSSS [55], [56] and FHSS
solutions [57]. To be specific, DSSS employs a PN
sequence to spread the spectrum of the original
signal to a wide frequency bandwidth. In this way,
the jamming attack operating without the knowledge of the PN sequence has to dissipate a much
higher power for disrupting the legitimate transmission, which may not be feasible in practice
due to its realistic power constraint. As an alternative, FHSS continuously changes the central frequency of the transmitted waveform using a
certain frequency-hopping pattern, so that the
jamming attacker cannot monitor and interrupt
the legitimate transmissions.

The aforementioned authenticity, confidentiality, integrity, and availability are summarized in Table 1,
which are commonly considered and implemented in
the existing wireless networks, including the Bluetooth
[58], Wi-Fi [59], WiMAX [60], LTE [61] standards, and
so on. In principle, wireless networks should be as secure as wired networks. This implies that the security
requirements of wireless networks should be the same
as those of wired networks, including the requirements
of authenticity, confidentiality, integrity, and availability. However, due to the broadcast nature of radio propagation, achieving these security requirements in
wireless networks is more challenging than in wired
networks. For example, the availability of wireless networks is extremely vulnerable, since a jamming attack
imposing a radio signal can readily disrupt and block

Table 1 Summarization of Wireless Security Requirements

the wireless physical-layer communications. Hence,
compared to wired networks, wireless systems typically
employ an additional DSSS (or FHSS) technique in order to protect the wireless transmissions against jamming attacks.

III . SECURITY VULNERABILITIES IN
WIRELESS NETWORKS
In this section, we present a systematic review of various
security vulnerabilities and weaknesses encountered in
wireless networks. Apart from their differences, wired
and wireless networks also share some similarities. For
example, they both adopt the OSI layered protocol architecture consisting of the physical layer, the MAC layer,
the network layer, the transport layer, and the application layer. As shown in Fig. 2, a network node (denoted
by node A) employs these protocols for transmitting its

Fig. 2. Generic wireless OSI layered protocol architecture
consisting of the application layer, the transport layer, the
network layer, the MAC layer, and the physical layer.
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Fig. 3. Relationship between the wired and wireless attacks.

data packets to another network node (i.e., node B). To
be specific, the data packet at node A is first extended
with the protocol overheads, including the applicationlayer overhead, transport-layer overhead, network-layer
overhead, MAC overhead, and physical-layer overhead.
This results in an encapsulated packet. Then, the resultant data packet is transmitted via the wireless medium
to node B, which will perform packet decapsulation,
commencing from the physical layer and proceeding upward to the application layer, in order to recover the
original data packet. Note that the difference between
the wired and wireless networks mainly lies in the PHY
and MAC layers, while the application, transport, and
network layers of wireless networks are typically identical to those of wired networks. As a consequence, the
wired and wireless networks share some common security vulnerabilities owing to their identical application,
transport, and network layers. Nevertheless, they also
suffer from mutually exclusive attacks due to the fact
that the wired and wireless networks have different PHY
and MAC layers, as shown in Fig. 3.
Table 2 shows the main protocols and specifications implemented at each of wireless OSI layers. For example,
the application-layer supports the HTTP for the sake of
delivering web services, while the FTP is used for large
file transfer, and the SMTP is invoked for electronic
mail (e-mail) transmission and so on [62]. The commonly used transport-layer protocols include the TCP
and the UDP [63], [64]. The TCP ensures the reliable
and ordered delivery of data packets, whereas the UDP
Table 2 Main Protocols and Specifications of the Wireless OSI Layers

has no guarantee of such reliable and ordered delivery.
In contrast to TCP, UDP has no handshaking dialogs and
adopts a simpler transmission model, hence imposing a
reduced protocol overhead. In the network layer, we also
have different protocols, such as the IP, which was conceived for delivering data packets based on IP addresses,
and the ICMP designed for sending error messages for
indicating, for example, that a requested service is unavailable or that a network node could not be reached
[65]. Regarding the MAC layer, there are numerous different protocols adopted by various wireless networks,
such as the CSMA/CA used in Wi-Fi networks, the slotted ALOHA employed in tactical satellite networks by
military forces, CDMA involved in 3G mobile networks
[66] and OFDMA adopted in the LTE and LTE-advanced
networks [67]. Additionally, the physical layer specifies
the physical characteristics of information transmission,
including the transmission medium, modulation, line
coding, multiplexing, circuit switching, pulse shaping,
forward error correction, bit interleaving, and other
channel coding operations.
Every OSI layer has its own unique security challenges and issues, since different layers rely on different
protocols, hence exhibiting different security vulnerabilities [68]–[70]. Below we summarize the range of wireless attacks potentially encountered by various protocol
layers.

A. Physical-Layer Attacks
The physical layer is the lowest layer in the OSI protocol architecture, which is used for specifying the physical characteristics of signal transmission. Again, the
broadcast nature of wireless communications makes its
physical layer extremely vulnerable to eavesdropping and
jamming attacks, which are two main types of wireless
physical-layer attacks, as depicted in Table 3. More specifically, the eavesdropping attack refers to an unauthorized user attempting to intercept the data transmission
between legitimate users [71]. In wireless networks, as
long as an eavesdropper lies in the transmit coverage
area of the source node, the wireless communications
session can be overheard by the eavesdropper. In order
to maintain confidential transmission, typically cryptographic techniques relying on secret keys are adopted for
preventing eavesdropping attacks from intercepting the
data transmission. To be specific, the SN and the DN
Table 3 Main Types of Wireless Attacks at the PHY Layer
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share a secret key and the so-called plaintext is first encrypted at SN, leading to the cipher text, which is then
transmitted to DN. In this case, even if an eavesdropper
overhears the cipher text transmission, it remains difficult to extract the plaintext from the cipher text without
the secret key.
Moreover, a malicious node in wireless networks can
readily generate intentional interference for disrupting
the data communications between legitimate users,
which is referred to as a jamming attack (also known as
DoS attack) [72]. The jammer aims for preventing authorized users from accessing wireless network resources
and this impairs the network availability for the legitimate users. To this end, spread spectrum techniques are
widely recognized as an effective means of defending
against DoS attacks by spreading the transmit signal over
a wider spectral bandwidth than its original frequency
band. Again, the aforementioned DSSS and FHSS techniques exhibit a high jamming resistance at the physical
layer.

B. MAC-Layer Attacks
The MAC layer enables multiple network nodes to access a shared medium with the aid of intelligent channel
access control mechanisms such as CSMA/CA, CDMA,
OFDMA, and so on. Typically, each network node is
equipped with a NIC and has a unique MAC address,
which is used for user authentication. An attacker that attempts to change its assigned MAC address with a malicious intention is termed as MAC spoofing, which is the
primary technique of MAC attacks [73]. Although the
MAC address is hard-coded into the NIC of a network
node, it is still possible for a network node to spoof a
MAC address and thus MAC spoofing enables the malicious node to hide its true identity or to impersonate another network node for the sake of carrying out illicit
activities. Furthermore, a MAC attacker may overhear
the network traffic and steal a legitimate node’s MAC address by analyzing the overheard traffic, which is referred
to as an identity-theft attack. An attacker attempting
identity theft will pretend to be another legitimate network node and gain access to confidential information of
the victim node.
In addition to the aforementioned MAC spoofing and
identity theft, the class of MAC-layer attacks also includes MITM attacks [74] and network injection [75].
Typically, a MITM attack refers to an attacker that first
“sniffs” the network’s traffic in order to intercept the
MAC addresses of a pair of legitimate communicating
nodes, then impersonates the two victims and finally establishes a connection with them. In this way, the MITM
attacker acts as a relay between the pair of victims and
makes them feel that they are communicating directly
with each other over a private connection. In reality,
their session was intercepted and controlled by the attacker. By contrast, the network injection attack aims for

Table 4 Main Types of Wireless Attacks at the MAC Layer

preventing the operation of networking devices, such as
routers, switches, etc. by injecting forged network reconfiguration commands. In this manner, if an overwhelming number of the forged networking commands
are initiated, the entire network may become paralyzed,
thus requiring rebooting or even reprogramming of all
networking devices. The main types of wireless MAC attacks are summarized in Table 4.

C. Network-Layer Attacks
In the network layer, IP was designed as the principal
protocol for delivering packets from an SN to a DN
through intermediate routers based on their IP addresses.
The network-layer attacks mainly aim for exploiting IP
weaknesses, which include the IP spoofing and hijacking
as well as the so-called Smurf attack [76]–[78], as illustrated in Table 5. To be specific, IP spoofing is used for
generating a forged IP address with the goal of hiding
the true identity of the attacker or impersonating another network node for carrying out illicit activities. The
network node that receives these packets associated with
a forged source IP address will send its responses back to
the forged IP address. This will waste significant network
capacity and might even paralyze the network by flooding it with forged IP packets. IP hijacking is another illegitimate activity launched by hijackers for the sake of
taking over another legitimate user’s IP address. If the attacker succeeds in hijacking the IP address, it will be
able to disconnect the legitimate user and create a new
connection to the network by impersonating the legitimate user, hence gaining access to confidential information. There are some other forms of IP hijacking
Table 5 Main Types of Wireless Attacks at the Network Layer
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techniques, including prefix hijacking, route hijacking
and border gateway protocol hijacking [78].
The Smurf attack is a DoS attack in the network
layer, which intends to send a huge number of ICMP
packets (with a spoofed source IP address) to a victim
node or to a group of victims using an IP broadcast address [79]. Upon receiving the ICMP requests, the victims are required to send back ICMP responses,
resulting in a significant amount of traffic in the victim
network. When the Smurf attack launches a sufficiently
high number of ICMP requests, the victim network will
become overwhelmed and paralyzed by these ICMP requests and responses. To defend against Smurf attacks, a
possible solution is to configure the individual users and
routers by ensuring that they do not to constantly respond to ICMP requests. We may also consider the employment of firewalls, which can reject the malicious
packets arriving from the forged source IP addresses.

D. Transport-Layer Attacks
This section briefly summarizes the malicious activities in the transport layer, with an emphasis on the TCP
and UDP attacks. To be specific, TCP is a connectionoriented transport protocol designed for supporting the
reliable transmission of data packets, which is typically
used for delivering e-mails and for transferring files from
one network node to another. In contrast to TCP, UDP
is a connectionless transport protocol associated with a
reduced protocol overhead and latency, but as a price, it
fails to guarantee reliable data delivery. It is often used
by delay-sensitive applications which do not impose strict
reliability requirements, such as IP television, voice over
IP and online games. Both TCP and UDP suffer from security vulnerabilities including the TCP and UDP flooding as well as the TCP sequence number prediction
attacks, as summarized in Table 6.
TCP attacks include TCP flooding attacks and sequence number prediction attacks [80], [81]. The TCP
flooding, which is also known as ping flooding, is a DoS
attack in the transport layer, where the attacker sends an
overwhelming number of ping requests, such as ICMP
echo requests to a victim node, which then responds by
sending ping replies, such as ICMP echo replies. This will
flood both the input and output buffers of the victim
node and it might even delay its connection to the target
network, when the number of ping requests is sufficiently
Table 6 Main Types of Wireless Attacks at the Transport Layer

8

Proceedings of the IEEE |

high. The TCP sequence prediction technique is another
TCP attack that attempts to predict the sequence index of
TCP packets of a transmitting node and then fabricates
the TCP packets of the node. To be specific, the TCP sequence prediction attacker first guesses the TCP sequence
index of a victim transmitter, then fabricates packets
using the predicted TCP index, and finally sends its fabricated packets to a victim receiver. Naturally, the TCP sequence prediction attack will inflict damage upon the
data integrity owing to the aforementioned packet fabrication and injection.
The UDP is also prone to flooding attacks, which are
imposed by sending an overwhelming number of UDP
packets, instead of ping requests used in the TCP flood
attack. Specifically, a UDP flood attacker transmits a
large number of UDP packets to a victim node, which
will be forced to send numerous reply packets [82]. In
this way, the victim node will be overwhelmed by the
malicious UDP packets and becomes unreachable by
other legitimate nodes. Moreover, the UDP flooding attacker is capable of hiding itself from the legitimate
nodes by using a spoofed IP address for generating malicious UDP packets. The negative impact of such UDP
flooding attacks is mitigated by limiting the response
rate of UDP packets. Furthermore, firewalls can be employed for defending against the UDP flooding attacks
for filtering out malicious UDP packets.

E. Application-Layer Attacks
As mentioned above, the application layer supports
HTTP [62] for web services, FTP [83] for file transfer
and SMTP [84] for e-mail transmission. Each of these
protocols is prone to security attacks. Logically, the
application-layer attacks may hence be classified as
HTTP attacks, FTP attacks, and SMTP attacks. More specifically, HTTP is the application protocol designed for
exchanging hypertext across the World Wide Web, which
is subject to numerous security threats. The main HTTP
attacks include the malware attack (e.g., Trojan horse, viruses, worms, backdoors, keyloggers, etc.), structured
query language (SQL) injection attack, and cross-site
scripting attack [85]. The terminology “malware” refers
to malicious software which is in the form of code,
scripts, and active content programmed by attackers attempting to disrupt legitimate transmissions or to intercept confidential information. The SQL injection is
usually exploited to attack data-driven applications by inserting certain rogue SQL statements with an attempt to
gain unauthorized access to legitimate websites. The last
type of HTTP attacks to be mentioned is referred to as
cross-site scripting attacks that typically occur in web applications and aim for bypassing some of the access control measures (e.g., the same origin policy) by injecting
client-side scripts into web pages [85].
The FTP is used for large-file transfer from one network node to another, which also exhibits certain
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Table 7 Main Types of Wireless Attacks at the Application Layer

Fig. 4. Comparison between the wireless and wired networks in
terms of security attacks at different OSI layers.

security vulnerabilities. The FTP bounce attacks and directory traversal attacks often occur in FTP applications
[83]. The FTP bounce attack exploits the PORT command in order to request access to ports through another
victim node, acting as a middle man. We note, however,
that most modern FTP servers are configured by default
to refuse PORT commands in order to prevent FTP
bounce attacks. The directory traversal attack attempts to
gain unauthorized access to legitimate file systems by exploiting any potential security vulnerability during the
validation of user-supplied input file names. In contrast
to FTP, the SMTP is an application-layer protocol designed for transferring e-mails across the Internet,
which, however, does not encrypt private information,
such as the login username, the password, and the messages themselves transmitted between the SMTP servers
and clients, hence raising a serious privacy concern.
Moreover, e-mails are frequent carriers of viruses and
worms. Thus, the SMTP attacks include the password
“sniffing,” SMTP viruses, and worms as well as e-mail
spoofing [84]. Typically, antivirus software or firewalls
(or both) are adopted for identifying and guarding
against the aforementioned application-layer attacks.
Table 7 summarizes the aforementioned main attacks at
the application layer.
Finally, we summarize the similarities and differences between the wireless and wired networks in
terms of their security attacks at the different OSI
layers. As shown in Fig. 4, the application-, transport-,
and network-layer attacks of wireless networks are the
same as those of wired networks, since the wireless and
wired networks share common protocols at the application, transport and network layers. By contrast, wireless
networks are different from wired networks in terms of
the PHY and MAC attacks. In general, only the PHY
and MAC layers are specified in wireless networking
standards (e.g., Wi-Fi, Bluetooth, LTE, etc.). In wireless
networks, conventional security protocols are defined at
the MAC layer (sometimes at the logical-link-control
layer) for establishing a trusted and confidential link,
which will be summarized for different commercial

wireless networks in Section IV. Additionally, the wireless PHY layer is completely different from its wirelinebased counterpart. Due to the broadcast nature of radio
propagation, the wireless PHY layer is extremely vulnerable to both the eavesdropping and jamming attacks. To
this end, physical-layer security is emerging as an effective means of securing wireless communications against
eavesdropping, as will be discussed in Section V. Next,
Section VI will present various wireless jamming attacks
and their countermeasures.

IV. SECURITY DEFENSE PROTOCOLS
AND PARADI GMS FOR W IREL E SS
NE T WORKS
This section is focused on the family of security protocols
and paradigms that are used for improving the security
of wireless networks. As compared to wired networks,
the wireless networks have the advantage of avoiding the
deployment of a costly cable-based infrastructure. The
stylized illustration of operational wireless networks is
shown in Fig. 5, where the family of WPANs, WLANs,
and WMANs are illustrated, which complement each
other with the goal of providing users with ubiquitous
broadband wireless services [86]. The objective of Fig. 5
is to provide a comparison among the WPAN, WLAN,
and WMAN techniques from different perspectives in
terms of their industrial standards, coverage area and
peak data rates. More specifically, a WPAN is typically
used for interconnecting with personal devices (e.g., a
keyboard, audio headset, printer, etc.) at a relatively low
data rate and within a small coverage area. For example,
Bluetooth is a common WPAN standard using shortrange radio coverage in the industrial, scientific, and
medical band spanning the band 2400–2480 MHz,
which can provide a peak data rate of 2 Mb/s and a
range of up to 100 m [87]. Fig. 5 also shows that a
WLAN generally has a higher data rate and a wider coverage area than the WPAN, which is used for connecting
wireless devices through an AP within a local coverage
area. As an example, IEEE 802.11 (also known as Wi-Fi)
| Proceedings of the IEEE
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Fig. 5. Family of wireless networks consisting of WPAN, WLAN,

Fig. 6. Bluetooth security architecture.

and WMAN.

consists of a series of industrial WLAN standards. Modern Wi-Fi standards are capable of supporting a peak
data rate of 150 Mb/s and a maximum range of 250 m
[88]. Finally, a MAN is typically used for connecting a
metropolitan city at a higher rate and over a lager coverage area than the WPAN and WLAN. For instance, in
Fig. 5, we feature two types of industrial standards for
WMAN, namely WiMAX and LTE [89], [90].
In the following, we will present an overview of the
security protocols used in the aforementioned wireless
standards (i.e., the Bluetooth, Wi-Fi, WiMAX, and LTE)
for protecting the authenticity, confidentiality, integrity,
and availability of legitimate transmissions through the
wireless propagation medium.

A. Bluetooth
Bluetooth is a short-range and low-power wireless
networking standard, which has been widely implemented in computing and communications devices as
well as in peripherals, such as cell phones, keyboards,
audio headsets, etc. However, Bluetooth devices are subject to a large number of wireless security threats and
may easily become compromised. As a protection, Bluetooth introduces diverse security features and protocols
for guaranteeing its transmissions against potentially serious attacks [91]. For security reasons, each Bluetooth device has four entities [92], including the Bluetooth
device address (BD_ADDR), private authentication key,
private encryption key and a random number (RAND),
which are used for authentication, authorization and encryption, respectively. More specifically, the BD_ADDR
10
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contains 48 b, which is unique for each Bluetooth device. The 128-b private authentication key is used for authentication and the private encryption key that varies
from 8 to 128 b in length is used for encryption. In addition, RAND is a frequently changing 128-b pseudorandom number generated by the Bluetooth device itself.
Fig. 6 illustrates the Bluetooth security architecture,
where the key component is the security manager responsible for authentication, authorization, and encryption [91]. As shown in Fig. 6, the service database and
the device database are mainly used for storing the security-related information on services and devices, respectively, which can be adjusted through the user interface.
These databases can also be administrated by the general
management entity. When a Bluetooth device receives
an access request from another device, it will first query
its security manager with the aid of its RFCOMM or
other multiplexing protocols. Then, the security manager
has to respond to the query as to whether to allow the
access by checking both the service database and device
database. The generic access profile of Bluetooth defines
three security modes:
1)
2)

3)

security mode 1 (nonsecure), where no security
procedure is initiated;
security mode 2 (service-level enforced security),
where the security procedure is initiated after establishing a link between the Bluetooth transmitter and receiver;
security mode 3 (link level enforced security),
where the security procedure is initiated before
the link’s establishment [91].
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Fig. 7. Bluetooth authentication process.

In Bluetooth systems, a device is classified into one of
three categories: trusted/untrusted device, authenticated/
unauthenticated device, and unknown device. The trusted
device category implies that the device has been authenticated and authorized as a trusted and fixed relationship,
hence has unrestricted access to all services. By contrast,
the untrusted device category refers to the fact that the
device has indeed been authenticated successfully, but
has no permanent fixed relationship, hence it is restricted
to specific services. If a Bluetooth device is successfully
authenticated, but has not completed any authorization
process, it will be considered as an authenticated device.
By definition, an unauthenticated device failed to authenticate and has a limited access to services. If a device has
not passed any authentication and authorization process,
it is classified as an unknown device and hence it is restricted to access services requiring the lowest privilege.
Additionally, the Bluetooth services are also divided into
the following three security levels: 1) authorization-level
services, which can be accessed by trusted devices only;
2) authentication-level services, which require authentication, but no authorization, hence, they remain inaccessible to the unauthenticated devices and unknown
devices; and 3) open services, which are open to access
by all devices. Below, we would like to discuss the detailed procedures of authentication, authorization, and
encryption in Bluetooth.
The authentication represents the process of verifying
the identity of Bluetooth devices based on the BD_ADDR
and link key. As shown in Fig. 7, the Bluetooth authentication adopts a “challenge-response scheme” [93], where
the verifier (Unit A) challenges the claimant (Unit B)
which then responds for the sake of authentication. To
be specific, the claimant first requests the verifier to establish a link and then exchanges a link key that is a
128-b random number. Next, an authentication request
with the claimant’s address BD ADDRB is sent to the

Fig. 8. Flow chart of Bluetooth authorization.

verifier, which returns a random number denoted by
AU RANDA . Then, both the verifier and claimant perform the same authentication function using the random
number AU RANDA , the claimant’s address BD ADDRB ,
and the link key to obtain their responses denoted by
SRES’ and SRES, respectively. Finally, the claimant sends
its response SRES to the verifier, which will compare
SRES with its own response SRES’. If SRES is identical
to SRES’, the authentication is confirmed. By contrast, a
mismatch between SRES’ and SRES represents an authentication failure.
The authorization process is used for deciding
whether a Bluetooth device has the right to access a
certain service. Typically, trusted devices are allowed to
access all services, however untrusted or unknown devices require authorization, before their access to services is granted. Fig. 8 shows a flow chart of the
Bluetooth authorization process. Observe from Fig. 8
that the authorization process commences with checking the device database for deciding whether the Bluetooth device was authorized previously and considered
trusted. If the Bluetooth device is trusted, the authorization is concluded. Otherwise, the authorization and
the trust-creation will be performed sequentially. If the
authorization fails, the access to certain services will be
denied. Meanwhile, a successful authorization makes
the corresponding Bluetooth devices trustworthy for accessing all services.
Additionally, encryption is employed in Bluetooth to
protect the confidentiality of transmissions. The payload
of a Bluetooth data packet is encrypted by using a stream
cipher, which consists of the payload key generator and
| Proceedings of the IEEE
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key stream generator [93]. To be specific, first a payload
key is generated with the aid of the link key and Bluetooth device address, which is then used for generating
the key stream. Finally, the key stream and plaintext are
added in modulo-2 in order to obtain the cipher text. It is
pointed out that the payload key generator simply combines the input bits in an appropriate order and shifts
them to four linear feedback shift registers to obtain the
payload key. Moreover, the key stream bits are generated
by using a method derived from the summation stream cipher generator by Toengel [93].

B. Wi-Fi
The family of Wi-Fi networks mainly based on the
IEEE 802.11 b/g standards has been explosively expanding. The most common security protocols in Wi-Fi are
referred to as WEP and WPA [94]. WEP was proposed
in 1999 as a security measure for Wi-Fi networks to
make wireless data transmissions as secure as in traditional wired networks. However, WEP has been shown
to be a relatively weak security protocol, having numerous flaws. Hence, it can be “cracked” in a few minutes
using a basic laptop computer. As an alternative, WPA
was put forward in 2003 for replacing WEP, while the
improved WPA2 constitutes an upgraded version of the
WPA standard. Typically, WPA and WPA2 are more secure than WEP and thus they are widely used in modern Wi-Fi networks. Below, we detail the authentication
and encryption processes of the WEP, WPA and WPA2
protocols.
The WEP protocol consists of two main parts, namely
the authentication part and encryption part, aiming for
establishing access control by preventing unauthorized
access without an appropriate WEP key and hence they
achieve data privacy by encrypting the data streams with
the aid of the WEP key. As shown in Fig. 9, the WEP authentication uses a four-step “challenge–response” handshake between a Wi-Fi client and an access point
operating with the aid of a shared WEP key. To be specific, the client first sends an authentication request to
the access point, which then replies with a plaintext

Fig. 9. WEP authentication process.
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Fig. 10. Block diagram of WEP encryption.

challenge. After that, the client encrypts its received
“challenge text” using a preshared WEP key and sends
the encrypted text to the access point. It then decrypts
the received encrypted text with the aid of the preshared
WEP key and attempts to compare the decrypted text to
the original plaintext. If a match is found, the access
point sends a successful authentication indicator to the
client. Otherwise, the authentication is considered as
failed.
Following the authentication, WEP activates the process of encrypting data streams using the simple Rivest
Cipher 4 Algorithm operating with the aid of the preshared WEP key [96]. Fig. 10 shows a block diagram of
the WEP encryption, where first an initialization vector
(IV) of 24 b is concatenated to a 40-b WEP key. This
leads to a 64-b seed for a PRNG, which is then used for
generating the key stream. Additionally, an integrity
check algorithm is performed such as a cyclic redundancy check on the plaintext in order to obtain an ICV,
which can then be used for protecting the data transmission from malicious tampering. Then, the ICV is
concatenated with the plaintext, which will be further
combined with the aforementioned key stream in
modulo-2 for generating the cipher text. Although WEP
carries out both the authentication and encryption functions, it still remains prone to security threats. For example, WEP fails to protect the information against forgery
and replay attacks, hence an attacker may be capable of
intentionally either modifying or replaying the data
packets without the legitimate users becoming aware that
data falsification and/or replay has taken place. Furthermore, the secret keys used in WEP may be “cracked” in a
few minutes using a basic laptop computer [97]. Additionally, it is easy for an attacker to forge an authentication message in WEP, which makes it straightforward for
unauthorized users to pretend to be legitimate users and
hence to steal confidential information [98].
As a remedy, WPA was proposed for addressing the
aforementioned WEP security problems, which was
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Fig. 11. Illustration of TKIP encryption process.

achieved by Wi-Fi users without the need of changing
their hardware. The WPA standard has two main types:
1)

2)

personal WPA is mainly used in home without
the employment of an authentication server,
where a secret key is preshared between the
client and access point, which is termed as
WPA-PSK (preshared key);
enterprise WPA used for enterprise networks,
which requires an authentication server 802.1x
for carrying out the security control in order to
effectively guard against malicious attacks.

The main advantage of WPA over WEP is that WPA
employs more powerful data encryption referred to as
the TKIP, which is assisted by a MIC invoked for the
sake of protecting the data integrity and confidentiality
of Wi-Fi networks [99], [100]. Fig. 11 shows the TKIP
encryption process, in which the TA, the TK, and the
TSC constitute the inputs of the phase I key mixing process, invoked in order to obtain a so-called TTAK, which
is then further processed along with the TSC in the
phase II key mixing stage for deriving the WEP seed, including a WEP IV and a base key. Furthermore, observe
in Fig. 11 that the MIC is performed both on the SA, as
well as on the DA and the plaintext. The resultant MIC
will then be appended to the plaintext, which is further
fragmented into multiple packets, each assigned with a
unique TSC. Finally, the WEP seed and plaintext packets
are used for deriving the cipher text by invoking the
WEP encryption, as discussed in Fig. 10, which is often
implemented in the hardware of Wi-Fi devices. We note
that even the WPA relying on the TKIP remains vulnerable to diverse practical attacks [101].
WiMAX (also known as IEEE 802.16) is a standard
developed for WMAN and the initial WiMAX system
was designed for providing a peak data rate of 40 Mb/s.
In order to meet the requirements of the International
Mobile Telecommunications-Advanced initiative, IEEE
802.16m was proposed as an updated version of the
original WiMAX, which is capable of supporting a peak
data rate of 1 Gb/s for stationary reception and 100 Mb/s
for mobile reception [102]. As all other wireless systems,
WiMAX also faces various wireless attacks and provides

Fig. 12. WiMAX protocol stack: (a) PHY-MAC illustration; and
(b) security sublayer specification.

advanced features for enhancing the attainable transmission security. To be specific, a security sub-layer is introduced in the protocol stack of the WiMAX standard, as
shown in Fig. 12 [103].

C. WiMAX
It is observed from Fig. 12(a) that the protocol stack
of a WiMAX system defines two main layers, namely the
physical layer and the MAC layer. Moreover, the MAC
layer consists of three sublayers, namely the servicespecific convergence sublayer, the common part sublayer, and the security sublayer. All the security issues
and risks are considered and addressed in the security
sublayer. Fig. 12(b) shows the WiMAX security sublayer,
which will be responsible for authentication, authorization, and encryption in WiMAX networks. The security
sublayer defines a so-called PKM protocol, which considers the employment of the X.509 digital certificate
along with the RSA public-key algorithm and the AES algorithm for both user authentication as well as for key
management and secure transmissions. The initial PKM
version (PKMv1) as specified in early WiMAX standards
(e.g., IEEE 802.16a/c) employs an unsophisticated oneway authentication mechanism and hence it is vulnerable
to MITM attacks. To address this issue, an updated PKM
version (PKMv2) was proposed in the more sophisticated
WiMAX standard releases (e.g., IEEE 802.16e/m) [104],
which relies on two-way authentication. The following
discussions detail both the WiMAX authentication as
well as the authorization and encryption processes.
| Proceedings of the IEEE

13

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.
Zou et al.: A Survey on Wireless Security: Technical Challenges, Recent Advances, and Future Trends

Fig. 13. RSA-based authentication process.

Authentication in WiMAX is achieved by the PKM
protocol, which supports two basic authentication approaches, namely the RSA-based authentication and the
EAP-based authentication [105]. Fig. 13 shows the RSAbased authentication process, where a trusted certificate
authority is responsible for issuing an X.509 digital certificate to each of the network nodes, including the SS
and the WiMAX BS. An X.509 certificate contains both
the public key and the MAC address of its associated network node. During the RSA-based authentication process
shown in Fig. 13, when an SS receives an authentication
request from a WiMAX BS, it sends its X.509 digital certificate to the BS, which then verifies whether the certificate is valid. If the certificate is valid, the SS is
considered authenticated. By contrast, an invalid certificate implies that the SS fails to authenticate.
The EAP-based authentication process is illustrated in
Fig. 14, where a WiMAX BS first sends an identity request to an SS who responds with its identity information. The WiMAX BS then forwards the SS’s identity to
an AAA server over a secure networking protocol referred to as RADIUS. After that, the SS and the AAA
server start the authentication process, where three different EAP options are available depending on the SS
and AAA server’s capability, including the EAP–AKA,
EAP–TLS, and EAP–TTLS. Finally, the AAA server will
indicate the success (or failure) of the authentication
and notify the SS.
Additionally, the authorization process is necessary
for deciding whether an authenticated SS has the right
to access certain WiMAX services [106]. In the WiMAX
authorization process, an SS first sends an authorization
request message to the BS that contains both the SS’ X.
509 digital certificate, as well as the encryption algorithm and the cryptographic identity (ID). After receiving the authorization request, the BS validates the SS’
request by interacting with an AAA server and then
14
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Fig. 14. EAP-based authentication process.

sends back an authorization reply to the SS. Once the
positive authorization is confirmed, the SS will be allowed to access its intended services. Following user authentication and authorization, the SS is free to
exchange data packets with the BS. In order to guarantee
transmission confidentiality, WiMAX considers the employment of the AES algorithm for data encryption,
which is much more secure than the DES algorithm
[107]. Unlike the DES that uses the Feistel cipher design
principles of [107], the AES cipher is based on a socalled substitution-permutation network and has a variable block size of 128, 192, or 256 b [108]. This key
length specifies the number of transformation stages
used for converting the plaintext into cipher text. In
WiMAX, the AES algorithm supports several different
modes, including the cipher-block chaining mode, counter mode, and electronic codebook mode.

D. Long-Term Evolution
LTE is the most recent standard developed by the 3G
partnership project for next-generation mobile networks
designed for providing seamless coverage, high data rate,
and low latency [109]. It supports packet switching for
seamless interworking with other wireless networks and
also introduces many new elements, such as relay stations, home eNodeB (HeNB) concept, etc. An LTE network typically consists of an EPC and an E-UTRAN, as
shown in Fig. 15 [90], [110]. The EPC comprises an
MME, a serving gateway, a packet data network gateway
(PDN GW), and an HSS. Moreover, the E-UTRAN includes a base station (also termed as eNodeB in LTE)
and several UE. If channel conditions between the UE
and eNodeB are poor, a relay station may be activated
for assisting their data communications. Furthermore,
both in small offices and in residential environments, a
HeNB may be installed for improving the indoor coverage by increasing both the capacity and reliability of the
E-UTRAN. Although introducing these elements into
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Fig. 16. Two-way authentication in LTE by using the
EPS–AKA protocol.

Fig. 15. LTE network architecture.

LTE is capable of improving the network coverage and
quality, it has its own new security vulnerabilities and
threats.
In order to facilitate secure packet exchange between
the UE and EPC, a so-called EPS–AKA protocol was proposed for defending LTE networks against various attacks, including redirection attacks, rogue base station
attacks [111], and MITM attacks. A two-way authentication process was invoked between the UE and EPC,
which is adopted in the EPS–AKA protocol responsible
for generating both the CKs and the IKs [112]. Both the
CKs and the IKs are used for data encryption and integrity check for enhancing the confidentiality and integrity
of LTE transmissions. Fig. 16 shows this two-way authentication process of the LTE system using the EPS–AKA
protocol, where an UE and an LTE network should validate each other’s identity.
To be specific, the MME first sends a user identity
verification request to the UE that then replies back with
its unique IMSI. Next, the MME sends an authentication
data request to HSS, which consists of the UE’s IMSI
and the serving network’s identity. Upon receiving the
request, the HSS responds to the MME by sending back
an EPS authentication vector containing the quantities
(RAND, XRES, AUTN, KSI ASME ), where RAND is an input parameter, while XRES is an output of the authentication algorithm at the LTE network side. Furthermore,
AUTN indicates the identifier of the network authority,
while KSI ASME is the key set identity of the access security management entity. Then, the MME sends an authentication request to the UE containing the RAND,
AUTN, and KSI ASME quantities. As a result, the UE
checks its received parameter AUTN for authenticating
the LTE network. If the network authentication is successful, the UE generates the response RES and sends it

to the MME, which compares XRES with RES. If XRES
is the same as RES, this implies that the UE also passes
the authentication.
In the UMTS, also known as the 3G mobile cellular
system, KASUMI [113] is used as the ciphering algorithm for protecting the data confidentiality and integrity, which, however, has several security weaknesses
and hence it is vulnerable to certain attacks, such as the
related-key attack [113]. To this end, the LTE system
adopts a more secure ciphering technique referred to as
SNOW 3G [114] that is a block-based ciphering solution
used as the heart of LTE confidentiality and integrity algorithms, which are referred to as the UEA2 and UIA2,
respectively [114]. The SNOW 3G technique is referred
to as a stream cipher having two main components,
namely an internal state of 608 b controlled by a 128-b
key and a 128-b IV, which are utilized for generating
the cipher text by masking the plaintext. During the
SNOW 3G operation process, we first perform key initialization to make the cipher synchronized to a clock
signal and a 32-b key stream word is produced in conjunction with every clock.
In summary, in Sections IV-A–IV-D, we have discussed the security protocols of Bluetooth, Wi-Fi, WiMAX
as well as of LTE and observed that the existing wireless
networks tend to rely on security mechanisms deployed at
the upper OSI layers of Fig. 2 (e.g., MAC layer, network
layer, transport layer, etc.) for both user authentication
and data encryption. For example, the WEP and WPA
constitute a pair of security protocols commonly used in
Wi-Fi networks for guaranteeing the data confidentiality
and integrity requirements, whereas WiMAX networks
adopt the PKM protocol for achieving secure transmissions in the face of malicious attacks. By contrast, communication security at physical layer has been largely
ignored in existing wireless security protocols. However,
due to the broadcast nature of radio propagation, the
physical layer of wireless transmission is extremely vulnerable to both eavesdropping and jamming attacks. This
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Fig. 17. Wireless scenario transmitting from source to
destination in multipath fading environments in the presence of
an eavesdropper.

necessitates the development of physical-layer security as
a complement to conventional upper-layer security protocols. The following section will introduce the physicallayer security paradigm conceived for facilitating secure
wireless communications.

V. WIRELESS PHYS ICAL-LAYER
SECURITY AGAINST E AVESDROPPING
In this section, we portray the field of wireless physicallayer security, which has been explored for the sake of
enhancing the protection of wireless communications
against eavesdropping attacks. Fig. 17 shows a wireless
scenario transmitting from a source to a destination in
the presence of an eavesdropper, where the main and
wiretap links refer to the channels spanning from the
source to the destination and to the eavesdropper, respectively. As shown in Fig. 17, when a radio signal is
transmitted from the source, multiple differently delayed
signals will be received at the destination via different
propagation paths due to the signal reflection, diffraction
and scattering experienced. Owing to the multipath effects, the differently delayed signal components sometimes add constructively, sometimes destructively.
Hence, the attenuation of the signal that propagated
through the space fluctuates in time, which is referred to
as fading and it is usually modeled as a random process.
The signal received at the destination may be attenuated
significantly, especially when a deep fade is encountered,
due to the shadowing in the presence of obstacles (e.g.,
trees) between the source and destination. Moreover,
16
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due to the broadcast nature of radio propagation, the
source signal may be overheard by the eavesdropper,
which also experiences a multipath fading process. There
are three typical probability distribution models routinely
used for characterizing the random wireless fading, including the Rayleigh fading [115], Rice fading [116], and
Nakagami fading [117].
Recently, physical-layer security has been emerging
as a promising paradigm designed for improving the security of wireless transmissions by exploiting the physical
characteristics of wireless channels [33], [34], [118].
More specifically, it was shown in [33] that reliable
information-theoretic security can be achieved, when the
wiretap channel spanning from the source to the eavesdropper is a degraded version of the main channel between the source and the destination. In [34], a so-called
secrecy capacity was developed and shown as the difference between the capacity of the main channel and that
of the wiretap channel, where a positive secrecy capacity
means that reliable information-theoretic security is possible and vice versa. However, in contrast to wired channels that are typically time invariant, wireless channels
suffer from time-varying random fading, which results in
a significant degradation of the wireless secrecy capacity
[119], especially when a deep fade is encountered in the
main channel due to shadowing by obstacles (e.g., buildings, trees, etc.) appearing between the source and the
destination. Hence considerable research efforts have
been devoted to the development of various physicallayer security techniques, which can be classified into
the following main research categories:
1)
2)
3)
4)
5)

information-theoretic security [119]–[125];
artificial-noise-aided security [126]–[130];
security-oriented
beamforming
techniques
[131]–[136];
diversity-assisted security approaches [42], [137];
physical-layer secret key generation [147]–[161].

The aforementioned physical-layer security techniques are summarized in Fig. 18. In the following, we
will detail these physical-layer security topics.

A. Information-Theoretic Security
Information-theoretic security examines fundamental
limits of physical-layer security measures from an
information-theoretic perspective. The concept of
information-theoretic security was pioneered by Shannon
in [119], where the basic theory of secrecy systems was
developed with an emphasis on the mathematical structure and properties. To be specific, Shannon defined a
secrecy system as a set of mathematical transformations
of one space (the set of legitimate plaintext messages)
into another space (the set of possible cryptograms),
where each transformation corresponds to enciphering
the information with the aid of a secret key. Moreover,
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Fig. 18. Classification of physical-layer security techniques.

the transformation is nonsingular so that unique deciphering becomes possible, provided that the secret key is
known. In [119], the notions of theoretical secrecy and
practical secrecy were introduced, which was developed
for the ease of guarding against eavesdropping attacks,
when an adversary is assumed to have either infinite or
more practically finite computing power. It was shown
in [119] that a perfect secrecy system may be created, despite using a finite-length secret key, where the equivocation at the adversary does not approach zero, i.e.,
when the adversary is unable to obtain a unique solution
to the cipher text. To elaborate a little further, the equivocation is defined as a metric of quantifying how uncertain the adversary is of the original cipher text after the
act of message interception [119].
The secrecy system developed by Shannon in [119] is
based on the employment of secret keys. However, the
key management is challenging in certain wireless networks operating without a fixed infrastructure (e.g.,

wireless ad hoc networks) [32]. To this end, in [33],
Wyner investigated the information-theoretic security
without using secret keys and examined its performance
limits for a discrete memoryless wiretap channel consisting of a source, a destination and an eavesdropper. It
was shown in [33] that perfectly secure transmission can
be achieved, provided that the channel capacity of the
main link spanning from the SN to its DN is higher than
that of the wiretap link between the SN and eavesdropper. In other words, when the main channel conditions
are better than the wiretap channel conditions, there exists a positive rate at which the SN and DN can reliably
and securely exchange their information. In [34],
Wyner’s results were further extended to a Gaussian
wiretap channel, where the notion of secrecy capacity
was developed, which was obtained as the difference between the channel capacity of the main link and that of
the wiretap link. If the secrecy rate is chosen below the
secrecy capacity, reliable transmission from SN to DN
can be achieved in perfect secrecy. In wireless networks,
the secrecy capacity is severely degraded due to the
time-varying fading effect of wireless channels. This is
because fading attenuates the signal received at the legitimate destination, which reduces the capacity of the legitimate channel, thus resulting in a degradation of the
secrecy capacity.
The family of MIMO systems is widely recognized
as an effective means of mitigating the effects of wireless fading, which simultaneously increases the secrecy
capacity in fading environments. In [120], Khisti et al.
investigated a so-called MISOME scenario, where both
the source and eavesdropper are equipped with multiple
antennas, whereas the intended destination has a single
antenna. Assuming that the fading coefficients of all the
associated wireless channels are fixed and known to all
nodes (i.e., to the source, destination and eavesdropper), the secrecy capacity of the MISOME scenario can
be characterized in terms of its generalized eigenvalues.
Bearing in mind that the knowledge of the wiretap
channel’s impulse response is typically unavailable,
Khisti et al. [121] advocated the employment of a socalled masked beamforming scheme [118] for enhancing
wireless physical-layer security, where the eavesdropper’s channel knowledge is not relied upon for determining the transmit directions. It was shown that the
masked beamforming scheme is capable of achieving a
near-optimal security performance at sufficiently high
SNRs. Moreover, Khisti et al. extended their results to
time-varying wireless channels and developed both an upper and a lower bound on the secrecy capacity of the
MISOME scenario operating in Rayleigh fading environments. In a nutshell, the work of Khisti et al. [121] was
mainly focused on characterizing the secrecy capacity of
masked beamforming in an information-theoretic sense,
which thus belongs to the family of information-theoretic
security solutions.
| Proceedings of the IEEE
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As a further development, Khisti et al. [122] examined the information-theoretic security achieved with the
aid of multiple antennas in a more general scenario,
where the source, the destination, and the eavesdropper
are assumed to have multiple antennas. They considered
two cases: 1) the simplified and idealized deterministic
case in which the CSIs of both the main links and of the
wiretap links are fixed and known to all the nodes; and
2) the more practical fading scenario, where the wireless
channels experience time-varying Rayleigh fading and
the source has the main channels’ perfect CSI as well as
the wiretap channels’ statistical CSI knowledge. For the
idealized deterministic case, they proposed the employment of the GSVD-based approach for increasing the secrecy capacity in high SNR regions. The GSVD scheme’s
performance was then further investigated in the fading
scenario and the corresponding secrecy capacity was
shown to approach zero if and only if the ratio of the
number of eavesdropper antennas to source antennas was
larger than two. Additionally, in [123], Chrysikos et al. investigated the wireless information-theoretic security in
terms of outage secrecy capacity, which is used for characterizing the maximum secrecy rate under a given outage probability requirement. A closed-form expression of
the outage secrecy capacity was derived in [123] by using
the first-order Taylor series for approximation of an exponential function.
The MIMO wiretap channel can also be regarded as
a MIMO broadcast channel, where SN broadcasts its
confidential information to both its legitimate DN and
unintentionally also to an unauthorized eavesdropper.
Perfect secrecy is achieved, when SN and DN can reliably communicate at a positive rate, while ensuring that
the mutual information between the SN and eavesdropper becomes zero. In [124], Oggier and Hassibi analyzed the secrecy capacity of multiple-antenna-aided
systems by converting the MIMO wiretap channel into
a MIMO broadcast channel, where the number of antennas is arbitrary for both the transmitter and the pair
of receivers (i.e., that of DN and of the eavesdropper).
18
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It was proven that through optimizing the transmit covariance matrix, the secrecy capacity of the MIMO
wiretap channel is given by the difference between the
capacity of the SN-to-DN channel and that of the
SN-to-eavesdropper channel. It was pointed out that the secrecy capacity results obtained in [124] are based on
the idealized simplifying assumption that SN knows the
CSI of both the main channels and of the wiretap channels. This assumption is, however, invalid in practical
scenarios, since the eavesdropper is passive and hence it
remains an open challenge to estimate the eavesdropper’s CSI. It is of substantial interest to study a more
practical scenario, where SN only has statistical CSI
knowledge of wiretap channels. To this end, He et al.
[125] investigated a twin-receiver MIMO broadcast
wiretap channel scenario, where the legitimate SN and
DN are assumed to have no knowledge of the eavesdropper’s CSI. A so-called “secrecy-degree-of-freedom
region” was developed for wireless transmission in the
presence of an eavesdropper and a GSVD-based scheme
was proposed for achieving the optimal secrecy-degreeof-freedom region. The major information-theoretic security techniques are summarized in Table 8.

B. Artificial-Noise-Aided Security
The artificial-noise-aided security allows SN to generate specific interfering signals termed as artificial noise
so that only the eavesdropper is affected adversely by the
interfering signals, while the intended DN remains unaffected. This results in a reduction of the wiretap channel’s capacity without affecting the desired channel’s
capacity and thus leads to an increased secrecy capacity,
which was defined as the difference between the main
channel’s and the wiretap channel’s capacity. Hence, a
security improvement is achieved by using artificial
noise. In [126], Goel and Negi considered a wireless network consisting of an SN, a DN, and an eavesdropper for
investigating the benefits of the artificial noise generation paradigm. More specifically, SN allocates a certain
fraction of its transmit power for producing artificial
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noise, so that only the wiretap channel condition is degraded, while the desired wireless transmission from SN
to DN remains unaffected by the artificial noise. To
meet this requirement, Goel and Negi [126] proposed
the employment of multiple antennas for generating artificial noise and demonstrated that the number of transmit antennas at SN has to be higher than that of the
eavesdropper for ensuring that the artificial noise would
not degrade the desired channel. It was shown that a
nonzero secrecy capacity can be guaranteed for secure
wireless communications by using artificial noise, even if
the eavesdropper is closer to SN than DN.
Although the artificial-noise-aided security is capable
of guaranteeing the secrecy of wireless transmission, this
is achieved at the cost of wasting precious transmit
power resources, since again, a certain amount of transmit power has to be allocated for generating the artificial
noise. In [127], Zhou an McKay further examined the optimal transmit power sharing between the informationbearing signal and the artificial noise. They analyzed
secure multiple-antenna communications relying on artificial noise and derived a closed-form secrecy capacity expression for fading environments, which was used as the
objective function for quantifying the optimal power sharing between the information signal and artificial noise.
The simple equal-power sharing was shown to be a nearoptimal strategy, provided that the eavesdroppers do not
collude with each other to jointly perform interception.
Moreover, as the number of eavesdroppers increases,
more power should be allocated for generating the artificial noise. In the presence of imperfect CSI, it was observed that assigning more power to the artificial noise
for jamming the eavesdroppers is capable of achieving a
better security performance than increasing the transmit
power of the desired information signal.
However, the aforementioned artificial-noise-aided
security work has been mainly focused on improving the
secrecy capacity without considering the QoS requirements of the legitimate DN. Hence, in order to address
this problem, a QoS-based artificial-noise-aided security
approach was presented in [128] for minimizing the
maximum attainable SINR encountered at the eavesdroppers, while simultaneously guaranteeing a satisfactory
SINR at the intended DN. The optimization of the artificial noise distribution was formulated based on the CSIs
of both the main channels and wiretap channels, which
was shown to be a nondeterministic polynomial-time
hard (NP-hard) problem. The classic SDR technique
[128] was used for approximating the solution of this
NP-hard problem. Liao et al. [128] demonstrated that the
proposed QoS-based artificial-noise-aided security
scheme is capable of efficiently guarding against eavesdropping attacks, especially in the presence of a large
number of eavesdroppers. Li and Ma [129] proposed a robust artificial-noise-aided security scheme for a MISOME
wiretap channel. Assuming that SN has perfect CSI

knowledge of the main channels, but imperfect CSI
knowledge of the wiretap channels, an optimization problem was formulated for the secrecy rate maximization
with respect to both the desired signal’s and the artificial
noise’s covariance, which is a semi-infinite optimization
problem and can be solved with the aid of a simple 1-D
search algorithm. It was shown that the proposed robust
artificial noise design significantly outperforms conventional nonrobust approaches in terms of its secrecy
capacity.
In addition to relying on multiple antennas for artificial noise generation, cooperative relays may also be utilized for producing artificial noise to guard against
eavesdropping attacks. In [130], Goeckel et al. studied
the employment of cooperative relays for artificial noise
generation and proposed a secret wireless communications protocol, where a messaging relay was used for assisting the legitimate transmissions from SN to DN and a
set of intervening relays were employed for generating
the artificial noise invoked for jamming the eavesdroppers. The main focus of [130] was to quantify how many
eavesdroppers can be tolerated without affecting the
communications secrecy in a wireless network supporting a certain number of legitimate nodes. It was shown
that if the eavesdroppers are uniformly distributed and
their locations are unknown to the legitimate nodes, the
tolerable number of eavesdroppers increases linearly
with the number of legitimate nodes. The major artificialnoise-aided security techniques are summarized in
Table 9.

C. Security-Oriented Beamforming Techniques
The family of security-oriented beamforming techniques allows SN to transmit its information signal in a
particular direction to the legitimate DN, so that the signal received at an eavesdropper (that typically lies in a
direction different from DN) experiences destructive interference and hence it becomes weak. Thus, the RSS of
DN would become much higher than that of the eavesdropper with the aid of security-oriented beamforming,
leading to a beneficial secrecy capacity enhancement. In
[131], Zhang and Gursoy proposed the employment of cooperative relays to form a beamforming system relying
on the idealized simplifying assumption of having the
perfect CSI knowledge of all the main channels as well
as of the wiretap channels and conceived a decode-andforward-relay-based beamforming design for maximizing
the secrecy rate under a fixed total transmit power constraint. The formulated problem was then solved by
using the classic semidefinite programming and secondorder cone programming techniques. It was shown in
[131] that the proposed beamforming approach is capable
of significantly increasing the secrecy capacity of wireless
transmissions.
In [132], multiple antennas were used for beamforming in order to improve the attainable secrecy capacity of
| Proceedings of the IEEE
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wireless transmissions from SN to DN in the presence of
an eavesdropper. In contrast to the work presented in
[131], where the perfect CSI knowledge of the wiretap
channel was assumed, Mukherjee and Swindlehurst conceived the optimal beamforming designs in [132] without
relying on the idealized simplifying assumption of knowing the eavesdropper’s CSI, albeit the exact CSI of the
main channel spanning from SN to DN was still assumed
to be available. However, the perfect CSI of the main
channel is typically unavailable at SN. To this end,
Mukherjee and Swindlehurst further studied the impact of
imperfect CSI on the attainable physical-layer security performance and presented a pair of robust beamforming
schemes that are capable of mitigating the effect of channel estimation errors. It was shown that the proposed robust beamforming techniques perform well for moderate
CSI estimation errors and hence achieve a higher secrecy
capacity than the artificial-noise-aided security approaches.
In addition, Jeong et al. [133] investigated the benefits
of transmit beamforming in an amplify-and-forward relay
network consisting of an SN, an RN, and a DN, where
the RN is indeed potentially capable of improving the
SN-to-DN link, but it is also capable of launching a passive eavesdropping attack. Hence, a pair of secure beamforming schemes, namely a noncooperative beamformer
and a cooperative secure beamformer, were proposed for
maximizing the secrecy capacity of the SN-to-DN link.
Extensive simulation results were provided for demonstrating that the secure beamforming schemes proposed
are capable of outperforming conventional security approaches in terms of the attainable secrecy capacity.
Moreover, in [134], a cross-layer approach exploiting the
multiple simultaneous data streams of the family of operational IEEE 802.11 standards was devised by using zeroforcing beamforming, where a multiantenna-assisted AP
was configured to utilize one of its data streams for communicating with the desired user, while the remaining
data streams were exploited for actively interfering with
the potential eavesdroppers. Extensive experimental evaluations were carried out in practical indoor WLAN environments, demonstrating that the proposed zero-forcing
beamforming method consistently granted an SINR for
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the desired user, which was 15 dB higher than that of the
eavesdropper.
Naturally, this beamforming technique may also be
combined with the artificial-noise-based approach for the
sake of further enhancing the physical-layer security of
wireless transmissions against eavesdropping attacks.
Hence, in [135], Qin et al. examined a joint beamforming
and artificial-noise-aided design for conceiving secure
wireless communications from SN to DN in the presence
of multiple eavesdroppers. The beamforming weights and
artificial noise covariance were jointly optimized by minimizing the total transmit power under a specific target
secrecy rate constraint. To elaborate a little further, this
joint beamforming and artificial-noise-aided design problem was solved by using a two-level optimization approach, where the classic semidefinite relaxation method
and the golden-section-based method [135] were invoked
for the inner-level optimization and the outer-level optimization, respectively. Numerical results illustrated that
the joint beamforming and artificial-noise-aided scheme
significantly improves the attainable secrecy capacity of
wireless transmission as compared to the conventional
security-oriented beamforming approaches. In [136],
Romero-Zurita et al. studied the joint employment of
spatial beamforming and artificial noise generation for
enhancing the attainable physical-layer security of a
MISO channel in the presence of multiple eavesdroppers, where no CSI knowledge was assumed for the wiretap channel. The optimal power sharing between the
information signal and artificial noise was examined under a specific guaranteed secrecy probability requirement. By combining the beamforming and artificial noise
techniques, both the security and reliability of wireless
transmissions were substantially improved. The major
security-oriented beamforming techniques are summarized in Table 10.

D. Diversity-Assisted Security Approaches
This section is focused on the portrayal of diversity
techniques invoked for the sake of improving the
physical-layer security of wireless transmissions [137]. In
contrast to the artificial-noise-aided approaches, which
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dissipate additional power assigned to the artificial noise
generation, the diversity-aided security paradigm is capable of enhancing the wireless security without any additional power. Traditionally, diversity techniques have
been used for improving the attainable transmission reliability, but they also have a substantial potential in terms
of enhancing the wireless security against eavesdropping
attacks. Below we will discuss several diversity-aided security approaches, including multiple-antenna-aided diversity, multiuser diversity, and cooperative diversity.
Multiple-antenna-aided transmit diversity has been
shown to constitute an effective means of combatting
the fading effect, hence also increasing the secrecy capacity of wireless transmissions [138], [139]. As shown
in Fig. 19, provided that SN has multiple antennas, the
optimal antenna can be activated for transmitting the desired signal, depending on whether the CSI of the main
channel and of the wiretap channel is available. To be
specific, if the CSI of both the main channel and of the
wiretap channel is known at SN, the specific transmit

antenna associated with the highest secrecy capacity can
be chosen as the optimal antenna to transmit the desired
signal, which has the potential of significantly improving
the secrecy capacity of wireless transmissions. If only the
main channel’s CSI is available, we can choose a transmit
antenna associated with the highest main channel capacity to transmit the desired signal. Since the transmit antenna selection is exclusively based on the main channel’s
CSI and the wiretap channel is typically independent of
the main channel, the main channel’s capacity will be increased with the aid of transmit antenna selection, while
no capacity improvement can be achieved for the wiretap
channel. This finally results in an increase of the secrecy
capacity, as an explicit benefit of transmit antenna
selection.
The multiuser diversity of Fig. 20 also constitutes an
effective means of improving the physical-layer security
in the face of eavesdropping attacks. Considering that a
BS serves multiple users in a cellular network, an orthogonal multiple access mechanism, such as the OFDMA of
LTE [140] or CDMA of 3G systems [141], enables the
multiple users to communicate with the BS. Considering
the OFDMA as an example, given a slot or subband of
OFDM subcarriers, we should determine which particular user is assigned to access this specific subband for
data transmission. More specifically, a user is enabled
with the aid of multiuser scheduling to access the OFDM

Fig. 19. MIMO wireless system consisting of an SN and a DN in
the presence of an eavesdropper, where M, Nd , and Ne represent
the number of antennas at SN, DN, and eavesdropper,
respectively.

Fig. 20. Multiuser diversity system consisting of a BS and
M users in the presence of an eavesdropper.
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Fig. 22. Wireless system consisting of two legitimate transceivers
Fig. 21. Cooperative diversity system consisting of an SN,

(Alice and Bob) in the presence of an eavesdropper (Eve).

M relays, and a DN in the presence of an eavesdropper.

subband and then starts transmitting its signal to the BS.
Meanwhile, due to the broadcast nature of wireless medium, an eavesdropper may intercept the source message. In order to effectively protect the wireless
transmission against eavesdropping attacks, the multiuser
scheduling should be designed for minimizing the capacity of the wiretap channel, while maximizing the capacity
of the main channel [142]. This action requires the CSI
of both the main channel and of the wiretap channel. If
only the main channel’s CSI is available, the multiuser
scheduling can be designed for maximizing the main
channel’s capacity without the wiretap channel’s CSI
knowledge. It is worth mentioning that the multiuser
scheduling is capable of significantly improving the main
channel’s capacity, while the wiretap channel’s capacity
remains the same, which results in a secrecy capacity improvement with the aid of multiuser diversity, even if
the CSI of the wiretap channel is unknown.
As an alternative, cooperative diversity [143], [144]
also has a great potential in terms of protecting the wireless transmissions against eavesdropping attacks. When
considering a wireless network consisting of a single SN,
multiple RNs, and a DN as shown in Fig. 21, the multiple relays can be exploited for assisting the signal transmission from SN to DN. In order to prevent the
eavesdropper from intercepting the source signal from a
security perspective, the best relay selection emerges as
a means of improving the security of wireless transmissions against eavesdropping attacks [145]. Specifically, an
RN having the highest secrecy capacity (or the highest
main channel capacity if only the main channel’s CSI is
known) is selected to assist the SN’s transmission to the
intended DN. By using the best RN selection, a beneficial cooperative diversity gain can be achieved for the
sake of increasing the secrecy capacity, which explicitly
demonstrates the advantages of wireless physical-layer
security.
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E. Physical-Layer Secret Key Generation
In this section, we present the family of wireless secret key generation techniques by exploiting the physicallayer characteristics of radio propagation, including the
amplitude and phase of wireless fading [146]. To be specific, as shown in Fig. 22, a pair of legitimate transceivers, namely Alice and Bob are connected through a
reciprocal wireless channel, where the fading gain of the
main channel spanning from Alice to Bob, denoted by
hab , is identical to that from Bob to Alice, namely hba .
Since Alice and Bob can directly estimate hba and hab , respectively, using classic channel estimation methods
[147], [148], they may exploit their estimated CSIs h^ba
and h^ab for the secret key generation and agreement process. By contrast, a third party (e.g., Eve) based at a different location experiences independent wiretap channels
of hae and hbe , which are uncorrelated with the CSIs hab
and hba of the main legitimate channel between Alice and
Bob, as seen in Fig. 22. Since Alice and Bob both estimate
the main channel by themselves without exchanging their
estimated CSIs h^ab and h^ba over the air, it is impossible
for Eve to acquire the main channel’s CSI for deriving
and duplicating the secret keys. The secret key extraction
and agreement process based on the physical characteristics of the main channel is capable of achieving reliable
information-theoretic security without resorting to a fixed
key management infrastructure [149].
The research of physical-layer key generation and
agreement can be traced back to the middle of the 1990s
[150], [151], where the feasibility of generating secret
keys based on the wireless channel’s CSI was shown to
achieve reliable information-theoretic security without
devising any practical key extraction algorithms. To this
end, an RSS-based secret key extraction algorithm was
proposed in [152] by exploiting RSS measurements of
the main channel in order to generate secret bits for an
IEEE 802.11 network in an indoor wireless environment.
In [153], Jana et al. further investigated the key
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generation rate of RSS-based secret key extraction in diverse wireless environments. It was shown in [153] that
it is possible to generate secret bits at a sufficiently high
rate based on the wireless channel variations in highly
dynamic mobile scenarios. However, in static environments, where the network devices are fixed, the rate of
bits generated is too low to be suitable for a secret key,
which is due to the lack of random variations in the
wireless channels.
To this end, Gollakota and Katabi [154] proposed the
so-called iJam approach, which processed the desired
transmit signal in a specific manner that still allows the
legitimate receiver to decode the desired signal, but prevents the potential eavesdroppers from decoding it. The
iJam scheme renders the secret key generation both fast
and independent of the wireless channel variations. Furthermore, a testbed was also developed in [154] for implementing the iJam technique using USRP2 radios and
the IEEE 802.11 specifications. The associated experimental results demonstrated that the iJam scheme was indeed
capable of generating the physical-layer secret keys faster
than conventional approaches. To be specific, the iJam
scheme generated secret keys at a rate of 3–18 kb/s
without any measurable disagreement probability,
whereas the conventional approaches exhibited a maximum generation rate of 44 b/s in conjunction with a
4% bit disagreement probability between the legitimate
transmitter and receiver. More recently, an extension of
the RSS-based key extraction from a twin-device system
to a multidevice network was studied in [155], where a
collaborative key generation scheme was proposed for
multiple devices by exploiting the RSS measurements
and then experimentally validating it in both indoor
and outdoor environments.
Although it is feasible to exploit the RSS for wireless
secret key extraction and agreement, the RSS-based
methods have a low key generation rate, which limits
their applications in practical wireless systems. In order
to alleviate this problem, the channel phase may also be
considered as an alternative means of assisting the generation of secret keys, which is capable of beneficially exploiting the phase measurements across different carriers
and thus enhances the secret key generation rate. In
[156], Shehadeh et al. proposed a channel-phase-based
key agreement scheme, which generates secret bits from
the time-varying frequency-domain characteristics in an
OFDM-based wireless system. More specifically, the
OFDM system’s subcarrier phase correction process was
studied in the context of secret key generation, showing
that the employment of higher FFT sizes is potentially
capable of improving the secret bit generation rate. Additionally, Wang et al. [157] employed multiple randomized
channel phases for conceiving an efficient key generation
scheme, which was evaluated through both analytical
and simulation studies. This solution was found to be
highly flexible in the context of multiuser wireless

networks and increased the secret key generation rate by
orders of magnitude. It has to be pointed out that exploiting the phase measurements across multiple OFDM
subcarriers is beneficial in terms of increasing the attainable key generation rate. However, the channel phase extracted by a pair of legitimate devices is unlikely to be
reciprocal due to the different hardware characteristics
of the different devices. This nonreciprocity embedded
in the phase measurements results in a high disagreement rate for the legitimate devices during the generation of secret keys.
As an alternative, MIMO techniques used by the legitimate transceivers are capable of significantly increasing the channel’s randomness, which can be exploited
for secret key generation and agreement, leading to the
concept of MIMO-based key generation. In [158], a theoretical characterization of the MIMO-based key generation was explored in terms of deriving a performance
limit on the number of secret key bits generated per random channel realization, assuming that the main channel
and the wiretap channel are Rayleigh distributed. As a
further development, Zeng et al. proposed a practical
multiple-antenna-based secret key generation protocol in
[159], which was implemented for an IEEE 802.11 network in both indoor and outdoor mobile environments.
It was also shown in [160] that even if an eavesdropper
is capable of increasing the number of its antennas, it
cannot infer more information about the secret keys generated from the main channel. However, the secrecy improvement of MIMO-based secret key generation is
achieved at the cost of an increased system complexity,
since more computing and memory resources are required for estimating the MIMO channel, as the number
of transmit/receive antennas increases. In order to further improve the reliability and efficiency of secret key
generation, the employment of relay nodes was investigated in [160] for assisting the secret key generation in
two different scenarios, namely in conjunction with a
single-antenna-aided relay and a multiple-antenna assisted relay, respectively. It was demonstrated in [160]
that the relay-channel-based key generation method is
capable of substantially improving the key generation
rate in Rayleigh fading environments. Although the relay nodes can be exploited for enhancing the key generation rate, they may become compromised by an
adversary aiming for launching malicious activities.
Hence, it is of interest to explore the security issues associated with untrusted relays as well as the corresponding countermeasures.
It is worth mentioning that the success of the aforementioned physical-layer key generation solutions relies
on the assumption that the main channel between the
transmitter and the legitimate receiver is reciprocal and
uncorrelated with the wiretap channel experienced at an
eavesdropper located more than half-a-wavelength away
from the legitimate receiver. However, this assumption
| Proceedings of the IEEE
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has not been rigorously evaluated in the open literature
and indeed, it maybe invalid in some practical scenarios,
which do not experience extensive multipath scattering.
It was shown in [161] that in reality a strong correlation
may be encountered between the main channel and the
wiretap channel, even when the eavesdropper is located
significantly more than half-a-wavelength away from the
legitimate receiver. In [161], Edman et al. demonstrated
that a so-called passive inference attacker is potentially
capable of exploiting this correlation for inferring a part
of the secret keys extracted between a pair of legitimate
devices. Additionally, in [162], Eberz et al. presented a
practical MITM attack against the physical-layer key generation and showed that the MITM attack can be readily
launched by impersonating the legitimate transmitter
and receiver as well as by injecting the eavesdropper’s
data packets. It was demonstrated in [162] that the
MITM attack is capable of imposing intentional sabotaging of the physical-layer key generation by inflicting a
high key disagreement rate, while additionally inferring
up to 47% of the secret keys generated between the legitimate devices.
In order to mitigate the effects of MITM attacks,
Shi et al. [163] examined the potential benefits of simultaneous device authentication and secret key extraction based on the wireless physical-layer characteristics,
where an ASK scheme was proposed by exploiting the
heterogeneous channel characteristics in the context of
wireless body area networks. Specifically, in case of
simple routine body movements, the variations of wireless channels between line-of-sight on-body devices are
relatively insignificant, while the wireless channels between the non-line-of-sight devices fluctuate quiet significantly. The ASK scheme exploits the relatively static
channels for reliable device authentication and the dynamically fluctuating channels for secret key generation.
Extensive experiments were conducted by using lowend commercial-off-the-shelf sensors, demonstrating
that the ASK scheme is capable of effectively authenticating body devices, while simultaneously generating
24
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secret keys at a high rate. More importantly, the ASK is
resilient to MITM attacks, since it performs the authentication and key generation simultaneously. Consequently, it becomes difficult for an MITM attacker to
promptly pass through the authentication phase and to
get involved in the resultant key generation phase. The
major physical-layer secret key generation techniques
are summarized in Table 11 at a glance.

VI. W I RE L ES S J AM M I N G A T TA C K S AND
THEIR COUNTERMEAS URES
As mentioned earlier, due to the shared nature of radio
propagation, wireless transmissions are vulnerable to
both the eavesdropping and jamming attacks. In Section V,
we have presented a comprehensive overview of how physical-layer security may be exploited for guarding against
eavesdropping. Let us now focus our attention on the family of wireless jamming attacks and their countermeasures
in this section. In wireless networks, a jamming attack can
be simply launched by emitting unwanted radio signals
to disrupt the transmissions between a pair of legitimate
nodes.
The objective of a jamming attacker (also referred to
as jammer) is to interfere with either the transmission or
the reception (or both) of legitimate wireless communications. For example, a jammer may continuously transmit its signal over a shared wireless channel so that
legitimate nodes always find the channel busy and keep
deferring their data transmissions. This, however, is
energy-inefficient, since the jammer has to transmit constantly. To improve its energy efficiency, a jammer may
opt for transmitting an interfering signal only when it detects that a legitimate transmitter is sending data. There
are many different types of wireless jammers, which may
be classified into the following five categories [164]:
1)

constant jammer, where a jamming signal is
continuously transmitted;

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.
Zou et al.: A Survey on Wireless Security: Technical Challenges, Recent Advances, and Future Trends

2)
3)

4)

5)

intermittent jammer, where a jamming signal is
emitted from time to time;
reactive jammer, where a jamming signal is only
imposed, when the legitimate transmission is detected to be active;
adaptive jammer, where a jamming signal is tailored to the level of received power at the legitimate receiver;
intelligent jammer, where weaknesses of the
upper-layer protocols are exploited for blocking
the legitimate transmission.

Clearly, the first four types of jammers all exploit
the shared nature of the wireless medium and can be
regarded as wireless physical-layer jamming attacks. By
contrast, the intelligent jammer attempts to capitalize
on the vulnerabilities of the upper-layer protocols [165],
including the MAC, network, transport, and application
layers. Typically, the network, transport, and application layers are defined in the TCP/IP protocols and not
specified in wireless standards (e.g., Bluetooth, WLAN,
etc.), which are responsible for the PHY and MAC
specifications only. The jammers targeting the network,
transport and application layers essentially constitute
DoS attacks (e.g., Smurf attack, TCP/UDP flooding,
malware attack, etc.), which have been summarized in
Section III-C–E. Let us now discuss the aforementioned
five main types of wireless jamming attacks and their
countermeasures in a little more detail.

A. Constant Jammer
Again, the constant jammer continuously transmits a
jamming signal over the shared wireless medium. The
jamming signal can have an arbitrary waveform associated with a limited bandwidth and constrained power,
including but not limited to pseudorandom noise, modulated Gaussian waveforms, or any other signals. The effect of a constant jammer is twofold. On the one hand, it
increases the interference and noise level for the sake of
degrading the signal reception quality at a legitimate receiver. On the other hand, it also makes a legitimate
transmitter always find the wireless channel busy, which
keeps preventing the legitimate transmitter from gaining
access to the channel. Hence, the constant jammer is capable of disrupting the legitimate communications, regardless of the specific wireless system. However, the
constant jammer is energy inefficient, since it has to continuously transmit a jamming signal.
The basic idea behind detecting the presence of a
constant jammer is to identify an abnormal signal received at a legitimate receiver [164], [166]. There are
certain statistical tests that can be exploited for the detection of the constant jammer, such as the RSS, CST,
PER, etc. To be specific, the RSS test is based on a natural measurement used for detecting the presence of a
constant jammer, since the signal strength received at a

legitimate node would be directly affected by the presence of a jamming signal. The RSS detector first accumulates the energy of the signal received during an
observation time period and then compares the accumulated energy to a predefined threshold to decide as to
whether a constant jammer is present or absent. If the
accumulated energy is higher than the threshold, implying that a jamming signal may be present, then the presence of a constant jammer is confirmed. As an
alternative, the CST can also be used as a measurement
for deciding whether a constant jammer is preventing
the legitimate transmission, since the CST distribution
will be affected by the jammer. More specifically, the
presence of a jamming signal may render the wireless
channel constantly busy and hence might lead to an unusually high CST, which can be used for jammer
detection.
Additionally, the PER is defined as the number of unsuccessfully decoded data packets divided by the total
number of received packets, which can also be used for
detecting the presence of a jamming signal, since the legitimate communications will be severely corrupted by
the constant jammer, leading to an unduly high PER.
Normally, the legitimate wireless communications links
operating in the absence of a jammer should have a relatively low PER (e.g., lower than 0.1). Indeed, it was
shown in [166] that even in a highly congested network,
the PER is unlikely to exceed 0.2. By contrast, in the
presence of an effective jammer, the legitimate data
transmissions will be overwhelmed by the jamming signal
and background noise. This would result in an excessive
PER, close to one [166], which indicates that indeed, the
PER may be deemed to be an effective measurement for
detecting the presence of a constant jammer. Conversely,
an ineffective jammer, which only slightly affects the
PER, fails to inflict a significant damage upon the legitimate wireless system and thus may not have to be detected for invoking further countermeasures.
Once the presence of a jammer is detected, it is necessary to decide upon how to defend the legitimate transmissions against jamming attacks. Frequency hopping is
a well-known classic anti-jamming technique [167]–
[169], which rapidly changes the carrier frequency with
the aid of a pseudorandom sequence known to both the
transmitter and the receiver. The frequency hopping regime can be either proactive or reactive. In proactive frequency hopping, the transmitter will proactively perform
pseudorandom channel switching, regardless of the presence or absence of the jammer. Hence, proactive hopping does not have to detect the presence of a jammer.
By contrast, reactive frequency hopping starts switching
to a different channel only when the presence of a jamming signal is detected. Compared to proactive hopping,
reactive hopping has the advantage of requiring a reduced number of frequency hops for achieving a certain
level of secrecy. Overall, frequency hopping is highly
| Proceedings of the IEEE
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resistant to jamming attacks, unless of course the jammer
has explicit knowledge of the pseudorandom hopping
pattern. Typically, cryptographic techniques are used for
generating the pseudorandom hopping pattern under the
control of a secret key that is preshared by the legitimate
transmitter and receiver.

B. Intermittent Jammer
An attacker, which transmits a jamming signal from
time to time for the sake of interfering with the legitimate communications, is referred to as an intermittent
jammer [170]. The intermittent jammer transmits for a
certain time and then sleeps for the remaining time.
Typically, increasing the sleeping time would save more
energy for the jammer, which of course comes at the
cost of a performance degradation in terms of the jamming effectiveness, since less time becomes available for
transmitting the jamming signal. The jammer can strike
a tradeoff between the jamming effectiveness and energy
savings by appropriately adjusting the transmit time and
sleeping time. Hence, compared to the constant jammer,
the intermittent jammer generally reduces the energy
consumption, which is attractive for energy-constrained
jammers.
Similarly to the constant jammer, the presence of an
intermittent jammer will affect the same statistical measurements of the legitimate transmissions, including the
RSS, CST, and PER, which thus can be used for its detection. After detecting an intermittent jammer, again frequency hopping may be activated for protecting the
legitimate transmissions. More specifically, when a legitimate node is deemed to be jammed, it switches to another channel and communicates with its destination
over the newly established link.
C. Reactive Jammer
The reactive jammer starts to transmit its jamming
signal only when it detects that the legitimate node is
transmitting data packets [171], [172]. This type of jammer first senses the wireless channel and upon detecting
that the channel is busy, implying that the legitimate
user is active, it transmits a jamming signal for the sake
of corrupting the data reception at the legitimate receiver. The success of a reactive jammer depends on its
sensing accuracy concerning the legitimate user’s status.
For example, when the legitimate signal received at a reactive jammer is weak (e.g., due to fast fading and shadowing effects) and hence cannot be detected, the
reactive jammer then becomes ineffective in jamming
the legitimate transmissions. In contrast to both constant
and intermittent jammers that attempt to block the wireless channel regardless of the legitimate traffic activity
on the channel, the reactive jammer remains quiet when
the channel is idle and starts emitting its jamming signal
only when the channel is deemed to be busy. This
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implies that the reactive jammer is more energy efficient
than both the constant and intermittent jammers.
The detection of the presence of a reactive jammer is
typically harder than that of the constant and intermittent jammers. As discussed above, the constant and intermittent jammers both intend to interfere with the
reception of a legitimate data packet as well as to hinder
the transmission of the legitimate packets by maliciously
seizing the wireless channel. By contrast, a reactive jammer inflicts less damage, since it corrupts the reception
without affecting the legitimate transmitter’s activity to
gain access to the wireless channel. This means that the
CST becomes an ineffective measurement for detecting
the reactive jammer. Since the reception of legitimate
wireless communications will be affected in the presence
of a reactive jammer, we can still consider the employment of RSS- and PER-based techniques for the detection
of the reactive jammer. Generally, an abnormal increase
of the RSS and/or a surprisingly high PER indicate the
presence of a reactive jammer.
An effective technique of preventing a reactive jammer from disrupting communications is to assist the legitimate user in becoming undetectable, because then
the jammer remains silent. DSSS [173] techniques spread
the radio signal over a very wide frequency bandwidth,
so that the signal has a low PSD, which may even be below the background noise level. This makes it difficult
for a reactive jammer to differentiate the DSSS modulated legitimate signal from the background noise. In this
way, the reactive jammer may become unable to track
the legitimate traffic activity and thus cannot disrupt the
legitimate transmissions. Additionally, the aforementioned frequency hopping technique is also effective in
guarding against a reactive jamming attack, as long as
the hopping rate is sufficiently high (e.g., faster than the
jammer reacts).

D. Adaptive Jammer
The adaptive jammer refers to an attacker who can
adjust its jamming power to any specific level required
for disrupting the legitimate receiver [174]. More specifically, in wireless communication systems, the RSS depends on the time-varying fading. If the main channel
spanning from the transmitter to the legitimate receiver
is relatively good and the signal arriving at the legitimate
receiver is sufficiently strong, the adaptive jammer may
have to increase its jamming power for the sake of corrupting the legitimate reception. One the other hand, if
the main channel itself experiences an outage due to a
deep fade, then naturally, the legitimate receiver is unable to succeed in decoding its received signal even in
the absence of a jammer. In this extreme case, no jamming power is needed for the adaptive jammer. Hence,
compared to the constant, intermittent, and reactive jammers, the adaptive jammer is the most energy-efficient
jamming attacker, which can achieve the highest energy
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efficiency when aiming for disrupting the legitimate
transmissions. It can be observed that the adaptive jammer should have the RSS knowledge of the legitimate receiver for adapting its jamming power, which, however,
is challenging for a jammer to obtain in practice, since
the main channel’s RSS varies in time and it is unknown
to the jammer. This limits the application of the adaptive
jammer in practical wireless systems. The adaptive jammer usually serves as an idealized optimum jamming attacker for benchmarking purposes.
The detection of an adaptive jammer is challenging in
the sense that it will dynamically adjust its jamming
power to conceal its existence. Similarly to the reactive
jammer, the adaptive jammer transmits nothing if the legitimate transmission is deemed to be inactive, implying
that the CST technique is ineffective for detecting the
adaptive jammer. Although the RSS- and PER-based solutions can be employed for detecting the presence or absence of an adaptive jammer, the separate employment
of the two individual statistics may be insufficient. As a
consequence, Xu et al. proposed a so-called consistency
check method in [166], which relies on the joint use of
the RSS and PER measurements. To be specific, if both
the RSS and the PER are unexpectedly high, it is most
likely that there is a jammer, which results in a high RSS
due to the presence of a jamming signal that interferes
with the legitimate reception, leading to a high PER. If
we encounter a low RSS and a high PER, this implies
that the main channel is poor. Moreover, the joint occurrence case of a high RSS and a low PER indicates that
the legitimate transmissions perform well. Finally, it is
unlikely in general that both the RSS and PER are low
simultaneously.
As mentioned above, the adaptive jammer is an idealized adversary who is assumed to have knowledge of the
legitimate signal characteristics, including the RSS, carrier frequency and bandwidth, waveform, and so on. In
order to guard against such a sophisticated jamming attacker, a simple but effective defense strategy is to evade
the adversary. Hence, in [166], Xu et al. proposed a pair
of evasion methods to defend against jamming attacks,
namely the channel surfing and the spatial retreating solutions. To be specific, in channel surfing, the legitimate
transmitter and receiver are allowed to change their
jammed channel to a new channel operating at the link
layer, which is a different philosophy from that of frequency hopping operating at the physical layer. The spatial retreating technique enables a jammed wireless node
to move away and escape from the jammed area to avoid
the jamming signal. In case of spatial retreating, it is crucial to accurately determine the position of jammers,
which enables the victims to move away from the
jammed area. To this end, in [175], Liu et al. proposed
an error-minimizing framework for accurately localizing
multiple jammers by relying on a direct measurement of
the jamming signal strength, demonstrating its advantage

Fig. 23. IEEE 802.11 DCF process.

over conventional methods in terms of its localization
accuracy.

E. Intelligent Jammer
The jamming attackers discussed so far belong to the
family of physical-layer jammers operating without taking into account any upper-layer protocol specifications.
By contrast, an intelligent jammer is assumed to have a
good understanding of the upper-layer protocols and attempts to jam the vitally critical network control packets
(rather than data packets) by exploiting the associated
protocol vulnerabilities. This section is mainly focused
on the jamming of MAC control packets. For example,
let us consider the MAC jamming of the IEEE 802.11
standard (also known as Wi-Fi) that is widely used for
WLANs [176]. The IEEE 802.11 MAC procedure is referred to as the DCF [177], which is shown in Fig. 23.
To be specific, if a source node senses the channel to be
idle, it waits for a time period termed as the DIFS and
then sends an RTS control frame to an AP. After succeeding in decoding the RTS frame and waiting for a
time period called the SIFS, the AP will send a CTS control frame, which indicates that the AP is ready to receive data packets. Finally, the source node waits for a
SIFS time duration and starts transmitting a data packet
to the AP, which will send an ACK frame after a SIFS
time interval to confirm that it successfully decoded the
data packet.
In order to block the legitimate communications between the source node and the AP of Fig. 23, an intelligent jammer can simply corrupt the RTS/CTS control
frames, rather than data packets, which minimizes its energy consumption. There are several different types of intelligent jamming attackers, including the RTS jammer,
the CTS jammer, and the ACK jammer. More specifically,
| Proceedings of the IEEE

27

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.
Zou et al.: A Survey on Wireless Security: Technical Challenges, Recent Advances, and Future Trends

Table 12 Characteristics of Different Jamming Attacks

an RTS jammer senses the channel to be idle for a DIFS
time period, and then transmits a jamming signal for corrupting a possible RTS packet. By contrast, a CTS jammer attempts to detect the presence of an RTS frame
and upon detecting the RTS arrival, it waits for the RTS
period plus a SIFS time interval before sending a jamming pulse for disrupting the CTS frame. The CTS jamming strategy will result in a zero throughput for the
legitimate transmissions, since no data packets will be
transmitted by the source node without successfully receiving a CTS frame. Similarly to the CTS jamming, an
ACK jammer also senses the wireless medium. Upon detecting the presence of a packet, it waits for a SIFS time
interval at the end of the data packet transmission and
then jams the wireless channel, leading to the corruption
of an ACK frame. If the source node constantly fails to
receive the ACK, it will finally give up transmitting data
packets to the AP.
The aforementioned intelligent jammers can be detected by tracing the traffic of MAC control packets to
identify abnormal events in terms of sending and/or receiving RTS, CTS, and ACK frames. For example, if the
AP (or source node) consistently fails to send and receive
the RTS, CTS, or ACK, it may indicate the presence of
an intelligent jammer. As mentioned earlier, an intelligent jammer takes advantage of specific upper-layer protocol parameters for significantly degrading the network
performance. In order to defend against such an intelligent jammer, a protocol hopping approach, as a generalization of the physical-layer frequency hopping, was
proposed in [178], which allows legitimate nodes to hop
across various protocol parameters that the jammer may
exploit. A game-theoretic framework was formulated in
[178] for modeling the interactions between an intelligent jammer and the protocol functions, which was
shown to achieve an improved robustness against intelligent jamming attacks.
Finally, Table 12 summarizes the characteristics of
the constant, intermittent, reactive, adaptive, and intelligent jammers in terms of their energy efficiency, jamming effectiveness, implementation complexity, and
prior knowledge requirements. As shown in Table 12,
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the constant and intermittent jammers have a low implementation complexity and required no prior knowledge
for effectively jamming the legitimate communications,
but their energy efficiency is poor. By contrast, the adaptive and intelligent jammers achieve a high energy efficiency and jamming effectiveness, which however,
require some prior knowledge (e.g., the legitimate main
channel quality, the protocol parameters, etc.) and have
a high complexity. As an alternative, the reactive jammer
exhibits a high jamming effectiveness and, at the same
time, achieves a moderate performance in terms of its
energy efficiency, implementation complexity, and prior
knowledge requirements.

VII. INTEGRATION OF PHYSICAL-LAYE R
SECURITY INTO EXISTI NG
WIRELESS NETWORKS
As discussed earlier, the authentication and encryption
constitute a pair of salient techniques adopted in existing
wireless security architectures for satisfying the stringent
authenticity and integrity requirements of wireless networks (e.g., Wi-Fi, LTE, etc.). Meanwhile, physical-layer
security has emerged as a new means of enhancing the
security of wireless communications, which is typically
considered as a complement to the existing classic authentication and cryptography mechanisms, rather than
replacing them [179]. Recently, there have been growing
research efforts devoted to the integration of physicallayer security into the existing body of classic wireless
authentication and cryptography [179]–[193]. Below we
present an in-depth discussion on the physical-layer authentication and cryptography solutions conceived for
wireless networks.
Authentication constitutes an essential security requirement designed for reliably differentiating authorized nodes from unauthorized ones in wireless
networks. Conventionally, the MAC address of a network
node has been used for authentication, which is however, vulnerable to MAC spoofing attacks and can be arbitrarily changed for the sake of impersonating another
network node. To this end, an increasing research
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attention has been devoted to the physical-layer authentication [180]–[190] of wireless networks, where either
the hardware properties of RF-based devices (also known
as device fingerprints) or the propagation characteristics
of wireless channels (e.g., the time-varying fading) have
been employed for authentication. This line of work is
based on the premise that both the device fingerprints
and the wireless channels are unique and nonforgeable
by an adversary. To elaborate a little further, the random
manufacturing imperfections lead to the fact that a pair
of RF devices, even produced by the same manufacturing and packaging process, would have different hardware specifications, as exemplified by their clock timing
deviations and CFOs, which can be invoked as unique
fingerprints for device identification. Additionally, as
mentioned in Section V-E, an adversary located at least
at a distance of half-a-wavelength away from the legitimate receiver experiences an independent fading channel. This would make it a challenge for the adversary to
predict and mimic the wireless channel between the legitimate users, which can thus be used as a unique linkspecific signature for physical-layer authentication.
Specifically, in [180], a clock-timing-based hardware
fingerprinting approach was proposed for differentiating
the authorized devices from spoofing attackers in Wi-Fi
networks, which is passive and noninvasive, hence requiring no extra cooperation from the fingerprintee
hosts. It was shown by extensive experiments that the
clock-timing-based fingerprint identification is accurate
and very effective in differentiating between Wi-Fi devices. Later on, Brik et al. [181] considered the joint use
of multiple distinctive radiometric signatures, including
the frequency error, synchronization frame correlation,
I/Q offset, magnitude error, and phase error, which were
inferred from the modulated symbols for identifying different IEEE 802.11 network nodes. This technique was
termed as PARADIS [181]. Quantitatively, the experimental results demonstrated that by applying sophisticated machine-learning algorithms, PARADIS was
capable of differentiating the legitimate nodes with a
probability of at least 99% in a set of more than 130 network nodes equipped with identical 802.11 NICs in the
presence of background noise and wireless fading.
As a design alternative, a CFO-based physical-layer
authentication scheme was proposed in [182], where the
expected CFO was estimated with the aid of Kalman filtering fed with previous CFO estimates. Then, the expected CFO was compared to the current CFO estimate
in order to determine, whether the received radio signal
obeys a consistent CFO pattern. To be specific, if the difference between the expected CFO and the current CFO
estimate was higher than a predefined threshold, it indicated the presence of an unknown wireless device. Moreover, the threshold value was adaptively adjusted based
on both the background noise level and on the Kalmanprediction-based errors for the sake of further improving

the authentication accuracy. Additionally, an SDR-based
prototype platform was developed in [182] for validating
the feasibility of the proposed CFO-based wireless device
authentication in the face of multipath fading channels.
In addition to the device fingerprint-based authentication solutions [180]–[182], the wireless channel is also
considered as an effective metric for device authentication [183]–[187]. Specifically, in [183], Xiao et al. studied
the employment of channel probing and responses for
determining whether an unauthorized user is attempting
to invade a wireless network. The reliability of the proposed CSI-based authentication scheme was analyzed in
the face of complex Gaussian noise environments. The
simulation results relying on the ray-tracing tool WiSE
validated the efficiency of the CSI-based authentication
approach under a range of realistic practical channel
conditions. However, this approach is vulnerable to the
so-called mimicry attacker, which is able to forge a CSI
signature, as long as the attacker roughly knows the radio
signal at the legitimate receiver’s location. In order to
guard against the mimicry attack, a time-synchronized
link signature was presented in [184] by integrating the
timing factor into the wireless physical-layer features.
The provided experimental results showed that the proposed time-synchronized physical-layer authentication is
indeed capable of mitigating the mimicry attack with a
high probability.
More recently, in [185], the AoA information was
exploited as a highly sensitive physical-layer signature for
uniquely identifying each client in IEEE 802.11 networks.
To be specific, a multiantenna AP was relied upon, in order to estimate all the directions a client’s radio signals
arrive from. Once spotting a suspicious transmission, the
AP and the client initiate an AoA signature-based authentication protocol for mitigating the attack. It was
shown in [185] that the proposed AoA signature-based
authentication scheme was capable of preventing 100%
of Wi-Fi spoofing attacks, while maintaining a false
alarm probability of just 0.6%. As a further development, Du et al. [186] examined the extension of physicallayer authentication from single-hop communication
networks to dual-hop scenarios by proposing a pair of
physical-layer authentication mechanisms, namely the
PHY–CRAMR and PHY–AUR techniques for wireless
networks operating in the presence of an untrusted relay. The security performance of the PHY–CRAMR and
PHY–AUR techniques was analyzed by relying on extensive simulations, showing that both schemes are capable
of achieving a high successful authentication probability
and a low false alarm rate, especially at sufficiently
high SNRs.
It is worth mentioning that all the aforementioned
constitutions [180]–[186] have primarily been focused
on exploiting the device fingerprints or channel characteristics by relying on their intrinsic randomness. However, these stochastic features are beyond our control. As
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a consequence, in [187]–[189], Yu et al. explored the
benefits of a sophisticated deliberate fingerprint embedding mechanism for physical-layer “challenge–response”
authentication, which facilitated striking flexible performance tradeoffs by design. More precisely, a stealthy
fingerprint was superimposed onto the data in the deliberate fingerprinting mechanism, while additionally both
the data and an authentication message were transmitted
separately by relying on conventional tag-based authentication methods [190]. Naturally, the authentication message used in conventional tag-based methods reduces the
spectral efficiency, while at the same time, being exposed
to eavesdropping. By contrast, a deliberately embedded
fingerprint can be designed by ensuring that it has high
spectral efficiency and remains impervious to eavesdropping. It was shown in [187]–[189] that a compelling tradeoff between the stealth, security, and robustness can be
struck by the deliberate fingerprint embedding-based approach in wireless fading environments.
Having presented a range of physical-layer authentication techniques [180]–[190], let us now consider the
integration of physical-layer security with classic cryptographic approaches [179], [191]–[193]. Traditionally, the
cryptographic techniques relying on secret keys have
been employed for protecting the communication confidentiality. However, the distribution and management
of secret keys remains quite a challenging task in wireless networks. To this end, Abdallah et al. [179] have
investigated the subject of physical-layer cryptography
by exploiting the existing ARQ protocol for achieving
the reliable exchange of secret keys between the legitimate users without any information leakage to passive
eavesdroppers. Specifically, in [191], the secret bits
were distributed across the ARQ packets and only the
1-b ACK/NACK feedback from the legitimate receiver
was exploited for key sharing. It was shown in [191]
that a useful nonzero secrecy rate can be achieved even
when the wiretap channel spanning from the source to
the eavesdropper has a better condition than the legitimate main channel.
Additionally, Xiao et al. studied the benefits of ARQ
mechanisms in terms of generating so-called dynamic secrets by taking advantage of the inevitable information
loss in error-prone wireless communications, where the
dynamic secrets are constantly extracted from the communication process with the aid of hash functions.1 It
was shown in [192] that the dynamic secret mechanism
is complementary to the family of existing security protocols and it has the benefit of being time-variant, hence
remains hard to reveal. However, in [191] and [192], the
ARQ feedback was assumed to be perfectly received and
decoded without errors, which may not be practical due
to the presence of hostile channel impairments. In order
1
A hash function is any function that is capable of converting an
input data of variable size to an output data of fixed size.
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Fig. 24. Classification of physical-layer authentication
and cryptography.

to make these investigations more realistic, Khiabani and
Wei [193] modeled the practical ARQ feedback channel
as a correlated erasure channel and evaluated both the
secrecy outage probability and the secrecy capacity of
ARQ-aided physical-layer cryptography. It was shown in
[193] that a significant secrecy improvement can be
achieved even when the eavesdropper’s channel conditions are unknown to the legitimate users.
In summary, we have presented an in-depth review concerning the integration of physical-layer security with classic wireless security mechanisms, including physical-layer
authentication and cryptography. As shown in Fig. 24,
the physical-layer authentication techniques may be classified into three categories, namely the RF-hardwareproperties-based,
wireless-channel-characteristics-based,
and deliberate-fingerprint-based authentication approaches [180]–[189]. Meanwhile, in the subject of
physical-layer cryptography, the existing research efforts
[191]–[193] have mainly been focused on exploiting the
classic ARQ protocol for securing the exchange of secret keys between legitimate users, where even the realistic
practical ARQ feedback associated with transmission errors
has been considered.

VIII. OPEN CHAL LE NGES AND
FUTURE WORK
This section presents a range of challenging open issues
and future directions for wireless security research. As
mentioned in the previous sections, extensive research
efforts have been devoted to this subject, but numerous
challenges and issues still remain open at the time of
writing.

A. Mixed Attacks in Wireless Networks
Most of the physical-layer security research [119]–
[193] only addressed the eavesdropping attacks, but has
neglected the joint consideration of different types of
wireless attacks, such as eavesdropping and DoS attacks.
It will be of particularly importance to explore new techniques of jointly defending against multiple types of
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wireless attacks, which may be termed as mixed wireless
attacks. In order to effectively guard against mixed attacks including both eavesdropping and DoS attacks, we
should aim for minimizing the detrimental impact of interference inflicted by DoS attacks on the legitimate
transmission. The security defense mechanism should
not only consider the CSI of the interfering ink spanning
from the DoS attacker to the legitimate receiver, but ideally should also take into account the CSI of the wiretap
link between the legitimate transmitter and the eavesdropper, in addition to the CSI of the main link from the
legitimate transmitter to the legitimate receiver. It will
be of interest to investigate the security defense mechanisms in different scenarios in the presence of both full
and partial knowledge of the CSI of the main link as
well as of the interfering link and that of the wiretap
link. The full CSI-based scenario will provide a theoretical performance upper bound as a guide for developing
new signal processing algorithms to guard against mixed
attacks. Moreover, considering the fact that the eavesdropper remains silent and the CSI of the wiretap channel is typically unknown, it is of practical interest to
conceive security protocols for the scenario, where the
eavesdropper’s CSI is unavailable.

B. Joint Optimization of Security, Reliability,
and Throughput
Security, reliability, and throughput constitute the
main driving factors for the research and development of
wireless networks [194]. In conventional wireless systems, the mechanisms assuring security, reliability, and
throughput are designed individually and separately,
which is however potentially suboptimal, since the three
factors are coupled and affect each other [195]. For example, the reliability and throughput of the main link
can be improved by increasing the source’s transmit
power, which however also increases the capacity of the
wiretap channel spanning from the source to the eavesdropper and raises the risk that the eavesdropper succeeds in intercepting the source message through the
wiretap link. Similarly, although increasing the data rate
at SN improves the security level by reducing the probability of an intercept event, it comes at the expense of a
degradation in transmission reliability, since the outage
probability of the main link increases for higher data
rates. Therefore, it is necessary to investigate the joint
optimization of security, reliability, and throughput for
the sake of maintaining secure, reliable, and high-rate
wireless communications, which is an open challenge to
be solved in the future. The goal of the joint optimization is to maximize the wireless security performance
under the target reliability and throughput requirements.
For example, convex optimization and game theory may
be considered for formulating and solving the security–
reliability–throughput tradeoff in wireless networks.

C. Cross-Layer Wireless Security Design
and Analysis
Presently, cross-layer-aided security design is in its infancy. The goal of wireless cross-layer-aided security design is to enable efficient information exchange among
different protocol layers for the sake of improving the
level of wireless security with minimal network overhead.
In general, wireless networks adopt the layered OSI protocol architecture that consists of the physical layer, the
MAC layer, the network layer, the transport layer, and
the application layer. Traditionally, the aforementioned
protocol layers have been protected separately in order to
meet their individual communications security requirements, including their authenticity, integrity, and confidentiality [10]. However, these traditional layered
security mechanisms are potentially inefficient, since
each protocol layer introduces additional computational
complexity and latency. For example, in order to meet
the authenticity requirements, the existing wireless networks typically adopt multiple authentication approaches
at different layers, including MAC-layer authentication,
network-layer authentication, and transport-layer authentication. The employment of multiple separate authentication mechanisms at different protocol layers improves
the security level of wireless networks, which, however,
comes at the expense of a high complexity and latency.
As a consequence, it will be of high interest to explore
the benefits of cross-layer-aided wireless security in order to guard against the aforementioned mixed wireless
attacks. Intuitively, the physical-layer characteristics
and properties of wireless channels may also be further
exploited by the upper-layer security algorithms, including the user authentication, secret key generation,
and data protection algorithms. It is anticipated that
the cross-layer security framework will further improve
the wireless security at a reduced cost, as compared to the
traditional layered security mechanisms.
D. Physical-Layer Security for the Emerging
5G Systems
Given the proliferation of smart devices and the increasing demand for multimedia communications, the
amount of mobile traffic has substantially grown in recent years and it may soon exceed the capacity of the operational fourth-generation (4G) mobile communications
systems [196]. To meet this challenging requirement,
substantial efforts have been devoted to the research and
development of the fifth-generation (5G) mobile systems
[197]–[200] relying on advanced wireless technologies,
such as the massive MIMOs and millimeter wave
(mmWave) solutions. Meanwhile, it is expected that a
strict security requirement is desired for the 5G systems,
since more and more sensitive information (e.g., financial data, personal e-mails, and files) will be transmitted
wirelessly [196]–[198]. To this end, physical-layer security as a beneficial complement to conventional security
| Proceedings of the IEEE
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mechanisms will have a great potential in the context
of 5G systems. For instance, by deploying a large number of antennas in 5G systems, the aforementioned artificial noise and beamforming assisted techniques can
be readily utilized for improving the transmission performance of legitimate users, while degrading the reception quality of eavesdroppers. However, the
application of massive MIMOs for enhancing the
physical-layer security also has its own challenges to be
addressed, such as the deleterious effects of pilot contamination, power allocation, and channel reciprocity
[196]. Therefore, it is of high importance to explore
the opportunities and challenges of combining the
physical-layer security techniques with 5G enabling
technologies, such as massive MIMOs and mmWave
solutions.

E. Field Experiments for Physical-Layer Security
Investigations
As discussed above, there are various physical-layer
security schemes including the artificial noise, beamforming, and diversity-aided security enhancement approaches, which have been shown to be effective in
terms of improving both the secrecy capacity and the
secrecy outage probability of wireless communications
[126]–[146]. However, their security benefits have so
far only been shown theoretically relying on idealized
simplifying assumptions, such as the availability of perfect CSI knowledge [201], [202]. By considering the
artificial-noise-based method as an example, the accurate CSI of the main channel is required for the appropriate design of an artificial noise, so that the
legitimate receiver remains unaffected by the noise,
while the eavesdropper is interfered with. However, regardless of the specific channel estimation methods
used [148], [149], estimation errors always contaminate
the estimation of the CSI, hence the perfect CSI estimation cannot be achieved in practical wireless systems. Given an inaccurate CSI, it is impossible to
devise an artificial noise that only interferes with the
eavesdropper without affecting the legitimate receiver.
Typically, the less accurate the CSI of the main channel, the more interference is received at the legitimate
receiver, hence resulting in a degradation of the wireless physical-layer security. Similarly, the CSI estimation errors would also cause a performance degradation
for the beamforming- and diversity-aided security approaches. However, it remains unclear to what extent
the CSI estimation error affects the attainable physicallayer security performance in terms of the secrecy capacity and secrecy outage probability. It will be of
great benefit to conduct field experiments for the sake
of verifying the efficiency of various physical-layer security approaches in real wireless communications
systems in the presence of both jamming and eavesdropping attacks.
32
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I X. CONCLUSION
In this paper, we have presented a survey of the wireless
security challenges and defense mechanisms conceived
for protecting the authenticity, confidentiality, integrity,
and availability of wireless transmissions against malicious attacks. We have discussed the range of wireless attacks and security threats potentially experienced at
different protocol layers from the application layer to the
physical layer, which are classified into application-layer
and transport-layer attacks, network-layer, MAC-layer as
well as physical-layer attacks. Then, existing security paradigms and protocols conceived for guarding against the
different protocol layers’ attacks have been reviewed in
the context of several widely deployed wireless networks, including the Bluetooth, Wi-Fi, WiMAX, and
LTE. Bearing in mind that wireless transmissions are
highly vulnerable to eavesdropping attacks owing to the
broadcast nature of radio propagation, we have also discussed the state of the art in physical-layer security,
which is emerging as a promising paradigm of defending
the wireless transmissions against eavesdropping attacks
by exploiting the physical-layer characteristics of wireless
channels. More specifically, several physical-layer security techniques, including information-theoretic security,
artificial-noise-aided security, security-oriented beamforming, diversity-assisted security, and physical-layer secret
key generation approaches have been presented as well as
compared. Additionally, we have summarized various types
of wireless jamming attacks along with their detection and
prevention techniques. Finally, we have also discussed the
integration of physical-layer security into classic wireless
authentication and cryptography, as well as highlighted a
range of open challenges to be addressed:
•

•

•

•

mixed wireless attacks, where new theories and
techniques have to be explored for jointly defending the system against multiple types of wireless
attacks;
joint optimization of security, reliability, and
throughput, where an efficient wireless transmission mechanism has to be developed by maximizing the security performance under specific target
reliability and throughput requirements;
cross-layer wireless security design, where a
cross-layer security framework has to be investigated for the sake of improving the wireless security at a reduced security overhead and latency as
compared to the conventional layered security
mechanisms, where the OSI protocol layers are
protected separately;
5G physical-layer security, where the combination
of physical-layer security with 5G enabling technologies, such as massive MIMOs and mmWave
solutions has to be explored for the sake of meeting the strict security requirements imposed by
the emerging 5G communication systems;
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•

field experiments, where the efficiency of various
physical-layer security approaches has to be verified with the aid of field tests in real wireless
communications systems without the idealized
simplifying assumptions that are routinely used in
theoretical studies.

Based on the solutions presented throughout this paper, we provide some general guidelines for wireless
communications security design.
•

•

•

•

•

Wireless networks are based on the layered OSI
protocol architecture that consists of the application layer, the transport layer, the network layer,
the MAC layer, and the physical layer. Each layer
will be protected in order to meet the security requirements of wireless networks. Bearing in mind
the fact that the different layers support different
protocols and exhibit different security vulnerabilities, the security mechanisms invoked by the
different wireless protocols should be customized
so as to guard against malicious attacks as efficiently as possible.
The security paradigms, such as user authentication and data encryption used in conventional
wireless networks, are typically designed separately
at the different protocol layers, which, however,
results in high latency and overhead. To this end,
cross-layer security would be a candidate for protecting wireless networks against various attacks.
To be specific, the physical-layer characteristics of
wireless channels may be potentially considered
and exploited for designing or customizing the upper-layer security algorithms, including the identity authentication, key generation, and so on.
The secrecy capacity of wireless communications
in the presence of eavesdroppers may be severely
degraded due to the time-varying multipath fading effects, which may be significantly mitigated
by exploiting a range of diversity-aided techniques, such as time diversity, frequency diversity, and spatial diversity. For example, spatial
diversity can be achieved for the sake of attaining
the wireless secrecy capacity improvements by
using multiple antennas at the legitimate transmitter and/or the legitimate receiver.
The multiuser scheduling may be employed for the
sake of achieving the multiuser diversity gain to
improve the wireless secrecy capacity. Additionally, multiuser MIMO may be invoked for further
improvements in secrecy capacity, which combines
the benefits of the multiuser diversity as well as
the MIMO diversity and multiplexing gains.
Artificial noise generation techniques may be used
for improving the wireless physical-layer security
against eavesdropping attacks by ensuring that

•

•

•

•

only the eavesdropping attackers are adversely affected by the artificial noise, while the legitimate
receiver is unaffected. In order to maximize the security benefits of using the artificial noise assisted
method, the power sharing between the desired information-bearing signals and the artificial noise
should be given careful attention.
It is worth mentioning that additional power resources are dissipated in generating the artificial
noise to confuse the eavesdropper. Given a fixed
total transmit power, increasing the artificial noise
power is capable of deteriorating the eavesdropper’s channel condition; it, however, comes at the
cost of performance degradation of the legitimate
receiver, since less transmit power is available for
the desired signal transmission. Hence, the power
allocation between the artificial noise and desired
signal should be carefully considered for the sake
of optimizing the wireless physical-layer security.
Beamforming approaches may also be invoked for
improving the wireless security design, which enables the legitimate transmitter to send its information signal in a particular direction to the
legitimate receiver by ensuring that the signal received at the legitimate receiver experiences constructive interference, whereas that received at
an eavesdropper experiences destructive interference. Moreover, combining the beamforming and
the artificial-noise-aided techniques would further
enhance the wireless physical-layer security
against eavesdropping attacks.
The security benefits of the artificial noise generation and beamforming techniques are typically
maximized at the cost of a throughput or reliability degradation. The conventional mechanisms assuring the security, reliability, and throughput
are designed separately, which are not optimized
jointly. It is therefore suggested to consider the
joint optimization of security, reliability, and
throughput for secure wireless communications.
For example, the joint optimization problem may
be addressed by maximizing the wireless security
performance under the target reliability and
throughput requirements.
CSIs of the main channel and/or the wiretap
channel are essential in assuring the wireless
physical-layer security against eavesdropping attacks. Both the artificial noise and beamformingaided security approaches rely on the CSIs. The
accuracy of estimated CSIs has a significant impact on the physical-layer security performance
(e.g., the secrecy capacity). It is thus suggested to
employ the pilot-based channel estimation approaches, rather than the semiblind or blind
channel estimation, for the sake of obtaining
accurate CSIs.
| Proceedings of the IEEE
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•

•

Performing the accurate channel estimation increases the complexity of the wireless transceiver,
especially in fast-fading channels, where the CSI
has to be estimated more frequently and the CSI
feedback rate has to be increased, resulting in
higher transmission overhead in terms of both
bandwidth and power. Hence, some balanced system design principles are suggested, where the
wireless secrecy capacity may be sacrificed with
the intention of reducing the CSI estimation complexity and feedback overhead.
Physical-layer key generation and agreement
techniques are capable of generating secret keys
based on the random variations of wireless fading channels for securing wireless networks
without the need for a fixed key management infrastructure. However, in static environments,
where the wireless nodes are stationary, the
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