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Abstract—In this paper, we investigate the physical-layer secu-
rity of cooperative communications relying on multiple two-way
relays using the decode-and-forward (DF) protocol in the pres-
ence of an eavesdropper, where the eavesdropper appears to tap
the transmissions of both the source and of the relay. The design
tradeoff to be resolved is that the throughput is improved by in-
voking two-way relaying, but the secrecy of wireless transmissions
may be degraded, since the eavesdropper may overhear the signals
transmitted by both the source and relay nodes. We conceive an
artificial noise aided two-way opportunistic relay selection (ANaT-
WORS) scheme for enhancing the security of the pair of source
nodes communicating with the assistance of multiple two-way re-
lays. Furthermore, we analyze both the outage probability and
intercept probability of the proposed ANaTWORS scheme, where
the security and reliability are characterized in terms of the inter-
cept probability and the security outage probability. For compari-
son, we also provide the security—reliability tradeoff (SRT) analysis
of both the traditional direct transmission and of the one-way re-
laying schemes. It is shown that the proposed ANaTWORS scheme
outperforms both the conventional direct transmission, as well as
the one-way relay methods in terms of its SRT. More specifically,
in the low main-user-to-eavesdropper ratio (MUER) region, the
proposed ANaTWORS scheme is capable of guaranteeing secure
transmissions, whereas no SRT gain is achieved by conventional
one-way relaying. In fact, the one-way relaying scheme may even
be inferior to the traditional direct transmission scheme in terms
of its SRT.

Index Terms—Artificial noise, opportunistic relay selection,
physical-layer security, security-reliability tradeoff (SRT),
two-way relay.

1. INTRODUCTION

OOPERATIVE relaying has attracted substantial re-
search interests from both the academic and industrial
community, since it is capable of mitigating both the shadowing
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and fast-fading effects of wireless channels. There are two pop-
ular relaying protocols, namely the amplify-and-forward (AF)
[1], [2] as well as the decode-and-forward (DF) [3], [4]. In the
case of AF relaying, the selected relay multiplies its received
signals by a gain factor and then forward them to the destination
[1], [2]. By contrast, the DF relay decodes its received signals
and then the selected relay forward its decoded signal to the
destination [3], [4]. Additionally, in [5], both AF and DF relay-
ing schemes are investigated. In general, closer to the source,
DF relaying has a high probability of successful decoding and
flawless retransmission from the relay to the destination from
a reduced distance [6]. By contrast, close to the destination the
DF relay has just as bad reception as the destination itself, hence
it often inflicts error propagation. Fortunately in the vicinity of
the destination AF relying tends to outperform DF relaying [6].
Additionally, [7] also shows that adaptive DF outperforms AF
in terms of its frame error rate (FER).

At the time of writing this paper, physical-layer security [8],
[9] in cooperative relay networks is receiving a growing research
attention as benefit of its capability of protecting wireless com-
munications against eavesdropping attacks. In [10] and [11], the
physical-layer security of MIMO-aided relaying networks has
been explored, demonstrating that the secrecy capacity can in-
deed be improved by using MIMO-aided relays. Additionally,
Tekin and Yener [12] proposed the cooperative jamming philos-
ophy, and studied the attainable secrecy rate with the objective of
improving the physical-layer security. As a further development,
Long et al. [13] investigated cooperative jamming schemes in
bidirectional secrecy communications. In [14] and [15], beam-
forming techniques have been investigated and significant wire-
less secrecy capability improvements were demonstrated with
the aid of beamforming techniques. Additionally, the impact of
antenna selection on secure two-way relaying communications
has been analyzed in [16].

As a design alternative, relay selection schemes may also
be used for improving the physical-layer security of wireless
communications. One-way relaying has been analyzed in [17]-
[24]. Specifically, hybrid relaying and jamming schemes are
explored in [17]-[22]. In [17]-[19], joint AF relaying and jam-
mer selection schemes have been investigated. Additionally, hy-
brid cooperative beamforming and cooperative jamming have
been proposed in [20] and [21]. In [22], joint DF relaying and
cooperative jamming schemes have been investigated. More-
over, in [23], the AF- and DF-based optimal relay selection
schemes have been proposed. The associated intercept probabil-
ities have also been analyzed in the context of both AF- and DF-
based one-way relaying schemes, where an eavesdropper is only
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capable of wiretapping the transmissions of the relays. By con-
trast, in [24], an eavesdropper was tapping the transmissions
of both the source and of the relays. Moreover, the security-
reliability tradeoff (SRT) has been explored in the context of the
proposed opportunistic relay selection scheme in the high main-
user-to-eavesdropper ratio (MUER) region, where the MUER
is defined as the ratio of the average channel gain of the main
links (spanning from the source to the destination) to that of the
wiretap links (spanning from the source to the eavesdropper).
Additionally, two-way relaying has been explored in [25]-[31].
Specifically, Mo et al. [25] investigated two-way AF relaying
schemes relying on either two slots or three slots demonstrated
that the three-slot scheme performs better than the two-slot
scheme, when the transmitted source powers approach zero.
In [26], DF relaying has been invoked for improving the wire-
less security of bidirectional communications, where a relay
is invoked for transmitting artificial noise in order to perturb
the eavesdropper’s reception both in the first and in the sec-
ond transmission slot. In [27], joint relay and jammer selection
of two-way relay networks have been proposed. In [28], Wang
et al. explored hybrid cooperative beamforming and jamming
of two-way relay networks. In [29], secure relay and jammer se-
lection was conceived for the physical-layer security improve-
ment of a wireless network having multiple intermediate nodes
and eavesdroppers, where the links between the source and the
eavesdropper are not considered. In [30], three different cat-
egories of relay and jammer selection have been considered,
where the channel coefficients between the legitimate nodes
and the eavesdroppers are used both for relay selection and for
jammer selection. In [31], a wireless network consisting of two
source nodes is considered and multiple DF relay nodes are
involved in the presence of a single eavesdropper. The outage
probability (OP) has been analyzed for the two-way DF scheme
relying on three transmission slots.

Motivated by the above considerations, we investigate a wire-
less network supporting a pair of source nodes with the aid of NV
two-way DF relays in the presence of an eavesdropper. In con-
trast to [17]-[24], we explore a two-way relaying aided wireless
network. Furthermore, we propose an artificial noise aided two-
way opportunistic relay selection (ANaTWORS) scheme, and
analyze the SRT of the wireless network investigated. Due to the
channel state information (CSI) estimation error, it is impossible
to guarantee that no interference is received at the relay nodes,
caused by the specially designed artificial noise. Moreover, the
impact of the artificial noise both on the relays and on the
eavesdropper is characterized, which will be taken into account
when evaluating the wireless SRT of the proposed ANaTWORS
scheme. Against this background, the main contributions of this
paper are summarized as follows.

First, we propose an ANaTWORS scheme for protecting the
ongoing transmissions against eavesdropping. To be specific, in
the first time slot, S| transmits its signals to the relays, and S,
transmits artificial noise in order to protect the signals trans-
mitted by S| against eavesdropping. Similarly to the first time
slot, .Sy transmits its signals to the relays in the second time
slot under the protection of artificial noise transmitted by S|. In
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Fig. 1. Wireless network consisting of a pair of source Sy, Sz, and N relays
in the presence of an eavesdropper E.

the third time slot, the relay forward the encoded signals to S}
and \S,.

Second, we present the mathematical SRT analysis of the pro-
posed ANaTWORS scheme in the presence of artificial noise
imposed both on the relays and on the eavesdropper for trans-
mission over Rayleigh fading channels. Moreover, we assume
that the teletraffic of S; and S, is different. Closed-form ex-
pressions are obtained both for the OP and for the intercept
probability (IP) of both S} and 55.

Finally, it is shown that as the impact of artificial noise on the
main link is reduced and on the wiretap link is increased, the
SRT of the proposed ANaTWORS scheme is improved. Fur-
thermore, our performance evaluations reveal that the proposed
ANaOTWRS scheme consistently outperforms both the tradi-
tional direct transmission regime and the one-way transmission
scheme [24] in terms of its SRT.

The organization of this paper is as follows. In Section II,
we briefly characterize the physical-layer security of a two-way
wireless network. In Section III, the SRT analysis of the con-
ventional direct transmission scheme as well as of the proposed
ANaOTWRS scheme communicating over a Rayleigh chan-
nel is carried out. Our performance evaluations are detailed in
Section IV. Finally, in Section V, we conclude the paper.

II. SYSTEM MODEL AND RELAY SELECTION
A. System Model

As shown in Fig. 1, we consider a wireless network con-
sisting of a pair of source nodes, denoted by S| and 55, plus
N two-way DF relays, denoted by R;, i € {1,..., N}, which
communicate in the presence of an eavesdropper E, where
FE is assumed to be within the coverage area of S, S,, and
R;. All nodes are equipped with a single antenna. We assume
that there is no direct link between S| and S, due to the path
loss. Furthermore, in the spirit of [21], both the main and the
wiretap links are modeled by Rayleigh fading channels, where
the main and wiretap links are represented by the solid and
dashed lines in Fig. 1, respectively. Let hg,;, hs,i, hs,e, and
hsye, @ € {1,..., N}, represent the S| — R;, S, — R;, S1 — E,
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and S, — E channel gains, respectively. We assume that the

channel coefficients hs,;, hs,i, Is,e, and hs,. are mutually inde-

pendent zero-mean complex Gaussian random variables (RVs)
: : 2 2 2 2 :

with variances of o ;, 05,;, 0%, ., and o7, respectively. More-

over, we assume that the S| — R; and S, — R; links are recip-

rocal, i.e., we have, hy,; = h;s, and hy,; = h;s,. For simplicity,
2 . 2 2 2 2

er assume 05212» = amoén, 0% B Qsyi0p,5 O5 0 = Q5,0 0, and

05,e = Qs,e0,, Where o7, and o7 represent the average chan-

nel gains of the main links and of the wiretap links, respec-
tively. Moreover, let A,,,. = 02, /02, which is referred to as the
MUER.

The thermal noise of any node is modeled as a complex Gaus-
sian random variable with a zero mean and a variance of Ny,
denoted by ns,, ns,, n;, and n., respectively. Following [31],
the operation of the two-way DF scheme relying on opportunis-
tic relay selection is split into three time slots. We assume that
the nodes in the network are synchronized with each other. In
the first time slot, S| transmits its signal, denoted by x5, to the
relays, and then S, transmits the artificial noise w;, simultane-
ously. In the second time slot, S, transmits its signal x;, to the
relays and S| transmits artificial noise simultaneously. In the
third time slot, the selected relay forward the signal z, to both
S| and S,, where we have z, = x;, ® x,,, and @ denotes the
XOR operation. Furthermore, the proposed relay selection can
be coordinated by relying on a distributed pattern (governed by
a timer). Without loss of generality, we assume Ef|z;, =1,
Ellws, [T = No,j = 1,2.

Furthermore, we also assume that .S; and S; have to convey
different-rate traffic, denoted by R, and Rj,, respectively. For
comparison, the one-way relaying scheme (ORS) of [24] can
be simply extended to a two-way scenario relying on four time
slots. To be specific, S transmits its signals to the relays in
the first time slot, S, transmits its signals to the relays in the
second time slot, and the selected relay forward the decoded
signals to .S, and S in the third time slot and the fourth time
slot, respectively.

B. Two-Way Relaying Scheme

In this section, we first consider the physical-layer security
of the two-way relaying scheme. We then propose our ANaT-
WORS arrangement.

1) S| and S> Transmit: In the first time slot, S| transmits its
signal to the relays under the protection of artificial noise trans-
mitted by S5. For the sake of a fair power consumption com-
parison with both the direct transmission and the ORS schemes,
the total transmit power of S; and 55 is constrained to P, thus
the transmit powers of S| and .S, are denoted by P; /2. As men-
tioned above, it is impossible to guarantee that the artificial noise
perfectly lies in the null space of the S| — R; channels, due to
the ubiquitous CSI estimation error, hence leading to a certain
interference received at R;. The impact of the artificial noise on
R; is quantified by «. The signals received at R; transmitted by
S| can be expressed as

Ysyi = hsli V P@/zwsl + hsz'i V CV.PS/ZWSZ +n;. (1)

From (1), the achievable rate of the S; — R; link can be
expressed as

1 ‘hs 1 |2’Ys
Cs,i = =lo 1+ ——
S1 3 22 ( + 04|h52i‘273 +2>
where the factor 1/3 arises from the fact that three orthogonal
time slots are required for completing the signal transmission
from S to S, via R;.

Naturally, the artificial noise is specially designed to interfere
with the eavesdropper. However, its perturbation imposed on the
eavesdropper may be imperfect due to CSI estimation errors,
which is characterized by (. Hence, the signals received at F
from S| can be expressed as

Ysie :hs](’, V P@/zxs] +hszﬁ\/ﬂps/2a}sz+ne~ (3)

From (3), the achievable rate of the S; — E link can be
formulated as

(@)

2
|h.5’1€‘ Vs
— .
ﬂ|h52€| Vs + 2
In the second time slot, S> transmits its signals to the relay
nodes, and S; simultaneously transmits artificial noise. Sim-

ilarly, the signals received at R; transmitted by S, can be
expressed as

Ysri = hszi V PS/2{E52 + hsli V aPs/zwsl + n;. (5)

Using (5), the achievable rate of the S; — R; link is given by

. 1
C:s‘le = glOgZ <1 + 4

1 hs i ’ s
= —log, [ 1+ _Mhssil 212‘ g .
3 a|hsli| Vs +2

Similarly, the signals received at F from .S, can be represented
as

Cu ©)

ysze = hsze V -Ps/zxsz + hs;(i V ﬂ-Ps/zwsl + Ne, (7)
while the achievable rate of the S, — E link is
: 1 |hgse s
C,==zlog [ 1+ ————|. (8)
’ 3 : < ﬂ'hsle|2’75 +2

2) Decoding Set: In this section, we analyze the suc-
cessful decoding set of the wireless network portrayed in
Fig. 1. As shown in [24], the resultant successful de-
coding set of the ORS scheme is given by (), where
Q={¢,Dy,Ds,...,Dy,...,Dyv_;}, ¢ denotes the empty
set and ®,, represents the nth nonempty subset of the N re-
lays, n € {1,2,..., 2N — 1}. The successful decoding sets of
the relays defined as those that are capable of successfully
decoding s, and x4, are denoted by €); and 2, respec-
tively. Consequently, the set of the relays that successfully
decode both z,, and z,, is denoted by W, which is formu-
lated as U = {¢, D1, P,,..., Dy, ..., Pyv _;}, where we have
U =0Q; N,

For example, the decoding sets of €2; and ¥ have been shown
as Table I, where we have N = 3 and j € {1,2}.
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TABLE I
DECODING SETS OF 2; AND ¥, WHEN N = 3 AND WHEN j € {1,2}

Q; Elements 0 Elements

O o O (o]

D, {R\} o,

Ds {R»} @,

Ds {Rs} b3

2, R} D,y A AR} {R2}.{R), Ro}

22, R3} [ . {Ra}. {R3}. {R2, R3}

Dg {R,, R3} [ &R\ }.{Rs}.{Ry, R3}

O AR L { R} { Rs} { Ry, Ro}. { Ra, R}
Dy {R,. R2, R3} (o5

{Ry, R3}. { R\, Rs, R3}

As mentioned above, the event of & = ¢ can be characterized
as

Csi < Rg, 0or Cs,i < Rs,, 1 €{1,2,...,N} ©)
while the event of ® = ®,, can be expressed as
Csi > Ry, and C,; > Ry, 1 € O,

Cs,; < Ry, 0or Cs,; < Ry,, j € P, (10)

where ®,, represents the complementary set of ®,, .

3) Relay Transmits: Without loss of generality, here we as-
sume that R; is selected from the set ®,,. Then the selected relay
R; broadcasts the encoded signal x, to S| and S,. The signals
received at S; from R; can be written as

Ys, (Z) = hisl V P@zr —|—7’le. (11)

The source S| may invoke successive interference cancelation
(SIC), thus, (18) can be written as

Ys, (Z) = hisl V P@zsz + N, -

The achievable rate of the R; — 5 link can be expressed as

12)

1
Cioy = 3logs (14 |his, P (13)

Similarly, .S; can also invoke SIC, thus the signals received
at S, from R; can be written as

Ys, (Z) == hisz V P@zsl + N, -

The achievable rate of the R; — S, link can be obtained as

(14)

1
Cisy = 51085 (1 + hisf7.) (15)
The signals received at E' from R; can be written as
Yie = hie \/str +ne = hie \V Ps (xsl ® .’1,‘52) + ne. (16)

4) An Optimal Two-Way Relay Selection Criterion: In
this section, we present the relay selection criterion of the
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ANaTWORS scheme, which can be given by

0o =

arg max [min (Cjy, (2) , Cis, (7))]

i€d,

arg max {min (|hisl I, |hi52|2>} (17)
i€d,
where o denotes the selected optimal relay. Moreover, from a
more practical point of view, the CSIs |h;,|* and |h;,, |* can be
estimated in practical wireless communications, using channel
estimation schemes [32].
5) Condition of Intercept Event: Inthe ® = ¢ case, an eaves-
dropper can successfully wiretap the signal transmitted by .S,

when C5 , > Ry,.
In the & = &, and C, > R, case, an eavesdropper can

successfully wiretap the signal transmitted by S;.

In the ® = &, and (¢, < Ry, scenario, if C7,, < R, an
eavesdropper cannot successfully wiretap the signal transmit-
ted by S;. If C7 ., > R,,, the signal received at £ can be

S2€
rewritten as

Yoe = hoe V ngsl + ne. (18)

The achievable rate of the R, — F link can be formulated as

1 2
Coe = 31082 (1 + e ys) . (19)

Clearly, inthe ® = @, and C; . < Ry, case, an eavesdropper
can only successfully wiretap the signal transmitted by S; when
Cs. > R, and C,, > Ry,

Similarly, we can formulate the condition of an eavesdropper
successfully wiretapping the signal transmitted by 5 as

In the ® = ¢ case, an eavesdropper can successfully wiretap
the signal transmitted by S, provided that C3 . > Ry, .

Inthe ® = &, and C;,, > Rj, scenario, an eavesdropper can
successfully wiretap the signal transmitted by .S;.

In the & =®,, (7, <R, C. > R;,, and C,, > R;,
case, an eavesdropper can successfully wiretap the signal trans-

mitted by S;.

III. SECURITY-RELIABILITY TRADEOFF ANALYSIS
OVER RAYLEIGH FADING CHANNELS

In this section, we analyze both the OP and IP of the proposed
ANaTWORS schemes over Rayleigh fading channels.

A. SRT Analysis of the Proposed ANaTWORS Scheme

1) SRT Analysis of S;: In the ANaTWORS scheme, a relay
will only be chosen from the set ®,,. With the aid of Shannon
[33] and the law of total probability [34], the OP of the S; — 55
link relying on the ANaTWORS scheme can be formulated as

Pgllxrtl,gslf = Pr (00.92 < R51 , P = d))

P
+ Z Pr (Cosz < Rs],(:[) = q)n,)~

n=1

(20)

In the case of ® = ¢, no relay is chosen for forwarding the
signals, which leads to C,s, = 0 for ® = ¢. Thus, (20) can be
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rewritten as

2N -1
Psingle — Pr ((I)

out_s|
n=1

Based on (9) and (10), (21) can be expressed as
N 2
II{t-pr 7%52”'
i=1 alhs,i

> /A
Ys +2
hs i :
x Pr |+| > A,
a‘h51i| Vs +2
i
+ Pr| ———— > A
nZ::l (z:elt_b[,, ( <a|h52i|27& +2 >
h,il*
x Pr % > A,
a‘hsli| Vs +2
|h81j|2
X H 1 —-Pr —_— > Ay
a|h82j| ¥s + 2

J€D,
2
28] A))

Pr( — el
a‘h5|j| Ys + 2
1)/78?

« Pr (|h052|2 < A1>)
[he il

alhyyi [Py +2

single
P out.s;

(22)

where we have A= (2% —

(23'R82 - 1)/7&"
Based on Appendix A, Pr(

expressed as
hs i : 0-%7 2A
Pr % > A= ' exp —Tl .
a|h52i| Vs + 2 AIOK‘YS szz + JS]L O—sli
(23)

According to Appendix B, Pr(|hs,|* < A;)) can be

expressed as
A,
1 —exp — =
ED)
—1
1 1
‘AH
o 3 (o)
JjEAL (m) Js2 Jsi
EAY
1 —exp
0'“2
—1
UL 1 l
(_1)\1471, ( —+ >+1
Tjs, Tjsi
, -1
1 1 o,
x| ol ( + )+“2+1
is 2 2 2

and A, =

> Ay) can be

Pr <|h052|2 < A]) =

>

i€dy,

21®n =14

DI

m=1

2P n [=1_1

-

m=1

zsl §

jeAy (m)

=¢)+ > Pr(Co, <R, ®=,). 21)

>

329
Al Al AI Al
(oo | - T 3 P )
jEA, (m) Ojsy  Ojs, Oiy, o,
—1

2|®p |-1_4 .
\An m) 2 1 1 o7,

> ( ( S (o)
m=1 jeAn (m) N is2 Jsi i)

A1 Al Al Al
e pr e el . .
j€An (m) Tjsa Tjs) Ois, Ois,

(24)

Substituting (23) and (24) into (22), POS::g;T can be obtained. 330

In our ANaTWORS scheme, an eavesdropper can overhear 331

the signals transmitted by S|, S,, and R;. Using the law of total 332
probability [34] and the definition of an intercept event, we can 333
express the IP of the S} — F link as 334
Pusy = Pr(Cs,. > Ry, D =)
2N
+ZP1‘ €|<’>R51’<I) q)n)
2N ]
+ Y Pr(Ci, <R..Ci >R, C, >R, ®=03,).
(25)
Using (4), (8), and (19), (25) can be expressed as 335

Psmgle _

ﬂ (1 Pr < s il S A >
nt._s - - R i 1
] i=1 a|hszi|275 +2
hs i :
x Pr % > A,
Oé‘hs“j| Vs +2
Nse :
B Y
6‘hsze| ¥s + 2
2
S (v - o)
i€d, a|h52i‘ Vs +2
2
x Pr % > AZ
a‘hﬁli| Y +2
hs i :
x H <1_Pr<|21|>A1>
jed, C“|h82i| Vs +2
> A))
el
a|h52i‘275 +2

hs i :
X Pr %
O“hsli| Vs +2

T |h515‘ >
2
ﬁ‘hsze| Vs +2

3 (e

n=1 Lied

- A1>



336 B
cpr [ il A
O“hsril Vs +2

hs 7 2
I <1_Pr(;+>Al>
jed, alhsil s +2

2
x Pr % > A,
O“h81i| Y5 + 2

hae|’ hase|’
x Pr | ]2‘ < Ay, | ;‘
ﬂ‘h52@| Vs + 2 mhsw| Vs +2

x Pr (|h06|2 > Al)} .

337 According to Appendix C,

2 2
Pr( L N |

2 Lo 7
ﬁ|h52e‘ ’Ys +2 ﬂ|h‘51€| ’Ys +2

338 can obtained as

h, 12 h, 2
Pr B LT ";| <A1,7‘ f'
Blhsye| vs +2 Blhsie|vs +2

Aoy Bol, 24,
=|1- 2 2 P { T3
AZ’YSﬂUsle + O05,e O5,5e

340 lated as

210n =14

:

)

AQ)
) . QD

339 According to Appendix D, Pr(|he.|* > A;) can be formu-

(26)

Pr (‘hoe|2 > Al) = Z 1+ Z (_1)\A,L(m)\

ieD, m=1

2 2
055,05 1 1
o2 :_ ]2 Z <U2 + 02> +1

: o7,
is2 T 001 jea, (m)

A
X exp _O—T .
e

(28)

341 Substituting (27) and (28) into (26), Pire can be obtained.
342 2) SRT Analysis of S,: Similarly to Sy, the OP of .S, can be

343 expressed as

2V -1

Poufls =Pr(@=¢)+ Y Pr(Co, < Ry,,® =,). (29)

n=1

344 Meanwhile, the IP of \S; can be shown to obey

Psingle — Pr (CS‘ > ngvD = ¢)

int_sy sqe€

2N g
+Y Pr(Ci, >R, ®=9,)

n=1

2N 1

+Y Pr(Ci, <R.,.Ci, >R, C,. >R, &=2,.

sye
n=1

(30)
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ingl ingl : _ ingl.
Clearly, P)ii%; and Py's; can be obtained similarly to P)i%°

and P.inele,
3) SRT analysis of S| and S,: The IP and OP of the pair
of sources is defined as the average IP and OP of S| and S;,

respectively:

Psirlgle + Psingle

single _ *int_s; int_s,
Pl = e — (1)
and
single single
Psinglc . Pout,sl + Poutjz 32
e = (32)

IV. PERFORMANCE EVALUATION

For comparison, the SRT analysis of the conventional direct
transmission scheme operating without relays is also provided.
The total IP and OP of S| and S, with the traditional direct
transmission scheme is defined as

Pdirect + Pdirecl

direct __ * int_s; int_sy
P = (33)
2
and
direct direct
pdirect _ M (34)
out - 2 )
: : direct direct direct direct
respectively, wherein Py, P, Poils,» and  Poio
: direct __ Ay direct __ A
are given by PR =exp(—zz), Pl = exp(—57-),
direct __ A direct __ Ay
Pos =1~ exp(—gzp2 ), and Poe, =1 — exp(—ggzg2 ), Te-

spectively. Moreover, we have A = (22%1 — 1)/, and A, =
(2*f+2 = 1) /~,. Noting that o2, o2 ,, and o2, are the
expected values of the RVs |hy |*) |hs,e|”s and |hg. |,
respectively.

In this section, we present both our numerical and simulation
results for the traditional direct transmission, as well as for
the ORS [24] and for the ANaTWORS schemes in terms of
their SRTs. Moreover, the analytic IP versus OP results of the
direct transmission and ANaTWORS schemes are obtained by
plotting (33), (34), (31), and (32), respectively. It is pointed that
the IP versus OP results of the ORS scheme are calculated from
(27) and (19) of [24], where « is rewritten as (2*%¢ — 1) /~,.
Throughout this performance evaluation, we assumed as,; =
Qgyi = Qe = Qgpe = g5, = L.

We first consider the effect of different MUERSs. Fig. 2 de-
picts the SRTs of both the direct transmission, of the ORS [24]
and of the ANaTWORS schemes for different MUERs. Both
the numerical and simulation results characterizing the SRT
of the ANaTWORS scheme are provided in this figure. Ob-
serve from Fig. 2 that as the MUER decreases, all the IPs of
the direct transmission, of the ORS and of the ANaTWORS
schemes are increased, which can be explained by observing
that upon decreasing the MUER, an eavesdropper can achieve
a higher achievable rate. Moreover, Fig. 2 also illustrates that
the proposed ANaTWORS scheme generally has a lower IP
than the traditional direct transmission and ORS regime for
MUER =3 dB and MUER = 0 dB. Additionally, the dif-
ference between the analytic and simulated IP versus OP curves
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©
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Q
<4
9o
£

Direct scheme MUER = 0dB *.

ORS scheme MUER = 0dB Y

Direct scheme MUER = 3dB N

—£x— ORS scheme MUER = 3dB *
— — — ANBTWORS scheme MUER = 0dB \
O ANBTWORS scheme MUER = 0dB (S.) *
- — ANBTWORS scheme MUER = 3dB *
) Y ANBTWORS scheme MUER = 3dB (S.) \
10 L
107 107 10°
Outage probability
Fig. 2. TP versus OP of the direct transmission, ORS, and ANaTWORS

schemes for different MUERs 1,,. and for N = 8, which were calculated
from [24, (33), (34) and [27]], [(24), (19)], and (31) and (32).

Intercept probability

Direct scheme

ORS scheme N = 4
—5%— ORS scheme N = 8
= — — ANBTWORS scheme N =4
[0 ANBTWORS scheme N =4 (S.)
+++ ANBTWORS scheme N = 8

) Yt ANBTWORS scheme N =8 (S.)
- .

107 107

Outage probability

Fig. 3. 1P versus OP of the direct transmission, ORS and ANaTWORS
schemes for different number of relays associated with an MUER of A,, . =
0 dB, which were calculated from [24, (33), (34) and [27]], [(24), (19)], and
(31) and (32).

of the ANaTWORS scheme is negligible, demonstrating the
accuracy of our SRT analysis.

In Fig. 3, we show the IP verus OP performance of both the di-
rect transmission, as well as of the ORS and of the ANaTWORS
scheme for different number of relays N. We can observe from
Fig. 3 that as the number of relays N increases from N =4
to 8, the IP of all schemes is reduced at a specific OP, which
means that increasing the number of relays improves the security
versus reliability tradeoff of wireless transmissions. Addition-
ally, Fig. 3 also demonstrates that IP versus OP performance
of the proposed ANaTWORS scheme is better than that of the
direct transmission and of the ORS schemes for all the N values
considered.

Intercept probability

—e— ORS scheme

Direct scheme
0OSJ-MMISR scheme 0:=0.06 3=0.95
—%— 0SJ-MMISR scheme 0:=0.02 =0.99
ANBTWORS scheme =0.06 p=0.95
O ANBTWORS scheme 0:=0.06 p=0.95 (S.)
— — — ANBTWORS scheme 0:=0.02 $=0.99

,|[L_O_ ANBTWORS scheme 0=0.023=0.99 (S.)
- .

1 0

10° 10
Outage probability

Fig. 4. IP versus OP of the direct transmission, ORS, OSJ-MMISR, and
ANaTWORS schemes for different o and [ associated with an MUER of
Ame = 0 dB, N = 8, which were calculated from [24, (33), (34) and [27]],
[(24), (19)], and (31) and (32).

Fig. 4 illustrates the IP versus OP of both the direct trans-
mission, as well as of the ORS, of the optimal selection
with jamming with max—min instantaneous secrecy rate (OSJ-
MMISR) [30] and of the ANaTWORS schemes for differ-
ent self-interference and interference factors, where (5, «) =
(0.95,0.06) and (3, @) = (0.99,0.02) are considered. Observe
from Fig. 4 that as the artificial noise parameters of (0.95, 0.06)
are changed to (0.99,0.02), the IP versus OP performance
of the ANaTWORS scheme improves. Furthermore, Fig. 4
also illustrates that the proposed ANaTWORS scheme outper-
forms the direct transmission, the ORS and the OSJ-MMISR
schemes in terms of its IP versus OP tradeoff for both the
(8, ) = (0.95,0.06) and (3, @) = (0.99,0.02) cases, since the
CSI of the eavesdropper links cannot be readily acquired, the
CSIs of the wiretap links are not taken into account in the pro-
posed ANaTWORS scheme. For the sake of a fair comparison,
the CSIs of the wiretap links in the OSJ-MMISR scheme [30]
are not considered either.

Fig. 5 shows the IP versus OP of the direct transmission, of the
ORS and of the ANaTWORS schemes for different tele-traffic
ratios of S| and S,, namely, for R,, /R, = 0.5, Rs,/Rs, = 1,
and R, /R,, = 2. Observe from Fig. 5 that the ANaTWORS
scheme performs best for R, /R, = 1. Moreover, the dif-
ference remains modest for asymmetric traffic ratios of both
Ry, /Rs, = 0.5 and R, /R, = 2. This is due to the fact that
for a fixed power allocation case, some of the power will be
wasted, when the instantaneous channel gain is sufficiently high
and the traffic demand is low. Additionally, no beneficial relia-
bility improvement is achieved, despite degrading the security.
This is interesting, hence we will adopt an adaptive power al-
location scheme for improving the security of wireless trans-
missions in our future research. Finally, Fig. 5 also illustrates
that the proposed ANaTWORS scheme performs better than the
direct transmission and ORS schemes for all three traffic-ratios
considered.
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. Yc¢ ANBTWORS scheme R_ /R ,=1(S.)
B L

107" 10
Outage probability

Fig. 5. 1P versus OP of the direct transmission, ORS and ANaTWORS
schemes for different traffic associated with an MUER of A,,,. = 0dB, N = 8,
which were calculated from [24, (33), (34) and [27]], [(24), (19)], and (31) and
(32).

0.25

ORS scheme
Direct scheme

—O— ANBTWORS scheme

0.15

IP x OP

0.1

0.05

SNR [dB]

Fig. 6. P x OP of the direct transmission, ORS and ANaTWORS schemes
with A, = 0dB and N = 8, which were calculated from [24, (33), (34) and
[27]], [(24), (19)], and (31) and (32).

Fig. 6 illustrates the (IP x OP) product of the direct transmis-
sion, of the ORS, and of the ANaTWORS schemes for different
SNRs. Observe from Fig. 6 that upon increasing the SNR, all
the schemes can exhibit an (IP x OP) peak, but the maximum (IP
x OP) product of the proposed ANaTWORS scheme is smallest
of the three schemes, which demonstrates its superiority.

V. CONCLUSION

In this paper, we proposed an ANaTWORS scheme for a
wireless network consisting of the pair of source nodes S} and
S,, and multiple two-way relays R;, i € {1,2,..., N}, com-
municating in the presence of an eavesdropper. We analyzed the
SRT performance of both the ANaTWORS and of the traditional
direct transmission schemes. Moreover, due to the presence of
CSI estimation errors, it was impossible to guarantee that the
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specially designed artificial noise was projected onto the null
space of R;, hence resulting in a certain amount of interfer-
ence imposed on the relays. Hence, the self-interference and the
interference factors were taken into account for characterizing
the wireless SRTs of the proposed ANaTWORS, where the se-
curity and reliability are quantified in terms of the IP and OP,
respectively. It was also illustrated that the ANaTWORS scheme
outperforms both the conventional direct transmission and the
ORS schemes in terms of its (IP x OP) product. Furthermore,
as the number of relays increases, the SRT of the ANaTWORS
scheme improves.

Here, we only explored the allocation of a fixed power to
the source nodes and relays nodes. In our future work, we will
adopt an adaptive power allocation scheme in this scenario.
Specifically, the power can be dynamically allocated according
to the near instantaneous channel gain and the traffic demands
of users.

APPENDIX A

Upon introducing the notation of X = |h ;|> and X, =
|hs,i|?, noting that RVs |h,,;|* and |h,,;|* are exponentially
distributed and independent of each other. Thus, the proba-
bility density functions (PDFs) of X and X, are fx,(x;) =

exp(—-5-) and fx,(x2) = Uzl - exp(—-%>-), respectively.

2
Ty

Hence, Pr(

‘hﬁ']f ‘2

(y\hsz[ \2% +2

hs’iz
pr( Al oy
C“|h‘521" Vs +2

=Pr [$1 < (;Uza’ysAl + ZAI)]

< Aj) can be expressed as

> 1 2A1 + Ajarys
= / —— exp (—?) (1 — exp <—]+2]W>> dx,
0 s, 05,i Os,i

ol 20,
—1_ sii = A.l
Ay, o 4 o2 xp < o? ( )

So1% B st

where o2 ; and o2 ; are the expected values of RVs |h,,; |* and

|hs,i |, respectively.

APPENDIX B

Using the law of total probability [34],
Pr(|hos,|* < A}) can be rewritten as

the term

Pr (|h(,52|2 < A1>

= Z Pr <hi82|2 < Aj, max min (|hj82|2, |h781|2)
jG‘I),, *{l} ’ ’

i€,

< min <|hi52‘27 [P ‘2>)

=2

i€d,

2 . 2 2
Pr (1 < A1, g min (15 i )

n

< i P < Vi)
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Pr (lhi82|2 < Al? . gla“x,}min ('hj52‘27 |hj51|2)

JE€ n,_{l
< his P [hiss P < |hi5,\2)} . (B.1)
Denoting
2 . 2 2 2
TO:Pr(miSz‘ < Al?. max. mln(|h1-52| 7|hj'5’1| )< ‘hié’1| )
jed, —{i}
2 2
|h7?sl| < |hi82| )
and

T, = Pr(|hi52\2 < Aj, max min(|hj52|2, |h‘7‘81|2) < \hi82|2,
]6@,1—{7,}

iy > < Lhis, ), Pr(|os, [ < Ar)
yields
Pr (|h0$2|2 < AI) =3 (To+ 1)

i€,

Denoting  X; = min(|hyu, %, [y, [2). Y = [ho, .
|his,|*, and V = max;cq, —(;3X;, since that RVs |h;,, * and
[Pis, |2 obey exponential distribution and they are independent
of each other with the means of o7, and o7, , respectively.

Thus, the PDFs of X and Y are fx(z)= exp(—=1-)
Tis,
and fy (y) = exp(——) respectively. Thus Yo can be
S1

rewritten as
A (/ fy </ fv dv) dy> diC
s ([ 50 (e, <9) )

Ay i T
@ / fr () jeﬂmPr(X"y) dy | de.

(B.2)

To

(B.3)

Noting that RVs |hjsl|2 and |hj$2|2 are exponentially
distributed and independent of each other, based on
[18], we have Pr(X; <y)=1—exp(—-— — =). Thus,

Jst

[Tcs, iy Pr(X; < y) can be expanded as

I1

TP\ T T o
jE‘I’,, *{Z‘} stz o-jsl

> (L)
JEAL (m) 792 Je

(B.4)
where A,, (m) represents the mth nonempty subset of ®,, — {i},
and | A,, (m)| denotes the cardinality of the subset A,, (m). crjzAS1
and 032-52 are the expected values of RVs |h;s, |* and |hj32|2,
respectively.

[ Prix <=
je®n —{i}

2@ =1

=1+ >

m=1

1)H4n ()] e [

Substituting (B.4) into (B.3) yields 498
Ar T L | y
TO:/ 7 exp | —— / 7—exp | ——
J0 Uisz Uz'sz 0 Uis| Uis|
21®n -1
><<1+ Z (,1)\A,J(l77r)\exp
m=1
x |- Z < dy
jEAL (m) Jéz Jél
A o2, A
- 1—exp<— 21> — <1—exp< — 21>>
ag; (o
Sy zsz 19, 152 LER
2®n -1_y { { -1
+ Z (—)lAn I & m < — + p >+1
m=1 jEAL (m) j*z J*l
x (1 Al
—exp | —
P 0_2
iS5y
21®n -1 -1
1 1
- Z (( 1)‘/4” (rn)‘ (U%SI ( 2 + 2 ) + l)
o“ o*
m=1 JEAR (m) Js2 Jsi
-1
1 1 i,
X | i 7 + > + 5 +1
JEAL (m) O5s, O5s: Ois:
A A A A
X | T—exp Z ( 2I 2I>_ 2] - 2]
jeA, (m) UJS Jjsi Tis, Tis,
(B.5)
where |®,, | denotes the cardinality of the set ®,,. 499
Now Y'; can be rewritten as 500

T]Z

| (/ fr (y (/ fv (v dv) dy) dx
; 1fx (z) (/rOC Ir (y) (Pr <J£1nax{ }X < x)) dy) dx

Cr (o 1 )
fx (z) fr (v) Pr(X; <) | dy | da.
0 ) v ' jED, —{i}

(B.6)

Similarly to (B.4), [[;cq, ;) Pr(X; < ) can be expressed 501
as 502

2l®n =11

H Pr(X; <z)= 1+ Z

jed, —{i} m=1

X exp | — ( ) .
o2
JEA, (m) JSZ 781

(B.7)

\A,,(m |
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503 Substituting (B.7) into (B.6) yields 2P -1 505

+ Z (71)\An(m)\ 01_’2'?2 Z

Ay 1 . o y m=1 jEAL (m)
le/ pai ol (e o / s Ul Wbl 0 !
0 Ois, Ois, z  Ois, Ois, 1 1 01:232
X + +1
o

s a i

2
2l®n =1y isa Tisy isy
x| 14+ Z ( l)lA"(m)‘exp
m—1 A A A A
x |1—e — ——t+ | - - 5 .
o 2 (2ea) 22
< T T ) jeA, (m) J52 Js1 1 s2
< | Z -+ > dx B.9
jean m) \%is2 %isy (B.9)
Al N . Substituting (B.9) into (B.2), Pr(|h032|2 < Aj) can be 506
= / ——exp|——— | [exp | ——— obtained. 507
0 iS5y 0—1',5'2 is]
o -1 APPENDIX C 508
\[An (m)]
{1+ Z} (=1) oxp Let X; and X, denote |hy|*> and |h,.|*, respec- 509
m=
tively. Noting that RVs |h,.|* and |h,,.|* are exponen- 510
" " tially distributed and independent of each other with the 511
- > St dx means of o2, and o7 ., respectively. Hence, the PDFs of 512
jeEA, (m Js2 81 3 E
j€dn (m) X, and X, are fy,(x))= 03116 exp(—%) and fy,(xp) = 513
B ol (1 Cexp ( A A )) 02' exp(—=7~), respectively. Due to X; and X are inde- 514
- 2 2 2 2 sope soe
Tisy T i, 2 Tisy pendent of each other, thus fx,x,(z1,22) = fx,(71)fx,(z2). 515
2 2
o lhy e | hoye | ,
o [ Pr(%mhw L < Ay, T rv2 > A,) can be obtained as 516
+ > (D DY
m=1 JEA, (m) L 2 h 2
Pr 7‘ 5126| < Al, 7‘ 'S§E| > AQ
/8|h«52€‘ 75 +2 /8|h5]6’| rYs +2

-1
1 1 ol
XN+ 5|+ + 1
g% g, g
Jsa FET is)

A A A A
X lfexp - Z <O‘2+O'2>0‘20'2

o0 (.T,zszz)/Agﬁ’\/s
/ / Ix.x, (x1, 2) dzydxs
24, Jo

sean my\is is1 is iso . 00 (22-242)/A2Bys
= Ix, (x2) / fx, (z1) dzy | dxy
(B.8) oA, 0
. AZ’YSﬁo.ie 2A2
504 Using (B.5) and (B.8), Ty + T can be expressed as = <1 — Az%ﬁUgle + nge) exp <§2€> . (C.D)
A A D
To+Ti=1—exp| - PPENDIX 517
0—1',.9 . ey
: Using the law of total probability [34], Pr(|he.|* > A) can 518
ST l-1_ | | - be written as 519
+ (71)‘?177,("1)‘ 0—7',23 < + ) +1 )
mZ:I lje§m) 12'52 J2'51 Pr (|hue| > A)

A 2 . 2 2
X (l — exp (—;)) = i; Pr (|hze| > Al,‘jeg}la}{i}mm (lh]‘52| 7|hjsl| )

< min (‘hi82|27 s, |2))

RN = <. ()
x| o, ——+ |+ =22 +1
2 0'2 0'2. 0'-2 : 2 2
jeantm) \%is2 - Tis, < min (\hi52| B, | )) (D.1)
: 2 2 . 2
s {1—exp |- Z <A21 Azl ) _ Azl _ Azl We Denote X; = min(|hjs,|%, |hjs,|7), Y = min(|h,s,|", 520
jeanim) \%is2 s Tis; Tis, |his,|?), and V max;ep, —fi} Xj. As mentioned above, RVs 521



DING et al.: SECURITY-RELIABILITY TRADEOFF ANALY SIS OF ARTIFICIAL NOISE AIDED TWO-WAY OPPORTUNISTIC RELAY SELECTION 11

522 |hjo, [ |hjs,’ |his,|, and  |hi,|’ are exponentially
523 distributed and independent of each other. Thus, Pr
. 2 2 . 2 2
524 (maneq)” —{i} mln(|hjb’z| >|hjé‘1| ) < mln(|hi52| >|hi51| ))
525 can be rewritten as
2 . 2 2
pr (s min (1 1, ) <o (s P 1 )
JG(DTI 7{ }
/ fr (y (/ fr (v dv) dy
o0
:/ fr (y) (Pr( max X <y)) dy
0 JED, _{ }
o0
= / ) ( II Prx<w) ) dy. (D.2)
0 jetbn _{7}
526 As mentioned above, Pr(Y < y) =1 — exp(——4— — —4~),
isy Po
527 the PDF of Y can be expressed as
2 2
o2, + o2 y
frl) =" en |- - ). 03
isz ’LS] isz iS]
528 Substituting (B.4) and (D.3) into (D.2) yields
Pr( max min <|h]52| [hs, \2> < min (|hz~52|27 |his, \2)
jedy, —{i}
~ai, +ol vy
_ 59 5] _ R d
I o2oh, o\ )Y
2“1’ nl=1_ 2 2
pyn (1 s o
+ Z e
159 18]
o]
Y Y Y Y
X/ exp(zz>exp - > <z+z> dy
0 Ois, Tis, jEAL (m) Tjsy Tjs
2“1’71 ‘*171 0_2 0_2
=1+ > (=pHtm) 02“‘27”; 3
m=1 isy i1 jed, (m)
~1
1 1
X > + o +1 .
Tisa Tjs)
(D.4)
520 As |h;.|* obeys exponential distribution, the PDF of |h;.|* is
530 given by
A
2 1
Pr (|hie| > Al) — exp (—2) , (D.5)
g
e
531 where o2, is the expected value of RV |h;, |*.
532 Substituting (D.4) and (D.5) into (D.1), Pr(|h,. \2 > A) can
533 be obtained.
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Abstract—In this paper, we investigate the physical-layer secu-
rity of cooperative communications relying on multiple two-way
relays using the decode-and-forward (DF) protocol in the pres-
ence of an eavesdropper, where the eavesdropper appears to tap
the transmissions of both the source and of the relay. The design
tradeoff to be resolved is that the throughput is improved by in-
voking two-way relaying, but the secrecy of wireless transmissions
may be degraded, since the eavesdropper may overhear the signals
transmitted by both the source and relay nodes. We conceive an
artificial noise aided two-way opportunistic relay selection (ANaT-
WORS) scheme for enhancing the security of the pair of source
nodes communicating with the assistance of multiple two-way re-
lays. Furthermore, we analyze both the outage probability and
intercept probability of the proposed ANaTWORS scheme, where
the security and reliability are characterized in terms of the inter-
cept probability and the security outage probability. For compari-
son, we also provide the security—reliability tradeoff (SRT) analysis
of both the traditional direct transmission and of the one-way re-
laying schemes. It is shown that the proposed ANaTWORS scheme
outperforms both the conventional direct transmission, as well as
the one-way relay methods in terms of its SRT. More specifically,
in the low main-user-to-eavesdropper ratio (MUER) region, the
proposed ANaTWORS scheme is capable of guaranteeing secure
transmissions, whereas no SRT gain is achieved by conventional
one-way relaying. In fact, the one-way relaying scheme may even
be inferior to the traditional direct transmission scheme in terms
of its SRT.

Index Terms—Artificial noise, opportunistic relay selection,
physical-layer security, security-reliability tradeoff (SRT),
two-way relay.

1. INTRODUCTION

OOPERATIVE relaying has attracted substantial re-
search interests from both the academic and industrial
community, since it is capable of mitigating both the shadowing
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and fast-fading effects of wireless channels. There are two pop-
ular relaying protocols, namely the amplify-and-forward (AF)
[1], [2] as well as the decode-and-forward (DF) [3], [4]. In the
case of AF relaying, the selected relay multiplies its received
signals by a gain factor and then forward them to the destination
[1], [2]. By contrast, the DF relay decodes its received signals
and then the selected relay forward its decoded signal to the
destination [3], [4]. Additionally, in [5], both AF and DF relay-
ing schemes are investigated. In general, closer to the source,
DF relaying has a high probability of successful decoding and
flawless retransmission from the relay to the destination from
a reduced distance [6]. By contrast, close to the destination the
DF relay has just as bad reception as the destination itself, hence
it often inflicts error propagation. Fortunately in the vicinity of
the destination AF relying tends to outperform DF relaying [6].
Additionally, [7] also shows that adaptive DF outperforms AF
in terms of its frame error rate (FER).

At the time of writing this paper, physical-layer security [8],
[9] in cooperative relay networks is receiving a growing research
attention as benefit of its capability of protecting wireless com-
munications against eavesdropping attacks. In [10] and [11], the
physical-layer security of MIMO-aided relaying networks has
been explored, demonstrating that the secrecy capacity can in-
deed be improved by using MIMO-aided relays. Additionally,
Tekin and Yener [12] proposed the cooperative jamming philos-
ophy, and studied the attainable secrecy rate with the objective of
improving the physical-layer security. As a further development,
Long et al. [13] investigated cooperative jamming schemes in
bidirectional secrecy communications. In [14] and [15], beam-
forming techniques have been investigated and significant wire-
less secrecy capability improvements were demonstrated with
the aid of beamforming techniques. Additionally, the impact of
antenna selection on secure two-way relaying communications
has been analyzed in [16].

As a design alternative, relay selection schemes may also
be used for improving the physical-layer security of wireless
communications. One-way relaying has been analyzed in [17]-
[24]. Specifically, hybrid relaying and jamming schemes are
explored in [17]-[22]. In [17]-[19], joint AF relaying and jam-
mer selection schemes have been investigated. Additionally, hy-
brid cooperative beamforming and cooperative jamming have
been proposed in [20] and [21]. In [22], joint DF relaying and
cooperative jamming schemes have been investigated. More-
over, in [23], the AF- and DF-based optimal relay selection
schemes have been proposed. The associated intercept probabil-
ities have also been analyzed in the context of both AF- and DF-
based one-way relaying schemes, where an eavesdropper is only

0018-9545 © 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
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capable of wiretapping the transmissions of the relays. By con-
trast, in [24], an eavesdropper was tapping the transmissions
of both the source and of the relays. Moreover, the security-
reliability tradeoff (SRT) has been explored in the context of the
proposed opportunistic relay selection scheme in the high main-
user-to-eavesdropper ratio (MUER) region, where the MUER
is defined as the ratio of the average channel gain of the main
links (spanning from the source to the destination) to that of the
wiretap links (spanning from the source to the eavesdropper).
Additionally, two-way relaying has been explored in [25]-[31].
Specifically, Mo et al. [25] investigated two-way AF relaying
schemes relying on either two slots or three slots demonstrated
that the three-slot scheme performs better than the two-slot
scheme, when the transmitted source powers approach zero.
In [26], DF relaying has been invoked for improving the wire-
less security of bidirectional communications, where a relay
is invoked for transmitting artificial noise in order to perturb
the eavesdropper’s reception both in the first and in the sec-
ond transmission slot. In [27], joint relay and jammer selection
of two-way relay networks have been proposed. In [28], Wang
et al. explored hybrid cooperative beamforming and jamming
of two-way relay networks. In [29], secure relay and jammer se-
lection was conceived for the physical-layer security improve-
ment of a wireless network having multiple intermediate nodes
and eavesdroppers, where the links between the source and the
eavesdropper are not considered. In [30], three different cat-
egories of relay and jammer selection have been considered,
where the channel coefficients between the legitimate nodes
and the eavesdroppers are used both for relay selection and for
jammer selection. In [31], a wireless network consisting of two
source nodes is considered and multiple DF relay nodes are
involved in the presence of a single eavesdropper. The outage
probability (OP) has been analyzed for the two-way DF scheme
relying on three transmission slots.

Motivated by the above considerations, we investigate a wire-
less network supporting a pair of source nodes with the aid of IV
two-way DF relays in the presence of an eavesdropper. In con-
trast to [17]-[24], we explore a two-way relaying aided wireless
network. Furthermore, we propose an artificial noise aided two-
way opportunistic relay selection (ANaTWORS) scheme, and
analyze the SRT of the wireless network investigated. Due to the
channel state information (CSI) estimation error, it is impossible
to guarantee that no interference is received at the relay nodes,
caused by the specially designed artificial noise. Moreover, the
impact of the artificial noise both on the relays and on the
eavesdropper is characterized, which will be taken into account
when evaluating the wireless SRT of the proposed ANaTWORS
scheme. Against this background, the main contributions of this
paper are summarized as follows.

First, we propose an ANaTWORS scheme for protecting the
ongoing transmissions against eavesdropping. To be specific, in
the first time slot, S| transmits its signals to the relays, and S,
transmits artificial noise in order to protect the signals trans-
mitted by S; against eavesdropping. Similarly to the first time
slot, S, transmits its signals to the relays in the second time
slot under the protection of artificial noise transmitted by S;. In
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Fig. 1. Wireless network consisting of a pair of source Sy, Sy, and N relays
in the presence of an eavesdropper E.

the third time slot, the relay forward the encoded signals to S
and S,.

Second, we present the mathematical SRT analysis of the pro-
posed ANaTWORS scheme in the presence of artificial noise
imposed both on the relays and on the eavesdropper for trans-
mission over Rayleigh fading channels. Moreover, we assume
that the teletraffic of S| and S, is different. Closed-form ex-
pressions are obtained both for the OP and for the intercept
probability (IP) of both S| and 5.

Finally, it is shown that as the impact of artificial noise on the
main link is reduced and on the wiretap link is increased, the
SRT of the proposed ANaTWORS scheme is improved. Fur-
thermore, our performance evaluations reveal that the proposed
ANaOTWRS scheme consistently outperforms both the tradi-
tional direct transmission regime and the one-way transmission
scheme [24] in terms of its SRT.

The organization of this paper is as follows. In Section II,
we briefly characterize the physical-layer security of a two-way
wireless network. In Section III, the SRT analysis of the con-
ventional direct transmission scheme as well as of the proposed
ANaOTWRS scheme communicating over a Rayleigh chan-
nel is carried out. Our performance evaluations are detailed in
Section IV. Finally, in Section V, we conclude the paper.

II. SYSTEM MODEL AND RELAY SELECTION

A. System Model

As shown in Fig. 1, we consider a wireless network con-
sisting of a pair of source nodes, denoted by S; and 5, plus
N two-way DF relays, denoted by R;, i € {1,..., N}, which
communicate in the presence of an eavesdropper FE, where
FE is assumed to be within the coverage area of Sj, S;, and
R;. All nodes are equipped with a single antenna. We assume
that there is no direct link between S| and S, due to the path
loss. Furthermore, in the spirit of [21], both the main and the
wiretap links are modeled by Rayleigh fading channels, where
the main and wiretap links are represented by the solid and
dashed lines in Fig. 1, respectively. Let hg,;, hs,i, hs,e, and
hsyes i € {1,..., N}, represent the S| — R;, S» — R;, S1 — E,
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and S, — F channel gains, respectively. We assume that the
channel coefficients hs,;, hs,i, Is,e, and hg,. are mutually inde-
pendent zero-mean complex Gaussian random variables (RVs)
with variances of 2 ;, 02 ;, 02 ., and 0, respectively. More-
over, we assume that the S| — R; and S, — R; links are recip-
rocal, i.e., we have, hy,; = h;s, and hy,; = h;s,. For simplicity,

2 n2 52— g2 2 — 2
er assume Uszli = O‘smggw 0% B Qs,i0pys O5 0 = Qg 0;, and
05,6 = Qs,e0,, Where o7, and o7 represent the average chan-

nel gains of the main links and of the wiretap links, respec-
tively. Moreover, let A,,. = 02, /o2, which is referred to as the
MUER.

The thermal noise of any node is modeled as a complex Gaus-
sian random variable with a zero mean and a variance of Ny,
denoted by ns,, ns,, n;, and n., respectively. Following [31],
the operation of the two-way DF scheme relying on opportunis-
tic relay selection is split into three time slots. We assume that
the nodes in the network are synchronized with each other. In
the first time slot, S| transmits its signal, denoted by x5, to the
relays, and then .S, transmits the artificial noise w,, simultane-
ously. In the second time slot, .S, transmits its signal x;, to the
relays and S| transmits artificial noise simultaneously. In the
third time slot, the selected relay forward the signal z, to both
S| and 5>, where we have z, = x5, @ x,,, and @ denotes the
XOR operation. Furthermore, the proposed relay selection can
be coordinated by relying on a distributed pattern (governed by
a timer). Without loss of generality, we assume Ef|z;, |2] =1,
Ef|ws, ] = No, j = 1,2.

Furthermore, we also assume that .S and S, have to convey
different-rate traffic, denoted by R, and Ry,, respectively. For
comparison, the one-way relaying scheme (ORS) of [24] can
be simply extended to a two-way scenario relying on four time
slots. To be specific, 5] transmits its signals to the relays in
the first time slot, S, transmits its signals to the relays in the
second time slot, and the selected relay forward the decoded
signals to .S, and S| in the third time slot and the fourth time
slot, respectively.

B. Two-Way Relaying Scheme

In this section, we first consider the physical-layer security
of the two-way relaying scheme. We then propose our ANaT-
WORS arrangement.

1) S| and S, Transmit: In the first time slot, S; transmits its
signal to the relays under the protection of artificial noise trans-
mitted by S5. For the sake of a fair power consumption com-
parison with both the direct transmission and the ORS schemes,
the total transmit power of S} and S, is constrained to P;, thus
the transmit powers of S| and .S, are denoted by P; /2. As men-
tioned above, it is impossible to guarantee that the artificial noise
perfectly lies in the null space of the S} — R; channels, due to
the ubiquitous CSI estimation error, hence leading to a certain
interference received at R;. The impact of the artificial noise on
R; is quantified by . The signals received at R; transmitted by
S| can be expressed as

Ysii = hsli V Ps/zxsl +hszi V aPs/zwsz +n;. (1)

From (1), the achievable rate of the S| — R; link can be
expressed as

1 hs i z s
Covi = Yo, [ 1+ %
3 O‘|h5277‘ Vs +2

where the factor 1/3 arises from the fact that three orthogonal
time slots are required for completing the signal transmission
from Sy to S, via R;.

Naturally, the artificial noise is specially designed to interfere
with the eavesdropper. However, its perturbation imposed on the
eavesdropper may be imperfect due to CSI estimation errors,
which is characterized by (3. Hence, the signals received at F
from S can be expressed as

Ysie :hs]e V Ps/zxsl +hsze \V4 ﬂPs/2w52+ne~ (3)

From (3), the achievable rate of the S} — E link can be
formulated as

@)

1 h%‘ € . S
3 ﬂ|hsze| Ys + 2

In the second time slot, .S, transmits its signals to the relay
nodes, and S; simultaneously transmits artificial noise. Sim-
ilarly, the signals received at R; transmitted by S, can be
expressed as

Ysri = h52i V Ps/zxsz + hsli V aPs/zwsl + ;. (5)

Using (5), the achievable rate of the S, — R; link is given by

“

|h5‘zi‘2')/s
Oé|h8177|2’78 +2

Similarly, the signals received at E from .S, can be represented
as

(6)

1
Csyi = glogz <1 +

Yssre :hsze V PS/2$52+h5]e\/ﬂPs/2wsl + Ne, (7)
while the achievable rate of the S, — F link is
1 e
C,=zlog |1+ ———— | . 8)
- 3 < 6|h61€|275 +2

2) Decoding Set: In this section, we analyze the suc-
cessful decoding set of the wireless network portrayed in
Fig. 1. As shown in [24], the resultant successful de-
coding set of the ORS scheme is given by (), where
QO ={¢,Dy,Ds,...,Dy,...,Dyv_;}, ¢ denotes the empty
set and ®,, represents the nth nonempty subset of the IV re-
lays, n € {1,2,...,2" — 1}. The successful decoding sets of
the relays defined as those that are capable of successfully
decoding z,, and x4, are denoted by €; and (2, respec-
tively. Consequently, the set of the relays that successfully
decode both z,, and z,, is denoted by W, which is formu-
lated as U = {¢, D1, Pa,..., Dy, ..., Pyv 1}, where we have
U= QN

For example, the decoding sets of €2; and ¥ have been shown
as Table I, where we have N = 3 and j € {1,2}.
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TABLE I
DECODING SETS OF 2; AND ¥, WHEN N = 3 AND WHEN j € {1,2}

Q; Elements W Elements

(o] () (o] L)

D {R} P, & { R}

D {R2} @y

Dy {H\-_} (I « ;,{[.’.5}

D {R,, Ry} Dy & AR} {R2}.{ Ry, R}

Ds {R,, R} P5 &d.{Ra}.{R3}.{R2, R3}

Dyg {R,. R3} P & AR} {Rs} . { Ry, R3}

6 AR} {R:

AR3} AR, Ry} {R2, R3}
D~ {R,, Ry, R3} [
{H:« /l’.:}v { II’|. Il'_n Il’;}

As mentioned above, the event of = ¢ can be characterized
as

Csi < Rg, 0or Cs,i < Rs,, 1€{1,2,...,N} )
while the event of ® = ®,, can be expressed as
Cs;i > Rs, and Cs,; > Rg,, 1 € O,

Cy,j <Ry, orCy,j <R,,, j €D, (10)

where ®,, represents the complementary set of ®,, .

3) Relay Transmits: Without loss of generality, here we as-
sume that R; is selected from the set ®,,. Then the selected relay
R; broadcasts the encoded signal x, to S| and S,. The signals
received at S; from R; can be written as

Ys, (Z) = h79| V -Psxr +nsl~ (11)

The source S| may invoke successive interference cancelation
(SIC), thus, (18) can be written as

Ys, (Z) = hisl\/Fstz +nsl~

The achievable rate of the R; — S| link can be expressed as

12)

|
Cis, = 31085 (1 n |h,~sl|2%> . (13)

Similarly, .S, can also invoke SIC, thus the signals received
at S, from R; can be written as

Ys, (Z) = h”z \/stsl + N, .

The achievable rate of the R; — S, link can be obtained as

(14)

1
Ci, = logs (14 hiss s ) - (15)
The signals received at E' from R; can be written as
Yie = e V Pz, +ne = hie V Py (x.s’l D 3752) +ne.. (16)

4) An Optimal Two-Way Relay Selection Criterion: In
this section, we present the relay selection criterion of the
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ANaTWORS scheme, which can be given by

0o =

arg max [min (Cjs, (i) , Cis, (1))]

icd,

a7

arg max {min (|hisl |2, |hi82|2)}
icd,
where o denotes the selected optimal relay. Moreover, from a
more practical point of view, the CSIs |h;,,|* and |k, |* can be
estimated in practical wireless communications, using channel
estimation schemes [32].

5) Condition of Intercept Event: Inthe ® = ¢ case, an eaves-
dropper can successfully wiretap the signal transmitted by S,
when C§ , > R;,.

In the & = ®, and C, > R;, case, an eavesdropper can
successfully wiretap the signal transmitted by 5.

In the & = &, and C;, < Ry, scenario, if C7,, < R,,, an
eavesdropper cannot successfully wiretap the signal transmit-
ted by S;. If C7,, > R;,, the signal received at E can be

rewritten as

Yoe = hoe V Psxs] + Ne. (18)

The achievable rate of the R, — E link can be formulated as

1 2
Coe = 31082 (1 ¥ |Bge | %) . (19)

Clearly, inthe ® = &, and C;, < Ry, case, an eavesdropper
can only successfully wiretap the signal transmitted by S| when
Cs. > R, and C,, > Ry,

Similarly, we can formulate the condition of an eavesdropper
successfully wiretapping the signal transmitted by .S, as

In the ® = ¢ case, an eavesdropper can successfully wiretap
the signal transmitted by S, provided that C%,, > Ry, .

Inthe ® = &, and C; . > Rj, scenario, an eavesdropper can
successfully wiretap the_signal transmitted by .55.

In the & =®,, C;, <R,,, C;.>Rs, and C,, > Ry,
case, an eavesdropper can successfully wiretap the signal trans-

mitted by Sj.

III. SECURITY-RELIABILITY TRADEOFF ANALYSIS
OVER RAYLEIGH FADING CHANNELS

In this section, we analyze both the OP and IP of the proposed
ANaTWORS schemes over Rayleigh fading channels.

A. SRT Analysis of the Proposed ANaTWORS Scheme

1) SRT Analysis of S;: In the ANaTWORS scheme, a relay
will only be chosen from the set ®,,. With the aid of Shannon
[33] and the law of total probability [34], the OP of the S| — 55
link relying on the ANaTWORS scheme can be formulated as

pinde _ pr(C,,, < R,,,® = ¢)

out_s
2V

+ 3 Pr(Cos, < Ry, @ =3,).

n=1

(20)

In the case of ® = ¢, no relay is chosen for forwarding the
signals, which leads to C,s, = 0 for ® = ¢. Thus, (20) can be

283

284
285
286
287
288
289
290
291
292
293
294
295
296

297

298
299
300
301
302
303
304
305
306
307
308
309

310
311

312
313

314

315
316
317
318

319
320



321

322

323
324

325

326

327
328

DING et al.: SECURITY-RELIABILITY TRADEOFF ANALYSIS OF ARTIFICIAL NOISE AIDED TWO-WAY OPPORTUNISTIC RELAY SELECTION 5

rewritten as

2N 1
Psingle — Pr (‘b

out_s;

n=1

Based on (9) and (10), (21) can be expressed as

N 2
[T{1-pr “‘l@%it“* > A
i=1 alhsyi|"ys +2
2
X Pr % > A,
a‘hélb| ’75 +2
2 g,
+ Pr| ——2 > Al)
nz::l (zl(_l)[,, ( <a|hh‘2i|2'}/s +2
h9 i :
x Pr % > A,
a‘h9|7| Vs +2
. A1>

2
X H 1—Pr 7“15‘2]'
jcd O‘thzil ¥s +2

)

- 1)/75,

hy i
[ylhszf |2P’I’s +2

single
P out_s; —

h,i |
x Pr B L] §J| >
a\h51j| Vs +2

» Pr (|h052|2 < Al)) (22)

where we have A = (23

(27— 1)/,
Based on Appendix A, Pr(

expressed as
hs i ? ?z 2A

Pr %>A1: U' eXp—Tl.
04|h52i| Ys +2 Ala’ys Osyi + 0’6” Os1i

(23)

According to Appendix B, Pr(|h,|* < A;)) can be

expressed as
A
I —exp -
isy
-1
m) 1 1
NGl ( L] >+1
JEA, (m) Tjsy Ojs,
1 —exp
O'
182
ol®n -1 1 1 B
[Ap (m)] 2
(71) Ois, Z (0’2 +02 >+1
JEA (m) Js2 Js

—1
1 1 o2
2 18
X(WwVEZ (ag-Fﬁ)+U;—+Q
jeanimy \%is2  Tis 2

and A, =

> Ay) can be

Pr (|hw|2 < A]) -

>

icd,

2/®n [=1_1

DI

m=1

m=1

= ¢)+ > Pr(Co, <Ry, @ =2,). 21)

D

329
A| A1 A] A|
X | 1—exp|— —+ 5 -5 5
. g7, g5, o7, -,
JjEAL (m) Js2 Js1 is] isy
-1

P ~1_4 ,
\A,, (m)] 1 1 Uisz

+ > ( G%%'E: Cﬁ'+g‘>+agﬂ
m=1 jEA, (m) \ J52 Jsi isq

Ay A A A
x (11— exp 2 + O'T — O_T — O'T .
JEA, (m) Tjsy Jsi i8] 52

(24)

Q

Substituting (23) and (24) into (22), P;::gf can be obtained. 330

In our ANaTWORS scheme, an eavesdropper can overhear 331

the signals transmitted by Sy, S>, and R;. Using the law of total 332
probability [34] and the definition of an intercept event, we can 333
express the IP of the S} — F link as 334
PySy = Pr(C, > R.,.D =9)
2N 1
+> Pr(Ci, >R, ©=09,)
2N
+ Y Pr(C:, <R..Ci, >R, C.>R,  ®=0,).
n=1
(25)
Using (4), (8), and (19), (25) can be expressed as 335

single
'Pint,s 1

N 2
hsz'
- H I —Pr |+| > Ay
i=1 alhg,i| s +2
> Az))
. A1>
2
TN
Oé|h521‘ 275 +2
h9 i :
e Al
O“hs|i| Vs +2
|h51i|2 >
X 1 —Pr| ————— > A,
jgl ( <a|h52i|2’ys +2

Vs +2

hs i :
x Pr %
a‘hsli| Vs + 2

2
x Pr 7%6';‘
B‘hsze| Vs +2

Sl

n=1 Lied,

hsiz
x Pr _ Menil” §|
a‘hsli| Vs +2
hoe|?
ﬁ‘hsze| Vs +2

>

n=1 Lied,

>A1>




336 ‘h "|2
x Pr + > AZ
a‘hbll| ,Ys +2
‘h51i|2
X 1 — Pr _— > Al
jl;‘[,, < (ahszi|275 +2

‘he 7'|2
x Pr|——2l S A,
O“hsli| Vs +2

hse2 hsez
x Pr | ‘2‘ < Ay, | 3‘ > Ay
/B‘hsze| ’YS +2 ﬂ‘h818| 75 +2

x Pr (|h08|2 > Al)} . (26)

337 According to Appendix C,

R . |? hg,o|?
Pr _ NP "zf" <A1,7‘ ‘;' > A,
Blhsye| s +2 Blhsie| s +2

338 can obtained as

hae|’ haye |’
Pr _ e "2" <A1,7‘ ‘;" > Ay
Blhsye| vs +2 Blhse| vs +2
Ay, fBo? 2A,
=(1- 52¢ —— . 27
( AZVSﬁagle +O’%26 P 0326 ( )

339 According to Appendix D, Pr(|ho.|* > A;) can be formu-
340 lated as

olDn |=1_1
Pr (‘hoe|2 > Al) _ Z 1t Z (—1)HAn )]
ieD, m=1
2 2 -1
05,055 1 1
.3 (2 + 2> +1
Ois, +Uisl jeA, (m) sy jsi

X exp (—UA;)] . (28)

341 Substituting (27) and (28) into (26), P can be obtained.

342 2) SRT Analysis of S,: Similarly to Sy, the OP of .S, can be
343 expressed as

2N —1
Potfls =Pr(®=¢)+ Y _ Pr(Co, < R, ® =,). (29)
n=1

344 Meanwhile, the IP of S, can be shown to obey

psingle _ p. (Cs > Rs2>D = ¢)

int_sy s2€e

2N

+Y Pr(Ci. >R, ®=2,)

soe
n=1
2N 1

+> Pr(Cs,. <R.,,C5, >R, C,. >R, ®=0,).
n=1

(30)
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ingl ingl NP ingl.
Clearly, Pt and Pys" can be obtained similarly to P)i%"

and Psingle
int_sy *
3) SRT analysis of S| and S>: The IP and OP of the pair
of sources is defined as the average IP and OP of S| and S,,

respectively:

single single
peingle 4 p

single < int.s; nt_sy
PRt = o e 31
and
single single
Psingle _ Poutjl + Pout,sz 32
out - 2 . ( )

IV. PERFORMANCE EVALUATION

For comparison, the SRT analysis of the conventional direct
transmission scheme operating without relays is also provided.
The total IP and OP of S} and S, with the traditional direct
transmission scheme is defined as

Pdirect + Pdirecl

direct int_s int_so
Bp™ = (33)
2
and
direct direct
Pdirect o P out_s + P out_sy 34
ot = T, (34)
2
: : direct direct direct direct
respectively, wherein P, PSS, Poils,» and  Poco

. direct __ A direct __ A
are given by PUS = exp(—Ab), PRI = exp(—A),
sie 5pc

Pdirec[ =1 eXp(_Ué\l )’ and pdirect =1 exp( Ay )’ re-

out_s; P out_s, - 532”
spectively. Moreover, we have A; = (2*f%1 — 1) /v, and A, =
(22352 —1)/7s. Noting that 03251, afle, and afzﬁ are the
expected values of the RVs |hgq |*) |hse|”s and |hg. |,
respectively.

In this section, we present both our numerical and simulation
results for the traditional direct transmission, as well as for
the ORS [24] and for the ANaTWORS schemes in terms of
their SRTs. Moreover, the analytic IP versus OP results of the
direct transmission and ANaTWORS schemes are obtained by
plotting (33), (34), (31), and (32), respectively. It is pointed that
the IP versus OP results of the ORS scheme are calculated from
(27) and (19) of [24], where « is rewritten as (2*%¢ — 1) /~,.
Throughout this performance evaluation, we assumed a,,; =
gyj = Ogre = Qe = g5, = 1.

We first consider the effect of different MUERSs. Fig. 2 de-
picts the SRTs of both the direct transmission, of the ORS [24]
and of the ANaTWORS schemes for different MUERs. Both
the numerical and simulation results characterizing the SRT
of the ANaTWORS scheme are provided in this figure. Ob-
serve from Fig. 2 that as the MUER decreases, all the IPs of
the direct transmission, of the ORS and of the ANaTWORS
schemes are increased, which can be explained by observing
that upon decreasing the MUER, an eavesdropper can achieve
a higher achievable rate. Moreover, Fig. 2 also illustrates that
the proposed ANaTWORS scheme generally has a lower IP
than the traditional direct transmission and ORS regime for
MUER =3 dB and MUER = 0 dB. Additionally, the dif-
ference between the analytic and simulated IP versus OP curves
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Intercept probability

Direct scheme MUER = 0dB ¥
% ORS scheme MUER = 0dB Y
Direct scheme MUER = 3dB
—#— ORS scheme MUER = 3dB *
— = — ANBTWORS scheme MUER = 0dB \
O ANBTWORS scheme MUER = 0dB (S.) *
== ANBTWORS scheme MUER = 3dB
_,| L3 ANBTWORS scheme MUER = 3dB (S.) ‘ *‘\'
107 10
Outage probability

Fig. 2. IP versus OP of the direct transmission, ORS, and ANaTWORS
schemes for different MUERs 1, . and for N = 8, which were calculated
from [24, (33), (34) and [27]], [(24), (19)], and (31) and (32).

Intercept probability

Direct scheme

ORS scheme N =4
—5%— ORS scheme N =8
— — — ANBTWORS scheme N = 4
[0 ANBTWORS scheme N =4 (S.)
-+~ ANBTWORS scheme N = 8

,| ¥ ANBTWORS scheme N =8 (S.)
- .

107 107 10°

Outage probability

Fig. 3. 1P versus OP of the direct transmission, ORS and ANaTWORS
schemes for different number of relays associated with an MUER of A,, . =
0 dB, which were calculated from [24, (33), (34) and [27]], [(24), (19)], and
(31) and (32).

of the ANaTWORS scheme is negligible, demonstrating the
accuracy of our SRT analysis.

In Fig. 3, we show the IP verus OP performance of both the di-
rect transmission, as well as of the ORS and of the ANaTWORS
scheme for different number of relays N. We can observe from
Fig. 3 that as the number of relays IV increases from N = 4
to 8, the IP of all schemes is reduced at a specific OP, which
means that increasing the number of relays improves the security
versus reliability tradeoff of wireless transmissions. Addition-
ally, Fig. 3 also demonstrates that IP versus OP performance
of the proposed ANaTWORS scheme is better than that of the
direct transmission and of the ORS schemes for all the N values
considered.

Igt:u:n:m B80g.g.g
‘"G‘“O—e—__@__ﬂen Op.g
--o-

Intercept probability
3
T

—e— ORS scheme

Direct scheme

0OSJ-MMISR scheme ¢:=0.06 $=0.95
—%z— 0SJ-MMISR scheme 0:=0.02 =0.99

ANBTWORS scheme ¢=0.06 p=0.95

O ANBTWORS scheme ¢=0.06 $=0.95 (S.)

— — — ANBTWORS scheme 0=0.02 =0.99
X O ANBTWORS scheme a=0.02 B=0.99 (S.)
X . 4
10" 10
Outage probability

Fig. 4. IP versus OP of the direct transmission, ORS, OSJ-MMISR, and
ANaTWORS schemes for different o and 3 associated with an MUER of
Ame = 0 dB, N = 8, which were calculated from [24, (33), (34) and [27]],
[(24), (19)], and (31) and (32).

Fig. 4 illustrates the IP versus OP of both the direct trans-
mission, as well as of the ORS, of the optimal selection
with jamming with max—min instantaneous secrecy rate (OSJ-
MMISR) [30] and of the ANaTWORS schemes for differ-
ent self-interference and interference factors, where (3, ) =
(0.95,0.06) and (3, &) = (0.99,0.02) are considered. Observe
from Fig. 4 that as the artificial noise parameters of (0.95, 0.06)
are changed to (0.99,0.02), the IP versus OP performance
of the ANaTWORS scheme improves. Furthermore, Fig. 4
also illustrates that the proposed ANaTWORS scheme outper-
forms the direct transmission, the ORS and the OSJ-MMISR
schemes in terms of its IP versus OP tradeoff for both the
(8, ) = (0.95,0.06) and (3, &) = (0.99,0.02) cases, since the
CSI of the eavesdropper links cannot be readily acquired, the
CSIs of the wiretap links are not taken into account in the pro-
posed ANaTWORS scheme. For the sake of a fair comparison,
the CSIs of the wiretap links in the OSJ-MMISR scheme [30]
are not considered either.

Fig. 5 shows the IP versus OP of the direct transmission, of the
ORS and of the ANaTWORS schemes for different tele-traffic
ratios of S| and Sy, namely, for R, /R, = 0.5, Rs, /R, = 1,
and R, /R,, = 2. Observe from Fig. 5 that the ANaTWORS
scheme performs best for R, /R, = 1. Moreover, the dif-
ference remains modest for asymmetric traffic ratios of both
Rs,/Rs, = 0.5 and R, /Rs, = 2. This is due to the fact that
for a fixed power allocation case, some of the power will be
wasted, when the instantaneous channel gain is sufficiently high
and the traffic demand is low. Additionally, no beneficial relia-
bility improvement is achieved, despite degrading the security.
This is interesting, hence we will adopt an adaptive power al-
location scheme for improving the security of wireless trans-
missions in our future research. Finally, Fig. 5 also illustrates
that the proposed ANaTWORS scheme performs better than the
direct transmission and ORS schemes for all three traffic-ratios
considered.
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Direct scheme
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...... ANBTWORS scheme RS'IR52=2
[0 ANBTWORS scheme Rs1/R52=2(S')
— — — ANBTWORS scheme R /R ,=0.5
QO ANBTWORS scheme R /R ,=0.5(S.)
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B Il
10" 107" 10
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Fig. 5. 1P versus OP of the direct transmission, ORS and ANaTWORS
schemes for different traffic associated with an MUER of A, = 0dB, N = 8,
which were calculated from [24, (33), (34) and [27]], [(24), (19)], and (31) and
(32).

0.25

ORS scheme
Direct scheme

—O— ANBTWORS scheme

0.15

IP x OP

0.1

0.05

SNR [dB]

Fig. 6. IP x OP of the direct transmission, ORS and ANaTWORS schemes
with A, = 0dB and N = 8, which were calculated from [24, (33), (34) and
[27]], [(24), (19)], and (31) and (32).

Fig. 6 illustrates the (IP x OP) product of the direct transmis-
sion, of the ORS, and of the ANaTWORS schemes for different
SNRs. Observe from Fig. 6 that upon increasing the SNR, all
the schemes can exhibit an (IP x OP) peak, but the maximum (IP
x OP) product of the proposed ANaTWORS scheme is smallest
of the three schemes, which demonstrates its superiority.

V. CONCLUSION

In this paper, we proposed an ANaTWORS scheme for a
wireless network consisting of the pair of source nodes S} and
S,, and multiple two-way relays R;, i € {1,2,..., N}, com-
municating in the presence of an eavesdropper. We analyzed the
SRT performance of both the ANaTWORS and of the traditional
direct transmission schemes. Moreover, due to the presence of
CSI estimation errors, it was impossible to guarantee that the
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specially designed artificial noise was projected onto the null
space of R;, hence resulting in a certain amount of interfer-
ence imposed on the relays. Hence, the self-interference and the
interference factors were taken into account for characterizing
the wireless SRTs of the proposed ANaTWORS, where the se-
curity and reliability are quantified in terms of the IP and OP,
respectively. It was also illustrated that the ANaTWORS scheme
outperforms both the conventional direct transmission and the
ORS schemes in terms of its (IP x OP) product. Furthermore,
as the number of relays increases, the SRT of the ANaTWORS
scheme improves.

Here, we only explored the allocation of a fixed power to
the source nodes and relays nodes. In our future work, we will
adopt an adaptive power allocation scheme in this scenario.
Specifically, the power can be dynamically allocated according
to the near instantaneous channel gain and the traffic demands
of users.

APPENDIX A

Upon introducing the notation of X = |h5ﬂ-|2 and X, =
|hs,i|?, noting that RVs |h,,;|* and |h,,;|* are exponentially
distributed and independent of each other. Thus, the proba-
bility density functions (PDFs) of X and X, are fx,(x;) =

021 exp(—(ﬁ‘ ) and fx,(x2) = = exp(—(jﬁ2 ), respectively.
s i sypi 5qi S5oi
by il
Hence, Pr(% < Ay) can be expressed as
<x\l1521-\ vs+2

he i :
Pr % < Al
a|hszi‘ Vs +2

= Pr [LE] < (x2a’YsAl + 2A1)]

| ) 2A1 4+ Aoy,
= o exp — 5 1 — exp - 3 d.’L'z
0 T4y Osyi 0%y

2
T TR
Ala%afzi +U§,i Ugli

where o2 ; and o2 ; are the expected values of RVs |h 7;|2 and
St S21 1

(A1)

|hs,i |, respectively.

APPENDIX B

Using the law of total probability [34], the term

Pr(|hos,|* < A}) can be rewritten as

Pr (|hosz|2 < A1>

= Z Pr (hi52|2 < Aj, max min <|hj52|2, |hjs, |2>
jed)n 7{1}

i€®,

< min <|hi32\2, |his, ‘2))

=2

i€,

2 . 2 2
Pr (1l < A g min (15 i )

n

< fhis, P iy [ < Thic )
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+Pr (|hq;,92|2 < Ay, _max_ min (|hj52\2, |h(,-sl|2)
] n

—{i}

< Phiss P Vhiss P < This, )] - (B.1)

Denoting

To= Pr(|hisz‘2 < Alv. glaX{i}Hlin(|hj52|2, |hj$1 |2) < ‘hi/sl |27

J€Ly —
|hi81 |2 < |hi52|2)
and

T1=Pr(|his, | < Ay, max min(|hys, %, (s [*) < [his, [,
]‘E(I)n*{i} ’
[is, [ < |his,[*), Pr(|hos, > < A1)
yields

Pr(lhosl® < A1) = 3 (Yo + 1),

icd,
Denoting  X; = min(|hys, |, |hjs, [*), Y = [his, %
|his,|*, and V = max;cq, _(;3X;, since that RVs |h;,, * and

[his, |2 obey exponential distribution and they are independent
of each other with the means of o7, and o7, , respectively.

Thus, the PDFs of X and Y are fy(z)= J_l (=)
o i
and fy (y) = (—7%-), respectively. Thus, Yo can be
oy

rewritten as

([ 1 ([ 5w}
s ([ 10 o, 5 53) )

x (@) ( | v w ( [ Prx; < y>) dy> dz.
0 0 Jed, —{i}

(B.2)

To

(B.3)

Noting that RVs |hjs||2 and |hj5.2|2 are exponentially

distributed and independent of each other, based on

[18], we have Pr(X; <y)=1—exp(——4— — ). Thus,
s2 781

1o, (i Pr(X; <y) can be expanded as

A . o’ o’
je®n —{i} 752 751

|AT, (m)| Y y
exp | — T+ 3 )
[ Z (0’]'82 Tjsi

JEA, (m)
(B.4)
where A,, (m) represents the mth nonempty subset of ®,, — {i},
and | A,, (m)| denotes the cardinality of the subset A4, (m). o2
and 012-82 are the expected values of RVs |hj,, |* and |h]-52|2,

Js1
respectively.

II Prx <y
JjE€Pn —{i}

2l®n =14

=1+ >

m=1

>

JjEAL (m)

>

JEAy (m)

T

Substituting (B.4) into (B.3) yields
A o y
Ty = /0 o2 ) (./0 U,-zsl exp <U,251>
21®n -1
% <1+ Z (_I)MH(W)\CXP
m=1
A1 L&| Al
N liexp 70%32 19] ' o 192 - 0-1',25'1
2 -1y | | -1
S (=D m)(f’zzs] <z+ > > +1>
/91
x[1— — A
RS
. -1
S |Ay (m)] 2 1 1
(=D oy, St 5]+
m=1 jeA, (m) Ujsz Ujsl
. ( 5
J
A A A A
X(l—exp(— ((72 +a'2. )—02 — 3 )))
JS2 VE i8] (D)
where |®,, | denotes the cardinality of the set ®,,.
(/ fr (y (/ fr dv) dy) dz
0 v
Ay 9]
fx (x) (/ v (y) (Pr( max X; < x)) dy) dx
0 - jed, —{i}

x
exp 3
159 iS5y
X |- Z < dy | dz
jeA, (m) J*z J*l
m=1
( 1 1 ) at,
+ + 2
2 2 2
€Ay (m) O5s, O5s: Tis,
Now Y'; can be rewritten as
Ay ()
fx (x) / fr (v) H Pr(X; <z) | dy | dx.
0 T . .
je®n —{i}

(B.6)
Similarly to (B.4), [;c4, _(;; Pr(X; < z) can be expressed
as
21®n =11
I[I prx<ay=1+ > (=)
jed, —{i} m=1
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503 Substituting (B.7) into (B.6) yields 2len -1 505

£ (e (e, 3

A | . % y m=1 JEA (m)
T, = / (0_2 exp <0_2> (/ S eXP <Uz dy 2 !
0 iso isy T isq isy ( 1 1 > +Ui,sz +1>
X

2l®nl=1_g Tjs, isi %SI
x| 1+ Z (—l)lA"(m)‘eXp
m= Al Al Al Al
x [ 1—exp | — ——+t |- - .
P Z <02, +02-, ) ol ol
jEAn (m) jso jsi isy isy
xT T
x<|= > | z) dzx B.9
je€AL (m) <O—j52 Jj51 ( . )
N . . Substituting (B.9) into (B.2), Pr(|h.s,|> < A;) can be 506
— / —exp | ——— | [exp | ——— obtained. 507
0 0-7',52 Ui,sz O—is]
2l =1 APPENDIX C 508
A (m)]
|1+ Z (=1) °xp Let X; and X, denote |hy.|*> and |h,.|*, respec- 509
- tively. Noting that RVs |h,.|* and |h,,.|* are exponen- 510
" . tially distributed and independent of each other with the 511
- Z PR dx means of aS . and aS .. respectively. Hence, the PDFs of 512
J€An(m) \J% I X, and X, are fx, (z)) = =2 (—=%-) and fx,(22) = 513
sle
= 703'§‘ (1 —exp (—A‘ A )) 021 exp(—=), respectively Due to X; and X, are inde- 514
- 2 2 2 2 $2¢ 7"’
Tisy T Tl is is) pendent of each other, thus leXz(xl,xz) = fx,(z1) fx,(z2). 515
® hs el e [ .
2Pn 1y Pr # < Ay, —2—— > A;) can be obtained as 516
n Z (—yHn ol [ g2 Z (@\hw Py, +2 U Blhy o Py, +2 2)
159
m=1 JEA, (m) ‘h | ‘ |
e S2€
sy P R v R
><< 21 + 21 ) + U?’;z + 1) Blhsye|™vs + Blhsel™vs +
a‘jsz O—jsl Uisl To— ZAZ /A25
= / / fx,x2 (ﬂfl,xz)dl‘ldﬂiz

A A A A
x [1—exp|— S Aan) oA An)) )
o ],6/12%1”)(0']2-82 i 0.«72'51 ) 01'231 01252 (x2=2A7)/AsfB7s
sz (2) / fx, (x1)dwy | dxy
0

(B.8) 24,
Az’ysﬂa'z. e 2A2
504 Using (B.5) and (B.8), Ty + T can be expressed as = <1 e ) exp <> . (C.1)
AZ’ysﬁUsle + nge gge
To+ Y =1—exp <_A1> APPENDIX D 517
" Using the law of total probability [34], Pr(|he.|* > A) can 518
2l -1 : | - be written as 519
\An )| 2
+ Tis ——+ 5| +1 2
o o8 < ) Pr (|hoc > &)
x (1 —exp (%)) =Y rpr (|hie|2 > Ay, maxmin (| Ay, )
o2, ) jeP, —{i}
isy i€d,
Sl n [~1_; -1 . 2y 2
_ (=1)H4n () o2, <21+21> +1 < min (\hzsz| | his, | ))
m=1 jEA, (m) 0‘.7“92 U.fv"l
= Z Pr <|hw| > A )Pr max min (|hJ82| [P, | )
2 ! J€®, —{i}
1 1 (o ied,
x| ol <z+z>+ 7l
jeantmy \Tis2 i) T < min (\hi52|2, i, |2)). D.1)
. 2 2 . 2
e |- ¥ (Az‘ AJ) -oL- o We Denote X, = min(hyl’ [y ). ¥ = min(h,
jeanm) \%is2  isi Ois,  Ois, |his,|”), and V max;cp, (i} X;. As mentioned above, RVs 521
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