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DELAY TOLERANCE FOR CONSTRAINED IPV6 NETWORKS
by Tyler Ward

Low power sensor networks have traditionally been regarded as not having the capabil-
ities required to connect them to the internet. New research into the Internet of Things
has challenged this concept and is opening up new possibilities for sensor network ca-
pabilities. Environmental sensor networks are just one of the areas which will greatly
benefit from this connectivity improvement. However, there are many challenges to be

solved in order to make full and efficient use of these advancements.

One of the major challenges which has been identified is the lack of connectivity when
sensors are in low power sleep states. Previous solutions for low power devices have
relied on application layer gateways to proxy communications to the sensors, but this
restricts the flexibility of the network as it is limited to the capabilities of the proxy.
Delay Tolerant Networking (DTN) offers a solution to this problem by allowing sensors

to respond and handle communications at their convenience.

This thesis presents and evaluates a novel method and implementation of Delay Toler-
ant Networking using IPv6 extension headers. The proposed DTN extension header is
found to have a significantly lower packet size overhead than other DTN protocols. In
addition, the protocol and systems to support it are entirely backwards and forwards
compatible with the existing internet infrastructure allowing for it to be incorporated
into existing deployments. The developed protocol forms a new state of the art for
DTN on constrained sensor networks using end to end IP connectivity. Using this, a
new range of low power IoT devices can be developed, featuring long battery lives and

reliable connectivity.
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Chapter 1

Introduction

Low power and low cost wireless embedded electronic control and sensing systems are
fast becoming a critical part of our global infrastructure. These systems are able to assist
with automating tasks previously thought to be impractical to perform manually or far
too costly to consider implementing using previous systems. Uses for these sensors
vary widely from monitoring conditions in our environment for changes or potential
dangers (Werner-Allen et al., 2005), to everyday tasks such as management of large
scale distributed infrastructure (Zhou et al., 2010). At present the majority of systems
have not embraced this technology, however, demand is growing due to the push for
smart buildings, utilities, and cities. This demand is increasing the prevalence of these

systems and strengthening the need for even lower power and more connected systems.

Sensor networks have traditionally been restricted to using specialized or proprietary
network technologies. Gateway devices operating at the application layer are then used
to interface with the sensor network and present its services to other networks. Figure 1.1
shows several potential connectivity options for sensor networks, these traditional net-
works typically fit in the ‘not internet connected’ or ‘virtually connected’ categories

depending on the design of the gateway device.

The Internet of Things (IoT) is offering a new methodology for both communications
within, and connection of, sensor networks. By using standard internet protocols across
the sensor network boundary the limitations caused by the application layer gateway
can be removed. New protocols and data formats can be added while maintaining full
interoperability with present and future hardware, this is something that would usually

require a replacement or upgrade of the gateway.

The phrase “the Internet of Things” has become a popular term but does not have a
consistent definition, and as a result is used by different companies and organizations
to mean different things. The phrase has become a useful marketing term and has

been used by some to encompass any smart object, even devices that have no internet
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Figure 1.1: Types of sensor network connectivity republished from Hart and
Martinez (2015)

connectivity such as Bluetooth controlled home appliances. In this thesis the “Internet
of Things” is used to describe embedded devices with direct internet connectivity using
the internet protocol. This fits within the wider scope of “connected devices” which

includes devices and systems with other forms of connectivity.

It has long been thought that the requirements for internet connectivity exceeded the
capabilities available on the end devices in low power sensor networks, however, this has
been proven to no longer be the case (Durvy et al., 2008). With recent improvements
in processing power and communication technologies for embedded systems, it is now
possible to provide direct Internet Protocol (IP) connections to sensors. Using IP con-
nectivity within these networks breaks down the barrier between the constrained sensor
world and the rest of the internet, allowing for increased flexibility and access to the
data these sensor networks produce. New devices with this capability are forming the

IoT, a network of smart sensors, controllers and gadgets with the power of the internet
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behind them. At the moment, however, connecting systems to the internet comes at a
higher financial and energy cost than using existing sensor network technologies. While
the financial cost will come down as the market for these devices matures, reducing the

power cost requires additional research.

The current generation of IoT devices have been unable to take advantage of many of
the energy saving mechanisms used in present sensor network systems due to needing to
maintain a continuous internet connection. This results in increased energy consump-
tion and shorter battery lives compared to a non-IoT solution. If these energy saving
techniques could be integrated into the IoT, then fully internet connected systems would
lose one of their major disadvantages, the other being the increased cost, when compared

to systems using other communication technologies.

The field of low power wirelessly connected internet enabled devices is currently relatively
small, yet technological advances in this area have the capability to revolutionise a
massive number of industries and fields. The variety of end applications that could be
advanced with the use of such devices ranges from personalised healthcare (Jovanov
and Milenkovic, 2011) and underground construction (Stajano et al., 2010), to energy
efficient smart grids (Lu et al., 2011) and intelligent agriculture (Suryady et al., 2011).
The move to IP connected systems will open up new opportunities for almost every type
of sensor network system or low powered device. There will also be an array of new
devices and techniques that will become feasible by the availability of low cost, highly

connected sensor and actuator systems.

1.1 Research Questions

This thesis explores several research questions, a summary of each is outlined below.

1.1.1 Identification of Challenges to Internet of Things (IoT) Environ-
mental Wireless Sensor Network (EWSN) Deployments

While IoT devices are starting to appear on the market, the majority of these have
been as smart-home devices and there has been limited use of the IoT in sensor network
deployments. Sensor networks have long struggled with connectivity issues between low
power networks and other connected systems; the IoT offers a promising solution to
this problem. Identification of the challenges and limitations of using loT compared to
other sensor network technologies is an important step on the route to combining these

technologies and creating solutions to drive this technology forward.
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1.1.2 Reducing Power Usage on IoT Sensor Networks

The energy consumption of IoT devices is often far greater than a traditional sensor
network device with similar functionality. The increased energy consumption means
that the nodes will need to have greater battery capacity or require more frequent
battery replacement. In order to make IoT in EWSNs a viable alternative to existing

networks, this energy consumption needs to be reduced.

Many of the current IoT devices maintain a constant connection to the internet. Thus
the communications hardware must always be powered, and therefore consuming energy.
The majority of sensor networks enter a low power shutdown state to save energy,
however, powering off the communications hardware on IoT devices causes them to lose

connectivity.

In order to enable this form of energy saving, IoT devices need to be able to use short
bursts of connectivity rather than maintaining continuous connectivity. This is a method
of operation that is not expected with existing internet connected devices, and as such,

systems are not designed to support it.

1.1.3 Implementing Delay Tolerant Networking for Constrained IoT
Networks

Following on from the previous research, Delay Tolerant Networking (DTN), a variant
of store and forward was identified as a promising solution for enabling the use of sleep
states on IoT devices. Current protocols for DTN are not well suited for use on the types
of constrained devices that will be used on the IoT. Because of this, a new protocol
suitable for enabling DTN functionality across the internet will need to be developed.
While embedded IoT devices will be the main focus of the developed protocol, it should
also be suitable for use on other networks operating on internet technologies in order to

avoid a proliferation of standards.

1.2 Thesis Structure

Each chapter in this thesis covers a different element on the route to bringing delay
tolerance to constrained devices and in so doing addresses the above questions. A

summary of each chapter and the major points discussed in each is outlined below.

1.2.1 Chapter 2: Literature Review

The IoT has spun out of several other areas of research, and it is therefore necessary

to provide an overview of the previous research in these areas. A large amount of the
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research on sensor networks is also relevant to the IoT as they share many common
features and mechanisms. The technologies and systems of the wider internet ecosystem
are also an inherent part of the IoT. Based on the issues raised in chapter 4, DTN

research is discussed because it offers a potential solution to the identified challenges.

1.2.2 Chapter 3: Sensor Networks in the Internet of Things

This chapter covers the deployments of several sensor networks to evaluate the advan-
tages and disadvantages of using the IoT as a platform for such networks. The differing
style of each of the networks provides a different perspective on the challenges facing the
IoT. The first deployment is a traditional non-IP sensor network for monitoring Icelandic
glaciers called Glacsweb. Followed by an IoT sensor network, based on Internet Proto-
col version 6 (IPv6), used in an indoor environment as a platform for experimentation.
Then an end-to-end IP sensor network for monitoring Scottish peatland in Glen Feshie.
Finally, an interactive artwork called Erica the Rhino. Work on the Glacsweb network
was used in the ‘Using Internet of Things technologies for wireless sensor networks’
poster presented at the American Geophysical Union (AGU) Fall Meeting (Martinez
et al., 2013). A paper on Erica the Rhino titled ‘Erica the Rhino: A Case Study in
Using Raspberry Pi Single Board Computers for Interactive Art’ was published in the
MDPI Electronics journal (Basford et al., 2016).

1.2.3 Chapter 4: Sleeping Devices in the Internet of Things

The use of sleep states on internet connected devices conflicts with the expectation of
continuous connectivity on the internet. In this chapter, investigations are carried out
to allow the use of sleep states on IoT devices whilst still maintaining connectivity. A
set of potential solutions are identified and evaluated against one another on several
simulated network topologies. The results of this chapter have been published as ‘Simu-
lated analysis of connectivity issues for sleeping sensor nodes in the Internet of Things’
at the The ACM International Symposium on Performance Evaluation of Wireless Ad
Hoc, Sensor, and Ubiquitous Networks (PE-WASUN) conference (Ward et al., 2014).

1.2.4 Chapter 5: Delay Tolerant Networking

As current Delay Tolerant Networking (DTN) protocols are not well suited for con-
strained IoT networks, a new DTN protocol which is suitable for use on such networks
is required. This chapter covers the development, implementation and evaluation of this
protocol. Implementations for Linux platforms as well as the Contiki operating system
for low power devices were developed. These implementations are then tested on simu-

lated networks and real world deployments, and the results of evaluations of the protocol
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and implementations are discussed. The development and initial evaluation of this pro-
tocol discussed in this chapter was published as ‘Adding support for delay tolerance to
IPv6 networks’ at the Future Networks Conference (FNC) (Ward et al., 2015).

1.2.5 Chapter 6: Conclusions

The final chapter brings together and summarises the contributions from this thesis. It
reiterates how the power-consumption challenges of constrained IoT sensor networks can
be combatted using DTN, and ventures to suggest that the DTN protocol developed in
this thesis be introduced as a standard. Suggestions for continuation of the research,

and new opportunities that may be afforded by it, are also identified.



Chapter 2

Literature Review

Integrating the Internet of Things (IoT) into sensor networks is a solution to the commu-
nications obstacles present in current systems. The improvements in connectivity from
the IoT has the potential to provide great benefits to sensor networks. However, power
saving techniques used on sensor networks are not all compatible with the requirements
of the Internet of Things.

There are many areas of research which will contribute towards the goal of integrating
sensor networks into the IoT. The current state of the art in sensor networks has already
developed effective solutions to many issues with small embedded devices making it a
good starting point. Based on the research carried out in chapter 4, research into DTN
has been investigated as a potential solution to resolving the issues identified. The
current implementations for DTN are studied and analysed and as none of the existing
solutions were viable in this situation, additional research was carried out in chapter 5

to develop an improved solution.

2.1 Sensor Networks

Sensor networks are collections of embedded devices that work together to gather data.
The type and capabilities of these sensor networks can vary enormously depending on
application, from a few sensors in a single room to thousands covering entire cities. These
networks enable us to observe more information, with more frequent reporting from the
environment than was previously possible with standalone sensors. This additional
information gives us the ability to make better informed decisions or evaluate causes of
incidents (Hart et al., 2011).

The majority of sensor networks rely on wireless connectivity for their communications.
This is especially important for environmental sensor networks, as they often lack the

physical infrastructure that is normally available in man-made environments. Wireless

7
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sensors are almost always power constrained as the lack of infrastructure often means

that there is no external power available.

Many of the issues that will be faced by constrained IoT devices have already been
encountered by sensor networks. The solutions used for sensor networks are therefore
a good foundation for solving the same issues in the Internet of Things. In addition,
sensor networks often have difficulty with communications to the outside world. These

issues make sensor networks a prime candidate for connecting to the Internet of Things.

2.1.1 Power use in Sensor Networks

Nodes in a wireless sensor network usually have a finite amount of energy available to
them. Because of this, management and reduction of power usage is critical to ensuring
the network remains operational for as long as possible. Almost every aspect of the
design of hardware and software has an effect on the power usage of the sensor node (Ko
et al., 2012).

The majority of sensor network nodes are battery powered and will be required to last
a substantial time with that limited amount of energy. While some sensors have the
ability for their battery to be exchanged, there are many sensors, especially those in
challenging or dangerous situations, where the option to have the battery replaced when

the power runs out is not feasible.

Not all sensor networks, or nodes within a network, need to be power constrained. In
some cases sensor networks will have some nodes with additional power resources, or
potentially be entirely mains powered, or have the availability to be otherwise kept
charged. An example is smart grid sensors in power meters (Farhangi, 2010). Whilst
sensors such as this will not directly benefit from the use of low power technologies, the

effects of their use may still benefit other nodes in the network.

One of the major drains on a sensor network’s power is communications (Puccinelli and
Haenggi, 2005). Considerable efforts have already been made in order to reduce the
power used in this way. Energy savings in the radio can be made in several ways; im-
proved radio designs and communications protocols, as well as intelligent power cycling

of the radios themselves.

By using efficient wireless protocols with smaller packet sizes, a reduction in the trans-
mission and reception times can be achieved; this reduces the energy required to com-
municate the stored information. Because of this, efficiencies in the radio protocol can
make a significant difference to the power use of the node. Preprocessing or compressing
data on the nodes can reduce the amount of data that needs to be transmitted, however,
this comes at the cost of CPU time to process the readings (Kimura and Latifi, 2005).

Also, if lossy compression is used, future options for analysing the data might be lost.
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The majority of sensor networks are only required to perform tasks for a small fraction
of the time, the rest of the time they are in an idle state. Reductions in power use while
in this idle state will have a significant impact due to the large percentage of time spent
in this state. An almost universal approach to reducing the energy usage is to turn
off as much of the processor and peripherals as possible when not in use. A processor
in a sleep state can consume as little as 0.9uA which is less than 0.1% of the power
usage when in the operational state!. Other approaches include hard powering off the

processor, until an external low power RTC wakes it up (Martinez et al., 2009).

In recent years there has been a push by chip designers to reduce the power draw of
their processors while in low power modes, in order to facilitate a sleep wait cycle style
of operation. For example, five years ago a typical sleep current with basic peripheral

enabled might be around? 7.5A, were as now it is only® 0.9uA.

2.1.2 Sensor Network Communications

Before the arrival of interconnected sensor networks, data had to be collected by stan-
dalone data loggers. These data loggers require manual intervention to retrieve the data
from them. This is a time consuming task especially when the sensors are in remote or
hard to access locations. While there are still many data logging systems in operation,

this effort can be avoided by deploying connected sensor networks instead.

Communication is essential for the operation of a sensor network. The majority of sensor
networks use two different network stacks, one for the low power network and another
for the external interface (Akyildiz et al., 2002). This requires data to be converted
between formats in order to pass the network boundary; this process adds additional

complexity to the gateway devices and complicates communication with the nodes.

While some sensor networks are able to use wired networks to communicate, these
are relatively few in number. Most are wireless networks which offer more flexibility in
placement than wired sensors. In addition, sensor networks can be deployed in situations
where there is no supporting infrastructure, for example, remote environments. Sensor
networks deployed in such environments are often referred to as Environmental Wireless
Sensor Networks (EWSNs).

A large number of networks utilise custom proprietary protocols for intra network com-
munication, with a wide range of capabilities and complexity. These proprietary proto-
cols allow for very lightweight, compact protocols at the cost of compatibility. In some
cases this lack of compatibility might be considered advantageous by system providers

as it ties users into their product ecosystem.

"http:/ /www.silabs.com/products/mcu/lowpower /pages/efm32g-gecko.aspx
*http://www.microchip.com/wwwproducts/Devices.aspx?product=PIC16F876
3http://www.silabs.com/products/mcu/lowpower/pages,/efm32g-gecko.aspx
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An alternative to developing and using a custom protocol is to use one of the standardised
protocols such as ZigBee, WirelessHART or ISA100 (Nixon and Rock, 2012). These
can provide advantages during development as tools and libraries for that protocol are
already available. Many of the standardised protocols build on other protocols for the
lower communication layers, for example Zigbee, WirelessHART and 6LoWPAN all
operate on top of 802.15.4. This can cause issues, if they are unable to distinguish other
802.15.4 packets from their own. To help alleviate this newer protocols are including

support for protocol detection on top of 802.15.4 (Mulligan, 2007).

The scope of these protocols vary from just defining the transport and network layers
to defining everything, including the data formatting and device capabilities. Those
systems that use a defined data encoding layer and set device functionality make it easier
to design and test new devices for that technology. However, devices that do not fit the
expected capabilities defined in the protocol will have to either alter their capabilities to
conform to the provided standard or deviate from it to support its additional features.
This is likely to mean these features can only be used by a limited number of other

devices.

In order to improve reliability against network interruptions, many sensor networks
employ a technique called store and forward. With this technique data can be passed
between nodes in a network to move the data closer to a sink where the data can be

sent off the network. This technique is discussed in depth in Section 2.3.1.

In order to make use of the data contained within the sensor network, the network needs
to be able to communicate with the outside world. Most current sensor networks have
one or more gateways that provide the interface between the network and the outside
world (Martinez et al., 2010). The problem with such systems is that the gateway is
required to know about everything on the network and how to interface with it in order
that it can offer those services to devices on another network. As a result, the flexibility
of what can be attached to the network is limited without requiring changes to the
gateway. Although some flexibility can be designed in, this is unlikely to solve every

case.

As sensor networks are becoming more commonplace and less bespoke, the need to
standardise communications with sensor networks is becoming increasingly important.
This could be achieved by standardising the way gateways interface with the outside

world.

Another solution would be to use the same protocol on the network as that used to
communicate with the network, and just having a transparent gateway. A standardised
global communications infrastructure has already been developed around the protocols
and technologies of the internet. If sensor networks can be connected into this infras-

tructure they will be able to communicate far beyond the range of their own network.
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Research has been done into systems and technologies for internet connected sensor sys-
tems under the banner of Internet of Things, and fully developed network stacks for

sensor network applications are available (Durvy et al., 2008).

2.1.3 Deployments of Sensor Networks

EWSNSs have been deployed in a wide variety of locations, including volcanos (Huang
et al., 2012; Song et al., 2009) and glaciers (Hart and Martinez, 2006; Martinez et al.,
2009). The data gathered from such networks has helped us better understand these

locations which other methods of monitoring and sensing are not practical or safe.

With traditional bespoke sensor network designs, deployment and configuration of the
systems is usually a complicated procedure (Martinez et al., 2004). Domain specific
knowledge is usually required in both the field being sensed as well as in sensor networks.
There will always need to be some domain specific knowledge in the area being sensed
in order to ensure that appropriate data is collected. However, in order to make this
technology more accessible we must limit the level of sensor network knowledge required

to deploy these systems.

This detailed sensor network knowledge is often needed to configure the sensor nodes.
The configuration interfaces on many bespoke networks are usually achieved in such
a way as to minimise development time rather than to provide easy to use interfaces.
Although methods such as using audio interfaces to guide node placement have been

developed (Costanza et al., 2010) these are rarely seen in actual deployments.

Many EWSNs in remote environments use an IP based long range backhaul to connect
the remote sites to the remote servers where data is stored with an alternate protocol
used for communications within the network (Bencini et al., 2010; Martinez et al., 2009;
Huang et al., 2012). The use of this dual stack architecture requires the presence of a
gateway to convert between them. However, the presence of an IP connection to the
remote sites shows that offsite connections for IoT based networks should not be a major

issue.

2.1.3.1 Glascsweb

Glacsweb is an EWSN developed to monitor the movement and changes within glaciers.
Networks have been deployed in Norway on the Briksdalsbreen glacier (Hart and Mar-
tinez, 2006) and in Iceland on the Skalafellsjokull glacier (Martinez et al., 2009). The
Icelandic deployment of Glacsweb operates using several separate networks linked by the
base station. Figure 2.1 shows how the different segments of the network are connected

together.
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Figure 2.1: Overview of the Glacsweb Network republished from Martinez et al.
(2013)

Two separate networks are used for communication on the glacier; these share a custom
protocol but use different radio frequencies. For communications under the ice to the
deep probes, 151Mhz radios are used in order to maximize propagation through the
ice (Martinez et al., 2013). For surface communications to seismic surface nodes an
868Mhz network is used. These networks work on a master slave system where the
base station is the master and communicates with nodes in turn. In order to conserve
power communications with all nodes are performed in predefined time slots, allowing
the radios to be powered off the rest of the time. Real Time Clocks (RTCs) on each

node are used to allow all the nodes to wake up at the same time.

The communications to nodes on and under the ice are coordinated by the base station.
Unlike the other sensors on the glacier, the base station has a single board computer
running a Linux operating system as well as the low power system. While using such
an operating system would usually require a permanent power supply, the Glacsweb
systems avoids this by using a combination of techniques. While asleep, the low power
microcontroller maintains the base station, which allows the Linux section of the station
to be powered off when it is not needed. Several energy harvesting techniques are used
for the base station, primarily wind and solar power, however, these do not function

over winter as they become buried in snow. Even with the base station’s considerable
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power reserves (170Ah of lead acid batteries), running its full compliment of features over
the winter would quickly exhaust this supply. This is remedied by using an adaptive
scheduling based on the available power reserves (Basford, 2015). The base station
acts as a store and forward hub for the other sensors, this is discussed in detail in

subsection 2.3.1.

For off-ice communications, IP networking is used. The base station is equipped with
a WiFi interface, this communicates with a relay node situated on the roof of a café
overlooking the glacier. The café node then relays the signal 3km down the glacier to
a nearby farm which provides internet connectivity. Alternatively, if the WiFi link is
unavailable, a cellular link can be used instead. Using one of these links the data is then

sent back to a server which stores the data for later analysis.

2.2 The Internet of Things

The Internet of Things (IoT) is the concept of bringing internet connectivity to types of
devices that have historically not been connected. Unlike the current range of internet
connected devices for which users specifically intended to use the internet, IoT devices
will use the internet as part of their normal operation often without user involvement.
The phrase “the Internet of Things” has become a popular buzzword in recent years,
and is often used as a way to describe other sorts of connected devices that can be
controlled over the internet and other connected systems, even if they are not internet
connected themselves. For the purpose of this thesis the “Internet of Things” will refer

to devices with direct internet connectivity rather than simply any connected device.

Unlike many current smart devices, which use application layer gateways to handle com-
munications to the device, Internet of Things devices have end to end communications.

This provides many advantages over the gateway based connectivity of present systems.

2.2.1 Internet Protocols and Architecture

The internet protocol, like many other network technologies, uses a layered architecture.
This allows for the Internet Protocol (IP) to be used on a variety of different link layers,
and enables it to transport many different types of content with different connectivity re-
quirements. Figure 2.2 shows the Transmission Control Protocol (TCP)/IP layer model
that is commonly used for describing IP based communication systems (Tanenbaum,
1996).

In order to enable connectivity between embedded networks and devices with the existing
internet, there must be a common interface layer between these new networks, and the

existing internet. Sensor networks often achieve this using high level gateways, which
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convert between protocols at the application layer. These gateways can be replaced
with more flexible devices by allowing the embedded networks to receive and process

the network layer protocols used on the internet.

Application
Transport
Internet
Data Link

Physicial

Figure 2.2: TCP/IP Layer model with example protocols for each layer

The core part of the internet infrastructure is the Internet Protocol itself. Operating
at the network layer, this provides a universal layer across the internet’s infrastructure.
There are two versions of IP in use, Internet Protocol version 4 (IPv4) and the newer

Internet Protocol version 6 (IPv6).

IPv4 (Postel, 1981) has been the standard network layer protocol on the internet for
many years. This protocol, however, was developed before the popularity of the internet
was fully realised and as a result there are insufficient addresses available to supply
demand. This remains the case even with address efficiency and sharing measures such
as Classless Inter-Domain Routing (CIDR) and Network Address Translation (NAT).
The entire address space provided by IPv4 has now been allocated to regional registries,
who themselves are now facing address exhaustion. At the time of writing, four of the
five regional registries have exhausted their supply of general allocation IPv4 addresses,

and are now only allocating addresses for IPv6 transition purposes.

IPv6 (Deering and Hinden, 1998) has been designed with much larger address space
using 128 bits rather than the 32 used by IPv4. This increase will provide enough
addresses so that each device can maintain a unique address. The adoption of IPv6 is
not yet complete, with many systems and providers only supporting IPv4 (Nikkhah and
Guérin, 2016). With complete IPv4 exhaustion imminent the need for more addresses

will force the adoption of IPv6.

Some IP packets require special handling. To enable this the IPv6 specification (Deering
and Hinden, 1998) includes the option for packets to have additional extension headers
between the IPv6 header and the payload. Some of the features available as extension
headers are present in the IPv4 header, such as packet fragmentation options, however,

this introduces unnecessary bytes into the header when the feature is not needed.

While there are a few single purpose extension headers for the most common packet
requirements, such as fragmentation and encryption, most of the options are imple-
mented as part of two extensible option headers. These are the Hop by Hop (HbH) and
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Destination Options (DO) headers; the HbH extension header being the only extension
header to be evaluated while the packet is en route, all others are only evaluated at the
destination given in the IP header. Options within these headers contain information
in order to allow for predictable behaviour on devices which do not understand a given
option. While most of the options currently in use allow for the packet to be processed if
they are not understood, there are some such as the Jumbo Payload option that require

the packet be dropped instead.

Due to the uncommon nature of IPv6 extension headers, there are currently issues with
their handling on some devices, which can lead to packets being dropped (Gont et al.,
2015). With increasing adoption of IPv6 it is likely that support for extension headers

will improve as their use becomes more widespread.

2.2.2 Link Layer Technologies for the Internet of Things

The Data Link layer is used to transport the IP layer traffic across a network. Different
link layers allow for disparate physical mediums to be used for transporting traffic in
different situations. Many existing technologies have been used to connect current IoT
devices, such as WiFi and Ethernet. These link layer technologies, however, are opti-
mized for high bandwidth low latency applications and as a result are far more energy
demanding and complicated than existing low power networks (Lu et al., 2004). Ex-
isting low power network protocols where not designed with the purpose of acting as a
transport for IP. To resolve this, efforts were made to develop new systems to support
IPv6 over 802.15.4, the result was 6LoOWPAN (Kushalnagar et al., 2007).

2.2.2.1 Current Internet Link Layer Technologies

The current internet uses many different link layer technologies. The most common of
these are the Ethernet, WiFi and cellular technologies. These have often been used for
the current generation of IoT devices as supporting infrastructure is readily available.
The capabilities of these technologies are often far more than are required for the oper-
ation of the device, although some data rich objects, or those that require low latencies
for example, might require this level of performance. As these technologies are already
common, objects with these connection technologies have the advantage of being able
to interface with a user’s existing network infrastructure without the need for extra
hardware (Ostermaier et al., 2011).

The Ethernet protocol (IEEE 802.3) is being used to connect some static Internet of
Things devices and base stations for indirectly connected sensor systems such as the

hive hub®. These devices will almost always have a permanent power supply, either

“https://www.hivehome.com
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from the mains or through the Ethernet cable using Power Over Ethernet (POE). As
a result, these devices can contain more processing power as they are not as resource
constrained. Being a wired protocol, Ethernet has the advantage of having a high con-
nection reliability as well as having a high throughput. In addition, a wired interface
allows for connection in environments where radio communication is unsuitable or unre-
liable. However, this reliability comes at the cost of installing cabling and the resulting

restrictions on device placement.

The TEEE 802.11 series of specifications, more commonly known as WiFi, is used on
many current Internet of Things objects. A major reason for this is that the near
universal presence of preexisting WiFi infrastructure in domestic and commercial envi-
ronments makes it easier to integrate the devices and reduces the barrier to entry for
consumers. Whilst this is also true of Ethernet infrastructure, the majority of consumers
only have Ethernet next to their router and so WiFi allows for more placement options
even though a power supply is still required. WiFi is often also used as a long range

backhaul for remote sensor systems (Martinez et al., 2012).

WiFi based devices require more energy to communicate small amounts of data than
other systems. However, for transmitting large volumes of data they are more efficient
than 802.15.4, or bluetooth networks (Lee et al., 2007). Due to the power use of WiFi
connectivity most 802.11 based Internet of Things objects are mains powered or require

regular charging.

Cellular technologies such as 3G are useful for several types of highly mobile Internet of
Things devices such as vehicle trackers. Cellular technologies require an external data
contract in order to operate, this has ongoing costs per sensor. These ongoing costs

make using this technology on every device unattractive for many applications.

2.2.2.2 6LoWPAN

6LoWPAN (Montenegro et al., 2007; Hui and Thubert, 2011) is a compression layer
which reduces the size of IPv6 headers when used on an 802.15.4 data link layer. The
compression layer fits between the 802.15.4 protocol and the network layer containing
IPv6, as can be seen in Figure 2.3. The compression is mainly performed by removing
the data duplication between the 802.15.4 and IPv6 headers. Many fields in the IPv6
header can be derived from information in the 802.15.4 header, such as device addresses
if auto configuration is used. This allows the header size to be heavily reduced without
the loss of functionality. In addition, other parts of the header are elided if they are

commonly used defaults; those that are not can be carried in line.

802.15.4 (LAN/MAN Standards Committee IEEE Computer Society, 2011) is the In-
stitute of Electronic and Electrical Engineers (IEEE) standard for low-rate wireless

personal area networks. The standard provides the data link and physical layers of the
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6LoWPAN connection. As well as 6LoOWPAN many other protocols use 802.15.4 for
example, ZigBee and WirelessHART. The use of this standard for the lower layers is

advantageous as there is already a range of low power radios which support this.

Sensor Network Existing IP Network
Sensor Node Gateway End device

Aplication Layer
HTTP/CoAP/SNMP
[ Transport Layer ]

TCP/UDP

Networ.k Layer
IPv6

Network Layer
IPv6

Data Link Layer ] [ Data Link Layer ]

[ Physici;I Layer Physici;I Layer ]

Figure 2.3: Integration of 6LoWPAN into the existing IP layer structure

The reduction in header size from the use of 6LoWPAN lowers the transmission dura-
tion, and hence the power usage. This is especially true for fragmented packets as the
header must be repeated for each packet, as well as reducing the payload space available.
Comparisons of the stack and program size of 6LoWPAN implementations show it to be
approximately the same size as many existing propriety standards that operate on top
of 802.15.4, such as ZigBee and Wireless HART this can be seen in Table 2.1.

6LoWPAN ZigBee WirelessHart

RAM 1.7-4K 8K 6K
ROM 11-22K 32-64K 34K
Header size 2-39 15 214+

Table 2.1: Memory usage and packet size of 6LOWPAN compared to other
802.15.4 protocols, data from Durvy et al. (2008); Mulligan (2007); Zhu et al.
(2011); Konovalov (2010)

The new ZigBee standard (ZigBee IP) (ZigBee Alliance, 2013) is based upon 6LoWPAN
technologies for its lower layers, meaning that it should be compatible with other
6LoWPAN based networks. However, with different standards being created based on
parts of 6LoWPAN and its supporting technologies, it is likely that these standards will
not be fully compatible with each other due to companies adding to the standards with

their own technologies.

2.2.2.3 Other Link Layer Protocols

Serial Line Internet Protocol (SLIP) is a way of encapsulating IP traffic for transmission
over a serial connection. Being a wired protocol, SLIP connections gain the same relia-

bility and lack of contention advantages as Ethernet, however, SLIP has the advantage
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of lower overheads compared to Ethernet. As SLIP only requires a serial port for com-
munication, the hardware to support it is already present on almost all microcontrollers.
As the protocol does not specify the underlying connection, it is possible, by using serial
protocols such as RS-485, for the cable to be up to 1.2Km long allowing for long distance

communications to remote nodes.

2.2.3 Application Layer Protocols for the Internet of Things

In order to send information over an IP link, an application layer and data encoding
are required. Although it would be possible to simply use common standards from the

existing internet, these are likely to be inefficient.

There is a trade-off to be made between the usability and support of current technologies
against the efficiency of new protocols designed for the constrained internet. In cases
such as configuration where there is direct user interaction with devices, it may be better

to use existing protocols, which will be familiar to users, over more efficient protocols.

2.2.3.1 Existing Internet Protocols

Hyper Text Transfer Protocol (HTTP) is one of the most widely supported and used
protocols on the Internet as it forms the basis of the World Wide Web (Fielding et al.,
1999). The widespread use and understanding of this protocol makes it easy for people
to use without needing a high level of I'T knowledge. A wide range of data encoding types
can be used with HTTP, this allows some flexibility between the size of the transmitted

data and how easy the data is to read and process.

HTTP works on top of the TCP layer, and as a result requires a connection to be
established. For small volumes of data these TCP handshake packets can add significant
overhead. However, for larger volumes of data, such as when transmitting a days worth
of data readings at once, these handshake packets are a far less significant proportion of

the overheads.

Simple Network Monitoring Protocol (SNMP) is a widely used protocol for network and
data center infrastructure monitoring and management (Case et al., 1990). Rather than
containing the descriptions of what responses mean within the packets, this information
is stored in a Management Information Base (MIB) file. This file is stored on the device
requesting the information. By doing this the amount of data that needs to be sent to
get or set a value is heavily reduced. As a result it is possible for both the request and
response, for up to three different values to fit within a single 802.15.4 frame. When

using 6LoWPAN this avoids fragmentation.
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2.2.3.2 Constrained Application Protocol (CoAP)

Constrained Application Protocol (CoAP) is a newly developed protocol for constrained
Machine to Machine (M2M) applications on Internet of Things devices (Shelby et al.,
2014). The User Datagram Protocol (UDP) transport layer is used to avoid the con-
nection setup overhead; packet acknowledgements are instead handled within COAP
itself. A large amount of the features of HT'TP, have been included in the protocol
such as being able to support multiple data types. By doing this, stateless mapping
of COAP requests into HT'TP requests is possible, meaning more capable devices can
provide proxies that allow access to COAP resources over HTTP. It also provides a level
of familiarity to developers using HTTP, for example, the ‘not found’ error is 404 on
HTTP and 4.04 on CoAP.

CoAP is more than a compressed HTTP for constrained devices, as it adds additional
features suited to constrained M2M applications. The major additions in this regard,
are asynchronous messages and support for multicast requests. CoAP is not yet widely
deployed but implementations have been created for many embedded operating systems

and programming languages (Kovatsch et al., 2011).

2.2.3.3 Custom Protocols

Rather than use a standardised protocol, another option is to use a custom protocol
on top of the network or transport layers. Using a custom protocol allows it to be
heavily optimized for its specific task. This optimization comes at the cost of reduced
interoperability between devices at the application layer. However, devices can still
share the network layer resources making it significantly more interoperable than using
a fully custom stack. When surveyed by Thoma et al. (2014) proprietary protocols where
deemed to still be a dominant factor in the IoT, although this is expected to decrease

in the future.

2.2.4 An Analysis of Current Issues on Internet of Things Devices

There are a growing number of IoT devices available; while some of these are smart
products that have been badged with the IoT title, there are many true IoT products on
the market. The successes and failings of these products are important to understand
so that they can be improved upon and developed further for the next generation of IoT

devices.
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2.2.4.1 Loss of Remote Infrastructure

Many current IoT devices use cloud servers to provide their interface and control much of
their functionality. This is done for several reasons, including lack of processing power,

NAT punch-through or ease of software upgrades.

The reliance on this remote infrastructure has caused several commercial IoT devices
to be made useless overnight when the remote servers have been shutdown. An early
example of this is the Nabaztag smart object produced by Violet. The Nabaztag is an
interactive companion in the shape of a rabbit, it was able to interact with a user via
a combination of lights, ear movements and spoken announcements. Due to a lack of
onboard processing, all the external interfaces and speech synthesis were carried out on
Violet’s servers. The bankrupcy of Violet resulted in the loss of the servers that provided
the Nabaztags services, resulting in all of the Nabaztags becoming unresponsive (Volpe,
2011).

More recently, the company behind the Revolv smart home hub was purchased by Nest.
Nest then decided to shutdown the servers linking the device and the smart phone app
which controlled it (Price, 2016). Unlike other areas of technology, where as, when
companies decide to stop supporting products it results in a lack of updates and un-
availability of accessories and spares. These cloud controlled IoT devices, are reliant on
the manufacturers service for basic functionality and the loss of that service leaves them
as little more than paperweights. Whereas previous instances of this occurring have
mainly been due to bankruptcy or closure of the company, Nest are still active and are

maintaining other product lines meaning that this was a purely business decision.

2.2.4.2 Low Energy Radio Power off Systems

While the majority of IoT devices rely on larger energy reserves in order to provide their
required connectivity, there are some which have implemented a low power sleep state in
order to conserve power. One such example is the Amazon Dash button, this is a device

that allows consumers to order consumables online by pressing a physical button.

The Amazon Dash connects to the WiFi network only briefly in order to send the
ordering request. The rest of the time the device can enter a low power sleep state waiting
for the interrupt generated by the button press. This method has the disadvantage that
other devices cannot contact the button in order to query it for information. In the case
of Amazon’s Dash button this limitation is of little concern. However, for many other
devices this could not be so easily ignored and as a result this style of implementation

is rarely seen.
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2.2.4.3 Operating Systems for IoT Devices

In the current internet the majority of embedded devices run some form of operating
system based on the Linux kernel. The use of a pre-existing operating system allows
for faster development and more consistency on how standards are followed. Even the

extremely cut back Linux distributions such as openwrt® or microcore linux®

require
resources that are unavailable on all but the most powerful EWSN nodes. Current em-
bedded IoT devices which are too small for Linux often use their own in-house operating

systems, the development of which takes considerable time and resources.

There are several operating systems being developed or extended for use on future low
power IoT devices. Many of these are open source operating systems, whereas others
such as Windows 10 IoT Core are closed source systems. Whilst these operating systems
are only just starting to appear in products, they are in common use in academic and

hobbyist environments.

One of the more popular operating systems for IoT research is Contiki” (Dunkels et al.,
2004). Contiki is an open source operating system designed to function on a variety
of platforms and chip architectures. As low power microcontrollers do not have the
support for operating systems that application processors do Contiki has to emulate these
features. To provide multiple application support for example, Contiki uses a system
called protothreads which emulates a multi-threading architecture on single threaded
processors. Contiki supports several different network stacks which have been developed
for it. The latest of which is the micro IPv6 (ulPv6) network stack which provides
6LoWPAN capabilities (Durvy et al., 2008). To help reduce energy usage Contiki uses
a MAC layer addition called ContikiMAC, this shuts down the radio most of the time
and only listens periodically, when transmitting the message is sent multiple times, this

enables the receiver to have one of its periodic receive states during a transmission.

Another recently developed open source operating system is RIOT® (Baccelli et al.,
2013). Like Contiki, it has been designed to support a variety of platforms and architec-
tures. Unlike Contiki, RIOT features full real time preemptive multithreading support
which was imported from FireKernel (Will et al., 2009).

Microsoft has released an IoT operating system called Windows 10 IoT Core®. Unlike
the other examples discussed above, this is not designed for the microcontroller based
platforms used by Contiki and RIOT and is instead a competitor to the cut down Linux

implementations.

https://openwrt.org/

Shttp://tinycorelinux.net/
"http://www.contiki-os.org/
Shttp://www.riot-os.org/
“https://developer.microsoft.com/en-us/windows/iot
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2.3 Delay Tolerant Networking

Delay Tolerant Networking (DTN) is the application of store and forward methodologies
within the wider networking space. Whereas store and forward works on blocks of data
at the application layer, DTN works on the network level by buffering packets. This
allows the creation of more resilient links in challenging scenarios, such as deep space

communication and low power lossy networks.

The concept of using store and forward based technologies on an IP system was proposed
by Vint Cerf as part of the interplanetary internet (Cerf et al., 2007). The majority of
current research into DTN has been for use in the deep space networking area. Despite
the lack of implementations suited for use on constrained IP systems, the concepts of De-
lay Tolerant Networking are a promising solution to the challenges faced by constrained
networks (Ho and Fall, 2004).

2.3.1 Store and Forward

Store and forward is a method of sending data, where data is passed in stages towards its
destination, each stage stores the data before passing it onwards (Butterfield et al., 2016).
It breaks down a multiple hop connection into several shorter connections, allowing
data to be sent even if simultaneous end to end connectivity cannot be attained. This is
especially useful in situations where there are unreliable radio environments, or nodes are
mobile (Martinez et al., 2004). Store and forward is widely used in EWSNs deployments

as these networks are more susceptible to intermittent connectivity.

With end to end connectivity, disruption on any single hop on the path prevents any
communication from occurring. With store and forward, however, progress can be made.
Where interruptions are commonplace, end to end connectivity may only be attained
infrequently. In these cases, store and forward will still allow for data to be transferred
off the network.

There are many different methods of implementing store and forward. One implementa-
tion method is to split the network into several sections, with nodes linking the sections
performing the store and forward operations. This is the method used in the Glacsweb
network (Martinez et al., 2006). Where there are separate technologies used on different
stages of the network the connecting gateway is often a convenient location to perform

store and forward.

Another option is to build store and forward into the networking system used on the
network. In this design, storage and forwarding of messages is part of the underlying
protocols supporting the network. This allows for every node in the network to store

and retransmit information which is advantageous in mesh networks. As store and
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forward needs to be built into the network when it is created, this approach is limited

to operating on networks it was designed for.

The efficiency improvement that can be gained from using store and forward technologies
varies based on the reliability of the connections within the network. However, for highly
reliable networks, the overhead of performing the store and forward can outweigh the

advantages.

2.3.1.1 Use of Store and Forward on Sensor Networks

Like many other EWSNs, the Glacsweb network makes use of store and forward tech-
nologies (Martinez et al., 2004). In the Glacsweb network, discussed in Section 2.1.3.1,
node connectivity has seasonal patterns. The base station is used to perform the store
and forward, when it collects the data from the sensors it stores the sensor readings
locally until an external internet connection can be acquired, at which point the data is

forwarded to the Glacsweb server where the data can be used.

The main advantage to the Glacsweb network of using store and forward is the protection
of the sensor data. In the winter heavy snowfall buries the surface systems, preventing
communication off the glacier. However, at the same time liquid water in the glacier
freezes, improving radio propagation and allowing communication with nodes which
were previously out of contact. When connectivity with nodes is established, the data
files are transferred to the base station. By transferring the files up to the base station
the risk of data loss is significantly reduced. The probes themselves are prone to run
out of power, being crushed, or meeting many other forms of demise. The base station,
however, is more robust and even if it fails, the data can be extracted by removing the
storage card when a research team is next on the glacier. Assuming the base station
survives the winter, the spring melt will uncover the WiFi antennas, allowing for the

files to be transferred back to Southampton where they can be processed.

2.3.1.2 Differences Between Store and Forward and DTN

At first, DTN may seem very similar to store and forward. While this is true for the
underlying principles, the way in which it is achieved is substantially different. Rather
than passing blocks of data between nodes, DTN works by buffering packets that can

not be passed onwards.

The majority of networks which use store and forward technologies have to be built
around this technology, and as such store and forward implementations are limited to
the networks which use them. This limitation prevents store and forward from operat-

ing across multiple interconnected networks such as those used in the IoT. DTN, on
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the other hand, is intended to operate with existing networks and fit within existing

communication systems.

Store and forward implementations often require the data blocks to be passed to the
next hop deliberately. This works when the supporting network and all of the devices
connected to it are based around this principle. However, where the onward network
technology is not known and a range of devices can be connected to it, this method
becomes limiting. DTN allows for compatible devices in the communications chain to

choose to buffer packets without requiring all devices to support it.

2.3.2 DTN Implementations

There are several protocols being developed that enable the use of DTN. While some
of these are more for academic interest others such as the bundle protocol are being

developed with the intention of forming an internet standard.

2.3.2.1 The Bundle Protocol

The bundle protocol is the most developed of the DTN protocols. The bundle protocol
(Scott and Burleigh, 2007; Cerf et al., 2007) is an implementation of DTN with a focus
on the interplanetary networking use case. The development of the bundle protocol
has been carried out by the DTN working group of the IETF. As much of the interest
around DTN networking has been in this area, a significant proportion of DTN research

has been towards the development of the bundle protocol.

The architecture of the bundle protocol is designed as an overlay network which runs on
top of existing network infrastructures (Fall and Farrell, 2008). This allows the use of
the multitude of different link and network layers in existing installations. The data is
encapsulated (with additional routing information that specifies the eventual endpoint),
into bundles that can be transmitted over the existing links. The additional routing
information in the bundles is processed by DTN enabled devices. These are used as the
endpoints of messages sent on the underlying networks, similar to the linklayer endpoints
of other networking protocols. Figure 2.4 shows the structure used by bundle protocol
bundles.

The bundle protocol has been trialled as part of the CGBA5 (Commercial-Grade Bio-
processing Apparatus 5) unit on the International Space Station (Jenkins et al., 2010).
In this trial the bundle protocol was used to replace the previous unacknowledged
“transmit-in-the-blind system” which relied on repeated retries to ensure packet de-

livery. The bundle protocol was a significant improvement over the existing solution,
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Figure 2.4: Structure of a bundle protocol bundle republished from rfc5050
(Scott and Burleigh, 2007)
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reducing the retransmissions of packets from several thousand to only a few times. How-
ever, the authors recognise that a large proportion of the reduction in data transmitted

could also have been achieved by adding acknowledgements to the system.

The bundle protocol has also been trialled on wireless sensor networks (Pottner et al.,
2012). In this trial, the network was created in two isolated segments connected by a
moving node that would transport bundles between them. The bundle protocol imple-
mentation uDTN (Von Zengen et al., 2012) running on Contiki was used directly over an
802.15.4 network layer using the Compressed Bundle Header Encoding format (Burleigh,
2011) to reduce the header size. The packet size overhead of 802.15.4 and BP header
came to 31 bytes compared to 23 when using UDP over 6LoWPAN on 802.15.4.

While the bundle protocol fulfills the requirements of NASA and other space agencies use
cases, design decisions made in its development make it far less suitable for use in sensor
networks. The main design decision which reduces suitability for constrained networks
is that it has been implemented as an overlay network. There are several reasons for
this, the first being the increase in packet size caused by the use of the bundle protocol.
The additional bundle routing layer also adds additional complexity and requirements
for low powered devices, as they now need to process an additional routing header. This
additional processing requires both computational resources and additional code space,
neither of which are abundant on low cost microcontrollers. Another problematic design
choice with the bundle protocol is that all devices are required to know the current time
(Fall and Farrell, 2008). While this has been deemed to be acceptable for the sorts of
systems used in deep space DTNs, this is a significant burden for many constrained IoT

devices.

The overlay network structure of the bundle protocol adds a significant amount of ad-
ditional data which needs to be contained within the packet. The majority of this ad-
ditional data is because the packet needs to contain additional addressing information,
as the endpoints of the bundle might not be within the scope of the underlying network
layers. Figure 2.5 shows a breakdown of the packet size when the bundle protocol is
used compared to a standard IPv6 and 6LoWPAN packet. The use of the dictionary in
the bundle protocol means the size of a packet can vary significantly based on the size
of the URI scheme used. The developmental and changing state of the bundle protocol

means that the sizes of the packets may vary as further development is carried out.

A large proportion of the size of the bundle protocol header is due to the packet ad-
dressing within the protocol. The addresses are included as American Standard Code
for Information Interchange (ASCII) encoded Uniform Resource Locators (URLs), this
has been done to allow transport over multiple network layers which will have differ-
ent addressing systems. Using friendly URLs requires a lookup system such as Domain
Name System (DNS); unfortunately for sensor networks reliable DNS access cannot be

assumed and raw IP addresses would need to be used instead. An IPv6 address will
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Figure 2.5: Comparison of Bundle protocol header size on IoT networks.

take between 7 and 39 bytes for either a minimal address such as AAAA::1 or a fully
utilised address such as AAAA:AAAAAAAAAAAAAAAAAAAAAAAAAAAA. Yet
if encoded in binary these addresses would require just 16 bytes. In addition, there is
a protocol identifier which will identify the protocol being used for raw data, such as
dtn:udp:address,port. This adds additional data, although the Uniform Resource In-
dicator (URI) scheme can be shared if it is used for both the source and destination.
Combined together, this results in a very inefficient method of encoding IP addresses,
the total size for the bundle packet headers comes to approximately 130 bytes with full

addresses, depending on options.

The bundle protocol uses absolute timestamps counted in seconds past the start of
the year 2000 in Coordinated Universal Time (UTC). The Self-Delimiting Numeric
Values (SDNV) variable structure of the bundle protocol (Eddy and Davies, 2011) avoids
needing to preallocate the variable sizes meaning that the timestamp field can increase
as required. It currently takes 5 bytes to provide the timestamp in this format as only
7 bits are available for data in each byte, however, this format will expand a byte at a
time when needed rather than needing to immediately use a 64 bit value. The lifetime is
measured as seconds since the creation timestamp and uses the same SDNV structure,
meaning that length increases with increased lifetime, 3 bytes are required to represent

a lifetime of 1 day using this format.

Due to size or cost requirements many devices do not contain an RTC, or they may
rely on intermittent harvested power that makes maintaining a reliable clock infeasible.
While the bundle protocol has partial support for devices that do not know the time, it

does not allow the nodes to determine when the packet will timeout.
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2.4 Literature Summary

Bringing IoT technologies into the EWSN ecosystem incorporates research from a va-
riety of areas, each bringing important considerations and solutions to the problem.
Sensor network research has produced low energy systems which are able to collect
data from our environment, however, these systems have struggled with interfacing with
outside systems. The continued development and proliferation of the internet has cre-
ated the IoT, bringing internet connectivity to embedded devices but at a higher power
consumption than the communication techniques used in sensor networks. Combining
these together give the option to get the best of both worlds, the capabilities of sensor

networks but with the communication capabilities from the IoT.

After the research in chapter 4, additional investigation was needed to determine the
best options for implementation. These revealed that the principles behind DTN offered
a suitable methodology but current implementations were not well suited to constrained
IoT networks. The choices, both good and bad, made in the existing implementations
helped refine decisions in chapter 5 where a new protocol suitable for constrained net-

works was developed.



Chapter 3

Sensor Networks in the Internet
of Things

The IoT has the potential to cause a major shift in how sensor networks are deployed
and managed. There is the potential to resolve longstanding limitations with regard to
user interaction and connectivity but will likely bring new limitations and restrictions
to such networks. To understand the impact of these new limitations it is necessary to

deploy several networks both with and without the use of the IoT.

Sensor networks have often been restricted as to how they can communicate as the
gateway device needs to translate between networks. The end to end addressing and
connectivity available through the IoT allows for many different types of data to flow
across the network boundary, this has the potential to remove the limitation of the
gateway as it will only need to perform routing functions rather than provide a full
interface for external connections. Current user interaction factors require both specialist
sensor network knowledge, and a knowledge of the domain being sensed, in order to
deploy and setup a network. This issue is a major barrier to their deployment, which
can be reduced by providing familiar configuration interfaces alongside the efficient data
transmission protocols. This reduces the level of sensor network knowledge required to

configure a network.

Through the use of the IoT on EWSN deployments the new limitations can be identified
and the impact in real world deployments determined. The first of these trial deploy-
ments was a temperature monitoring network in the university research labs. Using the
knowledge gained from this trial an EWSN was deployed in the Cairngorms at Glen Fes-
hie. In contrast, an IoT based system was also used in the construction of an interactive
artwork known as Erica the Rhino. By evaluating all of these deployments the barriers
to the use of the IoT can be identified.

29
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3.1 Deployment of a Traditional Wireless Sensor Network

for Glacial Monitoring

The Glacsweb sensor network (Martinez et al., 2010)! is an Environmental Wireless Sen-
sor Network (EWSN) used to monitor conditions within glacial formations. This section
covers some of the work carried out as part of the deployment on the Skalafellsjokull
glacier in Iceland in order to better understand the networking requirements of EWSNs.
An overview of this network’s previous systems and designs can be found in section
2.1.3.1.

The Glacsweb network uses several types of node developed specially for each applica-
tion. The subglacial probes are used to report conditions under the glacier. There are
two types of subglacial probe in use on the network. The first type of node sits at the
bottom of the glacier and monitors conditions at the point where the glacier meets the
till underneath. The second type is the seismic deep node, these sit inside the glacier and
use geophones to pick up tiny earthquakes in the ice caused by the glacier’s movement.
These two types of subglacial node are also supported by a third set of nodes on the
surface which collect DGPS data and act as relays for geophone nodes. The network
is coordinated by the base station which sits on the top of the glacier. A custom low
power protocol is used to collect readings from the nodes. These readings are then sent

back to base over IP.

In addition to the networked elements of the deployment, there are several standalone
sensor systems. These systems require the data to be manually retrieved from each
device upon each visit to the glacier. These devices are therefore only included on
surface nodes for obvious reasons. The networking behind Glacsweb relies on several
different underlying network protocols which link together to form the sensor network.

Figure 3.1 shows the protocols and frequencies used for each link in the network.

The low power links between the sensor nodes use the same custom protocol over different
physical layers. The wireless links use different radio frequencies for subsurface and
surface communications so as to minimize the losses incurred when the signal passes
through the ice (Martinez et al., 2013). The geophone nodes are linked by a wired
connection, which uses the same protocol as the wireless links but over an RS485 link.
As well as allowing the geophone nodes to send data back to the base station, the
wired link also provides additional power to the nodes, allowing them to maintain a
physically small size whilst still permitting the high level of performance required for
data collection. The 173 MHz link to the nodes was not installed in the deployed

network.

As well as the low power links, the base station also features WiFi and GPRS interfaces,

to provide IP connectivity to the outside world. The use of multiple interfaces to the

"http://glacsweb.org
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Figure 3.1: Connections in the Glacsweb sensor network(Martinez et al., 2013)

outside world provides redundancy, increasing the chances of transferring data off the

ice during periods of adverse weather.

Configuration of the sensors can be achieved using a serial terminal over a wired con-
nection. The nodes can also be configured by sending commands from another node
within radio range. This method can be used by the base station to remotely send com-
mands the next time it performs communications with the central server. While this
is a functional solution, it requires operators to learn how to use multiple methods of

configuration as initial setup has to be done with the direct connection.

The majority of the non networked data logging nodes are designed to collect GPS
data. For the most recent deployment, several of the SSN were replaced with upgraded
versions that could also collect DGPS data.

An external Ublox GPS receiver module was connected to the SSN node over a serial
link. The Ublox was configured to transmit raw GPS data over this interface which the
SSN logs to the SD card along with data received from the seismic nodes. To reduce
power consumption the GPS receiver is hard powered off between GPS sampling sessions.
The data which is captured by the GPS receivers is transferred back over the 868MHz

sensor network using the same mechanisms as the data from the seismic nodes.
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Figure 3.2: Photograph of recovered parts of a 2013 Seismic Surface Node (SSN)
with DGPS module. Upper right is a Osmocom LEA-6T GPS module breakout
board, lower right is a 2013 SSN board.

The loss of communications with the base station, due to unexpected power depletion,
resulted in limited data being reported back through the sensor network. In addition,
deep snowfall prevented physical recovery of the data in 2014. A recovery trip in 2015 to
retrieve equipment loaned from NERC managed to extract one of the deployed DGPS
nodes which had melted out of the ice. The data was then extracted from the internal
micro SD card so the data contained within could be evaluated. The second live DGPS

was unable to be recovered as it was still frozen in the ice.

An analysis of the GPS data collected from the enhanced SSN node showed an accuracy
of 8cm. While this is less accurate than the Leica DGPS units in use, the new nodes
come at a fraction of the cost and have the capability for data to be reported back rather

than requiring collection on each visit to the glacier.

The style of sensor network deployment used in Glacsweb, is also common of other
bespoke EWSNs. The use of this deployment style requires a level of knowledge about
the sensor network and how it operates, as well as the domain specific knowledge of
the environment that is being monitored. While this is sustainable for bespoke research

systems the level of knowledge required results in a lack of scalability.
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Figure 3.3: Photograph of two Telos sensor nodes, that were deployed in the
network

3.2 Building Temperature Monitoring Network

In order to explore the capabilities of an end to end IPv6 based sensor network, a
trial network which could be used as a test bed for experimentation was deployed. To
enable easy physical access to the nodes in the network, the network was deployed in the
research labs at Southampton University. This permits frequent access to the nodes so
that firmware can be uploaded and diagnostics performed. The sensor network is based
around the Telos B sensor node platform and the Contiki (Dunkels et al., 2004) operating
system. The Telos B platform has temperature, humidity and light level sensors built
in, which avoids the need for external circuitry. The sensors are connected together
using 6LoWPAN(Hui and Thubert, 2011) over 2.4GHz radio links. The 6LoWPAN
communications implementation used in this deployment is ulPv6 and is provided as

part of the Contiki operating system (Durvy et al., 2008).

Each node in the network runs a web server which allows for the readings to be fetched
using the HTTP protocol. As well as the readings from the temperature and light
sensors, information on the current routes around the network is also available over the
HTTP interface.

SNMP was also trialled as a method for data reporting. The use of SNMP reduced the
amount of network traffic compared with using HT'TP. Being UDP based, SNMP avoids
the overhead associated with creating and ending TCP connections. In addition the use
of the MIB allows for far more compact data transmission. This allowed three requests
to be fitted into a query that fits within a 6LoWPAN packet. This meant that only four
packets (two requests and two responses) were required to read all the sensor data. The
disadvantage of this is that the values stored are only referenced by their IDs and the
contents will not be useful without the MIB file.
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The interface between the sensor network and the campus network was provided by an
Alix board, industrial single board computer, with an attached Telos node. (the Alix
board running the OpenWrt operating system and the Telos node running Contiki).
The two devices were linked over USB over which a SLIP interface was used to provide
connectivity. Routing of connections between the networks was managed by the Openwrt
router with the Telos node handling translation from IPv6 packets to 6LoWPAN encoded
IPv6. The ip6tables packet filter was used to process the routing of packets between
the various interfaces available on the border router. While there was usually only one
network managed from the border router, the system is capable of supporting several
low power networks from a single border router. The ability for multiple 6LoWPAN
networks to be attached to a single border router also allowed for experimentation with

networks on other frequencies such as 868MHz.

One of the major advantages of using standardised network layers is that additional
hardware, potentially from different manufacturers, can be added to an existing net-
work without needing to make changes to existing infrastructure. As part of the work
undertaken when experimenting with potential hardware platforms for the sensor net-
work deployment in Glen Feshie, Zolertia Z1 nodes were added to the network. As both
nodes were running a 6LoWPAN stack the Z1 nodes were able to join the network using
the existing Telos B powered border router and nodes. The ease with which this was
achieved shows how powerful a common IP based network layer for sensor networks can

be in supporting deployments.

The research carried out as part of this deployment contributed to the ‘Using Internet
of Things technologies for wireless sensor network’ poster presented at the American
Geophysical Union (AGU) (Martinez et al., 2013).

3.3 Deployment of an Internet of Things Sensor Network
for Monitoring Scottish Peat Land

The Glen Feshie sensor network? is being developed to monitor hydrological processes
of a montane environment in the Scottish Cairngorms. The sensor nodes in this network
feature end to end IPv6 connectivity, This allows direct communication between the
nodes and remote servers. These nodes use the internet for reporting the readings as

well as providing a user interface for configuring nodes.

The network used at Glen Feshie is largely based on the systems trialled in the lab
temperature monitoring network discussed in section 3.2. Contiki was again used as the
operating system for this network, with modifications to allow for the use of 868MHz
CC1120 radios (Bragg et al., 2016). The sensing nodes used the Zolertia Z1 platform

http://mountainsensing.org
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Figure 3.4: Photograph of the MS1 sensor node with the Z1 and CC1120 mod-
ules mounted

which were used in the later stages of the lab network experiments, as these have more
memory and were more readily available than the Tmote Sky nodes. The Z1 and a
CC1200 module was mounted onto a central PCB which also contains the external

sensor interfaces. Figure 3.4 shows a photo of a node with the CC1120 and Z1 installed.

Similar to the Glacsweb surface network, the nodes at Glen Feshie communicate using
CC1120 868MHz 802.15.4 radio modules from Texas Instruments. However, rather than
a custom protocol, they use standardised 6LoWPAN connectivity above the radio layer.
The system uses protocol buffers? to encode the sensor results. This data is then sent as
a HTTP post message to the border router. While end to end connectivity could have
been used, sending the data to the border router allows it to perform store and forward

operations.

In order to provide a friendly configuration and status interface for the node, Hyper
Text Markup Language (HTML) encoding over HTTP was used. This is a significant
improvement over the serial console configuration method used for the Glacsweb net-
work. Although the HTML/HTTP/TCP combination is not very efficient with regards
to its communication requirements as identified in section 2.2, this is the standard com-
bination used on the world wide web. This enables users to be immediately familiar
with the configuration interface. It would allow new nodes to be added, or even entire

new networks to be deployed, without requiring significant expertise in sensor networks.

3https://code.google.com/p/protobuf/
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Figure 3.5: Deployment of Router and sensor nodes for the Glen Feshie sensor
network

Unlike the Glacsweb system, the nodes do not go into a power down state for long
periods of time, instead the central processor and radio remain active, however, the
external sensors are still powered off. The main reasons for this decision stem from
the choice of Contiki as an operating system. Contiki does not have inbuilt support
for long duration sleep cycles, to introduce this would involve a significant amount of
changes to enable, and increase the possibility of adding bugs which would not be seen
until deployed. In addition there were concerns about how sleep states would affect
the dynamic routing [Routing Protocol for Low power and Lossy Networks (RPL)] used
on the network as available routes on the network might change while the node was
asleep. The option to have the nodes always on is only possible as the nodes are not
space constrained, and as a result can be large enough to contain the significant amount
of battery power to remain on all the time. While a full shutdown was considered,
limitations within the Contiki operating system and routing system made choosing an
always on operational mode the preferred option. Although the node was unable to take
long sleeps, the combination of Contiki and ContikiMAC allow for it to sleep for brief

periods of time and still be able to respond to radio messages.

The lack of long sleep states in the Glen Feshie system has the advantage of improving
the usability web based configuration interface. Putting nodes into sleep states would
cause an issue with this method, as the configuration interface will be unavailable while
the node is asleep. Having short time periods when devices can be configured adds an
additional layer of knowledge and organisation required by the end users to configure

the nodes.

In the summer of 2015 several modifications to the node software were installed. The

most significant of these was the move to CoAP for upper layer communication. The
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Figure 3.6: Erica the Rhino

move to CoAP removed the need for TCP connections, which greatly improved the

performance of data transmissions over the low power network.

3.4 Erica the Cyber Rhino

Erica the Cyber Rhino? is an interactive artwork built around a network of IoT devices.
Erica was created in order to promote rhino conservation as part of the Go Rhinos
community artwork project from Marwell wildlife®, as well as facilitating electronics and

computer science outreach activities.

The internal systems of Erica consist of five Raspberry Pi single board computers. For
the initial deployment these were the Pi model B rev2s but were later changed to Rasp-
berry Pi 2s during a series of upgrades after the conclusion of the Go Rhinos deployment.
Each Pi manages a separate part of Erica’s systems and has a daughter board that con-

tains the control hardware required for that system.

The network Pi manages Erica’s connectivity capabilities, using both wireless and wired
networks. A combination of Ethernet 802.3 and WiFi 802.11 are used as the physical
and data link layers for both internal and remote links. Erica uses IP connectivity both
internally, to communicate between Pi’s which run the subsystems, and externally. The
external connectivity is used to provide additional inputs to Erica’s reactions such as

social media mentions and weather data, as well as allowing remote monitoring.

“http://www.ericatherhino.org
http://www.marwell.org.uk



38 Chapter 3 Sensor Networks in the Internet of Things

Erica’s ears and lighting are controlled through the Mechatronics Pi. The ears are
controlled by General-purpose input/output (GPIO) driven stepper motors. In the
initial version the lights were controlled using Serial Peripheral Interface (SPI) Pulse
Width Modulation (PWM) controllers. In the upgrades, this was replaced by a system
using the DMX512 lighting protocol. One Pi is used for each of Erica’s eyes, these
perform the vision processing and control the eyes mechanics. The image processing

software on the eyes allows for Erica to react to things like faces and QR codes.

The remaining Pi controls Erica’s interaction responses and is referred to as the Brain
Pi. This receives the responses to external stimuli detected by the other Pis and then
triggers the necessary Pis to perform appropriate reactions. The first iteration of the
system used HTTP to transfer messages, however, this was changed to use Message
Queue Telemetry Transport (MQTT) during the upgrades. MQTT is a protocol often
used for sending messages between different systems using a publish subscribe model.
While using a message queue has more overhead than solutions such as HTTP, the
networking structure and availability of computing resources means this is not a concern.

Figure 3.7 shows how, after the upgrades, the subsystems used in Erica link together.

Erica presents a very different style of deployment to the low power deployments dis-
cussed earlier. Although only a single unit, from external perspectives the distributed
nature of Erica’s internal systems are similar to how data can be passed around in other
IoT networks. The increased power and connectivity resources available on Erica when
compared to the sensor network deployment scenarios, allows the use of far more de-
manding protocols and systems than would be possible on constrained systems. This
resource rich environment is typical of many current IoT devices which rely on mains

power and communicating to remote systems for device management.

The systems and development of Erica along with the results of her deployments have
been published as ‘Erica the Rhino: A Case Study in Using Raspberry Pi Single Board
Computers for Interactive Art’ in the “Raspberry Pi Technology” special issue of the
MDPI Electronics journal (Basford et al., 2016).

3.5 Improving the Deployability of the IoT

Traditional bespoke sensor networks have long struggled with ease of deployment issues
and data access difficulties across the sensor network boundary. Through the use of IoT
technologies and frameworks it is possible to create networks with significantly less de-
velopment time than creating custom bespoke systems. The layered architecture offered
by the IoT can also aid deployment of networks by offering convenient configuration in-
terfaces whilst simultaneously providing end to end connectivity for data transfer. These
benefits come at a cost, the current IoT operating systems have not been designed for

EWSN use, and because of this consume significantly more energy than bespoke systems.
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The major factor limiting the usability of IoT based systems for EWSN applications
such as in the Glen Feshie network, is the increased power consumption when compared
with existing systems. In order to provide the small form factor and long lifetimes
required for many sensor network applications, power consumption must be reduced.
One way to make substantial reductions in power draw is to move away from the always
on model and move to using sleep states like many sensor networks. Incorporating DTN
capabilities into these sensor network frameworks would allow these sleep state savings

without any additional development time.



Chapter 4

Sleeping Devices in the Internet
of Things

The current generation of Internet of Things (IoT) systems mostly rely on using always
on devices. Even with low power radio technologies, always on devices do not have
the battery life necessary for IoT deployments such as environmental monitoring. For
instance the low power nodes in the Glen Feshie network discussed in section 3.3 were
always on devices. Despite being powered by large lead acid batteries, they only had

enough energy reserves for around half a year.

A common method of reducing power draw in non IoT sensor networks is to put the
sensor into a low power sleep state where the radio and other peripherals are turned
off in order to minimize power usage (Akyildiz et al., 2002). In this configuration,
the sensor nodes will wake up from a low energy sleep state to perform readings and
communications and then return to a sleep state once those actions are completed. This
energy saving method conflicts with the common expectation with internet connectivity
that a device will be connected all the time it is in an operational state. Networks with

these properties are often classified as challenged networks (Bormann et al., 2014).

4.1 Solution Requirements

Clearly a solution needs to be found to allow energy saving through the use of sleep
states whilst still maintaining connectivity. Compatibility with existing systems is an
important consideration given the quantity of existing network infrastructure currently
deployed. While changes to end devices will inevitably be required regardless of the

solution, it is unrealistic to require changes to the entire network infrastructure.

The internet operates over a variety of link layer technologies such as 802.15.4, 802.11,

802.3 and many more. Making alterations to existing link layers is impossible and
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limiting the solution to use only selected link layers has the same problem as current
store and forward systems on sensor networks. Because of these reasons any potential
solution will need to work with the existing link layer technologies, meaning that it needs

to be implemented in the network layer or above.

Any solution will naturally lead to increased overheads or restrictions to the sensor or
network. These overheads come in the form of both software complexity and additional
power usage either through additional communications or increased packet processing.
Minimizing the overheads and restrictions introduced is an important factor when de-

veloping solutions.

Unlike other sensor networks where there is a known deployment setup, IoT deployments
can take many forms. To prevent fragmentation of the IoT ecosystem, solutions should
work over a multitude of deployment styles; this will allow for a single solution rather

than a mix of different solutions.

4.2 Network Topologies for Sleeping Nodes

In the Internet of Things there are a wide range of potential network topologies; different
topologies lend themselves to different application areas and deployment styles. Each
of the different topologies will have a different set of requirements in order to support

sleeping devices.

The most simplified form of network for sleeping nodes is where there is an always on
gateway which all the devices connect to directly. An example of this topology can be
seen in Figure 4.1a. This is the type of network topology which would likely be used in
home and office environments, where a border router can cover the entire deployment
area. In this setup the border router and external devices will have reliable power and
data connections. Sleeping nodes in this environment have reliable access to internet
connectivity when they power up, as the rest of the network infrastructure is an always
on system. Remote systems have reliable access to the gateway device, which will allow

for it to take an active role in supporting the sleeping devices.

On the other end of the connectivity scale, environmental sensor networks are often
in remote areas where reliable power and connectivity is not available. In order to
overcome these issues, the gateway is often fitted with a long range connectivity option,
for example, satellite modems, long range WiFi links or GPRS. These gateways are
usually battery powered, so they also need to enter low power states when possible in
order to conserve energy. This means that several hops in the communication chain
need to go through these sleeping nodes, this can be seen in Figure 4.1b. An additional
complication in environmental networks is that communications are often less reliable

than the above example. For example, in the Glacsweb deployment, the long range links
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used to communicate between the surface stations and the outside world stop working

once the antennas have been buried by the winter snowfall.

Sense and store sensor networks, like the ones mentioned above, tend to condense trans-
mission of results into infrequent communications periods. For example Glacsweb per-
forms communications once a day. Due to the reduced number of communication in-
tervals in these networks, the communication intervals can be longer, allowing for more
tolerance in time discrepancies in the network. The multiple hop network structure
reduces the reliability of communications to the border router as there are more links
which can go wrong. Hopping networks which sleep will need to remain synchronised
in order to make use of other nodes during the communication interval. In addition, it
is possible that an end to end communications link, where all links in the chain are up,

may not be available.

Some environmental monitoring networks are used for event detection and reporting.
These are used in situations such as disaster warning or other scenarios where knowl-
edge of events occurring is time sensitive. Because of the time sensitivity of the data,
these networks often have more reliable backhaul networks than conventional EWSNs.
Figure 4.1c shows such a network topology. These networks allow for greater reliability
of communications between the border router and external devices, avoiding many of

the additional problems with EWSNs over home and office networks.

As IoT deployments begin to use common protocols we will see a rise in the use of
mixed networks, where several types of device share the same border router and network
infrastructure. For example, in a home environment there will be IoT devices which will
have continuous power, such as household white goods as well as devices running on
battery power. The mix of nodes in the network allows for always on nodes to act as a
reliable backbone for sleeping nodes in the same network. Figure 4.1d shows an example

of such a network.

A major challenge with current systems is internetwork communication, such as in
Figure 4.1e. Currently, in such networks both nodes would need to be online at the
same time in order to communicate. This requires synchronized communication peri-
ods, meaning that both networks would need to have been deployed with the knowledge
of the schedules in the other network. Where one node communicates with several other
nodes, it will need to coordinate its communications with the schedules of all of the

other nodes, and these may be completely different from each other.

All of the topologies discussed above require different levels of support from any system
to enable the use of sleeping nodes. To prevent fragmentation of the IoT space, a system
to support sleeping devices would need to be able to fulfill all of the above cases. Without
a common system for sleeping device support, a similar issue with current fragmented

technologies for sensor network deployments is very likely.
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Figure 4.1: Potential network layouts evaluated. Republished from Ward et al.
(2014)

4.3 Communication Solutions for Enabling Sleeping De-

vices

In order to allow bi-directional communications with low power Internet of Things de-
vices, a better solution than the workarounds discussed above will be required. For
successful communications, messages will need to be sent and received in the device’s
communications window. The methods to facilitate this fall into two categories: cor-
rectly timing messages so that they fall into the communications window, and adding
new networks technologies to allow for messages to be delivered during the communica-

tions interval.

It has been suggested that the way to resolve this issue is to have the sleeping device
initiate all communications (Ostermaier et al., 2011). The node itself will inherently
know when its communications are available. This method is also used in many always

on IoT devices, but for reasons of NAT traversal rather than low power sleep states.

In this setup, low power devices will need a reliable connection to a remote server that
will manage the devices communications. This can not always be relied upon, especially

if the node communicates with a device over the internet; it would be unhelpful if
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your heating was unable to communicate with its thermostats because the internet was
down. In several cases, such as Violet and their Nabaztag product or Nest and the
Revolv product, the phone home server for such devices has been shut down rendering
them inoperable (Volpe, 2011; Price, 2016).

Without the ability to communicate with the node directly, altering the configuration
of the node would need to happen through the remote server. The remote servers of
the nodes communication will need to act as application layer gateways for the low
power node. As discussed in Section 2.1.2 application layer gateways provide many

disadvantages and should be avoided if possible.

When there are lossy links in between the node and the remote server, the node will
take the transmission burden of the failed communication attempts. This is because it
will need to transmit the initial communication rather than waiting to receive one. The
effect of this on the node’s overall power budget will be based on the amount of energy
used to transmit, and the reliability of the network. A similar scenario can occur if
systems are no longer interested in data from a node for a period of time. If the system
either does not, or is unable to, inform the node this is the case, then the node will not

be aware and will continue to transmit data which is not being utilized.

Rather than having the node initiate communication, the remote server could initiate
it instead; to do this it will need to send its messages during the communication win-
dow. In order to time the messages correctly, both endpoints of the communication
will need to maintain a synchronised clock, as well as a record of when the link and
any intermediate nodes with sleep states will be available. There are many methods to
achieve a synchronised clock across devices, the most popular being the Network Time
Protocol (NTP) which is in wide use in many internet connected devices. Unfortunately,

maintaining a synchronised clock comes at additional hardware and power budget costs.

There are no current technologies which allow devices to communicate when a link will
be available. This could be implemented in several ways, for example, a similar way
to IPv6 Maximum Transmission Unit (MTU) discovery could be used where a feeler
message is sent out and if the host is not available then the border router could return
an error which includes the nodes schedule. Alternatively, link availability could be

provided to the endpoints from an external service, for example a DNS record.

To support such a system, both ends of the link will need to support these features.
This complexity could be reduced by having always on devices act as intermediaries;
they would need to know the schedule but remote devices can avoid this complexity.
By doing this you have an intermediary which needs to know how to fetch data from
the nodes in effect an application layer gateway, removing one of the main benefits for

moving to an end to end IP system.
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Another method for supporting sleeping nodes would be to add the capability for packets
to be held until a communications link comes back online. A similar feature called store
and forward is often used in non-IP connected sensor networks. While this can be
achieved by simply delaying the packet, almost all protocols have timeouts at the higher
levels which will result in the packet being ignored or mishandled if too much time passes
before a response is received. These packets would still end up consuming resources when
sent and processed, even though the responses are no longer relevant. Picking a generic
timeout for packets would result in some being delivered when they are no longer of use
and some which are still relevant being discarded. In addition, the sender of the packets

would not know whether the packet was being held or if it had simply been lost.

In order to resolve these issues, additional meta data will need to be transmitted along
with the packet. This extra data would need to store how long the packet is useful for,
and to request status updates. With this extra information, packets which are no longer

of use can be identified and the sender can remain informed of the packet’s progress.

4.4 Framework for Testing Network Implementations

In order to compare the two solutions above it is necessary to evaluate their performance
on a test network. To evaluate all of the potential solutions in the appropriate test cases
using real sensor network hardware, would take a considerable amount of time and
resources. Instead of using physical hardware, simulated networks can be used instead.
By using a simulated system the time and cost of deploying and configuring networks
can be avoided. In addition, it is easier to simulate network interruptions and anomalies

in a simulated environment than it is to create such an event in real life.

While there are many existing low level network simulation tools such as NS3 and Cooja,
these require completed protocol implementations in order to be used. As protocols do
not exist for either of the solutions, using such a tool would require the development of

a protocol and an implementation for each system first.

The use of a higher level simulator simplifies the development work required to test the
protocols, as it is only necessary to be concerned about the high level concepts of the
protocol rather than the implementation specifics. In order to maintain compatibility
with existing systems, any protocol developed for supporting sleeping devices would need
to use the same MAC and physical layers as current internet systems. As these layers
will not be altered by any systems for supporting sleeping nodes they can be abstracted
to part of the cost for using a communications link. Abstraction of the lower layers

makes the network layer the lowest layer which needs to be simulated.
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The payload of the packet can also be abstracted from the simulation. While different
nodes will have different application layers, the content of these layers will not be in-
vestigated by other devices on the packets path. In addition, as the payload will not
be altered, the reaction of the node to a given packet will be the same. Therefore the

payload can be abstracted down to a message type, for example a request, and a length.

As well as the abstraction of the payload and low level layers the network layer can also be
abstracted. Rather than encoding and decoding the network header each time, it can be
treated as a set of parameters. Further abstraction by avoiding using network addressing
can be achieved, instead internal simulator identifiers can be used for message source
and destinations. As the network header is still a fixed size we can treat this parameter

list as a fixed size block of data when sending packets in the simulator.

The inclusion of additional features will inevitably have a processing and network trans-
mission cost associated with it. However, until the protocols can be developed, the cost
of these changes will not be known, as a result they can not be fully taken into account

within the simulator but will need to be considered when analyzing the results.

There was not an existing simulation tool which fulfilled the requirements above. There-
fore it was necessary to develop a new tool for this purpose. The simulator was developed
using the SimPy discrete event simulation framework for Python (Muller and Vignaux,
2003). All of the elements in the simulation can be modelled using discrete event triggers

which can be from internal timers or network activity.

In order to provide an accurate picture of the network, links and routers will need to be
simulated as well. The developed simulator operates on the principle of interconnected
nodes and links. A node represents a device such as a router or computer and the link
will represent a communications channel. Some systems can be abstracted down to a
single link, for example, a Wide Area Network (WAN) connection can be modeled as a
single link even though there are several routers along the path. However, some links
such as those with border routers on the path will require a node as we will want to

simulate changes to this node.

As packets are represented in an abstract format they are able to store a log of activities
that have been performed on them as they passed through the network. This allows
tracking the path of every packet across the network and to evaluate metrics about the

packet’s transmission.

Links in the network are implemented as SimPy processes which take and deliver mes-
sages to connected nodes. The links were designed to support simulation of various
network technologies. This is achieved with several alterable parameters such as la-
tency, jitter and packet loss. The transmission time of packets is modelled using the

average latency with a jitter added using a standard deviation model, which takes into
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account the nodes processing time for receiving a packet. Packet loss is modelled by ran-
domly dropping packets based on the link’s loss rate. The values for these parameters
were taken from measurements conducted on various deployed networks. For wireless
links there can only be one message on the channel at one time, this is modelled by
delaying transmissions until the channel is clear, representing the use of a clear channel

assessment system.

Nodes represent computers and other devices in the network such as routers. The basic
model which the nodes are built on provides one or more interfaces to be connected to
communication links. On top of this basic model, each node can implement different
capabilities and features. Routers allow for received packets to be directed to the ap-
propriate interface. The routers were configured with static routes as the node layout
is known in the simulator and implementing a dynamic routing system in the simulator
would provide no advantages over static routes. The low power nodes in the network
were set up to send a response to request messages they received. These nodes also fol-
lowed a sleep schedule which controls when they are able to process messages, messages
received outside of its active periods are ignored. The request nodes were configured to
send periodic requests to nodes and to monitor the success and failure of those requests.
For some of the scenarios, nodes were given additional features such as proxy interfaces

or store and forward capabilities.

4.5 Simulations of Potential Solutions

Using the simulator discussed above, initial experiments were carried out using the
home/office setup discussed in section 4.2. In this trial network, sensor nodes were con-
figured for a two second communication period every minute. This could be a potential
configuration for a device such as an ambient temperature sensor. With this timing the
nodes would be in a 1/30th duty cycle which would greatly reduce power consumption

while maintaining frequent updates from the sensors.

The main statistics which were used for this initial analysis were the amount of traffic
on the low power network and the success rate of the queries sent. Figure 4.2 shows
these statistics for several potential solutions. This test was run for an hour of simulated
node time. The upper of the two graphs represents the amount of requests sent by the
host; requests in green had responses, and requests in red were not responded to. The
lower of the graphs shows the amount of packets sent on the low power network; dark
blue indicates messages sent from the border router, and light blue messages received

by the border router.

Figure 4.3 shows the timeline of the first 200 seconds of the simulation. The cumulative
count of packets over time is shown by the coloured lines, each line representing a

different configuration, these use the left hand vertical axis. The shaded boxes in the
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Figure 4.2: Success rates and quantity of messages sent on a real-time sensing
network.

top graph show where the low power node is powered up and can be communicated
with. Successful messages are shown as dots, using the same colour as the line for that
configuration. The dots are placed at the point of transmission with ping times on right

vertical axis.

For comparison, repeated polling of the node was included. Repeated polling of the node
can be clearly seen to cause a lot of network traffic for an approximately 3% success rate.
This is to be expected, given the nodes duty cycle and the fact that it needs to try at
least every ten seconds to catch the nodes communication window. While this method
manages to catch the node, it is very inefficient with regards to network utilization and

will get worse with lower node duty cycles.

If the requester can match schedules with the sensors then very efficient communication is
possible. If the systems become out of sync then communication breaks down. From the
requesters point of view it is unable to tell the difference between a loss of synchronisation
or the remote device having malfunctioned. Using a store and forward solution allows
for successful communication whether timing is out of sync or not. When the timing is
out of sync there is a delay on the message response as the packet is held until the next

communication interval.

When creating an EWSN testbench for solutions the network is configured to use a single

communications session per day. As there is more data to be sent in that communications
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Figure 4.4: Success rates and quantity of messages sent on the environmental
sensor network testbench using a single daily communication interval.

period it will take longer to transmit than the example above. With a reduction on
the quantity of communications intervals, the time where the node is available can
be increased without a major impact on the battery life. The longer communications

interval provides greater slack on timing intervals when attempting to match schedules.

Running the simulation on an environmental network produces results that can be seen in
Figure 4.4. As expected, the longer communications interval avoids small discrepancies

in timing calibration from causing a communications breakdown.

Although not shown in Figure 4.4, environmental sensor networks often have links that
become unavailable for periods of time. For timed solutions these would prevent com-
munication, however, with a store and forward system these messages will wait to be
transmitted until the link is back up. When there are many interruptions like this, a

complete end to end communication path may only be available infrequently.

Event networks have a lot of the deployment traits of environmental sensor networks;
as a result they have a similar outcome to the EWSN testcase. Figure 4.5 shows the

results of the simulation.

When dealing with communication between multiple low power networks, synchronisa-
tion becomes difficult as each network will be running on their own schedule. Figure 4.6
shows what happens when two networks on differing schedules attempt to communi-

cate. It can be seen that only the store and forward based solution is able to support



52 Chapter 4 Sleeping Devices in the Internet of Things

50 Event detection network

40F

30

20

messages

10f

0 ! !
timed messages offset timing store and forward

90 r T T
80
70
60
50

40
30
20
10

lowpan packets

0
timed messages offset timing store and forward

Figure 4.5: Success rates and quantity of messages sent on an event detection
network.

communications between these networks. Matching the schedules of one network to the
schedules of the other, as seen in Figure 4.7, allows for timing based solutions to work,
however, this restricts the options for the network deployment. When there are mul-
tiple data sources feeding into a single low power data collector, (for example, several
soil moisture sensors feeding into an irrigation controller), the node receiving the data
would need to turn on for each of the other nodes communication periods or have all

the other nodes follow the same schedules.

Mixed networks incorporate features from several of the above cases, and as such need
a solution which can work for all of them. Throughout the examples above it has been
assumed that the schedule of the sensor node is predictable. For some devices, such
as those using energy harvesting, their schedules might not be known in advance as
they may be altered based on available energy reserves (Basford, 2015). With such
implementations, the timing solutions discussed above would need an indication that
the schedule has been altered.

Figure 4.8 shows a summary of the results from the simulation framework during a
simulated 24 hour period. The top and bottom rows of the graph show different mea-
surements from the network. The top row of graphs shows the amount of requests and
those that received responses, the green bar shows requests which received a response
while the red bar shows ones that did not. The bottom row of graphs shows the amount

of messages traveling over the sensor network; dark blue indicates messages sent from
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the border router, and light blue messages received by the border router. Each verti-
cal pair of graphs shows a different network configuration as described in section 4.2.
Within each vertical pair, several network technologies are included. These are shown
as a group of bars, the features in use are shown in the bottom legend. Each of these
groups contains a series of timing possibilities for the requests, these are shown at the

top of the graph.

In the graph it can be seen that when time synchronisation cannot be maintained,
connectivity is lost or is very unreliable. This is avoided when store and forward has
been enabled on the network. The effect is even more noticeable in the multiple networks
scenario, where there are multiple networks with different schedules that need to be

traversed.

Although it would appear at a first glance that the more reliable solutions are less efficient
as they had more packet transmissions, this is because they are getting replies to more of
the requests for data, hence more packets are transmitted. Although messages from the
router to the node which are not received, due to the node being in a low power state,
do not cause any load on that sensor, they can affect other sensors on the network. A
node that is on will still receive the message and will need to expend energy to determine
if that message is intended for itself. In addition this increases the likelihood of sensor

nodes needing to back off before transmitting, which consumes additional power.

4.6 Analysis of Solutions

While the correct timing of messages is successful in many cases, it falls down when
dealing with multiple networks that need to communicate between one another. The
method of transferring this scheduling information will need to be carefully considered.
While in small networks scheduling information can be broadcast out, on larger networks
this becomes troublesome, and by the time you get to the scale of the internet it is simply
impossible. Therefore the remaining options are to publish schedule information or to

allow other devices to query the schedule from upstream nodes.

Throughout the above simulations using the store and forward solutions allowed for
reliable data transfer. The store and forward option avoids the need for end to end
schedule and clock synchronization, although some synchronization might be needed
on a hop by hop basis. While this avoids end to end time synchronization it will add
an overhead to the network communications. This overhead comes in the form of the
additional timeout information. This is required to prevent stale packets remaining in

the network.

The lack of support for multi scheduled networks in the timing based solution breaks the

requirement for a single solution for all network types. The store and forward solution
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is compatible with the requirements identified in section 4.1 although consideration will
need to be made to ensure support on multiple link layers. Delay Tolerant Networking
(DTN) uses the same concepts as store and forward but is designed to work at the
network layer, rather than the application or data link layers and as such it offers a

promising method for implementing store and forward for the IoT.

The simulations and results discussed in this chapter have been published as part of
the “Simulated analysis of connectivity issues for sleeping sensor nodes in the Inter-
net of Things” paper (Ward et al., 2014). This paper was presented at The ACM
International Conference on Modeling, Analysis and Simulation of Wireless and Mobile
Systems (MSWiM) and can be found in The ACM International Symposium on Perfor-
mance Evaluation of Wireless Ad Hoc, Sensor, and Ubiquitous Networks (PE-WASUN)

conference proceedings which was co-located with MSWiM.



Chapter 5

Delay Tolerant Networking for

Constrained Devices

As previously discussed, one of the areas in which IP falls behind other network tech-
nologies used on sensor networks, is its lack of store and forward functionality. The
concept of Delay Tolerant Networking (DTN) was originally proposed by Vint Cerf
(Cerf et al., 2001) (Cerf et al., 2002) as part of creating an interplanetary internet which
offers a solution to this. In the interplanetary internet environment, there is likely to
be significant time periods between transmission and reception of messages, as well as
periods where communications are not possible due to orbital positioning or shared use
of directional communications systems such as the deep space network. The challenges
faced on the proposed interplanetary internet are very similar to those being faced by

low power sensor networks.

The IETF standards track, has been developing the bundle protocol (Scott and Burleigh,
2007) to allow delay tolerant packets to be transported over IP and other networks in use
on the deep space network. As identified in section 2.3.2.1, there are several issues when
using the bundle protocol on networks with limited energy and bandwidth capabilities.
The main issue with using the bundle protocol on constrained terrestrial networks is
that it is an encapsulating protocol, this causes it to have an increased packet size as
well as requiring intermediate devices to support the bundle protocol to correctly handle
the packet. Despite its unsuitability for IoT networks the bundle protocol provides a
useful reference for design choices that need to be made while developing an improved

solution.

The target environment for a DTN protocol for the IoT are microcontroller based devices
such as those supported by the Contiki operating system. These devices have limited
memory capacity and processing power, for example the Tmote Sky nodes have 10k of
RAM and 48k of Flash and run at 8MHz clock speed. There is also limited bandwidth
and restricted packet sizes, 128 bytes per packet for 6LoOWPAN. Further restrictions are

o7
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placed on the protocol by a lack of resources common on current computing platforms

such as RTCs as well as needing to run for long periods on battery power.

5.1 Implementing DTN in the IP Layer

As identified in section 4.1, any solution needs to be implemented in the network layer
or above. A feature of the Internet Protocol is that it can operate on a range of lower
layers such as Ethernet or 6LoWPAN and requiring changes to all of them would be
impossible. Previous implementations of store and forward and DTN have either used
additional layers on top of existing technologies or completely different network stacks
and as a result have suffered with the problem of backwards compatibility. This lack of
backwards compatibility makes it harder to integrate DTN functionality into existing
systems, often requiring replacement of existing devices with a compatible system. By
incorporating DTN into an existing layer the benefits of DTN can be attained without

requiring an entirely new system.

5.1.1 Use of Extension Headers

The IPv6 specification (Deering and Hinden, 1998) provides the capability for additional
information to be optionally included within the IP layer with the use of extension head-
ers. These headers are included between the IPv6 header and the transport layer header.
The extension headers have been designed so that the packet can still be delivered if
devices do not understand the headers, although it might not be processed as intended.
This allows compatibility with present sensors and routers, that may not understand

the headers to support a new DTN protocol.

With encapsulated protocols, data often needs to be duplicated so that it appears in
both the IP layer as well as within the encapsulated protocol. Extension headers avoid
this repetition by keeping all the options in the same layer, thus avoiding the need to
decode the higher levels to access the required information. Many of the other additional
features of protocols such as the bundle protocol are already available in the existing
standardised IP headers, meaning they are already supported on many networks and IP
implementations. For example, the functionality of the bundle security protocol within
the bundle protocol is already provided by the Encapsulating Security Payload (ESP)
and Authentication Header (AH) extension headers which can provide packet encryption
and signing. As a result of this the DTN extension header should contain the minimal
amount of additional information required to perform its function. This will help keep

packet sizes small when operating on constrained networks.

Within the extension headers there are several ways to implement DTN. The first would

be to add a new extension header which complies with rfc6564 (Krishnan et al., 2012).
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This was the approach taken by Gomeimoto and Matsumoto (2013) in their implementa-
tion of DTN for IP networks. With this method, however, unrecognized headers may not
be processed in the same way by different devices, this adds an element of uncertainty
to how the packet will be handled (Carpenter and Jiang, 2013).

Alternatively, the DTN status information could be added as an option in one of the
two extensible option headers available. These headers contain a series of additional
options on how the packet should be handled. A major advantage over a new dedicated
header is that within the option type identifier, information on how to handle the packet
if the option is not recognised is encoded. This is beneficial for DTN as the behaviour of
devices along the route that do not understand the protocol is predictable and as such
a better choice than using a new standalone extension header. Using the Hop by Hop
header adds a potential 2 byte overhead for the extensible option header’s identifier and
length should it not already be in use on a packet. The added reliability of knowing
what will happen at an intermediate node makes this a worthwhile trade off, in addition
new protocols are encouraged to use the options headers rather than creating a new

header where possible.

The two option headers available are the Hop by Hop (HbH) options header and the
Destination Options (DO) header. The Hop by Hop (HbH) option header is evaluated
by each router along a packets path, the destination options are either evaluated by
nodes in the routing header or only at the final destination depending on the option
headers location (Deering and Hinden, 1998). In the DTN case the Hop by Hop option
header is the best location for adding the option header with a minimum of additional
overhead, however, the destination options combined with the routing header can also

be used for explicit control of which DTN nodes to use en route.

The most critical element of a DTN protocol is the time at which packets expire. In
addition to this expiry time some additional flags will need to be provided in order to
identify any special requirements the packet might have. Figure 5.1 Shows an overview

of how this can fit into an option header and how that fits within the packet.

5.1.2 Packet Lifetime Encoding

The main piece of additional data that needs to be added to a packet to enable DTN
capabilities is a lifetime of the packet. While there is a hop limit in the IPv4 and IPv6
protocols which is often referred to as its lifetime, this counts the amount of routers that
a message can pass through before it is discarded and is intended to prevent network
loops. With DTN a time at which the packet is no longer relevant and may be discarded

is also required, this prevents a packet being held in the network indefinitely.

The Encoding of this lifetime needs careful thought in order to minimize the require-

ments of implementing the protocol on constrained devices. These requirements fall into
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Figure 5.1: IPv6 DTN option header overview

two categories minimizing transmission and processing overhead and minimizing node
timekeeping requirements. As the timestamp is the significant proportion of the data
being added as part of the header, it is important that it is transmitted with a mini-
mum of required bytes. In order to keep packet processing time down and to conserve
node processing resources, the timestamp should avoid requiring significant processing
for the required operations. In addition the nodes will need to be able to provide the
timekeeping capabilities necessary to support the protocol. Because of this the format

should minimize the additional capabilities the nodes will need to be able to provide.

Within most Unix based computer systems, timestamps are stored as the number of
seconds since the first of January 1970. This has historically been a signed 32bit value,
but with this set to expire in the year 2032 systems will need to migrate to a 64bit
timestamp. The use of Unix style timestamps poses several obstacles for their use in a
DTN header.

The first of which is their size, using a 32bit value is not feasible as this would limit the
lifetime of the protocol. Choosing a different offset would still place a limit after which
the protocol would no longer be functional. Even though 130 years could be achieved
with an unsigned 32bit value and a recent start point, the potential use of DTN in long
term infrastructure projects necessitates that the technology should be viable for even
longer. The options for this are to use a 64 bit Unix timestamp or use a variable length

encoding method like SDNVs which are used on the bundle protocol.

Both the bundle protocol (Scott and Burleigh, 2007) and the implementation by Gomeimoto
and Matsumoto (2013) use absolute timestamps. The use of an absolute timestamp will
require that every node in the network maintains a synchronised time. There are several
issues with this requirement. Many low power embedded systems do not have a real
time clock module within them. For many devices the additional cost or battery drain
of adding an external module will be prohibitive. In addition the time needs to be kept

in sync, Table 5.1 shows the potential drift over time for various clocks. Without regular
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max error/day

Type Accuracy Power Use @25°C @p°C
32.768k cyrstal and RTC on- 20 ppm@25C 0.4pA 1.7s 3.9s
board processor! 2

temperature compensated  2ppm 0-80C 110pA 0.2s 0.2s
standalone RTC 3

temperature controlled crys- 50ppb 300mA 43 x 1073s 43 x 10735
tal 4

Table 5.1: RTC drift over time

synchronisation these inaccuracies can lead to messages being detected as expired when
they still have time to be delivered. These differences are also magnified when devices
are subjected to voltage fluctuations or changes in temperature. The periodic clock
synchronisation that would be required to keep nodes in sync adds additional overhead
to the node.

Instead of using a fixed timestamp, a relative timestamp can be used. The relative
timestamp works by counting down the number of seconds until the packet is no longer

required.

The use of a relative timestamp removes many of the obstacles of using a fixed times-
tamp. While maintaining a clock synchronised to an external time reference can be
problematic, devices are almost always able to track the passage of time locally. While
this local time reference might not be perfectly accurate, the problems of this inaccu-
racy are drastically reduced. Where as before these inaccuracies would build up over
time, with a relative timestamp these inaccuracies are mitigated as each message starts
the count afresh. The disadvantage of this approach is that the timestamp needs to be
rewritten when the packet is retransmitted by a custody holder and that the custody
holder needs to keep track of when it received the packet in order to appropriately reduce
the lifetime.

Where as a fixed Unix style timestamp requires a 64bit variable, a relative timestamp
can be represented in a much smaller space. Using a 32 bit value as a relative times-
tamp provides over a hundred years of potential packet lifetime regardless of the initial
transmission date. Using any less than a 32bit timestamp, however, gives less than a
year which would be unsuitable for systems with seasonal connectivity. Using larger
timesteps such as counting the lifetime in minutes or hours reduces the accuracy of
short duration timeouts significantly. A comparison of timestamp formats can be seen
in Table 5.2 and Figure 5.2.

'"EFM32 Datasheet (https://www.silabs.com /Support%20Documents/TechnicalDocs/EFM32LG880.pdf)

2NCI15LF crystal Datasheet (http://www.foxonline.com/pdfs/ncseries.pdf)

5DS3231 RTC Datasheet (https://www.maximintegrated.com/en/products/digital /real-time-
clocks/DS3231.html)

“AOCJY1 Crystal Oven Datasheet(http://www.abracon.com /Precisiontiming/AOCJY 1.pdf)
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Encoding Scheme  Length Accuracy Max Lifetime (s)
Count 1s steps 16 bit Is 65,536 (18 hours)
32 bit 1s 4,294,967,296 (136 years)
Count 10s steps 16 bit 10s 65,5360 (7.5 days)
Count 60s steps 16 bit 60s 3,932,160 (45 days)
Exponent 1s steps 3413 bit 1s at 1 hour 1,048,448 (12 days)
16s at 1 day
4412 bit 1s at 1 hour 134,184,960 (4.25 years)
32s at 1 day
5+11 bit 2s at 1 hour 4 x 10'2 (139,393 years)
64s at 1 day

Table 5.2: Comparison of relative timestamp formats

This 32bit value is still a noticeable amount of data to carry around with each packet.
By leveraging the ability to use less accurate timestamps for longer duration expiries the
packet size can be reduced further. The principle behind storing floating point numbers
was applied to the timestamp to achieve this reduction. As negative or sub second
precision timestamps are of little benefit, traditional floating point representations can

be improved upon for this use case.

The improved timestamp format would be represented as an exponent with a multiplier
component. The sizes of these elements need to be carefully considered in order to pro-
vide reasonable accuracy while still ensuring sufficiently long timeouts can be achieved.
Table 5.2 shows a comparison of different potential sizes of the exponent and multiplier
parts. As can be seen in the table a four bit exponent combined with a 12 bit multiplier
provides the capability for long lifetime packets while maintaining a high level of accu-
racy. Figure 5.2 compares the new format against other non exponent based formats.
The figure shows that the developed format maintains the high accuracy at low values
and maintaining a worst case accuracy of 0.03% for longer duration timeouts. Using

this format the variable format shown in Figure 5.3 was created.

5.1.3 Custody Transfer Mechanisms

One of the major aspects of DTN operation is how to perform the custody transfer from
one device to another. This transfer involves the receiving node informing the sending
node, which currently holds the custody, that the message has been received and it has
taken responsibility for the onward delivery of the packet. The implementation of this
feature should be done in such a way as to minimize the additional overheads required
to support it. These overheads may appear as additional packets sent or additional data
included in the DTN header. There will also be additional processing and state tracking

overheads to process and manage any custody features.
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Figure 5.3: Variable precision timestamp format

Informational Responses

Code Name

1 Custody acceptance

2 Temporary custody acceptance
3 Custody Rejection

Error Responses

Code Name

1 Lifetime Expiry

2 Unable to deliver within lifetime
3 DTN packet deleted

Table 5.3: ICMPv6 Codes for DTN informational and error responses

In order for the previous custody holder to know it no longer needs to hold the packet,
it needs to receive a status update from the new custody holder. The Internet Control
Message Protocol version 6 (ICMPv6) (Conta et al., 2006) is used in IPv6 networks to
transmit status information relating to packets. This protocol supports expansion so
could also be used for sending DTN status information. ICMPv6 messages are split into
a type field and a code field, with additional information included in the body if required.
The type field is split into two ranges, one for error messages and one for informational
messages. As DTN custody actions are informational, this range was chosen for the
type code. The experimental use value has been used during development and testing
as per rfc4443 (Conta et al., 2006). Within this type several codes have been chosen
to describe these actions as well as for other cases where a response would be required,

these can be seen in Table 5.3.

The custody status update packet, needs to be communicated to the previous custody
holder. In many store and forward implementations the custody holder of a packet is
known to be the last link layer hop and so the acceptance can be sent to that device. In
an IP environment where some routers will not support DTN functionality this strategy
does not work and another method must be used. The IP address of the last custody
holder could be carried as part of the DTN header. Including this data in the DTN
header will add 16 bytes of additional information which is roughly 12% of the packet
length of 6LoWPAN. This is a significant overhead for such constrained systems and as
such if this data could be avoided it would be beneficial.
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In symmetrically routed networks transmitting the packet back towards its destination
will cause it to pass back though the routers it visited previously. This could be used
to deliver the custody message to the previous custody holder. To avoid every DTN
enabled router from needing to examine every ICMPv6 frame passing through, a more
efficient way of detecting DTN custody transfer acknowledgements is required. As these
routers already need to detect and process the DTN header contained in the packet, a
flagged DTN header can be used to signify that this is a custody message. A bit in the
flag byte can be used to mark DTN messages as requiring analysis by each node en route
to facilitate this requirement. In addition, as the custody acknowledgements are time
sensitive, the expiry timeout can be set to zero so that they do not remain in the system
should the link to the previous custody holder be unable to transfer the acknowledge-
ment. In some cases a DTN enabled router receiving a custody acknowledgment might
not be the custody holder for that message, this could be due to a variety of reasons
such as being unable to store the message because of space or policy constraints. In this
case the message can be sent onwards so that the current custody holder receives the

message.

The proposed return path based custody acknowledgments require tree based routing
to work. While routing paths in low power networks will change in relation to network
activity, this will be infrequent and not affect the majority of custody responses. In
larger multipath networks such as the current core internet backbone, the DTN nodes
would need to be pushed to the edge. This is a minor issue as very limited benefit will
be gained by placing DTN nodes within these reliable networks, especially when the cost

of retransmission across the entire network is so low.

In asymmetrically routed networks, the proposed bounce back DTN custody transfer
mechanism would not be suitable. However, the majority of networks which fall into
this category are based on multiple unidirectional links, for example satellite, downlinks
with dial up uplinks. In this case DTN acknowledgements can not be sent back up the
chain of reception. Instead DTN devices would need to be placed at the point where

the two unidirectional systems reconverge, Figure 5.4 shows an example of this.

The bounce back method has an increased chance of network situations occurring, which
may cause it to fail, but also offers smaller header sizes. On the other hand, including
the network address of the last custody holder is likely to be more stable but comes at
the cost of adding 16 bytes to the header. Because of the reduced size of the bounce
back method, and the ease of falling back to include the previous custody holder address
should problems arise, the bounce back method will be tested in the initial implemen-

tation.
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Non DTN Enabled Satellite

< !
Satellite Uplink Satellite Downlink
E
Non DTN Satellite transmitter Non DTN Satellite Receiver v
-~ < -
DTN Enabled Router Non DTN Modem Non DTN Modem DTN Enabled Router

Figure 5.4: Placement of DTN nodes in a unidirectional satelite system

5.1.4 Combining These to Form a Protocol

Combining the features and developments discussed above, a reliable and efficient DTN
format has been developed. Figure 5.5 provides a breakdown of how components fit

together to form a header.

The DTN option identifier’s first three bits are used to signify how the packet should be
handled (Deering and Hinden, 1998). As DTN packets are expected to pass though non
DTN routers the 00 skip option is required for the first two bits. The DTN header will
change en route so the third bit needs to be set to 1 so that the header is ignored when
calculating any authenticating value. subsection 5.1.5 discusses the security implications
of this. The rest of the header is made up to match the experimental value as defined
in rfc4727 (Fenner, 2006). The next byte contains the option length which is set at four
bytes.

The next two bytes are used for option flags. While only a single byte is required for the
currently considered flags two were allocated. This is because extension header lengths
are specified as a number of 8 byte blocks, meaning a padding byte would need to be
added in the HbH header to make it the correct length. Rather than add the padding
byte at the end, the option flags were extended to provide more space for experimentation
should more data be needed. At the moment the only flag that is used is a flag to mark
the packet as an informational response. The final two bytes are used for the 16bit
relative timestamp discussed in subsection 5.1.2. If needed an additional 16 bytes can
be used for the previous custody holders address if the bounceback method does not

work.

The layout of the protocol can be seen in Figure 5.5. A comparison of packet size against

using the bundle protocol can be found in Figure 5.6
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Figure 5.5: Hop by Hop DTN option header layout
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Figure 5.6: Comparison of DTN header size against bundle protocol.

5.1.5 Security Considerations

Enabling Delay Tolerant Networking on a network creates several security considerations
regardless of the technology used to support it. The storage of packets opens new
opportunities for denial of service attacks on the resources of the devices supporting
DTN. An example of an attack that could be performed is to send a large volume
of traffic to a non responsive destination with a long expiry time. This will cause
DTN nodes to store that information, occupying the storage buffer and preventing its
use for legitimate traffic. Alternatively, the packet could be deliberately dropped by a
malicious device while valid custody acceptance messages are still sent. This leads to
packet senders believing that a packet is en route when it is not, this has higher impact
than in a non DTN enabled network, as it will take significantly longer for the device to

realise there is a problem than would be the case with direct end to end communication.

The use of relative timestamps causes the DTN option header to change during transmis-
sion. This means that the DTN header must be ignored when calculating an authenti-
cating value should an authentication header (Kent, 2005) be present. This requirement
is signified by the third bit in the extension option identifier being set to one. This

means that there is the potential for malicious actors in the messages path to amend
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the HbH header to cause unintended operation even on authenticated packets. While
this reduces the effectiveness of using the authentication header to validate traffic before
it reaches a constrained network, it will reduce the potential attack surface as replay
attacks can still be detected and blocked. Even if the header could be secured, mali-
cious actors in the packet path still have other methods of causing undesired operation,
such as dropping the packet as discussed above. The risks of allowing this header to be
altered as required for relative timestamps is still a concern but is outweighed by the

benefits discussed in subsection 5.1.2.

5.2 Implementations of the new DTN Protocol

In order to further develop and evaluate the protocol it is necessary to trial it on real
networks. This necessitates creating working implementations of the protocol. The
majority of the use cases as identified in section 4.2 link constrained devices with more
capable devices. To fully understand the benefits of the protocol these use cases must
be evaluated, which means implementations for both embedded microcontroller based

platforms and full featured devices with application processors are required.

For the full featured device implementation of the protocol the Linux operating system
was used. This will allow it to be run on small devices such as border routers as
well as more powerful devices. This implementation was used to help refine choices in
the protocol development as it provided a fast turnaround on experiments before the
development of the embedded implementation. For the embedded implementation, DTN
was integrated into the Contiki operating system which can run on low power constrained
hardware. These were then used together to evaluate and analyse the benefits of the

protocol.

5.2.1 Linux Python Implementation

The full featured implementation of the DTN header was implemented on the Linux
operating system. As the amount of resources available are orders of magnitude higher
than embedded systems this avoided any concerns about optimisation during the early
experiments. In addition, improved access to debugging output is available compared

to embedded systems.

At first it might seem that implementing DTN handling in the kernel in a low level
language would be the way forward. While this would be the appropriate way for
a deployment version, a different route was taken during development. Rather than
operate in kernel space, the DTN compatibility was instead implemented in user space.
The use of user space over kernel space allows for a faster development cycle reducing

the time between iterations of the protocol. The Python programming language was
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Figure 5.7: Python DTN processing for a router implementation without cus-
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used to develop this implementation. The use of Python allows for faster prototyping

as it has access to a range of libraries that can simplify the soloution.

The Python implementation known as PyDTN was created as a series of modules and
utility functions that can be combined together to create different types of DTN appli-
cations such as transmitters, routers or responders. Figure 5.7 shows how the modules
discussed below interface together to form a DTN router implementation which acts as

an intermediary node on the path of a DTN packet.

The PyDTN receiver module handles the reception of DTN enabled packets and directs
the packets to be processed locally or forwarded onwards. The first section of the receiver
module is extracting the packet from the network interface. The Python pcap package
was used to provide raw packet capturing, this preserves the headers of the link and IP
layers for analysis. Libpcap only allows for listening on a single network interface, to
allow for bidirectional routing a separate instance of the receiver module is required for

each interface on the machine.

To avoid processing every packet received, a pcap filter for the HbH extension header
was used. This filters out packets that do not contain the HbH options field, greatly
reducing the amount of packets that need to be processed. This filter still leaves non-
DTN packets present that use other Hop by Hop options. Also, packets directed to
different hosts are still accepted by this filter, these include packets transmitted on that

interface as well as broadcast traffic.

The packets that pass through the filter are further filtered and analysed to remove
the unwanted packets. The dpkt package for Python was used to decode the packets
received from the packet capture utility. Dpkt breaks down the packet into a series of
separate binary fields allowing for easier analysis. The destination MAC and IP fields
are checked to ensure the packet is intended for this host at the link layer. The packet
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is then inspected for the presence of a DTN header. If any of these tests fail the packet
is discarded by the DTN processor, the standard kernel packet processing will handle
the packet in this case. Depending on the destination of the packet, the packet is then

either sent for onwards transmission or delivered to a local process.

For packets requiring onwards transmission the PyDTN dispatcher module manages
this process, this module is also used for packets being sent by the host. The dispatcher
module manages the storage and transmission of DTN packets. In order to insert the
DTN header into the packet, the packet needs to be sent as a raw packet as the other
socket modes do not allow for extension headers to be added. This requires that the
IP and link layer headers need to be computed manually. In the IP layer the packets
TTL and DTN expiry counter are the only variables that need updating, the link layer,

however, needs to be generated entirely from scratch.

Before the link layer can be generated, the outgoing interface and next hop needs to be
calculated. This is done by querying the routing table with the IP route command and
then parsing the output. This returns the interface and destination IP address of the
next hop. The link layer address is then extracted by looking up the IP in the neighbours
table and performing a neighbour solicitation request if missing. This step also works
as part of the next hop availability checking, devices that do not respond to solicitation

requests are unavailable.

When the next hop is unavailable the packet is stored in the packet store. The packet
store maintains a copy of the packet along with the Unix timestamp at which it will
expire. When the next hop is available and can be contacted the packet is passed to
the transmission tool. This tool opens a raw socket on the required interface and loads
the MAC address of that interface into the MAC layer of the packet being dispatched.
The decoded packet is then compressed back to a binary form before being transmitted

down the interface.

The early version of PyDTN implementation was initially created without a mechanism
for custody transfer. As a proxy for a custody transfer mechanism, next hop availability
detection using IPv6 neighbour solicitation was used. Unlike a proper custody transfer
mechanism, the next hop detection can not guarantee reception of the packet or detect
communication breakages after the first hop. In the PyDTN test setup which consisted
of VMs connected by virtual Ethernet cables it could be accepted that if the next hop
was available then a message would be received as the connections were very reliable.
In addition as every node in the network was running PyDTN the next hop was known

to be a DTN enabled device so further link availability was not a concern.

In order for Contiki to confirm that the packet has been delivered the Python imple-
mentation needs to respond with a custody packet. A utility was added that generated

the custody response based on the incoming packet. The source and destination are
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Figure 5.9: Overview of the PyDTN replier application

extracted from the incoming packet and used to generate the custody response, this is

then sent using the dispatch module like any other DTN packet.

Transmitter and responder programs can also be built using the modules discussed
above. Figure 5.8 and Figure 5.9 show how the modules are used as part of these
implementations. As the sender and replier modules include the application logic they

are customised for each application.

For a DTN enabled sender application, rather than using a standard socket to send
messages, the application sends the payload through the dispatcher module. A DTN
header is generated for the packet by the sender module. The sender then uses dpkt
to generate a complete IPv6 frame which is then dispatched to the dispatcher module.
The replier modules are similar to the sender application but also handle processing of
the incoming packets. Reception of DTN packets can be achieved through standalone
applications as these can natively receive DTN enabled packets although they will be
unable to see the packets DTN header.
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Figure 5.10: Overview of the modified Contiki networking stack republished
from (Ward et al., 2015)

5.2.2 Contiki Implementation

The Contiki operating system (Dunkels et al., 2004) was chosen as the platform for the
constrained implementation. Contiki is a lightweight operating system designed to run
on platforms with limited resources such as the Tmote Sky and Zolertia Z1 platforms.
This is the same operating system which was used for the Lab sensor network and for
the Feshie deployments discussed in chapter 3. Contiki is discussed in more detail in
Section 2.2.4.3.

Contiki’s IPv6 network stack is known as ulPv6 and was developed by Cisco for the
operating system. The network stack operates on a single buffered packet, passing it
through several processing steps before either sending it to the communications libraries
for transmission, or passing it to packet reception code which handles the processing of
the packet’s contents. By modifying a preexisting operating system and network stack,
the time to develop a working DTN enabled system is significantly reduced compared
to creating a new implementation. Figure 5.10 shows how the elements of the Contiki

implementation fit together to provide DTN functionality to Contiki.

As one of the ulPv6 processing steps, the packets are checked for extension headers.
Several extension headers are already supported by ulPv6 these include the HbH and
DO option headers. Support for these is included in Contiki because the RPL (Winter
et al., 2012) routing system uses Hop by Hop options to transmit data regarding routes

around the network.

An additional case statement was added to the option header processing code to detect
DTN enabled packets. Packets containing DTN options were identified as either an
incoming packet or a custody response. Incoming packets are sent for storage within

the DTN custody store. These packets are not dropped, so continue through the ulPv6
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system to be retransmitted or directed to the appropriate handler for that packet type.
Custody responses are passed to the custody store where they are checked against stored
packets. If a match is found ulPv6 is instructed to discard the packet otherwise it is

allowed to continue onwards to the node holding custody of the linked packet.

Contiki’s ulPv6 networking stack is limited to a single packet being processed at any
one time meaning custody responses can not be sent while the incoming packet is being
processed. Because of this a separate custody management system was required. This

custody management process is implemented as a Contiki protothread.

The custody manager maintains a list of packets in the custody index. This index
stores selected details about the received packet, which allows for efficient checking of
any actions to be carried out on the packet without needing to reprocess the packet
to extract the required information. Along with the index, the packets themselves are
stored so that they may be retransmitted if necessary. On the current implementation
the packets are stored in RAM, the use of the index allows the use of other storage
mediums such as external flash memory, whilst still being able to process the packets in

a limited timeframe.

When a new DTN enabled packet is received, a custody management function is called
from the ulPv6 network stack. This function extracts the required details from the
packet and stores them in an empty slot in the custody index and stores the packet in
the packet store. The network processing is then told to continue processing the packet
and send it onwards to its destination. When the custody management process next
runs it will detect the newly stored packet and create a custody acceptance message for
the previous custody holder. This is then sent off to the previous holder to confirm the

transfer.

When custody acceptances are received by the networking code another one of the cus-
tody managers functions is called. In this function the incoming acceptance is matched
against the appropriate record in the custody store, that record is then flagged as hav-
ing been delivered, the network stack is then told to drop the packet. In the event that
the packet cannot be matched against a record then the network stack will continue to

forward the packet to its destination as another device is holding custody of that packet.

Once a packet has been accepted by a downstream node and the custody acceptance
has been sent to the upstream node the packet no longer needs to be kept. The custody
management process can then delete the packet from the packet store and clear the

index entry to make way for another packet.

In the event that no custody acceptance is received then the packet will be retransmitted.
It is up to the node to decide when to retransmit, in the Contiki implementation a two
minute retry was used as this worked well in the lab environment where connectivity is

usually restored quickly. In other applications, however, a longer timeout or alternate
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Size Bytes
Component ROM (with debug statements) RAM
DTN Custody store 676 (1140) 1724
DTN Header processor 484 (894) 0
Total 1160 (2034) 1724

Table 5.4: Space requirements of the Contiki DTN implementation with a 10
packet buffer

Size Bytes
Component ROM RAM
Core 4998 1184
DTN 1160 1724

elfloader 1899 3098
other 53451 8857

rime 3159 1382
sky 3925 209
uip 12234 3010

Total 80826 19464

Table 5.5: Code size breakdown of the DTN enabled border router running on
a 71 node

retry logic may be more appropriate. When it is time to retransmit a packet the expiry
timestamp needs to be updated. The packets expiry is stored as a fixed timestamp within
the index using the internal Contiki time counter which is measured as the number of
seconds since boot. This avoids needing to update the time in the index on a regular
basis. This timestamp is then used to recompute a new relative timestamp that will be

included in the retransmitted packet.

If a packet continues to receive no acceptance messages despite the retries then the
packet will eventually expire. This is detected by comparing the timestamp against the
current nodes clock. When the time is greater than the stored expiry time the packet

will then be erased by the custody management process.

The Contiki implementation was tested in the Cooja simulator (Osterlind et al., 2006)
which emulates nodes in a virtual radio environment. Tmote SKY nodes along with
Zolertia Z1 nodes are used simultaneously in the simulator in order to ensure operation

on multiple platforms.

Table 5.4 shows the amount of resources consumed by the Contiki DTN implementation,
Table 5.5 compares this against other contiki components. The slight increase in size
caused some of the Contiki examples which were already very close to the maximum
allowed size, such as the Sky websense demo, to no longer fit within the space available

on the device.
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The Contiki implementation, while providing a good basis for testing DTN capabilities
has some areas where improvements can be made to increase its functionality and perfor-
mance. The first of these is the packet store. In the current implementation the packets
are stored in RAM, this severely limits the amount of packets that can be stored. An
improved method would be to use the EEprom IC on the Z1 and SKY nodes to store
packets while they are being delayed. Newer processors might also be able to improve
upon this situation, as they have a much larger amount of memory available for use. The
CC2538 used on the Zolertia RE-Mote has 32K of ram which is an eight fold increase
on the MSP430F2617 used on the Z1. On such a device the extra RAM available could
allow for the storage of up to 100 extra packets in the packet buffer without resorting

to flash based storage.

Another area which could be improved is the retransmission logic. The current version
uses a fixed retransmission interval which was chosen for the lab environment used for
testing. An exponential backoff would provide an improved retransmission time for short
interruptions while reducing the amount of retransmissions for longer duration outages.
Previous knowledge about network interruptions could also be used to influence future
retry attempts. This would allow for more efficient retries when the reliability of the

network changes over time.

5.3 DTN Extension Header Trials and Evaluation

In order to evaluate the protocol which has been developed and implemented above, trials
need to be carried out. While simulated trials will provide a useful initial evaluation, the
protocol must also be tested on deployed networks in order to ensure operation outside

of the controlled conditions present in a simulated setup.

5.3.1 Simulated Tests

For the initial trials during development of the DTN extension header, simulated nodes
and virtual machines were used. The Cooja simulator was used for the low power network
and a set of Ubuntu virtual machines acted as Linux based router nodes. Within this

test bed a simulated sensor network was created.

The Linux PyDTN implementation provides detailed debugging and status information
on each packet that is being processed. This information is printed to the console of each
node running PyDTN, which can also be piped to a file for later analysis if required.
Debugging within the Contiki implementation is far less plentiful. In order to maintain a
fast processing time and to fit within the code size limitations, only the most important

status messages are output over the debug interface.
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Within this low power network, the packets still need to be tracked as they travel between
nodes in the network. This was achieved by the use of the Wireshark program to inspect
the radio traffic within the Cooja simulator. The 802.15.4 radio packets are exported
by Cooja to a file which is read by Wireshark. Wireshark then decodes the contents
of the packets sent between each hop across the network and presents them as a time
ordered list of packets. While Wireshark does not have support for decoding the DTN
header itself, it can decode the rest of the packet while leaving the header contents to be
decoded manually. This allows for the in-flight changes to the DTN header as it passes
over the 6LOWPAN network to be inspected.

One of the Linux VM’s running PyDTN was configured to request data from the sensor
nodes at a fixed interval using a sender application. While this node was requesting
data from the nodes, network interruptions were introduced into the network. The flow

of the packet in response to the interruption was then monitored.

The simulated network was tested with and without DTN capabilities on the nodes.
Without the DTN capabilities the packets were silently lost whenever interruptions
occurred, which is exactly what would be expected of current networks. With the
DTN functionality added, the Hop by Hop custody transfer ensured packet reception
for those packets that could be delivered within the allowed lifetime. The work on the
implementations and protocol development as well as the initial evaluation have been
published as ‘Adding support for delay tolerance to IPv6 networks’ (Ward et al., 2015)
at the FNC.

5.3.2 Trials on Deployed Networks

In addition to the simulated tests, experiments were carried out on physical hardware de-
vices. Physical Z1 and Sky nodes where programmed with the same firmware which was
used for the simulated experiments. With the physical hardware there is less diagnostic

information available regarding packet flows and node actions.

The flow of packets on the border router were monitored using Wireshark. Unlike
the simulated experiments where every hop was captured, the physical hardware tests
just covered messages traveling over the tun interface used for the SLIP connection to
the border router. Despite this limitation, the transmission of the messages can be
monitored as well as the first custody transfer between the Linux based system to the
Contiki implementation. A visual indicator was added to the nodes so that they turn
on one of their LEDs when holding custody to provide additional insight into the flow

of messages around the network.

To test the resilience of the network, deliberate connection interruptions were introduced.
This was achieved using two main methods. The first was to replace the antennas

connected to devices in the network with dummy loads. This prevents radio waves from



Chapter 5 Delay Tolerant Networking for Constrained Devices 77

——  Wired link @ Contiki based node
""" 6LoWPAN link B Linux based node

AAAA::1 AAAA::C30C:0:0:1280 AAAA::C30C:0:0:127F AAAA::C30C:0:0:128D

. @ o

Linux Node Border Router Responder Responder

Figure 5.11: Network structure used for the DTN header evaluation

being transmitted or received while keeping the device online. The other method was to
power off the node by removing the batteries or disconnecting it from the power supply.
The physical implementation provided the same improvements in connectivity as was
seen in the simulated network. Where the nodes holding custody were powered off, any
packets in their custody store were lost. This is an inherent limitation of storing the
packets in RAM. Fortunately, the failure of the node is a far less common occurrence

than a loss of communications therefore reducing the impact of this limitation.

The next stage of the real world tests was to run a prolonged test of a DTN network
to evaluate how it functions with naturally occurring network disturbances. A small
network was deployed in the research lab similar to that deployed for the lab temperature
sensor network discussed in Section 3.2. The network consists of three nodes, two acting
as targets for DTN enabled messages and the other operating as the border router which
was connected to a computer running Linux which was running the PyDTN code. The
nodes were positioned around the lab so that they formed a single line routing path
allowing for testing of the protocol over multiple hops. Figure 5.11 shows the network

layout and structure used.

The target nodes in the network were programmed with a simple responder application.
This was based on Contiki’s unicast UDP receiver application. The responder applica-
tion responds to UDP requests by returning the original contents along with additional
diagnostic information including a unique response ID which is incremented with each

response.

A python program was written using the modules discussed in Section 5.2.1. The cre-
ated program sent scheduled requests to each of the nodes in the network. The requests
contained a unique ID as well as diagnostic information to allow packets to be identi-
fied and tracked. When combined with the information added by the UDP responder

program on the nodes, the packet flow across the network can be tracked and analysed.

The network was evaluated over a one week deployment period. Overall the network

increased the reliability of packets although this came at the cost of a noticeable amount
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Figure 5.12: Photograph of a Z1 sensor node used for the DTN trial

of repeated messages. These repeated messages were caused when the custody acknowl-
edgement was either not received or not processed correctly by the previous custody

holder causing it to retry transmission at a later time.

Over the week 1974 messages where sent out to the nodes on the network. Of these
messages 1940 received immediate responses, 29 received responses after a delay and
5 received no response. On each node there was a pair of consecutive requests which
received no response and the remaining request being only a few requests later than the
other errors on that node. For all of these lost packets there were successful requests
within the packets lifetime, this shows the link was not down for long enough to cause
the packets to reach their expiry time meaning the loss of these packets is outside the
expected DTN operation.

There are several ways in which those packets could become lost within the network. As
the DTN packet buffer and index is stored in volatile memory on the nodes, the contents
of the DTN packet buffer are lost if the node reboots, however, as the nodes did not
reset the response count this can be ruled out as the reason for the loss of these packets.
Another possibility is that the responder node received custody of the outgoing packet
successfully but did not generate a response packet. The final option is that the packet
was mishandled and was deleted from a nodes custody store without a custody response
having been received from the next node in the chain. This indicates that these lost
packets will be due to errors in the handling of the DTN packet or due to issues on the

responder program. The responses broken down by node are shown in Figure 5.13.
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Figure 5.13: Responses when using DTN in a real world network

While almost all messages received a response, a large number received multiple re-
sponses. Figure 5.14 gives a breakdown of the number of responses received for each
request. These duplications were not seen in the simulated or early trials with physical
hardware. The message duplications are almost always happening on the return path
after the response has been generated. If a message is duplicated when travelling from
the computer to the node then a separate response ID will be generated for each. As
there was almost always a single response ID per message the duplications must have
occurred when traveling back from the node to the computer. Figure 5.15 shows a count
of unique response IDs received for each request. It can be seen that the node with the
additional communications hop (128D) had significantly fewer duplicated packets than
the node with a direct link to the border router (127F).

Within a DTN network a packet can be come duplicated if a custody response is lost.
In this situation two nodes can end up both holding custody over a packet, resulting
in a duplicated packet being sent after the retry delay. The most probable cause of
the high number of duplicated messages is that the custody messages from the response
packets are lost. Despite being a regular occurrence on the real world deployment these
retransmissions were not present on the simulated networks. It is probable that the
more predictable nature of the simulator or the lack of external radio influences avoids

the issue manifesting itself.
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5.4 Summary

The previous DTN implementations which were primarily created for interplanetary
networking are inefficient and cumbersome, especially when considered for use on con-
strained networks. The DTN Hop by Hop option header developed above, implements
the core functionality required for DTN without duplicating features available in other
extension headers. This allows for creation of an efficient protocol which takes a mini-
mum of space. With careful consideration of data packing and data formats a compressed
relative timestamp format was chosen, this avoids placing any additional hardware re-
quirements on nodes while maintaining long lifetimes and allowing fine control of short

lifetime packets.

This protocol has been shown to be capable of being integrated into current operating
systems with a minimum of changes to existing network software and with the minimum
of impact on the processing times for non DTN enabled packets. Through a series of
trials it has been shown that DTN can increase reliability even on networks without sleep
states, although the benefit is obviously far greater on networks with sleep states. In
deployed networks the developed DTN system resulted in a number of repeated packets,

which consume bandwidth.

The possibility of the loss of custody acceptance messages cannot be entirely eliminated
even with reliable link layer transport as connections could become unavailable in the
middle of a DTN custody transfer. Therefore in order to reduce the number of duplicated
packets a deduplication method needs to be integrated into the protocol. The detection
of duplicated packets can be achieved by comparing the contents of received packets to
that of previous ones. The addition of a DTN ID field in the DTN flags would reduce the
amount of comparisons that would need to be made as this could be checked first before
comparing the entire packet. Constrained nodes, such as those used in this test, would
only have the resources to perform deduplication of packets if they are also holding the
custody of the cloned packet. However, more capable devices could store a history of
packets which will allow for deduplication of packets they have previously held custody
of.

Despite this issue, the capability for integrating DTN into the IP layer using extension
headers has been clearly demonstrated and many benefits can be gained by doing so.
This makes it an obvious choice for bringing DTN capabilities to the next generation of

sensor networks and embedded devices.
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Conclusions

With the demand for smarter buildings, utilities, and cities, the need for low power
internet connected systems continues to grow. Current technologies for such markets
have not been able to offer full IP access to sensors, which complicates access to the data
contained within. New IoT technologies are mainly being held back due to the energy
usage of the end devices in the networks. In order to make end to end IP systems a

reality, the energy cost of these networks must be reduced.

The most effective method of reducing the power is to put devices into a low energy, or
sleep state, for as much time as possible. This is a technique used on many existing low
energy sensor network deployments. Unfortunately, enabling such sleep states prevents
the nodes from maintaining continuous network connectivity. Many of the communica-
tion technologies used on the internet expect continuous end to end connectivity between
devices, which these challenged networks are unable to achieve. In existing non-IP net-
works this has been dealt with using a sensor network gateway which proxies messages to
and from the nodes on the network. While proxies could be added to IP based systems

this reintroduces the limitations created by the gateway in previous systems.

Without using a gateway device, messages will need to be timed to match the devices
communication periods. This can be achieved either by timing the message transmission
from the source or by delaying the message on route to align it with these intervals.
Delaying the message during transit using store and forward has several key advantages
over other solutions. By storing and forwarding messages the sender does not need to
maintain synchronisation with the sensor’s schedules. When a continuous end to end
connection can not be established (such as when two networks with different schedules
wish to communicate) there are not any time slots in which a message could be sent.
However, using store and forward allows the packet to progress through the network in

stages, removing the need for end to end connectivity.

Delay Tolerant Networking (DTN) has been developed to solve similar issues that are

encountered in interplanetary networking, and the principles behind this offer an effective

83
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way of implementing store and forward as part of the network architecture. Current DTN
technologies which have been designed for interplanetary networking are not well suited
for use on constrained terrestrial networks. A new DTN protocol has been developed
to bring these features to terrestrial networks. The protocol has been designed to allow
full backwards and forwards compatibility with existing and future systems, while also
maintaining a small overhead. The developed protocol has been implemented as an IPv6
HbH option header which allows for seamless integration into the network layer while

allowing the packets to be processed by any device in the communications chain.

Many constrained systems are unable to maintain an accurate clock which is synchro-
nized to an external time reference. Because of this, the protocol has been designed to
use a compressed relative time-stamp format which only requires nodes to be able to
record the passing of time, this method significantly increases the number of devices that
will be able to support the protocol. Combined with an efficient method for informing
the previous custody holder of packet reception, the protocol is able to offer a very low

overhead for both intermediate and end devices in the chain.

6.1 Contributions Made

The major contributions from this thesis are aligned with the research questions identi-

fied in section 1.1. The questions have been repeated below.

e Identification of Challenges to IoT EWSN Deployments

e Reducing Power Usage on IoT Sensor Networks

e Implementing Delay Tolerant Networking for Constrained IoT Networks

Through the series of sensor network deployments discussed in chapter 3 several chal-
lenges to the use of IoT systems in sensor networks were identified. The most significant
of these is the difference in power use between existing low energy systems and new
constrained IoT networks. The increased power usage has the effect of either reducing
sensor lifetime or increasing the required size of the energy storage or harvesting options,
neither of which are an option on the majority of devices. To avoid resorting to these
options the power usage of the nodes needs to be reduced. The lack of sleep states on IoT
devices is by far the single largest cause of the difference in energy consumption between
existing sensor network systems and internet connected systems. Enabling these sleep
states will bring the energy consumption of IoT down to the levels expected of current

sensor network technologies.

The barrier to implementing these sleep states is the loss of connectivity caused by pow-
ering off the radio hardware. Current internet technologies have not been designed to

support challenged devices without continuous connectivity, this results in connection
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problems with sleeping devices. Chapter 4 investigated options for providing connectiv-
ity to challenged sensor network devices. A high level network simulator was created to
evaluate options for resolving these issues. Through those tests, storage and forwarding
of packets has been shown to be an effective method of enabling reliable packet delivery

on such intermittently connected networks.

In chapter 5 a new DTN protocol for use on constrained IoT networks has been developed
and tested. Current DTN solutions were not well suited for use on constrained IoT
deployments, so investigations were carried out to design a protocol which would meet
those requirements. Through this work a new IPv6 HbH option header was developed
to bring DTN capabilities to challenged IPv6 networks. This header forms the new state
of the art for DTN technologies for IP networks.

The header was designed to use the minimum number of additional bytes in order to
minimise overhead. To achieve this a new relative time-stamp format was developed
for the header; with this new format times can be compressed down to two bytes while
maintaining an accuracy of better than 0.1% and lifetimes of over four years. The
developed header has been tested in real world and simulated networks in order to test
its capabilities. Implementations for both constrained devices (in the form of a Contiki
implementation) and more capable devices (in the form of a Linux implementation) were
used in these trials. These form the first end to end DTN implementation for constrained
IP networks, and while they still have some bugs they clearly demonstrate the potential

of such a solution.

6.2 Use of the Research

The contributions discussed in this thesis will have a significant effect on the development
of future internet connected sensor systems. Bringing DTN into embedded internet based
sensor networks instantly resolves many of the connectivity and energy problems faced

by those systems.

With support for delayed messages, new options for innovative link layer technologies or
deployment options which do not provide immediate data transfer are possible. While
the only current link layer protocol to feature extended transmission times in normal
operation is rfc1149 ‘A Standard for the Transmission of IP Datagrams on Avian Carri-
ers’ (Waitzman, 1990) there are many more serious use cases where this capability can
be used. Examples of such systems might be an optical link that only works at night,
communication links using satellites in low earth orbit, or links in the Extremely Low
Frequency (ELF) or Super low frequency (SLF) radio bands which have extremely low

bandwidths causing messages to take a significant time to transmit.
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The research conducted in chapter 4 has already been used as part of other research
and has been cited in those authors publications. examples include: Young et al. (2015)
in their paper on “Image analysis techniques to estimate river discharge using time-
lapse cameras in remote locations” and Neto et al. (2015) in their paper on “A Robust
and Lightweight Protocol for Efficient and Scalable Automatic Meter Reading using an

Unmanned Aerial Vehicle”.

6.3 Future Work

As with almost all technological research, the work carried out in this thesis has identified

new avenues for investigation. Several examples of which are suggested below.

The use of DTN on a network transfers the choice of when to retransmit messages
from the sender to each node in the chain. These nodes have the potential to make
better informed decisions as to when to retry as they will be closer to the source of the
problem. In order to do this, however, intelligent methods of determining the likelihood
of successful retransmissions are required. Efficient algorithms for different types of
networks must be developed, and different approaches will likely be needed for different
network technologies. For some networks which have an active reconnection system the
availability of devices can be determined by monitoring which devices are connected to
the network at any one time. Other networks, however, will need alternate approaches
to know the schedules of devices on their network in order to minimise retransmission
attempts. While this may seem to be inefficient in terms of development time, the
reduction in packet retransmissions by improving the retransmission algorithms has the

potential to improve the efficiency gains from DTN significantly.

Current trials with the DTN option header have focused on unicast traffic. This however
is not the only kind of network addressing scheme available in IPv6. In addition to uni-
cast traffic there is also Broadcast, Multicast and Anycast. These flows serve important
functions within the IP networking space. In order to decide how DTN packets should

be handled for these use cases additional research needs to be carried out.

With the increased transmission times available through the use of DTN there is an
increased potential for devices to move their physical location while a message is in
transit. If they change the network they are connected to they will get a new IPv6
prefix resulting in a change of their global IPv6 address. If the address changes, then
the address used to send packets already in flight will no longer be valid. A potential
solution to this problem might be to use Mobile IPv6 (Perkins et al., 2011) where a
node can have a fixed home address as well as their mobile address. Research is needed
to determine how such a technology could work alongside DTN and to determine what

new features or capabilities are required to do so.
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So that the protocol can gain traction in commercial devices, the protocol would need
to go through some form of standards track in order to create a fixed point for imple-
mentations to conform to. The Internet Engineering Task Force (IETF) would be the

logical place to publish the header as a standard.

6.4 Final Summary

In the future we will be looking for ever more automation and intelligent decision making
by our everyday devices. In order to provide this we will need low power sensing and ac-
tuator systems with reliable and easily interfaced communications systems. The addition
of DTN to the IP networking space provides the required communications capabilities

to support these challenged deployment scenarios.

Applying these systems to EWSNs greatly improves the flexibility of the system com-
pared to traditional non-IP sensor systems. The increased flexibility and reduced de-
velopment times for deploying sensor networks make it far more economically viable to
deploy such networks. Rather than requiring teams of engineers to develop and deploy
bespoke sensor networks, networks will be able to be designed with off the shelf sensors

and networking components from a variety of manufacturers.

With the work presented in this thesis the capability for ultra low power sensor networks
to use resilient end to end IP networks is now a possibility. Previously IoT enabled
sensor networks needed to be power-hungry systems in order to maintain reliable IoT
communications. Existing DTN solutions generated a significant overhead burden which
was problematic to fulfill on embedded platforms. The DTN header developed and
evaluated in this thesis resolves this issues by providing an efficient method to enabling

reliable connectivity on challenged networks.
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In the course of this research contributions have been made to several published papers
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A.1 Using Internet of Things technologies for wireless sen-

sor networks

Martinez, K.; Hart, J. K.; Basford, P. J.; Bragg, G. M.; Ward, T.

Numerous authors have envisioned the future internet where anything will be connected:
the Internet of Things (IoT). The idea is an extrapolation of the spread of networked
devices such as phones, tablets etc. Each device is expected to have its own Internet
address and thus be easy to access. The key building blocks of any IoT system are
networking, hardware platforms and node software - so they are similar to wireless
sensor network requirements. Most existing IoT demonstrators and applications have
been gadget-style objects where power and connectivity problems are not too restricting.
Environmental sensor networks can benefit from using some of the technologies involved
in IoT development. However it is expected that tuning the networking and power
management will be necessary to make them as efficient as state of the art wireless sensor
networks. Some [oT assumptions such as always-connected nodes and full IP capability
need to be considered. This paper will illustrate the advantages and disadvantages of
IoT techniques for environment sensing drawing on a range of employment scenarios.
We also describe a glacial 'Internet of things’ project, which aims to monitor glacial
processes. In particular we describe the IoT developments in a deployment in Iceland

to examine glacier seismicity, velocity and provide camera images.
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ABSTRACT

The growth in wireless sensor network deployments requires
a move towards more standardised systems to improve com-
patibility and to reduce development times. The technolo-
gies being developed as part of the Internet of Things, such
as 6LoWPAN (IPv6 over Low power Wireless Personal Area
Networks), can greatly assist with this aim. Connecting
low power wireless sensor network devices to the Internet
of Things presents certain challenges. One of these chal-
lenges is the lack of constant connectivity to sensor nodes
with sleep states. Current internet technologies expect that
devices are always contactable which is not the case in sen-
sor networks. We simulate and evaluate several solutions
to this problem in a multitude of different scenarios. We
conclude that delay tolerant networking is an effective solu-
tion to the challenges created when dealing with sleep states
while minimising overheads. However, current standardised
delay tolerant technologies are not easily applicable for use
with sensor networks, so a new standard needs to be created
to meet the requirements described in the paper.

Categories and Subject Descriptors

C.2.0 [Computer-communication networks]: General—
Data Communications

Keywords

Sensor Networks; Internet of Things; Wireless Sensor Net-
works; Delay Tolerant Networking

1. INTRODUCTION

In the past, wireless sensor networks have often used cus-
tomised hardware, software and network protocols for each
deployment[1]. The continuing growth in the need for wire-
less sensor network deployments limits the sustainability of
this approach. This methodology also causes problems when
trying to connect sensor networks to each other, or other
devices to sensor networks [5]. One example is future home
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networks with devices connected over a mixture of low power
and traditional links. Connecting sensor networks to the In-
ternet and making them part of the Internet of Things is
one solution to this problem. This also has the potential to
unlock additional capabilities using the improved connectiv-
ity. Much work has already been done under the Internet of
Things banner to make this a possibility[8].

However, in order to benefit from migration to the Inter-
net of Things there are several areas which still need further
research in order to support the requirements of wireless sen-
sor network devices. Many sensor nodes need to spend most
of their time in low power sleep states with communications
turned off[1]. Although improvements in low power radio
technology are allowing greater use of the radio for the same
sensor lifetime[4], these improvements are unlikely to allevi-
ate this issue entirely, especially for nodes that will remain
battery powered for years. This restriction is incompatible
with the expectation of continuous end-to-end connectivity
as assumed by the majority of Internet connected systems.

In previous non IP (Internet Protocol) systems this prob-
lem is handled by an application level gateway which could
respond in various ways, such as informing the enquirer that
the node is asleep or serving cached data. With current IP
systems when a host attempts to communicate with a de-
vice that is in a sleep state the message is lost as it cannot
be delivered to its destination. There are methods in place
to allow senders to be informed that a message could not
be delivered, such as the destination unreachable message,
however, this only gives a rough idea of why a node is un-
reachable. There is no guarantee that such a message would
even be sent or that they will not be dropped by the network.

Whilst the issue of communicating with sleeping nodes
has been identified as a challenge[2, 13], as yet there has
only been a limited amount or research into this area. Cur-
rent solutions rely on the node initialising all communication
with the outside world, with the inherent expectation that
the rest of the world is always accessible[13].

2. IMPROVING COMMUNICATIONS WITH

SLEEPING INTERNET OF THINGS DE-
VICES

Traditional wireless sensor networks are not usually ex-
pected to receive traffic from Internet devices. However, the
Internet of Things has the expectation of the same bidirec-
tional communication capabilities that also exist on the non
constrained Internet.



There are many different solutions to overcome the com-
munications issues faced when dealing with sleeping Inter-
net of Things devices. All of the current potential solutions
come with an attached overhead which needs evaluating.
Many of the solutions require firmware changes on the de-
vices or software changes in the software interfacing with the
devices. Sleeping nodes are not yet commonly deployed on
the Internet so there is little backwards compatibility that
needs to be maintained. There are existing software tools for
management and control which can not be modified easily
for which maintaining compatibility would be advantageous.

2.1 Node Initiates all Communication

The current suggested solution to this issue is to rely on
the node to start all communication[13]. This avoids the
issue of needing to know when the node is on. Whilst this
method is appropriate in certain circumstances, it imposes
limitations that can hinder certain tasks.

Where a node needs to have changes to its configuration
parameters performed remotely it will need to periodically
poll a control server to check if updates are required. It is
worth noting that as the node initiates the communication,
what it needs to talk to and how often becomes part of this
configuration. The frequency of this checking becomes an
important decision, too frequently and the node uses un-
necessary power, too infrequently and changes to the node’s
configuration take a long time to apply.

In the situation where communications are not reliable or
are not guaranteed to be available, there is the potential for
wasted power. For example, A relay node may be unable to
relay traffic due to power loss, or damage. During this period
the node will need to continue to attempt to communicate
as it will be unable to tell if there is a working connection
until it sends a message. In environmental sensor networks
such as Glacsweb[9] these communication outages can last
many months. By having the request come to the node it
will avoid transmitting when there is no connection as no
requests will be received. A similar scenario can occur if
systems are no longer interested in data from a node for a
period of time. If the system either does not or is unable to
inform the node this is the case, then the node will not be
aware and will continue to transmit data that is not being
utilised.

One scenario where this has a significant ease of use ben-
efit over other technologies is when the node is behind ac-
cess controls such as firewalls or NATs (Network Address
Translations). For this reason this method is used in many
Internet of Things smart home devices. They phone home
using IPv4 to avoid users needing to make network configu-
ration changes. The use of IPv6 can remove the limitations
of NAT, facilitating easier communication between devices,
however, IPv6 has not yet reached the stage of widespread
adoption [3]. Firewalls will still need configuring for use with
IPv6 however the user will have more control than with IPv4
firewalls using NAT. It should be noted that in several cases
such as Violet and their Nabaztag product the phone home
server for such devices has been shut down rendering them
inoperable [17].

2.2 Polling the node

The most basic solution available is to repeatedly send
requests until a response is received. This is a particularly
bad solution with regards to conserving sensor network re-
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sources. In order to catch the node when it is awake, the
host needs to poll the node frequently enough so that the
node cannot wake up and go to sleep in between messages.
The nodes will need a reasonable amount of on time to avoid
needing to poll too frequently. Even with a long amount of
time with the radio on, this method generates a lot of un-
necessary traffic. This traffic will impose an increased load
on other nodes that are awake as they will need to evaluate
whether that packet is for them or if they should forward
it on. Many systems doing this will consume a significant
proportion of a low bandwidth communication link, this is
especially true when the bandwidth bottleneck is the sensor
itself rather than the channel bandwidth as the sensor may
miss other important messages.

This method does not require any changes to be made to
either the network hardware or to any node firmware. Pro-
viding that the software on the computer making the queries
can be configured to tolerate intermittent connections then
there should not be an issue. Many pieces of software, how-
ever, are unable to be configured like this.

2.3 Time Coordination Between Data Sources
and Sinks

If the periods when a node is able to receive communica-
tions are known in advance then it is possible for hosts that
want to request data from a sensor node to time their re-
quests so that they fall within the communications window.
This solution does not require any additional equipment or
always on devices.

The major downside to this solution it that the software
running on the remote host has to be configured with the
node’s schedule. Software that is unable to be scheduled or
nodes with unpredictable schedules cannot utilise this ap-
proach.

In order for the devices to keep their schedules in sync
both devices need to maintain an accurate clock. Depending
on the capabilities of the sensor device it may also be neces-
sary to add an RTC (Real Time Clock) module to maintain
an accurate enough time. A sensible method of maintaining
the clock is to use NTP (network time protocol) or similar
clock synchronisation protocols. Depending on the qual-
ity of the RT'C this could be done quite infrequently, this
adds some additional network traffic and processing but not
a huge amount. This method also requires that a node is
powered up for long enough to accommodate any time drift
between them and the remote host.

2.4 Transparent Proxy

With some sensor systems a proxy server can be used in
order to make it appear as if the nodes are always on. With
this solution, when the hosts request the data from the node
they are instead sent to a proxy server. This server can for-
ward the request for the data when the nodes are on-line
and store the responses for later. When the nodes are off-
line it can reply with cached copies of the data. Some proto-
cols such as CoAP (Constrained Application Protocol) have
inbuilt support for this function [16]. Although the proxy
can only understand some types of request, unrecognised re-
quests or communication protocols can be passed onto the
network to provide compatibility with other systems which
are on the same network.

Multiple requests to a single node for data can be re-
sponded to without the need to request data from the node



again. There is a risk of data not being refreshed or not
being available if data is not requested while a node is on.
This can be solved by the proxy automatically updating its
cache of data by talking to the nodes itself, however, with
this the proxy begins to act more like the data distribution
system solution.

Messages to control a node will need to be passed through
the proxy in order to be received by the node. This means
that those messages will need to be correctly timed in order
to be acted on.

2.5 External Data Distribution System

On the majority of non Internet connected wireless sensor
networks, the data from the sensor nodes is gathered to-
gether in one place where it can be requested by networked
devices. While this was almost essential in previous systems
the Internet of Things mainly relies on direct node communi-
cation which will scale badly when there are more interested
parties. By having a device perform this data management
it can drastically reduce the complexity required for the ma-
jority of devices. As they are requesting the data from an
always on system they no longer need to worry about com-
munication with sleeping nodes. Although this solves the
problem for the majority of the hosts it does not solve the
problem for itself. As there is usually a single data store, it
could have the nodes push data, or could request data from
the nodes using another of the solutions discussed.

With this solution other hosts are limited to the data col-
lected by the store and the rate at which the data store
collects it. As the data store needs to understand how to re-
quest the data from a node there is a requirement that the
data store and node share a common protocol and data for-
mat. Multiple hosts interested in data from a single sensor
do not increase the amount of communications to a node.

The server can also convert the data into multiple formats
and consolidate sensors with otherwise incompatible data
formats or protocols into a common format presented to
interested parties. In order to do this the data distribution
server needs to understand the format of the data in order
to present it to other interested parties.

There may initially seem to be little difference between
using a data distribution system and the existing proprietary
systems. While a data distribution system might serve the
majority of requests for data on a network, other IP based
systems which would like direct access can still achieve this.
A caveat with data distribution systems is that while they
are suitable for allowing many devices to get data from a
system they are unable to handle sending messages the other
way, thus making this solution redundant for actuator nodes.

2.6 Message Queues

Message queues are commonly used in systems where mul-
tiple processes need to pass information to one another ei-
ther on the same machine or somewhere else on the network.
This technique could also be used to coordinate communi-
cation between sensor nodes|[7].

In this set-up, nodes would operate by pushing data to
a queue on a central machine whilst also checking for any
messages that may be waiting for it. Hosts can subscribe to
the queues published by the node, in order to send a message
it can be added to the nodes queue to be collected later. The
data sent would encapsulate the higher level protocol or raw
data in a message queue packet, this breaks the end to end
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IP connectivity that is gained by moving to the Internet of
Things.

Similar to data distribution systems and proxies the mes-
sage queues allow for many data consumers without increas-
ing load on a node. Unlike data distribution systems how-
ever it can also handle messages being sent to a node. In
order to do this a node will need to send a message to find
out if there is a message waiting for it, although this can
also be done as part of sending data in.

2.7 Delay tolerant networking

A common solution in non Internet connected sensor net-
works is to use store and forward technology to allow data to
be sent when a link is reestablished. IP does not have sup-
port for these features, although it can be added at a higher
layer usually referred to as delay tolerant networking.

While it is possible to simply hold the messages intended
for a node until it wakes up, issues begin to arise as the
times between on periods increase. As the time extends
beyond a few seconds hosts will assume that the message
has been lost, in order to solve this, there needs to be some
information sent with the message in order to define how
it should be handled. For example, most messages sent to
sensor networks have a finite time in which they are relevant,
after said time there is no point in sending them any more
as all they will do is use unnecessary bandwidth and battery
life.

The delay tolerant Bundle Protocol[15] can encapsulate
IP traffic to allow store and forward operation. This en-
capsulation adds another layer that needs to be understood
and decoded in order to process the message. Although the
Bundle Protocol has successfully been ported to sensor net-
works[14] it is not a perfect solution. It is designed to sup-
port a large range of protocols and results in a long header;
this is obviously not ideal for use in power constrained de-
vices.

A potential improvement to this solution would be to have
a delay tolerant IP header that can allow equipment sup-
porting delay tolerant features to handle the packet appro-
priately without the need for significant extra overhead. A
useful feature of using an IP header over adding an addi-
tional layer is that if a node cannot understand the header
it can still process the message thus removing many com-
patibility problems that would otherwise arise.

3. TESTING SCENARIOS

Due to the scope of potential Internet of Things sensor
deployments the potential solutions will need evaluating in
a mixture of different practical network scenarios.

We review five scenarios, with figures 1 to 5 showing ex-
ample layouts of what the different network topologies look
like.

3.1 Real-time Sensing Network

In many cases the data from sensors is needed for pro-
cessing as soon it is recorded. Examples of such sensors are
thermostats and water level sensors[6] where their data is
used to keep an environment or system within certain pa-
rameters.

Some sensors of this type will be always-on devices, how-
ever, this will cause battery powered nodes to consume their
energy reserves faster. In order to extend the battery life,
these sensors can turn on for short periods regularly to
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record and transmit data and spend the rest of the time
in a sleep state. These networks are likely to have a reliable
connection to the wider Internet with a border router that
is probably an always on device.

3.2 Environmental Sensing Network

Like the real-time sensing networks these networks will
be recording data about their environment, however, there
is no need for the data to be processed immediately [10].
This allows the data to be reported back in chunks with
longer intervals in between. This saves power as the radio
systems are used less frequently.

These ‘log and send later’ sensor nodes are regularly used
when studying the environment or recording data for histor-
ical or evaluation purposes. Often replacing the battery on
these types of device is difficult or even impossible.

Networks of this type often have routers which are them-
selves power constrained and likely to need sleep states in
order to conserve power. There may be several of these low
power routers between the sensor network and the Internet
for networks in remote locations.

3.3 Event Monitoring Network

These sensors are intended to report events back as they
happen rather than polling the environment. Examples of
these sorts of networks are detection of natural hazards such
as landslides or volcanic activity[18], similar principles would
also apply to devices in more everyday scenarios such as fire
alarms or security systems.

While these networks will usually push information when
events happen there are many cases where it is necessary
to communicate with the node, for example, to configure its
sensitivity or confirm that it is still working. Such networks
are likely to have an always on base station and attached
communication infrastructure in order to ensure messages
are relayed to their destination and never lost.

3.4 Mixed Networks

Due to the flexibility of the Internet of Things, a single
network may include devices with different or multiple capa-
bilities. An example of this is a HVAC (Heating Ventilation
and Air Conditioning) system that shares a network with a
security system.

Multiple network types sharing common infrastructure re-
duces the cost of providing multiple types of sensing systems
or changing an existing deployment as new routers aren’t re-
quired. In these networks sleeping nodes may coexist with
non sleeping nodes that are not so power constrained. In
such networks, the border router and its upstream connec-
tivity will need to cope with the requirements of all of the
nodes on the network, this will mean that it is probably
going to be an always on device.

3.5 Internetwork Communication

The Internet of Things allows for far greater flexibility
compared to existing sensor networks for machine to ma-
chine communications [19]. Internet technologies make it
easier for devices to communicate to other devices inside
the same network or in another network. There is a ma-
jor issue when trying to do this for sleeping devices as the
schedules for two devices might be completely different.

An example of this type of network could be an irrigation
control system. An intelligent device that informs a user if a



Table 1: Solution applicability in different environments

Test cases

Solution Real-time Environmental Event Mixed Multiple

Sensing Monitoring Monitoring Network Networks
Polling Yes Yes Yes Yes No
Time Synchronisation Yes Yes Yes Yes No
Transparent Proxy Yes No No Partial No
Data Distribution System Yes Yes No Partial Yes
Message Queues Yes Yes Yes Yes Yes
Delay Tolerant Networking Yes Yes Yes Yes Yes

sluice gate is in the wrong position might use data from the
network on the field as well as data from a sensor network
monitoring water flow on a nearby river.

With multiple sleeping nodes direct communication be-
comes impossible if devices are running on different sched-
ules. This communication could be coordinated by devices
on the wider Internet or a local server. These solutions
would require a reliable Internet connection or stable power
supply respectively in order to operate, which might not be
practical in extremely remote areas. Alternatively, using de-
lay tolerant networking border routers could buffer packets
until the other device is contactable.

3.6 Solution Applicability

While some of the solutions proposed earlier will work
with any of the test cases, many are situational and either
provide no benefit or cause issues for other test cases. For ex-
ample, a proxy setup provides no benefit for environmental
sensor networks as each data upload is different and ideally
is only transmitted once.

Table 1 shows the solutions that will work with different
test cases. Although some of these are obviously bad solu-
tions, such as polling for a node that only turns on for a
few seconds each hour or day, these were still included for
comparison.

4. SIMULATION SOFTWARE

To evaluate all of the potential solutions in the appropri-
ate test cases using real sensor network hardware would take
a considerable amount of time and resources. Although the
nodes could be emulated at a low level using tools such as
Cooja [12] to avoid hardware costs this would still require
a significant investment of time for the creation of device
firmware. Instead a network level simulator was used, which
simulates the sensors at a high level avoiding the complex-
ity of hardware interfaces and encoding or decoding software
protocols. Using a simulator that only focusses on the inter-
ested layers to simulate the nodes will still produce realistic
results.

Different nodes may have different application layers and
sensing capabilities which will put different requirements on
anode. It has been assumed that the effect on the node from
the higher layer protocols and sensing cycles can be broken
down into a fixed load that the node will perform regardless
of what happens on the network, and an additional load
for every request. As the fixed load is independent of the
effects of the network it can be ignored. The additional
load introduced for each request is assumed to use the same
amount of resources and as such can be included as part of
the load for the node to process a message.
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Any alterations to the network layer are not going to affect
the way the lower layers or the underlying hardware will
behave. As a result it can be assumed that the load imposed
by the lower layers for any volume of network traffic, will be
the same as any other traffic.

The changes to some of the node systems as required by
solutions such as message queues and delay tolerant net-
working will add some additional load onto the node. Given
how little of the total energy required is needed to service the
packet handling logic for a request, any changes to this logic
required to manage different solutions will probably have a
negligible power impact. The additional bytes that might
need to be transferred for those systems, however, will in-
crease power usage of the radio which will need to be taken
into account.

There will also be some load introduced onto the node
whenever a packet is detected by the radio, the packet might
not be intended for that node but the node will still need
to confirm this. With these assumptions the total load of
the node can be evaluated by using the amount of packets
a node sends and receives, the other loads on the node are
proportional to this or are a fixed drain on resources.

As all of the elements in the system can be modelled as
events the simulator was created using the SimPy[11] dis-
crete event framework. Each of the elements in the simu-
lation would be triggered by events from either an internal
timer or from other events such as local processes or network
activity.

In addition to simulating the end devices on the network
the links and routers between devices will also be simulated.
The simulations will model the flow of every packet across
the network and record important metrics about the packet’s
transmission. Factors such as latency, jitter and packet loss
are taken into account at each hop across the network. The
transmission time is modelled using an average transmission
time with a jitter added using a standard deviation model.
Packet loss is modelled by randomly dropping packets based
on the link’s loss rate. For wireless links there can only be
one message on the channel at one time. This is modelled
by delaying transmissions until the channel is clear, repre-
senting the use of a clear channel assessment system.

The solutions were separated into two categories, those
that altered the timing of messages and those that added
features. Along with the timings that would be a potential
solution, additional timings were added, for example, ones
chosen randomly or offset by a small amount of time. These
timing options can then be used when testing the network
with and without different additional features.

The simulator records information about if and how quickly
each of the devices are responding to requests as well as the
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Figure 6: Success rates and quantity of messages
sent on a real-time sensing network.

amount of traffic being sent over each of the network con-
nections. The simulations can be run on each of the test
cases to determine the effectiveness of solutions with differ-
ent network and sensing configurations.

S. SIMULATION RESULTS

The two main statistics that were used for initial analy-
sis were the amount of network activity generated on the
lowpan network and the success or failure of queries sent by
other devices.

The amount of network traffic used to communicate with
the nodes is a good measure of how effective the solutions
are, providing that these messages are also successful. If the
required communication can be achieved with less traffic on
the lowpan network then less power will be needed to send
and receive thus allowing a greater sensor life and reducing
network congestion.

Figure 6 shows multiple potential solutions on a real-time
sensing network with a node on for a 30th of the time for
15 node cycles, for example a node on for 10 seconds every
5 minutes for an hour and a quarter. The data distribution
server was set up to collect data using the request timings
that would normally be used by the hosts. The hosts collect-
ing data from the server were instead set to use a random
request schedule as hosts using a data distribution system
shouldn’t need to use specific timings.

The Y axis is the amount of requests for data and message
passed on the lowpan network. The request count bar shows
how many requests where sent from hosts and how many
where responded to. Light green indicates a response was
received, the darker red that no response was received. The
lowpan packet count bars show the directionality of the data,
the lighter blue was sent by a node where as the darker blue
was sent from the border router. The bars are grouped based
on what features are enabled on the network, labelled on
the X axis. Within those groups they represent the request
timing used, labelled above the graph.

As would be expected, polling causes a massive amount of
network traffic on a real-time sensing system when compared
to the other solutions. This will increase as the percentage
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of time when the node is off increases such as in environ-
mental sensor networks. Timed coordination of nodes works
well when the schedules are aligned, however, should they
become out of synchronisation then communications to the
node are completely lost until the devices can regain syn-
chronisation.

Figure 7 shows an example amount of traffic on the test
case networks during a day. The polling solution has been
removed from this graph to allow easier visibility of the other
solutions. The colour scheme and layout is the same as used
in Fig 6. The small amount of failed messages encountered
with the majority of systems was due to the packet loss pro-
grammed into the simulation, this packet loss was modeled
at 5% for the lowpan network with regular wireless links at
1% and wired links at 0.1%.

In the case where many hosts are wanting to request data
from a single node the systems that could redistribute data
had a major impact on the amount of data. In order for the
proxy server to operate it requires requests that are correctly
timed in order to update its cache, if nothing is requesting
on the correct schedule then it will be unable to service
requests that fall outside those times. Data distribution
systems while effectively managing the amount of queries
being received from other devices, were only truly effective
when combined with other solutions. Message queues also
resolved this issue, however, they have the unfortunate re-
quirement that messages need to be in the message queue
protocol, this breaks the end to end IP level connectivity
and hence removes a lot of the benefits from moving to an
Internet of Things platform. Nodes also need to query the
message queue to determine if there are any messages for
them. While this can be included when sending data to the
message queue, should no data be being sent then a separate
message will be required.

In the multi network test case it can be seen that only
those solutions able to buffer either data or packets are able
to maintain communications with multiple data providing
nodes due to the mismatched schedules. Alternatively it
would be possible to have the node fetching the data turn on
for each schedule to request the data, this requires that the
node knows all connected schedules and requires the node to
use more energy. Schedules could be aligned so that there is
a single schedule for all data sources, this avoids requiring
additional wake cycles for the node requesting the data. Un-
fortunately this solution imposes quite a few constraints on
those deploying a network and as such should not be relied
upon.

Delay tolerant networking universally improves the situ-
ation for sleeping nodes allowing reliable communications
without the need for end to end time synchronisation. In
order to describe how the packets should be treated, and
how much delay is acceptable, extra information needs to
be transmitted with the packet. This could be done using
IP headers, this will add a few additional bytes to any mes-
sage sent with this feature, messages that do not require this
will not have any additional overhead. While it is possible to
implement delay tolerant features without adding any over-
head this gives no information about how packets may be
delayed and can lead to situations like the one that follows.

It was found when hosts were trying a polling style re-
quest with delay tolerant networking enabled and the node
off period was extended, that the success rate of requests
would drop off. This is caused by the traffic from the entire
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Figure 7: Network utilisation during a 24 hour simulation modelled with different test cases and solutions

period when a node is off being condensed into the nodes on
period, causing the network to become overloaded similar
to a denial of service attack. This emphasises the need for
appropriate precautions to be taken such as detailing the
useful life of a packet to prevent such an issue whether ac-
cidental or deliberate. With the bandwidths available to a
single normally networked host it would be easy to disrupt
a large number of lowpan networks.

In order to forward the packets at the correct point the
border router with delay tolerant capabilities will need to
know when the node is on-line. Depending on the network
technology and configuration used this can be done in one
of several ways. Most of these methods will not require any
additional communication from the node. The router can
be informed of the node’s schedule as in the time synchro-
nisation solution and use this to know when to forward the
messages. This obviously inherits the synchronisation issues
faced by the timed solution, however, due to their proxim-
ity maintaining synchronisation of clocks and schedules is
an easier task and could potentially be included in a DTN
header.

For some networks the node will need to communicate
with the border router in order to connect to the network
when it turns on. The border router can use this to de-
tect that the node is able to receive communications. As
the router is on the same network as the sensor node it can
detect any communications the node may initiate, even if
those messages do not leave the network, as a way of deter-
mining if the node is on-line. If none of these are available
it is also possible for the node to inform the border router
when it turns on similar to message queues. However, this
will be more efficient than message queues as the communi-
cation delay to the border router will be reduced, in addition
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should the border router not have upstream connectivity the
message can still be collected providing it has already made
it to the router.

6. CONCLUSIONS AND FUTURE WORK

As the need for very low power sensor devices connected
to the Internet of Things increases, the ability to commu-
nicate with devices in sleep states will become increasingly
important. While it is possible for nodes to initiate all com-
munication this limitation will restrict what can be achieved
with the network. Needing to poll for configuration changes
leaves them vulnerable to having an invalid or out of date
configuration, which may waste power.

Delay tolerant networking has been shown to have the ca-
pability to massively reduce issues with communications be-
tween nodes and outside services due to the effects of sleep-
ing devices in sensor networks. Although existing delay tol-
erant protocols do not lend themselves for use on constrained
IP based sensor networks due to their size and the fact that
they encapsulate the message, the principles can be used to
develop protocols which are. In order for these protocols to
be efficient they will need to use a minimum of bytes as well
as avoiding any extra communications wherever possible.

The next stage will be to develop and evaluate using IP
based delay tolerant networking technologies on real world
networks and systems. This will be compared with existing
technologies and deployments through field trials and fur-
ther simulation at a lower level. During this a design for a
lightweight delay tolerant networking header suitable for use
on both constrained and unconstrained networks will be de-
veloped. This protocol will need to be designed to minimise
the amount of bytes transmitted, from both bytes added to



messages and new messages, in order to operate efficiently
on constrained networks, whilst still having the capabilities
available in the larger implementations. It should also allow
end devices and intermediate routers which do not under-
stand the protocol to be able to process the message. It is
believed that the use of IP headers to add the delay tolerant
features will achieve these requirements.
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Abstract

As we continue to connect ever lower power and more power constrained devices to the Internet of Things the problem of main-
taining constant end to end connectivity becomes harder. Accepting that continuous end to end connectivity cannot be maintained,
we are forced to seek solutions to allow good operating function. Delay Tolerant Networking, an evolution of existing store and
forward systems is a candidate for resolving this issue, however, current implementations are not ideal for use in constrained Inter-
net of Things environments. We propose a solution to this by integrating the capabilities of Delay Tolerant Networking into the IP
layer, in such a way as to maintain compatibility with existing and future systems and minimising additional overhead. This has
been achieved by developing a new IPv6 Hop by Hop option header which contains the information required for messages to be
delayed. This solution is then demonstrated to be implementable within the limitations of current Internet of Things hardware.
© 2015 The Authors. Published by Elsevier B.V.
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1. Introduction

Maintaining continuous connectivity with Internet of Things devices is not always possible. This causes issues
as continuous connectivity is the expected behaviour for internet connected devices. The reasons for the lack of
connectivity can be due to a range of factors both deliberate and incidental.

The main reason for deliberately causing a lack of connectivity is to save power. Keeping communication hardware
in a receive state is a significant drain on the energy resources of small battery powered devices. A method to reduce
the power use of devices in sensor networks is to put the device into a low power sleep state for as long as possible. In
this state the device has its communications powered down so is unable to be contacted but will consume substantially
less energy. An alternative solution to this is to provide more energy resource to the device. Doing this limits the
options for placement of these devices as they will either require access to a power source or be physically larger
to accommodate the additional batteries. As a result this has become a trade off between connectivity and power
consumption.
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With regard to incidental loss of connectivity, the environment in which the devices operate can cause breakdowns
in communication. As an example, in remote sensing systems the weather can cause communications links to become
unavailable. In the Glacsweb network, the winter snowfall often buries the equipment and prevents surface radio
communication and in the summer, increased water levels within the ice can interrupt probe communications'. These
issues are difficult to resolve and must be anticipated as a part of the deployment challenges.

Rather than trying to solve these issues individually the lack of low level connectivity can be addressed at a higher
level. Currently many internet connected devices that have the issue of limited power reserves rely on the device
initiating all communication rather than listening for any incoming communications. This relies on having an al-
ways available route to an endpoint which they communicate with, and requires all communication with the device
go through that endpoint. While this has worked for current devices, this solution reimposes many of the limita-
tions that had been removed by using direct internet connectivity rather than proprietary systems. Through previous
research, Delay Tolerant Networking (DTN) had been shown to have potential but required additional research to
make it suitable for IP based networks?. This paper covers the implementation of IP extension headers as a means
of implementing DTN and discusses the initial testing of the system in Cooja simulated nodes then on Zolertia Z1
hardware.

2. Delay Tolerant Networking

With Internet Protocol (IP) networking technologies a message is either immediately delivered to its destination or
is discarded. This is inconvenient when there may be many interruptions in connectivity as the originating device will
need to keep retrying the transmission. While some link layers support retransmissions, these are intended to protect
against packet corruption and occasional packet loss rather than loss of connectivity. In many cases the contents of
the packet do not need to be delivered immediately and are still useful if they are delivered at a later time. The one
solution to this is to allow nodes on the route to buffer packets and send them on when connectivity to the next hop
has been restored. This is similar to existing store and forward technologies used in current sensor networks 3.

Store and forward is often used in sensor networks to allow packets to travel through the network one hop at a
time. These existing systems are usually limited to a specific link layer protocol or application layer protocol. This is
a workable technology when the data is constrained to a single network or the data will always be sent with a specific
protocol. Removing these limitations, however, is one of the main benefits of connecting such systems to the internet.

Connection interruptions are also an issue in other networks such as interplanetary communications. In the inter-
planetary use case, connection interruptions are mainly caused by alignment issues between nodes. Planetoids might
be in the way or dishes not pointed in the right direction for immediate communication. These extreme distance com-
munications also need to support the delays while a packet is in flight. There is currently an effort to create a solution
to these issues known as Delay Tolerant Networking*>.

Delay Tolerant Networking aims to improve the connectivity between devices by providing a consistent method-
ology for managing delays that can be used over multiple link layers and containing any sort of data. While in most
store and forward applications the communications system needs to be a specific type, in Delay Tolerant Networking
this is no longer a requirement.

As well as improving the reliability of communications DTN can also improve network efficiency. With DTN
networks, attempts at retransmitting messages that were lost can be achieved far more efficiently than is possible with
end to end retransmissions. There are several reasons for this, as the DTN node is closer to the problem it has a better
knowledge of when it is appropriate to retry. This avoids retrying when the message would still be unable to make it
through; in addition the retries do not need to travel the successful part of the journey again. These combine to make
retransmission far more efficient than would previously be possible, also as the origin does not have to be involved
in the retransmissions it can perform other tasks or enter a sleep state itself. While the retransmissions will be more
efficient, this comes at the cost of additional overhead of transmitting and processing the delay tolerance of the packet.
For more reliable networks there will be less of an advantage as retries will be required less frequently.

While Delay Tolerant Networking is intended to be compatible with existing protocols and networks it is not
simply a drop-in solution. As well as supporting the delay tolerant packets, the software on the endpoints will need
to be able to deal with packets that have been delayed. Software which has been designed to wait for an immediate
response from a device before continuing might be challenging to retrofit DTN compatibility into. While any upper
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Fig. 1. IP as the common layer in the internet of things.

layer protocol can be sent with Delay Tolerant Networking enabled, the protocol might not be capable of handling the
potential delay or require careful thought on its use. The Transmission Control Protocol (TCP) is one example of this,
while there is no inherent problem with using TCP in a DTN environment the time-outs need to be at least as long as
the DTN packet lifetime to avoid resending a packet that is still being transfered through the network.

Using Delay Tolerant Networking opens up several security and quality of service considerations mainly related
to denial of service. As packets are buffered for a node, a large amount of packets can be built up, which can cause
several issues. Intermediate routers can become saturated with messages that will be held waiting for other devices
to reappear, this can prevent other users getting access to them. Alternatively this can overwhelm devices when they
regain connectivity as they receive the entire buffer of packets waiting for them. These situations can occur either
maliciously or as an unexpected side effect of the intended use.

2.1. The Bundle Protocol

Most of the current work on implementing Delay Tolerant Networking has been on the Bundle Protocol®’ which
is an implementation of DTN for the deep space network use case. The Bundle Protocol works as an overlay network
implementing its own system on top of existing networks and encapsulating the data within it. This makes it possible
to transmit packets over multiple network types along its route, and allowing it to use the existing deep space networks
which use a mixture of different network stacks as well as using the internet. This significantly increases the size of the
packet headers, as information must be contained in the encapsulated protocol as well as the networks own headers.

The encapsulating nature of the Bundle Protocol puts additional demands on the nodes that need to access data
within the encapsulated packet. These demands come as both additional code to decode the protocol and the resulting
code space requirement on the device, there will also be the processing required to decode an additional protocol.
These demands would be required on any node which would be able to delay the packet, but would not be required
for nodes that just route the underlying network.

The features of the Bundle Protocol make it a highly versatile protocol at the cost of overhead. While this reduces
its suitability for use in constrained networks, the principles of Delay Tolerant Networking can still be applied.

3. Integrating Delay Tolerant Networking into IP based networks

In order to use DTN on a network, it needs to be added to a layer common across all network types that the data
will flow though. With store and forward this would typically require the use of a specific application protocol or low
level network, which as previously discussed prevents flexibility. Previous attempts at implementing Delay Tolerant
Networking technologies on IP, such as the Bundle Protocol, operate by adding another networking layer above the
current IP framework and using it as if it was a link layer®. This encapsulating layer includes the packet data and
routing information but cannot be processed by devices that do not support the protocol. In addition this requires
duplication of data already contained in the packet as it must be included in the encapsulated version as well as the
packet headers. To allow for seamless integration with existing systems both end devices and routers without DTN
support need to be able to handle DTN packets in a predictable manner. DTN nodes will also need to be capable of
handling non DTN enabled traffic. For these reasons DTN can not be implemented as an encapsulating layer or as a
new lower layer protocol.
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The alternative is to add the DTN functionality to a common layer across the network, for internet communications
IP is the only layer which meets these requirements, this can be seen in Figure 1. IPv6 was created with the ability
to accept optional extension headers which can add additional features or information to packets®, examples of this
include the routing header which specifies the route through the network or the authentication header which provides
cryptographic authentication of the packet. These extension headers can be used to add the required information for
using DTN to packets traveling across the network. Adding a new type of header can cause unpredictable responses
from devices that are unable to process it, there are, however, two existing expansible option headers, the hop by
hop options and destination options headers which can be used. These headers explicitly state how packets should be
handled by devices which are unable to recognise one or more of the options. This guarantees a predictable response
from devices which do not have support for delay tolerance, however, some parts of the internet infrastructure just
drop packets with these headers ' which could cause problems for protocols like this. The hop by hop options header
is evaluated by each router along the route whereas the destination option is only evaluated by the final destination so
the hop by hop options header is the one to use.

Adding a hop by hop option to a packet incurs a two byte overhead, one for the option type and one for the option
length. There is an additional 2 byte overhead to add the hop by hop header itself if it is not already present. The
actual data of the packet will contain a set of control flags and an expiry timestamp. This will provide the features
required for the processing and handling of delayed packets. The total size of the DTN hop by hop options including
type and length details is 6 bytes. While other DTN systems include additional features within the DTN data format
these would be best served by a separate extension header. Many of the additional features of the Bundle Protocol
already have equivalent IP headers available to perform those functions such as the fragmentation header. Figure 2
shows how the new DTN header fits in with the existing IP headers.

3.1. Packet expiry timestamps

The most important piece of data required for DTN operation is the expiry time at which a packet should be
discarded. Without this, a packet could remain held in the network consuming storage resources indefinitely, or
delivered too late to be of any use. In order to maintain a small packet overhead an efficient method of storing the
time is required.

Storing a time as a fixed Unix style timestamp will require 64 bits, for small packets on constrained networks
this is a noticeable amount of overhead. While 32 bit timestamp values could be used, this would make the protocol
obsolete in the near future so is not a sustainable option. Using a fixed timestamp would also require every DTN node
to maintain a reasonably accurate clock in order to determine packet expiry, which will not be possible for low power
devices without an on-board real time clock.

Instead of using a fixed timestamp, a relative timestamp could be used. By doing this the value would be the amount
of time remaining before the packet expired. This would require each node to update the remaining lifetime on route
but avoids the need to know the exact time, just the difference in time between reception and transmission. Using a
relative timestamp, the use of a 32 bit timestamp variable becomes feasible and reduces the packet size compared to
a fixed timestamp by half.

The size of a relative timestamp can be decreased further by reducing the accuracy of the timestamps for long
duration delays. As the delay lifetime extends into the order of hours or days then defining the lifetime down to the
exact second is no longer required. By using this property an exponent based timestamp was developed, this allows
for high precision for small lifetimes while still providing far longer timeouts. A 4 bit exponent combined with a 12
bit multiplier was chosen as this gives a high level of accuracy whilst still allowing packet lifetimes up to eight and a
half years which should be plenty of time for any application. This solution reduces the amount of timing information
that needs to be transmitted to 2 bytes, a 4 fold improvement over the fixed timestamps.

With relative timestamps, the time taken while the packet is in flight needs to be considered. In most cases this will
be less than a second and can be ignored, however in some cases the time between transmission and reception will be
significant. While this is not the case with almost all current IP carrying systems, the ability to accept delayed packets
opens up such options to protocol designers. In cases where there could be an unknown time between transmission
and reception it will be necessary to use a fixed timestamp as part of that link layer’s headers in order to determine the
transmission time.
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Fig. 2. How the DTN option header fits into the network layer structure.

3.2. Custody transfer

To pass packets from one DTN enabled device to another, a process known as custody transfer is required. To
do this the sender of a DTN packet needs to know that the next DTN router has received the packet and has taken
responsibility for its onwards transmission. This is achieved by the recipient sending a custody response to the current
custody holder. There may be several non DTN hops between two DTN routers so the custody acceptance response
cannot be sent to the last link layer hop as that might not be the previous custody holder. While it would be possible
to add the IP address of the last DTN node to the packet to give a place to return the custody report to, this adds
additional overhead. This can be avoided by sending packets back towards the message’s origin during which they
will travel back through the previous DTN hop. To allow DTN nodes to identify these packets they need to be tagged,
which will allow the router to know that they need to evaluate their contents rather than just letting them pass though.
This tag can be implemented as another bit of the flag byte in order to avoid additional overhead.

As well as ensuring that the DTN routers can detect the custody packets it is necessary to send the details of the
custody transfer in some format. Internet Control Message Protocol (ICMP6) makes a good candidate to transfer
status information around as it is already widely used for that purpose on the internet.

Depending on the situation there will need to be different types of responses. In the case where the custody has been
accepted and can be transfered an acceptance message will be sent. The acceptance message completes the handover
process at which point the transmitting node can delete its copy of the packet, it is then the job of the receiving node to
ensure forward transmission. As this message is intended for the DTN router holding the custody this message should
not be passed beyond that router.

In some cases the next DTN router will not be able to accept custody of the packet for the entire remaining lifetime
in which case a temporary custody acceptance can be used. It indicates that a node has taken custody over the packet
for a given period of time but the original custody holder should maintain custody. The original custody holder can
then retry after the temporary custody has expired, should a full custody transfer not be received in the meantime.

The case where the next DTN router cannot accept custody is an important one. This situation could occur for
many reasons, such as running out of storage space or only accepting custody in certain conditions. The way to deal
with this is to send the packet onwards if it is able, just like a normal router would, otherwise the packet should be
silently dropped. The lack of a custody response for the dropped packet will cause the current custody holder to
perform a retransmission at a later time when it might be possible to accept custody again.

4. Implementations

In order to investigate the potential of adding DTN technologies into the IP layer, two versions of the handler were
created, one to run on the Linux based border routers and one to run on the constrained sensor network hardware
itself. These implementations can be used together to provide a working delay tolerant system which is capable of
handling delays both on and off the low power network.
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4.1. Implementation for Linux systems

In order to provide delay tolerance on the 6LoWPAN border router a Linux implementation of the delay tolerant
header processing is required. While handling such a protocol is much better suited to a kernel module this would be
time consuming for initial development. To avoid this a userspace program was created, Python was chosen for this
in order to leverage existing packet analysis libraries and tools for faster development.

As the Linux kernel provides an abstraction from the low level network when using network sockets a different
solution was required to get access to the raw option headers. This is done by capturing complete packets and
performing any required actions in userspace, the packet capture library (py-pcap) was used to perform this. These
raw packets then need to be decoded in order to extract the required information from the packet. The dpkt library
was used to decode the packets, allowing the packed binary data to be separated into individual parameters.

With the packets decoded, they are then filtered to remove those which did not contain a delay tolerant header. At
this point the DTN header was evaluated and the packet passed to the packet store. As the usual Linux routing has
been interrupted to allow the analysis of the DTN packets, the packet’s next hop needs to be calculated manually so it
can be sent over the correct interface. Initially the Linux code was implemented without custody transfer so Ethernet
ARP tables were used to provide a guess as to whether it was possible to deliver the packet or not. Later on custody
transfers were added to provide a guarantee that the packet had been received. The use of ARP tables provides a good
example of where additional local network knowledge of a DTN node can avoid unnecessary transmissions.

In order to send the packets onwards with a DTN option header the standard sockets library could not be used.
Raw sockets were used to send the packets, this allows the userland code to control the DTN header but also requires
the software to calculate the packet routing and link layer addressing as well.

The Python Linux implementation provides a functional demonstration of DTN working in a significantly less
constrained environment. In order to realise the full benefits of Delay Tolerant Networking the protocol would also
need to be supported on the low power network as well.

4.2. Implementation for constrained hardware

With a Linux implementation created, the next step was to implement the protocol on a constrained 6LoWPAN
system. To develop this the Contiki operating system running on Zolertia Z1 nodes was used. The code was also
tested on Tmote sky nodes, however, due to the code space limitations some of the Contiki example programs would
no longer fit when the DTN processing was also present. The DTN code requirements came to approximately 1Kib of
code space memory, however, with some optimisation this could be reduced, The increased amount of ram and flash
on newer chips are likely to make this a non issue. A test DTN network was created using the Cooja emulation tool
for Contiki to allow for faster development and easier access to the contents of in-flight packets. The Cooja tool uses
mspsim to emulate the node hardware, which will provide realistic results without needing to manually retrieve and
program hardware for each test.

The Contiki implementation was separated into two sections. Part of the implementation would be integrated into
the network stack to provide fast processing of incoming packets and acknowledgements. The other part would be
implemented as a separate process that would manage the stored packet records and perform any retransmissions
required. An overview of the DTN implementation can be found in Figure 3.

Contiki’s IP networking uses the ulP network stack to handle the processing of the IP layer frames. The modularity
of this code meant that the DTN code could be directly integrated into Contiki’s network stack. This still allows for
nodes that did not support DTN to be built with the same codebase without incurring any processing or code space
overhead. The RPL routing system used by Contiki uses the hop by hop option for some of its information exchanges,
this meant that Contiki already had support for detecting hop by hop options and processing them. This code was
expanded to include the DTN header, allowing the DTN options to be inspected as part of the packets reception.

The additional code in the network stack decodes and validates the DTN option included in the packet. If the
packet is a new DTN enabled packet the packet is stored, if possible, in a new record in the DTN custody store and
timers are set for the packet expiry. The packet then continues through the Contiki ulP networking stack as usual and
is forwarded onto the next node or passed to the receive code as required. This allows packets to be passed through
the network without additional delay if the network is up. As this is done regardless of whether the packet could be
stored or not, it also allows packets to bypass nodes that have filled up the custody packet buffer.
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Fig. 3. DTN processing within the Contiki operating system.

If the packet is a custody acknowledgement it is matched to the appropriate record in the custody store, that record
is then marked for removal in the next store cleanup, the packet is then dropped to prevent it being forwarded any
further. If there is no matching record the packet is sent onwards as a previous node might be holding custody of the
packet.

The custody store management process iterates though each of the records in the custody store and performs any
actions required. The data storage in the custody store is implemented in two parts, the index and the packet store
itself. The index stores the state of the packet and basic information about the packet, adding this information to the
index avoids the need to access the packet except when performing retransmissions. The packet store, stores the actual
packet, although this was implemented in ram it does not have to be, use of the coffee file system within Contiki would
allow for packets to be stored in flash allowing for the space saved to be allocated to a larger index.

The main actions of the custody store are to send custody acknowledgements, perform retransmissions, and remove
packets that have been delivered or expired. Due to limitations in the network stack of Contiki it is not possible to
generate a custody response while processing the message in the network so this is done as one of the actions of the
store. An ICMP6 message is built and sent out in the normal way, the addition of the DTN header and flagging as an
informational DTN packet is implemented as part of the network send routine.

Where a custody message has not been received the custody store process will retransmit the message. In the trial
network a retry was attempted after a fixed time if no response had been received. In order to perform a retransmission
the packet was copied from the packet store into the network buffer. As the packet has been in storage the expiry
timestamp was updated using the information in the index to give the new time until expiry. The network buffer with
the updated packet was then transmitted.

In order to prevent the custody store filling up with unused packets, completed records need to be removed. Records
that have been flagged for deletion by a custody response having been received are deleted as part of the stores
operation. In addition the expiry timeout is checked to see if the packet has passed its maximum lifetime.

4.3. Preliminary Testing and Evaluation

Initial testing was carried out using the Cooja'! tool for Contiki. A multi hop network was created comprising of
a mix of Z1 and sky nodes with and without support for delay tolerance. This network was connected using a SLIP
interface to a Linux border router which was running the Python DTN code. Several of the nodes were programmed
with a DTN enabled UDP responder which would be used as the target for the test communications. The network
traffic was then extracted for analysis by feeding the cooja radio logs into the wireshark packet capture and analysis
tool.

Using this testbed framework, several experiments were carried out in order to see how the DTN nodes would
behave. Nodes along the packets route were deliberately disconnected from the network in order to represent a
loss of connectivity. Using the results from wireshark, it was possible to see the retransmissions of packets and the
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custody acknowledgements after a successful transmission. With the DTN features added to the network, packets
were successfully retransmitted and delivered when the disconnected devices were reconnected to the network.

After testing on a simulated system, the same code was loaded onto physical sky and Z1 nodes which were deployed
in our research lab. Instead of trying to access the radio messages in the network, wireshark was used on the link
between the border router and the network. While this does not give hop by hop information on the packet’s progress
it still provides enough information to confirm the successful delivery of the packets even with artificially injected
connectivity breaks, such as removing antennas. From this deployment the DTN implementation was shown to work
in a real world deployed network.

5. Conclusion

Meeting the current expectation of continuous connectivity for all internet connected devices is infeasible with the
new generation of ultra low power Internet of Things devices. Previous attempts at working around those issues leave
major limitations that counteract many of the benefits gained from using the Internet of Things over other connection
technologies. Delay Tolerant Networking makes it possible to maintain reliable communications without the burden
of providing constant low level connectivity or limitations on what can be sent.

Previous delay tolerant technologies have required significant overhead making them unsuitable for constrained
devices. It is, however, possible to provide delay tolerance with a far lower overhead and without breaking compat-
ibility with existing systems. This has been solved by adding delay tolerance to packets using the IPv6 hop by hop
extension header. A protocol has been created around this and implemented on Linux and Contiki operating systems.
Through these implementations this technology has been demonstrated to be viable for use on constrained hardware
systems.

Bringing Delay Tolerant Networking to IP, will allow a new wave of ultra low power internet connected devices to
be created. This opens many opportunities that were previously unavailable to such devices.

This protocol demonstrates that IP layer DTN is viable even on constrained Internet of Things hardware. To make
the most from the protocol some additional refinement will be required to resolve any edge cases that may exist, but
care must be taken to avoid bloating the protocol with additional features as these will increase the overhead of the
protocol. With this complete the huge potential from using DTN in the internet of things can be unlocked.
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Abstract: Erica the Rhino is an interactive art exhibit created by the University of Southampton,
UK. Erica was created as part of a city wide art trail in 2013 called “Go! Rhinos”, curated by
Marwell Wildlife, to raise awareness of Rhino conservation. Erica arrived as a white fibreglass shell
which was then painted and equipped with five Raspberry Pi Single Board Computers (SBC). These
computers allowed the audience to interact with Erica through a range of sensors and actuators. In
particular, the audience could feed and stroke her to prompt reactions, as well as send her Tweets to
change her behaviour. Pi SBCs were chosen because of their ready availability and their educational
pedigree. During the deployment, ‘coding clubs” were run in the shopping centre where Erica was
located, and these allowed children to experiment with and program the same components used
in Erica. The experience gained through numerous deployments around the country has enabled
Erica to be upgraded to increase reliability and ease of maintenance, whilst the release of the Pi 2
has allowed her responsiveness to be improved.

Keywords: Internet of Things; interactive art; Raspberry Pi; open data; image processing

1. Introduction

Interactive art involves its spectators in more than just a viewing capacity. This interactivity can
range from spectators perceiving that they are interacting with a passive art piece to pieces where
input from the spectator influences the artwork [1]. Over the years, interactive art has evolved from
simple mechanical contraptions [2] to installations involving some form of computer processing [3,4]
or that are completely virtual in their output [5,6].

Since its introduction, the Raspberry Pi Single Board Computer (SBC) has provided an all-in-one
platform that allows artists to carry out processing and hardware interaction on a single low-cost
piece of hardware. This has led to it being used in many interactive art installations and the
Raspberry Pi foundation have dedicated a section of their website [7] to documenting artistic works
that incorporate Raspberry Pi SBCs.

The Go! Rhinos campaign was a mass public art event run by Marwell Wildlife in Southampton,
UK for 10 weeks during the summer of 2013 [8]. The event involved 36 businesses and 58 schools
placing decorated fibreglass rhinos along an ‘art trail” in Southampton City centre, with the aim of
raising awareness of the conservation threat faced by wild rhinos, and showcased local creativity and
artistic talent.

The event provided an opportunity to promote Electronics and Computer Science at the
University of Southampton and act as a platform for electronics and computing outreach activities.

Electronics 2016, 5, 35; d0i:10.3390/ electronics5030035 www.mdpi.com/journal/electronics
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A team of electronic engineers, computer scientists, marketing specialists and artists from within the
University were brought together to design and develop a unique interactive cyber-rhino called Erica,
shown in Figure 1. Erica was designed to be a Dynamic-Interactive (varying) [9] art piece where
her behaviour is not only determined by the environment that she is in but also by her physical
interactions with viewers—very much like a cyber-physical toy or Tamagotchi [10]. Internally, Erica
is powered by a network of five Raspberry Pi SBCs connected to a series of capacitive touch sensors,
cameras, servos, stepper motors, speakers, independently addressable LEDs and Liquid Crystal
Displays (LCDs). These devices were carefully chosen to implement the desired features.

Southarmpion 8

WWW. encatherhin® org

Figure 1. Erica the Rhino in her permanent home at the University of Southampton.

This article discusses in depth the impact and considerations of installing a piece of interactive
art using Raspberry Pi SBCs in a public setting as well as the implementation methods. The paper
is organised as follows. Section 2 discusses the features of Erica that brought her to life. Section 3
describes the initial implementation of Erica and the lessons learned, while Section 4 goes on to
discuss the deployment of Erica into the wild. Section 5 describes the upgrades and maintenance
after Erica’s time with the general public. Section 6 demonstrates the impact of Erica with regards to
public engagement and outreach while Section 7 provides a concluding statement.

2. Features

The initial concept of Erica was as a cyber-physical entity that merged actions inspired by
natural behaviours with a showcase of the different facets of electronics and computer science in
an interactive way. The Raspberry Pi was the platform of choice for its novelty, popularity with
hobbyists and schools and its wide availability. The media awareness of the Raspberry Pi also helped
to promote Erica. Additionally, the availability of the Raspberry Pi and open-source nature of Erica’s
design would permit interested people to inexpensively implement aspects of her at home. After
several brainstorming sessions, an extensive list of desirable features that could be implemented was
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compiled. Each of these features was classified as either an input (a ‘sense’), an output (a ‘behaviour”)
or both as shown in Table 1. A broad range of features was selected to cover different areas of
electronics and computer science, ranging from sensors and actuators to image processing and open
data analytics, leading to an initial design drawing as shown in Figure 2.

Table 1. Features that were considered for inclusion in Erica. Those in italics were considered but
not implemented.

Input Output Both Input & Output
Touch Sensor (capacitive) RGB illuminated horn Eyes (moving webcams)
Presence Sensor (PIR) Animated body LEDs Twitter
Temperature sensor Moving ears SMS text messaging
Open data Side information displays Bluetooth presence detection and messaging
OR codes Sound
Sound Level Simulated snorts (compressed air)
Speech recognition Ticker tape printing of tweets
3D Printing
Projected Output

Figure 2. Initial ideas for Erica’s features

When an input occurs, it is processed and an appropriate response is generated. These responses
can be broken down into two categories: ‘reactive’ and ‘emotive’. Reactive behaviours occur almost
immediately and are a direct response to an interaction, such as a grunt being generated when a touch
sensor is touched. This immediate feedback provides a strong link between the interaction and
the response, which is beneficial when demonstrating how the sensors and actuators are connected.
Erica’s reactive behaviours can be thought of as being similar to reflexes in humans; however, they
cover a broader range of interactions.
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Rather than each interaction having a static response, it was decided that Erica should also
have several emotive responses. This was achieved by implementing four emotive states, each with
seven distinct levels, that triggered additional output events and influenced the outcome of future
interactions. Emotive responses are based on a cumulative time-decaying set of ‘emotions” as shown
in Table 2 alongside the input sensors that contribute to their level and output events. When Erica
is left alone for an extended period of time, she goes to sleep and recovers energy, but her interest,
fullness and mood decay.

Table 2. The four emotive states used within Erica, together with the two ‘extreme’ cases, the inputs
that affect them, and the outputs that are caused.

State Level 1 Level 7 Affected By Causes

Idle behaviour

Energy Asleep Overexcited Interaction (or lack of) Web statistics

Idle behaviour

Mood Sad Happy Cheek sensor Web statistics

. Cheek L.
Interest Bored Very interested ek sensor Web statistics
Presence sensor

Energy

Fullness Starving Overfed Mouth sensor Web statistics

The ‘emotion’ that turned out to be a favourite with adults and children alike is fullness. Fullness
automatically decreases over time and is incremented every time she is fed (by touching the chin
sensor), accompanied by a grunt noise. If Erica is fed too many times in quick succession, a more
juvenile sound is also played.

2.1. Visual System

It was desired that Erica should be able to see like a real rhino so a visual system consisting of two
cameras (one for each eye) was conceived. At the time of development, the Pi Camera [11] was not
available so two USB webcams were chosen. Even if the Pi Camera had been available, they would
have been less suitable than webcams due to mounting and cable length/flexibility issues. Initially,
it was planned that the eyes would have two-axis pan-tilt; however, this proved impractical in the
limited space available within the head. As such, a single servo was used to enable left-right panning
about the vertical axis.

Software was built using the OpenIMA] libraries [12] developed at Southampton—the use of
cross-platform Java code and the inbuilt native libraries for video capture, combined with the use of
commodity webcams. This portability ensured that it was possible to test the software on various
platforms without need for recompilation or code changes, which substantially helped with rapid
prototyping of features. Additionally, this had the added benefit of improved accessibility of the
public to experiment with image processing using Erica’s open source examples.

The original idea for the visual system was that it would perform real-time face tracking and
orientate the cameras such that the dominant detected face in each image would be in the centre
of the captured frame. The restriction to panning on a single axis and performance limitations of
the Raspberry Pi meant that the tracking was not as smooth and apparent as desired. Therefore, it
was decided that the visual system should be used for interactions that did not require immediate
feedback to the user. In particular, the software for the eyes was setup to process each frame
and perform both face detection (using the standard Haar-cascade approach [13] implemented in
OpenIMA]) and QR-code detection (using OpenIMA] with the ZXing “Zebra Crossing” library [14]).
This achieved recognition at a rate of a few frames a second (specifically, using the Raspberry
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Pi model B, the frame-rate achieved was around five frames per second, while the Raspberry Pi 2
managed around ten frames per second).

2.2. Open Data

Open Data, specifically Linked Open Data [15], is a subject in which the University of
Southampton has a rich research history. Linked Open Data is, in summary, information made
available in a computer-readable form with a license that allows re-use. It was decided that Erica
should both consume and publish Linked Open Data. Erica periodically checks a number of online
data sources in order to get an idea of her environment. The most novel use for this is a function
for checking the current weather conditions and reacting accordingly. Erica will get cold if the
temperature drops, and will sneeze if the pollen count is too high.

Every hour, a script runs that takes a copy of Erica’s current emotive state and converts it into
an open format known as RDF (Resource Description Framework). This is then published to Erica’s
website and can be queried by any programmers who wish to interact with Erica. If an internet
connection is not available, the script silently exits and tries again the next hour. The data in its RDF
form is held on the website [16] rather than on Erica herself, so that it is always available even when
Erica has no internet connection.

2.3. Features Summary

Having worked out a list of features to be included in Erica, how they were implemented needed
to be carefully considered. The design choice of using Raspberry Pi SBCs as preference over a small
form factor PC caused some additional challenges that would not otherwise have been faced.

3. Initial Implementation

During initial development, it was quickly found that a single Raspberry Pi was not sufficient
to handle all of the processing required for the desired features. As such, a distributed system of five
Raspberry Pi SBCs was conceived with each one being responsible for a different aspect of Erica’s
operation. Figure 3 depicts a block diagram of the initial implementation and shows how all of the
inputs and outputs are connected to the SBCs.

»
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Figure 3. Erica’s Pi architecture as initially implemented.
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The overhead of the visual system required one Raspberry Pi per eye to give acceptable
performance. LED and servo control required a number of I/O pins so one Raspberry Pi was
dedicated to this task. To co-ordinate the actions of these Pi SBCs into a coherent entity, another Pi, the
Brain Pi, was dedicated to controlling the whole system and was responsible for the PIR sensor, touch
sensors, temperature sensor and sound output. Details of the operation of the Brain Pi are discussed
further in Section 3.3. Finally, a fifth Raspberry Pi was used to provide network connectivity to the
outside world.

Erica included two HDMI-connected 7” displays, one on each side. These were each connected to
a separate Raspberry Pi and used to display information about Erica’s mood, the Go! Rhinos campaign
and rhino conservation. These displays were deliberately positioned at different heights to allow for
easy viewing for both adults and children alike.

3.1. Physical Design

Erica was delivered as a sealed white fibreglass shell with no access to the interior. The artistic
design of Erica was outside the areas of expertise of the authors, so talent was sought elsewhere in
the University. A design competition was run at the Winchester School of Art where undergraduate
students submitted potential designs. The winning artist was invited to paint Erica in their design,
which was then displayed in the Southampton city centre for 10 weeks.

Rather than hiding the electronics inside Erica, it was felt that being able to see what was driving
her would add to her appeal and general intrigue, so it was decided to make them a visible feature.
This was achieved by making the access hatch that was cut in Erica’s belly out of clear perspex
(formed to the same shape as the fibreglass that was cut out) and placing mirror tiles on the plinth
beneath to allow viewers to see inside easily. The Raspberry Pi SBCs were mounted upside down on
a board suspended above the perspex window and illuminated by two LED strip lights.

The webcams chosen to act as Erica’s eyes had a ring of LEDs around the lens designed to be
used to provide front-light to the webcam image. A digitally controllable variable resistor allowed
software brightness control, so the LEDs could be used to simulate blinking. The webcams were then
inserted inside a plastic hemisphere that was painted to resemble an eye with an iris. For installation,
the eyes for the fibreglass moulding were carefully cut out so that the webcams would be in an
anatomically correct position. Once mounted, it was noted that the eye mechanism was vulnerable to
physical damage, especially as the eyes were at a child-friendly height, so colourless, domed perspex
protective lenses were formed to fit within the eye socket and sealed to prevent external interference,
as can be seen in Figure 4a.

/,v

b)

Figure 4. (a) detail of Erica’s eye assembly; (b) detail of Erica’s detachable ears.
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Erica’s moving ears were implemented by cutting off the fibreglass ears and remounting them to
stepper motors so that they could be rotated freely. As the only external moving components, specific
care was needed to prevent injury to people and to ensure that the mechanism could withstand being
investigated by curious bystanders. This was achieved by mounting the ears magnetically to the
stepper motor shafts, limiting the available torque. This, however, made it relatively easy to remove
the ears so they were tethered to prevent them from being dropped and to discourage theft, as shown
in Figure 4b.

Two distinct groups of LEDs were also inserted into her shell: RGB LEDs on her horn and
mono-colour LEDs of differing colours on her body. The horn LEDs were installed in differing
patterns on her short and long horns. The body LEDs were incorporated into her artistic design,
being placed at the ends of her painted wires.

3.2. Networking and Monitoring

By choosing to use multiple SBCs to provide the compute power needed to run Erica, a means
to interconnect these was essential. As Erica would need to be moved between locations, it was
decided to run an internal network to provide this connectivity, which could then connect out to the
Internet at a single point. There were two options considered for this, either an off-the-shelf router or
to use a Pi. The USB ports available on a Pi gave the flexibility required to add both additional wired
Ethernet, as well as wireless interfaces. This arrangement would give more flexibility in configuring
these interfaces (for DNS, DHCP, NAT, routing, firewalling, etc.), whereas an off-the-shelf router with
its generic firmware may have not been sufficiently configurable.

The initial design of the network ended up with the Interface Pi having three separate interfaces,
which was facilitated by connecting a powered hub to one of its USB ports to provide the required
capacity both of ports as well as power. These three interfaces consisted of:

¢ A wired internal interface to connect to the other four SBCs over an internal network.

¢ A WiFi uplink interface to connect to the Internet provided by a USB wireless dongle and
high-gain antenna.

¢ A WiFi access point interface to allow those in the vicinity to interact with Erica using
smartphones, provided by a USB wireless dongle with a standard antenna.

It was decided that no internet access would be available on the WiFi access point, as this
would be a publicly available unprotected network and therefore any Internet access was liable to be
abused. It was recognised early in the development process that remote access to monitor if various
electronically controlled aspects of Erica were behaving as expected was essential. This also allowed
certain features to be fixed when they were not working. This needed to be achieved in a way that
was independent of the parent network providing the uplink to the Internet.

This remote access was facilitated by two separate means, which had both previously been
investigated in earlier sensor network deployments [17]. This first of these techniques was to create
an SSH tunnel out from the Interface Pi through the parent network to a device on the Internet that
could accept SSH connections. This tunnel would allow SSH connections from this device directly
onto the Interface Pi without needing to know either the current (private) IP address of its uplink or
the IP address of the parent network’s gateway.

The second technique was to register for an IPv6 [18] tunnel with a tunnel broker. SixXS [19]
provides a variety of IPv6 tunnel options for which AICCU (Automatic IPv6 Connectivity Client
Utility) meets the key requirement for Erica, to facilitate as simply as possible, routeable global IPv6
addresses for each Pi, allowing them to be connected to directly (rather than requiring a proxy via
the device that maintained the IPv4 SSH tunnel previously described). These IPv6 addresses could
then be assigned hostnames using DNS AAAA records for the ericatherhino.org domain, significantly
simplifying the task of accessing and monitoring the Pi SBCs remotely. However, for security reasons
this was carefully firewalled, and SSH was only allowed using public key authentication.
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Monitoring of Erica was implemented using Icinga [20], a scalable open source monitoring
system. At its most basic level, Icinga allows monitoring of hosts and common services (e.g., Ping,
HTTP, SSH, DNS, etc.). It also allows dependencies between hosts and services to be defined, so some
hosts or services are only monitored when other hosts or services are available. Through this means,
Erica’s infrastructure could be represented in the status map shown in Figure 5.
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Left Bue Local
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Figure 5. Example output from Erica’s status monitoring, showing her current hardware as detailed
in Section 5.

One particular feature of Icinga is that an accompanying application can be run on monitored
hosts to allow scripts to be run to test bespoke features, when prompted by Icinga. This was made
use of to ensure that particular applications were running on specific Raspberry Pi SBCs, prompting
‘rthino engineers’ to restart the required programs when necessary. It also made it possible to observe
when particular interactions were not occurring in near real-time. This provided the ability to
remotely determine if a feature was broken in a timely manner, allowing remedial action to be taken.
It also provided information on simple trends that helped resolve regularly occurring faults or to
evaluate the popularity of different interactions.

3.3. Brain Development

Due to the distributed nature of Erica’s hardware, it was important that there should be a
middleware capable of both receiving events from the various sensors and triggering commands
to cause a reaction. This was deployed on the Brain Pi, with the sensors that require fast responses
(touch & presence) also connected to it.

The software itself was implemented using the Django [21] web framework, and provided
a RESTful API (REpresentation State Transfer Application Programming Interface) to the other Pi
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SBCs. Each Pi that wants to send events runs a RhinoComponent web service, using the lightweight
CherryPy [22] for simplicity. This registers with the Brain Pi on boot, indicating its name (e.g.,
‘left-eye’) and a URL that is able to receive commands.

When a sensor is triggered, the Pi responsible for that sensor sends an event to the brain. This has
the structure of ‘source.component.action’, e.g., ‘interaction.chin.press’. The source indicates what
caused the event (e.g., a sensor interaction, twitter, environment, or the brain itself); the component
informs the brain as to the originating component (e.g., the chin, or the left eye); and the action gives
the interaction that was actually performed (e.g., press, scan, detect). A dictionary of key/value pairs
can also be sent, giving extra information (e.g., which side of the chin was pressed).

As soon as an event arrives, a collection of scripts are executed, known as ‘behaviour scripts’.
These are intentionally simple and small, giving the entire team the ability to add new behaviours
without having to modify the underlying server code. They can read and modify Erica’s emotional
states, described earlier, and trigger commands. A short-term memory (capped at 100 items) and a
long-term memory (holding counts of events) are also available. For example, if a face is detected
by one of the eyes, Erica’s mood and interest are increased, the appropriate eye is told to blink, a
sound is played, and the website is updated. As a side-effect, the short-term memory will include
the face detection event, and the long-term memory will show that one more face detection event has
been handled.

The blink and sound playback actions in this example are performed by triggering commands.
When the behaviour script triggers ‘lefteye lights.blink’, the command is sent to the Left-eye Pi via
the URL that it registered earlier. The component on the Pi can then affect the webcam’s LED.

There are also some events that are not caused by external stimuli: an idle event is triggered at
set intervals, so Erica’s hunger and tiredness can be updated; and an event is triggered every hour,
allowing Erica to send messages at appropriate times.

3.4. Electronic Interface Hardware

Each of the Pi SBCs in Erica has an interface board mounted to it. The interface boards were
made using the Humble Pi prototyping boards, which are designed to fit on top of the Pi. Each of
the Pi SBCs had a different interface board providing the necessary electronics. The Interface Pi is the
simplest just requiring an RTC to allow Erica to maintain accurate time when no internet connection is
available. The Pi SBCs responsible for eye control were provided with the hardware required to drive
servos and simulate blinking as discussed in Section 3.1. The Brain Pi has a digital temperature sensor
(TMP102) along with connections for the touch and PIR sensors. The Mech Pi interface contained
the connectors to link to the ear control boards drivers and master control hardware for the LED
subsystem. An example of an interface board from this generation of hardware is shown in Figure 6a.

i

Figure 6. (a) an original electronics interface board; (b) second generation hardware interface;
(c) current hardware interface HAT.

Erica’s other circuit boards were initially made using strip board to allow for fast iterative
development of the electronics required. Whilst this enabled Erica to be made quickly, the process
of making spares was extremely time consuming, leading to only a couple of spares of the most
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common parts being made. This led to a change in approach after the initial deployment, as at least
six of each of the main boards were required.

An example of a circuit board that was used widely in Erica’s construction was the LED
controller. Erica has 32 single colour and 15 RGB LEDs distributed around her body. Rather than
have all these LEDs connected to a single controller board, a distributed control system was used.
This simplified the cabling required inside Erica. Each LED (or colour, if RGB) had a separate PWM
control channel. The distributed dimmers were connected together using a shared SPI bus which
originates from the Mech Pi. The structure of the the lighting control can be seen in Figure 7.

Raspberry Pi Interface Board
R N T 2257 ~
1 1 Frequency . \
! SPI \ i ! sPipaa Clock ATTiny45 H
1 H 1 . . 1
' o Timing Generator !
\\ ’/l \\~ r"

"""""""""""""""""""" 5|z?_cT<Eer'§PT§ig'n'aE"""""'""""'
o lo_fl:sllio_ar_d _____________ LEDs installed
7 N\\ inside Erica

TLC5940
PWM Controller E
(With constant
current outputs) T

First Controller Board

Figure 7. Original design for Erica’s LED controllers.

4. Go! Rhinos Deployment

In summer 2013, Marwell Wildlife organised an ‘art trail’ around the city of Southampton,
UK. The 36 life size rhinos and 62 smaller rhinos were on display for 10 weeks, and enjoyed by
approximately 250,000 residents and visitors [8]. At the conclusion of the art trail, the life size rhinos
were sold by auction raising a total of £124,700 for three charitable causes.

Unlike the other life-size rhinos on the art trail, Erica was located inside a local shopping centre.
This location was chosen because of the availability of power, network and the realisation that making
Erica both rain proof and resilient to vandalism would not be feasible. There was one particular
unforeseen problem. The location had a large skylight which acted like a greenhouse and allowed
direct sunlight to illuminate Erica’s mostly black paintwork resulting in her internal temperature
exceeding 45 °C on several occasions. While the Raspberry Pi SBCs handled this without issue, it was
found that the glue holding circuit boards and cables inside of Erica was not able to cope, turning a
series of neat cable looms and mounted hardware into a mess, leading to hardware failures.

Despite the thermally induced hardware failure, Erica’s deployment was a success with Erica’s
analytics, as seen in Figure 8, showing that a significant number of people interacted with her.
This shows that the majority of the interactions observed were from the PIR sensor. This has been
attributed to the fact that this sensor did not require visitors to actively engage with Erica, meaning a
substantial proportion of the count could be people passively observing her or just walking past.
It was also observed that the other interactions available were not immediately obvious. Whilst
there was signage describing the different ways that Erica could be interacted with, this was not
presented in a child accessible way. Children would approach Erica and start randomly touching
and stroking her, until their carers explained the interaction functionality available, having read the
signage provided.
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Figure 8. Daily counts of interactions with Erica during the Go! Rhinos deployment, recorded using
Google Analytics.

Areas where public expectations differed significantly from the design were at the screens
embedded in Erica’s sides. These displays cycled automatically through a set content sequence
including: details of the other rhinos on the art-trail, Erica’s mood, and details of conservation efforts
in the wild. The public expectation, however, was for these to be touch screens that would provide
additional methods of interacting with Erica.

One of the features built into Erica that is immediately accessible is the window in her belly to
view the electronics. Whilst adults tended to use the mirrors to save having to bend down, children
were much more likely to crawl around underneath Erica herself in order to get the best view possible.
The team of “Rhino Engineers” responsible for maintaining Erica were all issued with bright red
branded t-shirts. Whilst wearing these t-shirts, team members were approached by members of the
public who were wanting to know more, or provide feedback including bug reports. This feedback
combined with team members” own observations were used to steer decisions behind the upgrades
detailed in Section 5.

5. Upgrades and Maintenance

After the Go! Rhinos deployment, Erica returned to the University and the opportunity was taken
to carry out general maintenance, perform upgrades based on feedback received and repair damage
sustained during the deployment. The majority of the upgrades, with the exception of upgrading to
Raspberry Pi 2s, were done in order that Erica could be taken to the 2014 Big Bang fair [23] as part of
the University exhibit.

5.1. Physical Changes

Whilst performing maintenance on Erica during her time on the art trail, it was found that
removing the main board was a time consuming task, due to the numerous connections to the body
electronics. To address this, the electronics were redesigned to use a limited number of category 5
network cables for all signals connected to the Raspberry Pi SBCs. The new design of cabling
infrastructure is shown in Figure 9, with changes to the electronics discussed in Section 5.3.
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Figure 9. Erica’s main computing board.

The cabling redesign was also extended into the plinth on which Erica is mounted. During
the Go! Rhinos deployment, Erica’s only physical external connection was the main power. This
was ideal when Erica was left unattended in a shopping centre but was limiting for exhibition
use and debugging. To improve usability, the plinth was fitted with PowerCon input and output
power connections, network connections for both internal and external network, audio outputs (for
when her internal speaker is not loud enough) and HDMI & USB connections to the interface Pi for
debugging. All these connections were carried up from the plinth through Erica’s legs, but can be
unplugged to enable the plinth to be removed for transport.

5.2. Processing Upgrades

The performance offered by the original Raspberry Pi model B proved to be a significant
limitation and affected all stages of the project, influencing architecture decisions and limiting
responsiveness to interactions. When the Raspberry Pi 2 [24] was announced in 2015, it was an
obvious decision to upgrade all Erica’s Raspberry Pi SBCs to this new model to increase performance.
Erica’s overall responsiveness improved and allowed for more complex interactions, but the biggest
difference observed was in the improvement in the performance of her eyes. Face detection now
happens significantly faster and it was possible to implement the ‘QR Cubes’ and ‘See what I see” as
discussed in Section 5.4.

During the deployment, issues with SD card reliability were encountered. These issues have
been explained by the fact that, in all deployment scenarios, the power has occasionally been cut
off without performing a graceful shutdown first. This has been a recurring problem through
Erica’s multi-year lifetime. In order to simplify the process of recreating SD cards when needed and
keeping the systems up to date, Puppet [25] scripts were created allowing the images to be rebuilt on
replacement cards.

The LED subsystem had proven to be unreliable and susceptible to RF interference during the
Go! Rhinos deployment. This was primarily due to the use of 3.3-volt SPI signals over excessively
long cables. The replacement communication protocol chosen was DMX512 [26] as this is designed
to cope with cable lengths significantly greater than needed. Given this change, a new design of
hardware was needed, as shown in Figure 10. The hardware required for the main control interface
is shown in Figure 6b. Having learnt from the scalability issues of using stripboard and having more
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development time, a PCB was created and the interface on the Pi was replaced with an open source
DMX controller.

Raspberry Pi HAT Board

/ )
i ( USB N L AVR based USB
\ j J

DMX512 Controller

D g

N . I _ \\ /
DMX Signal to first board
. N LEDs installed
Fd N, inside Erica
—
Q
AVR'b d controll gL
. ased controller =
First Controller Board X . R8s
with DMX512 input 88
|
==
=
o
\\ ,I

DMX signal to next board

Y

Figure 10. New DMX based design for Erica’s LED controllers.

5.3. LED Hardware Upgrades

The form factor change of the Pi 2 when compared to the model B Pi required a redesign of
the hardware interface boards. This new generation of boards was designed to be HAT-compliant
(Hardware Attached on Top) [27]. Rather than create a separate HAT for each function, it was decided
that a single modular HAT design (as shown diagrammatically in Figure 11 and built in Figure 6c)
would simplify deployment and maintenance. These HATs contain an RTC, eye control hardware,
a DMX controller and GPIO (General Purpose Input/Output) breakout. The designs for these HATs
and all the associated software is Open Source and is available from the Erica github [28].

Raspberry Pi A GPI0 petipherals HAT Board
e.g. Touch sensors
e NS ~
GPIO 4 o GPIO Interface Eye Servo Connectors o
- on RJ45 Jack Driven by Servo Blaster PIM Servo -
ontrol + power
A
usB ¢
12C Real Time Clock Module AVR Based USB -
D For Interface Pi DMX512 Controller DMX512 Control |
Digitaly Controllable
SPI Potentiometer Power Supply Module oo
npul
) USB to Serial Webcam connector
( | P J >
Serial Port Debug interface Pin Header Webcam
7/ N, nterface /

\\ ’ ~ ’

‘ USB Debug Connection

Figure 11. Block Diagram of Erica HATs.

5.4. Screens & Interaction

Initially, the 7” screens mounted in Erica’s sides were HDMI monitors attached to the Brain
and Interface Pi SBCs. These were intended to display a loop of static pages for visitors to consume.
However, shortly after deploying them onto the art trail, several passers by commented that they were
expecting them to be touch screens with interactive content. This reaction continued throughout the
deployment. Therefore, it was decided to make an architectural change and replace these screens with
Android-based tablet devices connected to Erica’s local wireless network to provide touch interaction
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with dynamic content. This was done before the Pi touch [29] displays were available, and if this were
to be done now, these displays would be the more obvious choice.

The tablets display a web-based menu system in a kiosk-mode browser that allows visitors to
interactively view information about Erica, her mood, rhino conservation and the other Rhinos from
the Go! Rhinos campaign. They also allow visitors to trigger Erica’s eye movement, ear movement,
horn LED colour change and body LED animation. The decision was also taken to allow people to
see what Erica could see as it was a requested feature. A screen shot of the web interface is shown

in Figure 12.
THE RHINO
Find out about Me Interact with Me
My Cousins See What | See
Facts about Rhinos My Mood
Find Me on the Web My Internal Monologue

Figure 12. The home screen on the tablets in Erica’s side.

Even after introducing interactive touch screens, it was still felt that the range and ease of
interactions with Erica was lacking. The ability to identify QR cubes using Erica’s two webcam eyes
had never been fully exploited in a way that was simple and intuitive to an average visitor. Therefore,
in June 2015, prior to the University of Southampton’s open days, a number of cardboard cubes were
constructed, as illustrated in Figure 13.

Py

IJEI :

m]:1 ERICN

. THE RHINO

| Show me
-« a QR code >
L and observe
m] ) [= V
—

Figure 13. A two-dimensional net for a QR cube developed to aid interacting with Erica.
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Each of the five QR codes on each cube represent a word within a theme and will lead to some
reaction from Erica. One set of codes plays samples of music across a particular theme. Another
set allows all of the body LEDs of one colour to be switched on or off depending on which eye the
QR code is presented. The final set express one of five different emotions that involve at least two
separate outputs.

These cubes have been particularly useful in increasing the amount of interactions with Erica on
a day-to-day basis in her permanent home at the University of Southampton. The amount of time a
right eye QR code scan has spent in Erica’s short time memory has increased twenty-fold, and, for
the left eye, this has increased over one-hundred-fold.

Whilst these improvements were being developed and deployed, Erica was touring the country
and receiving visitors at her permanent home in Southampton.

6. Public Engagement and Impact

In terms of public engagement, there were three key outcomes from developing Erica.

While Erica was being initially developed, nine classes (approximately 230 pupils) were invited
to see Erica at the University and discuss the sorts of interactions that they could imagine having with
her. The pupils then learned about the basics of programming and how the hardware and software
inside Erica worked. This was evaluated using questionnaires given to all students, which showed
that the classes enjoyed understanding the potential of technology. All of these classes have since
returned to the university for follow-up computing workshops.

Evaluating feedback from the general public, the mirror tiles placed underneath Erica to allow
people to easily see the technology inside and the visits from the ‘rhino engineers” when things
needed fixing were both received positively. In particular, it helped make the public aware that this
was a research project rather than a commercial one and gave people the opportunity to find out how
Erica functioned.

While on display during the Go! Rhinos campaign, a pop-up classroom was run that taught
programming to almost 1200 young people from the local community. They were told about
Raspberry Pi computers, and how they could use software to build their own rhino components.
Several participants made return visits to this workshop and parents were impressed at how much
their children had learnt and carried on learning at home. These sessions were run in addition to
the outreach sessions organised by Marwell Wildlife as part of the wider Go! Rhinos campaign.
This campaign proved so successful that Marwell Wildlife are organising a follow on event this year
focusing on Zebras [30].

As a result of the project, the authors have been approached by the organisers of science public
engagement events to take Erica on tour. Erica was on display at the Big Bang Fair in March 2014
where there were approximately 5000 interactions over the four-day long event. Approximately 4000
of these interactions were people “feeding” Erica by touching her chin sensor as shown in Figure 14.
Erica was also at the 2015 Cheltenham Science Festival. In addition to external visits, she has been
part of the internal university science days for the last three years, which see approximately 4000
to 5000 people through the door each year.
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Figure 14. Daily counts of interactions with Erica at the Big Bang fair, recorded using
Google Analytics.

No matter where Erica has been displayed she has received interest from parents and children
alike, with conversations ranging from electronics and programming to rhino conversation via
her artwork. She was a finalist in the UK Public Engagement Awards, obtained a University of
Southampton Vice-Chancellor’s award, appeared in international media [31] and has been used as
an example of Pi outreach by companies such as RS [32], and Rapid Electronics [33].

Erica is now on permanent display in the foyer of the Mountbatten building at the University of
Southampton where she has regular interactions with staff and students of the University along with
members of the local community. It is safe to say that Erica is now a local celebrity!

7. Conclusions

Erica the Rhino was created as a piece of interactive artwork to promote Electronics and
Computer Science and the University of Southampton. In order to achieve this, an inter-disciplinary
team was brought together from across the University. A feature set was decided upon and
implemented, along with an artistic design for Erica’s exterior. In order to implement these features,
it was decided to use Raspberry Pi SBCs, as this way anyone interested in the technologies in use
could acquire the same hardware cheaply to enable them to experiment themselves. Furthermore,
as all the software and custom hardware created for this project is Open Source, other parties could
develop their own art pieces using the same foundations.

The choice of using Raspberry Pi SBCs inside Erica to provide the compute power has influenced
the entire design of Erica, both in terms of features available and how they are implemented. The
same features could have been implemented using a less complicated architecture by combining a
few Arduinos [34] with a small form factor PC. The outreach and engagement benefits of using the Pi
have vastly outweighed the additional complication that it brought. In terms of outreach, Erica has
been seen by several thousand young people and has prompted conversations on a wide variety of
topics, some of whom have been inspired to continue learning at home. Overall, the entire project has
been very successful, surpassing any expectations that the team had when the project was started.
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