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Abstract—Delay-fault monitoring sensors are widely used for
Dynamic Voltage and Frequency Scaling (DVFS) to compensate
for intrinsic Process, Voltage, Temperature and Ageing (PVTA)
variations. Such techniques are generally based on monitoring
the circuit’s critical paths. This paper presents a new delay-fault
monitoring circuit, which is able to monitoring multiple paths
simultaneously. The proposed circuitry has been designed and
verified in a 32 bit MIPS processor using a 65nm technology.
Our results indicate that the use of the proposed sensor for delay
monitoring can lead to a significant saving in area and power
overheads of two-thirds and one-third, respectively, compared to
a canary flip-flop.

I. INTRODUCTION

Integrated circuits are typically designed with a safety
margin as the performance varies due to unavoidable PVTA
variations [1]. This means the circuits are generally designed
for a combination of worst-case conditions, which limits
the system performance and leads to an increase in power
consumption during the system’s lifetime. DVFS schemes have
been proposed to dynamically eliminate the unused safety
margin to improve the power-efficiency [2]. Such schemes
use in situ sensors to monitor the delay-fault from the longest
delay path [1], [3]. The system can then dynamically scale the
supply voltage and the operating frequency to compensate for
the impact from PVTA variations.

Generally, the in situ delay monitoring sensors aim to detect
data consistency before or after the clock rising edge to
predict or detect delay faults [3], [4]. This can be done either
by double sampling or by stability checking techniques [1],
[5]. The sensors are usually implemented at the end of near
critical paths. Each sensor only monitors delay faults from
the paths that share the same end. Technology shrinking has
exacerbated timing-dependent process and ageing variations,
which may change the ranking of critical paths. This will
led to a significant rise in the number of ageing and process
variation Potential Critical Paths (PCPs) that are deemed to be
vulnerable to delay faults [6], [7]. The cost of conventional in
situ delay monitoring is thus becoming prohibitive.

In this paper, we propose a cost-efficient Parity Check
Circuit (PCC) for delay fault prediction to mitigate the cost
of in situ delay monitoring. PCC is able to monitor multiple
paths simultaneously, which significantly reduces the number
of sensors. The proposed sensor has been designed and verified
in a 65nm technology. Our results indicate that using the
proposed sensor for delay fault monitoring in a 32-bit MIPS
can lead to a significant saving in area and power overheads,
compared to the use of canary flip-flops [3]: by two-thirds and
one-third, respectively.

The rest of the paper is organized as follows. Section
II describes related work. Section III outlines the design
principles of the PCC. Verification results and a cost analysis
are discussed in section IV. Finally conclusions are drawn in
section V.

II. BACKGROUND AND PREVIOUS WORK

A. Latch Type Sensors

A number of latch-type delay fault monitoring sensors have
been proposed in recent years, [8], [9]. These replace the
main FF with a latch, and therefore decrease the transition
time from D to Q. The error signal is triggered by detecting
transitions while the latch is enabled. However, replacing the
FFs in a pipelined system may will cause further reliability
issues as short paths may share the same end as PCPs. Two
stages on both sides of a sensor will be connected to each
other directly while the clock is at logic ‘1’. To compensate
for this, buffers and clock duty cycle adjustment circuitry are
generally implemented in the system where latch-type sensors
are used [8]. This will increase the complexity of the system
and means that latch-type sensors lose their advantage in terms
of cost efficiency [9]. Delay fault recovery circuitry is also
required when an actual error occurs.

B. Canary FF

Unlike latch-type sensors, the Canary flip-flop [3] is a flip-
flop-type delay fault prediction sensor that uses a double
sampling technique. It predicts delay faults by detecting the
consistency of the output signal from a PCP before the rising
clock edge. Fig. 1 shows the architecture of the Canary FF.
A Canary FF consists of a main flip-flop, a shadow flip-
flop, one delay element and a comparator. The detection
window of the Canary is defined by the delay element. The
shadow FF receives delayed data, which is the data from the
detection window interval before the current time. When a
transition approaches the rising clock edge, because of the
PVTA variations, the shadow FF will miss the sample before
the main FF detects it. The Error signal will then be triggered
as there is an inconsistency between the samples from the
main FF and the shadow FF. As Fig.1 shows, a group of error
signals is collected by a multiple-input OR gate. The Errors
signal is asserted when one of more Error signals are triggered
from the group of PCPs that the Canary FFs are monitoring.

Compared with delay fault detection sensors, Canary pre-
dicts a delay fault before an actual error occurs. Therefore, it
does not require further circuitry to recover from a delay fault.
However, implementing a shadow FF of the same size as the
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Fig. 1. Canary Flip-Flop [3]

main FF on every PCP will lead to a large area overhead.
The area cost for delay fault monitoring in a system might
therefore be prohibitive, as will be shown later.

III. DESIGN PRINCIPLES

This section outlines the operating principles of the pro-
posed circuit. The main advantage over existing sensors is that
the PCC can be used for multiple path delay fault prediction,
hence it requires less area overhead. Furthermore, compared
with latch-type sensors, implementing PCC will not influence
the functionality of the original design, as it does not need to
replace the FFs on the monitored paths nor add buffers to the
short paths of the original design.

A. Operating Principles of PCC

Assume that a group of data from monitored PCPs is
handled as a single number. Transitions on a PCP will change
the parity of that number, from even parity to odd parity or
from odd parity to even parity. A delay fault can be predicted
when this change is captured before a clock rising edge. The
architecture of the PCC is shown in Fig. 2. The PCC consists
of one multiple-input XOR gate, a delay element, a matched
delay element, one main FF, one shadow FF and a 2-input
XOR gate. The multiple-input XOR gate checks the parity
of the input from the PCPs. The output signal ‘P’ is not
able to represent the parity at the current time because of
the propagation delay of the multiple-input XOR gate. This
will cause a phase shift in the detection window. The matched
delay element matches the delay of the multiple-input XOR
gate to compensate for this phase shift.

Compared with Canary, which detects the data consistency
of a single PCP, the PCC checks the parity consistency
to monitor multiple PCPs simultaneously. Hence, with an
increase in the number of PCPs, the PCC implementation will
not lead to a rapid growth in overheads. However, the parity of
two sample point will remain the same if an even number of
transitions from PCPs occur within the detection window and
the delay fault behaviour will be unpredictable in this case.
Nevertheless, PCC predicts the delay faults when transitions
from PCPs approach the clock rising edge. Therefore it is not
necessary to predict every single delay fault on the paths that
the PCC is monitoring.
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Fig. 2. Architecture of The Proposed Circuitry

TABLE I
PERCENTAGE OF TRANSITIONS FROM 4 PATHS

Activity Rate α 10%
One Paths Transition C(1, 4)× α× (1− α)3 29.16%
Two Paths Transitions C(2, 4)× α2 × (1− α)2 4.86%

Three Paths Transitions C(3, 4)× α3 × (1− α)1 0.36%
Four Paths Transitions C(4, 4)× α4 0.01%

No Transition C(4, 4)× (1− α)4 65.61%

In reality, it very unlikely that the transitions from different
PCPs are 100% correlated with each other. Table I shows
the percentage of transitions from 4 monitoring points with a
10% activity rate [10]. As the Table shows, there is a 29.52%
probability that an odd number of transitions occurs and 4.87%
probability that an even number of transitions occurs during
the system operating time. The delay fault prediction rate is
95.13% when a single PCC monitors 4 paths simultaneously.
Moreover, the delay faults will be unpredictable if and only if
an even number of transitions occur in the detection window,
as shown in Fig. 3 (a) and (b). Therefore the actual delay-
fault prediction rate would be higher than 95.13%. A delay
fault will be eventually detected by the PCC when an odd
number of transitions occurs.

Fig. 3 shows the timing diagram of the PCC when it
monitors a group of paths simultaneously, where CLK is
the clock signal of the system, DClk is the output signal of
the matched delay element, PCP1 and PCP2 are the output
signals from two different PCPs, P is the parity status of the
output signals from the PCPs (‘0’ for even parity, ‘1’ for odd
parity), DP is the delayed parity status (which generates the
detection window (DW )), SP and SDP are the output signals
of the main FF and the shadow FF, MD is the delay generated
by the matched delay element, and Errors is the delay fault
prediction flag of the PCC. There are three typical operating
cases during the PCC operation time, shown in Fig. 3 (a), (b)
and (c), respectively.

(a) The PCPs might share the same ends with other short
paths. In the first clock cycle, a short path exists and PCP1
changes from ‘0’ to ‘1’ before the detection window (the other
PCPs remains the same). This conversion causes the signal P
to switch from odd parity to even parity . The error signal
is not triggered as both P and DP switched to ‘0’ before
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Fig. 3. Timing Diagram of the PCC

DClk rises. In the second clock cycle, a PCP is asserted and
PCP1 switches within the detection window, which results in
the signal DP changing from even parity to odd parity after
the DClk rising edge. The error signal is triggered due to
inconsistent sampling between the main FF and the shadow
FF. This error signal is then cleared in the next clock cycle.

(b) In this case, two PCPs are asserted in the same clock
cycle. PCP2 reaches the detection window before PCP1.
Transitions from those two paths trigger a pulse in signals P
and DP . Signal P switches back to odd parity before DClk
rises and signal DP remains at even parity when DClk is
rising. The error signal is then triggered as the inconsistency
is captured by the main FF and the shadow FF.

(c) When the transitions from two PCPs occur in the detec-
tion window, pulses on signals P and DP will be generated
before and after the DClk rising edge. The inconsistency will
not be captured by the main FF and the shadow FF, thus there
is an unpredictable error. This is a rare situation, which will
not arise every time that a group of PCPs are monitored. The
error will be eventually predicted when an odd number of
PCPs are asserted (see Table I).

In practice, the routing area overhead should also be con-
sidered. Compared with existing sensors such as Canary, there
is more routing on the input side of the PCC as the multiple-
input XOR gate needs to be connected to the output signals of
the PCPs. However, existing sensors will have more routing
on the output side to manage error signals. The PCC does not
lose the advantage of cost-efficiency in terms of routing.

B. Path Selection

The delay fault monitoring sensors would not be imple-
mented on every path. A limited set of paths should be selected
[1]. Timing dependent ageing and process variations should be
considered as they may change the ranking of the critical paths.
A PCP may become the critical path after fabrication due to
process variations, or after a certain time because of ageing.
Various ageing models are available for timing dependent
ageing variations [6]; the potential critical paths after ageing
can be identified using those models. The range of behaviours
due to process variations can be estimated by applying the
data provided for different technologies using worst and best
case models.

As an external sensor, PCC would be implemented on
the inputs of FFs on the PCPs. Therefore the load capacity
of the last gate on the potential critical path may require
adjustment. The safety margins need to be defined according
to the variability analysis of each sensor implementation. The
delay from different inputs of the multiple-input XOR gate
should be balanced before implementation.

IV. VERIFICATION AND COMPARATIVE ANALYSIS

This section first presents the results of functional verifi-
cation at system level, then we summarise the cost of the
proposed delay fault prediction technique when implemented
in a 32-bit pipelined MIPS.

A. System level Simulation Results

The first step in any delay-fault prediction technique is to
identify the long delay paths to be monitored. These refer to
the critical paths of the circuit under consideration, in addition
to all long delay paths that may cause timing errors due
to ageing and process variation induced delay degradation.
In this example, four paths from the PCPs were selected
after the timing analysis for a 32-bit pipelined MIPS in a
65nm technology. The PCC was used to monitor the 4 PCPs
simultaneously for verification and evaluation.

1st
 2nd 3rd  4th 5th 6th  7th   8th   9th 

Fig. 4. 4-input PCC functional verification in a 32-bit MIPS

Fig. 4 shows the system level simulation results when a
PCC monitored 4 PCPs simultaneously. Those four PCPs will
be assigned when the MWB stage writes data ‘0’ back to four
different register files. The signals a, b, c and d are the output
signals of those four PCPs and the signals reg_a, reg_b, reg_c



and reg_d are the data which is stored in the register files. As
the figure shows, transitions occur in the first, third, fourth,
fifth, sixth and eighth clock cycle. Those transitions can be
divided into three categories (I), (II) and (III).

(I) The PCPs were asserted in the first, third, sixth and
eighth clock cycles which triggers the late transitions at
monitoring points a, b, c and d, respectively. The error signals
are generated when the transitions are detected by the PCC
without an actual error.

(II) In the fourth clock cycle, a transition is triggered at
monitoring point c by a short path. The error signal is not
triggered as the data settles before the detection window.

(III) The pulse signals on monitoring points b and c in the
fourth and the fifth clock cycles occur due to the competition
risk between logic circuits. The the error signal is not triggered
as the pulse signals occur before the detection window.

B. Area and Power Overheads Comparison

To compare the area overhead of the proposed design
PCC with Canary FF, we have considered a 32-bit pipelined
MIPS. The PCC and Canary FF are designed by using exactly
the same double sampling circuitry with the same width of
detection window to produce an equitable comparison. The
PCC and Canary FF were applied to monitor the same group
of PCPs. The power and area overheads were estimated from
Design Compiler using a 65 nm technology.

(a) Area Overhead

(b) Power Overhead

Fig. 5. Area and Power Overheads Comparison

Fig. 5 shows the trends of area and power overheads for
4, 6 and 9 path monitoring when Canary and PCC were
applied to the MIPS respectively at the highest operating
frequency (800 MHz) with 1.05V supply voltage. As the Fig.5
(a) shows, the area overhead of PCC is generally smaller
than that of the Canary FF. Compared with Canary FF, the

growth in area overhead is more than 6 times slower when
the PCC was applied to the MIPS. The PCC has a higher
power overhead compared with the Canary FF when fewer
than 6 paths are monitored, shown in Fig. 5 (b). This is due to
the dynamic power overhead produced by the matched delay
element, as the matched delay element is connected to the
clock signal. However, the power overhead of Canary might be
underestimated as Canary FF will require more clock buffers
after place and route. PCC saves two-thirds area overhead and
one-third power overhead compared with Canary FF when
PCC monitors 9 paths simultaneously.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we have a new delay-fault prediction circuitry,
named PCC. PCC is a multiple delay-fault predictor which
improves the cost and energy efficiency. Compared with
Canary FF, PCC saves two-thirds and one-third of area and
power overheads respectively in a 32-bit MIPS. The design
was implemented and verified in a 32-bit MIPS in a 65
nm technology. Future research will focus on the full PCC
implementation for a DVFS system on a high-performance
processor.
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