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A Security Model for Cloud Computing Adoption in Saudi Government
Organisations
By
Madini Alassafi

Cloud computing plays an essential role in public organisations and private sector
companies, while also reducing the cost of using information technology services. Not only
is cloud computing available for users to access anytime and anywhere, but also makes it
possible for them to pay for only what they use. In Middle Eastern developing countries,
such as Saudi Arabia, cloud computing is still not extensively adopted compared with
countries in the West. In order to encourage the adoption of cloud services, this research
addresses the essential to investigate the security factors which are associated with cloud
computing, and which influence organisations’ desire to adopt the cloud services.
Subsequently, this study has developed a theoretical framework that associates security in

cloud adoption.

In light of the above, the main contribution of this study is the Security Cloud Adoption
Framework development in order to support an investigation into the security factors that
influence the adoption of cloud computing in KSA government organisations. This research
proposes a framework which can be used to understand and evaluate security in cloud
adoption; particular emphasis is placed on risks, social aspects, and benefits when
implementing security in the cloud services. The proposed framework consists of three
categories, namely the Security Social category, the Cloud Security Risks category, and the
Cloud Security Benefits category. The framework factors were identified by critically
reviewing studies found in the literature, together with factors from the industrial standards
within the context of the KSA. The methods used in this confirmatory study were expert
interviews and questionnaires. Interviews were conducted with 12 security experts in

different Saudi government organisations to confirm the aforementioned factors and to



identify those omitted from previous studies. The second method used was questionnaires,
which were distributed to 32 IT and security experts from different Saudi government
organisations in order to confirm the security factors in the security cloud adoption
framework. This framework was subsequently developed. The outcomes from the expert
interviews exposed that the proposed security factors in the security cloud adoption
framework are statistically significant. In addition to this, the analysis of the interview
outcomes and the questionnaire results indicated that there is an additional factor, namely
Failure of Client-side encryption, which could potentially affect the adoption of cloud
services in KSA government organisations. Experts and security specialists expressed the
belief that this factor may influence cloud adoption. The findings of this research were used

to improve the suggested framework.

Finally, in the validation study, a new instrument was used with 215 IT and security experts
in different Saudi government organisations; the purpose of this was to explore the
relationship among security factors and to test the model. The instrument was evaluated
using a group of experiments; the security experts evaluated the instrument applying the
content validity ratio, while the security experts had a part in the validation study. The
validation study involved important two tests which examined the internal reliability and
the correlation analyses. After applying Structural Equation Modelling (SEM), the resulting
data clearly showed a good fit of the structural model and measurement analyses. The key
outcomes of the validation study revealed that the relationships among security factors
were discovered to have a direct and statistically significant effect in the model. This

specifies that the proposed model fits the data and applies to the Saudi context.

The contributions of this research are as follows: firstly, it developed a security cloud
framework within the KSA context and, secondly, the framework was extended to a security

cloud instrument for measurement and validation of the model.

Overall, the outcomes of this study are of valuable information in terms of
recommendations to cloud providers, government organisations, administrators, and policy
makers. Simply put, these findings can assist in the implementation of cloud computing and
encourage the spread of this phenomenon across countries in the Middle Eastern,

particularly in Saudi Arabia.
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Chapter 1: Introduction

Cloud computing defines distributed computing which is linked through a network and
which affords utility services to the end user (Mauch et al., 2013). It represents a way of
providing computing resources based on various technology services, such as
distributed systems, cluster computing, and web-based services (Buyya et al., 2009). In
an economic recession, cloud computing technology services can play a considerable
role in public organisations and private sector companies, since they reduce the cost of
using Information Technology (IT) services in addition to offering certain other features

(Alsanea and Barth, 2014).

Cloud Computing can be defined as a paradigm that has developed from previous
computing paradigms. There are traditionally six different stages of development for
computing (Zhang and Zhou, 2009), as illustrated in Figure 1-1. The first stage of
computing development was mainframe computing, when a number of customers
shared a CPU using a number of terminals. The second stage of the computing
development was personal computing (PC), when every user used their own stand-alone
PC. While in stage three of computing development, personal computers are networked
together in a local area network. The fourth stage of computing development was the

Internet, a network of networks.

In the fifth stage of computing movements, several high performance computing
resources collaborate for a particular purposes; this stage is grid computing. Cloud
computing is the sixth stage of computing movements, which is a development of

computing resources on the internet as services, (Azeemi et al., 2013).
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Figure 1-1: Computing Paradigm Developments (1960s - 2017)

The main objective of cloud computing technology is to lower companies’ IT costs and
offer organisations the chance to take control of their data centres. Several developed
countries have begun to recognise the benefits of using cloud computing in government
such as the United States, Australia and China which are considered developed countries
(Bannerman, 2010). While the adoption of cloud computing services can provide many
advantages for government services, few European countries have developed
governmental cloud strategy plans (Elena and Johnson, 2015). The security concerns
related to the cloud hinder many organisations’ attempts to adopt cloud services
(Sabahi, 2011). Such security concerns include physical security and simple access to
facilities and equipment (Pearson, 2013). Furthermore, the security element has the
potential to influence the acceptance of cloud computing across most of the world. In
the KSA, the government has acknowledged the importance of cloud-based services and
has laid out plans to establish government cloud services and other forms of cutting-
edge technology, such as smart cities and loTs sensing (Alsanea and Barth, 2014). KSA
government organisations spent approximately £4 billion in 2010, and it is expected that
whole spending for the subsequent years may have increased by as much as 10.2%

(Alsanea and Barth, 2014). This specifies that, in the KSA, there is a negative attitude to



adopt and implement advanced technology. A number of studies have been conducted
to investigate the effect of the social and management features that facilitate or pose
challenges to cloud adoption in the KSA (Alsanea and Barth, 2014). Moreover, little is
known about the security factors that influence cloud computing adoption services
across the world (Elena and Johnson, 2015a). According to ICorps IT Consulting
Technologies, by 2020 it is predictable that the rate of the cloud computing market will
exceed $270 billion. This forecast indicates that the cloud computing production is on
the up and that the number of cloud customers around the world is increasing. Said
increase in the use of cloud computing technology is directly related to the various
benefits it offers, such as lower maintenance cost, low initial investment, and very high
computation power (Kumar, 2010). It is clear that cloud adoption in the KSA is influenced
by security risks and benefits awareness; in light of this, and in order to understand the
influence of security on cloud computing adoption, the present research investigates
the security risks, security social factors and security benefits associated with the

adoption of cloud computing in Saudi government organisations.

1.1 Background of Saudi Arabia Context

This section delivers an overview of the Kingdom of Saudi Arabia (KSA), which is home
to the largest petroleum companies in the Middle East, and has an estimated population
of over 30 million. KSA is located in the southwest of Asia, and with Arabic listed as its
official language, it is considered the largest Arab state in Western Asia (Alnatheer and
Nelson, 2009). Saudi Arabia’s resources are based on natural wealth, including

petroleum, natural gas, iron ore, gold, and copper (Alateyah et al., 2013).

More and more governments around the world are presenting e-government as a
means of decreasing costs, developing services, saving time and rising success and
effectiveness in the public region. Consequently, e-government has been determined as
one of the top priority for the KSA government and all its organisations (Alshehri and
Drew, 2010). However, the adoption of any technology by the government organisation

is experiencing a lot of concerns and obstacles such as technological, cultural,
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organizational, and social problems which need be take into consideration when
government plans its implementation (Alnatheer and Nelson, 2009). The ruling family of
the Kingdom of Saudi Arabia oversees the government organisations. According to the
Economist's 2010 Democracy indicator, the KSA government was the seventh most
authoritarian government from among the 167 countries rated (Economist Intelligence

Unit, 2010).

The Kingdom of Saudi Arabia has the largest information communication and technology
market in the Middle East, in terms of both capital volume and spending. In addition,
the vision of the KSA is to implement and promote controlled communication and IT

systems to realise an IT community and a digital economy (Alarifi et al., 2012).

The KSA is one of the biggest market for Information and Communication Technology
(ICT) in the Middle East. However, although the KSA government supports the ICT
development across the country and has established a strategy for the next 20 years,
ICT in KSA is considered to be in the developmental stage. The KSA government has
initiated proceedings designed to improve business operations and disseminate the
notion of e-services in different government organisation so as to achieve the vision

2030 (Alateyah et al., 2013).

1.2 Motivation & Research Questions

According to the World Bank, World Development Indicators, 2015, the Kingdom of
Saudi Arabia (KSA) is the 19th largest economy in the world and is driven by the
exportation of crude oil. The KSA is pushing itself in order to achieve strong economic

expansion and move away from its oil-based economy (Alshahrani and Alsadiqg, 2014).

When it comes to expanding the economic opportunities in the KSA, information and
communication technology plays a very significant role in promoting the Saudi
government's 2030 vision initiative, the aim of which is to diversify the country’s
economic income and technology (Alsanea and Barth, 2014). With organisations around
the world looking towards third-party IT platforms such as mobile, big data, cloud

computing, social media, etc., the KSA has realised that mobility and cloud computing
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technology are important and may represent the most crucial future investment area

of ICT technology (Kumar, 2010).

Despite the strong IT market and the allocated budget of adopting technologies, Saudi
government organisations are still in the early stages of adopting the cloud, and there is
a lack of research concerning the reasons behind the slow pace of this advancement

toward the cloud (Alateyah et al., 2013).

In light of this, the main research goal here is to investigate the relevant security factors
in order to develop an appropriate security framework that can help KSA government
organisations to adopt cloud computing. In addition to this, another goal of this research
is to develop and validate a cloud security adoption model for Saudi government

organisations.

To achieve these goals, the research process is broken down into two main stages, as

presented in Figure 1-2:

1. The framework development and confirmation.

2. Based on the confirmed framework in the previous stage, an instrument is
developed and validated (validate the model to explore and confirm the
significance of the relationships between the security factors by using the

structural equation modelling tehcnique).
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Second stage: Validation Study
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Phase 1: Theories and previous studies.

Phase 2: Proposing initial framework after identifying
security factors.

Phase 3: Interviewing IT and security experts, to assess and
confirm the proposed framework and its factors while also
exploring other previously-unmentioned factors.

Phase 4: Using NVivo software with expert interviews and
SPSS software with survey.

Phase 5: Generating research hypotheses for the next stage
of this research.

Pilot Study

Ethical Approval

v

!
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'
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8. Exploratory Factors
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v

9. Confirmatory Factor
Analysis (SEM)

v

10. Data Analysis
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'

11. Findings and
Discussions

v

12. Final Model

Phase 6: Selecting factors and generating the items
for the instrument. The questionnaire was validated
before being delivered to the participants, and the
instrument was reviewed after validation. The
necessary ethical approval was obtained from the
University of Southampton before distributing the
questionnaire to the participants.

Phase 7: Questionnaire with IT/security experts to
validate the proposed framework. Preparing the data
for the analysis.

Phase 8: SPSS software was used in the exploratory
analysis. The KMO test was used to establish the
strength of relationships and for data screening.
Factor extraction and rotation were also applied.
Phase 9: AMOS software was used for the analysis to
define  individual  constructs. The  overall
measurement model was developed.

Phase10: Analysis of the data and testing of the
hypotheses and relationships between factors.
Phase 11: Finalising the findings and the results with
discussions.

Phase 12: Validating the final model for security

cloud adoption.

Figure 1-2: Summary of the Research Stages and Procedures




The first stage of this research was the development in order of an appropriate security
framework for cloud computing adoption. The main questions and sub-questions to be

answered are as follows:

RQ: ‘What is an appropriate framework with which to determine the influence of
security factors on the adoption of cloud computing in the Saudi government

organisations context?’

Q1l: What are the security risk factors which affect cloud computing
adoption?
Q2: What are the security benefits factors which affect cloud computing
adoption?
Q3: What are the security social factors which affect cloud computing

adoption?

The framework is constructed by exploring existing security frameworks which have
been identified in previous research and recommended by industries. Subsequently, the
resulting security factors can be used to facilitate the adoption, by KSA government
organisations, of cloud computing services. After confirming the framework, the second
stage of this research focuses on answering the follow research questions, Q4, Q5, and

Q6, which are as follows:

Q4: What is a suitable instrument with which to evaluate security factors
in the cloud adoption framework and how can the instrument be
validated?

Q5: What are the relationship(s) among the security factors identified from
the factor analysis and structural equation modelling?

Q6: Which relationship(s) between security factors will affect the desire of

Saudi government organisations to adopt cloud computing services?

During this second stage, an instrument was developed and validated. The development

of the model started with constructing an instrument based on the confirmed



framework in the confirmatory study. The instrument was applied in Saudi government
orgainsations to establish which security-related factors influence these organisations’

decision to adopt the cloud.

After applying the instrument to the KSA context, the instrument was evaluated using a
statistical model. Hence, the research outcome contribution is important due to the

following reasons:

e It helps KSA government organisations to identify the security factors which could
potentially influence their adoption of cloud computing.

e [t fills the gaps in existing research related to the influence of security factors on the
adoption of cloud computing in KSA government organisations.

e |t provides empirical data that can be beneficial to both cloud providers and
researchers, and which may be used as a guide for cloud implementation projects in

the context.

1.3 Thesis Structure

The remainder of this thesis is structured as follows, the flow and chapter contents are

presented in Figure 1-3:

Chapter 2: This chapter presents a literature review comprising an overview of cloud
computing paradigm principles and a critical review of work in the field of cloud
adoption; discussion also focuses on the status of cloud adoption in different countries
in general, and in the KSA in particular. Moreover, this chapter includes an exploration
of security in cloud computing, security principles, cloud security benefits and cloud
security risk factors; all of these factors have been highlighted in the literature according
to different organisation industry standards. The main aim of this chapter is to pinpoint
the most common factors affecting the adoption of cloud computing. Finally, this

chapter recognises the study gaps.



Chapter 3: The purpose of this chapter is to present the initial proposed framework for
security cloud adoption and to identify the factors that may influence government
organisations’ decision of adopting cloud computing services for the present research.
This involves the phases and work carried out to develop and build the security cloud

adoption framework in this research.

Chapter 4: The fourth chapter provides details on the research methods that applied in
the first stage of this work (confirmatory study), as well as those used in the initial
research. Qualitative and quantitative methods were employed, as both were deemed
suitable for confirming the framework. Moreover, this chapter deliberates the

calculation of the sample size and the approaches taken to designing the questions.

Chapter 5: This chapter presents the results and discussions of the first stage of the
present research (confirmatory study). Moreover, this chapter illustrates the results of
the mixed method research conducted by security experts in the KSA; the aim of this is
to confirm the framework and identify any factors not alluded to during the expert
interviews and not mentioned in the questionnaires. The findings from the expert
reviews and questionnaires are analysed and discussed in order to refine and confirm
the influential factors. This chapter also delivers an in-depth argument of these findings

and the suggestions from the experts surveyed in this study.

Chapter 6: This chapter discusses the research methods applied in the second stage of
this research to validate the proposed framework and test the study hypothesis. It
begins with a brief discussion of the research philosophy and approach which are best
suited to this research. It presents the research strategy applied in the second stage of
this research, as well as the approaches taken to designing and developing the
instrument. This chapter also describes the sample size and population which were
considered suitable for this research, and the tests used for proving the validity of the
instrument and reliability. Lastly, it clarifies the procedures of the factor analysis and
Structural Equation Modelling (SEM) used for data analysis in the second stage of the

research; this is followed by ethics approval consideration.



Chapter 7: This chapter presents the validation results and discussions of the
instrument, including possible reasons for each finding pertaining to the relationships
between factors in the proposed model. The development instrument is used to
evaluate and validate the security cloud adoption model of this research. The instrument
validation process went through a pre-test stage to ensure the validity of the content.
After the pre-test stage, the validation parts were carry out to establish the reliability
and validity of each factor in the instrument, and how it relates to the other factors.

Correlation was applied to identify the relationships between the latent variables.

Chapter 8: This chapter discusses the model validation, which uses factor analysis and
SEM, and was applied during the second stage of this research. Firstly, the missing data
value from the collected data is deliberated, following which said data is analysed in
terms of its demographic information. The reliability and validity of the instrument are
presented in detail. The chapter presents the results of factor analysis, which consists of
the initial considerations, assessment of appropriateness of data, and data screening
results. The results of the factor extraction and rotation, which were applied during the
factor analysis, are also presented in detail. The chapter then discusses the results
yielded by the assessment of the proposed model over Structural Equation Modelling
(SEM), which is utilised in two stages: first by measurement and then by the structural
model. The chapter also provides an assessment of the proposed hypotheses. Finally, it
deliberates, in detail, the impact of security risk factors, security social factors and
security benefits factors on government organisations’ willingness to adopt cloud

services, along with the possible reasons for each outcome.

Chapter 9: This last chapter provides an overview of the research. The Conclusions and
Future Work section addresses the main concept of the research. This chapter also
highlights the contributions of the study and the limitations of the study. Finally,

suggested directions for future work are included in this chapter.
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1.4 Chapter Summary

This chapter presented a picture of the research situation and the nature of the problem
being addressed, following which a general overview of the Saudi Arabia context was
provided. In addition to this, the chapter placed emphasis on the adoption status of
cloud computing in KSA’s government organisations and detailed the relevant research
methodologies available in the literature. Subsequent discussion focused on the
research questions, objectives and thesis structure, while the motivation which drives
this study was also discussed. Finally, an overview of the thesis’ structure was provided,
which involved outlining the content discussed in subsequent chapters. With all of this
in mind, the following chapter will focus on the context of this research, the research

background, and the status of cloud adoption in developing and developed countries.
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Chapter 2: Background Literature

With Chapter 1 having explained the research motivation, research questions and
research context, this chapter provides the context of the present research. It offers an
overview of the research background of conceptual cloud computing while also
providing a review of important factors including security risk, social aspects, and
benefits, all of which affect the implementation of cloud-based services by Saudi
government organisations. In addition to this, the chapter also focuses on several
relevant works related to the present research. In concluding, the chapter provides an
example which illustrates the status of cloud adoption in developing and developed

countries, with particular emphasis on the government context of these countries.

2.1 Overview of Cloud Computing

By adopting cloud computing services, government organisations can deploy their
application systems over a group of independently-managed resources. However, the
majority of such organisations count on their own custom needs, which must be
considered if they decide to use cloud-based systems (Alharthi et al., 2016). As with any
contemporary innovation, cloud computing usage and users’ acceptance need to be
understood, as users are key players in promoting new innovations. As a cloud
computing model, many industry white papers and academics researchers have devoted
a considerable amount of effort to defining and illustrating the notion of cloud

computing.

There are many definitions of cloud computing. The definition used in this work is that
put forth by the National Institute of Standards and Technology (NIST): “Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources that can be rapidly provisioned
and released with minimal management effort or service provider interaction” (Catteddu

and Hogben, 2009). The NIST has broken down the components of cloud computing into
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five essential features, three cloud service models, and four cloud deployment models.

Figure 2-1 illustrates the NIST conceptual view of cloud computing.

Essential Broa:gcl;lg;:vork Rapid Elasticity Measured Service o DseeT\?izg =2
Characteristics
[ Resource Pooling ]
~
Service SaaS Software as a PaaS Platform as a laaS Infrastructure
Models Service Service as a Service
J
N
Deployment
Models
%

Figure 2-1: Conceptual View of Cloud Computing (NIST, 2011).

211 Essential Characteristics of Cloud Computing

The five essential characteristics of cloud computing are as follows (Mell and Grance,

2011):

e On-Demand Self-Service: A consumer can gain computing capabilities such as
servers, networking, and storage as needed automatically, without the need for
human interaction with a service provider.

e Resource Pooling: The providers’ computing resources are pooled to serve
numerous consumers using a multi-tenant model, with different physical and virtual
resources dynamically assigned, and reassigned, according to consumer demand.

e Broad Network Access: Capabilities are available over the network and accessed
through standard mechanisms that promote their use by mixing thin- or thick-client
platforms.

e Rapid Elasticity: Capabilities can be changed to quickly scale up, and can be rapidly

released to scale down.
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e Measured Service: Resource usage can be monitored, controlled and reported,

thereby providing transparency for both the provider and consumer of the service.

2.1.2 Cloud Computing Service Models

Cloud service models define exactly how the cloud computing services available to the
clients are organised. There are three different categories of service provided by cloud

computing (Michael, 2010).

The Infrastructure as a Service (laaS) model supplies infrastructure components to
customers. These components may be virtual machines, storage facilities, networks,
firewalls, load balancers, operating systems, databases, and so on. The consumer is able
to deploy these components in their infrastructure. Examples of the laaS model include

Amazon Web Services and Dropbox (Badger et al., 2014).

The Platform as a Service (PaaS) model delivers a pre-built application platform to the
customer. The PaaS automatically scales and supplies the demand for infrastructure
components dependent on varying application requirements. PaaS solutions supply an
API, which has a set of tasks for platform management and for development. The Google
App Engine is a popular Paa$S provider, while Amazon Web Services also supplies some

PaaS solutions (Badger et al., 2014).

The Software as a Service (SaaS) model comprises software which is provided by a third-
party developer, is available on demand, generally through the Internet, and is remotely
configurable. Examples of the SaaS model are Salesforce CRM and Google Docs (Dupre,

2009).

2.13 Cloud Deployment Models

Over recent times, the majority of cloud users have accepted the following four cloud

deployment models:
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Public Clouds: Provided for the public under a utility-based pay-per-use
consumption model, public clouds may be owned, managed and operated by a
business, academic institution, or government organisation (NIST, 2011). Any user
that is aware of the service location can access the infrastructure. Examples include
Microsoft’s Azure Service Platform and Amazon’s AWS (Badger et al., 2014).
Private Clouds: The cloud infrastructure is provided for exclusive use by a single
organisation comprising multiple consumers (e.g., business units). A Private Cloud is
built to be operated and managed by a particular organisation which only uses it
internally to support its business operations. Public, private, and government
organisations across the world are adopting this model to exploit the benefits of the
cloud, namely flexibility, cost reduction, and agility (Avram, 2014). Examples include
Amazon Virtual Private Cloud and eBay.

Community Clouds: The goal of this deployment model is to provide free or low-cost
services to organisations with common interests (Chandra and Weissman, 2009).
Hybrid Clouds: Merging two or more clouds may accomplish maximum benefits
while simultaneously reducing cost. Thus, an internal cloud can be employed within
an enterprise to protect confidential data, while a community or public cloud can be
used to attain cost reduction (Gong et al., 2010). While few hybrid clouds are actually
in use, initiatives from companies such as IBM and Juniper do exist (Schubert et al.,

2010).

214 Fundamental Elements of Cloud Computing for Government Organisations

Wyld et al. (2009) concluded that the important proposition of cloud computing has

many features for governments, due to the dynamic nature of IT demands and the

exciting economic situations faced by various governments. These elements are

illustrated in Figure 2-2.
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Figure 2-2: Fundamental Elements of Cloud Computing for Government (Wyld

and Robert, 2009)

These eight elements are dynamic in qualifying the cloud computing government

organisations, and it is important for any organisations to consider it:

e Universal Connectivity: a user’s requirement has nearly global contact with the
Internet.

e Open Access: a user’s requirement has fair, non-preferential contact with the
Internet.

e Reliability: provides IT system and clarification architects, developers, and
engineers with the knowledge needed to consider the impact of virtualisation
and cloud computing on service reliability and availability.

e Interoperability and User Choice: users have the ability to shift through the
cloud platform.

e Security: users' data must be safe.
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e Privacy: users' privileges to their data must be clearly defined and secured.
e Economic value: the cloud option brings about tangible savings and benefits.
e Sustainability: the cloud requirement increases energy efficiency, and decreases

environmental influence.

2.1.5 Advantages and Disadvantages of Using Cloud Computing

The following section describes the advantages and disadvantages of using cloud
computing in government organisations, and the features of cloud services throughout
the IT provision paradigm. Any analysis focusing on the use of cloud computing by
governments, companies, education institutes, or even private sectors, must address
the advantages and disadvantages of the service before embracing it (Miller, 2009). Such
organisations will enjoy the following advantages and disadvantages, as described in

Table 2-1:

Table 2-1: Advantages and Disadvantages of Cloud Computing (Miller, 2009)

Advantages Disadvantages

Cost saving Vender lock-in.

Quick deployment Limited control.

Less investment in infrastructure Security issues

Hardware and software maintenance is Requires Internet for access

very low

Unlimited storage capacity Features might be limited

Lower IT operating costs Stored data might not be secure

Increased computing power Not being able to monitor or control data

movement

Instant software update Limited knowledge and control

2.1.6 Cloud Computing Adoption in Government Organisations

Governments across the world are starting to make a dynamic shift to cloud computing
to increase efficiency (Badger et al., 2011). In this study, cloud adoption is referred to as
the process of accepting and embracing cloud services within the IT infrastructure in
government organisations. It must also be stated that cloud adoption is considered by
organisations to be an IT solution that can be used to reduce cost and recognise the
scalability of data capabilities. Moreover, cloud adoption may satisfy an agency’s IT

needs to varying degrees, depending on the depth of adoption. It is clear that today’s
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ever-growing computing environment is shifting towards cloud services. According to
some cloud adoption studies, the main appeals of using the cloud are falling IT costs as
a result of collective productivity, availability, reliability, and flexibility, as well as

reduced response times (Alharthi et al., 2015).

Cloud adoption has several benefits for organisations, government institutions,
companies and small or large enterprises. One of the most notable benefits of cloud
adoption is saving money; these lower costs result from the fact that cloud computing
adoption provides organisations with an outsourcing model which allows them to access
resources and pay as they use these services according to a measured model. Besides
cost benefits, cloud adoption offers certain additional advantages for public services.
The leading advantages of using cloud computing for governments and public sectors
include: Pay for only what they use, Scalability, Availability, Low maintenance and Easy

implementation (Winkler, 2011).

2.1.7 The Status of Cloud Adoption in Developed and Developing Countries

In 2011, the UK government formulated cloud strategy plans to endorse the adoption of
the cloud paradigm and thus enhance its IT services in terms of cost efficiency,
interoperability, and flexibility (Elena and Johnson, 2015a). The British government
employed a representative and rational technique in order to implement the
compulsory measures needed to start the process of integrating cloud computing
processes into its operations. In light of this, the UK government is considered one of
very few developed countries to have initiated the planning of national strategies and

the use of private and community deployment models (Ko et al., 2013).

Subsequently, with other governments around the world now starting to understand
the benefits and cost-saving potential of cloud computing, the effective technology
offered by this service is being steadily incorporated into government processes. The US
government is one of the largest user when it comes to embracing cloud services in its

government organisations. The cloud initiative was established to adopt cloud
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computing platforms and services in order to consolidate and promote public electronic

services (Ko et al., 2013).

Moreover, while the Chinese government is considered one of the world’s economic
heavyweights, it has yet to formulate a national cloud computing strategy. On the other
hand, the Chinese government has started to recognise the benefits of cloud computing
and has subsequently begun the process of cloud implementation with IBM to develop
a regional cloud services infrastructure (Alsanea and Barth, 2014). Added to this, in
Australia, the government has started to transfer the majority of its systems’ data to the

cloud (Wyld and Robert Maurin, 2009).

In developing countries, such as Thailand, the governments are planning to adopt the
cloud in order to add software as a service initiative. Moreover, the Thai government
previously developed a national platform for cloud-based and email services; this
particular government holds the view that such consolidation will increase service
assistance for government organisations, while concurrently cutting down on its general

IT costs significantly (Wyld, 2010).

2.1.8 Cloud Computing Adoption Status in Saudi Government Organisations

In terms of expenditure on IT services, the KSA remains one of the top spenders in the
Middle East and Africa region. Much of this progression is determined by spending on
public cloud services, such as infrastructure as a service and software as a service
(Alharbi et al., 2015). The Saudi government has set itself the target of making the

country one of the world’s top ten destinations in terms of investment competitiveness.

Moreover, the Saudi government’s objective is to encourage public services, achieve
success for society, and increase the production of all sectors (Alnatheer and Nelson,
2009). The KSA has a strong desire for the public cloud to be managed in the country
itself, rather than being based in a foreign country; however, at present, this is a difficult

task due to the lack of infrastructure, connectivity and services (Alkhater et al., 2014).

Government cloud computing initiatives provide government organisations with ready-

to-use services which are highly efficient, reliable and secure with respect to
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infrastructure, platform, and software (Alshahrani and Alsadig, 2014). With cloud
computing now becoming the new IT provision paradigm, it is also expected to set future
trends in the domain of information and communication technology. In the KSA, the
government has acknowledged the importance of cloud-based services and has thus
started to lay out plans to establish government cloud services, as well as other cutting-

edge technologies, including smart cities and loTs sensing.

Moreover, the KSA has begun investing and applying the cloud to the ICT infrastructure
of government organisations, such as the ministry of interior and higher education
institutions; this is being done in order to improve these organisations’ IT services and

standardise their means of communication (Alharthi et al., 2016).

The use of cloud computing in the KSA is still in the early stages. On the other hand,
however, increasing attention to cloud adoption has been noticed in the information
technology organisations, and particularly all government organisations in general in the

KSA (Alfifi et al., 2015).

2.2 Fundamentals of Cloud Computing Security

Security is considered one of the most serious aspects of everyday computing, and this
is no different for cloud computing when compared to the sensitivity and significance of
data stored in the cloud services (Jasti et al., 2010). In order to shed some light on the
security underlying cloud computing, it is certainly worth referring to the definition of
cloud security itself. According to the Cloud Security Alliance (CSA), cloud security
comprises a “set of control-based technologies and policies designed to follow regulatory
compliance rules and protect information, data applications and infrastructure
associated with cloud computing use”. In addition to the previous definition, cloud
computing security can be defined as a broad set of rules, technologies, and controls
organised to protect data, applications, and the supplementary infrastructure of cloud
computing. Cloud Security Alliance et al. (2013) indicates that cloud security controls are

not different from IT environment security. On the other hand, while cloud computing
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works with service models such as the operational models and the technologies used to
assist cloud services, cloud computing could possibly pose several risks to an
organisation when compared with normal IT solutions. Any organisation willing to adopt
cloud computing requires professionals with security skills; this is due to the fact that
security management is one of the most important elements of the cloud (KPMG, 2011).
The full utilisation of cloud-based services depends on the security of information
related to the organisation and its employees, which is the biggest concern (Chang and
Ramachandran, 2015). Moreover, security concerns are considered the primary
obstacles standing in the way of a wide adoption of the cloud in government

organisations (Chang and Ramachandran, 2015).

Security is defined in relation to three concepts: confidentiality, availability, and integrity
(Cherdantseva and Hilton, 2013). Table 2-2 presents the concepts of CIA. These concepts
are crucial to the topic of security analysis as a whole, especially when accessing a user’s

history of encrypted data across the Internet (Cherdantseva and Hilton, 2013).

Table 2-2: Security Concepts (CIA) (Cherdantseva and Hilton, 2013).

Security Concepts Definition
Confidentiality A system should ensure that only authorised users can access
information.
A system should ensure completeness, accuracy, and absence of
Integrity unauthorised modifications in all its components.
Availability A system should ensure that all of its components are available and

operational when authorised users require them.

When it comes to the adoption of cloud computing, security is one of the main concerns;
this is due to the fact that comprehensive security can persuade organisations to adopt
the service, while it can also encourage them to pause agreements to use or accept said
service (Paquette et al., 2010). Moreover, each provider engaged in cloud computing
services will have to contend with security concerns expressed by the others in relation
to trust, service risks or legal problems (Cherdantseva and Hilton, 2013). A major
concern regarding the adoption of the cloud for data handling is security and privacy. It
is very important for the cloud service provider to guarantee the data’s integrity, privacy,

and protection. For this purpose, several service providers are now using different

22



policies and mechanisms that depend upon the nature, type, and size of data (Yahya et
al., 2014). One of the key questions which arises while using the cloud for data storage
is whether to use a third-party cloud service or create an internal organisational cloud.
The data are, on occasions, too sensitive to be stored on a public cloud; examples of
such data include national security data or highly confidential future product details etc.
This type of data can be extremely sensitive, and the consequences of exposing it on a
public cloud can be serious. In such cases, it is highly recommended to store data using
an internal organisational cloud. This approach can help in securing data by imposing
data usage policy on premises. However, this still fails to ensure full data security and
privacy, since many organisations are not qualified enough to add all layers of protection

to the sensitive data (Albugmi, 2016).

2.2.1 Cloud Computing Security Benefits

Most considerably, the cloud computing environment suffers with the understanding of
perimeter security. Perimeter security comprises a set of physical and programmatic
security policies that supply levels of protection on a fictitious borderline against the
remote malicious actions (Heiser and Nicolett, 2008). Organisations around the world
are facing the problem of protecting individuals’ private information. In reference to this
point, it is not clear whether adopting cloud computing will provide increased security
efficiency for enhancing information protection. Despite this uncertainty, cloud services
do offer security benefits, including the ability to keep applications securely anywhere
in the cloud computing infrastructures, whether inside the network or on the Internet

(Che et al., 2011).

Security is a priority concern for many government organisations. In comparison with
traditional environments, organisations will place more emphasis on obtaining
selections; this is the basis of their ethos, as it stands for confidentiality, integrity, and
resilience, as well as the security offered by a provider. Most cloud providers have the

commercial resources to reproduce content in multiple locations by default. Moreover,
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the greatest security benefit offered by cloud computing is the safe and secure

transmission of data (Che et al., 2011).

According to ENISA (European Network and Information Security Agency), the top

security benefits of cloud computing include (Dupre, 2009):

e Security and the benefits of scale

e Security as a market differentiator

e Timelier, security effective and efficient updates and defaults
e Secure, rapid, and smart scaling of resources

e Standardised interfaces for managing security services

e Security audit and evidence gathering

e Security audit and SLA force better risk management

e Security benefits of resource concentration

2.2.2 Cloud Computing Security Risks

Despite all the previously-mentioned benefits of cloud adoption, there are certain risks
that hinder governments’ attempts to adopt cloud computing. Security risks represent
the major obstacle standing in the way of successful cloud adoption; this is because
information always comes with security and risk problems. According to the CSA
organisation, the security of cloud computing is the biggest concern for organisations
(von Solms and van Niekerk, 2013). The security risks linked with each cloud delivery
model are different and are dependent on a varied collection of factors, including the
sensitivity of information possession, cloud architectures, and the complexity of security
control in a specific cloud environment (Sen, 2013). The majority of these risks are

described in the following taxonomy:

o Time Risk: considered one of the greatest risks affecting the decision to leverage
cloud computing services, time risks include time to recognise, the situations and
environments in which cloud computing is used, compliance with data

protection regulations, time to explore and implement a new solution, and time
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to know and comply with the service level agreement terms (Elena and Johnson,
2015a).

Performance Risk: consumers always want to have confidence in and
transparency about the performance of the cloud system and how it has
achieved such success. This is because the cloud offers a dynamic service, which
meets performance needs and offers low operating costs (Radack, 2012).

Social or Reputational Risk: this is considered one of the most technical risks, as
it revolves around meeting customer demands. When using cloud services, social
risk is very high because of the potential damage and loss of standing that may
result from the leakage of particular data and the unavailability of the cloud
services (Chang et al., 2013).

Financial Risk: this category includes prospective costs from reputational aspects
caused by security data breaches. Financial risk is an important security risk
related to cloud services, because these cloud services need to achieve
qualifications and demonstrate high levels of performance before spending
money on new IT systems (Gentzoglanis, 2011).

Security Risks: the most recent cloud adoption studies showed that security is
the most important factor to consider when adopting cloud computing services
in government organisations. It is typically ranked as the top cloud computing

adoption concern (Bannerman, 2010; Elena and Johnson, 2015b).

With regard to the security risks, there are several challenges associated with the

adoption of cloud computing which must be addressed (Sen, 2013). Prior to the

adoption of cloud services, every organisation should be ready for, and aware of, the

multiple dimensions of security risks and benefits (Weng, 2014).

A number of top security risks associated with cloud computing have been identified by

organisations, such as: the European Network and Information Security Agency (ENISA),

the Centre for the Protection of National Infrastructure (CPNI) and the Organisation of

the Open Web Application Security Project (OWASP). These risks include: Insecure

Interfaces, shared technology, Account or Service Hijacking, Malicious Insiders, Failure
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to Comply with Regulations, Data Ownership, Service and Data Integration, and Data

Leakage.

The characteristics of cloud computing mean that many users are concerned about the
potential security risks, because of the shared resources in the cloud. Implementing
cloud computing in any organisation means that all of the data are shifted to the cloud,
which increases the risk of threats from attackers (Sen, 2013). As such, before
implementing cloud computing, it is vital to research potential security risks in the

organisation. The top cloud security risks, as stated by organisation industries (ENISA,

CSA, CPNI, and OWASP) are in Table 2-3:

Table 2-3: Top Cloud Security Risks by Organisation Industries.

European Network
and Information
Security Agency

(ENISA)

Cloud Security
Alliance (CSA)

Centre for the
Protection of National
Infrastructure
(CPNI)

Organisation of the
Open Web Application
Security Project
(OWASP)

Loss of government,
Lock-in, Isolation
failure, Compliance
risks, Management
interface compromise,
Data protection,
Insecure or incomplete
data deletion,
Malicious insider,
Customer’s security
expectations and
Availability chain.

Data breaches, Data
loss, Account
hijacking, Insecure
APls, Denial of service,
Malicious insiders,
Abuse of cloud
services, Insufficient
due diligence, and
Shared technology
issues.

Insider user threats,
External attacker
threats, Data leakage,
Data segregation, User
access, Data quality,
Change management,
Denial of service
threat, Physical
disruption, and
Exploiting weak
recovery procedures.

Accountability and data
ownership, User identity
federation, Regulatory
compliance, User
privacy and secondary
usage of data, Service
and data integration,
Multi-tenancy and
physical security,
Incidence, Infrastructure
security and non-
production.

Having identified the above-mentioned top security risks, it is now important to present
a list of the top cloud security risk factors as stated by organisation industries. This
makes it possible to identify the factors that are agreed upon or covered by most of the
organisation industries by removing the duplicates of these factors, as in the summary

section illustrated in Table 2-4.
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Table 2-4: Summary of the Top Security Risk Factors Studied.

Top Security Risks

ENISA
(Catteddu and
Hogben, 2009)

CSA
(Cloud Security
Alliance, 2013)

OWASP
(Council, 2012)

CPNI
(Deloitte, 2010)

Covered by three or
more of the
Organisation
Industries

Insecure and application programming interfaces (APIs) *

\

\

Abuse and nefarious use of cloud computing

Account or Service Hijacking *

Malicious insiders *

Composite service’s risk

Data ownership (governance) and accountability *

Service and data integration/protection *

Lack of update/patching

Data leakage !

Multi-tenancy and physical security

LI LKL L LKL K[ (< | <

Denial of service threat

Unknown risk profile

<

User identity federation

Shared technology (multi-tenancy/isolation) risk *

Isolation failure

< L (L (<L <

Insufficient due diligence

Non-production environment exposure

Lock-in

Failure to comply with regulations *

< <L <L <

1 Common Security Risks Related to Cloud Computing Services.
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2.3 Security Social Factors and Saudi Government Organisations

Security, whether social or cultural, often has a significant influence when it comes to
which organisations attempt to implement technology transfer. Of key importance are
a society’s own concepts, principles, and beliefs about how technology will be applied
in developing countries. Social security factors are extremely important and should be
taken into consideration when government organisations adopt cloud computing. In this
field, many studies have found that social and culture security have a huge influence on
the use of online services and the adoption of new technology (Walsham et al., 1988;

Weerakkody, 2008, Straub et al., 2003).

For instance, in governments, security social influences can slow down the diffusion of
an innovation by enforcing laws and regulations; in contrast, they can also speed up the
diffusion of an innovation by offering subsidies and incentives (Straub et al., 2003). In
social sciences, social influence is defined as change in a being’s beliefs, feelings,
attitudes, or behaviours resulting from interaction with another group. In the context of
cloud security adoption, the security social factors are related to the perceived benefits
and risks of cloud services adoption and the intention to share, communicate, and create
real-world relationships with the cloud providers and tenants (Elena and Johnson,

2015a).

Arab culture and history constitute a complex system comprised of conflicting forces;
this system looks to exert a stronger social influence on the Arab society in comparison
to Western culture; this is achieved by expanding and enforcing a specific social model

and common beliefs (Hill and Loch, 1998).

From the cloud adoption perspective, this research will focus on the security social
factors that influence the adoption of cloud computing in Saudi government
organisations. These factors are linked to the security aspect and are associated with
Saudi organisations’ behaviour and attitudes towards the adoption of cloud computing.

These social factors also pertain to issues of trust, security culture, and privacy.
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e Trust
Trust is a big concern for government organisations looking to adopt cloud computing,
and is the sole reason why there exists a lack transparency and control over data in cloud
computing (Khan and Malluhi, 2010). Difficulties related to trust in cloud computing
consist of trusting the service itself and trusting the supplier of internal procedures to
supply a reliable level of confidentiality, integrity and authentication when it comes to
the services and the stored data.
Moreover, the issue lies not only with trusting the cloud provider, but also the possibility
that the technology itself may be untrustworthy and incapable of offering a good service
that meets the organisations’ due diligence without disruption or loss of data (Khan and
Malluhi, 2010).

e Security Culture
Security culture can support and enhance the performance of most organisations; this
means that information security can constitute a normal part of all employees’ daily
activities. Security culture helps organisations to execute information security policies
and covers various factors, e.g., social, cultural, and ethical. All of these help to develop
the security-relevant behaviour of an organisation’s structures, and such behaviour
remains a subculture of organisational culture (Alnatheer and Nelson, 2009).

e Privacy
Privacy is related to the confidentiality of data and the fact that data should only be
accessed by certified users. Privacy is considered a major concern for any organisation
willing to adopt cloud computing; this is because it is almost impossible to have

complete control over information that is stored on cloud-based servers (Sen, 2013).

2.4 Review and Discussion of Related Work

In this section, existing related work and approaches to security in cloud computing will
be discussed and summarised. When deciding whether to use cloud-based systems, the
majority of Saudi government organisations place primary emphasis on their own

custom needs (Alharthi et al., 2015). As with any innovation, cloud computing usage and
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user acceptance must be understood, as users are key players in promoting innovation.
When it comes to adopting such technology, these organisations are hesitant to
embrace it, due to the security factors. Security has been identified as the main
challenge which organisations must consider before adopting the cloud and is typically

ranked as the top concern in cloud computing adoption (Bannerman, 2010).

Zhou et al. (2010) analysed the barriers which users may encounter when deciding
whether or not to adopt cloud computing systems. However, they encountered a lack
of evidence related to the security risks and benefits tailored to the user side. Paquette
et al. (2010) examined the current level of cloud adoption, its use by governments, and
the risks, both tangible and intangible, associated with its use. With this said, however,

the authors did not address security risks and benefits.

Che et al. (2011) highlighted the security risks of cloud computing, but only investigated
security strategies. Moreover, Sun et al. (2011) placed emphasis on the major security,
privacy and trust issues in current cloud computing environments, and guided the users
to identify the tangible and intangible threats related to them; they failed, however, to

provide an empirical investigation.

Along similar lines, both Alkhater et al. (2014) and Alsanea and Barth (2014) investigated
the managerial, technological and environmental factors influencing cloud adoption in
the KSA. However, they did not address the security risks or provide an in-depth analysis

of said risks.

Furthermore, Subashini and Kavitha (2011) suggested a few security elements related
to cloud computing and its vital role as an integral part of the SaaS development and
deployment process. However, the researchers failed to address the security risks,

benefits and social related factors.

Klems et al. (2009) suggested a framework with which to evaluate the cost risks of
utilising IT infrastructure based the cloud. They associated it with predictable IT
methods, like a grid computing service or the cost of setting up in-house IT

infrastructure. They considered the costs in their framework as indirect and direct costs.
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IT infrastructure resources are a sample of direct costs, while an indirect cost is suffered
due to failure to come across business aims and nominate training courses with the new
technology. However, their work was in the development stage, and consequently the
outcomes are not provided. In addition, their study did not consider the aspect of

security as part of the cloud implementation framework.

Gangwar et al. (2015) combined the TOE framework and the TAM model to identify
organisational, technological and environmental factors that have a direct influence on
cloud computing adoption at the organisation level. However, this study did not include

any factors related to security.

Alharbi (2017) proposed an extended UTAUT model to investigate the factors that
influence users' intention to employ cloud services. Although this study included trust
as a factor that influences cloud adoption, other security factors were omitted.

Moreover, this study did not focus on government organisations.

Alturki et al. (2017) briefly explained the framework and actions that can help the
community, customers and small vendors to use cloud services. He also identified
challenges and applications in private and public organisations in Saudi Arabia. However,

this study did not provide in-depth analysis, nor did it identify the security factors.

After reviewing these previous studies, it is clear, to the best knowledge of the
researcher, that no formal studies have examined the security factors that affect cloud
adoption in Saudi government organisations. This is the research gap that the present
research intends to fill. With all of this in mind, this study aims to bridge the gap in the
literature by conducting an in-depth analysis and investigation of the security risks,
social aspects, and benefits factors that affect the adoption of cloud computing in KSA
government organisations. The investigation begins with a review of the literature, the
purpose of which is to paint a comprehensive picture of cloud adoption security-related
factors in the global context. Following this, the synthesised factors based on the

literature survey are confirmed by conducting interviews and surveys with security
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experts and specialists working in government organisations in Saudi Arabia.

The

summaries and reviews of the work related to this research are presented in

Table 2-5:

Table 2-5: Summary of Review and Discussion of the Related Work

Study Type of Security  Saudi Evaluation
Contribution Context
Zhou et al. Identified Th.is study explored .the security an'd
NO NO privacy concerns resulting from a certain
(2010) factors .
degree of cloud computing use.
Paquette et Identified This study identified different issue§ which
NO NO arise when government organisations
al. (2010) factors . .
utilise cloud computing.
Che et al. Identified This study proposed strat_e_gles and security
Yes NO models that can be utilised to address
(2011) factors - o
existing security issues.
Sun et al. Identified NO NO The security risk classification was not
(2011) factors considered.
TOE . .
This study only examined a range of factors
(Technology, . . .
Alsanea and o affecting cloud computing adoption by
Organization, NO Yes . .
Barth (2014) ) governments in general. It failed to
Environment) consider the security risks
Model ¥ )
This study conducted an investigation into
Subashini N cloud computing se(?urlty |ssges I|nk§d to
. Identified the cloud computing service delivery
and Kavitha NO NO
(2011) factors model (SPI model). The sole focus was on
the SaaS model, and so the risks were not
addressed.
This study offered a framework to evaluate
Klems et al. Identified NO NO the costs of using IT infrastructure in the
(2009) factors cloud, but did not reflect the feature of
security.
- This study investigated factors that impact
Identified ., . .
Alkhater et an orgnaisation’s decision. The security
factors by NO Yes ) ) e
al. (2014) ) risks and benenfits classifications were not
using models .
considered.
. This study combined the TOE framework
Combined . .
TOE and the TAM model to identify
Gangwar et organisational, technological and
framework NO NO . .
al. (2015) and TAM environmental factors that have a direct
model influence on cloud computing adoption. It

failed to consider the security factors.
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This study revelaed that performance

Proposed expectancy, trust and facilitating

Alharbi extended NO Ves conditions influence users’ intention to use
(2017) UTAUT cloud computing. This study did not focus
model on government organisations, while other

security factors were also missing.

This study identified challenges and
applications in private and public

Alturki et al.  Developed a NO Ves organisations in Saudi Arabia. However,
(2017) framework this study did not provide in-depth
analysis, nor did it identify the security

factors.

2.5 Summary

This chapter began by examining the contextual of cloud computing, in order to
recognise its perceptions and important characteristics. Cloud computing offering online
resources based on customers’ needs. Moreover, it agrees users to pay only for the
service that they use. This chapter also illustrated the key advantages that drive
government organisations to adopt cloud services, e.g., cost reduction and flexibility.
Furthermore, this chapter demonstrated the benefits of cloud adoption and discussed
some of the important security social factors that influence the adoption of cloud
computing services in the KSA. This was followed by a summary of the status of cloud
adoption in different developed and developing countries, with reference to the KSA

context.

Moreover, a review of previous studies in this field was put forth in order to clarify the
state of cloud computing adoption in developed and developing countries. Particular
emphasis was placed on the security factors that hinder the attempts of governments,
and even private sector organisations, to adopt the cloud. In summary, this chapter
examined the most important CIA security aspects and clarified some of the top security
risk factors that affect organisations’ adoption of the cloud. The chapter then explored
the existing cloud computing literature and provided an overview of the applications of
this technology in several government organisations. Finally, discussion focused on the
security factors that play an important role in the adoption of cloud computing. The

cloud security framework will be proposed in the next chapter.

33



34



Chapter 3: Cloud Security Framework for Saudi

Government Organisations

Before embarking on this chapter, it is important to note that the previous chapter
examined the cloud security benefits, security social factors, and security risk factors
that can affect the cloud adoption decision-making process. Following on from this, the
present chapter proposes a cloud security framework which can be used to investigate

the security factors that influence cloud adoption by KSA government organisations.

3.1 The Framework Development and Confirmation Process

As discussed in the previous chapter, and after reviewing these previous studies, it is
clear, to the best knowledge of the researcher, that no formal studies have examined
the security factors that affect cloud adoption in Saudi government organisations. This
is the research gap that the present research intends to fill. With all of this in mind, this
study aims to bridge the gap in the literature by conducting an in-depth analysis and
investigation of the security risks, social aspects, and benefits factors that affect the

adoption of cloud computing in KSA government organisations.

The investigation begins with a review of the literature, the purpose of which is to paint
a comprehensive picture of cloud adoption security-related factors in the global context.
Following this, the synthesised factors based on the literature survey are confirmed by
conducting interviews and surveys with security experts and specialists working in

government organisations in Saudi Arabia.

The purpose of the framework proposed in this research is to investigate the security
factors that influence the adoption of cloud computing by Saudi government
organisations. The development of this framework consists of two phases, as shown in

Figure 3-1.
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e Phasel

The first phase covered identifying and reviewing published studies, specifically those
concerning security frameworks, which have explored cloud computing adoption. It
should be noted that the classification of factors, namely security risks, social security,

and security benefits, is based on the literature. The first phase consists of four stages.

Stage 1: this stage began with the listing of security risks that have been highlighted by
previous literature on cloud security frameworks and industrial security standards, such
as ENISA, CSA, CPNI, and OWASP. The aim of this stage was to survey widely-recognised
security risks factors in order to identify which of them may, and may not, influence
cloud adoption. This included identifying and reviewing published studies related

specifically to cloud security frameworks used to explore cloud computing adoption.

Stage 2: during this stage, emphasis was placed on reviewing the unique security
advantages and services of cloud computing. The cloud security features were grouped

based on different industry standards and cloud security-related studies.

Stage 3: this stage involved a literature review which was carried out in order to identify
the security social factors that can hinder or facilitate Saudi government organisations’

decisions regarding whether or not to adopt the cloud.

Stage 4: this stage was developed to filter and remove duplicated factors, as well as to
synthesise and refactor those factors identified in the previous stages. The synthesising

procedures used to reach a decision in this stage can be broken down as follows:

e The factors were filtered to identify overlapping and duplicated factors.
e The filtered factors were grouped under their main category.
e The factors were adopted in the framework if they were mentioned in three or

more industrial standards.
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e Phase?2

During this phase, a confirmatory study was conducted in order to paint a clearer picture
of the cloud security adoption framework proposed in the previous phase. A
triangulation method was applied. This was achieved by interviewing IT and security
experts, and surveying security practitioners in different Saudi government
organisations. A detailed explanation of the research methods employed in this study is

provided in Chapter 4.
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Figure 3-1: Process for Developing Proposed Framework
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3.2 The Proposed Cloud Security Framework

The framework consists of three categories: cloud security risks, security social factors,
and cloud security benefits, as shown in Figure 3-2. These categories are described in

the following figure:

Security Risk Factors

Security Social Factors Security Benefit Factors

\_ J
. Insecure Interfaces Smart Scalable
. Shared Technology ¢ Trust Security Benefits
e  Account or Service ¢ Security Culture Cutting-Edge Cloud
Hijacking * Privacy Security Market
. Malicious Insiders Advanced Security
. Failure to Comply Mechanism
with Regulations v Standardised
. Data Ownership Security Factors Security Interfaces
. Service and Data - influencing the Cloud Security
Integration ” adoption of Cloud Auditing
e Data Leakage Computing SLA Audit
Enforcement

Figure 3-2: Proposed Framework, Including Security Factors that Influence the

Adoption of Cloud Computing in Saudi Government Organisations

3.2.1 Security Risk Factors

The following cloud security risk factors are related to the set of cloud security risks

identified based on the literature reviewed in Chapter 2:

¢ Insecure Interfaces and Application Programming Interfaces (APIs): consumers
manage and react to cloud services by using interfaces and APIs. Providers must
guarantee that security measures are implemented and taken into consideration
when service models are being formulated. However, the users should
understand, and be aware of, security risks when using these services (Cloud

Security Alliance, 2013).
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Shared Technology Risk: the laaS is constructed based on a shared infrastructure
that is frequently thought to not accommodate a multi-tenant architecture, such
as CPU caches and GPUs (Wei et al., 2009).

Account or Service Hijacking: according to the Cloud Security Alliance, service
traffic hijacking is recognised as the highest cloud computing security risk. It is
regularly associated with stolen identifications and is considered to be one of
two influential factors that affect authentication techniques (Cloud Security
Alliance, 2013).

Malicious Insiders: these pose a risk to organisations, because a malicious
insider could be a company’s current or previous operation provider. On the
other hand, a malicious insider could have authorised access to an organisation's
system or to potentially sensitive data. However, it is important for government
organisations to understand what providers are doing to identify and tackle the
malicious insider risk (Jasti et al., 2010).

Failure to Comply with Regulations: compliance with regulations is one of the
most important risk factors and one which the government should be aware of
before adopting the cloud, even when it is held through a service provider
(Brodkin, 2008). Complying with regulations is an influential factor which can
facilitate the secure transference of information to the cloud. This risk derives
from the fact that there are no governmental regulations or directions which can
support a business in the event of a data breach. The lack of IT standards is a big
problem, which could potentially hinder cloud computing adoption decisions
(Mather et al., 2009).

Data Ownership (Governance) and Accountability: this factor is a critical
security risk which government organisations must consider carefully and
quantify, since these organisations must logically and actually defend the data
they own (Babu et al., 2010).

Service and Data Integration/Protection: all organisations must be sure that
their own data is protected while it is moving between the end user and the

cloud data centre. However, the Service and Data Integration is greater for
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organisations which use a cloud computing model, because unsecured data is
more liable to be intercepted during transmission (Dupre, 2009).

e Data Leakage: according to CPNI, data leakage relates to the weakness of
security access rights, which means that more domains are penetrated. This
factor also pertains to the weakness of the physical transport system used for

cloud data and backups (Deloitte, 2010).

3.2.2 Security Social Factors

Security social factors are related to organisations’ security behavior and attitudes
toward the use of cloud computing in terms of security from the cloud adoption
perspective. These factors have been highlighted by research studies in the literature,

and are discussed below:

e Trust: has an indirect influence on knowledge sharing, which leads to increased
sharing through technology in cloud computing. More specifically, trust has an
effect on knowledge sharing when staff believe that other team members are
honest, fair and follow the key principles (Khan and Malluhi, 2010). Security plays
a central role in preventing service failures and cultivating trust in cloud
computing. In particular, cloud service providers must secure the virtual
environment, as this enables them to run services for multiple clients and offer
separate services for different clients (Khan and Malluhi, 2010).

e Security Culture: can support organisations and increase their effectiveness,
thus meaning that information security can become a normal part of all
employees’ daily activities. Security culture also facilitates the execution of
information security policies within organisations. Security culture comprises
social, cultural, and ethical elements which make it possible to develop the
security pertinent behaviour of the organisational organs and ensure that such
behaviour remains a subculture of organisational culture (Isaca, 2009).

e Privacy: relates to the confidentiality of data and the notion that data can only

be accessed by licenced users. Privacy is considered a major concern for any
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organisation willing to adopt cloud computing; this is because it is almost
impossible to have complete control over information that is stored on cloud-

based servers (Khan and Malluhi, 2010).

3.23 Security Benefits Factors

This category comprises the cloud computing security features that affect cloud
adoption decision making in organisations. The features examined were highlighted by
organisation industries and research studies in the literature. The cloud security features

are further elaborated on below:

e Smart Scalable Security Benefits: this factor is defined as the ability to extend
security features to multiple locations, edges networks, timelessness of
response, and threat management. The list of cloud resources that can be rapidly
scaled on demand already includes: storage, CPU time, memory, web service
requests, virtual machine instances, and level of granular control over resource
consumption, the latter of which is increasing as technologies mature (Catteddu
and Hogben, 2009).

e Cutting-Edge Cloud Security Marketing: cloud providers such as Amazon and
Google are considered to be the largest hardware and software providers in the
world. Therefore, cloud customers can benefit from up-to-date, high-standard
security techniques which allow them to secure their assets (Catteddu and
Hogben, 2009).

e Advanced Security Mechanism: a cloud provider can provide the customer with
centralised security in the form of service patches and updates. This is more
efficient than traditional organisation security capability (Kanday, 2012).

e Standardised Security Interfaces: security management interfaces can make it
easier for consumers to change from one provider to another in a short period
with saving cost (Cloud Security Alliance, 2013).

o Cloud Security Auditing: auditing in the cloud can be better organised, and
people can pay as they go for auditing and gathering of audit log requirements

(Catteddu and Hogben, 2009).
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e SLA Audit Enforcement: cloud customers can benefit from a set of audit
management requirements and the provider should comply with those audit
demands stated in the service level agreements (SLA) (Ahn et al., 2014).

e Resource Concentration: costumers can benefit from access control,
comprehensive security policy, patch and data management, and maintenance
processes; in this way, they can harness a pool of security resources (Che et al.,

2011).

3.3 Summary

This chapter summarised the development of a framework and proposed security
factors that affect cloud adoption in KSA government organisations. The development
of this framework was divided into two phases: Phase 1 involved gathering the
framework factors, while Phase 2 included a confirmatory study that was carried out to
confirm the framework. This chapter also explained how to identify and synthesise the
security factors that hinder governments’ attempts to adopt cloud computing. Three
categories were proposed in this framework: cloud security risk factors, security
benefits, and security social factors. Each category in the framework comprises various
factors, all of which have been explained thoroughly. The following chapter describes

the methods used in the first stage of this research.
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Chapter 4: Research Methodology Used in the First

Stage for the Confirmatory Study

The previous chapter examined the proposed cloud security framework to identify those
security factors which influence cloud adoption. Following on from this, the present
chapter describes the research methodology and the research designs used to explore
and confirm the framework’s factors in the first stage of this research. The chapter is
organised into two main sections. Section 4.1 presents a general discussion of
qualitative, quantitative, and mixed methods, as well as triangulation techniques.
Following this, Section 4.2 focuses on the research methods applied in this study. A
summary of the research methodology process for the confirmatory study of this

research is illustrated in Figure 4-1.

Proposed Framework

v v

Experts Interview Questionnaire

v v

Questions Development

v

Pilot Study

v

Questions Review

v

University Ethical Approval

|

Data Collection

v

Data Analysis

!

Framework Confirmation

Figure 4-1: Research Methodology Process for Confirming the Framework

45



4.1 Background of Research Methods

Qualitative methods are exploratory in nature and are used to identify the perceptions
of target viewers with reference to specific subjects (Creswell, 2003). This helps in
understanding a specific condition, as it provides insights into problems which could
potentially be studied in the future. A qualitative method is useful when dealing with
secondary data, such as a literature review. However, such methods are insufficient

when it comes to gaining an in-depth insight into a subject (Fink, 2003).

With qualitative methods, a large amount of data is generated, although it is not always
clear what parts of the data are relevant to the research. A commonly- used technique
for analysing qualitative data is coding (Creswell, 2003). Coding involves attaching labels
to sets of data so that they can be easily identified. Data is commonly coded in
accordance with the main ideas or subjects to be addressed in the research. These codes
may be specified prior to data collection or generated as the analysis proceeds;
moreover, the codes may be revised and improved as the researcher is exposed to the
data and his/her perceptions are broadened. Tools such as Nvivo software may be used

to help researchers analyse and keep track of the data (Creswell, 2003).

The second type of research approach is the quantitative method. This is used to
measure numerical data into practical statistics by practicing a number of simple
measurements or sample participants (Katsirikou, 2010). One method for collecting
guantitative data involves finding answers from a set of related questions in a survey.
The data gathered is analysed using statistical methods and the outcomes found are
generalised to the population (Myers, 1997). One key difference between quantitative
and qualitative methods is that qualitative research is concerned with meaning, while

quantitative research is concerned with measurement (Saunders et al., 2009).

A mixed method approach is one which uses both quantitative and qualitative methods,
and thus includes open-ended as well as closed-ended questions (Creswell, 2003). This
helps the investigator to develop a better understanding of the implications resulting
from the quantitative data, and the reasons behind these implications (Mack and

Natasha, 2005).
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The aim of mixing data collection methods is to give the investigator a clearer, wider
picture (Caracelliand Greene, 1993). Employing the mixed method approach means that
the researcher is making an active choice to increase the depth and improve the logical
power of the study (Driscoll et al., 2007). Utilising this tactic can yield more results with

a higher level of accuracy.

4.1.1 Triangulation

Triangulation is a technique used to simplify and validate data through the cross
verification of two or more sources (Morse, 1991); the technique can be used in both
guantitative and qualitative research. Triangulation is divided into four types: data
triangulation, investigator triangulation, theory triangulation and methodological
triangulation. In order to improve the framework and increase the accuracy of the study,
the key findings of this research are subjected to the methodological triangulation
method. Triangulation involves the use of two methods — usually one qualitative and

one quantitative — to address the same research problem.

Methodological triangulation can be categorised as simultaneous or sequential:

e Simultaneous Triangulation: refers to the use of qualitative and quantitative
methods at the same time. In this example, there is limited interaction between
the two datasets during the data collection, although the results complement
each another at the end of the research.

e Sequential Triangulation: is used if the findings of one method are essential to
the planning of the next method. The qualitative approach is used before the

quantitative method, or vice versa (Morse, 1991).

The confirmatory study follows simultaneous triangulation, whereby each element of
the triangulation method should be applied individually at the same time (Mack and
Natasha, 2005); the results of each phase are then cross compared to confirm the

framework. The triangulation method abstract is illustrated in Figure 4-2.
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Figure 4-2: Methodological Triangulation Framework Validation

4.1.2 Expert Interviews

The interview is one of the most commonly-used tools when it comes to collecting
qualitative data, and can also be employed in conjunction with quantitative research
methods (Anderson, 2010). By utilising the interview research method, an investigator
can discover additional information related to the subject of study. The flexibility of
communication between the researcher and participants during an interview can help
the participants to understand the questions. Interviews can take place via telephone,
face to face, or online (Kurniawan, 2004), and can also be broken down into four types

(Sharp et al., 2011):

1. Structured Interviews: the interviewer usually employs the same questions,
which are closed-ended in nature. These questions are short and straight to the
point.

2. Unstructured Interviews: these interviews involve a set of open-ended
questions. This method is in stark contrast with fully-structured interviews, and
allows the investigator to discover other detailed and important information
related to the area (Britten, 1995).

3. Semi-structured Interviews: these types of interviews include both closed-
ended and open-ended questions, and can be structured as well as unstructured.
Questions are determined before the interview, and the investigator can clarify

any details about the questions during the interview.

48



4. Focus Groups: a focus group is defined as a conversation within a group about a
specific topic. The group generally contains 3 to 10 persons, and one of the group
participants directs the conversation. When dealing with such experts, the
guantitative, qualitative and mixed method approaches can all be used at
different stages of the study (Lake and Tessmer, 1993). The experts are able to
express their attitudes or put forth any ideas that may help to develop the

research.

The expert review method offers the researcher a chance to reach persons who
have varying degrees of involvement in the study rather than just beginners; this,
in turn, means that more information can be gathered, thus improving the

validity of the study (Olson, 2010).

4.1.3 Expert Interviews Sample Size

When conducting interviews, it is crucial to gather an appropriate number of experts, as
this will help in achieving substantial results. With regard to this point, determining the
minimum sample size is essential when it comes to producing consistent results
(Bhattacherjee, 2012). In terms of the number of experts, according to Grant et al.
(1997), there is no agreed-upon number of experts for an interview in a content validity

study. However, most researchers recommend a panel consisting of 3 to 20 experts.

In expert sampling, participants are selected based on their knowledge in the field of
study (Bhattacherjee, 2012). With this type of sampling, size depends on saturation
(Guest et al., 2006). Saturation is reached when no new knowledge can be gathered. In
reference to this point, Guest et al. (2006) suggested that saturation is usually reached

after 12 interviews.

4.1.4 Questionnaire

The questionnaire is one of the most commonly-used tools for collecting quantitative

data (Recker, 2012). It can also be used to collect qualitative data when open-ended
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guestions are involved. This method is constructive because it is a recognised technique
for obtaining data related to, for example, participants’ attitudes. Moreover, it can also
be used to capture data pertaining to a large population, as such populations cannot be
assessed directly; finally, it allows respondents to answer the questions in their own
time (Bhattacherjee, 2012). A questionnaire is used to collect information and thus
capture knowledge, attitudes, and behaviours. In research where a questionnaire is
employed as a data collection tool, participants are asked to answer different

predetermined questions.

One of the most significant benefits of applying a questionnaire as a research part is that
it allows the investigator to collect a large quantity of data in a period time across the
world, and in a relatively cost-effective way (Oppenheim, 2000). In terms of the
questionnaire design, there are two styles: self-administered and interview-
administered. A self-administered survey requires respondents to take responsibility for
reading and answering the questions, while an interview-administered survey is either

conducted in person or over the telephone (Saunders et al., 2009; Zikmund, 2012).

4.2 Research Methods Used in the Confirmatory Study

The aim of this study is to explore and confirm which security factors in the framework
influence cloud adoption in Saudi government organisations. In order to achieve this,
simultaneous methodological triangulation was implemented. This involved linking and
comparing data that emerged from a detailed literature review, an expert review, and a
guestionnaire survey. As can be seen in Figure 4-3, during the first phase, data was
collected from secondary research by reviewing related literature in order to build the

proposed framework in Chapter 3.

During the second phase, interviews were conducted with experts in order to review
and confirm the framework. This phase included both open-ended and closed-ended
questions. The open-ended questions were used to identify and explain the reasons
behind the experts’ answers to the closed-ended questions, and to accommodate

suggestions of new factors that had not been included in the framework.
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The third phase involved distributing an online questionnaire to IT and security experts
who had experience in this field in different Saudi government organisations. The
questionnaire included closed-ended questions, the purpose of which was to confirm

the factors mentioned.

Proposed Framework

‘ Literature Review ‘

Explore and Confirm
the Framework

Confirm the Framework

| Expert Interviews ‘ lSurvey

Figure 4-3: Methodological Triangulation for Confirming the Framework

This research applied a mixed method approach, including interviews with experts in the
field; the reason for this was to improve and confirm the proposed framework for cloud
security adoption in Saudi government organisations and to explore additional factors
not already mentioned in the framework. The mixed method approach was selected in
order to support the results of the research by validating the findings through

triangulation.

In contrast, the questionnaire was selected in order to generalise from a sample to the
total population. The questionnaire was aimed using quantitative methods and was
employed to collect data from IT and security practitioners (defined as employees who
have worked in an IT project) as well as security experts in different departments and
locations within the KSA government. The participating experts worked in ministries,
research institutes, state universities, education facilities and telecommunication
organisations; the aim of the questionnaire was to explore and confirm the proposed

cloud security framework.
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4.2.1 Design of Expert Interviews

This research included interviews with 12 security experts from the KSA government.
The experts targeted in this research were individuals who work on IT projects and
security experts in different Saudi government organisations. This method was
embraced and, as mentioned above, 12 interviews were conducted with security
experts and IT project workers from different departments and locations within the KSA
government, including ministries, research institutes, state universities, education
facilities and telecommunication organisations A participant was considered an expert
if they had at least three years’ experience working on IT projects and three years’
experience in the security or cloud field in a Saudi government organisation. The
research was conducted in different cities across the KSA (Riyadh, Jeddah, and

Madinah), as illustrated in Table 4-1.

Table 4-1: Summary of the Interviewees with Their Position and Years of Experience

Experts Job Description Years of Government Type of City
experience Organisation organisation
A Security expert 6+ years Saudi Food and Authority Riyadh
Drug Authority
B Head of the 8+ years
Networking
Department
C Chief 3+ years Ministry of Ministry Madinah
Information Education
Officer
D Security Expert 11+ years
E Data 3+ years Ministry of Ministry Jeddah
Management Health
F System 7+ years
Administrator
G Data Security 4+ years King Abdul-Aziz State Jeddah
Expert University university
H Security Expert 5+ years Ministry of Ministry Riyadh
| President of the 16+ years Labour Saudi
IT Department
J IT Project & 10+ years Saudi Interior Ministry Jeddah
Cloud Ministry
K Security Expert 6+ years
L Cloud System 3+ years
Admin
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The purposes of these interviews were:

e To review the factors identified in the literature review based on previously-
conducted studies in order to improve the framework.
e To identify additional factors from the context of Saudi government

organisations that had not been mentioned previously in the literature.

This research used semi-structured interviews, which included both open- and closed-
ended questions. Furthermore, the various procedures involved in the interview

method followed several stages:

e The experts were emailed and asked to specify a date, time, and place for the
interview. The email also included a brief clarification of the topic and the aims
of the research.

e The experts took part in a face-to-face interview with the researcher or were
interviewed over the telephone.

e Before the interviews began, the participants were asked to read the participant
information sheet and then sign the consent form.

e After participants were shown the framework, they were then given a chance to
ask for clarification. This took approximately 10 to 15 minutes.

e Following this, around 18 closed-ended questions were put to the respondents,
and they were then asked to refine the factors they had mentioned and to clarify
the reasons for their answers.

e The final part of the interview involved open-ended questions that addressed
ways in which the framework could be improved; these questions also sought to
establish if the participants felt that there existed other factors that affected the
adoption of the cloud in KSA government organisations, e.g., security risks,
security social factors, and security benefits. This took around 20 minutes.

e The interviews were recorded and lasted, on average, approximately 35 to 40

minutes.
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e In cases where the experts were located in the KSA and preferred to complete
the interview over the phone, the consent form and the framework sheet, along

with the information sheet, were sent to them by email before the interview.

4.2.2 Piloting Interviews with Experts

A pilot test is a chance to try out a survey well before it is used for any official purpose.
A pilot test simulates the use of the instrument in its intended setting (Hox, 2008). In
order to enhance the effectiveness of this research, a pilot session was carried out to
test the interview questions. The test involved 10 people, 5 of whom were IT security
experts from Saudi security groups, while 5 were researchers from the University of
Southampton in computer science. The aim was to ensure that all questions were clear
and understandable. The participants provided a number of comments, and the

questions were edited according to said comments.

4.2.3 Questionnaire Design

In order to confirm the proposed framework, a self-administered type for questionnaire
was considered for this initial research. The questionnaire was sent to different
experienced staff from IT and security departments in Saudi government organisations,
including ministries, research institutes, state universities, education facilities and
telecommunication organisations. All of the respondents were working in different
departments in Saudi government organisations and had at least two years’ experience
in the security and cloud fields. The questionnaire was posted online and sought to
confirm the factors in the framework. A total of 32 experts from Saudi government
organisations responded to the online survey. These experts were from different Saudi
government organisations in various locations around the KSA. The decision was taken
to manage the questionnaire online, as this method suited the needs of the
respondents. Respondents were approached by email and asked to complete the online
questionnaire. The email included a link to the questionnaire; if they agreed to answer
the questions, they could open the link. The first page of the questionnaire explained

more about the research and its goals and asked the participants if they agreed to take
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part in the research. The page then stated that, if they agreed, they should check the

box and press the button to proceed to the next page to answer the questions.

The questionnaire was divided into two parts. The first part asked the respondents four
nominal questions, which were designed to confirm their suitability for the study. The
second part consisted of questions that respondents could answer using a five-point
Likert type scale (Bhattacherjee, 2012); the Likert ratings were as follows: strongly agree
=5, agree = 4, neutral = 3, disagree = 2, and strongly disagree = 1. In reference to this
point, Revilla et al. (2014) suggested that, if researchers want to use scales, they should
offer 5 answer categories rather than 7 or 11, because the latter yield data which is lower
in quality. The purpose of the questions in this part was to confirm the security factors
that affect decisions to adopt the cloud in Saudi government organisations. The

University of Southampton’s iSurvey application was used to generate the online survey.

4231 Piloting Questionnaire

A pilot survey was used in order to establish if the respondents understood each of the
questions and the instructions for completing the questionnaire itself. This included the
wording and language of the questions and the instructions regarding where to mark
the responses. Generally speaking, a questionnaire pilot requires 10 or more people
(Hox, 2008). As such, the questionnaire was tested by 10 IT security experts taken from
the IT division of the ministry of education, as well as from security groups in the KSA
and the computer science research facilities of the University of Southampton and King
Abdul-Aziz University. Prior to administering the online questionnaire, it was pre-tested

by five computer science researchers at the University of Southampton.

4.2.3.2 Questionnaire Sample Size

Quantitative research involves the employment of random sampling, and this allows for
the findings of the study to be generalised to the population (Bhattacherjee, 2012).
Calculating random sample sizes is usually done mathematically, based on preselected
parameters (Guest et al., 2006). Two types of errors are considered when calculating the

minimum acceptable sample size (Tessmer, 2009): typel or a errors, which occur when
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rejecting a true null hypothesis, and type2 or B errors, which occur when a false null
hypothesis is not rejected. By convention, ais set to 0.05 and (1- B) is set to 0.8 (Banerjee
et al., 2009). Another parameter to be taken into consideration is effect size, which
refers to the magnitude of the association between the predictor and outcome
variables. Cohen (1988) defined three different effect sizes: small (d=0.2), medium
(d=0.5) and large (d=0.8). In exploratory studies, effect size is usually set to large. In this
research, G* Power software was used to calculate the minimum sample size
(Bhattacherjee, 2012; Mack, Natasha, 2005). The calculation was performed using a t-
test in order to find the differences between the means. This calculation is shown in

Table 4-2 and, as can be seen, the minimum sample size was deemed to be 15.

Table 4-2: Sample Size According to G*Power Software

Statistical Test Means: Difference from
constant (One Sample T-
Test)
Tails 2 Input
Effect size (d) 0.8 Input
Error probability (a) 0.05 Input
Power (1- B error 0.8 Input
probability)
Minimum sample size 15 Output

4233 Method of Quantitative Analysis

When analysing the quantitative data, the statistical One Sample T-Test (2-tailed) was
used. Therefore, it was decided that a test value of 3 on a five-point Likert-type scale
was the criterion based on which the judgment should be made as to whether to exclude
or include factors. The full Likert scale ranged from 5 (strongly agree) to 1 (disagree),
with 3 being neutral. A Bonferroni correction was applied in order to control the false
positive error by dividing the alpha (a = 0.05) by the number of factors included in the
questionnaire (p-value = (a/n)). For this test, a statistical significance level alpha of a =

0.05 was chosen. A factor was statistically significant if:

e The p-value <0.0020 for the first category, namely Security Risk Factors,
including 24 items; otherwise, it was not statistically significant.
e The p-value <0.0055 for the second category, namely Security Social Factors,

including 9 items; otherwise, it was not statistically significant.
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e The p-value <0.0027 for the third category, namely Security Benefit Factors,

including 18 items; otherwise, it was not statistically significant.

Following a rigorous factors selection stage, it was assumed that all factors were
potentially important and should be kept unless there was a strong reason to remove

them (e.g., if experts disagreed regarding their importance).

4234 Statistical Reliability Test

A statistical reliability assessment was applied to establish whether each of the items
from the questionnaire was clear and understood similarly by each participant.
Cronbach’s alpha coefficient is one of some analysis tools that can be conducted to
measure the reliability and accuracy of research measurements. A Cronbach’s alpha
analysis is capable to measure internal consistency; higher values specify greater
correlation between answers, with a maximum possible value of 1. An alpha value of 0.5
was satisfactory (acceptable) to begin the reliability of the internal consistency of the

questionnaire in this research (Cronbach and Shavelson, 2004).

4.2.3.5 Ethical Considerations

The participants had to give their knowledgeable consent before starting part in the
survey; they could officially approve to take part after being informed about the risks
and features of participation, the terms of their participation, and their rights as study
subjects (Fink, 2003). During the data collection process, a consent form with sufficient
information (participation information) was given to the interviewees to sign; this
ensured that they agreed to participate in the study. For the online respondents, they
were also given printed sheet of participation information on the first page of the online
guestionnaire, which they had to check before they might begin responding to the

survey.

The quantitative and qualitative methodologies used in this study was approved by the
University of Southampton Ethics Committee. Ethics approval was approved under

reference number ERGO/FPSE/20966 for both the interviews and the survey.
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4.3 Summary

This chapter highlighted the methods used in this research and provided justifications
for these selections. A mixed method approach was employed to review and confirm
the proposed framework. This included the methodological triangulation of expert
reviews, and a questionnaire survey. The expert reviews were based on semi-structured

interviews with 12 IT and security experts from Saudi government organisations.

The aim of conducting interviews with the IT experts was to explore and review the
proposed factors and identify additional factors related to Saudi government
organisations. In order to confirm the security factors that affect cloud adoption, a
survey was designed using closed-ended questions, which respondents answered on a

five-point Likert-type scale.

A total of 32 IT and security experts from Saudi government organisations filled in the
online survey. The findings from both the expert reviews and the questionnaire were
used to explore and confirm the framework. Given what was discussed in this chapter,
the next chapter will present the results of the interviews and questionnaire, following

which these results will be discussed.
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Chapter 5: Findings and Discussion for the Confirmatory

Study

With the previous chapter having described the research methodology and the research
designs in detail, this chapter discusses the results of the mixed method approach used
in the first stage of the research. The aim of the interviews and questionnaire was to
explore and confirm the factors of the cloud security adoption framework, as well as the
reliability of the scale. This chapter also discusses the results of the questionnaire, which
was completed by experts from different government organisations in the KSA. The
present research relied on expert reviews, which made it possible to evaluate and
identify influencing factors, as well as a survey, which was used to confirm the effects of
these factors. The results of the questionnaire were analysed using SPSS software, while

Nvivo software helped the researcher to analyse the interview findings.

5.1 Results of the Expert Review

The interviews conducted were semi-structured in nature. The data was collected from
12 security experts working in different departments of the Saudi government. The aim
of this part was to review and explore the security factors recognised in the literature

review and explore other factors that had not been mentioned in previous studies.

Initially, 16 experts were invited via email to participate in an interview. Only 14
responded, and two later chose not to participate. Interviews were conducted with the
remaining 12 experts from different Saudi government organisations. All of the expert
interviewees had minimum five years’ experience working on IT and security projects
and three years’ experience in the security or cloud fields within Saudi government
organisations. They were all capable of summarising and clarifying current security
situations. Seven of the participants were working at organisations that had already
adopted cloud computing, while five of them were not. The interviews were carried out
in August and September of 2016. Some of the interviews were conducted via video

conferencing and on the Internet by Skype, with the audio recorded using the QuickTime
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recorder application. Some of the expert interviews done by face to face, and this audio
was recorded using the Livescribe2 pen. A consent form was obtained from the
interviewees before any recordings were made. All expert interviewees approved that
their audio can be recorded for transcription purposes. A description of the IT and
security experts interviewed, as well as their organisations, will be presented in the next

section.

As information from closed-ended questions is considered quantitative approach in
nature, questions were put to the 12 experts, who were asked to rate the importance
of security factors when it comes to the adoption of cloud computing in Saudi
government organisations. The responses to these survey were based on a five-point
Likert-type scale, with 5 denoting “very important”, 4 denoting “important”, 3 denoting
“may be important”, 2 denoting “not important”, and 1 denoting “not relevant”, as seen
in Figure 5-1. SPSS was used to analyse the data. The statistical One Sample T-Test was

employed to analyse the results of the quantitative investigation.

= e
o N

Number of Experts

O N B O

B Very Important B Important May Be Important B Not Important B Not Relevent

Figure 5-1: Rating of Each Factor by Experts

5.1.1 Descriptive and Frequency Analyses of the Framework Categories for the

Interviews

Descriptive and frequency analyses were used to understand the responses regarding

the 18 factors in the framework. These factors were split into three categories:
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e Security Risk Factors

Table 5-1 presents the frequency of security risk factors. There are eight security risk
factors that affect the adoption of cloud computing in Saudi government organisations.
Of all the respondents, 83% stated that Insecure Interface was a ‘very important’ type
of security risk which affects the adoption of cloud computing, while the other 17% of
respondents felt that it was ‘important’. The second security risk factor is Shared
Technology. Approximately 67% of the respondents felt that this was ‘important’, while
25% of respondents saw it as ‘very important’, and 8% of the participants stated that it
may not be among the important security risk factors in terms of affecting the adoption
of cloud computing. With regard to the Account and Service Hijacking factor of security
risk, 58% of the participants saw it as ‘very important’, and 42% of participants stated
that it was an ‘important’ factor related to security risk. In terms of the fourth factor,
namely Malicious Insiders, nearly 76% of the 12 experts concluded that this was ‘very
important’, while 25% of participants viewed it as ‘important’, ‘may be important” and
‘not important’ respectively, in terms of its effect on the adoption of cloud computing
in Saudi government organisations. With regard to the Failure to Comply with
Regulations factor, most (75%) of the participants felt that it was ‘important’, while the
others (25%) rated it as ‘very important’. The sixth factor, Data Ownership, was deemed
by 50% of the experts to be ‘very important’, while the other 50% of the 12 participants
saw it as ‘important’. Approximately 67% of the respondents stated that the Data and
Service Integration factor was an ‘important’ element of security risk, while 25% of the
participants classed it as ‘very important’ and 8% as ‘may be important’. Most (83%) of
the participants concluded that the Data Leakage factor was a ‘very important’ element
of security risk when it comes to the adoption of cloud computing in Saudi government

organisations.
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Table 5-1: Frequency (Security Risk Factors)

percentage
. Total
Variable Ref Very Important May be Not Not 100%
important P important | important | relevant

Insecure Interfaces Il 83% 17% 0% 0% 0% 100%
Shared Technology ST 25% 67% 8% 0% 0% 100%
Account or Service Hijacking AH 58% 42% 0% 0% 0% 100%
Malicious Insiders MI 76% 8% 8% 8% 0% 100%
Ezlgljlsjﬁgttigncsomply with CR 25% 75% 0% 0% 0% 100%
Data Ownership DO 50% 50% 0% 0% 0% 100%
Service and Data Integration SDI 25% 67% 8% 0% 0% 100%
Data Leakage DL 83% 17% 0% 0% 0% 100%

e Security Social Factors

The expert questionnaire addressed the importance of security social factors in relation
to the adoption of the cloud service in Saudi government organisations. Table 5-2
presents the frequency of security social factors in terms of their influence on the
adoption of cloud services in Saudi government organisations. A total of three security
social factors were included in the questionnaire. Of the 12 participants, 92% found
Trust to be a ‘very important’ security social factor when it comes to the adoption of
cloud services in Saudi government organisations, while 8% of the respondents rated it
as ‘important’. In terms of the Security Culture factor, 58% of participants stated that it
is ‘very important’, and 42% of the participants deemed it to be an ‘important’ security
social factor which influences the adoption of cloud services in Saudi government
organisations. With regard to the last security social factor, Privacy, most (92%) of the
participants viewed this as a ‘very important’ security social factor when it comes to the

adoption of cloud services in Saudi government organisations.

Table 5-2: Frequency (Security Social Factors)

Percentage
Variable Ref Very Important May be Not Not relevant Total
important important important 100%
Trust TR 92% 8% 0% 0% 0% 100%
Security Culture sC 58% 42% 0% 0% 0% 100%
Privacy PR 92% 8% 0% 0% 0% 100%
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e Security Benefit Factors

The expert questionnaire was also implemented to gauge, according to the 12 experts,
the importance of security benefits in relation to the decision to adopt cloud services in
Saudi government organisations. Table 5-3 illustrates the frequency of security benefits
in relation to the decision to adopt cloud services in Saudi government organisations. Of
all the participants, 50% felt that the Smart Scalable Security factor was a ‘very
important’ and beneficial factor, while 50% viewed it as an ‘important’ security benefit
when it comes to the decision to adopt cloud services in Saudi government
organisations. In relation to the Cutting-Edge Security Market factor, most (84%) of the
participants felt that it was ‘important’, and the other 16% of participants saw it as ‘very
important’ and ‘may be important’ in terms of security benefits. The third benefit factor
is Advanced Security Mechanism. Of all the respondents, 58% regarded it as ‘very
important’, and 42% felt that it is ‘important’ when it comes to decisions to adopt cloud
services in Saudi government organisations. With regard to the Standardised Security
Interfaces factor, 75% of participants rated it as ‘very important’, and 25% of
participants felt that it was ‘important’ in terms of affecting the decision to adopt cloud
services in Saudi government organisations. In reference to the fifth benefit factor,
Cloud Security Auditing, 58% of the 12 respondents viewed it as ‘very important’, while
42% of participants saw it as ‘important’. In terms of the Service Level Agreement Audit
Enforcement factor, the majority (75%) of the participants rated it as ‘very important’,
while the others (25%) felt that it was ‘important’ in relation to decisions to adopt cloud
services in Saudi government organisations. Among the 12 participants, 25% regarded
the Resource Concentration factor as ‘very important’, while 33% of respondents felt
that it was ‘important’ and 42% of respondents agreed that it ‘may be important’ in

relation to decisions to adopt cloud services in Saudi government organisations.
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Table 5-3: Frequency (Security Benefit Factors)

Percentage

Variable Ref Very Important | May Be Not Not Total

Important Important | Important | Relevant | 100%

pmart | Scalable Seaurity] g 50% 50% 0% 0% 0% | 100%
Cutting-Edge Security Market CE 8% 84% 8% 0% 0% 100%
Advanced Security Mechanism | AS 58% 42% 0% 0% 0% 100%
ptandardised Security | g 75% 25% 0% 0% 0% | 100%
Cloud Security Auditing cS 58% 42% 0% 0% 0% 100%
SLA Audit Enforcement SLA 75% 25% 0% 0% 0% 100%
Resource Concentration RC 25% 33% 42% 0% 0% 100%

The results of the closed-ended questions included in the interviews are presented in
Appendix A. The interviewees were asked to convey their attitude towards all of the
proposed factors. The aim of the questions was to evaluate, according to the views of
experts, the importance of the proposed security factors when it comes to the adoption
of cloud services in Saudi government organisations. The experts’ responses were
collected and recorded using SPSS software, so as they could be statistically analysed. In
terms of the experts’ opinions, the results in Appendix A show that the means of all
proposed factors were greater than the defined value, which was 3. Moreover, the
analysis of responses to these questions showed that the factors were statistically
significant, and indeed important. The only exception to this was one factor from the
security benefits category, namely the Resource Concentration factor, which had a p-

value greater than 0.0027. (Resource concentration factor: (0.082 > 0.0027)).

While this result clearly shows that the impact of the Resource Concentration factor on
organisations was not statistically significant, the findings from previous studies
indicated that this factor has a major effect on the decision to adopt cloud computing,
as well as on the use of online services and the adoption of new technology (Catteddu
and Hogben, 2009; Tei and Gurgen, 2014). Consequently, the Resource Concentration

factor was kept in the proposed framework.

With regard to the qualitative data from the expert interviews, Nvivo software was used
to analyse and code the responses, as illustrated in Appendix A. Their opinions were

analysed and coded to produce the results listed below. The interviewees were asked to
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answer open-ended questions about the framework, with three categories included,
namely the Security Risk factor, the Security Social factor, and the Security Benefits

factor.

All experts agreed that most of the factors in the framework are important and do affect
government organisations’ decisions to adopt cloud services. Their opinions were

analysed and coded to produce the following findings.

Below are some quotes from Experts J:

“I agree that most of the factors in the framework are potential variables that hinder
some organisations when they are trying to use cloud services and there are some other
factors influencing the adoption of cloud services such as: Encryption and Sophisticated

Authentication Techniques”.

He went on to say that:

“We should consider Encryption and Sophisticated Authentication Techniques as security
risks when we are thinking about adopting cloud services because there is reason behind

using services such as Consolidated Services”.

Another interesting point was made by Expert B:

“There are some challenges that my agency and other organisations in Saudi Arabia have
faced since using this technology. | advise that it is important to ensure the proper rising
of the cloud-based implementation to satisfy the organisation’s needs and security

breaches caused by social trends”.

Some of the experts agreed that it is necessary for any government to test cloud
technology before implementing it. The general feeling was that this would help a
government to understand the way in which the technology works and to establish if it

meets their needs.
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As stated by Expert F:

“I agree that all security risk factors, as well as the security social and benefits factors
mentioned in your framework are essential when any government organisations are
making decisions to adopt cloud computing in their organisations and | recommend that
all organisations be aware that data encryption should be prepared before and after

using cloud services”.

He also went on to make a number of other suggestions:

“Exclusive allocation of the cloud resources should be considered as a security risk when
adopting the cloud. There are three challenges that my organisation has faced while
using cloud services, and you may consider them important. These are: setting up cloud
infrastructure, training on how to use the cloud and adopting classical applications for

the cloud”.

In a similar vein, Expert L stated that:

“I think we need to try the cloud service before adopting it. We call it a test phase”.

Another interesting point, made by Expert L, can be seen below:

“Social Users’ awareness is important when using cloud platforms in order to avoid
shadow IT data leakage and protect staff from inside attacks.

In terms of security risk, in order to ensure there is security transparency, the providers
should alert the consumers to the security control updates or policies that are applied to
their data. Moreover, to guarantee transparency when an incident occurs, the cloud
provider should not cover up any security incident affecting their assets and should share
the lessons learned from each incident with the consumers to ensure that there is a well-

protected cloud environment.
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We should consider cloud multi-geographical infrastructures as a security benefit
because they are very important for the consumers, especially when natural

catastrophes happen”.

Expert G also stated that:

“Whether the cloud service is more appropriate for the government or the private sector
depends on IT technology. Hence, the organisation needs to consider the nature of its
business and its requirements before adopting the cloud service. Judging from my
experience | agree totally with this framework and it is essential to consider these factors
when any government organisations make a decision to adopt cloud services. Many
environmental and technical changes have been going on in the IT environment which
need to settle down first. The IT environment is not yet ready for cloud computing

(readiness)”.

As stated by Expert D:

“An organisation needs to know how to be on the cutting edge of technology. | consider
it very important to recognise who your corporation is. We are a Saudi food and drug
authority, so we are not an IT company, and may not have a high willingness to be on

the cutting edge technologically”.

Another interesting point, from Expert D, is found below:

“Other factors should be considered as security risks if using the cloud practically in
government organisations, such as use of client-side encryption.

The best things about using cloud computing in my organisation are Ease of Access and

Team Work”.

In addition to this, Experts B, C, D, and F stated that:

67



“In terms of the security risk factor, organisations should prepare data encryption and

employ this encryption when using cloud services”.

The security social factors are also important and should be taken into consideration.
Culture is defined as the “beliefs, values, habits, rules and communication forms of some
of people in a community” (Alharbi et al., 2015). The analysis revealed that culture has
an influence on the adoption decision. Indeed, one of the experts specified that, while
cloud technology influence reduces the number of jobs in a government system, it
creates new jobs in those countries which host the services; this is because, within said

countries, there is a need to create jobs for the community and to expand the economy.

Below are a number of interesting points from Expert E:

“In my opinion, other important factors need to be considered as security risks when an
organisation adopts cloud services, such as Vulnerability and Supply Attacks, including
all factors mentioned in your framework.

We have started using the cloud because it provides a better insight, aids collaboration,

speed, and gives better engagement”.

Another interesting point, from Expert E, is found below:

“Service quality, access to data and downtime and accessibility are some of the

challenges we have faced while using the cloud”.

The results of the expert interviews confirmed that all factors in the framework do

actually affect the adoption of cloud computing services.

Moreover, the experts suggested certain other important factors that should be
considered when adopting cloud computing, although most of them had already been
discussed in the proposed framework. The experts’ opinions, and the reasons behind
using and not using cloud computing services at their organisations, are listed in Table

5-4.
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Table 5-4: Expert Interviewees’ Reasons for Using and Not Using Cloud Computing.

Reason behind NOT using cloud

Reason behind using cloud

“We made a decision not to using application hosting
in the cloud because the application data is reflected
intellectual property, and we would to keep it in KSA
and train our own teams to manage it. This decreases
the risk of the intellectual property being publicised

or illegally infiltrated" (Expert H).

The scalability features of the cloud computing
enhanced the high spike of workload during the

peak time of the year (Expert A).

Regarding trust concerns, our data is significant and
if we are transferring this to a cloud system the third

party will get all the data and everything (Expert J).

The best things about using cloud computing in
my organisation are Ease of Access and Team

Work (Expert D).

Trust problem: only when the data is offsite we can’t
be assured where it is and if any government

organisations will be get into the data (Expert L).

Because it provides a better insight, aids

collaboration, speed, and gives better

engagement (Expert E).

No compliance and regulation is clear and this is one
of the causes behind not adopting the cloud service
in our department; as a result, we need to update our
policies and regulations to comply with cloud

services (Expert K).

Consolidated Services (Expert J).

Compliance matters could increase the risk of using

cloud computing services (Expert A).

Collaboration and Sharing and Reduce Total Cost

of Ownership (Expert B).

Our data will be with someone else, which makes us

unsatisfied (Expert B).

Many environmental and technical changes have
been going on in the IT environment which need to
settle down first. The IT environment is not yet ready

for cloud computing (readiness) (Expert G).

5.2 Results of the Questionnaire

This section summarises the results of the survey. The quantitative data was collected

in August and September of 2016 using an online questionnaire. The questionnaire was

initially distributed to 40 respondents, only 32 of whom participated. All of the
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respondents were working in different departments in Saudi government organisations
and had at least two years’ experience in the security and cloud fields. The aim of the
survey was also to confirm the proposed framework. The results of the survey were
divided into two sections. The first section related to demographic information, while
the second section presented closed-ended questions pertaining to 18 security factors

that affect the use of the cloud.

5.2.1 Demographic Information

The demographic information for the respondents and their organisations is presented
in Table 5-5. Here, four different questions were put to the respondents. With regard to
the first question, all of the respondents gave a positive answer, stating that they had
worked on an IT project for a government organisation. In terms of the second question,
the majority (75%) of participants stated that they had used cloud computing services
at their organisation, while the other 8 (25%) respondents admitted that they had not

used cloud computing services at their organisation.

Table 5-5: Demographic Survey Frequency

Questions Answers Frequency | Percentage

Have you worked on an IT project for a Yes 32 100%
government organisation? No 0 0%
Have you used cloud services at your agency? Yes 24 75%
No 8 25%

Do you think security affects your Yes 27 84%
organisation’s decision to adopt the cloud? No 5 16%
Choose the option that best reflects your 2 years 4 12%
years of experience in the security field: 3to 5 Years 8 259
6 to 10 Years 14 44%

Morjet:rin 10 6 19%

When answering the third question, most (84%) of the respondents agreed that security
issues significantly affect their organisation’s decision to adopt the cloud. The last
qguestion sought to establish respondents’ level of experience in the security field. Of the

32 respondents, 44% had 6 to 10 years’ experience, 25% of the participants had 3to 5
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years’ experience, 19% of the respondents had more than 10 years’ experience, and 12%
of the respondents had 2 years’ experience. Descriptive and frequency analyses were

used to recognise the responses information.

5.2.2 Descriptive and Frequency analyses of the Framework Categories for

Questionnaire

Descriptive and frequency analyses were used to recognise the responses information.
This section provides the results of the closed-ended questions regarding the 18 security
factors that affect the adoption of the cloud framework. These questions were answered
using a five-point Likert-type scale, with 5 denoting “strongly agree”, 4 denoting “agree”,

III

3 denoting “neutral”, 2 denoting “disagree”, and 1 denoting “strongly disagree”. SPSS
software was applied to analyse the data. These factors can be split into three

categories:

e Security Risk Factors
Here, in the first component of the framework, 24 questions were put to 32 participants,
who were asked to rate the importance of security risk factors when it comes to the
adoption of cloud services in KSA government organisations. The frequency of security

risk factors is represented in Table 5-6.

Table 5-6: Security Risks Frequency

Percentage
Variable Ref Strongly | Agree | Neutral | Disagree Strongly Total
agree (5) 4) 3) 2) disagree (1) 100%
111 (Q1) 65% 29% 3% 3% 0% 100%
112 (Q2) 63% 31% 6% 0% 0% 100%
Insecure Interfaces
113 (Q3) 56% 38% 6% 0% 0% 100%
ST1 (Q4) 56% 41% 3% 0% 0% 100%
Shared Technology
ST2 (Q5) 30% 38% 16% 16% 0% 100%
AH1(Q6) 53% 22% 19% 6% 0% 100%
Account or Service 15 o) 38% 41% 9% 12% 0% 100%
Hijacking
AH3(Q8) 41% 31% 16% 12% 0% 100%
o _ MI1(Q9) 50% 34% 9% 7% 0% 100%
Malicious Insiders
MI2(Q10) 60% 34% 6% 0% 0% 100%
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MI3(Q11) | 66% 31% 3% 0% 0% 100%

CR1Q12) | 44% 25% | 22% 6% 3% 100%

: CR2(Q13) | 44% 44% 6% 6% 0% 100%
Failure to Comply

with Regulations CR3(Q14) 44% 41% 6% 9% 0% 100%

CR4(Q15) | 60% 31% 9% 0% 0% 100%

DO1(Q16) | 50% 44% 6% 0% 0% 100%

Data Ownership | D02@Q17) | 47% 38% 9% 6% 0% 100%

DO3(Q18) | 45% 34% | 12% 9% 0% 100%

SDIL(Q19) | 53% 44% 3% 0% 0% 100%

Seﬂ‘gf:g?gtci'oaata SDI2(Q20) | 41% 41% 9% 6% 3% 100%

SDI3(Q21) | 35% 56% 3% 6% 0% 100%

DL1(Q22) | 41% 44% | 12% 3% 0% 100%

Data Leakage DL2(Q23) | 28% 60% 3% 9% 0% 100%

DL3(Q24) | 35% 44% | 12% 6% 3% 100%

With regard to the factor of Insecure Application Programming Interfaces Risk, 65% of
participants strongly agreed, and 29% of participants agreed, that this factor has an
impact on decisions to use cloud services. In addition, 94% of respondents felt that
awareness of the Insecure Application Programming Interfaces Risk factor affects cloud
adoption decisions; in addition, 94% of participants stated that people should be aware

of security risks related to the use of the cloud, such as Insecure Interfaces.

Of all the participants, 56% strongly agreed, and 41% agreed, that the Secure Sharing
Technology factor must be considered when adopting cloud services, while only 3% of
participants gave no opinion. Approximately 30% of respondents strongly agreed, and
38% of respondents agreed, that the Shared Technology Model factor negatively affects
the decision to use cloud services; 16% of participants gave no opinion. On the other
hand, 16% of respondents disagreed with the notion that the Shared Technology Model

factor negatively affects the decision to use cloud services.

However, when it came to the Account or Service Hijacking factor, 75% of participants
stated that users should be aware that account hijacking could occur when using the
cloud. Moreover, of the 32 participants, 79% felt that the Service Hijacking factor is the
highest cloud security risk and 9% of participants gave no opinion. In addition to this,

41% of participants strongly agreed, and 31% of participants agreed, that the Service
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Hijacking factor often involves stolen identifications, and this affects the decision to

adopt the cloud.

With regard to the Malicious Insiders risk factor, most of the respondents agreed that,
without full knowledge and control, a government agency is at risk of being infiltrated
by Malicious Insiders; 94% of respondents felt that the Malicious Insiders factor affects
the confidentiality, integrity, and availability of government information; in addition,
almost all (97%) of the respondents agreed that the Malicious Insiders factor is
important when it comes to governments understanding what providers are doing to

protect the cloud from such a risk.

Moreover, with regard to the Failure to Comply with Regulations factor, 69% of
respondents felt that the existing laws and regulations are not sufficient to protect
information stored on the cloud; 88% of participants stated that Comply with
Regulations is an effective factor when it comes to making secure transfers to the cloud;
moreover, 85% of the 32 respondents felt that the Failure to Comply with Regulations
factor negatively influences the decision to adopt the cloud. These essential cloud

computing regulations comply with Saudi law.

However, with regard to the Data Ownership risk factor, 94% of the 32 participants
agreed that Data Ownership is a critical factor when it comes to cloud security risk, and
that government organisations must consider it. In total, 95% of respondents felt that
any government agency adopting the cloud should be qualified and that the ownership

of data should be exclusive when adopting the cloud.

On the other hand, with regards the Service and Data Integration factor, most (97%) of
the respondents agreed that, when dealing with data integration, every government
agency must be assured that its own data is protected. Approximately 82% of
respondents were of the opinion that unsecured data is more liable to interception
when it is transmitted to the cloud and that service integration is one of the top

challenges faced by many government organisations when adopting the cloud.
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Finally, when it came to the Data Leakage risk factor, 85% of participants stated that
users should be concerned about the service provider’s authentication systems, as these
allow access to data. Approximately 88% of respondents felt that data leakage results
from weaknesses in the physical transport system used for cloud data and backups,
while 79% of the respondents were worried that data leakage will affect the decision to

adopt the cloud.

e Security Social Factors
For this category, 8 questions were put to 32 respondents, who were asked to rate the
importance of security social factors in relation to the adoption of the cloud service by

KSA government organisations, as illustrated in Table 5-7.

Table 5-7: Security Social Factors Frequency

Percentage
Variable Ref Strongly Agree |Neutral | Disagree |Strongly Total
agree (5) (4) 3) (2) disagree (1) 100%
TR1(Q25) 41% 44% 6% 9% 0% 100%
Trust TR2(Q26) 47% 47% 6% 0% 0% 100%
TR3(Q27) 19% 50% 6% 16% 9% 100%
SC1(Q28) 38% 54% 3% 6% 0% 100%
Security Culture SC2(Q29) 38% 50% 6% 3% 3% 100%
SC3(Q30) 44% 44% 6% 3% 3% 100%
PR1(Q31) 57% 33% 10% 0% 0% 100%
Privacy PR12(Q32) 44% 44% 6% 6% 0% 100%
PR3(Q33) 35% 25% 19% 12% 9% 100%

Of the 32 participants, 85% felt that secure cloud technology was trustworthy, 94% of
respondents expressed concerns in relation to surrendering an organisation’s data to
third-party control, and 69% of participants felt confident about storing government

data on the cloud.

In terms of the Security Culture risk factor, 92% of participants felt that it is an important
factor that should be taken into consideration when adopting the cloud, while 88% of
respondents believed that it could support government organisations’ decisions. In
addition, 88% of participants were of the opinion that the Security Culture risk factor

affects the execution of information security policies within government organisations.
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Of the 32 participants, 90% stated that one of the most critical risks affecting the
decision to use cloud services is privacy; indeed, 88% of respondents felt that
government organisations would use the cloud service if the privacy of the information

were guaranteed.

e Security Benefits Factors
In this section of the survey, 18 questions were put to 32 people who were asked to rate
the importance of the Security Benefits factor in relation to the adoption of cloud
services by government organisations. The frequency of the Security Benefits factor is

illustrated in Table 5-8.

Table 5-8: Security Benefits Frequency

Percentage
Variable Ref Strongly | Agree (4) | Neutral | Disagre | Strongly Ig:)?)l
agree (5) 3) e (2) disagree %
(1)
SS1(Q34) 28% 63% 9% 0% 0% 100%
Smart Scalable Security SS2(Q35) 25% 59% 16% 0% 0% 100%
benefits SS3(Q36) 31% 56% 13% 0% 0% 100%
SS4(Q37) 28% 53% 13% 6% 0% 100%
Cutting-Edge Security | CE1(Q38) 34% 53% 13% 0% 0% 100%
Market CE2(Q39) 28% 63% 9% 0% 0% 100%
AS1(Q40) 38% 44% 18% 0% 0% 100%
Advanced Security AS2(Q41) 35% 59% 6% 0% 0% 100%
Mechanism
AS3(Q42) 38% 56% 6% 0% 0% 100%
SSI1(Q43) 38% 47% 13% 2% 0% 100%
Standardised Security —ocp oo 44% 44% 12% 0% 0% | 100%
Interfaces

SSI3(Q45) 47% 44% 9% 0% 0% 100%
. . CS1(Q46) 34% 50% 16% 0% 0% 100%

Cloud Security Auditing
CS2(Q47) 31% 50% 19% 0% 0% 100%
) SLA1(Q438) 28% 50% 22% 0% 0% 100%

SLA Audit Enforcement
SLA2(Q49) 41% 47% 9% 3% 0% 100%
. RC1(Q50) 25% 44% 31% 0% 0% 100%

Resource Concentration
RC2(Q51) 28% 44% 28% 0% 0% 100%

With regard to the Smart Scalable benefit factor, 91% of the respondents felt that the
smart scalable to multiple locations security benefit is an important driver when it comes

to adopting the cloud; moreover, 84% of participants agreed that the ability to extend
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the security features in edges networks is an important benefit of adopting the cloud. In
addition to this, 87% of respondents felt that Time of Response is an important smart
scalable security benefit when it comes to adopting the cloud. Finally, 81% of the 32
participants expressed the opinion that Smart Scalable security benefits help their

government agency to make decisions regarding the adoption of the cloud.

Furthermore, in terms of the Cutting-Edge Cloud security market benefits factor, 87% of
respondents felt that this is important when it comes to securing assets during the
adoption of the cloud; moreover, most (91%) of the respondents classed it as one of the

top benefits of adopting the cloud.

Among the 32 participants, 81% concluded that the cloud provider can provide
centralised security in the form of service patches to help their government agency
adopt the cloud; the remaining 19% of respondents gave no opinion. Approximately 94%
of the respondents agreed that updates for the stakeholders are more efficient than
traditional organisations’ security capability when it comes to advanced security
mechanisms. Most of the respondents opined that users should implement the
advanced security mechanisms feature when adopting the cloud in order to protect

assets.

However, with regard to the Standardised Security Interfaces benefit factor, 84% of
participants were of the opinion that Standardised Security Interfaces can enhance any
government’s ability to change from one provider to another in a short period. In
addition to this, 88% of respondents agreed that Standardised Security Interfaces help
to reduce cost when the government is using the cloud, and 91% of the 32 respondents
felt that it is important to consider the Standardised Security Interfaces feature when
making the decision to adopt the cloud. In terms of the Cloud Security Auditing benefit
factor, 84% of respondents stated that the auditing security benefit should be better
organised if the government wishes to adopt the cloud; moreover, 78% of respondents
opined that users should consider the service level agreement audit enforcement when
adopting the cloud. Added to this, in terms of the Service Level Agreement Audit

Enforcement benefit factor, 88% of participants saw it as one of the most important
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benefits, as the provider has to comply with audit demands stated in the service level
agreements; 9% of participants provided no opinion. Indeed, it was clear that most
(88%) of the participants agreed that people should consider the Service Level

Agreement Audit Enforcement factor when adopting the cloud.

The final factor in this category was the Resource Concentration benefit factor; 69% of
respondents concluded that this factor can adequately protect a government’s data,

while 72% of participants saw it as an ‘important’ factor when adopting the cloud.

5.2.3 Analysis of Each Category Using One-Sample T-Test

In this section of the questionnaire, 24 questions were put to participants for the first
category, namely Security Risk Factors. These participants also had to answer 9
guestions for the second category, namely Security Social Factors, and 18 questions for
the third category, namely Security Benefit Factors; there were between 2 and 4

questions for each factor.

In the Security Risk Factors category, the statistical One Sample T-Test (2-tailed) was
used to analyse the quantitative data, as illustrated in Table 5-9. The Bonferroni
correction was applied by dividing the alpha (a= 0.05) by the number of items (p-value
= (a/n), (0.05/24) = 0.0020). For this test, a factor was deemed to be statistically

significant if the p-value < 0.0020; otherwise, it was not statistically significant.

Table 5-9: Analysis of Security Risk Factors Using One-Sample T-Test

Variable Ref t N Mean Sig (2-tailed)
1. Insecure Interfaces 11 10.072 32 4.50 <0.001
112 13.940 32 4.53 <0.001
113 13.940 32 4.53 <0.001
2. Shared Technology ST1 16.102 32 4.59 <0.001
ST2 3.050 32 3.75 0.05
3. Account or Service Hijacking AH1 5.638 32 4.13 <0.001
AH2 4.008 32 3.91 <0.001
AH3 3.768 32 3.88 <0.001
4. Malicious Insiders MIl 6.445 32 4.22 <0.001
MI2 14.281 32 4.56 <0.001
MI3 19.416 32 4.66 <0.001
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Variable Ref t N Mean Sig (2-tailed)
5. Failure to Comply with CR1 4.473 32 3.91 <0.001
Regulations CR2 6.416 32 4.16 <0.001
CR3 5.171 32 4.06 <0.001
CR4 13.940 32 4.53 <0.001
6. Data Ownership DO1 13.371 32 4.47 <0.001
DO2 6.445 32 4.22 <0.001
DO3 4.844 32 4.03 <0.001
7. Service and Data Integration SDI1 15.661 32 4.56 <0.001
SDI2 5.536 32 4.09 <0.001
SDI3 6.731 32 4.19 <0.001
8. Data Leakage DL1 7.721 32 4.25 <0.001
DL2 5.018 32 3.97 <0.001
DL3 5.438 32 4.06 <0.001

In the security social factors category, the statistical One Sample T-test (2-tailed) was
used to analyse the quantitative data, as illustrated in Table 5-10. The Bonferroni
correction was applied by dividing the alpha (a= 0.05) by the number of items (p-value

= (a/n), (0.05/9) = 0.0055). For this test, a factor was deemed to be statistically

significant if the p-value < 0.0055; otherwise, it was not statistically significant.

Table 5-10: Analysis of Security Social Factors Using One-Sample Test

Variable Ref t N Mean Sig (2-tailed)
1. Trust TR1 4.980 32 4.00 <0.001
TR2 12.938 32 4.41 <0.001
TR3 1.877 32 3.44 0.070
2. Security Culture SC1 6.731 32 4.19 <0.001
SC2 7.215 32 4.19 <0.001
SC3 7.440 32 4.25 <0.001
3. Privacy PR1 11.811 32 4.50 <0.001
PR2 6.960 32 4.25 <0.001
PR3 1.815 32 3.41 0.027

In terms of the Security Benefits Factors category, the statistical One Sample T-Test (2-
tailed) was used to analyse the quantitative data, as illustrated in Table 5-11. The
Bonferroni correction was applied by dividing the alpha (a= 0.05) by the number of items

(p-value = (a/n), (0.05/18) = 0.0027). For this test, a factor was deemed to be statistically

significant if the p-value < 0.0027; otherwise, it was not statistically significant.
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Table 5-11: Analysis of Security Benefits Factors Using One-Sample Test

Variable Ref t N Mean Sig (2-tailed)
1. Smart Scalable Security Benefits SS1 11.392 32 4.16 <0.001
SS2 9.659 32 4.09 <0.001
SS3 9.658 32 4.16 <0.001
SS4 5.568 32 4.00 <0.001
2. Cutting-Edge Security Market CEl 10.718 32 4.31 <0.001
CE2 12.535 32 4.31 <0.001
3. Advanced Security Mechanism AS1 9.105 32 4.19 <0.001
AS2 13.939 32 4.34 <0.001
AS3 12.636 32 4.34 <0.001
4. Standardised Security Interfaces SSI1 7.400 32 4.16 <0.001
SSI2 10.849 32 4.34 <0.001
SSI3 12.938 32 4.41 <0.001
5. Cloud Security Auditing CSs1 9.698 32 4.19 <0.001
CSs2 8.399 32 4.06 <0.001
6. SLA Audit Enforcement SLA1 8.395 32 4.03 <0.001
SLA2 8.036 32 4.25 <0.001
7. Resource Concentration RC1 7.874 32 4.00 <0.001
RC2 7.407 32 3.97 <0.001

Following a rigorous factors selection stage, it was assumed that all factors were
potentially important and should be kept unless there was a strong reason to remove
them (e.g., if experts disagreed on their importance). Therefore, it was decided that a
test value of 3 on a five-point Likert-type scale was the criterion based on which the
judgment would be made as to whether to exclude or include factors. The full Likert
scale ranged from 5 (strongly agree) to 1 (disagree), with 3 denoting neutral. The
discussion and findings related to these categories will be explained in the next section

after the reliability test section.

5.2.4 Reliability Test of Questionnaire (Cronbach’s Alpha)

The Cronbach’s alpha method was used in the present research to ensure that the items
were reliable and could measure the factors effectively. SPSS software was used to

conduct the Cronbach’s alpha test. Table 5-12 illustrates the overall reliability test for
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the factors; the Cronbach’s alpha was 0.756, thus demonstrating that the results were

reliable.
Table 5-12: Reliability Statistics of Questionnaire

Reliability Statistics

Cronbach's
Cronbach's  Alpha Based on
Alpha Standardised No. of Items
Items
.756 .786 51

Figure 5-2 presents the mean averages of the items and the reliability results of the
questionnaire for each factor; moreover, Table 5-13 displays the results for each factor

in terms of the alpha value.
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Figure 5-2: Mean and Reliability Chart of the Questionnaire
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Table 5-13: Questionnaire Reliability Statistics Based on Cronbach’s Alpha Measure

Factors Number of Reliability Results of Cronbach’s
Items alpha
Insecure Interfaces 3 0.716
Shared Technology 2 0.636
Account or Service Hijacking 3 0.848
Malicious Insiders 3 0.679
Failure to Comply with Regulations 4 0.641
Data Ownership 3 0.637
Service and Data Integration 3 0.716
Data Leakage 3 0.685
Trust 3 0.724
Security Culture 3 0.884
Privacy 3 0.642
Smart Scalable Security Benefits 4 0.756
Cutting-Edge Security Market 2 0.813
Advanced Security Mechanism 3 0.771
Standardised Security Interfaces 3 0.694
Cloud Security Auditing 2 0.772
SLA Audit Enforcement 2 0.821
Resource Concentration 2 0.754

5.3 Discussion of Findings

This section presents the overall findings of the interviews and questionnaires which
were conducted with security experts and IT professionals from different government
organisations in the KSA. The research sought to confirm that all of the categories, along
with their factors in the suggested framework, are essential when it comes to adopting

cloud services in Saudi government organisations.

5.3.1 Findings Regarding the Categories in the Framework

The findings pertaining to the factors in the framework were all derived from statements
made by the experts and IT security specialists in the questionnaire. All experts agreed
that security is the top priority in an organisation. If an organisation does not ensure
that proper security is in place, then the services will not be reliable or acceptable to the
users. In terms of attitude towards categories and their factors, the experts strongly

agreed that these have an impact on the adoption of cloud services in Saudi government
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organisations. Furthermore, the statistical results of the expert interviews revealed that
the answers were strongly significant; the means of these factors were between 3.2 and
4.9. Moreover, the questionnaire results indicated that security social attitude and its
associated items have an effect on government organisations’ intention to adopt cloud

computing.

Moving to the Security Risk Factors category, the following factors were statistically
confirmed: Insecure Interfaces, Shared Technology, Account or Service Hijacking,
Malicious Insiders, Failure to Comply with Regulations, Data Ownership, Service and
Data Integration, and Data Leakage. The results of the interviews revealed that the 12
experts agreed that these factors are either important or very important when it comes
to the adoption of cloud computing in Saudi government organisations; they also
concluded that these factors have a significant impact on stakeholders’ behaviour when

adopting cloud services.

The means resulting from the quantitative analysis of the interviews in this category
were between 4.7 and 4.8, thus signifying a very high impact. Furthermore, with regard
to the security risk factors, the statistical results of the questionnaire showed that all
items were statistically significant, with the exception of one item which belonged to
the Shared Technology factor (ST2). With a p-value greater than 0.0020, ST2 was not
statistically significant, thus suggesting that the effect was due to chance; this item was

removed.

The results of the interviews specified that the security social factors category, and its
sub-factors, are essential to any government organisations when deciding whether or
not to adopt the cloud. Upon examining the expert reviews, it is clear that security
culture, trust, and privacy were deemed to be very important factors; none of the
experts disagreed with the statement that “these factors are essential to helping

organisations use cloud services”.

In addition, when rating the importance of this statement, the experts selected ‘very
important’ and ‘important’, with mean scores ranging from 4.6 to 4.9. In terms of the

guestionnaire responses, all of the security social category factors and their items were
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deemed to be important. However, two items belonging to the Trust and Privacy factors
(TR3 and PR3) respectively, were not statistically significant, thus suggesting that their
effects were due to chance. Consequently, these items, both with a p-value greater than

0.0055, were removed.

Finally, from the perspective of the experts interviewed, the cloud computing service
provides a number of benefits to users. This research showed that, with regard to the
security benefits category (Smart Scalable security benefits, Cutting-Edge Security
Market, Advanced Security Mechanism, Standardised Security Interfaces, Cloud Security
Auditing, SLA Audit Enforcement and Resource Concentration), all factors were found to
be crucial, with means ranging from 3.25 to 4.75. In terms of the interview results, one
exception was the Resource Concentration factor, with a mean of 3.25. This factor was
not statistically significant. However, the questionnaire results for the same category
indicated statistical significance for all of the category’s factors and sub-items, with
means ranging from 3.97 to 4.41. The participants agreed that the security features of
the cloud were an important element and should be considered when government

organisations are deciding whether or not to adopt the cloud.

Although the results for the Resource Concentration factor differed between the
guestionnaire and the interviews, this factor was kept in the proposed framework due
to the fact that several past studies have emphasised its importance in terms of
influencing the use of cloud services and the adoption of new technology (Tei and

Gurgen, 2014; Catteddu and Hogben, 2009).

In summary, the results showed that ‘there is a positive attitude to adopt cloud services
in KSA government organisations: 75% of participants specified that their organisations

expect to adopt cloud computing services in the near future’.
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5.3.2 Suggested Factors from Experts

The experts were also asked to suggest any other factors, not included in the proposed
security adoption framework, that they felt could have an influence on the adoption of
the cloud. When asked to make these suggestions, the experts placed particular
emphasis on one factor that they felt KSA government organisations should take into

account when adopting the cloud, namely Failure of Client-side encryption.

This revelation makes client-side encryption an important factor. The perception is that
every part of the data should be encrypted on the client-side in a way which means that
even an attacker with substantial computing power cannot access the confidential
information or violate end-users’ privacy. Indeed, there is also the perception that, if
this were the case, then the use of a cloud service would not influence information

policies (Souza and Puttini, 2016).

Client-side encryption obviously increases users' ability to protect data and files. By
rejecting viewing access to servers and service providers, client-side encryption
guarantees that the data and files that are stored in the cloud stay private, thus
eliminating the chance that critical information or photos can be accessed, stolen or
leaked (Xu et al., 2013). This was deemed to be an important factor, with five of the
experts suggesting that it should be added to the framework. They pointed out this
factor, as it has a beneficial effect on stakeholders’ attitude towards using cloud services.
As such, this factor was included in the security risks category in the framework. Figure
5-3 shows the validated factors in this framework after editing according to the results

of the expert interviews and the questionnaire.
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Figure 5-3: Confirmed Framework Including Security Factors that Influence the Cloud

Computing Adoption in Saudi Government Organisations

5.4 Summary

This chapter discussed the results of the expert interviews and questionnaires. Semi-
structured interviews were applied to explore and review the factors recognised
previously in the literature review, and to explore other factors that had not been
specified in previous studies. Of particular importance in this study was the confirmation
of security factors in the proposed framework which influence cloud adoption in Saudi

government organisations.

This was the first step in the investigation of the factors that enable these organisations
to adopt the cloud in the KSA. The aim was to utilise these confirmed factors from the
preliminary research to survey a larger sample of IT experts and decision makers from
several government organisations in the KSA. Finally, this chapter concluded with a
discussion of the outcomes from the interviews and questionnaires. The results of this

research were used to improve the proposed framework. Following on from this, the
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next chapter will explain the aspects of, and methods used, in the second stage of this
research, namely sample size, data analysis, factor analysis procedures and ethical

approval.
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Chapter 6: Research Methodology Used in the Second
Stage for Developing and Validating the Instrument

and the Model

6.1 Introduction

While the previous chapter presented the results of the mixed method approach used
in the first stage of the research, this chapter concludes the methods used in the second
stage of the research, as presented in Figure 6-1. After the confirmation of the security
cloud adoption model in the earlier chapters, this chapter presents an overview of the
research methods used in the second stage of the research, the aim of which was to

test the proposed model and research hypothesis.

The chapter begins with a brief argument of the research philosophy and approach
deemed suitable for this study. It presents the research strategy used in this research

and discusses the process of developing and designing the instrument.

This chapter also details the selection of the sample size and the tests used to ensure
the reliability and validity of this study. Applied correlations and factors analysis will be
discussed, while the confirmatory study will be demonstrated in this chapter by using
the SEM technique. Finally, the data analysis procedures and ethical approval

consideration will be presented.
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Figure 6-1: Research Design Steps for the Second Stage of this Research
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6.2 Research Philosophy

Research philosophy, also known as philosophical assumptions, is defined as “a set of
common assumptions or ways of thinking about some aspects of the world” (May and
Williams, 2002). Philosophical assumptions influence the decisions about research style
and the design of a research study (May and Williams, 2002; Creswell, 2012). It is
important to understand the underpinning philosophical assumptions which support the
definition of the methodology and approach which a researcher uses in their research.
In other words, a paradigm is just a set of theories shared by a community of
researchers. Guba and Lincoln (1994) suggested that ontological, epistemological and

methodological assumptions assist in understanding philosophical assumptions.

Research is based on a philosophy which contains assumptions. These assumptions
support the research strategy and the methods. There are four research philosophies,

including Positivism, Realism, Interpretivism, and Pragmatism (Creswell, 2003).

e Positivism: is an epistemological position. The positivism philosophy involves
conducting methods derived from natural sciences. Positivist researchers
consider this method to be appropriate for hypothesis testing: determining a
phenomenon and making a prediction.

e Realism: is a philosophy that relates to technical research. The aim of realism is
that what the senses tell us is reality is actually the truth, and this aim has a
subsistence which is independent of the human mind (Creswell, 2003). This
method is similar to positivism in that it uses a systematic approach for
knowledge development.

e Interpretivism: involves differentiating between humans as social actors. In
interpretivism approaches, the scientists are considered part of the social world,
and trust that reality is built on social communication. Therefore, the main idea
of interpretivism is to understand phenomena which are offered by human

understandings (Myers, 1997).
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e Pragmatism: is a combination of two philosophies. When a research question
might be able to respond to the exact situation, and another situation is suitable
to answer the other research question, then pragmatism is the appropriate

philosophy (Orlikowski and Baroudi, 1991).

In this study, the need to choose an appropriate research philosophy, method and
approach is important, since there exist many kinds of Information Systems (ISs),
research methodologies, and approaches to decide upon. This research adopts a
positivist position, as it uses methodical methods. The positivist method is in line with
the research objectives. The aim of this study is to investigate the security factors that
influence decisions to adopt cloud computing in Saudi Arabia’s government
organisations. Therefore, this study places emphasis on evaluating the relationships
between these factors, and their effects on the adoption of cloud computing. In
addition, the study hypotheses that have been formulated essential to be tested
statistically. Subsequently, all of this fits with the positivist approach. Generally
speaking, the methods utilised in this study are very appropriate for such a philosophy.
Moreover, the positivist method has been widely used by researchers in the area of
technology adoption and acceptance, who have applied this scientific technique for

collecting data (Orlikowski and Baroudi, 1991).

6.3 Research Approach

Understanding the philosophical assumptions and the strategy of investigation which
can be used to explore said assumptions is very significant when it comes to choosing
specific research approaches which, in turn, encourage the method in practice (Creswell,
2003). There are two approaches to conducting research, namely deduction and
induction (Myers, 1997). The deductive method is usually implemented in scientific
research which addresses a positivist situation, whereas the inductive method is usually
in line with the interpretive paradigm. The deduction method is based on developing a
philosophy and hypothesis, and then planning a research approach to test said
hypothesis (Myers, 1997). With the deductive approach, a researcher uses literature to

categorise theories and thoughts. On the other hand, the inductive method is usually
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employed in the interpretivism paradigm; the data is collected first, following which the
theory is built as a consequence of the data analysis (Saunders et al., 2009). As a result,
this research studied the existing literature on adopting technology and security cloud
computing in order to propose a framework and to identify factors that affect cloud
adoption. After proposing a framework for security cloud adoption, data was collected
with a view to extracting the factors that promote or hinder cloud adoption in Saudi
government organisations. In this research, a deductive method has been chosen; this
was considered the most suitable approach given that it involves conducting an in-depth
investigation into relationships between factors and also testing the relationships of the

hypothesised.

6.4 Research Strategy

Before classifying which research strategy is most applicable to the research, the
purpose of the research should be identified. The selection of a suitable research
strategy is a critical decision within any research project. There exist many strategies
which are used in the field of social sciences and information technology; examples of
these include experiment, survey, case study, action research, and grounded theory
(Myers, 1997; Creswell, 2007). In any research, choosing a suitable strategy is a difficult
task. The researcher must select the strategy that fits the research questions. Some of
these approaches are clearly associated with a qualitative approach, and others with a
guantitative approach. Most studies in the field of information system research depend
on the strategies and procedures being appropriate to test the hypotheses (Saunders et
al., 2009). In addition, the survey has been deemed one of the most commonly-used
strategies in researchers related to adopting technology and practice at the individual
level and organisational level (Creswell, 2003). The survey is a technique used to gather
information to describe or explain an object, and helps scientists to measure the thinking
of participants and their decisions regarding the events taking place. As a result, the

survey is carefully chosen as the most appropriate strategy for this research.
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6.5 Research Design

A research design is a strategy and construction of investigation used to find answers to
research questions (Kerlinger, 1986). The research design supports scholars in
answering research questions as validly, objectively, accurately and economically as
possible. After defining the philosophical assumptions and research approach that direct
this research, the research design section completes the presentation of the
methodology used in this research by covering the areas connected to the design of the
study. The most important thing in formulating a research design is that the researcher
essentially thinks about how the chosen design will fit with the research questions that

need to be answered.

There are three types of research design: exploratory, descriptive and explanatory
(Cooper and Schindler, 2003). In this research, two research design methods were used,
namely exploratory and explanatory. The exploratory research approach was
implemented during the first stage of the research, and has been presented in previous
chapters, which elaborated on the studying of existing literature and previous work, as
well as the collecting of qualitative and quantitative data. The exploratory design
approach assisted in simplifying problems regarding security in cloud adoption and
helping to develop the study model of this research, alongside related factors. It also

assisted in constructing the study hypotheses.

In the second stage of this research, an explanatory research methodology was applied
in order to evaluate the relationships between the above-mentioned factors. With this
explanatory approach, the data was collected using an instrument and used to evaluate
the security cloud adoption framework, as well as to test the hypothesised relationships.
The instrument strategy was deemed most appropriate for this research, as it allows for
the in-depth investigation of relationships between factors; this, in turn, makes it
possible to fully answer the main research question: “What is an appropriate framework
with which to determine the influence of security factors on the adoption of cloud
computing in the Saudi government context?” Added to this, the above-mentioned

strategy can also answer the remaining sub-questions of this research, which are:
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Q4: What are the relationship(s) among the security factors identified from factor

analysis and structural equation modelling?

Q5: Which relationship(s) of security factors will affect the Saudi government

organisations’ decision to adopt the cloud computing services?

6.6 Population and Sample Size

There exist two sampling techniques: probability sampling and non-probability sampling
(Cohen et al., 2011). Probability sampling is a common method that uses random
selection (Cohen et al.,, 2011). Examples of probability sampling are simple random
sampling, and stratified random sampling (Creswell, 2007). None-probability sampling
does not require random selection; the selection of the sample is based on the decision
of the researcher (Podsakoff et al., 2003). As collecting data from the entire population
is impracticable, selecting the sample size of a study is essential. Thus, as the context of
this study is security experts’ behaviour in Saudi government organisations towards
adopting cloud services, the research targets only Saudi experts. This sample was
selected using the accidental sampling technique, which made things easier and faster
given the time frame compared with using other sampling techniques. Accidental
sampling is a non-probability sampling technique, whereby the participants’ responses

are based on their willingness and availability (Podsakoff et al., 2003).

This research investigated the security factors that influence an organisation's decision
to adopt cloud computing in the Saudi Arabian government. Therefore, the target
respondents of this study were IT and security experts in the government organisations
of Saudi Arabia; these experts were deemed particularly suitable given their ability to
gauge the existing conditions in their organisations and new information technology.
Furthermore, they are also involved in the decision-making process alongside top

management, the latter of which are often hard to reach.

Numerous researchers have been confused by the notion that there is no static number

for sample size; however, an acceptable sample size is essential in order to certify the
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reliability of the study and allow for the possibility of simplifying the results from the
data collection (Saunders et al., 2009). In this case, the present study used factor analysis
as an exploratory method, followed by Structural Equation Modelling (SEM). The
reliability of factor analysis depends on the sample size. The common rule to apply to
sample size is that a study has at least 10 to 15 participants per variable (Hill and Loch,
1998; Hair et al., 2010). The usual sample size for a study of this nature is approximately
200 (McDonald and Ho, 2002). Furthermore, the number of participants in this research
was recognised based on the observation that greatest published articles which use SEM
as a method of analysis are based on 200 cases. In total, 215 respondents participated

in this study, all of whom were Saudi security experts.

6.7 Responses’ Selection

With regard to responses’ selection, the questionnaires were distributed in two ways.
As the questionnaire was an electronic version, invitations were first sent by email to
experts and certain specialists who met the instrument requirements. Second, the link
to the questionnaire was posted on social networking websites, such as Saudi experts’
security groups on Twitter and Facebook. With some organisations, authorisation had
to be obtained in person, at which point the management (hopefully) agreed that their
teams could participate in the study. The instrument used closed-ended questions, with
a five-point Likert-type scale applied for all statements; the following ratings were used:
“strongly agree = 5; agree = 4; neutral = 3; disagree = 2 and strongly disagree = 1”. Revilla
et al. (2014) suggested that, if researchers want to use scales, they should offer 5 answer

categories rather than 7 or 11, because the latter yield data of a lower quality.

All the participants in this study were working in different IT departments in Saudi
government organisations, such as the Saudi Food and Drug Authority, Ministry of
Education, Ministry of Health, Ministry of Labour Saudi, Saudi Interior and King Abdul-
Aziz University; in addition, they all had at least two years’ experience in the cloud fields

or security.
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6.8 Data Analysis and the Goodness of Instrument

After finalising the design of the instruemnt, it was important to make sure that the
statements in the instruemnt were accurately assessing the factors in the proposed
framework. Therefore, reliability and validity tests were conducted to find perfect
results from the instrument (Kaplan and Duchon, 1988). A few validity and reliability
tests were conducted for the instrument by using pre-test and content validity
techniques. In this research, validity was conducted before and after the data collection,
and reliability was measured during the data collection process. In the following

sections the reliability and validity of the instrument will be discussed in detail.

6.8.1 Validity of the instrument

After finishing the design of the instrument, it was essential to ensure that the
statements in the instrument were assessing the factors. Validity confirms that the
collected data and outcomes signify the existing situation correctly. Validation of the
instrument is needed in order to certify that the statements of the questionnaire
accurately measure the factors that they are supposed to measure (Bryman and
Cramer, 2001). The instrument used in this research was measured using pre-test and

content validity, which are further discussed in the following chapter.

6.8.2 Reliability of the Instrument

Reliability analysis is one of the most significant techniques when it comes to measuring
an instrument’s quality in order to subsequently ensure the accuracy and goodness of
that instrument. Such analysis becomes particularly essential when there are multiple
measurement statements for each variable (Bryman and Cramer, 2001). There are two
approaches test of reliability that are generally used: internal consistency and test-retest
reliability (Connolly, 2011). While these two approaches are interrelated, they measure

the same variable.
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e Internal consistency: is the level to which the items are consistent and internally
reliable to a specific variable in their measurements.

e Test-retest reliability: the reliability of this test can be measured by executing
the similar test with the similar group but at different times; the correlation

between the two outcomes is the mark of reliability (Fink and Litwin, 2003).

This research used an internal consistency reliability test during the initial data analysis
stage. It is mostly acknowledged that, when a concept has been operationally well
defined, in that a measure of it has been proposed, the ensuing measurement device
should be both reliable and valid. It is important to measure the quality of the
statements in studies (their reliability), since there are multiple statements for each
factor or sub-factor. The reliability measurement relates to the degree of consistency
when it comes to measuring the various statements (Bryman and Cramer, 2001).
Applying the reliability test to the statements supports the research’s aim of examining
said statements (Pallant, 2013). Moreover, reliability assessments are most effective
when Likert scales (such as strongly agree, agree, disagree, and strongly disagree) are
used to answer questions. As such, in this research, the reliability of the statements
pertaining to the various factors was measured using Cronbach’s alpha (Cronbach’s a),
which is the most popular method when it comes to conducting a test of reliability
(Bryman and Cramer, 2001). In order to ensure the reliability of the research instrument,
the Cronbach’s alpha reliability test was used. Moreover, Cronbach’s alpha values are
dependent on the number of items on the scale. When the number of items on the scale
is less than 10, Cronbach’s alpha values can be quite small (Bryman and Cramer, 2001).
Table 6-1 displays the reliability value range and the level of acceptance of the research,

in relation to the literature review.

Table 6-1: Cronbach’s Alpha Reliability Scores

Level of Internal

Cronbach alpha . References
Consistency
a<0.5 Poor (Hair et al., 2010; Bryman and Cramer, 2001).
0.8>a20.5 Acceptable (Bryman and Cramer, 2001; Hair et al., 2010).
09>a020.8 Very Good (Hair et al., 2010; Bryman and Cramer, 2001).
az0.9 Excellent (Pallant, 2013; Fink and Litwin, 2003).
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In this research, the reliability was measured using Cronbach's alpha after collecting
data through SPSS software to evaluate the inter-item correlation and item-to-total
correlation values. The results will be discussed in the data analysis chapter. Moreover,
this study used reliability test in the confirmatory analysis stage. Composite reliability,
which is also called as construct reliability, was intended in order to test the reliability
of the construct; this is a needed stage in the confirmatory analysis. The composite

reliability result is illuminated in the next chapter in detail.

6.8.3 Missing Values

Missing data is a crucial concern during the data analysis stage, particularly when the
instrument is the data collection technique being used. Before beginning the data
analysis, the missing data have to be identified, and it must be established that the
collected data is free of errors. Missing data is one of the difficulties that occur in any
research that applies a questionnaire as a data collection instrument (Bryman, 2006).
There exist various methods that can be applied in solving the missing data problem, but
when conducting the application of SEM, it is suggested that the following methods be

used:

e Multiple imputations (Ml): Ml is a statistical method that used by changing
missing values with estimated values. Furthermore, producing values for missing
values by using the MI approach may lead to bias, and potentially worthless
results (Graham et al., 2007).

e Full information maximum likelihood (FIML): with this technique, the
progression can be worked by estimating parameters straight from the raw data
(Lin and Huang, 2008). This technique could have an emotional impact on the
sample if there are any missing items in relation to the data size; such missing
items could decrease the statistical power of the sample (King et al., 1998).

e Listwise Deletion (LD): LD is a technique in which any situation that comprises
multiple or single missing data is eliminated from the analysis. This technique

may influence the sample if there are any missing values in relation to the data
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size; these missing items could reduce the statistical power of the sample (Hair
et al., 2010).

e Pairwise Deletion (PD): This method takes into consideration all non-missing
data as well as the PD method deleted subjects with missing data on each pair
of variables used; in contrast to LD method which perform deletion to subjects

with missing data on any variable (Finkelstein 2005, Graham et al., 2007).

It has been postulated that when less than 1% of the data is missing, this is considered
small; moreover 1-5% is manageable, 5-15% requires advanced analysis, and above 15%
may lead to confusion (King et al., 1998). With regard to this research, if there were any
situations where more than 5% of the data was missing, this data was excluded from the
analysis, while the survey was developed and managed carefully. The number of

answers excluded from this research is stated in detail in the next chapter.

6.9 Factors Analysis Procedures

The starting point in factor analysis, as with other statistical techniques, is the research
problem. The common goal of the factor analysis technique is to identify a way to
summarise the information contained within a number of original variables into a
smaller set of new, composite dimensions or various factors with a lower lack of
information. Simply put, this analysis seeks to determine the substantial constructs or
sets which it is assumed underlie the original variables (Hair et al., 2010). Factor analysis
is conducted to identify the dimensions and significance of variables. It summarises the
relationships between datasets and groups these variables accordingly. Moreover,
factor analysis is also employed to minimise large sets of variables into smaller sets of
underlying variables, which are referred to as a factor or category. Hair et al. (2010)

summarised the main purpose of using factor analysis, as can be seen below:

o Toidentify underlying dimensions called factors, which describe the correlations
among sets of variables.
e To assess factors which influence responses to observed variables.

e To achieve data reduction and scale development.
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e Toidentify a new, smaller set of uncorrelated variables to replace the original set
of correlated variables for subsequent analysis, such as Regression or

Discriminant.

One of the primary deliverables of this research was to build a security model for the
adoption of cloud computing in Saudi government organisations. Since no prior models
exist in the literature, a model was built following exploratory and confirmatory factor
analysis. This research involved two stages of model building: an exploratory stage, and
a confirmatory stage. During the exploratory stage, Exploratory Factor Analysis (EFA)
was applied in order to propose an initial model, while Confirmatory Factor Analysis
(using Structural Equation Modelling) was used to validate and confirm the initial model

in the confirmatory stage.

6.9.1 Exploratory Factor Analysis (EFA)

EFA is a data-driven approach which is generally used as an investigative technique to
identify relationships among variables (Byrne, 2010). Exploratory factor analysis is
defined as an orderly simplification of interrelated measures. EFA is usually employed
to explore the possible underlying factor structure of a set of observed factors without
imposing a preconceived structure on the outcome (Child, 1990). Subsequently, the
procedures of factor analysis can be applied through the following processes (Suhr,

2006; Hair et al., 2010):

e |dentifying objectives of factor analysis.

e Designing a factor analysis.

e |dentifying assumptions in factor analysis.
e Deriving factors and assessing overall fit.
e Interpreting the factors.

e Validating factor analysis.

EFA is vital when it comes to defining underlying constructs for a set of measured

variables. Another alternative in terms of identifying the appropriateness of the data for
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factor analysis is to examine the strength of inter-correlations among the variables.
Factor analysis should not proceed with variables that correlate very highly with other
variables (Williams and Child, 2003). The IBM SPSS statistics 24 software is used to
implement EFA. There are certain issues which must be taken into consideration when
defining the appropriateness of the data: the sample size, data screening, and the
strength of the relationships between the variables (Kaiser-Meyer-Olkin (KMO)
measure), interpretation correlation, factor extraction, factor rotation, and the analysis
of the factors. The latter of these is further discussed in the chapter concerning data

analysis and the results of using SEM and factor analysis.

During the exploratory stage, exploratory factor analysis was used to examine the
factors, propose the hypotheses, and build and confirm the initial model. This stage was
followed by a confirmatory factor analysis to evaluate the extent to which the model fit
the data. This was achieved by using Structural Equation Modelling, which is further

discussed in the present chapter.

6.9.1.1 Factor Extraction

In factor analysis, ‘factor extraction’ involves defining the lowest number of factors (or
categories) that can explain the interrelations of all the sets of variables. There are
various approaches which can be used to extract the factors, e.g. principal component
analysis (PCA), principal axis factoring, and maximum likelihood factoring (Suhr, 2006;

Hair et al., 2010). The method that should be selected depends on the goal of the study.

In this research, during the first stage of model building, no prior relationship was
assumed, and the model was built from scratch. As such, it was decided that principal
component analysis (PCA) was more appropriate to use than factor analysis, in which

relationships are assumed (Tabachnick and Fidell, 2007).

PCA is a default extraction technique in several popular statistical software packages
e.g., SPSS, SAS and other packages with the same options. In addition, among the
advantages of PCA is the fact that it determines the total variance and can provide an
explanation for the maximum portion of the overall variance characterised in the

original set of variables in SPSS (Pallant, 2007; Field, 2013).
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Therefore, to conclude how many factors (or components) are extracted, eigenvalues
(Kaiser’s criterion) and scree plot are two sets of information that can be referred to

(Nunnally, 1978).

Both methods were considered in this research, and the analysis process comprised two
stages: a preliminary stage and a final stage. In the preliminary stage, only factors (or
components) with eigenvalues above 1 were extracted. The scree plot test from this
preliminary stage was used to decide on the correct number of factors (or components)
to extract. Following this, in the final stage, the whole analysis was rerun with the chosen

number of factors (or components) from the preliminary stage.

6.9.1.2 Factor Rotation

After confirming the number of factors to be retained, the next stage involved
interpreting the variables loaded on these factors or components. Factor rotation is a
process used to inspect the factor axes and thus obtain a simpler and pragmatically more
significant solution (Hair et al., 2010). After the rotation is implemented, the loadings of
the variables are maximised on one factor and minimised on the remaining factor. This
procedure makes it possible to clearly identify the variables’ clustering and their
correlated factors (Williams and Child, 2003). There are two methods involved in
rotating factors: orthogonal (e.g., varimax) and oblique (e.g., oblimin) (Pallant, 2007). In
SPSS, a table called the component correlation matrix displays these correlations

(Tabachnick and Fidell, 2012).

Factor rotation, and the aim of applying this technique, were discussed in the chapter
detailing the research methodology of the validation study. In this research, in order to
gauge which rotation methods were most suitable for the data analysis and to establish
whether the assumption of independence could hold for the variables, both the

orthogonal (varimax) and oblique (oblimin) techniques were applied.

The orthogonal rotation method is more appropriate when the relationship between
the extracted factors (or components) is thought to be poor, while oblique rotation is

more suitable when the relationship is strong (Hair et al., 2010). With oblique rotation,

101



the pattern matrix comprises the factor loading after the rotation, while the structure

matrix defines the relationships between the variables.

The results of the factor rotation in this analysis clearly showed that factor rotation
achieves a correlation matrix; in this study, factor rotation proved that the factors (or
components) did have a relationship and that it cannot be assumed that these factors
are independent, since the correlation matrix table showed that the factors were

somewhat correlated.

Rotation supports the delivery of methods which make it possible to consider and
interpret the factors. The interpretation of factors is generally accomplished using the
pattern matrix. However, the structure matrix is beneficial when it comes to
determining double examination and describing the relationship between the factors

(Field, 2013).

Tabachnick and Fidell (2012) suggested that researchers may experiment with different
combinations of extractions and rotations and select the combination that provides the
most interpretable solution. However, it should be borne in mind that other researchers
have recommended using orthogonal rotation only if there is no expected relationship
between the factors. Otherwise, these suggest using oblique rotation. In addition,
another string of researchers have recommended using orthogonal rotation, as it
provides a simpler solution, and is commonly used by researchers; of particular note
here is the debate among researchers surrounding whether orthogonal and oblique

rotations generate similar results.

6.9.2 Confirmatory Factor Analysis (CFA)

The CFA technique assists with testing the hypotheses and the existence of relationships
between the observed variables and their underlying latent constructs (Byrne, 2010).
With this approach, the researcher uses his/her knowledge of theory, empirical
research, or both, and predicts the relationship pattern a priori, before then testing the
hypotheses statistically. One of the most popular techniques for researchers across

disciplines, and particularly for researchers in the social sciences, is Structural Equation
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Modelling; this is a special component of CFA, and is further discussed in the following

section.

6.9.2.1 Structural Equation Modelling (SEM)

Structural Equation Modelling (SEM) has become one of the most popular techniques
for researchers across disciplines, and particularly for researchers in the social sciences
(Byrne, 2010). The term Structural Equation Modelling has been used to explain a large
number of statistical models which are applied to evaluate the validity of necessary
theories using experimental data. Moreover, SEM is a statistical analysis technique that
is used to analyse structural relationships; this is considered one of the major benefits
of using SEM (Choudrie and Ghinea, 2013). The SME technique is a combination of factor
analysis and multiple regression analysis, and is employed to analyse the structural
relationship between measured variables and latent constructs (Choudrie and Ghinea,
2013). Subsequently, in this research, the preference was to use the SEM technique, as
it represents a conceptually-attractive way to test the theory and define how well the
theory fits according to the data. SEM comprises six important stages: developing the
model, constructing the path diagram, connecting the relationships, building the
measurement model, modifying the measurement model and, finally, model fit (Hair et
al., 2010). In order to meet the unique terms and processes of SEM, Figure 6-2

illustrates the above-mentioned processes.
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government organisations.

indicators for every unobserved variable, as in factor analysis.

Stage 5: Change measurement model to structural model.

is employed to determine the model rejection or acceptance for the analysis.

Stage 1: A good measurement theory is important in order to achieve outcomes from SEM. The

present study aimed to understand the security factors influencing the adoption of the cloud in Saudi

Stage 2: SEM consists of an observed variable and a latent variable. The research must specify the

Stage 3: SEM combines both path and factor analyses containing multiple observed variables or

Stage 4: Assess line Goodness of Fit (GoF) and validity of the measurement model.

Stage 6: Assess the GoF and significance, direction, and size of structural parameter estimates. GoF

Figure 6-2: Process of Stages for Structural Equation Modelling (Hair et al., 2010)
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SEM consists of a series of statistical methods that make it possible to identify complex
relationships between one or more independent variable, and one or more dependent
variable (Byrne, 2010). As a statistical tool, it can be characterised as an extension of
general linear modelling (GLM) processes, including the ANOVA and multiple regression
analysis. While SEM is considered a special component of confirmatory factor analysis,
it is also known as an a priori theory approach which is most often used to determine
the extent to which a previously-established theory regarding relationships among
certain variables is supported by empirical data (Ockey, 2014). There are numerous
applications that can be used to run SEM analysis, including, but not limited to, AMOS
from IBM, Mplus, LISREL, and EQS. Analysis of Moment Structures (AMOS) was used in
this research, since its structures met the requirements of the research and also due to

its availability.

Therefore, SEM was carefully chosen for this study to conserve parsimony in the
proposed model and because of its strength in testing research hypotheses. The
proposed framework was produced in AMOS, following which the data was introduced
to the program. This analysis revealed whether the data fit the model. In this research,
as the links between the proposed variables were not determined, it was deemed
appropriate to apply EFA; in contrast, CFA is designed to be used when a researcher has
a basic knowledge of how the model is set out. However, the researcher must consider
certain issues when applying the SEM, and how these issues affect the credibility of the

outcome. The most important considerations when using SEM are:

e The hypothesis is tested

e The sufficient sample size is determined
e Multivariate Normality

e Parameters Identification

e Missing Data

e Statistical tests
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6.9.2.2 Structural Model Goodness of fit (GoF) Statistics in SEM

Goodness of Fit (GoF) is one of the most important tools when it comes to testing a
proposed model and determining its goodness of fit (Hair et al., 2010). GoF is an
important step in SEM, and is regularly used to assess how well the proposed model fits
with the collected data (Acuna and Rodriguez, 2004). The results of GoF are assessed
by comparing the experimental data (sample covariance matrix) with the proposed
hypotheses (predicted model covariance). It has been pointed out that the
hypothesised model is tested by the researcher using sample data (Acuna and

Rodriguez, 2004).

Furthermore, the Maximum Likelihood (ML) estimation approach is preferred to
calculate the GoF indices using AMOS (version 24) (Hair et al., 2010). In this study, in
order to estimate the GoF outcome, a chi-square (x?) test was applied; this is a vital a
statistical test in SEM that estimates the variances between the sample covariance
matrix and the predicted model covariance matrix (Khine, 2013). As the assessment of
chi-square (x?) is affected by sample size, normed chi-square was considered in this
research; this involves dividing the value of the chi-square (x?) by degrees of freedom
(df) computed as (x2/df) (Kline, 2011). Hair et al. (2010) suggested that, in order to
achieve a good fitting model when the study sample size is less than 250, the value of
the normed chi-square must be less than 3. This research sample size in this study was

215.

However, various information system researchers have maintained that chi-square and
normed chi-square tests are sufficient proof of model fit; moreover, it has been
indicated that providing two to three fit indicators to chi-square is acceptable and
convenient (Hair et al., 2010). Many statistical tests can be used to determine the
adequacy of the model in terms of fitting the data. In summary, it can be stated that
the most frequently-suggested indices are: Comparative Fit Index (CFl), the Goodness
of Fit Index (GFl), Root Mean Square Residual (RMR), Standardised Root Mean Square
Residual (SRMR), and the Root Mean Square Error of Approximation (RMSEA). All
statistics which fit the indexes mentioned above range from 0 to 1.00. Chapter 8 will

present the results and accepted values of these statistical tests in detail.
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6.9.2.3 The Minimum Sample Size and the Response Rate

Before distributing the designed instrument, it was essential to recognise the target and
calculate the sample size. The minimum sample size is thought to produce a reliable and
acceptable research outcome. The target group in this research comprised IT security
experts from Saudi government organisations. Determining sample size requirements
for structural equation modelling is a challenge for researchers. One particularly
noteworthy strength of SEM is its flexibility; this quality permits the examination of
complex suggestions, using many types of data (e.g., categorical, dimensional, censored,
count variables). Such a quality also allows for assessments across alternative models
(Byrne, 2010). Considering the sufficient sample size calculations, it should be noted that
there are a number of rules of thumb when it comes to the appropriate sample size for

both exploratory and confirmatory factor analysis.

A common recommendation that has been used by researchers is that a research sample
should comprise at least 200 participants, with 10 cases per factor (Wolf et al., 2013).
Based on this recommendation, it is important to consider the number of factors in this
study’s instrument (20 factors including the factor of Decision to Adopt the Cloud);
hence, the number of participants in this research should be no less than 200. In the
present research, to obtain valid results, the number of participants was increased to

215 as a contingency plan, in case of missing data.

6.10 Ethics Approval Consideration

As the research was conducted in an academic setting, ethical matters were considered
seriously. It is the ethical obligation of a researcher to conduct research honestly and
with integrity (Adams et al.,, 2007). As suggested by Adams et al. (2007), ethical
strategies were followed at a number of points throughout this research, e.g., planning
the study, piloting the study, analysing the data and writing the results. More essentially,
ethical strategies delivered by the university, where the research was conducted, were

followed during the entire process. As the questionnaire was part of this research,
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before distributing said questionnaire to participants, it was essential to verify and plan
the procedure, so that it met the ethical requirements of research. The ethical
requirements of this research were approved by the Ethics Committee at the University

of Southampton: reference number 26694.

6.11 Summary

This chapter clarified the methods which were applied in the present research. In the
first two sections, the research philosophies and approaches were discussed. In the
domain of methodology, four main philosophies were identified, namely positivism,
realism, pragmatism and interpretivism. This research implemented a positivist
philosophical, as the subject of the study was scientific in nature. This pattern also
supports neutral views about reality. A deductive method was used in the study, as this
was in line with the positivist philosophy. The present research also adopted
guantitative methods, as these were consistent with the positivism philosophy,

deductive approach, and the research topic.

It was deemed that the most suitable approaches for this stage of the research were an
instrument strategy and the process of development, both of which have been
described in detail. The applicable sample size was conducted to be greater than 200
samples. Moreover, this chapter provided a detailed examination of the procedure of

developing and designing the instrument.

Following this, the next sectionillustrated, in detail, the Goodness of Fit instrument, with
a discussion regarding the validation of the reliability and validity of this instrument in
order to obtain accurate results. Pre-test and content validity were used to validate the
instrument. The pre-test and content validity were proved before collecting data in
order to ensure that the instrument being used in this research accurately measured

what it was supposed to measure.

By referring to the research case, a confirmatory study was first undertaken to confirm
the proposed factors, as no previous study has addressed this subject area. Testing the

model and hypothesis was the main objective of this stage, and both were analysed
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using Structural Equation Modelling (SEM) following the use of correlation analysis and

factor analysis.

This chapter also explained and discussed the utilisation of SEM to evaluate the model,
while the main benefits of SEM were identified, i.e., ability to deal with multi-variables
and identify relationships among these multi-variables. At this point, it must be stated
that SEM is mostly a confirmatory analysis method, and thus it was necessary to test

whether the proposed model was valid.

The procedures used to analyse the data were also discussed in this chapter, while the
research ethics were examined. The next chapter presents the details of the data

analysis and the results.
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Chapter 7: Results of the Development and Validation of

the Instrument

The previous chapter identified and explained the research methodology that was
applied for the second stage of this research. As seen in Chapter 5, the results of this
study confirmed the security cloud computing adoption Framework. The result of this
confirmatory study was used to confirm that the security factors of the framework were
theoretically sound. Based on this result, an instrument was developed to survey Saudi
government organisations and to explore and confirm the relationships between the
confirmed factors in the second stage of this research. This chapter presents the
development and validation of an instrument which was used to evaluate and validate
the security cloud adoption model of this study by addressing the following research
question: ‘What is the appropriate instrument to evaluate security factors in the cloud

adoption framework and how can the instrument be validated?’

In addition, a discussion of the results and findings of the instrument validation study is
provided. The instrument validation went through a pre-test stage to make sure the
content validity. After the pre-test stage, the validation study sought to establish the
validity and reliability of each factor in the instrument, and how they related to each
other. Correlation was applied to identify the relationships between the latent variables.
Finally, the instrument reliability that used in this research is also presented in detail,

and summarised in the present chapter.

7.1 Instrument Development and Design

Instruments are methods used to collect information with a view to describing,
comparing or explaining an objective (Clifford et al., 2010). The purpose of an
instrument is to obtain accurate and complete information about a research question
(Malhotra and Galletta, 1999). This can be achieved by producing a carefully-designed

survey that ensures reliable responses from a chosen sample (Myers, 1997). A self-
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administered questionnaire was designed in order to answer the research questions
and to test the hypothesis regarding the relationships being investigated (Bryman,
2006). The preparation of the instrument’s content was the first step in stage two of
this research. The more attention which is given to the development of the research
instrument, the easier it is to ensure that the research is valid (Cooper and Schindler,
2003). The instrument was used to collect data regarding the security factors that have
an effect on the adoption of cloud computing in KSA government organisations.
Literature was reviewed in order to develop the instrument statements, which were
related to cloud security factors affecting KSA government organisations’ decision to
adopt the cloud. The instrument was designed to evaluate the factors of the security

cloud adoption framework.

In terms of the security cloud framework, 20 factors, including the decision to adopt the
cloud factor, were selected for inclusion in order to measure the security factors model.
These factors were: Insecure Interfaces, Shared Technology, Account or Service
Hijacking, Malicious Insider Risks, Failure of Compliance with Regulations, Data
Ownership, Service and Data Integration, Data Leakage, Failure of Client-side
Encryption, Trust, Security Culture, Privacy, Smart Scalable Security Benefits, Cutting-
edge Cloud Security Marketing, Advance Security Mechanism, Standardised Security
Interfaces, Cloud Security Auditing, Service Level Agreement, SLA Audit Enforcement,
Resource Concentration, and Decision to Adopt the Cloud). In the next chapter, the

instrument validation is further deliberated in detail.

The structure and items of the instrument were designed to validate the security factors
in the cloud adoption framework. It was administered in English. The instrument began
with a welcome, a brief introduction to the research, and a summary of the aim of the
guestionnaires. The instrument was divided into two parts.

Part 1: Demographic Information: involved general information such as the experience
of the expert and their government organisation’s decision in terms of adopting and not
adopting cloud services. This part was significant, as it gave the investigator an overview

of information that might be required in the group evaluation.
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Part 2: Instrument measuring items questions: these questions sought to establish the
extent to which the respondent agreed with the effect of the following statements on

the adoption of cloud computing services in their government organisations.

The instrument was concerned with empirically measuring the suggested factors and
their relationships. Therefore, the literiture was revisited as a reference, in order to
design the appropirate measuring items for the research instrument. These statements
were improved to fit this research and the KSA government organisations context. Table
7-1 shows the number of constructs and their items, which were used to measure the

variables in this research; the sources from which these items were derived are also

specified.
Table 7-1: Measurement Items of Research Variables
Construct Code NI Sources
of Item
(Babu et al., 2010), (Cloud Security
Insecure Interfaces 1] 3 items Alliance, 2013) ,(Elena and Johnson,
2015)
Shared Technology ST 3 items (Paquette et al., 2010), (Cloud Security

Alliance, 2013), (Babu et al., 2010)
(Paquette et al., 2010), (Cloud Security
Account or Service Hijacking AH 4 items Alliance, 2013), (Babu et al., 2010),

(Elena and Johnson, 2015)
(Babu et al., 2010), (Cloud Security

Malicious Insider Risks Mi 3 items Alliance, 2013) ,(Elena and Johnson,
2015)
. . . (Paquette et al., 2010), (Cloud Security
Failure ‘;‘;gzg‘t“i’!izce with CR 4 items Alliance, 2013), (Babu et al., 2010),
(Alkhater et al., 2015)
(Babu et al., 2010), (Cloud Security
Data Ownership DO 5 items Alliance, 2013) ,(Elena and Johnson,
2015)
(Babu et al., 2010), (Cloud Security
Service and Data Integration SDI 3 items Alliance, 2013) ,(Elena and Johnson,
2015)
(Babu et al., 2010), (Cloud Security
Data Leakage DL 4 items Alliance, 2013) ,(Elena and Johnson,
2015)
Failure of Client-side Encryption CSE 3 items Added by the researcher and Experts
Trust - 3 items (Khan and Malluhi, 2010), (Alkhater et
al., 2015)
Security Culture SC 3 items Added by the researcher and experts
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Number

Construct Code Sources
of Iltem
. . (Featherman and Pavlou, 2003), (Sen,
Privacy PR 3 items 2013), (Alkhater et al., 2015)
. . . (Catteddu and Hogben, 2009), (Cloud
Smart Scalable Security Benefits SS 4 items Security Alliance, 2013)
Cutting-edge Cloud Security CE 3 items (Catteddu and Hogben, 2009), (Cloud

Marketing Security Alliance, 2013)
(Cloud Security Alliance, 2013),
(Catteddu and Hogben, 2009),

(Catteddu and Hogben, 2009), (Cloud

Security Alliance, 2013)
(Catteddu and Hogben, 2009), (Cloud
Cloud Security Auditing CS 3items Security Alliance, 2013), (Cloud Security
Alliance, 2013)
Service Level Agreement (SLA) SLA 3 items (Catteddu and Hogben, 2009), (Cloud
Audit Enforcement Security Alliance, 2013)
(Cloud Security Alliance, 2013),

Advance Security Mechanism AS 3items

Standardised Security Interfaces SSI 4 items

Resource Concentration RC 3 items (Catteddu and Hogben, 2009),
Decision to Adopt the Cloud DAC 4 items Added by the researcher and Experts
Total: 20 Constructs 67 Items

7.2 Validity of the Instrument

After completing the design and development of the instrument, it was essential to
make sure that the items in the instrument were evaluating the constructs. The
instrument that used in this study was measured using two tests validation, namely pre-

test and content validity.

7.2.1 The Instrument Pre-test

A pre-test is a mini version of the main survey, and is used to assess the reliability and
validity of an instrument (Straub et al., 2004). Thus, in this test, the same steps as those
taken in the main study must be applied to test the instrument in a real context. This
step defines the instrument and its measures, while also developing the study

procedures (Cooper and Schindler, 2003).

The instrument was pre-tested with seven academic researchers and security experts,
all of whom had features similar to those of the sample group participants. The experts
were carefully chosen in order to verify content validity through the pre-test. This stage

is designed to ensure that the instrument is clear and understandable for the
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respondents (Sekaran, 2003). The test involved four experts from IT security in KSA
security groups, while three experts were from the University of Southampton from

computer science group researchers. The aims of the pre-test were to evaluate whether:

o Allitems were applicable and sufficient in examining the concept being studied.
e All questions’ wording, response format, guidelines, instrument size, and layout
were suitable.

e The instrument as a whole was easy to read and understandable.

The pre-test participants provided a number of comments, and the questions were
edited according to their comments. The changes made to the original instrument after
pre-testing included: selecting a sufficient number of items to represent a factor,
adopting player suitable terms and using a layout that would be easy for the
participants to read and that would make the instrument easy to distribute during the
experiment. The participant’s respondents from the pre-test supported the content of

the instrument.

7.2.2 Content Validity of the Instrument

The most important stage of developing the instrument was to establish the content
validity of the measuring items for each construct before collecting the data. Had
content validity not been undertaken, the instrument may not have been usable and the
results of the study may have been invalid (Garver, 1999). Content validity mentions to
how perfectly the instrument demonstrates the construct of the statements; this kind
of validity depends on the understanding of specialists, and on the specific content filed
(Cronbach and Shavelson, 2004). Content validity refers to “how appropriate items or
scales seem to a set of reviewers who have some knowledge of the subject matter” (Fink,
2003). Straub et al. (2004) recommended that using statements which have been
validated in the literature is essential if they are available. However, in this research, the
statements from the literature were adopted and improved to suit the existing research

objectives.
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The two recommended steps of content validity were used in order to validate the
instrument’s content. These two steps are: the development stage and the judgement
quantification stage (Lynn, 1986). The development stage starts with measuring the aim
of the instrument and identifying the full content scope. This stage can be achieved

through the use of a literature review and by consulting the views of experts.

The second stage is judgment quantification, which comprises two conceptions: the
content of all items displayed is valid, and the content of the developed instrument is
valid for the research objective. Lynn (1986) recommended that a minimum number of
five experts ought to be used; however, this number may depend on the availability of

such experts.

To validate the research instrument, seven experts with experience in instrument design
were asked to assessment the instrument content. A printed copy of the questionnaire,
as well as a brief background of the research, was sent to them. Some changes in the
measures were recommended to improve the instrument. Thus, in order to make sure
content validity, the experts were asked separately to deliver feedback and
recommendations on the instrument. The first step of judgment quantification involved
a two-hour meeting with three researchers. During their review, a few typographical
mistakes were removed and improvments were made to some statements not clear.
Each expert answered the questions and responded to each statement. Following this,
the new version of the instrument was ready to be shown to the next four security
experts. In the following step of the judgment quantification, it was managed using the
same procedure; this involved an online face-to-face Skype video meeting with Saudi
security experts. The modifications to the questions were improved. Overall, 67 items

were reformulated.

7.2.3 Results of Content Validity Ratio (CVR)

The content validity ratio (CVR) was used to assess the results of the instrument’s
content validity test, based on the thoughts of the seven experts who participated in the
judgment quantification; the statistical significance level for each factor was also

assessed (Lawshe, 1975). At this point, the results of the content validity test for the
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instrument were in hand, thanks to the seven experts who participated in the judgment
quantification; this yielded a statistical significance level for each factor. The significance

levels were assessed using the content validity ratio (CVR) (Lawshe, 1975).

CVR is a quantitative method used to establish content validity. With the quantitative
content validity method, confidence is kept in selecting the most significant and
accurate content in an instrument, which is measured using the content validity ratio
(CVR) (Ayre and Scally, 2014). In this way, the experts are demanded to identify whether
or not an item is essential for operating a concept in a set of items. The items deemed
‘Essential’ by the experts were calculated, as presented in Table 7-7-2. The evaluation

criteria of the items/scale were as follows:

e Essential: The question is necessary to define the security factors in cloud
computing adoption. It must be involved and, if not involved, would affect the
factors negatively.

o Useful but not essential: The question may be valuable but NOT necessary to
define the factors in cloud computing adoption.

e Not Necessary: The question is NOT obligatory in terms of defining the security
factors in cloud computing adoption. It does NOT need to be involved, and if

involved, would NOT affect the factors.

Consequently, the responses of the experts were gathered, and the items which the
experts deemed ‘Essential’ were calculated using CVR formula (see equation 1) as

follows:

CVR= (Ne-N/2)/ (N/2) (1)

Where N is the number of experts that deemed the item to be ‘essential’, and N is the
total number of participating experts. For the CVR to be considered important, the level
of agreement among experts had to be more than 50% agreement provides some
guarantee of content validity (Ayre and Scally, 2014). For example, if the CVR was bigger

than 0.50, the item in the instrument with an acceptable level of statistical significance
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was accepted and items with a significance level of lower than 0.50 were considered not

significant (Ayre and Scally, 2014; Lynn, 1986).

The results showed that, from a pool of 67 items, only 62 items were statistically
significant at the range of more than 0.50, while five of the items were insignificant
because they were lower than 0.50, and thus were removed from the instrument.
Consequently, this Content Validity Ratio identified that the security items of the cloud
computing adoption framework had acceptable content validity, thus meaning that the
items are capable of measuring the model being studied (Ayre and Scally, 2014). After
these experiments, 30 security experts were invited to participate in this research. Slight
modifications to the final design of the instrument were made upon receiving the
feedback. The modifications were made to the original instrument and the final

instrument was developed.

Table 7-7-2: Content Validity Ratio among Items of the Instrument

Construct Total  Significant CVR CVR CVR CVR CVR  Average

of Items item1l item2 item3 item4 item5 CRV
items

Il 3 items 3 items 0.7 1.00 1.00 - - 0.90
ST 3 items 3 items 0.7 1.00 0.7 - - 0.81
AH 4 items 3 items 0.7 1.00 0.7 04 - 0.71
1] 3 items 3 items 0.7 0.7 0.7 - - 0.71
CR 4 items 3 items 1.00 1.00 0.7 0.1 - 0.90
DO 5 items 4 items 0.7 1.00 1.00 1.00 0.1 0.77
SDI 3 items 3 items 0.7 0.7 0.7 - - 0.71
DL 4 items 3items 1.00 1.00 1.00 0.4 - 0.86
CSE 3 items 3 items 0.7 1.00 0.7 - - 0.81
TR 3 items 3 items 0.7 0.7 1.00 - - 0.81
SC 3 items 3 items 1.00 1.00 0.7 - - 0.90
PR 3items 3items 0.7 0.7 0.7 - - 0.71
SS 4 items 3 items 1.00 0.7 0.7 0.1 0.4 0.64
CE 3 items 3 items 0.7 0.7 1.00 - - 0.81
AS 3 items 3 items 1.00 1.00 0.7 - - 0.90
SSI 4 items 3 items 1.00 0.7 0.7 0.1 - 0.64
CcS 3 items 3 items 0.7 0.7 1.00 - - 0.90
SLA 3 items 3 items 1.00 0.7 0.7 - - 0.81
RC 3items 3items 0.7 0.7 0.7 - - 0.71
DAC 4 items 4 items 0.7 1.00 0.7 1.00 - 0.86

Total 67 62
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7.3 Instrument Validation

The purpose of the instrument validation study is to explore the relationship between
all factors and items, and the scale as a whole. The improved instrument was distributed
to a sample of participants, and their responses were analysed to establish the

instrument’s reliability.

Statisticians have stated that a sample size of 30 is adequate, as this is the value put
forth in the Central Limit Theorem (Field, 2013). A total of 30 security experts were asked
to participate in the research. The goal was for the respondents to state that the
instrument was clear and understandable. In addition, the purpose of the respondents
validated the content of the instrument. During the valuation, the security experts also
delivered a number of recommendations. The recommendations commonly related to
wording and the building of the sentences. The response items (5 (strongly agree) to 1
(strongly disagree) were deemed to be applicable. These minor modifications to the final
design of the instrument and the modifications made to the original instrument are

illustrated in Table 7-3.

Table 7-3: Validated Questionnaire’s Items

Construct Code Items
Insecure 11 Insecure application interfaces have an impact on the decision to
interfaces adopt cloud services.
12 By understanding the dependency chain associated with secure
interfaces, you can reduce the risks in adopting cloud services.
113 Awareness of the risks of insecure application interfaces affects the
decision of adopting cloud services.
Shared ST1 Secure shared technology affects the adoption of cloud services.
technology
ST2 Having a high quality of service in sharing technology would

encourage us to use cloud computing.

ST3 Some applications may be designed without using trusted
computing practices, depending on the type of risks associated with
the shared technology which affects the organisation’s decision to
adopt the cloud.

Account AH1 It is important to be aware of account hijacking risks while adopting
hijacking cloud services.
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Construct Code Items
AH2  Account hijacking is considered to be one of the major risks in cloud
services that affect the decision to adopt the cloud.
AH3  Stolen identities, one of the risks of service hijacking, may affect the
decision to adopt cloud services.
Malicious MI1 Without full knowledge and control, government organisations will
insiders be at risk of malicious insider attacks.
MI2 Malicious insider risks can affect the confidentiality, integrity, and
availability of the government organisation’s data.
MI3 Saudi organisations should have knowledge about cloud providers’
measures to avoid the risk of a malicious insider.

Failure to CR1 Compliance with regulations affects Saudi government
Comply with organisations’ decision to use cloud services.
Regulations

CR2 Current laws and regulations in Saudi government organisations are
not sufficient to protect information stored on the cloud.
CR3 It is necessary that cloud computing regulations comply with Saudi
Arabia laws.
Data ownership DO1  Data ownership affects Saudi government organisations’ decision to
use cloud services.
D02 In order to reduce risks associated with Data Ownership, ownership
of data should be authorised while adopting cloud services.
D03 The ownership of data should be exclusive when adopting the
cloud.
D04 Data ownership terms should be clearly stated in the services level
agreement.
Service and SDI1 Data integration affects Saudi government organisations’ decision

data integration to adopt cloud services.

SDI2 Integration of Saudi government applications with cloud services
presents a challenge for the adoption of the cloud.
SDI3 Unsecured data is more susceptible to interception while being
transmitted in the cloud.
Data leakage DL1 The fear of leaking Saudi government data affects the decision to
adopt the cloud.
DL2 Non-disclosure of data leakage events on the cloud provider raise
concerns in Saudi government organisations.
DL3 In general, data leakage risks hindering Saudi organisations’
adoption of the cloud.

Failure of CSE1 Client-side encryption affects Saudi government organisations’
Client-side decision to use cloud services.
encryption

CSE2  Saudi organisations should be aware of client-side encryption while
it plays an important role in data protection.
CSE3  The organisations feel that the client-side encryption risks outweigh
the benefits of adopting the cloud services.
Trust TR1 Trust affects Saudi government organisations’ decision to use cloud

services.
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Construct Code Items
TR2 Access of third-parties to an organisation’s data may raise security
concerns and affect the adoption of the cloud.
TR3 Storing our organisation’s data under third-party control is one of
our concerns related to adopting the cloud.
Security Culture SC1 Security culture affects Saudi government organisations’ decision to
use cloud services.
SC2 Security culture affects the execution of information security
policies within government organisations.
SC3 Organisations would be more confident in using cloud services if
the provider was based in Saudi Arabia.
Privacy PR1 Privacy concerns affect the government organisations’ decision to
use cloud services.
PR2 Government organisations would be more confident to use cloud
services if the privacy of the information was guaranteed.
PR3 Access to personal information by third-party organisations may
raise privacy concerns and affect the decision to use the cloud.
Smart Scalable SS1 Smart scalable security benefits affect government organisations’
security decision to adopt cloud services.
benefits
SS2 The ability to extend the security features in the edges network
encourages the government organisations to adopt the cloud.
SS3 Smart scalable to multiple locations security benefits drive the
government organisations to adopt the cloud.
Cutting-edge CE1 Cutting-edge cloud security marketing affects government
security market organisations’ decision to adopt cloud services.
CE2 Saudi organisations should consider the cutting-edge benefits of
cloud security marketing while adopting the cloud services.
CE3 Cloud security marketing services affect the adoption of the cloud
as they provide solutions to critical problems facing organisations
and support remote workforces.
Advanced AS1 Advanced security mechanisms benefits affect government
security organisations’ decision to adopt cloud services.
mechanism
AS2 Having sufficient support from the cloud provider in the form of an
advance security mechanism would encourage the organisation to
use cloud services.
AS3 With an advance security mechanism, it is necessary to have
adequate technical support from the cloud provider before and
after adopting cloud services.
Standardised SSi1 Implementation of the standardised security interface features
security affects government organisations’ decision to adopt cloud services.
interfaces
SSI2 Saudi organisations’ awareness of cloud interfaces security

standards benefits (cost reduction), would encourage them to
adopt the cloud.
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Construct Code

Items

SSI3

Standardised security interfaces influence the adoption of the cloud
since they can ease the organisations’ ability to change from one
provider to another quickly.

Cloud security Cs1

Cloud security auditing affects government organisations’ decision

auditing to adopt cloud services.
CS2 Saudi organisations’ knowledge of cloud security auditing benefits,
such as pay as you go auditing, drives them to adopt the cloud.
Cs3 The cloud scalable auditing feature influences the decision to adopt
the cloud in Saudi organisations.
SLA Audit SLA1  Enforcing audit terms and conditions in the service level agreement
Enforcement by Saudi organisations would promote the cloud adoption decision.
SLA2 Cloud providers’ compliance with Saudi regulations audit
requirements helps the Saudi organisations to adopt their cloud
services.
SLA3  Clear stating of audit responsibilities by both the Saudi organisation
and the cloud provider influences the decision of adopting the
cloud.
Decision to DAC1 It is likely that Saudi organisations will take steps to adopt cloud
adopt the cloud computing in the future.
DAC2 Saudi organisations decide to adopt cloud computing.
DAC3 I think, in the near future, most of the Saudi government
organisations are going to decide to adopt the cloud services.
DAC4 | feel comfortable recommending the adoption of the cloud to my
organisation.
7.3.1 Correlations Analysis of the Instrument

Correlation analysis is used to understand the relationship between factors, and can be
used to define the strengths and direction of a linear relationship between two variables
(Cohen, 1988). Moreover, correlations analysis displays the value of the correlation
coefficient. This can be ranged from -1 to +1, and the sign delivers the direction of the
relationship; all produce a statistic that ranges from -1.00, indicating a perfect negative
correlation, to +1, indicating a good positive correlation. A value of 0 specifies no
correlation at all. Cohen (2011) alluded to the strength of the coefficient correlation

value, as shown in Table 7-4. In this study, Pearson’s correlation coefficient method was

used, and the guidelines below were followed in the correlation analysis.
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Table 7-4: Strength for Correlation Coefficient (Cohen et al., 2011)

Range of Correlation Coefficient

Strength of Relationship

0.50to 1.00 Large
0.30to 0.49 Medium
0.10to 0.29 Small

7.3.2

Correlation among Security Factors

The items in each factor were calculated, while the mean for each category was found

later on. Following this, the variables concerned were entered into the SPSS statistic

software in order to obtain the correlation. The correlation matrix displays the strength

of the relationship among factors in this section. In Table 7-5, each factor is represented

by an abbreviation (to make it simpler):

Table 7-5: Abbreviation Represented for Each Factor

Abbreviation

Factor

Abbreviation

Factor

Il Insecure Interfaces SC Security Culture
ST Shared technology PR Privacy
AH Account or Service Hijacking SS Smart scalable security
benefits
Mmi Malicious insider risks CE Cutting-edge cloud security
marketing
CR Failure of compliance with AS Advance security mechanism
regulations
DO Data ownership SSI Standardised Security
interfaces
SDI Service and data integration CS Cloud security auditing
DL Data leakage SLA SLA Audit Enforcement
CSE Failure of client-side RC Resource concentration
encryption
TR Trust DAC Decision to adopt the cloud

123



The results of the correlation test for the security factors show the statistically significant
correlations for the security factors associated to this study, as presented in Table 7-6.

The correlation results for the security factors are summarised as:

e Correlation of Insecure Interfaces (ll) is statistically significant and correlated
with Shared Technology (ST), r(30) = .646 and Service and data integration (SDI)
r(30) = .467, (both p<0.01).

e Correlation of Shared Technology (ST) is statistically significant and correlated
with Failure of compliance with regulations (CR), r(30) = .435, Service and data
integration (SDI), r(30) = .446 and Failure of client-side encryption (CSE), r(30) =
.433, (all p<0.05).

e Correction of Account or Service Hijacking (AH) is statistically significant and
correlated with Data Ownership (DO), r(30) = .630, service and data Integration
(SDI), r(30) = .484, Data Leakage (DL), r(30) = .493, Failure of client-side
Encryption (CSE), r(30) = .706, Security Culture (SC) r(30) = .479 and Privacy (PR)
r(30) = .571(all p<0.01). There is also a statistically significant correlation with
Smart Scalable Security Benefits (SS), r(30) = .395, Advance security mechanism
(AS), r(30) = .420 and Standardised Security interfaces (SSI), r(30) = .441 (all
p<0.05).

e Malicious Insider Risks (Ml) is statistically significant and correlated with Service
and data integration (SDI), r(30) = .366, p<0.05.

e Failure of Compliance with Regulations (CR) is statistically significant and
correlated with Data Ownership (DO), r(30) = .425, Data Leakage (DL), r(30) =
.402, Failure of client-side Encryption (CSE), r(30) =.3.98, Trust (TR), r(30) = .425,
Standardised Security interfaces (SSl), r(30) = .430 and SLA Audit Enforcement
(SLA), r(30) = .414 (all p<0.05). There is also a statistically significant correlation
with Service and data integration (SDI), r(30) = .464 and Smart scalable security
benefits (SS), r(30) =.527 and Advance security mechanism (AS), r(30) = .590 (all
p<0.01).

e Data Ownership (DO) is statistically significant and correlated with Service and

data integration (SDI), r(30) = .510, Data Leakage (DL), r(30) = .648, Failure of
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client-side Encryption (CSE), r(30) = .505 and Security Culture (SC) r(30) = .470,
(all p<0.01). There is also a statistically significant correlation with Privacy (PR),
r(30)= .384, Smart scalable security benefits (SS), r(30) = .426 and Advance
security mechanism (AS), r(30) = .376, (all p<0.05).

Service and data integration (SDI) is statistically significant and correlated with
Data Leakage (DL), r(30) = .540, Failure of client-side Encryption (CSE), r(30) =
.506 and Privacy (PR), r(30)= .517 (all p<0.01). There is also a statistically
significant correlation with Security Culture (SC) r(30) = .420, Smart scalable
security benefits (SS), r(30) = .364, Cutting-edge cloud security marketing (CE),
r(30) =.371 and Advance security mechanism (AS), r(30) = .377, (all p<0.05).
Data Leakage (DL) is statistically significant and correlated with Trust (TR), r(30)
= .595, Security Culture (SC) r(30) = .491, Privacy (PR), r(30)= .552, Advance
security mechanism (AS), r(30) = .609, and SLA Audit Enforcement (SLA), r(30) =
.487, (all p<0.01). There is also a statistically significant correlation with Smart
scalable security benefits (SS), r(30) = .427 and Standardised Security interfaces
(SSI), r(30) = .462, (both p<0.05).

Failure of client-side Encryption (CSE) is statistically significant and correlated
with Trust (TR), r(30) = .405, Smart scalable security benefits (SS), r(30) = .428
and Standardised Security interfaces (SSI), r(30) = .428, (both p<0.05).

Trust (TR) is statistically significant and correlated with Smart scalable security
benefits (SS), r(30) = .497, Advance security mechanism (AS), r(30) = .662,
Standardised Security interfaces (SSl), r(30) = .679, SLA Audit Enforcement (SLA),
r(30) =.728 and Resource Concentration (RC), r(30) = .568, (all p<0.01).

Security Culture (SC) is statistically significant and correlated with Standardised
Security interfaces (SSl), r(30) = .497, Cloud Security Auditing (CS), r(30) = .448
and SLA Audit Enforcement (SLA), r(30) = .467, (all p<0.01).

Privacy (PR) is statistically significant and correlated with Advance security
mechanism (AS), r(30) =.390, p<0.05.

Smart scalable security benefits (SS) is statistically significant and correlated with

Cutting-edge cloud security marketing (CE), r(30) = .592, Advance security
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mechanism (AS), r(30) =.746, Standardised Security interfaces (SSl), r(30) = .753,
Cloud Security Auditing (CS), r(30) = .654 and SLA Audit enforcement (SLA), r(30)
=.790, and Resource Concentration (RC), r(30) =.793, (all p<0.01).

Cutting-edge cloud security marketing (CE) is statistically significant and
correlated with Advance security mechanism (AS), r(30) = .494, Standardised
Security interfaces (SSI), r(30) = .615, Cloud Security Auditing (CS), r(30) = .509,
SLA Audit Enforcement (SLA), r(30) = .534, and Resource Concentration (RC),
r(30) = .494, (all p<0.01).

Advance security mechanism (AS) is statistically significant and correlated with
Standardised Security interfaces (SSl), r(30) =.781, Cloud Security Auditing (CS),
r(30) = .456, SLA Audit Enforcement (SLA), r(30) = .741, and Resource
Concentration (RC), r(30) =.572, (all p<0.01).

Standardised Security interfaces (SSI) is statistically significant and correlated
with Cloud Security Auditing (CS), r(30) =.569, SLA audit enforcement (SLA), r(30)
=.847 and Resource Concentration (RC), r(30) =.726, (all p<0.01).

Cloud Security Auditing (CS) is statistically significant and correlated with SLA
Audit Enforcement (SLA), r(30) = .578 and Resource Concentration (RC), r(30) =
.510, (both p<0.01).

SLA audit enforcement (SLA) is statistically significant and correlated with
Resource Concentration (RC), r(30) = .860, p<0.01.

Finally, Decision to Adopt the Cloud (DAC) is statistically significant and
correlated with Insecure Interface (ll), r(30) =.552, Malicious insider risks (Ml),
r(30) =.576, Failure of compliance with regulations (CR), r(30) =.587, Service and
data integration (SDI), r(30) =.527, Data leakage (DL), r(30) =.578, Failure of
client-side encryption (CSE), r(30) =.598, Smart scalable security benefits (CR),
r(30) =.701, Cutting-edge cloud security marketing (CE), r(30) =.490, Advance
security mechanism (AS), r(30) =.468, Standardised Security interfaces (SSl), r(30)
=.515, SLA audit enforcement (SLA), r(30) =.553, and Resource concentration
(RC), r(30) =.551, (all p<0.01).

There is also a statistically significant correlation with Shared technology (ST),

r(30) =.411, Account or Service Hijacking (AH), r(30) =.319, Data ownership (DO),
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r(30) =.494, Trust (TR), r(30) =.301, Security Culture (SC), r(30) =.431, Privacy (PR),
r(30) =.493, and Cloud security auditing (CS), r(30) =.460, (all p<0.05).
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Table 7-6: Correlation Matrix among Security Factors

Inter-Item Correlation Matrix
IConstruct| |l ST AH MI CR DO SDI DL CSE TR SC PR SS CE AS SSI CS SLA RC DAC
I 1 |.6467 | .160 | .348 | .228 | .076 | .467° | .216 | .135 | -.054 | .067 | .272 | .020 | .011 | .171 | -.146 | -.249 | -.064 | -.053 | .552**
ST 1 335 | .296 | .435* | .200 | .446* | .186 | .433* | .083 | .119 | .355 | .081 | .168 | .169 | .063 | -.152 | .054 | .104 | .411*
AH 1 .189 214 | .630%* | .484** | .493** | .706** | .419* |.479** | .571** | .395* | .329 | .420* | .441* | .259 .346 .299 .319*
1 112 212 | .366% | .234 .190 | -.068 | -.049 | .216 .095 .000 .144 .086 | -.142 | -.123 | -.049 | .576**
CR 1 425* | .464** | .402*% | .398* | .425* | .188 290 |.527**| .306 |.590%*| .430* | .313 | .414* | .270 | .587**
DO 1 .510** | .648** | .505** | .358 |.470** | .384* | .426* | .217 | .376* | .348 273 .296 .192 .494*
SDI 1 .540** | .506** | .213 420" | .517** | .364* | .371* | .377* | .334 .169 .213 .199 | 527
DL 1 259 | .595%* | .491** | .552** | .427* | .187 |.609**| .462* | .213 |.487**| .306 | .578**
CSE 1 | .405* | .307 | .280 | .428* | .346 | .319 | .428% | .139 | .359 | .335 |.598*
TR 1 .281 251 | .497** | 339 |.662%* | .679** | .267 |.728** | .568** | .301*
SC 1 212 .349 .347 .346 | .497%* | .448* | .467**| .308 431*
PR 1 .129 .049 | .390* | .252 113 .193 .105 .493*
SS 1 592%% | . 746%* | .753%% | .654** | .790** | .793** | .701**
CE 1 494%% | .615%* | .509** | .534** | .494** | .490**
AS 1 .781** | 456* | .741** | .572%* | .468**
ssi 1 |.569**|.847*|.726** | .515*
cs 1 .578** | .510** | .460*
SLA 1 |.860%* | .553*
RC 1 [ .551%
DAC 1
*. Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).
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7.4 Reliability of the Instrument

Cronbach’s alpha was applied to measure the instrument reliability of the research. A good
score of reliability and validity is essential in confirmatory analysis. It was essential to conduct
this test at the preliminary data analysis stage of the validation study. This test demonstrated
that the results were reliable, which internal consistency of statements, while the Cronbach
Alpha reliability of the constructs, Insecure interfaces, Data ownership, Service and data
integration, Cutting-edge cloud security marketing and Cloud security auditing were more

than 0.8 which shows very good internal consistency.

The Cronbach’s alpha reliability statistics were greater than 0.60, as shown in Table 7-8, thus
meaning that the internal consistency reliabilities were adequate (Pallant, 2013). The good
Cronbach’s alpha results also showed that the items used to measure each concept were
independent measures and positivity correlated with each other. The Cronbach’s alpha for
the first category, namely Security Risk Factors, was 0.839, thus indicating a very good
reliability. However, for the second category, namely Security Social Factors, the alpha was
0.730, thus indicating acceptable; finally, for the third category, namely Security Benefits

Factors, the alpha was 0.927, thus indicating very good reliability.

The overall Cronbach’s alpha for all variables was .0945, as presented in Table 7-7. This
indicates an excellent level of internal consistency reliability for the instrument (Bryman and

Cramer, 2001; Hair et al., 2010).

Table 7-7: Cronbach’s alpha reliability analysis for all Items

Cronbach's Alpha Based on
Standardised Items

.945 .948 62

Cronbach's Alpha N of Items
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Table 7-8: Cronbach’s alpha reliability analysis results

Item Cronbach’s Reliability
Constructs Measured Item’s Code Alpha
Used Results
Results
Insecure interfaces 3 items 111,112,113 0.879 Very Good
Shared technology 3 items ST1,ST2,ST3 0.641 Acceptable
Account or Service Hijacking 3items  AH1,AH2,AH3 0.637 Acceptable
Malicious insider risks 3 items MI1,MI2,MI3 0.716 Acceptable
Failure of compliance with 3 items CR1,CR2,CR3 0.636 Acceptable
regulations
Data ownership 4items DO1,D02,D03 0.848 Very Good
Service and data integration 3items SDI1,SDI2,SDI3 0.884 Very Good
Data leakage 3 items DL2,DL2,DL3 0.642 Acceptable
Failure of client-side encryption 3items  CSE1,CSE2CSE 0.756 Acceptable
3
Trust 3 items TR1,TR2,TR3 0.716 Acceptable
Security Culture 3 items SC1,5C2,5C3 0.685 Acceptable
Privacy 3 items PR1,PR2,PR3 0.724 Acceptable
Smart scalable security benefits 3 items $S1,552,SS3 0.772 Acceptable
Cutting-edge security marketing 3 items CE1,CE2,CE3 0.821 Very Good
Advance security mechanism 3 items AS1,AS2,AS3 0.754 Acceptable
Standardised Security interfaces 3items  SSI1,SS12,SS13 0.716 Acceptable
Cloud security auditing 3items CS1,CS2,CS3 0.813 Very Good
(SLA) audit enforcement 3items  SLA1,SLA2,SLA 0.771 Acceptable
3
Resource concentration 3 items RC1,RC2,RC3 0.694 Acceptable
Decision to Adopt Cloud 4 items DAC1, DAC2, 0.659 Acceptable
DAC3, DAC4

Cloud Security Risk Category 0.0.839 Very Good
Cloud Security Social Category 0.730 Acceptable
Cloud Security Benefits Category 0.927 Excellent

- Listwise deletion based on all variable in the procedure

7.5 Discussion of the Validation Study and Reliability

In this study, validity and reliability issues were given consideration. Validity is seen as the
foundation of defining the accuracy of the findings that the researcher is trying to measure.
In this study, two tests were conducted to validate the instrument; pre-test and content

validity.

Thus, the results of these tests exposed that the instrument delivered an influnce
measurement of the developed variables. With the first test of the validation study, namely
the pre-test, the instrument contained 20 factors, while 67 items were evaluated. The test

involved seven experts, four of whom were from the IT and security experts from Saudi
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security groups, while three were researcher’s from computer science. The second test used

to validate the instrument was content validity.

The content validity ratio (CVR) was used to assess the results of the instrument’s content
validity test, based on the thoughts of the seven experts who participated in the judgment
guantification; the statistical significance level for each factor was also assessed (Lawshe,

1975).

The results of the content validity ratio showed only from the pool of 67 items, only 62 items
were significant at the range of more than 0.50, and only five of the items were insignificant,
because their significance levels were lower than 0.50; they were subsequently removed from
the instrument. Consequently, this content validity ratio (CVR) identified that the security
items in the cloud computing adoption framework had acceptable content validity, thus

meaning that the items measured the model being studied.

After these experiments, 30 security experts were invited to participate in this research. Slight
modifications to the final design of the instrument were made upon receiving the feedback.
The modifications were made to the original instrument and the final instrument was

developed.

The internal consistency reliability was acceptable. Good Cronbach’s alpha results also proved
that the items used to measure each factor were independent measures and positivity
correlated with each other. The overall reliability outcome for all factors was .645, and thus
it was possible to conclude that the 20 factors and 62 items had excellent reliability (Bryman

and Cramer, 2001; Hair et al., 2010).
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7.6 Summary

This chapter provided the results of the data analysis conducted for the instrument validation.
The development process and the validation process of the instrument were presented and
the instrument was given consideration in order to define the accuracy of the outcomes that
the researcher was attempting to measure. Based on the security cloud adoption framework,

20 factors were carefully chosen, and 67 items were developed for further consideration.

Following this, two experiments were conducted to validate the instrument: pre-test and
validation study. The content validation ratio (CVR) was also used. The CVR was applied to the
answers of the seven experts to improve the instrument; following this, only 62 items keep
on in the reviewed instrument. After these experiments, 30 security experts were asked to
take partin this research. Slight modifications to the final design of the instrument were made
upon receiving the feedback. The modifications were made to the original instrument and the

final instrument was developed.

Data analysis was directed applying correlation analysis to explore the relationship among
items and factors. The results of the correlation analysis suggested that the security factors
were significantly correlated with each other’s. The internal consistency reliability analysis
results were very good. Good Cronbach’s alpha results also indicated that the items used to
measure each factor were independent measures and positivity correlated with each other.
The next chapter will discuss the factor analysis details and the outcomes of conducting
Structural Equation Modelling (SEM) to validate the relationship between factors that affect
government organisations when it comes to the cloud computing adoption implementation

decision.
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Chapter 8: Results and Discussion of the Model Validation
Using Factor Analysis and Structural Equation Modelling

(SEM)

The previous chapter presented the results from the development and validation of the
instrument. Following on, this chapter will discuss the results of the model validation, which
were obtained through factor analysis and Structural Equation Modelling (SEM). It also
discusses the results of the preliminary analysis of the instrument. This chapter details the
SEM analysis that was applied to the data obtained from the instrument. The chapter also
explores the relationships between the security factors and establishes which security factors
affected the decision to adopt the cloud computing services. Exploratory Factor Analysis (EFA)
and a Confirmatory Factor Analysis (CFA) using Structural Equation Modelling (SEM) were
used in the analysis. The motivation of this analysis was to answer the fourth and fifth sub-

questions:

Q4: What are the relationship(s) among the security factors identified from factor analysis

and structural equation modelling?

Q5: Which relationship(s) of security factors will affect the Saudi government organisations’

decision to adopt the cloud computing services?

Since no prior relationships were assumed, and the model was built from scratch, two factor
analyses are discussed in this chapter: exploratory factor analysis and confirmatory factor
analysis. Factor Analysis will be discussed in detail in this chapter. The chapter will also discuss
the first stage of model building and the factor analysis results. Moreover, the chapter
presents the results of the assessment of the proposed hypotheses and the results yielded by
the evaluation of the proposed model (two stages in SEM — measurement and structural
model valuation. The exploratory factor analysis was conducted using a statistical application
called Statistical Parcel for the Social Sciences (SPSS), whereas the SEM modelling was carried
out in another statistical application named as Analysis of Moment Structures (AMQS); these

were employed to analyse the data collected using the instrument.
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8.1 Preliminary Data Analysis

Before conducting data analysis, it is essential to check if there is an error. The main goal of
the data examination procedure is to ensure the completeness and consistency of data before
starting the analysis (Hair et al., 2010). The preliminary data analysis section discussed the
results of the data in the instrument. Moreover, the validation of the instrument in the

previous chapter showed that each factor had an acceptable value.

The target respondents of this study were IT and security experts from the government
organisations of KSA; this was in line for their ability to gauge the existing condition of their
organisation. Furthermore, they are also implicated in the decision of making development,

while top management are frequently hard to get.

The sample size was recognised based on the comment that greatest published articles which
use SEM as a method of analysis are based on 200 cases (Wolf et al., 2013). The number of
experts in this research who accessed the questionnaire was 226; 6 participants did not
complete the survey and were deleted. Three cases whose responses were random were also
removed from the data analysis. The number of respondents in the study was 215; these
participants were Saudi security experts and the security factors in the study were inter-
related. A total of 62 questions regarding security in cloud computing adoption were

presented to the security practitioners in the government organisations of the KSA.

All the practitioners in this study were working in different IT departments in Saudi
government organisations, including education facilities, telecommunication organisations,
research institutes, state universities, and ministries; they all had at least two years’ of
experience in the cloud fields or security. The response item used was a five points Likert-
type scale, on which respondents rated the factors; from strongly agree (5) to strongly
disagree (1). ‘Strongly agree’ represents the highest level of agreement, while ‘strongly

disagree’ is the lowest level of agreement respondents can assign.

To arrange the most appropriate data for multivariate analysis, the data was examined for

missing values. The IBM SPSS statistics version 24 was used for this analysis, to store the data
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in the correct format, and to ensure that the correct data codes were used in this analysis.
The second stage provided outcomes involving to demographic information. The third part of
the preliminary data analysis discussed the findings of the factor analysis of the questionnaire;
this was followed by another test (AMOS), which employed the SEM technique to evaluate

the measurement and the structural model in the final stage.

8.2 Handling Missing Values

As mentioned previously in Chapter 6, missing data is one of the concerns in any study using
a questionnaire as the research instrument. The instrument was designed carefully, and was
prepared to answer all of the questions, and to exclude missing values. While factor analysis
was used in this study, missing data was handled using a pairwise technique option, in which
case a participant’s data was not included. The data was checked for missing values and there
were no items where the missing values constituted more than 5% of the data. The total

number of respondents for this study, after excluding data, was 215.

8.3 Reliability Analysis Results of the Instrument

As mentioned previously in Chapter 6, in this research, the reliability was measured applying
Cronbach's alpha after collecting the data through SPSS software to evaluate inter-item
correlation and item-to-total correlation values. Based on Cronbach alpha test, the study used
a measure of construct reliability to measure the variables. The overall Cronbach alpha value
was 0.865, and as can be seen in Table 8-1, the Cronbach’s alpha values for all factors were

between 0.6 and 0.8, thus demonstrating the good internal consistency of the items (Pallant,

2013).
Table 8-1: Reliability Analysis Using Cronbach’s Alpha
Constructs Measured Code Item Used Cronbach’s Reliability
Alpha Results
Insecure interfaces Il 3 items 0.873 Very Good
Shared technology ST 3 items 0.770 Acceptable
Account or Service Hijacking AH 3 items 0.789 Acceptable
Malicious insider risks Ml 3 items 0.692 Acceptable
Failure of compliance with regulations CR 3 items 0.757 Acceptable
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Cronbach’s Reliability

Constructs Measured Code Item Used Alpha Results
Data ownership DO 4 items 0.675 Acceptable
Service and data integration SDI 3 items 0.857 Very Good
Data leakage DL 3 items 0.854 Very Good
Failure of client-side encryption CSE 3items 0.706 Acceptable
Trust TR 3items 0.651 Acceptable
Security Culture SC 3items 0.620 Acceptable
Privacy PR 3items 0.819 Very Good
Smart scalable security benefits SS 3items 0.849 Very Good
Cutting-edge security marketing CE 3items 0.789 Acceptable
Advance security mechanism AS 3items 0.844 Very Good
Standardised Security interfaces SSI 3items 0.833 Very Good
Cloud security auditing CS 3items 0.777 Acceptable
(SLA) audit enforcement SLA 3 items 0.865 Very Good
Resource concentration RC 3items 0.796 Acceptable
Decision to adopt the cloud DAC 3items 0.701 Acceptable

8.4 Demographic Data Analysis

Demographic information was the first type of data collected in the questionnaire; the
determination of this was to recognise the context and determine the characteristics of the
organisations participating and the expert information being provided in this research. The
guestionnaire was conducted with 215 experts. Demographic analysis for the respondents

and their organisations is presented in Table 8-2.

Table 8-2: The Demographic Data of the Participants’ Responses.

Questions Answers Frequency Percentage

Have you worked on an IT or security project in a

. . Y 215 1009
Saudi government organisation? es %
No 0 0%
Have you ever used .c|01.1d services at your Ves 151 20%
organisation?
No 64 30%
Does your organisation adopt cloud services yet? Yes 80 37%
No 135 63%
Do you think security affects your organisation’s
.. Y 181 4.9
decision to adopt the cloud? es 8 84.%
No 34 16%
Choose the option that best reflects your years
2 189
of experience in the IT or security field years 38 8%
3-5 Years 77 36%
6-10 Years 61 28%
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More than 10
years

39 18%

The demographic information part consisted of five questions. With regard to the first
guestion, all (100%) of the respondents gave a positive answer, stating that they had worked
on an IT/security project for a government organisation in the KSA. In terms of the second
guestion, the majority (70%) of the participants indicated that they had used cloud computing
services at their organisation, while the other 64 (30%) respondents admitted that they had
not used cloud computing services at their government organisation, as presented in Table

8-2.

The third question asked practitioners to classify whether their organisations had adopted
cloud computing services. The findings displayed that the majority of the members’
organisations had not adopted cloud computing services (63%), but only 37% of the
practitioners stated that their organisation previously used cloud services, as illustrated in

Table 8-2.

When answering the fourth question, most (84%) of the respondents agreed that security
issues significantly affected their organisation’s decision to adopt the cloud, and only 16% of
the respondents disagreed, as shown in Table 8-2. The last question asked about the
respondents’ level of experience in the IT/security project field. Of the 215 respondents, 28%
had 6-10 years’ experience, 36% of participants had 3-5 years’ experience, 18% of the
respondents had more than 10 years’ experience, and 18% of respondents had 2 years’

experience, as presented in Table 8-2.

Frequency analyses and descriptive were used to know the responses information. The results
of the demographic analysis show that more than 60% of organisations used the cloud, but
more than 84% of them were concerned about security, which strongly affected decisions to

adopt the cloud services.
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8.5 Results of Exploratory Factor Analysis (EFA)

This section discusses the findings of the factor analysis applied in this research. Factor
analysis helps to identify underlying factors that summarise a group of items. However, it is
the researcher’s role to interpret and label these factors — a crucial step in factor analysis. In
order to select the items for this study, experts were asked to rate the importance of each

item in the instrument.

As mentioned in Chapter 6, Principle Component Analysis (PCA) was used in the factor
analysis. There are different approaches to choosing the number of components which should
be extracted. Two common approaches were considered in this research: Kaiser’s criterion
and scree plot inspection. In this study, 62 items related to security in cloud adoption were
inspected by practitioners working in different departments at different government

organisations in the KSA (see Appendix C).

8.5.1 Assessment for Suitability of Data: Initial Considerations

In this research, there were three considerations for assessing the suitability of data for EFA:
sample size, the strength of the relationships between the factors (using KMO), and data
assessment screening. Sample size assessment must be carried out before running EFA, while

KMO and data screening may be checked after running the analysis.

8.5.1.1 Sample Size

As considered previously in the chapter concerning research methodology for validation of
this study, with factor analysis, the sample size is one of the issues which the researcher must
consider in determining the suitability of the data. The most common suggestion in terms of
sample size is to have 10 to 15 cases per factor (Tabachnick and Fidell, 2012); indeed, this was
alluded to in the section on population and sample size, which is found in the research
methodology for validation chapter. A smaller sample size may be considered adequate if
results have some factors with upper loading (above 0.80) (Hill and Loch, 1998; Hair et al.,
2010). In this analysis, the sample size was 215; most of the factors had good loadings, as

presented in Table 8-5.
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8.5.1.2 Strength of the Relationships between the Variables (Kaiser-Meyer-Olkin (KMO)
measure)

One of the statistical methods that can be used to recognise the suitability of data is Kaiser-

Meyer-Olkin (KMO). It uses a metric that ranges from 0 to 1. If the value is more than 0.5,

then the correlations between the variables are acceptable and can be used to conduct factor

analysis. “The values between 0.5 and 0.7 are mediocre, values between 0.7 and 0.8 are good,

values between 0.8 and 0.9 are great and lastly, values above 0.9 are superb” (Kaiser, 1970).

A KMO value of 0.6 is recommended as the lowest value for a good factor analysis (Tabachnick
and Fidell, 2007). The KMO value for the sample collected in this research was 0.881, which

suggests that the factor analysis was suitable for this dataset, as shown in Table 8-3.

Table 8-3: KMO Test Result

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 0.881
Approx. Chi-Square 4128.125
df 171
Sig. 0.001

8.5.1.3 Data Screening for EFA

It is recommended by researchers to screen data prior to using any statistical technique
(Tabachnick and Fidell, 2007). One of the considerations in data screening is checking for and
handling missing variables. Fortunately, there were no missing variables in this analysis, and
therefore no handling was needed. Another consideration, which is specific to EFA, is that
variables should be reasonably correlated with each other. This can be checked by
investigating the correlations. Fortunately, the correlation matrix showed that, in this
analysis, there were many correlations among variables which exceeded 0.3, thus suggesting

that the dataset was suitable for EFA (Tabachnick and Fidell, 2007).

8.5.2 Factor Extraction: Summarising Variables

This section provides the results of the factor extraction in EFA. Chapter 6, Section 6.9.1.1,

includes the theoretical aspects related to factor extraction, including its uses and options. As
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such, in this analysis, principal component analysis (PCA) was deemed more appropriate for
use than factor analysis. This is because, with the latter, relationships are assumed
appropriate to review best of the original information (variance) in a smallest number of
factors prediction. In order to define how many factors (or components) should be extracted,
two methods were used in this analysis: Kaiser’s criterion (using eigenvalues > 1) and scree

plot investigation.

e The first method, Kaiser’s criterion, recommended by Guttman and amended by
Kaiser, considers factors with an eigenvalue greater than 1.00 as common factors
(Nunnally, 1978). The eigenvalue of a factor signifies the amount of the total variance
described by that factor.

e Table 8-4 shows the initial eigenvalues from the factor analysis.

Table 8-4: Eigenvalues and Total Variance

BT Eigenvalues Eigenvalues Eigenvalues
Total % of Variance Cumulative %
1 9.802 51.588 51.588
2 2.391 12.585 64.173
3 1.310 6.892 71.065
4 .998 5.254 76.319
5 .859 4.516 80.835
6 .858 4.396 81.133
7 .680 3.581 84.415
8 .556 2.928 87.344
9 .521 2.742 90.085
10 .398 2.094 92.179
11 311 1.639 93.818
12 .295 1.551 95.369
13 .180 .947 96.316
14 .160 .842 97.158
15 .136 715 97.872
16 .107 .566 98.438
17 .098 .514 98.952
18 .081 428 99.380
19 .067 .353 99.732
20 .051 .268 100.000

The Eigenvalues Total column shows the eigenvalue for each component. The Eigenvalues %
of Variance column shows how much variance each factor explains, while the Eigenvalues
Cumulative % column shows the amount of variance accounted for by all previous factors

added together. As shown in
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Table 8-4, components 1, 2 and 3 had eigenvalues greater than 1. Therefore, as per Kaiser’s
criterion, they were extracted. The results which were extracted will be discussed in a later

section.

e The second method: investigation of the scree plot, is another way to define the
number of factors which should be extracted from the final solution. This is a plot of
the eigenvalues connected with each of the factors extracted, against each factor. In
this method, visual inspection is performed, during which there is a careful
examination of the intersection point between virtual vertical lines, connecting the
factors with another virtual horizontal line (in which the factors should be levelling

out) connecting the remaining factors.

The factors to be extracted should lie to the left of this intersection point. With a sample of
more than 200 participants, the scree plot offers a properly reliable criterion for factor
selection (Field, 2013). Moreover, the scree plot technique from this preliminary is used to
decide on the correct number of factors (or components) to be extracted. Many recommend

retaining only components above the point, as presented in Figure 8-1.

Scree Plot

Eigenvalue
@
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Component Number

Figure 8-1: Factor Extraction Applied Scree Plot
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Looking at Figure 8-1, it can be seen that there are three components to the left of the
intersection point between the virtual vertical and horizontal lines. This suggests that three
components should be extracted. It should be noted that it is not always the case that the
results from the scree plot inspection are in line with Kaiser’s criterion. Fortunately, this was

the case in the present analysis, and thus there is more confidence in the results.

8.5.3 Factor Rotation: Improving Interpretation of Factors

This section discusses the findings of the factor rotation used in this research. Chapter 6
includes theoretical aspects related to factor rotation, including its uses and options. There
are different recommendations and guidelines put forth by researchers as to which rotation
method should be used: orthogonal or oblique. More information on this can be found in
Chapter 6. As suggested by Tabachnick and Fidell (2007), both orthogonal and oblique
rotations were used in this analysis, with the aim of finding the most interpretable solution.
In addition, and given the differences between the total eigenvalues of components 3, 4 and

5, as shown in

Table 8-4, the decision was taken to rerun the analysis for each of these components while

rotating them once obliquely and again orthogonally.

Table 8-5: Factor Loading (Communalities) Using Orthogonal Rotation

éﬁ;?;gi::::‘:z Item Variables Code Initial Extraction
1 Failure to Comply with Regulations CR 1.000 0.664
1 Trust TR 1.000 0.632
1 Smart Scalable Security Benefits SS 1.000 0.903
1 Cutting-Edge Cloud Security Market CE 1.000 0.802
1 Advanced Security Mechanism AS 1.000 0.829
1 Standardised Security Interfaces SSI 1.000 0.872
1 Cloud Security Auditing CS 1.000 0.815
1 SLA Audit Enforcement SLA 1.000 0.878
1 Resource concentration RC 1.000 0.829
2 Insecure Interfaces I 1.000 0.505
2 Shared Technology ST 1.000 0.602
2 Malicious Insiders M 1.000 0.595
2 Data Ownership DO 1.000 0.710
2 Service and Data Integration SDI 1.000 0.751

142



2 Failure of Client-side encryption CSE 1.000 0.770
2 Security Culture SC 1.000 0.564
3 Account or Service Hijacking AH 1.000 0.612
3 Data Leakage DL 1.000 0.644
3 Privacy PR 1.000 0.827

This means that a total of six runs were conducted. As noted by other researchers (Williams
and Child, 2003; Suhr, 2006), the solutions provided by using orthogonal rotation do not differ
very much from those provided by using oblique rotation (Tabachnick and Fidell, 2007).
However, these combinations made it possible to find the most interpretable solution,
namely using orthogonal rotation with three components extracted. This solution was also
found to support the theoretical framework suggested in this research. In other words,
although considered a form of exploratory analysis, EFA served as a validation tool for the
framework. Table 8-5 provides a summary of communalities for all security factors and their

correlated indicators.

The factor loading results showed that all variables had a loadings value of 0.5 and above,
thus indicating high loadings; for a sample size of 200, a loading would be more than 0.36
(Tabachnick and Fidell, 2007). The next section will present the results of the factor analysis

conducted after the factor extraction and rotation.

8.5.1 Factor Analysis Results

This section provides the outcomes of the factor analysis of data from the instrument. During
this analysis, requesting only values of 0.4 and higher for the factor loadings provided a
significant value at the 0.01 level for each loading in the factor analysis. This significance value
of the factor loading shows the essence of that component to the factor. Table 8-5 illustrates
the rotated component matrix (only items with a loading of 0.4 are displayed). Error!

Reference source not found. shows the constructs retrieved from the instrument.

In terms of identifying the factors or components, SPSS does not supplement the identifying

or meaning for each factor or component; in fact, SPSS only determines the grouping of
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variables. Therefore, it is up to the researcher to recognise the content of the loadings and

their meaning regarding the research goals.

[ Component 1 ]‘ Cloud Adoption _[ Component 2 ]

Smart Scalable Security
benefits
Cutting-Edge Cloud Security Insecure Interfaces
Market Shared Technology
Advanced Security Component 3 Malicious Insiders
Mechanism Data Ownership
Standardised Security Service and Data Integration
Interfaces _ Failure of Client-side
Cloud Security Auditing Privacy Encryption
SLA Audit Enforcement Data Leakage Security Culture
Resource Concentration Account or Service
Trust hijacking
Failure to Comply with
Regulations

Figure 8-2: Components and Constructs Retrieved from the Instrument

In this factor analysis, the components were clustered based on the questionnaire responses.

In addition, it was still necessary to interpret the meanings of all the extracted components.

The meanings of the components loaded on the factors are discussed as follows:

The first component was loaded by nine indicators and showed the importance of
security benefits in cloud computing, as agreed upon by the security experts in the
government organisations. The highest loadings clarified the importance of the Smart
Scalable Security Benefits factor in cloud computing adoption, which had a loaded
value of 0.903. This factor is defined as the ability to extend security benefits. This was
followed by the resource consideration factor, with a loading value of 0.829, which
also shows the importance of security benefits in cloud computing when it comes to
access control, comprehensive security policy, patch and data management, and
maintained processes.

The other indicators with high loading included Standardised security interfaces, SLA
audit enforcement, Cloud security auditing, advanced security mechanisms, and
Cutting-edge security market, as presented in Table 8-5. This component was thought

to refer to Cloud Adoption Security Benefits. Only two factors, namely Failure to
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Comply with Regulations, and Trust initially belonged to a different group, but were

regrouped after being rotated to this first component.

The second component was loaded by eight indicators, and the result from the factor
analysis revealed the importance of cloud security risks when implementing the cloud
adoption. The highest loading showed the importance of the decision to adopt the
cloud factor, with a loading value of 0.862; this was followed by the client-side
encryption factor, with a loading value of 0.770. Moreover, the Malicious Insiders
factor had a high loading value of 0.595, thus indicating that all organisations must be
sure that their own data is protected; this also shows the importance of these factors
when making a decision to adopt the cloud.

This component also included Service and data integration, Data Ownership, shared
technology, Service and Data Integration, Insecure Interfaces and security cultures.
Only one factor, namely security culture, belonged to a different component after the
rotation. All of these loadings are important when adopting the cloud services, and

are best described as Cloud Adoption Security Risks.

In the last component, the three loadings described the fear of leaking data and the
privacy of the organisation information; this fear related to the notion that, when
personal information is accessed by third-party organisations, this may raise privacy
concerns and affect the decision to adopt the cloud.

The highest loading in this component was the privacy factor, with a loading value of
0.827; this was followed by the account hijacking factor, with a loading value of 0.612,
and the data leakage factor, with a loading value of 0.644. These loadings are best

described as Cloud Adoption Security Awareness.

Based on the eigenvalue rules through exploratory factor analysis, three components

were extracted and retained for additional investigation. After the rotation was

implemented, the factors that were loaded on these three components were interpreted

and the meanings of the three components were defined.
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Two indicators of the total variance showed that it could belong to the first and third
components. However, it was decided that it should be grouped in the first component,
because the factor loading was strongly explained in the first component. The analysis of
the factors made it possible to summarise that a structure for data gained from
instrument was recognised; 62 items conducted and were gathered into 20 constructs.
The further section will be tested the structure which identified using confirmatory factor

analysis; this will include a measurement model and a presentation of the results.
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8.6 Results of Confirmatory Factor Analysis Using Structural Equation

Modelling (SEM)

As considered previously in the chapter on research methodology for the validation of this
study in Section 6.9.2, a confirmatory factor analysis (CFA) is a kind of structural equation

modelling (SEM) that contracts particularly with measurement models.

In this research, the SEM analysis approach was applied to test the proposed security cloud
adoption model and to determine the strength of the relationships among the dependent
variables and independent; this approach also made it possible to evaluate how good this
model was in terms of fit. The IBM SPSS AMOS 24 software was generated to analyse data
via SEM; this was due to the ease of use and free of availability of this software and the fact
that its structures met the requirements of this research (Byrne, 2010). AMOS software is an
additional part of SPSS, which has the task of taking on CFA and SEM. The next section will

present the analysis of the structural measurement model.

8.6.1 Analysis of Structural Measurement Model

The measurement model of the research was performed in accordance with 20 constructs or
latent variables (unobserved variables), that were measured by 62 items or measured
variables (observed variables or indicators). The procedure started by defining different
constructs, and listing constructs that would be included in the measurement model. Given
the results achieved in the security cloud model, exploratory factor analysis was conducted

(described in the earlier section) to explain the basic structure of the data.

The measured variables were concepts acquired based on the initial findings and the results

obtained throughout this research (which were stated in the previous section, Section 8.5).

The pattern structure made it possible to recognise that the 20-factor indicators can be
grouped into three constructs or components. In this study, each latent variable was
measured by more than two items; the latent variables and their indicators are presented in

Table 8-6. The next section will present the results of the validity measurement for the model.
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Table 8-6: Latent Constructs and Indicator Variables

Latent Variable Item’s Code Items Used
1 Insecure Interfaces Il 11, 12, 113
2 Shared Technology ST ST1,5T2,ST3
3 Account or Service Hijacking AH AH1,AH2,AH3
4 Malicious Insider Risks MI MI1,MI12,MI3
5  Failure of Compliance with Regulations CR CR1,CR2,CR3
6 Data Ownership DO D01,D02,D03
7  Service and Data Integration SDI SDI1,SDI2,SDI3
8 Data Leakage DL DL2,DL2,DL3
9 Failure of Client-side Encryption CSE CSE1,CSE2CSE3
10 Trust TR TR1,TR2,TR3
11 Security Culture SC SC1,5C2,5C3
12 Privacy PR PR1, PR2, PR3
13 Smart Scalable Security Benefits SS $S1,552,5S3
14 Cutting Edge Security Marketing CE CE1,CE2,CE3
15 Advance Security Mechanism AS AS1,AS2,AS3
16 Standardised Security Interfaces SSI SSI11,SS12,SS13
17 Cloud Security Auditing CS CS1,CS2,CS3
18 SLA Audit Enforcement SLA SLA1,SLA2,SLA3
19 Resource Concentration RC RC1,RC2,RC3
20 Decision to Adopt the Cloud DAC DAC1,DAC2,DAC3,DACA

8.6.2 The Assessment of Measurement Analysis Model Validity

In this section, each latent component (termed a measurement model), alongside its factors,
was evaluated and estimated individually. This was carried out once the measurement model
was specified, sufficient data was collected, and the key decisions, such as the estimation
method, had already been made. This is the reason for assessing the measurement model’s
validation, while the estimation is to demonstrate that its items predict the factors. Before
assessing the fit of the measurement model, it is advisable to check the specifics associated
with the SEM.

This process involved two steps. First, reliability analysis was implemented so as to obtain
statistical results, using Cronbach’s alpha. Second, an assessment of the measurement
model’s validity was conducted to ensure that it measured what it was supposed to measure.
The reliability and validity of the measurements were shown in this research, and the findings

are discussed in the next sections.
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8.6.2.1 Reliability

As mentioned in Chapter 6, Section 6.8.2, reliability analysis is one of the most significant
techniques to measure a set of indicators contain latent constructs (Hair et al., 2010). In this
analysis, three types of reliability were used, namely construct reliability, average variance

extracted , and internal reliability.

The first type of reliability is internal reliability, which was measured using Cronbach’s alpha,
which is very sensitive to the number of items measured (Pallant, 2013). In this research, the
reliability test was measured by using Cronbach’s alpha, which can be applied for assessing
reliability only when the number of indicators are similarly loaded on a construct’s variable
or for the model underlying a single construct (Shevlin et al., 2000).

The second type of reliability in this analysis is construct reliability (CR), or as it is also called,
composite reliability; this is an important step in SEM. The construct reliability “measures
reliability and internal consistency of the measured variables representing a latent construct”
(Hair et al., 2010). To measure the reliability, construct reliability was calculated by using the

following formula (See eqation 2), as proposed by Hair et al. (2010):

r, L)?
G L)? + (R e)

Construct Reliability (CR) = 2)

In the above equation, (1), Li is standardised factor loading, n is the number of items, and
e; is the error variance term for a construct. The factor loading of variables (Li) shows the
path between measured items (observed variables) and their constructs. A construct
reliability value of above 0.7 is thought to signify high reliability, while a reliability between
0.6 and 0.7 is acceptable (Hair et al., 2010).

With regard to the third type of reliability, namely average variance extracted (AVE), a value
of 0.5 or higher specifies that the items have a high ratio of variance in common. In contrast,
avalue lower than 0.5 signifies that, on average, more error rests in the items than differences

are explained by the latent factor structure linked to the measure (Hooper et al., 2008; Hair
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et al., 2010). Summaries of these three types of reliability and their criteria are presented in

Table 8-7, while the results are presented in Table 8-8.

Table 8-7: Summarisation of Criteria for the Reliability of the Measurement Model

Reliability Criteria

Internal reliability is accomplished when the Cronbach’s alpha value is

Internal Reliability 0.6 or greater

The measure of reliability and internal consistency of the measured
Construct Reliability variables demonstrate a latent construct. In order to succeed in
constructing reliability, a value of CR 2 0.6 is essential.
Average Variance Extracted (AVE) is the average percentage of
variation explained by the variable in a construct. An AVE of 20.5 is
essential.

Average Variance
Extracted

Table 8-8: Results of the Reliability Analysis Test for the Measurement Model

Standardised

Construct Observed Items factor loading Error Variance
(>0.5)
TR TR1,TR2,TR3 0.657 0.108
CR CR1,CR2,CR3 0.735 0.091
CE CE1,CE2,CE3 0.852 0.115
AS AS1,AS2,AS3 0.91 0.070
cs CS1,CS2,CS3 0.869 0.091
SLA SLA1,SLA2,SLA3 0.938 0.046
Ssi SSI1,SS12,SS13 0.907 0.070
RC RC1,RC2,RC3 0.892 0.084
SS §S1,5S2,SS3 0.941 0.053
CSE CSE1,CSE2CSE3 0.871 0.072
Mi MI1,MI2,MI3 0.658 0.055
SDI SDI1,SDI2,SDI3 0.83 0.044
DO DO1,D02,D03 0.843 0.057
1 111,112,113 0.609 0.082
ST ST1,ST2,ST3 0.693 0.061
SC SC1,5C2,SC3 0.723 0.094
PR PR1,PR2,PR3 0.687 0.090
AH AH1,AH2,AH3 0.78 0.064
DL DL2,DL2,DL3 0.533 0.094
DAC DAC1,DAC2,DAC3,DAC4 0.640 0.038
ey L,-)Z SB Component SR Component SA Component
Cr,L)® +(Ch.e) CR 0.98 CR 098 CR 0.94
Highly Reliable Highly Reliable Highly Reliable

** Value > 0.7

Notes: (SR) Security Risks, (SB) Security Benefits, (SA) Security Awareness
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8.6.2.2 Validity

Validity refers to the ability of an instrument to measure what is hypothetical to be measured
for a construct (Awang, 2015). The validity of a measurement model is gauged based on the
requirements of three types of validity: convergent validity, construct validity, and

discriminant validity. These types of validity are described, alongside their requirements, in

Table 8-9.

Table 8-9: Descriptions of Validity Types in Structural Equation Modelling with Their

Requirements

Validity Description and Requirement
Convergent
validity Convergent validity is the extent to which a set of measured variables

in a construct are correlated and which variables display a significant
correlation with each other (Hair et al., 2010). Convergent validity is
used to evaluate the correlation among measured variables of the
same construct (Straub et al., 2004; Pallant, 2013). The convergent
validity is achieved when all items in a measurement model are

statistically significant.

To achieve a high convergent validity, factor loadings have to be
statistically significant and the value must be 0.5 or more. The top is
0.7, as the square of consistent factor loading signifies how much
variation in an item is clarified by the latent factor. Moreover,
Average Variance Extracted (AVE) could also prove this validity, as
presented in Table 8-10. AVE is one of the collective approaches that
is used for assessing convergent validity. The following equation was
used to calculate AVE (See eqation 8.6.2.2), as recommended by Hair

et al. (2010):

n 2

n ]2
Average Variance Extracted (AVE) = % 8.6.2.2

151



In formula (2), Li is the standardised factor loading, and n signifies
the number of items. The value of AVE should be greater or equal to

0.5 in order to accomplish this validity.

Construct
validity

Hair et al. (2010) described the construct validity as: “The extent to
which a set of measured items actually represent the theoretical
latent construct those items are designed to measure”. The construct
validity is accomplished when the Fitness Indexes achieve the level of

acceptance.

In this analysis, construct validity discusses to whether the data

achieved from the instrument measures the construct sufficiently.

Discriminant
validity

Discriminant validity defines to the “extent to which a construct is
truly distinct from other constructs, both in terms of how much it
correlates with other constructs and how distinctly measured
variables represent only this single construct” (Kline, 2011). The
discriminant validity is accomplished when the measurement model
is free from redundant items. The other requirement for discriminant
validity is that the correlation between constructs have to be a
smaller than 0.85 (Hair et al., 2010). Other than that, the square root
of AVE for the construct must be greater than the correlation

between the corresponding constructs.

Table 8-11 illustrates the findings of discriminant validity. It is perfect
from the findings that the value of the square root of AVE for all latent
constructs, as emphasised in Table 8-11, was greater than the
correlation between these constructs. Therefore, the findings
presented acceptable evidence regarding the discriminant validity of

the latent constructs.
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Table 8-10: The Analysis of Convergent Validity

Component  Construct Observed Items Estimate V:rri::'nrce Cosr?:Iaa rt?:ns
TR TR1,TR2,TR3 0.657 0.108 0.623
CR CR1,CR2,CR3 0.735 0.091 0.683
CE CE1,CE2,CE3 0.852 0.115 0.737
AS AS1,AS2,AS3 0.91 0.070 0.806
SB CS CS1,CS2,CS3 0.869 0.091 0.784
SLA SLA1,SLA2,SLA3 0.938 0.046 0.868
SSI SSI11,SS12,SS13 0.907 0.070 0.811
RC RC1,RC2,RC3 0.892 0.084 0.796
SS $51,552,SS3 0.941 0.053 0.821
CSE CSE1,CSE2CSE3 0.871 0.072 0.756
Ml MI1,MI12,MI3 0.658 0.055 0.434
SDI SDI1,SDI2,SDI3 0.83 0.044 0.692
SR DO DO1,D02,D03 0.843 0.057 0.708
Il 111,112,113 0.609 0.082 0.371
ST ST1,ST2,ST3 0.693 0.061 0.481
SC SC1,5C2,5C3 0.723 0.094 0.522
PR PR1,PR2,PR3 0.687 0.090 0.511
SA AH AH1,AH2,AH3 0.78 0.064 0.567
DL DL2,DL2,DL3 0.533 0.094 0.289
DAC DAC1,DAC2,DAC3,DAC4 0.640 0.038 0.648
AVE n L L? SB AVE SR AVE SA AVE
** Value > 0.5
0.73 0.57 0.55

Notes: (SR) Security Risks, (SB) Security Benefits, (SA) Security Awareness

Table 8-11: Discriminant Validity Analysis Test

Max

CR AVE MSV R(H) SR SB SA
SR 0.900 0.567  0.445 0.918 0.753
SB 0.961 0.736  0.373 0.979 0.611 0.848
SA 0.733 0.555 0.445 0.981 0.667 0.433 0.696

Discriminant Validity: Compare the squared correlations and AVE scores for each of the pairwise constructs

Notes: SR Security Risks, SB Security Benefits, SA Security Awareness
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8.6.3 Specifying Structural Model and Assessing the Relations

Specifying the measurement model is an important stage in developing a SEM Model. The
structural model is the further stage following verification of the convergent validity and
composite reliability, as described in the previous sections. Structural model specification
focuses on the relationships between construct variables instead of relationships among

construct variables and their measured variables (indicators) (Hair et al., 2010).

Moreover, the researcher employed the structural model to allow for certain relationships

between the latent variables to be shown by the direction of the arrows (Finkelstein, 2005).

In this study, the relationships between the latent variables were evaluated via the use of
standardised path coefficients (regression coefficients, Critical Ratio (C.R.), p-value and
squared multiple correlations (R?) (Hair et al., 2010)). P-value was used to evaluate exactly
how statistically significant the relationship was between the measured variables and the
latent variables.

The squared multiple correlations (R?) represent “the proportion of variance that is explained
by the predictors of the variable in question” (Hair et al., 2010). The range of squared multiple
correlations (R?) values is between 0 and 1.00, and there is a stronger relationship between
two variables if it is near to 1.00, whereas a value close to 0 indicates a poor relationship
(Tabachnick and Fidell, 2012). If the model fit is acceptable, the parameter estimates are
examined, as is the ratio between each parameter estimate and its standard error. The ratio
is significant at the level 0.05 if its value exceeds 1.6, and at the level of 0.01 if it exceeds 2.56

(Hoyle, 1995).

At this stage, it is important to present the output from the analysis, including the
standardised regression for each path, standard error (S.E), critical ratio (C.R), and their

significant path. These are illustrated in Table 8-12.

Table 8-12: The Hypotheses Measurement Paths in the Structural Model Specification (CFA

Model)
Hypotheses Path Standardised SE CR p Significant
Regression Estimate Loadings o o Path
H1: TR < SB .790 .031 10.030 *kk v
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H2: CR < SB .827 .029 7.866 rk v
H3: CE < SB .859 .013 7.022 oxk v
H4: AS < SB .898 .019 9.779 rk v
H5: CS < SB .886 .015 9.677 oxk v
H6: SLA < SB .932 .012 9.511 ork v
H7: SSI € SB .900 .008 9.058 oxk v
H8: RC < SB .892 .010 9.267 rk v
H9: SS < SB .870 .006 8.321 oxk v
H10:CSE < SR .658 .008 9.029 rk v
H11: Ml € SR .832 .009 9.195 oxk v
H12:SDI € SR .841 .007 8.842 ok v
H13: DO < SR .609 .010 7.658 xk v
H14:11 < SR .694 .006 9.692 ok v
H15: ST < SR 723 .005 8.407 xk v
H16: SC €< SR 715 .007 8.242 orE v
H17: PR < SA 753 .008 9.842 0.003 v
H18: AH < SA .538 .006 9.553 ok v
H19: DL < SA .790 .010 9.411 xk v
SB - DAC .614 .044 9.727 ok v
SR - DAC .516 115 8.723 xk v
SA > DAC .704 101 6.620 oHE v

Notes: (SR) Security Risks, (SB) Security Benefits, (SA) Security Awareness, (DAC) Decision
to adopt the cloud.

S.E. Approximate standard error,

C.R. Critical ratio. The critical ratio is the parameter estimate divided by an estimate of its
standard error,

*** probability (P) < 0.001: p-value should be < 0.001

155



8y Cfa dac : Group number 1. OK: Default mode =

Group number 1
9 Y
OK: Default model
# 0¥ X/
9 \Q Unstandard\'zedgst\mates ‘.’\\V/‘.ﬁ"/'
m m Standardized estimates \\";\\‘.:,/’ [501]
£ R
SER =
I8 Y, 4 [mmmosmatta /o 5
& \
o | ¢l
B CFADAC
L 4
" v »

Not estimating any user-defined estimand.

== - A —  T06PM | |
() 7 | £ Ry ¥ Ol |
SO Q€™ g E i

Figure 8-3: Screenshot of Specified Hypothesised and Standardised Output

Estimates of Structural Model

The results showed that the paths for all hypotheses (from H1 to H19) were statistically
significant, and most of the exogenous variables had strong and positive relationships with
their fellow exogenous variables as presented in Figure 8-3. This can be inferred from the
critical ratio (C.R), which was greater than the absolute value of 2.56, and the p-value, which
was less than 0.001. The structural relationships between the components and the decision
to adopt the cloud in the model generated by Amos, are presented in Table 8-13. These

relationships between the model components include the following estimation vlaues:

e The estimated correlation between the Security Benefits component and the
Security Awareness component in the model was 0.534, which indicates a good

correlation.
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e The estimated correlation between the Security Benefits component and the
Security Risks component in the model was 0.648, which indicates a good

correlation.

e The estimated correlation between the Security Risks component and the Security

Awareness component in the model was 0.573, which indicates a good correlation.

Table 8-13: Squared Multiple Correlation between Construct Variables and Components

Latent variables Correlation
H1: DL € SA .534
H2: AH € SA 774
H43: PR €< SA .696
H4:SC € SR .684
H5: ST € SR 747
H6: Il & SR .622
H7: DO €< SR .874
H8: SDI € SR .819
H9: MI € SR .674
H10: CSE € SR .860
H11:SS < SB .941
H12: RC € SB .895
H13:SSI € SB .902
H14:SLA €< SB .952
H15: CS < SB .846
H16: AS < SB .936
H17: CE €< SB .817
H18: CR < SB .770
H19: TR €< SB .693
SB <--> SR .534
SB <--> SA .648
SR <-->SA .573

Notes: SR Security Risks Component, SB Security Benefits

Component, SA Security Awareness Component

The highest variance in the decision to adopt the cloud (with value R?= 0.704), indicated that
70% of variance in the decision to adopt the cloud is significantly influenced by independent
variables. In contrast, the results of the correlation between the latent variables in the
research model for all latent variables were stastically significant; moreover, all results had a
positive effect on the decision organisation’s to adopt cloud services, as presented in Table

8-13. However, some were weaker than others.
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Overall, these outcomes showed that the proposed security cloud adoption model is

statistically significant in explaining cloud adoption at the organisational level. The

relationships for the latent variables in the above table showed that there were 19 significant

paths in the model for relationships and hypotheses.

8.6.4

Structural Model Goodness of Fit (GoF) and Estimation Analysis of Indices

As considered previously in the research methodology concerning the validation of this study

chapter, the Goodness of Fit (GoF) is one of the approaches used to test a proposed model

to determine the goodness of fit (Hair et al., 2010). In summarising the structural model

goodness of fit, it can be determined that the most recommended indices are Comparative

Fit Index (CFl), the Goodness of Fit Index (GFl), Root Mean Square Residual (RMR),

Standardised Root Mean Square Residual (SRMR), the Root Mean Square Error of

Approximation (RMSEA), and the Trucker Lewis Index (TLI). All statistics which fit the above-

mentioned indexes range from 0 to 1.00. The results, and the accepted value of the statistical

tests, will be presented in detail as follows:

Root Mean Square Error of Approximation (RMSEA): is linked to remaining in
the model, and its reported as a poor fit when the value is greater than 0.1
(Hair et al., 2010). RMSEA is a very common guide and is widely applied with
difficult models that contain large numbers of measured variables and large
sample sizes: the RMSEA value should be in the range 0 to 0.08, and a model
is well-fitting when it is close to O (Bentler, 1990).

Root Mean Square Residual (RMR) and Standardised Root Mean Square
Residual (SRMR): a RMR statistics fit that would be appropriate if its value was
lower than 0.1, while it is reported as an acceptable fitting model with a value
of 0.05 or lower (Acuna and Rodriguez, 2004).

In addition, SRMR is a standardised value of RMR (Kline, 2011). The approved
value of RMR is less than 0.1, and the value of SRMR would be less than 0.08 if
signifying a good fitting of the model (Hair et al., 2010).

The Comparative Fit Index (CFl): is the same as the discrepancy function, but

is adjusted for sample size. The range of CFl varies from 0 to 1, with a higher
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value demonstrating a better model fit. The acceptable model fit is indicated
by a CFl value of 0.90 or greater (Bentler, 1990).

e The Tucker Lewis Index (TLI): is one of the most commonly-suggested indices
for use in estimating GoF. The TLI test compares the values of the normed chi-
square. It ranges from 0 to 1, and the model is fitting if the TLI value is more

than 0.90 (Bentler, 1990; Hair et al., 2010).

Table 8-14 presents the summarisation of these statistical tests and information about the

model fit category, as well as its level of acceptance and references.

Table 8-14: Goodness of Fit Indexes with Their Level of Acceptance and References

Goodness of fit

Index Name Level of Acceptance Reference
Index

<0. i
Root Mean Square RMSEA < 0.05 Good Fit

RMSEA < 0.08 Adequate fit (Bentler, 1990; Hair
E E
RMSEA rror Of. . RMSEA value up to 0.10 poor et al., 2010)
Approximation .
fit
Root Mean Square (Hair et al., 2010;
RMR, Residual RMR <0.1 Kline, 2011)
Standardised Root .
SRMR Mean Square SRMR < 0.08 (Hair et al, 2010;
. Kline, 2011)
Residual
CFI Comparative Fit -, 5 g9 (Bentler, 1990)
Index
Goodness of Fit GFI > 0.90 good fit
Fl Bentler, 1
G Index GFl = 1.00 perfect fit (Bentler, 1390)
Normed chi- Discrepancy chi 2 ]
. f Wheat 1987
square x2/df square x“/df <3.0 good fit (Wheaton, )
TLI Tucker Lewis Index  TLI >0.90 (Bentler, 1950; Hair

et al., 2010)

In this analysis, the Maximum Likelihood (ML) estimation method was applied to calculate the
GoF indices conducting AMOS (version 24). ML is an estimation approach that is applied to
generate parameter estimates of SEM. Further, it is an iterative step that seeks to reduce any

discrepancy between the model and the sample covariance (Hooper et al., 2008). The GoF
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statistics for the structural model are presented in Table 8-15, and it is clear that the indices

confirm that the model has a good fit with the observed data.

Table 8-15: Goodness of Fit Indices Results for the Structural Model

c- 2 =
Chi-square x® =372.518, The results of proposed model fit

p <0.001

N 215

Normed chi-square x?/df 1.79
RMSEA 0.096
CFI 0.945
RMR 0.013
SRMR 0.076
TLI 0.918
GFlI 0.923

*Note: df = degree of freedom; Normed chi-square or ratio of likelihood (x?) to degrees of
freedom = x?/df; RMSEA = Root mean square error of approximation; TLI = Tucker—Lewis
Index; CFl = Comparative fit index.

*Benchmark for sample size <250 and Variables > 30 (Hair et al., 2010).

For the Root Mean Square Error of Approximation (RMSEA) method, a lower RMSEA is a sign
of improved fit for the model. As can be seen in Table 8-16, the RMSEA test value was 0.096,
which indicates a small value. In this fit statistic, PCLOSE is the connected p-value, which in

this case was equal to 0.100 > 0.05; this indicates that the hypothesised model fits the data

very well (Byrne, 2010).

Table 8-16: Model Fit Indices — RMSEA

Model RMSEA LO 90 HI 90 PCLOSE
Default model .096 .084 .108 .100
Independence model .335 .326 .343 .000

Overall, in this analysis, the following were used to evaluate model fit: RMSEA, RMR, SRMR,
CFl, PCLOSE indices, and degree of freedom (df), along with the chi-square (x?), degree of
freedom and normed chi-square values. The sample size of this research was 215, and the
number of measured variables was 62 items for 20 factors. To conclude, the values of these
GoF indices, as shown in Table 8-15 and Table 8-16, confirmed that the model indicates a

good fit and the hypothesised 19-factor model fits the sample data. The absolute fit measures
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of RSMEA (0.096), PMR (0.013), and SRMR (0.076), as well as the incremental fit measures of
TLI (0.918) and CFI (0.945), were above the minimum requirement values. However, the
likelihood ratio chi-square (Chi-square (X2) = 372.518; df = 121, p=.0001) was significant
(p<0.001).

8.6.5 Assessment of Hypotheses

The theoretical model of the study and the hypothesised relationships within the model were
assessed through Path analysis, which was applied in this research to examine the
hypothesised relationship of the suggested model, by employing the standardised path
coefficients, as presented previously. This section will illustrated, the suggested hypothesised
relationships that were tested and supported by the data, in detail, as presented in Table

8-17:

Table 8-17: Summarisation of the Hypotheses Assessment and Results

Hypothese Results and Discussions of the Hypotheses Assessment Results
s Path
Regression

The Data Leakage (DI) factor is positively related to the Security
Awareness (SA) Component, which can be affected by an
organisation’s decision to adopt the cloud services. DL was found to
have a significant direct positive effect on security implementations

to adopt the cloud.

The standardised direct effect of SA on DL is 0.534, with a critical
ratio of 9.411. That is, due to the direct effect of SA on DL, when SA

H1: DL € SA
Supported

rises by 1 standard deviation, DL rises by 0.534 standard deviations.

This is in addition to any indirect effect that SA may have on DL.

This result suggests that the path between DL and SA is statistically
significant at the p < 0.001 level, indicating strong support for the

H1 hypothesis proposed in the conceptual model.

161



Hypothese
s Path
Regression

Results and Discussions of the Hypotheses Assessment

Results

H2: AH €& SA

The Account or Service Hijacking (AH) factor is positively related to
the Security Awareness (SA) Component, which can affect an
organisation’s decision to adopt the cloud services. AH was found to
have a significant direct influence and positive effect on security
implementations to adopt the cloud. The standardised direct effect

of SA on AH is 0.771, with a critical ratio of 9.553.

That is, due to the direct effect of SA on AH, when SA rises by 1
standard deviation, AH rises by 0.771 standard deviations. This is in

addition to any indirect effect that SA may have on AH.

This result proposes that the path between AH and SA is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H2 hypothesis proposed in the conceptual model.

Supported

H43: PR ¢ SA

The Privacy (PR) factor is positively related to the Security
Awareness (SA) Component, which can affect an organisation’s
decision to adopt the cloud services. PR was found to have a
significant direct influence and positive effect on security

implementations to adopt the cloud.

The standardised direct effect of SA on AH is 0.696, with a critical
ratio of 9.842. That is, due to the direct effect of SA on PR, when SA

rises by 1 standard deviation, PR rises by 0.696 standard deviations.

This is in addition to any indirect effect that SA may have on PR. This
result proposes that the path between PR and SA is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H3 hypothesis proposed in the conceptual model.
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Hypothese
s Path
Regression

Results and Discussions of the Hypotheses Assessment

Results

H4: SC < SR

The Security Culture (SC) factor is positively related to the Security
Risks (SR) Component, which can affect an organisation’s decision
to adopt the cloud services. SC was found to have a significant direct
influence and positive effect on security implementations to adopt

the cloud.

The standardised direct effect of SR on SC is 0.64, with a critical ratio
of 8.242. That is, due to the direct effect of SR on SC, when SR rises
by 1 standard deviation, SC rises by 0.64 standard deviations. This is

in addition to any indirect effect that SR may have on SC.

This result proposes that the path between SC and SR is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H4 hypothesis proposed in the conceptual model.

Supported
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Results

H5: ST € SR

The Shared Technology (ST) factor is positively related to the
Security Risks (SR) Component, which can affect an organisation’s
decision to adopt the cloud services. ST was found to have a
significant direct influence and positive effect on security

implementations to adopt the cloud.

The standardised direct effect of SR on ST is 0.747, with a critical
ratio of 8.407.

That is, due to the direct effect of SR on ST, when SR rises by 1
standard deviation, ST rises by 0.747 standard deviations. This is in

addition to any indirect effect that SR may have on ST.

This result proposes that the path between ST and SR is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H5 hypothesis proposed in the conceptual model.

Supported

Hé6: Il & SR

The Insecure Interface (lI) factor is positively related to the Security
Risks (SR) Component, which can affect an organisation’s decision

to adopt the cloud services.

I was found to have a significant direct influence and positive effect
on security implementations to adopt the cloud. The standardised
direct effect of SR on Il is 0.622, with a critical ratio of 9.692. That is,
due to the direct effect of SR on I, when SR rises by 1 standard

deviation, Il rises by 0.622 standard deviations.

This is in addition to any indirect effect that SR may have on Il. This
result proposes that the path between Il and SR is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H6 hypothesis proposed in the conceptual model.

Supported
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Results

H7: DO € SR

The Data Ownership (DO) factor is positively related to the Security
Risks (SR) Component, which can affect an organisation’s decision

to adopt the cloud services.

DO was found to have a significant direct influence and positive
effect on security implementations to adopt the cloud. The
standardised direct effect of SR on DO is 0.874, with a critical ratio
of 7.658.

That is, due to the direct effect of SR on DO, when SR rises by 1
standard deviation, DO rises by 0.874 standard deviations. This is in

addition to any indirect effect that SR may have on DO.

This result proposes that the path between DO and SR is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H7 hypothesis proposed in the conceptual model.

Supported

165



Hypothese
s Path
Regression

Results and Discussions of the Hypotheses Assessment

Results

H8: SDI < SR

The Service and Data Integration (SDI) factor is positively related to
the Security Risks (SR) Component, which can affect an

organisation’s decision to adopt the cloud services.

SDI was found to have a significant direct influence and positive
effect on security implementations to adopt the cloud. The
standardised direct effect of SR on SDI is 0.819, with a critical ratio
of 8.842. That is, due to the direct effect of SR on DO, when SR rises

by 1 standard deviation, SDI rises by 0.819 standard deviations.

This is in addition to any indirect effect that SR may have on SDI. This
result proposes that the path between SDI and SR is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H8 hypothesis proposed in the conceptual model.

Supported

H9: MI & SR

The Malicious Insider (MI) factor is positively related to the Security
Risks (SR) Component, which can affect an organisation’s decision

to adopt the cloud services.

MI was found to have a significant direct influence and positive
effect on security implementations to adopt the cloud. The
standardised direct effect of SR on Ml is 0.674, with a critical ratio
of 9.195. That is, due to the direct effect of SR on MI, when SR rises

by 1 standard deviation, Ml rises by 0.674 standard deviations.

This is in addition to any indirect effect that SR may have on MlI. This
result proposes that the path between MI and SR is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H9 hypothesis proposed in the conceptual model.

Supported
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Results

H10: CSE < SR

The Failure of Client-side Encryption (CSE) factor is positively related
to the Security Risks (SR) Component, which can affect an

organisation’s decision to adopt the cloud services.

CSE was found to have a significant direct influence and positive
effect on security implementations to adopt the cloud. The
standardised direct effect of SR on CSE is 0.860, with a critical ratio
0f 9.029. That is, due to the direct effect of SR on CSE, when SR rises
by 1 standard deviation, CSE rises by 0.860 standard deviations. This

is in addition to any indirect effect that SR may have on CSE.

This result proposes that the path between CSE and SR is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H10 hypothesis proposed in the conceptual model.

Supported

H11:SS < SB

The Smart Scalable Security Benefits (SS) factor is positively related
to the Security Benefits (SB) Component, which can affect an
organisation’s decision to adopt the cloud services. SS was found to
have a significant direct influence and positive effect on security

implementations to adopt the cloud.

The standardised direct effect of SB on SS is 0.941, with a critical
ratio of 8.321. That is, due to the direct effect of SB on SS, when SB

rises by 1 standard deviation, SS rises by 0.941 standard deviations.

This is in addition to any indirect effect that SB may have on SS. This
result proposes that the path between SS and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H11 hypothesis proposed in the conceptual model.

Supported

167



Hypothese
s Path
Regression

Results and Discussions of the Hypotheses Assessment

Results

H12:RC < SB

The Resource Concentration (RC) factor is positively related to the
Security Benefits (SB) Component, which can affect an
organisation’s decision to adopt the cloud services. RC was found to
have a significant direct influence and positive effect on security

implementations to adopt the cloud.

The standardised direct effect of SB on RC is 0.895, with a critical
ratio of 9.267. That is, due to the direct effect of SB on RC, when SB
rises by 1 standard deviation, RC rises by 0.895 standard deviations.

This is in addition to any indirect effect that SB may have on RC.

This result proposes that the path between RC and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H12 hypothesis proposed in the conceptual model.

Supported

H13: SSI < SB

The Standardised Security Interfaces (SSl) factor is positively related
to the Security Benefits (SB) Component, which can affect an
organisation’s decision to adopt the cloud services. SSI was found to
have a significant direct influence and positive effect on security

implementations to adopt the cloud.

The standardised direct effect of SB on SSI is 0.902, with a critical
ratio of 9.058. That is, due to the direct effect of SB on SSI, when SB

rises by 1 standard deviation, SSI rises by 0.902 standard deviations.

This is in addition to any indirect effect that SB may have on SSI. This
result proposes that the path between SSI and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H13 hypothesis proposed in the conceptual model.

Supported
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H14: SLA < SB

The Services Level Agreement Audit Enforcement (SLA) factor is
positively related to the Security Benefits (SB) Component, which

can affect an organisation’s decision to adopt the cloud services.

SLA was found to have a significant direct influence and positive
effect on security implementations to adopt the cloud. The
standardised direct effect of SB on SLA is 0.952, with a critical ratio
of 9.511. That is, due to the direct effect of SB on SLA, when SB rises
by 1 standard deviation, SLA rises by 0.952 standard deviations. This

is in addition to any indirect effect that SB may have on SLA.

This result proposes that the path between SLA and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H14 hypothesis proposed in the conceptual model.

Supported

H15: CS < SB

The Cloud Security Auditing (CS) factor is positively related to the
Security Benefits (SB) Component, which can affect an
organisation’s decision to adopt the cloud services. CS was found to
have a significant direct influence and positive effect on security
implementations to adopt the cloud. The standardised direct effect

of SB on CS is 0.846, with a critical ratio of 9.677.

That is, due to the direct effect of SB on CS, when SB rises by 1
standard deviation, CS rises by 0.846 standard deviations. This is in

addition to any indirect effect that SB may have on CS.

This result proposes that the path between CS and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H15 hypothesis proposed in the conceptual model.

Supported
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H16: AS < SB

The Advance Security Mechanism (AS) factor is positively related to
the Security Benefits (SB) Component, which can affect an
organisation’s decision to adopt the cloud services. AS was found to
have a significant direct influence and positive effect on security

implementations to adopt the cloud.

The standardised direct effect of SB on AS is 0.936, with a critical
ratio of 9.779. That is, due to the direct effect of SB on AS, when SB

rises by 1 standard deviation, AS rises by 0.936 standard deviations.

This is in addition to any indirect effect that SB may have on AS. This
result proposes that the path between AS and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H16 hypothesis proposed in the conceptual model.

Supported

H17: CE < SB

The Cutting-edge Security Marketing (CE) factor is positively related
to the Security Benefits (SB) Component, which can affect an

organisation’s decision to adopt the cloud services.

CE was found to have a significant direct influence and positive
effect on security implementations to adopt the cloud. The
standardised direct effect of SB on AS is 0.817, with a critical ratio
of 7.022.

That is, due to the direct effect of SB on CE, when SB rises by 1
standard deviation, CE rises by 0.936 standard deviations. This is in

addition to any indirect effect that SB may have on CE.

This result proposes that the path between CE and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H17 hypothesis proposed in the conceptual model.

Supported
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H18: CR < SB

The Failure of Compliance with Regulations (CR) factor is positively
related to the Security Benefits (SB) Component, which can affect
an organisation’s decision to adopt the cloud services. CR was found
to have a significant direct influence and positive effect on security
implementations to adopt the cloud. The standardised direct effect

of SB on CR is 0.770, with a critical ratio of 7.866.

That is, due to the direct effect of SB on CR, when SB rises by 1
standard deviation, CR rises by 0.770 standard deviations. This is in
addition to any indirect effect that SB may have on CR. This result
proposes that the path between CR and SB is statistically significant
at the p < 0.001 level, thus indicating strong support for the H18

hypothesis proposed in the conceptual model.

Supported

H19: TR ¢ SB

The Trust (TR) factor is positively related to the Security Benefits
(SB) Component, which can affect an organisation’s decision to
adopt the cloud services. TR was found to have a significant direct
influence and positive effect on security implementations to adopt
the cloud. The standardised direct effect of SB on TR is 0.693, with
a critical ratio of 10.030. That is, due to the direct effect of SB on TR,
when SB rises by 1 standard deviation, TR rises by 0.693 standard

deviations.

This is in addition to any indirect effect that SB may have on TR. This
result proposes that the path between TR and SB is statistically
significant at the p < 0.001 level, thus indicating strong support for

the H19 hypothesis proposed in the conceptual model.

Supported
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Additionally, the results indicate that the Security Benefits component had a direct effect on
an organisation’s decision to adopt cloud computing services. The standardised estimate
loading of the Security Benefits Component is 0.614, with a critical ratio of 9.727. This result
showed that the path valued among security benefits and an decision of organisation's to
adopt cloud computing at the p < 0.001 level is statistically significant, thus strongly
supporting the hypothesis proposed in the theoretical model. It could therefore be concluded
that the Security Benefits Component has a positive influence on an organisation’s decision

to adopt cloud computing.

The Security Risk Component was found to have a significant direct effect on an organisation's
decision to adopt cloud computing services. The standardised estimate loading of the Security
Risk component is 0.516, with a critical ratio of 8.723. This outcome showed that the path
estimated between security risk and an decision of organisation's to adopt cloud computing
at the p < 0.001 level is statistically significant, thus strongly supporting the hypothesis
proposed in the theoretical model. It could therefore be concluded that the Security Risk

Component has an influence on an organisation’s decision to adopt cloud computing.

The effect of the Security Awareness Component on an decision of organisation's to adopt
cloud computing was positive, with stronge effect loading of 0.704, and a critical ratio of
6.620. This result showed that the path estimated between security awareness and an
decision organisation's to adopt cloud computing at the p < 0.001 level is statistically
significant, thus strongly supporting the hypothesis proposed in the theoretical model. It
could therefore be concluded that the Security Awareness Component has a positive
influence on an decision of organisation’s to adopt cloud computing. Overall, the results of
the hypotheses assessment showed that all three components of the model have a positive

significant direct effect on an organisation’s decision to adopt the cloud.

Therefore, it is clear that the outcomes confirm the model proposed in this study;
furthermore, these results demonstrate the suitability of the proposed theoretical model for
security cloud computing adoption. All hypotheses are confirmed and have significant paths

in the model, as shown in Figure 8-4.
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The findings of this study are also consistent with the views of experts and previous studies.
In referece to this point, Almorsy et al. (2016) found that cloud security risks and variables
related to cloud security risks influence the adoption of cloud computing. Furthermore,
Changchit and Chuchuen (2016) revealed that security risks and security advantages always
play a major role in cloud computing adoption in organisations, especially in developing
countries. It is not surprising that cloud computing adoption may be subject to cloud
computing security risks and benefits. The findings of this study recommend that
organisations educate customers regarding the security of cloud computing. The main goal of
conducting SEM in this study is to provide predictive security relatred factors and guidelines
which will allow governemnt organisations to make decisions regarding cloud adoption in full

knowledge of what it can deliver.
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Figure 8-4: Path Diagram of the Structural Model with Direct Effect
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8.7 Concluding Comments

This chapter detailed the results from the preliminary analysis of the data, including the data
missing from all data collected. In addition, discussion focused on the first part of the
instrument, namely demographic information. The data was analysed using IBM SPSS 24 to
elicit respondents’ demographic information. This chapter also presented the results of data
analysis focused on model reliability and validation approaches. The instrument was
distributed to security specialists in Saudi organisations, and 215 viable responses were used.
In order to arrange the most suitable data for multivariate analysis, the data was examined

for missing values.

The results related to the missing data were assessed using the pairwise approach, while the
total number of respondents used for analysis in this study, after excluding data with
incomplete and random answers, stood at 215. The first part of the instrument was the
demographic information section, the purpose of which was to determine the characteristics
of the organisations participating in this research. The results of the descriptive and frequency
analyses of the demographic information show that more than 30% of organisations used the
cloud, but more than 84% of them were concerned about security; this substantially affected

other organisations’ decision to adopt the cloud computing services.

The research used a measurement of construct internal reliability, namely the Cronbach’s
alpha statically analysis test. The results of the study generated an overall Cronbach alpha
value of 0.865, while the Cronbach’s alpha values for most of the constructs were ranged
between 0.6 and 0.9, thus indicating very good internal consistency of the items’ rating
scores. The study also pointed out that there was strong agreement regarding security cloud
adoption across the 19 factors. Those factors are: “ Insecure interfaces, Shared technology,
Account or Service Hijacking, Malicious Insider Risks, Failure of Compliance with Regulations,
Data Ownership, Service and Data Integration, Data Leakage, Failure of Client-side Encryption,
Trust, Security Culture, Privacy, Smart Scalable Security Benefits, Cutting Edge Security
Marketing, Advance Security Mechanism, Standardised Security Interfaces, Cloud Security

Auditing, SLA Audit Enforcement, and Resource Concentration”.
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Exploratory factor analysis (EFA) and confirmatory factor analysis (CFA) were applied in order
to test the data obtained from the security cloud adoption instrument. EFA was performed,
and 19 factors were extracted and retained for further investigation. All of the latent factors
had a high loading. A Kaiser-Meyer-Olkin (KMO) was carried out, and yielded a value of 0.881,
thus suggesting that the factor analysis, as a statistical measure, was suitable for the

instrument data.

Moreover, the sample of data had to be subjected to initial suitability considerations before
factor analysis could be performed. After applying the correlation between the extracted
factors, the correlation matrix showed a good relationship between factors. Principal
component analysis (PCA) was used in this analysis, since it is an applicable method with this

kind of instrument.

Following this, the rotation was applied; the decision was taken to rerun the analysis for each
of these components while rotating them once obliquely and once orthogonally. A total of six
runs were conducted, and of these combinations, the most interpretable solution was
discovered after using orthogonal rotation, with three components extracted. In addition to
this, numerous steps were undertaken in CFA: describing individual constructs, developing
the measurement model, using existing instrument data to produce empirical results, and
assessing the model’s validity. In evaluating the model’s validity, some validity and reliability
tests were considered, such as construct reliability, convergent validity, discriminant validity,

and the reliability of the measurement model.

Following EFA, the next stage in the analysis was applying Confirmatory Factor Analysis (CFA)
to the data; the hypothesised measurement model comprised 62 pre-specified item
indicators and 20 constructs. This section summarises the results of SEM for the data grouped
using Factor Analysis. Given the significant value, the results of the fit statistics, which sought
to establish whether the model was fit are as follow: X2 /df =1.79, GFI=0.923, CFI= 0.945, TLI=
0.918, RAR=0.013, SRAR= 0.076. Theses fit indices results are in fact show that the model fit

the data well.

175



In terms of the structural model analysis, the outcome, as presented in this chapter, showed
that the construct variables had direct effects. This chapter also revealed how, through
standardised path coefficients, it was found that all hypotheses indicate that security factors
proposed in the model had a positive influences on cloud adoption in Saudi government
organisations. The main goal of conducting SEM in this chapter was to provide predictive
factors which could help organisations to make decisions regarding the adoption of cloud
computing services. Following on from this, the next chapter will present conclusions,

theoretical contributions, practical contributions and future research directions.
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Chapter 9: Future Work

While the previous chapter discussed the results of the model validation through factor
analysis and SEM, this chapter delivers an overview of the research conducted in the KSA. It
also provides conclusions regarding the work carried out and how the research questions
were answered. Moreover, the chapter outlines and discusses the main and useful

contributions of this research. Finally, the chapter recommends directions for future work.

9.1 Conclusions

This research established by delivering an overview of cloud computing in order to outline the
basic features of the cloud. The most characteristics of cloud computing services is that it
offers assets to multiple users at any time in a dynamic way, and based on these users’ needs.

Furthermore, users only pay for the services that they need.

The main aim of this research was to investigate and develop a security cloud framework by
exploring a number of security factors in cloud computing. As the context of this research
focused mainly on Saudi Arabian government organisations, it revealed security factors that
were significantly relevant to different technological and organisational aspects. Further
exploration of these aspects led to the identification of security factors that affect Saudi

organisations’ decision to adopt the cloud.

This work identified a gap in the research literature concerning security factors and their
influence on cloud computing adoption. In order to understand the experts’ behaviour, the
literature review was used to identify a number of security factors deemed important when
it comes to the adoption of cloud computing services. These factors were reconstructed and

filtered to avoid duplication.

In addition, these security factors were regrouped to accommodate the Saudi context,
following which the selected security factors were developed into a proposed framework. The
research proposed a framework related to the significant factors that encourage a

government to, or deter a government from, considering cloud adoption. The literature
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review revealed that security in cloud adoption in the KSA is limited, especially in government
organisations. As such, this research sought to investigate the security risks, as well as the
security social and benefits factors that influence the adoption of cloud computing services in
Saudi government organisations. The main aim was to help Saudi government organisations
to successfully implement cloud-based services and to be aware of security risks, as well as
social and benefits factors when adopting the cloud. The main research question was

specified in Chapter 1, and is stated again below:

RQ: ‘What is an appropriate framework with which to determine the influence of security
factors on the adoption of cloud computing in the Saudi government organisations

context?’

In order to answer this main research question, it was divided into six sub-questions, which
were answered during two stages of this research, as rigorously described in Table 9-1 and

Error! Reference source not found..

e First Stage of this research (Confirmatory Study):

In a confirmatory study conducted during the first stage of this research, three questions were
answered. The purpose of these questions was to explore the attitudes of IT project workers
and security experts towards using the cloud. It was also deemed important to investigate the
security risk, as well as social and benefits factors that influence Saudi government
organisations’ decision to adopt cloud computing. Consequently, the findings of confirmatory
study in the first stage of this research can be summarised based on the following sub

questions:

Q1. What are the security risk factors which affect cloud adoption?
Q2. What are the security benefits factors which affect cloud adoption?

Q3: What are the security social factors which affect cloud adoption?

These questions were answered in two phases. During the first phase, the proposed factors

in the framework were identified using a literature review, which is presented in Chapter 2.

Confirmation of the framework was achieved using both qualitative and quantitative
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methods; semi-structured interviews were carried out with IT and security experts in different

government organisations across the KSA.

Moreover, 32 security and IT specialists completed an online questionnaire. The purpose of
this questionnaire was to confirm the importance of the security factors proposed in the cloud
adoption framework and to identify any missing factors based on the perspectives of the
experts. The results from the survey indicated that all of the proposed factors were

statistically significant.

Table 9-1: Summary of Methods Used in the First Stage of this Research

(Confirmatory Study)

Questions

Q1. What are the
security risk factors
which affect cloud

computing adoption?

Q2. What are the
security benefits
factors which affect
cloud computing

adoption?

Q3: What are the
security social factors
which affect cloud

computing adoption?

Methods

Literature review

Semi-structured
Interviews with IT
staff and security
experts in different
Saudi government

organisations.

Online
questionnaire
distributed to the
IT staff and security
experts in different
Saudi government

organisations.

Purpose

To critically review the literature on the cloud
adoption approaches and frameworks, while
investigating the global context of cloud
computing adoption leading to the case of Saudi

organisations.

To explore the IT staff and security experts’

attitudes toward using the cloud.

To assess and investigate the importance of the
security factors proposed in the cloud adoption

framework.

To identify additional factors that were not
mentioned in previous studies and are related to

the Saudi context.

To develop and confirm the security factors that

already exist in the proposed framework.
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The analysis of the interview outcomes and the questionnaire results identified an additional
factor which may affect the adoption of cloud services in Saudi government organisations:
Client-side Encryption. The experts also suggested that this factor should be included as a
potential risk under the Security Risk Factors category. The initial framework has been

updated based on the expert reviews and the questionnaire.

The findings pertaining to the security factors in the framework were all derived from
statements made by the experts and IT security specialists in the questionnaire. All experts
agreed that security is the top priority in an organisation. If an organisation does not ensure

that proper security is in place, then the services will not be reliable or acceptable to the users.

In terms of attitude towards categories and their factors, the experts strongly agreed that
these have an impact on the adoption of cloud services in Saudi government organisations.
Furthermore, the statistical results of the expert interviews revealed that the answers were
strongly significant. Moreover, the questionnaire results indicated that security social attitude
and its associated items have an effect on government organisations’ intention to adopt cloud

computing.

Moving to the Security Risk Factors category, the following factors were statistically
confirmed. The results of the interviews revealed that the 12 experts agreed that these factors
are either important or very important when it comes to the adoption of cloud computing in
Saudi government organisations; they also concluded that these factors have a significant

impact on stakeholders’ behaviour when adopting cloud services.

The results of the interviews specified that the security social factors category, and its sub-
factors, are essential to any government organisations when deciding whether or not to adopt
the cloud. Upon examining the expert reviews, it is clear that security culture, trust, and
privacy were deemed to be very important factors; none of the experts disagreed with the

statement that “these factors are essential to helping organisations use cloud services”.

Finally, from the perspective of the experts interviewed, the cloud computing service provides
a number of benefits to users. This research showed that, with regard to the security benefits

category
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Regards to the suggested factors from expert interviews, the experts were also asked to
suggest any other factors, not included in the proposed security adoption framework that
they felt could have an influence on the adoption of the cloud. When asked to make these
suggestions, the experts placed particular emphasis on one factor that they felt KSA
government organisations should take into account when adopting the cloud, namely Failure

of Client-side encryption.

This revelation makes client-side encryption an important factor. The perception is that every
part of the data should be encrypted on the client-side in a way which means that even an
attacker with substantial computing power cannot access the confidential information or
violate end-users’ privacy. Indeed, there is also the perception that, if this were the case, then

the use of a cloud service would not influence information policies (Souza and Puttini, 2016).

Client-side encryption obviously increases users' ability to protect data and files. By rejecting
viewing access to servers and service providers, client-side encryption guarantees that the
data and files that are stored in the cloud stay private, thus eliminating the chance that critical
information or photos can be accessed, stolen or leaked (Xu et al., 2013). This was deemed to
be an important factor, with five of the experts suggesting that it should be added to the
framework. They pointed out this factor, as it has a beneficial effect on stakeholders’ attitude
towards using cloud services. As such, this factor was included in the security risks category

in the framework.

In summary, the results showed that ‘there is a positive attitude to adopt cloud services in
KSA government organisations: 75% of participants specified that their organisations expect

to adopt cloud computing services in the near future’.

e Second Stage of this research (Validation Study):

With regards the validation study conducted during the second stage of this research and
based on the confirmed framework, three questions were answered, as presented in Table
9-2, which also lists the details and purpose of the methods used. The research developed an
instrument intended to measure the affecting of the decision by the KSA organisations to

adopt cloud computing, based on the confirmed security cloud framework.
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Table 9-2: Summary of Methods Used in the Second Stage of this Research

Questions Methods Purpose
To measure the effectiveness of the
decision of the KSA organisations to
Instrument adopt cloud computing, based on the
distributed to 215  security cloud framework which was
IT specialists and = confirmed during the first stage of this

security experts. | research.
Q4: What is a suitable yexp

. . . To evaluate and validate the security
instrument with which to

. . cloud adoption model.
evaluate security factors in the

To assess whether an item is applicable
cloud adoption framework and PP

] and sufficient in examining the concept
how can the instrument be

being studied.

validated? Content Validity
To ensure that all questions’ wording,
response format, instructions,
instrument length, and layout are
Pre-test

appropriate.

To ensure that the instrument as a
whole is easy to read and
understandable.

To measure the strength of the
Q5: What are the relationship(s)
relationship(s) between independent
among the security factors
Exploratory Factor and dependent variables.
(identified from factor analysis

Analysis & To explore factors that have a strong
and structural equation
Confirmatory influence, both positive and negative,
modelling)?
Factor Analysis on government organisations’
Q6: Which relationship(s) of
(Structural adoption of cloud services.
security factors will affect the
Equation To test the developed security model

Saudi government
Modelling (SEM)) | for cloud adoption.
organisations’ decision to adopt
To evaluate how good the fit of this
the cloud computing services?
model is.

A guantitative technique was utilised during validation stage. The instrument was used to

collect data on the security factors which have an effect on the adoption of cloud computing
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in KSA government organisations. Literature was reviewed in order to develop the instrument
statements, which were related to cloud security factors that affect the decision of cloud
adoption. The instrument was designed to evaluate the factors within the security cloud

adoption framework.

The findings of validation study can be summarised as followed: based on the confirmed
framework in the first stage of this research, an instrument was developed to survey Saudi
government organisations and to explore and confirm the relationships between the
security factors in the framework. The instrument development and validation which was
used to evaluate and validate the security cloud adoption model of this study by addressing

the following research question:

Q4: What is the appropriate instrument to evaluate security factors in the cloud adoption

framework and how can the instrument be validated?’

Based on the instrument development in this study, validity and reliability issues were given
consideration. Validity is seen as the foundation of defining the accuracy of the findings that
the researcher is trying to measure. In this study, two tests were conducted to validate the

instrument; pre-test and content validity.

Thus, the results of these tests exposed that the instrument delivered an influnce
measurement of the developed variables. With the first test of the validation study, namely
the pre-test, the instrument contained 20 factors, while 67 items were evaluated. The test
involved seven experts, four of whom were from the IT and security experts from Saudi
security groups, while three were researcher’s from computer science. The second test used

to validate the instrument was content validity.

The content validity ratio (CVR) was used to assess the results of the instrument’s content
validity test, based on the thoughts of the seven experts who participated in the judgment
guantification; the statistical significance level for each factor was also assessed (Lawshe,

1975).
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The results of the content validity ratio showed only from the pool of 67 items, only 62 items
were significant at the range of more than 0.50, and only five of the items were insignificant,
because their significance levels were lower than 0.50; they were subsequently removed from
the instrument. Consequently, this content validity ratio (CVR) identified that the security
items in the cloud computing adoption framework had acceptable content validity, thus
meaning that the items measured the model being studied. After these experiments, 30
security experts were invited to participate in this research. Slight modifications to the final
design of the instrument were made upon receiving the feedback. The modifications were

made to the original instrument and the final instrument was developed.

The internal consistency reliability was acceptable. Good Cronbach’s alpha results also proved
that the items used to measure each factor were independent measures and positivity
correlated with each other. The overall reliability outcome for all factors was .645, and thus
it was possible to conclude that the 20 factors and 62 items had excellent reliability (Bryman

and Cramer, 2001; Hair et al., 2010).

The findings of this stage of this research, approximately 215 of IT specialists and security
experts in different departments of the KSA government organisations completed the
instrument. These organisations included ministries, telecommunication organisations, state
universities, research institutes, and education facilities. The collected data was analysed
through two stages. Firstly, Exploratory Factor Analysis (EFA) was implemented in order to
propose an initial model, since no prior models, as such, exist in the literature; a model was
built from scratch. Secondly, Confirmatory Factor Analysis (using Structural Equation
Modelling) was applied to validate the initial model during the confirmatory stage. The

motivation of this analysis was to answer the fifth and sixth sub-questions:

Q5: What are the relationship(s) among the security factors identified from factor analysis

and structural equation modelling?

Q6: Which relationship(s) of security factors will affect the Saudi government organisations’

decision to adopt the cloud computing services?

Based on these questions, the results from the preliminary analysis of the data, including the

data missing from all data collected. The data was analysed using IBM SPSS 24 to elicit
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respondents’ demographic information. The instrument was distributed to security specialists
in Saudi organisations, and 215 viable responses were used. In order to arrange the most

suitable data for multivariate analysis, the data was examined for missing values.

The results related to the missing data were assessed using the pairwise approach, while the
total number of respondents used for analysis in this study, after excluding data with
incomplete and random answers, stood at 215. The first part of the instrument was the
demographic information section, the purpose of which was to determine the characteristics
of the organisations participating in this research. The results of the descriptive and frequency
analyses of the demographic information show that more than 30% of organisations used the
cloud, but more than 84% of them were concerned about security; this substantially affected

other organisations’ decision to adopt the cloud computing services.

The research used a measurement of construct internal reliability, namely the Cronbach’s
alpha statically analysis test. The results of the study generated an overall Cronbach alpha
value of 0.865, while the Cronbach’s alpha values for most of the constructs were ranged
between 0.6 and 0.9, thus indicating very good internal consistency of the items’ rating

scores.

Exploratory factor analysis (EFA) and confirmatory factor analysis (CFA) were applied in order
to test the data obtained from the security cloud adoption instrument. EFA was performed,
and 19 factors were extracted and retained for further investigation. All of the latent factors
had a high loading. A Kaiser-Meyer-Olkin (KMQ) was carried out, and yielded a value of 0.881,
thus suggesting that the factor analysis, as a statistical measure, was suitable for the

instrument data.

Moreover, the sample of data had to be subjected to initial suitability considerations before
factor analysis could be performed. After applying the correlation between the extracted
factors, the correlation matrix showed a good relationship between factors. Principal
component analysis (PCA) was used in this analysis, since it is an applicable method with this

kind of instrument.
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Following this, the rotation was applied; the decision was taken to rerun the analysis for each
of these components while rotating them once obliquely and once orthogonally. A total of six
runs were conducted, and of these combinations, the most interpretable solution was
discovered after using orthogonal rotation, with three components extracted. In addition to
this, numerous steps were undertaken in CFA: describing individual constructs, developing
the measurement model, using existing instrument data to produce empirical results, and
assessing the model’s validity. In evaluating the model’s validity, some validity and reliability
tests were considered, such as construct reliability, convergent validity, discriminant validity,
and the reliability of the measurement model. Following EFA, the next stage in the analysis
was applying Confirmatory Factor Analysis (CFA) to the data; the hypothesised measurement

model comprised 62 pre-specified item indicators and 20 constructs.

In terms of the structural model analysis, the outcome showed that the construct variables
had direct effects and it was found that all hypotheses indicate that security factors proposed
in the model had a positive influences on cloud adoption in Saudi government organisations.
The main goal of conducting SEM in this analysis was to provide predictive factors which could

help organisations to make decisions regarding the adoption of cloud computing services.

The conclusions of the validation study part confirmed that the proposed model fit well with
the collected data. In addition, the outcomes presented that the factors had a direct impact
on an organisation's decision to adopt the cloud. In summation, it can be determined that the
proposed model is valuable in explaining the adoption of the cloud in organisations.
Moreover, it is supposed that the outcomes of this research can help decision makers, cloud
providers and researchers in formulating reputable strategies which will encourage the
adoption of cloud computing. The outcomes of this study can also enhance the above-
mentioned parties’ awareness and considerate of why some government organisations are

implementing the cloud, while some are not.

9.2 Fulfilling the Objectives of this Research

This section details the way in which the aims and objectives of the present study were
fulfilled. In order to achieve said aims and objectives, one main question and six sub-

qguestions were identified, as stated in Chapter 1.
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The first three questions sought to establish the security factors (Risk, Social, and Benefit)
that may affect KSA government organisations in adopting cloud computing services. These
three questions were addressed by providing a critical and comprehensive literature review,
as discussed in Chapter 2 and Chapter 3. A total of 18 security factors were identified and
explained in detail as potential factors that may affect the adoption of cloud computing in
the government organisations context. As a result, the hypotheses of the present study were
designed and tested during the first stage of this research. These factors were also examined
by conducting interviews with experts and a questionnaire-based survey (see Chapter 4 and
Chapter 5). One factor was added due to the experts’ suggestions after the results of the first
stage of the study had already been obtained. As such, in total, 19 security factors were
confirmed. The third, fourth and sixth questions were answered in the second stage of this
study. These questions were answered by conducting a study using the same instrument with
a large number of cases, involving IT specialists and security experts in different departments
of KSA government organisations, as presented in Chapter 6, Chapter 7 and Chapter 8. The
data analysis of the validation study — which was presented in Chapter 8- showed that the

model fit indices were good.

As a result of this research, the model was developed and validated; the empirical evidence
resulting from the full study will contribute to the literature on cloud computing, and provide
a ‘Potential for success’ rate for cloud computing adoption projects. This can, in turn, aid the
decision-making process when organisations are choosing whether or not to adopt cloud
computing. The results from this study will give IT practitioners and cloud service providers
corroborated experimental data that can inform the engagement and marketing of cloud
computing projects. Moreover, KSA government organisations could use the model in order
to help encourage their organisations to use and then adopt the cloud computing services.
Additionally, as the results of this research contribute to knowledge on the subject of the
cloud, it may be possible for this developed model to be used in other countries in the Middle
East; after all, most of these countries are similar and share many things, such as language,

religion, and culture.
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9.3 Research Contributions

The general outcomes of this research have contributed to, and extended, knowledge in area
of cloud computing services and security in cloud adoption in a government organisations
context. Cloud computing is valuable for general organisations as well as corporations. The
adoption level in KSA is in the early stage. As previously mentioned, Saudi government
organisations have particular characteristics, and their vision is to implement and promote
communication and IT systems with a view to realising an IT community and a digital

economy.

On the other hand, there are certain organisations that still worry about the idea of moving
their present system to the cloud. Several published works have made efforts to help decision
makers address their concerns about cloud adoption. These studies are truly remarkable, in
that most of the proposed frameworks and identified security factors have focused on
pinpointing the benefits of adopting cloud computing. Furthermore, the majority of prior
studies have not considered the security risks, security social factors, or security benefits
associated with the adoption of cloud computing in KSA government organisations. Given this
situation, it was essential to recognise the issues affecting security cloud adoption. After
reviewing these previous studies, it was clear, to the best knowledge of the researcher, that
no formal studies had examined or combined the security factors that affect cloud adoption
in Saudi government organisations. As such, this research made three specific contributions,

as follows:

9.3.1 First Contribution

The first contribution of this research is the framework; the present study sought to find an
appropriate framework related to the security of cloud computing services in KSA
government organisations. A review of the literature identified security factors that may
affect the adoption of cloud computing in organisations. This review, which improves existing

knowledge in the field, proposed 19 security factors.

The framework was constructed following the literature review on technology acceptance

and industrial organisations; the purpose of said framework was to answer the main research
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guestion, ‘What is an appropriate framework for the adoption of cloud computing in the Saudi
government organisations context?’. This framework was developed and confirmed. The
framework was confirmed using the triangulation approach. The process of this contribution
was assessed using different methods in the confirmatory study: expert interviews and
guestionnaires. Expert interviews were used to confirm the identified factors, and to pinpoint
factors which had not been mentioned by previous studies. This process was achieved by
interviewing IT and security experts, and surveying practitioners in different Saudi
government organisations. Expert interviews confirmed the identified factors and suggested
another factor, namely Failure of Client-side Encryption. As a result of this process, the

security cloud framework was then developed and confirmed.

9.3.2 Second Contribution

The second contribution of this research is the production of a specific instrument. The
instrument was developed to measure the effectiveness of the decision by the KSA
organisations to adopt cloud computing. It was developed based on literature reviews and
the opinions of Saudi security experts. Moreover, the instrument was validated and modified
to suit the requirements of this research. The processes involved in developing the instrument

resulted in a well-designed instrument that can be used in future studies related to this field.

9.3.3 Third Contribution

The third contribution of this research is a security model capable of establishing the
relationships between the security factors. The instrument was used in order to identify the
relationships between security factors and to evaluate the final model. The results of this
research showed that the model fit the data well. Therefore, it could be stated that the
developed model is valid, and thus it is strongly recommended that said model be used in

Saudi government organisations which are planning to adopt cloud services.

This model includes three categories. The first category is Security Risk Factors (/nsecure
Interfaces Programming, Shared Technology, Account or Service Hijacking, Malicious Insiders,

Failure to Comply with Regulations, Data Ownership, Service or Data Integration and Data
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Leakage). The second category is Security Social Factors (Trust, Security Culture, and Privacy),
while the third category is Security Benefit Factors (Smart Scalable Security Benefits, Cutting-
Edge Cloud Security Market, Advanced Security Mechanism, Standardised Security Interfaces,
Cloud Security Auditing and SLA Audit Enforcement).

The model developed in this thesis can be used for cloud computing adoption in public KSA
organisations. It also makes relevant suggestions on how to achieve a favourable
implementation environment for the adoption of cloud computing. The findings of this thesis
will help to increase the security perceptions of users, and therein lies a milestone for
academics and institutions with regard to future work. Lastly, this research signifies one of
the first in-depth attempts to establish how participants can make the adoption of cloud

security successful.

9.4 Research Implications

This study has made a determination to make a significant contribution to the subject of cloud
adoption in KSA organisations. Further, the obtained research data and outcomes will serve
as valuable information for policymakers, practitioners, and researchers. The implications of
the outcomes of this study, from the methodological and practical perspectives, are discussed

in the present section.

9.4.1 Implications for Government Organisations

The results of this research indicated that the physical location of cloud data centres has a
substantial influence on compliance with regulations and on privacy, since each country has
different policies and regulations. To avoid concerns about the regulation and compliance,
there is an essential need for provision from the government context. The KSA government
department’s services have to work to present appropriate regulations or update their

current regulations to meet the terms of the requirements of the cloud services.

9.4.2 Implications for Security Practitioners

For security practitioners, the security cloud model presented in this study is helpful in terms

of allowing them to break down the concept of security in cloud adoption into smaller,
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theoretically distinct and adaptable security factors to support the project of security in cloud

adoption.

9.4.3 Implications for Researchers

For researchers, the security cloud model delivers a common framework which will allow
them to theorise and simplify their research, so that they can more easily see how the security
factors suitable into the wide picture. In addition, this study offers a valued information
source for upcoming researchers in the field of security and cloud adoption, and also in the

area of new technologies adoption in general.

9.5 Future Work Directions

Despite the fact that the research objectives were achieved, the study suffered from some
limitations. These limitations can be used to help the researcher determine future directions

for this work.

As clearly seen in the above chapters, and specifically Section 8.6.5, the framework presented
delivers new empirical results related to perceptions and benefits regarding the security

implementation factors of cloud adoption in the Saudi government organisations context.

Itis certainly true that this research discussed the security factors that influence the adoption
of cloud computing services in Saudi government organisations; indeed, these factors were
analysed and validated using exploratory factor analysis and confirmatory factor analysis
(Structural Equation Modelling (SEM)) techniques. With this said, however, future directions
for this research could involve utilising other research methods, including case studies, which
can be carried out by interviewing different experts in various organisations. Case studies
allow a researcher to employ the research instruments and models in real world settings, so
that they can be revalidated in different contexts in order to improve their content. The case
studies should involve the use of multiple techniques and data sources to explore or explain

the research phenomena.
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Moreover, it may be effective to extend this model to a wider context in order to improve
said model by providing detailed guidelines on the various steps and measures which

organisations need to follow; this could well lead to the formulation of an adoption roadmap.

Another direction for future work could involve the model from the SEM analysis being
evaluated again with new sets of data. The differences flagged up by the new data could be
analysed and compared with the results of this research. The experts participating in this
research were from various different Saudi government organisations in the services sector;
this meant that the present study collected data from organisations located in the KSA's big
four cities: Riyadh, Jeddah, Madinah and Damam. Despite this, however, there remain
certain organisations and sectors, such as private organisations, which were not involved in
this study’s data collection process. These organisations must be considered in future

studies.

The main aim of this research was to develop a security cloud model that can serve as a
guideline for Saudi organisations’ decision makers as they consider adopting cloud services.
A potential, and very interesting implication of this model, is that it could be employed by

researchers and stakeholders (cloud providers and users) for cloud adoption projects.

In addition, the study model can be conducted in additional countries and areas. Since other
Middle Eastern countries have cultural and demographic characteristics in common with the
KSA, the same model could be validated for these regions. Besides this, the model can be
used in the future for studying the adoption of new IT innovations whose IT architecture is

similar to that of the cloud.
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9.6 Final Remarks

The researcher acknowledges that this empirical study has been challenging, particularly with
regard to designing the research methods and minimising the subjective bias during all
lifecycle stages of the research. Lastly, it was determined that using statistical analyses could

be very valuable in empirical cloud security study.

On the other hand, finding appropriate statistical analysis tests for the collected data required
a good understanding of the data itself, the objectives of the study, and the statistical tests

which were presented to help achieve the stated objectives.
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Appendix A  Confirmatory Study (Interviews)

A.1 Interview questions

The aim of this research is to investigate the security factors that may influence an
organisation to adopt cloud computing in KSA government organisations. Your
responses and expertise will help play a major role in addressing the factors that
encourage or prevent the wide implementation of cloud computing. All information
provided will be used for research purposes only. Thank you very much for taking part

in this study.

Interview Questions

Please see the framework for this study before answering the questions.

( )
Security Risk Factors Cloud Security Benefit

Factors

Security Social

| interf Factors
nsecure interfaces q
Smart Scalable security

benefits
Shared technology
Trust .
) Cutting edge Cloud
Account or Service ) security market
Hijacking Security Culture
Advanced security
Malicious insiders Privacy mechanism
Failure of Comply with Standardised  security
Regulation interfaces
Data ownership Cloud security auditing
.Service. and data \ 4 SLA audit enforcement
integration R
Security Factors
| . Resource concentration

Data leakage influencing the

adoption of Cloud
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Q1: How important is the influence of the following security risks to the adoption of

cloud services in Saudi government organisations?

Category 1: Security Risk factors
Coding | Attributes Very Important |May  be|Not Not
important important |important |relevant
RF1 Insecure Interfaces
RF2 Shared Technology
RF3 Account or Service Hijacking
RF4 Malicious Insiders
RF5 Failure to  Comply  with
Regulations
RF6 Data ownership
RF7 Service and data integration
RF8 Data leakage

Q2: How important is the influence of the following security social factors to the

adoption of cloud service in Saudi government organisations?

Category 2: Security Social Factors
Coding | Attributes Very Important |May  be|Not Not
important important |important | relevant
SF1 Trust
SF2 Security Culture
SF3 Privacy

Q3: If you are responsible for digital innovation within your organisation, what is the

importance of the following security benefits for your decision to adopt cloud services

in Saudi government organisations?

Category 3: Security Benefits

Coding |Attributes Very Important| May  be | Not Not
important important | important | relevant
BF1 Smart Scalable security benefits
BF2 Cutting-edge Cloud security market
BF3 Advanced security mechanism
BF4 Standardised security interfaces
BF5 Cloud security auditing
BF6 Service level agreement audit
enforcement
BF7 Resource concentration
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Q4: In your opinion, what other important security (social/risks/benefits) factors need

to be considered when an organisation adopting cloud computing?
Q5: Does your organisation adopt cloud computing?
Q6: What are the reasons behind using/not using cloud computing in your organisation?

Q7: What are the challenges that your organisation faced with using cloud computing?

(If your organisation adopted cloud computing answer this question)?
A.2 Interview Analysis

Analysis of factors for cloud adoption using one sample t-test

Variable Factors Ref N t Mean Sig (2-Tailed)
P-value
Insecure Interfaces RF1 12 16.316 4.83 <.001 «A
Shared Technology RF2 12 7.000 4.17 <.001 A
Account Hijacking RF3 12 10.652 4.58 <.001 A
Malicious Insiders RF4 12 5196 4.50 <.001 A
Security  Failure to Comply with RF5 12 9574 425 <.001 »A
Risk Regulations
Factors Data Ownership RF6 12 9.950 4.50 <.001 «A
Service and Data Integration RF7 12 7.000 4.17 <.001 A
Data Leakage RF8 12 16.316 4.83 <.001 A
Security  Trust SF1 12 23.000 4.92 <.001 A
Social Security Culture SF2 12 10652 458 <001 A
Factors  “prjyacy SF3 12 23.000 4.92 <001 #A
Smart Scalable security benefits BF1 12 9.950 4.50 <.001 A
) Cutting-edge security market BF2 12 8.124  4.00 <001 »A
Secu?ty Advanced security mechanism  BF3 12 10.652 4.58 <001 A
E:(r:]teolrtss Standardised security interfaces  BF4 12 13.404 4.75 <.001 A
Cloud security auditing BF5 12 10.652 4.58 <.001 A
SLA audit enforcement BF6 12 13.404 4.75 <.001 A
Resource concentration BF7 12 1915 3.25 <0.082 <<

A e P-value < 0.0027.
Be ¢ P-value > 0.0027.

209



A3

Interview Themes Analysis

Expert Interview Suggestions

Job Description

Themes

Experts Suggestions

Security expert

(Expert A): Data Breaches as Risk
Factors.

The scalability features of the cloud
computing enhanced confront of
high spike of workload during the
peak time of the year

(Expert B):

Sophisticated Authentication
Techniques (Risk Factors)
Consolidated Services

Head of the|Collaboration and Sharing
Networking Reduce Total Cost of Ownership
Department Ensuring the proper rising of the
cloud-based implementation to
satisfy the organization needs
Security breaches caused by social
trends
Chief (Expe'rt B, C, J): Encryption as risks
. Working as team
Information .
. Security Breaches
officer

Trust issues

Security Expert

(Expert D): Use of client-side
encryption (Risk factor)

Data access authorization
mechanism

Team work

Ease of Access

Data transfer bottlenecks.

Culture.

(Expert E): Vulnerability
Supply attacks

Better insight.

Cloud helps collaboration.

Administrator

Data .

Cloud gives better engagement.
Management

Speed.

Service quality.

Access to data and downtime.

Accessibility.

(Expert F): Prepare data encryption

before and after using cloud
System services.

Exclusive allocation of the cloud
resources.

Setting up cloud infrastructure.
Training for using the cloud.

“Exclusive allocation of the cloud resources
should be considered as a security risk when
adopting the cloud” (Expert F).

“l agree that most of the factors in the
framework are potential variables that hinder
some organisations when they are trying to
use cloud services and there are some other
factors influencing the adoption of cloud
services such as: Encryption and Sophisticated
Authentication Techniques” (Expert B).

“We should consider Encryption and
Sophisticated Authentication Techniques as
security risks when we are thinking about
adopting cloud services because there is
reason behind using services such as
Consolidated Services” (Expert J).

“There are some challenges that my agency
and other organisations in Saudi Arabia have
faced since using this technology. | advise that
it is important to ensure the proper rising of
the cloud-based implementation to satisfy the
organisation’s needs and security breaches
caused by social trends” (Expert B).

“| agree that all security risk factors, as well as
the social and benefits factors mentioned in
your framework are essential when any
government organisations are making
decisions to adopt cloud computing in their
organisations and | recommend that all
organisations be aware of that data
encryption should be prepared before and
after using cloud services” (Expert F).

“I think we need to try the cloud services
before adopting it. We call it a test phase”
(Expert L).

“Social Users’ awareness is important when
using cloud platforms in order to avoid
shadow IT data leakage and protect staff from
inside attacks” (Expert L).

“In terms of security risk, in order to ensure
there is security transparency, the providers
should alert the consumers to the security
control updates or policies that are applied to
their data. Moreover, to guarantee
transparency when an incident occurs, the
cloud provider should not cover up any
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Adopting classical applications for
the cloud.

Data
Expert

Security

(Expert G): As risk factors:
reputation and brand name.

Many environmental and technical
(readiness).

Security Expert

(Expert H): Culture.

Security

Privacy

Reduces the risk of the intellectual
property being publicised or
illegally infiltrated.

President of the
IT Department

(Expert | and K): Data breaches as
risk factor.

No Compliance and regulation is
clear and this is one of the reasons
behind not adopting cloud service
in our organisation, as result we
need to update our rules and
regulations to comply with cloud
computing

Cloud
Admin

System

(Expert L): Identifying the cloud
core services that needed to
enhance the IT services

Identifying the apps that can be
migrated to the cloud
Administrating the
centre

Moving the data from
systems to the cloud

IT practitioners learning curve

Data access authorisation
mechanism.

cloud data

legacy

security incident affecting their assets and
should share the lessons learned from each
incident with the consumers to ensure that
there is a well-protected cloud environment”
(Expert L).

“We should consider cloud multi-geographical
infrastructures as a security benefit because it

is very important for the consumers,
especially when natural catastrophes
happen”.

“Whether the cloud service is more

appropriate for government or the private
sector depends on IT technology. Hence, the
organisation needs to consider the nature of
its business and its requirements before
adopting the cloud service” (Expert G).
“There are three challenges that my
organisation has faced while using cloud
services, and you may consider them
important. These are: Setting up cloud
infrastructure, Training for using the cloud
and adopting classical applications for the
cloud” (Expert F).

“Many environmental and technical changes
have been going on in the IT environment
which need to settle down first. The IT
environment is not yet ready for cloud
computing (readiness)” (Expert G).

“An organisation needs to know how to be on
the cutting edge of technology. | consider it
very important to recognise who your
corporation is. We are a Saudi food and drug
authority, so we are not an IT company, and
may not have a high willingness to be on the
cutting-edge technologically” (Expert D).
“Other factors should be considered as
security risks if using the cloud practically in
government organisations, such as use of
client-side encryption” (Expert D).

“The best things about using cloud computing
in my organisation are Ease of Access and
Team Work”.

“In terms of the security risk factor,
organisations should prepare data encryption
and employ this encryption when using cloud
services” (Experts B, C, D and F).

“In my opinion, other important factors need
to be considered as security risks when an
organisation adopts cloud services, such as
Vulnerability and Supply Attacks including all
factors mentioned in your framework” (Expert
E).
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“We have started using the cloud because it
provides a better insight, aids collaboration,
speed, and gives better engagement” (Expert
E).

“Service quality, access to data and
downtime and accessibility are some of the
challenges we have faced while using the
cloud” (Expert E).

A.4 Interview Frequencies
Experts Frequencies
[DataSet?2] C:\Users\moa2gl5\Google Drive\Phd southampton
university\Upgrade\August 13, Madini Documents \SPSS Experts.sav
RF1
Frequency Percent Valid Percent Cumulative Percent
Valid 4 2 16.7 16.7 16.7
5 10 83.3 83.3 100.0
Total 12 100.0 100.0
RF2
Frequency Percent Valid Percent Cumulative Percent
Valid 3 1 8.3 8.3 8.3
4 8 66.7 66.7 75.0
5 3 25.0 25.0 100.0
Total 12 100.0 100.0
RF3
Frequency Percent Valid Percent Cumulative Percent
Valid 4 5 41.7 41.7 41.7
5 7 58.3 58.3 100.0
Total 12 100.0 100.0
RF4
Frequency Percent Valid Percent Cumulative Percent
Valid 2 1 8.3 8.3 8.3
3 1 8.3 8.3 16.7
4 1 8.3 8.3 25.0
5 9 75.0 75.0 100.0
Total 12 100.0 100.0
RF5
Frequency Percent Valid Percent Cumulative Percent
Valid 4 9 75.0 75.0 75.0
5 3 25.0 25.0 100.0
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Total 12 100.0 100.0
RF6
Frequency Percent Valid Percent Cumulative Percent
Valid 4 6 50.0 50.0 50.0
5 6 50.0 50.0 100.0
Total 12 100.0 100.0
RF7
Frequency Percent Valid Percent Cumulative Percent
Valid 3 1 8.3 8.3 8.3
4 8 66.7 66.7 75.0
5 3 25.0 25.0 100.0
Total 12 100.0 100.0
SF1
Frequency Percent Valid Percent Cumulative Percent
Valid 4 1 8.3 8.3 8.3
5 11 91.7 91.7 100.0
Total 12 100.0 100.0
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SF2

Frequency Percent Valid Percent Cumulative Percent
Valid 4 5 41.7 41.7 41.7
5 7 58.3 58.3 100.0
Total 12 100.0 100.0
SF3
Frequency Percent Valid Percent Cumulative Percent
Valid 4 1 8.3 8.3 8.3
5 11 91.7 91.7 100.0
Total 12 100.0 100.0
BF1
Frequency Percent Valid Percent Cumulative Percent
Valid 4 6 50.0 50.0 50.0
5 6 50.0 50.0 100.0
Total 12 100.0 100.0
BF2
Frequency Percent Valid Percent Cumulative Percent
Valid 3 1 8.3 8.3 8.3
4 10 83.3 83.3 91.7
5 1 8.3 8.3 100.0
Total 12 100.0 100.0
BF3
Frequency Percent Valid Percent Cumulative Percent
Valid 4 5 41.7 41.7 41.7
5 7 58.3 58.3 100.0
Total 12 100.0 100.0
BF4
Frequency Percent Valid Percent Cumulative Percent
Valid 4 3 25.0 25.0 25.0
5 9 75.0 75.0 100.0
Total 12 100.0 100.0
BF5
Frequency Percent Valid Percent Cumulative Percent
Valid 4 5 41.7 41.7 41.7
5 7 58.3 58.3 100.0
Total 12 100.0 100.0
BF6
Frequency Percent Valid Percent Cumulative Percent
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Valid 4 3 25.0 25.0 25.0

5 9 75.0 75.0 100.0

Total 12 100.0 100.0

BF7
Frequency Percent Valid Percent Cumulative Percent

Valid 3 7 58.3 58.3 58.3

4 3 25.0 25.0 83.3

5 2 16.7 16.7 100.0

Total 12 100.0 100.0

One-Sample Statistics of Expert Interviews

N Mean Std. Deviation Std. Error Mean
RF1 12 4.83 .389 112
RF2 12 4.17 577 167
RF3 12 4.58 .515 .149
RF4 12 4.50 1.000 .289
RF5 12 4.25 452 131
RF6 12 4.50 .522 151
RF7 12 4.17 577 167
RF8 12 4.83 .389 112
SF1 12 4.92 .289 .083
SF2 12 4.58 .515 .149
SF3 12 4.92 .289 .083
BF1 12 4.50 .522 151
BF2 12 4.00 426 123
BF3 12 4.58 .515 .149
BF4 12 4.75 452 131
BF5 12 4.58 .515 .149
BF6 12 4.75 452 131
BFE7 12 3.25 452 131

215




One-Sample Test of Experts with Test Value =3
Test Value =3

95% Confidence Interval of the

Difference
t df Sig. (2-tailed) Mean Difference Lower Upper

RF1 16.316 11 .001 1.833 1.59 2.08
RF2 7.000 11 .001 1.167 .80 1.53
RF3 10.652 11 .001 1.583 1.26 1.91
RF4 5.196 11 .001 1.500 .86 2.14
RF5 9.574 11 .001 1.250 .96 1.54
RF6 9.950 11 .001 1.500 1.17 1.83
RF7 7.000 11 .001 1.167 .80 1.53
RF8 16.316 11 .001 1.833 1.59 2.08
SF1 23.000 11 .001 1.917 1.73 2.10
SF2 10.652 11 .001 1.583 1.26 1.91
SF3 23.000 11 .001 1.917 1.73 2.10
BF1 9.950 11 .001 1.500 1.17 1.83
BF2 8.124 11 .001 1.000 .73 1.27
BF3 10.652 11 .001 1.583 1.26 1.91
BF4 13.404 11 .001 1.750 1.46 2.04
BF5 10.652 11 .001 1.583 1.26 1.91
BF6 13.404 11 .001 1.750 1.46 2.04
BF7 1.915 11 .082 .250 -.04 .54
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Appendix B Confirmatory Study (Questionnaire)

Practitioners Survey

The aim of this research is to investigate the security factors that may influence an organisation
to adopt cloud computing in Saudi Arabia government organisations. Your responses and
expertise will help play a major role in addressing the factors that encourage or prevent the wide
implementation of cloud computing. All information provided will be used for research purposes

only. Thank you very much for taking part in this study.

Part 1 General Questions

1. Have you worked on an IT project for a government organization?
o Yes o No
2. Have you used cloud services at your agency?
o Yes o No
3. Do you think security affect your organization decision to adopt the cloud?
o Yes o No
4. Choose the option that best reflects your years of experience in the security field:
o 2years o 3-5years
o 6-—10years o More than 10 years

Part 2 Study Questions (Security Risks, Social, and Benefits of Security in the Cloud)

5. The literature identified the following factors. To what extent do you agree with the
importance of these factors in adopting the cloud services in your government
organisations?
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i Insecure application programing interfaces risk has an

impact decision to use cloud services.

112 Awareness of the insecure application programing
interfaces risks affects the cloud adoption decision
113 Should be aware of security risks in the use of cloud
such as Insecure Interfaces.
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ST1 Secure shared technology is essential to adopt cloud
service.

ST2 Shared technology model negatively affects the
decision to use cloud services.

AH1 | Should be aware about that the account hijacking
could occur when using cloud.

AH2 | Account hijacking risk considered the highest cloud
security risk.

AH3 | Service hijacking often comes with stolen
identifications that affect the decision to adopt cloud.

Mi1l Without full knowledge and control, your
government agency will be at risk with malicious
insider.

MI2 Malicious insiders affect the confidentiality, integrity,
and availability of the government information.

MI3 It is important for any governments to understand
what providers are doing to protect the cloud from
malicious insider.

CR1 | The laws and regulations that exist nowadays are not
sufficient to protect information stored in the cloud.

CR2 Failure to Comply with Regulations is an effective
factor that can make a secure reluctant transferring
to the cloud.

CR3 Failure to Comply with Regulations hinder the
adoption decisions of cloud.

CR4 It is necessary that cloud computing regulations
comply with law in Saudi Arabia.

DO1 | Data ownership is critical factor in cloud security risk
that my government agency require to take it in
consideration.

DO2 | Data ownership should be qualified when the
government agency adopting cloud.

DO3 | The ownership of data should be exclusive when
adopting cloud.

SDI1 | Data integration in every government organisations
must be ensure for their own data to be protected
since it is moving between the end user and the cloud
data Centre.

SDI2 | Unsecured data is more liable to interception when it
transmission in the cloud.

SDI3 | Service integration is one of the top challenges that

many government organisations face when
implementing cloud.
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DL1 Should be concerned about the service provider’s
authentication systems that allow the access to data.

DL2 Data leakages are weakness of physical transport
system for cloud data and backups.

DL3 Data leakage affects the adoption decisions of cloud.

TR1 | Secure cloud technology is trustworthy.

TR2 Storing our organization’s data under third-party
control is one of our concerns.

TR3 | feel confident storing my government data in the
cloud.

SC1 Security culture aspect is an important factor that
should be taken into consideration when adopt the
cloud.

SC2 Security culture can support government agency
decision.

SC3 Security culture affect the execution of information
security  policies  within  the  government
organisations.

PR1 | A critical risk that affects the decision to use cloud
services is privacy.

PR2 Your government agency would use cloud services if
the privacy to the information is guaranteed.

PR3 My personal information in the cloud may be exposed
to other parties without my knowledge.

SS1 Smart scalable to multiple locations security benefit
is an important driver to adopt the cloud.

SS2 The ability to extend the security features in edges
networks, is an important benefit to adopt the cloud.
Timeless of response is importance smart scalable
security benefits to adopt cloud.

SS3 Smart scalable security benefits help my government
agency to make decision adopting cloud.

CE1 Cutting-edge cloud security market is important
feature to secure the assets when adopt cloud.

CE2 One of the top benefits to adopt the cloud is cutting
edge in cloud security.

AS1 Cloud provider can provide centralised security as

service patches to help my government agency
adopting cloud.

219




AS2 In advance security mechanism, updates for the
stakeholders more efficient than traditional
organization security capability.

AS3 To protect the assets, should implement advanced
security mechanisms feature when adopting cloud.

SSI1 | Standardised security interfaces can ease any
government’s ability to change from provider to
other in a short period.

SSI2 | Standardised security interfaces help to reduce a cost
when the government using cloud.

SSI3 It is importance to consider standardised security
interfaces feature when making the decision to adopt
cloud.

Cs1 Can be better organised auditing security benefit if
the government wish to adopt cloud.

CS2 Security auditing benefit allow to pay as you go for
auditing when implementing the cloud.

SLA1 | Service level agreement audit enforcement
considered of the top benefits because the provider
have to comply with audit demands stated in the
service level agreements.

SLA2 | Should consider the service level agreement audit
enforcement when adopting cloud.

RC1 Resource concentration benefit can adequately
protecting government’s data.

RC2 Resource concentration benefit should consider as
important factor when adopting cloud.

Thanks you very much for your time.
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B.1

Questionnaire Frequencies
Frequency Table of Questionnaire
111
Frequency Percent Valid Percent Cumulative Percent
Valid 1 1 31 3.1 3.1
3 1 31 3.1 6.3
4 10 31.3 31.3 375
5 20 62.5 62.5 100.0
Total 32 100.0 100.0
112
Frequency Percent Valid Percent Cumulative Percent
Valid 3 2 6.3 6.3 6.3
4 11 344 34.4 40.6
5 19 59.4 59.4 100.0
Total 32 100.0 100.0
113
Frequency Percent Valid Percent Cumulative Percent
Valid 3 2 6.3 6.3 6.3
4 11 344 34.4 40.6
5 19 59.4 59.4 100.0
Total 32 100.0 100.0
ST1
Frequency Percent Valid Percent Cumulative Percent
Valid 3 1 3.1 3.1 3.1
4 11 344 34.4 37.5
5 20 62.5 62.5 100.0
Total 32 100.0 100.0
ST2
Frequency Percent Valid Percent Cumulative Percent
Valid 1 5 15.6 15.6 15.6
3 5 15.6 15.6 31.3
4 10 31.3 31.3 62.5
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5 12 375 37.5 100.0
Total 32 100.0 100.0
AH1
Frequency Percent Valid Percent Cumulative Percent
Valid 1 2 6.3 6.3 6.3
3 6 18.8 18.8 25.0
4 8 25.0 25.0 50.0
5 16 50.0 50.0 100.0
Total 32 100.0 100.0
AH2
Frequency Percent Valid Percent Cumulative Percent
Valid 1 4 12.5 12.5 12.5
3 3 9.4 9.4 219
4 13 40.6 40.6 62.5
5 12 375 37.5 100.0
Total 32 100.0 100.0
AH3
Frequency Percent Valid Percent Cumulative Percent
Valid 1 4 12.5 12.5 12.5
3 5 15.6 15.6 28.1
4 10 31.3 31.3 59.4
5 13 40.6 40.6 100.0
Total 32 100.0 100.0
MI1
Frequency Percent Valid Percent Cumulative Percent
Valid 1 2 6.3 6.3 6.3
3 3 9.4 9.4 15.6
4 11 344 34.4 50.0
5 16 50.0 50.0 100.0
Total 32 100.0 100.0
MI2
Frequency Percent Valid Percent Cumulative Percent
Valid 3 2 6.3 6.3 6.3
4 10 31.3 31.3 37.5
5 20 62.5 62.5 100.0
Total 32 100.0 100.0
MI3
Frequency Percent Valid Percent Cumulative Percent
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Valid 4 11 34.4 34.4 34.4
5 21 65.6 65.6 100.0
Total 32 100.0 100.0
CR1
Frequency Percent Valid Percent Cumulative Percent
Valid 1 2 6.3 6.3 6.3
2 1 3.1 3.1 9.4
3 7 219 219 31.3
4 10 31.3 31.3 62.5
5 12 375 37.5 100.0
Total 32 100.0 100.0
CR2
Frequency Percent Valid Percent Cumulative Percent
Valid 1 2 6.3 6.3 6.3
3 2 6.3 6.3 12.5
4 15 46.9 46.9 59.4
5 13 40.6 40.6 100.0
Total 32 100.0 100.0
CR3
Frequency Percent Valid Percent Cumulative Percent
Valid 1 3 9.4 9.4 9.4
3 2 6.3 6.3 15.6
4 14 43.8 43.8 59.4
5 13 40.6 40.6 100.0
Total 32 100.0 100.0
CR4
Frequency Percent Valid Percent Cumulative Percent
Valid 3 2 6.3 6.3 6.3
4 11 344 34.4 40.6
5 19 59.4 59.4 100.0
Total 32 100.0 100.0
DO1
Frequency Percent Valid Percent Cumulative Percent
Valid 3 2 6.3 6.3 6.3
4 13 40.6 40.6 46.9
5 17 53.1 53.1 100.0
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Total 32 100.0 100.0
DO2
Frequency Percent Valid Percent Cumulative Percent
Valid 1 2 6.3 6.3 6.3
3 3 9.4 9.4 15.6
4 11 34.4 34.4 50.0
5 16 50.0 50.0 100.0
Total 32 100.0 100.0
DO3
Frequency Percent Valid Percent Cumulative Percent
Valid 1 3 9.4 9.4 9.4
3 4 12.5 12.5 219
4 11 34.4 34.4 56.3
5 14 43.8 43.8 100.0
Total 32 100.0 100.0
SDI1
Frequency Percent Valid Percent Cumulative Percent
Valid 3 1 3.1 3.1 3.1
4 12 375 37.5 40.6
5 19 59.4 59.4 100.0
Total 32 100.0 100.0
SDI2
Frequency Percent Valid Percent Cumulative Percent
Valid 1 2 6.3 6.3 6.3
2 1 3.1 3.1 9.4
3 3 9.4 9.4 18.8
4 12 375 37.5 56.3
5 14 43.8 43.8 100.0
Total 32 100.0 100.0
SDI3
Frequency Percent Valid Percent Cumulative Percent
Valid 1 2 6.3 6.3 6.3
3 1 3.1 3.1 9.4
4 16 50.0 50.0 59.4
5 13 40.6 40.6 100.0
Total 32 100.0 100.0
TR1
Frequency Percent Valid Percent Cumulative Percent
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Valid 1 3 9.4 9.4 9.4
3 2 6.3 6.3 15.6
4 16 50.0 50.0 65.6
5 11 344 34.4 100.0
Total 32 100.0 100.0
TR2
Frequency Percent Valid Percent Cumulative Percent
Valid 3 2 6.3 6.3 6.3
4 15 46.9 46.9 53.1
5 15 46.9 46.9 100.0
Total 32 100.0 100.0
TR3
Frequency Percent Valid Percent Cumulative Percent
Valid 1 5 15.6 15.6 15.6
2 3 9.4 9.4 25.0
3 2 6.3 6.3 31.3
4 17 53.1 53.1 84.4
5 5 15.6 15.6 100.0
Total 32 100.0 100.0
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B.2 AQuestionnaire Reliability by Cronbach's Alpha

Reliability Statistics

Cronbach's
Alpha Based on
Cronbach's Standardised
Alpha Items N of Items
.756 .796 51
Reliability Statistics
Cronbach's
Alpha Based on
Cronbach's Standardised
Alpha Items N of Items
716 .736 3
Item Statistics
Mean Std. Deviation N
1 4.50 .842 32
12 4.53 .621 32
113 4.53 .621 32
Reliability Statistics
Cronbach's
Alpha Based on
Cronbach's Standardised
Alpha Items N of Items
.636 .696 2
Item Statistics
Mean Std. Deviation N
ST1 4.59 .560 32
ST2 3.75 1.391 32
Reliability Statistics
Cronbach's
Alpha Based on
Cronbach's Standardised
Alpha Items N of ltems
.848 .849 3
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Iltem Statistics

Mean Std. Deviation N
AH1 4.13 1.129 32
AH2 3.91 1.279 32
AH3 3.88 1.314 32

B.3 Questionnaire Analysis

One-Sample Statistics of the security risk questionnaire
N Mean Std. Deviation Std. Error Mean
111 32 4.50 .842 149
112 32 4.53 .621 110
113 32 4.53 .621 110
ST1 32 4.59 .860 .099
ST2 32 3.75 1.391 246
AH1 32 4.13 1.129 .200
AH2 32 3.91 1.279 226
AH3 32 3.88 1.314 232
MI1 32 4.22 1.070 .189
MI2 32 4.56 .619 109
MI3 32 4.66 .783 .085
CR1 32 3.91 1.146 .203
CR2 32 4.16 1.019 .180
CR3 32 4.06 1.162 .205
CR4 32 4.53 621 110
DO1 32 4.47 621 110
D02 32 4.22 1.070 .189
DO3 32 4.03 1.204 213
SDI1 32 4.56 .564 .100
SDI2 32 4.09 1.118 .198
SDI3 32 4.19 .998 176
DL1 32 4.25 .916 162
DL2 32 3.97 1.092 193
DL3 32 4.06 1.105 195
One-Sample Statistics of the security social factors questionnaire
N Mean Std. Deviation Std. Error Mean
TR1 32 4.00 1.136 201
TR2 32 4.41 .615 .109
TR3 32 3.44 1.318 .233
SC1 32 4.19 .998 A76
SC2 32 4.19 931 165
SC3 32 4.25 .950 .168
PR1 32 4.50 718 127
PR2 32 4.25 1.016 .180
PR3 32 3.41 1.266 224
One-Sample Statistics of the security benefits factors questionnaire
N Mean Std. Deviation Std. Error Mean
SS1 32 4.16 674 101
SS2 32 4.09 641 113
SS3 32 4.16 677 120
SS4 32 4.00 1.016 .180
CEl1 32 4.31 .693 122
CE2 32 4.31 592 105
AS1 32 4.19 .738 130
AS2 32 4.34 .845 .096
AS3 32 4.34 .602 .106
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One-Sample Statistics of the security risk questionnaire
N Mean Std. Deviation Std. Error Mean
SSi1 32 4.16 .884 .156
SSI2 32 4.34 .701 124
SSI3 32 4.41 .615 .109
Cs1 32 4.19 .693 122
CS2 32 4.06 716 127
SLA1 32 4.03 .695 123
SLA2 32 4.25 .880 .156
RC1 32 4.00 .718 127
RC2 32 3.97 .740 131

One-Sample Test of the Questionnaire for Security Risks Category

Test Value = 3
95% Confidence Interval of the
Difference
t df Sig. (2-tailed) Mean Difference Lower Upper
111 10.072 31 .001 1.500 1.20 1.80
112 13.940 31 .001 1.531 1.31 1.76
113 13.940 31 .001 1.531 1.31 1.76
ST1 16.102 31 .001 1.594 1.39 1.80
ST2 3.050 31 .005 .750 .25 1.25
AH1 5.638 31 .001 1.125 .72 1.53
AH2 4.008 31 .001 .906 .45 1.37
AH3 3.768 31 .001 .875 .40 1.35
Mi1l 6.445 31 .001 1.219 .83 1.60
MI2 14.281 31 .001 1.563 1.34 1.79
MI3 19.416 31 .001 1.656 1.48 1.83
CR1 4.473 31 .001 .906 49 1.32
CR2 6.416 31 .001 1.156 .79 1.52
CR3 5.171 31 .001 1.063 .64 1.48
CR4 13.940 31 .001 1.531 1.31 1.76
DO1 13.371 31 .001 1.469 1.24 1.69
DO2 6.445 31 .001 1.219 .83 1.60
DO3 4.844 31 .001 1.031 .60 1.47
SDI1 15.661 31 .001 1.563 1.36 1.77
SDI2 5.536 31 .001 1.094 .69 1.50
SDI3 6.731 31 .001 1.188 .83 1.55
DL1 7.721 31 .001 1.250 .92 1.58
DL2 5.018 31 .001 .969 .58 1.36
DL3 5.438 31 .001 1.063 .66 1.46
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One-Sample Test of the Questionnaire for Security Social Factors

Category
Test Value = 3
95% Confidence Interval of the
Difference
t df Sig. (2-tailed) Mean Difference Lower Upper
TR1 4.980 31 .001 1.000 .59 1.41
TR2 12.938 31 .001 1.406 1.18 1.63
TR3 1.877 31 .070 .438 -.04 91
SC1 6.731 31 .001 1.188 .83 1.55
SC2 7.215 31 .001 1.188 .85 1.52
SE8 7.440 31 .001 1.250 91 1.59
PR1 11.811 31 .001 1.500 1.24 1.76
PR2 6.960 31 .001 1.250 .88 1.62
PR3 1.815 31 .079 .406 -.05 .86

One-Sample Test of the Questionnaire for Security Benefits Category
Test Value = 3

95% Confidence Interval of the

t df Sig. (2-tailed)  Mean Difference Difference

Lower Upper
SS1 11.392 31 .001 1.156 .95 1.36
SS2 9.659 31 .001 1.094 .86 1.32
SS3 9.658 31 .001 1.156 91 1.40
SS4 5.568 31 .001 1.000 .63 1.37
CE1 10.718 31 .001 1.313 1.06 1.56
CE2 12.535 31 .001 1.313 1.10 1.53
AS1 9.105 31 .001 1.188 .92 1.45
AS2 13.939 31 .001 1.344 1.15 1.54
AS3 12.636 31 .001 1.344 1.13 1.56
SSI1 7.400 31 .001 1.156 .84 1.47
SSI2 10.849 31 .001 1.344 1.09 1.60
SSI3 12.938 31 .001 1.406 1.18 1.63
Cs1 9.698 31 .001 1.188 .94 1.44
CS2 8.399 31 .001 1.063 .80 1.32
SLA1 8.395 31 .001 1.031 .78 1.28
SLA2 8.036 31 .001 1.250 .93 1.57
RC1 7.874 31 .001 1.000 74 1.26
RC2 7.407 31 .001 .969 .70 1.24
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Appendix C  Validation Study (Questionnaire)

C.1 Initial Instrument

Cloud Security Adoption Model for Government Organisations in Kingdom of Saudi Arabia

I am a PhD research student at University of Southampton, Southampton, UK. As part of my thesis, | am
conducting a survey to investigate the security factor that might affect the Saudi government organisation

to adopt cloud services.

The questionnaire designed for this research consists of two parts. The first part asks about the
respondent’s demographics. The second part asks about is the main study about the cloud security

adoption of the government organisations.

If you are expert on IT and security in Saudi government organisation, | would be grateful if you fill out
this survey. Your participant is voluntary and all responses will be anonymous and treated as completely

confidential and it will be not be possible for anyone to identify the information you supply.

The questionnaire will only take 15 — 20 minutes of your time and it is recommended not to spend too
long on any question. Your first thoughts are usually your best. Your participation is voluntary, and you

can withdraw at any time without consequence.

If you have any queries or would like further information about this research please feel free to contact

me.

Please select the appropriate

O | have read and understood the above and agree to take part in the survey.

o | have read and understood the above and don’t wish to take part in the survey.

Thank you

Madini Alassafi

Electronics and Computer Science
University of Southampton, United Kingdom

SO17 1BJ, UK

Email: moa2gl5@soton.ac.uk
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The aim of this research is to investigate the security factors that may influence the adoption of cloud
computing in Saudi Arabia government organisations. Your expertise will play a major role in addressing
and building a security model of cloud computing services for government organisations which may be
implemented widely. All information provided will be used for research purposes only. Thank you very

much for taking part in this study.

Part 1 Demographic Information (General Questions)

1- Have you ever worked on IT or security project in Saudi government organisation?
o Yes o No

2- Have you ever used cloud services at your organisation?
o Yes o No

3- Do you think security affects your organisation decision to adopt cloud services?
o Yes o No

4- Does your organisation adopt cloud services yet?
o Yes o No

5- How many years of experience do you have in IT or security project field?
o 2years o 3-5years
o 6-10years o More than 10 years

Part 2 Study Questions

To what extent do you agree about the effect of the following statements on the adopting of
cloud services in your government organisations?

(Strongly Agree = 5, Agree = 4, Neutral = 3, Disagree = 2, Strongly Disagree = 1)

Construct Statements Coding 5
Insecure Insecure application interfaces have an 11 O 0 0 0O
interfaces impact on the decision to adopt cloud

services.

By understanding the dependency chain 112 O 0O 0 0 O

associated with secure interfaces, you can
reduce the risks in adopting cloud services.
Awareness of the risks of insecure 113 O 0O 0 0O
application interfaces affects the decision of
adopt cloud services.

Shared technology Secure shared technology affect the ST1 O 0O O 0O
adoption of cloud services.
Having a high quality of service in sharing ST2 O 0 0 0O
technology would encourage us to use cloud
computing.
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Some applications may be designed without
using  trusted computing  practices,
depending on the type of risks associated
with the shared technology which affect the
organisation decision to adopt the cloud.

ST3

Account hijacking

It is important to be aware of account
hijacking risks while adopting cloud services.

AH1

Account hijacking is considered to be one of
the major risks in cloud services that affect
the decision to adopt the cloud.

AH2

Stolen identities, one of the risks of service
hijacking, may affect the decision to adopt
cloud services.

AH3

Service hijacking often comes with stolen
identifications that affect the decision to
adopt cloud.

AH4

Malicious insiders

Without full knowledge and control,
government organisations will be at risk with
malicious insider attacks.

Mi1

Malicious insider risks can affect the
confidentiality, integrity, and availability of
the government organisation data.

MI2

Saudi organisations should have knowledge
about cloud providers’ measures to avoid
risk of malicious insider.

MI3

Failure to Comply
with Regulations

Compliance with regulations affects Saudi
government decision to use cloud services.

CR1

Current Laws and regulations in Saudi
government organisation are not sufficient
to protect information stored in the cloud.

CR2

It is necessary that cloud computing
regulations comply with Saudi Arabia laws.

CR3

Failure to Comply with Regulations is an
effective factor that can make a secure
reluctant transferring to the cloud.

CR4

Data ownership

Data ownership affects Saudi government
decision to use cloud services.

DO1

In order to reduce risks associated with Data
Ownership, ownership of data should be
authorised while adopting cloud services.

DO2

The ownership of data should be exclusive
when adopting cloud.

DO3

Data ownership terms should be clearly
stated in services level agreement.

DO4

Data ownership is critical factor in cloud
security that my government agency require
to take it in consideration.

DO5

Service and data
integration

Data integration affects Saudi government
decision to adopt cloud services.

SDI1

Integration of Saudi government
applications with cloud services is causing a
challenge to adopt the cloud.

SDI2

Unsecured data is more susceptible to
interception while being transmitted in the
cloud.

SDI3
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Data leakage

The fear of leaking Saudi government data
affects the decision to adopt the cloud.

DL1

Non-disclosed of data leakage events on the
cloud provider raise concerns in Saudi
government organisations.

DL2

In general, data leakage risk hinders Saudi
organisations’ adoption of the cloud.

DL3

Data leakages are weakness of physical
transport system for cloud data and backups.

DL4

Failure of Client-
side encryption

Client-side  encryption affects  Saudi
government decision to use cloud services.

CSE1

Saudi organisations should be aware about
Client-side encryption while it plays in an
important role in data protection.

CSE2

The organisations feel that the client-side
encryption risks outweigh the benefits of
adopting the cloud services.

CSE3

Trust

Trust affects Saudi government decision use
cloud services.

TR1

Access of third-parties to an organisation’s
data may raise security concerns and affects
the adoption of the cloud.

TR2

Storing our organisation’s data under third-
party control is one of our concerns to adopt
the cloud.

TR3

Security Culture

Security culture affects Saudi government
decision use cloud services.

SC1

Security culture affects the execution of
information  security  policies  within
government organisations.

SC2

Organisations would be more confident in
using cloud services if the provider was
based in Saudi Arabia.

SC3

Privacy

Privacy concerns affect the government
organisation decision to use cloud services.

PR1

Government organisations would be more
confident to use cloud services if the privacy
of the information was guaranteed.

PR2

Access to personal information by third-
party organisations may raise privacy
concerns and affect the decision to use the
cloud.

PR3

Smart Scalable
security benefits

Smart scalable security benefits affect
government organisations’ decision to adopt
cloud services.

SS1

The ability to extend the security features in
edges network promote the government
organisation to adopt the cloud.

SS2

Smart scalable to multiple locations security
benefit is driven the government
organisation to adopt the cloud.

SS3

233



Timeless of response is importance smart
scalable security benefits to adopt cloud.

SS4

Cutting-edge
security market

Cutting edge cloud security marketing
affects government organisations’ decision
to adopt cloud services.

CEl

Saudi organisations should consider the
cutting-edge benefits in cloud security
marketing while adopting the cloud services.

CE2

Cloud security marketing services affect the
adoption of the cloud as it provides solutions
to critical problems facing organisations and
support remote workforces.

CE3

Advanced security
mechanism

Advanced security mechanisms benefits
affect government organisations’ decision to
adopt cloud services.

AS1

Having sufficient support from the cloud
provider in advance security mechanism
would encourage organisation to use cloud
services.

AS2

With advance security mechanism it is
necessary to have adequate technical
support from the cloud provider before and
after adopting cloud services.

AS3

Standardised
security interfaces

Implementation of the standardised security
interface features affects government
organisations’ decision to adopt cloud
services.

SSi1

Saudi organisations awareness about cloud
interfaces security standards benefits (cost
reduction), would encourage them to adopt
the cloud.

SSI2

Standardised security interfaces influence
the adoption of cloud since it can ease the
organisations’ ability to change from one
provider to another quickly.

SSI3

It is importance to consider standardised
security interface features when adopting
the cloud.

SSi4

Cloud security
auditing

Cloud security auditing affects government
organisations’ decision to adopt cloud
services.

Cs1

Saudi organisations knowledge about cloud
security auditing benefits such as pay as you
go auditing drive them to adopt the cloud.

CS2

Cloud scalable auditing feature, influence
the decision to adopt the cloud in Saudi
organisations.

Cs3

SLA audit
enforcement

Enforcing audit terms and conditions in the
service level agreement by Saudi
organisations would promote the cloud
adoption decision.

SLA1

Cloud providers’ compliance to Saudi
regulations audit requirements, helps the
Saudi organisations to adopt their cloud
services.

SLA2
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Clear stating of audit responsibilities of both
Saudi organisation and the cloud provider,
influence the decision of adopting the cloud.

SLA3

Resource
concentration

Resource concentration benefits affect
government organisations’ decision to adopt
cloud services.

RC1

Saudi organisations awareness of cloud
resource concentration (pool of security
protection features), can accelerate the
decision to adopt the cloud.

RC2

Comprehensive security policy, advanced
data management controls and up to date
patches in resource concentration approach,
would encourage the adoption decision.

RC3

Decision to adopt
the cloud

It is likely that Saudi organisations will take
steps to adopt cloud computing in the future.

DAC1

Saudi organisations decide to adopt cloud
computing.

DAC2

| think, in the near future, most of the Saudi
government organisations are going to
decide to adopt the cloud services.

DAC3

| feel comfortable recommending the
adoption of cloud to my organisation.

DAC4
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C.2 Expert Evaluation Feedback

Note to Experts for Evaluation Purposes

Greeting,

I am a PhD research student at University of Southampton, Southampton, UK. As part of my thesis, | am
conducting evaluation feedback from your expertise in order to evaluate the questions for security factor

that might affect the Saudi government organisation to adopt cloud services.

Please evaluate this instrument using the evaluation criteria as below:

Evaluation Criteria of Definition
the Items/ Scales

Essential The question is necessary to define the security factors in cloud
computing adoption. It needed be involved and if not involved
would affect the factors negatively.

Useful but NOT The question may be valuable but NOT necessary to define the
essential factors in cloud computing adoption
NOT essential The question is NOT necessary to define the security factors in

cloud computing adoption. It is NOT needed be involved and if
involved would NOT affect the factors.

This evaluation is to get the understanding if the questions are important or not and whether the scales
appropriately measuring the question or not. If you are expert on IT and security in Saudi government
organisation, | would be grateful if you fill out this survey. Your participant is voluntary and all responses
will be anonymous and treated as completely confidential and it will be not be possible for anyone to

identify the information you supply.

Please evaluate the item by placing a tick (V) in appropriate part of the evaluation criteria
Thank you

Madini Alassafi

Electronics and Computer Science
University of Southampton, United Kingdom SO17 1BJ, UK

Email: moa2gl5@soton.ac.uk
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Security Factor

Evaluation Criteria of the Items

Item
Number

Essential

Useful but NOT
essential

NOT
essential

Insecure interfaces

111

o

o

112

113

Shared technology

ST1

ST2

ST3

Account hijacking

AH1

AH2

o/o|lo|o|O0|O|O|O

oO|/0O|lO0|O0O|O|O|O

o|/0|O0|O0O|O|0O O

AH3

Malicious insiders

MI1

MI2

MI3

Failure to Comply with
Regulations

CR1

O|/0|O0|O|O

O/0|O0|O|O

OoO|/0o|O0|0O|O

CR2

CR3

Data ownership

DO1

DO2

DO3

DO4

Service and data integration

SDI1

SDI2

SDI3

Data leakage

DL1

DL2

DL3

Failure of Client-side
encryption

CSE1

o/o/lojojo|jo|O0|O0O|lO|O|O|O|O

o/o/lojojo|o|O0|O|lO|O|O|O|O

o/o/ojojo|jo0|O0O|O|O|O|0O|0O|O

CSE2

CSE3

Trust

TR1

TR2

TR3

Security Culture

SC1

SC2

SC3

Privacy

PR1

PR2

PR3

Smart Scalable security
benefits

SS1

o|jo|jo|o|o|0O|/O|O|O|O|O|O

o|jo|jo|o|o|jO0O|/O|O|O|O|O|O

o|o|0o|0O|O0O|O|O|O|O|O|O|O

SS2

(o]

(o]

(o]

SS3

(e]

(o]

(¢]

Cutting-edge security market

CEl
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Security Factor

Evaluation Criteria of the Items

Item
Number

Essential

Useful but NOT
essential

NOT
essential

CE2

(e}

(e}

CE3

Advanced security mechanism

AS1

AS2

AS3

Standardised security
interfaces

SSi1

o/oj0|O0|O0| O

o/o0o|0|0O|O

o/o0o|0|0O|O

SSI2

SSI3

Cloud security auditing

Cs1

CS2

CS3

SLA audit enforcement

SLA1

SLA2

SLA3

Resource concentration

RC1

RC2

RC3

Decision to adopt the cloud

DAC1

DAC2

DAC3

DAC4

o/o/o|o|o/O0|O|O|O|O|O|O|O|O|O

o/o/ojo|o/o0o|O0O|O|O|O|O|O|O|O|O

o/o/ojo|o/O0|O0O|O|O|O|O|O|O|O|O

Thanks you very much for your time.
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C.3 Content Validity Ratio Analysis
Content Validity Ratio (CVR) Among Factors with its Items
Items Important Neither Important nor Unimportant  Unimportant CVR CVR
Average
n 6 1 0 0.71 0.90
12 7 0 0 1.00
1n3 7 0 0 1.00
STl 6 0 1 0.71 0.81
ST2 7 0 0 1.00
ST3 6 1 0 0.71
AH1 6 1 0 0.71 0.71
AH2 7 0 0 1.00
AH3 6 0 1 0.71
AH4 5 1 1 0.43
Mi1 6 1 0 0.71 0.71
Mi2 6 0 1 0.71
Mi3 6 0 1 0.71
CR1 7 0 0 1.00 0.90
CR2 7 0 0 1.00
CR3 6 1 0 0.71
CR4 4 2 1 0.14
Do1 6 0 1 0.71 0.77
D02 7 0 0 1.00
DO3 7 0 0 1.00
DO4 7 0 0 1.00
DO5 4 2 1 0.14
sDI1 6 0 1 0.71 0.71
SDI2 6 1 0 0.71
SDi3 6 1 0 0.71
DL1 7 0 0 1.00 0.86
DL2 7 0 0 1.00
DL3 6 0 1 1.00
DL4 5 1 1 0.43
CSE1 6 1 0 0.71 0.81
CSE2 7 0 0 1.00
CSE3 6 1 0 0.71
TR1 6 1 0 0.71 0.81
TR2 6 1 0 0.71
TR3 7 0 0 1.00
sC1 7 0 0 1.00 0.90
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Content Validity Ratio (CVR) Among Factors with its Items

Items Important Neither Important nor Unimportant  Unimportant CVR CVR
Average
sC2 7 0 0 1.00
5C3 6 0 1 0.71
PR1 6 1 0 0.71 0.71
PR2 6 0 1 0.71
PR3 6 0 1 0.71
551 7 0 0 1.00 0.64
552 6 0 1 0.71
553 6 0 1 0.71
sS4 4 2 1 0.14
CEl 6 0 1 0.71 0.81
CE2 6 0 1 0.71
CE3 7 0 0 1.00
As1 7 0 0 1.00 0.90
AS2 7 0 0 1.00
AS3 6 1 0 0.71
Ssi1 6 0 1 0.71 0.90
ssi2 7 0 2 1.00
SSI3 7 0 0 1.00
cs1 6 0 1 0.71 0.90
cs2 7 0 0 1.00
cs3 7 0 0 1.00
SLA1 7 0 0 1.00 0.81
SLA2 6 1 0 0.71
SLA3 6 1 0 0.71
RC1 6 1 0 0.71 0.71
RC2 6 0 1 0.71
RC3 6 0 1 0.71
DAC1 6 1 0 0.71 0.86
DAC2 7 0 0 1.00
DAC3 6 0 1 0.71
DAC4 7 0 0 1.00
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C.4 Content Validity Ratio Analysis for 67 Items

Factor Total of Significant CVR CVR CVR CRV  CVR Average
items Items item item item item item CVR
1 2 3 4 5
I 3items 3 items 0.7 1.00 1.00 - - 0.90
ST 3 items 3 items 0.7 1.00 0.7.6 - - 0.81
AH 4 items 3 items 0.7 1.00 0.7 0.4 - 0.71
Mi 3items 3 items 0.7 0.7 0.7 - - 0.71
CR 4 items 3 items 1.00 1.00 0.7 0.1 - 0.90
DO 5 items 4 items 0.7 1.00 1.00 1.00 0.1 0.77
SDI 3items 3items 0.7 0.7 0.7 - - 0.71
DL 4 items 3 items 1.00 1.00 1.00 0.4 - 0.86
CSE 3items 3 items 0.7 1.00 0.7 - - 0.81
TR 3items 3 items 0.7 0.7 1.00 - - 0.81
SC 3 items 3 items 1.00 1.00 0.7 - - 0.90
PR 3items 3 items 0.7 0.7 0.7 - - 0.71
SS 4 items 3 items 1.00 0.7 0.7 0.1 0.4 0.64
CE 3 items 3 items 0.7 0.7 1.00 - - 0.81
AS 3 items 3 items 1.00 1.00 0.7 - - 0.90
SSI 4 items 3 items 1.00 0.7 0.7 0.1 - 0.64
CS 3 items 3 items 0.7 0.7 1.00 - - 0.90
SLA 3 items 3 items 1.00 0.7 0.7 - - 0.81
RC 3items 3 items 0.7 0.7 0.7 - - 0.71
DAC 4 items 4 items 0.7 1.00 0.7 1.00 - 0.86
Total 67 62
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C.5 Correlations Matrix
Correlations
Il ST|AH | Ml |CR| DO |sSDI| DL |cSE| TR |SC|PR|Ss|CE|As |ssi| cs |sta| Rc
Pearson 4] 4
I 4 1 |.646".160|.348|.228 | .076 |.467"|.216|.135| -.054 | .067 |.272|.020|.011.171 |-.146| -.249 |-.064| -.053
Correlation
Sig. (2-tailed) .000|.397 |.060 | .227 | .690|.009 |.251|.477| .778 |.723|.145|.917|.953|.366 | .441| .184 |.735| .782
N 30 30|30 |30 |30 |30 |30 |30 |30 3 |30]|30]|30|3]|30]|3]| 3 |3]| 30
Pearson
ST , 646" | 1 |.335|.296|.435%| .200|.446*|.186 |.433* .083 |.119|.355|.081|.168|.169|.063 | -.152 |.054| .104
Correlation
Sig. (2-tailed) | .000 .071|.112|.016 | .289 |.013|.325|.017| .662 |.530|.055|.669 |.374|.371|.740| 423 |.775| .584
N 30 30|30 |30|30 |30 |30 |3 |30 3 |30]|30]|30|3]|30]|30]| 3 |30]| 30
AH PERISET 160 |.335| 1 |.189| 214 |B307|484%|.498|.706% 4 q. | AT9N.571M 2964 3909|4204 441% 259 |.346| 209
Correlation * * * * * *
Sig. (2-tailed) | 397 |.071 .316/.257 | .000 |.007|.006|.000| .021 |.007|.001|.031|.076|.021|.015| .168 |.061| .108
N 30 30|30 |30 |30 |30 |30|30|30| 3 |30]|30]|30|3]|30]|30]| 3 |3]| 30
Pearson
M 4 348 |.296|.189| 1 |.112|.212|.366%.234|.190 -.068 |-.049|.216 |.095|.000|.144 |.086 | -.142 |-.123| -.049
Correlation
Sig. (2-tailed) | .060 |.112|.316 556 | .260 |.047|.214|.315| .720 |.797].251|.617 [1.000|.447 | .651 | .453 |.519| .798
N 30 30|30 |30 |30 |30 |30 |3 |30 3 |30]|30]|30|3]|30]|3]| 3 |3]| 30
g | e 228|435+ 214|.112| 1 | 425+ 4% 4024 308+ 425+ | .188|.290 27| 306 | 9| 430+ 313 |4144 270
Correlation
Sig. (2-tailed) | 227 |.016|.257|.556 .019.010|.028.029| .019 |.320|.119|.003|.100|.001|.018| .092 |.023| .150
N 30 30|30 |30 |30 |30 |30 |3 |30 3 |30]|30]|30|3]|30]|3]| 3 |3]| 30
Pearson - . o " o o . . .
DO . 076 |.200(.630"| .212|.425"| 1 |510".648"|.505"| .358 |470"(.384"|.426'|.217|.376°| .348| 273 |.296| .192
Correlation
Sig. (2-tailed) | .690 |.289(.000|.260|.019 .004|.000(.004| .052 |.009|.036|.019|.250|.040|.059| .145 |.112| .310
N 30 30|30 |30 |30 |30 |30 |3 |30 3 |30]|3|30|3]|30]|3]| 3 |3]| 30
Pearson - * ™ * . - ] ™ " ] * * *
spl ) 467" |.446'|.4847|.3667|.4647|.5107| 1 | 54075067 .213 |.420°|5177|.364°|.371°|.377'| .334| .169 |.213| .199
Correlation
Sig. (2-tailed) | .009 |.013|.007|.047.010 | .004 .002|.004| .258 |.021|.003|.048|.044|.040|.071| 372 | .259| .292
N 30 30|30 |30|30 |30 |30|30|30| 3 |30]|30]|30|3]|30]|30]| 3 |3]| 30
Pearson - " *x o *x 4 4 * ] * 4]
DL 4 216 |.186(.493"|.234|.402"|.6487|.540" 1 |.259|.595"|.491"552"].427°|.187|.609"|.462°| .213 | 487" .306
Correlation
Sig. (2-tailed) | 251 |.325|.006 |.214|.028 | .000|.002 167/ .001 |.006|.002|.018|.323|.000|.010| .259 |.006| .100
N 30 30|30 |30|30 |30 |30|30|30| 3 |30]|30]|30|3]|30]|30]| 3 |3]| 30
Pearson " - " - o " " "
CSE : 135 |.433'|.706"|.190|.398"|.5057|.506" .259| 1 | .405" |.307|.280|.428°|.346|.319|.428"| .139 |.359| .335
Correlation
Sig. (2-tailed) | .477 |.017|.000].315|.029 | .004 | .004|.167 .026 |.099|.134|.018|.061|.086|.018| .462 |.051| .070
N 30 30|30 |30|30 |3 |30 |3 |30 3 |30]|30]|30|3]|30]|3]| 3 |3]| 30
TR EETS) -054 |.083|.419|-.068|.425'| 358 |.213|595".405"| 1 |.281|.251|497".330|662"( 679" .267 | 728" .568"
Sl : .083]. .068|. 358 | 213|595 281|251, .339|.662]. 267 |. )
Sig. (2-tailed) | .778 |.662|.021|.720.019|.052 |.258.001 |.026 .133|.180/.005|.067 |.000|.000| .154 |.000| .001
N 30 30| 30|30 |30 |30|30|30|30| 30 |30]|30]|30|3]|30]|30]| 3 |3]| 30
Pearson ™ - " ] - * ]
sc 4 067 |.119|.4797|-.049| .188 |.4707|.420'|.4917.307 | .281 | 1 |.212|.349|.347|.346 | .497"| .448" | 467" .308
Correlation
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Sig. (2-tailed) 723 .530(.007 |.797|.320|.009 |.021|.006 |.099| .133 .260(.058.060|.061|.005| .013 |[.009| .098
N 30 30 (| 30 | 30| 30 | 30 [ 30 | 30 | 30 30 30 | 30|30 (|30 (30|30 30 30 30
Pearson - . - o .
PR . 272 .355|.5717(.216 | .290 |.3847|.5177|.5527|.280| .251 |.212| 1 |.129(.049(.390°(.252| .113 |.193| .105
Correlation
Sig. (2-tailed) .145 .055|.001 |.251.119|.036 |.003|.002|.134| .180 |.260 .498|.795|.033|.180| .553 [.307| .579
N 30 30 | 30 | 30| 30 | 30 [ 30 | 30 | 30 30 30 | 30|30 |30 (30|30 30 30 30
Pearson . " . . . . - o *, o *, o -
SS . .020 .081(.3957(.095|.5277|.4267|.3647|.4277|.4287| .497" |.349|.129| 1 |5927|.7467|.753"| .654" |.7907| .793
Correlation
Sig. (2-tailed) 917 .669(.031(.617|.003|.019|.048|.018|.018| .005 |.058|.498 .001{.000(.000| .000 |.000| .000
N 30 30 | 30 | 30| 30 | 30 [ 30 | 30 | 30 30 30 | 30|30 (|30 (30|30 30 30 30
Pearson x - o - " o -
CE . .011 .168|.3291.000|.306|.217|.3717|.187(.346 | .339 |.347(.049|.592"| 1 [.4947|.6157|.509" 5347 .494
Correlation
Sig. (2-tailed) 953 .374|.076 |1.000| .100 | .250|.044|.323|.061| .067 |.060|.795|.001 .006|.000| .004 |.002| .006
N 30 30 | 30 | 30 | 30 30 [ 30 | 30 | 30 30 30 |30 |30 |30 (30| 30 30 30 30
Pearson . - " . o - " o ol o " ol -
AS . 171 .169(.4207(.144 (.5907|.3767|.377°|.6097| .319 | .662™ | .346 [.390°(.7467(.494"| 1 |781"| .456" |.741"| .572
Correlation
Sig. (2-tailed) .366 .371|.021 |.447(.001|.040 (.040|.000|.086| .000 |.061|.033|.000 |.006 .000| .011 |.000| .001
N 30 30 (| 30 | 30| 30 | 30 [ 30 | 30 | 30 30 30 | 30 |30 (|30 (30|30 30 30 30
Pearson . . . . - ol M o M - o -
SSI . -.146 |.063(.4417|.086|.4307|.348 |.334(.4627(.428| .679" |.4977|.252|.753"7.6157.781"| 1 |[.569" |.847"| .726
Correlation
Sig. (2-tailed) 441 .740|.015|.651(.018|.059 |.071|.010|.018| .000 |.005|.180 |.000 |.000 |.000 .001 [.000| .000
N 30 30 | 30 | 30| 30 | 30 [ 30 | 30 | 30 30 30 | 30|30 |30 (30|30 30 30 30
cs | Pearson -249 |-152|.250|-142| 313 | .273|.169|.213|.139| 267 |.448"|.113|6547|509"|.456'| 5697 1 |578" .510"
Sl . . . . . . . . . . . . . . . . . .
Sig. (2-tailed) .184 423|.168|.453|.092 | .145|.372|.259|.462 | .154 |.013(.553|.000|.004 (.011|.001 .001| .004
N 30 30 | 30 | 30| 30 | 30 | 30| 30 | 30 30 30 | 30| 30|30 (30| 30 30 30 30
Pearson . o - ol o M ,* o - -
SLA . -.064 |.054|.346 |-.123(.4147|.296 |.213|.4877|.359|.728™ [.467"|.193 [.7907(.5347(.7417|.847"| .578 1 .860
Correlation
Sig. (2-tailed) .735 .775|.061 |.519(.023|.112|.259|.006|.051| .000 |.009 |.307(.000.002|.000|.000| .001 .000
N 30 30 | 30 | 30 | 30 | 30 [ 30 | 30 | 30 30 30 | 30|30 |30 (30|30 30 30 30
Pearson - M - H o - .
RC . -.053 |[.104|.299 |-.049|.270|.192|.199.306|.335|.568™ |.308|.105 |.7937(.4947(.5727|.726"| .510™ |.860 1
Correlation
Sig. (2-tailed) .782 .584|.108 |.798|.150|.310(.292|.100|.070| .001 |.098.579.000 |.006 |.001(.000| .004 |.000
N 30 30 | 30 | 30 | 30 | 30 [ 30 | 30 | 30 30 30 |30 |30 (|30 (30|30 30 30 30
DAC Pearson .587* .527* .598* .701*|.490*|.468*|.515% .553*
Correlation .052 111).319(.076 * |.294| * |.178| * .301 [.431*.093| * * * * | .460% | * .551**
Sig. (2-tailed) .785 .560|.086|.689|.001|.115).003|.346(.000| .107 [.017.626|.000|.006|.009|.004| .010 |.002| .002
N 30 30 | 30 | 30 | 30 | 30 [ 30 | 30 | 30 30 30 [ 30 | 30 | 30 | 30 | 30 30 30 30

**_Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).

243




C.6 Reliability

Reliability Statistics All Iltems
Cronbach's

Alpha Based on

Cronbach's Standardised
Alpha Iltems N of Items
.945 .948 62

Reliability Statistics of Security Risk
Factors
Cronbach's

Alpha Based on

Cronbach's Standardised
Alpha ltems N of Items
.839 .837 9

Inter-ltem Correlation Matrix

Il ST AH Mi CR DO SDI DL CSE
Il 1.000 .646 .160 .348 .228 .076 467 .216 135
ST .646 1.000 .335 .296 435 .200 446 .186 433
AH .160 .335 1.000 .189 214 .630 484 493 .706
Ml .348 .296 .189 1.000 112 212 .366 234 .190
CR .228 435 .214 112 1.000 425 464 402 .398
DO .076 .200 .630 212 425 1.000 .510 .648 .505
SDI 467 446 484 .366 464 .510 1.000 .540 .506
DL .216 .186 493 .234 402 .648 .540 1.000 .259
CSE .135 433 .706 .190 .398 .505 .506 .259 1.000

Reliability Statistics of Security Social
Factors
Cronbach's

Alpha Based on

Cronbach's Standardised
Alpha Iltems N of Items
.730 726 3
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Inter-ltem Correlation Matrix

TR SC PR
TR 1.000 .281 251
SC .281 1.000 212
PR .251 212 1.000

Reliability Statistics of Security
Benefit Factors
Cronbach's

Alpha Based on

Cronbach's Standardised
Alpha Iltems N of ltems
.927 .928 7

Inter-ltem Correlation Matrix

SS CE AS SSI CS SLA RC
SS) 1.000 .592 746 .753 .654 .790 .793
CE .592 1.000 494 .615 .509 .534 494
AS 746 494 1.000 .781 456 741 572
SSI .753 .615 .781 1.000 .569 .847 726
CS .654 .509 456 .569 1.000 .578 .510
SLA .790 .534 741 .847 .578 1.000 .860
RC .793 494 572 726 .510 .860 1.000
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C.7 Improved Instrument

Practitioners Survey

Security Factors that Influence Cloud Computing Adoption in Saudi Government Organisations

I am a PhD research student at University of Southampton, Southampton, UK. As part of my thesis, | am conducting
a survey to investigate the security factor that might affect the Saudi government organisation to adopt cloud

services.

The aim of this research is to investigate the security factors that may influence the adoption of cloud computing in
Saudi Arabia government organisations. Your expertise will play a major role in addressing and building a security
model of cloud computing services for government organisations which may be implemented widely. All

information provided will be used for research purposes only. Thank you very much for taking part in this study.

The questionnaire designed for this research consists of two parts. The first part asks about the respondent’s
demographics. The second part asks about is the main study about the cloud security adoption of the government

organisations.

If you are expert on IT and security in Saudi government organisation, | would be grateful if you fill out this survey.
Your participant is voluntary and all responses will be anonymous and treated as completely confidential and it will

be not be possible for anyone to identify the information you supply.

The questionnaire will only take 15 — 20 minutes of your time and it is recommended not to spend too long on any
question. Your first thoughts are usually your best. Your participation is voluntary, and you can withdraw at any time

without consequence.

If you have any queries or would like further information about this research please feel free to contact me.

Please select the appropriate

o | have read and understood the above and agree to take part in the survey.

o | have read and understood the above and don’t wish to take part in the survey.

Thank you

Madini Alassafi

Electronics and Computer Science
University of Southampton, United Kingdom

SO17 1BJ, UK

Email: moa2gl5@soton.ac.uk
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Part 1: General Questions

1. Have you worked in an IT or security project in Saudi government organisation?

o Yes o No
2. Have you ever used cloud services at your organisation?

o Yes o No

3. Does your organisation adopt cloud services yet?

o Yes o No
4. Do you think security affects your organisation’s decision to adopt the cloud?

o Yes o No
5. Choose the option that best reflects your years of experience in the IT or security field:

o 2years o 3-5years

o 6-10years o More than 10 years

Part 2: Study Questions (Security Risks, Social, and Benefits of Security in the Cloud)

The proposed model consists of three categories, the Security Social Category, the Cloud Security Risks Category
and the Cloud Security Benefits Category.

The Main question in this survey:

6. Towhat extent do you agree about the effect of the following statements on the adopting of cloud services
in your government organisations?

Strongly Agree = 5, Agree = 4, Neutral = 3, Disagree = 2, Strongly Disagree= 1

Factor Statements Coding 5 4 3 2 1

Insecure interfaces Insecure application interfaces have an impact on 111 O 0O O O O
the decision to adopt cloud services.

By understanding the dependency chain associated 112 O o 0O O o

with secure interfaces, you can reduce the risks in
adopting cloud services.

Awareness of the risks of insecure application 113 O 0 0 O o
interfaces affects the decision of adopt cloud
services.

Shared technology Secure shared technology affect the adoption of ST1 o 0 0O o o
cloud services.
Having a high quality of service in sharing ST2 O 0O O O O
technology would encourage us to use cloud
computing.
Some applications may be designed without using ST3 o 0 0O o o

trusted computing practices, depending on the type
of risks associated with the shared technology
which affect the organisation decision to adopt the

cloud.

Account hijacking Itis important to be aware of account hijacking risks AH1 o 0 0O o o
while adopting cloud services.
Account hijacking is considered to be one of the AH2 o 0 0 o o

major risks in cloud services that affect the decision
to adopt the cloud.
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Stolen identities, one of the risks of service
hijacking, may affect the decision to adopt cloud
services.

AH3

Malicious insiders

Without full knowledge and control, government
organisations will be at risk with malicious insider
attacks.

Mi1

Malicious insider risks can affect the confidentiality,
integrity, and availability of the government
organisation data.

MI2

Saudi organisations should have knowledge about
cloud providers’ measures to avoid risk of malicious
insider.

MI3

Failure to Comply
with Regulations

Compliance with regulations affects Saudi
government decision to use cloud services.

CR1

Current Laws and regulations in Saudi government
organisation are not sufficient to protect
information stored in the cloud.

CR2

It is necessary that cloud computing regulations
comply with Saudi Arabia laws.

CR3

Data ownership

Data ownership affects Saudi government decision
to use cloud services.

DO1

In order to reduce risks associated with Data
Ownership, ownership of data should be authorised
while adopting cloud services.

DO2

The ownership of data should be exclusive when
adopting cloud.

DO3

Data ownership terms should be clearly stated in
services level agreement.

DO4

Service and data
integration

Data integration affects Saudi government decision
to adopt cloud services.

SDI1

Integration of Saudi government applications with
cloud services is causing a challenge to adopt the
cloud.

SDI2

Unsecured data is more susceptible to interception
while being transmitted in the cloud.

SDI3

Data leakage

The fear of leaking Saudi government data affects
the decision to adopt the cloud.

DL1

Non-disclosed of data leakage events on the cloud
provider raise concerns in Saudi government
organisations.

DL2

In general, data leakage risk hinder Saudi
organisation to adopt the cloud.

DL3

Failure of Client-side
encryption

Client-side encryption affects Saudi government
decision to use cloud services.

CSE1

Saudi organisations should be aware about Client-
side encryption while it plays in an important role in
data protection.

CSE2

The organisations feel that the client-side
encryption risks outweigh the benefits of adopting
the cloud services.

CSE3

Trust

Trust affects Saudi government decision use cloud
services.

TR1

Access of third-parties to an organisation’s data
may raise security concerns and affects the
adoption of the cloud.

TR2

Storing our organisation’s data under third-party
control is one of our concerns to adopt the cloud.

TR3

Security Culture

Security culture affects Saudi government decision
use cloud services.

SC1
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Security culture affects the execution of
information security policies within government
organisations.

SC2

Organisations would be more confident in using
cloud services if the provider was based in Saudi
Arabia.

SC3

Privacy

Privacy concerns affect the government
organisation decision to use cloud services.

PR1

Government organisations would be more
confident to use cloud services if the privacy of the
information was guaranteed.

PR2

Access to personal information by third-party
organisations may raise privacy concerns and affect
the decision to use the cloud.

PR3

Smart Scalable
security benefits

Smart scalable security benefits affect government
organisations’ decision to adopt cloud services.

SS1

The ability to extend the security features in edges
network promote the government organisation to
adopt the cloud.

SS2

Smart scalable to multiple locations security benefit
is driven the government organisation to adopt the
cloud.

SS3

Cutting-edge security
market

Cutting-edge cloud security marketing affects
government organisations’ decision to adopt cloud
services.

CE1l

Saudi organisations should consider the cutting-
edge benefits in cloud security marketing while
adopting the cloud services.

CE2

Cloud security marketing services affect the
adoption of the cloud as it provides solutions to
critical problems facing organisations and support
remote workforces.

CE3

Advanced security
mechanism

Advanced security mechanisms benefits affect
government organisations’ decision to adopt cloud
services.

AS1

Having sufficient support from the cloud provider in
advance security mechanism would encourage
organisation to use cloud services.

AS2

With advance security mechanism it is necessary to
have adequate technical support from the cloud
provider before and after adopting cloud services.

AS3

Standardised security
interfaces

Implementation of the standardised security
interface features affects government
organisations’ decision to adopt cloud services.

SSi1

Saudi organisations awareness about cloud
interfaces security standards benefits (cost
reduction), would encourage them to adopt the
cloud.

SSI2

Standardised security interfaces influence the
adoption of cloud since it can ease the
organisations’ ability to change from one provider
to another quickly.

SSI3

Cloud security
auditing

Cloud security auditing affects government
organisations’ decision to adopt cloud services.

Cs1

Saudi organisations knowledge about cloud security
auditing benefits such as pay as you go auditing
drive them to adopt the cloud.

CS2
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Cloud scalable auditing feature, influence the
decision to adopt the cloud in Saudi organisations.

Cs3

SLA audit
enforcement

Enforcing audit terms and conditions in the service
level agreement by Saudi organisations would
promote the cloud adoption decision.

SLA1

Cloud providers’ compliance to Saudi regulations
audit requirements, helps the Saudi organisations
to adopt their cloud services.

SLA2

Clear stating of audit responsibilities of both Saudi
organisation and the cloud provider, influence the
decision of adopting the cloud.

SLA3

Resource
concentration

Resource concentration benefits affect government
organisations’ decision to adopt cloud services.

RC1

Saudi organisations awareness of cloud resource
concentration (pool of security protection
features), can accelerate the decision to adopt the
cloud.

RC2

Comprehensive security policy, advanced data
management controls and up to date patches in
resource concentration approach, would encourage
the adoption decision.

RC3

Decision to adopt the
cloud

It is likely that Saudi organisations will take steps to
adopt cloud computing in the future.

DAC1

Saudi organisations decide to adopt cloud
computing.

DAC2

| think, in the near future, most of the Saudi
government organisations are going to decide to
adopt the cloud services.

DAC3

| feel comfortable recommending the adoption of
cloud to my organisation.

DAC4
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C.8 Exploratory Factor Analysis Results
Cc.8.1 Reliability among Security Factors
Reliability Statistics Among Security
Factors
Cronbach's
Alpha Based on
Cronbach's Standardised
Alpha Iltems N of ltems
.865 .842 20
ltem-Total Statistics
Corrected Item- Cronbach's
Scale Mean if = Scale Variance Total Alpha if Item
Item Deleted if Item Deleted Correlation Deleted
Il 82.3926 44.957 .873 .946 215
ST 82.3523 44.729 .770 .945 215
AH 82.3973 44.642 .789 .946 215
MI 82.2143 45.293 .692 .946 215
CR 82.5012 42.837 757 .942 215
DO 82.3147 43.302 675 .944 215
SDI 82.2686 44.032 .657 .944 215
DL 82.4283 45.116 .854 .947 215
CSE 82.3554 42.130 .706 .943 215
TR 82.4547 43.525 .651 .944 215
SC 82.3244 43.609 .620 .944 215
PR 82.3461 44.962 .819 .947 215
SS 82.6081 39.687 .849 .940 215
CE 82.5756 40.505 .789 .941 215
AS 82.4205 40.180 .844 .940 215
SSI 82.6578 40.410 .833 .940 215
CS 82.5244 41.004 777 .942 215
SLA 82.4919 40.257 .865 .940 215
RC 82.6578 40.547 .796 .941 215
DAC 82.8578 40.747 .701 .941 215
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C.8.2 Correlations among Security Factors in the Instrument
Inter-Item Correlation Matrix

C°'L:““ I ST | AH MI CR | DO | sDI | DL | CSE | TR | sC PR ss CE | AS | ssI | cs | SLA | RC | DAC
I 1 |.646" | .160 | .348 | .228 | .076 | .467" | .216 | .135 | -.054 | .067 | .272 | .020 | .011 | .171 | -.146 | -.249 | -.064 | -.053 | .552**
st |67 1 .335 | .296 | .435* | .200 | .446* | .186 | .433* | .083 | .119 | .355 | .081 | .168 | .169 | .063 | -.152 | .054 | .104 | .411*
AH | 160 [ 335 1 189 | .214 |.630**|.484**|.493** | .706%* | .419* |.479** | 571**| .395% | .329 | .420* | .441* | .259 | .346 | .299 | .319*
w | 348 296 | 189 1 112 | 212 | .366* | .234 | .190 | -.068 | -.049 | .216 | .095 | .000 | .144 | .086 | -.142 | -.123 | -.049 | .576**
cr | 228435 214 | 112 1 | .425% [.464**| .402* | .398* | .425* | .188 | .290 |.527**| .306 |.590** | .430* | .313 | .414* | .270 |.587%*
po | 076 200 | 6307 ] 212 [ 4257 | 1 |.510°*[.648**|.5057 | .358 [.470**| .384% [ .426* | 217 | 376" [ .348 | 273 | .296 | .192 | 494~
spi | 4677 4467 [.4847F[ 3667 [ L4647 [.STO [T 5407 [.5067 | .213 | .420% |.517°| .364% | .371% | .377* | 334 | 169 | 213 | .199 |.527%
pL | 216 | 186 [.493%[ 234 [ .402% [.648"[.540| 1 .259 |.595%* | .491%* | 552%*| 427* | .187 |.609**| .462* | .213 [.487**| .306 |.578*
csE | 135 [ 4337 [ 7065 [ 190 [.398 |.505%[.506* | .259 1 | .405* | .307 | .280 | .428* | .346 | .319 | .428* | .139 | .359 | .335 |.598**
TR |054] -083 [.4197 | -.068 | 4257 | 358 | .213 [.595**| .405% | 1 281 | .251 |.497**| 339 |.662%*|.679**| .267 |.728**|.568** | .301*
sc | 067 | 119 [.4797-.049 | 188 [.470*| .420* | 4917 307 | .281 1 212 | 349 | .347 | 346 |.497**| .448* |.467**| .308 | .431*
pr | 272 | 355 [5717[ 216 | 290 |.384* [.517°°[.552*| 280 | .251 | 212 1 129 | .049 | .390* | .252 | .113 | .193 | .105 | .493*
ss | 020 | -081 [.395% | .095 [.527**[.426* | 364" [ 427+ | 428~ [.497°*[ 349 | 129 1 |.592**|.746% |.753** | 654" |.790** | .793** | .701%*
ce | 011|168 [ .329 [ .000 | 306 | .217 [.371"| .187 | .346 | .339 | 347 [ .049 [.592| 1 [.494**[.615%*|.509"[.534**|.494** | .490**
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AS 171 | .169 | .420* | .144 |[.590**| .376* | .377* |.609** | .319 |.662**| .346 | .390* |.746%*|.494** 1 .781%* | .456% | .741%% | .572** | .468**
ss| -.146| .063 | .441* | .086 | .430* | .348 | .334 | .462* | .428* |.679%*|.497**| .252 |.753%%|.615%* |.781** 1 .569%* | .847%* | .[726** | .515%*
cs -.249| -.152 | .259 | -.142 | .313 273 .169 | .213 .139 267 | .448% | 113 |.654%%|.509**| .456* |.569** 1 .578*%|.510** | .460%
SLA -.064 | .054 346 | -.123 | .414% | .296 213 | .487%F | 359 |.728%F|.467%% | .193 |.790%*|.534%* |.741%* | .847** | .578** 1 .860** | .553**
RC -.053| .104 .299 | -.049 | .270 | .192 .199 | .306 .335 |.568%*| .308 | .105 |.793%*|.494** | . 572%*|.726%*|.510** | .860** 1 551
DAC .552%% .411% | .319* |.576%*|.587** | .494* | .527**|.578**|.598%* | .301* | .431* | .493* |.701** | .490**|.468**|.515%* | .460* |.553**| .551** 1

**. Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).
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Cc.8.3 KMO and Bartlett’s Test

KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. .881
Bartlett's Test of Sphericity Approx. Chi-Square 4128.125
df 171
Sig. .001
c84 Communalities

Communalities

Initial Extraction
Il 1.000 .505
Sl 1.000 .602
AH 1.000 .612
Mi 1.000 .595
CR 1.000 .664
DO 1.000 .710
SDI 1.000 .751
DL 1.000 .644
CSE 1.000 .770
TR 1.000 .632
SC 1.000 .564
PR 1.000 .827
SS 1.000 .903
CE 1.000 .802
AS 1.000 .829
SSl 1.000 .872
€S 1.000 .815
SLA 1.000 .878
RC 1.000 .829
DAC 1.000 .862

Extraction Method: Principal

Component Analysis.

C.8.5 Total Variance Explained
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Total Variance Explained

Initial Eigenvalues

Extraction Sums of Squared

Rotation Sums of Squared

Loadings Loadings

Component

% of Cumulative % of Cumulative % of Cumulative

Total Total

Variance % Variance % Total | Variance %
1 9.802 51.588 51.588 | 9.802 51.588 51.588 | 6.510 34.263 34.263
2 2.391 12.585 64.173| 2.391 12.585 64.173 | 4.387 23.090 57.353
3 1.310 6.892 71.065| 1.310 6.892 71.065| 2.605 13.712 71.065
4 .998 5.254 76.319
5 .859 4.516 80.835
6 .858 4.396 81.133
7 .680 3.581 84.415
8 .556 2.928 87.344
9 .521 2.742 90.085
10 .398 2.094 92.179
11 311 1.639 93.818
12 .295 1.551 95.369
13 .180 .947 96.316
14 .160 .842 97.158
15 .136 715 97.872
16 107 .566 98.438
17 .098 .514 98.952
18 .081 428 99.380
19 .067 .353 99.732
20 .051 .268 100.000

Extraction Method: Principal Component Analysis.
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C.8.6

Scree Plot

Scree Plot

Eigenvalue
(]
1

o

C.8.7

T T T T T T
2 3 4 5 (] 7

T T T T T T
8 a 10 11 12 13

Component Number

Rotated Component Matrix

Rotated Component Matrix?®

T
14

Component
1 2 3

SS .903
RC .829
SSI .872
SLA .878
CS .815
AS .829
CE .802
CR 664 443
TR .632 544
DAC .862
CSE 770
Mi .595
SDI 751
DO .710
1l .505
ST .602
SE@ .564
PR .827
AH .612
DL .644
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C.9 Confirmatory Factor Analysis Results

c91 Construct Reliability
Construct Reliability (CR)
Constructs Loadings  Error (SUM(loadings))A2 CR
TR <-- SB 0.657 0.108 59.305401 0.987873
CR _<—— SB 0.735 0.091
CE _<—— SB 0.852 0.115
AS _<—— SB 0.91 0.070
cs _<—— SB 0.869 0.091
SLA _<—— SB 0.938 0.046
SSi _<—— SB 0.907 0.070
RC _<—— SB 0.892 0.084
SS _<—— SB 0.941 0.053
CSE _<—— SR 0.871 0.072 27.321529 0.983265
Mi _<—— SR 0.658 0.055
SDI _<—— SR 0.83 0.044
DO _<—— SR 0.843 0.057
1 _<—— SR 0.609 0.082
ST _<—— SR 0.693 0.061
SC _<—— SR 0.723 0.094
PR _<—— SA 0.687 0.090 4 0.94162
AH _<—— SA 0.78 0.064
DL _<—— SA 0.533 0.094
DAC _<—— SA 0.640 0.038
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C.9.2 Measurement Model with Modifications Indices

Unstandardized estimates

C.9.3 Standardized Regression Weights: (Group number 1 - Default model)

Estimate
SS <--- SB 941
RC <--- SB .895
SSI <--- SB 902
SLA <--- SB 952
CS <--- SB .846
AS <--- SB 936
CE <--- SB 817
SC <--- SR .684
ST <--- SR q47
I <--- SR 622
DO <--- SR 874
SDI <--- SR 819
MI <--- SR 674
CSE <--- SR .860
DL <--- SA 534
AH <--- SA A74
PR <--- SA .696
TR <--- SB .693
CR <--- SB 170
DAC <--- SR 516
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Model Fit Summary

élxz\éllg“%ﬂ’a -7 -0 -FOEE :w
;F‘:rlv:):?fs:rg:m ry Notes for Model (Default model)
aa“ U:D:\ZE:ED;S?:; Drv Computation of degrees of freedom (Default model)
N e et 0 121
: :nanwr‘;w‘s:‘nparame\er(:nmpaninns Result (Default model)
CMIN
Model NPAR CMIN DF P CMIN/DF
Default model 51 800.821 139 .000 5.761
Saturated model 190 .000 0
Independence model 19 4271.162 171 .000 24.978
RMR, GFI
Model RMR GFI AGFI PGFI
Default model 013  .923 .630 .730
Saturated model .000 1.000
Independence model | .145 .178  .087 .160
Baseline Comparisons
NFl  RFI IFI  TLI
Model Deltal rhol Delta2 rho2 CFl
Default model 813 .869 840 .918 945
Saturated model 1.000 1.000 1.000
Independence model .000 .000 .000 .000 .000
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NCP

Model NCP LO 90 HI 90
Default model 661.821 576.570  754.571
Saturated model .000 .000 .000
Independence model | 4100.162 3890.880 4316.715

RMSEA
Model RMSEA LO90 HI90 PCLOSE
Default model .096 .084  .108 100
Independence model 335 326 .343 .000
HOELTER
Model HOELTER HOELTER
.05 .01
Default model 45 49
Independence model 11 11

Standardized RMR (SRAR)

Default model
Standardized RMR = 0761

Close
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