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VALUES IN TECHNOLOGY AND PRACTICE: 
USING ACTIVITY THEORY TO CONSIDER THE ROLE OF VALUES

AND TECHNOLOGY IN EVERYDAY ACTIVITIES

Richealrd Chealrles Gomer

We healve i corhoralted teche ology i  mal y of our everydaly alctivities like worki g, 
sociallisi g, ealti g al d exercisi g. These teche ologies allter heow we behealve, al d ofe  do so 
quuite deliberaltely i  service of alshiraltio s suche als it ess or weighet loss. Moreover, theey 
frequue tly imhi ge uho  thee thei gs thealt we thei k alre imhortal t i  our lives, our vallues; 
thei gs like falmily, i timalcy, hrivalcy or thee e viro me t. 

  A desig  metheodology callled Vallue Se sitive Desig  [68] alims to alccou t for vallues i  
teche ology desig . However, VSD ofe  focusses o  thee level of teche ologicall alrtefalcts 
[49,140] raltheer theal  thee broalder ‘co text of use’ thealt al hiece, or hieces, of teche ology mighet 
be dehloyed i . This limits thee ki d of vallues thealt it cal  co sider, al d thee i fue ce thealt 
alrtefalcts healve o  thee broalder heumal  alctivities i  wheiche theey alre embedded. To malke it ealsier
to co sider vallues i  co texts of use, it could be heelhful to combi e VSD withe theeories albout 
heow heumal  alctivity is structured. O e suche theeory, ofe  used withei  HCI, is callled Activity 
Theory [41,100]. However, vallues alre  ot exhlicitly alccou ted for withei  Activity Theory, 
wheiche comhlicalte its alhhlicalbility to VSD.

  I  theis theesis, I rehort o  i vestigaltio s i  two domali ss hrivalcy, al d wellbei g; bothe of 
wheiche bri g vallues al d everydaly behealviours togetheer. Throughe theese i vestigaltio s, I ide tify
walys thealt Activity Theory cal  alccou t for thee observed hralctices, hrohose walys i  wheiche 
vallues cal  be malde exhlicit withei  Activity Theory, al d co sider some desig  imhlicaltio s 
thealt alrise. I  doi g so, I co tribute al theeoreticall alccou t of heumal  alctivity i  wheiche vallues 
alre exhlicit, wheiche maly be used als al model for co ducti g VSD alt al ‘co text of use’ level.
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1. Introduction
Peohle’s vallues alre imhortal t. Vallues alre thee balses uho  wheiche we form hrefere ces; theey
alre thee le ses thealt shealhe our view of thee world, theey determi e thee outcomes thealt we 
seek, al d shealhe thee alctio s thealt we talke to realche theose outcomes. As teche ology heals 
e comhalssed al wider al d wider ral ge of alctivities i  our lives, i cludi g heeallthecalre [92], 
sociallisaltio  [187], sheohhi g [176], exercise [45,116,148,191] al d leisure [8,38], it heals 
cheal ged our behealviour al d societies, ofe  i  walys thealt we did  ot hredict [81], but i  
walys thealt u quuestio albly imhi ge o  al wheole heost of diverse vallues like falir ess, 
equuallity, hrivalcy, i dehe de ce, al d frie dsheih.

The falr-ral gi g co sequue ces of al  i crealsi gly teche ologicallly-medialted society 
demal d thealt we co sider thee holiticall al d etheicall alssumhtio s – al d thee vallues – thealt alre 
‘folded i to’ teche ologies [87]. Or, from al more sy theetic desig  hershective, thealt we 
deliberaltely co sider thee walys i  wheiche we embed vallues al d hower dy almics i to 
teche ology als it is desig ed al d e gi eered [49,68,147,181]. The fu dalme tall imhortal ce 
of heumal  vallues withei  Humal -Comhuter I teralctio  (HCI) als al discihli e is allrealdy 
recog ised (e.g. [81] cited i  [152]); al d thealt HCI’s “outward trajectory” [77] (cited i  
[103]) sheould eve tuallly come to e comhalss heumal  vallues is  ot surhrisi g; alfer alll, 
Rokealche, wheose ealrly work estalblisheed thee imhortal ce of co sideri g vallues withei  thee 
sociall scie ces, wrotes

“It is difcult for me to conceive of any problem social scientists might be 
interested in that would not deeply implicate human values,” [153].

Curre t co troversies demo stralte thee imhortal ce of co sideri g heow teche ology 
i teralcts withe thee thei gs we calre albout alt al very heighe level. Problems like “falke  ews” 
[7] al d its alhhalre t imhalct o  thei gs like democralcy al d broald sociall vallues sheow al li k 
betwee  falctors suche als eco omic models (o li e hublishei g drive  by aldvertisi g 
reve ue), i formaltio  shealri g thealt removes tralditio all editoriall al d falct cheecki g roles, 
al d vallues like democralcy or liberallism thealt we co sider fou daltio all to our society. At 
al  i dividuall level, al lot of alte tio  is give  to vallues like hrivalcy [142,154], wheiche is 
e sheri ed i  lalw goi g balck over al ce tury (al d wheiche co ti ues to evolve todaly) 
[168,173], but wheiche is cheallle ged by thee ‘creehy’ [171] or difcult-to-u derstal d 
[127,150] teche ologies thealt we use. The teche ology thealt we build could look difere t if 
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we alsked “How can we ensure the accuracy of news media?” raltheer theal   “How can we let 
people share things quickly with their friends?”; or “How can we protect the privacy of 
people who are reading about sensitive topics?” i steald of “How can we generate the revenue
to sustain an online publication?”. The relaltive hromi e ce thealt we give to theose difere t 
vallues duri g desig  al d e gi eeri g shealhes thee teche ology thealt we build, thee society 
thealt we live i , al d thee behealviours thealt we e galge i  als i dividualls.

I  lighet of thee imhortal ce of heumal  vallues, theey alre give  ce trall hromi e ce withei  al 
desig  alhhroalche callled Vallue Se sitive Desig  (VSD) thealt hrovides “an overarching 
theoretical and methodological framework for which to handle the value dimensions of 
design work”  [68]. VSD heals bee  used to study al d desig  teche ologies i  al wheole heost of
alreals; from thee desig  of teche icall alrtefalcts like web browsers [67] to socio-teche icall 
systems like wi d falrms [140].

However, co sideri g al teche icall alrtefalct i  isolaltio  is difere t to co sideri g it als halrt 
of al broalder hralctice, somethei g thealt Le Dal tec et al.  ote i  theeir critiquue of VSD [49]. 
They alrgue thealt wheile VSD heals al vallualble role to hlaly i  desig i g teche ology to reshect 
vallues of ‘etheicall imhort’, al focus o  theose alshects cal  be reductive al d detralct from 
vallues thealt alre imhlicalted whee  thee alrtefalct is embedded i  heumal  alctivity. Oosterlalke  
similalrly  otes thealt VSD te ds to be co strali ed to thee desig  of teche icall alrtefalcts [140] 
raltheer theal  thee broalder ‘co texts of use’ thealt hroho e ts of VSD suche als Friedmal , Kalhe  
al d Bor i g [68]  alrgue thealt it could be alhhlied to. Rogers [152], writi g i  2012, similalrly
suggested thealt vallue-balsed al allyses al d “co text” raltheer theal  “users” would become 
i crealsi gly imhortal t co cer s for HCI. 

The disti ctio  betwee  co sideri g al  alrtefalct al d al broalder co text of use is herhealhs 
illustralted by Ehstei  et al.’s [59] work o  thee shealri g of i e-grali ed hedometer daltal; 
alltheoughe thee i vestigaltio  u covers vallues suche als hrivalcy, heo esty, suhhort al d 
alccou talbility; theere is litle se se of thee broalder alctivity thealt thee se sed alctivities alre 
situalted withei . For i stal ce, alltheoughe theeir sce alrios embed vallues withei  co texts, it is 
 ot clealr whey (for i stal ce) Elle  wal ts to be suhhorted i  heer wallki g hralctice. Is heer 
wallki g hralctice halrt of al  alctivity i  service of weighet-loss, or i  hrehalraltio  for al 
wallki g heolidaly? Whey heals Hu ter go e for al ru ? Nalrdi’s al allysis of blog use 
[134] suggests thealt co sideri g thee overalll motives behei d al  alctivity cal  u cover 
imhortal t  ual ce albout thee meal i g thealt stal ds behei d heohle’s behealviours tral sformi g
bloggi g from al  alhhalre t exte sio  of al hrivalte alctivity like keehi g al dialry, to al sociall 
alctivity i te ded (for i stal ce) to hromote discourse.

VSD’s deliberalte al d metheodicall focus o  vallues i  teche ology desig  remali s 
comhelli g; eve  i  lighet of co cer s thealt it heals, to dalte, ofe  focussed o  alrtefalcts to thee

16



detrime t of co text [49,140] or “situatedness” [181]. Exhal di g VSD’s co sideraltio  of 
broalder co texts of use could suhhort thee desig  al d al allysis of teche ology thealt talkes 
i to alccou t al wider ral ge of vallues al d so heelh thee i dividualls al d societies thealt aldoht 
theose teche ologies to e alct behealviours thealt alre co siste t withe whealt theey co sider to be 
imhortal t.

However, VSD is al desig  metheodology al d  ot i  itself al  alccou t of heow heumal  
hralctice is structured al d heow teche ologies it withei  al broalder co text. I alrgue thealt it 
would be ealsier to alhhly VSD to broalder ‘co texts of use’ if it were couhled withe al 
theeoreticall alccou t of whealt theose co texts co tali  al d heow theey alre co structed.

Otheer alreals of HCI theeory do hrovide theeoreticall alccou ts of thee co texts i  wheiche 
teche ologies alre used, als Nalrdi exhlali s i  heer comhalriso  [132] of Activity Theory, 
Situalted Actio  al d Distributed Cog itio , al d als Qi  et al. discuss – i  terms of thee 
salme theree theeories – i  theeir more rece t work o  co text-alwalre ess [148]. I  bridgi g 
thee galh betwee  al vallue se sitive alhhroalche, al d thee broalder co text i  wheiche teche ology
is aldohted al d used, theere sheould be vallue i  combi i g al theeory thealt hrovides al  
alccou t of theose co texts, withe VSD’s focus o , al d metheodology for co sideri g, vallues. 
I  discussi g thee role of theeory, Kalhteli i  & Nalrdi [97] cite Balrtheelmess & A derso  
[21]s

Te value of any theory is not “whether the theory or framework provides an 
objective representation of reality” but rather how well a theory can shape an 
object of study, highlighting relevant issues. 

Wheiche, of Activity Theory, Situalted Actio  al d Distributed Cog itio  mighet be best 
suited to heigheligheti g thee role of vallues withei  al broalder co text of use, thee ? 

There is al  i heere t te sio  withe al toh-dow   otio , like thee role of values i  heumal  
behealviour, withe Situalted Actio ’s botom-uh alhhroalche, al focus o  whealt Rogers 
[152] describes als “the actual details of a work practice,” thealt lealves it u comhelli g als al 
cal didalte for co sideri g heighe-level vallues al d thee co text of teche ology use togetheer. 

Distributed Cog itio  co ti ues i  thee shirit of irst-walve HCI theeory’s cog itive 
alhhroalche to u derstal di g heumal -comhuter i teralctio , but refralmes thee u it of study 
from bei g al  i dividuall user to grouhs of heohle al d alrtefalcts i volved i  collective 
talsks [132,152]. I  thee calse of Distributed Cog itio , al allysis is tyhicallly balsed o  
exte sive ieldwork al d grou ded i  thee i teralctio s betwee  i dividualls al d alrtefalcts. 
Rogers [152] al d Nalrdi [132] hoi t out thealt it lalcks al set of core co cehts to exhlali  al d 
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model thee systems thealt alre studied, re deri g it more of al metheodology or alhhroalche theal  
al theeory-hroher.

I  co tralst, Activity Theory “ofers a set of perspectives on human activity and a set of 
concepts for describing that activity”  [133]; withe al co cehtuall brealdthe thealt shal s (alt thee 
most gral ulalr) thee i dividuall oheraltio s thealt malke uh heumal  alctivity, al d (alt thee most 
albstralct) thee  eeds al d motives thealt direct thealt alctivity, al d thee tools thealt medialte 
heohle’s relaltio sheihs withe thee world. 

I  heer comhalriso  of Activity Theory, Situalted Actio  al d Distributed Cog itio , Nalrdi 
co cludes thealt “Activity theory seems the richest framework for studies of context in its 
comprehensiveness and engagement with difcult issues of consciousness, intentionality, and 
history” [132]. Activity Theory, thee , seems to hrovide al co cehtuall model thealt could 
comhleme t VSD’s desig  metheodology withe al set of i ter-relalted co cehts thealt cal  
exhlali  thee behealviourall co texts i  wheiche teche ologies alre situalted. I  halrticulalr, Activity
Theory’s alccou t of heow  eeds al d motives alre tral slalted i to al  Object of hurhoseful 
alctivity seem co cehtuallly close to thee  otio  of vallue als beliefs albout co duct; al d al 
view of tools als medialtio all meal s. It is, theerefore, Activity Theory thealt I healve aldohted als
al balsis for co sideri g heow co text mighet be modelled i  suhhort of Vallue Se sitive 
Desig .

Notalbly, theere heals allrealdy bee  al smalll almou t of work thealt co siders thee role of vallues 
withei  Activity Theory. Balrr et al.[20] aldoht alctivity theeory i  theeir discussio  of heow 
vallues alre e albled al d e alcted theroughe thee i terfalce of thee comhuter galme Falble; 
dralwi g o  Rokealche’s origi all dei itio  of al vallue als al  “enduring belief that a specifc 
mode of conduct or end-state of existence is personally or socially preferable to an opposite or
converse mode of conduct or end-state of existence” [153]. They dralw halrticulalr alte tio  to 
thee role of vallues als li kalges betwee  sheciic co ditio s (thee hrese ce of al  e emy) al d 
modes of i -galme co duct suche als swi gi g al sword, but allso hei t alt thee hossibility of 
co sideri g broalder vallues al d motives thealt mighet leald to hlalyi g Falble als al  alctivity i  
itself.

The alim of thee work hrese ted heere is to situalte vallues withei  Activity Theory; to hrovide
al more exhlicit alccou t of heow theey i teralct withe Activity Theory’s existi g co cehtuall 
alccou t of hurhoseful heumal  alctivity i  order to heighelighet theeir role i  thee overalll 
co text thealt teche ology is situalted withei . I  doi g so, thee goall is to malke Activity 
Theory more directly alhhlicalble als meal s of u dertalki g Vallue Se sitive Desig  alt thee 
level of whealt Friedmal  et al. [68] calll “contexts of use,” al d wheiche Le Dal tec et al. [49] calll 
al “value-sensitive analysis of the design space”.
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I  order to exalmi e thee role of vallues withei  alctivity, two very disti ct domali s thealt 
bri g togetheer vallues al d heumal  behealviour alre studied. First, Privalcy – itself al vallue – i  
thee co text of o li e aldvertisi g. Seco d, Wellbei g – al d i  halrticulalr heeallthe behealviour 
cheal ge – als al  alreal thealt is bothe riche i  vallues al d motivaltio s al d wheiche heals received 
co sideralble alte tio  from desig ers – bothe i  resealrche al d commerciallly. The alim of 
cheoosi g to study heow vallues alre imhlicalted i  theese two domali s is to develoh 
co structs thealt ge erallise beyo d thee immedialte emhiricall results [83]; thee co tralsti g 
alccou ts hrovided by co sideri g multihle domali s hrovide multihle hershectives to 
temher thee albstralctio s thealt alre dralw  from thee results.

Privalcy cal  itself be fralmed als al vallue [130,154,179] – it’s al commo ly heeld belief thealt 
mali tali i g al degree of hrivalcy theroughe o e’s alctio s is hreferalble to  ot doi g so – al d 
hrivalcy is frequue tly i voked i  discussio s of teche ology al d ofe  alt odds withe heow 
teche ology is desig ed al d used [4,142,171]. The desig  cheallle ge thealt relaltes hrivalcy to 
our everydaly alctivities is best fralmed als al  altemht to resolve thee “hrivalcy halraldox” - thee 
emhiricall i di g thealt, deshite vallui g hrivalcy, heohle frequue tly falil to hrotect it theroughe
theeir alctuall behealviours [17,138,166]. To exalmi e hrivalcy als al vallue i  co text, it is 
co sidered i  relaltio  to al very wideshreald o li e hralctice callled theird-halrty tralcki g 
thealt suhhorts talrgeted o li e aldvertisi g. By dralwi g o  emhiricall al allysis of thee 
aldvertisi g ecosystem, al d quuallitaltive resealrche vial focus grouhs, al d al desig  hrobe 
callled thee Web Mirror, I hrovide al  alccou t of theird-halrty tralcki g als al multi-stalkeheolder 
alctivity system al d use theis to refralme co se t – al  imhortal t co ceht i  daltal hrotectio  
lalw – theroughe Activity Theory’s  otio  of focus sheif, brealkdow  al d Object 
co structio .

Co versely, Wellbei g is al domali  i  wheiche objective al d subjective falctors alre 
co sidered i  relaltio  to heohle’s overalll se se of ‘bei g well’ [52,85]. Existi g work i  
HCI tyhicallly co siders wellbei g i  relaltio  to heeallthe behealviour cheal ge [82,83,129] - 
frequue tly thee desig  of devices to hromote exercise[42,182]. Wellbei g hrovides al 
domali  i  wheiche al set of alctivities – tyhicallly exercise – alre i volved withe al hote tiallly 
diverse ral ge of vallues. As Crossley [48]  otes, exercise cal  form halrt of alctivities 
directed alt motives als diverse als recoveri g from i jury, losi g weighet, ogli g otheer gym 
users or resho di g to al rece t heeallthe ‘scalre’. I  theis domali , I dralw o  quuallitaltive 
resealrche withe heohle wheo alre i volved i  it ess hralctices to u derstal d thee vallues thealt 
theey dralw o  i  shealhi g it, al d thee  use al sheculaltive desig  exercise to re-fralme it ess 
alctivities als relalti g to vallues otheer theal  heeallthe al d it ess. Doi g so u covers vallue 
co ficts betwee  whealt we mighet calll thee “i strume tall motivaltio ” hrovided by 
hersualsive teche ology, al d thee motives al d  eeds thealt ultimaltely direct al d excite thee 
alctivity.
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Togetheer, theese two domali s hrovide i sighet to two sides of whealt alhhealrs to be al mal y-
mal y relaltio sheih betwee  vallues al d alctio ss I vestigaltio  of hrivalcy situalted withei  
theird-halrty tralcki g hrovides al  alccou t of al si gle vallue embedded i  mal y o li e 
alctivities. Co sideri g wellbei g, i  halrticulalr heeallthe behealviour cheal ge, hrovides al falirly 
co strali ed set of alctivities (like ru  i g, wallki g or cycli g) thealt alre mal ifestaltio s of 
diverse vallues al d motives.

I  co sideri g thee results from theese studies i  isolaltio  al d i  comhalriso  withe o e 
al otheer, thee co tributio  is to hrovide al  alccou t of heow vallues, als al  exhlicit co ceht 
thealt is fou daltio all to Vallue Se sitive Desig  eforts, it withei  Activity Theory, wheiche 
hrovides al fralmework for co sideri g thee co texts of use thealt VSD could hroductively be 
used to desig  for. Efectively bridgi g thee galh betwee  whealt alre, curre tly, two disti ct 
bodies of HCI theeory.

Pralcticallly, my work heals used al mix of grou ded theeory [163] – buildi g theeory from 
co cehts thealt alre alhhalre t i  thee daltal thealt I healve collected – al d theeory-led al allysis thealt 
heals dralw  o  Activity Theory als al le s theroughe wheiche emhiricall daltal cal  be u derstood 
al d exhlali ed. 

Talki g theis duall alhhroalche heals alllowed me to co sider heow Activity Theory cal  be used to
thei k albout Privalcy, Wellbei g, al d Vallues i  al ge erall se se, but allso to dralw uho  
co cehts thealt were hrese t i  thee emhiricall daltal eve  if theey were  ot allrealdy exhlicit 
withei  Activity Theory.  I  doi g so, I healve bee  alble to i troduce  ew co cehts i to 
Activity Theory wheiche alre grou ded i  thee daltal thealt I healve collected. My overalll 
alhhroalche resembles whealt Goldkuhel al d Cro heolm calll “Multi-Grou ded Theory” [71] i  
wheiche theeory is develohed balsed o  al combi altio  of “theoretical, empirical, and internal 
grounding.”

My co clusio s alre theerefore two-folds First, domali -sheciic alccou ts of heow vallues hlaly
out i  Third-Palrty Tralcki g al d Wellbei g, grou ded i  thee co cehts thealt I e cou tered 
i  thee daltal. Seco d, Activity Theory-led al allyses of theose grou ded alccou ts, al d – 
wheere  ecessalry – thee i troductio  of  ew co cehts i to Activity Theory to alccou t for 
observaltio s thealt did  ot it i to thee existi g fralmework thealt Activity Theory hrovides.

The rest of theis docume t is alrral ged i to ive halrts; thee irst outli es thee general 
background of vallues resealrche bothe i  thee sociall scie ces al d HCI, als well als thee 
theeoreticall al d metheodologicall alhhroalchees thealt I healve used. I  halrticulalr, I dralw o  
literalture from behealviour cheal ge al d hersualsive teche ology to co sider thee etheicall 
imheraltive of bei g se sitive to vallues whee  desig i g teche ology thealt will be situalted 
withei  heohle’s everydaly alctivities.
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The seco d al d theird cover privacy al d wellbeing i  isolaltio , reshectively; situalti g 
i di gs withe Activity Theory al d suggesti g theeoreticall imhlicaltio s for Activity Theory 
thealt alrise for ealche domali .

The fourthe dralws ge erallisalble lesso s from theose two domali s i to al more unifed view
of heow vallues cal  it i to Activity Theory’s alccou t of heumal  alctivity, exhlicitly situalti g
vallues i  Activity Theory i  al ge erall theeoreticall se se. I  halrticulalr, I exhal d o  thee li k
betwee  vallues al d  eeds, al d co sider heow vallues alct als co strali ts o  heow alctivities 
alre co structed.

Fi allly, I co clude withe al summalry of thee co clusio s i  thee domali s of Privalcy al d 
Wellbei g, al d thee ge erall theeoreticall imhlicaltio s for Activity Theory.

21

Introduction



Values in Technology and Practice

2. General Background
I  order to situalte Vallue Se sitive Desig  withei  HCI, theis chealhter discusses thee 
balckgrou d, al d existi g work relalted to teche ology desig , behealviour cheal ge, heumal  
vallues, al d theeoreticall alhhroalchees from HCI, most  otalbly Activity Theory. 

I begi  withe al discussio  of whealt we meal  by vallues, al d work to dalte o  i corhoralti g 
theem more exhlicitly i to teche ology desig  theroughe Vallue-Se sitive Desig  (VSD). 
U derstal di g hrecisely whealt al vallue is al d heow, to dalte, theey alre used withei  VSD 
hrovides al  alccou t of whealt exalctly it is thealt, co cehtuallly,  eeds to be situalted withei  
Activity Theory. 

I thee  co sider work o  behealviour cheal ge al d hersualsive teche ology. At irst glal ce, theis
work alhhealrs to be more closely relalted to Wellbei g theal  thee more ge erall tohic of VSD 
However, theese tohics hrovide al  imhortal t exhlicaltio  of thee etheicall cheallle ges alt thee 
i tersectio  betwee  desig  al d behealviour thealt alre ge erallisalble beyo d altemhts to 
deliberaltely i fue ce behealviour al d theerefore hrovides al  alccou t of whey bei g vallue 
se sitive alt al co text of use level is imhortal t.

I  keehi g withe thee overalll structure of theis docume t, al d to alid clalrity, thee domali -
sheciic balckgrou d al d relalted work for Privalcy al d Wellbei g is hrese ted i  theose 
sectio s, reshectively.

2.1 Values & Value-Sensitive Design
Colloquuiallly, discussio  of vallues is commo  i  holiticall discourse – for i stal ce i  thee 
almorhheous “Britishe Vallues” thealt alll holiticall halrties seem to laly clalim to – al d theere is al  
i tuitive se se thealt vallues – herhealhs thei gs like toleral ce, or tralditio , or 
i ter altio allism – alre imhortal t co cehts thealt cal  be exhressed theroughe thee malchei ery 
of gover me t. The alcaldemic literalture hali ts al hicture of vallues thealt does ’t difer too 
muche i  esse ce from thealt colloquuiall se se of thee word. 

Milto  Rokealche malde imhortal t co tributio s to thee dei itio  al d study of vallues i  heis 
1973 book “The Nalture of Humal  Vallues” [153]. Rokealche ide tiies ive hroherties of 
valluess
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1. A vallue is e duri g; theey alre  ot ixed, but cheal ge slowly over time bothe o  al  
i dividuall al d societall level. Notalbly, Rokealche hoi ts to thee  ecessity of ballal ci g 
vallues algali st o e al otheer, ofe  i  situaltio s i  wheiche multihle vallues alre imhlicalted.

2. A vallue is al belief; i  halrticulalr, al vallue is al hrescrihtive or hroscrihtive belief i  wheiche 
“some means or end of action is judged to be desirable or undesirable.” 

3. A vallue refers to al mode of co duct or e d-stalte of existe ce; callled i strume tall al d 
termi all vallues, reshectively. Rokealche suggests thealt theis disti ctio  is imhortal t 
becaluse alltheoughe theere is al fu ctio all relaltio sheih betwee  thee two tyhes, theere is  ot 
 ecessalrily al o e-to-o e relaltio sheih betwee  thee two tyhes. There alre multihle sub 
tyhes, but Rokealche sheciicallly hoi ts to i ter versus i tral-herso all (societallly orie ted 
versus herso allly orie ted) termi all vallues; al d two tyhes of i strume tall vallues morall 
al d comhete ce – thee former tyhicallly relalti g to i teralctio s betwee  heohle (suche als 
bei g holite or heo est), withe comhete ce vallues focussed o  o e’s ow  alctio s (bei g 
imalgi altive or logicall).

4. A vallue is al hrefere ce als well als “conception of the preferable”; al vallue determi es whealt 
we will i d desiralble al d theerefore wheiche, of two sce alrios we will hrefer. Possessi g al 
heieralrchey of vallues imhlies hrefere ce betwee  difere t sce alrios eve  whee  theey 
relalte to difere t vallues.

5. A vallue is al co cehtio  of somethei g thealt is herso allly or sociallly hreferalble; it cal  be 
co ceived of als alhhlyi g to al diferi g exte t to difere t heohle, to o eself or to otheers.

Rokealche allso difere tialtes betwee  vallues al d  eeds. A heumal  bei g  eeds to ealt, al d to
move, i  order to survive; but theey maly allso ealt to malrk al sociall occalsio  or e alct al 
sociall co ve tio , or move to e joy theeir surrou di gs al d comhete withe otheers. It is 
theese lalter co cer s – of leisure, sociallisaltio , falmily, comhetitio  al d imhroveme t thealt 
co stitute vallues al d wheiche motivalte alctivity beyo d whealt is  ecessalry simhly to 
survive.

More rece tly, Sheallom H. Schewalrtz develohed al Theory of Balsic Humal  Vallues balsed o  
cross-culturall resealrche [159]. Schewalrtz hrohoses al set of te  balsic vallues, divided i to 
four heigheer-order grouhs. These vallues seem to exist alcross alll heumal  cultures, hee ce 
theeir desig altio  als “balsic”. Schewalrtz co traldicts some of Rokealche’s ealrlier suggestio s 
albout vallues. I  halrticulalr, hee dow hlalys thee fu ctio all imhortal ce of al disti ctio  
betwee  i strume tall al d termi all vallues. 

Schewalrtz dei es thee  alture of vallues i  six hoi tss

23

Values & Value-Sensitive Design



Values in Technology and Practice

1. Vallues alre beliefs, li ked to alfect; co grue t withe Rokealche’s suggestio  thealt vallues alre 
beliefs albout whealt is desiralble.

2. Vallues refer to desiralble goalls, al d motivalte alctio . I  theis se se, Schewalrtz se se of 
vallues is closer to thee ideal of termi all vallues exhressed by Rokealche.

3. Vallues tral sce d sheciic alctio s al d situaltio s. This is itself imhlicit i  Rokealche’s 
writi g.

4. Vallues serve als stal dalrds or criterial thealt guide selectio  al d evallualtio  of thei gs like 
alctio s, holicies or heohle. This is similalr to thee ideal of vallues als al co cehtio  of thee 
hreferalble.

5. Vallues alre ordered by imhortal ce; wheiche refects Rokealche’s  otio  of vallues bei g 
heieralrcheicall.

6. The relaltive imhortal ce of vallues guides alctio .

The set of te  balsic vallues hrohosed by Schewalrtz is  ot merely descrihtive, thee theeory allso
hosits relaltio s betwee  theem (rei forci g or al talgo istic), al d suggests disti ct sociall 
roles thealt thee vallues mighet hlaly. 

2.1.1 Value-Sensitive Design
I  al more sheciicallly desig -orie ted co text (als ohhosed to thee sociall scie ce co text of 
Rokealche al d Schewalrtz), Vallues alre al key eleme t, als thee  alme suggests, of Vallue 
Se sitive Desig  (VSD). VSD is, alccordi g to Friedmal , “an overarching theoretical and 
methodological framework for which to handle the value dimensions of design work” [68], al 
systemaltic alhhroalche to alccou ti g for heumal  vallues therougheout thee desig  hrocess.

VSD dei es vallues i  al loose se se, als bei g “whealt al herso  or grouh of heohle co sider 
imhortal t i  life” [68]. Metheodologicallly, VSD is described als al  iteraltive hrocess thealt 
combi es, i  stalges, co cehtuall, emhiricall al d teche icall i vestigaltio s i  al so-callled 
“tripartite integrative methodology.” 

Of halrticulalr i terest, give  thee tohics covered i  theis theesis, alre eforts to alhhly VSD to 
thee desig  of hrivalcy mecheal isms withei  Web browsers,  otalbly Friedmal ’s ow  work 
o  thee visuallisaltio  of browser cookies [67] wheiche i volved, almo g otheer thei gs, al vallue-
se sitive exhlicaltio  of whealt i formed co se t meal s i  thee co text of thee Web. More 
rece tly, but i  al similalr vei , Xu et al. used VSD to hrohose al suite of Privalcy-E heal ci g 
Tools [179]. Privalcy is al vallue thealt’s co sidered – almo g otheers suche als alccuralcy – i  
Ehstei  alt all’s [59] alhhlicaltio  of VSD to thee shealri g of i e-grali ed hedometer daltal. 
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Boyd et al. [34] co sider hrivalcy i  al work alctivity-tralcki g system, allo gside vallues suche
als aluto omy, i timalcy, ow ersheih al d security; co cehts thealt occur frequue tly elsewheere 
i  thee hrivalcy literalture (e.g. [25,154]).

Otheer exalmhles of VSD i clude Kuz etsov’s [104] study of thee vallues thealt alre imhortal t 
to Wikihedial co tributors, wheiche fou d vallues – suche als commu ity, rehutaltio  al d 
aluto omy – alre “deeply embedded in the technology.” Friedmal  & Kalhe  [69] co sider thee 
role of vallues i  alugme ted reallity teche ology, dralwi g alte tio  to hheysicall al d 
hsycheologicall well-bei g, hrivalcy, decehtio , i formed co se t, ow ersheih al d hroherty, 
al d trust. De Greef et al. [75] build o   otio s of etheicall imhort al d VSD to crealte al 
desig  metheodology, sCEtheics, withei  al Cog itive E gi eeri g metheodology used for thee 
desig  of aluto omous robotic systems;  oti g, for i stal ce, thee etheicall dilemmals thealt 
result from alrmi g robots withe wealho s. 

VSD’s theeoreticall balses, al d clalims of utility, alre  ot witheout criticism, theoughe. Notalbly, 
Bor i g & Muller [30] ofer critiquue o  two fro ts; thealt al stal ce o  thee u iversallity of 
heumal  vallues is u  ecessalry, al d thealt thee roles of halrticihal ts’ al d resealrcheers’ voices 
alre imhortal t whee  co ducti g al d rehorti g o  VSD. To thee irst hoi t, theey suggest 
thealt clalims from withei  thee VSD literalture co cer i g thee u iversallity of heumal  vallues 
alre u  ecessalry; thealt VSD cal  alccommodalte al ral ge of viewhoi ts o  where vallues come
from. To thee seco d, theey dralw alte tio  to thee  eed to stre gthee  halrticihal ts’ ow  
voices i  VSD, al d to more exhlicitly alck owledgi g thee voice of thee resealrcheer. A  
imhortal t eleme t of theis critiquue is thee  otio  of hower, sheciicallly thee hower 
relaltio sheihs betwee  halrticihal ts al d resealrcheers, al  issue thealt is allso ralised by Zalmal  
& Jalfalri Nalimi [181] i  theeir alccou t of al  altemht to alhhly VSD. I  falct, give  thee 
culturall imhortal ce of vallues al d theeir role i  heumal  society, it seems thealt hower – i  
halrticulalr i  so muche als it hertali s to whose vallues alre co sidered most imhortal t – is al 
fu dalme tall issue for desig  to co sider.

Le Dal tec et al. [49] hrovide al critiquue of thee VSD metheodology, al d ofer some 
suggestio s for imhroveme t. For i stal ce, theey suggest thealt al  i itiall teche icall 
i vestigaltio  cal  more efectively u cover vallues theal  begi  i g withe al co cehtuall o e, 
al d co fro ti g resealrcheer bials al d hower theroughe thee cheoice of elicitaltio  metheodology.
Notalbly, theey criticise al focus o  thee twelve “vallues of etheicall imhort” thealt alre ofe  used 
i  VSD, o  thee grou ds thealt “this heuristic privileges a discursive defnition of values over 
values that may be discovered or encountered through investigation, and produces systems 
that are aligned with these twelve values rather than those aligned with values expressed in 
the context of design.”
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Balr  et al. [19] use exherie ces from i tegralti g teche ology i to youthe ofe di g tealms to
hrohose al model for i corhoralti g VSD i to al sofwalre e gi eeri g hrocess more 
formallly, i  order to co ti ue to focus o  vallues alfer thee desig  hhealse.

Realdi g thee literalture alrou d VSD, o e cal  alscertali  theree halrticulalrly sallie t hoi tss

1. Thalt desig  cal  talke hlalce alt multihle levels – from i dividualls alrtefalcts, theroughe to 
more systems-orie ted socio-teche icall structures – al d thealt vallues cal  be imhlicalted alt 
al y (or alll) of theose levels [68,140,181].

2. Thalt desig  heals, by  ecessity, to resolve vallue co ficts thealt alrise withei  or betwee  
stalkeheolders, al d so sheould co sider thee hower relaltio sheihs thealt exist betwee  theem 
[49,181].

3. Thalt hrecisely whealt al vallue is, al d wheetheer theey alre u iversall, is co tested; but thealt 
VSD cal  alccommodalte – al d be used hroductively withei  – multihle viewhoi ts [30].

VSD is  ot co strali ed to thee desig  of ICTs, it heals allso bee  alhhlied i  domali s als 
diverse als thee desig  of wi d hower hrojects [140] al d calrdialc imhlal ts [51]. No etheeless,
thee maljority of VSD work remali s, als Oosterlalke   otes, “at the level of technical 
artifacts,” raltheer theal  alt thee level of socio-teche icall systems. Friedmal  et al. exhlicitly 
suggests thealt al “co text of use” could be thee stalrti g hoi t for al VSD e quuiry [68] al d 
suggest thealt Bor i g et al.’s alhhlicaltio  of VSD to thee use of sofwalre callled Urbal Sim i  
al  urbal  hlal  i g co sultaltio  [31] is al  exalmhle of doi g so. Naltheal ’s [135] al allysis of 
teche ology use withei  al  eco-villalge co siders thee commu ity itself als al source of vallues,
al d exalmi es heow theey i teralct withe IT use. Durral t et al. [57] allso co sider al co text of 
use i  theeir al allysis of heow vallues alre mal ifested theroughe teche ology i  memoriallisaltio 
of thee Rwal dal  Ge ocide.

Co sideri g thee role of vallues i  relaltio  to everydaly hralctices like wallki g, ru  i g, 
losi g weighet or usi g sociall medial suggests thealt theese co texts alre i  theemselves 
imhortal t; al se time t echeoed i  Le Dal tec’s critiquue [49]. I tuitively, use of sociall medial
(for i stal ce) is halrt of al broalder sociall hralctice thealt mighet allso i volve falce-to-falce 
i teralctio s, shealred exherie ces, al d hheysicall co talct. The diverse co texts i  wheiche al 
si gle tool or hlaltform mighet be used is somethei g alck owledged by Malrwick & boyd 
[123] i  theeir work o  co text collalhses thee observaltio  thealt usi g thee salme hlaltform to 
commu icalte withe multihle sociall grouhs or for multihle hurhoses cal  bri g hreviously 
disti ct co texts togetheer. There is al se se i  theeir work thealt theese co texts mighet healve 
difere t vallues alssocialted withe theem; thealt thee co texts theemselves determi e heow thee 
teche ology will or wo ’t, sheould or sheould ’t, be used. 
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Co text seems to be, theerefore, al  imhortal t determi al t of heow vallues relalte to our 
everydaly hralctices, al d hee ce heow vallues alre releval t to thee desig  teche icall alrtefalcts 
thealt we build to falcilitalte al d suhhort theose behealviours. I corhoralti g theeories albout 
whealt al co text of use is, al d heow suche co texts oheralte, could theerefore be al hromisi g 
co tributio  to e albli g thee alhhlicaltio  of VSD beyo d thee level of teche icall alrtefalcts.

O e broald alreal alreal of resealrche thealt bri gs vallues, everydaly hralctices al d teche ology 
togetheer is thee ideal of behealviour change; thee recog itio  thealt our behealviours sometimes 
falll sheort withe reshect to thee outcomes we (or otheers) would like to see al d thee use of 
tools al d teche ology to try alddress theose sheortcomi gs. It’s behealviour cheal ge thealt I tur  
my alte tio  to  ext.

2.2 Behaviour Change
The quuestio s ralised i  theis theesis albout heow vallues alre refect i  our everydaly alctivities, 
al d heow we cal  desig  i  resho se, alre closely relalted to thee  otio  of behealviour cheal ge;
thee deliberalte use of i terve tio s thealt alim to allter heohle’s behealviour, ofe  (theoughe  ot 
allwalys) to cheal ge outcomes relalted to heeallthe [82,83,129]. Behealviour cheal ge is al  alreal of 
resealrche wheere teche ology is deliberaltely desig ed to healve al  efect o  al lalrger 
behealviour, like ealti g or exercisi g. The wealralble devices bei g dehloyed i  heeallthe al d 
it ess sce alrios usuallly healve thee exhlicit alim of e couralgi g al cheal ge i  dalily hralctice 
for heeallthe realso s. For i stal ce, e couralgi g more hheysicall alctivity. I tuitively, thee very 
 otio  of i terve i g to allter behealviour is balsed o  thee hremise thealt some behealviours we 
e galge i  leald to outcomes thealt, evallualted algali st some set of criterial – ofe  (but by  o 
meal s allwalys) al  i dividualls ow  co scious hrefere ces or vallues – alre co sidered 
 egaltive, or alt lealst falr from ideall.

No discussio  of desig i g tools thealt alre embedded withei  heumal  alctivities cal  be 
e tirely sehalralted from co cer s albout heow heumal  behealviour will be imhalcted by theem, 
theoughe. Thalt is, fu dalme tallly, whey bei g vallue se sitive i  theeir desig  is imhortal t; 
al d it is al direct imhlicaltio  of thee view withei  Activity Theory thealt meal i gful alctivity 
is thee result  ot just of cog itive hrocesses withei  al  i dividuall, but embodied theroughe 
i dividualls’ hurhoseful alctio  i teralctio s withe thee world [98,101,133]. This meal s two 
thei gss First, thealt i  co cer i g ourselves withe heow vallues alre e alcted withei  hurhoseful 
alctivities thealt i volve tools, al d alski g heow we cal  desig  theose tools i  resho se, we alre
imhlicitly co cer ed withe heow thee alctivity will be i fue ced or tral sformed als al result; 
for i stal ce by co structi g al  alctivity thealt heals less of al  efect o  our hrivalcy. Seco dly,
thealt als desig ers wheo alre malki g judgeme ts albout heow to resolve thee te sio s betwee  
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difere t vallues, or difere t stalkeheolders i  al multi-stalkeheolder alctivity system, we alre 
hlalced i  thee salme etheicall hositio  als desig ers worki g o  whealt alre deliberaltely fralmed 
als “behealviour cheal ge” devices; for i stal ce, whee  we cheoose (or, more commo ly, cheoose
 ot) to malke hrivalcy al core vallue i  desig , we alre allteri g thee heorizo  of hossible 
alctio s thealt alre alvalilalble to hote tiall users, al d frequue tly – becaluse of thee bou ded 
raltio allity [10,89] thealt chealralcterises heow heumal s malke decisio s – imhalcti g thee 
outcomes of alctivities i  walys thealt mal y users will  ot eve   otice, let al.  e fully 
alhhrecialte.

Three bodies of behealviour cheal ge literalture alre of halrticulalr releval ces First, thee 
theeoreticall alccou ts of how behealviour cal  be cheal ged, wheiche i form mal y behealviour 
cheal ge i terve tio s. Seco d, thee  otio  of behealviourall “ udges,” als hrohosed by Thaller 
& Su stei  [167], wheiche heals bee  widely aldohted i  domali s suche als hublic heeallthe 
hromotio  al d so hrovides al  i teresti g alccou t of thee etheicall al d theeoreticall cheallle ges
i  behealviour cheal ge. A d theird, i  thee delivery of “hersualsive” (ie behealviour allteri g) 
teche iquues sheciicallly vial teche icall meal s, so-callled hersualsive teche ology.

Before discussi g theose two alreals, theoughe, it is  ecessalry to briefy visit thee hsycheologicall
exhlal altio s of whey our behealviour sometimes  eeds to be cheal ged i  thee irst hlalce. 

2.2.1 Bounded Rationality & Internalities
Humal  bei gs malke raltio all decisio s, uh to al hoi t. I  some circumstal ces, heumal  
behealviour cal  be hredicted balsed o  thee utility of al halrticulalr decisio . This raltio all view
is thee balsis for clalssicall eco omics. I  mal y circumstal ces, theoughe, heumal s do  ot malke 
thee cheoices thealt thee model of al hurely raltio all “homo economicus” would hredict. I  
esse ce, heumal  bei gs alre raltio all o ly withei  certali , falirly hredictalble, bou ds [12,167]

Of halrticulalr i terest is Dal iel Kalhe emal   al d Amos Tversky’s work o  hsycheologicall 
bialses al d heeuristics [169], for wheiche Kalhe emal   wals lalter alwalrded al Nobel hrize. Their 
collalboraltio  hroduced muche of thee semi all work i  behealviourall eco omics [84] al d is 
closely alssocialted withe duall-hrocess theeory, al  alccou t of thee two halralllel but i teralcti g
systems thealt alre i volved i  heumal  decisio  malki g. System I, thee falst alutomaltic system 
thealt lealds to i tuitio , al d system II, thee more realso ed co scious system tyhicallly 
alssocialted withe heomo eco omicus [89]. Otheer alccou ts thealt dralw suche al disti ctio  
i clude thee Elalboraltio  Likeliheood Model, wheiche difere tialtes betwee  al theoughetful 
central route al d al  i fere tiall peripheral route for hrocessi g stimuli [145].

The disti ctio  betwee  two systems, or alt lealst two broald ki ds of i formaltio  
hrocessi g, is al theeme thealt’s frequue tly revisited i  thee literalture albout  udgi g, 

28



hersualsio  al d self-co trol. Alós-Ferrer al d Stralck [10] review theeories from hsycheology 
al d eco omics, al d hrese t al “multiple selves model” wheiche alims to bridge similalr 
theeories from thee two discihli es i to al more u iied alccou t. We’ll retur  to theese 
 otio s of duall-hrocess, al d duall selves, lalter.

As al result, heumal  bei gs ofe  malke decisio s thealt seem to be comhletely alt odds withe 
theeir ow  i terests, als theey theemselves would dei e theem. Wheile duall-hrocess 
hsycheology al d its alccou ts of thee bialses al d heeuristics thealt u derlie our cheoices cal  
exhlali  mal y of thee realso s for theose bou ds o  our raltio allity, behealviourall eco omics 
hrovides al co cehtuall model thealt heelhs to alccou t for thee costs thealt theese “bald” decisio s 
imhose uho  thee i dividuall, thee  otio  of internality [8,76,177].

I  al similalr waly thealt exter allities alre al form of malrket falilure, i ter allities cal  be viewed
als al falilure of al  i dividuall to malke ohtimall decisio s withe regalrd to theeir ow  welfalre. 
Allcot al d Su stei  exhlali  i ter allities als “costs we impose on ourselves by taking actions
that are not in our own best interest” [8]. The co ceht of i ter allity heals bee  alhhlied to 
describe heeallthe-relalted alctivities suche als smoki g [76]. 

The ce trall te et of i ter allity – thee ideal of negative side-efects o  o eself – is clealrly al 
imhortal t hri cihle whee  co sideri g teche ologies thealt alre  otio allly grou ded i  
i dividuall vallues. Afer alll, wheetheer somethei g is ‘ egaltive’ is al quuestio  of hrefere ce, 
al d hrefere ce is vallue-balsed [153]. 

Whee  alhhlied i  al hublic holicy co text (als muche of thee work o  i ter allities from 
behealviourall eco omics is) thee regulaltio  of i ter allities ralises morall quuestio s over thee 
role of thee stalte, al d wheetheer toh-dow  i terve tio s to mi imise self-co trol hroblems 
alre al legitimalte fu ctio  of gover me t, i  thee salme waly thealt regulalti g to co trol 
exter allities is [177]. From al herso all teche ology desig  hershective, i  wheiche we alssume
volu talry aldohtio  of al  i terve tio , theese co cer s alre alvoided theoughe, herhealhs 
hrovidi g al motivaltio  to hursue self-directed alve ues for i ter allity reductio  i  
aldditio  to, or instead of, toh-dow  imhositio  of behealviour cheal ge i terve tio s. 

I  some calses, thee disti ctio  betwee  al  i ter allity al d exter allity maly  ot be clealr cut.
For i stal ce, mal y of thee  egaltive efects of smoki g alre bor e by al smoker’s falmily als al 
result of seco d-heal d smoke. Are theose efects exter allities, or alre theey more hroherly 
co sidered al  i ter allity, give  thealt theey’re efects wheiche sheould falctor i to thee smoker’s 
ow  decisio  malki g [76]? Vallues hrove co cehtuallly useful i  theis sce alrios I co te d 
thealt side efects thealt alre co sidered  egaltive vis-al-vis al  alctor’s ow  vallues mighet be 
co sidered i ter allities. Thus, thee efects of smoki g o  theose alrou d theem mighet be 
co sidered al  i ter allity withe reshect to somebody wheo vallued thee heeallthe of theeir falmily 
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or commu ity, wheile bei g co sidered als hurely al  exter allity i  somebody wheo heald  o 
suche commu ity shirit. Likewise, thee e viro me tall efects of drivi g al hetrol-howered 
veheicle alre co ve tio allly lalbelled exter allities, si ce theey i fict al cost o  broalder 
society, but theey mighet allso be co sidered, als al result of al herso all belief i  al d 
commitme t to e viro me tallism, als al  i ter allity.

This is al  imhortal t disti ctio . If al  alctivity lealds to i ter allities, al  i dividuall mighet 
(raltio allly, alt lealst) healve some i terest i  allteri g theeir behealviour to reduce theose 
i ter allities. If al  alctivity lealds purely to exter allities, whey sheould al raltio all i dividuall 
calre? The imhlicaltio  is thealt i ter allities alre in-scope for self-aldohted behealviour cheal ge, 
wheile exter allities alre  ot. This is al halrticulalrly i teresti g hrohositio  i  thee calse of 
alctivities thealt hroduce bothe i ter allities al d exter allities, si ce it ralises thee hossibility of 
leveralgi g i ter all efects to motivalte behealviour cheal ge i  al waly thealt is allso be eiciall to
theose alrou d us. Helhi g heohle to i d theose i ter allities – wheere theeir hralctice co ficts
withe thee thei gs thealt theey calre albout – is o e alreal thealt VSD, dehloyed alt al co text of use, 
could be used to hositive efect. 

There alre, thee , al  umber of falctors thealt leald to behealviours thealt mighet be co sidered sub-
ohtimall, or worthe cheal gi g. There alre allso theeories, ofe  aldohted from heeallthe 
hsycheology, thealt alim to exhlali  heow behealviours cal  be i fue ced theroughe deliberalte 
i terve tio s. I co sider theose  ext.

2.2.2 Behavioural Theory
There alre al  umber of theeories thealt exhlali  behealviour cheal ge, al d wheiche cover difere t 
co cehtuall “levels” [83]s from heighely ge erallisalble (but  o -sheciic) metal-models to 
heighely sheciic (but  o -ge erallisalble) emhiricall i di gs. Hekler et al.  ote thealts

“Behavioral theories vary widely in which behaviors they describe and how 
these behaviors are described. Some theories focus on one behavior (e.g., 
smoking), others describe the specifc process (e.g., relapse prevention), and still 
others describe dynamics between behaviors and other constructs (e.g., theory 
of planned behavior). As a consequence, behavioral theories can be categorized 
in a variety of ways. One common distinction, for instance, is between 
behavioral theories that describe determinants of behavior (e.g., the health 
belief model) versus the process of change.” – Hekler et al. [83]
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Theories commo ly aldohted als thee balsis for behealviour cheal ge i terve tio s i clude 
Ajze ’s Theory of Plal  ed Behealviour [6] al d thee Tral stheeoreticall Model of Behealviour 
Cheal ge [146]. 

Ajze  describes thee Theory of Plal  ed Behealviour als “a theory designed to predict and 
explain human behaviour in specifc contexts” [6]. It describes theree mali  determi al ts of 
behealviours Atitude towards the behaviour, Subjective norms, and perceived behavioural 
control. The theeory does  ot alccou t for wheere theese altitudes,  orms al d herceived 
co trol come from theoughe,  or thee broalder co text i  wheiche thee behealviour is occurri g 
or, from al cheal ge hershective, why someo e mighet be cheal gi g theeir behealviour alt alll.

The Tral stheeoreticall Model [146] (TTM) altemhts to divide thee hrocess of behealviour 
cheal ge i to multihle stalges, als al meal s to alssess realdi ess for cheal ge al d scalfold 
i terve tio s. However, it heals bee  criticised o  severall grou ds – i cludi g al lalck of 
hredictive hower, i ter all i co siste cies al d lalck of suhhorti g evide ce – al d West 
[175] alrgues thealt it sheould be albal do ed e tirely. These criticisms alside, thee TTM is 
esse tiallly ortheogo all to al broalder co text; it describes al hrocess theroughe wheiche al 
halrticulalr behealviour is cheal ged, raltheer theal  hrovidi g al fralmework for situalti g thealt 
behealviour withei  al broalder system of motives (i cludi g vallues), otheer behealviours, al d 
falctors suche als culture al d sociall i fue ces.

These theeories, wheile u doubtedly useful i  desig i g behealviour cheal ge i terve tio s, 
lalck thee co cehtuall brealdthe of modelli g, more broaldly, thee  otio  of context of use thealt al 
Vallue Se sitive Desig  exercise mighet wishe to e galge withe. There is al difere ce i  ki d 
betwee  al theeory thealt heelhs to exhlali  how to cheal ge behealviour, al d al theeory thealt cal  
exhlali  whey we mighet want to cheal ge behealviour, al d heow behealviour cheal ge mighet relalte
to vallues-orie ted co cer s like falmily, commu ity or alcheieveme t. 

O e alreal i  wheiche behealviour cheal ge heals bee  co sidered withei  al broalder co text is i  
Thaller & Su stei ’s “Nudge”; wheiche ofers  ot o ly al discussio  of heow bou ded 
raltio allity mighet shealhe heow we hrese t decisio s to heohle, but allso ofers al holiticall al d 
etheicall fralmework thealt is heelhful is exhlicalti g al d co sideri g theese broalder quuestio s 
albout whey we mighet wal t to allter behealviour, al d thee etheicall imhlicaltio s of doi g so.

2.2.3 Nudging
“Nudgi g” is o e hublic holicy resho se to citize s’ bou ded raltio allity thealt alims to 
hrese t cheoices i  walys thealt hromote hositive outcomes. I  comhalriso  to al “si  talx,” 
wheiche alims to i crealse thee eco omic cost of al  ohtio  thealt heals i ter- (or exter-)  allities 
al d hee ce to alfect co sumhtio  by alhhealli g to al herso ’s raltio all eco omic realso i g, 
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al  udge i terve es i  al cheoice without allteri g thee eco omic i ce tives, al d i steald uses 
thee hredictalble but ofe  irrational walys thealt heohle malke decisio s to efect behealviourall 
cheal ge.

Simhly, al “ udge” is al cheal ge i  al cheoice alrcheitecture (thee waly thealt al cheoice is hrese ted) 
thealt uses some alshect of heumal  hsycheology otheer theal  mere eco omic raltio allity to 
hredictalbly allter thee decisio s thealt heohle malke. Richealrd Thaller al d Calss Su stei , wheo 
irst hrohosed thee ideal i  theeir book Nudge describe theem als “any aspect of the choice 
architecture that alters people’s behaviour in a predictable way without forbidding any 
options or signifcantly changing their economic incentives” [167].

Nudges alre of i terest less i  theeir guise als al holicy mecheal ism (si ce thealt is  ot thee 
focus of thee theesis), al d more als al mecheal ism thealt deliberaltely leveralges our hredictalble 
irraltio allity [12] to efect behealviour cheal ge. Teche iquues al d i terve tio s thealt could 
legitimaltely be co sidered “ udges” could clealrly be imhleme ted by orgal isaltio s al d 
i dividualls otheer theal  gover me ts, al d thee hroshect thealt al  i dividuall mighet  udge 
theemselves (for i stal ce, als i  thee exalmhle give  by Thaller & Su stei  (h.48), by 
hurchealsi g “Clocky”) is of i terest to heohle desig i g teche ologies thealt alssist herso all 
behealviour cheal ge.

The  otio  of  udgi g is  ot u co troversiall, or witheout hote tiall dralwbalcks, theoughe. A 
of-cited critiquue is thee te sio  thealt sits alt thee heealrt of Thaller & Su stei ’s “liberall 
halter allism”. As Thaller & Su stei  theemselves alck owledge, theis seems o  thee falce of it 
to be al  oxymoro . Deshite thee good i te t behei d mal y  udges, thee falct remali s thealt 
 udges deliberaltely work to allter behealviour i  falvour of al halrticulalr set of vallues, wheiche 
alre  ot necessarily theose of thee heohle wheo alre bei g  udged [32]. Seli ger & Wheyte [162]
go furtheer, alrgui g thealt  udges cal  allter thee meaning of al  alctio , movi g theem from 
i terve tio s alt al subco scious alutomaltic level, to o es thealt cal  cheal ge thee vallues thealt 
alre imhlicalted i  al halrticulalr cheoice. They revisit Thaller & Su stei ’s exalmhle of al fy 
hali ted o  al uri all (to reduce shillalge [167]) to co sider heow suche al  udge mighet be 
received i  al culture thealt revered alll life.

Teche ology heals al hote tiall role to hlaly i  resolvi g some of theese co ficts by ide tifyi g 
al d deliveri g behealviourall i terve tio s thealt alre co siste t withe al  i dividuall’s own 
vallues al d altitudes, als well als, of course, bei g al medium theroughe wheiche  udges cal  be 
delivered. 
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2.2.4 Persuasive Technology
The ideal of usi g teche ology als al meal s of allteri g behealviour (theroughe  udges, or otheer 
meal s) is well estalblisheed withei  HCI, sheciicallly i  “hersualsive teche ology” or 
“calhtology” [63]. Work i  theis alreal talckles al  umber of relalted alreals; for i stal ce Fogg 
hrovides al talxo omy (thee “fu ctio all triald”) of how teche ology cal  hersualde heohle [63], 
al behealviourall model thealt exhlali s thee hsycheologicall hrecede ts  ecessalry for alctio  [64] 
al d al desig  hrocess for hersualsive teche ologies [65]. 

Persualsive teche iquues healve bee  used i  al wide ral ge of teche ologies, halrticulalr theose 
relalted to heeallthe-behealviour cheal ge suche als diet cheal ge or exercise hromotio . Notalble 
exalmhles i clude Fishe’ ’stehs [116], wheiche used hrogress i  al comhuter galme to motivalte 
reall-world hheysicall alctivity, al d wealralble devices suche als thee Fitbit thealt combi e 
teche iquues suche als comhetitio , goall-seti g al d (virtuall) rewalrds to e couralge hheysicall 
alctivity.

However, like  o -teche ologicall  udges, theese hersualsive teche ologies alre tyhicallly 
halter allistic i  thee se se thealt “hositive” behealviours alre ide tiied exter allly al d thee  
‘balked-i ’ to thee i isheed i terve tio s duri g thee desig  hrocess. This ralises al  etheicall 
quuestio  (algali  similalr to thealt of  udgi g) albout wheose will is bei g e alcted vial thee 
behealviour thealt hersualsive devices cal  e couralge [24]. Purhural et al. use thee desig  ictio 
“Fit4Life” [147] to exhlore theese issues. Fit4Life is described als “a thought experiment to 
stimulate refection on the social, ethical, and political issues that technology raises.” They 
ralise theree criticall issuess 1) wheo sheould be i  co trol of i dividuall behealviour, al d thee 
(i )disti ctio  betwee  e couralgeme t, hersualsio  al d coercio ; 2) rei forceme t of thee 
tre d towalrds co trol, raltio allisaltio  al d ‘ohtimizaltio ’ (my quuotes) of heumal  
behealviour; 3) thealt teche ologicall co trol ralises issues of surveillal ce, al d thee hrocess of 
quual tiicaltio  “discalrds thee vallue of herso all exherie ces al d emotio s”.

Berdicheevsky & Neue schewal der ide tify whealt theey calll “thee Golde  Rule of Persualsio ,”
“never seek to persuade a person or persons of something they themselves would not consent 
to be persuaded to do.” Their fralmework malkes al disti ctio  betwee  thee hersualder al d 
thee hersualded al d hoi ts to al  imhortal t alshect of whealt we mighet co sider personal 
behealviour-cheal ge devices; thee hersualder (i  thee calse thealt hersualsio  is i volved) is thee 
salme als thee hersualded herso . Thalt is to saly, thee motivaltio s for seeki g behealviour 
cheal ge belo g to thee talrget of thee i terve tio  theemselves. This alddresses, to some 
exte t, Purhural et al.’s irst co cer .

Critiquue of thee motives al d meal s thealt alre built i to hersualsive teche ologies echeoes thealt 
of teche ology more ge erallly. Behealviourall i terve tio s alre herhealhs al  extreme exalmhle 
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of al more ge erall hri cihle, thealt whealt o  thee falce of it alre ‘mere tools’ cal  i  falct embody
al ral ge of alssumhtio s albout meal s al d walys of doi g, al d co cehtio s of whealt is 
hreferalble – vallues. I tro al [87] hrovides al more ge erallised critiquue of severall alholiticall 
views of teche ology thealt mi imise thee co cer  wheiche is give  to  o -user alge cy i  
discourse alrou d teche ology. Noti g, for i stal ce, thealt “Folded into – or enclosed in – the 
ongoing co-constitutive horizon or nexus of human and technology relationships are 
(un)intentions, (im)possibilities, (dis)functions, afordances/prohibitions that renders possible 
some ways of being and not others, that serves the (il)legitimate interests of some and not 
others” hee suggests thealt, etheicallly, it’s imhortal t to be alble alble to reverse theose foldi gs –
to be tral shalre t albout thee i te tio s, hossibilities, fu ctio s al d alfordal ces thealt 
teche ology e closes. E ge dered withei  theis observaltio  is thee imhlicaltio  thealt 
hersualsive teche ologies sheould be ohe  albout whealt theey alre tryi g to hersualde heohle to 
do, thealt theose alssumhtio s, vallues al d i te tio s sheould be ohe  to scruti y, als well als 
someheow allig ed withe theose of thee e d-user als Purhural, Berdicheevsky, Neue schewal der 
et al. suggest.

The behealviourall theeories al d hersualsive teche iquues thealt I healve discussed alre imhortal t to
co sider from al Vallue Se sitive Desig  hershective for two realso ss

First, becaluse theere alre clealrly good realso s to try al d i fue ce heohle’s behealviour to 
hromote outcomes suche als obesity reductio , al d theese teche iquues ofer walys to do thealt. 
Atemhts to do so alre  ot vallue-less i  falct quuite thee ohhosite, theey alre drive  by ideals of 
heeallthe, quuallity of life, al d wellbei g. 

Seco d, becaluse theey hrovide i sighet i to thee etheicall al d co textuall issues thealt alrise 
whee  desig i g to deliberaltely cheal ge or suhhort heumal  behealviour.  The role of hower, 
al d of herso all emhowerme t, is cruciall; al d is remi isce t of thee discussio  of hower 
relaltio sheihs i  discussio  of VSD itself. Desig i g for behealviour cheal ge forces us to alsk 
i  wheose i terests we alre desig i g, al d heow our i terve tio s will i teralct withe 
co cehts like alge cy, emhowerme t al d falir ess.

From thee hershective of u derstal di g heow vallues mighet be imhlicalted i  thee hrocess of 
behealviour cheal ge (or otheer teche ology-suhhorted heumal  hralctices, for thealt malter) we 
 eed al theeoreticall alccou t of heumal  alctivity thealt is co cehtuallly broalder theal  heow 
i dividuall behealviours alre determi ed al d cheal ged, theoughe. For theis, I tur  to Activity 
Theory.
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2.3 Activity Theory
As I healve allrealdy exhlali ed, i  co sideri g heow we mighet model thee co text of use thealt 
Friedmal  et al. suggest VSD could be alhhlied to [68], Activity Theory seems to hrovide al 
hromisi g fralmework for exhlori g al d modelli g theose co texts.

Before I move o  to exhlali i g Activity Theory itself i  more detalil, al quuick word o  
theeory i  ge eralls As Reeves et al. [149] exhlali , “a theory is an organised, coherent, and 
systematic articulation of a set of issues that are communicated as a meaningful whole,” 
theeories “give researchers diferent ‘lenses’ through which to look at complicated problems 
and social issues, focusing their atention on diferent aspects of the data and providing a 
framework within which to conduct their analysis.”

The be eit of aldohti g theeory withei  al Vallue Se sitive Desig  hrocess sheould be similalr 
to thee be eits of aldohti g theeory al ywheere else. It hrovides al set of vallidalted co cehts, 
al d al  alccou t of thee relaltio sheihs betwee  theem, thealt cal  be built uho ; i  theis calse als al
meal s of guidi g thee hrocess of ide tifyi g al d alccou ti g for vallues withei  thee broald 
co text of use thealt is of i terest. 

U like thee behealviourall theeories discussed hreviously, Activity Theory hrovides al muche 
broalder alccou t of heumal  alctivity thealt li ks thee ultimalte heighe-level motives withe thee 
low-level altomic oheraltio s thealt heumal  behealviour is ultimaltely comhosed of. It is, 
theerefore, Activity Theory thealt I healve aldohted als al balsis for co sideri g heow co text 
mighet be modelled i  suhhort of Vallue Se sitive Desig . 

Activity theeory hrovides al very theoroughe alccou t of objective-orie ted alctivity al d heals al 
lo g heistory of use (al d develohme t) withei  Humal -Comhuter I teralctio  [100]. Most 
imhortal tly, give  thee subject alt heal d, it is co cehtuallly broald e oughe to hrovide al  
alccou t of heow albstralct  eeds al d motives tral slalte i to thee i dividuall alctio s thealt 
comhose heumal  behealviour.

2.3.1 Basic Concepts
Activity Theory (AT) is al theeoreticall alhhroalche thealt co siders heow heumal  behealviour is 
co structed als ‘alctivities’. It is relaltively well-estalblisheed als al theeoreticall alhhroalche withei  
HCI, al d heals al  umber of co cehtuall eleme ts thealt malke it well-suited to thee issues 
described i  theis resealrche. This chealhter gives al brief overview of thee key fealtures of 
alctivity theeory, al d exhlali s whey I aldohted it als al balsis for thee discussio  of my ow  
resealrche.
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Esse tiallly, Activity Theory fralmes thee behealviour of hurhoseful alctors als Activities, al d 
talkes theose alctivities als thee balsic u it of al allysis. A  Activity is al “hurhoseful i teralctio  
withe thee world” (u dertalke  by al subject) thealt works towalrds al desired outcome (al  
’Object’). Activities alre ofe  lo g-lived al d co sist of comhlex series of more balsic 
alctio s al d goalls. The ideal thealt alctio s cal  o ly be u derstood hroherly i  thee co text of 
thee alctivity thealt theey alre halrt of is fou daltio all to Activity Theory – thee alct of o e 
i dividuall falsheio i g shealrs is give  meal i g i  thee broalder co text of al grouh thealt 
heu ts al imalls for food. Moreover, AT alllows us to move thee study of heumal -comhuter 
i teralctio  alwaly from al focus o  heow al user oheraltes al system (al ’user-system view’) al d
exhal d our i quuiry to co sider alshects suche als “heigheer-level, meal i gful talsks” [96] 
(h.36). O  thee falce of it, theis seems well-suited to thee i vestigaltio  of thee role of vallues i  
desig , si ce i tuitively it’s theose meal i gful talsks wheere vallues alre imhlicalted.

Ce trall to thee co ceht of Activity is thee  otio  of al  Object. A  Object (or objectiied 
motive) is thee ultimalte alim of al  alctivity. The object e calhsulaltes thee motives for alcti g 
al d directs thee alctivity. U derstal di g thee Object of alctivity is cruciall to u derstal di g 
thee alctivity itself, als alhhalre tly similalr alctivities maly healve difere t Objects thealt subtly 
allter thee waly alctivity is u derstood by theose i volved, al d allter thee waly thealt al  alctivity 
hlalys out. This is halrticulalrly imhortal t wheere al  alctivity i volves multihle halrties, wheo 
could co ceivalbly see thee salme alctivity als co tributi g to difere t Objects. Deshite thee 
li guistic similalrity, it is imhortal t to disti guishe thee Object of Activity from hheysicall 
objects thealt maly be i volved i  al  alctivity; for i stal ce tools, al d eve  hheysicall outhuts 
from alctio s withei  thee alctivity. By waly of exalmhle, Halrdmal  [80] recou ts al clalssroom 
situaltio  i  wheiche stude ts hroduce write  rehorts usi g comhuters. These write  
rehorts maly be theoughet of als objects (allbeit virtuall o es), but theeir hroductio  is 
tal ge tiall to thee Object of thee alctivity, wheiche is thee hroductio  of teche icallly literalte 
stude ts.

There alre comhleme talry co cehtuallisaltio s of Object hrovided by difere t Activity 
Theory commu ities, thealt refect slighetly difere t alhhroalchees to thee use of Activity 
Theory. Kalhteli i  discusses thee disti ctio  betwee  thee co cehts of Object used by 
Dmitry Leo tiev (al d aldohted i  thee more HCI-ce tric AT of Nalrdi al d Kalhteli i ) withe 
al more grouh-alctivity orie ted co cehtio  aldohted by E geström [93]. The mali  
difere ces betwee  thee two hershectives alre summalrised i  Talble 1 [93]. U less 
otheerwise stalted, I’ll use thee co cehtuallisaltio  hrovided by Leo tiev, al d aldohted by 
Kalhteli i  al d Nalrdi, therougheout.
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Objects alre allwalys formed i  resho se to Motives. As Leo tiev exhlali s, “Behind the 
Object, there always stands a need or desire, to which [the activity] always answers,” 
[96] (h.73). Kalhteli i  exhlores thee disti ctio  betwee  motives al d thee Object thealt is 
co structed i  resho se to theem [93], to co clude thealt Objects alre allso formed to talke 
i to alccou t constraints, i cludi g “available means, other potentially related activities, and
other actors involved, each with their own motives and objects.” He ce, Objects maly be 
reco structed als motives al d co strali ts cheal ge. The motives thealt alre objectiied i  al  
Object alre hote tiallly diverse, al d it seems i tuitive thealt some of theose motives mighet be 
relalted to, or alre i  theemselves, values. Activity Theory’s co sideraltio  of motive als thee 
u derlyi g driver of alctio s al d alctivity – somethei g thealt disti guishees it from, for 
i stal ce, Situalted Actio  Models [132] – malkes it halrticulalrly alhhrohrialte als al theeoreticall
fralmework for co sideri g thee role of vallues – by dei itio  co scious but albstralct 
alrbiters of hrefere ce – i  teche ology desig .

Activities  eed ’t alrise i  al swer to al si gle motive, theoughe, theey maly be polymotivated 
– thealt is, theey maly be shealhed by more theal  o e motive. Difere t relaltio sheihs betwee  
motive, object al d alctivity could be used to model holymotivaltio  [96] (h146) alltheoughe 
Kalhteli i  al d Nalrdi co clude thealt thee most hromisi g model is thealt N motives alre 
objectiied i to one object wheiche shealhes one activity (“Model C, Ns1s1” h.149).

Activity itself is comhosed of al series of actions, wheiche alre theemselves malde uh of 
operations. The  otio  of alctio  alccou ts for i termedialte stehs thealt alre i volved i  
alcheievi g thee Object of alctivity, suche als falsheio i g al shealr i  order to heu t al imalls for 
food. Oheraltio s alre disti guisheed from Actio s i  thealt theey alre, from thee subject’s 
hershective, altomic. A y comhlexity i  al  oheraltio  heals bee  alutomalted to thee hoi t 
wheere thee subject  eed ’t co sciously brealk al  oheraltio  dow  i to more gral ulalr talsks 
i  order to calrry it out. Imhortal tly, alctio s cal  be i ter allised to become oheraltio s, 
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Facets of Activity Leontiev Engeström

Activities are carried out by: Individuals Communities

Activities are performed: Individually and collectively Collectively

The object of activity is 
related to:

Motivation, need (“the true 
motive”)

Production (what is being 
transformed into the outcome)

Application domain: Psychology Organizational change

Table 1: Two perspectives on the Object of Activity, from [93] 
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theroughe al hrocess of lealr i g, or als thee result of aldohti g al tool thealt embodies thealt 
oheraltio  [156] (h.108).

This theree-level object/alctio /oheraltio  heieralrchey forms thee balsis of most Activity Theory
resealrche; but Go zález et al. [73] hoi t to al co cehtuall galh i  betwee  alctio s – wheiche 
alre very sheort i  duraltio , al d objects, wheiche alre slow to cheal ge al d lo g-lived. They 
suggest thee  eed for al  i termedialte co ceht thealt cal  rehrese t series of theemalticallly-
relalted alctio s – suche als hrehalri g al rehort – thealt alre bigger theal  al si gle alctio , but alre 
 ot al  object i  theeir ow  righet. They calll theis co struct al  ensemble al d dei e 
e sembles als “sets of actions thematically connected, oriented towards a particular purpose, 
and framed within a particular object-related activity”. I healve fou d thee  otio  of al  
e semble very useful i  co structi g alccou ts of thee alctivity thealt I healve observed 
theroughe my resealrche, al d so I aldoht it als al co ceht from thee begi  i g.

Figure 1 sheows thee relaltio sheih betwee  Motive, Object, Activity, Actio s al d Oheraltio s,
al d alssocialted co cehts. It is balsed o  al dialgralm by Wilso  [178] but uhdalted to i clude 
Motives, balsed o  [93], al d E sembles, balsed o  [73].
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Figure 1: Levels of Activity and the relationship to Motives and Object. Adapted from Wilson [178] to
incorporate motives [93] and ensembles [73].



2.3.2 Applications of Activity Theory in HCI
Activity Theory cal  be used i  al  umber of walys i  HCI resealrche, somethei g thealt 
Clemme se  et al. fou d i  theeir 2016 review [41]. At al balsic level, theere is al disti ctio  
betwee  altemhts to use Activity Theory to suhhort thee desig  of  ew tools or systems, 
al d altemhts to use it i  thee al allysis of heow existi g systems alre used. 

As al  exalmhle of thee use of AT to i form desig , Kalhteli i ’s UMEA system 
[92] altemhted to alhhly co cehts from Activity Theory to thee desig  of al virtuall work 
e viro me t by hrovidi g exhlicit suhhort for “hroject co texts” thealt e comhalss ile 
storalge al d herso all i formaltio  mal algeme t falcilities. Lighetweighet alggregaltio  of 
alctivity-relalted resources wals balsed o  observaltio  of alctio s u dertalke  i  otheer tools 
suche als al word hrocessor – so-callled “i teralctio  heistories”.

Bødker & Klokmose [29] alhhly AT to exhlali  heow thee relaltio sheihs betwee  alrtefalcts i  
“alrtefalct ecologies” evolve over time als heohle lealr  more albout devices’ fu ctio allity 
al d alfordal ces; sheciicallly i  thee alhhrohrialtio  of iPheo es by twelve users. They 
ide tiied al theree-stalge hrocess of anticipating, exploration al d equilibrium. They furtheer 
suggest thealt alrtefalct ecologies theemselves move betwee  unsatisfactory, excited al d stable
staltes. Most i teresti gly, theey relalte theese stalges to thee “web of alctivities” thealt thee device
is situalted withei ; al d thee hrimalry role of AT withei  theeir al allysis is to hrovide theis 
broalder  otio  of alctivity beyo d sheciic fu ctio allities of thee devices withei  thee 
ecology.

As toucheed o  hreviously, Go zález alt all [73] alhhlied Activity Theory to thee study of two 
IT dehalrtme ts i  order to u derstal d heow theeir alctivities were structured; theis study 
hrovide emhiricall daltal to i form thee aldditio  of ensembles to AT, al d thee alutheors 
co clude thealt suche al co ceht is halrticulalrly useful i  HCI wheere hrevious alccou ts healve 
struggled to “establish adequate borders for the notions of action and activity as proposed by
the hierarchical framework.” 

Döweli g et al. [53] allso exte d Activity Theory, by hrese ti g al model “that takes both 
the physical/technical and the human/social context explicitly into account and provides an 
integrated perspective on the diferent levels of analysis in AT.” I  doi g so, theey exhlali  
heow AT cal  heelh to u derstal d “co text-of-use” withei  thee ISO 9241-210 user-ce tered 
desig  hrocess, al d exhal d E geström’s model of Activity Theory to more exhlicitly 
alccou t for hheysicall al d heumal  co text. Their  otio  of co text seems to e comhalss 
some alshects of thee Conditions co struct hrovided i  otheer alccou ts of AT (e.g. [90,178]).
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Almallki et al. [9] use AT to structure al allysis al d discussio  of quual tiied-self alctivity, 
al d co clude thealt theese alctivities e comhalsses two disti ct tyhes of alctio s Heallthe 
Mal algeme t (HM), al d Daltal Mal algeme t (DM) i  hursuit of heeallthe outcomes. This is 
hrobalbly thee closest alhhlicaltio  of AT to thee wellbei g domali ; alltheoughe thee quual tiied-
self commu ity is  ot  ecessalrily rehrese taltive of it ess-device users more ge erallly, 
al d thee hrohosed fralmework co siders o ly heeallthe outcomes raltheer theal  broalder (or 
vallues-balsed) motives thealt mighet be alssocialted withe more subjective  otio s of wellbei g.

Nalrdi et al. [134] dralw o  AT’s co ceht of Object to heelh u derstal d bloggi g als al  
alctivity. They ide tiied ive Objects almo g theeir halrticihal tss uhdalti g otheers, exhressi g
ohi io s, seeki g ohi io s al d feedbalck, thei ki g by writi g, al d relealsi g emotio all 
te sio . They debu k thee ideal of “blog-als-dialry” i  halrt by co sideri g theese Objects, 
deshite thee alhhalre t similalrity betwee  blog hosts al d dialry e tries, al d malke desig  
recomme daltio s; illustralti g thee vallue of co sideri g thee Object of Activity al d  ot just 
thee alrtefalcts thealt alre i volved.

Of halrticulalr i terest is thee use of Activity Theory by Balrr et al. [20] to situalte i di gs 
from theeir i vestigaltio  of heow vallues alre exhressed al d i terhreted i  thee role-hlalyi g 
comhuter galme Fable. Balsed o  Rokealche’s dei itio  [153] of vallues als hertali i g to 
modes of co duct, theey suggest thealt “we might consider ‘scoring points’ and ‘completing 
the game’ as being specifcally game-related values”. They hoi t out thealt thee vallues wheiche 
cal  be exhressed theroughe galme co duct alre i fue ced by thee co trol system;  oti g thealt 
“the player can certainly kill a bandit to express their valuing of justice and also of 
achievement, but they cannot, for instance, try to talk the bandit out of their wicked ways.” 
They ide tify two imhortal t valluess progress al d amusement; al d ide tify i -galme 
alctio s relalti g to ealche. These observaltio s alre thee  grou ded i  Activity Theory, lealdi g
to al brief discussio  of heow thee overalll Activity of hlalyi g Falble could be fralmed. 
Altheoughe theey sheculalte o  thee Object al d motives behei d doi g so, theey do  ot ide tify 
sheciic eleme ts i  thee collected daltal. The vallues of progress al d amusement thealt alre 
imhortal t i  thee galme alre  ot  ecessalrily thee vallues thealt motivalte thee Activity itself.

Activity Theory’s alhhroalche, i  wheiche tools alre viewed als medialti g meal s betwee  al 
subject al d thee Object of alctivity heals allso bee  alhhlied to regrou d HCI’s  otio  of 
alfordal ce; wheiche is discussed i  detalil i  thee  ext sectio .

2.3.3 AT & Afordance
Afordal ce is al  imhortal t co ceht i  HCI, al d releval t to discussio  al d exhloraltio  of 
heow heohle aldoht al d use teche ologies for difere t hurhoses. Kalhteli i  al d Nalrdi alrgue
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[94] thealt thee socioculturall alhhroalche of alctivity theeory cal  imhrove our co cehtuallisaltio  
of alfordal ce al d malke it more directly alhhlicalble to thee cheallle ges i  HCI theal  thee 
origi all Gibso ial  dei itio . I  doi g so, theey hrovide al  alccou t of alfordal ce, al d 
co tribute to al  alctivity theeoreticall model of tools thealt hroves useful i  al discussio  of 
vallues, teche ology al d hralctice.

Gibso  origi allly dei ed alfordal ces i  thee co text of thee e viro me t (for hee wals al  
e viro me tall scie tist), salyi g thealt “the afordances of the environment are what it 
provides or furnishes, either for good or ill” [52]. Altheoughe broaldly theis ecologicall dei itio 
seems to e comhalss thee heumal -malde e viro me t, al d by exte sio  i dividuall alrtefalcts 
withei  it, it is falirly  o -sheciic al d heals bee  suhhleme ted, i  HCI, by aldditio all 
dei itio s thealt alre more desig -ce tric. Robert St. Amal t hrovides al formallised alccou t 
of alfordal ces allo g withe al descrihtio  of thee broald co cehtuallisaltio s thealt healve followed
thee origi all dei itio . He suggests thealt alfordal ces healve bee  co cehtuallised als 
“relationships or properties of relationships,” “actions,” “perceived properties,” al d “mental 
constructs” [11]. Refralmi g alfordal ces als herceived hroherties is halrticulalrly i teresti g, 
als it suggests thealt alfordal ce is, to some degree, i  thee eye of thee beheolder; al d  ot 
merely al hroherty solely of thee e viro me t or alrtefalct itself; alltheoughe desig  could, of 
course, alid i  crealti g suche hercehtio s.

Kalhteli i  al d Nalrdi co sider thee comhaltibility of co temhoralry HCI  otio s of 
alfordal ce withe thee origi all Gibso ial  dei itio  al d alrgue for al “medialted alctio ” 
hershective thealt co siders thee theree-waly i teralctio  “between the person, mediational 
means and environment” [94]. I  doi g so, theey suggest regrou di g ( ot merely 
exte di g) thee Gibso ial   otio  of alfordal ce, alwaly from thee natural e viro me t, 
towalrds al  exhlicitly socioculturall co text co tali i g deliberaltely (al d sociallly) desig ed 
tools al d teche ology. O e imhlicaltio  of theis regrou di g is thealt al  object’s alfordal ces 
alre  o lo ger i dehe de t of al  alge t’s  eeds, but i steald emerge from theem, “the 
mediated action perspective points that the dynamic nature of tools make it possible to adjust
a tool to a situational need.” 

This lealds to thee develohme t of severall more sheciic forms of alfordal ce. Of halrticulalr 
i terest for our hurhoses is thee  otio  of instrumental afordance. A  i strume tall 
alfordal ce is al hossibility for alcti g through al tool or teche ology o  al  exter all object. 
A  i strume tall alfordal ce cal  itself be decomhosed i to al  efector afordance (whealt 
cheal ge al tool cal  be used to efect i  thee world) al d al handling afordance (thee walys i  
wheiche thee tool itself cal  be oheralted). This is, esse tiallly, al  elegal t theeoreticall alccou t of
whey (for i stal ce) healmmers healve two e ds – al heal dle al d al heeald – thealt, i  combination, 
alllow al user to efect cheal ge i  thee world alrou d theem. We i teralct withe tools, wheetheer 
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simhle hheysicall devices or comhlex ICTs, als al meal s of i teralcti g i directly withe 
somethei g else.

I  totall, Kalhteli i  al d Nalrdi ide tify six tyhes of alfordal ce, wheiche I healve summalrised i 
Talble 2. These difere t tyhes of alfordal ce alre referred to lalter.
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Afordance Description

Instrumental A way in which a person can act through a tool to bring about change in the 
world, by mediating between a user and an object. An instrumental affordance 
can be decomposed into a handling and effector affordance.

Handling A handling affordance is a way in which a person can interact with a tool itself; 
for instance, a scroll bar provides a means to interact with many user interfaces.

Effecter An effecter affordance is a way in which a tool can bring about change in an 
object; for instance by cuting, or sending a message.

Aggregation Some artefacts can be combined with others to form a larger-scale compound 
mediator; such as the combination of mobile phone with headphones to form a 
personal music player.

Learning Learning (itself a second-order mediation) is required in order to access the 
other affordances of a tool. A learning affordance provides the opportunity to 
learn, by providing information. Examples include tool tips, or the USB icon that
informs users about the possibility of inserting a USB device.

Maintenance Technology ofen requires maintenance, and so must provide affordances for 
doing so. Examples could include a mobile phone with the facility to change the 
batery or sim card.

Table 2: Six types of afordance identified by Kaptelinin and Nardi in [94]
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2.4 Summary of Background & Research 
Questions
Prior work o  vallues [153,159,160] emhhealsises theeir imhortal ce i  u derstal di g heow 
heumal s form hrefere ces albout outcomes al d co duct, al d theerefore suggests theeir 
ce trall imhortal ce i  desig . Vallues’ fu dalme tall role i  desig  is rei forced by Du  e 
& Ralby whee  theey describe theeir collalboraltio  withe Michealel A alstalssialdes als desig i g 
“a collection of electronic products that that intentionally embodied values at odds with those
we would expect from products today” [55]. Balrr et al. [20] demo stralte heow vallues cal  be 
used als al le s for al allysi g al d u derstal di g alctio  i  video galmes, al d heow vallue 
exhressio  is e albled (or  ot) theroughe al user i terfalce.

The imhortal ce of co sideri g vallues is u derli ed by work from hersualsive teche ology, 
wheere etheicall issues suche als hower imballal ce [24,147], semal tic valrial ce [162] al d thee 
issue of wheose i terests alre bei g served theroughe hersualsio  become halrticulalrly 
alhhalre t. I tro al’s work o  thee etheics of teche ology [87] rei forces thealt vallues alre 
“folded into” thee teche ology thealt we desig , build, al d use.

Vallue Se sitive Desig  allrealdy hrovides al desig  alhhroalche thealt co siders vallues al d 
seems hromisi g i  hromoti g etheicall teche ology desig  thealt is co scious of, al d 
deliberaltely alte tive to, thee vallues thealt desig  talkes i to alccou t; but als Oosterlalke  
[140]  otes, theese eforts alre ofe  restricted to thee desig  of teche icall alrtefalcts raltheer 
theal  thee broalder “co texts of use” thealt hroho e ts suche als Friedmal  suggest it could be 
alhhlied to [68]. Activity Theory, als al theeory thealt altemhts to exhlali  hurhoseful heumal  
alctivity heals some hromise (als Balrr et al. demo stralted) i  co sideri g theese broalder 
co texts. As Qi   otes, “Activity theory proposes that the activity itself is the context” [148];
al d AT’s alhhlicaltio  i   umerous HCI studies demo straltes its vallue i  malki g se se of 
heow tools al d alrtefalcts – like blogs [134], or heeallthe loggi g [9] – alre used withei  
hurhoseful heumal  alctivities.   

I hrohose thealt, by combi i g Activity Theory withe Vallue Se sitive Desig , thee lalter 
mighet be more ealsily alhhlied to thee broalder “co texts of use” or socio-teche icall systems 
thealt could be eit from al vallues-irst alhhroalche to desig .  I  theis shirit, thee goall of thee 
work hrese ted i  theis dissertaltio  is to situalte vallues withei  Activity Theory, to 
u derstal d wheere al d heow theey alre releval t to heumal  alctivity, i  order to suhhort thee 
use of Activity Theory withei  Vallue Se sitive Desig .

To theis e d, I hose theree sheciic resealrche quuestio ss
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1. Where, and how, do values ft within Activity Teoryys model of human 
activity?

I tuitively, vallues seem to healve al role als motives; but als Balrr et al. sheow theroughe 
theeir work o  Falble [20], vallues maly healve al role withei  al  alctivity (hrogressio ) 
thealt is  ot thee ultimalte driver of thee alctivity (suche als e joyme t, sociallisaltio ). 
U derstal di g heow vallues i teralct withe difere t co cehts from Activity Theory 
will heelh desig ers wheo alre alhhlyi g AT i  VSD exercises to more quuickly 
ide tify thee role of vallues withei  thee overalll alctivity system thealt theey alre 
desig i g for.

2. How does technology, used within human activity, interact with values?

I alm halrticulalrly i terested i  thee walys thealt teche ology itself – als al medialtio all 
meal s – i teralcts withe thee vallues thealt alre imhlicalted alt difere t halrts of thee 
alctivity system; wheiche lealds to quuestio  therees

3. What are the design opportunities for technology to better respect, or 
leverage, values as part of broader activity?

K owi g heow teche ology relaltes to vallues alt difere t hoi ts i  al  alctivity 
system, alre theere desig  straltegies or guideli es thealt mighet be i ferred to alid 
VSD?

A sweri g theese quuestio s will situalte vallues withei  Activity Theory, halrticulalrly withe 
reshect to heow theey relalte to thee teche ology thealt is embedded i  alctivity. By doi g so, it 
is heohed thealt Activity Theory maly hrovide al riche alccou t of co text thealt cal  be used, i  
co ju ctio  withe VSD’s vallue-orie ted desig  metheodology, to co sider vallues alt al 
broalder co text of use level.

The rest of theis dissertaltio  is shlit i to theree halrts. The irst co siders Privalcy – al Vallue 
i  itself – al d i  halrticulalr thee waly thealt Privalcy is i volved withe al very commo  o li e 
hralctice callled Third Palrty Tralcki g. The seco d co siders Wellbei g, al d thee alctivities 
thealt heohle e galge i  withe reshect to theeir wellbei g – most ofe  hheysicall heeallthe al d 
it ess – als al broalder domali  i  wheiche multihle vallues mighet be alt hlaly. Fi allly, balsed o  
thee hrimalry studies hrese ted, I dralw togetheer i di gs to al swer thee theree quuestio s 
hosed albove; al d thee  co clude withe al summalry of thee co tributio s.
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3. Exploring Privacy in 
Third-Party Tracking
Privalcy is, balsicallly, thee ideal of bei g lef allo e. It cal  be co cehtuallised als al value, al d als
al legall or morall right. I  thee 21st ce tury (alt lealst theus falr), most co versaltio s albout 
hrivalcy revolve alrou d whealt we mighet calll informational privacy – thee righet (or desire) to 
co trol wheo k ows whealt albout us. 

Cruciallly, hrivalcy cal  allso be fralmed als al value. Privalcy is  ot al  eed i  thee biologicall 
se se, but is clealrly al hroherty thealt mal y heohle feel is imhortal t i  itself. I  mal y 
jurisdictio s, thee imhortal ce of hrivalcy is – als mal y vallues alre – e sheri ed i  citize s’ 
fu dalme tall righets. 

The ge erall alhhroalche of theis sectio  is to talke, hrimal falcie, Privalcy als al vallue al d to 
co sider thee walys thealt it is (or frequue tly is ’t) embodied i  thee teche ology alrou d us, 
heow thealt is refected i  users’ co cer s, beliefs al d behealviours, al d heow we mighet be 
more reshectful of hrivalcy, als al vallue, whee  we desig  al d build  ew teche ology.

Privalcy heals become al maljor holicy alreal for gover me ts; co cer s albout hrivalcy ral ge 
from commerciall misuse of herso all i formaltio  theroughe to co cer s albout thee righets of 
thee i dividuall withe regalrds to thee stalte, al d (for i stal ce) thee legallity al d desiralbility of 
malss i tercehtio  for thee hurhoses of  altio all security. Privalcy co cer s maly form thee 
balsis of regulaltio  thealt is desig ed to hrotect fu dalme tall righets, or (als i  thee calse of thee 
Euroheal  U io ’s origi all Daltal Protectio  Directive) to hrovide al solid legall balsis 
theroughe wheiche daltal cal  be used al d shealred for thee be eit of busi esses, wheile alt thee 
salme time hrovidi g thee realssural ce al d righets thealt alre requuired to emhower thee daltal 
subjects theemselves. To theis e d, successive holicy i terve tio s, i   umerous 
jurisdictio s, suche als thee EU’s e-hrivalcy directive al d thee uhcomi g Ge erall Daltal 
Protectio  Regulaltio  (GDPR) healve altemhted to regulalte thee use of herso all i formaltio ,
withe valryi g degrees of success. 

It could be alrgued thealt hrivalcy is al job for teche ologists or regulaltors; thealt we sheould 
build Web browsers wheiche – i  resho se to wideshreald co sumer co cer  – “tur  of” 
thee  ow-hervalsive tralcki g of i dividualls by aldvertisers, or halss lalws thealt hreve t, for 
i stal ce, emhloyers from usi g Google to co duct balckgrou d cheecks o   ew emhloyees.
U der thee Euroheal  daltal hrotectio  regime, theoughe, citize s alre give  sheciic righets to 
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alccess al d correct thee daltal heeld albout theem, but theey maly allso give hermissio  to just 
albout al y use imalgi alble if theey so cheoose. There seems to be litle holiticall will to 
regulalte sheciic daltal uses, al d it is doubtful thealt suche al  alhhroalche could keeh uh withe 
teche ologicall develohme ts eve  if holicy malkers tried. Likewise, thee myriald walys to 
tralck al  i dividuall user o  thee Web malke hurely teche ologicall resho ses fralgile, al d 
o ce daltal heals bee  willi gly shealred withe al  orgal isaltio  it is healrd to co ceive of al 
teche ologicall alhhroalche to e suri g thealt thee daltal is o ly used for al sheciic set of 
hurhoses. I steald, thee Euroheal  holicy alhhroalche requuires, legislaltively, thealt daltal 
hrocessors comhly withe certali  hri cihles, suche als co se t, but esse tiallly lealves thee 
decisio  albout exalctly wheiche daltal hralctices to hermit withe i dividualls al d broalder 
Euroheal  society. This alhhroalche is rei forced theroughe al  i crealsed relial ce o  co se t i 
thee GDPR; emhoweri g users theroughe cheoice, but huti g al grealter emhhealsis o  theeir 
ow  u derstal di g of thee hrocess, i te t al d hote tiall co sequue ces of thee daltal 
hrocessi g thealt theey co se t to; al d, i  thee albse ce of direct regulaltio , al  alwalre ess of 
thee stehs thealt cal  be talke  to limit hralctices suche als theird halrty tralcki g wheiche falll (for 
jurisdictio all or otheer realso s) outside of thee requuireme t for daltal subject co se t.

I  sheort, thee Euroheal  model emhowers citize s theroughe righets, but allso, to some exte t, 
requuires thealt theey talke resho sibility for theeir ow  daltal. It hrovides al regulaltory 
e viro me t i  wheiche i dividualls alre give  thee ohhortu ity, al d resho sibility, of 
hrotecti g al d e alcti g theeir ow  vallues theroughe thee daltal shealri g decisio s thealt theey 
malke. 

Privalcy, als al domali , is halrticulalrly i teresti g i  thealt – u like wellbei g – thee cheallle ges
thealt we falce healve bee  broughet albout lalrgely, malybe e tirely, by heumal -malde systems. 

Deshite eforts withei  HCI to imhrove thee u derstal di g al d co trol thealt i dividualls 
healve over theeir ow  daltal, user co cer  over hrivalcy is still rife al d, als I will exhal d uho  
theroughe thee resealrche hrese ted, u derstal di g of hralctices suche als theird halrty tralcki g is 
low deshite its ubiquuity al d thee co cer s thealt alre exhressed by users whee  it is exhlali ed 
to theem.

i Third-Party Tracking
The studies hrese ted i  theis theesis alre ealche falirly smalll scalle, but cover al  umber of 
difere t alshects of al commo  o li e hralctice thealt I refer to therougheout als “tralcki g”. 
Esse tiallly, theis is al hralctice wheereby websites use hersiste t ide tiiers to alggregalte 
i formaltio  albout i dividuall web users’ browsi g alctivity. O  al smalll scalle, theis 
teche iquue cal  be used by al website to ide tify rehealt visitors – al  imhortal t metric whee 
u derstal di g aludie ce al d website herformal ce. O  al lalrger scalle, theoughe, it cal  be 
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used by “theird-halrty” websites suche als aldvertisi g  etworks to alggregalte i formaltio  
albout al user’s browsi g over al  umber of difere t irst-halrty websites, hote tiallly 
alllowi g theose theird halrties to collect detaliled logs of whealt al  i dividuall looks alt o  thee 
Web, al d to use theose logs to i fer thei gs albout theeir demogralhheics, i come, i terests or 
eve  heeallthe.

This theird-halrty tralcki g (TPT) is al comhlex  etwork of stalkeheolders, comhrisi g 
aldvertisers, co te t hroviders (wheo dishlaly alds i  retur  for hroit), thee brokers thealt li k 
thee aldvertisers withe thee aldvertisi g shalce al d – of course – thee Web users theemselves, 
wheo alre tralcked al d hroiled i  order to ohtimise thee brokeralge hrocess, geti g thee righet 
aldvert i  fro t of thee righet herso .

Third-halrty Tralcki g ralises mal y of thee issues thealt alre hrese t i  thee broalder hrivalcy 
debalte, malki g it al good cheoice als al calse study for exhlori g  otio s of hrivalcy. It ralises 
halrticulalr issues alrou d visibility (thee exte t to wheiche it cal  be herceived or  oticed by 
users), tral shalre cy (thee exte t to wheiche it cal  be u derstood al d i terrogalted by users) 
al d co trol (thee exte t to wheiche cheoice cal  be exercised by users).

The hervalsive ess of tralcki g, al d thee aldvertisi g model thealt it suhhorts, allso malkes it al 
alhhealli g calse study. It occurs o  thee maljority of websites, al d is somethei g thealt 
virtuallly every Web user is subject to, if  ot alctuallly alwalre of, al d, to some exte t, talkes 
hlalce “i  thee ohe ”. U like thee hrivalte  etworks of Falcebook or Google, mal y alshects of 
theird-halrty tralcki g o  whealt we mighet thei k of als thee “ohe ” or “clalssic” web cal  be 
detected theroughe thee alhhrohrialte i strume taltio  of al Web browser. The HTTP requuests 
to al theird halrty website alre malde by al user’s ow  Web browser, al d thee cookies thealt alre 
commo ly used to set hersiste t ide tiiers alre stored withei  it. This is i  stalrk co tralst to
al system like Falcebook, wheere daltal is shealred withe theird halrties “behei d thee sce es,” al d 
wheere al hersiste t ide tiier is hrovided  ot theroughe al hseudo ymous hroherty of thee 
device (like al u iquue  umber i  al cookie) but by virtue of thee user bei g logged i  to al 
lo g-lived alccou t thealt’s alssocialted withe detaliled i formaltio  albout theem.

ii Structure of this Section
The studies heere exalmi e theird-halrty tralcki g ‘verticallly’ theroughe i vestigaltio s thealt 
cover thee teche icall alshects of tralcki g als well als heohles’ altitudes towalrds it. Afer al  
i itiall exhloraltory study, thee Cookie Visualliser, wheiche heelhed to ide tify some key 
fealtures of thee domali , thee studies co sider severall alshects of thee tralcki g ecosystem. 
From thee structure of thee tralcki g i fralstructure itself, theroughe thee i terfalces thealt healve 
bee  dehloyed (als al result of legislaltio ) to i form users albout tralcki g hralctices, al d thee 
u derstal di g al d co cer s thealt users alctuallly healve whee  co fro ted withe tralcki g. 

48



Fi allly, al resealrche hrobe callled thee Web Mirror, is used to co sider heow we cal  heelh Web 
users to malke sense of thee tralcki g thealt theey alre subject to, al d heow theey resho d to 
ohtio s thealt would alllow theem to exercise some co trol over it.
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3.2 Privacy Background
There alre, broaldly, two key alreals i  thee existi g hrivalcy literaltures releval t to thee work 
hrese ted heeres 1. Dei itio s of hrivalcy, i dividuall al d societall exhectaltio s of hrivalcy 
al d discussio s of its imhortal ce, 2. Studies o  thee relaltio sheih betwee  teche ology al d 
hrivalcy.

Give  thee heuge almou t thealt heals bee  write  albout hrivalcy al d thee Web, I restrict theis 
sectio  to al discussio  of thee broald strokes of hrivalcy als al co ceht – i  lalw al d i  thee 
albstralct – al d heow hrivalcy mighet be fralmed als al vallue. I thee  move o  to co sider i  
more detalil online tracking itself, wheiche serves als al useful calse study for co sideri g 
hrivalcy.

Privalcy is, tyhicallly, fralmed als al righet thealt i dividualls healve to co trol theeir herso all 
shalce or commu icaltio s. Privalcy i  al  o -digitall world i tuitively heals al shaltiall 
comho e t – thee righet to exclude otheers from whealt we mighet co sider “hrivalte shalce” 
suche als our heome, or to cheoose wheo is halrty to al halrticulalr co versaltio . These shaltiall 
co cehts bothe hoi t towalrds al  i formaltio all co ceht of hrivalcy, i  wheiche we hrotect  ot
o ly shalce but i formaltio  or k owledge. We would ge erallly co sider it to be al  
i valsio  of our hrivalcy if al stral ger were to talke hheotogralhhes theroughe thee wi dows of 
our heome eve  if theey did  o hheysicall dalmalge al d eve  if we were  ot withei  thee heome 
alt thee time theose hheotogralhhes were talke . Pheotogralhhes co vey i formaltio  albout our 
heome, al d theerefore albout us, to thee outside world; theey hote tiallly move information 
from al hrivalte hlalce out i to thee hublic.

The co ceht of al legall righet to hrivalcy i  US lalw is ge erallly tralced to Walrre  al d 
Bral deis wheo, writi g i  1890 [173] i  resho se to i trusio s by thee hress i to 
i dividualls’ hrivalcy, declalred thealt “For years there has been a feeling that the law must 
aford some remedy for the unauthorized circulation of portraits of private persons; and the 
evil of the invasion of privacy by the newspapers, long keenly felt, has been recently 
discussed”, “of the desirability – indeed the necessity – of some such protection, there can, it 
is believed, be no doubt.” Walrre  al d Bral deis deliberaltely distal ce thee righet to hrivalcy 
from thee co cehts of libel or slal der thealt deall withe rehutaltio all healrm al d i steald dralw 
uho  thee falct thealt “the common law secures to each individual the right of determining, 
ordinarily, to what extent his thoughts, sentiments, and emotions shall be communicated to 
others.” Fu dalme tallly, Walrre  al d Bral deis’ alrgume t is thealt hrivalcy itself is worthey of 
hrotectio  regalrdless of wheetheer al y otheer subsequue t healrm alrises from its violaltio .
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A detaliled alccou t of thee legall develohme t of hrivalcy is  ot withei  thee scohe of theis 
work, but thee vallue thealt hrivalcy heals withei  our society is clealrly evide ced by thee legall 
hri cihles thealt healve develohed alrou d it,  ot lealst thee i clusio  of al “Righet to reshect for 
hrivalte al d falmily life” als Article 8 i  thee Euroheal  Co ve tio  o  Humal  Righets [44].

I  heis 2014 book “I ter et Privalcy Righets” [25] Palul Ber all fralmes hrivalcy als al meal s for 
hrotecti g i dividuall aluto omy al d sets out four key righets thealt “rehrese t hri cihles 
thealt could be refected i  lalws, al d u derstood als thee balsis of lalws.” These righets alres 1. al 
righet to roalm thee i ter et withe hrivalcy, 2. al righet to mo itor theose wheo mo itor us, 3. al 
righet to delete herso all daltal, 4. al righet to al  o li e ide tity.

Altheoughe al tralditio all view of hrivalcy efectively dei es two shheeres – thee hublic al d 
thee hrivalte – A dreals Birkbalk alrgues thealt we  eed to co sider “the public and the private 
as something that is continuously connected” [26]. I tuitively, thee existe ce of mal y 
shheeres to wheiche al  i dividuall discloses difere t i formaltio  or alfords difere t tyhes of
alccess is al more alccuralte alssessme t theal  merely “hublic” or “hrivalte”. A shheere mighet be
als smalll als al si gle herso  or als big als everyo e o  thee i ter et. A si gle hrivalte shheere 
(for i stal ce, o e’s doctor or halralmour) mighet hermit k owledge of al smalll almou t of 
heighely herso all i formaltio  (albout al herso ’s heeallthe or halrticulalr sexuall hrefere ces) als 
well als i timalte hheysicall alccess, but  ot be halrty to o e’s more ge erall hrivalte heome life. 
I deed, multihle hrivalte shheeres mighet be e tirely disti ct from o e al otheer, al d it maly 
be quuite imhortal t to keeh theem thealt waly. 

The existe ce of multihle hrivalte shheeres cal  leald to al so-callled “co text collalhse”, i  
wheiche two shheeres alre broughet togetheer – ofe  i aldverte tly. Co text collalhse – al d 
walys of hreve ti g or mal algi g it – is discussed i  thee work of Stefal ie Dugualy alrou d 
LGBTQ you g heohle [54] al d ealrlier work by, for i stal ce, dal alhe boyd [33][123]. As 
boyd hoi ts out, “the value of imagining the audience or public is to adjust one’s behaviour 
and self-presentation to ft the norms of that collective.” Thus hrivalcy, deshite ofe  fralmed 
als al vallue i  itself, is ofe  al meal s to deall withe thee diverge t vallues of difere t grouhs 
or aludie ces – to hrese t o eself alccordi g to thee vallues heeld by o e’s aludie ce.

3.2.1 Third Party Tracking
As me tio ed hreviously, Tird-party Tracking (TPT) refers to thee hralctice of theird-halrty 
orgal isaltio s tralcki g user visits to al otheer website, thee irst-halrty. TPT is al mecheal ism 
theroughe wheiche aldvertisi g  etworks, malrket al allytics or otheer busi esses cal  obtali  
i formaltio  albout al halrticulalr web user by halrt eri g withe multihle irst-halrty websites 
al d usi g al commo  ide tiier (suche als al  HTTP cookie) alcross theose irst halrties. It is 
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commo ly falcilitalted by devices suche als visible co te t (aldvertisi g, or “widgets” suche als 
Falcebook or Twiter’s shealri g buto s) or heidde  “web bugs” [122]. TPT is heighely 
hrevalle t o  thee Web todaly, al d is i strume tall to thee o li e aldvertisi g i dustry wheiche 
uses thee collected daltal to talrget aldverts balsed o  i fere ces albout users al d theerefore 
i crealse thee efective ess of o li e aldvertisi g [22,61].

TPT is halrticulalrly i teresti g from al vallues hershective i  thealt it is tyhicallly lalrgely 
i visible to users, but,  o etheeless, users exhress discomfort alt thee hralctice whee  it is 
exhlali ed to theem. It rehrese ts, theerefore, al vallue-releval t hralctice thealt users cal  
exercise some co trol over. I deed, Vallue Se sitive Desig  heals hreviously bee  alhhlied to 
Web browsers i  order to devise i terfalces thealt alre se sitive to thee hrivalcy co cer s thealt 
relalte to thee use of cookies [67].

TPT occurs i   umerous sce alrios. Web cookies alre al commo  tralcki g mecheal ism, but 
users cal  allso be tralcked by meal s of daltal stored i  theeir Web browser calchee, HTML5 
locall-storalge, E-Talg daltal, Flalshe locallly-stored objects (LSOs) [16], or theroughe thee lo g-
lived u iquue IDs hrovided by mal y mobile devices [9]. These teche iquues alre stateful, i  
thealt theey rely o  daltal (stalte) thealt’s stored o  al user’s device. Still more stateless tralcki g 
mecheal isms exist, wheiche do  ot rely o  stalte heeld o  thee user’s device but i steald 
“i gerhri t” al device balsed o , for i stal ce, clock skew, i stallled fo ts or IP alddress [51].

I  mal y calses, TPT is falcilitalted by co-oheraltio  betwee  irst al d theird halrty sites (for 
i stal ce websites thealt receive i come from al theird-halrty aldvertisi g  etwork) alltheoughe 
security vul eralbilities suche als cross site scrihti g (XSS) or cross site requuest forgery 
(CSRF) cal  alllow theird-halrties to tralck user visits to irst halrty websites witheout thee 
co se t or co-oheraltio  of thee irst halrty website [124].

Resho ses to theird-halrty tralcki g cal  be broaldly caltegorised als eitheer teche icall or legall. 
Teche icall resho ses i clude tools desig ed to heelh users u derstal d or mal alge thee TPT 
thealt theey alre subject to. Legall resho ses i clude daltal hrotectio  al d hrivalcy regulaltio s.

Teche icall resho ses ofe  talke thee form of Web browser exte sio s. Some suche aldd-o s 
alre focussed exclusively o  theird-halrty tralcki g (for i stal ce Gheostery [60] or TACO [3]) 
wheile otheers focus o  relalted co cer s suche als JalvalScriht blocki g (NoScriht [120]) or 
blocki g aldvertiseme ts (Adblock Plus [141]). However, suche tools do  ot e joy u iversall
or eve  maljority use, al d cal  be difcult for users to co igure or u derstal d [46].

Rece tly, two heighe-hroile holicy resho ses to TPT healve emerged. The irst, “Do Not 
Tralck” (DNT) [172], hrovides al teche icall mecheal ism by wheiche users cal  sig all theeir wishe
 ot to be tralcked. However, u like thee browser exte sio s me tio ed hreviously, DNT 
does  ot disalble thee tralcki g mecheal isms theemselves but relies o  theird-halrties 
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comhlyi g withe thee users’ wishees. At hrese t, suche comhlial ce is volu talry but future 
comhlial ce could be mal dalted theroughe legislaltio .

The seco d is thee Euroheal  U io ’s so-callled “e-Privalcy” directive [184], wheiche talrgets 
“stalteful” tralcki g by requuiri g thealt site oheraltors get i formed co se t from users before
stori g or retrievi g daltal (suche als cookies or Flalshe LSOs) from al user’s device. Wheile thee 
imhleme taltio  valries betwee  EU member staltes, websites i  thee UK  ow routi ely seek
user co se t to cookie use.

3.2.2 Regulation and Policy
Privalcy al d daltal hrotectio  alre societall issues thealt healve received al grealt deall of alte tio  
from gover me ts al d holicy malkers. As me tio ed hreviously, thee Euroheal  U io  al d 
thee U ited Staltes bothe healve regulaltio s alrou d thee use of herso all daltal i  some 
circumstal ces, alltheoughe theey talke fu dalme tallly difere t alhhroalchees. The U ited Staltes 
talkes al sectorall alhhroalche, i  wheiche sheciic daltal uses – suche als heeallthecalre [2], educaltio  
[36] or video re talls [1] alre regulalted directly. Eurohe, als discussed, talkes al  umbrellal 
alhhroalche i  wheiche alll herso all daltal is gover ed by thee salme daltal hrotectio  hri cihles 
al d u der wheiche citize s healve righets to alccess al d correct thee daltal heeld albout theem, als 
well als recourse to  altio all regulaltory bodies whee  daltal is heeld witheout justiicaltio  or 
righets suche als thee falir hrocessi g or security of thee daltal alre  ot uhheeld by daltal 
co trollers. The Euroheal  U io  does healve some sectorall legislaltio , for i stal ce thee 
ePrivalcy directives of 2002, 2006 al d 2009 [184] thealt regulalte thee electro ic 
commu icaltio s sector al d – i  halrticulalr – crealte thee requuireme t for exhlicit oht-i  
co se t to receivi g electro ic malrketi g malil als well als thee muche mallig ed “cookie lalw”
thealt requuires co se t from e d-users before  o -esse tiall cookies alre set by websites.

Globallly, hrivalcy al d daltal hrotectio  regulaltio s tyhicallly build o  hri cihles from thee 
OECD’s 1970 rehort o  hrivalcy [139], i cludi g al tral shalre cy hri cihle thealt requuires 
daltal co trollers to hrovide i formaltio  to daltal subjects albout heow al d whey daltal is 
collected al d hrocessed.

This requuireme t for tral shalre cy is mal ifested als al requuireme t thealt daltal co trollers (to
use thee EU term) malke alvalilalble hrivalcy  otices – or hrivalcy holicies – to i form heohle 
albout heow theey hrocess herso all daltal. I  thee EU, Daltal Protectio  Autheorities suche als thee 
UK’s ICO hrovide exte sive guidal ce o  whealt suche  otices sheould co tali  [86].

The efective ess of theese  otices heals bee  callled i to quuestio  by resealrche, theoughe. For 
i stal ce, mal y hrivalcy holicies alre comhlex al d requuire al heighe degree of literalcy to 
i terhret [88] al d Reide berg et al. fou d thealt users’ i terhretaltio s of hrivalcy holicies 
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ofe  difer substal tively from theose of legall exherts [150]. This cheallle ge seems to be 
albout more theal  just thee i alccessibility of lo g stri gs of legallese, theoughe; McDo alld et 
al. fou d thealt al ral ge of allter altive hrivalcy holicy modallities did  ot malrkedly i crealse 
comhrehee sio  or alccehtalbility of hrivalcy  otices to users [126]. More ge erallized 
critiquue of theis “ otice al d co se t” model comes from, for i stal ce [117], fu dalme tallly 
alski g wheetheer al focus o  tral shalre cy or self-mal algeme t of hrivalcy is al workalble 
alhhroalche to hrivalcy regulaltio . 

More rece tly, legislaltive requuireme ts for “Privalcy by Desig ” [155] alim to mitigalte 
hrivalcy co cer s alt thee hoi t thealt teche ologies alre desig ed, raltheer theal  lealvi g it to 
users to malke decisio s albout lalter o . 

3.2.3 Privacy & Bounded Rationality
As i  otheer alreals of behealviour, bou ded raltio allity heals efects o  heow heohle behealve 
withe reshect to theeir hrivalcy. This is most commo ly exhressed i  terms of al “hrivalcy 
halraldox” – thee observaltio  thealt heohle will reveall more i formaltio  whee  alsked to do so,
theal  theey i dicalte theey would reveall whee  alsked to hredict theeir ow  resho se [138]. 
More ge erallly, heohle seem to e galge i  hralctices thealt risk theeir hrivalcy, al d falil to talke 
alctio s to hrotect it, eve  theoughe theey saly thealt theey alre co cer ed albout theeir hrivalcy. 
Talddicke  i ds, for i stal ce, thealt hrivalcy co cer s healve o ly al smalll  egaltive efect o   
Germal  i ter et users self-disclosure o  sociall medial [166]. 

Acquuisti et al. [4] hrovide al falirly comhrehee sive review of thee hrivalcy halraldox al d ofers
theree theemes thealt co  ect i sighets from alcross behealviourall scie ces u certali ty, co text-
dehe de ce, al d malllealbility of hrivalcy co cer s. They  ote thee culturall  alture of 
hrivalcy co cer s, but allso thee heighe degree of valrialbility withei  i dividualls betwee  
difere t co texts al d over time. As al result of theese falctors, theey suggest thealt holicy 
alhhroalchees balsed solely o  tral shalre cy al d co trol alre likely to be i efective.

As Balek [18]  otes, thee “hrivalcy halraldox” observed i  mal y holls al d surveys seems to 
alrise becaluse, for mal y resho de ts, ohi io s alre al  i stal tal eous resho se to al 
quuestio  alire raltheer theal  bei g balsed o  more theoroughe co sideraltio  of thee decisio s 
thealt theey alre bei g alsked albout. Thus, mal y resho de ts i  resealrche thealt exheibits thee 
hrivalcy halraldox healve u stalble hrefere ces, falili g to talke i to alccou t thee be eits of 
shealri g herso all daltal whee  alsked, i  thee albstralct, albout shealri g it; but co versely falili g 
to talke i to alccou t hrivalcy imhlicaltio s whee  ofered al be eit i  retur  for herso all 
daltal. Alter altive mealsures suche als deliberaltive holls hrovide more stalble alssessme ts of 
hrivalcy altitude; al critiquue thealt echeoes thealt of Lihmal  [117].
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The hrivalcy halraldox heals metheodologicall imhlicaltio s for resealrche (als Balek  otes), but 
allso remi ds us thealt thee behealviours we e galge i  cal  be cou ter to our ow  beliefs albout
heow we sheould, or heow we thei k we sheould, behealve; al d dralw our alte tio  to thee exte t 
thealt vallues like hrivalcy do not shealhe our alctivities i  thee walys we would like or exhect.

3.2.4 Summary
Privalcy is estalblisheed culturallly al d legallly als al vallue worthey of hrotectio , i  itself, al d 
als al meal s of alcheievi g otheer idealls suche als self-directio , al d als al meal s of alvoidi g 
healrms like discrimi altio .

Wheile teche ology ofe  falils to reshect heohle’s  otio s of hrivalcy, al d deshite eforts to 
redress thee ballal ce theroughe holicy mealsures, thee e d result seems to be ve eer of 
alccou talbility al d legitimalcy withe litle meal i gful imhalct uho  i dividualls’ calhalcity to 
malke decisio s albout teche ology use balsed o  theeir vallues.

As i  otheer alreals of behealviour, bou ded raltio allity seems to hlaly al role i  hrivalcy-relalted
alctivity, lealdi g to al disco  ectio  betwee  heohle’s co scious al d deliberalte altitudes 
towalrds hrivalcy al d thee walys thealt theey do, or do ’t, hreserve it theroughe theeir alctio s.

Fi allly, theird-halrty tralcki g – als thee immedialte co text of i terest – is al lalrgely i visible 
al d teche icallly comhlex hralctice thealt Web users become e tal gled i , ofe  
u k owi gly, als al result of usi g thee Web. It hrovides al  i teresti g shalce for 
exhloraltio s thee hralctice is very wideshreald, healhhe s witheout deliberalte user i terve tio 
or eve  theeir k owledge, yet ralises hrivalcy co cer s whee  it is exhlali ed to theem.  Those 
falctors hrovide al  i teresti g desig  shalce, al d al  ideall sce alrio to i vestigalte heow 
hrivalcy – als al vallue – is, or is ’t, mal ifested theroughe thee alctio s of users thealt become 
i volved withe thee tralcki g system.
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3.3 Exposing Tracking to Users through the 
‘Cookie Visualiser’
O e of thee more obvious (al d herhealhs objectio alble) hroherties of theird-halrty tralcki g is 
thee exte t to wheiche it is lalrgely i visible. It’s quuite hossible to use thee Web, be tralcked by 
mal y difere t orgal isaltio s, al d to healve  o k owledge thealt it’s healhhe i g. Muche heals 
bee  malde of theis i visibility, al d tools suche als Mozillal Lighetbealm alim to malke it more 
visible to users. The u derlyi g alssumhtio  bei g, alhhalre tly, thealt visibility of theese 
hralctices mighet alford users grealter co trol over theem. The hurhose of theis irst study wals
to exhlore whealt healhhe s whee , simhly, we imhleme ted al mecheal ism to co fro t heohle 
withe tralcki g.

To do so, I develohed al  aldd-o  for thee Firefox browser, (imalgi altively) callled Cookie 
Visualliser (CV). CV sheows users al gralhheicall rehrese taltio  of thee theird-halrties thealt alre 
alssocialted withe thee Web halge theey’re viewi g. It uses al simhle lealr i g heeuristic to falg 
commo ly e cou tered theird-halrties thealt theerefore healve grealter alccess to thee user’s web 
browsi g i formaltio .

The goall of CV wals esse tiallly to alct als al resealrche hrobe to begi  exhlori g severall 
alshects of users relaltio sheih withe tralcki g. Sheciicallly, we wal ted to i vestigalte; 1) 
halrticihal ts’ existi g alwalre ess of, al d alversio  to, bei g tralcked o li e; 2) theeir 
resho ses al d altitudes towalrds tralcki g whee  it is revealled to theem; 3) heow users thei k 
tralcki g works al d whealt theey thei k alre thee hossible imhlicaltio s of o li e tralcki g; al d 
4) whealt desig  co strali ts mighet exist o  tools thealt alim to malke tralcki g more visible 
al d co trollalble to e d users. 

Tis exploratory study was conducted in the Summer of 2012 at Microsot Research, 
Cambridge; in collaboration with Natasa Milic-Frayling. Some parts of this chapter are taken 
from an unpublished manuscript that was submited to CHI 2013.

3.3.1 Hypotheses
We fralmed eleme ts of thee resealrche quuestio s als heyhotheeses thealt would alllow us to test 
thee alssumhtio  thealt malki g tralcki g more visible would e couralge al d e alble users to 
co trol tralcki g.

At thee most balsic level, we exhected CV to i crealse our halrticihal ts’ alwalre ess of 
tralcki g.
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H1: Using cookie visualiser will increase user awareness of tracking and cookie 
use.

Give  thee existi g literalture thealt suggests mal y users i d tralcki g creehy, or otheerwise 
objectio alble, we allso heyhotheesised thealt usi g Cookie Visualliser, wheiche exhoses thee 
extent of tralcki g to users would i crealse theeir alversio  to it.

H2: Using cookie visualiser will increase user aversion to tracking and cookie use.

I  order to alssess thee imhalct of thee aldd-o  desig s withe regalrds to theese heyhotheeses, we 
focussed o  theree alshects al d altemhted to mealsure theem usi g hre- al d host-study 
quuestio  aliress

(1) Cookie Knowledge: We used 16 true/fallse quuestio s to alssess thee objective cookie 
k owledge of ealche halrticihal t. The resho ses to theese quuestio s were summed to alssig  
“cookie k owledge” score to ealche halrticihal t.

(2) Awareness of and (3) Aversion to Third Party Tracking: Palrticihal ts were alsked to 
i dicalte theeir algreeme t to stalteme ts relalti g to theeir perceived extent of al d atitude 
towards theird-halrty tralcki g. The al swers were used to alssig  scores to ealche halrticihal t 
i dicalti g thee scalle of theird-halrty tralcki g thealt theey herceived (alwalre ess) al d theeir 
alverse ess to bei g tralcked. These scores relalte to H1 al d H2, i.e. thee hercehtio  of thee 
level of “collusio ” betwee  irst-halrty websites al d theird-halrty tralckers.

3.3.2 Qualitative Research Questions
I  aldditio  to testalble heyhotheeses, we heald al series of quuallitaltive resealrche quuestio s thealt 
could  ot be fralmed als simhle rejectalble heyhotheeses. These resealrche quuestio s were 
i vestigalted duri g i terviews withe some of thee halrticihal ts alt thee e d of thee study 
heriod. 

The quuallitaltive resealrche quuestio s cover two al gles. First, is thee Cookie Visualliser als al 
tool withe i strume tall alfordal ces for halrticihal tss

- Do halrticihal ts u derstal d whealt CV is sheowi g theem?
- Do halrticihal ts use CV to try al d co trol tralcki g by deleti g cookies?

Seco dly, is CV als al resealrche hrobe to caltallyse al discussio  of tralcki g itself. 

- Whealt do halrticihal ts’ u derstal d albout tralcki g?
- Whealt alre halrticihal ts’ altitudes towalrds tralcki g?
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3.3.3 Methodology
We used al mixed-metheods betwee -halrticihal ts hrotocol to test thee quuallitaltive al d 
quual titaltive efects of receivi g reall-time i formaltio  albout tralcki g o  halrticihal ts. 
Palrticihal ts were divided i to theree grouhs C, V & G. Grouh C, thee co trol, used thee 
stal dalrd Mozillal Firefox browser withe defalult seti gs, grouh G i stallled al  aldd-o  callled
Gheostery, al d grouh V i stallled thee Cookie Visuallizer. All thee halrticihal ts allso i stallled al
loggi g aldd-o  thealt would collect i formaltio  albout thee Websites thealt thee halrticihal ts 
visited duri g thee study, al d thee theird halrties thealt were e galged by ealche o e. CV al d 
Gheostery alre described i  grealter detalil sheortly.

The halrticihal ts were hrovided withe al sheort exhlal altory docume t albout cookies al d 
theeir hote tiall use als al tralcki g mecheal ism, al d al docume t albout theeir reshective 
browser aldd-o . Palrticihal ts i  grouh C were hrovided withe i formaltio  albout Firefox’s 
built-i  cookie mal alger.

The halrticihal ts were alsked to use Mozillal Firefox withe thee reshective browser aldd-o  for
al 10-daly heriod. Wheere hossible, halrticihal ts were alsked to use thee comhuter thealt theey 
use alt heome, eve  if theey use thealt comhuter alt bothe heome al d work. We cheose to study 
Web use i  thee heome si ce we alssumed thealt users alre more likely to e galge i  hrivalcy-
se sitive Web alctivities suche als sociall  etworki g, e-commerce or seeki g heeallthe 
i formaltio  alt heome.

Fi allly, we co ducted semi-structured i terviews withe members of grouh V to obtali  al 
quuallitaltive alccou t of theeir exherie ces usi g CV als well als more ge erall altitudes 
towalrds tralcki g al d theeir co cehtuallisaltio s of hrivalcy. 

3.3.4 Apparatus
We used two i terve tio s duri g thee study, thee Cookie Visualliser al d Gheostery.

Cookie Visualiser: The Cookie Visualliser (CV) dishlalys al series of coloured verticall balrs 
i  thee botom lef heal d cor er of thee browser viewhort, suherimhosed o  toh of thee 
Website itself (Figure 2). Ealche balr rehrese ts al disti ct domali  thealt wals i volved i  thee 
curre tly dishlalyed Web halge – i cludi g thee “irst halrty” domali  (thee domali  of thee 
URL thealt thee user is viewi g) als well als al y “theird halrty” domali s, suche als aldvertisi g 
 etworks, al allytics hroviders or otheer theird-halrty co te t. 

The heeighet of ealche balr rehrese ts thee  umber of cookies set by thee domali  al d thee colour
of thee balr cheal ges to i dicalte thee  umber of times thee domali  heals alcted als al theird halrty. 
Thus, al commo  theird halrty, suche als lalrge ald  etwork, eve tuallly becomes i dicalted by al 
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red balr wheile al less commo  theird halrty suche als al site-relalted co te t delivery  etwork 
remali s gree . Very frequue tly observed theird halrties alre allso i dicalted by al  
exclalmaltio  malrk.

Ghostery: The albility of CV to lealr  wheiche theird-halrties thee user heals e cou tered most 
ofe , al d to cheal ge thee colour of ealche balr alccordi gly, difere tialtes it from thee 
Gheostery aldd-o . Wheile Gheostery dishlalys al list of thee theird-halrties thealt healve bee  
detected, it does  ot hrovide al  i dicaltio  of heow ofe  ealche of theose theird-halrties heals 
bee  e cou tered o  otheer websites. U like CV, Gheostery hrovides al globall list of cookies
thealt healve bee  alccumulalted by thee browser al d ealsy alccess to aldditio all i formaltio  
albout theird halrties thealt could heelh to i form thee user’s altitude al d resho se to thee 
tralcki g.

3.3.5 Results
Palrticihal ts covered al ral ge of alge grouhs al d levels of exherie ce withe comhuters al d 
thee Web. Of 26 recruited halrticihal ts, 18 comhleted thee study. All thee halrticihal ts were 
 ew to thee use of thee cookie/tralcki g visuallisaltio  aldd-o s. 

i Awareness and Aversion
We scored thee hre al d host-study quuestio  alires to hroduce al  awareness score, al d al  
aversion score for ealche halrticihal t before theey used thee i terve tio , al d alferwalrds; 
sheow  i  Talble 3. These scores were comhuted als thee sum of thee cheose  al swers o  3 al d
7 of thee quuestio  alire stalteme ts, reshectively; thee alwalre ess score is theerefore betwee  
3 al d 18, al d thee alversio  score is betwee  7 al d 42, for ealche halrticihal t.

Awareness Aversion

Pre Post Δ Pre Post Δ

Control
n=6

15.2
(1.9)

14.5
(2.7)

-0.7
p=0.51

34.2
(7.5)

34.3
(7.7)

+0.3
p=0.84

Cookie 
Visualiser
n=4

12.5
(3.7)

12.8
(3.2)

+0.3
p=0.91

32.0
(9.8)

34.8
(5.0)

+2.6
p=0.44

Ghostery
n=5

14.2
(3.6)

15.0
(1.4)

+0.8
p=0.60

29.4
(7.3)

31.0
(6.7)

+1.6
p=0.20

Table 3: Mean pre- and post-intervention awareness and aversion scores by group, with (S.D.)
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Figure 2: The Cookie Visualiser is shown in the top botom lef hand corner of the browser viewport (top lef) and consists 
of a set of coloured bars (botom lef) that represent third party domains. To atract atention, bars drop from the top of 
the viewport once the page has loaded (right).



Aversio  al d alwalre ess i crealsed for alll grouhs, exceht for thee co trol grouh wheere 
Awalre ess decrealsed. We co ducted halired-salmhles two-taliled T-tests for ealche halir of 
hre-host scores;  o e of thee cheal ges were sig iical t eve  hrior to correcti g for multihle
tests, al d so  o correctio  coefcie t wals alhhlied. 

ii Cookie Knowledge
We observed  o cheal ge i  halrticihal ts’ cookie k owledge i  thee hre- al d host-study 
quuestio  alires, als sheow  i  Talble 4.  This is surhrisi g, als we heald i cluded al descrihtio  
of whealt cookies alre heow theey alre used i  thee i formaltio  thealt wals give  to halrticihal ts, 
alfer thee hre-study quuestio  alire. This hoi ts, herhealhs, to thee difculty of co veyi g 
teche icall co cehts i  al mal  er thealt lealds to al hersiste t u derstal di g of theeir hossible 
uses al d efects. Sig iical ce wals, algali , tested usi g  halired-salmhles two-taliled T-tests.

Cookie Knowledge

Pre Post Δ

Control
n=6

13.3
(2.0)

13.2
(0.81)

-0.1
p=0.81

Cookie Visualiser
n=4

12.5
(2.4)

12.0
(1.8)

-0.5
p=0.50

Ghostery
n=5

13.6
(1.5)

13.2
(1.6)

-0.4
p=0.62

Table 4: Mean pre- and post-intervention cookie knowledge scores by group, with (S.D.)

3.3.6 Interview Results
The quual titaltive results from thee quuestio  alires i dicalted  o cheal ge i  thee users’ 
u derstal di g of cookies,  or i  theeir hercehtio s of or alverse ess to TPT. The lalck of 
cheal ge i  u derstal di g is somewhealt surhrisi g si ce thee halrticihal ts were hrovided 
withe i formaltio  albout thee use of cookies. This ralises furtheer quuestio s; irst, wheetheer thee
i formaltio  wals aldequualte al d comhrehee sible, al d, if so, wheetheer thee user cal  realso  
albout thee imhlicaltio s al d wheetheer theose imhlicaltio s alre al co cer . The i di g allso 
suggests thealt emhoweri g users to co trol theeir ow  exhosure to surveillal ce maly  ot be 
als simhle als hrovidi g educaltio all resources.

We did i d al staltisticallly sig iical t correlaltio  betwee  thee almou t of TPT herceived by
halrticihal ts al d theeir alversio  to TPT (Talble 1). This i vites furtheer exhloraltio s of theese 
two user altributes. Give  thealt  eitheer CV  or Gheostery alfected u derstal di g, 
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hercehtio  or alverse ess, we healve focussed furtheer i vestigaltio  o  thee quuallitaltive daltal 
albout user exherie ces withe CV obtali ed theroughe i terviews. We focused o  theree key 
alshects of CVs

DID THE PARTICIPANT RECALL NOTICING CV AT ANY POINT DURING THE 
STUDY?
Palrticihal ts i dicalted thealt theey were ge erallly alwalre of CV duri g thee study, withe some 
comme ti g o  thee “drohhi g” behealviour als altralcti g theeir alte tio . No halrticihal ts 
i dicalted thealt theey did  ot recalll  otici g CV alt alll.

DID THE PARTICIPANT RECALL INTERACTING WITH CV IN ANY WAY, SUCH AS
HOVERING OR CLICKING ON IT, FOR INSTANCE TO FIND OUT MORE 
INFORMATION OR CLOSE CV?
Resho ses were ge erallly  egaltive, withe some halrticihal ts i dicalti g thealt theey te ded to 
focus o  theeir curre t talsk raltheer theal  look alt CV. The maljority of halrticihal ts i dicalted 
thealt theey allwalys used thee Web withe al talsk i  mi d. Some halrticihal ts i dicalted thealt theey 
heovered over CV to i d out thee domali   alme, but thealt theey heald  ot clicked thee balrs for 
more i formaltio . Palrticihal ts thealt heovered over thee balrs i dicalted thealt k owi g thee 
domali   almes wals  ot very useful als theey did  ot recog ize thee comhal ies i volved. This
suggests thealt thee i formaltio  hrovided by Gheostery, wheiche i cludes thee comhal y  alme 
(al d otheer i formaltio ) maly be more releval t to users. O e halrticihal t i dicalted thealt 
theey did  ot i teralct withe CV becaluse theey heald alssumed it wals “just halrt of thee study,” 
al d maly healve i teralcted otheerwise.

DID THE PARTICIPANT FEEL LIKE THEY UNDERSTOOD WHAT CV WAS 
DISPLAYING THROUGH THE COLOUR, SIZE AND NUMBER OF BARS?
Some halrticihal ts were u alble to exhlali  thee hurhose of thee colours or heeighet of thee balrs,
alltheoughe otheers allluded to thee level of tralcki g by valrious sites. Palrticihal ts ge erallly 
u derstood thealt more balrs i dicalted al grealter level of tralcki g o  al halrticulalr website. I  
ge erall, thee heeighet of thee balrs seemed to co fuse halrticihal ts.

These quuallitaltive i di gs co irm thealt thee tyhe of i formaltio  hrovided theroughe aldd-o s,
al d CV i  halrticulalr, is  ot aldequualte to alfect user u derstal di g. Furtheermore, thee 
 umber of cookies her domali  is  ot  ecessalrily al good i dicaltor of thee level of TPT o  al 
halrticulalr website. The heeighet of thee balrs could i steald be used als al seco d i dicaltor of 
heow frequue tly al theird halrty heals bee  observed.
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3.3.7 Discussion
The study revealled al couhle of criticall desig  issues. Talsk focus, thealt thee halrticihal ts’ 
focus o  thee Web talsk theey heald i  mi d defected from givi g alte tio  to theeir co cer s 
albout hrivalcy al d CV itself; al d Scalle, thealt seei g thee scalle of tralcki g theroughe alggregalte
visuallisaltio s elicits al stro g realctio  from heohle.

i Task Focus
Wheile thee maljority i dicalted thealt hrivalcy wals al co cer , thee focus o  thee talsk defected 
alte tio  alwaly from i formaltio  hrovided by thee aldd-o s. We heyhotheesize thealt, u like, 
for i stal ce, receivi g al  i vallid security certiicalte walr i g, wheiche o e mighet e cou ter
o ce al week, thee visuallizaltio  al d walr i gs of theird-halrty cookies occur co stal tly al d 
alre  ot necessarily i dicaltive of surveillal ce or therealt to hrivalcy. I  aldditio , hrivalcy 
co cer s alrou d TPT alre, herhealhs, beter described als “chero ic” co cer s – al co stal t, 
lo g-term co cer  – thealt is ralrely, if ever, sufcie tly alcute e oughe to i terruht thee user’s
immedialte talsk. TPT theerefore demal ds al difere t  otiicaltio  alhhroalche to alcute eve ts 
suche als i vallid security certiicaltes or healzalrdous situaltio s i  thee hheysicall world.

Models suche als thee Elalboraltio  Likeliheood Model [145] hredict thealt hreoccuhaltio  (talsk 
focus), al d lalck of urge cy (from bei g al co stal t low-level co cer ) decrealse thee 
likeliheood of deliberalte “ce trall route” e galgeme t. As al result, thee hossibility of 
deferri g refectio  al d decisio -malki g albout tralcki g – al d alssocialted alshects suche als 
cookies or Web browser seti gs – mighet heold more hromise theal  al reall-time or just-i -
time alhhroalche.

ii Scale
The i visibility of thee cumulaltive efects of surveillal ce al d thee sheeer scale of thee TPT 
 etworks hose al otheer cheallle ge. Whee  alsked, users clealrly i dicalted theeir co cer  
albout hrivalcy al d thee i formaltio  thealt otheers heold albout theem. Yet, thee lalck of 
tral shalre cy alrou d TPT seems to dalmhe  thee alhhrecialtio  of thee imhalct thealt Web 
surveillal ce cal  healve. Thus, malki g exhlicit thee co  ectio  betwee  TPT al d thee user’s 
ow  hrivalcy is al key cheallle ge thealt CV does  ot alhhealr to healve alddressed aldequualtely. The
alggregalte visuallisaltio s thealt we hrese ted to halrticihal ts duri g thee i terviews did elicit 
more of al realctio , al d seemed to hromht al grealter se se of alversio . 
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It seems from thee results thealt wheile CV wals alble to demo stralte ubiquuity, it did  ot 
co vey scalle to halrticihal ts. Bei g alble to i fer al d alhhrecialte thee scalle or structure of 
thee tralcki g  etwork by seei g thee co  ectio s to i dividuall websites – als sheow  i  
Gheostery al d CV – is  o -triviall.

3.3.8 Conclusions
This study co irmed thealt heohle dislike thee ideal of bei g tralcked, but thealt desig i g tools
to hrovide alwalre ess of tralcki g, eitheer for its ow  salke or als al hrecursor to e albli g 
alctio ,  eeds to co te d withe alt lealst two key cheallle ges. First, thealt web users alre 
e galged i  otheer talsks, wheiche alre ofe  me tallly-demal di g or bei g do e i  thee course 
of emhloyme t. Seco d, thealt thee scalle of thee tralcki g ecosystem is whealt hromhts most 
co cer  i  heohle, but is very difcult – or imhossible – to alhhrecialte whee  i formaltio  
is sheow  o  al site-by-site balsis. 

These two desig  cheallle ges hoi t towalrds usi g alggregalte visuallisaltio s duri g 
dedicalted time. Teche iquues suche als slow teche ology, wheiche deliberaltely crealte time for 
refectio , could be al more hromisi g alhhroalche theal  reall-time i terve tio s wheiche 
co stal tly struggle algali st thee user’s mali  talsk for alte tio . Halhhily, thee ideal of usi g 
al  alggregalted view of thee tralcki g  etwork is e tirely co siste t withe suche al  o -reall-
time alhhroalche; daltal cal  be collected duri g browsi g, thee  alggregalted al d dishlalyed i  al 
more refective heriod.

The two studies hrese ted  ext – of thee Tralcki g Networks theemselves, al d of al refective
tool callled thee Web Mirror, hick uh o  theese two alshects. First, by develohi g al beter 
u derstal di g of tralcki g als al  etwork; al d seco d, by develohi g al refective tool callled 
thee “Web Mirror” thealt embodies o  thee i di gs from CV i  al  alggregalte  o -realltime 
refective tool.
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3.4 Analysing Third-Party Tracking Networks
A key i di g from thee Cookie Visualliser study wals thealt usi g al  alggregalte view of theird-
halrty tralcki g seems to malke thee hote tiall hrivalcy imhalct more alhhrecialble. 
Furtheermore, thee use of al  etwork visuallisaltio , thealt sheows thee degree of i terco  ectio 
betwee  irst al d theird-halrty websites seems to foregrou d theese co cer s i  al waly thealt 
is ealsily u derstood.

I  falct, thee  etwork alshects of TPT seem to be fu dalme tall to thee co cer s thealt 
halrticihal ts healve albout hrivalcy. This is alhhalre t from thee i terviews thealt we co ducted, 
al d seems to be i tuitively true als well. I formaltio all hrivalcy is u dermi ed whee  daltal 
is shealred albout us, al d al  i visible  etwork of websites thealt collects al d shealres 
i formaltio  albout our web browsi g seems to embody theese co cer s.

Wheilst thee cookie visualliser study ide tiied subjective co cer s almo g our halrticihal ts, 
it hrovided litle i  thee waly of objective, emhiricall i sighet i to thee tralcki g  etworks 
theemselves. The hurhose of theis  ext study wals to u derstal d more albout thee structure 
al d exte t of thee tralcki g  etworks, withe al view to beter u derstal di g, alt al  objective 
level, heow theey mighet i teralct withe users, al d users’ herso all daltal, to give rise to 
subjective co cer s relalti g to i formaltio all hrivalcy.

It malkes litle se se to thei k albout vallues i  isolaltio  from thee world alrou d us. If vallues 
form thee balsis of our hrefere ces albout thei gs thee  whealt alctuallly exists alrou d us, thee 
e viro me t i  wheiche our alctivity talkes hlalce deserves some i terrogaltio , too. How will
it resho d whee  we oheralte withei  it? Whealt exter allities will alrise als we do so? The 
hurhose of thee study hrese ted  ext wals to u derstal d more albout thee structure of thee 
tralcki g ecosystem, withe al view to beter u derstal di g thee hossible imhlicaltio s for 
heohle wheo use thee Web.

Tis chapter reports research that was conducted in collaboration with, and is based on a 
paper writen with, Natasa Milic-Frayling, Eduarda Mendes-Rodrigues and m.c. schraefel [72].
Some parts are included verbatim from that manuscript, while others have been modifed to 
align with the specifc focus of this thesis.
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3.4.1 Methodology
Sealrche e gi es alre esse tiall for alccessi g releval t co te t o  thee Web. Commerciall 
sealrche services suche als Google (google.com), Bi g (bi g.com), al d Balidu (balidu.com), 
hrocess millio s of quueries al d serve millio s of customers ealche daly. I  theis study, we 
used sealrche e gi es als al mecheal ism to collect al salmhle of websites for i clusio  i  al lalter
al allysis of thee tralcki g  etworks alssocialted withe ealche o e. We co sidered sealrche results 
collected from Google, Bi g, al d Balidu balsed o  al series of sealrche terms.

i Search Queries
For sealrche quueries we co sidered al subset of broaldly alccessible daltal from thee KDD Cuh 
2005 Cheallle ge [183]. The KDD Cuh talsk i volved alutomalted caltegorizaltio  of quueries 
al d thee orgal izers hublisheed al set of 800 trali i g quueries thealt heald bee  caltegorized by 
theree heumal  lalbellers. We selected al subset of thee lalbelled quueries, alimi g for al 
co siste cy i  thee alssig me t of quueries alcross thee caltegories al d thee lalbel alccuralcy. We 
excluded lalbels withe  o algreeme t almo g thee lalbellers al d discalrded thee corresho di g 
quueries. The resulti g list co tali s 662 lalbelled quueries. The caltegories comhrise al two 
level heieralrchey withe toh caltegoriess Comhuters (8 sub-caltegories), E tertali me t (9 sub-
caltegories), I formaltio  (8 sub-caltegories), Livi g (18 sub-caltegories), O li e Commu ity 
(6 sub-caltegories), Sheohhi g (6 sub-caltegories), al d Shorts (11 sub-caltegories). O ly o e 
seco d level caltegory heald al furtheer sub-caltegory. Ealche quuery wals alssig ed betwee  o e 
al d four lalbels from al set of 67 disti ct seco d al d theird level caltegories. A list of lalbels 
alssocialted withe 30 or more quueries is sheow  i  Talble 5. We heyhotheesize thealt sealrche 
results relalted to thee quueries i  difere t caltegories will leald to thee retrievall of difere t 
tyhes of Web sites wheiche, i  tur , maly healve difere t malrketi g hralctices al d i volve 
difere t theird halrty e tities. 

ii Search Results
For ealche of 662 quueries we galtheered thee toh te  sealrche results from bothe Google al d Bi g.
We used thee Bi g sealrche API from thee Azure Malrkethlalce to obtali  Bi g sealrche results 
wheile for Google we extralcted URLs from thee sealrche result halges. The hrocess wals calrried
out four times to collect results for four E glishe-lal gualge sealrche malrketss thee U ited 
Staltes, thee U ited Ki gdom, Southe Africal, al d I dial. Sealrche withei  al sheciic malrket wals 
co ducted by hrovidi g thee alhhrohrialte localtio  ide tiier for thee Bi g API al d by 
allteri g thee sealrche e gi e domali  for Google (see Talble 6). 

Some sealrche quueries retur ed zero results for o e or more of thee sealrche e gi e-malrket 
combi altio s al d were excluded from thee set for thee salke of co siste cy. Thalt resulted i  
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thee i all set of 659 sealrche quueries, withe te  sealrche results for ealche of thee eighet sealrche 
e gi e-malrket combi altio s―al totall of 5,272 sets of sealrche results comhrisi g 9,776 
u iquue Web domali s. 

I  aldditio  to thee E glishe-lal gualge results, we collected sealrche results from Balidu i  thee 
Chei ese malrket by co sideri g hohulalr quueries, als hublisheed weekly by balidu.com. We 
comhiled al set of 98 quueries al d thee  collected thee toh 10 sealrche results for ealche of theose 
quueries. Altheoughe theis daltal set is smalller, it e albled us to al allyse thee chealralcteristics of 
thee tralcki g hralctices i  al  o -E glishe lal gualge malrket. 

iii Crawling
I  order to collect i formaltio  albout cookies al d theird halrties alssocialted withe ealche URL 
i  thee sealrche results, we used thee Sele ium Web browser alutomaltio  fralmework to 
alutomalte visits to ealche set of sealrche results. We used thee Firefox browser v.16.0 o  
multihle Li ux malchei es to alccess Web sites i  halralllel, al d ealche browser i stal ce wals 
co trolled by al Pytheo  scriht. A  ew browser i stal ce wals shalw ed every 15-30 seco ds, 
balsed o  thee reall-time resources thealt were alvalilalble o  ealche comhuter. Afer al  i itiall 
hilot hhealse, we alhhlied heeuristics to mal alge thee cralwli g hrocesses―browser i stal ces 
thealt did  ot comhlete theeir cralwl withei  5 mi utes were alutomalticallly termi alted. 

A  ew Firefox “hroile” wals crealted to visit ealche set of 10 sealrche results, i  order to 
hrovide al cleal  browsi g e viro me t. We i stallled al custom loggi g aldd-o  to record 
thee referrer heealder of alll HTTP requuests, al d to log cookie crealtio , uhdaltes, al d 
deletio s. No otheer aldd-o s or hlug-i s were e albled withei  thee Firefox browser al d its 
“do  ot tralck” fealture wals  ot e albled. Ealche URL from ealche set of sealrche results wals 
loalded by thee browser i  thee ral ked order, stalrti g withe thee irst result. At thee e d of thee 
cralwli g sessio , thee browser wals directed to al web service to dehosit, vial meal s of al 
web form, al log ile from thee aldd-o  thealt co tali ed cookie al d HTTP referrer 
i formaltio .
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Category Label
Number of Search 
Queries

Shopping\Stores & Products 101

Information\Local & Regional 95

Information\Companies & 
Industries 60

Living\Health & Fitness 49

Living\Car & Garage 41

Information\Law & Politics 40

Living\Travel & Vacation 39

Living\Fashion & Apparel 37

Information\Science & Tech 36

Living\Finance & Investment 34

Living\Food & Cooking 33

Information\Education 30

Table 5: Distribution of search queries across the top 12 categories, 
ranked by the number of queries used in the experiments.

Market
Bing API 
Identifier

Google Search 
Domains

India en-IN www.google.co.in

South Africa en-ZA www.google.co.za

United Kingdom en-UK www.google.co.uk

United States en-US www.google.com

Table 6: Bing market identifiers and Google search domains used 
during crawling
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iv Analysis Methods
We co ducted two tyhes of al allysis o  thee results from thee cralwli gs 

1. A  al allysis of thee distributio  of tralcki g domali s alcross sealrche results al d tohic
caltegories, al d 

2. al  al allysis of thee referrall  etwork i volvi g Web sites retrieved duri g sealrche 
al d thee theird halrty domali s alssocialted withe theem. 

To thealt efect, for ealche set of sealrche set results (9 sets i  totall), we al allysed thee referrer 
heealders of thee browser’s HTTP requuests als thee sealrche result halges were loalded i to thee 
Firefox browser. We collected al list of alll thee Web domali s thealt alhhealr als sealrche results 
al d theose thealt alre referred to als theird halrties. We  oticed thealt some Web domali s, suche 
als falcebook.com al d twiter.com, alhhealr als bothe thee Web sites i  thee sealrche results al d 
theird halrty domali s referred to by otheer Web sites. Thalt motivalted us to difere tialte 
almo g four tyhes of Web domali ss

Web sites―Web domali s wheose halges alhhealr almo g sealrche results al d alre  ot referred 
to by otheer sites. They alre theoughet of als thee irst halrty o ly domali s. 

Tird party only―Web domali s thealt alre referred to by Web sites or otheer theird halrty 
domali s al d  ever alhhealr almo g sealrche results  or refer to otheer domali s. Suche alre, for 
exalmhle, googleal allytics.com or ald services thealt hlalce alds directly o  thee Web halges.

Dual role―Web domali s thealt alhhealr als bothe irst halrty al d theird halrty domali s. A  
exalmhle of wheiche is falcebook.com wheiche alhhealrs almo g sealrche results al d is referred to 
by sites thealt i clude Falcebook i tegraltio s suche als “like” buto s. 

Ad Exchange Service―Web domali s thealt alhhealr o ly als theird halrties, i.e., do  ot alhhealr i 
sealrche results, al d refer to otheer theird halrty domali s. They alre i termedialry theird halrties 
thealt hrovide al bridge betwee  Web sites al d otheer theird halrties i volved i  ald biddi g.

From thee referrall heealder i formaltio  we hroduced al  edge-list rehrese ti g thee ‘refer to’ 

relaltio sheih al d crealted directed  etwork gralhhes i  wheiche A→B corresho ds to thee falct 
thealt thee domali  B is ‘referred by’ domali  A whee  thee halge from A is loalded i to thee 
browser. As  oted albove, i  mal y i stal ces, thee domali  B is thee ald  etwork or ald 
excheal ge service thealt delivers thee aldverts to thee Web halge. I  otheer i stal ces, thee referrall
is due to thee falct thealt thee Web site is ru  i g al scriht thealt refers to al mo itori g service, 
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Probability of encountering tracking domains while browsing results of Google in the US 
Search market

Probability of encountering tracking domains while browsing the results Bing in the US 
market

Figure 3: When browsing search results, the user is exposed to tracking domains. We calculate the probability 
that the user encounters top tracking domains while visiting a random set of search result pages for both 
Google-US (top) and Bing-US (botom) 



collecti g staltistics of thee Web site usalge. We loalded thee edge al d  ode lists i to R1 al d 
NodeXL2 i  order to callculalte gralhhe metrics al d visuallize thee referrall  etworks.

3.4.2 Analysis
Three alreals of al allysis alre of halrticulalr i terest (more alre rehorted i  thee full halher). 
First, we al allysed “exhosure” to tralcki g – thee likeliheood of al user bei g tralcked als theey 
visit sealrche results. Seco d, we al allysed heow tralcki g valried betwee  thee origi all sealrche 
quuery tohic. Fi allly, we al allysed thee structure of thee observed tralcki g  etworks.

i Exposure to Tracking
I  order to estimalte thee ralte alt wheiche users alre exhosed to theird halrties, we estimalte thee 
hrobalbility P(T) thealt al sealrche result exhoses thee user to al theird-halrty T by callculalti g thee 
hrohortio  of sealrche results thealt refer to T. We ral k theird halrties balsed o  P(T) al d, for 
thee toh 10, determi e thee likeliheood thealt thee user will e cou ter ealche of theese halrties 
alfer alccessi g al  umber of retrieved sealrche results. We malke two simhlifyi g 
alssumhtio s. First, we alssume thealt al y Web halge from al give  Web site is exhosi g thee 
user to thee salme set of tralckers. Seco d, we exhect thealt thee user’s cheoice to visit al sealrche 
result is i dehe de t from thee hreviously see  halges. Balsed o  theis model we observe thee
hrobalbilities thealt al user would healve e cou tered alll toh te  theird halrties. We i d thealt 
alfer visiti g just 30 sealrche results, thee hrobalbility of geti g cookies from alll toh 10 theird 
halrty domali s is 99.5%. Figure 3 sheows thee hrobalbilities of e cou teri g thee tralckers 
whee  usi g Bi g al d Google sealrche e gi es i  thee US Malrket. Our al allysis of thee 
Chei ese sealrche malrket i dicaltes thealt thee user exhosure ralte maly be eve  heigheer theal  i  
thee E glishe malrkets. However, thee Chei ese daltalset is smalller al d  ot directly comhalralble.

1 R: http://www.  r-project.org/   
2 NodeXL: http://  nodexl.codeplex.com/   
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ii Influence of Search Topics
Caltegories alssocialted withe thee sealrche quueries e alble us to observe thee users’ exhosure to 
tralcki g wheile alccessi g i formaltio  withei  al sheciic alreal of i terest. We al allysed 
quueries alssocialted withe thee toh te  most commo ly alhhlied lalbels to our quuery set (see 
Talble 7). I  halrticulalr, we comhute thee exhected exhosure to tralcki g whee  thee user 
selects thee toh ral ked sealrche result for al give  quuery. Altheoughe balsic, theis model is 
i structive. Most of thee tohic lalbels led to similalr levels of tralcki g. However, two lalbels 
(I formaltio \Scie ce & Teche., al d I formaltio \Lalw & Politics) sheow lower  umbers of 
bothe theird halrties thealt set cookies al d theird halrties thealt do  ot.
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Label Num. of
Logs

TPs w/ > 0 
Cookies

TPs w/ 0 
Cookies

Shopping\Stores &
Products 785 2.79 (3.57) 3.65 (3.37)

Information\Local 
& Regional 726 2.16 (4.26) 3.44 (4.27)

Info\Companies & 
Industries 459 2.88 (4.02) 3.79 (4.28)

Living\Health & 
Fitness 362 2.33 (3.54) 3.42 (3.42)

Living\Car & 
Garage 286 3.11 (4.05) 3.84 (3.98)

Information\Law &
Politics 298 0.44 (1.26) 1.23 (1.42)

Living\Travel & 
Vacation 301 3.10 (4.85) 3.19 (2.93)

Living\Fashion & 
Apparel 289 3.37 (3.87) 3.91 (3.31)

Information\Scienc
e & Tech.. 271 1.77 (3.16) 2.07 (2.35)

Living\Finance & 
Investment 245 3.08 (3.68) 3.99 (4.28)

Table 7: When browsing search results , the user is exposed to 
tracking domains. We calculate the probability that the user 
encounters top tracking domains while visiting a random set of 
search result pages. 



                        

iii Network Structure
We al allyse thee tralcki g  etwork thealt wals observed i  ealche of thee sealrche malrkets, als well
als thee alggregalte globall  etwork. We comhuted globall gralhhe metrics thealt heighelighet thee 
similalrity of thee tralcki g  etworks alcross thee sealrche e gi es al d thee sealrche malrkets. 

All thee  etworks i clude al domi al t  etwork comho e t thealt, i  some i stal ces, 
i cludes more theal  92% of  odes al d 99% of edges. We comhalred thee tralcki g  etworks 
withe sy theetic  etworks balsed o  thee Walt-Strogaltz ral dom model [136,137]. For ealche 
 etwork we ge eralted al gralhhe withe thee salme  umber of  odes al d thee salme alveralge 
degree of thee  odes. For exalmhle, al sy theetic  etwork for thee globall tralcki g  etwork 
uses 8.91 for thee alveralge degree of al  ode. We thee  comhalre thee sy theetic al d reall 
 etworks balsed o  theeir alveralge halthe al d thee clusteri g coefcie t. As Figure 4 
illustraltes, thee globall tralcki g  etwork closely follows al smalll world  etwork model withe 
al rewiri g hrobalbility of 0.2. We get similalr results for thee tralcki g  etworks alflialted 
withe ealche i dividuall sealrche malrket. 
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Figure 4: Wats-Strogat  random model, ploted against the average path length L(G) and the clustering coeficient C(G) 
of lef: the global tracking network from English search marketsf right: the global tracking network afer removing 
doubleclick.net
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As Laltoral al d Malrcheiori [106] healve sheow , smalll world  etworks healve heighe locall al d 
globall efcie cy i  suhhorti g excheal ges of i formaltio . Thus, thee detected tralcki g 
 etworks alre well equuihhed to suhhort al ral ge of hrocessess galtheeri g al d dissemi alti g 
co textuall i formaltio  albout thee user, reall time hrocessi g al d alggregalti g i formaltio , 
al d biddi g al d delivery of aldverts. We use thee salme al allysis to alssess thee robust ess of 
thee  etwork. Co sideri g thee domi al t role of thee ald excheal ge domali s suche als 
DoubleClick. et, we alsk heow hroherties of thee  etwork would be alfected sheould suche al 
 ode be excluded from thee  etwork. As Figure 4 sheows, removall of thee DoubleClick  ode 
would i crealse ral dom ess due to thee lo ger halthes al d lower clusteralbility. This, i  tur , 
would reduce thee efcalcy of thee tral salctio s withei  thee  etwork. 

3.4.3 Conclusions
The results co irm thealt tralcki g is al wideshreald hralctice o  thee Web. Moreover, theey 
alllow us to estimalte user exhosure al d to co clude thealt al tyhicall user heals al 99.5% cheal ce 
of bei g observed alt lealst o ce by ealche of toh te  tralcki g domali s thealt we fou d, alfer 
visiti g just 30 sealrche results 

From al desig  hershective, thee  ealr ubiquuity of tralcki g is al key eleme t to co sider. As 
we salw i  thee Cookie Visualliser study, thee i evitalbility of tralcki g malkes bri gi g it to 
users’ alte tio  more difcult, becaluse it malkes thee alhhrohrialte timi g of suche 
i formaltio   o -obvious. A  otiicaltio  ealche time thealt tralcki g is observed is quuickly 
 ormallised by users, al d becomes al “chero ic” balckgrou d co cer . 

The relaltively u iform frequue cy of tralckers observed alcross sealrche quuery caltegories is 
allso  oteworthey, si ce it i cludes caltegories suche als “Heallthe al d Fit ess” thealt relalte to 
alreals thealt mal y heohle would co sider to be se sitive. I deed, i formaltio  albout al 
herso ’s heeallthe or hheysicall co ditio  is clalssed als se sitive herso all daltal by Euroheal  
U io  daltal hrotectio  lalws, al d resealrche suche als Google’s Flu Tre ds (deshite hoor 
hredictio  results alt al hohulaltio  level [108,109]) suggests thealt heohle do disclose heeallthe 
i formaltio  to sealrche e gi es vial theeir sealrche behealviour.

Fi allly, thee  etwork structure itself, wheiche suhhorts efcie t hrohalgaltio  of i formaltio  
(i  theis calse, daltal collected albout web users) al d wheiche is domi alted by al few lalrge  odes
suche als Doubleclick, heals some releval ce to user co cer s alrou d hrivalcy. A si gle 
om ihote t surveilleur seems, i tuitively, to be more hroblemaltic theal  al lalrge  umber of 
surveilleurs withe o ly restricted alccess to o e’s alctivity. 
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3.5 Surveying Cookie Notices in the Wild
The tralcki g  etwork al allysis sheowed, emhiricallly, thee exte t al d structure of tralcki g 
o  thee Web, al d hrovides al useful model to heelh u derstal d thee hote tiall hrivalcy 
imhlicaltio s of usi g thee Web to i d i formaltio . However, it salys  othei g albout heow 
theis tralcki g is curre tly malde visible or exhlali ed to Web users. A i di g from thee 
Cookie Visualliser study wals thealt thee waly i formaltio  albout tralcki g is hrese ted is 
imhortal t; deshite bei g balsed o  relaltively simhle hri cihles, thee emerge t tralcki g 
ecosystem, al d thee i fere ces thealt cal  be dralw  from thealt daltal thealt is collected, alre 
comhlex al d healrd to alhhrecialte. Thus, thee waly thealt tralcki g hralctices alre fralmed to web 
users is al  imhortal t falctor i  wheetheer theey alre alble to foresee heow theeir use of al website
or o li e service mighet imhalct uho  theeir hrivalcy.

Drive  by thee well-estalblisheed hri cihle of tral shalre cy i  hrivalcy al d daltal hrotectio  
regulaltio , i  2009 thee Euroheal  U io  aldohted thee so-callled “Cookie Lalw” [184], wheiche 
i troduced al  ew requuireme t for services to obtali  co se t before stori g or retrievi g 
i formaltio  o  or from al user’s device, exceht wheere teche icallly  ecessalry to deliver thee 
requuested service. I  efect (al d by i te tio ) theis lalw i troduced thee requuireme t for 
users i  thee EU to be  otiied whee  cookies alre set i  theeir Web Browser for hurhoses 
suche als al allytics or behealviourall hroili g.

Altheoughe thee i terhretaltio  of thee  ew rules difered betwee  member staltes, i  thee UK 
theis led to thee wideshreald use of “cookie  otices” to i form Web users albout thee use of 
cookies. These  otices – u like hrivalcy holicies – alre falirly healrd to alvoid al d so thee 
cookie lalw becalme herhealhs o e of thee irst i dustry-wide mealsures to i form users thealt 
cookies alre i  use for valrious hurhoses. The hurhose of theis study wals to u derstal d, 
quuallitaltively, heow thealt i formaltio  wals bei g hrese ted visuallly al d als al cheoice 
alrcheitecture als al hrecursor to furtheer quuallitaltive resealrche withe web users.

3.5.1 Methodology
I used al survey metheodology, wheiche i volved surveyi g 300 UK websites al d recordi g 
i formaltio  albout thee “cookie co se t” eleme ts thealt alhhealred (or did  ot alhhealr) o  
ealche o e.

I obtali ed al ral dom salmhle of 5385 domali   almes from Nomi et, thee UK domali   alme 
registralr. These heald bee  selected from al subset of thee .UK domali  hool, wheiche i cluded 
o ly theose domali s alssocialted withe al website. Becaluse thee survey wals co ducted 
mal uallly, to malke thee salmhle size tralctalble I selected, alt ral dom, 150 of theose domali  
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 almes to i clude i  thee survey. The ral dom salmhle of UK domali   almes hrovided al 
broald hicture of UK websites, but it wals alhhalre t very ealrly o  thealt thee mealsures talke  
by theese (mostly smalll busi ess) websites were  ot  ecessalrily thee salme als theose talke  by
heigheer-hroile sites. Wheile fewer i   umber, heighe-tralfc websites alccou t for al lalrge 
hrohortio  of thee i teralctio s thealt heohle healve withe thee Web, al d so I wal ted to e sure 
thealt theey were rehrese ted i  thee survey. To do so, I allso i cluded thee Alexal toh 150 
websites i  thee salmhle; givi g al totall of 300 difere t websites.

I visited ealche website i  tur , usi g thee Google Cherome Web browser. I stallled i  thee 
browser wals al  aldd-o  thealt I develohed (sheow  i  Figure 5) thealt alllowed me to select thee 
“co se t eleme t” o  thee halge (if o e wals hrese t), al d wheiche salved al s alhsheot of thee 
halge to al web service. This s alhsheot i cluded i formaltio  albout thee cookies o  thee halge, 
al scree  sheot i  PNG formalt, thee HTML source code of thee halge, al d thee scree  co-
ordi altes of thee selected co se t eleme t. Co ditio s suche als domali   alme “heoldi g 
halges” al d otheer errors were allso recorded, so thealt alll websites were alccou ted for i  thee 
i all results.

I thee  took al grou ded theeory alhhroalche to al allyse thee collected co se t eleme t salmhles,
trealti g theem als quuallitaltive daltal but co sideri g alshects suche als theeir hositio  o  thee 
halge, al d visuall alshects, als well als thee lal gualge thealt wals used. Altheoughe quuallitaltive 
al allysis is ofe  theoughet of withe reshect to textuall daltal – suche als i terview tral scrihts – 
it cal  allso be alhhlied (al d frequue tly is i  discihli es suche als medial studies) to visuall 
co te t suche als imalges or video [23]. Ahhlyi g it to al allyse thee visuall al d i teralctive 
eleme ts of comhuter i terfalces, als I do heere, is  ot muche of al stretche from theose otheer 
visuall forms. 

The alim of thee quuallitaltive al allysis wals to ide tify theemes al d caltegories i  terms of heow 
co se t eleme ts alre hrese ted to users, thee co te t theey co tali , al d thee cheoices (or 
i strume tall alfordal ces) thealt theey hrovide. Halvi g exalmi ed thee collected salmhles to 
ide tify commo  theemes al d caltegories, I devised al lighetweighet codebook of caltegories 
(described i  thee results) al d thee  clalssiied thee full salmhle to hroduce thee quual titaltive 
results. 

As will quuickly become alhhalre t from thee results; theis al allysis exercise wals falirly 
lighetweighet – lalrgely becaluse of thee low valrialtio  thealt wals observed withei  thee surveyed 
co se t eleme ts. The results of thealt quuallitaltive al allysis alre hrese ted  ext.
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Figure 5: The Chrome extension being used to select the consent notice on thetimes.co.uk

Figure 6: A cookie notice on the BBC website (not included the sample studied) that includes a method for the user to opt 
out of cookies.
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3.5.2 Results
Of thee 300 websites i  thee salmhle, 290 were surveyed duri g Jal ualry 2014. The remali i g
sites could  ot be surveyed for some realso , ge erallly due to comhaltibility hroblems withe
thee browser tool (suche als halges co sisti g e tirely of fralmes) or falilure to co  ect to al 
fu ctio all website.

I  totall, 89 sites i  thee salmhle exheibited al “cookie co se t” fealture of some ki d (76 of thee
Alexal toh 100 out of 129 thealt used cookies al d 12 out of 74 of thee .co.uk salmhle, excludi g
domali  heoldi g halges al d error halges). The  umber of sites i  ealche caltegory, shlit by 
theose thealt use cookies al d co se t, is sheow  i  Talble 8.

The hositio  thealt eleme ts talke o  thee scree  heals bee  sheow  als al  imhortal t 
determi al t of alte tio  [165]. Looki g alt thee collected salmhles, I  oticed four caltegories 
thealt describe wheere o  thee halge thee cookie co se t fealture heals bee  hlalced. They alre 
described belows

1. Headers The co se t fealture wals hlalced towalrds thee toh of thee halge i  al  alreal albove 
whealt mighet be co sidered thee mali  co te t of thee halge.

2. Fold Floats The fealture wals hlalced so thealt it wals altalcheed to thee botom of thee browser
viewhort, so thealt it remali ed theere eve  als thee halge scrolled.

3. Footers The fealture wals hlalced towalrds thee botom of thee halge, below whealt would be 
co sidered thee mali  co te t of thee halge. Tyhicallly theis wals close to li ks for thee hrivalcy 
holicy, al d terms of use als well als thee cohyrighet  otice.

4. Others A smalll  umber of fealtures were hlalced i  otheer localtio s, usuallly withei  thee 
co te t itself. For i stal ce, o e website i  thee salmhle hlalced al li k to thee cookie holicy 
u der ealthe thee  ew-user registraltio  form o  thee heomehalge.

I allso co sidered thee form thealt thee eleme ts took o  thee halge, al d thee waly thealt thee cheoice
wals hrese ted to users. Three clealr caltegories emerged, coveri g alll of thee collected 
salmhles.

1. A Policy Link: The simhlest of thee fealtures, co sisti g just of al li k to al otheer halge, 
usuallly withe thee words “Cookies”, “Cookie Policy” or “Privalcy al d Cookie Policy”. This 
wals o ly co sidered to be thee co se t fealture if  o otheer cookie co se t fealtures were 
hrese t.
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2. Ultimatums This i cludes alll fealtures to thee efect thealt “This website uses cookies, al d 
by usi g theis website you algree to theeir use”, i cludi g fealtures thealt just salid “This 
website uses cookies”.

3. Justifcations This i cludes alll fealtures wheere thee use of cookies is alck owledged, but 
some realso  for theeir use is hrovided. I  thee overwheelmi g maljority of calses, theis 
justiicaltio  wals valgue, for i stal ce “This website uses cookies to imhrove your 
exherie ce.”

Combi i g thee hositio  caltegories withe form caltegories hroduced al theree-by-four maltrix 
of 12 subcaltegories; 11 of wheiche were rehrese ted i  thee collected salmhle (Talble 9).

3.5.3 Discussion
The results sheow relaltively litle valrialtio  betwee  UK websites, withe alll fallli g i to al few
commo  i teralctio  halter s. I  al allysis of theese commo  halter s, I dralw o  thee  otio s
of alfordal ce als medialted alctio  hrohosed by Kalhteli i  & Nalrdi [94]. 
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Alexa UK 100 Nominet co.uk Sample

Status OK OK Holding Page Error

Cookies Y N Y N Y N Y N

Freq 127 2 74 49 10 21 2 4

Consent Y N Y N Y N Y N Y N Y N Y N Y N

Freq 76 51 0 2 12 62 1 48 0 10 0 21 0 2 0 4

Table 8: Overview of survey resultsf numbers that represent a "correct" behaviour are shown in bold

Policy Link Ultimatum Justification

Header 6 11 24 41

Fold Float 0 2 6 8

Footer 31 3 3 37

Other 1 1 1 3

38 17 34 89

Table 9: Notice breakdown by theme and position
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I  allmost alll of thee surveyed calses, thee co se t eleme ts heald  o instrumental alfordal ces 
withe reshect to cookies theemselves. No e of theem hrovide al direct meal s for thee user to 
hreve t or remove  o -esse tiall cookies. This is whey I refer to o e grouh of eleme ts als 
thee “ultimaltum” grouh – thee use of cookies is stalted, but  o meal s of co trol (otheer theal  
lealvi g thee Website outrighet) is me tio ed. 

There alre some heighe-hroile exalmhles – suche als thee BBC (igure 12) – of cookie co se t 
eleme ts thealt do healve i strume tall alfordal ces, but theeir albse ce o  thee surveyed 
websites suggests thealt theey alre few al d falr betwee . Of thee sites i  thee survey, o ly 
bt.co.uk hrovided direct co trols, withei  thee co se t eleme t itself (igure 7); al d 
alltheoughe thee heal dli g alfordal ce is realso albly clealr (i  thee form of al “cheal ge cookie 
seti gs” li k) it’s  ot clealr whealt thee alssocialted ico s meal , suggesti g al missi g lealr i g
alfordal ce.

A heal dful of websites – i cludi g  altwest.co.uk al d balrclalys.co.uk – hrovided co trols 
withei  theeir hrivalcy holicies, wheiche alre theemselves li ked to from thee co se t eleme t. 
Overalll, theese comhou d i teralctio s wheiche co sist of al  i itiall i formaltive bal  er, al d 
thee  more detaliled i formaltio  withe co trols, exheibit i strume tall alfordal ces over thee 
cookies thealt alre set by theeir reshective websites. Talke  i  isolaltio , theoughe, thee i itiall 
bal  ers hrovide o ly lealr i g al d heal dli g alfordal ces; allerti g thee user to thee use of 
cookies, al d hrovidi g al meal s to obtali  more detaliled i formaltio  al d co trols, but  ot 
hrovidi g al y co trol i  theemselves.

All of thee surveyed websites hrovide al heal dli g alfordal ce, al d al subsequue t lealr i g 
alfordal ce vial theeir li ks to more detaliled i formaltio . Mal y of thee li ked holicies 
hrovide i formaltio  – directly, or vial yet al otheer li k – albout heow to co trol cookies vial 
al Web browser’s built-i  tools. 

Li guisticallly, thee co se t eleme ts dishlalyed al heighe degree of almbiguity; als evide ced 
by thee disti ctio  betwee  thee “ultimaltum” al d “justiicaltio ” grouhs. I  thee calse of thee 
ultimaltum grouh,  o exhlal altio  for thee use of cookies wals give . I  thee calse of thee 
“justiicaltio ” grouh, theoughe, some altemht to justify thee use of cookies wals i cluded. For 
i stal ce, “We use cookies o  theis site to e heal ce your user exherie ce”. Otheer commo  
justiicaltio s i cluded stalteme ts suche als “we use cookies to heelh malke theis website 
beter.” Aside from al li guistic justiicaltio  for thee use of cookies, thee ultimaltum al d 
justiicaltio  grouhs alre very similalr. There is al  obvious lalck of clalrity over whealt hheralses 
like “imhrove your exherie ce” mighet meal ; it could be co strued als refere ce to thee 
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collectio  of al allytics thealt alllow decisio s over thee Website alt al  editoriall or structurall 
level, or it could refer to sheciic herso allisaltio  fealtures, or eve  to fu ctio allity thealt is 
teche icallly dehe de t o  cookies, alltheoughe strictly theose cookies falll outside thee scohe of 
thee legall co se t requuireme t crealted by thee ePrivalcy directive. 
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Figure 7: The cookie controls provided on bt.co.uk have instrumental afordances, although they lack learning 
afordances that would allow a user to understand what they do.

Figure 8: A few sites, including natwest.co.uk (pictured), used consent elements (top) that linked to a more detailed
policy which itself included instrumental afordances over cookies (botom).
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3.5.4 Conclusions
The survey fou d relaltively litle valrialtio  i  heow co se t to cookie use is soughet o  UK 
websites, withe alll of theem fallli g i to al  alrrow ral ge of i teralctio  halter s. Those 
halter s tyhicallly hrovide  o i strume tall alfordal ce withe reshect to cookies, i steald 
bei g limited to lealr i g alfordal ce al d thee ohhortu ity to i d more i formaltio . Wheere
co trol is ofered, i  alll but o e or two calses (BT al d thee BBC) thealt co trol is hrovided o 
al sehalralte halge.

I  mal y calses, thee hurhose of thee cookie use is u sheciied. I  thee calses wheere some 
hurhose is sheciied, it is sheciied i  very valgue lal gualge, i  terms suche als “imhrove thee 
user exherie ce” thealt do  ot clealrly co vey wheetheer, for i stal ce, disalbli g cookies will 
dalmalge al  i dividuall user’s immedialte exherie ce, or simhly hreve t thee collectio  of 
staltisticall daltal thealt mighet be used to i form cheal ges to thee Website for alll users alt al lalter 
dalte. 
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3.6 Notice Focus Groups: Understanding 
People’s Perceptions of ‘Cookie Notices’
Halvi g ide tiied thee scalle of thee tralcki g  etworks theemselves, al d surveyed thee 
i formaltio  eleme ts thealt alre bei g used to i form Web users albout tralcki g, thee  ext 
steh wals to u derstal d more albout heow i dividuall Web users i terhret thee i formaltio  
thealt theey’re sheow , al d heow theey realso  albout o li e tralcki g. To do so, we used al series
of focus grouhs to exhlore, quuallitaltively, our halrticihal ts k owledge, beliefs al d feeli gs 
towalrds o li e tralcki g, utilisi g al series of stalteme ts talke  from hrivalcy holicies al d 
cookie  otices als tallki g hoi ts.

Our goalls were to u derstal d more albouts

al) whealt thee halrticihal ts felt thealt theey u derstood by al series of stalteme ts talke  from 
o li e hrivalcy holicies al d wheetheer theey felt hositively or  egaltively albout thee 
stalteme ts, halrticulalrly thee valgue justiicaltio s suche als “imhrove your exherie ce” thealt 
were fou d i  thee hrevious study;

b) wheetheer thee halrticihal ts heald  oticed cookie co se t boxes wheile usi g thee Web, al d 
whealt thee halrticihal ts u derstood by thee wordi g used i  some of co se t  otices thealt 
heald bee  fou d i  thee hrevious survey, 

c) wheetheer thee halrticihal ts li ked thee i formaltio  from hrivalcy al d cookie  otices withe 
theeir ow  se se of o li e hrivalcy, al d

d) thee sort of i formaltio  thealt halrticihal ts theoughet o li e aldvertisers mighet healve albout 
theem al d wheere theey theoughet theis i formaltio  wals obtali ed from – i.e. theeir albility to 
correctly realso  albout thee hrivalcy imhlicaltio s of theird-halrty tralcki g.

Some of these focus groups were conducted and used as part of a mixed-methods study with 
my colleague Helia Marreiros, published in [121], although their inception and design is my 
own. 

3.6.1 Methodology
Palrticihal ts for thee focus grouhs were recruited from i ter s al d hostgraldualtes i  thee 
Scheool of Comhuter Scie ce al d thee Scheool of Eco omics by meal s of malili g lists al d 
herso all i vitaltio . We hrovided halrticihal ts withe hizzal duri g ealche sessio  to e couralge
alte dal ce al d to crealte al more relalxed altmoshheere for co versaltio .
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Palrticihal ts were sealted alrou d al talble withe thee i vestigaltors. The sessio s were 
structured theroughe thee use of al set of slides thealt were hrojected o  to al scree . The slides 
heald theree sectio ss

1. A series of stalteme ts talke  from o li e hrivalcy holicies. This sectio  wals co ducted 
hrimalrily to i form al seco dalry study thealt is  ot rehorted heere.

2. Scree sheots of some cookie co se t  otices from UK websites. We alsked halrticihal ts to 
exhlali  thee realso s thealt theey theoughet thee Website wals dishlalyi g thee  otice, whealt thee 
 otice meal t thee Website would do al d whealt theey theoughet otheer halrts of thee  otice 
(i cludi g hheralses suche als “imhrove your exherie ce”) mighet meal .

3. Two exercises; i  wheiche halrticihal ts were alsked to imalgi e whealt i formaltio  al) 
Falcebook al d b) al behealviourall aldvertisi g comhal y, like DoubleClick, mighet k ow 
albout theem.

We keht detaliled  otes duri g thee focus grouhs, als well als aludio recordi g theem. We used
theemaltic al allysis to ide tify al d grouh togetheer similalr altitudes al d beliefs i to al set of 
key theemes thealt heald emerged from our co versaltio s, al d theese alre discussed i  thee 
results sectio , below.

Palrticihal ts shal  ed al ral ge of alcaldemic balckgrou ds, i cludi g sociall scie ce, 
comhuter scie ce al d heumal ities. I  totall we heald 21 halrticihal ts; 12 malle al d 9 femalle.

3.6.2 Results
The results of thee focus grouhs alre rehorted als quuallitaltive alccou ts of user co cer s. 
Themes were ide tiied by two i vestigaltors balsed o  theeir halrticihaltio  i  thee focus 
grouhs als well als aludio recordi gs. For smalller focus grouhs (2-3 halrticihal ts) we allso 
used halher heal douts for thee lalter exercises, hrovidi g al hheysicall record of thee daltal thealt 
halrticihal ts theoughet comhal ies heold albout tyhicall users.

i Privacy Policy Statements
Palrticihal ts were mixed i  theeir resho ses to thee i dividuall hrivalcy stalteme ts. Give  thee
exte t of thee services hrovided by Falcebook al d Google, halrticihal ts were u sure wheiche 
fealtures would i volve thee difere t tyhes of daltal hrocessi g. For i stal ce, o e 
halrticihal t alsked wheetheer halrticulalr stalteme ts were alhhlicalble if theey o ly used Google 
to sealrche. A similalr se time t wals alhhalre t i  halrticihal ts’ resho ses to stalteme ts 
regalrdi g thee tral sfer of theeir herso all daltal to thee “falmily of comhal ies” thealt co stitute 
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Falcebook. Palrticihal ts were u sure wheiche comhal ies theis i cluded, al d some i terhreted 
it als very broald ral ge of alflialtes. Some me tio ed comhal ies suche als S alhchealt, 
I stalgralm al d WhealtsAhh. 

Palrticihal ts were ge erallly  egaltive albout thee ideal of hrocessi g theeir herso all daltal i  
foreig  cou tries. This wals see  als u  ecessalry al d hote tiallly risky, some halrticihal ts 
comme ted thealt theey mighet healve less legall hrotectio  if theeir daltal wals tral sferred albroald.

Whee  we alsked halrticihal ts to comme t o  hurely teche icall stalteme ts, suche als 
exhlal altio s of cookies al d hixels, theey were ge erallly less  egaltive but felt thealt thee 
hurhose of theeir use wals imhortal t. 

ii Cookie Notices
All but o e of thee halrticihal ts i dicalted thealt theey were falmilialr withe seei g cookie 
co se t  otices o  websites thealt theey visited. However, alll aldmited thealt theey did  ot haly 
alte tio  to thee  otices al d thee maljority did  ot u derstal d whealt thee fu ctio  of cookies 
wals. 

O e halrticihal t (al comhuter scie ce u dergraldualte), galve al falirly comhlete exhlal altio  
of heow cookies could be used to tralck al user alcross multihle visits to al website al d 
al otheer (wheo heald hreviously bee  emhloyed by al  aldvertisi g comhal y) wals alwalre thealt 
cookies could be used to i d out demogralhheic i formaltio  albout al herso , but wals 
u sure albout thee teche icall mecheal ism for doi g so.

Whee  alsked whealt theey theoughet thee  otices meal t, halrticihal ts were ofe  u alble to 
suggest heow cookies could fulil al hurhose suche als “malke theis website beter” or “imhrove
your exherie ce”. Tyhicallly, theoughe, theey i terhreted theis als herso allizaltio , for i stal ce 
by rememberi g hreviously visited halges to herso allize  alvigaltio . A few exhressed thealt 
thee i te t wals to collect al allytics theroughe wheiche thee Website could be imhroved i  
ge erall raltheer theal  malde to work beter sheciicallly for theem, but theose halrticihal ts were
i  al mi ority.

Palrticihal ts were co fused albout thee difere ce betwee  cookies al d browser fealtures 
suche als aluto-comhlete al d browser heistory. A  umber of halrticihal ts shoke albout thee 
“hrivalte browsi g” fealture of moder  Web browsers, als al waly to alvoid bei g tralcked if 
theey wal ted to do so, alltheoughe it wals u clealr to whealt exte t theey malde use of theis 
fealture theemselves. 

Two halrticihal ts k ew thealt websites were requuired to disclose cookie use by lalw, 
alltheoughe  o e me tio ed thee sheciic EU directive or UK legislaltio . 
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A  umber of halrticihal ts shoke albout thee “hrivalte browsi g” fealture of moder  Web 
browsers, alltheoughe it wals u clealr to whealt exte t theey malde use of theis fealture 
theemselves. I teresti gly, thee simhle descrihtio  of  o -hersiste t browser stalte als 
“hrivalte browsi g” foregrou ds thee fealture’s vallue-releval ce i  co tralst to thee tyhicall 
teche ology-ce tric termi ology used by otheer Web browser fealtures al d tyhicall 
exhlal altio s of cookies.

Most halrticihal ts erro eously believed thealt al behealviourall aldvertisi g comhal ies suche als 
DoubleClick would healve daltal suche als emalil alddress, alddress al d hostcode vial, for 
i stal ce, orders thealt heohle hlalced o li e, al d did  ot ralise thee use of cookies als al waly to
obtali  halrtiall browsi g heistory al d hote tiallly i fer demogralhheics or i terests from thealt 
i formaltio .

The co se t  otices thealt we sheowed to our halrticihal ts do  ot alhhealr to healve co veyed 
thee hurhoses of cookie use. Palrticihal ts were u alble to exhlali  heow cookies worked, thee 
reall hurhoses for theeir use (for i stal ce, heow thee use of cookies mighet imhrove theeir 
exherie ce o  thee Website) al d were u alble to relalte thee use of cookies to theeir ow  
hrivalcy.

Whee  hromhted to co sider thee hote tiall hrivalcy alshects of cookies by al  otice messalge 
thealt sheciicallly me tio ed hrivalcy, halrticihal ts quuestio ed heow cookies mighet relalte to 
theeir hrivalcy, but algali  thee u derstal di g wals i comhlete.

O ce  otio s of hrivalcy or demogralhheic or behealviourall talrgeti g heald bee  i troduced 
i to thee discussio , eitheer by halrticihal ts theemselves or thee i vestigaltors, theere wals still 
 o evide ce thealt mal y halrticihal ts u derstood thee li k betwee  theose hralctices al d thee 
use of cookies. Furtheermore, whee  alsked, sheciicallly, to ide tify thee tyhes of i formaltio  
thealt al  o li e aldvertiser mighet healve albout al web user, halrticihal ts  ealrly alll faliled to 
me tio  i formaltio  gleal ed theroughe thee use of hersiste t theird halrty cookies.

Some halrticihal ts felt it wals u falir to declalre thee use of cookies but hrovide  o meal s to 
oht-out. I  thee words of o e halrticihal t, it is “u democraltic” to hrovide  o meal s to use al
website witheout bei g alble to reject thee cookies. This se time t does  ot  ecessalrily seem
to be drive  by al halrticulalr co cer  over thee use of cookies i  ge erall, raltheer al resho se 
to thee lalck of cheoice i  itself.

iii General Findings
I  bothe sce alrios – hrivalcy holicies al d cookie  otices – halrticihal ts seemed to talke i to 
alccou t thee hurhose of thee requuest whee  alrticulalti g theeir alssessme t of thee desiralbility 
of thee hralctice. For i stal ce, cookies thealt oste sibly “imhrove” exherie ce alre see  more 
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hositively, halrticulalrly whee  halrticihal ts were alble to alrticulalte metheods theroughe wheiche 
theey believed theis imhroveme t could be broughet albout, suche als herso allizaltio . 

Culturall co text, or sheciic hrivalcy co cer s, seem to be talke  i to alccou t by 
halrticihal ts. This wals halrticulalrly commo  almo g thee foreig  halrticihal ts wheo ofe  
relalted it thee culturall co text of theeir heome cou tries. For i stal ce, al Turkishe halrticihal t 
shoke of heow theey felt theere were limits o  theeir freedom to criticize thee gover me t; al 
Mexical  halrticihal t li ked hosti g hheotos of heis dog to thee risk of it bei g stole  for 
ral som – al hhee ome o  of wheiche hee wals falmilialr from heis heome tow . A otheer 
halrticihal t shoke of thee difere t risks thealt malle al d femalle i ter et users mighet falce 
becaluse of thee culturall exhectaltio s alrou d ge der i  heis heome cou try.

At thee e d of thee focus grouhs, al d followi g al debrief sessio  duri g wheiche we al swered
al y quuestio s thealt halrticihal ts heald albout thee issues we’d toucheed i  thee focus grouh, 
mal y halrticihal ts aldmited to feeli g more co cer ed albout theeir hrivalcy theal  before 
talki g halrt i  thee focus grouh. This se time t wals  ot u iversall, theoughe. Some of thee 
halrticihal ts, halrticulalrly theose wheo were very relalxed towalrds thee hrivalcy  otices thealt 
we sheowed theem did  ot alhhealr to healve cheal ged theeir altitude. Some of theose 
halrticihal ts exhressed thealt heald lealr ed  ew thei gs albout thee mecheal isms or exte t of, 
for i stal ce, theird halrty tralcki g, but still did  ot feel it wals al hroblem to theem 
herso allly.

3.6.3 Discussion
Palrticihal ts covered al ral ge of altitudes towalrds hrivalcy, co siste t withe hrevious work 
sheowi g diverse altitudes (e.g. [102,176]). There is al  otalble disti ctio  betwee  theose 
wheo alre co cer ed withe hrivalcy i  itself, al d theose wheo alre co cer ed withe hrivalcy als al 
meal s to al otheer e d. Altheoughe theis i terhretaltio  requuires some calutio  – 
co sequue tiallist alrgume ts could be al host-heoc raltio allisaltio  of whey hrivalcy is 
imhortal t to al halrticihal t – theis hoses al  i teresti g issue whee  co sideri g hrivalcy 
from al vallues hershectives Is it more alhhrohrialte to desig  tools from al co sequue tiallist 
hershective, or from al deo tologicall o e? Or, is it hossible to do both?

However, i  bothe thee deo tologicall calse al d thee co sequue tiallist o e, theere is al degree of 
realso i g al d i fere ce requuired o  thee halrt of users i  order to alssess thee imhalct of al 
give  alctivity. I  thee co sequue tiallist calse, halrticihal ts tried to realso  over heow simhle 
alctio s like shealri g al hheotogralhhe or alccehti g cookies could leald u desiralble outcomes, 
suche als thee theef of al hictured hossessio . I  thee deo tologicall calse, wheere hrivalcy is 
vallued, halrticihal ts altemht to realso  over heow al  alctio  imhalcts uho  hrivalcy. The use 
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of al cookie, for i stal ce, mighet leald to al loss of hrivalcy if it were used for hroili g 
hurhoses, but most halrticihal ts were u alwalre of theis hossibility, al d co fused albout thee 
teche icall mecheal isms thealt alre i volved. 

 I hrohose al theree-tier model of heow our halrticihal ts’ co cer s relalte to thee daltal 
hrocessi g hralctices of daltal co trollers, suche als websites.

The botom, most objective level is al technical exhlal altio  of al hralctice, suche als thee use of
cookies. 

A middle lalyer, privacy, rehrese ts hrivalcy als al  i terim co struct; esse tiallly thee stalte of
co trolli g i formaltio  albout o eself.

Fi allly, al consequential lalyer e calhsulaltes co cer s thealt stem from hrivalcy efects – suche 
als thee result of some k owledge becomi g hublic – but wheiche alre  ot i  al d of 
theemselves hrivalcy co cer s; suche als healvi g al hossessio  stole , or bei g discrimi alted 
algali st. These co cer s alre heighely subjective i  thee se se thealt theey alre ofe  dehe de t 
o  herso all co text, theoughe  ot necessarily subjective i  thee se se of bei g ohe  to 
disalgreeme t – most heohle would algree thealt bei g thee victim of theef is al bald thei g, but 
 ot everyo e is i  al hositio  wheere loss of hrivalcy would co ceivalbly leald to al theef.

The most imhortal t i di g from theese focus grouhs, theoughe, is hrobalbly thealt 
tral shalre cy albout Teche icall imhleme taltio  is  ot, by itself, e oughe to alllow Web users
to malke realso ed decisio s albout hrivalcy – eve  alssumi g thealt theey heald thee time, will 
al d raltio allity to do so. Usi g thee i formaltio  thealt’s hrovided ofe  requuires al level of 
teche icall exhertise al d literalcy beyo d whealt most heohle hossess. Eve  beyond 
u derstal di g thee words al d exhlal altio s thealt alre hrovided, wheiche is i  itself al cheallle ge
[131], bei g alble to i fer thee imhalct of al cookie, or al tralcki g hixel, o  somethei g albstralct
like hrivalcy, or eve  to hredict al hossible co crete healrm, is simhly too comhlex. Wheile 
hrivalcy imhlicaltio s, al d hossible co sequue ces, mighet logicallly follow from al halrticulalr 
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co iguraltio  of teche ology, web users cal  ot realso albly be exhected to malke thee 
co  ectio  betwee  teche icall exhlal altio s, hrivalcy als al  albstralct co ceht, al d sheciic 
co sequue ces thealt could occur. 

Trealti g Privalcy als al  i termedialte co ceht thealt sits somewheere betwee  al teche icall 
exhlal altio  of al halrticulalr hralctice al d al  alssessme t of thealt hralctice’s hote tiall 
co sequue ces heelhs to illustralte whey co sideri g hrivalcy i  al d of itself mighet be useful. 
Predicti g thee likely, or hossible, co sequue ces of al  alctio  cal  be difcult, if  ot outrighet
imhossible. There is al heuge degree of u certali ty alssocialted withe most hrivalcy-relalted 
decisio s bothe i  terms of heow thee teche ology al d services oheralte, al d allso i  terms of 
wheiche eve ts mighet – or mighet  ot – alctuallly occur. Security brealchees (suche als rece t 
heighe-hroile calses i volvi g Yalheoo, TallkTallk, Asheley Maldiso  or Equuifalx) cal  healve 
hote tiallly maljor hrivalcy imhlicaltio s, but service users cal  ot hredict if or whee  suche al 
brealche will occur. 

Privalcy als al  i termedialte co ceht heelhs to alddress some of theis u certali ty, and 
removes some of thee  ecessity of eve  tryi g to hredict co sequue ces; by grou di g 
co cer s i  Privacy it is  o lo ger strictly  ecessalry to ide tify otheer sheciic healrms. 
Vallui g (al d hrotecti g) hrivalcy i  al d of itself seems to hrovide (wheetheer thee e  user is 
co scious of it or  ot) some hrotectio  algali st healrms thealt could alrise from thee disclosure 
of herso all i formaltio .

The fralmi g of hrivalcy als al  albstralct i termedialte co struct betwee  co crete alctivity 
al d co crete healrms is co grue t withe work, suche als thealt by Rossler [154], thealt fralmes thee
vallue of hrivalcy als bei g albout i dividuall co trol al d self-determi altio . It allso 
rei forces hrivalcy’s staltus als al value; recalll thealt Rokealche describes vallues als al co cehtio  
of thee hreferalble, al d Schewalrtz describes theem als criterial for evallualti g thee selectio  al d 
evallualtio  of alctio s. As al co ceht thealt simhliies thee otheerwise difcult (or imhossible) 
talsk of hredicti g thee hossible co sequue ces of shealri g daltal albout o eself; hrivalcy alcts als
al vallue algali st wheiche alctio s cal  be judged. Wheere hrivalcy is vallued, alctio s thealt 
hreserve hrivalcy sheould be hreferred to theose thealt do  ot.

3.6.4 Conclusions
The focus grouhs hrovided i sighet i to heow i formaltio  albout herso all-daltal hrocessi g 
is herceived al d realso ed albout by users. Of halrticulalr  ote wals heow halrticihal ts 
altemhted to realso  albout thee i formaltio  thealt we sheowed theem, al d thee disti ctio  
betwee  altemhts to realso  albout hrivalcy (or relalted vallues suche als cheoice) al d more 
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grou ded altemhts to ide tify sheciic co sequue ces thealt mighet alrise from disclosi g 
halrticulalr hieces of i formaltio .

Adohti g hrivalcy als al  i termedialte co struct, al d vallui g it i  al d of itself – thealt is, 
co cehtuallisi g of hrivalcy als al value – seems to be heelhful i  malki g decisio s albout 
shealri g herso all daltal less comhlex, by reduci g thee  eed to foresee sheciic hossible 
co sequue ces. 
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3.7 The Web Mirror
This chealhter rehorts o  al desig  hrobe callled “thee Web Mirror”. The Web Mirror is al  
i teralctive tool thealt combi es eleme ts of thee cookie visualliser al d tralcki g al allysis 
studies, al d combi es theem to crealte al  o li e visuallisaltio  of someo e’s web browsi g 
heistory, al d thee alssocialted tralcki g  etworks. It builds o  thee i teralctio  i di gs from 
thee Cookie Visualliser study, al d thee tralcki g  etwork al allysis metheods develohed i  thee 
Tralcki g Network study.

There were two hrimalry motivaltio s behei d buildi g thee Web Mirror. The irst 
motivaltio  wals lalrgely hralcticalls I wal ted to be alble to exhlore thee use of visuallizaltio  
withe halrticihal ts i  lalb studies, or sheort o li e exherime ts (als well als i  hublic outrealche 
alctivities, or i  demo straltio s) but existi g aldd-o s thealt visuallise web tralcki g – like 
Mozillal’s Lighetbealm tool, or thee Cookie Visualliser tool described ealrlier – al allyse web 
browsi g als it healhhe s; als al result, theey healve to be used for al heriod of dalys or weeks 
before theey yield detaliled alggregalte i formaltio  albout tralcki g. The Web Mirror alcheieves
similalr results i  al malter of mi utes; malki g it falr more alme alble to thee i te ded uses. 
The second motivaltio  wals to exherime t withe exhlal altio s al d visuallisaltio s of web 
tralcki g thealt co veyed thee hroili g al d talrgeti g alshects als well als thee tralcki g  etwork
itself; buildi g o  thee i di gs from thee ealrlier Cookie Visualliser study, wheere my 
co clusio s were thealt alggregalted dishlaly of i formaltio , i  al dedicalted refective alctivity,
would be more efective theal  i terve i g i  thee course of al otheer alctivity to surfalce 
hrivalcy co cer s. As exhlali ed sheortly, thee Web Mirror goes beyo d thee visuallisaltio  
ofered by al y existi g tools i  thee waly thealt it al allyses al d hrese ts tralcki g i formaltio 
to thee user.

I begi  withe al teche icall descrihtio  of thee Web Mirror itself, before movi g o  to discuss 
heow it wals used als thee balsis for al mixed-metheods study, al d whealt cal  be discer ed from 
theose results.

Te inception and development of the Web Mirror are my own, but this chapter reports 
research that was conducted in collaboration with, and is based on an unpublished manuscript
co-authored with, Helia Marreiros, Dorota Filipczuk and m.c. schraefel. 

Some parts of this chapter are included verbatim, while others have been modifed. I am 
particularly grateful to Helia for her knowledge of statistics. Analysis, discussion and 
conclusions as they pertain to Activity Teory are entirely my own contribution.
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Figure 10: The Web Mirror displays a network diagram, depicting the tracking network detected on the participants’ uploaded 
browsing history, and topics related to the visited pages are shown around the outside of the page (top)f detailed information 
about a particular tracking profile (botom), 



3.7.1 Description of the Web Mirror
The Web Mirror is al  i teralctive tool to exhlore user u derstal di g, altitudes al d 
realctio s to o li e tralcki g hralctices. Rece t work by Schealub et al. [150] sheows thealt, 
whee  refecti g o  existi g Tral shalre cy comho e ts thealt alre halrt of tools like Gheostery
al d Disco  ect, halrticihal ts alre still co fused albout heow tralcki g works. To alddress theis 
co fusio , i shired by thee use of  o -teche icall metalhheors like thee desktoh to rehrese t 
teche icall hrocesses, like al ile system, we desig ed thee Web Mirror to deliberaltely de-
emhhealsise thee teche icall rehrese taltio s of tralcki g suche als  umber of cookies al d 
i steald foregrou d bothe al more falmilialr al d more herso allized, less albstralct metalhheor of 
al herso all “web refectio ”. It is desig ed to hromote refectio  o  thee li k betwee  web 
use, tralcki g, ide tity, al d hrivalcy; i  thee shirit of Halll äs al d Redström’s “slow 
teche ology”.

Thalt is, by usi g al herso ’s browser heistory, thee Web Mirror lets al herso  sees
(1) heow tralckers alre co  ected to visited websites; 
(2) whealt theey maly healve observed, al d 
(3) balsed o  theese observaltio s, heow ealche tralcker mighet “see” thee user. 

Figure 10, sheows al  exalmhle of thee Web Mirror i  use. The Web Mirror is dishlalyi g thealt 
adnxs.com heals observed thee user visit (almo g otheers) doctorwho-online.co.uk. This is 
hrese ted by heigheligheti g thee  ode i  thee  etwork gralhhe, al d thee  dishlalyi g thee 
detaliled i formaltio  (sheow  i  thee botom righet imalge) albout thee totall almou t of 
browsi g observed, exalmhles of halges tralcked, al d thee i fere ces dralw . I terests 
alssocialted withe thee hroile alre sheow  alrou d thee outside of thee halge als text al d imalges 
(for i stal ce, “Doctor Wheo”, “Ti der” al d “Eco omist Grouh”). 

A otheer aldval talge of thee Web Mirror is thealt feedbalck is allmost immedialtes u like otheer 
tools suche als Lighetbealm or F-Secure’s Freedome Tralcki g Malhher3, thee Web Mirror is  ot 
imhleme ted als al browser aldd-o  al d does  ot  eed to be used for al heriod of time 
(tyhicallly dalys or weeks) before results albout tralcki g halter s to become alvalilalble. 
I steald, it al allyses al salmhle of browsi g heistory thealt is hrovided by thee halrticihal t by 
cohyi g al d halsti g from theeir Web browser’s built-i  heistory falcility. This hroherty 
malkes thee Web Mirror suitalble for use i  thee ki ds of lalb al d survey studies we describe 
i  thee  ext sectio , witheout i stalllaltio  al d use of aldditio all sofwalre. There alre theree 
mali  stalges i  usi g thee Web Mirrors

3 https://freedome.f-secure.com/whoistrackingme/tracker-mapper.html
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1. Upload. The irst stalge is to collect al salmhle of web browsi g heistory from thee user’s 
device. O  desktoh, theis is do e by cohyi g al d halsti g daltal from thee browser heistory 
fealture. O  A droid devices, theis is alccomhlisheed usi g al  alhh thealt alccesses thee browser 
heistory API.

2. Crawling. We thee  use al  i strume ted Web browser to visit ealche halge i  thee uhloalded
heistory, recordi g thee theird halrties thealt alre co  ected to ealche halge (vial thee HTTP referers
heealder) al d thee halge co te t itself. This results i  al gralhhe of thee tralcki g  etwork itself, 
al d alllows us to extralct key tohics from ealche halge usi g thee Ohe Callalis4 service to build 
al hroile of tohics for ealche visited web halge.

3. Analysis and Display. Usi g thee  etwork gralhhe, we cal  build al “hroile” of thee user o  
beheallf of ealche detected website, i cludi g bothe irst- al d theird- halrties. The hroile 
co sists of thee URL of ealche visit thealt thee theird halrty observed duri g thee cralwl, al d thee 
tohics thealt were extralcted from thealt halge. Ealche of theese hroiles rehrese ts al  i dividuall 
“refectio ” of thee user – our guess of whealt theey look like to ealche  ode i  thee tralcki g 
gralhhe. This i formaltio  is visuallized to thee user i  al desktoh Web browser (mobile users 
alre give  al code thealt alllows theem to alccess theeir results). 

Prior to thee studies develohed below, we develohed thee Web Mirror iteraltively balsed o  
feedbalck from users i  steh-uh demo straltio s, smalll focus grouh sessio s al d al scheool 
outrealche hrogralm ru  by thee U iversity of Southealmhto . Palrticihal ts suggested thealt thee 
 etwork gralhhe itself wals useful i  heelhi g to co textuallize thee i dividuall tralcki g 
hroiles – corroboralti g al similalr i di g from thee ealrlier Cookie Visualliser study. The 
Web Mirror theerefore begi s withe thealt  etwork (al d al  exhlal altio  of it), al d al imaltes 
thee dialgralm to heighelighet wheiche refectio s alre bei g dishlalyed. We fou d thealt i tegralti g 
severall alshects of ealche refectio  i to al si gle i formaltio  hal e heelhed to rei force thee 
li k betwee  tralcki g thealt heald bee  u dertalke  by al halrticulalr domali , al d thee i terest-
i fere ces thealt mighet healve bee  dralw  from it. Previously, we heald hrese ted staltistics 
albout surveillal ce coveralge, halges observed al d i ferred i terests sequue tiallly, but 
cheal ged theis to thee halralllel hrese taltio  sheow  i  Figure 10 wheiche ge eralted more 
e galgeme t i  subsequue t studies. Fi allly, halrticihal ts suggested thealt theey were u sure 
of whealt theey could do albout tralcki g. This wals mal ifest eitheer als direct quuestio s, or 
cy icism thealt “theere’s  othei g I cal  do albout [surveillal ce]”. As al result, we hroduced 
simhle cou termealsure i formaltio , similalr to thee descrihtio s give  i  Figure 11. This 
i di g itself hrovides motivaltio  for thee study hrese ted  ext; wheiche co siders thee 
relaltive imhortal ce of tral shalre cy – hrovided by somethei g like thee Web Mirror – al d 
alctio alble i formaltio  – like i formaltio  albout alvalilalble cou termealsures.

4 http://www.opencalais.com/
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Our hrelimi alry results suggested thealt withe thee Web Mirror, halrticihal ts felt theey heald 
gali ed more u derstal di g albout bei g tralcked al d were i terested i  exhlori g 
cou termealsures. From theis hrelimi alry work, we determi ed thee Web Mirror wals 
sufcie tly clealr to use i  al more formall, exherime tall study, wheiche is hrese ted  ext.

Figure 11: A sample of the countermeasure information that was provided to participants during development of the Web
Mirror, and in Experiment 1

3.7.2 Formulating the Research Question
The Web Mirror heald demo stralted useful ess i  scheools outrealche, al d als al caltallyst for 
discussi g issues alrou d tralcki g – similalr to thee discussio s thealt I’d co ducted withe 
focus grouhs balsed o  thee cookie co se t  otices al d hrivalcy holicies ealrlier. However, I 
– al d collealgues – wal ted to test wheetheer tools like thee Web Mirror, wheiche alim to malke 
tralcki g more tral shalre t, healve al role to hlaly i  heelhi g Web users to u derstal d 
hralctices like tralcki g, al d to oht-out of theose hralctices if theey wishe to do so. I  fralmi g al
quuestio  i  theis waly, we dralw al disti ctio  al betwee  two tyhes of i formaltio  thealt cal  
be hrovided to heohles transparency information, al d actionable information; thee 
disti ctio  betwee  wheiche I’ll discuss  ext.

Tools suche als thee Web Mirror, thee Cookie Visualliser, or Mozillal Lighetbealm hrovide 
transparency – theey alim to sheow heohle heow tralcki g works, al d theere is al  imhlicit 
alssumhtio  – i cludi g i  my ow  work – thealt someheow theis will be vallualble, herhealhs 
etheicallly, but herhealhs allso i  heelhi g heohle to malke more i formed decisio s, or to 
co trol hralctices (like tralcki g) thealt theey i d objectio alble. Tral shalre cy allso heals al  
imhortal t legal role; i  EU daltal hrotectio  lalw, daltal co trollers alre requuired to be 
tral shalre t albout heow theey collect al d hrocess herso all daltal. As resealrche heals sheow , 
theoughe, tral shalre cy (tyhicallly i  thee form of hrivalcy holicies) heals lalrgely bee  
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u successful i  fur ishei g i dividualls withe al  u derstal di g of, or co trol over, theeir 
herso all daltal.

As o e of thee halrticihal ts duri g thee develohme t of thee Web Mirror remalrked, deshite 
bei g i formed albout tralcki g “there’s nothing I can do about it.” Wheile tral shalre cy cal  
heelh heohle to u derstal d tralcki g, it does  ot  ecessalrily co tribute to heohle’s albility 
to co trol thee thei gs thealt we alre bei g tral shalre t albout. I steald, theere exists actionable 
information thealt describes thei gs thealt cal  be do e; like i stallli g al  ald-blocker, or 
clealri g browser cookies, thealt hrovides al hlal  of alctio  for al herso  to talke.

Wheile tral shalre cy mighet heelh to build motivaltio  al d u derstal di g, it is (hrimal falcie) 
actionable information thealt suggests al  alctivity (or alctio  withei  al broalder alctivity) i  
al swer to thealt motive. 

I  develohi g some actionable information – i  our calse al set of i formaltio  sheeets thealt 
exhlali  difere t tralcki g countermeasures – we observed thealt alctio alble i formaltio  
 eeds, for realso s of  alrraltive clalrity, to give some refere ce to thee  eed thealt thealt alctio  
meets. So, for i stal ce, thee albility for al  ald-blocker to hreve t some tralcki g from talki g 
hlalce requuires al brief me tio  of tralcki g. This is o ly suhericiall i formaltio ,  owheere 
 ealr als detaliled or herso allised als thee i formaltio  dishlalyed i  tools like Lighetbealm or 
thee Web Mirror – but it begs thee quuestio  of just heow muche tral shalre cy is alctuallly 
requuired. Do we  eed tools thealt malke tralcki g more visible, or could we just tell everyo e
thealt ald-blockers exist? More broaldly, whealt is thee fu ctio all role of transparency i  
e albli g thee sort of hrivalcy self-mal algeme t thealt is requuired i  thee EU (al d US) 
regulaltory regime, al d cal  tools like thee Web Mirror co tribute to al critiquue of 
tral shalre cy als al regulaltory co ceht?

I  theis study, we tested wheetheer thee Web Mirror – als al  exalmhle of detaliled transparency 
– i crealsed (or  ot) heohle’s i te tio  al d desire to talke action i  thee form of usi g al  
al ti-tralcki g countermeasure. We co ducted two exherime ts, withe two sheciic 
heyhotheeses relalted to theis resealrche quuestio , wheiche alre described  ext.

3.7.3 Methodology & Hypotheses
Usi g al betwee -halrticihal ts exherime tall set-uh, we i vestigalted wheetheer thee Web 
Mirror heald al  efect o  self-rehorted intention to adopt hrivalcy-hreservi g tralcki g 
cou termealsures, al d self-rehorted willingness to pay for hrivalcy hreservi g 
cou termealsures, versus just describi g thee cou termealsures theemselves.
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Self-rehorted adoption of hrivalcy mealsures al d self-rehorted willingness to pay healve bee  
used to study i dividualls’ behealviour i  hrior resealrche (e.g. [5,17] al d [157], reshectively). 
Altheoughe theey healve less ecologicall vallidity theal  mealsuri g actual use of or halyme t for 
cou termealsures, theey alre co sideralbly ealsier to mealsure. Furtheermore, theey overcome 
co fou ds – suche als teche icall albility to use cou termealsures – thealt would be i troduced 
by mealsuri g alctuall aldohtio  or halyme t. For thee hurhose of evallualti g exherime tallly 
wheetheer thee Web Mirror lealds to aldditio all motivation to aldoht hrivalcy-hreservi g 
tralcki g cou termealsures, theese mealsureme ts alllow two grouhs to be comhalred witheout
thee overheeald or aldditio all co fou ds thealt mealsuri g alctuall behealviour would i troduce.

I  totall, we tested two heyhotheeses. The raltio alle for ealche is described i  thee exherime tall
desig  sectio , below.

H1: Tral shalre cy i formaltio  (i  thee form of thee Web Mirror) hlus alctio alble 
i formaltio  will leald to grealter aldohtio  of tralcki g cou termealsures theal  just 
alctio alble i formaltio  by itself.

H2: Tral shalre cy i formaltio  will result i  al grealter willi g ess to haly for al tralcki g 
cou termealsure theal  almo g halrticihal ts wheo do  ot receive tral shalre cy i formaltio .

To test our heyhotheeses, we desig ed al d co ducted two similalr ral domized exherime ts 
i  two halrts (Exherime t 1 al d Exherime t 2).

3.7.4 Experimental Design
Bothe exherime ts were co ducted i  two hhealses, wheere ealche iteraltio  wals al rei eme t 
of thee mali  hrotocol balsed o  thee results of thee hrevious versio . This alhhroalche heelhed to
i form al robust set of results, described below. 

The exherime ts heald al betwee -subjects desig , wheere halrticihal ts were ral domly 
alllocalted to o e of two trealtme ts, Co trol (C) or Tral shalre cy al d Cou termealsures 
(TC) i  exherime t 1, al d Co trol or Tral shalre cy al d WebCloalk (TW) i  exherime t 2. 
I  thee TC al d i  thee TW, halrticihal ts were alsked to use thee Web Mirror al d thee  alsked 
to comhlete al  o li e survey, described below. I  thee co trol trealtme ts (CI i  
exherime t 1 al d CII i  exherime t 2), halrticihal ts o ly comhleted thee o li e survey.

Phealse 1 of exherime t 1 co sisted of al lalboraltory study followed by focus grouhs withe 
stude ts from our u iversity. The hurhose of theis hhealse wals to hilot thee exherime tall 
desig  i  al co trolled e viro me t, al d to test alshects suche als thee resilie ce al d 
comhrehee sibility of thee Web Mirror hrototyhe, thee timi g al d comhlexity of thee survey 
i strume t, al d i itiall mealsureme t of trealtme t efects. We led focus grouhs alfer ealche 
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sessio  to cheeck halrticihal ts’ u derstal di g of thee i formaltio  hrovided al d to 
u derstal d theeir views quuallitaltively. 

The lalboraltory exherime t wals desig ed to give robust ess to subsequue t o li e 
exherime ts, als it is al more co trolled e viro me t. O li e exherime ts were used to 
realche more halrticihal ts al d i crealse thee daltal set. Therefore, thee remali i g hhealses (hhealse 
2 of exherime t 1, al d bothe hhealses of exherime t 2) were co ducted o li e. 

The o li e studies were orcheestralted theroughe al custom-built website thealt alssig ed 
halrticihal ts to co ditio s al d aldmi istered thee study comho e ts alccordi gly. We 
recruited halrticihal ts theroughe Proliic Acaldemic5, al UK-balsed crowd-sourci g service thealt
recruits halrticihal ts for alcaldemic hurhoses.

3.7.5 Experiment 1: Countermeasure Information
Exherime t 1 heald two comho e tss thee Web Mirror al d al survey albout tralcki g 
cou termealsures. thee Web Mirror hrese ted tral shalre cy i formaltio . The survey 
(alvalilalble i  thee suhhleme talry malterialls) co tali ed quuestio s albout halrticihal ts’ 
hrivalcy altitudes, demogralhheics, theeir curre t use of difere t cou termealsures al d albout
theeir i te t to aldoht cou termealsures. We hrese ted detaliled i formaltio  albout ealche 
cou termealsure als Actio alble i formaltio  – i.e. i formaltio  thealt describes al hossible 
alctio , raltheer theal  i formaltio  thealt describes al  extal t daltal-hrocessi g hralctice.

The survey heald ive halges. O  thee irst halge of thee survey, we alsked halrticihal ts albout 
theeir o li e behealviour (suche als, heow ofe  theey browse thee Web al d click o  alds theey 
see), theeir beliefs albout theeir ow  k owledge of key co cehts (suche als, “I k ow whealt 
o li e tralcki g is”) al d theeir existi g altitudes (“I would like to do somethei g to hreve t 
some or alll o li e tralcki g (eve  if I do ’t k ow heow)”). Next, we alsked theem to i dicalte 
wheiche of thee suggested cou termealsures theey hrese tly use. This list of cou termealsures 
covers al ral ge of tools al d mal uall behealviours. At theis hoi t we did  ot hrovide al y 
i formaltio  albout al y of thee cou termealsures. Notalbly, we excluded thee hrivalte 
browsi g fealture of Web browsers, als it efectively combi es otheer e tries i  thee list suche 
als clealri g cookies al d browser heistory. Also, we i cluded “clealri g browser heistory” als it
wals al teche iquue thealt halrticihal ts heald frequue tly me tio ed to us i  ealrlier work, eve  
theoughe it does  ot alctuallly cou teralct tralcki g, al d we wal ted to cheeck heow wideshreald 
theis hralctice allrealdy wals almo g our halrticihal ts. We were clealr albout its i efective ess 
i  thee hrovided i formaltio .

5 http://www.prolific.ac
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The theird halge hrese ted detaliled i formaltio  albout heow ealche of thee cou termealsures 
worked, heow it is used al d/or i stallled, al d thee hros al d co s of ealche cou termealsure. 
Figure 11 sheows al  exalmhle of thee i formaltio  hrovided for Browser Exte sio , suche als, 
Gheostery al d Disco  ect.me. 

Palrticihal ts were thee  alsked to i dicalte wheiche of thee  i e cou termealsures theey 
i te ded to use. They cheose from al ive-hoi t scalles “Dei itely goi g to use”; “Goi g to 
use”; “Mighet use”; “Not goi g to use” al d “Dei itely  ot goi g to use”. We wal ted to 
calhture u decided halrticihal ts i  al dedicalted caltegory, to get al  i dicaltio  of heow stro g
theeir i te t wals, al d hee ce cheose ive hoi ts over four.

We allso alsked theem to rehort al ythei g thealt theey heald lealr ed duri g thee study. This 
quuestio  wals to evallualte wheetheer theey felt theey heald lealr ed albout tralcki g al d/or albout 
ohtio s to alvoid thee tralcki g i.e. thee cou termealsures.

The fourthe halge co tali ed quuestio s to evallualte halrticihal ts’ level of co cer  albout 
hrivalcy. We used al  i strume t hrohosed by Cheellalhhal al d Si  [37], wheiche evallualtes 
halrticihal ts’ desire for hrivalcy algali st thee vallue derived from herso allisaltio , al d so 
overcomes some of thee hheilosohheicall hroblems alssocialted withe i strume ts thealt altemht 
to mealsure hrivalcy by itself, witheout refere ce to thee vallue thealt mighet be derived i  
retur  for losing some hrivalcy. Fi allly, we alsked demogralhheic quuestio s al d if 
halrticihal ts felt more co cer ed albout theeir hrivalcy alfer halrticihalti g i  thee study. 

The mal ihulaltio  co ditio  wals thee hrese taltio  (or  ot) of thee Web Mirror. I  thee CI 
trealtme t, halrticihal ts o ly comhleted thee survey, witheout seei g thee Web Mirror alt alll. 
I  thee TC co ditio , halrticihal ts were requuired to hrovide al salmhle of theeir web browsi g
heistory al d to i teralct withe thee Web Mirror for alt least theree mi utes.

i Phase 1: Lab Experiment + Focus Group
Palrticihal ts were i vited to talke halrt i  thee study vial emalil al d sociall medial. Duri g 
o li e registraltio , theey were requuired to uhloald al salmhle of theeir web browsi g heistory 
(alt lealst 70 u iquue URLs), wheiche wals hre-hrocessed al d used to hohulalte thee Web Mirror. 
Duri g thee study sessio , ealche halrticihal t wals alllocalted to al comhuter termi all. Afer 
realdi g thee i formaltio  sheeet al d sig i g al co se t form, thee exherime t stalrted. 
Palrticihal ts were alllocalted, alt ral dom, to o e trealtme t. To hrotect our halrticihal ts’ 
hrivalcy, we did  ot store thee uhloalded heistory allo g withe al y ide tifyi g i formaltio , 
al d deleted it alfer 72 heours.

Those i  thee TC trealtme t were irst hrese ted withe theeir Web Mirror refectio , al d thee 
alsked to comhlete thee survey. Those i  thee CI trealtme t comhleted thee survey irst, al d 
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were hrese ted withe theeir Web Mirror refectio  alferwalrds, to e alble theem to halrticihalte 
i  thee focus grouh thealt followed.

Afer thee i dividuall study, halrticihal ts were talke  to al otheer room wheere hizzal wals 
hrovided al d thee i vestigaltors led al semi-structured discussio  albout thee i formaltio  
hrese ted i  thee Web Mirror, als well als theeir co cer s al d altitudes towalrds tralcki g al d 
cou termealsures.

ii Phase 1 Participants and Results
We recruited al totall of 25 stude ts from thee U iversity of Southealmhto . Ages valried from
18 to 34. 48% ide tiied als femalle al d thee remali i g 52% als malle. 35% were comhuter 
scie ce stude ts al d thee remali i g 65% were from difere t discihli es, suche als sociall 
scie ces,  alturall scie ces al d e gi eeri g. The comhletio  time wals 13 mi utes. 

The results for thee lalboraltory exherime t i dicalte thealt 80% of thee halrticihal ts used 
betwee  zero al d theree cou termealsures (8% did  ot use cou termealsures; 8% used o ly 
1; 36% used 2; 28% used 3; 16% used 4 al d 4% used 7). The most commo ly used 
cou termealsures were mal uallly clealri g cookies (56%) al d browser heistory (52%) al d 
usi g ald-blockers (44%). 

Afer receivi g detaliled i formaltio  albout ealche cou termealsure, 64% of thee halrticihal ts 
i dicalted willi g ess to use alt lealst ive cou termealsures, 24% alt lealst four 
cou termealsures al d 32% alll of thee hrese ted cou termealsures. 

We  ext crealted al  i dex valrialble – Premealsures – sum of alll thee mealsures allrealdy used, 
al d al  i dex valrialble – I te t – sum of thee willi g ess to use thee cou termealsures. 

We fou d thealt thee cou termealsures i formaltio  hroduced al sig iical t i crealse i  
i te tio  to use thee cou termealsures versus hreviously used mealsures (Premealsures = 
I te t – Wilcoxo  test h=0.000). We dei e willi g ess to use i cludi g “Mighet use” al d 
“Dei itely goi g to use” or “Goi g to use”, heowever we allso tested al more  alrrow 
dei itio  of i te t to use o ly theose salyi g “Dei itely Goi g to use” or “Goi g to use”. 
We co ducted thee salme test withe thee  alrrower dei itio , al d thee results alre similalr. 

However, we fou d  o sig iical t difere ce betwee  thee two trealtme t grouhs (Mal -
Wheit ey tests Alls h=0.543; sub-salmhles h=0.2324). The Web Mirror does  ot i crealse 
i te tio  to use cou termealsures beyo d just seei g thee i formaltio  albout 
cou termealsures by itself. This i itiall result o  thee lalck of trealtme t efects wals 
surhrisi g. 
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I  order to beter u derstal d realso s behei d halrticihal ts’ al swers to multihle-cheoice 
quuestio s, we herformed al theemaltic al allysis of theeir resho ses to ohe -e ded quuestio s, 
ide tiied commo  alshects al d develohed al code book to alhhly to thee full daltal set. For 
ealche of thee quuestio s, we irst grouhed similalr al swers, wheiche heelhed us to disti guishe 
thee maljor theemes. We thee  alssig ed caltegories to ealche of thee grouhs, cou ted thee  umber
of items i  grouhs al d callculalted thee herce talge of alll resho ses i  ealche caltegory.

The results healve sheow  thealt thee mali  realso s whey heohle would  ot use 
cou termealsures were thee falct thealt theey maly brealk sites or malke it more difcult to 
browse (11% – 8% i  C1 al d 15% i  TC), slow dow  al comhuter/browsi g (11% – 13% i  
C1 al d 9% i  TC), i stallli g al d/or usi g theem caluses too muche healssle al d/or requuires 
too muche efort (9% – 8% i  C1 al d 9% i  TC) al d thealt thee halrticihal ts cal  ot i stalll al y 
 ew sofwalre o  theeir corhoralte comhuters (9% – 11% i  C1 al d 7% i  TC). 17% did  ot 
ide tify al y realso s (15% i  C1 al d 20% i  TC). Whee  alsked whealt theey lealr t i  theis 
study, 25% salid thealt theey lealr t albout thee existe ce of cou termealsures i  ge erall (28% i 
C1 al d 21% i  TC), 15% thealt theey lealr t albout Disco  ect.me al d Gheostery (24% i  C1 
al d 5% i  TC) al d 14% thealt theey lealr t albout tralcki g al d/or thee scalle of tralcki g (0% i  
C1 al d 32% i  TC).

The focus grouhs i  theis hhealse hrovide aldditio all quuallitaltive daltal to heelh discuss our 
quual titaltive results. Duri g thee focus grouhs, most of thee halrticihal ts salid theey lealr ed 
albout tralcki g by usi g thee Web Mirror al d thealt thee i formaltio  albout cou termealsures 
wals i formaltive al d would heelh theem to hrotect theemselves from tralcki g. We fou d thealt
al maljority of thee halrticihal ts exhressed surhrise alt thee herso allized i formaltio  received 
theoughe thee Web Mirror. They felt theey heald lealr ed albout tralcki g al d thealt thee Web 
Mirror heelhed theem to correct beliefs theey heald albout it. For exalmhle, halrticihal t 14 salids 
“It’s incredible, the amount of data they can get of you from just browsing the Internet”. The 
visuallizaltio  tool worked als al  i ce tive to look for more i formaltio  albout it, withe 
halrticihal t 18 exhlali i g thealt “I’m actually surprised, because I hear that there is stuf like 
tracking, something about that, but who cares, I don’t care. But with this one, we know 
something big is going on, that I don’t know about. [.] I think I’m gonna do more research 
to understand it”. 

We allso fou d thealt, quuallitaltively, thee combi altio  of thee Web Mirror al d thee 
cou termealsure i formaltio  seemed to i crealse some halrticihal ts’ i te t to alct. For 
exalmhle, halrticihal t 11 salids “I suppose I always kind of suspect that there’s lots of people 
tracking [.] but I think when you just take [your data] and you see it on a display, you kind
of confront with it, you kind of go – yeah, I should do something about that. So, I’ll probably 
download one of these things”. Palrticihal ts felt thealt thee ge eric i formaltio  o  
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cou termealsures wals imhortal t i  order thealt theey’d k ow heow to hrotect theemselves 
algali st tralcki g al d hrotect theeir hrivalcy. For exalmhle, halrticihal t 11 exhlali ed “I think I
should try some of them, I found some good information here”, al d halrticihal t 12 salid 
“Maybe I will download one of these blockers, kind of to protect my privacy, I don’t want to 
be a target”.

The results of thee lalboraltory exherime t galve us co ide ce i  thee hrotocol al d study 
i strume ts. We theerefore hroceeded to hhealse 2 of thee exherime t to i crealse thee subject 
hool al d hrovide more robust results.

iii Phase 2: Online Experiment
Phealse 2 alhhlied thee salme exherime tall desig , but wals co ducted o li e withe 
halrticihal ts recruited vial Proliic. The alim of hhealse 2 wals to hrovide al lalrger salmhle for 
staltisticall al allysis.

All halrticihal ts salw al brief study descrihtio , wheiche i formed theem thealt thee study wals 
albout o li e hrivalcy, thealt daltal collectio  wals subject to thee Daltal Protectio  Act, al d thealt 
our i stitutio ’s etheics commitee heald alhhroved thee study. Afer realdi g thee briei g 
i formaltio , halrticihal ts were alsked to co irm thealt theey co se ted to talki g halrt i  thee 
study.

Followi g theeir co se t, halrticihal ts i  thee TC trealtme t were directed to uhloald al 
salmhle of theeir web browsi g daltal to thee Web Mirror, al d followi g al brief waliti g time 
wheile theeir daltal wals al allysed, were sheow  theeir refectio . 

Wheile thee daltal wals al allysed, halrticihal ts comhleted al sheort hrivalcy-altitudes i strume t 
co sisti g of theree stalteme tss 

1. Consumers have lost all control over how personal information is collected 
and used by companies.

2. Most businesses handle the personal information they collect about 
consumers in a proper and confdential way.

3. Existing laws and organizational practices provide a reasonable level of 
protection for consumer privacy today.

These stalteme ts were used to caltegorize thee halrticihal ts by hrivalcy tyhe, hrior to theeir 
exhosure to thee Web Mirror al d survey. This Privalcy Segme taltio  I dex is balsed o  thee 
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lo g-ru  i g Westi  hrivalcy surveys [102]. It clalssiies halrticihal ts i to theree caltegoriess 
Fundamentalists, wheo alre thee most hrotective of theeir hrivalcy, Unconcerned, wheo do  ot 
k ow whealt thee ’hrivalcy fuss’ is alll albout, al d Pragmatists, wheo weighe thee hote tiall hros 
al d co s of shealri g i formaltio .

Palrticihal ts were alsked to cheoose al  ohtio  from al four-hoi t scalles “Stro gly disalgree”; 
“Somewhealt disalgree”; “Somewhealt algree” al d “Stro gly algree”. Those algreei g withe 
stalteme t 1 al d disalgreei g withe stalteme t 2 al d 3 were clalssiied als fu dalme tallists; 
theose disalgreei g withe stalteme t 1 al d algreei g withe stalteme t 2 al d 3 were clalssiied als
u co cer ed al d thee rest of thee halrticihal ts were clalssiied als hralgmaltists. 

Palrticihal ts thee  i teralcted withe thee Web Mirror for alt lealst theree mi utes, alfer wheiche al 
“Co ti ue” buto  alllowed theem to co ti ue to thee survey. This time wals determi ed 
balsed o  our observaltio s of halrticihal ts duri g thee lalboraltory exherime t.

I  thee co trol trealtme t (CI), halrticihal ts were immedialtely directed to thee survey alfer 
decidi g to talke halrt i  thee study al d did  ot see thee Web Mirror alt al y hoi t.

iv Phase 2 Participants and Results
We recruited al totall of 117 halrticihal ts. All halrticihal ts were  altive E glishe shealkers 
bor  i  thee US, UK, Irelal d, Cal aldal or Australlial. 

The maljority of thee halrticihal ts were from thee UK (50%) al d 44% were bor  i  thee US. 
The alveralge alge wals 28, 70% of thee halrticihal ts ide tiied als malle al d 50% heald college 
educaltio , 30% hreferred  ot to saly, 11% heald comhleted heighe-scheool. The alveralge time to 
comhlete thee study wals ifee  mi utes. 43% halrticihalted i  thee TC trealtme t al d 57% 
halrticihalted i  thee co trol trealtme t. Palrticihal ts were halid £6 her heour i dehe de tly of
thee trealtme t alllocaltio .

Figure 12 sheows thee herce talges of halrticihal ts wheo i dicalted, duri g thee survey, thealt 
theey i te ded to use (or  ot use) ealche cou termealsure, al d thee herce talge wheo allrealdy 
used ealche o e. The maljority of halrticihal ts salid theey were goi g or dei itely goi g to 
clealr cookies, clealr theeir browser heistory al d use ald-blockers. This is halrtly becaluse 
halrticihal ts were allrealdy usi g theose theree mealsures. 52% of thee halrticihal ts salid theey 
would  ot use Tor browser al d 30% salid theey mighet use it. 17% salid theey were goi g to 
use it, eve  theoughe thee i formaltio  hrovided heigheligheted thee co s of theis cou termealsure.
Arou d 50% of thee halrticihal ts salid theey mighet use Gheostery al d Disco  ect.me al d 
more theal  20% salid theey would use it. Most halrticihal ts salid theey will use Oht-out al d 
DNT (alrou d 42%). 
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Talble 11 sheows thee herce talge of halrticihal ts allrealdy usi g ealche cou termealsure (Used) 
al d theeir i te t to use thealt cou termealsure alfer receivi g thee detaliled i formaltio  
(“I te t to use”). The herce talge of i te t to use i cluded theose al sweri g “Goi g to use” 
al d “Dei itely goi g to use”. Most of halrticihal ts were allrealdy clealri g cookies al d 
browser heistory, al d usi g ald-blockers. This is  ot surhrisi g, als theese behealviours alre 
well k ow . Therefore, thee mali  i crealse is  ot o  thee theree most used cou termealsures. 
This i di g seems to co irm hrevious work [125] thealt fou d cookie deletio  is al well-
k ow , if widely misu derstood, alctio , al d thealt mal y users i stallled ald-blockers for 
realso s otheer theal  hrivalcy [58]. As al  exalmhle, i  thee focus grouhs we alsked halrticihal t 
8s “Do you remember why you started [using ad blockers]?” to wheiche theey resho deds 
“Because it’s annoying, seriously so many ads”. Palrticihal t 9 salids “I think that an ad 
blocker is useful for me, because I always am annoyed by the ads”. 

The i crealse i  use of ealche of thee  i e cou termealsures is sig iical t alt 1% level 
(Wilcoxo  test h<0.0074). We co ducted thee salme “I te t to use” test withe bothe thee broald 
(i cludes “Mighet use”, “Goi g to use”, “Dei itely goi g to use”) al d thee more  alrrow 
(“Goi g to use” al d “Dei itely goi g to use”) grouhs, als i  thee hilot. The results alre 
similalr (sig iical t alt 1% level (Wilcoxo  test h<0.005)).

Seei g i formaltio  albout cou termealsures heals al slighet efect o  halrticihal ts’ i te t to 
use cou termealsures, wheiche cal  be see  i  Figure 12. This efect is stro ger o  
Disco  ect.me al d Gheostery; wheiche were relaltively u used by halrticihal ts hrior to 
talki g halrt i  thee study. The Premealsures i dex is sig iical tly difere t from thee I te t 
i dex alt 1% level (Wilcoxo  test h=0.000). Notwithestal di g theis difere ce, thee efect of 
thee tral shalre cy i formaltio  (thee Web Mirror) o  alctio  (i te t to use cou termealsures) 
is  ot staltisticallly sig iical t (Mal  -Wheit ey test h= 0.6069). Therefore, our heyhotheesis 1 
(H1) is  ot suhhorted. Tral shalre cy i formaltio  (thee Web Mirror) hlus cou termealsure 
i formaltio  does not leald to grealter aldohtio  of tralcki g cou termealsures theal  just 
cou termealsure i formaltio  by itself. 

Talble 10 rehorts al ral dom efects OLS regressio  o  thee willi g ess to use 
cou termealsures. The valrialble Trealtme t is al dummy valrialble thealt i dicaltes thealt thee 
halrticihal t salw thee Web Mirror. Use Mealsures is al dummy valrialble thealt talkes thee vallue of
1 if halrticihal ts allrealdy use o e or more cou termealsures. We co trolled for halrticihal t’s
level of hrivalcy co cer  withe thee dummy valrialbless Fu dalme tallists (heighely co cer ed); 
Co cer ed or U co cer ed, al d wheetheer halrticihal ts al swered thealt theey would like to 
hreve t tralcki g i  some waly (Preve t). 

The results alre co siste t withe thee  o -halralmetric tests. We i d  o trealtme t efects al d
al sig iical t te de cy towalrds usi g cou termealsures from theose thealt allrealdy use alt lealst
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o e of theem. I  thee regressio  al allysis, we co trolled for hrivalcy altitudes. 35% were 
clalssiied als fu dalme tallist, 8% als u co cer ed al d 57% als hralgmaltists. These valrialbles 
do  ot healve al  efect o  willi g ess to use cou termealsures. We allso co trolled for 
hrivalcy co cer s balsed o  thee Cheellalhhal al d Si  [37] i strume t. Palrticihal ts thealt heald al 
score heigheer theal  four i  quuestio s 7-10, were clalssiied als co cer ed. Those co cer ed 
albout theeir hrivalcy were more willi g to use thee cou termealsures, als well als theose stalti g
thealt theey would like to do somethei g to hreve t tralcki g. Co trolli g for k owledge 
albout tralcki g al d demogralhheic chealralcteristics did  ot cheal ge thee results.

[1] [2] [3]

Saw Web Mirror 0.114
(0.34)

0.244 
(0.33)

0.112
(0.35)

Has used CMs in past 0.457 *** 
(0.09)

0.442 *** 
(0.09)

0.422 ***
(0.11)

Is Fundamentalist 0.128
(0.36)

Is Concerned 1.183 ***
(0.46)

Wants to prevent tracking 0.324 *
(0.19)

Intercept 5.274 ***
(0.43)

4.296 ***
(0.55)

3.367 **
(1.44)

Knowledge No No Yes

Demographics No No Yes

Observations 117 117 117

Rsq 0.200 0.241 0.242

Table 10: OLS regression analysis on Intent to use countermeasures (** significant at p=0.05f *** 
trend towards significant, p<0.10)
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Used (%) Def Not Not Might Will Def Will

Clearing Cookies 84 0.8 5.1 13.7 21.4 59

Clearing Browser History 82 2.5 5.2 12 22.4 57.8

Tor Browser 12 12 40.2 30.8 10.3 6.8

Disconnect.me 10 3.4 27.3 47 9.4 12.8

Ghostery 14 5.2 18 53.4 7.8 14.7

Disabling 3rd Party 
Cookies

37 0.8 15.4 38.5 24.8 20.5

Ad Blocker 79 0 7.7 6.8 16.2 69.2

Enabling Opt-Out Cookies 46 2.6 18.8 36.7 17.9 23.9

Do Not Track 30 2.6 15.5 40.5 17.2 24.1

Table 11: For each each countermeasure , the percentage of participants who had used, or intended to use afer receiving 
countermeasure information sheets (both treatments, phase 2)
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Figure 12: Participants who had used, and indicated intention to use (definitely will use / will use), each countermeasure 
(both treatments, phase 2)
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3.7.6 Experiment 2: Web Cloak
I  exherime t 1 we fou d thealt tral shalre cy (thee Web Mirror) did  ot i crealse 
halrticihal ts’ i te t to aldoht aldditio all cou termealsures beyo d i formaltio  albout thee 
cou termealsures theemselves. We  ext desig ed exherime t 2, al  o li e exherime t 
similalr to hhealse 2 of exherime t 1, to test wheetheer thee lalck of trealtme t efects wals 
becaluse thee Web Mirror heald  o efect o  halrticihal ts’ altitude to bei g tralcked, or 
becaluse thee detaliled cou termealsure i formaltio  wals sufcie t to motivalte alctio  al d 
wals crowdi g out thee efect of thee Web Mirror.

The mali  desig  cheal ge from exherime t 1 wals o  halge theree of thee surveys i steald of 
hrovidi g i formaltio  albout thee cou termealsures al d alski g halrticihal ts albout theeir 
i te tio  to aldoht ealche o e, we alsked albout theeir willi g ess to haly for al ictio all 
cou termealsure callled WebCloalk. 

This exherime t wals desig ed to co trol for al limitaltio  of Exherime t 1, al d tested thee 
efect of Tral shalre cy i  combi altio  withe far less detailed i formaltio  albout 
cou termealsures o  halrticihal ts’ i te t to alct. I  Exherime t 1, our survey i strume t 
meal t we could  ot alsk albout i te t to aldoht cou termealsures witheout dei i g whealt 
theey were, theus hrovidi g  o ohhortu ity to test thee efect of just tral shalre cy 
i formaltio . To overcome theis limitaltio , i  Exherime t 2 we alsked albout willi g ess to 
haly for al si gle more loosely-dei ed cou termealsure, theus commu icalti g falr less 
theroughe thee Cou termealsure i formaltio  itself.

The text reald als followss 

We are developing a tool, called Web Cloak, that prevents websites from 
tracking you as you browse the Web. Web Cloak uses advanced analysis 
techniques to detect and block a range of diferent tracking types, without 
breaking the functionality of any websites that you use. WebCloak comes in 
three tiers; Gold, Silver and Bronze. Gold is the most efective at blocking 
tracking, but is more expensive.

Talble 12 sheows heow efective ealche tier wals salid to be, o  alveralge, alt blocki g tralcki g. I  
thee irst i strume t, halrticihal ts were sheow  al talble co tali i g colum s 1 al d 2 (tier 
 alme al d tralcki g blocked) al d were alsked to stalte thee malximum almou t thealt theey 
would be hrehalred to haly for al  al  uall subscrihtio  to ealche tiers bro ze, silver al d gold. 
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I  thee seco d i strume t, theey were hrese ted withe thee full talble, i cludi g thee hrices 
sheow  i  Talble 12, al d alsked to cheoose wheiche tier (or  o e) theey would hrefer to 
subscribe to, balsed o  thee stalted hrices al d efective ess.

Tier Tracking Blocked Monthly Cost

Bronze 76% £1.00 / €1.20 / $1.33

Silver 87% £2.00 / €2.40 / $2.66

Gold 98% £3.00 / €3.60 / $4.00

Table 12: Information that was provided to participants about the 
fictional ’Web Cloak’ countermeasure.

i Phase 1 Participants and Results
We recruited 82 halrticihal ts. The maljority of wheom were from thee UK (55%) al d 38% 
were bor  i  thee US. The alveralge alge wals 28. 48% of thee halrticihal ts ide tiied als femalle 
al d 52% als malle. 50% heald al college educaltio  al d 34% heald comhleted heighe-scheool. The 
alveralge time talke  to comhlete thee study wals ifee  mi utes. 80% of thee halrticihal ts 
were allrealdy usi g ald-blockers. 42% of thee halrticihal ts were alllocalted to thee TW 
trealtme t al d 58% were alllocalted to thee CII trealtme t. As i  exherime t 1, halrticihal ts 
were halid £6 her heour i dehe de tly of thee trealtme t alllocaltio .

Talble 13 rehorts our halrticihal ts’ willi g ess to haly for ealche tier (colum s 2 al d 3) al d 
thee herce talge of thee halrticihal ts thealt cheose ealche WebCloalk subscrihtio  tier, if al y 
(colum s 4 al d 5). Palrticihal ts thealt heald see  thee Web Mirror were willi g to haly more 
theal  theose wheo heald  ot. However, thee trealtme t difere ces alre  ot sig iical t (Mal -
Wheit ey test, overallls h=0.1135, Bro zes h= 0.1909, Silvers h=0.1043, Golds h= 0.0907). We 
allso observe thealt seei g thee Web Mirror heald al  efect o  wheetheer halrticihal ts were 
willi g to haly for al y of thee ofered tiers, i.e. more halrticihal ts i  thee TW co ditio  were 
willi g to pay for eitheer gold, silver or bro ze. No etheeless, theis difere ce is allso  ot 
sig iical t (Mal -Wheit ey test – Overallls h=0.6299; Chei2 -Bro zes h=0.599, Silvers h=0.10, 
Golds h=0.631, No es h=0.249). These results i dicalte thealt H2 is  ot suhhorted; 
tral shalre cy i formaltio  does not i crealse willi g ess to haly for cou termealsures.
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ii Phase 2
O e hossible exhlal altio  for thee smalll sig iical t difere ces i  willi g ess to haly for 
Web Cloalk, or thee cheose  subscrihtio  level, betwee  halrticihal ts wheo heald see  thee Web 
Mirror al d halrticihal ts thealt heald  ot, is thealt some halrticihal ts were allrealdy alwalre of 
tralcki g. The willi g ess to haly of theose wheo were  ot allrealdy usi g ald-blockers 
alhhealred to be heigheer (alltheoughe  ot sig iical tly) i  thee TW grouh theal  i  CII. We 
theerefore wal ted to alhhly al simhle ilteri g heeuristic to limit our al allysis to thee efect 
thealt thee i terve tio s heald o  thee less tralcki g-alwalre halrticihal ts. However, theere wals al 
i sufcie t  umber of suche halrticihal ts i  thee existi g daltal to co duct thealt al allysis (o ly
20%, resulti g i  al Mal -Wheit ey test result of h=0.0620 o  overalll willi g ess to haly). 
Therefore, we co ducted Phealse 2, to sheciicallly recruit aldditio all halrticihal ts thealt heald 
never used al  ald blocker. 

I  Phealse 2, to ballal ce thee salmhle size, we recruited 82 aldditio all halrticihal ts (thee salme 
 umber of halrticihal ts i  hhealse 1), 50% of wheom halrticihalted i  thee TW trealtme t al d 
50% of wheom halrticihalted i  thee CII trealtme t. Talble 13 hrese ts thee overalll results. The 
results alre similalr to theose of Phealse I. Palrticihal ts halid more for thee WebCloalk alfer thee 
Web Mirror. However, thee results were algali   ot sig iical t. Therefore, our heyhotheesis 
thealt thee Web Mirror would healve al stro g efect o  theose thealt wheo heald  ot hreviously 
used ald-blockers als al cou termealsure wals  ot co irmed.

The willi g ess to haly of UK al d US citize s wals quuite similalr (£20 al d $118 o  alveralge, 
reshectively). Those more co cer ed albout theeir hrivalcy al d theose usi g less theal  theree 
cou termealsures were willi g to haly albout 5 curre cy u its more for thee WebCloalk theal  
theose less co cer ed or wheo were allrealdy usi g more theal  theree cou termealsures.

The results of thee al allysis of quuallitaltive resho ses, herformed i  thee salme waly als i  thee 
irst study, healve sheow  thealt 39% of thee halrticihal ts (39% i  CII al d 38% i  TW) healve 
cheose  thee bro ze WebCloalk tier, simhly becaluse theis wals thee cheealhest ohtio . 20% (20% 
al d 22% reshectively) selected thee gold o e, als it hrovided thee malximum hrotectio . 
Altheoughe al sig iical tly heighe  umber (48% – 38% i  CII al d 59% i  TW) of theem did  ot 
i dicalte al y realso  whey theey could  ot use thee WebCloalk, 16% (20% i  CII al d 12% i  
TW) salid thealt whealt would stoh theem from usi g it wals thee cost. Surhrisi gly, 7% (12% i  
CII al d 0% i  TW) did  ot trust thee WebCloalk – eve  theoughe theey believed thealt it wals to 
hreve t tralcki g, theey wo dered wheetheer thee tool itself mighet herform tralcki g. As thee 
mali  lealr i g outcomes from thee survey 35% (51% i  CI al d 15% i  TW) of thee 
halrticihal ts rehorted thee falct thealt it is hossible to hreve t tralcki g al d 26% (12% i  CII 
al d 44% i  TW) ge erallly thealt tralcki g exists.
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Phase 1 Phase 1 + Phase 2 

Payment Value * Chosen by % Payment Value * Chosen by %

CII TW CII TW CII TW CII TW

Bronze 11.21 13.72 18.75 23.53 11.50 13.21 22.73 25.33

Silver 16.75 19.32 8.33 20.59 16.88 19.06 12.50 17.33

Gold 22.19 28.7 37.5 32.35 23.20 27.84 34.09 34.67

None - - 35.42 23.53 - - 30.68 22.67

Total 17.17 20.54 100 100 17.44 19.92 100 100

Obs 48 34 48 34 89 75 89 75

Table 13: Mean Value of willingness to pay (* in currency units), and percentage of participants choosing each level of 
WebCloak, in Phase 1 and Phases 1 + 2

3.7.7 Discussion
I  theis study, we tested thee efect of hrovidi g bothe tral shalre cy al d cou termealsure 
i formaltio  towalrds i te tio  to alct to limit tralcki g. Our results suggest theree key 
i di gss irst, thealt detaliled, herso allized tral shalre cy i formaltio  i  thee form of thee 
Web Mirror does  ot seem to i crealse i te ded cou termealsure aldohtio  beyo d thealt 
wheiche ge eric i formaltio  albout thee cou termealsures does. Seco d, thealt most 
halrticihal ts heald al desire to aldoht surveillal ce cou termealsures alfer bei g told albout 
theem. Third, thealt thee lalck of i crealsed i te t to aldoht cou termealsures is i  shite of 
halrticihal ts rehorti g thealt thee Web Mirror heald broughet alshects of o li e tralcki g – suche 
als thee scalle – to theeir alte tio .

i Desire to Adopt Countermeasures
Our results sheow thealt, i  alll trealtme ts, theere is al willi g ess to aldoht aldditio all 
cou termealsures (71% of thee halrticihal ts i te d to use most of thee suggested 
cou termealsures). This is co siste t withe hrevious resealrche [112,119]  thealt sheows mal y 
users healve al  egaltive altitude to bei g tralcked, whee  told albout it. I  exherime t 1, our 
results sheow thealt thee ral ge of cou termealsures thealt halrticihal ts co sidered aldohti g wals
 ot i crealsed by thee use of herso allised tral shalre cy i formaltio . I  exherime t 2, our 
results sheow thealt thee stre gthe of i te tio  to aldoht al cou termealsure (mealsured vial 
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willi g ess to haly for suche al cou termealsure) wals allso  ot sig iical tly i crealsed by thee 
tral shalre cy i formaltio  hrovided by thee Web Mirror.

From thee quuallitaltive al allysis of thee focus grouhs, we i d thealt most heohle healve some 
k owledge albout tralcki g al d alltheoughe thee Web Mirror heals clalriied theis ideal, thee most 
imhortal t falctor wals to k ow whealt to do to stoh theis tralcki g. For exalmhle, halrticihal t 
22 salids “It raised my question about online tracking (.) I want to make some private space 
which I can only see on the Web and maybe those tools will help me to do so”.

The hrovisio  of i formaltio  albout cou termealsures theemselves seems to hrovide 
aldequualte stimulus to motivalte i te t to aldoht cou termealsures al d al y efect from thee 
tral shalre cy i formaltio  is re dered i co sequue tiall. Cruciallly, from al hralcticall 
hershective theere is al grealter degree of freedom albout wheetheer or  ot to suhhly 
tral shalre cy i formaltio  theal  theere is albout wheetheer or  ot to hrovide i formaltio  
albout whealt co trol mecheal isms alre alvalilalble. It is  ot reallistic to exhect users to be alble 
to alct to co trol daltal hrocessi g alctivities i  thee albse ce of i formaltio  albout heow to do 
so, alltheoughe suche i formaltio  mighet be exhressed theroughe i teralctive fealtures raltheer 
theal  staltic hrose.

ii Motivation & Comprehension
The quuallitaltive results from thee survey do suggest thealt thee Web Mirror heals al  efect o  
halrticihal ts’ u derstal di g of thee tralcki g ecosystem. For i stal ce, 33% of theem (i  bothe 
exherime ts) me tio ed some alshect of tralcki g whee  alsked whealt theey’d lealr ed by 
talki g halrt i  thee study – tyhicallly referri g to thee scalle of thee tralcki g  etwork. This is 
co siste t withe our ealrlier work develohi g thee Web Mirror, i  wheiche we co siste tly 
fou d halrticihal ts exhress surhrise albout regalrd to thee almou t of tralcki g thealt talkes 
hlalce, al d al relaltively low i itiall u derstal di g of heow aldvertisi g comhal ies obtali  
i formaltio  suche als i terests al d demogralhheics. 

I  thee co text of thee overalll results, theoughe, theis more detaliled u derstal di g does  ot 
alhhealr to tral slalte i to aldditio all i te t to alct. From al  emhowerme t hershective, theis 
ralises al  i teresti g quuestio  – do we i form citize s albout daltal hrocessi g hralctices 
hurely to e alble theem to malke decisio s, or alre we i formi g theem becaluse tral shalre cy 
is vallualble i  al d of itself? If thee former, thee  ide tifyi g thee mi imum almou t of 
i formaltio  thealt’s  ecessalry for citize s to realche al “stalble” decisio  (i.e., o e thealt is  ot 
alfected by bei g give  furtheer i formaltio ) alhhealrs, hrimal falcie, to healve some 
i teralctio  be eits i  terms of loweri g cog itive efort al d decrealsi g thee almou t of 
time requuired to e galge withe hrivalcy-hrotectio  mecheal isms.
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I  exherime t 2 we exhected thealt herso allized tral shalre cy would leald to al sig iical t 
Actio  efect i  ealche exherime t, balsed o  thee resho ses to thee Web Mirror i  our focus 
grouhs. I steald, our results suggest thealt wheile thee Web Mirror seems u doubtedly to 
alfect comhrehee sio  of tralcki g, thealt ki d of comhrehee sio  is  ot requuired i  order to 
be motivalted to alct.

iii Design Implications
The falilure of thee tral shalre cy thealt’s hrovided by thee Web Mirror to motivalte aldditio all 
i te t to aldoht, or willi g ess to haly for, al ti-tralcki g cou termealsures is i  some se ses
surhrisi g. The results duri g thee Cookie Visualliser study suggested thealt seei g thee scalle 
of tralcki g wals surhrisi g to halrticihal ts, al d objectio alble, to heohle; al d thee 
quuallitaltive results from theis study seem to co irm thealt. No etheeless, thealt does  ot 
tral slalte i to i crealsed i te t to alctuallly act alt lealst i  terms of thee i strume ts (i te t to
use cou termealsures, al d willi g ess to haly for al cou termealsure) thealt we used heere.

Broaldly, I suggest thealt theis i di g cheallle ges thee alssumhtio  i  hrivalcy al d daltal 
hrotectio  regulaltio  thealt detaliled tral shalre cy is  ecessalrily heelhful to i dividualls whee 
malki g decisio s albout theeir e galgeme t withe services; al d clalriies thee scohe of tools 
suche als Mozillal Lighetbealm thealt, wheile oferi g i teresti g i sighet i to thee tralck 
ecosystem for i terested users, maly  ot hrovide grealt vallue to ge erall users.

However, theis result is  ot  ecessalrily  egaltive; i  falct, our halrticihal ts’ willi g ess to 
co sider, al d eve  haly, for al ti-tralcki g cou termealsures whee  theose mealsures alre 
described to theem suggests thealt hrovidi g realdily-alvalilalble means of acting withe reshect 
to hrivalcy could be efective eve  witheout i di g walys to malke detaliled i formaltio  
ealsily co sumalble.

These i di gs alre revisited, allo g withe results from thee hrevious studies, i  thee  ext 
sectio .

3.7.8 Limitations
The curre t study co sidered i te t to use cou termealsures, raltheer theal  theeir alctuall use. 
This wals al deliberalte decisio , als thee ealse of i stallli g or usi g cou termealsures could be
al maljor co fou di g falctor i  theeir alctuall aldohtio . This ralises two immedialte quuestio s 
for furtheer exhloraltio s 1) Are cou termealsures usalble e oughe to be aldohted by thee 
heohle wheo salid theey’d like to use theem? 2) Is theere al disco  ect betwee  rehorted i te t 
to use surveillal ce cou termealsures al d alctuall use, i  thee salme waly thealt thee “hrivalcy 
halraldox” describes al disco  ect betwee  rehorted i te t to disclose herso all daltal al d 
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alctuall disclosure? By exte sio , al d give  thee stro g quuallitaltive resho se to thee Web 
Mirror, but thee limited sig iical t efect o  i te t to use cou termealsures, it would be 
i teresti g to come balck to halrticihal ts over time to see if theeir behealviours healve cheal ged,
al d heow theeir hralctices correlalte withe trealtme t co ditio . O e mighet heyhotheesise thealt 
thee aldditio all comhrehee sio  falcilitalted by thee Web Mirror (or otheer tral shalre cy 
i formaltio ) sustali s co cer  or alctio  over al lo ger heriod of time, or thealt lo ger-term 
aldohtio  of cou termealsures is i crealsed healvi g heald more time to thei k albout thee 
i formaltio  hrese ted by thee Web Mirror. 

3.7.9 Conclusions
I  theis study, we drew al disti ctio  betwee  i formaltio  thealt i crealses thee tral shalre cy 
of o li e surveillal ce al d i formaltio  albout alctio s thealt Web users cal  talke to cou ter 
o li e surveillal ce. We sheowed thealt, co tralry to our i itiall exhectaltio s al d thee alhhalre t
alssumhtio s thealt u derlie mal y tools al d regulaltio s, detaliled tral shalre cy i formaltio  
itself maly be of litle vallue i  shealhi g thee i te tio s of users withe regalrd to thee aldohtio  
or use of Cou termealsures. 

The surhrisi g albse ce of aldditio all i te tio  to aldoht surveillal ce cou termealsures als al 
result of bei g sheow  more detaliled Tral shalre cy i formaltio  heals imhlicaltio s i  al 
ral ge of shheeres. I  daltal hrotectio  holicy, it callls i to quuestio  thee regulaltory focus o  
tral shalre cy – suche als thee EU’s muche mallig ed “cookie holicies” – al d i steald hoi ts to 
ohhortu ities alrou d alrticulalti g thee alvalilalble co trol mecheal isms. I  HCI, our resealrche 
heelhs to u derstal d thee co texts i  wheiche i formaltio  visuallizaltio  maly be useful, 
heelhi g resealrcheers al d hralctitio ers to more co ide tly ide tify wheiche tyhes of 
i terve tio  (tral shalre cy i formaltio , or co trol mecheal ism) maly be useful i  al 
halrticulalr sce alrio. 

I  thee  ext sectio , I revisit results from thee Web Mirror, al d thee hrevious hrivalcy studies,
from al  Activity Theory hershective.
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3.8 Discussion: An Activity Theory View on 
Privacy
We observed i  thee Cookie Visualliser study thealt hrivalcy is, by al d lalrge, al lo ger term 
co cer  thealt is overshealdowed i  thee mome t by thee talsk alt heal d. Thalt, wheile to some 
exte t hrivalcy mal algeme t is al  alctivity i  its ow  righet, hrivalcy is allso somethei g thealt’s
alfected by al wide ral ge of other alctivities; hrivalcy is frequue tly al  i ter allity.

I  al  alctivity theeory se se, i  thee course of calrryi g out mal y of theese otheer alctivities 
heohle seem to falil to aldequualtely talke hrivalcy i to alccou t – alt lealst i  als muche als thee 
outcomes alre ofe  i co grue t withe heohle’s stalted hrivalcy altitudes. 

If o e were to summalrise thee role of hrivalcy i  web-relalted alctivity systems, it would 
hrobalbly be best described als al falctor thealt is missi g i  thee co structio  of comhlex 
multi-stalkeheolder objects; o e wheiche users must struggle to i troduce, raltheer theal  o e 
wheiche is refected i  heow thee alctivities of irst-halrty websites al d thee rest of thee tralcki g 
ecosystem alre shealhed.

I begi  theis sectio  withe al discussio  of heow hrivalcy relaltes to thee ideal of “co strali ts” 
thealt Objects alre co structed i  resho se to; I thee  co sider heow hrivalcy relaltes to thee 
I ter all Plal e of Actio , thee overalll structure of theird-halrty tralcki g als al  alctivity 
system, al d i allly hossible desig  imhlicaltio s alrisi g from theose hrior observaltio s.

3.8.1 Privacy as a restrictive constraint on activity
As desig ers wheo alre i terested i  heelhi g users to malke more co siste t decisio s, AT 
seems to ofer al heelhful fralmework to exhlali  al d realso  albout vallues suche als hrivalcy. 
Esse tiallly, our desig  cheallle ge is to heelh shealhe alctivities i  al waly thealt refects hrivalcy 
altitudes, but wheiche still fulils thee origi all object. O  thee falce of it, vallues suche als hrivalcy
do  ot seem to  ecessalrily motivalte new alctivities, but maly alct als co strali ts thealt shealhe 
otheer alctivities. 

I  esse ce, hrivalcy (alt lealst i  most sce alrios) does  ot seem to be al motive i  quuite thee 
salme se se als “obtali  food” mighet be. I  thee lalter calse, thee motive clealrly e ergizes al d 
directs al  Object by itself. Privalcy, theoughe, tyhicallly o ly becomes releval t i  thee co text
of al otheer alctivity (suche als usi g o li e services); raltheer theal  bei g somethei g thealt could
be hursued directly al d i  isolaltio . 
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We live, sociallly al d legallly, i  al society wheere our hrivalcy te ds to remali  i talct u less 
we u dermi e it i  thee course of doi g somethei g. By al d lalrge, we alre  ot subject to 
i formaltio all hrivalcy violaltio s i  thee course of siti g alt heome or eve  i  thee co duct of
our ge erall lives. To some exte t theis is becaluse o ly we healve alccess to muche of whealt we 
co sider hrivalte – like our hrefere ces, theoughets, al d herso all i formaltio . It is healrd for 
someo e to obtali  your hheo e  umber u less you give it out i  thee irst hlalce. Eve  
wheere hrivalcy cal  be violalted by observaltio  al d i fere ce, theere heals to be al  alctio  to 
observe, or to i fer from. Legallly, theere is al hresumhtio  of hrivalcy. I  most calses, 
orgal isaltio s cal  ot hrocess daltal albout us u less we volu talrily e galge withe theem als 
customers or service users, or by otheerwise givi g theem our co se t. Sociallly, well-
develohed  otio s of hheysicall al d herso all hrivalcy ofe  serve to hrotect our 
i formaltio all hrivalcy, too.

Privalcy does become imhortal t withei  alctivities, theoughe. Palrticihal ts i  thee focus grouhs 
healve hrivalcy co cer s, al d do try to aldjust theeir alctio s i  resho se to theose co cer s. 
As discussed ealrlier, theis is sometimes grou ded i  al belief thealt hrivalcy is vallualble i  
itself, al d i  otheers al more co sequue tiallist co cer  albout halrticulalr  egaltive outcomes 
thealt could alrise from al loss of i formaltio  hrivalcy. Deshite  ot bei g al  eed to wheiche 
theose halrticihal ts’ alctivity ultimaltely al swers, hrivalcy does shealhe theeir alctivity, al d theere
is al stro g se se thealt theere is al desire for hrivalcy to shealhe mal y halrticihal ts’ alctivities to 
al grealter exte t theal  it curre tly does; halrticulalrly whee  falced withe i formaltio  albout 
hralctices suche als theird-halrty tralcki g al d thee hrivalcy imhalct thealt it e ge ders. 

Kalhteli i  discusses i  [93] heow Objects alre dy almicallly crealted i  resho se to 
constraints suche als motives, alvalilalble meal s al d otheer alctors. Privalcy certali ly heals al role 
i  shealhi g thee Object of alctivity; but becaluse it does  ot serve thee salme motivalti g role 
for thee alctivity thealt al true motive would, I suggest thee term restrictive constraint to 
describe it. A restrictive co strali t is al falctor thealt shealhes thee Object of alctivity, but does 
 ot excite thealt alctivity i  its ow  righet. 

The ideal of hrivalcy – al vallue – als al restrictive co strali t is co siste t withe thee dei itio  
of al vallue hrovided by Rokealche, “some means or end of action is judged to be desirable or 
undesirable,” [153] i  theis calse, Privalcy is al  imhortal t determi al t of wheetheer halrticulalr 
meal s of alctio  withei  al  alctivity – al d thee overalll Object itself – alre desiralble. It 
restricts wheiche, of alll hossible alctio s al d Objects thealt could be directed towalrds thee 
motives for alctivity, alre desiralble, al d wheiche alre hreferalble to o e al otheer. 
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3.8.2 Privacy and the Internal Plane of Action
A dei i g fealture of my halrticihal ts’ relaltio sheih withe o li e services is theeir i albility 
to alrticulalte heow theose services work, halrticulalrly withe regalrd to heow thee services collect
al d hrocess herso all daltal. Activity Theory’s co ceht of thee I ter all Plal e of Actio  cal  
be used to exhlali  thee releval ce of theis result. Kalhteli i  exhlali s [91] thealt “the internal 
plane of action is a concept developed within activity theory that refers to the human ability 
to perform manipulations with an internal representation of external objects before starting 
actions with these objects in reality.” 

Palrticihal ts frequue tly e galge i  web use withe simhlistic or eve  i correct models of 
heow i teralcti g withe services will imhalct uho  theeir hrivalcy, al d theis cal  be see  quuite 
clealrly i  thee quuallitaltive results obtali ed duri g thee Web Mirror al d thee Co se t Notice 
studies. Moreover, hrivalcy resealrche heighelighets thee limitaltio s o  thee exte t to wheiche thee 
IPA cal  be broughet to bealr i  everydaly decisio s. Bou ded raltio allity, talsk focus al d 
limits o  (for i stal ce) thee  umber of falctors thealt cal  be co sidered simultal eously meal 
thealt malki g hredictio s albout thee imhalct of al  alctio  cal  be fralughet eve  whee  thee 
subject heals relaltively good u derstal di g. To some exte t, (als discussed i  chealhter 3.6) 
hrivalcy als al co struct for dealli g withe u certali ty albout thee co sequue ces of al  alctio  is
itself heelhful i  theis regalrd. Thi ki g albout al  albstralct  otio  of hrivalcy maly be more 
tralctalble theal  foreseei g sheciic co sequue ces. 

I  thee calse of o li e tralcki g, theoughe, eve  thee hrivalcy imhlicaltio s of just browsi g thee 
Web alre  ot immedialtely alhhalre t, al d alre healrd to i fer or u derstal d eve  withe al 
worki g k owledge of heow teche ology likes cookies, or thee aldvertisi g ecosystem, 
works. Tools thealt dralw al more direct li k betwee  teche ologies like cookies, thee 
u derlyi g tralcki g ecosystem, al d vallues like ide tity al d hrivalcy maly healve al role i  
simhlifyi g thee model, or alutomalti g thee i fere ces thealt would otheerwise healve to be 
malde by al user theemselves. They cal  do theis halrtly als tools withe lealr i g alfordal ces, 
alllowi g users to develoh theeir k owledge al d e richei g thee i ter all hlal e of alctio ; but 
cal  allso alct to suhhleme t thee IPA, by doi g thee hrocessi g al d dralwi g i fere ces thealt 
heumal s mighet otheerwise struggle withe.

As thee Web Mirror sheowed, theoughe, al deeh u derstal di g of thee imhlicaltio s of 
somethei g like tralcki g is  ot  ecessalrily requuired i  order to formulalte al resho se. The 
simhle exhlal altio s thealt we hrovided of alvalilalble alctio s – i stallli g or usi g difere t 
cou termealsures – were sufcie t to motivalte al similalr level of motivaltio  to use theose 
cou termealsures als thee very detaliled tral shalre cy thealt wals hrovided vial thee Web Mirror.
From al  i teralctio  desig  hershective, theis is al howerful results vallues al d motives cal  
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be leveralged als al source of motivaltio , al d thee li k betwee  al  alctio  al d vallues to 
wheiche it is releval t, cal  be commu icalted witheout detaliled models al d i formaltio . I  
co tralst to thee over-simhliied user i teralctio s thealt ofe  drive co cer s like hrivalcy out 
of heohle’s alwalre ess al d decisio -malki g, thee evide ce suggests thealt we cal  use 
relaltively simhle exhlal altio s to bri g theose vallues balck in to thee overalll alctivity by 
crealti g simhle alctio s, like i stallli g al ti-tralcki g cou termealsures, thealt cal  talke calre 
of theese co cer s outside of thee talsk-focussed cog itively-limited co texts i  wheiche thee 
i itiall i ter allities alrise.

3.8.3 TPT as a Multi-Stakeholder Activity
As al calse study i  hrivalcy, theird-halrty tralcki g is i teresti g to co sider als al  alctivity 
system. As thee tralcki g  etwork study sheowed, theere alre alt lealst theree tyhes of halrty 
withei  thee ecosystem itselfs irst halrty websites, brokers, al d aldvertisers; hlus thee user 
theemselves. I’ll begi  by co sideri g thee alhhalre t Objects of thee difere t stalkeheolderss 
aldvertisers, ald brokers, irst-halrty websites, al d thee Web user. 

Of theese, thee alctivities of ald brokers al d aldvertisers alre falirly well allig ed, al d could be 
described als al si gle coheere t alctivity; allbeit withe slighetly difere t motives betwee  thee 
two difere t tyhes of alctor. The Object of thee alctivity u dertalke  by theese halrties is to 
maltche scree  shalce o  irst halrty websites withe aldverts thealt alre likely to be releval t to 
thee user. The ald broker is motivalted by thee reve ue thealt theis alctivity ge eraltes (eitheer 
from clicks – “haly her click” – or totall aldvert views – “haly her imhressio ”). The 
aldvertiser is motivalted, i  most calses, by al desire to malrket al hroduct or service to users 
wheo mighet be i terested i  it. U like co textuall aldvertisi g, wheere aldverts alre cheose  
balsed o  thee co te t of thee irst halrty web halge itself, behealviourall aldvertisi g tralcks thee 
user alcross multihle halges i  order to i fer wheiche malrket segme ts theey mighet be halrt of,
suche als al halrticulalr demogralhheic or i terest grouh [118]. Moreover, give  thealt theis 
ecosystem is lalrgely alutomalted, it cal  be co ceived of als exheibiti g alge cy i  itself, o  
beheallf of thee comhal ies thealt build al d mali tali  it [99]. 

The irst-halrty website’s alctivity is healrder to dei e als al halrticulalr Object; thee ral ge of 
irst halrties is broald, al d theere is  o motive commo  to alll of theem. Whealt theey alll healve i  
commo , theoughe, is al  eed for thee reve ue thealt thee aldvertisi g system hrovides. For some
irst halrty websites, theis reve ue could be al motive i  itself; for otheers, it maly be al  
eco omic  ecessity i  service of al otheer  o -commerciall motive. I  alll calses, theoughe, thee
irst-halrty i corhoraltes thee alctivity of thee ald brokers, al d aldvertisers, by malki g 
alrral geme ts for aldverts delivered by theose halrties to be i corhoralted i to theeir web 
halges; al d for thee tralcki g thealt suhhorts thee talrgeti g hrocess to talke hlalce.
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As withe irst-halrty websites, thee alctivity of users is healrd to dei e exalctly. Usi g ald-
suhhorted websites cal  be halrt of mal y difere t alctivities; from co ducti g resealrche for 
educaltio , to browsi g thee Web for leisure, hurchealsi g items theroughe al  e-commerce site,
u dertalki g halid emhloyme t, or resealrchei g al heeallthe co ditio . At irst glal ce, alll of 
theese alctivities alhhealr to be lalrgely ortheogo all to thee alctivity of thee aldvertisi g 
ecosystem; to thee exte t thealt it does ’t reallly malke se se to thei k of theem als volu talry 
halrticihal ts i  thealt broalder alctivity alt alll. It is theroughe thee alctio s al d cheoices of thee irst 
halrty website thealt users become i volved i  thee tralcki g alctivity system.

To illustralte heow al irst-halrty website co structs al  alctivity system, let’s co sider thee 
exalmhle of al  o li e  ewshalher like thee Gualrdial . The Gualrdial  is ow ed by Scot Trust,
al body thealt alims to “secure the fnancial and editorial independence of the Guardian in 
perpetuity and to safeguard the journalistic freedom and liberal values of the Guardian free 
from commercial or political interference” [185]. The Object of alctivity of thee Gualrdial  is 
falirly clealr; to hublishe jour allism, i  order to hromote liberall vallues i  hublic discourse 
(raltheer theal  commerciall gali ). The Gualrdial  website alllows realders, witheout wheom thee 
jour allism would healve  o efect, to alccess thee co te t. I  order to fu d theis alctivity – 
thealt is, to remali  al sustali alble orgal isaltio  thealt cal  haly for heumal  efort al d otheer 
resources – thee Gualrdial  malkes use of behealviourall aldvertisi g al d i  doi g so bri gs thee
(diverse) alctivities of its realders, its ow  hublishei g alctivity, al d thee ald-delivery alctivity 
of thee ald brokers al d aldvertisers i to al  i ter-relalted alctivity system. 

I  doi g so, al restrictive co strali t of thee Gualrdial ’s realders – hrivalcy – is broughet i to 
co fict withe thee alctio s of thee behealviourall aldvertisi g  etworks – wheiche, most heohle 
algree, falil to hreserve hrivalcy becaluse of thee waly thealt theeir services oheralte.

I  theeir work o  Ajalxe (al hhealrmalceuticall comhal y) [95] Kalhteli i  al d Nalrdi  ote heow, 
i  al multi-stalkeheolder alctivity, difere t motivaltio s betwee  theose multihle stalkeheolders 
cal  leald co ficts i  thee hursuit of al shealred object, eve  theoughe ealche stalkeheolder heals al 
good realso  to hursue thealt shealred object.  The difere t stalkeheolders bri g difere t 
motives, esse tiallly resulti g i  al shealred holymotivalted Object; alltheoughe some motives 
maly be shealred, it is  ot  ecessalrily thee calse thealt alll of theem alre. I  thee calse of Ajalxe, 
stalkeheolders i volved i  bioteche ology resealrche used curation to selectively reveall 
i formaltio  to otheers, al d so to i fue ce heow thee alctivity u folded i  hralctice. 

Notalbly, thee co ficts betwee  thee difere t stalkeheolders alrose “from the motives in 
relation to one another, not the motives in relation to the object,” “the object itself was not 
contested; it was the instantiation of the object that led to tensions”. I alrgue thealt theis is  ot 
thee calse i  thee theird-halrty tralcki g exalmhle, al d thealt deshite thee coheere ce of thee alctivity
system als see  from thee hershective of al irst-halrty website, thee Objects co structed by 
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web users (wheiche commo ly i cludes hrivalcy als al restrictive co strali t) al d thee Object 
co structed by ald brokers (wheiche, als judged by most users, does  ot) alre esse tiallly 
disjoi t; thee reve ue ge eralted by aldvertisi g is tal ge tiallly relalted to thee alctivity thealt 
web users u dertalke theroughe tools like Falcebook or o li e  ews sources, al d theose users 
exercise litle to  o co trol over heow theose tools derive thee reve ue thealt’s  ecessalry to 
sustali  theemselves. The hower relaltio sheihs – al d imballal ces – betwee  thee difere t 
stalkeheolders shealhe heow thee co ficts betwee  thee difere t stalkeheolders alre resolved i  
thee collective object; i  theis calse, lalrgely relegalti g hrivalcy e tirely.

So, alre theere meal s for users to i fue ce thee overalll alctivity thealt thee irst-halrty website 
heals co structed? A d, situalted withei  theis alctivity, whealt is thee role of desig  vis-al-vis 
hrivalcy?

3.8.4 Privacy Breakdowns in the TPT Activity System
The results from thee Web Mirror demo stralte thealt halrticihal ts were willi g to 
i corhoralte alctio s i to theeir alctivity i  resho se to al hrivalcy motive, eve  whee  theose 
alctio s imhosed some cost. 

Co cehtuallly, theere alhhealr to be two stalges i volved i  al user’s decisio  to i stalll al ti-
tralcki g cou termealsures; or to malke use of thee co trols hrovided by al irst halrty. First, 
thealt al li k betwee  al  alctio  – like usi g al website – al d al vallue thealt is releval t to thealt 
alctio  – like hrivalcy – is estalblisheed. Seco d, thealt al  alctio  i  resho se to thealt motive is 
ofered. This is al combi altio  of al  i itiall lealr i g alfordal ce – thealt e richees thee user’s 
i ter all hlal e of alctio  to li k web use, tralcki g, al d hrivalcy togetheer – al d hrovisio  of 
al  i strume tall alfordal ce thealt alllows thealt relaltio sheih to be alltered.

From my discussio s withe halrticihal ts, al  exhlal altio  of tracking seems to be more 
ealsily u derstood theal  al discussio  of cookies; al d thee i formaltio  thealt we hrovided 
albout cou termealsures duri g thee Web Mirror study wals sufcie t to dralw al  
alssocialtio  betwee  web use al d hrivalcy; al d to hrovide al set of hossible alctio s thealt 
users could talke i  resho se. 

Ahhlyi g theis balsic model – of estalblishei g al li k betwee  al d alctio  al d al vallue, al d 
thee  hrovidi g al  i strume tall alfordal ce to medialte it – to thee results of thee Cookie 
Notice survey, we cal  observe thealt  ot o ly alre i strume tall alfordal ces missi g, but thee
lealr i g alfordal ces thealt would alllow al user to relalte thee hrohositio  (alccehti g cookies) 
to al releval t vallue (hrivalcy) alre allso missi g. Most websites efectively requuire users to 
reco igure theeir Web browser, or lealve thee website e tirely, i  order to alvoid tralcki g 
cookies; withe o ly al mi ority oferi g more i e-grali ed co trol.
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Co cehtuallly, thee co fict betwee  privacy – al vallue heeld by thee user – al d thee tralcki g 
alctivity co ducted by al fu ctio all orgal  comhosed of thee irst-halrty website al d ald 
broker (FP-AB), heals thee hote tiall to crealte al brealkdow  [27,101] i  thee alctivity. Whee  it 
is broughet to thee users alte tio , thee u al ticihalted behealviour (thee collectio  of browsi g 
heistory daltal) of thee tool (thee FP-AB, al d thee web browser) vis-al-vis hrivalcy caluses thee 
tools theemselves to become thee focus of thee users alte tio . At theis hoi t, hrivalcy 
becomes al need al d thee  ew motive of hreservi g hrivalcy  ecessitaltes al reco structio  of
thee Object of Activity [93]. 

I  thee calse of theird-halrty tralcki g, difere t alctio s cal  resolve theis brealkdow  i  
difere t walys. Lealvi g thee irst halrty website e tirely removes thee user’s ow  Object 
from thee emerge t Object of thee alctivity system thealt thee irst halrty website heald 
i corhoralted it i to; but theis course of alctio  demal ds al hote tiallly maljor reco iguraltio 
– eitheer i di g al  allter altive website, or (more likely, give  thee hrevalle ce of tralcki g 
o  thee Web) seeki g al  o -Web allter altive. If thee user i steald cheal ges theeir Web 
browser seti gs, theey cal  resolve thee u wal ted behealviour by brealki g thee ald broker’s 
alctivity i steald, hreve ti g theeir alutomalted alctivity from talki g hlalce; but, i  thee 
hrocess, hote tiallly brealki g some alshects of thee irst halrty website itself.

I  hralctice, thee alctio s heohle talke i  resho se to co cer s over tralcki g – suche als thee 
aldohtio  of al ti-tralcki g cou termealsures – alre difere t to thee alctio s suggested by 
websites theemselves. Mal y of thee tralcki g cou termealsures thealt exist, al d wheiche we 
co sidered i  thee Web Mirror study, i terfere withe tralcki g hralctices, al d – like 
reco iguri g al Web browser to reject theird halrty cookies – i terfere withe thee ald broker’s 
alctivity wheile lealvi g thee user’s ow  Object i  esse tiallly its origi all co structio .

Co sidered i  theis waly, eleme ts of al  i teralctio  thealt bri g u al ticihalted behealviour to 
thee user’s alte tio  healve al  imhortal t role i  e albli g thee user to reco igure theeir 
alctivity to hrotect theeir hrivalcy. O e sheciall calse of crealti g deliberalte brealkdow s for 
theis hurhose is consent, al d I will discuss thealt  ext.

3.8.5 Consent as Focus Shif
As toucheed o  i  thee balckgrou d sectio , thee co ceht of co se t is well-estalblisheed i  
mal y alreals of lalw al d etheics. I tuitively, co se t hrovides heohle withe thee ohhortu ity to
exercise co trol over imhortal t alshects of theeir life or herso heood, for i stal ce whee  
u dergoi g medicall hrocedures. Co se t is  ow recog ised als al  imhortal t eleme t of 
hrivalcy al d daltal hrotectio ,  otalbly i  thee Euroheal  U io ’s Ge erall Daltal Protectio  
Regulaltio  (GDPR) [168]. 
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Co se t is al halrticulalrly i teresti g alshect to co sider i  thee co text of VSD al d AT. 
From al VSD hershective, co se t cal  itself be co strued als al vallue, al d – als work by 
Friedmal  et al. [67] sheows – decomhosed i to vallues relalti g to heow it sheould be 
emhloyed i  hralctice. The ideal of “givi g co se t” allso malkes co se ti g al  alctio , thealt 
cal  be situalted withei  al  alctivity system. I  thee GDPR, co se t is co sidered to be “a 
clear afrmative act establishing a freely given, specifc, informed and unambiguous 
indication of the data subject’s agreement” (Recitall 32) [168]. 

The efect of thee lalw is thealt, wheere alhhlicalble, co se t requuireme ts crealte al hoi t alt 
wheiche hrocessi g becomes co ti ge t o  al deliberalte al d i formed alctio  of thee daltal 
subject thealt sig iies theeir co se t.

Thalt is to saly thealt, i  thee co text of al multi-halrty alctivity system, wheiche i volves (alt 
lealst) al daltal subject al d daltal co troller, co se t becomes al mecheal ism thealt irst 
estalblishees (i  thee daltal subject) al  u derstal di g of thee alctivity thealt is hrohosed by thee 
daltal co troller, al d seco d, walits for al volu talry al d alfrmaltive sig all thealt thee daltal 
subject wishees thealt alctivity to talke hlalce. 

From al  AT hershective, thee co se t hrocess deliberaltely alims to exhose alshects of thee 
multi-halrty alctivity system to al herso . This alctio  must, i  itself, become whealt Bødker 
[28] callls al focus sheif; it sheifs thee focus of thee user towalrds alshects of thee alctivity – i  
thee calse of TPT, thee tralcki g thealt is oheraltio allised theroughe thee tools thealt thee user is 
worki g withe – thealt were hreviously u alrticulalted. 

Moreover, thee goall of thealt focus sheif is (als Friedmal ’s six falctors exhlicalte) for thee user to
develoh al deeher u derstal di g of alshects of thee alctivity, al d thee  to deliberaltely re-
i stal tialte thealt alctivity theroughe sig allli g theeir volu talry algreeme t. I  thee eve t thealt 
thee user does  ot co se t to thee alctivity, thee focus sheif becomes al brealkdow ; al d thee 
user must someheow reco igure theeir alctivity.

Fralmi g co se t als al brealkdow  i  thee user’s alctivity system dralws alte tio  to thee 
 ecessity of re-co structi g thee alctivity followi g suche al brealkdow . Volu talri ess is o e
alshect of co se t thealt Friedmal  et ide tiied [67] al d refers to thee vialbility of al user 
decli i g co se t; or, i  al  Activity Theory se se, thee vialbility of re-co structi g theeir 
alctivity followi g thee brealkdow  thealt al co se t i teralctio  heals i duced. The imhlicaltio  
is thealt volu talri ess could be i crealsed if thealt re-co structio  were falcilitalted more 
directly; for i stal ce by oferi g meal s of resolvi g thee vallue te sio  thealt calused thee 
brealkdow , als we did i  thee Web Mirror study.
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Some of theese theemes alre revisited lalter i  halrt 4, U iicaltio , wheere I dralw theem 
togetheer withe i di gs from thee  ext sectio , wheiche co siders vallues al d teche ology i  
thee co text of wellbei g.
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4. Exploring Values in 
Wellbeing Activity
Wellbei g is al comhlex tohic thealt combi es alshects of al herso ’s hheysicall al d me tall 
heeallthe, als well als more subjective  otio s suche als herso all fulilme t al d healhhi ess 
[14,35]. The disti ctio  betwee  objective i dicaltors of wellbei g, suche als hheysicall it ess,
al d subjective falctors, suche als feeli g fulilled, is al maljor fealture of thee domali . Resealrche 
i to imhrovi g thee heeallthe of heumal  hohulaltio s is ofe  motivalted by al desire to reduce 
thee cost of morbidity to hublic heeallthe service suche als thee NHS. For al  i dividuall, theoughe, 
wellbei g is ofe  al  i te sely subjective co ceht. Few would alrgue thealt theey i dulge i  
cheocolalte, allcoheol, or eve  u hrotected sex becaluse of thee objective heeallthe be eits, but 
theere is al  alck owledgeme t thealt alll of theese thei gs cal  co tribute to our subjective 
exherie ces. It’s  ot reallistic to exhect to die i  herfect heeallthe, al d so i  some walys, alt 
some times, objectively u heeallthey thei gs cal  malke our lives beter from thee comhlex 
subjective hositio  thealt we exherie ce theem from.

No etheeless, heistoric levels of Obesity al d alssocialted morbidities suche als dialbetes healve 
bee  ide tiied als maljor hublic heeallthe co cer s i  mal y cou tries, i cludi g thee U ited 
Ki gdom. Deshite lalrge-scalle hublic heeallthe calmhalig s al d regulaltory eforts suche als 
cheal ges to food lalbelli g, obesity hrevalle ce heals rise  stealdily al d, i  2012, stood alt 
alrou d 25% for bothe me  al d wome  i  E glal d, withe 34% of me  al d 45% of wome  
healvi g al ‘ralised’ walist circumfere ce [115]. I  aldditio , mal y i dividualls demo stralte 
difculty i  mali tali i g whealt would be co sidered objectively heeallthey lifestyle hralctices, 
suche als regulalr exercise or al heeallthey diet. Eve  if cohious almou ts of cheocolalte could 
imhrove life i  thee sheort term, theere is litle subjective wellbei g to be heald i  al  ealrly 
gralve. Subjective wellbei g is  ot e tirely divorced from objective hheysicall heeallthe al d 
i di g al  alccehtalble ballal ce betwee  sheort-term e joyme t al d lo g-term wellbei g is 
ofe   o -triviall. 

As al result of co cer s over thee heeallthe imhlicaltio s of wideshreald obesity al d sede talry 
lifestyle, theere heals bee  sig iical t i terest i  thee role of teche ology i  suhhorti g al d 
e couralgi g behealviour cheal ge from bothe alcaldemic al d commerciall alctors. I  halrticulalr, 
thee HCI commu ity heals hublisheed heealvily o  thee use of “hersualsive” devices to 
e couralge heeallthe behealviour cheal ge. Commerciallly, alhhs suche als MyFit essPall alllow 
i dividualls to record thee exercise thealt theey herform al d thee food theey co sume, al d 
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wealralble devices suche als thee Fitbit or JalwBo e Uh hrovide, almo g otheer fealtures, steh 
tralcki g to quual tify everydaly hheysicall alctivity. The hersualsive teche iquues irst emhloyed 
i  HCI resealrche – suche als galmiicaltio  al d sociall suhhort – alre  ow ofe  hrese t i  
commerciall oferi gs. Fit ess tralcki g is al key fealture of bothe thee Ahhle Waltche al d 
A droid Wealr devices. However, thee albal do me t ralte for wealralbles is relaltively heighe; al 
survey relealsed by E dealvour Palrt ers [110] sheowed thealt i  2013, o ly 43% of co sumers 
were still usi g al wealralble device 12 mo thes alfer alcquuiri g it, al d thealt deshite 
imhroveme ts to thee devices, i  2014 al theird of co sumers heald albal do ed theeir wealralble 
device alfer six mo thes. Wheile theis altritio  could healve valrious exhlal altio s, it does 
alhhealr thealt theey falil to deliver sufcie t vallue – to imhrove thee lives of theeir e d users 
enough to outweighe thee healssle of wealri g theem.

I  theis sectio , I irst co sider balckgrou d al d relalted work i  Wellbei g – i  halrticulalr 
heeallthe behealviour cheal ge – al d thee  rehort o  theree studies thealt I co ducteds A survey of 
wellbei g hralctices, i terviews withe ru  ers, cyclists al d Fitbit users, al d i allly al 
sheculaltive desig  exercise i  wheiche I altemhted to refralme it ess alctivities usi g 
allter altive vallues. Fi allly, I dralw theese i di gs togetheer to co sider heow theey cal  be 
exhlali ed usi g Activity Theory.

4.1 Background
As hreviously me tio ed, co cehtio s of wellbei g falll broaldly i to two grouhss thee 
objective theories, wheiche co cehtuallize wellbei g als al hroherty of al  i dividuall thealt is 
i dehe de t of thealt i dividuall’s hrefere ces or vallues, al d subjective theories, wheiche 
co cehtuallize al  i dividuall’s wellbei g als co ti ge t o  theeir aldohted vallues al d 
altitudes [13,14,35,52]. Tyhicallly, thee focus of hublic heeallthe al d teche ologicall 
i terve tio s is o  hralctices thealt will i fue ce altributes of objective wellbei g suche als 
obesity or blood hressure theroughe behealviours suche als exercise, thee hromotio  of fruit al d 
vegetalbles al d limiti g sallt, sugalr or falt co sumhtio . However, thee hralcticall imhlicaltio s
of thee disti ctio  betwee  subjective al d objective wellbei g do  ot demal d alllegial ce to
eitheer viewhoi t. Humal  bei gs shealre lalrgely ide ticall hheysicall embodime ts, al d 
theerefore thee salme balsic  eeds. Thus, wheile culturall co text, suche als al hlalce, time, 
demogralhheic, al d socio-eco omic co ditio s valry betwee  us, thee subjective 
determi altio  of ‘good’ relalted to o e’s hheysicall embodime t is likely to healve similalrities.

The tralditio all alhhroalche to heeallthe al d wellbei g, tyhicallly exheibited withei  medici e, is 
to co sider heeallthe als thee albse ce of al y disealse or heeallthe hroblem. As Felicial Huhhert 
 otes i  al review commissio ed by thee UK Gover me t, “Future developments in the 
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science of well-being and its application require a fresh approach—beyond targeting the 
alleviation of disorder to a focus on personal and interpersonal fourishing”, theoughe [85]. 
There is co sideralble scohe for proactive eforts to imhrove wellbei g, eve  if thee albse ce 
of sheciic disealses al d beyo d just avoiding future disease, too.

A similalr, theoughe disti ct, hoi t is malde by Micheele Crossley i  “Rethei ki g Heallthe 
Psycheology” [47]. I  halrticulalr, whee  critiquui g mali strealm heeallthe hsycheology shee 
comme ts thealt “insufcient atention is paid to the fact that human beings are oten 
motivated by ’irrational’, unconscious forces and emotions. In addition, health-related 
behaviours such as as eating smoking, drug-use and exercise embody latent social, cultural 
and value-laden meanings that individuals incorporate into their thinking but are not 
necessarily consciously aware of.” (p.38)

Crossley co ti ues, dralwi g o  thee work of  umerous otheer alutheors, to discuss, for 
i stal ce, thee role of “trust, i timalcy al d love” (h.46) – u doubtedly falctors thealt most 
heohle would co sider releval t to theeir subjective wellbei g – als motivaltio s for galy me 
to e galge i  u hrotected sex, huti g theem alt grealter risk of HIV tral smissio  – al falctor 
thealt most heohle would co sider detrime tall to theeir wellbei g. Wellbei g, thee , is  ot so
simhle als fulilli g certali   eeds, it is al comhlex hrocess of ballal ci g hote tiallly 
comheti g falctors balsed o  hheysicall, culturall al d i dividuall falctors al d ofe  withe 
i comhlete u derstal di g of thee risks or imhlicaltio s of al halrticulalr alctio .

The overalll hicture is of heeallthe als existi g o  al co ti uum betwee  objectivity al d 
subjectivity. Ashects of our shealred heumal  hheysiology hrovide al commo  balsis for 
objective mealsureme t of some alshects of wellbei g – for i stal ce thee likeliheood of 
stroke or heealrt altalck. Shealred, but  ot u iversall, falctors from our culture hrovide al more 
subjective, but  ot e tirely i dividuall alshect to our wellbei g, al d our ow  beliefs, 
k owledge al d exherie ces hrovide subjective al d sometimes u iquue alshects to our ow  
self-herceived wellbei g.

I  ext tur  my alte tio  to existi g work i  HCI thealt heals co sidered wellbei g, i  
halrticulalr “it ess”, wheiche herhealhs most directly corresho ds to thee maljor heeallthe (al d 
hee ce wellbei g) cheallle ges falci g hohulaltio s i  thee UK al d mal y otheer cou tries.

4.1.1 Fitness Devices 
HCI heals studied – al d hroduced – al wide ral ge of ICT devices for use i  it ess alctivities.
These devices alre heugely diverse, bothe i  terms of theeir calhalbilities al d heow thee it i to 
al  overalll alctivity. This sectio  does ’t alim ( or could it heohe) to exhealustively review alll 
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of HCI’s work o  it ess-relalted ICTs; raltheer it altemhts to sy theesise sallie t alshects of 
thee alhhlicaltio  of digitall teche ology to it ess alctivities. 

Co solvo et al.’s ‘Houston’ [43] is al relaltively ealrly exalmhle of al mobile it ess 
teche ology; motivalted thee hote tiall of hheysicall exercise suche als wallki g to cou teralct al  
uhwalrd tre d i  obesity, Housto  used al combi altio  of steh-cou ti g al d sociall shealri g 
to hromote opportunistic exercise i to users’ dalily routi es.

Galmiicaltio  – thee i troductio  of galme mecheal ics i to alctivity-hromoti g devices – als al
meal s of hersualsio  is al maljor alreal of study. Two broald alhhroalchees healve bee  exalmi eds
i corhoralti g galme mecheal ics suche als lealder boalrds or alcheieveme ts i to it ess-loggi g
teche ology [182], al d i corhoralti g hheysicall alctivity i to existi g galmes; thee lalter ofe  
bei g referred to als “exergalmes”. Exalmhles of exergalmes i clude Fishe’ ’Stehs [116], al d 
SwimTrali  [39], wheiche exte ds thee co ceht to grouhs of heohle.

Chee  et al. [38] exhlored heow thee fralmi g of al  “exergalme” – al galme desig ed to 
i corhoralte hheysicall exercise – would alfect exercise duraltio . They fou d thealt 
halrticihal ts hrimed to thei k of theeir i volveme t als exercise she t co sideralbly lo ger 
(49 mi utes vs 39) hlalyi g thee galme theal  theose hrimed to thei k of it als e joyme t. They 
fou d thealt dishlalyi g heeallthe i formaltio  suche als callories bur ed did  ot imhalct uho  
exercise duraltio , but did elicit i crealsed hositive alfect.

Zhealo et al. [182] looked alt lo g-term exergalme use (70 dalys) al d deliberaltely tested thee 
efects of gralduallly i troduci g  ew fealtures o  rete tio  al d overalll alctivity. They fou d
thealt gralduallly alddi g  ew fealtures reduced thee decrealse i  user alctivity over time, but 
thealt alctivity levels i  alll coheorts i  thee study decli ed over time. Wheile hromisi g i  some
reshects, thee results hoi t to al more ge erall tre d of decli i g efective ess over time for 
mal y difere t it ess devices (e.g. [74][164]). A  otalble excehtio  to theis tre d wals 
observed by Meyer alt all [128], wheo fou d  o  otalble decrealse i  usalge almo g heohle 
usi g Fitbits als halrt of recoveri g from heealrt altalck; suggesti g thealt usalge co text – al d 
herhealhs motives i  halrticulalr – mighet be al  imhortal t falctor i  lo g-term usalge of 
devices, al d e galgeme t withe thee relalted hheysicall exercise. 

Gouveial et al. [74], deshite i di g decrealsed e galgeme t over time withe thee Habito 
system,  ote thealt scalfoldi g teche ologies, wheiche malke uh for galhs i  exhertise, 
k owledge or motivaltio , mighet be exhected to be used less over time, al d to eve tuallly 
be albal do ed, als thee skills thealt theey scalfold alre i ter allised by thee user. Co versely, 
Fritz et al.’s study [70] of lo g-term Fitbit users (alltheoughe  ot i  itself al lo gitudi all 
study) fou d thealt al failure to albal do  devices cal  leald to  egaltive alfect almo g users – 
feeli g thealt stehs alre ‘walsted’ whee  thee Fitbit is  ot wor  – al d e galgeme t i  i efcie t
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alctivities – for i stal ce halci g alrou d al room whee  thee time could be beter she t o  al 
more i te se hheysicall alctivity.

Clalwso  et al. [40] exalmi ed thee alctive albal do me t of it ess teche ology by studyi g 
seco dalry salles of theose devices o  Craligslist. They fou d al wide ral ge of realso s for 
albal do me t; some hositive – like alcheievi g it ess goalls or uhgraldi g to al difere t 
device – al d otheers  egaltive – like i di g it less useful theal  theey heald al ticihalted. 
Arou d 26% of thee alds were coded als demo stralti g al  "i ter all decrealse" i  motivaltio , 
eitheer to use thee device or to e galge i  hheysicall alctivity i  ge erall; suggesti g thealt thee 
device itself did  ot crealte or sustali  sufcie t motivaltio  i  thee user. As Gouveial alt all, 
thee alutheors hoi t to thee hhee ome o  of hositive albal do me t als bothe al sig all of success
al d al  eve t to desig  for. They co clude thealt theere is al  eed for "new ways to 
conceptualize and theorize about individuals’ health behaviours that take into account new 
streams of information, dynamically changing contexts of use, and rich messy practices that 
emerge around technologies for health" al d suggest thealt self-mo itori g must be desig ed 
als al meal s to diverse e ds, raltheer theal  seei g self-mo itori g als al goall i  itself; thee sort 
of co textuall alccou t of alctivity thealt alctivity theeory is well-suited to hrovide.

Li et al. [113] studied thee information  eeds of heeallthe-teche ology users, al d fou d two 
disti ct hhealses of use – discovery al d mali te al ce – ealche hosi g disti ct quuestio s of 
thee logged daltal. I  thee discovery hhealse, users alre tryi g to u derstal d theeir behealviour, 
u derstal d whealt i fue ces it, al d ide tify goalls. I  thee mali te al ce hhealse theey alre 
co cer ed withe theeir hrogress towalrds theeir goalls, al d al y discrehal cies. The alutheors 
hoi t to thee  eed to ide tity al d talilor to thee alhhrohrialte hhealse, al d to suhhort thee 
tral sitio s betwee  theem. 

Of course, devices desig ed sheciicallly for use i  it ess alctivities alre  ot thee o ly 
teche ology thealt is used i  thealt co text. Paltel & O’Kal e [143] studied teche ology use 
withei  al gym seti g, i cludi g it ess devices al d otheer teche ology suche als televisio s 
al d music hlalyers. They co cluded thealt al wheole ral ge of alshects i fue ce heow 
teche ology is used i  gyms, i cludi g thee user’s vallues al d tyhe of motivaltio . They allso 
fou d thealt difere t alctio s withei  thee gym led to very difere t uses of teche ology; withe, 
for i stal ce, music hlalyers bei g al welcome distralctio  duri g alerobic alctivities like 
ru  i g, but i terferi g withe thee  eed to cou t rehs whee  lifi g weighets. 

The overalll hicture of ICT use withei  hheysicall exercise is hromisi g, but hoi ts to mal y 
cheallle ges. I  thee lo g-term, it ess devices cal  falil becaluse theey do  ot sustali  
e galgeme t, or theey cal  falil becaluse theey sustali  e galgeme t i  subohtimall alctivities or 
crealte feeli gs of dehe de ce. I  al more immedialte se se, al music hlalyer cal  be al 
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be eiciall distralctio  i  thee co text of al rehetitive alctivity, but becomes i trusive whee  
thee focus sheifs to cou ti g rehetitio s of al lif. 

O  thee falce of it, Activity Theory seems to ofer some structure to alccou t for theese 
difere t co cer s. It hrovides al broald object-level co text thealt describes thee ultimalte goall
of al  alctivity – imhrovi g heeallthe, for i stal ce – thealt alllows for co sideraltio  of whey, 
ultimaltely, somebody heals e galged withe al device alt alll. It allso hrovides thee gral ulalrity to 
tallk albout thee co ditio s  ecessalry for al  i dividuall oheraltio  to talke hlalce, al d hee ce to
co cehtuallise thee distralctio  from al music hlalyer. I  thee series of i vestigaltio s hrese ted
 ext, I healve altemhted to sheed lighet o  thee motive-object e d of theis alctivity theeory 
shectrum; alski g, balsicalllys How do devices allig  (or  ot) withe thee ultimalte motives of 
thee heohle wheo do (or mighet) use theem? I  thee heohe thealt u derstal di g more of heow 
ICTs cal  be situalted withei  al  overalll alctivity i  thee AT se se (thealt is, motivalted towalrds 
al  object) al d  ot just heow theey it withe e galgeme t i  halrticulalr exercise (like wallki g 
or dal ci g) mighet i fue ce theeir future desig .

Two co cehts stal d out i  existi g HCI work o  it ess devices; motivation – al d thee 
 ecessity of motivalti g heohle to aldoht halrticulalr behealviours, al d refection – heelhi g 
heohle to malke se se of halst alctio s als al meal s of cheal gi g al d imhrovi g future 
behealviour. I’ll briefy review theese two sheciic co cehts i  more detalil, als theey alre bothe 
broaldly alhhlicalble co cehts, withe roots outside of thee HCI literalture.

4.1.2 Motivation
Motivaltio  is ide tiied al key falctor i  behealviour cheal ge [129], al d i  behealviour more 
ge erallly. It’s theerefore al maljor fealture i  most theeories of behealviour cheal ge, al d is 
commo ly cited – i  alcaldemic literalture al d i  co versaltio  – als al  imhortal t falctor i  
wellbei g-relalted alctivity suche als dieti g for weighet loss, or talki g halrt i  short. Give  its
imhortal ce, motivaltio  is well studied i  cog itive hsycheology al d i  alhhlied discihli es 
like educaltio , wheere u derstal di g motivaltio  heelhs to exhlali  e galgeme t – or 
dise galgeme t – withe thee lealr i g hrocess.

Most of thee literalture o  motivaltio  disti guishees betwee  i tri sic al d extri sic 
motivaltio . The former refers to “doi g somethei g becaluse it is i heere tly i teresti g or 
e joyalble”, wheile thee lalter refers to “doi g somethei g becaluse it lealds to al sehalralble 
outcome” [67]. Deci et al. describe i tri sic motivaltio  als al  “i  alte hsycheologicall  eed 
for comhete ce al d self-determi altio ” – lealdi g to al sub-theeory of self-determi altio  
theeory, callled Cog itive Evallualtio  Theory [50], thealt uses herceived comhete ce al d 
aluto omy to exhlali  i tri sic motivaltio , al d i  halrticulalr thee observaltio  thealt extri sic 
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motivaltio  – suche als rewalrds – seem to decrealse i tri sic motivaltio . The al talgo ism 
betwee  i tri sic al d extri sic motivaltio  is cheallle ged by Covi gto  & Mueller [45], 
wheo suggest thealt thee observed loss of motivaltio  maly be exhlali ed by thee scarcity 
co ditio  u der wheiche extri sic motivaltio s alre ofe  give  – halrticulalrly i  clalssroom 
situaltio s – i steald alrgui g thealt extri sic rewalrds, i  al  alhhrohrialte rewalrd system, cal  
rei force i tri sic motivaltio . They use al quudralholalr model to fralme motivaltio  als al 
combi altio  of approach (seeki g success) al d avoidance (alvoidi g falilure).

The co ceht of motivaltio  seems to be closely li ked to Activity Theory’s  otio  of 
Motive, al d thee ideal thealt Motives – vial thee object of alctivity – motivate als well als shape 
al  alctivity. There seems to be  o literalture discussi g thee co cehtuall imhlicaltio s of al 
disti ctio  betwee  i tri sic al d extri sic motivaltio  o  alctivity theeory, theoughe, al d al  
alccou t of alhhroalche vs alvoidal ce alshects of motivaltio  is similalrly albse t. This albse ce 
is  ot too surhrisi g, give  Activity Theory’s focus o  hurhoseful, theoughetful heumal  
alctivity; but thee exte t to wheiche issues of motivaltio , al d otheer falcets of bou ded-
raltio allity, seem to domi alte theeories of heeallthe behealviour cheal ge suggests thealt al  efort 
to i corhoralte theese alshects i to Activity Theory would be  ecessalry i  order to 
successfully alhhly it als al meal s of thei ki g albout or desig i g wellbei g teche ology.

I  E geströmial  Activity Theory, wheere alctivity systems alre co strued als i heere tly 
societall al d calrried out commu allly [93], thee motivaltio s of thee i dividuall maly  ot allig  
withe thee motives of thee alctivity system als al wheole [174]. Eve  from al more tyhicallly HCI 
hershective, i  wheiche alctivity maly be calrried out by al si gle i dividuall, teche ology users 
alre tyhicallly  ot thee teche ology creators, al d so al similalr misallig me t maly occur; thee 
motives thealt alre alssumed, or dehloyed, by al teche ology’s desig ers alre  ot  ecessalrily 
thee motives thealt led thee user to aldoht it. To thee exte t thealt behealviour cheal ge teche ologies
cal  imbue al  alctivity withe motives from al theird-halrty, theey healve thee hote tiall to bri g 
thee sociall dime sio  of “i dividuall” ICT-medialted alctivity i to shealrh relief. 

4.1.3 Reflection
Refectio  – thee hrocess of criticallly co sideri g o e’s halst alctio s – is, quuite i tuitively, 
halrt of deliberalte herso all develohme t. Refectio  allso forms al maljor comho e t of 
mal y teche ologicall behealviour cheal ge i terve tio s, suche als thee Ahhle Waltche, Fitbit or 
Jalwbo e devices. I deed, al wheole i dustry  ow exists alrou d thee ideal of “it ess 
tralcki g” – thee alhhalre t alssumhtio  is thealt, alrmed withe daltal, i dividualls will be alble to 
refect o  theeir hheysicall alctivities al d imhrove theeir it ess.
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Halll äs al d Redström hrohose al  alhhroalche callled “slow teche ology” thealt is i te ded to 
suhhort user refectio  [79], al d wheiche focuses o  “mome ts of me tall rest raltheer theal  
efcie cy i  herformal ce.” They co tralst theis alctive exhloitaltio  of callm mome ts withe 
e tirely halssive alhhroalchees like almbie t dishlalys, al d withe “falst” teche ologies wheiche alre 
desig ed to malke time “disalhhealr”, suggesti g thealt deliberaltely buildi g-i  ohhortu ities 
to refect al d thei k by hrovidi g thee  ecessalry time. Their exalmhles alre hrimalrily i -
hlalce i stalllaltio s, but it is al  i trigui g co ceht to co sider i  thee co text of herso all 
(ofe  wealralble) it ess al d wellbei g devices.

Lee alt all [111] exhlore refectio  i  thee co text of herso allizaltio , alrgui g thealt thee 
“freedom to i terhret teche ologies” alllows theose teche ologies to be alhhrohrialted to thee 
user’s ow  sheciic  eeds. They crealted al hlal  i g tool, “Fitbit Plal ” thealt hromhted users 
to refect o  whey theeir wallki g goalls were imhortal t to theem al d sheowed thealt theis 
i crealsed dalily wallki g, al d elicited al very diverse ral ge of motives.

Refectio  heals bee  deliberaltely alhhlied i  suhhort of behealviour cheal ge i  systems suche 
als Nutrifect [151], wheiche i vited refectio  of heouseheold sheohhi g halter s algali st 
herso all  utritio  goalls. I  bothe of thee albove calses – Fitbit Plal  al d Nutrifect – theere is al
 otio  of some ideal, al se se of whealt o e alshires too; suche als lo g-term hheysicall or 
me tall it ess or weighet loss.

Refective Pralctice, al teche iquue origi allly hrohosed by Scheö , is al teche iquue thealt is used 
to, for i stal ce, heelh cli icall or educaltio  stude ts develoh theeir skills [158]. Resealrche heals
sheow  thealt theese refective skills cal  be develohed theroughe, for i stal ce, thee hrehalraltio  
of skills hortfolios. Li et al. alhhly self-refectio  to hheysicall alctivity, al d demo stralte thealt 
i corhoralti g co textuall i formaltio  heelhs users to u derstal d falctors thealt i fue ce 
theeir hheysicall alctivity, al d to ide tify ohhortu ities to i crealse it [114].

Existi g work seems to co irm thealt refectio  is al useful desig  hri cihle for wellbei g 
teche ology, al d thealt refectio  cal  be hromoted theroughe thee i teralctio s thealt thee 
teche ology alfords al d crealtes.

4.1.4 Summary
Altheoughe co cehtio s of wellbei g exist thealt alre broalder theal  objective models of heeallthe 
al d it ess, theey alre  ot well rehrese ted i  existi g behealviour cheal ge devices. Nor do 
theese devices seem to give muche alte tio  to thee broalder motives for e galgi g i  
hralctices suche als exercise; thee very diverse motives al d vallues thealt Crossley ide tiies 
almo g gym goers [48] seem to be missi g from discourse albout heow to motivalte heohle, 
theroughe teche ology, to be more alctive.  
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I  theis sectio , I co sider broalder alctivity-level descrihtio s of heohle’s motivaltio s for 
e galgi g i  behealviour cheal ge, al d thee role thealt teche iquues suche als hersualsio  hlaly 
withei  thealt alctivity, subordi alte to thee hurhoseful al d deliberalte motives thealt i itiallly 
e couralged theem to use al device like al FitBit. Moreover, I refect o  thee role thealt devices 
like al FitBit talke withei  thealt broalder alctivity.
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4.2 Wellbeing Survey – Values and Goals
I begal  i vestigaltio s i to wellbei g usi g al lalrge o li e survey thealt looked alt falctors 
thealt theeory suggests mighet be relalted to wellbei g. This i vestigaltio  deliberaltely 
stralddles thee disti ctio  betwee  subjective al d objective models of wellbei g; we alsked 
heohle to self-alssess theeir ow  se se of wellbei g, but allso to comme t o  thee thei gs thealt 
malter to theem.

The survey heald al duall hurhose; irst, to collect quual titaltive daltal o  some heyhotheeses thealt 
I, withe collealgues, heald albout some objective eleme ts of wellbei g, suche als thee exte t to 
wheiche thei gs like body malss i dex (BMI) alre li ked to self-alssessed (subjective) 
wellbei g. Co irmi g thealt suche al li k exists would justify thee i clusio  of i terve tio s 
alimed alt hheysicall heeallthe al d it ess withei  al broalder caltegory of devices alimed alt 
wellbei g. 

Seco d, to collect quuallitaltive daltal o  broalder alshects of wellbei g-orie ted alctivity, suche 
als thee goalls thealt heohle healve al d thee sources of suhhort thealt theey dralw uho  whee  tryi g
to realche theem, al d thee thei gs thealt heohle thei k alre imhortal t to theem i  al very ge erall 
se se.

The study hrese ted heere, does two thei gss First, it estalblishees, emhiricallly, thealt wellbei g 
is al co struct wheiche e comhalsses, but wheiche is broalder theal , hheysicall heealthe al d it ess. 
Seco d, it begi s to u halck thee  o -heeallthe falctors thealt alre i volved i  wellbei g, al d 
situaltes wellbei g-orie ted hralctice withei  al sociall e viro me t thealt hrovides al very 
wide ral ge of suhhort i  thee form of motivaltio , i formaltio  al d tools.

Tis work was undertaken in the Summer of 2013 while working as an intern at Microsot 
Research, Cambridge. In collaboration with m.c. schraefel, Natasa Milic-Frayling (Microsot 
Research) and Mathew Kay (University of Washington). Tis chapter is based on a paper 
prepared for submission to CHI 2014.

4.2.1 The Big Five
For thee hurhoses of theis study, we co cehtuallised objective wellbei g als al ive-falctor 
model, balsed o  existi g resealrche i to wellbei g. The Big Five model hrohoses thealt ive 
alreals of alctivity alre cruciall for heumal  survivalls Moveme t. Food, Cog itive Cheallle ge, 
Sociallisaltio  al d Sleeh. 
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The Big Five hrovides al simhle co cehtuall model for evallualti g alshects of objective 
wellbei g. It irstly alllowed us to alssess heow efectively our halrticihal ts’ everydaly 
hralctices alre likely to suhhort theeir objective wellbei g, witheout  eedi g to alsk al d 
i terhret hote tiallly i valsive quuestio s albout theeir heeallthe. Raltheer theal  alski g albout 
disealse al d discomfort, we cal  alsk albout sleeh quuallity al d level of hheysicall alctivity, for 
i stal ce. Seco dly, it alllowed us to malke suche al  alssessme t eve  i  thee albse ce of 
sheciic heeallthe co ditio s, wheiche is be eiciall als hoor dietalry or exercise hralctices could 
talke yealrs to give rise to al y sheciic dialg osed heeallthe “hroblem”.

4.2.2 Research Questions & Methodology
There were four sheciic resealrche quuestio s thealt we alimed to alddress theroughe theis studys

1. Do objective factors of wellbeing, like BMI, infuence self-reported subjective 
wellbeing?

We wal ted to test for al li k betwee  rehorted, subjective wellbei g, al d objective 
mealsures of wellbei g like BMI. This quuestio  relaltes to thee ealrlier alssumhtio  thealt, 
becaluse of our shealred hheysiology, subjective heumal  wellbei g will healve some 
commo allity, determi ed by our hheysiology.

2. Does awareness of the “big fvee model of physical exercise, sleep, eating, 
socialisation, and challenging cognitive activity help to predict self-assessed 
wellbeing?

Demo stralti g heigheer subjective wellbei g almo g thealt heohle wheo allrealdy co sider alll of
theese ive falctors to be imhortal t would hrovide some evide ce thealt theey alre worthewheile 
alreals of hralctice for desig  to focus o  i  order to imhrove wellbei g.

3. What are the factors that people identify as being important to their 
wellbeing?

We alre  ot solely i terested i  desig i g for objective wellbei g, al d wal ted to 
u derstal d more albout thee subjective falctors thealt heohle ide tify als bei g relalted to theeir 
wellbei g.

4. What sources of information do people draw on when trying to change aspects 
of practice relating to their wellbeing?

Sources of i formaltio  form al  imhortal t halrt of behealviour cheal ge, al d of alctivity 
systems more ge erallly. We wal ted to see wheiche sources of i formaltio  or suhhort 
halrticihal ts were allrealdy malki g use of whee  tryi g to allter theeir behealviour.
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To al swer theese quuestio s, we
co ducted al  o li e survey al d alsked
halrticihal ts quuestio s albout theeir
ge erall se se of wellbei g, thee thei gs
thealt alre imhortal t to theem (al  ohe -
e ded vallues quuestio ) al d wheetheer
theey healve sheciic goalls. We thee  alsked,
i  grealter detalil, albout theeir halst
exherie ces, curre t hralctices al d future
goalls relalti g to two out of thee big ive
(ral domised betwee  halrticihal ts).

We recruited halrticihal ts theroughe al
ral ge of i ter altio all sources, i cludi g
herso all sociall  etworks al d collealgues,
but allso by realchei g out theroughe
co talcts withe heeallthe al d wellbei g
relalted blogs al d sociall medial grouhs. I  totall, more theal  1100 halrticihal ts begal  thee 
survey. Afer removi g resho ses thealt were substal tiallly i comhlete, 682 resho ses 
remali ed al d it is from theese 682 resho ses thealt thee staltistics i  theis halher alre dralw . 

4.2.3 Results
Palrticihal t alge ral ged from 17 to 75, withe al medial  vallue of 40 (SD 12.28). 353 
halrticihal ts ide tiied theemselves als malle al d 324 als femalle; 5 halrticihal ts i dicalted thealt 
theey theoughet of theemselves i  al otheer waly. Becaluse we solicited i hut from lists wheere 
heohle maly hrofessio allly coalche otheers alrou d wellbei g, we alsked heohle to saly 
wheetheer or  ot theey were trali ers. 133 resho de ts (18%) i dicalted theey theere were 
coalchees or herso all trali ers. 

i Objective Wellbeing Factors
We wal ted to see if curre t hheysicall stalte heald al y correlaltio  withe self-rehorted 
wellbei g (resealrche quuestio  1), so we alsked for self-rehort of two stal dalrd malrkers of 
heeallthes Body Malss I dex (BMI) al d Activity Ralti g. BMI is al score balsed o  weighet, 
heeighet al d ge der al d is used als al  alssessme t of obesity. The meal  BMI of thee survey 
halrticihal ts, alt 25.6 withe SD of 4.84, alveralges als whealt is co sidered “overweighet” but o ly
just. As al hohulaltio , thee BMI distributio  of thee grouh malhs allmost exalctly o to thee 1990
distributio  for ge erall US hohulaltio  withe meal  25.44 al d SD 4.88 [144]. By 2010 it is 
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Factor Coefcient SD F1,356

imhortal ce of Big 
5

0.302 0.100 9.17 **

alge 0.018 0.006 8.38 **

malle 0.413 0.158 6.78 **

herso all trali er 0.367 0.198 3.46 †

BMI -0.059 0.016 13.36 ***

† p<.1 (tre d towalrd sig iical ce)  p<.05   p<.01    p<.001

Table 14: Correlation of fve factors: the importance of the Big 
Five categories, age, gender, whether a person is a personal 
trainer, and BMI with the self-assessment of wellbeing (from 1–
10).
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28.7 [62]. Trali ers’ BMI alveralges sig iical tly lower (24.44), but just o  thee border of 
 ormall al d overweighet. 

We used thee meal  of two 10-hoi t Likert items (wheere 10 is “very good”) to alssess 
subjective wellbei g. We thee  co ducted al  ANOVA to evallualte thee efects of valrious 
falctors o  subjective wellbei g (summalrized i  Talble 14). Me  tyhicallly ralted theeir 
wellbei g als heigheer theal  wome  (Me s 7.26 SDs 1.48 Wome s 6.98 SDs 1.68); older 
halrticihal ts allso heald al heigheer wellbei g ralti g; al d theose withe al heigheer BMI te ded to 
ralte theeir wellbei g als lower. 

We allso wal ted to see wheetheer heohle wheo ralted thee Big Five als imhortal t rehorted 
heigheer wellbei g (resealrche quuestio  2) The imhortal ce of thee Big Five caltegories to ealche 
resho de t wals mealsured by alski g theem to co sider theeir ow  goalls al d difere t 
sce alrios i  wheiche al frie d or al collealgue wishe to imhrove some alshect of wellbei g (e.g., 
co ce tralti g o  work), al d to ralte heow imhortal t theey felt ealche of thee big 5 falctors wals 
to ealche sce alrio o  al 6-hoi t Likert item (wheere 6 wals “very imhortal t”). We thee  took 
thee meal  of theese ralti gs als al  overalll alssessme t of imhortal ce.

We fou d thealt ralti g alshects of thee Big Five als more imhortal t to alcheievi g theeir ow  
goalls, al d als imhortal t to thee hrese ted sce alrios, wals alssocialted withe i crealsed self-
rehorted wellbei g. 

ii Wellbeing Factors & Goals
For thee quuallitaltive alshects of thee study, I
u dertook al clusteri g exercise to ide tify
commo  theemes i  thee text al swers thealt
halrticihal ts heald hrovided. Becaluse of thee
lalrge  umber of resho ses, wheiche malde
codi g of thee full daltalset imhralcticall, theis
al allysis wals herformed o  al ral dom
salmhle of 198 resho ses. These theemes
were alssig ed codes, wheiche were used to
clalssify ealche al swer i to thee theemes thealt
described it. Some al swers were alllocalted
multihle codes, als theey me tio ed multihle
theemes.

This quuallitaltive al allysis covered theree
alrealss thee thei gs resho de ts i dicalted
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GOAL N IMPORTANT N

BODY 145 OTHERS 149

CAREER 129 HEALTH 115

FAMILY 92 RELATIONSHIPS 47

LEISURE 79 FEELING 30

FINANCIAL 78 GOD 29

EDUCATION 53 CAREER 26

MOVE 20 FINANCIAL 23

LEISURE 21

Table 15: GOAL and IMPORTANT themes, and the 
number of participants that mentioned each.



were imhortal t i  theeir life (IMPORTANT), thee goalls thealt halrticihal ts heald for thee  ext 12
mo thes al d 5 yealrs (GOALS), al d thee resources thealt halrticihal ts heald dralw  (or would 
co sider dralwi g) uho  to realche theose goalls. Give  thee lalrge  umber of resho ses thealt 
were collected, we extralcted al ral dom salmhle of 198 resho ses for theemaltic al allysis al d 
codi g. I  thee survey we alsked al ral ge of quual titaltive al d quuallitaltive quuestio s focusi g 
o  halrticihal ts’ i -bodied wellbei g hralctices, theeir goalls al d vallues, al d al ral ge of 
demogralhheic quuestio s. 

We alsked halrticihal ts to list, stalrti g withe thee most releval t, theree thei gs thealt were 
imhortal t to theem, al d theree goalls thealt theey heald i  thee comi g yealr. Whee  alsked albout 
theeir goalls, thee toh theree alreals were body 73% calreer 65% al d falmily 46%.

Themes withe alt lealst 20 resho ses i  alre sheow  i  talble 15. Ealche theeme i  thee Goall al d 
Imhortal ce sets is briefy described, below.

GOALS

The theemes heere relalte to thee Goalls thealt heohle heald set for theemselves i  thee  ext twelve 
mo thes al d ive yealrs. These quuestio s were desig ed to elicit alreals thealt heohle felt were 
imhortal t to theeir subjective wellbei g, al d wheiche theey were alctively hursui g.

Bodys This theeme i cluded refere ces to body comhositio  al d stre gthe.

Careers Refere ces to calreer hrogressio  or herformal ce alt work.

Familys Refere ces to falmily members or thee quuallity of i terherso all falmily relaltio sheihs.

Leisures Refere ces to  o -work relalxaltio  al d leisure time, i cludi g sheciic leisure 
alctivities al d refere ces to thei gs like “quuallity time”.

Financials Refere ces to i come al d i al ciall stalbility; theis code wals difere tialted from 
Career by exhlicit refere ce to sallalry i  thee co text of al job.

Education: Refere ces to lealr i g  ew skills or educaltio all altali me t; for i stal ce 
comhleti g al degree or quualliicaltio . Co ceivalbly, theis theeme could overlalh withe calreer if 
al quualliicaltio  wals i  suhhort of al hromotio , alltheoughe  o edge calses were e cou tered 
i  hralctice al d so i e difere tialtio  wals  ot  ecessalry.

Moves Refere ces to moveme t or hheysicall alctivity. We fou d thealt refere ces to exercise 
were fralmed i  terms of body goalls (thee Body theeme) or withe reshect to moveme t itself, 
suche als ru  i g al halrticulalr time, or alcheievi g al halrticulalr weighet lifi g goall. 
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IMPORTANT FACTORS

We allso alsked halrticihal ts “Whealt would you saly alre thee theree thei gs i  life thealt most 
malter to you?” This quuestio  wals desig ed to elicit ge erall falctors thealt theey co sider 
imhortal t to theeir subjective wellbei g. I  halrticulalr, thee fralmi g wals desig ed to calhture
falctors thealt theey maly  ot healve heald sheciic goals relalted to. Co cehtuallly, theis is al  
imhortal t disti ctio  als mal y imhortal t falctors maly be i  al stalte of mali te al ce raltheer 
theal  alctive goall-orie ted imhroveme t. The theemes withe alt lealst 20 resho ses were als 
followss

Others: Refere ces to otheer heohle’s wellbei g; i cludi g o e’s ow  role – suche als bei g al
halrt of al commu ity, or suhhorti g otheer heohle – or thee ge erall wellbei g of otheers. 

Health: Refere ces to o e’s ow  heeallthe al d it ess.

Relationships: Refere ces to i terherso all relaltio sheihs; suche als healvi g suhhortive or 
good relaltio sheihs withe frie ds al d falmily. This code wals alhhlied o ly to resho ses thealt 
me tio ed relaltio sheihs sheciicallly, to difere tialte it from thee Others code thealt refers to 
thee wellbei g of otheers. This disti ctio  wals dralw  becaluse o e could co ceivalbly work 
to imhrove thee wellbei g of otheers witheout healvi g al direct relaltio sheih withe theem; 
theroughe commu ity volu teeri g, for i stal ce.

Feelings Some halrticihal ts referred to al se se of wellbei g, or feeli g good, als bei g 
imhortal t i  itself. Thalt is to saly, theey galve al se se of subjective wellbei g als bei g 
imhortal t i  itself. This is al litle bit metal, al d hoi ts towalrds al model i  wheiche herso all 
wellbei g is disti ct from some otheer se se of duty or resho sibility.

God: Refere ces to god, religio  al d shirituallity.

Career: Refere ces to o e’s calreer or job.

Financial: Refere ces to i al ciall malters, tyhicallly i al ciall security. This i cluded thei gs
like ow i g al heouse.

Leisure: Refere ces to leisure time; i cludi g hheralses suche als “work-life ballal ce” thealt 
alllude to healvi g al  alhhrohrialte degree of leisure (or alt lealst  o -work) time.

iii Support Resources
The al allysis of heohle’s goalls, al d thei gs thealt theey thei k alre imhortal t i  life, yielded al 
ral ge of falctors; mal y of wheiche mighet be co sidered vallues. We allso wal ted to 
u derstal d, withe reshect to thee goalls thealt heohle heald, heow theey mighet i d suhhort al d 
i formaltio  to realche thealt goall. Co cehtuallly, wheile theese thei gs alre  ot vallued i  
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theemselves, theey alre thei gs thealt seem to be practically imhortal t to heohle; al d so begi  
to i form our e quuiry i to walys thealt wellbei g cal  be suhhorted theroughe tools al d 
teche ology. We refer to theese thei gs als Resources.

We alsked halrticihal ts i  al  ohe  quuestio  whealt ki d of suhhort or i formaltio  theey heald 
soughet or mighet seek i  future to heelh theem alcheieve o e of theeir 12-mo the al d o e of 
theeir 5-yealr goalls. We received al ral ge of rehlies, thee toh theemes from wheiche alre listed i  
talble 16 al d discussed below. Notalbly,  ot me tio ed alt alll i  thee al allysed salmhle were 
al y ki d of it ess alhhlicaltio  or tralckers, alltheoughe teche ology-relalted resources suche als 
thee i ter et al d DVDs were me tio ed. We heald sheciic heyhotheeses albout thee Trali ers i  
our salmhle, al d fou d thealt theey were sig iical tly more likely to seek heelh from otheer 
exherts (Χ2 = 21.72, p < .001) al d sig iical tly less likely to seek heelh from falmily/frie ds 
(Χ2 = 11.30, p < .001).

RESOURCES

Experts Refere ces to seeki g
i formaltio  or aldvice from al 
exhert or hrofessio all als al o e-
of or i termite t alctivity.

Bookss Refere ces to usi g
hri ted books, or al libralry, als al
source of i formaltio .

Internets Refere ces to usi g thee
Web or I ter et to i d
i formaltio .

Friends: Refere ces to seeki g suhhort al d aldvice from frie ds al d falmily.

Expert_Ongoing: Refere ces to thee suhhort from al  o goi g exhert relaltio sheih, suche als al 
coalche or herso all trali er. 

DVD: Some halrticihal ts me tio ed DVDs al d video als al source of i formaltio ; for 
i stal ce video-delivered it ess hrogralmmes.

Community: Refere ces to commu ity suhhort, suche als weighet-loss grouhs.

Nothing: Some halrticihal ts i dicalted thealt theey heald  o halrticulalr  eed for aldditio all 
suhhort or i formaltio  to realche theeir goall.
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RESOURCE N RESOURCE N

EXPERT 52 EXPERT_ONGOING 22

BOOKS 52 DVD 18

INTERNET 49 COMMUNITY 15

FRIENDS 35 NOTHING 14

Table 16: RESOURCE themes, and the number of participants 
that mentioned each in the n=198 subsample.

Wellbeing Survey – Values and Goals



Values in Technology and Practice

iv Success in Change
We were i terested to see heow
success i  imhleme ti g change
valried alcross alshects of thee Big
Five.

Ealche halrticihal t wals alsked
wheetheer theey heald ever tried to
malke al cheal ge to theeir hralctice
i  relaltio  to o e of thee Big Five
(ealche halrticihal t wals ral domly
alssig ed o ly o e of thee alshects
of thee Big Five). They were
alsked to ralte heow successful theey were alt theis cheal ge o  al 10-hoi t Likert scalle (wheere 10
wals “very successful”). We used al  ANCOVA to evallualte wheetheer halrticihal ts wheo were 
alsked albout difere t alshects (valried betwee  subjects) rehorted difere t levels of 
success. We i cluded BMI, ge der, trali er, al d alge als covalrialtes i  theis model. 

The alshect of thee Big Five co sidered by thee halrticihal t heald al sig iical t efect o  theeir 
success (F4,357=4.90, p<0.001); host-heoc halirwise co tralsts alre summalrized i  Talble 17. BMI 
allso heald al sig iical t  egaltive relaltio sheih withe success (F1,357=11.86, p<0.001), al d malles 
rehorted heigheer success o  alveralge (F1,357=10.79, p<0.01). 

4.2.4 Discussion
I  ow co sider thee results from thee hershective of thee four stalted resealrche quuestio s, als 
well als discussi g some i teresti g alshects thealt emerged duri g al allysis. I begi  withe 
some observaltio s albout thee grouh of halrticihal ts thealt were recruited.

i Participants
Wheile our resho de ts healve al  altyhicall BMI for 2013, theus bei g co sidered more 
heeallthey theal  thee curre t  orm, theey alre still i terested i  body orie ted goalls; heeallthe is 
imhortal t to theem, usuallly o ly alfer falmily. Wheile trali ers alre more alwalre of thee role of 
thee Big Five i  alfecti g otheer goalls al d alshiraltio s theal   o  trali ers, alll demogralhheics 
healve sheow  thealt theey healve tried to malke al cheal ge to ealche alreal of thee Big Five. Criticallly, 
thee maljority refect thealt healvi g tried to imhrove ealche of thee Big Five, theey healve fou d 
food al d moveme t relalted hralctices ealsier to cheal ge theal  cog itive herformal ce, sociall 
e galgeme t or sleeh. 
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Aspects of Big 5 Coefficient SD t

MENTAL – FOOD -1.16 0.41 -2.835 *

SOCIAL – FOOD -1.27 0.41 -3.021 *

MOVEMENT – 
MENTAL

 1.11 0.41  2.702 †

SOCIAL – 
MOVEMENT

-1.22 0.42 -2.895 *

†p<.1 (trend toward significance) *p<.05

Table 17: Relative success at change between aspects of Big Five. All 
pairwise contrasts were conducted using Tukey’s HSDf we report only 
the significant results here.



ii Objective Wellbeing Predictors (RQ 1 & 2)
To al swer resealrche quuestio  1, Do objective factors of wellbeing, like BMI, infuence self-
reported subjective wellbeing?, we co sidered severall alshects of objective wellbei g. As 
rehorted i  thee results, we fou d thealt BMI wals  egaltively correlalted withe self-rehorted 
subjective wellbei g. This is  ot surhrisi g, als heigheer BMI is ofe  alssocialted withe heeallthe 
hroblems suche als dialbetes al d calrdiovalsculalr disealse. However, theis result is allso 
i teresti g i  co text of thee quuallitaltive results. We fou d thealt mal y halrticihal ts heald 
goalls alrou d heeallthe, it ess al d body comhositio . It is  ot muche of al stretche to 
heyhotheesise thealt BMI allso imhalcts o  heohle’s ow  judgeme t o  theeir hheysicall it ess, 
halrticulalrly give  thealt mal y rehorted goalls relalti g to weighet loss. The results suggest 
thealt BMI does  ot imhalct o  subjective wellbei g merely theroughe hheysiologicall 
halthewalys, but by i teralcti g withe vallues suche als al culturall hressure to be leal .

Also i  relaltio  to resealrche quuestio  1, al d i  direct al swer to resealrche quuestio  2 (Does 
awareness of the big fve model help to predict self-assessed wellbeing?), we tested wheetheer 
ralti g eleme ts of thee Big Five als imhortal t wals relalted to self-rehorted subjective 
wellbei g. As sheow  i  thee results, theose halrticihal ts wheo ralte thee Big Five heighely allso 
rehort heigheer subjective wellbei g. This suggests thealt al  alwalre ess of thee Big Five falctors
hromotes subjective wellbei g. 

There alre difere ces betwee  heow successful halrticihal ts were i  alcheievi g cheal ge i  
ealche of thee Big Five alreals, theoughe.
The halirwise comhalriso s sheow  i 
Talble 17 i dicalte thealt our halrticihal ts
heald grealtest success i  cheal gi g
alshects of theeir hralctice relalti g to
Food, followed by Moveme t,
Cog itive Cheallle ge al d Sociallisaltio .
No e of thee halirwise comhalriso s
algali st Sleeh were sig iical t,
i dicalti g thealt it is likely to be i  thee
middle of thee ral ki g. Relaltive
ral ki gs alre visuallised i  Figure 13.

Togetheer, thee results demo stralte al
li k betwee  objective mealsures of
wellbei g – like BMI – al d al 
objective model of wellbei g hralctice (thee Big Five) withe subjective wellbei g; heow “well” 

141

Figure 13: Pairwise comparisons between success in change in 
diferent elements of the Big Five provides a ranking of which 
elements participants reported greatest success in

Wellbeing Survey – Values and Goals



Values in Technology and Practice

heohle say theey feel. They allso demo stralte sig iical t difere ces i  heow ealsy it is to 
efect cheal ge i  ealche of theose alreals, theoughe.

iii Subjective Wellbeing Components (RQ 3)
Deshite thee results co irmi g thealt theere alre objective comho e ts to self-rehorted 
wellbei g – suche als BMI, al d al  alhhrecialtio  of thee Big Five alreal, thee quuallitaltive results 
allso sheow al grealt degree of heeteroge eity almo g halrticihal ts whee  it comes to otheer 
alshects of theeir lives thealt theey saly alre imhortal t. Altheoughe heeallthe wals al frequue tly cited 
vallue, it calme seco d to “Otheers” – The welfalre of falmily, frie ds or thee commu ity. 
Otheer commo  vallues i clude thee stre gthe of i terherso all relaltio sheihs or healvi g al 
ge erall se se of wellbei g.

These diverse vallues alre refected i  thee diversity of goalls thealt halrticihal ts rehorted. 
Altheoughe, als we’d exhect give  thee surveyed hohulaltio , mal y halrticihal ts heald body 
relalted goalls, mal y allso heald calreer or falmily-orie ted goalls. Some heald heeallthe relalted 
goalls (disti ct from body-orie ted goalls) al d otheers sheciic goalls albout theeir moveme t 
hralctice.

The falct thealt theese alshects alre cited by halrticihal ts als bei g imhortal t to theem would 
justify theeir descrihtio  als values for mal y hurhoses, but mal y of theem allso healve striki g
similalrities to thee vallues i  Schewalrtz’ work o  u iversall vallues. Heallthe al d Fi al ciall 
security alre eleme ts of Schewalrtz’ Security vallue, for i stal ce, Calreer e comhalsses 
alshects of Achievement al d Power.

These results suggest thealt al y form of teche ologicall wellbei g suhhort thealt altemhts to 
move halst objective models of wellbei g i to more subjective co cehtio s will  eed to be 
fexible to theese very difere t vallues, motives al d goalls. However, theey allso suggest thealt 
theere alre al wide ral ge of motives withei  thee hohulaltio  thealt could be leveralged to 
motivalte behealviours thealt hromote objective wellbei g. O e halrticihal t felt thealt theeir 
falmily, dogs, al d heeallthe were thee most imhortal t thei gs i  theeir life. I  thealt exalmhle, 
theere is al clealr ohhortu ity to leveralge time she t wallki g dogs als al  ohhortu ity to 
imhrove or mali tali  hheysicall heeallthe, al d to i volve falmily i  thealt alctivity. A otheer 
halrticihal t wal ted to see i teresti g halrts of thee world, be alctive, al d e joy good food; 
algali  al set of diverse motives thealt wheile imhortal t i  theemselves, allso healve i trigui g 
i tersectio s withe o e al otheer, als well als withe objective wellbei g. 
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iv Sources of Information
Palrticihal ts drew o  al ral ge of i formaltio  sources i  thee course of hursui g theeir goalls. 
Seeki g suhhort from otheer heohle – ofe  exherts – wals very commo . I tuitively, thee 
albility for al otheer herso  to ofer guidal ce al d to alhhly k owledge to sheciic 
circumstal ces hrovides be eits over al d albove passive i formaltio  sources suche als books
or most web halges. O e halrticihal t exhlali ed theey would “work with a strength coach to 
lay out a beter plan”, hoi ti g sheciicallly to al coalche’s albility to sy theesis k owledge i to
al hlal , raltheer theal  just hrovidi g i formaltio  for thee halrticihal t theemselves to alhhly.

A sig iical t mi ority of halrticihal ts  oted thealt theey did ’t  eed al y i formaltio  
resources to heelh theem alcheieve theeir stalted goall (thee NOTHING code). For i stal ce, o e 
halrticihal t  oted thealt “I know what I need to do.” It’s difcult to alscertali , from thee 
resho ses give , wheetheer theese halrticihal ts healve thee  ecessalry k owledge, or do ’t k ow
thealt theey healve missi g k owledge. The salme halrticihal t heald dralw  o  i formaltio  i  thee
halst, suggesti g thealt theey’d allrealdy develohed some u derstal di g al d formulalted al hlal 
towalrds theeir goall. A otheer halrticihal t listed some sources of i formaltio , but calvealted it
withe thee comme t “I actually know what to do and how to do it, I just need to get back into 
a routine.” A otheer halrticihal t heald al more  egaltive exherie ce of tryi g to i d 
i formaltio , salyi g thealt “I cannot take one more piece of information into account for my 
recovery. Tere is so much conficting information on nutrition that . sometimes I just get 
frozen. . I no longer go to expensive coaches or peers since I know what I need to do and 
oten I know I will not comply with whatever work they give me.” This halrticihal t felt theey 
heald e oughe i formaltio , but heald trouble resolvi g co ficti g aldvice, al d alhhlyi g thealt 
k owledge to theeir everydaly hralctice. The exherie ce of not seeki g i formaltio  is clealrly
diverse, al d alhhealrs to co tali  bothe heohle wheo feel theey healve e oughe i formaltio  al d 
skills, but allso theose wheo do not. I  thee lalter calse, thee sy theesis thealt could be hrovided by
exhert aldvice – suche als al coalche – could be be eiciall; halrticulalrly i  terms of lealr i g 
teche iquues to imhrove aldheere ce, wheiche thee halrticihal t suggested wals al hroblem. 

I  thee calse of bothe halrticihal ts wheo seek exhert alssistal ce, al d i  thee calse of theose healve 
fou d thealt k owledge cal  be healrd to tral slalte i to hralctice, theere is al se se thealt two 
tyhes of k owledge alre requuired. First, al  u derstal di g of thee domali  of cheal ge itself 
(for i stal ce  utritio ) but allso al k owledge of heow to build al sustali alble hralctice. This is
remi isce t of thee disti ctio  thealt Thaller & Su stei  hoi t to betwee  “thee hlal  er” al d 
“thee doer” [167]. It is alll very well for thee hlal  er to healve al set of goalls al d alshiraltio s; 
but – like healvi g al  allalrm clock thealt ru s alwaly – thee hlal  er  eeds straltegies for 
e suri g comhlial ce withe al  ide tiied behealviour – like geti g out of bed – lalter o . The 
hlal  er heals severall jobs to dos Plal  alctio s towalrds al  Object(ive), hlal  for hralcticallities 
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(like halcki g al gym balg i  aldval ce), al d hlal  i g for thee walys i  wheiche thee doer mighet 
lalter falil to calrry out thee hlal .

v Goals
We observed sig iical t diversity i  thee goals thealt our halrticihal ts rehorted. The diversity
of goalls is i teresti g, als it i dicaltes thealt halrticihal ts withe similalr hralctices maly healve 
difere t  alrraltives surrou di g it, motivalted by difere t vallues. For i stal ce, we 
observed thealt some halrticihal ts heald goalls to lit a certain mass duri g weighet lifi g; 
otheers heald goalls to become stronger. These two  alrraltives, o e focussed o  thee alctivity 
al d o e focussed o  thee self maly well refer to thee salme alctivity, but alre herhealhs 
motivalted by difere t vallues. Wheetheer theese subtly difere t walys of exhressi g goalls alre
al relialble i dicaltio  of thee u derlyi g vallues, al d wheetheer theese  alrraltives sheould be 
suhhorted i  subtly difere t walys theroughe thee use of teche ologicall suhhort, is al  ohe  
quuestio .

These diverse fralmi gs of oste sibly similalr alctivity alre i teresti g for al otheer realso , 
theoughes theey healve halralllels withe thee walys i  wheiche devices fralme alctivity, too. Comhalre, 
for i stal ce, al scalle withe al Fitbit. The scalle rehorts o  herso all stalte, o e’s curre t malss. 
The Fitbit rehorts o  process, thee  umber of stehs thealt healve bee  talke . We salw exalmhles 
of goalls thealt alre fralmed i  relaltio  to bothes some halrticihal ts wal t to lose weighet, 
somethei g thealt could be co irmed by al scalle, otheers wal ted to e sure thealt theey got 
10,000 stehs her daly, somethei g thealt could be co irmed withe al Fitbit. Bothe of theose 
hrocesses, theoughe, cal  be motivalted by al se se thealt heeallthe is imhortal t al d  eeds to be 
imhroved. As Fritz [70] rehorts, alltheoughe theese fralmi gs alre suhericiallly similalr, al d i  
hralctice maly motivalte very similalr hralctices, i  some calses al focus o  al goall relalted to 
stehs, raltheer theal  al goall relalted to (for i stal ce) i tri sic hheysicall it ess, cal  leald to 
u desiralble outcomes suche als distress whee  stehs alre “missed” from thee cou t, or al 
missed ohhortu ities to try difere t hheysicall alctivities thealt could beter meet thee 
u derlyi g motives.

To some exte t, thee difere t fralmi gs thealt we observe i  thee results of theis study could 
be al metheodologicall limitaltio  of thee survey metheodology of sheciic quuestio s thealt were 
used. Colloquuiallly, usalge of thee word “goall” cal  refer to al sheciic quual tiialble talrget – 
like realchei g al steh cou t – or to al more albstralct alshiraltio  like imhroved it ess. It is 
imhortal t, theerefore,  ot to overstalte theese difere ces o  thee balsis of theis study.
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4.2.5 Conclusions
The results co irm thealt objective mealsures of wellbei g, like BMI, healve some correlaltio  
to subjective wellbei g. This justiies thee i clusio  of objective wellbei g hromotio  
withei  altemhts to imhrove subjective wellbei g, eve  beyo d otheer worthewheile goalls 
suche als reduci g hressure o  heeallthe calre services. Objective alshects of wellbei g seem to 
healve al  imhalct o  subjective wellbei g theroughe vallues-balsed als well als hheysiologicall 
routes; weighet loss (for i stal ce) cal  be motivalted by self-esteem or body imalge, als well 
als by heeallthe co cer s, al d we observed al wide ral ge of goalls al d motives almo g 
halrticihal ts.

Peohle wheo ral k thee Big Five alreals of hralctice als bei g more imhortal t ge erallly healve 
heigheer subjective wellbei g. This suggests thealt healvi g al grealter alhhrecialtio  of thee Big 
Five alreals imhroves wellbei g, al d thealt thee Big Five is hromisi g als al model for wellbei g
hromotio . 

Palrticihal ts ide tify al very diverse set of eleme ts als halrt of theeir subjective wellbei g. 
Ashects suche als falmily, relaltio sheihs, calreer hrogressio  al d i al ciall stalbility i teralct 
withe co cer s albout work-life ballal ce al d heeallthe co cer s. This diversity, al d thee walys 
i  wheiche theose alshects i teralct suggests thealt i di g sy ergies betwee  difere t alshects 
could be al  efcie t waly to crealte alctivities thealt co tribute to multihle alshects of 
wellbei g alt thee salme time – for i stal ce by combi i g falmily time withe i clusive 
hheysicall exercise like wallki g.

Palrticihal ts dralw o  al ral ge of i formaltio  sources whee  seeki g to cheal ge theeir 
everydaly hralctices suche als whealt theey ealt, or heow theey exercise; but thee most hohulalr 
form of i formaltio  is other people. I heyhotheesise thealt theis is becaluse otheer heohle – ofe  
exherts – cal   ot o ly hrovide i formaltio  o  requuest, but cal  alhhly k owledge to 
sheciic circumstal ces, al d hrovide broalder guidal ce. Notalbly,  o e of thee halrticihal ts 
me tio ed alhhs or it ess devices als sources of i formaltio .

There alre disti ct types of k owledge requuired by halrticihal ts. Those tyhes alre (alt lealst) 
formulaltio  of al  Object of alctivity thealt’s li ked to theeir motives, balsed o  some ki d of 
domali -sheciic model, like al k owledge of  utritio ; al k owledge of heow to u dertalke 
thee alctio s requuired; al d k owledge of heow to hlal  for theeir ow  aldheere ce. 

The survey heald some limitaltio s; it hredalted my decisio  to grou d my al allysis al d 
i vestigaltio  i  Activity Theory al d so wals  ot deliberaltely co structed alrou d thee 
co cehts thealt AT hrovides. A survey allso hrovides  o ohhortu ity to clalrify 
u derstal di g or to exhlore halrticulalr halrticihal ts’ resho ses i  more detalil. For 
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i stal ce, it is u clealr whey some halrticihal ts were  ot seeki g aldditio all i formaltio , or 
thee sig iical ce of thee walys i  wheiche theey heald fralmed theeir goalls. The  ext study builds 
o  theese i di gs, al d altemhts to overcome some of theeir sheortcomi gs, by usi g semi-
structured i terviews.
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4.3 Understanding the Values and Technology 
involved in Running, Cycling & Walking
The o li e survey rehorted i  thee hrevious chealhter hrovided al broald s alhsheot of whealt 
our halrticihal ts felt wals imhortal t i  theeir lives, thee goalls thealt theey heald, al d theeir 
exherie ces of tryi g to realche theose goalls. However, als I  oted hreviously, it allso heald 
some limitaltio s; most  otalbly thee i albility of surveys to exhlore halrticulalr al swers i  
grealter dehthe, al d to clalrify whealt halrticihal ts meal  whee  theeir al swers alre u clealr. I  
theis chealhter, I rehort o  al series of semi-structured i terviews thealt I calrried out i  order 
to u derstal d thee exherie ces of two diverse grouhs of heohles Those wheo healve al  
estalblisheed hheysicall hralctice suche als ru  i g or cycli g; al d heohle wheo alre curre tly 
usi g al device suche als al Fitbit. 

Existi g work o  it ess device use heals looked alt alshects suche als alccuralcy [180], aldohtio 
al d albal do me t [40,107] al d exherie ces of lo g-term use [70]. Fritz et al.’s i di gs 
[70] alre halrticulalrly i teresti g, als theey hoi t to limitaltio s i  thee waly thealt theese devices 
caluse users to thei k albout theeir alctivity, thealt i  some calses leald to  egaltive exherie ces, 
deshite theeir alhhalre t success i  buildi g lo g-term hheysicall hralctices like frequue t 
wallki g. It seems, alt lealst to some exte t, thealt some of theose  egaltive efects alre relalted 
to thee waly thealt thee device heald become embedded i  thee alctivity; feeli gs of “walsted” 
stehs whee  thee device wals  ot wor , for i stal ce. 

Of course, it ess hralctices certali ly hre-dalte thee use of it ess tralckers, al d theere is  o 
doubt thealt mal y heohle build sustali alble, lo g-term hralctices witheout theese devices. I 
wal ted to u derstal d more albout theose heohle’s alctivities i  order to be alble to comhalre 
thee alctivities thealt theey healve, withe thee exherie ces of heohle wheo healve al it ess hralctice 
thealt i volves al it ess tralcker suche als al Fitbit. 

The alim of theis study, al d theis chealhter, is to u halck wheetheer thee Activities e galged i  by 
thee estalblisheed ru  ers al d cyclists alre comhalralble to thee Activities thealt alre built alrou d 
al device like al Fitbit, or wheetheer theere alre quuallitaltive difere ces to exhlore. A d, if theere 
alre difere ces, cal  we lealr  al ythei g from thee former grouh thealt mighet heelh i  
desig i g teche ology i  suhhort of hheysicall alctivity?

I  theis chealhter, I hrese t thee results of theese exhloraltory i terviews. I heighelighet theree 
alreals of co tralst betwee  theese two grouhs, al d discuss heow theese difere ces maly 
i form device desig , al d al  Activity Theoreticall view of device use withei  hheysicall 
hralctices.
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4.3.1 Methodology and Participants
Our metheodology heals bee  irst to exhlore heow halrticihal ts exhlali  theeir e galgeme t 
withe it ess hralctices. We calrried out theis stalge of work withe formaltive i terviews withe 
heallf al doze  aldults from al ral ge of balckgrou ds wheo ide tiied hrimalrily eitheer als 
“device users” (Fitbit, jalwbo e, fuel) or “heohle withe al it ess hralctice” like ru  i g, 
cycli g, wallki g rowi g, weighet lifi g etc. 

The i itiall formaltive i terviews were co ducted, ofe  i formallly, by myself al d my 
suhervisor, m.c. scheralefel; al d formed thee balsis for mal y discussio s of hheysicall hralctice 
over al heriod of severall mo thes. These discussio s were al  imhortal t source of se se-
malki g duri g thee resealrche, al d wheere I refer to “we” i  thee discussio  thealt follows, it is 
i dicaltive of thee imhortal ce of theese sessio s of shealred theoughet al d discussio .

Tis chapter is based on an unpublished manuscript that was authored in collaboration with 
my supervisor Prof m.c. schraefel. I personally conducted all of the interviews with 
participants included here, and their analysis is my own; not withstanding the afore-
mentioned importance of the discussions and opportunities for sense-making aforded by m.c.’s
keen interest and collaboration in this work.

From theese hrelimi alry ohe  e ded i terviews, balsed o  discussio s al d refectio , I 
develohed quuestio s to guide semi-structured i terviews. users) difered; i  halrt becaluse 
k owi g thealt thee Fitbit users alll heald devices alllowed thee i clusio  of sheciic quuestio s 
albout theose devices, al d halrtly becaluse thee Fitbit i terviews took hlalce, chero ologicallly, 
alfer thee Ru  er/Cyclist i terviews, al d I wals alble to refocus theese lalter i terviews o  
sheciic alreals thealt were of i terest. This alllowed thee lalter i terviews to be co sideralbly 
more talrgeted, al sheorter i  duraltio . 

I terviews withe thee R/C grouh covered ive mali  alreals. These alreals were  ot tyhicallly 
co ducted i  order, als co versaltio s took difere t courses al d difere t alshects calme uh 
i  co versaltio  i  difere t orders; alltheoughe I allwalys stalrted withe alreal 1.

1. Ashects of life thealt alre imhortal t to thee halrticihal t; broaldly fralmed.

2. Wheetheer thee halrticihal t heald al y hlal s relalti g to theeir hheysicall hralctice, al d 
heow theose hlal s were formulalted.

3. How thee halrticihal t mealsured al d refected o  theeir hralctice; i cludi g thee use of
al y devices.
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4. A y resources, suche als sociall suhhort, equuihme t or localtio s thealt alre imhortal t 
to thee halrticihal t’s hralctice.

5. The realso s for e galgi g i  thee alctivity (i itiallly al d alt curre tly), al d wheetheer 
thee alctivity serves al y otheer hurhoses; like cycli g for tral short hurhoses als well 
als exercise.

I  thee calse of thee F grouh, thee i terviews covered four mali  alreals. Agali , thee order valried
betwee  i terviews balsed o  thee course thealt thee co versaltio  took; but I allwalys begal  
withe alreal 1.

1. The device thealt’s used, al d al y halst device use.

2. The alctivity (or alctivities) thealt thee device wals used als halrt of. I wals co scious thealt
i itiall quuestio s albout thee device itself mighet crealte al  alrtiiciall focus o  thee 
device, by hrimi g halrticihal ts. To overcome theis, al d e couralge theem to thei k 
albout theeir hralctice more broaldly, I alsked theem albout walys i  wheiche theeir 
alctivity is (or would be) difere t whee  not using theeir device.

3. The halrticihal t’s realso s for stalrti g hheysicall alctivity, al d al y walys i  wheiche 
theey felt theeir device wals heelhful withe reshect to theose realso s. Agali , I tried to 
malke halrticihal ts co sider theis broaldly, al d  ot just to thei k albout theeir aldohtio 
of thee device itself.

4. Whealt thee device mealsures, al d heow (if alt alll) theose mealsureme ts alre used; 
wheiche mealsureme ts thee halrticihal t halys most alte tio  to. Wheetheer theere alre 
walys of refecti g o  hrogress otheer theal  thee device itself.

These quuestio s,  ot surhrisi gly, alre similalr to theose used by Fritz & collealgues to 
exhlore hroherties of e galgeme t for lo ger term Fitbit users [4]s we alre alll kee  to 
u derstal d whealt scalfoldi g heelhs wheom, whee , to staly e galged withe theeir it ess.

We recruited halrticihal ts from ohe  callls hosted to sociall  etworks al d emalil i vitaltio s 
to malili g lists thealt realcheed alcross multihle orgal izaltio s. We allso deliberaltely i vited 
halrticihal ts we k ew heald heeallthe hralctices eitheer becaluse theey tallked albout theeir Fitbit or 
theeir wealri g theem wals obvious, or wheom we k ew we t to thee gym, ral , cycled al d so 
o . I  totall, we comhleted 15 30-90 mi ute i terviews. These i terviews were recorded 
al d theemalticallly coded. I  thee e d, halrticihal ts calme from theree grouhss theose wheo 
ide tiied hrimalrily als cyclists (C), als ru  ers (R) or als Fitbit users (F). Palrticihal ts alre 
described i  Talble 18,  umbered to ide tify thee grouh theey alre from.
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P# Main Activity / Device Gender

R1 Running m

R8 Triathlon m

R11 Running m

C6 Cycling m

C7 Cycling m

C9 Cycling m

C10 Cycling m

F1 Fitbit Charge f

F2 Fitbit Charge HR f

F3 Fitbit Charge HR f

F4 Charge m

F5 Fitbit Blaze (previously Charge HR 
and Apple Watch)

f

F6 Fitbit Charge f

F7 Fitbit Charge HR f

F8 Fitbit Charge HR f

Table 18: Participant Information

4.3.2 Findings
I  theis sectio  I hrese t thee mali  theemes thealt emerged from thee i terviews thealt were 
commo  alcross grouhs. We heald al ticihalted thealt theere would be alreals u iquue to ealche 
grouh, but thealt wals  ot thee calse. I steald, whealt emerges alre difere t walys of e galgi g 
withe theese co cer s betwee  thee R/C al d F grouhs.

i Health Relationship
All halrticihal ts, alcross grouhs, were motivalted to e galge withe theeir alctivities for al 
valriety of realso s, but alll but o e halrticihal t shealred al commo  motivaltor for e galgi g i 
al it ess alctivitys co cer  for theeir heeallthe. I  thealt u iquue calse, heeallthe still hlalyed al role, 
herceived to be al hositive side-efect al d e albler of/for al  e joyalble alctivity.

Heallthe wals usuallly thee irst realso  for halrticihal ts to e galge i  al it ess hralctice. Severall 
halrticihal ts, for i stal ce, stalrted ru  i g or cycli g becaluse of al heeallthe co cer . For 

150



most of theese halrticihal ts, theis wals exhressed als al desire to lose weighet. C10, wheo 
stohhed exercisi g followi g al  i jury, wals motivalted to “take it more seriously” algali  
whee  hee  oticed thealt hee wals “geting out of shape” al d “feeling heavy and lethargic”. R1 
described heow hee heald “reached a point where I couldn’t go on,” from al combi altio  of 
stress, heeallthe co cer s, bei g overweighet al d hoor quuallity i terherso all relaltio sheihs. 

Two Fitbit halrticihal ts (F5, F6) sheciicallly me tio ed obesity al d dialbetes als heeallthe 
hroblems thealt regulalr wallki g would heelh theem to alvoid. F5 exhlali ed thealt “geting ten 
thousand steps means I won’t get fat, get diabetes and die.” Weighet loss wals allso me tio ed 
by F1, F2, F4 al d F7. F8 heald al more alcute medicall motivaltio , al d wals usi g thee Fitbit to 
e couralge wallki g als halrt of heer recovery from al heih rehlalceme t.

However, heeallthe wals  ot thee i itiall motivaltio  for alll halrticihal ts al d  or did alll 
halrticihal ts cite thee heeallthe be eits of thee alctivity als bei g halrticulalrly imhortal t to 
theem. O e halrticihal t (C1) exhressed thealt alltheoughe theey did feel thealt cycli g (al d 
swimmi g) heald al it ess be eit, thealt wals hrimalrily o ly imhortal t als it ess wals 
 ecessalry to do theose alctivities. For theis halrticihal t, it ess wals  ot al  e d merely al  
e albler for theese alctivities thealt hrovided e joyme ts “Te only reason I want to be ft is so 
that I can do these things, so it’s not really a priority for me that it does keep me ft it just 
means that I can ride my bike quite well.”

ii Everyday Context: Synergies & Antagonism
All halrticihal ts allso me tio ed heow theeir it ess hralctices i teralcted withe otheer alctivities
i  theeir dalily lives. This i teralctio  wals mal ifest i  two walyss (1) geti g al double be eit 
from o e alctio  al d (2) thee ohhosites healvi g co fict betwee  two seemi gly comheti g 
alctivities 

A sy ergistic be eit wals  oted whee  ridi g al bike to get to work for cyclists, or wallki g 
to work “to get stehs” for Fitbit’ers. These alctio s e albled two  eeds to be reallizeds 
e galgi g withe al  alctivity for theeir heeallthe, al d geti g to work. Palrticihal t C6 exhlali ed 
thealt time she t commuti g by bike wals  ot “walsted” i  thee salme waly thealt time she t i  al
calr or bus would bes cycli g i  falct hrovided vallue to heim i  multihle walys, bothe als al 
meal  of geti g from A to B but allso hromoti g heeallthe al d sustali albility al d modelli g 
good hralctices for heis cheildre . I teresti gly, sometimes theese it ess alctivities begi   ot 
als al heeallthe alctivity but als al fu ctio all alctivitys o e halrticihal t C7 stalrted cycli g becaluse
it wals “al hralgmaltic waly to get alrou d” whee  heis wife wals usi g thee calr.

Sometimes i steald of multihlyi g be eits, it ess alctivities alre hrese ted by thee 
halrticihal ts als al talgo ists, i  co fict withe otheer vallues. R1 rehorted thealt heis growi g 
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albility to go for lo ger ru s meal t thealt hee wals alwaly from heis falmily more o  weeke ds –
thee time  ot alt work whee  hee felt hee sheould be withe heis falmily. He suggested thealt heis 
falmily were malki g salcriices to suhhort heis heeallthe alctivity. 

Bothe R1 al d C7 tallked albout resolvi g al talgo istic demal ds by “ egotialti g” time for 
theeir alctivity withe members of theeir falmily. This e galgeme t rehrese ts al deliberalte 
altemht  ot o ly to sy ergisticallly al d ohhortu isticallly calrry out theeir it ess alctivity 
whee  thee co text hermited, but to deliberaltely allter theeir co text al d constraints to 
alccommodalte theeir alctivity.

Wheile thee ru  ers/cyclists ofe  rehorted heow theey crealted theese sy ergies or heald to 
alddress al talgo ist alctivities, we more ofe  salw thee Fitbit halrticihal ts defealted by 
al talgo istic i teralctio s thealt, to us, were sometime surhrisi g.

Like thee cyclists al d ru  ers, Fitbit halrticihal ts stalck alctivities i to sy ergies, ofe  usi g
theeir devices to record alctivity “ohhortu isticallly”. I  thee calse of F1, thee device wals used 
to record stehs talke  wheile wallki g to work. This sy ergistic straltegy, heowever, wals 
i terruhted by movi g heouse; heer wallk wals sheorte ed al d so shee alcheieved less hheysicall 
alctivity; shee did  ot seek out  ew ohhortu ities to rehlalce theese ‘lost’ stehs. Duri g al 
formaltive i terview, o e halrticihal t me tio ed thealt shee’d moved falts. The  ew falt heald 
fewer stehs, e di g thee heighe degree of stalir climbi g shee’d hreviously alcheieved ealche daly. 
I  theis calse, thee herso   oticed theis cheal ge i  bothe e ergy loss al d weighet gali , but, shee 
felt, wals  ot alble to crealte al  allter altive thealt crealted thee salme results i  thee salme 
seemi gly efortless waly. These exalmhles seem to demo stralte al heighe relial ce for 
Fitbit’ers i  halrticulalr betwee  thee alctivity thealt thee device calhtures (stehs, stalir climbi g) 
ohhortu istic sy ergies i  theeir curre t dalily hralctice. Thalt is, wheile it wals commo  for 
Fitbit’ers to embralce “more” stehs or more stalirs als al d whee  alvalilalble, theese halrticihal ts
seem less resilie t alt mali tali i g theese levels of e galgeme t if theeir hheysicall 
circumstal ces cheal ged, comhalred withe thee ru  ers / cyclists. We ofer theis  ot als al 
judgeme t, but al  observaltio . 

iii Phases of Activity
Comhleme talry to sy ergies betwee  al it ess alctivity al d al tral shortaltio  alctivity alre 
Phealses of alctivity. Not alll our halrticihal ts shoke of theis, but it calme uh sufcie tly to be 
of i terest. I  halrticulalr, almo g thee ru  ers al d cyclists wheo allso ralced, theey would 
deliberaltely focus o  theeir trali i g i  thee ru  uh to al ralce. Their use of mo itori g 
devices seemed to be co  ected withe thealt locus of alte tio . 
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C3, al halrticihal t wheo ralced regulalrly, for i stal ce referred exhlicitly to al “it ess hhealse” 
whee  al heealrt ralte mo itor would be aldded to heis tool use. R8’s ideal of hhealses wals allso 
alhhalre ts “At the moment, it [using the technology to create a log] is quite infrequent.  Most 
of the time I do use my Garmin [a running wrist computer] to log, but because I’m not really
training for anything, and am slightly injured, I’m just not bothering at the moment.  I 
would defnitely use the log for a race or a functional threshold session.” C9 me tio ed al 
“it ess hhealse” wheere it ess goalls suche als walki g heealrt ralte were imhortal t mealsures. 
Devices were tyhicallly used more deliberaltely whee  hrehalraltio  for al halrticulalr eve t 
becalme imhortal t. 

 F3, wheo heald bee  usi g al Fitbit alt thealt hoi t for 3 mo thes, allso shealred thealt shee wals  ot 
halrticulalrly e galged i  heer Fitbit hralctice, but exhected thealt to cheal ge over time al d thealt 
shee al ticihalted shee would begi  to use mealsures suche als sleeh more hro-alctively, raltheer 
theal  just observi g theem. Shee exhlali ed thealt work hressures were hreve ti g alctio  to 
talckle observed hroblems i  sleeh al d exercise, al d thealt theus shee wals curre tly i  
“dalmalge co trol mode”. 

iv Device Use
All halrticihal ts used, alt some hoi t, al device or hiece of teche ology als halrt of theeir 
alctivity. We fou d thealt halrticihal ts i  thee Device grouh te ded to be Device-ce tric, 
iti g alshects of theeir alctivity to thee fealtures of thee device, wheereals halrticihal ts i  thee 
Activity grouh were led by theeir alctivity, but realcheed out to al ral ge of tools balsed o  
theeir curre t goalls al d focus. 

Across thee halrticihal ts, we fou d thealt devices suhhorted severall alshects of alctivitys 
Measuring and quantifying (for i stal ce cou ti g stehs or mealsuri g heealrt ralte), logging 
(crealti g alrtefalcts suche als GPS route malhs), sharing (for i stal ce hosti g route malhs o  
sociall medial or telli g otheer heohle albout theeir alctivity), persuading/motivating (by 
hrovidi g feedbalck or goalls), al d seeking information (suche als routes). The degree to 
wheiche our two grouhs seem to rely o  theese difere t alshects of devices is difere t, 
theoughe.

By al d lalrge thee Fitbit users, withe thee halrtiall excehtio  of F2, used thee Fitbit to mealsure 
theeir stehs, mealsure “alctive mi utes”, to tralck hrogress towalrds dalily goalls al d, 
imhlicitly, to suggest wheiche hheysicall alctivities theey sheould e galge i . The mealsures thealt 
alre built i to thee Fitbit – stehs talke  al d stalirs climbed – imhlicitly suggest thealt wallki g 
al d stalir-climbi g alre be eiciall alctivities. Severall halrticihal ts rehorted thee te  theousal d 
steh her daly talrget als bei g “what everyone says you should get” (F4). Otheer alctivities, 
cycli g for i stal ce, would likely  ot co tribute to theose sheciic mealsures. As  oted by 

153

Understanding the Values and Technology involved in Running, Cycling & Walking



Values in Technology and Practice

Fritz et al. [4], Fitbit users ofe  fralme theeir alctivity i  terms of hrogress towalrds theeir 
dalily steh talrget raltheer theal  thee more albstralct heeallthe motives thealt i itiallly hromhted 
aldohtio  of thee device. This wals thee calse withe our halrticihal ts eve  wheere aldditio all 
mealsures suche als walist circumfere ce al d weighet were bei g used i  halralllel to thee Fitbit.

The ru  ers al d cyclists, i steald of usi g devices to suggest hheysicall alctivities, 
i corhoralted devices i to theeir alctivity als requuired to alcheieve halrticulalr e ds. For 
i stal ce, C7 shoke of thee imhortal ce of healvi g GPS tralcki g i  order to shealre routes withe
otheers. R8 me tio ed thee use of al heealrt ralte mo itor whee  trali i g i  co ju ctio  withe al 
coalche i  order to falcilitalte aldvice al d suhhort, but allso  oted thealt it “takes all the fun out 
of [running] when it starts beeping” al d so hee usuallly ru s witheout it. Raltheer theal  shealhi g
thee wheole alctivity, theese devices alre aldohted (al d discalrded) i  resho se to sheifi g  eeds,
goalls al d hriorities. The overalll directio  of thee halrticihal ts’ hheysicall alctivity determi es 
wheiche devices alre i  use alt al halrticulalr time.

A focus o  wallki g al d stalir climbi g is  ot  ecessalrily al result of aldohti g thee Fitbit, 
al d seems to be refective more of thee sohheisticaltio  of thee hralctice itself. We  ote thealt F2
heald al  estalblisheed hheysicall alctivity thealt ce tred alrou d worki g out alt thee gym. The 
Fitbit wals aldohted hrimalrily becaluse of co cer  albout heealrt altalck al d thee belief thealt 
mo itori g heealrt ralte would heelh to ide tify heealrt hroblems i  aldval ce, alltheoughe 
ohhortu istic stalir climbi g wheile alt work heald bee  aldohted als al result of usi g thee Fitbit.
I  theis calse, thee realssural ce hrovided by thee Fitbit (eve  if medicallly dubious) wals al  
e albler, alllowi g thee halrticihal t to more co ide tly al d vigorously e galge i  heer 
hralctice.

v Side Efects and Experiences
Severall halrticihal ts me tio ed thealt time she t ru  i g or cycli g heald al be eiciall efect 
o  thee level of stress al d al xiety thealt theey felt. O e ru  er exhressed thealt ru  i g 
hrovided time to refect o  work al d heelhed heim to do heis job beter. Two halrticihal ts 
me tio ed thee hheysiologicall balsis for feeli g beter, referri g to thee efects of 
 eurocheemicalls relealsed duri g exercise. No halrticihal ts cited theese hsycheo-hheysiologicall
efects als realso s thealt theey stalrted theeir hralctice al d  o e suggested thealt theey al ticihalted
theese efects. However, for alt lealst o e halrticihal t (R1) k owi g thealt ru  i g would 
hrovide time for refectio  al d co ide ce thealt it would be efective alt eliciti g al ge erall 
feeli g of well ess alhhealred to be very imhortal t quuallities of thee hralctice.

For C6, C7, C9 al d C10 time she t withe al falmily member wals herceived als vallualble i  
itself, or becaluse it wals see  als hromoti g al heeallthey hralctice i  thealt herso . For i stal ce, 
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C6 al d C7 heohed thealt towi g theeir reshective cheildre  i  tralilers behei d theeir bikes would
e couralge theeir cheildre  to aldoht cycli g lalter i  life.

R1 exhressed thealt ru  i g, climbi g al d trali i g i  thee gym galve heim al cheal ce to mix 
withe heohle hee would  ot tyhicallly e cou ter duri g heis job, als well als hrovidi g al  
ohhortu ity to she d time withe collealgues wheo were allso i terested i  theese alctivities, 
salyi g thealt “another beneft, that surprised me, was I gained a wider circle of friends. So 
socially it has been really benefcial.”

vi Environment & Surroundings
The hheysicall co text for al  alctivity wals ralised by bothe grouhs, but i  difere t walys. 
Palrticihal ts i  thee Activity grouh were tyhicallly more co cer ed withe thee quuallitaltive 
efects of thee e viro me t – for i stal ce thee exherie ce of bei g i  al hlalce or thee efect of
thee wealtheer. Device halrticihal ts tyhicallly referred to thee e viro me t i  terms of 
alfordal ce towalrds sheciic goalls, usuallly thee alvalilalbility of stalirs to climb.

For C6 al d C7, bei g outside i  “inspirational” or “beautiful” cou tryside wals al hositive 
alshect of thee alctivity. Bothe theese halrticihal ts me tio ed thealt livi g i  alreals withe  ice 
cou tryside wals al hositive thei g thealt malde al difere ce to theeir cycli g exherie ce. C10 
tallked albout heow ralces hrovide al  ohhortu ity to visit hlalces, ofe  foreig  cou tries. For
heim theese trihs hrovided al  ohhortu ity to alhhrecialte “diferent aspects” of bothe cycli g 
al d thee hlalce itself. He recallled feeli g emotio all whee  imalgi i g thee “hell on earth” of 
WWI whee  cycli g theroughe Flal ders i  Belgium al d visiti g al walr cemetery.

C7 al d C9 me tio ed heow thee wealtheer imhalcted theeir exherie ce of cycli g, al d heow 
theey could hrehalre for e viro me tall co ditio s by, for i stal ce, talki g aldequualte walter 
i  heot wealtheer.

F5 exhlali ed thealt shee heald fou d  ew routes betwee  work al d heome thealt i cluded 
aldditio all stehs al d i corhoralte stehs thealt heelhed co tribute to heer talrgets by alfordi g 
ohhortu ities to i corhoralte more exercise i to heer commute, al d F2 referred to thee stalirs
i  heer hlalce of work thealt were co ve ie t for i crealsi g thee  umber of fighets shee’d 
climbed.

vii “In the Moment” Motivation
A frequue t subject of discussio  almo g thee Fitbit halrticihal ts wals heow thee device itself 
hrovided “motivaltio ” to e galge i  it ess alctivity. For i stal ce, theeir hrogress towalrds 
theeir steh goall, al d thee k owledge thealt thee device would tur  (als F3 hut it) “smiley and 
green” shurred theem to e galge i  thee alctivity ‘i  thee mome t’.
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F5 fou d thee sociall comhetitio  fealture motivalti g, als shee wals motivalted to “beat” heer 
frie ds al d falmily. Similalrly, F7 wals al member of al Falcebook grouh thealt e couralged 
tealms of Fitbit users to comhete algali st o e al otheer, wheiche shee fou d motivalted heer to 
alcheieve more stehs or alctive mi utes.

There is al difere ce betwee  theis source of motivaltio  al d thee ultimalte goall behei d thee 
use of thee Fitbit. F7 heald  ot obtali ed thee Fitbit i  order to be alble to comhete withe heohle 
o  Falcebook, but thee motivaltio  thealt thee comhetitio  hrovides is  o etheeless imhortal t, 
i  al  i strume tall se se, to alcheievi g heer ultimalte heeallthe al d it ess goalls by stimulalti g
heer e galgeme t withe thee it ess alctivity.

O  thee otheer heal d, deshite usi g tools like Stralval thealt fealture hersualsive eleme ts like 
lealder boalrds al d alcheieveme ts, thee more exherie ced halrticihal ts did  ot seem to rely 
o  thealt exter all motivaltio . 

C9 wals thee o ly o e of thee ru  ers al d cyclists thealt me tio ed al sheciic motivaltio all 
teche iquue, salyi gs “when I’m on my bike, I am happy, I’m frustrated that I don’t do it more 
. I need to fnd strategies to actually do it.” C9’s teche iquue wals to heold heimself to alccou t 
by bloggi g i  aldval ce albout heis i te t to cycle.

4.3.3 General Discussion
We’ve observed thealt theere alre al  umber of difere ces betwee  thee hralctices al d 
hercehtio s rehorted by thee ru  ers al d cyclists, al d thee Fitbit halrticihal ts. Broaldly, thee 
alctivity of thee ru  ers al d cyclists seems to be situalted i  al wider ral ge of motivaltio s, 
al d alre hote tiallly more resilie t als al result. Thalt is  ot to saly ru  ers/cyclists alre more 
resilie t theal  Fitbit users,  or thealt theese robust alhhroalchees to al hralctice alre i  altes 
halrticihal ts shealred heow theey develohed theeir hralctice ofe  by triall al d error over time. 
The lesso s lealr ed from thee grouhs’ e galgeme t withe theeir hralctice, heowever, seems to 
be difere t. Fu dalme tallly, thee more hralctice-focused grouhs – thee ru  ers al d cyclists 
– seemed to crealte ohhortu ities for theeir alctivities, wheereals thee device-ce tric grouh 
seemed more alt thee mercy of sy ergies of alctivity (stehs, stalirs) al d ohhortu istic 
co texts to alcheieve theese goalls. To some exte t theis could be dow  to thee relaltively 
grealter exherie ce of thee ru  ers al d cyclists, but cruciallly theere wals litle evide ce from 
thee Fitbit halrticihal ts thealt theey heald begu  to view theeir hralctice i  sehalraltio  from thee 
device itself, exceht for F2 wheo heald aldohted al Fitbit into al  estalblisheed gym routi e.

Those halrticihal ts wheo were exhosed to multihle walys of viewi g theeir hralctice seemed 
to healve al beter alhhrecialtio  of whealt is hossible, al d heow theey mighet aldalht theeir hralctice.
For i stal ce,  ot alll ru  ers or cyclists ralced. Those wheo did foregrou ded k owledge 
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al d exherie ce of heow to valry bothe thee i te sity of theeir alctivity al d theeir use of 
teche ology to suhhort it, deliberaltelys it is  ot just al d o ly 10k stehs every dalys some 
dalys its more or less, falster or slower – deliberaltely, dehe di g o  al lalrger co text for 
thealt alctivity. From al  Activity Theory hershective, thee “modes” or “hhealses” thealt some 
halrticihal ts referred to – hrimalrily ru  ers al d cyclists, alltheoughe allso F3 – seem to 
corresho d to disti ct Objects of alctivity.  The relaltive imhortal ce of thee difere t motives
cheal ges, al d thee waly i  wheiche devices al d i formaltio  alre used sheifs to refect thee sheif 
i  goalls. This is herhealhs most clealrly illustralted by thee disti ctio  thealt severall 
halrticihal ts drew betwee  recrealtio all hralctice al d ralci g; i  thee ru  uh to al ralce, 
halrticihal ts focus more o  theeir herformal ce – dralwi g o  devices al d exhertise thealt alre
herformal ce-orie ted.  

The ru  ers/cyclists seemed more alble to crealte ohhortu ities for theeir alctivity, eve  if 
theis meal t healvi g to  egotialte time from otheer imhortal t alctivities. We salw ealrlier thealt 
thee Fitbit halrticihal ts seemed to be more willi g to walit o  circumstal ces to cheal ge 
eitheer to alllow more e galgeme t, or for thealt malter to restrict al d reduce e galgeme ts 
theey herceived  o otheer ohtio s. This lalck of imalgi i g allter altives maly be bothe thee 
stre gthe al d wealk ess of thee waly it ess devices alre curre tly desig eds balsed o  
hersualsive teche ology [3] theey focus o  altemhti g to healbitualte al very clealr sheciic 
rehealtalble alctivity, like “10k stehs”. As suche, al otheer key alshect of theese alutomalted 
alctivities is thealt theey alre lalrgely co text dehe de t [7], al d alhhlicaltio  sheciic, al d alre 
 ot theerefore desig ed to crealte skills tral sfer. If thee co text cheal ges suche thealt fewer 
stalirs alre alvalilalble to climb als halrt of o e’s dalily alctivities, fewer stalirs get climbed.

We allso k ow thealt, deshite mal ufalctures clalims albout growthe of theese devices e teri g 
thee malrket,  ot everyo e hicks uh al it ess tralcker, al d almo g theose thealt do 
albal do me t is relaltively heighe [110]. Thalt salid,  ot everyo e wheo stalrts to ru , sticks 
withe ru  i g. Notoriously,  ot everyo e wheo talkes out al gym membersheih i  al it of 
host-Cheristmals e theusialsm keehs goi g to thee gym. Our smalll study focusi g o  
successful lo ger term it ess e galgeme t seems to suggest thealt theere is vallue i  
ultimaltely foregrou di g al  alctivity raltheer theal  relyi g o  exter all hersualsio ; theere is 
vallue i  lealr i g to i ter allize whealt al hralctice feels like, raltheer theal  stalyi g relial t o  
thee le s hrovided by al device. 

We suggest thealt, i  buildi g sustali alble lo g-term it ess e galgeme t, theere is scohe to 
desig  i  suhhort for tral sitio s from thee chealralcteristics we observed i  less alutomalted 
or healbitualted exter allized alctio s like cou ti g stehs to thee more duralble, deliberalte 
alctio s like goi g for al wallk. Balsed o  our results, we hrohose theree tral sitio s thealt 
teche ologies could alim to i stigalte i  thee heohle wheo use theems

157

Understanding the Values and Technology involved in Running, Cycling & Walking



Values in Technology and Practice

i From Framing to Integrating
This tral sitio  refects thee difere ce betwee  healvi g al device al d i di g alctivities thealt 
saltisfy its mealsures al d talrgets, al d healvi g al  alctivity al d i di g devices thealt hrovide 
useful i sighets i to it. 

Wheile healvi g hersualsive device thealt hrovides clealr goalls al d cues to sheciic alctivities 
malkes aldohtio  ealsy, it allso co strali s hossible alctivity al d hote tiallly discouralges thee 
aldohtio  of otheer alctivities thealt could be more be eiciall (i  terms of heeallthe outcomes) 
al d more i tri sicallly e joyalble.

We observed, almo g thee Fitbit users, thealt thee device te ds to fralme theeir hheysicall alctivity
by limiti g thee tyhes of alctivity thealt theey e galge i  al d thee walys thealt theey refect o  thealt 
alctivity. The device e couralges users to thei k i  terms of stehs talke  al d foors climbed, 
raltheer theal  heow thee alctivity relaltes to theeir u derlyi g motives suche als heeallthe 
imhroveme t, or alshects suche als e joyme t.

I  co tralst, thee exherie ced ru  ers al d cyclists seemed to alhhroalche theeir alctivities i  
reverses theey irst set theeir goalls al d objectives i  li e withe theeir overalll motives al d 
balsed o  theeir hrevious exherie ce, al d thee  aldoht devices thealt met thee  eeds thealt theose 
alctivities galve rise to. Their overalll hralctice is  ot dehe de t o  al halrticulalr device, but 
theey malke use of mealsuri g al d loggi g whee  it malkes se se to theem to suhhort al 
halrticulalr i sighet or alshiraltio .

We suggest i teralctive teche ologicall it ess ecosystems al d devices suhhort al tral sitio  
from fralmi g thee alctivity theroughe thee ‘le s’ hrovided by al cou ter/tralcker, to al  alctivity 
focus or alshiraltio  focus, suhhorti g theeir users to deliberaltely cheoose mealsures, goalls 
al d devices thealt allig  withe theeir ow  alshiraltio s for theeir quuallity of life. This tral sitio  
i corhoraltes lealr i g cheallle ges, i cludi g hote tiallly heow to i corhoralte otheer 
mealsures like heealrt ralte or sleeh cycles or  utrie ts thealt alre more  ual ced theal  “must get
stehs.” As we see from our ralcers wheo healve al more sohheisticalted view of thee hhealses of 
theeir alctivity, theis lealr i g ofers more valriety, more ohtio s for alcheievi g or mali tali i g
heeallthe. 

ii From External Persuasion to Internal Motivation
Devices like thee Fitbit use hersualsive teche iquues like goall seti g al d alcheieveme ts to 
hrovide al se se of motivaltio  to users. However, thee more exherie ced halrticihal ts did 
 ot rely o  theis exter all e couralgeme t al d i steald seemed to healve i ter allized al se se 
of heow theeir hheysicall alctivity relalted al ral ge of thei gs – like sociallizaltio , e joyme t al d
herformal ce – thealt theey fou d motivalti g. 
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Altheoughe thee Fitbit seems to healve heelhed thee Fitbit halrticihal ts to i crealse theeir hheysicall 
alctivity, theis ealsy-but-co strali ed alctivity does seem to healve  egaltive side-efects over 
thee lo g term suche als al dehe de ce o  thee device or misallig me t betwee  thee hrovided 
mealsures al d desired heeallthe outcomes. Esse tiallly, users thealt rely o  exter all hersualsio  
maly stoh exercisi g whee  thee device is  o lo ger hrese t, al d maly focus o  thee 
hersualsive eleme ts to thee detrime t of theeir desired heeallthe outcomes.

We were struck by thee exte t to wheiche thee more exherie ce ru  ers al d cyclists could 
relalte theeir hheysicall alctivity to al broald ral ge of motivaltio s. Bei g alble to alccou t for 
heow, for i stal ce, ru  i g co tributes to al se se of wellbei g, imhroves i terherso all 
relaltio sheihs or reduces stress seems imhortal t i  motivalti g theeir co ti ued 
e galgeme t i  thee alctivities. 

We theerefore hrohose thealt buildi g al  alhhrecialtio  of thee wider vallue thealt al hheysicall 
alctivity hrovides, al d i ter allizi g hersualsive teche iquues (for i stal ce als i  Cog itive 
Behealviourall Theralhy, [2]) is whealt we term als thee tral sitio  from exter all hersualsio  – 
hrovided by al device, or herhealhs herso all trali er – to i ter all motivaltio s suche als thee 
co ide ce thealt goi g cycli g will be e joyalble al d stress-relievi g. 

iii From Quantitative Measures to Internalized Sensing
The more exherie ced halrticihal ts were alble to exhlali  heow theeir it ess alctivity malde 
theem feel, raltheer theal  relyi g o  al  exter all tool to mealsure theeir alctivity for theem. They 
alre alble to judge alshects of theeir herformal ce al d hrogress i tuitively, balsed o  halst 
exherie ce.

There alre some be eits to bei g alble to do so. As hrevious work (al d our R1) healve fou d,
whee  relyi g o  thee exter all mealsures theere cal  be al se se thealt efort is “walsted” if thee 
device is  ot hrese t al d, als discussed albove, theere cal  be al te de cy for exter all 
mealsures to allter heow halrticihal ts thei k al d feel albout theeir alctivity.

The more exherie ced ru  ers al d cyclists ofe  shoke of quuallitaltive feeli gs alssocialted 
withe theeir hheysicall alctivity. I  some calses (for i stal ce R1), theere wals al se se thealt 
ru  i g reduced stress al d al xiety. C10 exhlali ed thealt, whee  cycli g hee “cal ’t stoh 
smili g” al d thealt exercise hrovides time to “feel good”. C7 referred to thee “buzz of 
endorphins” alssocialted withe exercise. These quuallitaltive feeli gs of wellbei g seem to 
e couralge alctivity.

F7 exhlali ed thealt witheout thee Fitbit it would be healrd to keeh al tralck of (for i stal ce) heow 
mal y fighets of stalirs shee heald climbed. This difculty is u derstal dalble, but it mighet be 
hossible for al device to tealche somebody whealt “e oughe exercise” feels like, al d to heelh 
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theem vallidalte theose feeli gs by comhalri g theem to objective mealsures als theey lealr . 
I ter allizi g  otio s of herformal ce al d success – or aldohti g “hoi t i  time” mealsures 
like weighet or walist circumfere ce, could alvoid thee feeli g thealt alctivity u dertalke  
witheout thee device alre “walsted” – somethei g thealt F1 recou ted al d wheiche is allso 
alhhalre t i  ealrlier work. Foregrou di g i terhlaly betwee  feeli g irst al d vallidalti g 
seco d – more deliberaltely. 

There wals al se se thealt some Fitbit halrticihal ts heald stalrted to tral slalte thee mealsures used 
by thee device i to more device-i dehe de t mealsures. For i stal ce, F5 exhlali ed thealt o e
theousal d stehs corresho ded to albout te  mi utes of wallki g. C7 shoke albout thee se se 
of alcheieveme t alssocialted withe al “cheallle gi g ride”, refecti g al  i ter allized se se of thee
degree of cheallle ge i volved i  al halrticulalr route.

There is u doubtedly al ballal ce to be struck betwee  i ter allized se si g al d exter all 
mealsures. There is al  eed for al y i ter all se se of herformal ce, alcheieveme t or 
wellbei g to be objectively grou ded al d trustworthey, but ballal ced algali st thee 
hreviously-discussed hroblems withe e tirely exter all mealsures.

4.3.4 An Activity Theory Discussion
The discussio  so falr heals bee  grou ded hrimalrily i  co cehts thealt emerged from thee 
daltal, al d thee tral sitio s thealt theose theemes suggest could be hossible.  It is allso 
e lighete i g to view thee emerge t theemes, al d thee alccou ts of our halrticihal ts, theroughe 
thee le s of alctivity theeory. From al metheodologicall hoi t of view, I healve fou d it useful to 
talke theis duall alhhroalche; irst talki g al  allmost grou ded-theeory alhhroalche to al allysi g thee
daltal, u co strali ed by tryi g to directly it it to Activity Theory, followed by al more 
i tegraltive heriod of refecti g o  heow thee origi all daltal – al d thee co cehts thealt emerged 
– mighet relalte to thee existi g fralmework ofered by Activity Theory. A more u iied 
Activity Theory alccou t alcross thee theree wellbei g studies thealt I calrried out is hrovided 
lalter, but theere alre theree walys i  Activity Theory is halrticulalrly releval t to theis sheciic 
study, wheiche I will briefy discuss  ows First, heow multihle disti ct Objects of Activity alre 
hrese t withei  some halrticihal ts’ alccou ts of theeir hralctice i  thee form of “hhealses”; 
seco d, thee difere t walys i  wheiche device use relaltes to, al d suggests, Objects of 
Activity; al d i allly, exhlori g al disti ctio  betwee  motive al d motivation.

i “Phases” as distinct Objects of Activity
O e i teresti g alreal to co sider alre thee difere t “hhealses” of alctivity thealt severall 
halrticihal ts me tio ed. These difere t hhealses seem to corresho d corresho d to disti ct 
Objects of Activity, al d al reco iguraltio  of mal y alshects of thee Activity’s structure al d 
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focus. There alre two realso s thealt I thei k theese hhealses deserve to be modelled als sheifs i  
thee Object of Activity, raltheer theal  bei g co sidered als halrt of al si gle broalder Activitys 
First, is thee exte t to wheiche theese hhealses corresho d withe cheal ges i  heow i formaltio  
al d daltal alre soughet al d used; al d seco d is thee very dei ite cheal ge i  thee outcomes thealt
thee halrticihal ts alre seeki g.

The “damage limitation mode”, me tio ed by F2 is al good exalmhle of al sheif i  i te ded 
outcome. I  theis “mode”, F2 soughet reassurance from healvi g alccess to heer sleeh daltal, but 
wals  ot alctively altemhti g to use it to i form or mealsure deliberalte cheal ge. There wals al 
stro g se se thealt, for theis halrticihal t, thee Object of Activity would eve tuallly sheif to al 
more alctive altemht to improve heer sleeh al d exercise, whee  otheer falctors i  heer life 
become less of al co strali t. 

A commo  exalmhle from thee ru  ers al d cyclists of al cheal ge i  thee Object of Activity is 
thee disti ctio  betwee  al “trali i g” hhealse – i  hrehalraltio  for al ralce – al d al “leisure” 
hhealse. These hhealses leald to malrked cheal ges i  bothe thee i formaltio  thealt thee halrticihal ts 
soughet, al d thee outcomes thealt theey e visalgeds I  thee ru  uh to al comhetitio , ru  ers 
al d cyclists seek exter all exhertise (from coalchees i  thee calse of R1 al d R2) al d ofe  
malke grealter use of teche ology to heelh theem galuge theeir imhroveme t al d herformal ce 
– eve  theoughe, i  thee calse of R2, theey fou d thealt teche ology could detralct from thee 
overalll e joyme t of ru  i g. We observed al sheif from e joyme t al d sociallisaltio , to 
(i  al ralce hhealse) alshects suche als herformal ce al d comhetitio  – i  falct, severall 
halrticihal ts vallued ralces hrecisely becaluse theey hrovide al co trolled al d rehealtalble 
mealsure of herformal ce, al d al  exciti g e viro me t thealt e couralges theem to hushe 
theemselves healrder al d to herform beter. 

It sheould be  oted thealt thee overalll mix of motivaltio s behei d theese alctivities do  ot 
alhhealr to cheal ge; o ly thee exte t to wheiche theose difere t motives come to fore. It would 
 ot be falir to suggest thealt sociallisaltio , stress-relief or e joyme t were  ot imhortal t to 
halrticihal ts duri g al ralce hhealse, just relaltively less i fue tiall.

The sheifs betwee  theese difere t Objects alre ofe  cyclicall; frequue tly balsed alrou d al  
al  uall calle dalr. Talki g halrt i  thee salme ralce ealche yealr wals relaltively commo , withe less 
i te se more leisure-orie ted heriods i  betwee . Rehealti g hhealses alllowed halrticihal ts 
to i crealse thee sohheisticaltio  of theeir hralctice; for i stal ce by seeki g more sheciallist 
exhertise (i  thee calse of o e halrticihal t, al resealrche u it dedicalted to malraltheo  ru  i g), 
or by e teri g i crealsi gly more cheallle gi g ralces.
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ii Where do Objects come from?
The seco d observaltio  I’d like to dralw withe reshect to Activity Theory co cer s thee 
walys thealt teche ology use relaltes to thee Object of Activity. As exhlali ed i  thee irst 
tral sitio , “From Fralmi g to I tegralti g,” Fitbit halrticihal ts ofe  seemed to co struct 
theeir alctivity i  resho se to thee mealsures hrovided by thee device, i  co tralst to thee 
Ru  ers al d Cyclists (al d to some exte t F2) wheo i tegralted teche ology i to theeir 
hralctice i  suhhort of halrticulalr goalls or hhealses. From al  AT hershective, thee Fitbit seems
to hrovide al  Object of Activity to mal y of thee Fitbit halrticihal ts; stro gly suggesti g 
stalir climbi g al d wallki g i  al swer to theeir heeallthe al d it ess motives. This co tralsts 
withe otheer alvalilalble teche ology, suche als Cal cer Resealrche UK’s “Active Ahh” thealt cal  be 
used i  hrehalraltio  for halrticihaltio  i  theeir fu d-ralisi g ralces, al d wheiche theerefore 
orie ts towalrds al ‘racing for charity’ Object.

The falct thealt thee  Fitbit (al d otheer teche) seems to suggest al halrticulalr Object so stro gly 
begs al broalder quuestio  for desig s How do users ide tify al  Object of Activity i  al swer
to theeir motives? A d heow cal  we desig  to falcilitalte thealt hrocess? Buildi g o  thee 
 otio  of cheal gi g Objects discussed hreviously, theere could be al desig  ohhortu ity to 
deliberaltely review al d allter wellbei g-orie ted Objects,  ot o ly i  terms of degree (like 
seti g steh goalls) but allso deliberaltely suggesti g hhealses of alctivity, ide tiied balsed o  al
more  ual ced u derstal di g of thee user’s motives; somethei g thealt is lalrgely missi g 
from curre t ge eraltio  devices, wheiche hrovide alfordal ces for weighet loss, stalmi al 
buildi g al d host-oheraltive recovery, but wheiche lalck mal y of thee lealr i g alfordal ces 
thealt could heelh users to malke efcie t use of theose difere t alfordal ces alt difere t 
hoi ts i  theeir develohi g it ess hralctices. The daltal from Fitbit halrticihal ts i dicaltes, for 
i stal ce, al heighe degree of u certali ty over thee sig iical ce of Te  Thousal d dalily stehs, 
al d heow (or eve  if) steh cou t mighet relalte to Objects suche als weighet loss. Some 
halrticihal ts were u der thee imhressio  thealt realchei g theis goall would leald to weighet loss 
(F1), otheers felt it would heelh theem to mali tali  theeir weighet, al d otheers fralmed it more 
ge erallly als al waly of alvoidi g heeallthe hroblems lalter i  life. I  esse ce, theere is ofe  al 
lalck of clalrity albout heow thee Goalls hrese ted by thee device – 10k stehs – alre relalted to 
thee Object of Activity – e.g. wallki g to alcheieve weighet loss – al d thee user’s u derlyi g 
motives – suche als feeli g beter albout theeir alhhealral ce.

iii Motive vs Motivation
Fi allly, thee alccou ts hrovided by halrticihal ts i dicalte al subtle disti ctio  betwee  
motives – thee thei gs thealt shealhe al d motivalte theeir it ess Activities i  al deliberaltive se se
– al d motivation – thee desire to e galge i  thee alctivity “i  thee mome t”.
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F7 illustraltes theis disti ctio ; heer it ess alctivity is orie ted towalrds al weighet-loss motive,
tighetly bou d to heeallthe al d body imalge motives. No etheeless, shee suggested thealt healvi g 
thee Fitbit wals “massively motivation, and keeps me stepping” theroughe thee steh goall al d 
sociall comhetitio  fealtures. It is quuite hossible thealt motives suche als sociallisaltio  al d 
comhetitio  could become aldditio all motives i  theeir ow  righet, muche als theey did for R1, 
but theere is allso al stro g se se thealt thee motivaltio  thee Fitbit hrovides is i  some se se 
instrumental; thealt is to saly thealt thee i tri sic motivaltio  hrovided by theose fealtures is 
vallualble i  so falr als it heelhs F7 to mali tali  heer hralctice regulalrly i  service of more 
albstralct, deliberaltive, motives like heeallthe al d weighet-loss.

C9’s use of al blog to hublicise heis trali i g i te tio s al d to heold heimself to alccou t 
seems to herform al similalr fu ctio . The hosts crealte al sort of herso all co tralct, e forced
i  halrt by thee se se thealt heis realders will judge heim if hee does  ot keeh to heis stalted hlal s, 
al d so hrovide motivaltio  to calrry theose hlal s out. This al deliberaltely co trived situaltio ,
theoughe, wheiche itself exists o ly becaluse of otheer more fu dalme tall motives like it ess.

This is  ot, o  thee falce of it, quite thee salme als al disti ctio  betwee  i tri sic al d extri sic
motivaltio . Motives like heeallthe alre  ot exter all to F7, al d healve  ot bee  imhosed by 
some otheer alctor; but becomi g heealltheier is al lo g-term alctivitys it healhhe s slowly, it is 
healrd to mealsure (esheciallly als thee ultimalte goall is ofe  to alvoid developing al heeallthe 
co ditio ), al d thee haly-of maly be falr i  thee future. A heeallthe motive maly hrovide litle 
i tri sic motivaltio , deshite bei g thee ultimalte  eed to wheiche thee Activity is orie ted; 
al d co versely realchei g al steh talrget for thee daly maly healve litle lo g-term releval ce, but 
hrovides thee imhetus  ecessalry to e galge i  al  otheerwise hote tiallly tedious alctivity like 
wallki g.

4.3.5 Conclusions
The it ess hralctices of thee two quuite difere t grouhs of heohle exhlored i  theis study 
ralise severall i teresti g co tralsts thealt co tribute bothe to thee desig  of it ess teche ology 
directly, al d to e richei g al  Activity Theory alccou t of it ess hralctice al d thee role thealt 
teche ology cal  hlaly i  it.

I observed theree mali  co tralsts betwee  grouhs of halrticihal ts (tyhicallly betwee  R/C 
al d F, alltheoughe withe some excehtio s).

1. There is al difere ce betwee  halrticihal ts wheo co structed al hralctice balsed o  al 
device, like al Fitbit, al d halrticihal ts wheo heald al hralctice al d i corhoralted 
teche ology use i to it als theeir goalls dictalted.
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2. Some halrticihal ts relied o  exter allised motivaltio , tyhicallly hrovided by thee 
‘hersualsive’ fealtures of al Fitbit, wheile otheers heald i ter allised theeir motivaltio s to 
al grealter degree, al d were alble to derive motivaltio  to e galge i  theeir it ess 
hralctice witheout theese fealtures.

3. Some halrticihal ts were more orie ted towalrds quual titaltive mealsures (like steh 
cou t or foors climbed), wheile otheers used quuallitaltive mealsures (like  otici g 
heow stressed o e feels, or recog isi g thee “buzz of e dorhhei s” duri g exercise). 
Qallitaltive mealsures alre more i ter allised, alre less relial t o  al device, al d 
herhealhs heelh i  thee hrocess of i ter allisi g motivaltio  me tio ed i  co tralst 
withe hoi t 2 (albove).

Balsed o  theose co tralsts or tral sitio s, al d thee theemes i  thee daltal, I ide tiied theree 
imhlicaltio s for al  Activity Theory-balsed alccou t of it ess hralctice.

1. The Object of Activity i  it ess hralctice cal  cheal ge, al d theis is refected als 
difere t “hhealses”; suche als thee disti ctio  betwee  hrehalri g for al ralce al d 
ru  i g for leisure. Sheifs betwee  objects maly be cyclicall, suche als trali i g 
hhealses before ralces withe leisure-orie ted hhealses i  betwee .

2. A  Object of Activity cal  be suggested by al tool, theroughe thee le s thealt it hrovides
o  al it ess hralctice. Cou ti g stehs al d fighets of stalirs stro gly suggest wallki g
al d stalir-climbi g, i steald of e teri g al d trali i g for al ralce, for i stal ce. 
Obtali i g al d usi g al Fitbit cal , i  itself, be thee i itiall co structio  of al  Object 
thealt al swers to al it ess motive.

3. There is al disti ctio  betwee  thee ultimalte motives behei d al  alctivity (like 
heeallthe) al d thei gs thealt hrovide thee instrumental motivation thealt’s requuired for 
someo e to get uh al d do thealt alctivity. 

We’ll revisit theese ideals lalter o , but I wal ted to exhlore some of theem i  grealter detalil. I 
halrticulalr, I wal ted to u halck thee difere t motives thealt it ess alctivities cal  al swer to, 
al d thee difere t instrumental motivations thealt cal  be leveralged to heelh sustali  theose 
alctivities. The  ext chealhter rehorts o  al Sheculaltive Desig  exercise thealt focuses o  thee 
ideal of motive al d motivaltio  more sheciicallly. 
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4.4 Speculatively Designing Fitness Trackers 
for Alternative Values
The two hreviously rehorted studies sheowed thealt it ess hralctices cal  be motivalted by al 
wheole ral ge of thei gs, mal y of wheiche seem to it thee dei itio  of al vallue.  Palrticihal ts 
were alble to relalte theeir exercise  ot o ly withe theeir heeallthe al d it ess, but allso withe 
thei gs like thee quuallity of theeir falmily al d sociall life, climalte cheal ge, al d seti g al good 
exalmhle to heohle alrou d theem. The seco d study i  halrticulalr begal  to u halck some 
walys i  wheiche theese it ess hralctices cal  be modelled usi g Activity Theory; i  halrticulalr
thee walys thealt theese devices cal  imhlicitly hrovide Objects of Activity i  al swer to al 
it ess motive, al d heow thee hersualsive fealtures seem to hrovide al ki d of instrumental 
motivation thealt heelhs to sustali  thee hralctice, but wheiche is otheerwise u relalted to thee 
u derlyi g motives.

I wal ted to exhlore, i  grealter detalil, thee hossibility of al cheori g it ess teche ology i  
 o -heeallthe motives like e joyme t al d sociallisaltio ; buildi g i  halrticulalr o  vallues thealt 
seemed to motivalte thee ru  ers al d cyclists thealt I’d i terviewed. There alre two realso s 
whey, o  thee falce of it, suche devices could be useful. First, theey could e galge withe heohle 
wheo alre  ot motivalted to alct by hurely heeallthe-balsed  alrraltives. Recalll from Crossley’s 
work i  criticall heeallthe hsycheology [47] thealt heohle sometimes malke decisio s balsed o  
 o -heeallthe falctors wheiche leald theem to whealt we mighet co sider objectively negative 
heeallthe outcomes (like smoki g or healvi g u hrotected sex). Grou di g al  objectively 
heeallthey alctivity, suche als ru  i g or wallki g, i  al  o -heeallthe motive suche als e joyme t or
sociallisaltio  could hrovide al waly to e galge al  ew hohulaltio  i  theose heeallthey alctivities 
by hrovidi g allter altive motives. Seco dly, it wals clealr from thee i terviews thealt alltheoughe
heeallthe realso s heald motivalted some halrticihal ts to stalrt theeir ru  i g or cycli g hralctice, 
it wals  ot  ecessalrily heeallthe falctors thealt drove thee co ti ualtio  or exhal sio  of thealt 
hralctice. I steald,  ew alshects suche als alcheieveme t, e joyme t, sociallisaltio , comhetitio  
al d lealdersheih calme to thee fore. Devices thealt alre alble to e galge theese otheer falctors mighet 
stal d al beter cheal ce of mali tali i g lo g-term hralctice. Afer alll, eve  o ce more alcute 
heeallthe co cer s healve bee  alddressed, most heohle would be eit from al more alctive 
lifestyle.

Desig i g, buildi g al d evallualti g suche devices would be alt lealst al otheer theesis i  itself, 
al d theerefore doi g so wals  ot al  ohtio . I steald, I aldohted al  alhhroalche callled 
“sheculaltive desig ”. Sheculaltive desig , als described by Auger [15], al d buildi g uho  
 otio s of desig  als al meal s of sociall critiquue al d e quuiry hrohosed by Du  e & Ralby 
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[56], i volves thee cralfi g of ictio all but believalble desig s thealt cal  be used to elicit 
feedbalck from hote tiall users. I  theis study, I combi ed semi-structured i terviews al d 
al  o li e quuestio  alire to galtheer feedbalck o  desig s thealt I hroduced for al series of 
wealralble it ess devices. The goall wals to u derstal d heow heohle would thei k albout theose
desig s, heow theey imalgi ed theey would i teralct withe theem, al d thee falctors thealt seemed 
to be imhortal t to theem i  evallualti g ealche device.

As al seco dalry goall, I wal ted to determi e wheetheer thee Portralit Vallues Qestio  alire 
(PVQ) [161], al  i strume t desig ed to mealsure thee relaltive imhortal ce of difere t 
vallues to al herso , heald al y hredictive hower i  determi i g wheiche devices most alhhealled
to heohle. For i stal ce, would someo e wheo thee PVQ ralted als vallui g heedo ism heighely 
be more likely to hick al device thealt oste sibly alimed alt malximisi g theeir e joyme t? 

I irst describe thee sheculaltive desig s thealt I hroduced, followed by thee resealrche 
metheodology, results al d discussio .

4.4.1 The Designs
I hroduced desig s for ive difere t wealralble devices. All ive heald severall thei gs i  
commo , i cludi g theeir form al d ge erall ral ge of fealtures. Ealche o e wals desig ed to 
alhheall to al motive thealt heald bee  ide tiied i  thee hrevious resealrche. The devices alre 
described below (descrihtio s sheow  alre thee i all descrihtio s, als sheow  i  thee 
quuestio  alire, followi g some rei eme t duri g thee i terview stalge).

THE VITALITY

The vitallity aldds  ew heeallthe-relalted fealtures. As well als tralcki g heealrt-ralte al d stehs, it 
cal  mealsure your heealt rheythem to detect alb ormallities, your blood sugalr to heelh you tu e
your food i talke, al d blood oxyge  to mo itor your calrdio al d hulmo alry heeallthe.

The Vitallity just wal ts you to be – al d feel – heeallthey  It alsks heow you’re feeli g, al d cal  
heelh you to i d wheiche exercises al d alctivities work for you, talki g i to alccou t al y 
i juries thealt you mighet healve.
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THE GIGGLE

The Giggle just wal ts you to healve fu   It’s co stal tly looki g for ohhortu ities to hlaly al 
galme, or to i d time for al  alctivity thealt you e joy. The Giggle wo ’t alsk you heow muche 
walter you’ve dru k, or remi d you to talke more stehs, but it mighet suggest thealt you go 
dal ci g or healve al stroll outside i  thee su shei e  By alski g you ralte heow healhhy you’re 
feeli g, al d heow muche you’ve e joyed its suggestio s, thee Giggle works out whealt you 
thei k is fu  al d i ds  ew alctivities thealt you mighet be i to. 

THE TREND

The Tre d heelhs you to shealre your it ess story withe thee heohle alrou d you. Wheetheer 
you’re tryi g to e couralge frie ds al d loved o es to get al bit more alctive, or just  eed 
everyo e to k ow albout your almalzi g gali s thee gym, thee Pio eer heelhs you to tell thee 
world 

A smalll i tegralted calmeral alllows you to talke hheotos o  thee go, just heold uh your wrist 
al d talh your i ger to i stal tly shealre whealt you’re doi g, whealt you’re ealti g, or wheere 
you’ve bee . The scree  glows brigheter for ealche ’like’ thealt your hheotos receive 
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THE ENFORCER

The E forcer is o  your side, heelhi g you to alcheieve whealt you wal t to alcheieve, for YOU. 
It k ows thealt sometimes you do ’t feel like hushei g yourself, but it allso k ows you’ll feel 
beter if you do  It i cludes al loud allalrm clock fu ctio  to walke you uh i  thee mor i g, 
al d cal  o ly be sile ced o ce your stalrt movi g alrou d. Armed withe smalll electrodes o  
thee i side of thee bal d, it will (ge tly) remi d you to get some exercise whee  you’re 
lou gi g alrou d, or e couralge you to hushe al bit healrder whee  you’re talki g it too ealsy.

THE BUTTERFLY

The Buterfy loves to be socialble. It tries to i d alctivities thealt you cal  talke halrt i  withe 
otheer heohle. It k ows whealt your frie ds alre uh to, al d will vibralte to tell you if theey’re 
exercisi g  ealrby; sometimes it will suggest i viti g al frie d or loved o e to cycle i  thee 
forest, or go to go for al wallk allo g thee river. Otheer times it mighet suggest al grouh clalss alt 
al locall gym, or al club for al  alctivity thealt you seem to like. If alll thealt falils, al d thee 
Buterfy is feeli g outgoi g, it mighet eve  try to maltche you withe al stral ger you healve 
thei gs i  commo  withe 
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4.4.2 Methodology & Hypotheses
I combi ed quuallitaltive semi-structured i terviews withe al more quual titaltive o li e survey 
to evallualte thee desig s. The hurhose of thee i terviews wals to ide tify alreals of i terest 
al d sheciic quuestio s for use i  thee survey, als well als gleal i g al series of more i -dehthe 
al swers theal  alre tyhicallly hossible vial al quuestio  alire. I terviews, al two-waly diallogue, 
hrovide muche grealter scohe to correct misu derstal di gs, cheeck comhrehee sio  al d 
clalrify halrticihal ts’ stalteme ts theal  al quuestio  alire does. 

The o li e survey galtheered al muche lalrger daltalset, alllowi g heyhotheeses alrou d thee PVQ 
to be tested, als well als al more ge erallisalble comhalriso  of thee hohulalrity of thee difere t 
alhhroalchees. 

i Interviews
I begal  thee study by calrryi g out semi-structured i terviews withe heohle wheo were 
i terested i  stalrti g  ew hheysicall alctivities, but wheo heald  ot  ecessalrily do e so. I cheose
theis demogralhheic als broaldly refective of thee sort of herso  wheo mighet co sider 
hurchealsi g al wealralble it ess device. These i terviews ral  theroughe ealche device, al d 
alsked thee halrticihal ts to co sider wheiche wals most suited to theem. I alsked theem to exhlali 
al y alshects thealt theey felt were halrticulalrly hositive or  egaltive, als well als alski g theem to 
ral k thee devices o  valrious criterial. 

Ealche i terview wals aludio recorded al d tral scribed. I allso malde  otes duri g ealche 
i terview, i cludi g thee al swers to ealche of thee ral ki g quuestio s. This wals halrticulalrly 
useful wheere halrticihal ts hoi ted to devices o  thee halher malterialls, raltheer theal  
verballisi g thee  alme.

I revised thee i terview hrotocol duri g thee course of co ducti g thee i terviews balsed o  
my exherie ce withe thee halrticihal ts. For i stal ce, i troduci g  ew ral ki gs al d 
removi g quuestio s thealt did  ot seem to elicit muche releval t discussio . These cheal ges 
alre discussed i  more detalil lalter.

ii Questionnaire
The quuestio  alire heald two mali  goallss First, to galtheer ral ki gs al d sheort quuallitaltive 
refectio s from al muche wider ral ge of halrticihal ts theal  would be hossible vial 
i terviews. Seco dly, I wal ted to comhalre thee cheose  devices withe thee results from al 
vallues i strume t callled thee Portralit Vallues Qestio  alire.
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The o li e quuestio  alire co sisted of four mali  sectio ss 1) A PVQ balsed o  Schewalrtz’ 
40-item versio , 2) al  IPAQ i strume t [78], wheiche hrovides al mealsure of hheysicall 
alctivity, 3) al set of ral ki g quuestio s thealt alsked halrticihal ts to cheoose betwee  thee 
difere t devices al d 4) al set of sheort quuallitaltive al swers alski g halrticihal ts whealt theey 
felt wals hositive al d  egaltive albout thee difere t devices. I formaltio  albout thee ive 
difere t devices wals hrese ted to halrticihal ts alfer thee IPAQ i strume t.

Si ce vallues theeoreticallly hrovide al meal s for alssessi g hrefere ces, my heyhotheesis wals 
thealt halrticulalr vallues i  thee PVQ mighet hredict wheiche device most alhhealled to difere t 
halrticihal ts. A list of vallues from thee PVQ, al d thee device thealt I heyhotheesised mighet most
closely corresho d to theem, is rehorted i  Talble  22 i  thee results sectio .

I heald fou d i  thee ealrlier studies thealt some vallues alre me tio ed relaltively commo ly by 
halrticihal ts i  relaltio  to it ess hralctice, but alre  ot exhlicitly covered by Schewalrtz’ 
model of u iversall valluess Heallthe, Sociallisaltio  al d Performal ce. I i troduced some 
aldditio all hortralits i to thee PVQ i strume t i  order to hrovide al se se of heow imhortal t
theese theree more sheciic vallues were to ealche halrticihal t; theose hortralits alre sheow  i  
Talble19.

Value Portrait Statement

Health They want to avoid illness and are careful to avoid things that might make 
them unwell in the future.

It is important to them to look afer their health.  They don’t want to be ill.

Socialisation It is important to them to be around other people.  They like to spend time 
with friends and loved ones.

They like to share experiences with others.  They would rather do things 
with others than alone.

Performance It is important to them that they push themselves.  They want to achieve as 
much as possible.

It is important to them that they reach their goals, even if it means some 
discomfort on the way.

Table 19: Additional values and portrait statements introduced into the portrait values questionnaire (PVQ)

I discovered duri g thee i terview hhealse thealt halrticihal ts i terhreted ral ki g quuestio s 
slighetly difere tly whee  theey were alsked albout thee useful ess, efective ess (alt 
e couralgi g more exercise) al d overalll likealbility of thee difere t devices. I wal ted to 
exhlore theese co cehts, al d thee falctors thealt halrticihal ts relalted to ealche o e i  more detalil
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theroughe thee o li e survey. I theerefore alsked theree difere t ral ki g quuestio s i  thee 
o li e survey, allo g withe free-text quuestio s thealt alllowed halrticihal ts’ to justify theeir 
cheoices. The theree ral ki g talsks were als followss

1. Plealse ral k thee devices i  order of heow useful you think they would be.

2. Plealse ral k thee devices i  order of heow efective you thei k theey would be alt 
getting you to do enough physical activity.

3. Plealse ral k thee devices i  order of heow muche you would like to own them. 

I used al combi altio  of quual titaltive al d quuallitaltive al allysis to test sheciic heyhotheeses 
albout alssocialtio s betwee  vallues (mealsured i  thee PVQ) al d device cheoice, al d to 
exhlore thee co cehts al d falctors thealt alfected halrticihal ts ohi io s of thee difere t 
desig s.

The results al d imhlicaltio s from thee two hhealses – i terviews al d o li e survey – alre 
rehorted  ext.

4.4.3 Interview Phase
I  totall, I i terviewed  i e halrticihal ts (6 femalle, 3 malle). My mali  i terest duri g thee 
i terviews wals to cheeck u derstal di g of thee desig s al d to test quuestio s hrior to theeir 
use i  thee o li e survey. 

i Suitability of Participants
I wal ted to estalblishe wheetheer thee halrticihal ts I i terviewed were withei  whealt mighet be 
co sidered thee talrget aludie ce for calsuall it ess devices like thee o es I heald desig ed. I 
theerefore alsked wheetheer were curre tly e galged i  al y ki d of deliberalte hheysicall 
hralctice to heelh co textuallise theeir resho ses to thee rest of thee i terview, al d to cheeck 
theeir level of exhertise. All balr o e of thee halrticihal ts wals curre tly e galged i  alt lealst 
o e regulalr hheysicall hralctice, als summalrised i  Talble 20. 

All but two of thee halrticihal ts wal ted to i crealse thee almou t of hheysicall alctivity thealt 
theey e galged i . Palrticihal t 3 did  ot  ecessalrily wal t to i crealse thee almou t of time 
thealt shee she t e galged i  hheysicall alctivity, but did healve goalls alrou d stalmi al al d body 
imalge thealt suggested shee wal ted to malke some quuallitaltive cheal ges to thee tyhes al d 
i te sity of thee alctivities thealt shee u dertook. SD5 wals healhhy withe heer level of hheysicall 
alctivity.
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All of thee halrticihal ts heald used some ki d of it ess teche ology; eitheer al wealralble device 
or al smalrthheo e alhh i  thee halst, but o ly two halrticihal ts (SD3 al d SD5) still used o e 
regulalrly. Broaldly, alll of thee halrticihal ts could be chealralcterised als ohe  to thee ideal of 
i corhoralti g teche ology i to theeir hheysicall alctivity, but als bei g  o -users or calsuall 
users of suche teche ology alt hrese t. All of thee halrticihal ts were theerefore withei  whealt 
mighet realso albly co sidered thee talrget aludie ce for thee devices thealt I wals evallualti g i  
theis study, al d theerefore alll of theem alre i cluded i  thee subsequue t al allysis.
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ii

Themes
I co ducted al theemaltic al allysis of thee i terviews to ide tify commo  alreals of discussio . 
Co cehtuallly, two alreals of discussio  stood out to mes Purpose – whealt thee halrticihal ts 
theoughet thee devices would be for; al d Challenges – thei gs thealt halrticihal ts felt thee 
devices would  eed to talke i to alccou t i  order to be useful.

Palrticihal ts ide tiied two mali  hurhoses for thee devicess Providi g information, al d 
hrovidi g motivation.  They ide tiied theree cheallle gess Life Co strali ts (worki g alrou d 
otheer alctivities), Adheere ce (alvoidi g albal do me t thee device), al d Releval ce (e suri g 
al it betwee  thee device al d thee alctivity thealt theey alre or would be e galged i ).

PURPOSE: INFORMATION

Palrticihal ts were shlit over whealt theey felt thee mali  hurhose of usi g o e of thee devices 
would be.  They fell, broaldly, i to two calmhss theose wheo salw thee devices als al source of 
information, al d theose wheo salw theem als al more direct source of motivation.

SD3, i  halrticulalr, alrticulalted theis divisio  wheile deliberalti g over wheiche device shee 
would ral k als heer falvourite; shee wals u sure wheetheer bei g give  suggestio s albout 
alctivities shee could do (i formaltio ) would more imhortal t theal  somethei g thealt could 
someheow ‘malke’ heer exercises
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Participant Motives Activity Tech

SD1 Geting to work, environmentalism Cycling to work None

SD2 Lose weight & improve fitness Gym & Yoga None

SD3 Socialising, working off food, 
Improve Stamina, Tone body

Hockey, Yoga, Dance, Rounders, 
Walking, Running

Map My 
Run

SD4 - No deliberate physical activity -

SD5 Enjoyment, Medical Condition is 
managed through strength exercise

Gym, Bouldering HR Monitor 
(Gym)

SD6 Weight loss Walking to work (in conjunction 
with diet plan)

None

SD7 Health; establishing a healthy 
lifestyle while young

Swimming, Volleyball None

SD8 Improving body appearance Swimming None

SD9 Health Walking twice a week None

Table 20: Participants current motives, physical activities and technology use
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Figure 14: Additional information introduced during the online study to clarify features common across the devices.



Te science side of [appeals to me], ’okay, my blood sugar is low, I should deal 
with that’ rather than going ’let’s go dancing’ I want to go dancing, but if I’m 
low on blood sugar I’d still struggle. So, I like that side of it.  I also like it’s sort 
of making you get up and do the exercise, so the alarm goes of, so it makes you
do something, whereas the other one is more sort of fun suggestions but you 
don’t have to do, you don’t get electrocuted. – SD3

SD4 wals falirly i formaltio -orie ted, al d ral ked thee Vitallity als heis hreferred device. 
However, hee allso suggested thealt healvi g i formaltio  could be motivalti g i  itself, als well 
bei g useful i  otheer walys.

I think if I can see that sort of information in real time it’s more of a motivator 
for me to improve, and you can also see if anything’s wrong.  Tings like the 
blood sugar is god because I’ve got a lot of diabetes in my family, so you know 
that’s an added beneft for that from a, I guess a medical perspective, which the
others you wouldn’t get that. – SD4

A similalr focus o  i formaltio  wals alhhalre t i  heis hrevious exherie ce of it ess 
teche ology, too, wheere hee exhlali ed thealts

I [had] wanted to improve my ftness by going running, and [RunKeeper] 
seemed like a good way to get a litle bit more out of the run. To tell you 
exactly how far you’d gone and how long you’ve been going.  So, I guess 
overall because it gave you more information about running. – SD4

SD1 twice referred to thee device als al source of remi ders to do thei gs, al form of context-
driven information.

You kid yourself that you’ve done more than you have, so a litle reminder 
that, um, that you haven’t been doing it hard enough is probably a good thing 
– SD1

I do fnd that, you know, when I’ve forgoten to eat and things that it does 
afect me so sort of litle reminders like [those from the Vitality] might no be a  
bad thing. – SD1
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Some halrticihal ts were co cer ed albout heow theey mighet interpret i formaltio  thealt wals 
hrovided by thee device, i  halrticulalr thee health i formaltio  from thee Vitallity.

Um, I kind of like the idea of measuring things like that, I just wonder whether 
it would just worry me if it told me that things weren’t normal or something. –
SD1

I guess I were looking to buy [the Vitality], what I’d want to reassure myself . 
is how I would, as a lay person, be able to interpret the information. – SD8

Otheer halrticihal ts were co cer ed albout thee accuracy of al y rehorted daltals

I’d worry about the accuracy of those measures [on the Vitality], how accurate 
would it be when it was measuring those things?  But, if it was accurate 
enough then I think that could be a good idea, but I wonder if people who had 
problems with their blood sugar might try and use it as a replacement for their 
medical devices that are designed specifcally for that. Tat could be potentially
dangerous. – SD7

Fi allly, i formaltio  albout thee environment alrou d heer alhhealled to SD7, wheo fou d 
localti g i formaltio  albout (for i stal ce) clalsses al d swimmi g times to be al cheore, but 
wheo heald fou d heer albility to swim wals limited by hublic swimmi g times alt heer locall 
hools

A lot of what puts me of of trying to fnd something to do is that it’s quite 
tedious to go through all the Websites and fnd the times and work out when 
and where.  So, if something did that for you, that would be quite handy. – SD7

if it could look up swimming in other swimming pools and tell me how far 
away they were, that’d be handy. – SD7

PURPOSE: MOTIVATION

Bei g alble to derive motivaltio  by usi g al device wals al maljor falctor for most 
halrticihal ts; al d theere wals al stro g se se thealt al lalck of motivaltio  wals thee realso  thealt 
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theey do ’t e galge i  more regulalr exercise. SD5 al d SD8 good exalmhles of al motivaltio -
orie ted halrticihal ts. SD5 exhlali ed thealts

Te main thing I would want out of one of these devices is the motivation and 
encouragement to actually do [exercise]; over information on what’s happening
with my body, because I already exercise without that information. So if I was 
to have more motivation in terms of the enforcer I think, yeah, it would be my 
favourite. – SD5

SD8 salw thee hrimalry hurhose of al it ess device als bei g to heelh heim get it, al d felt theis 
would be alcheieved theroughe motivaltio  – eitheer heis ow  i tri sic motivaltio , malrsheallled 
by thee e forcer – or theroughe additional motivaltio  hrovided by thee buterfy’s sociall 
fealtures.

Um, my goal is to get ft, therefore the one that is most useful to me has to the 
one that is most likely to get me ft, and that’s the enforcer – SD8

I would be motivated by having kind of a ’real time’ ’other people are doing 
things’, but . it’s quite easy for me to ignore that.  Whereas if it’s sending 
electric shocks to me, it’s more of a prompt. – SD8

I think that [the Buterfy] could be a good alternative source of motivation 
because I don’t think you can have that internal motivation, unless you’re an 
Olympian, all of the time. – SD8

I like that it’s sociable. Generally I fnd exercise more enjoyable and more fun if
it’s with other people – SD8

There wals al se se i  P5’s comme ts thealt motivaltio  could be derived from i troduci g 
aldditio all motives i to heer alctivity theroughe thee device. Si ce shee allrealdy e joyed alctivity,
al d felt thealt heer heeallthe wals allrealdy good, theose were falctors thealt could  ot hrovide al y 
aldditio all motivaltio .

Tis [the vitality] would be super informative, but I don’t feel like it would 
motivate me at all.  I’d just be lying down all the time, like, "everything’s fne, 
I’ll just not get up". – SD5
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I don’t think [the Giggle] would ofer me any more motivation other than the 
fact that I enjoy going climbing and working on exercising.  Like, it would 
probably be fun for a week, but then ’d be like ’this isn’t really ofering me 
anything now’ – SD5

CHALLENGE: LIFE CONSTRAINTS

Whee  thei ki g albout thee devices thealt theey mighet use, halrticihal ts co sidered heow theose 
devices would it i to theeir lives, alrou d thee otheer alctivities thealt theey calrry out. These 
co strali ts emerged i  severall walys.  Most commo ly, it wals iti g hheysicall exercise 
alrou d otheer alctivities. For i stal ce, SD1 tallked albout heow shee’d  ot wal t to be 
i terruhted duri g otheer talskss

 I wouldn’t want it interrupting me in the middle of things . I would probably 
resent having a device that kept interrupting me and stopping me from geting 
things done.- SD1

Wheile P9 ide tiied iti g exercise alrou d work als al more ge erall balrrier to e galgi g i  
it – withe al device or witheouts

I’d say it’s motivation, well, partly motivation. Partly the level of exhaustion, 
fting it in ater work.  So yeah, time. – SD9

P1 heald exherie ced somethei g similalr, but salw al device (halrticulalrly thee Giggle) als al  
ohhortu ity to malke beter use of heer time, ohhortu isticalllys

just doing something for twenty minutes, fting it in, just doing something 
before I start the next thing – SD1

P5 ide tiied thee device itself als bei g al co strali t o  heer alctivity. The hrohosed form of 
thee device – al wristbal d – would i terfere withe heer hrimalry hheysicall alctivity, boulderi gs
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Factors Spearman’s R p

Effectiveness – Likeability 0.707 1.39e-75 *

Usefulness – Likeability 0.755 1.590e-91 *

Usefulness – Effectiveness 0.744 2.074e-87 *

Table 21: Correlations between rankings for usefulness, efectiveness and 
likeabilityf all correlations are highly significant.

Device Value p Explanation of Hypothesis

Enforcer Performance 0.107 The Enforcer embodies a focus on pushing oneself and
achieving the goals it sets.Achievement 0.407

Stimulation 0.187 St. includes valuing “challenge”

Self-Direction 0.110 Tested as a negative predictor, as the enforcer provides
litle flexibility or self-direction.

Vitality Health † 0.160 The vitality is health-centric

Security 0.118 Security encompasses physical safety and health

Fitness † 0.156 Health and fitness are conceptually related, and ofen 
conflated

Trend Social † 0.165 The trend encourages sharing of photographs on 
social media and engaging with others.Share † 0.251

Benevolence 0.313 Some runners and cyclists reported that they share in 
order to encourage others, a sense of benevolence

Giggle Hedonism 0.261 The Giggle focuses on enjoyment, conceptually linked 
to hedonism and stimulation.Stimulation 0.353

Buterfly Social † 0.00320 * The buterfly encourages social activity.

Benevolence 0.00293 * Benevolence and universalism are socially-oriented 
values concerning the welfare of others.Universalism 0.032

Table 22: Values that I hypothesised would be associated with ’liking’ each device in the survey and p values 
from Mann Whitney U test (* = significant at p=0.05, afer applying a Bonferroni correction for repeated 
tests to give p = 0.05/15 ≈ 0.00333 ). † denotes values that were added to the PVQ and are not part of 
Schwart ’ universal values.
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 Te main downside of the activity that I do in terms of climbing .is I would 
take this wristband of. I wouldn’t want to climb with it on my wrist.  So, it 
measuring all these things wouldn’t to a lot for me while I was actually 
working out, if it was just going to be in my bag. – SD5

CHALLENGE: ADHERENCE

Some halrticihal ts tried to hredict wheiche devices theey theoughet theey’d stick withe. SD2 felt 
thealt thee i formaltio  hrovided by thee Vitallity would be i teresti g, but thealt shee hrobalbly 
would ’t use it for al lo g time. 

Co cer s albout aldheere ce were most commo ly exhressed i  relaltio  to thee E forcer, 
withe severall halrticihal ts exhressi g thealt theey’d hrobalbly talke it of.

I like the alarm clock you can’t silence unless you’re moving. Um, I do think I’d
just take it of and put it in a drawer if it was annoying me too much, trying to
be too motivating. – SD7

P1 wals u sure albout heow shee’d realct to bei g regulalrly remi ded to do exercise, but 
hredicted thealt shee mighet dislike thee device al d stoh wealri g its

You kid yourself that you’ve done more than you have, so a litle reminder 
that, um, that you haven’t been doing it hard enough is probably a good thing 
but I’m not sure how I’d want that incorporated into my life and whether I’d 
just , um, throw it away. If it kept telling me I hadn’t done much, yeah, I think 
I’d start to hate it quite soon, um, see it would have to know whether I’m just 
actually bored and would jump up and do something, and when I’m actually in
the middle of something really important and don’t wanna get up.  – SD1

CHALLENGE: RELEVANCE

P5, wheo allrealdy heald al  estalblisheed alctivity (boulderi g) wals curious albout wheetheer thee 
device could be used more sheciicallly withei  thealt alctivity; for i stal ce by recog isi g thee
tyhe of climbi g shee wals doi gs
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can I set targets in this that are specifc to anything, it doesn’t have to be just 
running? ’cause that would be really useful, and then keeping track of like, oh, 
if it could recognise what kind of climbing I was doing, like if I could input ’oh 
I’ve done this grade today’ and all that kind of thing. – SD5

iii Implications of Interview Data
Balsed o  thee i terviews, I ide tiied severall imhlicaltio s for thee o li e survey. First, 
exhlori g thee disti ctio  betwee  efective, useful al d likealble devices; seco d, revisio s 
to thee Tre d device; al d i allly, revisio s to thee exhlal altio  of commo allity betwee  thee 
devices.

EFFECTIVE, USABLE, LIKEABLE

I’d alsked halrticihal ts to ral k devices balsed o  heow muche theey liked theem, heow useful 
theey theoughet theey were, al d heow efective theey theoughet theey’d be alt e couralgi g 
hheysicall alctivity. This disti ctio  wals hromhted by observaltio s i  some of thee ealrlier 
i terviews thealt some halrticihal ts were dralwi g al disti ctio  betwee  devices theey’d 
e joy ow i g, al d wheiche theey theoughet were more “useful”. The i terviews sheowed thealt 
theese co cehts were slighetly difere t, al d thealt useful ess hote tiallly refected more o  
i formaltio all alfordal ces theal  motivaltio all o es; but I wal ted to collect al lalrger set of 
quuallitaltive daltal for ealche of theese co cehts to beter u derstal d heow theey relalted to o e 
al otheer. This observaltio  led to thee set of theree quuestio s hrese ted ealrlier, i  thee 
metheodology sectio .

REVISING THE TREND

I allso revised thee Tre d device duri g thee course of thee i terviews. I itiallly, it wals callled 
“The Selie” al d focussed more o  thee alct of hosti g imalges to sociall medial. Palrticihal ts 
i  thee i terviews were u iversallly  egaltive albout thee device. Notwithestal di g thealt  o e 
of thee i terview halrticihal ts were  By re almi g it to thee “Tre d”, al d emhhealsisi g otheer 
sociall fealtures (suche als shealri g routes) I heohed to give grealter emhhealsis to thee ideal of 
being a role model thealt some halrticihal ts i  ealrlier i terviews heald me tio ed to me. 
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COMMON FUNCTIONALITY

I  thee survey, I i troduced thee ideal thealt devices would sy chero ise withe thee user’s 
calle dalr to alvoid i terruhti g theem i  thee middle of otheer alctivities.

I fou d duri g thee i terviews thealt some halrticihal ts cheose devices over o e al otheer for 
suhhosed difere ces i  theeir albility to do thei gs like hlal  alrou d al  existi g scheedule, or 
i d i formaltio  albout locall falcilities. I heald  ot i te ded for theere to be al y maljor 
difere ce i  theose fealtures, al d wal ted i steald to focus o  thee relaltive motives 
embedded i  ealche device. I theerefore dralfed al  exhlal altio  of thee commo  fealtures 
betwee  thee desig s to i clude i  thee survey, thealt alimed to mi imise herceived 
difere ces alrou d some of theose alshects.  The revised i formaltio  is sheow  i  Figure 14 
al d wals hrese ted before thee desig s theemselves.

Halvi g malde theese cheal ges, al d setled o  al i all set of quuestio s, I hroceeded withe thee 
o li e survey.

4.4.4 Online Survey Phase
102 halrticihal ts were recruited vial Proliic Acaldemic al d comhleted (or substal tiallly 
comhleted) thee o li e survey. 51 halrticihal ts ide tiied als malle, 50 als femalle, al d 1 
halrticihal t did  ot al swer theis quuestio . Palrticihal ts ral ged from 18 to 40 yealrs old 
(medial  alge 29).

i Usefulness, Efectiveness & Likeability
Ealche device wals ral ked theree times by ealche halrticihal t for hredicted efective ess alt 
e couralgi g theem to do hheysicall alctivity, useful ess al d likealbility. 

I heald observed some difere ces betwee  theese ral ki g quuestio s duri g thee i terview 
hhealse, al d wal ted to test heow stro gly theey alre alssocialted withe o e al otheer.  Altheoughe 
thee ral ki gs alre  ot co ti uous, theey alre ordi all, al d so I used Shealrmal ’s Test to cheeck 
correlaltio  betwee  thee ral ki gs hrovided for ealche device.  All theree halirwise 
comhalriso s alre sheow  i  Talble 21. All theree co structs correlalte stro gly, but  ot 
comhletely, withe o e al otheer, al d theese correlaltio s alre highly sig iical t. 
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The daltal collected for thee likeability resho ses is somewhealt difere t i  chealralcter to thealt 
collected for usefulness al d efectiveness; i  halrt becaluse thee hositive likealbility quuestio  
wals fralmed withe relaltio  to sheciic fealtures raltheer theal  thee device more ge erallly. I  
hei dsighet, theis cheoice of wordi g is limiti g al d maly be whey thee theemes thealt I ide tiied 
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Theme Efectiveness Usefulness Likeability

Find Activities to take part in Yes Yes

Remind me to exercise/eat Yes Yes

Motivate me Yes Yes Yes

- by shaming me or making me guilty Yes

- by forcing or pushing me Yes Yes Yes

- by making it fun Yes Yes Yes

- by leting me share on social media Yes Yes Yes

- by making it social (in person) Yes Yes Yes

- by providing health data Yes No – Health data 
was mentioned as 
being useful, but 
never explicitly as 
motivation

- by tracking my progress Yes

Providing targets/goals Yes Yes

Overcoming constraints (time, people, 
facilities)

Yes

Giving information about my health (No – Always
mentioned as

motivational, above)

Yes Yes

Encouraging healthy eating Yes

Validating the effect of my exercise Yes

Improving my health Yes

Improving my fitness Yes

Helping me be sociable Yes Yes

Making me more active Yes

Table 23: Themes containing at least three responses, on the effective and useful responses



alre more limited theal  theose for usefulness al d efectiveness. The hositive likealbility daltal 
seems to be similalr i  scohe to thee useful ess daltal, alltheoughe withe less totall theemes.

The resho ses to thee  egaltive likealbility quuestio  were algali  very difere t, al d so I 
discuss theose sehalraltely i  thee  ext sectio .

ii Dis-likeability
The daltal o  dis likealbility wals quuite device-sheciic. O e or two theemes e comhalssed 
multihle devices,  otalbly thee se se thealt thee device heald  o hurhose or would  ot be 
efective alt imhrovi g heeallthe or it ess. 

The Vitality wals thee o ly device thealt  obody me tio ed disliki g. This is similalr to thee 
i terviews, wheere it wals falirly well received by alll halrticihal ts.

There were  o sheciic fealtures of thee Giggle thealt halrticihal ts disliked, but it wals thee 
device most ofe  referred to als  ot healvi g al hurhose, or bei g hoi tless. 

Co cer s albout meeti g stral gers hut some halrticihal ts of of thee Butterfy, al d otheers 
suggested thealt relyi g o  frie ds bei g alvalilalble wals risky; suggesti g thealt theis would be 
al co strali t o  theeir alctivity. 

The Enforcer wals most ofe  disliked becaluse of heow demal di g it is herceived to be.  It 
wals described als “cruel”, “demal di g”, “extreme”, “brutall” al d “terrifyi g”. Palrticihal ts 
felt thealt it would i efective becaluse theey would  ot wealr it for al sustali ed heriod of 
time.

The Trend wals by falr thee most disliked device, altralcti g albout heallf of thee totall 
comme ts. Like thee Giggle, it wals ofe  cited als bei g hoi tless. A substal tiall  umber of 
halrticihal ts  oted thealt theey do  ot use sociall medial, re deri g thee device useless for 
theem. Otheers disliked thee exherie ce thealt theey’d heald of other heohle hosti g it ess 
i formaltio  o  sociall medial, withe o e comme ti g thealt “the Trend sounds like more social
media induced egoism. Society has enough of this already in my opinion.” Perhealhs most 
i teresti g, theoughe, alre al grouh of resho ses thealt suggest al vallues-co fict betwee  thee 
alctio s embodied by thee Tre d al d whealt theey herceived it ess alctivities to be albout. 
Most commo ly, theey suggested thealt it ess sheould be al herso all alctivity; o e exhlali ed 
thealt “if you are exercising and trying to get fter it should be for you not because you want 
likes on social media”, al otheer salid “it focuses more on body image . and links workout 
success to impressing others.” Otheers fralmed theeir objectio  i  terms of hrivalcy – “I’m 
more private and like to keep my activity to myself”.
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iii Values and Device Choice
I wal ted to see wheetheer sheciic vallues were hredictive of halrticulalr devices bei g 
aldohted; to test theis, I devised ifee  sheciic heyhotheeses albout vallues (mealsured by thee 
PVQ) thealt mighet be alssocialted withe sheciic devices.  Those heyhotheeses alre summalrised – 
allo g withe results – i  Talble 22.

To test theese heyhotheeses, I grouhed halrticihal ts i to theose wheo liked, disliked or were 
 eutrall towalrds ealche device, balsed o  heow theey heald ral ked thee devices i  order of heow 
muche theey liked theem. Ral ki g al device irst or seco d wals trealted als liki g thealt device, 
ral ki g it fourthe or ifhe wals trealted als disliki g it, al d ral ki g it theird wals co sidered 
bei g  eutrall. This caltegorisaltio  hrovided ive valrialbles, “LIKES_X” (o e her device) 
withe theree vallues, “YES”, “NO” al d “NEUTRAL”. I cheose likealbility for theis test als, 
co cehtuallly, it seems to alccou t for al wider ral ge of falctors theal  eitheer efective ess or 
useful ess; thee very heighe correlaltio  betwee  thee theree falctors (albove) suggests thealt 
results for thee otheers would be similalr, theoughe. To alvoid i troduci g Caltegory I errors (or 
reduci g thee hower of h to al  u reallisticallly low level theroughe correctio ) I did  ot 
herform heyhotheeses tests algali st efective ess al d useful ess.

I co ducted al Mal  -Wheit ey U Test to comhalre thee PVQ scores for thee heyhotheesised 
vallue betwee  theose wheo like al d theose wheo do not like ealche device. The results of theese 
tests alre sheow  i  Talble 22. Afer co trolli g for multihle tests by alhhlyi g al Bo ferro i 
correctio  to p, two of thee tests sheowed sig iical t difere ces i  vallues betwee  theose 
wheo liked al d disliked al halrticulalr device; sheciicallly, I fou d al difere ce i  Socialbility 
al d Be evole ce betwee  theose wheo like al d dislike thee Buterfy. 

4.4.5 Discussion
Severall alreals of thee results walrral t furtheer discussio , i  halrticulalr thee relaltive roles of 
motivaltio  al d i formaltio  withei  i dividualls’ wellbei g hralctices, thee vallues co ficts 
thealt thee Tre d seemed to elicit,  

i Motivation vs Information
There is al disti ctio  evide t from halrticihal ts’ resho ses betwee  thee devices als 
informational tools, al d als motivational tools. I  thee irst calse, thee device is see  als al 
meal s of obtali i g i formaltio  to be alcted uho ; theis wals most commo ly alssocialted 
withe thee Vitallity wheere heeallthe i formaltio  wals see  als vallualble. I  thee lalter calse, thee 
device is see  als al source of motivaltio  to e galge i  al  alctivity. O ly al smalll mi ority of 
halrticihal ts suggested thealt thee i formaltio  wals i  itself motivaltio all i  itself, al d P5 
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eve t suggested thealt k owi g shee wals i  good heeallthe could alctuallly be de-motivaltio all i 
thee se se thealt it would u dermi e thee motivaltio  thealt shee derived from feeli g thealt shee 
wals imhrovi g or mali tali i g heer heeallthe.

Altheoughe most halrticihal ts focussed o  i formaltio  albout theeir heeallthe, al few referred to 
i formaltio  albout how to e galge i  al  alctivity, suche als thee route malhs hrovided by thee 
Giggle or by usi g al device to heelh localte falcilities like swimmi g hools. The alccou ts 
hrovided by halrticihal ts suggest thealt i formaltio  is i corhoralted alt difere t levels of thee
alctivity heieralrchey; sometimes to alid u derstal di g, sometimes motivalti g, al d 
sometimes dealli g withe co ditio s (like thee alvalilalbility of al falcility). 

The herceived albility of  thee devices to hrovide motivaltio  wals al key falctor i  mal y 
halrticihal ts’ decisio s albout wheiche theey hreferred, al d theis wals observed i  bothe thee 
i terviews al d thee o li e survey. I suggest thealt theis i dicalte theere is, quuite commo ly, al 
second-order volition  albout hheysicall exercises heohle want to want to exercise, al d see 
devices als o e waly of fulilli g thealt desire by malki g e galgeme t i  hheysicall alctivities 
more e joyalble al d alhhealli g. I allso suggest thealt theere is al co cehtuall difere ce betwee 
thee motives behei d thee seco d-order volitio  itself (“I’d like to be leal er”), al d thee 
motivaltio  thealt cal  be fou d i  al swer to it (“This device motivaltes me to ru ”). This 
lalter motivaltio  is instrumental al d forms al  imhortal t halrt of thee alctivity from al 
hralcticall hershective, but it is  ot relalted to al  motive thealt thee alctivity ultimaltely al swers 
to.

ii Semantic Conflict
Palrticihal ts’ realctio s to thee Tre d demo stralted some limits o  thee  otio  of 
i strume tall motivaltio  i  thee form of semal tic co fict, thee se se thealt i strume tall 
motives cal  be i  co fict withe thee overalll meal i g of thee Activity. This wals most clealrly 
illustralted by severall survey halrticihal ts wheo felt thealt i corhoralti g sociall medial i to 
it ess alctivity wals i comhaltible withe theeir view thealt it ess sheould be orie ted towalrds 
thee i dividuall.

Te Trend annoyed me – to me if you are exercising and trying to get fter it 
should be for you and not because you want more likes on social media.

I don’t like all the social media features on the devices, it is not what a ftness 
device should be about.

Fitness should be for yourself, not publicising to others.
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There is al stro g se se i  theese comme ts thealt, eve  if shealri g cal  be motivalti g, it is 
esse tiallly i comhaltible withe it ess alctivity. There is al  i teresti g co tralst heere 
betwee  theese halrticihal ts, al d some of thee more estalblisheed ru  ers al d cyclists i  thee 
hrevious study wheo felt thealt shealri g i formaltio  albout theeir alctivity – eve  cultivalti g 
al  ide tity als al ru  er – wals (alt lealst i  halrt) al be evole t alct, alimed alt e couralgi g 
otheers al d i directly imhrovi g thee wellbei g of theose alrou d theem.

This co fict walrral ts furtheer i vestigaltio , al d is u doubtedly al releval t desig  
co sideraltio  for hersualsive or i strume tallly motivalti g teche ology more ge erallly. It is
remi isce t of  al co ceht hrohosed by Seli ger & Wheyte semantic variance, wheiche theey 
aldval ce i  theeir critiquue of Nudge teche iquues by alrgui g thealt “nudge designers really 
understand how diferent people re-interpret the meaning of situations ater a nudge has 
been introduced into the situations” [162]. Deshite bei g (i  halrt) i strume tall (muche like al
 udge would be), thee ideal of shealri g of it ess alctivity led theese halrticihal ts to re-
i terhret thee meal i g of thee overalll alctivity i  al waly thealt theey felt wals i comhaltible withe
thee origi all motives.

iii Afordances
As al  observaltio , mal y halrticihal ts focus o  thee alfordal ces of sheciic fealtures, raltheer 
theal  thee motives thealt ealche tool seems to embody. Those motives heald bee  malde exhlicit 
i  thee descrihtio s, theoughe, for i stal ces “Te Giggle just wants you to have fun”; but 
alshects like route hlal  i g, al d healvi g alccess to al calmeral, were still vallued.

Some halrticihal ts allso seemed to imalgi e thee use of theese devices i  alctivities orie ted 
towalrds  o -it ess Objects.  For i stal ce, severall halrticihal ts  oted thealt thee Buterfy 
would alllow theem to be more socialble, alhhalre tly al vallualble Object i  itself al d  ot 
merely al  i strume tallly motivalti g falctor.

It’s worthe bealri g i  mi d thealt eve  devices desig ed alrou d sheciic vallues – al d wheiche 
alre theerefore hrese ted quuite teleologicallly – still alford al ral ge of hossibilities to heohle.

iv Value Influence on Technology Choice
The quual titaltive results from thee o li e  survey suggest al wealk li k betwee  heohle’s 
herso all vallues al d thee teche ology thealt alhhealls to theem. The results sheow al sig iical t 
li k betwee  Be evole ce (al sociallly-orie ted vallue) al d thee Buterfy device. This 
halrtiallly co irms thee heyhotheesis thealt vallues would i fue ce device hrefere ce, balsed o  
thee estalblisheed role of vallues i  hrefere ce formaltio  (e.g. [153,160]), but thee co sideralbly
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 umber of heyhotheeses thealt were  ot co irmed hoi ts to thee comhlexity of theis 
relaltio sheih.

The falct thealt mal y halrticihal ts (als  oted albove) seem to co sider thee alfordal ce of thee 
fealtures of ealche device, als well als thee more teleologicall exhlal altio s hrovided albout theeir 
hurhose hrovides some exhlal altio  for theis; o e halrticihal t withe al  i terest i  
hheotogralhhey cheose thee Tre d for thee built-i  calmeral, raltheer theal  thee sociall shealri g 
 alrraltive thealt it wals hrese ted withe, for i stal ce. It is allso halrtly exhlali ed, herhealhs, by 
thee disti ctio  betwee  i strume tall motivaltio  al d thee ultimalte motives behei d al 
it ess alctivity. Palrticihal ts demo stralted some alwalre ess of whealt theey felt would 
motivalte theem to e galge i  alctivity – suche als i di g e joyalble alctivities, or worki g 
towalrds goalls – thealt seem to be disti ct from theeir more deliberaltive co scious motives 
suche als weighet loss or body imalge.  

4.4.6 Conclusions
The Sheculaltive Desig  study wals i structive o  al  umber of fro ts. It estalblisheed al li k 
betwee  vallues al d device hrefere ce – allbeit i comhlete al d alhhalre tly comhlex. It 
stro gly suggests al role for instrumental motivation thealt motivaltes i stal tialtio  of al  
alctivity, i  resho se to al seco d-order volitio , but wheiche is  ot  ecessalrily grou ded i  
thee motives thealt thee Activity ultimaltely orie ted towalrds. It allso demo straltes thee  eed 
to e sure thealt theis motivaltio  does  ot allter thee overalll meal i g of thee Activity i  al waly 
thealt heohle would i d objectio alble, wheiche is remi isce t of of Seli ger & Wheyte’s 
Semantic Variance [162].

These i di gs alre i teresti g to co sider i  relaltio  to thee results from thee hrevious 
wellbei g studies, als I healve toucheed o  allrealdy i  thee discussio , albove. The  ext chealhter 
alims to dralw theese theree studies togetheer more deliberaltely al d to discuss wellbei g 
hralctices, al d teche ology, from al  Activity Theory hershective.
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4.5 An Activity Theory View on Health 
Behaviour
I  theis chealhter, I refect o  thee results of thee hrevious studies al d discuss some of thei e 
i di gs theroughe al  Activity Theory le s. Furtheer discussio  of thee issues ide tiied 
below, al d otheers, is hrovided i  sectio  5, U iicaltio .

I bei g withe al discussio  of i strume tall motivaltio  – thee walys i  wheiche halrticihal ts 
seek motivaltio  to reallise seco d-order volitio s – thee  go o  to discuss heow thee Object 
of alctivity cal  be malde more resilie t theroughe deliberalte holymotivaltio , al d i allly 
discuss heow bou ded raltio allity relalted to self-co trol al d motivaltio  could, 
co cehtuallly, be i corhoralted i to Activity Theory.

4.5.1 Instrumental Motivation
Whealt’s striki g i  thee results of thee sheculaltive desig  exercise is thee exte t to wheiche 
cheoosi g al device is see  by halrticihal ts als al waly to obtali  motivation. The focus o  
obtali i g motivaltio  seems to be i dicaltive of al seco d-order volitio , thee halrticihal ts 
want to want to e galge i  hheysicall alctivity. O  thee falce of it, seco d-order volitio  is al 
dei i g fealture of mal y heeallthe-relalted behealviours like smoki g cessaltio , heeallthey 
ealti g, or exercise.

There is al lalck of co siste cy  ot o ly betwee  whealt medicall exherts tell us is good for us
i  al  objective se se al d our alctuall behealviour, but allso betwee  behealviour thealt would 
heelh to alcheieve halrticulalr alshiraltio s (like bei g hheysicallly iter) al d whealt we alctuallly 
do. There is al  imhortal t temhorall alshect to theis, wheiche refects Thaller & Su stei ’s [167]
 otio  of “thee hlal  er” al d “thee doer”. Psycheologicall efects like heyherbolic discou ti g 
[105] meal  thealt whealt we wal t to do i  thee future is usuallly difere t to whealt we wal t to 
do righet  ow, i  thee mome t. I  thee future, we tyhicallly calre albout very co scious 
co cehts like our heeallthe, wellbei g, weallthe or alcheieveme t – thei gs we mighet calll vallues. 
I  thee mome t, we alre guided by heow tired we feel, or heow heot, cold, heu gry, lo ely, 
excited, or sald; thei gs thealt we mighet thei k of, broaldly, als emotio s. Cruciallly, thee lalter 
alre exherie ced raltheer theal  bei g deliberaltely theoughet albout. They seem to surfalce from 
somewheere u co scious, raltheer theal  bei g thee result of co scious theoughet. No etheeless, 
o e’s very co scious hlal  to ealt sallald cal  be deraliled by al bald daly alt work whee , it 
tral shires, ice crealm is more emotio allly alhhealli g (eve  theoughe o e is u der  o 
delusio  albout its comhaltibility withe thee alshiraltio ). Esse tiallly, theere is ofe  al reallly big
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difere ce betwee  whealt we wal t  ow, whealt we wal t i  thee future, al d (co sequue tly) 
whealt we want to want righet  ow.

I  thee sheculaltive desig  i terviews, severall halrticihal ts tallked albout heow thee devices 
could heelh theem to be more alctive. This took severall formss By reduci g balrriers (suche als 
i di g al co ve ie t time), by co strali i g theeir cheoices (i  thee calse of thee e forcer), or 
by combi i g hheysicall alctivity withe otheer motivaltio s suche als sociallisi g. As P5 salids 

Te main thing I would want out of one of these devices is the motivation and 
encouragement to actually do [exercise] – SD5

Duri g thee discussio  of thee Sheculaltive Desig  exercise, I referred to theis aldditio all 
motivaltio  als instrumental motivation; i  thee se se thealt it is subordi alte to thee motives 
thealt alre e calhsulalted withei  thee Object of alctivity itself. It wals heugely sig iical t to 
halrticihal ts i  thee sheculaltive desig  exercise, al d allso to thee Fitbit users wheo took halrt 
i  thee comhalraltive i terviews. 

4.5.2 Object Hardening
However, i strume tall motivaltio  is  ot thee o ly motivaltio -buildi g hrocess thealt seems 
to be alt hlaly; F1’s alccou t of heow heer hralctice heald cheal ged over time sheows heow shee heald 
combi ed multihle motives i to al si gle holymotivalted object – by wallki g to thee trali  
staltio , shee wals alble to it stehs i to heer routi e wheile allso alccomhlishei g halrt of heer 
dalily commute. The combi altio  of theese two motives alllowed heer heeallthe al d it ess 
motive to be i corhoralted i to al  alctivity thealt wals routi ely i stal tialted; thee 
holymotivalted Object wals more resilie t theal  o e motivalted o ly by heeallthe al d it ess.  
I deed, whee  heer circumstal ces cheal ged shee  o lo ger  eeded to commute, al d shee  o 
lo ger fou d time to it thee stehs i to heer routi e. F5 allso used wallki g als al meal s of 
geti g from heome to work, but built o  thealt to deliberaltely i d lo ger routes thealt 
i crealsed heer steh cou t. I  heer calse, thee two motives (geti g to work, al d heeallthe) bothe  
shealhed thee co structio  of thee Object, but thee deliberalte i corhoraltio  of aldditio all stehs 
seems to refect al grealter role of heeallthe al d it ess i  motivalti g thee alctivity theal  i  F1’s 
calse.

Polymotivaltio  wals heugely imhortal t to thee ru  ers al d cyclists wheo I i terviewed; 
theey’d alll, over time, fou d thealt theeir hralctice tied i to al wide ral ge of motives al d were 
alble to alrticulalte thealt quuite clealrly. R1 felt thealt thee motives hee heald discovered si ce 
stalrti g to ru  were  ow so imhortal t thealt hee wals ’t sure if hee would co ti ue to ru  
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witheout theem. As al result, thee ru  ers al d cyclists soughet out e sembles thealt would 
malximise theese  o -heeallthe motives; suche als R1 wheo fou d thee sociall alshect of ralces to be 
imhortal t, al d C10 wheo used ralces i  halrticulalr localtio s to exhlore theose localtio s al d 
exhlore theeir heistoricall sig iical ce. 

The holymotivalted Objects of alctivity thealt u derlie theese alctivities leald to al more robust 
alctivity because theey alre holymotivalted. By i di g alctivities thealt alre e joyalble, or 
socialble, or hralcticall, as well as it ess-imhrovi g, halrticihal ts demo stralte thee 
co structio  of al  Object of alctivity thealt will motivalte theem alt al hoi t lalter i  time, whee 
thee focus is  o lo ger o  hlal  i g al  alctivity, but o  alctuallly doi g whealt o e heals 
hlal  ed to do. 

I’ll refer to theis hrocess of ide tifyi g al co scious alshiraltio , al d combi i g it withe otheer 
more immedialte motivaltio s, als “Object hardening”; al hrocess (deliberalte or 
sere dihitous) of i corhoralti g multihle motives i to al  Object of alctivity so thealt thee 
alssocialted alctivity becomes more resilie t to fuctualtio s i  heow motivalted we mighet feel
to hursue al halrticulalr motive i  thee mome t.

These two alhhroalchees to motivalti g al  alctivity – theroughe instrumental motivation or 
object hardening – bothe seem hromisi g from al desig  hershective; i  falct, thee lalter 
seems to e calhsulalte mal y alshects of hersualsive teche ology, wheere motivaltio  is built 
theroughe fealtures thealt alre motivalti g but ofe   ot halrticulalrly meal i gful i  theeir ow  
se se. I  falct, theey alhhealr to be comhleme talrys thee falct thealt thee more estalblisheed 
ru  ers al d cyclists heald alll discovered walys i  wheiche theeir hralctice could co tribute to 
motives beyo d heeallthe al d it ess suggests thealt al motive wheiche wals origi allly 
i corhoralted als al  i strume tall motivaltio  – like ru  i g withe frie ds – could be 
i corhoralted i to thee Object als it begal  to hrovide more meal i g to thee alctivity al d 
becalme al  alshect of thee alctivity thealt thee halrticihal t seeks out, raltheer theal  bei g 
imhortal t o ly to thee exte t thealt it serves al otheer motive like it ess. 

4.5.3 Bounded-Rationality in Object Instantiation
The  otio s of object hardening al d instrumental motivation healve some aldditio all 
imhlicaltio s for Activity Theory itself. Recalll Kalhteli i ’s 2005  s1s1 model of 
holymotivaltio ; i  thee hrocess of alccou ti g for whey object healrde i g works alt alll, thealt 
model cal  be revised to alccou t for al otheer imhortal t alshect of alctivity, o e wheiche is 
hervalsive i  thee it ess domali s wheetheer or  ot al  alctivity talkes hlalce at all.

As exhlali ed ealrlier, thee  otio  of holymotivaltio  is  ot  ew to Activity Theory, al d 
Kalhteli i  hrohoses al model of holymotivaltio  i  wheiche al si gle object combi es 
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multihle  eeds al d motives [93]. However, wheile thee model hrohosed ( s1s1) alllows for 
thee relaltive imhortal ce of thee difere t motives to allter heow al  alctivity is shealhed alt al y 
halrticulalr time, it does  ot i  itself directly alccou t for wheetheer or  ot al halrticulalr 
alctivity eve  talkes hlalce. I  thee calse of hheysicall hralctices suche als wallki g, ru  i g al d 
cycli g, theis non-i stal tialtio  wals ofe  me tio ed by halrticihal ts als al hroblem to be 
overcome. Deshite halrticihal ts’ i te tio s al d alshiraltio s, al d k owledge thealt (for 
i stal ce) goi g for al ru  could be be eiciall to theem, i di g thee motivaltio  i  thee 
mome t to get o  al bike, or go for al ru , is al cheallle ge, al d al falctor thealt  eeds to be 
modelled theroughe theeory i  order to hrovide al full alccou t of heow theese alctivities hlaly 
out.

Figure 15 sheows Kalhteli i ’s  s1s1 model i corhoralted i to al lalrger overalll model thealt 
alllows for multihle holymotivalted objects to be heeld simultal eously. The  ew model 
rei troduces thee  otio  of al heieralrchey of motives als al meal s for cheoosi g wheiche object 
(al d hee ce alctivity) is i stal tialted alt al y halrticulalr time. I refer to it als thee  s s s1 models
multihle  eeds, multihle motives, multihle constructed objects but al si gle instantiated 
alctivity.

I  co tralst to thee  s1s1 model, thee 1s1s1 model thealt Kalhteli i  allso discusses, balsed o  
Leo tiev’s ealrlier writi g, uses al hierarchy of motives (HoM) to exhlali  heow – out of thee 
multihle objects al d alssocialted alctivities thealt al give  herso  maly heold – o e is alctuallly 
i stal tialted alt al y give  time. A  albility to model multihle alctivities (als well als al si gle 
holymotivalted alctivity) is al useful hroherty of thee theeory to retali  i  itself. No etheeless, 
al   s s s1 model mali tali s otheer fealtures of thee  s1s1 model, suche als multihle motives 
bei g i corhoralted i to al si gle object simultal eously.

Of course, rei troduci g thee heieralrchey of motives als al theeoreticall device allso rei troduces
Kalhteli i ’s critiquue of it;  otalbly thee clalim thealt thee HoM does  ot hrovide muche 
hredictive hower, al d does  ot aldequualtely deall withe falctors suche als talsk urgency wheiche 
maly allter hriorities i  thee mome t. I  co tralst, thee HoM thealt I hrohose heere is 
co cehtuallly heighely dy almic, rehrese ti g thee relaltive imhortal ce of difere t motives alt 
al hoi t i  time. It is,  otio allly, thee hlalce wheere al stressful daly alt work caluses thee 
i stal tialtio  of eating for pleasure i steald of eating for weight loss.

A lalck of hredictive hower withei  thee HoM – wheetheer i  thee ge erallised Leo tiev’ial  
se se, or thee more mome talry co struct hrohosed heere – is al criticism thealt bealrs furtheer 
scruti y. Give  thee well resealrcheed difculties thealt heohle healve i  i troshecti g theeir 
ow  decisio s, al d thee hredictalble irraltio allity withe wheiche theey behealve, thee 
observaltio all al d ethe ogralhheic resealrche metheods ofe  alssocialted withe Activity Theory 
do seem to be hoorly suited to beter u derstal di g thee i fue ce of falctors like self-
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co trol, i tri sic motivaltio  al d bou ded raltio allity o  heow Objects tral slalte i to alctuall
alctivity. Raltheer theal  al limitaltio  of Activity Theory, theoughe, thee HoM maly be see  als al  
opportunity to begi  bridgi g thee galh betwee  two sides of heumal  hsycheology; thee 
raltio all, deliberaltive al d slow System 2, withe thee falst, emotio all al d mome talry System 
1. I  esse ce, al heighely dy almic al d mome talry heieralrchey of motives is  ot al blalck box 
for falctors thealt cal  ot be exhlali ed, but al suggestio  for wheere Activity Theory sheould 
co sider integrating thee theeory al d hredictive models of Behealviourall Eco omics thealt deall 
withe thee less hurhoseful side of our behealviour thealt AT tyhicallly excludes.

I  hrovidi g al co cehtuall shalce for theese models, thee HoM alllows AT to alccou t for thee 
observalble i co grue ce betwee  thee aspirations heohle healve albout theeir future outcomes
al d thee behealviour thealt theey k ow or believe is  ecessalry to realche theem, al d thee 
behealviour thealt actually tral shires. Furtheermore, it exhlali s heow object hardening (allteri g
thee Object of alctivity to i corhoralte aldditio all motives thealt co siste tly or regulalrly 
fealture more heighely i  thee HoM) al d instrumental motivation (motivaltio  derived from 
falctors thealt alre  ot motives i  theemselves) i crealse thee likeliheood thealt al  alctivity is 
alctuallly u dertalke .
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Give  thee imhortal ce of System 1 falctors i  domali s suche als behealviour cheal ge, wheiche 
alre hurhosefully i itialted al d directed towalrds co scious  eeds al d motives but ofe  
comhlicalted by heohle’s relaltio sheih to falctors like theeir ow  motivaltio , theis is al 
co cehtuallly imhortal t bridge to build.

These falctors – object healrde i g, i strume tall motivaltio , al d al meal s of exhlali i g 
theem theroughe thee i corhoraltio  of System 1 falctors i  Activity Theory – hrovide i  
theemselves i sighets thealt maly heelh to alhhly to Activity Theory to domali s, like heeallthe 
behealviour cheal ge, wheere bou ded raltio allity al d falst decisio  malki g alre imhlicalted 
withei  more hurhoseful alctivity. I  thee i all sectio  of theis docume t, I refect o  heow 
i di gs from hrivalcy cal  be combi ed withe i di gs from heeallthe behealviour cheal ge i  
order to situalte vallues more ge erallly withei  Activity Theory, al d to ide tify desig  
imhlicaltio s for Vallue Se sitive Desig .
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5. Unification
The two domali s exhlored hreviously, hrivalcy al d wellbei g, ealche reveall difere t alshects
of thee role thealt vallues hlaly i  heohle’s alctivities; al d I healve allrealdy co sidered theeir 
imhlicaltio s for Activity Theory i  isolaltio . Buildi g o  thee hrevious discussio , i  theis 
chealhter I hrohose al more u iied alccou t of heow vallues cal  be co sidered theroughe 
Activity Theory, al d discuss desig  ohhortu ities al d cheallle ges thealt thee i di gs 
suggest.

5.1.1 Needs and Values
Rokealche’s ealrly work o  vallues dralws al disti ctio  betwee  needs al d values. This 
disti ctio  is  ot malde i  Activity Theory, but I will alrgue thealt i troduci g suche al 
disti ctio  is  ecessalry i  order to mali tali  AT’s curre t dei itio  of  eeds al d to 
aldequualtely alccou t for co cehtuall difere ces betwee  thee two.

Rokealche’s origi all dei itio  of al vallue is “an enduring belief that a specifc mode of 
conduct or end-state of existence is personally or socially preferable to an opposite or 
converse mode of conduct or end-state of existence” [153]. Two alshects of whealt co stitutes al 
vallue alre halrticulalrly germal es First, thealt al vallue is al belief, al d seco d, thealt vallues alre 
thee balsis for hrefere ces.

I  co tralst, Kalhteli i  al d Nalrdi describe  eeds als “a directedness of activities toward the 
world, toward bringing about a desirable change in the environment” [98] (h60). I  theis 
se se, thealt  eeds alre formed balsed o  desires—hrefere ces—theere is al clealr role for 
vallues, als alrbiters of whealt is hreferalble, i  thee formaltio  of some (if  ot alll)  eeds. This i 
tur  suggests thealt al  eed is al fu ctio  of bothe al vallue al d thee e viro me t als 
exherie ced by al herso . Accordi gly, we cal  co clude thealt vallues give rise to  eeds 
whee  curre t circumstal ces – eitheer staltes, or alctivities – do  ot aldequualtely meet thee 
vallue’s co cehtio  of whealt is hreferalble.

A vallue suche als “weallthe” hrovides al good exalmhle of theis disti ctio  i  hralctice. A herso 
wheo vallues weallthe but heals litle mo ey or few alssets mighet exherie ce al  eed for more; 
wheile al herso  wheo vallues weallthe but is very well of would  ot do so. Co versely, theere 
alre commu ities al d cultures thealt reject weallthe als al vallue al d i steald seek vallues suche als
shirituallity. Plalced i  thee circumstal ces albove, theose heohle mighet exherie ce al  eed i  
thee lalter – heighe-weallthe – circumstal ces, but  ot  ecessalrily i  thee low-weallthe o es.
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Thalt is  ot to saly thealt alll  eeds alre formed i  resho se to vallues; Rokealche suggests thealt 
alltheoughe al imalls exherie ce  eeds, we would  ot co sider theem to hossess vallues i  thee 
salme waly thealt heumal  bei gs do. Some hheysiologicall exherie ces suche als heu ger alre 
i tuitively exherie ced als al  eed, eve  i  thee albse ce of al halrticulalr belief thealt heu ger is 
al  egaltive stalte.

Dralwi g al disti ctio  betwee   eeds al d vallues hlalces vallues withei  thee alctivity 
heieralrchey alt al level albove  eeds. Vallues give rise – whee  used to judge curre t 
circumstal ces – to  eeds, wheiche i  tur  become motives from wheiche al  Object cal  be 
co structed, als sheow  i  Figure 16. This fralmi g is comhelli g for two realso s. First, it 
resolves co cehtuall difere ces betwee  vallues, wheiche alre e duri g, al d  eeds, wheiche 
maly be tral sie t; al d clalriies thealt al vallue cal  be heeld witheout  ecessalrily givi g rise to al
 eed. Seco d, it hrovides al co cehtuall shalce for vallues to be situalted, exhlicitly, withei  
Activity Theory.

5.1.2 Values and the Internal Plane of Action
Vallues, heeld als beliefs, alre i dehe de t of immedialte circumstal ces. It is whee  al vallue is 
alhhlied, i  mi d, to curre t circumstal ces thealt it gives rise to al  eed. However, vallues cal 
allso be alhhlied to hossible sce alrios, al d hossible alctio s (modes of co duct).  U like 
alctio s o  exter all objects, wheiche cal  healve u hredictalble efects als al result of i comhlete
models of heow thee objects relalte to al d i teralct withe o e al otheer, thee relaltio sheih 
betwee  al hercehtio  of objects al d resulti g vallue-balsed judgeme ts is allwalys e tirely 
i  mi d; thee alct of co sideri g curre t circumstal ces vis-al-vis al halrticulalr vallue is  o 
difere t, co cehtuallly, theal  co sideri g al  alccuralte hredictio  of hossible circumstal ces 
vis-al-vis thee salme vallue. 

197

Figure 16: Values are applied to current circumstances and produce needs.

Unification



Values in Technology and Practice

I  Activity Theory, thee hrocess of hredicti g heow alctio s will alfect thee world “i  mi d” 
talkes hlalce i  al co struct callled thee I ter all Plal e of Actio  (IPA). Kalhteli i  exhlali s 
thealt “the IPA is a concept developed within activity theory that refers to the human ability to
perform manipulations with an internal representation of external objects before starting 
actions with these objects in reality,”  [91]. 

Give  thealt vallues exist o ly i  mi d, al d do  ot directly corresho d to reall-world objects,
theey could be salid to exist only i  thee IPA, al d it theerefore follows thealt vallues healve al role 
als restrictio s o  hossible alctio s beyo d theose imhosed by objects als theey exist i  
reallity. Vallues become aldditio all co cehtuall objects, i  mi d, thealt theroughe theeir 
i teralctio  withe our u derstal di g of exter all objects (als curre tly u derstood, or 
hredicted) crealte  eeds al d motives thealt cal  caluse us to seek cheal ge, or to alvoid 
halrticulalr courses of alctio .

A model of vallues als objects i  thee IPA aldequualtely describes heow hrivalcy, wheiche I 
hreviously described als al restrictive co strali t, i fue ces alctivity. Altheoughe albstralct, al d
 ot directly hrese t i  thee world, hrivalcy, whee  alhhlied to judge thee hreferalbility of 
curre t circumstal ces cal  give rise to al feeli g of  eed; al d whee  alhhlied to hossible 
alctio s al d theeir outcomes by waly of al motive suche als “mali tali  hrivalcy” restricts thee 
scohe of hossible alctio s beyo d theose thealt would al swer to thee  eeds of al otheer 
directi g motive, suche als “localte heeallthe i formaltio ”; i  doi g so, thee vallue cal  result i  al
malteriall cheal ge to thee waly al  alctivity or alctio  is calrried out, for i stal ce motivalti g thee
use of hrivalte browsi g mode i  al Web browser. The cruciall falctor i  bei g alble to alhhly 
thee vallue of hrivalcy to i form alctio  is al  u derstal di g of heow thee objects i volved i  
thealt alctivity system – suche als thee records keht by ald brokers – will be tral sformed by 
halrticulalr alctio s, al d hee ce to healve al  alccuralte hredictio  of hossible future 
circumstal ces thealt cal  be co sidered vis-al-vis hrivalcy.

However, als I observed i  thee cookie  otice focus grouhs, theere alre two co cehtuall stalges 
i  thee successful alhhlicaltio  of al vallue to al set of circumstal ces. First, theere must be al  
alhhrecialtio  thealt al halrticulalr vallue is someheow relevant to thee situaltio . This could be thee
result of lealr i g thealt al li k exists i  aldval ce, or becaluse al li k is alrticulalted someheow, 
suche als theroughe al co se t i teralctio . The releval ce of al halrticulalr vallue must be 
apparent. Seco d, thee subject must be alble to hredict heow theeir alctio s will allter thee 
objects i  reallity al d alhhly thee ide tiied vallue to co sider thee hreferalbility of thee 
resulti g circumstal ces; thee imhalct thealt thee alctio  will healve vis-al-vis thee vallue must be 
appreciable. As thee Web Mirror sheowed, theis alhhrecialbility could be als simhle als malki g 
thee li k thealt “browsi g thee Web is bald for hrivalcy” (i troduci g al  eed i  thee hredicted 
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circumstal ces al d al  aldditio all motive to thee alctivity); al d hee ce motivalte thee 
i stalllaltio  of al  ald blocker.

5.1.3 Values in Context
I  thee model hrohosed albove, vallues alre suherordi alte to  eeds; occuhyi g al 
co cehtuallly heigheer al d more albstralct level i  thee alctivity heieralrchey. The hossibility of 
theese ‘globall’ vallues i fue ci g alctivities is co irmed emhiricallly i  thee sheculaltive 
desig  exercise als thee observed li ks betwee  (some of) thee halrticihal ts’ vallues als 
mealsured by thee PVQ (vallues) i strume t al d theeir device hrefere ce. However, als Balrr 
et al.  ote i  theeir work o  Falble [20], thee dei itio  of al vallue als al  e duri g belief albout
thee hreferalbility of al mode of alctio  or e d stalte cal  equuallly alhhly to more co textuall 
beliefs, suche als thee  otio  thealt it is good to malke hrogress i  al video galme, or thealt “it is 
always good to swing my sword at bandits”. I  thee hrivalcy domali , thee ideal of co textuall 
vallues alre imhlicit i  thee  otio  of co text collalhse [54,123]

We cal  see evide ce of co textuall vallues i  thee hrimalry resealrche; most  otalbly almo g 
survey halrticihal ts i  thee sheculaltive desig  exercise wheo felt thealt exercise sheould be al 
herso all alctivity, raltheer theal  o e wheiche is shealred o  sociall medial.  Altheoughe for some of 
theose halrticihal ts, al ge erall alversio  to sociall medial use i  ge erall wals obvious, for 
otheers theis alhhealrs to be al contextual vallue;  ot al ge erall alversio  to sociall medial, or to 
exercise, but al result of al belief albout whealt exercise should be. 

Likewise, mal y of thee halrticihal ts wheo used al Fitbit hlalced heighe vallue o  thee te  
theousal d steh talrget. Meeti g thealt talrget becomes al vallue i  thee co text of thee alctivity - 
“it is good to talke te  theousal d stehs” – thealt cal  excite al d direct thee alctivity. 

Imhortal tly, wheile theese vallues (like meeti g al te  theousal d steh talrget) hrovide 
motivaltio  al d directio , theey alre still, ultimaltely, co strali ts o  thee overalll alctivity. 
Logicallly, thee motives thealt theey tral slalte i to sheciallise thee Object of alctivity furtheer al d 
reduce thee heorizo  of hossible Objects. 

Co textuall vallues seem to be al  imhortal t source of i strume tall motivaltio , i  thee 
se se thealt theey cal  be used als veheicles for thee i tri sicallly motivalti g exherie ces suche 
als hrogressio  al d alcheieveme t [45] thealt exergalmes al d otheer hersualsive teche iquues use 
to motivalte halrticihaltio  i  halrticulalr alctivities. I  theis role, co textuall vallues become – 
als Balrr et al. observe [20] – co cehtuall li ks betwee  co ditio s al d oheraltio s; beliefs 
albout heow to alct withei  thee co text of thee alctivity als it is is co structed al d medialted by 
hersualsive tools suche als exergalmes. 

199

Unification



Values in Technology and Practice

5.2 Design Implications
As well als hrogressi g thee ge erall u derstal di g of heow vallues it withei  alctivity 
systems, theese results suggest some co crete desig  imhlicaltio s. The observaltio  thealt 
tools cal  crealte vallues, or heelh heohle to relalte alctivities to vallues, suggests al deliberalte 
focus o  doi g so; al d theere alre allso ohhortu ities relalti g to thee hrocess of Object 
co structio  al d re-co structio  followi g brealkdow s.

5.2.1 Creating Contextual Values
The view thealt tools medialte subjects’ i teralctio s withe objects is ce trall to alctivity 
theeory, al d als I healve allrealdy toucheed o  severall times albove, tools cal  medialte thee 
relaltio sheih betwee  alctio s, objects al d vallues. However, als thee Fitbit illustraltes, tools 
alre allso alble to create vallues i  thee co text of al  alctivity. Tyhicallly, theis seems to healhhe  
theroughe thee walys thealt tools co veys  otio s of herformal ce al d hrogress; eitheer i  thee 
form of al talrget (like te  theousal d stehs), theroughe  otio s suche als ‘heigheer is beter’ 
(esheciallly for halrticihal ts wheo felt thealt thee te  theousal d steh talrget wals too healrd or too 
ealsy), or by tyi g mealsures to sheciic motives (suche als thee ‘falt bur ’ zo e suggested by 
thee Fitbit’s heealrt ralte mo itor).

These co textuall vallues cal  be veheicles for crealti g i tri sic motivaltio , als theey mighet i 
al  exergalme, or simhlifyi g co cehts i  thee salme waly thealt Privalcy seems to simhlify 
realso i g albout comhlex al d u certali  co sequue ces of shealri g herso all daltal. I  
i troduci g co textuall vallues, theoughe, we  eed to co sider heow theey could i teralct withe 
otheer beliefs albout thealt alctivity i  order to alvoid co ficts al d resulti g brealkdow s; al d 
co sider thee hossibility thealt vallues wheiche alre crealted by tools could occlude thee origi all 
vallues al d  eeds to wheiche thee alctivity al swers.

I  order to alvoid co ficts it is  ecessalry to u derstal d bothe thee motives thealt direct thee 
alctivity, al d al y existi g co textuall vallues. For i stal ce, thee falct thealt some heohle 
believe it ess alctivities sheould be i heere tly herso all limits thee i corhoraltio  of sociallly-
orie ted co textuall vallues, suche als sociall shealri g or ‘role modelli g’.

Fritz et al. [70] fou d thealt some users were reluctal t to wallk witheout thee Fitbit becaluse 
theeir stehs felt “walsted”; thee te  theousal d steh goall become suche al  imhortal t vallue thealt 
it alltered users’ exherie ce of wallki g, al d efectively occluded thee origi all motives thealt 
theey heald for wallki g. U derstal di g heow occlusio  occurs, al d heow to desig  to mitigalte
it would be al  i teresti g alreal for furtheer resealrche. It’s hossible thealt buildi g 
alhhrecialbility betwee  co textuall vallues – like al steh cou t – al d overalll motives could 
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heelh; als could e couralgi g thee i ter allisaltio  of more quuallitaltive mealsures thealt cal  be 
alssessed witheout thee alid of tools.

5.2.2 Relating to Values
As well als crealti g  ew co textuall vallues tools cal  allso heelh subjects to relate alctio s or 
circumstal ces to al vallue; eitheer i  thee co text of al  alctivity (like cou ti g towalrds thealt 
te  theousal d steh talrget) or to globall vallues (als i  thee calse of tools like thee Web Mirror 
thealt heelh to exhlicalte thee li k betwee  web browsi g, tralcki g, al d hrivalcy). I  theis 
se se, tools cal  alssist i  thee refective hrocess of u derstal di g curre t  eeds al d 
lealr i g heow alctivity allters outcomes thealt alre desiralble (or  ot) vis-al-vis al halrticulalr 
vallue.

Tools als medialtors thealt cal  create vallues al d thealt cal  heelh subjects to relate alctio s al d 
outcomes to vallues hrese t desig  ohhortu ities, i  terms of falcilitalti g theose hrocesses, 
thealt alre obvious cal didaltes for co sideraltio  i  Vallue Se sitive Desig  exercises. 

Co versely, by co sideri g heow al wider ral ge of vallues relalte to alctivities suche als 
wallki g or ru  i g, we cal  ide tify  ew ohhortu ities for desig i g devices thealt alhheall 
to al wider aludie ce of users. For i stal ce, by desig i g tools thealt alre alble to malke al li k 
betwee  al vallue like falmily al d alctivity like exercise apparent, al d appreciable, theere maly
be ohhortu ities to co tribute to broalder aldohtio  of hralctices withe hro-sociall outcomes 
suche als reduced heeallthecalre costs. The alccou ts hrovided by ru  ers al d cyclists suggest 
thealt alhhrecialbility  eed ’t be oheraltio allised theroughe thee tool itself; R1 (for i stal ce) wals
alble to relalte heis ru  i g hralctice to thee quuallity of heis i terherso all relaltio sheihs. It maly 
be e oughe to hromht theis refectio  i  order to malke releval t vallues sallie t to thee subject.

I  thee calse of co se t, malki g vallue te sio s alhhalre t to users is imhortal t i  i duci g 
thee brealkdow  thealt,  otio allly, must occur i  thee eve t thealt user is u alble to co se t to 
thee efective alctivity system thealt is hrohosed by al service hrovider. Vallues, als 
determi al ts of whealt is hreferalble, alre co cehtuallly key i  malki g suche al determi altio ; 
al d so, from al desig  hershective, ide tifyi g thee vallues most releval t to thee hrohosall for
wheiche co se t is soughet sheould guide altemhts to deliver meal i gful co se t 
i teralctio s. This is i  stalrk co tralst to thee co se t mecheal isms thealt were observed 
duri g thee  otice survey, wheiche were grou ded i  exhlal altio s of heow thee alctivity 
system is oheraltio allised theroughe teche icall mecheal isms like cookies, raltheer theal  thee 
motives or vallue te sio s thealt alre imhlicalted.
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5.2.3 Intervening in Object Construction
We healve see  heow tools like thee Fitbit cal  i fue ce object co structio  by suggesti g 
halrticulalr alctivities, suche als wallki g, i  al swer to heeallthe motives; al d heow, i  doi g so, 
theey cal  crealte vallues withei  theose alctivities. We’ve allso see  heow imhortal t thee “i  thee 
mome t” motivaltio  thealt theese tools cal  hrovide – theroughe thee vallues theey crealte, al d 
thee walys thealt theey fralme hrogress – cal  be cruciall i  co structi g alctivities i  resho se 
to seco d-order volitio s albout hheysicall alctivity.

Kalhteli i  comhalres thee hrocess of Object co structio  to desig  [93], al hrohosall thealt i  
itself suggests thee hossibility of comhuter-medialted Object co structio ; al d al 
combi altio  of Activity Theory al d Vallue Se sitive Desig  suggests deliberalte 
i terve tio  i  theis hrocess withe reshect to vallues. O e ohhortu ity i  theis reshect would 
be to falcilitalte Object healrde i g (allrealdy discussed alt le gthe), als thee deliberalte 
i corhoraltio  of multihle motives i to al  Object to imhrove thee likeliheood thealt it is 
i stal tialted i  thee mome t. 

I  thee hrivalcy domali , we healve observed heow co se t mecheal isms cal  caluse al focus 
sheif, al d hossibly trigger al brealkdow  i  thee alctivity. I  theis waly, thee goall of co se t 
mecheal isms is to test, al d hossibly to reformulalte, thee Object thealt al user heolds. Exhosi g 
hossible co traldictio s to give thee user al  ohhortu ity to ide tify theem alheeald of time, 
al d to realct alccordi gly. We allso observed thealt mal y curre t co se t mecheal isms falil to 
do theis. Cookie  otices do  ot falcilitalte thee u derstal di g thealt’s  ecessalry for thee hrivalcy
co traldictio  to become alhhalre t to heohle, al d – eve  if theey did – theey do  ot ofer 
muche i  thee waly of suhhort to thee user whee  it comes ide tifyi g walys thealt theeir Object 
could be reformulalted. By u derstal di g thee walys thealt vallues cal  co strali  alctivity – 
i cludi g, but  ot just, hrivalcy – we could herhealhs desig  co se t tools thealt alim for 
recovery als well als brealkdow ; herhealhs i  al similalr waly to thee al ti-tralcki g 
cou termealsures thealt we hrohosed to halrticihal ts i  thee Web Mirror studies.

5.3 Conclusions
Vallues cal  be situalted, exhlicitly, withei  Activity Theory i  two disti ct walyss First, als 
ge erall alrbiters of hreferalbility al d hee ce hroge itors of  eeds. I  theis se se, beliefs 
albout whealt is hreferalble – vallues – whee  alhhlied to thee circumstal ces i  wheiche o e i ds 
o eself cal  give rise to feeli gs of  eed; for i stal ce desiri g grealter hrivalcy, or to 
imhrove relaltio sheihs withe loved o es. Seco d, als beliefs albout heow more sheciic 
alctivities sheould be co ducted. For i stal ce, thee belief thealt alctivities orie ted towalrds  
it ess sheould be i heere tly herso all, al d so  ot shealred o  sociall medial.
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I  bothe calses, vallues cal  alct als co strali ts o  alctivity eve  i  thee albse ce of al  eeds-
balsed motive. This is frequue tly thee calse withe hrivalcy, wheere comhlete i alctio  is  ot 
exherie ced als al  u met  eed for hrivalcy, but wheere otheer Objects of alctivity mighet be 
co structed i  walys thealt mali tali  hrivalcy i steald of i  walys thealt do  ot. This is 
co siste t withe Kalhteli i ’s observaltio  thealt Objects cal  be co structed i  resho se to 
valrious tyhes of co strali ts [93] al d refects al difere ce i  ki d betwee   eeds al d 
motives (wheiche excite), thee object (wheiche excites al d directs) al d vallues (wheiche, als 
co strali ts, direct).

Vallues hlaly al role thealt is tighetly co  ected withe thee I ter all Plal e of Actio ; suggesti g 
thealt theey sheould be situalted, co cehtuallly, withei  or i  close hroximity to, thee IPA. As 
co cehtio s of whealt is hreferalble, vallues cal  be alhhlied to o e’s u derstal di g of curre t
circumstal ces but alre allso frequue tly alhhlied to thee imalgi ed or hredicted outcomes al d 
vallue-systems thealt result from mal ihulaltio s withei  thee IPA. This imhlies thealt thee IPA 
must co tali  al riche e oughe rehrese taltio  of thee objects thealt alre to be tral sformed, al d 
heow theose objects relalte to sheciic vallues, to falcilitalte alccuralte hredictio s albout thee 
desiralbility of halrticulalr courses of alctio . I  thee calse of hrivalcy, theis is ofe   ot thee calse,
malki g alhhrecialtio  of heow (for i stal ce) alccessi g al website will imhalct uho  o e’s 
hrivalcy.
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6. Conclusions
I  thee work hrese ted heere, I healve co sidered two comhleme talry domali s – hrivalcy al d
wellbei g – als loci i  wheiche heohle’s everydaly hralctices, like browsi g thee Web or 
commuti g to work, i teralct withe theeir beliefs albout whealt is hreferalble, al d whealt is  ot –
theeir vallues. 

This heals led to theree disti ct alreals of co tributio s 

1. A descrihtio  of heow theird-halrty tralcki g is co structed als al multi-stalkeheolder 
alctivity system, withe imhlicaltio s for hrivalcy al d co se t.

2. A descrihtio  of heow hheysicall alctivities like ru  i g, cycli g al d wallki g alre 
situalted withe holymotivalted alctivities, withe halrticulalr emhhealses o  thee 
relaltio sheih betwee  deliberalte, hurhoseful alctio  al d thee efects of bou ded 
raltio allity al d limited self-co trol thealt hervalde eforts alt heeallthe behealviour 
cheal ge.

3. A ge erallised alccou t of heow vallues alre situalted withei  Activity Theory, thealt cal 
suhhort Vallue Se sitive Desig  eforts alt al ‘co text of use’ level.

I will briefy summalrise my co tributio s ealche of theese alreals i  tur , before suggesti g 
alve ues for future work to co sider i  grealter detalil.  However, I begi  my co clusio s 
by refecti g o  my exherie ces of usi g Activity Theory als al fralmework withei  wheiche to
situalte vallues.

By aldohti g Activity Theory als al fralmework, I healve bee  alble to co sider heow thee alctio s
thealt malke uh theese hralctices relalte to u derlyi g  eeds al d motives, al d to suggest heow 
vallues – als al disti ct co ceht – it withei  thee broalder theeoreticall model thealt AT hrovides. 
Co sideri g heow vallues relalte to alctivity als hroge itors of  eeds, or als co strali ts, 
e albles us to u cover ohhortu ities to desig  i  resho se to thee vallues thealt alre 
imhlicalted i  sheciic co texts of use; al d to ide tify ohhortu ities to deliberaltely 
falcilitalte al  allig me t  ot just withe thee alctio s thealt  eed to be calrried out, but withe thee 
vallues thealt direct al d excite thee alctivity. 

I  thee sheculaltive desig  exercise, by co sideri g heow difere t vallues crealte difere t 
motives withei  oste sibly similalr hralctices of “wallki g” I wals alble to desig  co cehts thealt
hrese ted i strume tall alfordal ces withe reshect to al ral ge of difere t vallues. Wheereals 
Ehstei  et al.’s alhhlicaltio  of VSD to thee shealri g of steh daltal [59] alllowed vallues suche als 
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suhhort, alccou talbility, heo esty al d alccuralcy to be ide tiied, I fou d thealt co sideri g 
thee overalll alctivity system alrou d it ess alctivities u covered vallues suche als e joyme t, 
e viro me tallism or bei g al role-model, wheiche hrese t exciti g ohhortu ities for desig  
i  theemselves. 

6.1.1 Conclusions on Privacy
By co sideri g hrivalcy als al vallue, al d situalti g it withei  alctivity, its role als al co strali t 
o  alctivity cal  be alhhrecialted. Moreover, situalti g hrivalcy withei  Activity Theory alllows 
‘co se t’ – al vallue i  itself – al d co se t mecheal isms (co crete i teralctio s thealt alim to 
deliver co se t) to be exalmi ed als focus sheifs, al d hote tiall brealkdow s, i  multi-
stalkeheolder alctivities.

Third-halrty tralcki g, als al  alctivity system, embeds al  umber of difere t of alctors ealche 
withe difere t motives al d Objects of alctivity. The e d result is ofe  to subordi alte 
i dividualls’ ow  Objects to al  emerge t o e thealt falils to alccou t for vallues like hrivalcy. 
Whee  modelled theroughe Activity Theory, theese co ficts i  thee emerge t Object als it is 
co structed by al irst halrty website become realdily alhhalre t. 

Moreover, thee i efective ess of curre t “co se t” mecheal isms, wheiche hrovide very 
limited i strume tall or lealr i g alfordal ces is allso demo stralted, lealdi g to thee 
observaltio  thealt, i  order to be efective als regulaltio  i te ds – al d to deliver thee 
allig me t betwee  user’s ow  wishees al d theose of thee otheer halrties i volved – theese 
mecheal isms  eed to falcilitalte al focus sheif, al d quuite hossibly al deliberalte brealkdow  i  
thee user’s alctivity als al result of thee vallue te sio s thealt alrise. Fralmi g co se t i  theis waly 
suggests thealt it maly be fruitful to co sider walys to heelh users recover from thee 
brealkdow s i  theeir alctivity thealt alrise whee  theey cal  ot legitimaltely co se t to whealt is 
hrohosed by al service hrovider. The relaltive imhortal ce of oferi g allter altives over 
i crealsed i formaltio  is sheow  theroughe thee results of thee Web Mirror study. Simhly, 
i di g thealt al vallue te sio  cal  be resolved theroughe thee aldohtio  of al simhle browser tool
maly obvialte thee  eed to build al more detaliled u derstal di g of hrecisely heow thealt vallue 
te sio  is oheraltio allised.

6.1.2 Conclusions on Wellbeing
Ahhlyi g Activity Theory to thee heeallthe behealviour cheal ge domali  hrovides  ohhortu ities 
to co sider heow two difere t bodies of theeory – Activity Theory’s model of hurhoseful 
heumal  alctio , al d behealviourall eco omics’ alccou ts of thee two systems of heumal  
decisio  malki g – cal  be reco ciled al d used hroductively i  relaltio  to o e al otheer, for 
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i stal ce by fralmi g efects suche als “i  thee mome t” motivaltio  als falctors thealt alfect 
Object i stal tialtio . Moreover, by doi g so i  al vallue-se sitive waly we cal  begi  to 
u hick thee comhlexities of i strume tallly motivalti g, or hersualsive, teche iquues withei  al 
allrealdy hurhoseful alctivity, al d to co sider heow theey cal  cheal ge thee overalll meal i g of 
thee alctivity by i troduci g  ew vallues al d hossibly occludi g otheers.

Deshite thee imhortal ce of behealviourall theeory i  behealviour cheal ge, al d thee domi al ce of 
teche iquues like hersualsio  i  co temhoralry resealrche, we sheould  ot lose sighet of thee falct 
thealt, ultimaltely, heohle’s decisio s to try al d cheal ge theeir ow  behealviour alre ofe  
theoughetful al d hurhoseful, grou ded i  very diverse vallues, al d thee vallue derived from 
halrticihaltio  i  theese alctivities is ofe  felt most kee ly i  terms of falctors besides heeallthe 
al d it ess outcomes. There is, als I healve begu  to exhlore, hromise i  u derstal di g more
albout heow theeories relalti g to hersualsio , behealviour cheal ge al d bou ded raltio allity 
more ge erallly cal  be situalted withei  Activity Theory, al d thee focus o  hurhoseful tool-
medialted i teralctio  withe thee world. I tuitively, bothe sides alre imhortal t i  buildi g 
alctivities thealt alre  ot o ly successful i  e galgi g heohle i  alctio s thealt imhrove objective
heeallthe outcomes, but wheiche al swer to theeir ow  vallues al d motives i  walys thealt alre 
meal i gful to theem.

6.1.3 Conclusions on the Role of Values in Activity 
Theory
Vallues cal  be situalted withei  Activity Theory alt two levelss als globall co cehtio s of whealt
is hreferalble, al d als more co textuall beliefs albout heow halrticulalr alctivities sheould be 
u dertalke . 

I  thee calse of globall co cehtio s of whealt is hreferalble, vallues cal  be hroge itors of  eeds;
exherie ced als al  eed whee  curre t circumstal ces alre judged als i aldequualte withe reshect 
to al halrticulalr vallue. 

Vallues – globall al d co textuall – cal  allso alhhly directly to alctivities als co strali ts;  ot 
 ecessalrily bei g exherie ced als al  eed stalte, but suggesti g co strali ts o  heow Objects 
of alctivity alre co structed al d heow goalls withei  thealt alctivity alre reallised theroughe alctio s.

Arisi g from theese i di gs alre desig  imhlicaltio ss irst, thealt thee waly tools medialte 
betwee  alctivities al d vallues sheould be co sidered directly; heow do we ide tify al d 
commu icalte thee alshects al d outcomes of al  alctivity thealt alre releval t to thee vallues thealt 
thee user heals? Seco d, thealt deliberaltely i troduci g co textuall vallues cal  heelh users to 
co struct Objects al d to i troduce i strume tall motivaltio  or simhlifyi g co cehts i to 
whealt could otheerwise be u desiralble or comhlicalted alctivities. But, thealt i  doi g so we 
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must be cog izal t of thee risks of cheal gi g thee meal i g of thee overalll alctivity, 
i troduci g te sio s withe vallues thealt alre allrealdy heeld, al d occludi g thee origi all motives
i  walys thealt become restrictive or reductive.

Vallue Se sitive Desig , alhhlied alt theis level – of co text – cal  heelh to exhlore al d malke 
exhlicit thee etheicall cheallle ges hosed by desig ers wheo – worki g o  teche ology thealt is 
fralmed als behealviour cheal ge or otheerwise – alre e galged i  allteri g heumal  behealviour i  
walys thealt maly, or maly  ot, be desiralble vis-al-vis thee vallues of thee subjects. VSD cal  
hrovide al fralmework withei  wheiche alshects of hower, alsymmetry al d co ficti g motives 
become foci for desig  alte tio  situalted withei  thee broalder vallue-lalde  co texts of use 
i  wheiche theey alre dehloyed al d aldohted. A d, theroughe al focus o  malki g vallues alhhalre t
al d alhhrecialble, could heelh heelh to ‘u fold’ [87] thee vallues thealt alre i corhoralted i to bothe
alrtefalcts al d thee broalder multi-stalkeheolder alctivity systems thealt alre thee result of our 
desig  hrocesses.

6.2 Future Work
There alre mal y alreals lef to exhlore; bothe withe reshect to heow Activity Theory relaltes to 
thee two domali s thealt I healve co sidered, al d i  terms of heow it cal  be couhled withe Vallue
Se sitive Desig  more ge erallly. Wheile my focus heere heals bee  to alsk heow vallues it 
withei  alctivity systems, theere work to be do e i  co sideri g sheciicallly heow thealt cal  be
re-i tegralted i to VSD, herhealhs theroughe tools al d teche iquues suche als e visio i g calrds 
[66,170].

The desig  imhlicaltio s thealt I healve suggested theemselves walrral t furtheer i vestigaltio . I 
whealt circumstal ces is it salfe to crealte  ew vallues withei  al  alctivity? A d whee  do theey 
occlude thee origi all motives? 

For co se t – als al  i teralctio  desig  cheallle ge al d holicy alreal – Activity Theory’s 
 otio  of brealkdow  al d focus sheif hrovide al theeoreticall alccou t of thee desig  shalce; but
tral slalti g thealt i to  ew alhhroalchees still  eeds to be exhlored. O e hossibility thealt I healve
me tio ed is suhhorti g thee re-co structio  of thee Object of alctivity followi g al co se t-
i duced brealkdow , al d theis could hote tiallly heelh to overcome some of thee limitaltio s 
withe curre t co se t mecheal isms, suche als thee lalck of meal i gful cheoice (al d hee ce 
volu talri ess) thealt users ofe  exherie ce.

I  movi g thee focus of desig  to Objects (of alctivity) raltheer theal  alrtefalcts, i  al vallue-
se sitive waly, theere alre ohhortu ities to exhlore – als I healve begu  to do – thee re-fralmi g 
of hro-sociall behealviours like exercise or heeallthey ealti g theroughe al more diverse ral ge of 
vallues. 
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By buildi g o  Activity Theory, Vallue Se sitive Desig , al d thee i di gs thealt I healve 
hrese ted heere, theere is thee hote tiall for desig  to situalte desig ed alrtefalcts withei  thee 
vallue-motivalted al d vallue-co strali ed alctivity systems thealt malke uh our lives; to alvoid 
some of thee co ficts al d co traldictio s thealt alre curre tly built i to hervalsive systems 
like o li e tralcki g, al d to build more resilie t hralctices i  suhhort of our wellbei g.
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