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Richard Charles Gomer

We have incorporated technology in many of our everyday activities like working,
socialising, eating and exercising. These technologies alter how we behave, and often do so
quite deliberately in service of aspirations such as fitness or weight loss. Moreover, they
frequently impinge upon the things that we think are important in our lives, our values;

things like family, intimacy, privacy or the environment.

A design methodology called Value Sensitive Design [68] aims to account for values in
technology design. However, VSD often focusses on the level of technological artefacts
[49,140] rather than the broader ‘context of use’ that a piece, or pieces, of technology might
be deployed in. This limits the kind of values that it can consider, and the influence that
artefacts have on the broader human activities in which they are embedded. To make it easier
to consider values in contexts of use, it could be helpful to combine VSD with theories about
how human activity is structured. One such theory, often used within HCI, is called Activity
Theory [41,100]. However, values are not explicitly accounted for within Activity Theory,
which complicate its applicability to VSD.

In this thesis, I report on investigations in two domains: privacy, and wellbeing; both of
which bring values and everyday behaviours together. Through these investigations, I identify
ways that Activity Theory can account for the observed practices, propose ways in which
values can be made explicit within Activity Theory, and consider some design implications
that arise. In doing so, I contribute a theoretical account of human activity in which values
are explicit, which may be used as a model for conducting VSD at a ‘context of use’ level.
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1.

Introduction

Introduction

People’s values are important. Values are the bases upon which we form preferences; they
are the lenses that shape our view of the world, they determine the outcomes that we
seek, and shape the actions that we take to reach those outcomes. As technology has
encompassed a wider and wider range of activities in our lives, including healthcare [92],
socialisation [187], shopping [176], exercise [45,116,148,191] and leisure [8,38], it has
changed our behaviour and societies, often in ways that we did not predict [81], but in
ways that unquestionably impinge on a whole host of diverse values like fairness,
equality, privacy, independence, and friendship.

The far-ranging consequences of an increasingly technologically-mediated society
demand that we consider the political and ethical assumptions — and the values — that are
‘folded into’ technologies [87]. Or, from a more synthetic design perspective, that we
deliberately consider the ways in which we embed values and power dynamics into
technology as it is designed and engineered [49,68,147,181]. The fundamental importance
of human values within Human-Computer Interaction (HCI) as a discipline is already
recognised (e.g. [81] cited in [152]); and that HCI's “outward trajectory” [77] (cited in
[103]) should eventually come to encompass human values is not surprising; after all,
Rokeach, whose early work established the importance of considering values within the
social sciences, wrote:

“It is difficult for me to conceive of any problem social scientists might be
interested in that would not deeply implicate human values,” [153].

Current controversies demonstrate the importance of considering how technology
interacts with the things we care about at a very high level. Problems like “fake news”
[7] and its apparent impact on things like democracy and broad social values show a link
between factors such as economic models (online publishing driven by advertising
revenue), information sharing that removes traditional editorial and fact checking roles,
and values like democracy or liberalism that we consider foundational to our society. At
an individual level, a lot of attention is given to values like privacy [142,154], which is
enshrined in law going back over a century (and which continues to evolve today)
[168,173], but which is challenged by the ‘creepy’ [171] or difficult-to-understand
[127,150] technologies that we use. The technology that we build could look different if

15



Values in Technology and Practice

we asked “How can we ensure the accuracy of news media?” rather than “How can we let
people share things quickly with their friends?’; or “How can we protect the privacy of
people who are reading about sensitive topics?” instead of “How can we generate the revenue
to sustain an online publication?”. The relative prominence that we give to those different
values during design and engineering shapes the technology that we build, the society
that we live in, and the behaviours that we engage in as individuals.

In light of the importance of human values, they are given central prominence within a
design approach called Value Sensitive Design (VSD) that provides “an overarching
theoretical and methodological framework for which to handle the value dimensions of
design work” [68]. VSD has been used to study and design technologies in a whole host of
areas; from the design of technical artefacts like web browsers [67] to socio-technical

systems like wind farms [140].

However, considering a technical artefact in isolation is different to considering it as part
of a broader practice, something that Le Dantec et al. note in their critique of VSD [49].
They argue that while VSD has a valuable role to play in designing technology to respect
values of ‘ethical import’, a focus on those aspects can be reductive and detract from
values that are implicated when the artefact is embedded in human activity. Oosterlaken
similarly notes that VSD tends to be constrained to the design of technical artefacts [140]
rather than the broader ‘contexts of use’ that proponents of VSD such as Friedman, Kahn
and Borning [68] argue that it could be applied to. Rogers [152], writing in 2012, similarly
suggested that value-based analyses and “context” rather than “users” would become

increasingly important concerns for HCI.

The distinction between considering an artefact and a broader context of use is perhaps
illustrated by Epstein et al.’s [59] work on the sharing of fine-grained pedometer data;
although the investigation uncovers values such as privacy, honesty, support and
accountability; there is little sense of the broader activity that the sensed activities are
situated within. For instance, although their scenarios embed values within contexts, it is
not clear why (for instance) Ellen wants to be supported in her walking practice. Is her
walking practice part of an activity in service of weight-loss, or in preparation for a
walking holiday? Why has Hunter gone for a run? Nardi’s analysis of blog use

[134] suggests that considering the overall motives behind an activity can uncover
important nuance about the meaning that stands behind people’s behaviour: transforming
blogging from an apparent extension of a private activity like keeping a diary, to a social
activity intended (for instance) to promote discourse.

VSD’s deliberate and methodical focus on values in technology design remains
compelling; even in light of concerns that it has, to date, often focussed on artefacts to the
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2

detriment of context [49,140] or “situatedness”[181]. Expanding VSD’s consideration of
broader contexts of use could support the design and analysis of technology that takes
into account a wider range of values and so help the individuals and societies that adopt
those technologies to enact behaviours that are consistent with what they consider to be

important.

However, VSD is a design methodology and not in itself an account of how human
practice is structured and how technologies fit within a broader context. I argue that it
would be easier to apply VSD to broader ‘contexts of use’ if it were coupled with a

theoretical account of what those contexts contain and how they are constructed.

Other areas of HCI theory do provide theoretical accounts of the contexts in which
technologies are used, as Nardi explains in her comparison [132] of Activity Theory,
Situated Action and Distributed Cognition, and as Qin et al. discuss — in terms of the
same three theories — in their more recent work on context-awareness [148]. In bridging
the gap between a value sensitive approach, and the broader context in which technology
is adopted and used, there should be value in combining a theory that provides an
account of those contexts, with VSD’s focus on, and methodology for considering, values.
In discussing the role of theory, Kaptelinin & Nardi [97] cite Barthelmess & Anderson
[21]:

The value of any theory is not “whether the theory or framework provides an
objective representation of reality” but rather how well a theory can shape an
object of study, highlighting relevant issues.

Which, of Activity Theory, Situated Action and Distributed Cognition might be best
suited to highlighting the role of values within a broader context of use, then?

There is an inherent tension with a top-down notion, like the role of values in human
behaviour, with Situated Action’s bottom-up approach, a focus on what Rogers

[152] describes as “the actual details of a work practice,” that leaves it uncompelling as a
candidate for considering high-level values and the context of technology use together.

Distributed Cognition continues in the spirit of first-wave HCI theory’s cognitive
approach to understanding human-computer interaction, but reframes the unit of study
from being an individual user to groups of people and artefacts involved in collective
tasks [132,152]. In the case of Distributed Cognition, analysis is typically based on
extensive fieldwork and grounded in the interactions between individuals and artefacts.
Rogers [152] and Nardi [132] point out that it lacks a set of core concepts to explain and
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model the systems that are studied, rendering it more of a methodology or approach than
a theory-proper.

In contrast, Activity Theory “offers a set of perspectives on human activity and a set of
concepts for describing that activity” [133]; with a conceptual breadth that spans (at the
most granular) the individual operations that make up human activity, and (at the most
abstract) the needs and motives that direct that activity, and the tools that mediate
people’s relationships with the world.

In her comparison of Activity Theory, Situated Action and Distributed Cognition, Nardi
concludes that “Activity theory seems the richest framework for studies of context in its
comprehensiveness and engagement with difficult issues of consciousness, intentionality, and
history” [132]. Activity Theory, then, seems to provide a conceptual model that could
complement VSD’s design methodology with a set of inter-related concepts that can
explain the behavioural contexts in which technologies are situated. In particular, Activity
Theory’s account of how needs and motives are translated into an Object of purposeful
activity seem conceptually close to the notion of value as beliefs about conduct; and a
view of tools as mediational means. It is, therefore, Activity Theory that I have adopted as
a basis for considering how context might be modelled in support of Value Sensitive
Design.

Notably, there has already been a small amount of work that considers the role of values
within Activity Theory. Barr et al.[20] adopt activity theory in their discussion of how
values are enabled and enacted through the interface of the computer game Fable;
drawing on Rokeach’s original definition of a value as an “enduring belief that a specific
mode of conduct or end-state of existence is personally or socially preferable to an opposite or
converse mode of conduct or end-state of existence” [153]. They draw particular attention to
the role of values as linkages between specific conditions (the presence of an enemy) and
modes of in-game conduct such as swinging a sword, but also hint at the possibility of
considering broader values and motives that might lead to playing Fable as an activity in
itself.

The aim of the work presented here is to situate values within Activity Theory; to provide
a more explicit account of how they interact with Activity Theory’s existing conceptual
account of purposeful human activity in order to highlight their role in the overall
context that technology is situated within. In doing so, the goal is to make Activity
Theory more directly applicable as means of undertaking Value Sensitive Design at the
level of what Friedman et al. [68] call “contexts of use,” and which Le Dantec et al. [49] call
a “value-sensitive analysis of the design space”.
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Introduction

In order to examine the role of values within activity, two very distinct domains that
bring together values and human behaviour are studied. First, Privacy - itself a value — in
the context of online advertising. Second, Wellbeing — and in particular health behaviour
change - as an area that is both rich in values and motivations and which has received
considerable attention from designers — both in research and commercially. The aim of
choosing to study how values are implicated in these two domains is to develop
constructs that generalise beyond the immediate empirical results [83]; the contrasting
accounts provided by considering multiple domains provide multiple perspectives to
temper the abstractions that are drawn from the results.

Privacy can itself be framed as a value [130,154,179] - it’s a commonly held belief that
maintaining a degree of privacy through one’s actions is preferable to not doing so — and
privacy is frequently invoked in discussions of technology and often at odds with how
technology is designed and used [4,142,171]. The design challenge that relates privacy to
our everyday activities is best framed as an attempt to resolve the “privacy paradox” - the
empirical finding that, despite valuing privacy, people frequently fail to protect it through
their actual behaviours [17,138,166]. To examine privacy as a value in context, it is
considered in relation to a very widespread online practice called third-party tracking
that supports targeted online advertising. By drawing on empirical analysis of the
advertising ecosystem, and qualitative research via focus groups, and a design probe
called the Web Mirror, I provide an account of third-party tracking as a multi-stakeholder
activity system and use this to reframe consent — an important concept in data protection
law — through Activity Theory’s notion of focus shift, breakdown and Object
construction.

Conversely, Wellbeing is a domain in which objective and subjective factors are
considered in relation to people’s overall sense of ‘being well’ [52,85]. Existing work in
HCI typically considers wellbeing in relation to health behaviour change [82,83,129] -
frequently the design of devices to promote exercise[42,182]. Wellbeing provides a
domain in which a set of activities — typically exercise — are involved with a potentially
diverse range of values. As Crossley [48] notes, exercise can form part of activities
directed at motives as diverse as recovering from injury, losing weight, ogling other gym
users or responding to a recent health ‘scare’. In this domain, I draw on qualitative
research with people who are involved in fitness practices to understand the values that
they draw on in shaping it, and then use a speculative design exercise to re-frame fitness
activities as relating to values other than health and fitness. Doing so uncovers value
conflicts between what we might call the “instrumental motivation” provided by
persuasive technology, and the motives and needs that ultimately direct and excite the

activity.
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Together, these two domains provide insight to two sides of what appears to be a many-
many relationship between values and actions: Investigation of privacy situated within
third-party tracking provides an account of a single value embedded in many online
activities. Considering wellbeing, in particular health behaviour change, provides a fairly
constrained set of activities (like running, walking or cycling) that are manifestations of
diverse values and motives.

In considering the results from these studies in isolation and in comparison with one
another, the contribution is to provide an account of how values, as an explicit concept
that is foundational to Value Sensitive Design efforts, fit within Activity Theory, which
provides a framework for considering the contexts of use that VSD could productively be
used to design for. Effectively bridging the gap between what are, currently, two distinct
bodies of HCI theory.

Practically, my work has used a mix of grounded theory [163] — building theory from
concepts that are apparent in the data that I have collected — and theory-led analysis that
has drawn on Activity Theory as a lens through which empirical data can be understood

and explained.

Taking this dual approach has allowed me to consider how Activity Theory can be used to
think about Privacy, Wellbeing, and Values in a general sense, but also to draw upon
concepts that were present in the empirical data even if they were not already explicit
within Activity Theory. In doing so, I have been able to introduce new concepts into
Activity Theory which are grounded in the data that I have collected. My overall
approach resembles what Goldkuhl and Cronholm call “Multi-Grounded Theory” [71] in
which theory is developed based on a combination of “theoretical, empirical, and internal
grounding.”

My conclusions are therefore two-fold: First, domain-specific accounts of how values play
out in Third-Party Tracking and Wellbeing, grounded in the concepts that I encountered
in the data. Second, Activity Theory-led analyses of those grounded accounts, and -
where necessary - the introduction of new concepts into Activity Theory to account for
observations that did not fit into the existing framework that Activity Theory provides.

The rest of this document is arranged into five parts; the first outlines the general
background of values research both in the social sciences and HCI, as well as the
theoretical and methodological approaches that I have used. In particular, I draw on
literature from behaviour change and persuasive technology to consider the ethical
imperative of being sensitive to values when designing technology that will be situated

within people’s everyday activities.
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The second and third cover privacy and wellbeing in isolation, respectively; situating
findings with Activity Theory and suggesting theoretical implications for Activity Theory
that arise for each domain.

The fourth draws generalisable lessons from those two domains into a more unified view
of how values can fit into Activity Theory’s account of human activity, explicitly situating
values in Activity Theory in a general theoretical sense. In particular, I expand on the link
between values and needs, and consider how values act as constraints on how activities
are constructed.

Finally, I conclude with a summary of the conclusions in the domains of Privacy and
Wellbeing, and the general theoretical implications for Activity Theory.
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General Background

In order to situate Value Sensitive Design within HCI, this chapter discusses the
background, and existing work related to technology design, behaviour change, human
values, and theoretical approaches from HCI, most notably Activity Theory.

I begin with a discussion of what we mean by values, and work to date on incorporating
them more explicitly into technology design through Value-Sensitive Design (VSD).
Understanding precisely what a value is and how, to date, they are used within VSD
provides an account of what exactly it is that, conceptually, needs to be situated within
Activity Theory.

I then consider work on behaviour change and persuasive technology. At first glance, this
work appears to be more closely related to Wellbeing than the more general topic of VSD
However, these topics provide an important explication of the ethical challenges at the
intersection between design and behaviour that are generalisable beyond attempts to
deliberately influence behaviour and therefore provides an account of why being value

sensitive at a context of use level is important.

In keeping with the overall structure of this document, and to aid clarity, the domain-
specific background and related work for Privacy and Wellbeing is presented in those
sections, respectively.

Values & Value-Sensitive Design

Colloquially, discussion of values is common in political discourse - for instance in the
amorphous “British Values” that all political parties seem to lay claim to — and there is an
intuitive sense that values — perhaps things like tolerance, or tradition, or
internationalism — are important concepts that can be expressed through the machinery
of government. The academic literature paints a picture of values that doesn’t differ too

much in essence from that colloquial sense of the word.

Milton Rokeach made important contributions to the definition and study of values in his
1973 book “The Nature of Human Values” [153]. Rokeach identifies five properties of
values:
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A value is enduring; they are not fixed, but change slowly over time both on an
individual and societal level. Notably, Rokeach points to the necessity of balancing
values against one another, often in situations in which multiple values are implicated.

A value is a belief; in particular, a value is a prescriptive or proscriptive belief in which
“some means or end of action is judged to be desirable or undesirable.

A value refers to a mode of conduct or end-state of existence; called instrumental and
terminal values, respectively. Rokeach suggests that this distinction is important
because although there is a functional relationship between the two types, there is not
necessarily a one-to-one relationship between the two types. There are multiple sub
types, but Rokeach specifically points to inter versus intra-personal (societally oriented
versus personally oriented) terminal values; and two types of instrumental value: moral
and competence - the former typically relating to interactions between people (such as
being polite or honest), with competence values focussed on one’s own actions (being
imaginative or logical).

A value is a preference as well as “conception of the preferable”; a value determines what
we will find desirable and therefore which, of two scenarios we will prefer. Possessing a
hierarchy of values implies preference between different scenarios even when they
relate to different values.

A value is a conception of something that is personally or socially preferable; it can be

conceived of as applying to a differing extent to different people, to oneself or to others.

Rokeach also differentiates between values and needs. A human being needs to eat, and to
move, in order to survive; but they may also eat to mark a social occasion or enact a
social convention, or move to enjoy their surroundings and compete with others. It is
these latter concerns — of leisure, socialisation, family, competition and improvement that
constitute values and which motivate activity beyond what is necessary simply to
survive.

More recently, Shalom H. Schwartz developed a Theory of Basic Human Values based on
cross-cultural research [159]. Schwartz proposes a set of ten basic values, divided into
four higher-order groups. These values seem to exist across all human cultures, hence
their designation as “basic”. Schwartz contradicts some of Rokeach’s earlier suggestions
about values. In particular, he downplays the functional importance of a distinction

between instrumental and terminal values.

Schwartz defines the nature of values in six points:
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Values are beliefs, linked to affect; congruent with Rokeach’s suggestion that values are
beliefs about what is desirable.

Values refer to desirable goals, and motivate action. In this sense, Schwartz sense of

values is closer to the idea of terminal values expressed by Rokeach.

Values transcend specific actions and situations. This is itself implicit in Rokeach’s
writing.

Values serve as standards or criteria that guide selection and evaluation of things like
actions, policies or people. This is similar to the idea of values as a conception of the
preferable.

Values are ordered by importance; which reflects Rokeach’s notion of values being
hierarchical.

The relative importance of values guides action.

The set of ten basic values proposed by Schwartz is not merely descriptive, the theory also
posits relations between them (reinforcing or antagonistic), and suggests distinct social
roles that the values might play.

Value-Sensitive Design

In a more specifically design-oriented context (as opposed to the social science context of
Rokeach and Schwartz), Values are a key element, as the name suggests, of Value
Sensitive Design (VSD). VSD is, according to Friedman, “an overarching theoretical and
methodological framework for which to handle the value dimensions of design work” [68], a
systematic approach to accounting for human values throughout the design process.

VSD defines values in a loose sense, as being “what a person or group of people consider
important in life” [68]. Methodologically, VSD is described as an iterative process that
combines, in stages, conceptual, empirical and technical investigations in a so-called
“tripartite integrative methodology.”

Of particular interest, given the topics covered in this thesis, are efforts to apply VSD to
the design of privacy mechanisms within Web browsers, notably Friedman’s own work
on the visualisation of browser cookies [67] which involved, among other things, a value-
sensitive explication of what informed consent means in the context of the Web. More
recently, but in a similar vein, Xu et al. used VSD to propose a suite of Privacy-Enhancing
Tools [179]. Privacy is a value that’s considered — among others such as accuracy - in
Epstein at al’s [59] application of VSD to the sharing of fine-grained pedometer data.
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Boyd et al. [34] consider privacy in a work activity-tracking system, alongside values such
as autonomy, intimacy, ownership and security; concepts that occur frequently elsewhere
in the privacy literature (e.g. [25,154]).

Other examples of VSD include Kuznetsov’s [104] study of the values that are important
to Wikipedia contributors, which found values - such as community, reputation and
autonomy — are “deeply embedded in the technology” Friedman & Kahn [69] consider the
role of values in augmented reality technology, drawing attention to physical and
psychological well-being, privacy, deception, informed consent, ownership and property,
and trust. De Greef et al. [75] build on notions of ethical import and VSD to create a
design methodology, sCEthics, within a Cognitive Engineering methodology used for the
design of autonomous robotic systems; noting, for instance, the ethical dilemmas that
result from arming robots with weapons.

VSD’s theoretical bases, and claims of utility, are not without criticism, though. Notably,
Borning & Muller [30] offer critique on two fronts; that a stance on the universality of
human values is unnecessary, and that the roles of participants’ and researchers’ voices
are important when conducting and reporting on VSD. To the first point, they suggest
that claims from within the VSD literature concerning the universality of human values
are unnecessary; that VSD can accommodate a range of viewpoints on where values come
from. To the second, they draw attention to the need to strengthen participants’ own
voices in VSD, and to more explicitly acknowledging the voice of the researcher. An
important element of this critique is the notion of power, specifically the power
relationships between participants and researchers, an issue that is also raised by Zaman
& Jafari Naimi [181] in their account of an attempt to apply VSD. In fact, given the
cultural importance of values and their role in human society, it seems that power - in
particular in so much as it pertains to whose values are considered most important — is a
fundamental issue for design to consider.

Le Dantec et al. [49] provide a critique of the VSD methodology, and offer some
suggestions for improvement. For instance, they suggest that an initial technical
investigation can more effectively uncover values than beginning with a conceptual one,
and confronting researcher bias and power through the choice of elicitation methodology.
Notably, they criticise a focus on the twelve “values of ethical import” that are often used
in VSD, on the grounds that “this heuristic privileges a discursive definition of values over
values that may be discovered or encountered through investigation, and produces systems
that are aligned with these twelve values rather than those aligned with values expressed in
the context of design.”
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Barn et al. [19] use experiences from integrating technology into youth offending teams to
propose a model for incorporating VSD into a software engineering process more
formally, in order to continue to focus on values after the design phase.

Reading the literature around VSD, one can ascertain three particularly salient points:

1. That design can take place at multiple levels — from individuals artefacts, through to
more systems-oriented socio-technical structures — and that values can be implicated at
any (or all) of those levels [68,140,181].

2. That design has, by necessity, to resolve value conflicts that arise within or between
stakeholders, and so should consider the power relationships that exist between them
[49,181].

3. That precisely what a value is, and whether they are universal, is contested; but that
VSD can accommodate — and be used productively within — multiple viewpoints [30].

VSD is not constrained to the design of ICTs, it has also been applied in domains as
diverse as the design of wind power projects [140] and cardiac implants [51]. Nonetheless,
the majority of VSD work remains, as Oosterlaken notes, “at the level of technical
artifacts,” rather than at the level of socio-technical systems. Friedman et al. explicitly
suggests that a “context of use” could be the starting point for a VSD enquiry [68] and
suggest that Borning et al.’s application of VSD to the use of software called UrbanSim in
an urban planning consultation [31] is an example of doing so. Nathan’s [135] analysis of
technology use within an eco-village considers the community itself as a source of values,
and examines how they interact with IT use. Durrant et al. [57] also consider a context of
use in their analysis of how values are manifested through technology in memorialisation
of the Rwandan Genocide.

Considering the role of values in relation to everyday practices like walking, running,
losing weight or using social media suggests that these contexts are in themselves
important; a sentiment echoed in Le Dantec’s critique [49]. Intuitively, use of social media
(for instance) is part of a broader social practice that might also involve face-to-face
interactions, shared experiences, and physical contact. The diverse contexts in which a
single tool or platform might be used is something acknowledged by Marwick & boyd
[123] in their work on context collapse: the observation that using the same platform to
communicate with multiple social groups or for multiple purposes can bring previously
distinct contexts together. There is a sense in their work that these contexts might have
different values associated with them; that the contexts themselves determine how the
technology will or won’t, should or shouldn’t, be used.
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Context seems to be, therefore, an important determinant of how values relate to our
everyday practices, and hence how values are relevant to the design technical artefacts
that we build to facilitate and support those behaviours. Incorporating theories about
what a context of use is, and how such contexts operate, could therefore be a promising
contribution to enabling the application of VSD beyond the level of technical artefacts.

One broad area area of research that brings values, everyday practices and technology
together is the idea of behaviour change; the recognition that our behaviours sometimes
fall short with respect to the outcomes we (or others) would like to see and the use of
tools and technology to try address those shortcomings. It’s behaviour change that I turn

my attention to next.

Behaviour Change

The questions raised in this thesis about how values are reflect in our everyday activities,
and how we can design in response, are closely related to the notion of behaviour change;
the deliberate use of interventions that aim to alter people’s behaviour, often (though not
always) to change outcomes related to health [82,83,129]. Behaviour change is an area of
research where technology is deliberately designed to have an effect on a larger
behaviour, like eating or exercising. The wearable devices being deployed in health and
fitness scenarios usually have the explicit aim of encouraging a change in daily practice
for health reasons. For instance, encouraging more physical activity. Intuitively, the very
notion of intervening to alter behaviour is based on the premise that some behaviours we
engage in lead to outcomes that, evaluated against some set of criteria — often (but by no
means always) an individuals own conscious preferences or values — are considered
negative, or at least far from ideal.

No discussion of designing tools that are embedded within human activities can be
entirely separated from concerns about how human behaviour will be impacted by them,
though. That is, fundamentally, why being value sensitive in their design is important;
and it is a direct implication of the view within Activity Theory that meaningful activity
is the result not just of cognitive processes within an individual, but embodied through
individuals’ purposeful action interactions with the world [98,101,133]. This means two
things: First, that in concerning ourselves with how values are enacted within purposeful
activities that involve tools, and asking how we can design those tools in response, we are
implicitly concerned with how the activity will be influenced or transformed as a result;
for instance by constructing an activity that has less of an effect on our privacy. Secondly,
that as designers who are making judgements about how to resolve the tensions between
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different values, or different stakeholders in a multi-stakeholder activity system, we are
placed in the same ethical position as designers working on what are deliberately framed
as “behaviour change” devices; for instance, when we choose (or, more commonly, choose
not) to make privacy a core value in design, we are altering the horizon of possible
actions that are available to potential users, and frequently — because of the bounded
rationality [10,89] that characterises how humans make decisions — impacting the
outcomes of activities in ways that many users will not even notice, let al. ne fully

appreciate.

Three bodies of behaviour change literature are of particular relevance: First, the
theoretical accounts of how behaviour can be changed, which inform many behaviour
change interventions. Second, the notion of behavioural “nudges,” as proposed by Thaler
& Sunstein [167], which has been widely adopted in domains such as public health
promotion and so provides an interesting account of the ethical and theoretical challenges
in behaviour change. And third, in the delivery of “persuasive” (ie behaviour altering)
techniques specifically via technical means, so-called persuasive technology.

Before discussing those two areas, though, it is necessary to briefly visit the psychological
explanations of why our behaviour sometimes needs to be changed in the first place.

Bounded Rationality & Internalities

Human beings make rational decisions, up to a point. In some circumstances, human
behaviour can be predicted based on the utility of a particular decision. This rational view
is the basis for classical economics. In many circumstances, though, humans do not make
the choices that the model of a purely rational “homo economicus” would predict. In
essence, human beings are rational only within certain, fairly predictable, bounds [12,167]

Of particular interest is Daniel Kahnemann and Amos Tversky’s work on psychological
biases and heuristics [169], for which Kahnemann was later awarded a Nobel prize. Their
collaboration produced much of the seminal work in behavioural economics [84] and is
closely associated with dual-process theory, an account of the two parallel but interacting
systems that are involved in human decision making. System I, the fast automatic system
that leads to intuition, and system II, the more reasoned conscious system typically
associated with homo economicus [89]. Other accounts that draw such a distinction
include the Elaboration Likelihood Model, which differentiates between a thoughtful
central route and an inferential peripheral route for processing stimuli [145].

The distinction between two systems, or at least two broad kinds of information

processing, is a theme that’s frequently revisited in the literature about nudging,
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persuasion and self-control. Als-Ferrer and Strack [10] review theories from psychology
and economics, and present a “multiple selves model” which aims to bridge similar
theories from the two disciplines into a more unified account. We’ll return to these

notions of dual-process, and dual selves, later.

As a result, human beings often make decisions that seem to be completely at odds with
their own interests, as they themselves would define them. While dual-process
psychology and its accounts of the biases and heuristics that underlie our choices can
explain many of the reasons for those bounds on our rationality, behavioural economics
provides a conceptual model that helps to account for the costs that these “bad” decisions
impose upon the individual, the notion of internality [8,76,177].

In a similar way that externalities are a form of market failure, internalities can be viewed
as a failure of an individual to make optimal decisions with regard to their own welfare.
Allcott and Sunstein explain internalities as “costs we impose on ourselves by taking actions
that are not in our own best interest” [8]. The concept of internality has been applied to
describe health-related activities such as smoking [76].

The central tenet of internality — the idea of negative side-effects on oneself - is clearly an
important principle when considering technologies that are notionally grounded in
individual values. After all, whether something is ‘negative’ is a question of preference,
and preference is value-based [153].

When applied in a public policy context (as much of the work on internalities from
behavioural economics is) the regulation of internalities raises moral questions over the
role of the state, and whether top-down interventions to minimise self-control problems
are a legitimate function of government, in the same way that regulating to control
externalities is [177]. From a personal technology design perspective, in which we assume
voluntary adoption of an intervention, these concerns are avoided though, perhaps
providing a motivation to pursue self-directed avenues for internality reduction in
addition to, or instead of, top-down imposition of behaviour change interventions.

In some cases, the distinction between an internality and externality may not be clear cut.
For instance, many of the negative effects of smoking are borne by a smoker ’s family as a
result of second-hand smoke. Are those effects externalities, or are they more properly
considered an internality, given that they re effects which should factor into the smoker’s
own decision making [76]? Values prove conceptually useful in this scenario: I contend
that side effects that are considered negative vis-a-vis an actor’s own values might be
considered internalities. Thus, the effects of smoking on those around them might be

considered an internality with respect to somebody who valued the health of their family
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or community, while being considered as purely an externality in somebody who had no
such community spirit. Likewise, the environmental effects of driving a petrol-powered
vehicle are conventionally labelled externalities, since they inflict a cost on broader
society, but they might also be considered, as a result of a personal belief in and

commitment to environmentalism, as an internality.

This is an important distinction. If an activity leads to internalities, an individual might
(rationally, at least) have some interest in altering their behaviour to reduce those
internalities. If an activity leads purely to externalities, why should a rational individual
care? The implication is that internalities are in-scope for self-adopted behaviour change,
while externalities are not. This is a particularly interesting proposition in the case of
activities that produce both internalities and externalities, since it raises the possibility of
leveraging internal effects to motivate behaviour change in a way that is also beneficial to
those around us. Helping people to find those internalities — where their practice conflicts
with the things that they care about - is one area that VSD, deployed at a context of use,
could be used to positive effect.

There are, then, a number of factors that lead to behaviours that might be considered sub-
optimal, or worth changing. There are also theories, often adopted from health
psychology, that aim to explain how behaviours can be influenced through deliberate
interventions. I consider those next.

Behavioural Theory

There are a number of theories that explain behaviour change, and which cover different
conceptual “levels” [83]: from highly generalisable (but non-specific) meta-models to
highly specific (but non-generalisable) empirical findings. Hekler et al. note that:

“Behavioral theories vary widely in which behaviors they describe and how
these behaviors are described. Some theories focus on one behavior (e.g.,
smoking), others describe the specific process (e.g., relapse prevention), and still
others describe dynamics between behaviors and other constructs (e.g., theory
of planned behavior). As a consequence, behavioral theories can be categorized
in a variety of ways. One common distinction, for instance, is between
behavioral theories that describe determinants of behavior (e.g., the health
belief model) versus the process of change.” — Hekler et al. [83]
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Theories commonly adopted as the basis for behaviour change interventions include
Ajzen’s Theory of Planned Behaviour [6] and the Transtheoretical Model of Behaviour
Change [146].

Ajzen describes the Theory of Planned Behaviour as “a theory designed to predict and
explain human behaviour in specific contexts” [6]. It describes three main determinants of
behaviour: Attitude towards the behaviour, Subjective norms, and perceived behavioural
control. The theory does not account for where these attitudes, norms and perceived
control come from though, nor the broader context in which the behaviour is occurring
or, from a change perspective, why someone might be changing their behaviour at all.

The Transtheoretical Model [146] (TTM) attempts to divide the process of behaviour
change into multiple stages, as a means to assess readiness for change and scaffold
interventions. However, it has been criticised on several grounds - including a lack of
predictive power, internal inconsistencies and lack of supporting evidence — and West
[175] argues that it should be abandoned entirely. These criticisms aside, the TTM is
essentially orthogonal to a broader context; it describes a process through which a
particular behaviour is changed, rather than providing a framework for situating that
behaviour within a broader system of motives (including values), other behaviours, and
factors such as culture and social influences.

These theories, while undoubtedly useful in designing behaviour change interventions,
lack the conceptual breadth of modelling, more broadly, the notion of context of use that a
Value Sensitive Design exercise might wish to engage with. There is a difference in kind
between a theory that helps to explain how to change behaviour, and a theory that can
explain why we might want to change behaviour, and how behaviour change might relate
to values-oriented concerns like family, community or achievement.

One area in which behaviour change has been considered within a broader context is in
Thaler & Sunstein’s “Nudge”; which offers not only a discussion of how bounded
rationality might shape how we present decisions to people, but also offers a political and
ethical framework that is helpful is explicating and considering these broader questions
about why we might want to alter behaviour, and the ethical implications of doing so.

Nudging
“Nudging” is one public policy response to citizens’ bounded rationality that aims to
present choices in ways that promote positive outcomes. In comparison to a “sin tax,”

which aims to increase the economic cost of an option that has inter- (or exter-) nalities

and hence to affect consumption by appealing to a person’s rational economic reasoning,
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a nudge intervenes in a choice without altering the economic incentives, and instead uses
the predictable but often irrational ways that people make decisions to effect behavioural
change.

Simply, a “nudge” is a change in a choice architecture (the way that a choice is presented)
that uses some aspect of human psychology other than mere economic rationality to
predictably alter the decisions that people make. Richard Thaler and Cass Sunstein, who
first proposed the idea in their book Nudge describe them as “any aspect of the choice
architecture that alters people’s behaviour in a predictable way without forbidding any
options or significantly changing their economic incentives” [167].

Nudges are of interest less in their guise as a policy mechanism (since that is not the
focus of the thesis), and more as a mechanism that deliberately leverages our predictable
irrationality [12] to effect behaviour change. Techniques and interventions that could
legitimately be considered “nudges” could clearly be implemented by organisations and
individuals other than governments, and the prospect that an individual might nudge
themselves (for instance, as in the example given by Thaler & Sunstein (p.48), by
purchasing “Clocky”) is of interest to people designing technologies that assist personal
behaviour change.

The notion of nudging is not uncontroversial, or without potential drawbacks, though. An
oft-cited critique is the tension that sits at the heart of Thaler & Sunstein’s “liberal
paternalism”. As Thaler & Sunstein themselves acknowledge, this seems on the face of it
to be an oxymoron. Despite the good intent behind many nudges, the fact remains that
nudges deliberately work to alter behaviour in favour of a particular set of values, which
are not necessarily those of the people who are being nudged [32]. Selinger & Whyte [162]
go further, arguing that nudges can alter the meaning of an action, moving them from
interventions at a subconscious automatic level, to ones that can change the values that
are implicated in a particular choice. They revisit Thaler & Sunstein’s example of a fly
painted on a urinal (to reduce spillage [167]) to consider how such a nudge might be
received in a culture that revered all life.

Technology has a potential role to play in resolving some of these conflicts by identifying
and delivering behavioural interventions that are consistent with an individual’s own
values and attitudes, as well as, of course, being a medium through which nudges can be
delivered.
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Persuasive Technology

The idea of using technology as a means of altering behaviour (through nudges, or other
means) is well established within HCI, specifically in “persuasive technology” or
“captology” [63]. Work in this area tackles a number of related areas; for instance Fogg
provides a taxonomy (the “functional triad”) of how technology can persuade people [63],
a behavioural model that explains the psychological precedents necessary for action [64]
and a design process for persuasive technologies [65].

Persuasive techniques have been used in a wide range of technologies, particular those
related to health-behaviour change such as diet change or exercise promotion. Notable
examples include Fish’n’steps [116], which used progress in a computer game to motivate
real-world physical activity, and wearable devices such as the Fitbit that combine
techniques such as competition, goal-setting and (virtual) rewards to encourage physical
activity.

However, like non-technological nudges, these persuasive technologies are typically
paternalistic in the sense that “positive” behaviours are identified externally and then
‘baked-in’ to the finished interventions during the design process. This raises an ethical
question (again similar to that of nudging) about whose will is being enacted via the
behaviour that persuasive devices can encourage [24]. Purpura et al. use the design fiction
“Fit4Life” [147] to explore these issues. Fit4Life is described as “a thought experiment to
stimulate reflection on the social, ethical, and political issues that technology raises.” They
raise three critical issues: 1) who should be in control of individual behaviour, and the
(in)distinction between encouragement, persuasion and coercion; 2) reinforcement of the
trend towards control, rationalisation and ‘optimization’ (my quotes) of human
behaviour; 3) that technological control raises issues of surveillance, and the process of
quantification “discards the value of personal experiences and emotions”.

Berdichevsky & Neuenschwander identify what they call “the Golden Rule of Persuasion,”
“never seek to persuade a person or persons of something they themselves would not consent
to be persuaded to do” Their framework makes a distinction between the persuader and
the persuaded and points to an important aspect of what we might consider personal
behaviour-change devices; the persuader (in the case that persuasion is involved) is the
same as the persuaded person. That is to say, the motivations for seeking behaviour
change belong to the target of the intervention themselves. This addresses, to some
extent, Purpura et al.’s first concern.

Critique of the motives and means that are built into persuasive technologies echoes that
of technology more generally. Behavioural interventions are perhaps an extreme example
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of a more general principle, that what on the face of it are ‘mere tools’ can in fact embody
a range of assumptions about means and ways of doing, and conceptions of what is
preferable — values. Introna [87] provides a more generalised critique of several apolitical
views of technology that minimise the concern which is given to non-user agency in
discourse around technology. Noting, for instance, that “Folded into — or enclosed in — the
ongoing co-constitutive horizon or nexus of human and technology relationships are
(un)intentions, (im)possibilities, (dis)functions, affordances/prohibitions that renders possible
some ways of being and not others, that serves the (il)legitimate interests of some and not
others” he suggests that, ethically, it’s important to be able able to reverse those foldings -
to be transparent about the intentions, possibilities, functions and affordances that
technology encloses. Engendered within this observation is the implication that
persuasive technologies should be open about what they are trying to persuade people to
do, that those assumptions, values and intentions should be open to scrutiny, as well as
somehow aligned with those of the end-user as Purpura, Berdichevsky, Neuenschwander

et al. suggest.

The behavioural theories and persuasive techniques that I have discussed are important to
consider from a Value Sensitive Design perspective for two reasons:

First, because there are clearly good reasons to try and influence people’s behaviour to
promote outcomes such as obesity reduction, and these techniques offer ways to do that.
Attempts to do so are not value-less in fact quite the opposite, they are driven by ideas of
health, quality of life, and wellbeing.

Second, because they provide insight into the ethical and contextual issues that arise
when designing to deliberately change or support human behaviour. The role of power,
and of personal empowerment, is crucial; and is reminiscent of the discussion of power
relationships in discussion of VSD itself. Designing for behaviour change forces us to ask
in whose interests we are designing, and how our interventions will interact with
concepts like agency, empowerment and fairness.

From the perspective of understanding how values might be implicated in the process of
behaviour change (or other technology-supported human practices, for that matter) we
need a theoretical account of human activity that is conceptually broader than how
individual behaviours are determined and changed, though. For this, I turn to Activity
Theory.
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2.3.1

Activity Theory

Activity Theory

As I have already explained, in considering how we might model the context of use that
Friedman et al. suggest VSD could be applied to [68], Activity Theory seems to provide a
promising framework for exploring and modelling those contexts.

Before I move on to explaining Activity Theory itself in more detail, a quick word on
theory in general: As Reeves et al. [149] explain, “a theory is an organised, coherent, and
systematic articulation of a set of issues that are communicated as a meaningful whole,”
theories “give researchers different ‘lenses’ through which to look at complicated problems
and social issues, focusing their attention on different aspects of the data and providing a
framework within which to conduct their analysis.”

The benefit of adopting theory within a Value Sensitive Design process should be similar
to the benefits of adopting theory anywhere else. It provides a set of validated concepts,
and an account of the relationships between them, that can be built upon; in this case as a
means of guiding the process of identifying and accounting for values within the broad
context of use that is of interest.

Unlike the behavioural theories discussed previously, Activity Theory provides a much
broader account of human activity that links the ultimate high-level motives with the
low-level atomic operations that human behaviour is ultimately composed of. It is,
therefore, Activity Theory that I have adopted as a basis for considering how context

might be modelled in support of Value Sensitive Design.

Activity theory provides a very thorough account of objective-oriented activity and has a
long history of use (and development) within Human-Computer Interaction [100]. Most
importantly, given the subject at hand, it is conceptually broad enough to provide an
account of how abstract needs and motives translate into the individual actions that
compose human behaviour.

Basic Concepts

Activity Theory (AT) is a theoretical approach that considers how human behaviour is
constructed as ‘activities’. It is relatively well-established as a theoretical approach within
HCI, and has a number of conceptual elements that make it well-suited to the issues
described in this research. This chapter gives a brief overview of the key features of
activity theory, and explains why I adopted it as a basis for the discussion of my own
research.
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Essentially, Activity Theory frames the behaviour of purposeful actors as Activities, and
takes those activities as the basic unit of analysis. An Activity is a “purposeful interaction
with the world” (undertaken by a subject) that works towards a desired outcome (an
‘Object’). Activities are often long-lived and consist of complex series of more basic
actions and goals. The idea that actions can only be understood properly in the context of
the activity that they are part of is foundational to Activity Theory - the act of one
individual fashioning spears is given meaning in the broader context of a group that
hunts animals for food. Moreover, AT allows us to move the study of human-computer
interaction away from a focus on how a user operates a system (a ‘user-system view’) and
expand our inquiry to consider aspects such as “higher-level, meaningful tasks” [96]
(p-36). On the face of it, this seems well-suited to the investigation of the role of values in
design, since intuitively it’s those meaningful tasks where values are implicated.

Central to the concept of Activity is the notion of an Object. An Object (or objectified
motive) is the ultimate aim of an activity. The object encapsulates the motives for acting
and directs the activity. Understanding the Object of activity is crucial to understanding
the activity itself, as apparently similar activities may have different Objects that subtly
alter the way activity is understood by those involved, and alter the way that an activity
plays out. This is particularly important where an activity involves multiple parties, who
could conceivably see the same activity as contributing to different Objects. Despite the
linguistic similarity, it is important to distinguish the Object of Activity from physical
objects that may be involved in an activity; for instance tools, and even physical outputs
from actions within the activity. By way of example, Hardman [80] recounts a classroom
situation in which students produce written reports using computers. These written
reports may be thought of as objects (albeit virtual ones), but their production is
tangential to the Object of the activity, which is the production of technically literate
students.

There are complementary conceptualisations of Object provided by different Activity
Theory communities, that reflect slightly different approaches to the use of Activity
Theory. Kaptelinin discusses the distinction between the concepts of Object used by
Dmitry Leontiev (and adopted in the more HCI-centric AT of Nardi and Kaptelinin) with
a more group-activity oriented conception adopted by Engestrom [93]. The main
differences between the two perspectives are summarised in Table 1 [93]. Unless
otherwise stated, I'll use the conceptualisation provided by Leontiev, and adopted by
Kaptelinin and Nardi, throughout.
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Facets of Activity Leontiev Engestrom

Activities are carried out by:  Individuals Communities

Activities are performed: Individually and collectively Collectively

The object of activity is Motivation, need (“the true Production (what is being
related to: motive”) transformed into the outcome)
Application domain: Psychology Organizational change

Table 1: Two perspectives on the Object of Activity, from [93]

Objects are always formed in response to Motives. As Leontiev explains, “Behind the
Object, there always stands a need or desire, to which [the activity] always answers,”

[96] (p.73). Kaptelinin explores the distinction between motives and the Object that is
constructed in response to them [93], to conclude that Objects are also formed to take
into account constraints, including “available means, other potentially related activities, and
other actors involved, each with their own motives and objects.” Hence, Objects may be
reconstructed as motives and constraints change. The motives that are objectified in an
Object are potentially diverse, and it seems intuitive that some of those motives might be
related to, or are in themselves, values. Activity Theory’s consideration of motive as the
underlying driver of actions and activity — something that distinguishes it from, for
instance, Situated Action Models [132] — makes it particularly appropriate as a theoretical
framework for considering the role of values — by definition conscious but abstract

arbiters of preference - in technology design.

Activities needn’t arise in answer to a single motive, though, they may be polymotivated
— that is, they may be shaped by more than one motive. Different relationships between
motive, object and activity could be used to model polymotivation [96] (p146) although
Kaptelinin and Nardi conclude that the most promising model is that N motives are
objectified into one object which shapes one activity (“Model C, N:1:1” p.149).

Activity itself is composed of a series of actions, which are themselves made up of
operations. The notion of action accounts for intermediate steps that are involved in
achieving the Object of activity, such as fashioning a spear in order to hunt animals for
food. Operations are distinguished from Actions in that they are, from the subject’s
perspective, atomic. Any complexity in an operation has been automated to the point
where the subject needn’t consciously break an operation down into more granular tasks
in order to carry it out. Importantly, actions can be internalised to become operations,
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through a process of learning, or as the result of adopting a tool that embodies that
operation [156] (p.108).

This three-level object/action/operation hierarchy forms the basis of most Activity Theory
research; but Gonzalez et al. [73] point to a conceptual gap in between actions — which
are very short in duration, and objects, which are slow to change and long-lived. They
suggest the need for an intermediate concept that can represent series of thematically-
related actions - such as preparing a report — that are bigger than a single action, but are
not an object in their own right. They call this construct an ensemble and define
ensembles as “sets of actions thematically connected, oriented towards a particular purpose,
and framed within a particular object-related activity”. I have found the notion of an
ensemble very useful in constructing accounts of the activity that I have observed

through my research, and so I adopt it as a concept from the beginning.

Figure 1 shows the relationship between Motive, Object, Activity, Actions and Operations,
and associated concepts. It is based on a diagram by Wilson [178] but updated to include
Motives, based on [93], and Ensembles, based on [73].
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Figure 1: Levels of Activity and the relationship to Motives and Object. Adapted from Wilson [178] to
incorporate motives [93] and ensembles [73].
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Activity Theory

Applications of Activity Theory in HCI

Activity Theory can be used in a number of ways in HCI research, something that
Clemmensen et al. found in their 2016 review [41]. At a basic level, there is a distinction
between attempts to use Activity Theory to support the design of new tools or systems,
and attempts to use it in the analysis of how existing systems are used.

As an example of the use of AT to inform design, Kaptelinin’s UMEA system

[92] attempted to apply concepts from Activity Theory to the design of a virtual work
environment by providing explicit support for “project contexts” that encompass file
storage and personal information management facilities. Lightweight aggregation of
activity-related resources was based on observation of actions undertaken in other tools
such as a word processor — so-called “interaction histories”.

Bodker & Klokmose [29] apply AT to explain how the relationships between artefacts in
“artefact ecologies” evolve over time as people learn more about devices’ functionality
and affordances; specifically in the appropriation of iPhones by twelve users. They
identified a three-stage process of anticipating, exploration and equilibrium. They further
suggest that artefact ecologies themselves move between unsatisfactory, excited and stable
states. Most interestingly, they relate these stages to the “web of activities” that the device
is situated within; and the primary role of AT within their analysis is to provide this
broader notion of activity beyond specific functionalities of the devices within the
ecology.

As touched on previously, Gonzalez at al [73] applied Activity Theory to the study of two
IT departments in order to understand how their activities were structured; this study
provide empirical data to inform the addition of ensembles to AT, and the authors
conclude that such a concept is particularly useful in HCI where previous accounts have
struggled to “establish adequate borders for the notions of action and activity as proposed by

the hierarchical framework.”

Doweling et al. [53] also extend Activity Theory, by presenting a model “that takes both
the physical/technical and the human/social context explicitly into account and provides an
integrated perspective on the different levels of analysis in AT.” In doing so, they explain
how AT can help to understand “context-of-use” within the ISO 9241-210 user-centered
design process, and expand Engestréom’s model of Activity Theory to more explicitly
account for physical and human context. Their notion of context seems to encompass
some aspects of the Conditions construct provided in other accounts of AT (e.g. [90,178]).
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Almalki et al. [9] use AT to structure analysis and discussion of quantified-self activity,
and conclude that these activities encompasses two distinct types of action: Health
Management (HM), and Data Management (DM) in pursuit of health outcomes. This is
probably the closest application of AT to the wellbeing domain; although the quantified-
self community is not necessarily representative of fitness-device users more generally,
and the proposed framework considers only health outcomes rather than broader (or

values-based) motives that might be associated with more subjective notions of wellbeing.

Nardi et al. [134] draw on AT’s concept of Object to help understand blogging as an
activity. They identified five Objects among their participants: updating others, expressing
opinions, seeking opinions and feedback, thinking by writing, and releasing emotional
tension. They debunk the idea of “blog-as-diary” in part by considering these Objects,
despite the apparent similarity between blog posts and diary entries, and make design
recommendations; illustrating the value of considering the Object of Activity and not just
the artefacts that are involved.

Of particular interest is the use of Activity Theory by Barr et al. [20] to situate findings
from their investigation of how values are expressed and interpreted in the role-playing
computer game Fable. Based on Rokeach’s definition [153] of values as pertaining to
modes of conduct, they suggest that “we might consider ‘scoring points’ and ‘completing
the game’ as being specifically game-related values”. They point out that the values which
can be expressed through game conduct are influenced by the control system; noting that
“the player can certainly kill a bandit to express their valuing of justice and also of
achievement, but they cannot, for instance, try to talk the bandit out of their wicked ways.”
They identify two important values: progress and amusement; and identify in-game
actions relating to each. These observations are then grounded in Activity Theory, leading
to a brief discussion of how the overall Activity of playing Fable could be framed.
Although they speculate on the Object and motives behind doing so, they do not identify
specific elements in the collected data. The values of progress and amusement that are
important in the game are not necessarily the values that motivate the Activity itself.

Activity Theory’s approach, in which tools are viewed as mediating means between a
subject and the Object of activity has also been applied to reground HCI's notion of
affordance; which is discussed in detail in the next section.

AT & Affordance

Affordance is an important concept in HCI, and relevant to discussion and exploration of

how people adopt and use technologies for different purposes. Kaptelinin and Nardi argue
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[94] that the sociocultural approach of activity theory can improve our conceptualisation
of affordance and make it more directly applicable to the challenges in HCI than the
original Gibsonian definition. In doing so, they provide an account of affordance, and
contribute to an activity theoretical model of tools that proves useful in a discussion of

values, technology and practice.

Gibson originally defined affordances in the context of the environment (for he was an
environmental scientist), saying that “the affordances of the environment are what it
provides or furnishes, either for good or ill” [52]. Although broadly this ecological definition
seems to encompass the human-made environment, and by extension individual artefacts
within it, it is fairly non-specific and has been supplemented, in HCI, by additional
definitions that are more design-centric. Robert St. Amant provides a formalised account
of affordances along with a description of the broad conceptualisations that have followed
the original definition. He suggests that affordances have been conceptualised as

2«

“relationships or properties of relationships,” “actions,” “perceived properties,” and “mental
constructs” [11]. Reframing affordances as perceived properties is particularly interesting,
as it suggests that affordance is, to some degree, in the eye of the beholder; and not
merely a property solely of the environment or artefact itself; although design could, of

course, aid in creating such perceptions.

Kaptelinin and Nardi consider the compatibility of contemporary HCI notions of
affordance with the original Gibsonian definition and argue for a “mediated action”
perspective that considers the three-way interaction “between the person, mediational
means and environment” [94]. In doing so, they suggest regrounding (not merely
extending) the Gibsonian notion of affordance, away from the natural environment,
towards an explicitly sociocultural context containing deliberately (and socially) designed
tools and technology. One implication of this regrounding is that an object’s affordances
are no longer independent of an agent’s needs, but instead emerge from them, “the
mediated action perspective points that the dynamic nature of tools make it possible to adjust
a tool to a situational need.”

This leads to the development of several more specific forms of affordance. Of particular
interest for our purposes is the notion of instrumental affordance. An instrumental
affordance is a possibility for acting through a tool or technology on an external object.
An instrumental affordance can itself be decomposed into an effector affordance (what
change a tool can be used to effect in the world) and a handling affordance (the ways in
which the tool itself can be operated). This is, essentially, an elegant theoretical account of
why (for instance) hammers have two ends — a handle and a head - that, in combination,
allow a user to effect change in the world around them. We interact with tools, whether
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simple physical devices or complex ICTs, as a means of interacting indirectly with

something else.

In total, Kaptelinin and Nardi identify six types of affordance, which I have summarised in
Table 2. These different types of affordance are referred to later.
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Affordance  Description

Instrumental A way in which a person can act through a tool to bring about change in the
world, by mediating between a user and an object. An instrumental affordance
can be decomposed into a handling and effector affordance.

Handling A handling affordance is a way in which a person can interact with a tool itself;
for instance, a scroll bar provides a means to interact with many user interfaces.

Effecter An effecter affordance is a way in which a tool can bring about change in an

Aggregation

Learning

Maintenance

object; for instance by cutting, or sending a message.

Some artefacts can be combined with others to form a larger-scale compound
mediator; such as the combination of mobile phone with headphones to form a
personal music player.

Learning (itself a second-order mediation) is required in order to access the
other affordances of a tool. A learning affordance provides the opportunity to
learn, by providing information. Examples include tool tips, or the USB icon that
informs users about the possibility of inserting a USB device.

Technology often requires maintenance, and so must provide affordances for
doing so. Examples could include a mobile phone with the facility to change the
battery or sim card.

Table 2: Six types of affordance identified by Kaptelinin and Nardi in [94]
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Summary of Background & Research
Questions

Prior work on values [153,159,160] emphasises their importance in understanding how
humans form preferences about outcomes and conduct, and therefore suggests their
central importance in design. Values’ fundamental role in design is reinforced by Dunne
& Raby when they describe their collaboration with Michael Anastassiades as designing
“a collection of electronic products that that intentionally embodied values at odds with those
we would expect from products today” [55]. Barr et al. [20] demonstrate how values can be
used as a lens for analysing and understanding action in video games, and how value

expression is enabled (or not) through a user interface.

The importance of considering values is underlined by work from persuasive technology,
where ethical issues such as power imbalance [24,147], semantic variance [162] and the
issue of whose interests are being served through persuasion become particularly
apparent. Introna’s work on the ethics of technology [87] reinforces that values are
“folded into” the technology that we design, build, and use.

Value Sensitive Design already provides a design approach that considers values and
seems promising in promoting ethical technology design that is conscious of, and
deliberately attentive to, the values that design takes into account; but as Oosterlaken
[140] notes, these efforts are often restricted to the design of technical artefacts rather
than the broader “contexts of use” that proponents such as Friedman suggest it could be
applied to [68]. Activity Theory, as a theory that attempts to explain purposeful human
activity has some promise (as Barr et al. demonstrated) in considering these broader
contexts. As Qin notes, “Activity theory proposes that the activity itself is the context” [148];
and AT’s application in numerous HCI studies demonstrates its value in making sense of
how tools and artefacts — like blogs [134], or health logging [9] — are used within
purposeful human activities.

I propose that, by combining Activity Theory with Value Sensitive Design, the latter
might be more easily applied to the broader “contexts of use” or socio-technical systems
that could benefit from a values-first approach to design. In this spirit, the goal of the
work presented in this dissertation is to situate values within Activity Theory, to
understand where and how they are relevant to human activity, in order to support the
use of Activity Theory within Value Sensitive Design.

To this end, I pose three specific research questions:
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1. Where, and how, do values fit within Activity Theory’s model of human
activity?

Intuitively, values seem to have a role as motives; but as Barr et al. show through
their work on Fable [20], values may have a role within an activity (progression)
that is not the ultimate driver of the activity (such as enjoyment, socialisation).
Understanding how values interact with different concepts from Activity Theory
will help designers who are applying AT in VSD exercises to more quickly
identify the role of values within the overall activity system that they are
designing for.

2. How does technology, used within human activity, interact with values?

I am particularly interested in the ways that technology itself — as a mediational
means — interacts with the values that are implicated at different parts of the
activity system; which leads to question three:

3. What are the design opportunities for technology to better respect, or
leverage, values as part of broader activity?

Knowing how technology relates to values at different points in an activity
system, are there design strategies or guidelines that might be inferred to aid
VSD?

Answering these questions will situate values within Activity Theory, particularly with
respect to how they relate to the technology that is embedded in activity. By doing so, it
is hoped that Activity Theory may provide a rich account of context that can be used, in
conjunction with VSD’s value-oriented design methodology, to consider values at a
broader context of use level.

The rest of this dissertation is split into three parts. The first considers Privacy — a Value
in itself — and in particular the way that Privacy is involved with a very common online
practice called Third Party Tracking. The second considers Wellbeing, and the activities
that people engage in with respect to their wellbeing — most often physical health and
fitness — as a broader domain in which multiple values might be at play. Finally, based on
the primary studies presented, I draw together findings to answer the three questions
posed above; and then conclude with a summary of the contributions.
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3. Exploring Privacy in
Third-Party Tracking

Privacy is, basically, the idea of being left alone. It can be conceptualised as a value, and as
a legal or moral right. In the 21" century (at least thus far), most conversations about
privacy revolve around what we might call informational privacy — the right (or desire) to

control who knows what about us.

Crucially, privacy can also be framed as a value. Privacy is not a need in the biological
sense, but is clearly a property that many people feel is important in itself. In many
jurisdictions, the importance of privacy is — as many values are — enshrined in citizens’

fundamental rights.

The general approach of this section is to take, prima facie, Privacy as a value and to
consider the ways that it is (or frequently isn t) embodied in the technology around us,
how that is reflected in users’ concerns, beliefs and behaviours, and how we might be
more respectful of privacy, as a value, when we design and build new technology.

Privacy has become a major policy area for governments; concerns about privacy range
from commercial misuse of personal information through to concerns about the rights of
the individual with regards to the state, and (for instance) the legality and desirability of
mass interception for the purposes of national security. Privacy concerns may form the
basis of regulation that is designed to protect fundamental rights, or (as in the case of the
European Union’s original Data Protection Directive) to provide a solid legal basis
through which data can be used and shared for the benefit of businesses, while at the
same time providing the reassurance and rights that are required to empower the data
subjects themselves. To this end, successive policy interventions, in numerous
jurisdictions, such as the EU’s e-privacy directive and the upcoming General Data
Protection Regulation (GDPR) have attempted to regulate the use of personal information,

with varying degrees of success.

It could be argued that privacy is a job for technologists or regulators; that we should
build Web browsers which - in response to widespread consumer concern — “turn off”
the now-pervasive tracking of individuals by advertisers, or pass laws that prevent, for
instance, employers from using Google to conduct background checks on new employees.
Under the European data protection regime, though, citizens are given specific rights to
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access and correct the data held about them, but they may also give permission to just
about any use imaginable if they so choose. There seems to be little political will to
regulate specific data uses, and it is doubtful that such an approach could keep up with
technological developments even if policy makers tried. Likewise, the myriad ways to
track an individual user on the Web make purely technological responses fragile, and
once data has been willingly shared with an organisation it is hard to conceive of a
technological approach to ensuring that the data is only used for a specific set of
purposes. Instead, the European policy approach requires, legislatively, that data
processors comply with certain principles, such as consent, but essentially leaves the
decision about exactly which data practices to permit with individuals and broader
European society. This approach is reinforced through an increased reliance on consent in
the GDPR; empowering users through choice, but putting a greater emphasis on their
own understanding of the process, intent and potential consequences of the data
processing that they consent to; and, in the absence of direct regulation, an awareness of
the steps that can be taken to limit practices such as third party tracking which fall (for
jurisdictional or other reasons) outside of the requirement for data subject consent.

In short, the European model empowers citizens through rights, but also, to some extent,
requires that they take responsibility for their own data. It provides a regulatory
environment in which individuals are given the opportunity, and responsibility, of
protecting and enacting their own values through the data sharing decisions that they
make.

Privacy, as a domain, is particularly interesting in that — unlike wellbeing — the challenges
that we face have been brought about largely, maybe entirely, by human-made systems.

Despite efforts within HCI to improve the understanding and control that individuals
have over their own data, user concern over privacy is still rife and, as I will expand upon
through the research presented, understanding of practices such as third party tracking is
low despite its ubiquity and the concerns that are expressed by users when it is explained
to them.

Third-Party Tracking

The studies presented in this thesis are each fairly small scale, but cover a number of
different aspects of a common online practice that I refer to throughout as “tracking”.
Essentially, this is a practice whereby websites use persistent identifiers to aggregate
information about individual web users’ browsing activity. On a small scale, this
technique can be used by a website to identify repeat visitors — an important metric when
understanding audience and website performance. On a larger scale, though, it can be
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used by “third-party” websites such as advertising networks to aggregate information
about a user’s browsing over a number of different first-party websites, potentially
allowing those third parties to collect detailed logs of what an individual looks at on the
Web, and to use those logs to infer things about their demographics, income, interests or
even health.

This third-party tracking (TPT) is a complex network of stakeholders, comprising
advertisers, content providers (who display ads in return for profit), the brokers that link
the advertisers with the advertising space and — of course — the Web users themselves,
who are tracked and profiled in order to optimise the brokerage process, getting the right
advert in front of the right person.

Third-party Tracking raises many of the issues that are present in the broader privacy
debate, making it a good choice as a case study for exploring notions of privacy. It raises
particular issues around visibility (the extent to which it can be perceived or noticed by
users), transparency (the extent to which it can be understood and interrogated by users)

and control (the extent to which choice can be exercised by users).

The pervasiveness of tracking, and the advertising model that it supports, also makes it an
appealing case study. It occurs on the majority of websites, and is something that
virtually every Web user is subject to, if not actually aware of, and, to some extent, takes
place “in the open”. Unlike the private networks of Facebook or Google, many aspects of
third-party tracking on what we might think of as the “open” or “classic” web can be
detected through the appropriate instrumentation of a Web browser. The HTTP requests
to a third party website are made by a user s own Web browser, and the cookies that are
commonly used to set persistent identifiers are stored within it. This is in stark contrast to
a system like Facebook, where data is shared with third parties “behind the scenes,” and
where a persistent identifier is provided not through a pseudonymous property of the
device (like a unique number in a cookie) but by virtue of the user being logged in to a
long-lived account that’s associated with detailed information about them.

Structure of this Section

The studies here examine third-party tracking ‘vertically’ through investigations that
cover the technical aspects of tracking as well as peoples’ attitudes towards it. After an
initial exploratory study, the Cookie Visualiser, which helped to identify some key
features of the domain, the studies consider several aspects of the tracking ecosystem.
From the structure of the tracking infrastructure itself, through the interfaces that have
been deployed (as a result of legislation) to inform users about tracking practices, and the
understanding and concerns that users actually have when confronted with tracking.
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Finally, a research probe called the Web Mirror, is used to consider how we can help Web
users to make sense of the tracking that they are subject to, and how they respond to
options that would allow them to exercise some control over it.
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Privacy Background

There are, broadly, two key areas in the existing privacy literatures relevant to the work
presented here: 1. Definitions of privacy, individual and societal expectations of privacy
and discussions of its importance, 2. Studies on the relationship between technology and
privacy.

Given the huge amount that has been written about privacy and the Web, I restrict this
section to a discussion of the broad strokes of privacy as a concept — in law and in the
abstract — and how privacy might be framed as a value. I then move on to consider in
more detail online tracking itself, which serves as a useful case study for considering
privacy.

Privacy is, typically, framed as a right that individuals have to control their personal
space or communications. Privacy in a non-digital world intuitively has a spatial
component — the right to exclude others from what we might consider “private space”
such as our home, or to choose who is party to a particular conversation. These spatial
concepts both point towards an informational concept of privacy, in which we protect not
only space but information or knowledge. We would generally consider it to be an
invasion of our privacy if a stranger were to take photographs through the windows of
our home even if they did no physical damage and even if we were not within the home
at the time those photographs were taken. Photographs convey information about our
home, and therefore about us, to the outside world; they potentially move information
from a private place out into the public.

The concept of a legal right to privacy in US law is generally traced to Warren and
Brandeis who, writing in 1890 [173] in response to intrusions by the press into
individuals’ privacy, declared that “For years there has been a feeling that the law must
afford some remedy for the unauthorized circulation of portraits of private persons; and the
evil of the invasion of privacy by the newspapers, long keenly felt, has been recently
discussed”, “of the desirability — indeed the necessity — of some such protection, there can, it
is believed, be no doubt.” Warren and Brandeis deliberately distance the right to privacy
from the concepts of libel or slander that deal with reputational harm and instead draw
upon the fact that “the common law secures to each individual the right of determining,
ordinarily, to what extent his thoughts, sentiments, and emotions shall be communicated to
others.” Fundamentally, Warren and Brandeis’ argument is that privacy itself is worthy of

protection regardless of whether any other subsequent harm arises from its violation.
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A detailed account of the legal development of privacy is not within the scope of this
work, but the value that privacy has within our society is clearly evidenced by the legal
principles that have developed around it, not least the inclusion of a “Right to respect for

private and family life” as Article 8 in the European Convention on Human Rights [44].

In his 2014 book “Internet Privacy Rights” [25] Paul Bernal frames privacy as a means for
protecting individual autonomy and sets out four key rights that “represent principles
that could be reflected in laws, and understood as the basis of laws.” These rights are: 1. a
right to roam the internet with privacy, 2. a right to monitor those who monitor us, 3. a
right to delete personal data, 4. a right to an online identity.

Although a traditional view of privacy effectively defines two spheres — the public and
the private — Andreas Birkbak argues that we need to consider “the public and the private
as something that is continuously connected” [26]. Intuitively, the existence of many
spheres to which an individual discloses different information or affords different types of
access is a more accurate assessment than merely “public” or “private”. A sphere might be
as small as a single person or as big as everyone on the internet. A single private sphere
(for instance, one’s doctor or paramour) might permit knowledge of a small amount of
highly personal information (about a person’s health or particular sexual preferences) as
well as intimate physical access, but not be party to one s more general private home life.
Indeed, multiple private spheres might be entirely distinct from one another, and it may
be quite important to keep them that way.

The existence of multiple private spheres can lead to a so-called “context collapse”, in
which two spheres are brought together - often inadvertently. Context collapse — and
ways of preventing or managing it - is discussed in the work of Stefanie Duguay around
LGBTQ young people [54] and earlier work by, for instance, danah boyd [33][123]. As
boyd points out, “the value of imagining the audience or public is to adjust one’s behaviour
and self-presentation to fit the norms of that collective.” Thus privacy, despite often framed
as a value in itself, is often a means to deal with the divergent values of different groups
or audiences - to present oneself according to the values held by one’s audience.

Third Party Tracking

As mentioned previously, Third-party Tracking (TPT) refers to the practice of third-party
organisations tracking user visits to another website, the first-party. TPT is a mechanism
through which advertising networks, market analytics or other businesses can obtain

information about a particular web user by partnering with multiple first-party websites

and using a common identifier (such as an HTTP cookie) across those first parties. It is
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commonly facilitated by devices such as visible content (advertising, or “widgets” such as
Facebook or Twitter s sharing buttons) or hidden “web bugs” [122]. TPT is highly
prevalent on the Web today, and is instrumental to the online advertising industry which
uses the collected data to target adverts based on inferences about users and therefore
increase the effectiveness of online advertising [22,61].

TPT is particularly interesting from a values perspective in that it is typically largely
invisible to users, but, nonetheless, users express discomfort at the practice when it is
explained to them. It represents, therefore, a value-relevant practice that users can
exercise some control over. Indeed, Value Sensitive Design has previously been applied to
Web browsers in order to devise interfaces that are sensitive to the privacy concerns that

relate to the use of cookies [67].

TPT occurs in numerous scenarios. Web cookies are a common tracking mechanism, but
users can also be tracked by means of data stored in their Web browser cache, HTML5
local-storage, E-Tag data, Flash locally-stored objects (LSOs) [16], or through the long-
lived unique IDs provided by many mobile devices [9]. These techniques are stateful, in
that they rely on data (state) that’s stored on a user’s device. Still more stateless tracking
mechanisms exist, which do not rely on state held on the user’s device but instead
“fingerprint” a device based on, for instance, clock skew, installed fonts or IP address [51].

In many cases, TPT is facilitated by co-operation between first and third party sites (for
instance websites that receive income from a third-party advertising network) although
security vulnerabilities such as cross site scripting (XSS) or cross site request forgery
(CSRF) can allow third-parties to track user visits to first party websites without the
consent or co-operation of the first party website [124].

Responses to third-party tracking can be broadly categorised as either technical or legal.
Technical responses include tools designed to help users understand or manage the TPT
that they are subject to. Legal responses include data protection and privacy regulations.

Technical responses often take the form of Web browser extensions. Some such add-ons
are focussed exclusively on third-party tracking (for instance Ghostery [60] or TACO [3])
while others focus on related concerns such as JavaScript blocking (NoScript [120]) or
blocking advertisements (Adblock Plus [141]). However, such tools do not enjoy universal
or even majority use, and can be difficult for users to configure or understand [46].

Recently, two high-profile policy responses to TPT have emerged. The first, “Do Not
Track” (DNT) [172], provides a technical mechanism by which users can signal their wish
not to be tracked. However, unlike the browser extensions mentioned previously, DNT
does not disable the tracking mechanisms themselves but relies on third-parties
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complying with the users’ wishes. At present, such compliance is voluntary but future
compliance could be mandated through legislation.

The second is the European Union’s so-called “e-Privacy” directive [184], which targets
“stateful” tracking by requiring that site operators get informed consent from users before
storing or retrieving data (such as cookies or Flash LSOs) from a user ’s device. While the
implementation varies between EU member states, websites in the UK now routinely seek
user consent to cookie use.

Regulation and Policy

Privacy and data protection are societal issues that have received a great deal of attention
from governments and policy makers. As mentioned previously, the European Union and
the United States both have regulations around the use of personal data in some
circumstances, although they take fundamentally different approaches. The United States
takes a sectoral approach, in which specific data uses — such as healthcare [2], education
[36] or video rentals [1] are regulated directly. Europe, as discussed, takes an umbrella
approach in which all personal data is governed by the same data protection principles
and under which citizens have rights to access and correct the data held about them, as
well as recourse to national regulatory bodies when data is held without justification or
rights such as the fair processing or security of the data are not upheld by data
controllers. The European Union does have some sectoral legislation, for instance the
ePrivacy directives of 2002, 2006 and 2009 [184] that regulate the electronic
communications sector and — in particular — create the requirement for explicit opt-in
consent to receiving electronic marketing mail as well as the much maligned “cookie law”
that requires consent from end-users before non-essential cookies are set by websites.

Globally, privacy and data protection regulations typically build on principles from the
OECD’s 1970 report on privacy [139], including a transparency principle that requires
data controllers to provide information to data subjects about how and why data is
collected and processed.

This requirement for transparency is manifested as a requirement that data controllers (to
use the EU term) make available privacy notices — or privacy policies — to inform people
about how they process personal data. In the EU, Data Protection Authorities such as the
UK’s ICO provide extensive guidance on what such notices should contain [86].

The effectiveness of these notices has been called into question by research, though. For
instance, many privacy policies are complex and require a high degree of literacy to

interpret [88] and Reidenberg et al. found that users’ interpretations of privacy policies
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often differ substantively from those of legal experts [150]. This challenge seems to be
about more than just the inaccessibility of long strings of legalese, though; McDonald et
al. found that a range of alternative privacy policy modalities did not markedly increase
comprehension or acceptability of privacy notices to users [126]. More generalized
critique of this “notice and consent ”model comes from, for instance [117], fundamentally
asking whether a focus on transparency or self-management of privacy is a workable

approach to privacy regulation.

More recently, legislative requirements for “Privacy by Design” [155] aim to mitigate
privacy concerns at the point that technologies are designed, rather than leaving it to
users to make decisions about later on.

Privacy & Bounded Rationality

As in other areas of behaviour, bounded rationality has effects on how people behave
with respect to their privacy. This is most commonly expressed in terms of a “privacy
paradox” — the observation that people will reveal more information when asked to do so,
than they indicate they would reveal when asked to predict their own response [138].
More generally, people seem to engage in practices that risk their privacy, and fail to take
actions to protect it, even though they say that they are concerned about their privacy.
Taddicken finds, for instance, that privacy concerns have only a small negative effect on
German internet users self-disclosure on social media [166].

Acquisti et al. [4] provide a fairly comprehensive review of the privacy paradox and offers
three themes that connect insights from across behavioural science: uncertainty, context-
dependence, and malleability of privacy concerns. They note the cultural nature of
privacy concerns, but also the high degree of variability within individuals between
different contexts and over time. As a result of these factors, they suggest that policy
approaches based solely on transparency and control are likely to be ineffective.

As Baek [18] notes, the “privacy paradox” observed in many polls and surveys seems to
arise because, for many respondents, opinions are an instantaneous response to a
questionnaire rather than being based on more thorough consideration of the decisions
that they are being asked about. Thus, many respondents in research that exhibits the
privacy paradox have unstable preferences, failing to take into account the benefits of
sharing personal data when asked, in the abstract, about sharing it; but conversely failing
to take into account privacy implications when offered a benefit in return for personal
data. Alternative measures such as deliberative polls provide more stable assessments of

privacy attitude; a critique that echoes that of Lipman [117].
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The privacy paradox has methodological implications for research (as Baek notes), but
also reminds us that the behaviours we engage in can be counter to our own beliefs about
how we should, or how we think we should, behave; and draw our attention to the extent

that values like privacy do not shape our activities in the ways we would like or expect.

Summary

Privacy is established culturally and legally as a value worthy of protection, in itself, and
as a means of achieving other ideals such as self-direction, and as a means of avoiding

harms like discrimination.

While technology often fails to respect people’s notions of privacy, and despite efforts to
redress the balance through policy measures, the end result seems to be veneer of
accountability and legitimacy with little meaningful impact upon individuals’ capacity to

make decisions about technology use based on their values.

As in other areas of behaviour, bounded rationality seems to play a role in privacy-related
activity, leading to a disconnection between people’s conscious and deliberate attitudes

towards privacy and the ways that they do, or don’t, preserve it through their actions.

Finally, third-party tracking — as the immediate context of interest — is a largely invisible
and technically complex practice that Web users become entangled in, often
unknowingly, as a result of using the Web. It provides an interesting space for
exploration: the practice is very widespread, happens without deliberate user intervention
or even their knowledge, yet raises privacy concerns when it is explained to them. Those
factors provide an interesting design space, and an ideal scenario to investigate how
privacy — as a value — is, or isn’t, manifested through the actions of users that become
involved with the tracking system.
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Exposing Tracking to Users through the
‘Cookie Visualiser’

One of the more obvious (and perhaps objectionable) properties of third-party tracking is
the extent to which it is largely invisible. It’s quite possible to use the Web, be tracked by
many different organisations, and to have no knowledge that it’s happening. Much has
been made of this invisibility, and tools such as Mozilla Lightbeam aim to make it more
visible to users. The underlying assumption being, apparently, that visibility of these
practices might afford users greater control over them. The purpose of this first study was
to explore what happens when, simply, we implemented a mechanism to confront people

with tracking.

To do so, I developed an add-on for the Firefox browser, (imaginatively) called Cookie
Visualiser (CV). CV shows users a graphical representation of the third-parties that are
associated with the Web page they’re viewing. It uses a simple learning heuristic to flag
commonly encountered third-parties that therefore have greater access to the user’s web

browsing information.

The goal of CV was essentially to act as a research probe to begin exploring several
aspects of users relationship with tracking. Specifically, we wanted to investigate; 1)
participants’ existing awareness of, and aversion to, being tracked online; 2) their
responses and attitudes towards tracking when it is revealed to them; 3) how users think
tracking works and what they think are the possible implications of online tracking; and
4) what design constraints might exist on tools that aim to make tracking more visible

and controllable to end users.

This exploratory study was conducted in the Summer of 2012 at Microsoft Research,
Cambridge; in collaboration with Natasa Milic-Frayling. Some parts of this chapter are taken
from an unpublished manuscript that was submitted to CHI 2013.

Hypotheses

We framed elements of the research questions as hypotheses that would allow us to test
the assumption that making tracking more visible would encourage and enable users to

control tracking.

At the most basic level, we expected CV to increase our participants’ awareness of
tracking.
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H1: Using cookie visualiser will increase user awareness of tracking and cookie
use.

Given the existing literature that suggests many users find tracking creepy, or otherwise
objectionable, we also hypothesised that using Cookie Visualiser, which exposes the
extent of tracking to users would increase their aversion to it.

H2: Using cookie visualiser will increase user aversion to tracking and cookie use.

In order to assess the impact of the add-on designs with regards to these hypotheses, we
focussed on three aspects and attempted to measure them using pre- and post-study

questionnaires:

(1) Cookie Knowledge: We used 16 true/false questions to assess the objective cookie
knowledge of each participant. The responses to these questions were summed to assign
“cookie knowledge” score to each participant.

(2) Awareness of and (3) Aversion to Third Party Tracking: Participants were asked to
indicate their agreement to statements relating to their perceived extent of and attitude
towards third-party tracking. The answers were used to assign scores to each participant
indicating the scale of third-party tracking that they perceived (awareness) and their
averseness to being tracked. These scores relate to H1 and H2, i.e. the perception of the
level of “collusion” between first-party websites and third-party trackers.

Qualitative Research Questions

In addition to testable hypotheses, we had a series of qualitative research questions that
could not be framed as simple rejectable hypotheses. These research questions were
investigated during interviews with some of the participants at the end of the study
period.

The qualitative research questions cover two angles. First, is the Cookie Visualiser as a
tool with instrumental affordances for participants:

- Do participants understand what CV is showing them?
- Do participants use CV to try and control tracking by deleting cookies?

Secondly, is CV as a research probe to catalyse a discussion of tracking itself.

- What do participants’ understand about tracking?

- What are participants’ attitudes towards tracking?
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Methodology

We used a mixed-methods between-participants protocol to test the qualitative and
quantitative effects of receiving real-time information about tracking on participants.
Participants were divided into three groups C, V & G. Group C, the control, used the
standard Mozilla Firefox browser with default settings, group G installed an add-on called
Ghostery, and group V installed the Cookie Visualizer. All the participants also installed a
logging add-on that would collect information about the Websites that the participants
visited during the study, and the third parties that were engaged by each one. CV and
Ghostery are described in greater detail shortly.

The participants were provided with a short explanatory document about cookies and
their potential use as a tracking mechanism, and a document about their respective
browser add-on. Participants in group C were provided with information about Firefox’s

built-in cookie manager.

The participants were asked to use Mozilla Firefox with the respective browser add-on for
a 10-day period. Where possible, participants were asked to use the computer that they
use at home, even if they use that computer at both home and work. We chose to study
Web use in the home since we assumed that users are more likely to engage in privacy-
sensitive Web activities such as social networking, e-commerce or seeking health

information at home.

Finally, we conducted semi-structured interviews with members of group V to obtain a
qualitative account of their experiences using CV as well as more general attitudes

towards tracking and their conceptualisations of privacy.

Apparatus

We used two interventions during the study, the Cookie Visualiser and Ghostery.

Cookie Visualiser: The Cookie Visualiser (CV) displays a series of coloured vertical bars
in the bottom left hand corner of the browser viewport, superimposed on top of the
Website itself (Figure 2). Each bar represents a distinct domain that was involved in the
currently displayed Web page — including the “first party” domain (the domain of the
URL that the user is viewing) as well as any “third party” domains, such as advertising

networks, analytics providers or other third-party content.

The height of each bar represents the number of cookies set by the domain and the colour
of the bar changes to indicate the number of times the domain has acted as a third party.
Thus, a common third party, such as large ad network, eventually becomes indicated by a
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red bar while a less common third party such as a site-related content delivery network
remains green. Very frequently observed third parties are also indicated by an
exclamation mark.

Ghostery: The ability of CV to learn which third-parties the user has encountered most
often, and to change the colour of each bar accordingly, differentiates it from the
Ghostery add-on. While Ghostery displays a list of the third-parties that have been
detected, it does not provide an indication of how often each of those third-parties has
been encountered on other websites. Unlike CV, Ghostery provides a global list of cookies
that have been accumulated by the browser and easy access to additional information
about third parties that could help to inform the user’s attitude and response to the
tracking.

Results

Participants covered a range of age groups and levels of experience with computers and
the Web. Of 26 recruited participants, 18 completed the study. All the participants were
new to the use of the cookie/tracking visualisation add-ons.

Awareness and Aversion

We scored the pre and post-study questionnaires to produce an awareness score, and an
aversion score for each participant before they used the intervention, and afterwards;
shown in Table 3. These scores were computed as the sum of the chosen answers on 3 and
7 of the questionnaire statements, respectively; the awareness score is therefore between

3 and 18, and the aversion score is between 7 and 42, for each participant.

Awareness Aversion

Pre Post A Pre Post A
Control 15.2 14.5 -0.7 34.2 34.3 +0.3
n=6 (19)  (2.7) p=0.51 (7.5) (7.7) p=0.84
Cookie 12.5 12.8 +0.3 32.0 34.8 +2.6
Visualiser |(3.7) (3.2) p=0.91 (9.8) (5.0) p=0.44
n=4
Ghostery 14.2 15.0 +0.8 29.4 31.0 +1.6
n=5 (3.6)  (1.4) p=0.60 (7.3) (6.7) p=0.20

Table 3: Mean pre- and post-intervention awareness and aversion scores by group, with (S.D.)
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Figure 2: The Cookie Visualiser is shown in the top bottom left hand corner of the browser viewport (top left) and consists
of a set of coloured bars (bottom left) that represent third party domains. To attract attention, bars drop from the top of
the viewport once the page has loaded (right).
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Aversion and awareness increased for all groups, except for the control group where
Awareness decreased. We conducted paired-samples two-tailed T-tests for each pair of
pre-post scores; none of the changes were significant even prior to correcting for multiple
tests, and so no correction coefficient was applied.

Cookie Knowledge

We observed no change in participants’ cookie knowledge in the pre- and post-study
questionnaires, as shown in Table 4. This is surprising, as we had included a description
of what cookies are how they are used in the information that was given to participants,
after the pre-study questionnaire. This points, perhaps, to the difficulty of conveying
technical concepts in a manner that leads to a persistent understanding of their possible
uses and effects. Significance was, again, tested using paired-samples two-tailed T-tests.

Cookie Knowledge

Pre Post A
Control 13.3 13.2 -0.1
n=6 (2.0) (0.81) p=0.81
Cookie Visualiser 12.5 12.0 -0.5
n=4 (2.9) (1.8) p=0.50
Ghostery 13.6 13.2 -0.4
n=5 (1.5) (1.6) p=0.62

Table 4: Mean pre- and post-intervention cookie knowledge scores by group, with (S.D.)

Interview Results

The quantitative results from the questionnaires indicated no change in the users’
understanding of cookies, nor in their perceptions of or averseness to TPT. The lack of
change in understanding is somewhat surprising since the participants were provided
with information about the use of cookies. This raises further questions; first, whether the
information was adequate and comprehensible, and, if so, whether the user can reason
about the implications and whether those implications are a concern. The finding also
suggests that empowering users to control their own exposure to surveillance may not be
as simple as providing educational resources.

We did find a statistically significant correlation between the amount of TPT perceived by
participants and their aversion to TPT (Table 1). This invites further explorations of these
two user attributes. Given that neither CV nor Ghostery affected understanding,
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perception or averseness, we have focussed further investigation on the qualitative data
about user experiences with CV obtained through interviews. We focused on three key
aspects of CV:

DID THE PARTICIPANT RECALL NOTICING CV AT ANY POINT DURING THE
STUDY?

Participants indicated that they were generally aware of CV during the study, with some
commenting on the “dropping” behaviour as attracting their attention. No participants
indicated that they did not recall noticing CV at all.

DID THE PARTICIPANT RECALL INTERACTING WITH CV IN ANY WAY, SUCH AS
HOVERING OR CLICKING ON IT, FOR INSTANCE TO FIND OUT MORE
INFORMATION OR CLOSE CV?

Responses were generally negative, with some participants indicating that they tended to
focus on their current task rather than look at CV. The majority of participants indicated
that they always used the Web with a task in mind. Some participants indicated that they
hovered over CV to find out the domain name, but that they had not clicked the bars for
more information. Participants that hovered over the bars indicated that knowing the
domain names was not very useful as they did not recognize the companies involved. This
suggests that the information provided by Ghostery, which includes the company name
(and other information) may be more relevant to users. One participant indicated that
they did not interact with CV because they had assumed it was “just part of the study,’

and may have interacted otherwise.

DID THE PARTICIPANT FEEL LIKE THEY UNDERSTOOD WHAT CV WAS
DISPLAYING THROUGH THE COLOUR, SIZE AND NUMBER OF BARS?

Some participants were unable to explain the purpose of the colours or height of the bars,
although others alluded to the level of tracking by various sites. Participants generally
understood that more bars indicated a greater level of tracking on a particular website. In
general, the height of the bars seemed to confuse participants.

These qualitative findings confirm that the type of information provided through add-ons,
and CV in particular, is not adequate to affect user understanding. Furthermore, the
number of cookies per domain is not necessarily a good indicator of the level of TPT on a
particular website. The height of the bars could instead be used as a second indicator of

how frequently a third party has been observed.

62



3.3.7

Exposing Tracking to Users through the ‘Cookie Visualiser’

Discussion

The study revealed a couple of critical design issues. Task focus, that the participants’
focus on the Web task they had in mind deflected from giving attention to their concerns
about privacy and CV itself; and Scale, that seeing the scale of tracking through aggregate

visualisations elicits a strong reaction from people.

Task Focus

While the majority indicated that privacy was a concern, the focus on the task deflected
attention away from information provided by the add-ons. We hypothesize that, unlike,
for instance, receiving an invalid security certificate warning, which one might encounter
once a week, the visualization and warnings of third-party cookies occur constantly and
are not necessarily indicative of surveillance or threat to privacy. In addition, privacy
concerns around TPT are, perhaps, better described as “chronic” concerns — a constant,
long-term concern - that is rarely, if ever, sufficiently acute enough to interrupt the user’s
immediate task. TPT therefore demands a different notification approach to acute events

such as invalid security certificates or hazardous situations in the physical world.

Models such as the Elaboration Likelihood Model [145] predict that preoccupation (task
focus), and lack of urgency (from being a constant low-level concern) decrease the
likelihood of deliberate “central route” engagement. As a result, the possibility of
deferring reflection and decision-making about tracking — and associated aspects such as
cookies or Web browser settings — might hold more promise than a real-time or just-in-
time approach.

Scale

The invisibility of the cumulative effects of surveillance and the sheer scale of the TPT
networks pose another challenge. When asked, users clearly indicated their concern
about privacy and the information that others hold about them. Yet, the lack of
transparency around TPT seems to dampen the appreciation of the impact that Web
surveillance can have. Thus, making explicit the connection between TPT and the user’s
own privacy is a key challenge that CV does not appear to have addressed adequately. The
aggregate visualisations that we presented to participants during the interviews did elicit
more of a reaction, and seemed to prompt a greater sense of aversion.
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It seems from the results that while CV was able to demonstrate ubiquity, it did not
convey scale to participants. Being able to infer and appreciate the scale or structure of
the tracking network by seeing the connections to individual websites — as shown in

Ghostery and CV - is non-trivial.

Conclusions

This study confirmed that people dislike the idea of being tracked, but that designing tools
to provide awareness of tracking, either for its own sake or as a precursor to enabling
action, needs to contend with at least two key challenges. First, that web users are
engaged in other tasks, which are often mentally-demanding or being done in the course
of employment. Second, that the scale of the tracking ecosystem is what prompts most
concern in people, but is very difficult — or impossible — to appreciate when information

is shown on a site-by-site basis.

These two design challenges point towards using aggregate visualisations during
dedicated time. Techniques such as slow technology, which deliberately create time for
reflection, could be a more promising approach than real-time interventions which
constantly struggle against the user’s main task for attention. Happily, the idea of using
an aggregated view of the tracking network is entirely consistent with such a non-real-
time approach; data can be collected during browsing, then aggregated and displayed in a
more reflective period.

The two studies presented next — of the Tracking Networks themselves, and of a reflective
tool called the Web Mirror, pick up on these two aspects. First, by developing a better
understanding of tracking as a network; and second, by developing a reflective tool called
the “Web Mirror” that embodies on the findings from CV in an aggregate non-realtime
reflective tool.
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A key finding from the Cookie Visualiser study was that using an aggregate view of third-
party tracking seems to make the potential privacy impact more appreciable.
Furthermore, the use of a network visualisation, that shows the degree of interconnection
between first and third-party websites seems to foreground these concerns in a way that
is easily understood.

In fact, the network aspects of TPT seem to be fundamental to the concerns that
participants have about privacy. This is apparent from the interviews that we conducted,
and seems to be intuitively true as well. Informational privacy is undermined when data
is shared about us, and an invisible network of websites that collects and shares
information about our web browsing seems to embody these concerns.

Whilst the cookie visualiser study identified subjective concerns among our participants,
it provided little in the way of objective, empirical insight into the tracking networks
themselves. The purpose of this next study was to understand more about the structure
and extent of the tracking networks, with a view to better understanding, at an objective
level, how they might interact with users, and users’ personal data, to give rise to
subjective concerns relating to informational privacy.

It makes little sense to think about values in isolation from the world around us. If values
form the basis of our preferences about things then what actually exists around us, the
environment in which our activity takes place deserves some interrogation, too. How will
it respond when we operate within it? What externalities will arise as we do so? The
purpose of the study presented next was to understand more about the structure of the
tracking ecosystem, with a view to better understanding the possible implications for
people who use the Web.

This chapter reports research that was conducted in collaboration with, and is based on a
paper written with, Natasa Milic-Frayling, Eduarda Mendes-Rodrigues and m.c. schraefel [72].
Some parts are included verbatim from that manuscript, while others have been modified to
align with the specific focus of this thesis.
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Methodology

Search engines are essential for accessing relevant content on the Web. Commercial
search services such as Google (google.com), Bing (bing.com), and Baidu (baidu.com),
process millions of queries and serve millions of customers each day. In this study, we
used search engines as a mechanism to collect a sample of websites for inclusion in a later
analysis of the tracking networks associated with each one. We considered search results
collected from Google, Bing, and Baidu based on a series of search terms.

Search Queries

For search queries we considered a subset of broadly accessible data from the KDD Cup
2005 Challenge [183]. The KDD Cup task involved automated categorization of queries
and the organizers published a set of 800 training queries that had been categorized by
three human labellers. We selected a subset of the labelled queries, aiming for a
consistency in the assignment of queries across the categories and the label accuracy. We
excluded labels with no agreement among the labellers and discarded the corresponding
queries. The resulting list contains 662 labelled queries. The categories comprise a two
level hierarchy with top categories: Computers (8 sub-categories), Entertainment (9 sub-
categories), Information (8 sub-categories), Living (18 sub-categories), Online Community
(6 sub-categories), Shopping (6 sub-categories), and Sports (11 sub-categories). Only one
second level category had a further sub-category. Each query was assigned between one
and four labels from a set of 67 distinct second and third level categories. A list of labels
associated with 30 or more queries is shown in Table 5. We hypothesize that search
results related to the queries in different categories will lead to the retrieval of different
types of Web sites which, in turn, may have different marketing practices and involve
different third party entities.

Search Results

For each of 662 queries we gathered the top ten search results from both Google and Bing.
We used the Bing search API from the Azure Marketplace to obtain Bing search results
while for Google we extracted URLs from the search result pages. The process was carried
out four times to collect results for four English-language search markets: the United
States, the United Kingdom, South Africa, and India. Search within a specific market was
conducted by providing the appropriate location identifier for the Bing API and by
altering the search engine domain for Google (see Table 6).

Some search queries returned zero results for one or more of the search engine-market

combinations and were excluded from the set for the sake of consistency. That resulted in
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the final set of 659 search queries, with ten search results for each of the eight search
engine-market combinations—a total of 5,272 sets of search results comprising 9,776

unique Web domains.

In addition to the English-language results, we collected search results from Baidu in the
Chinese market by considering popular queries, as published weekly by baidu.com. We
compiled a set of 98 queries and then collected the top 10 search results for each of those
queries. Although this data set is smaller, it enabled us to analyse the characteristics of

the tracking practices in a non-English language market.

Crawling

In order to collect information about cookies and third parties associated with each URL
in the search results, we used the Selenium Web browser automation framework to
automate visits to each set of search results. We used the Firefox browser v.16.0 on
multiple Linux machines to access Web sites in parallel, and each browser instance was
controlled by a Python script. A new browser instance was spawned every 15-30 seconds,
based on the real-time resources that were available on each computer. After an initial
pilot phase, we applied heuristics to manage the crawling processes—browser instances
that did not complete their crawl within 5 minutes were automatically terminated.

A new Firefox “profile” was created to visit each set of 10 search results, in order to
provide a clean browsing environment. We installed a custom logging add-on to record
the referrer header of all HTTP requests, and to log cookie creation, updates, and
deletions. No other add-ons or plug-ins were enabled within the Firefox browser and its
“do not track” feature was not enabled. Each URL from each set of search results was
loaded by the browser in the ranked order, starting with the first result. At the end of the
crawling session, the browser was directed to a web service to deposit, via means of a
web form, a log file from the add-on that contained cookie and HTTP referrer

information.
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Number of Search

Category Label Queries

Shopping\Stores & Products 101
Information\Local & Regional 95

Information\Companies &

Industries 60
Living\Health & Fitness 49
Living\Car & Garage 41
Information\Law & Politics 40
Living\Travel & Vacation 39
Living\Fashion & Apparel 37
Information\Science & Tech 36

Living\Finance & Investment 34
Living\Food & Cooking 33

Information\Education 30

Table 5: Distribution of search queries across the top 12 categories,
ranked by the number of queries used in the experiments.

vak DA Gongser
India en-IN www.google.co.in
South Africa en-ZA www.google.co.za
United Kingdom en-UK www.google.co.uk
United States en-US www.google.com

Table 6: Bing market identifiers and Google search domains used
during crawling
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Analysis Methods

We conducted two types of analysis on the results from the crawling:

1. An analysis of the distribution of tracking domains across search results and topic

categories, and

2. an analysis of the referral network involving Web sites retrieved during search
and the third party domains associated with them.

To that effect, for each set of search set results (9 sets in total), we analysed the referrer
headers of the browser’s HTTP requests as the search result pages were loaded into the
Firefox browser. We collected a list of all the Web domains that appear as search results
and those that are referred to as third parties. We noticed that some Web domains, such
as facebook.com and twitter.com, appear as both the Web sites in the search results and
third party domains referred to by other Web sites. That motivated us to differentiate
among four types of Web domains:

Web sites—Web domains whose pages appear among search results and are not referred
to by other sites. They are thought of as the first party only domains.

Third party only—Web domains that are referred to by Web sites or other third party
domains and never appear among search results nor refer to other domains. Such are, for
example, googleanalytics.com or ad services that place ads directly on the Web pages.

Dual role—Web domains that appear as both first party and third party domains. An
example of which is facebook.com which appears among search results and is referred to
by sites that include Facebook integrations such as “like” buttons.

Ad Exchange Service—Web domains that appear only as third parties, i.e., do not appear in
search results, and refer to other third party domains. They are intermediary third parties
that provide a bridge between Web sites and other third parties involved in ad bidding.

From the referral header information we produced an edge-list representing the ‘refer to’
relationship and created directed network graphs in which A—B corresponds to the fact
that the domain B is ‘referred by’ domain A when the page from A is loaded into the
browser. As noted above, in many instances, the domain B is the ad network or ad
exchange service that delivers the adverts to the Web page. In other instances, the referral
is due to the fact that the Web site is running a script that refers to a monitoring service,
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Figure 3: When browsing search results, the user is exposed to tracking domains. We calculate the probability
that the user encounters top tracking domains while visiting a random set of search result pages for both
Google-US (top) and Bing-US (bottom)
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collecting statistics of the Web site usage. We loaded the edge and node lists into R' and
NodeXL? in order to calculate graph metrics and visualize the referral networks.

Analysis

Three areas of analysis are of particular interest (more are reported in the full paper).
First, we analysed “exposure” to tracking — the likelihood of a user being tracked as they
visit search results. Second, we analysed how tracking varied between the original search

query topic. Finally, we analysed the structure of the observed tracking networks.

Exposure to Tracking

In order to estimate the rate at which users are exposed to third parties, we estimate the
probability P(T) that a search result exposes the user to a third-party T by calculating the
proportion of search results that refer to T. We rank third parties based on P(T) and, for
the top 10, determine the likelihood that the user will encounter each of these parties
after accessing a number of retrieved search results. We make two simplifying
assumptions. First, we assume that any Web page from a given Web site is exposing the
user to the same set of trackers. Second, we expect that the user’s choice to visit a search
result is independent from the previously seen pages. Based on this model we observe the
probabilities that a user would have encountered all top ten third parties. We find that
after visiting just 30 search results, the probability of getting cookies from all top 10 third
party domains is 99.5%. Figure 3 shows the probabilities of encountering the trackers
when using Bing and Google search engines in the US Market. Our analysis of the
Chinese search market indicates that the user exposure rate may be even higher than in
the English markets. However, the Chinese dataset is smaller and not directly comparable.

R: http://www.r-project.org/
NodeXL: http://nodexl.codeplex.com/
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Influence of Search Topics

Categories associated with the search queries enable us to observe the users’ exposure to
tracking while accessing information within a specific area of interest. We analysed
queries associated with the top ten most commonly applied labels to our query set (see
Table 7). In particular, we compute the expected exposure to tracking when the user
selects the top ranked search result for a given query. Although basic, this model is
instructive. Most of the topic labels led to similar levels of tracking. However, two labels
(Information\Science & Tech., and Information\Law & Politics) show lower numbers of
both third parties that set cookies and third parties that do not.

Label Num. of | TPsw/>0 | TPsw/ 0
Logs Cookies Cookies

Shopping\Stores &

Do 785 279 (3.57) | 3.65(3.37)

Information\Local

& Regional 726 216 (4.26) | 3.44 (4.27)

Info\Companies & | ., 2.88 (4.02) | 3.79 (4.28)

Industries

Living\Health &

Fiie 362 233 (3.54) | 3.42 (3.42)

Living\Car &

Garage 286 3.11(4.05) | 3.84 (3.98)

Information\Law &

pofiti 298 0.44 (126) | 1.23(1.42)

Living\Travel &

Voens 301 3.10 (4.85) | 3.19 (2.93)

Living\Fashion &

Apparcl 289 337 (3.87) | 3.91(3.31)

Information\Scienc

o8 Tonh 271 177 3.16) | 2.07 (2.35)

Living\Finance & | /¢ 3.08 (3.68) | 3.99 (4.28)

Investment

Table 7: When browsing search results, the user is exposed to
tracking domains. We calculate the probability that the user
encounters top tracking domains while visiting a random set of
search result pages.
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Network Structure

We analyse the tracking network that was observed in each of the search markets, as well
as the aggregate global network. We computed global graph metrics that highlight the
similarity of the tracking networks across the search engines and the search markets.

All the networks include a dominant network component that, in some instances,
includes more than 92% of nodes and 99% of edges. We compared the tracking networks
with synthetic networks based on the Watt-Strogatz random model [136,137]. For each
network we generated a graph with the same number of nodes and the same average
degree of the nodes. For example, a synthetic network for the global tracking network
uses 8.91 for the average degree of a node. We then compare the synthetic and real
networks based on their average path and the clustering coeflicient. As Figure 4
illustrates, the global tracking network closely follows a small world network model with
a rewiring probability of 0.2. We get similar results for the tracking networks affiliated
with each individual search market.

e +—— 8 —— 19 e & * * * - -
L] p=0.0005 * p=0.0005
® p=0.02 0.9 - ® p=0.02 0.9
0.8 - 0.8 -
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T 06 - q 0.6 -
(=3 =
2| ep01 05 | | @01 o5
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Figure 4: Watts-Strogatz random model, plotted against the average path length L(G) and the clustering coefficient C(G)

of left: the global tracking network from English search markets; right: the global tracking network after removing
doubleclick.net
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As Latora and Marchiori [106] have shown, small world networks have high local and
global efficiency in supporting exchanges of information. Thus, the detected tracking
networks are well equipped to support a range of processes: gathering and disseminating
contextual information about the user, real time processing and aggregating information,
and bidding and delivery of adverts. We use the same analysis to assess the robustness of
the network. Considering the dominant role of the ad exchange domains such as
DoubleClick.net, we ask how properties of the network would be affected should such a
node be excluded from the network. As Figure 4 shows, removal of the DoubleClick node
would increase randomness due to the longer paths and lower clusterability. This, in turn,

would reduce the efficacy of the transactions within the network.

Conclusions

The results confirm that tracking is a widespread practice on the Web. Moreover, they
allow us to estimate user exposure and to conclude that a typical user has a 99.5% chance
of being observed at least once by each of top ten tracking domains that we found, after
visiting just 30 search results

From a design perspective, the near ubiquity of tracking is a key element to consider. As
we saw in the Cookie Visualiser study, the inevitability of tracking makes bringing it to
users’ attention more difficult, because it makes the appropriate timing of such
information non-obvious. A notification each time that tracking is observed is quickly
normalised by users, and becomes a “chronic” background concern.

The relatively uniform frequency of trackers observed across search query categories is
also noteworthy, since it includes categories such as “Health and Fitness” that relate to
areas that many people would consider to be sensitive. Indeed, information about a
person’s health or physical condition is classed as sensitive personal data by European
Union data protection laws, and research such as Google ’s Flu Trends (despite poor
prediction results at a population level [108,109]) suggests that people do disclose health
information to search engines via their search behaviour.

Finally, the network structure itself, which supports efficient propagation of information
(in this case, data collected about web users) and which is dominated by a few large nodes
such as Doubleclick, has some relevance to user concerns around privacy. A single
omnipotent surveilleur seems, intuitively, to be more problematic than a large number of
surveilleurs with only restricted access to one’s activity.
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Surveying Cookie Notices in the Wild

The tracking network analysis showed, empirically, the extent and structure of tracking
on the Web, and provides a useful model to help understand the potential privacy
implications of using the Web to find information. However, it says nothing about how
this tracking is currently made visible or explained to Web users. A finding from the
Cookie Visualiser study was that the way information about tracking is presented is
important; despite being based on relatively simple principles, the emergent tracking
ecosystem, and the inferences that can be drawn from that data that is collected, are
complex and hard to appreciate. Thus, the way that tracking practices are framed to web
users is an important factor in whether they are able to foresee how their use of a website

or online service might impact upon their privacy.

Driven by the well-established principle of transparency in privacy and data protection
regulation, in 2009 the European Union adopted the so-called “Cookie Law” [184], which
introduced a new requirement for services to obtain consent before storing or retrieving
information on or from a user’s device, except where technically necessary to deliver the
requested service. In effect (and by intention) this law introduced the requirement for
users in the EU to be notified when cookies are set in their Web Browser for purposes

such as analytics or behavioural profiling.

Although the interpretation of the new rules differed between member states, in the UK
this led to the widespread use of “cookie notices” to inform Web users about the use of
cookies. These notices — unlike privacy policies — are fairly hard to avoid and so the
cookie law became perhaps one of the first industry-wide measures to inform users that
cookies are in use for various purposes. The purpose of this study was to understand,
qualitatively, how that information was being presented visually and as a choice
architecture as a precursor to further qualitative research with web users.

Methodology

I used a survey methodology, which involved surveying 300 UK websites and recording
information about the “cookie consent” elements that appeared (or did not appear) on

each one.

I obtained a random sample of 5385 domain names from Nominet, the UK domain name
registrar. These had been selected from a subset of the .UK domain pool, which included
only those domains associated with a website. Because the survey was conducted
manually, to make the sample size tractable I selected, at random, 150 of those domain
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names to include in the survey. The random sample of UK domain names provided a
broad picture of UK websites, but it was apparent very early on that the measures taken
by these (mostly small business) websites were not necessarily the same as those taken by
higher-profile sites. While fewer in number, high-traffic websites account for a large
proportion of the interactions that people have with the Web, and so I wanted to ensure
that they were represented in the survey. To do so, I also included the Alexa top 150

websites in the sample; giving a total of 300 different websites.

I visited each website in turn, using the Google Chrome Web browser. Installed in the
browser was an add-on that I developed (shown in Figure 5) that allowed me to select the
“consent element” on the page (if one was present), and which saved a snapshot of the
page to a web service. This snapshot included information about the cookies on the page,
a screen shot in PNG format, the HTML source code of the page, and the screen co-
ordinates of the selected consent element. Conditions such as domain name “holding
pages” and other errors were also recorded, so that all websites were accounted for in the
final results.

I then took a grounded theory approach to analyse the collected consent element samples,
treating them as qualitative data but considering aspects such as their position on the
page, and visual aspects, as well as the language that was used. Although qualitative
analysis is often thought of with respect to textual data — such as interview transcripts —
it can also be applied (and frequently is in disciplines such as media studies) to visual
content such as images or video [23]. Applying it to analyse the visual and interactive
elements of computer interfaces, as I do here, is not much of a stretch from those other
visual forms.

The aim of the qualitative analysis was to identify themes and categories in terms of how
consent elements are presented to users, the content they contain, and the choices (or
instrumental affordances) that they provide. Having examined the collected samples to
identify common themes and categories, I devised a lightweight codebook of categories
(described in the results) and then classified the full sample to produce the quantitative
results.

As will quickly become apparent from the results; this analysis exercise was fairly
lightweight — largely because of the low variation that was observed within the surveyed
consent elements. The results of that qualitative analysis are presented next.

76



Surveying Cookie Notices in the Wild
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Figure 6: A cookie notice on the BBC website (not included the sample studied) that includes a method for the user to opt
out of cookies.
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Results

Of the 300 websites in the sample, 290 were surveyed during January 2014. The remaining
sites could not be surveyed for some reason, generally due to compatibility problems with
the browser tool (such as pages consisting entirely of frames) or failure to connect to a
functional website.

In total, 89 sites in the sample exhibited a “cookie consent” feature of some kind (76 of the
Alexa top 100 out of 129 that used cookies and 12 out of 74 of the .co.uk sample, excluding
domain holding pages and error pages). The number of sites in each category, split by
those that use cookies and consent, is shown in Table 8.

The position that elements take on the screen has been shown as an important
determinant of attention [165]. Looking at the collected samples, I noticed four categories
that describe where on the page the cookie consent feature has been placed. They are
described below:

1. Header: The consent feature was placed towards the top of the page in an area above

what might be considered the main content of the page.

2. Fold Float: The feature was placed so that it was attached to the bottom of the browser
viewport, so that it remained there even as the page scrolled.

3. Footer: The feature was placed towards the bottom of the page, below what would be
considered the main content of the page. Typically this was close to links for the privacy

policy, and terms of use as well as the copyright notice.

4. Other: A small number of features were placed in other locations, usually within the
content itself. For instance, one website in the sample placed a link to the cookie policy

underneath the new-user registration form on the homepage.

I also considered the form that the elements took on the page, and the way that the choice
was presented to users. Three clear categories emerged, covering all of the collected
samples.

1. A Policy Link: The simplest of the features, consisting just of a link to another page,
usually with the words “Cookies”, “Cookie Policy” or “Privacy and Cookie Policy”. This
was only considered to be the consent feature if no other cookie consent features were

present.
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2. Ultimatum: This includes all features to the effect that “This website uses cookies, and
by using this website you agree to their use”, including features that just said “This

website uses cookies”.

3. Justification: This includes all features where the use of cookies is acknowledged, but
some reason for their use is provided. In the overwhelming majority of cases, this
justification was vague, for instance “This website uses cookies to improve your

experience.

Combining the position categories with form categories produced a three-by-four matrix
of 12 subcategories; 11 of which were represented in the collected sample (Table 9).

Alexa UK 100 Nominet co.uk Sample
Status OK OK Holding Page Error
Cookies Y N Y N Y N Y N
Freq 127 2 74 49 10 21
Consent | Y N Y N|Y N Y N Y N Y N Y N Y N
Freq 76 51 0 2 |12 62 1 48 0 10 O 21 0 2 0 4

Table 8: Overview of survey results; numbers that represent a "correct” behaviour are shown in bold

Policy Link Ultimatum Justification
Header 6 1 24 41
Fold Float 0 2 6 8
Footer 31 3 3 37
Other 1 1 1 3
38 17 34 89

Table 9: Notice breakdown by theme and position

Discussion

The results show relatively little variation between UK websites, with all falling into a few
common interaction patterns. In analysis of these common patterns, I draw on the notions
of affordance as mediated action proposed by Kaptelinin & Nardi [94].
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In almost all of the surveyed cases, the consent elements had no instrumental affordances
with respect to cookies themselves. None of them provide a direct means for the user to
prevent or remove non-essential cookies. This is why I refer to one group of elements as
the “ultimatum” group — the use of cookies is stated, but no means of control (other than
leaving the Website outright) is mentioned.

There are some high-profile examples - such as the BBC (figure 12) — of cookie consent
elements that do have instrumental affordances, but their absence on the surveyed
websites suggests that they are few and far between. Of the sites in the survey, only
bt.co.uk provided direct controls, within the consent element itself (figure 7); and
although the handling affordance is reasonably clear (in the form of a “change cookie
settings” link) it’s not clear what the associated icons mean, suggesting a missing learning

affordance.

A handful of websites - including natwest.co.uk and barclays.co.uk — provided controls
within their privacy policies, which are themselves linked to from the consent element.
Overall, these compound interactions which consist of an initial informative banner, and
then more detailed information with controls, exhibit instrumental affordances over the
cookies that are set by their respective websites. Taken in isolation, though, the initial
banners provide only learning and handling affordances; alerting the user to the use of
cookies, and providing a means to obtain more detailed information and controls, but not
providing any control in themselves.

All of the surveyed websites provide a handling affordance, and a subsequent learning
affordance via their links to more detailed information. Many of the linked policies
provide information — directly, or via yet another link — about how to control cookies via
a Web browser’s built-in tools.

Linguistically, the consent elements displayed a high degree of ambiguity; as evidenced
by the distinction between the “ultimatum” and “justification” groups. In the case of the
ultimatum group, no explanation for the use of cookies was given. In the case of the
“justification” group, though, some attempt to justify the use of cookies was included. For
instance, “We use cookies on this site to enhance your user experience”. Other common
justifications included statements such as “we use cookies to help make this website
better” Aside from a linguistic justification for the use of cookies, the ultimatum and
justification groups are very similar. There is an obvious lack of clarity over what phrases
like “improve your experience” might mean; it could be construed as reference to the
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collection of analytics that allow decisions over the Website at an editorial or structural
level, or it could refer to specific personalisation features, or even to functionality that is
technically dependent on cookies, although strictly those cookies fall outside the scope of
the legal consent requirement created by the ePrivacy directive.

bd B4 LY B2 Change cookie settings @

Figure 7: The cookie controls provided on bt.co.uk have instrumental affordances, although they lack learning
affordances that would allow a user to understand what they do.

k. We use cookies to help provide you with the best possible online experience. By using this site, you agree that we may store and
access cookies on your device. You can find out more and set your own preferences here.

1 r r ] P WEEET T e

Are you happy for us to use cookies?
Some features that are designed to give you a better online experience only work if we use cookies.

‘You can change your mind at any time but, for now, are you happy for us to store and access cookies on your device for
the purposes described?

* ' Yes No
Cookies have been accepted

If you do not change your preference here, your current preference, (as indicated) will continue to apply

Figure 8: A few sites, including natwest.co.uk (pictured), used consent elements (top) that linked to a more detailed
policy which itself included instrumental affordances over cookies (bottom).

81



3.5.4

Values in Technology and Practice

Conclusions

The survey found relatively little variation in how consent to cookie use is sought on UK
websites, with all of them falling into a narrow range of interaction patterns. Those
patterns typically provide no instrumental affordance with respect to cookies, instead
being limited to learning affordance and the opportunity to find more information. Where
control is offered, in all but one or two cases (BT and the BBC) that control is provided on
a separate page.

In many cases, the purpose of the cookie use is unspecified. In the cases where some
purpose is specified, it is specified in very vague language, in terms such as “improve the
user experience” that do not clearly convey whether, for instance, disabling cookies will
damage an individual user’s immediate experience, or simply prevent the collection of
statistical data that might be used to inform changes to the Website for all users at a later
date.
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Notice Focus Groups: Understanding
People’s Perceptions of ‘Cookie Notices’

Having identified the scale of the tracking networks themselves, and surveyed the
information elements that are being used to inform Web users about tracking, the next
step was to understand more about how individual Web users interpret the information
that they re shown, and how they reason about online tracking. To do so, we used a series
of focus groups to explore, qualitatively, our participants knowledge, beliefs and feelings
towards online tracking, utilising a series of statements taken from privacy policies and
cookie notices as talking points.

Our goals were to understand more about:

a) what the participants felt that they understood by a series of statements taken from
online privacy policies and whether they felt positively or negatively about the
statements, particularly the vague justifications such as “improve your experience” that
were found in the previous study;

b) whether the participants had noticed cookie consent boxes while using the Web, and
what the participants understood by the wording used in some of consent notices that
had been found in the previous survey,

c) whether the participants linked the information from privacy and cookie notices with
their own sense of online privacy, and

d) the sort of information that participants thought online advertisers might have about
them and where they thought this information was obtained from - i.e. their ability to
correctly reason about the privacy implications of third-party tracking.

Some of these focus groups were conducted and used as part of a mixed-methods study with
my colleague Helia Marreiros, published in [121], although their inception and design is my
own.

Methodology

Participants for the focus groups were recruited from interns and postgraduates in the
School of Computer Science and the School of Economics by means of mailing lists and
personal invitation. We provided participants with pizza during each session to encourage
attendance and to create a more relaxed atmosphere for conversation.
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Participants were seated around a table with the investigators. The sessions were
structured through the use of a set of slides that were projected on to a screen. The slides

had three sections:

A series of statements taken from online privacy policies. This section was conducted
primarily to inform a secondary study that is not reported here.

Screenshots of some cookie consent notices from UK websites. We asked participants to
explain the reasons that they thought the Website was displaying the notice, what the
notice meant the Website would do and what they thought other parts of the notice
(including phrases such as “improve your experience”) might mean.

Two exercises; in which participants were asked to imagine what information a)
Facebook and b) a behavioural advertising company, like DoubleClick, might know
about them.

We kept detailed notes during the focus groups, as well as audio recording them. We used
thematic analysis to identify and group together similar attitudes and beliefs into a set of
key themes that had emerged from our conversations, and these are discussed in the

results section, below.

Participants spanned a range of academic backgrounds, including social science,
computer science and humanities. In total we had 21 participants; 12 male and 9 female.

Results

The results of the focus groups are reported as qualitative accounts of user concerns.
Themes were identified by two investigators based on their participation in the focus
groups as well as audio recordings. For smaller focus groups (2-3 participants) we also
used paper handouts for the later exercises, providing a physical record of the data that
participants thought companies hold about typical users.

Privacy Policy Statements

Participants were mixed in their responses to the individual privacy statements. Given the
extent of the services provided by Facebook and Google, participants were unsure which
features would involve the different types of data processing. For instance, one
participant asked whether particular statements were applicable if they only used Google
to search. A similar sentiment was apparent in participants’ responses to statements

regarding the transfer of their personal data to the “family of companies” that constitute
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Facebook. Participants were unsure which companies this included, and some interpreted
it as very broad range of affiliates. Some mentioned companies such as Snapchat,
Instagram and WhatsApp.

Participants were generally negative about the idea of processing their personal data in
foreign countries. This was seen as unnecessary and potentially risky, some participants
commented that they might have less legal protection if their data was transferred abroad.

When we asked participants to comment on purely technical statements, such as
explanations of cookies and pixels, they were generally less negative but felt that the
purpose of their use was important.

Cookie Notices

All but one of the participants indicated that they were familiar with seeing cookie
consent notices on websites that they visited. However, all admitted that they did not pay
attention to the notices and the majority did not understand what the function of cookies
was.

One participant (a computer science undergraduate), gave a fairly complete explanation
of how cookies could be used to track a user across multiple visits to a website and
another (who had previously been employed by an advertising company) was aware that
cookies could be used to find out demographic information about a person, but was
unsure about the technical mechanism for doing so.

When asked what they thought the notices meant, participants were often unable to
suggest how cookies could fulfil a purpose such as “make this website better” or “improve
your experience”. Typically, though, they interpreted this as personalization, for instance
by remembering previously visited pages to personalize navigation. A few expressed that
the intent was to collect analytics through which the Website could be improved in
general rather than made to work better specifically for them, but those participants were
in a minority.

Participants were confused about the difference between cookies and browser features
such as auto-complete and browser history. A number of participants spoke about the
“private browsing” feature of modern Web browsers, as a way to avoid being tracked if
they wanted to do so, although it was unclear to what extent they made use of this
feature themselves.

Two participants knew that websites were required to disclose cookie use by law,
although none mentioned the specific EU directive or UK legislation.

85



Values in Technology and Practice

A number of participants spoke about the “private browsing” feature of modern Web
browsers, although it was unclear to what extent they made use of this feature
themselves. Interestingly, the simple description of non-persistent browser state as
“private browsing” foregrounds the feature s value-relevance in contrast to the typical
technology-centric terminology used by other Web browser features and typical
explanations of cookies.

Most participants erroneously believed that a behavioural advertising companies such as
DoubleClick would have data such as email address, address and postcode via, for
instance, orders that people placed online, and did not raise the use of cookies as a way to
obtain partial browsing history and potentially infer demographics or interests from that
information.

The consent notices that we showed to our participants do not appear to have conveyed
the purposes of cookie use. Participants were unable to explain how cookies worked, the
real purposes for their use (for instance, how the use of cookies might improve their
experience on the Website) and were unable to relate the use of cookies to their own

privacy.

When prompted to consider the potential privacy aspects of cookies by a notice message
that specifically mentioned privacy, participants questioned how cookies might relate to

their privacy, but again the understanding was incomplete.

Once notions of privacy or demographic or behavioural targeting had been introduced
into the discussion, either by participants themselves or the investigators, there was still
no evidence that many participants understood the link between those practices and the
use of cookies. Furthermore, when asked, specifically, to identify the types of information
that an online advertiser might have about a web user, participants nearly all failed to
mention information gleaned through the use of persistent third party cookies.

Some participants felt it was unfair to declare the use of cookies but provide no means to
opt-out. In the words of one participant, it is “undemocratic” to provide no means to use a
website without being able to reject the cookies. This sentiment does not necessarily seem
to be driven by a particular concern over the use of cookies in general, rather a response
to the lack of choice in itself.

General Findings

In both scenarios - privacy policies and cookie notices — participants seemed to take into
account the purpose of the request when articulating their assessment of the desirability

of the practice. For instance, cookies that ostensibly “improve” experience are seen more
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positively, particularly when participants were able to articulate methods through which
they believed this improvement could be brought about, such as personalization.

Cultural context, or specific privacy concerns, seem to be taken into account by
participants. This was particularly common among the foreign participants who often
related it the cultural context of their home countries. For instance, a Turkish participant
spoke of how they felt there were limits on their freedom to criticize the government; a
Mexican participant linked posting photos of his dog to the risk of it being stolen for
ransom — a phenomenon of which he was familiar from his home town. Another
participant spoke of the different risks that male and female internet users might face
because of the cultural expectations around gender in his home country.

At the end of the focus groups, and following a debrief session during which we answered
any questions that participants had about the issues we 'd touched in the focus group,
many participants admitted to feeling more concerned about their privacy than before
taking part in the focus group. This sentiment was not universal, though. Some of the
participants, particularly those who were very relaxed towards the privacy notices that
we showed them did not appear to have changed their attitude. Some of those
participants expressed that had learned new things about the mechanisms or extent of,
for instance, third party tracking, but still did not feel it was a problem to them
personally.

Discussion

Participants covered a range of attitudes towards privacy, consistent with previous work
showing diverse attitudes (e.g. [102,176]). There is a notable distinction between those
who are concerned with privacy in itself, and those who are concerned with privacy as a
means to another end. Although this interpretation requires some caution -
consequentialist arguments could be a post-hoc rationalisation of why privacy is
important to a participant — this poses an interesting issue when considering privacy
from a values perspective: Is it more appropriate to design tools from a consequentialist
perspective, or from a deontological one? Or, is it possible to do both?

However, in both the deontological case and the consequentialist one, there is a degree of
reasoning and inference required on the part of users in order to assess the impact of a
given activity. In the consequentialist case, participants tried to reason over how simple
actions like sharing a photograph or accepting cookies could lead undesirable outcomes,
such as the theft of a pictured possession. In the deontological case, where privacy is

valued, participants attempt to reason over how an action impacts upon privacy. The use
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of a cookie, for instance, might lead to a loss of privacy if it were used for profiling
purposes, but most participants were unaware of this possibility, and confused about the
technical mechanisms that are involved.

I propose a three-tier model of how our participants’ concerns relate to the data
processing practices of data controllers, such as websites.

The bottom, most objective level is a technical explanation of a practice, such as the use of
cookies.

A middle layer, privacy, represents privacy as an interim construct; essentially the state of
controlling information about oneself.

Finally, a consequential layer encapsulates concerns that stem from privacy effects — such
as the result of some knowledge becoming public — but which are not in and of
themselves privacy concerns; such as having a possession stolen, or being discriminated
against. These concerns are highly subjective in the sense that they are often dependent
on personal context, though not necessarily subjective in the sense of being open to
disagreement — most people would agree that being the victim of theft is a bad thing, but
not everyone is in a position where loss of privacy would conceivably lead to a theft.

Subjective Consequential

Objective [ TaEHEAIY

Figure 9: A three-tier model of privacy reasoning

The most important finding from these focus groups, though, is probably that
transparency about Technical implementation is not, by itself, enough to allow Web users
to make reasoned decisions about privacy — even assuming that they had the time, will
and rationality to do so. Using the information that’s provided often requires a level of
technical expertise and literacy beyond what most people possess. Even beyond
understanding the words and explanations that are provided, which is in itself a challenge
[131], being able to infer the impact of a cookie, or a tracking pixel, on something abstract
like privacy, or even to predict a possible concrete harm, is simply too complex. While

privacy implications, and possible consequences, might logically follow from a particular
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configuration of technology, web users cannot reasonably be expected to make the
connection between technical explanations, privacy as an abstract concept, and specific

consequences that could occur.

Treating Privacy as an intermediate concept that sits somewhere between a technical
explanation of a particular practice and an assessment of that practice s potential
consequences helps to illustrate why considering privacy in and of itself might be useful.
Predicting the likely, or possible, consequences of an action can be difficult, if not outright
impossible. There is a huge degree of uncertainty associated with most privacy-related
decisions both in terms of how the technology and services operate, and also in terms of
which events might — or might not — actually occur. Security breaches (such as recent
high-profile cases involving Yahoo, TalkTalk, Ashley Madison or Equifax) can have
potentially major privacy implications, but service users cannot predict if or when such a

breach will occur.

Privacy as an intermediate concept helps to address some of this uncertainty, and
removes some of the necessity of even trying to predict consequences; by grounding
concerns in Privacy it is no longer strictly necessary to identify other specific harms.
Valuing (and protecting) privacy in and of itself seems to provide (whether the en user is
conscious of it or not) some protection against harms that could arise from the disclosure
of personal information.

The framing of privacy as an abstract intermediate construct between concrete activity
and concrete harms is congruent with work, such as that by Rossler [154], that frames the
value of privacy as being about individual control and self-determination. It also
reinforces privacy’s status as a value; recall that Rokeach describes values as a conception
of the preferable, and Schwartz describes them as criteria for evaluating the selection and
evaluation of actions. As a concept that simplifies the otherwise difficult (or impossible)
task of predicting the possible consequences of sharing data about oneself; privacy acts as
a value against which actions can be judged. Where privacy is valued, actions that
preserve privacy should be preferred to those that do not.

Conclusions

The focus groups provided insight into how information about personal-data processing
is perceived and reasoned about by users. Of particular note was how participants
attempted to reason about the information that we showed them, and the distinction
between attempts to reason about privacy (or related values such as choice) and more
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grounded attempts to identify specific consequences that might arise from disclosing
particular pieces of information.

Adopting privacy as an intermediate construct, and valuing it in and of itself - that is,
conceptualising of privacy as a value — seems to be helpful in making decisions about
sharing personal data less complex, by reducing the need to foresee specific possible
consequences.
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The Web Mirror

This chapter reports on a design probe called “the Web Mirror”. The Web Mirror is an
interactive tool that combines elements of the cookie visualiser and tracking analysis
studies, and combines them to create an online visualisation of someone’s web browsing
history, and the associated tracking networks. It builds on the interaction findings from
the Cookie Visualiser study, and the tracking network analysis methods developed in the
Tracking Network study.

There were two primary motivations behind building the Web Mirror. The first
motivation was largely practical: I wanted to be able to explore the use of visualization
with participants in lab studies, or short online experiments (as well as in public outreach
activities, or in demonstrations) but existing add-ons that visualise web tracking - like
Mozilla’s Lightbeam tool, or the Cookie Visualiser tool described earlier — analyse web
browsing as it happens; as a result, they have to be used for a period of days or weeks
before they yield detailed aggregate information about tracking. The Web Mirror achieves
similar results in a matter of minutes; making it far more amenable to the intended uses.
The second motivation was to experiment with explanations and visualisations of web
tracking that conveyed the profiling and targeting aspects as well as the tracking network
itself; building on the findings from the earlier Cookie Visualiser study, where my
conclusions were that aggregated display of information, in a dedicated reflective activity,
would be more effective than intervening in the course of another activity to surface
privacy concerns. As explained shortly, the Web Mirror goes beyond the visualisation
offered by any existing tools in the way that it analyses and presents tracking information

to the user.

I begin with a technical description of the Web Mirror itself, before moving on to discuss
how it was used as the basis for a mixed-methods study, and what can be discerned from
those results.

The inception and development of the Web Mirror are my own, but this chapter reports
research that was conducted in collaboration with, and is based on an unpublished manuscript
co-authored with, Helia Marreiros, Dorota Filipczuk and m.c. schraefel.

Some parts of this chapter are included verbatim, while others have been modified. I am
particularly grateful to Helia for her knowledge of statistics. Analysis, discussion and
conclusions as they pertain to Activity Theory are entirely my own contribution.
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Figure 10: The Web Mirror displays a network diagram, depicting the tracking network detected on the participants’ uploaded

browsing history, and topics related to the visited pages are shown around the outside of the page (top); detailed information
about a particular tracking profile (bottom),
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Description of the Web Mirror

The Web Mirror is an interactive tool to explore user understanding, attitudes and
reactions to online tracking practices. Recent work by Schaub et al. [150] shows that,
when reflecting on existing Transparency components that are part of tools like Ghostery
and Disconnect, participants are still confused about how tracking works. To address this
confusion, inspired by the use of non-technical metaphors like the desktop to represent
technical processes, like a file system, we designed the Web Mirror to deliberately de-
emphasise the technical representations of tracking such as number of cookies and
instead foreground both a more familiar and more personalized, less abstract metaphor of
a personal “web reflection”. It is designed to promote reflection on the link between web
use, tracking, identity, and privacy; in the spirit of Hallnds and Redstrom’s “slow
technology”.

That is, by using a person’s browser history, the Web Mirror lets a person see:
(1) how trackers are connected to visited websites;

(2) what they may have observed, and

(3) based on these observations, how each tracker might “see” the user.

Figure 10, shows an example of the Web Mirror in use. The Web Mirror is displaying that
adnxs.com has observed the user visit (among others) doctorwho-online.co.uk. This is
presented by highlighting the node in the network graph, and then displaying the
detailed information (shown in the bottom right image) about the total amount of
browsing observed, examples of pages tracked, and the inferences drawn. Interests
associated with the profile are shown around the outside of the page as text and images

» &

(for instance, “Doctor Who”, “Tinder” and “Economist Group”).

Another advantage of the Web Mirror is that feedback is almost immediate: unlike other
tools such as Lightbeam or F-Secure s Freedome Tracking Mapper®, the Web Mirror is not
implemented as a browser add-on and does not need to be used for a period of time
(typically days or weeks) before results about tracking patterns to become available.
Instead, it analyses a sample of browsing history that is provided by the participant by
copying and pasting from their Web browser s built-in history facility. This property
makes the Web Mirror suitable for use in the kinds of lab and survey studies we describe
in the next section, without installation and use of additional software. There are three
main stages in using the Web Mirror:

3 https://freedome.f-secure.com/whoistrackingme/tracker-mapper.html
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1. Upload. The first stage is to collect a sample of web browsing history from the user’s
device. On desktop, this is done by copying and pasting data from the browser history
feature. On Android devices, this is accomplished using an app that accesses the browser
history APL

2. Crawling. We then use an instrumented Web browser to visit each page in the uploaded
history, recording the third parties that are connected to each page (via the HTTP referer:
header) and the page content itself. This results in a graph of the tracking network itself,
and allows us to extract key topics from each page using the OpenCalais* service to build
a profile of topics for each visited web page.

3. Analysis and Display. Using the network graph, we can build a “profile” of the user on
behalf of each detected website, including both first- and third- parties. The profile
consists of the URL of each visit that the third party observed during the crawl, and the
topics that were extracted from that page. Each of these profiles represents an individual
“reflection” of the user — our guess of what they look like to each node in the tracking
graph. This information is visualized to the user in a desktop Web browser (mobile users

are given a code that allows them to access their results).

Prior to the studies developed below, we developed the Web Mirror iteratively based on
feedback from users in step-up demonstrations, small focus group sessions and a school
outreach program run by the University of Southampton. Participants suggested that the
network graph itself was useful in helping to contextualize the individual tracking
profiles — corroborating a similar finding from the earlier Cookie Visualiser study. The
Web Mirror therefore begins with that network (and an explanation of it), and animates
the diagram to highlight which reflections are being displayed. We found that integrating
several aspects of each reflection into a single information pane helped to reinforce the
link between tracking that had been undertaken by a particular domain, and the interest-
inferences that might have been drawn from it. Previously, we had presented statistics
about surveillance coverage, pages observed and inferred interests sequentially, but
changed this to the parallel presentation shown in Figure 10 which generated more
engagement in subsequent studies. Finally, participants suggested that they were unsure
of what they could do about tracking. This was manifest either as direct questions, or
cynicism that “there’s nothing I can do about [surveillance]”. As a result, we produced
simple countermeasure information, similar to the descriptions given in Figure 11. This
finding itself provides motivation for the study presented next; which considers the
relative importance of transparency — provided by something like the Web Mirror — and
actionable information - like information about available countermeasures.

4 http://www.opencalais.com/
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Our preliminary results suggested that with the Web Mirror, participants felt they had
gained more understanding about being tracked and were interested in exploring
countermeasures. From this preliminary work, we determined the Web Mirror was

sufficiently clear to use in a more formal, experimental study, which is presented next.

Browser Extension (eg. Ghostery, Disconnect.me)

Browser extensions can be installed in your web browser (Firefox, Chrome, Internet
Explorer).

How it works: these extensions block the ’requests’ (connections) that your
browser makes to known tracking websites, preventing them from tracking you.
Pros: fairly simple to install; blocks most tracking.

Cons: not available for older browsers; might not be installable on company or
school equipment; sometimes need to be configured properly to block tracking (for
instance; by default, Ghostery only reports tracking rather than blocking it).
Resources:

http://www.disconnect.me/; http://www.ghostery.com/

Figure 11: A sample of the countermeasure information that was provided to participants during development of the Web
Mirror, and in Experiment 1

Formulating the Research Question

The Web Mirror had demonstrated usefulness in schools outreach, and as a catalyst for
discussing issues around tracking - similar to the discussions that I'd conducted with
focus groups based on the cookie consent notices and privacy policies earlier. However, I
- and colleagues — wanted to test whether tools like the Web Mirror, which aim to make
tracking more transparent, have a role to play in helping Web users to understand
practices like tracking, and to opt-out of those practices if they wish to do so. In framing a
question in this way, we draw a distinction a between two types of information that can
be provided to people: transparency information, and actionable information; the
distinction between which I’ll discuss next.

Tools such as the Web Mirror, the Cookie Visualiser, or Mozilla Lightbeam provide
transparency — they aim to show people how tracking works, and there is an implicit
assumption — including in my own work - that somehow this will be valuable, perhaps
ethically, but perhaps also in helping people to make more informed decisions, or to
control practices (like tracking) that they find objectionable. Transparency also has an
important legal role; in EU data protection law, data controllers are required to be
transparent about how they collect and process personal data. As research has shown,
though, transparency (typically in the form of privacy policies) has largely been
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unsuccessful in furnishing individuals with an understanding of, or control over, their
personal data.

As one of the participants during the development of the Web Mirror remarked, despite
being informed about tracking “there’s nothing I can do about it.” While transparency can
help people to understand tracking, it does not necessarily contribute to people’s ability
to control the things that we are being transparent about. Instead, there exists actionable
information that describes things that can be done; like installing an ad-blocker, or

clearing browser cookies, that provides a plan of action for a person to take.

While transparency might help to build motivation and understanding, it is (prima facie)
actionable information that suggests an activity (or action within a broader activity) in
answer to that motive.

In developing some actionable information — in our case a set of information sheets that
explain different tracking countermeasures — we observed that actionable information
needs, for reasons of narrative clarity, to give some reference to the need that that action
meets. So, for instance, the ability for an ad-blocker to prevent some tracking from taking
place requires a brief mention of tracking. This is only superficial information, nowhere
near as detailed or personalised as the information displayed in tools like Lightbeam or
the Web Mirror - but it begs the question of just how much transparency is actually
required. Do we need tools that make tracking more visible, or could we just tell everyone
that ad-blockers exist? More broadly, what is the functional role of transparency in
enabling the sort of privacy self-management that is required in the EU (and US)
regulatory regime, and can tools like the Web Mirror contribute to a critique of
transparency as a regulatory concept?

In this study, we tested whether the Web Mirror — as an example of detailed transparency
—increased (or not) people’s intention and desire to take action in the form of using an
anti-tracking countermeasure. We conducted two experiments, with two specific
hypotheses related to this research question, which are described next.

Methodology & Hypotheses

Using a between-participants experimental set-up, we investigated whether the Web
Mirror had an effect on self-reported intention to adopt privacy-preserving tracking
countermeasures, and self-reported willingness to pay for privacy preserving
countermeasures, versus just describing the countermeasures themselves.
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Self-reported adoption of privacy measures and self-reported willingness to pay have been
used to study individuals’ behaviour in prior research (e.g. [5,17] and [157], respectively).
Although they have less ecological validity than measuring actual use of or payment for
countermeasures, they are considerably easier to measure. Furthermore, they overcome
confounds — such as technical ability to use countermeasures — that would be introduced
by measuring actual adoption or payment. For the purpose of evaluating experimentally
whether the Web Mirror leads to additional motivation to adopt privacy-preserving
tracking countermeasures, these measurements allow two groups to be compared without
the overhead or additional confounds that measuring actual behaviour would introduce.

In total, we tested two hypotheses. The rationale for each is described in the experimental
design section, below.

H1: Transparency information (in the form of the Web Mirror) plus actionable
information will lead to greater adoption of tracking countermeasures than just
actionable information by itself.

H2: Transparency information will result in a greater willingness to pay for a tracking

countermeasure than among participants who do not receive transparency information.

To test our hypotheses, we designed and conducted two similar randomized experiments
in two parts (Experiment 1 and Experiment 2).

Experimental Design

Both experiments were conducted in two phases, where each iteration was a refinement
of the main protocol based on the results of the previous version. This approach helped to
inform a robust set of results, described below.

The experiments had a between-subjects design, where participants were randomly
allocated to one of two treatments, Control (C) or Transparency and Countermeasures
(TC) in experiment 1, and Control or Transparency and WebCloak (TW) in experiment 2.
In the TC and in the TW, participants were asked to use the Web Mirror and then asked
to complete an online survey, described below. In the control treatments (CI in

experiment 1 and CII in experiment 2), participants only completed the online survey.

Phase 1 of experiment 1 consisted of a laboratory study followed by focus groups with
students from our university. The purpose of this phase was to pilot the experimental
design in a controlled environment, and to test aspects such as the resilience and
comprehensibility of the Web Mirror prototype, the timing and complexity of the survey
instrument, and initial measurement of treatment effects. We led focus groups after each
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session to check participants’ understanding of the information provided and to
understand their views qualitatively.

The laboratory experiment was designed to give robustness to subsequent online
experiments, as it is a more controlled environment. Online experiments were used to
reach more participants and increase the data set. Therefore, the remaining phases (phase
2 of experiment 1, and both phases of experiment 2) were conducted online.

The online studies were orchestrated through a custom-built website that assigned
participants to conditions and administered the study components accordingly. We
recruited participants through Prolific Academic?®, a UK-based crowd-sourcing service that
recruits participants for academic purposes.

Experiment 1: Countermeasure Information

Experiment 1 had two components: the Web Mirror and a survey about tracking
countermeasures. the Web Mirror presented transparency information. The survey
(available in the supplementary materials) contained questions about participants’
privacy attitudes, demographics, their current use of different countermeasures and about
their intent to adopt countermeasures. We presented detailed information about each
countermeasure as Actionable information - i.e. information that describes a possible
action, rather than information that describes an extant data-processing practice.

The survey had five pages. On the first page of the survey, we asked participants about
their online behaviour (such as, how often they browse the Web and click on ads they
see), their beliefs about their own knowledge of key concepts (such as, “T know what
online tracking is”) and their existing attitudes (“I would like to do something to prevent
some or all online tracking (even if I don’t know how)”). Next, we asked them to indicate
which of the suggested countermeasures they presently use. This list of countermeasures
covers a range of tools and manual behaviours. At this point we did not provide any
information about any of the countermeasures. Notably, we excluded the private
browsing feature of Web browsers, as it effectively combines other entries in the list such
as clearing cookies and browser history. Also, we included “clearing browser history” as it
was a technique that participants had frequently mentioned to us in earlier work, even
though it does not actually counteract tracking, and we wanted to check how widespread
this practice already was among our participants. We were clear about its ineffectiveness
in the provided information.

5 http://www.prolific.ac
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The third page presented detailed information about how each of the countermeasures
worked, how it is used and/or installed, and the pros and cons of each countermeasure.
Figure 11 shows an example of the information provided for Browser Extension, such as,

Ghostery and Disconnect.me.

Participants were then asked to indicate which of the nine countermeasures they
intended to use. They chose from a five-point scale: “Definitely going to use”; “Going to
use”; “Might use”; “Not going to use” and “Definitely not going to use”. We wanted to
capture undecided participants in a dedicated category, to get an indication of how strong
their intent was, and hence chose five points over four.

We also asked them to report anything that they had learned during the study. This
question was to evaluate whether they felt they had learned about tracking and/or about

options to avoid the tracking i.e. the countermeasures.

The fourth page contained questions to evaluate participants’ level of concern about
privacy. We used an instrument proposed by Chellappa and Sin [37], which evaluates
participants’ desire for privacy against the value derived from personalisation, and so
overcomes some of the philosophical problems associated with instruments that attempt
to measure privacy by itself, without reference to the value that might be derived in
return for losing some privacy. Finally, we asked demographic questions and if
participants felt more concerned about their privacy after participating in the study.

The manipulation condition was the presentation (or not) of the Web Mirror. In the CI
treatment, participants only completed the survey, without seeing the Web Mirror at all.
In the TC condition, participants were required to provide a sample of their web browsing
history and to interact with the Web Mirror for at least three minutes.

Phase 1: Lab Experiment + Focus Group

Participants were invited to take part in the study via email and social media. During
online registration, they were required to upload a sample of their web browsing history
(at least 70 unique URLSs), which was pre-processed and used to populate the Web Mirror.
During the study session, each participant was allocated to a computer terminal. After
reading the information sheet and signing a consent form, the experiment started.
Participants were allocated, at random, to one treatment. To protect our participants’
privacy, we did not store the uploaded history along with any identifying information,
and deleted it after 72 hours.

Those in the TC treatment were first presented with their Web Mirror reflection, and then

asked to complete the survey. Those in the CI treatment completed the survey first, and
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were presented with their Web Mirror reflection afterwards, to enable them to participate
in the focus group that followed.

After the individual study, participants were taken to another room where pizza was
provided and the investigators led a semi-structured discussion about the information
presented in the Web Mirror, as well as their concerns and attitudes towards tracking and
countermeasures.

Phase 1 Participants and Results

We recruited a total of 25 students from the University of Southampton. Ages varied from
18 to 34. 48% identified as female and the remaining 52% as male. 35% were computer
science students and the remaining 65% were from different disciplines, such as social

sciences, natural sciences and engineering. The completion time was 13 minutes.

The results for the laboratory experiment indicate that 80% of the participants used
between zero and three countermeasures (8% did not use countermeasures; 8% used only
1; 36% used 2; 28% used 3; 16% used 4 and 4% used 7). The most commonly used
countermeasures were manually clearing cookies (56%) and browser history (52%) and
using ad-blockers (44%).

After receiving detailed information about each countermeasure, 64% of the participants
indicated willingness to use at least five countermeasures, 24% at least four

countermeasures and 32% all of the presented countermeasures.

We next created an index variable — Premeasures — sum of all the measures already used,
and an index variable — Intent — sum of the willingness to use the countermeasures.

We found that the countermeasures information produced a significant increase in
intention to use the countermeasures versus previously used measures (Premeasures =
Intent — Wilcoxon test p=0.000). We define willingness to use including “Might use” and
“Definitely going to use” or “Going to use”, however we also tested a more narrow
definition of intent to use only those saying “Definitely Going to use” or “Going to use”.
We conducted the same test with the narrower definition, and the results are similar.

However, we found no significant difference between the two treatment groups (Man-
Whitney test: All: p=0.543; sub-sample: p=0.2324). The Web Mirror does not increase
intention to use countermeasures beyond just seeing the information about
countermeasures by itself. This initial result on the lack of treatment effects was
surprising.
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In order to better understand reasons behind participants’ answers to multiple-choice
questions, we performed a thematic analysis of their responses to open-ended questions,
identified common aspects and developed a code book to apply to the full data set. For
each of the questions, we first grouped similar answers, which helped us to distinguish
the major themes. We then assigned categories to each of the groups, counted the number
of items in groups and calculated the percentage of all responses in each category.

The results have shown that the main reasons why people would not use
countermeasures were the fact that they may break sites or make it more difficult to
browse (11% — 8% in C1 and 15% in TC), slow down a computer/browsing (11% — 13% in
C1 and 9% in TC), installing and/or using them causes too much hassle and/or requires
too much effort (9% — 8% in C1 and 9% in TC) and that the participants cannot install any
new software on their corporate computers (9% — 11% in C1 and 7% in TC). 17% did not
identify any reasons (15% in C1 and 20% in TC). When asked what they learnt in this
study, 25% said that they learnt about the existence of countermeasures in general (28% in
C1 and 21% in TC), 15% that they learnt about Disconnect.me and Ghostery (24% in C1
and 5% in TC) and 14% that they learnt about tracking and/or the scale of tracking (0% in
C1 and 32% in TC).

The focus groups in this phase provide additional qualitative data to help discuss our
quantitative results. During the focus groups, most of the participants said they learned
about tracking by using the Web Mirror and that the information about countermeasures
was informative and would help them to protect themselves from tracking. We found that
a majority of the participants expressed surprise at the personalized information received
though the Web Mirror. They felt they had learned about tracking and that the Web
Mirror helped them to correct beliefs they had about it. For example, participant 14 said:
“It’s incredible, the amount of data they can get of you from just browsing the Internet”. The
visualization tool worked as an incentive to look for more information about it, with
participant 18 explaining that “I’'m actually surprised, because I hear that there is stuff like
tracking, something about that, but who cares, I don’t care. But with this one, we know
something big is going on, that I don’t know about. [...] I think I'm gonna do more research
to understand it”.

We also found that, qualitatively, the combination of the Web Mirror and the
countermeasure information seemed to increase some participants’ intent to act. For
example, participant 11 said: T suppose I always kind of suspect that there’s lots of people
tracking [...] but I think when you just take [your data] and you see it on a display, you kind
of confront with it, you kind of go — yeah, I should do something about that. So, I’ll probably
download one of these things”. Participants felt that the generic information on
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countermeasures was important in order that they 'd know how to protect themselves
against tracking and protect their privacy. For example, participant 11 explained ‘T think I
should try some of them, I found some good information here”, and participant 12 said
“Maybe I will download one of these blockers, kind of to protect my privacy, I don’t want to
be a target’.

The results of the laboratory experiment gave us confidence in the protocol and study
instruments. We therefore proceeded to phase 2 of the experiment to increase the subject

pool and provide more robust results.

Phase 2: Online Experiment

Phase 2 applied the same experimental design, but was conducted online with
participants recruited via Prolific. The aim of phase 2 was to provide a larger sample for

statistical analysis.

All participants saw a brief study description, which informed them that the study was
about online privacy, that data collection was subject to the Data Protection Act, and that
our institution’s ethics committee had approved the study. After reading the briefing
information, participants were asked to confirm that they consented to taking part in the
study:.

Following their consent, participants in the TC treatment were directed to upload a
sample of their web browsing data to the Web Mirror, and following a brief waiting time
while their data was analysed, were shown their reflection.

While the data was analysed, participants completed a short privacy-attitudes instrument

consisting of three statements:

1. Consumers have lost all control over how personal information is collected
and used by companies.

2. Most businesses handle the personal information they collect about

consumers in a proper and confidential way.

3. Existing laws and organizational practices provide a reasonable level of

protection for consumer privacy today.

These statements were used to categorize the participants by privacy type, prior to their
exposure to the Web Mirror and survey. This Privacy Segmentation Index is based on the
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long-running Westin privacy surveys [102]. It classifies participants into three categories:
Fundamentalists, who are the most protective of their privacy, Unconcerned, who do not
know what the ‘privacy fuss’is all about, and Pragmatists, who weigh the potential pros

and cons of sharing information.

Participants were asked to choose an option from a four-point scale: “Strongly disagree”;
“Somewhat disagree”; “Somewhat agree” and “Strongly agree”. Those agreeing with
statement 1 and disagreeing with statement 2 and 3 were classified as fundamentalists;
those disagreeing with statement 1 and agreeing with statement 2 and 3 were classified as

unconcerned and the rest of the participants were classified as pragmatists.

Participants then interacted with the Web Mirror for at least three minutes, after which a
“Continue” button allowed them to continue to the survey. This time was determined

based on our observations of participants during the laboratory experiment.

In the control treatment (CI), participants were immediately directed to the survey after
deciding to take part in the study and did not see the Web Mirror at any point.

Phase 2 Participants and Results

We recruited a total of 117 participants. All participants were native English speakers
born in the US, UK, Ireland, Canada or Australia.

The majority of the participants were from the UK (50%) and 44% were born in the US.
The average age was 28, 70% of the participants identified as male and 50% had college
education, 30% preferred not to say, 11% had completed high-school. The average time to
complete the study was fifteen minutes. 43% participated in the TC treatment and 57%
participated in the control treatment. Participants were paid £6 per hour independently of
the treatment allocation.

Figure 12 shows the percentages of participants who indicated, during the survey, that
they intended to use (or not use) each countermeasure, and the percentage who already
used each one. The majority of participants said they were going or definitely going to
clear cookies, clear their browser history and use ad-blockers. This is partly because
participants were already using those three measures. 52% of the participants said they
would not use Tor browser and 30% said they might use it. 17% said they were going to
use it, even though the information provided highlighted the cons of this countermeasure.
Around 50% of the participants said they might use Ghostery and Disconnect.me and
more than 20% said they would use it. Most participants said they will use Opt-out and
DNT (around 42%).
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Table 11 shows the percentage of participants already using each countermeasure (Used)
and their intent to use that countermeasure after receiving the detailed information
(“Intent to use”). The percentage of intent to use included those answering “Going to use”
and “Definitely going to use”. Most of participants were already clearing cookies and
browser history, and using ad-blockers. This is not surprising, as these behaviours are
well known. Therefore, the main increase is not on the three most used countermeasures.
This finding seems to confirm previous work [125] that found cookie deletion is a well-
known, if widely misunderstood, action, and that many users installed ad-blockers for
reasons other than privacy [58]. As an example, in the focus groups we asked participant
8: “Do you remember why you started [using ad blockers]?” to which they responded:
“Because it’s annoying, seriously so many ads”. Participant 9 said: ‘I think that an ad
blocker is useful for me, because I always am annoyed by the ads”.

The increase in use of each of the nine countermeasures is significant at 1% level
(Wilcoxon test p<0.0074). We conducted the same “Intent to use” test with both the broad
(includes “Might use”, “Going to use”, “Definitely going to use”) and the more narrow
(“Going to use” and “Definitely going to use”) groups, as in the pilot. The results are

similar (significant at 1% level (Wilcoxon test p<0.005)).

Seeing information about countermeasures has a slight effect on participants’ intent to
use countermeasures, which can be seen in Figure 12. This effect is stronger on
Disconnect.me and Ghostery; which were relatively unused by participants prior to
taking part in the study. The Premeasures index is significantly different from the Intent
index at 1% level (Wilcoxon test p=0.000). Notwithstanding this difference, the effect of
the transparency information (the Web Mirror) on action (intent to use countermeasures)
is not statistically significant (Mann-Whitney test p= 0.6069). Therefore, our hypothesis 1
(H1) is not supported. Transparency information (the Web Mirror) plus countermeasure
information does not lead to greater adoption of tracking countermeasures than just
countermeasure information by itself.

Table 10 reports a random effects OLS regression on the willingness to use
countermeasures. The variable Treatment is a dummy variable that indicates that the
participant saw the Web Mirror. Use Measures is a dummy variable that takes the value of
1 if participants already use one or more countermeasures. We controlled for participant’s
level of privacy concern with the dummy variables: Fundamentalists (highly concerned);
Concerned or Unconcerned, and whether participants answered that they would like to
prevent tracking in some way (Prevent).

The results are consistent with the non-parametric tests. We find no treatment effects and
a significant tendency towards using countermeasures from those that already use at least

104



The Web Mirror

one of them. In the regression analysis, we controlled for privacy attitudes. 35% were
classified as fundamentalist, 8% as unconcerned and 57% as pragmatists. These variables
do not have an effect on willingness to use countermeasures. We also controlled for
privacy concerns based on the Chellappa and Sin [37] instrument. Participants that had a
score higher than four in questions 7-10, were classified as concerned. Those concerned
about their privacy were more willing to use the countermeasures, as well as those stating
that they would like to do something to prevent tracking. Controlling for knowledge
about tracking and demographic characteristics did not change the results.

(1] (2] [3]
Saw Web Mirror 0.114 0.244 0.112
(0.34) (0.33) (0.35)
Has used CMs in past 0.457 *** 0.442*** 0.422***
(0.09) (0.09) (0.11)
Is Fundamentalist 0.128
(0.36)
Is Concerned 1.183***
(0.46)
Wants to prevent tracking 0.324*
(0.19)
Intercept 5.274*** 4.296*** 3.367**
(0.43) (0.55) (1.44)
Knowledge No No Yes
Demographics No No Yes
Observations 117 117 117
Rsq 0.200 0.241 0.242

*k Kk

Table 10: OLS regression analysis on Intent to use countermeasures (** significant at p=0.05;
trend towards significant, p<0.10)
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Used (%) Def Not Not Might Will Def Will

Clearing Cookies 84 0.8 5.1 13.7 214 59
Clearing Browser History 82 2.5 5.2 12 22.4 57.8
Tor Browser 12 12 40.2 30.8 10.3 6.8
Disconnect.me 10 34 27.3 47 9.4 12.8
Ghostery 14 5.2 18 53.4 7.8 14.7
Disabling 3" Party 37 0.8 15.4 38.5 24.8 20.5
Cookies

Ad Blocker 79 0 7.7 6.8 16.2 69.2
Enabling Opt-Out Cookies 46 2.6 18.8 36.7 17.9 239
Do Not Track 30 2.6 15.5 40.5 17.2 241

Table 11: For each each countermeasure , the percentage of participants who had used, or intended to use after receiving
countermeasure information sheets (both treatments, phase 2)
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Figure 12: Participants who had used, and indicated intention to use (definitely will use / will use), each countermeasure
(both treatments, phase 2)
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Experiment 2: Web Cloak

In experiment 1 we found that transparency (the Web Mirror) did not increase
participants” intent to adopt additional countermeasures beyond information about the
countermeasures themselves. We next designed experiment 2, an online experiment
similar to phase 2 of experiment 1, to test whether the lack of treatment effects was
because the Web Mirror had no effect on participants’ attitude to being tracked, or
because the detailed countermeasure information was sufficient to motivate action and
was crowding out the effect of the Web Mirror.

The main design change from experiment 1 was on page three of the survey: instead of
providing information about the countermeasures and asking participants about their
intention to adopt each one, we asked about their willingness to pay for a fictional
countermeasure called WebCloak.

This experiment was designed to control for a limitation of Experiment 1, and tested the
effect of Transparency in combination with far less detailed information about
countermeasures on participants’ intent to act. In Experiment 1, our survey instrument
meant we could not ask about intent to adopt countermeasures without defining what
they were, thus providing no opportunity to test the effect of just transparency
information. To overcome this limitation, in Experiment 2 we asked about willingness to
pay for a single more loosely-defined countermeasure, thus communicating far less
through the Countermeasure information itself.

The text read as follows:

We are developing a tool, called Web Cloak, that prevents websites from
tracking you as you browse the Web. Web Cloak uses advanced analysis
techniques to detect and block a range of different tracking types, without
breaking the functionality of any websites that you use. WebCloak comes in
three tiers; Gold, Silver and Bronze. Gold is the most effective at blocking
tracking, but is more expensive.

Table 12 shows how effective each tier was said to be, on average, at blocking tracking. In
the first instrument, participants were shown a table containing columns 1 and 2 (tier
name and tracking blocked) and were asked to state the maximum amount that they

would be prepared to pay for an annual subscription to each tier: bronze, silver and gold.
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In the second instrument, they were presented with the full table, including the prices
shown in Table 12, and asked to choose which tier (or none) they would prefer to
subscribe to, based on the stated prices and effectiveness.

Tier Tracking Blocked  Monthly Cost

Bronze 76% £1.00 /€1.20/ $1.33
Silver 87% £2.00 / €2.40 / $2.66
Gold 98% £3.00 / €3.60 / $4.00

Table 12: Information that was provided to participants about the
fictional "Web Cloak’ countermeasure.

Phase 1 Participants and Results

We recruited 82 participants. The majority of whom were from the UK (55%) and 38%
were born in the US. The average age was 28. 48% of the participants identified as female
and 52% as male. 50% had a college education and 34% had completed high-school. The
average time taken to complete the study was fifteen minutes. 80% of the participants
were already using ad-blockers. 42% of the participants were allocated to the TW
treatment and 58% were allocated to the CII treatment. As in experiment 1, participants
were paid £6 per hour independently of the treatment allocation.

Table 13 reports our participants’ willingness to pay for each tier (columns 2 and 3) and
the percentage of the participants that chose each WebCloak subscription tier, if any
(columns 4 and 5). Participants that had seen the Web Mirror were willing to pay more
than those who had not. However, the treatment differences are not significant (Man-
Whitney test, overall: p=0.1135, Bronze: p= 0.1909, Silver: p=0.1043, Gold: p= 0.0907). We
also observe that seeing the Web Mirror had an effect on whether participants were
willing to pay for any of the offered tiers, i.e. more participants in the TW condition were
willing to pay for either gold, silver or bronze. Nonetheless, this difference is also not
significant (Man-Whitney test — Overall: p=0.6299; Chi2 -Bronze: p=0.599, Silver: p=0.10,
Gold: p=0.631, None: p=0.249). These results indicate that H2 is not supported,;

transparency information does not increase willingness to pay for countermeasures.
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Phase 2

One possible explanation for the small significant differences in willingness to pay for
Web Cloak, or the chosen subscription level, between participants who had seen the Web
Mirror and participants that had not, is that some participants were already aware of
tracking. The willingness to pay of those who were not already using ad-blockers
appeared to be higher (although not significantly) in the TW group than in CII. We
therefore wanted to apply a simple filtering heuristic to limit our analysis to the effect
that the interventions had on the less tracking-aware participants. However, there was an
insufficient number of such participants in the existing data to conduct that analysis (only
20%, resulting in a Man-Whitney test result of p=0.0620 on overall willingness to pay).
Therefore, we conducted Phase 2, to specifically recruit additional participants that had
never used an ad blocker.

In Phase 2, to balance the sample size, we recruited 82 additional participants (the same
number of participants in phase 1), 50% of whom participated in the TW treatment and
50% of whom participated in the CII treatment. Table 13 presents the overall results. The
results are similar to those of Phase I. Participants paid more for the WebCloak after the
Web Mirror. However, the results were again not significant. Therefore, our hypothesis
that the Web Mirror would have a strong effect on those that who had not previously
used ad-blockers as a countermeasure was not confirmed.

The willingness to pay of UK and US citizens was quite similar (£20 and $18 on average,
respectively). Those more concerned about their privacy and those using less than three
countermeasures were willing to pay about 5 currency units more for the WebCloak than
those less concerned or who were already using more than three countermeasures.

The results of the analysis of qualitative responses, performed in the same way as in the
first study, have shown that 39% of the participants (39% in CII and 38% in TW) have
chosen the bronze WebCloak tier, simply because this was the cheapest option. 20% (20%
and 22% respectively) selected the gold one, as it provided the maximum protection.
Although a significantly high number (48% - 38% in CII and 59% in TW) of them did not
indicate any reason why they could not use the WebCloak, 16% (20% in CII and 12% in
TW) said that what would stop them from using it was the cost. Surprisingly, 7% (12% in
CII and 0% in TW) did not trust the WebCloak — even though they believed that it was to
prevent tracking, they wondered whether the tool itself might perform tracking. As the
main learning outcomes from the survey 35% (51% in CI and 15% in TW) of the
participants reported the fact that it is possible to prevent tracking and 26% (12% in CII
and 44% in TW) generally that tracking exists.
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Phase 1 Phase 1 + Phase 2

Payment Value * Chosen by % Payment Value * Chosen by %
Cll ™ Cll ™ Cll ™ Cll ™
Bronze 11.21 13.72 18.75 23.53 11.50 13.21 22.73 25.33
Silver 16.75 19.32 8.33 20.59 16.88 19.06 12.50 17.33
22.19 28.7 37.5 32.35 23.20 27.84 34.09 34.67
None - - 35.42 23.53 - - 30.68 22.67
17.17 20.54 100 100 17.44 19.92 100 100

48 34 48 34 89 75 89 75

Table 13: Mean Value of willingness to pay (* in currency units), and percentage of participants choosing each level of
WebCloak, in Phase 1 and Phases 1 + 2

Discussion

In this study, we tested the effect of providing both transparency and countermeasure
information towards intention to act to limit tracking. Our results suggest three key
findings: first, that detailed, personalized transparency information in the form of the
Web Mirror does not seem to increase intended countermeasure adoption beyond that
which generic information about the countermeasures does. Second, that most
participants had a desire to adopt surveillance countermeasures after being told about
them. Third, that the lack of increased intent to adopt countermeasures is in spite of
participants reporting that the Web Mirror had brought aspects of online tracking - such
as the scale - to their attention.

Desire to Adopt Countermeasures

Our results show that, in all treatments, there is a willingness to adopt additional
countermeasures (71% of the participants intend to use most of the suggested
countermeasures). This is consistent with previous research [112,119] that shows many
users have a negative attitude to being tracked, when told about it. In experiment 1, our
results show that the range of countermeasures that participants considered adopting was
not increased by the use of personalised transparency information. In experiment 2, our
results show that the strength of intention to adopt a countermeasure (measured via
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willingness to pay for such a countermeasure) was also not significantly increased by the
transparency information provided by the Web Mirror.

From the qualitative analysis of the focus groups, we find that most people have some
knowledge about tracking and although the Web Mirror has clarified this idea, the most
important factor was to know what to do to stop this tracking. For example, participant
22 said: “Tt raised my question about online tracking (...) [ want to make some private space
which I can only see on the Web and maybe those tools will help me to do so”.

The provision of information about countermeasures themselves seems to provide
adequate stimulus to motivate intent to adopt countermeasures and any effect from the
transparency information is rendered inconsequential. Crucially, from a practical
perspective there is a greater degree of freedom about whether or not to supply
transparency information than there is about whether or not to provide information
about what control mechanisms are available. It is not realistic to expect users to be able
to act to control data processing activities in the absence of information about how to do
so, although such information might be expressed through interactive features rather

than static prose.

Motivation & Comprehension

The qualitative results from the survey do suggest that the Web Mirror has an effect on
participants’ understanding of the tracking ecosystem. For instance, 33% of them (in both
experiments) mentioned some aspect of tracking when asked what they 'd learned by
taking part in the study - typically referring to the scale of the tracking network. This is
consistent with our earlier work developing the Web Mirror, in which we consistently
found participants express surprise about regard to the amount of tracking that takes
place, and a relatively low initial understanding of how advertising companies obtain

information such as interests and demographics.

In the context of the overall results, though, this more detailed understanding does not
appear to translate into additional intent to act. From an empowerment perspective, this
raises an interesting question — do we inform citizens about data processing practices
purely to enable them to make decisions, or are we informing them because transparency
is valuable in and of itself? If the former, then identifying the minimum amount of
information that’s necessary for citizens to reach a “stable” decision (i.e., one that is not
affected by being given further information) appears, prima facie, to have some
interaction benefits in terms of lowering cognitive effort and decreasing the amount of
time required to engage with privacy-protection mechanisms.
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In experiment 2 we expected that personalized transparency would lead to a significant
Action effect in each experiment, based on the responses to the Web Mirror in our focus
groups. Instead, our results suggest that while the Web Mirror seems undoubtedly to
affect comprehension of tracking, that kind of comprehension is not required in order to
be motivated to act.

Design Implications

The failure of the transparency that’s provided by the Web Mirror to motivate additional
intent to adopt, or willingness to pay for, anti-tracking countermeasures is in some senses
surprising. The results during the Cookie Visualiser study suggested that seeing the scale
of tracking was surprising to participants, and objectionable, to people; and the
qualitative results from this study seem to confirm that. Nonetheless, that does not
translate into increased intent to actually act at least in terms of the instruments (intent to
use countermeasures, and willingness to pay for a countermeasure) that we used here.

Broadly, I suggest that this finding challenges the assumption in privacy and data
protection regulation that detailed transparency is necessarily helpful to individuals when
making decisions about their engagement with services; and clarifies the scope of tools
such as Mozilla Lightbeam that, while offering interesting insight into the track

ecosystem for interested users, may not provide great value to general users.

However, this result is not necessarily negative; in fact, our participants’ willingness to
consider, and even pay, for anti-tracking countermeasures when those measures are
described to them suggests that providing readily-available means of acting with respect
to privacy could be effective even without finding ways to make detailed information
easily consumable.

These findings are revisited, along with results from the previous studies, in the next
section.

Limitations

The current study considered intent to use countermeasures, rather than their actual use.
This was a deliberate decision, as the ease of installing or using countermeasures could be
a major confounding factor in their actual adoption. This raises two immediate questions
for further exploration: 1) Are countermeasures usable enough to be adopted by the
people who said they 'd like to use them? 2) Is there a disconnect between reported intent
to use surveillance countermeasures and actual use, in the same way that the “privacy
paradox” describes a disconnect between reported intent to disclose personal data and
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actual disclosure? By extension, and given the strong qualitative response to the Web
Mirror, but the limited significant effect on intent to use countermeasures, it would be
interesting to come back to participants over time to see if their behaviours have changed,
and how their practices correlate with treatment condition. One might hypothesise that
the additional comprehension facilitated by the Web Mirror (or other transparency
information) sustains concern or action over a longer period of time, or that longer-term
adoption of countermeasures is increased having had more time to think about the
information presented by the Web Mirror.

Conclusions

In this study, we drew a distinction between information that increases the transparency
of online surveillance and information about actions that Web users can take to counter
online surveillance. We showed that, contrary to our initial expectations and the apparent
assumptions that underlie many tools and regulations, detailed transparency information
itself may be of little value in shaping the intentions of users with regard to the adoption
or use of Countermeasures.

The surprising absence of additional intention to adopt surveillance countermeasures as a
result of being shown more detailed Transparency information has implications in a
range of spheres. In data protection policy, it calls into question the regulatory focus on
transparency — such as the EU’s much maligned “cookie policies” — and instead points to
opportunities around articulating the available control mechanisms. In HCI, our research
helps to understand the contexts in which information visualization may be useful,
helping researchers and practitioners to more confidently identify which types of
intervention (transparency information, or control mechanism) may be useful in a

particular scenario.

In the next section, I revisit results from the Web Mirror, and the previous privacy studies,

from an Activity Theory perspective.
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Discussion: An Activity Theory View on
Privacy

We observed in the Cookie Visualiser study that privacy is, by and large, a longer term
concern that is overshadowed in the moment by the task at hand. That, while to some
extent privacy management is an activity in its own right, privacy is also something that’s
affected by a wide range of other activities; privacy is frequently an internality.

In an activity theory sense, in the course of carrying out many of these other activities
people seem to fail to adequately take privacy into account — at least in as much as the

outcomes are often incongruent with people’s stated privacy attitudes.

If one were to summarise the role of privacy in web-related activity systems, it would
probably be best described as a factor that is missing in the construction of complex
multi-stakeholder objects; one which users must struggle to introduce, rather than one
which is reflected in how the activities of first-party websites and the rest of the tracking
ecosystem are shaped.

I begin this section with a discussion of how privacy relates to the idea of “constraints”
that Objects are constructed in response to; I then consider how privacy relates to the
Internal Plane of Action, the overall structure of third-party tracking as an activity
system, and finally possible design implications arising from those prior observations.

Privacy as a restrictive constraint on activity

As designers who are interested in helping users to make more consistent decisions, AT
seems to offer a helpful framework to explain and reason about values such as privacy.
Essentially, our design challenge is to help shape activities in a way that reflects privacy
attitudes, but which still fulfils the original object. On the face of it, values such as privacy
do not seem to necessarily motivate new activities, but may act as constraints that shape

other activities.

In essence, privacy (at least in most scenarios) does not seem to be a motive in quite the
same sense as “obtain food” might be. In the latter case, the motive clearly energizes and
directs an Object by itself. Privacy, though, typically only becomes relevant in the context
of another activity (such as using online services); rather than being something that could

be pursued directly and in isolation.
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We live, socially and legally, in a society where our privacy tends to remain intact unless
we undermine it in the course of doing something. By and large, we are not subject to
informational privacy violations in the course of sitting at home or even in the conduct of
our general lives. To some extent this is because only we have access to much of what we
consider private — like our preferences, thoughts, and personal information. It is hard for
someone to obtain your phone number unless you give it out in the first place. Even
where privacy can be violated by observation and inference, there has to be an action to
observe, or to infer from. Legally, there is a presumption of privacy. In most cases,
organisations cannot process data about us unless we voluntarily engage with them as
customers or service users, or by otherwise giving them our consent. Socially, well-
developed notions of physical and personal privacy often serve to protect our
informational privacy, too.

Privacy does become important within activities, though. Participants in the focus groups
have privacy concerns, and do try to adjust their actions in response to those concerns.
As discussed earlier, this is sometimes grounded in a belief that privacy is valuable in
itself, and in others a more consequentialist concern about particular negative outcomes
that could arise from a loss of information privacy. Despite not being a need to which
those participants’ activity ultimately answers, privacy does shape their activity, and there
is a strong sense that there is a desire for privacy to shape many participants’ activities to
a greater extent than it currently does; particularly when faced with information about

practices such as third-party tracking and the privacy impact that it engenders.

Kaptelinin discusses in [93] how Objects are dynamically created in response to
constraints such as motives, available means and other actors. Privacy certainly has a role
in shaping the Object of activity; but because it does not serve the same motivating role
for the activity that a true motive would, I suggest the term restrictive constraint to
describe it. A restrictive constraint is a factor that shapes the Object of activity, but does
not excite that activity in its own right.

The idea of privacy — a value - as a restrictive constraint is consistent with the definition
of a value provided by Rokeach, “some means or end of action is judged to be desirable or
undesirable,” [153] in this case, Privacy is an important determinant of whether particular
means of action within an activity — and the overall Object itself — are desirable. It
restricts which, of all possible actions and Objects that could be directed towards the

motives for activity, are desirable, and which are preferable to one another.
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Privacy and the Internal Plane of Action

A defining feature of my participants’ relationship with online services is their inability
to articulate how those services work, particularly with regard to how the services collect
and process personal data. Activity Theory’s concept of the Internal Plane of Action can
be used to explain the relevance of this result. Kaptelinin explains [91] that “the internal
plane of action is a concept developed within activity theory that refers to the human ability
to perform manipulations with an internal representation of external objects before starting
actions with these objects in reality.”

Participants frequently engage in web use with simplistic or even incorrect models of
how interacting with services will impact upon their privacy, and this can be seen quite
clearly in the qualitative results obtained during the Web Mirror and the Consent Notice
studies. Moreover, privacy research highlights the limitations on the extent to which the
IPA can be brought to bear in everyday decisions. Bounded rationality, task focus and
limits on (for instance) the number of factors that can be considered simultaneously mean
that making predictions about the impact of an action can be fraught even when the
subject has relatively good understanding. To some extent, (as discussed in chapter 3.6)
privacy as a construct for dealing with uncertainty about the consequences of an action is
itself helpful in this regard. Thinking about an abstract notion of privacy may be more
tractable than foreseeing specific consequences.

In the case of online tracking, though, even the privacy implications of just browsing the
Web are not immediately apparent, and are hard to infer or understand even with a
working knowledge of how technology likes cookies, or the advertising ecosystem,
works. Tools that draw a more direct link between technologies like cookies, the
underlying tracking ecosystem, and values like identity and privacy may have a role in
simplifying the model, or automating the inferences that would otherwise have to be
made by a user themselves. They can do this partly as tools with learning affordances,
allowing users to develop their knowledge and enriching the internal plane of action; but
can also act to supplement the IPA, by doing the processing and drawing inferences that
humans might otherwise struggle with.

As the Web Mirror showed, though, a deep understanding of the implications of
something like tracking is not necessarily required in order to formulate a response. The
simple explanations that we provided of available actions - installing or using different
countermeasures — were sufficient to motivate a similar level of motivation to use those
countermeasures as the very detailed transparency that was provided via the Web Mirror.
From an interaction design perspective, this is a powerful result: values and motives can
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be leveraged as a source of motivation, and the link between an action and values to
which it is relevant, can be communicated without detailed models and information. In
contrast to the over-simplified user interactions that often drive concerns like privacy out
of people’s awareness and decision-making, the evidence suggests that we can use
relatively simple explanations to bring those values back in to the overall activity by
creating simple actions, like installing anti-tracking countermeasures, that can take care
of these concerns outside of the task-focussed cognitively-limited contexts in which the
initial internalities arise.

3.8.3 TPT as a Multi-Stakeholder Activity

As a case study in privacy, third-party tracking is interesting to consider as an activity
system. As the tracking network study showed, there are at least three types of party
within the ecosystem itself: first party websites, brokers, and advertisers; plus the user
themselves. I'll begin by considering the apparent Objects of the different stakeholders:
advertisers, ad brokers, first-party websites, and the Web user.

Of these, the activities of ad brokers and advertisers are fairly well aligned, and could be
described as a single coherent activity; albeit with slightly different motives between the
two different types of actor. The Object of the activity undertaken by these parties is to
match screen space on first party websites with adverts that are likely to be relevant to
the user. The ad broker is motivated by the revenue that this activity generates (either
from clicks — “pay per click” - or total advert views — “pay per impression”). The
advertiser is motivated, in most cases, by a desire to market a product or service to users
who might be interested in it. Unlike contextual advertising, where adverts are chosen
based on the content of the first party web page itself, behavioural advertising tracks the
user across multiple pages in order to infer which market segments they might be part of,
such as a particular demographic or interest group [118]. Moreover, given that this
ecosystem is largely automated, it can be conceived of as exhibiting agency in itself, on
behalf of the companies that build and maintain it [99].

The first-party website’s activity is harder to define as a particular Object; the range of
first parties is broad, and there is no motive common to all of them. What they all have in
common, though, is a need for the revenue that the advertising system provides. For some
first party websites, this revenue could be a motive in itself; for others, it may be an
economic necessity in service of another non-commercial motive. In all cases, though, the
first-party incorporates the activity of the ad brokers, and advertisers, by making
arrangements for adverts delivered by those parties to be incorporated into their web
pages; and for the tracking that supports the targeting process to take place.
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As with first-party websites, the activity of users is hard to define exactly. Using ad-
supported websites can be part of many different activities; from conducting research for
education, to browsing the Web for leisure, purchasing items through an e-commerce site,
undertaking paid employment, or researching a health condition. At first glance, all of
these activities appear to be largely orthogonal to the activity of the advertising
ecosystem; to the extent that it doesn’t really make sense to think of them as voluntary
participants in that broader activity at all. It is through the actions and choices of the first

party website that users become involved in the tracking activity system.

To illustrate how a first-party website constructs an activity system, let’s consider the
example of an online newspaper like the Guardian. The Guardian is owned by Scott Trust,
a body that aims to “secure the financial and editorial independence of the Guardian in
perpetuity and to safeguard the journalistic freedom and liberal values of the Guardian free
from commercial or political interference” [185]. The Object of activity of the Guardian is
fairly clear; to publish journalism, in order to promote liberal values in public discourse
(rather than commercial gain). The Guardian website allows readers, without whom the
journalism would have no effect, to access the content. In order to fund this activity —
that is, to remain a sustainable organisation that can pay for human effort and other
resources — the Guardian makes use of behavioural advertising and in doing so brings the
(diverse) activities of its readers, its own publishing activity, and the ad-delivery activity
of the ad brokers and advertisers into an inter-related activity system.

In doing so, a restrictive constraint of the Guardian’s readers — privacy - is brought into
conflict with the actions of the behavioural advertising networks — which, most people
agree, fail to preserve privacy because of the way that their services operate.

In their work on Ajaxe (a pharmaceutical company) [95] Kaptelinin and Nardi note how,
in a multi-stakeholder activity, different motivations between those multiple stakeholders
can lead conflicts in the pursuit of a shared object, even though each stakeholder has a
good reason to pursue that shared object. The different stakeholders bring different
motives, essentially resulting in a shared polymotivated Object; although some motives
may be shared, it is not necessarily the case that all of them are. In the case of Ajaxe,
stakeholders involved in biotechnology research used curation to selectively reveal
information to others, and so to influence how the activity unfolded in practice.

Notably, the conflicts between the different stakeholders arose “from the motives in

» «

relation to one another, not the motives in relation to the object,” “the object itself was not
contested; it was the instantiation of the object that led to tensions”. I argue that this is not
the case in the third-party tracking example, and that despite the coherence of the activity

system as seen from the perspective of a first-party website, the Objects constructed by
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web users (which commonly includes privacy as a restrictive constraint) and the Object
constructed by ad brokers (which, as judged by most users, does not) are essentially
disjoint; the revenue generated by advertising is tangentially related to the activity that
web users undertake through tools like Facebook or online news sources, and those users
exercise little to no control over how those tools derive the revenue that’s necessary to
sustain themselves. The power relationships — and imbalances — between the different
stakeholders shape how the conflicts between the different stakeholders are resolved in

the collective object; in this case, largely relegating privacy entirely.

So, are there means for users to influence the overall activity that the first-party website
has constructed? And, situated within this activity, what is the role of design vis-a-vis
privacy?

Privacy Breakdowns in the TPT Activity System

The results from the Web Mirror demonstrate that participants were willing to
incorporate actions into their activity in response to a privacy motive, even when those

actions imposed some cost.

Conceptually, there appear to be two stages involved in a user’s decision to install anti-
tracking countermeasures; or to make use of the controls provided by a first party. First,
that a link between an action - like using a website — and a value that is relevant to that
action — like privacy — is established. Second, that an action in response to that motive is
offered. This is a combination of an initial learning affordance — that enriches the user’s
internal plane of action to link web use, tracking, and privacy together — and provision of
an instrumental affordance that allows that relationship to be altered.

From my discussions with participants, an explanation of tracking seems to be more
easily understood than a discussion of cookies; and the information that we provided
about countermeasures during the Web Mirror study was sufficient to draw an
association between web use and privacy; and to provide a set of possible actions that
users could take in response.

Applying this basic model - of establishing a link between and action and a value, and
then providing an instrumental affordance to mediate it - to the results of the Cookie
Notice survey, we can observe that not only are instrumental affordances missing, but the
learning affordances that would allow a user to relate the proposition (accepting cookies)
to a relevant value (privacy) are also missing. Most websites effectively require users to
reconfigure their Web browser, or leave the website entirely, in order to avoid tracking

cookies; with only a minority offering more fine-grained control.
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Conceptually, the conflict between privacy — a value held by the user — and the tracking
activity conducted by a functional organ composed of the first-party website and ad
broker (FP-AB), has the potential to create a breakdown [27,101] in the activity. When it
is brought to the users attention, the unanticipated behaviour (the collection of browsing
history data) of the tool (the FP-AB, and the web browser) vis-a-vis privacy causes the
tools themselves to become the focus of the users attention. At this point, privacy
becomes a need and the new motive of preserving privacy necessitates a reconstruction of
the Object of Activity [93].

In the case of third-party tracking, different actions can resolve this breakdown in
different ways. Leaving the first party website entirely removes the user’s own Object
from the emergent Object of the activity system that the first party website had
incorporated it into; but this course of action demands a potentially major reconfiguration
— either finding an alternative website, or (more likely, given the prevalence of tracking
on the Web) seeking a non-Web alternative. If the user instead changes their Web
browser settings, they can resolve the unwanted behaviour by breaking the ad broker’s
activity instead, preventing their automated activity from taking place; but, in the
process, potentially breaking some aspects of the first party website itself.

In practice, the actions people take in response to concerns over tracking — such as the
adoption of anti-tracking countermeasures — are different to the actions suggested by
websites themselves. Many of the tracking countermeasures that exist, and which we
considered in the Web Mirror study, interfere with tracking practices, and - like
reconfiguring a Web browser to reject third party cookies — interfere with the ad broker’s

activity while leaving the user’s own Object in essentially its original construction.

Considered in this way, elements of an interaction that bring unanticipated behaviour to
the user’s attention have an important role in enabling the user to reconfigure their
activity to protect their privacy. One special case of creating deliberate breakdowns for

this purpose is consent, and I will discuss that next.

Consent as Focus Shift

As touched on in the background section, the concept of consent is well-established in
many areas of law and ethics. Intuitively, consent provides people with the opportunity to
exercise control over important aspects of their life or personhood, for instance when
undergoing medical procedures. Consent is now recognised as an important element of
privacy and data protection, notably in the European Union’s General Data Protection
Regulation (GDPR) [168].
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Consent is a particularly interesting aspect to consider in the context of VSD and AT.
From a VSD perspective, consent can itself be construed as a value, and — as work by
Friedman et al. [67] shows — decomposed into values relating to how it should be
employed in practice. The idea of “giving consent” also makes consenting an action, that
can be situated within an activity system. In the GDPR, consent is considered to be “a
clear affirmative act establishing a freely given, specific, informed and unambiguous
indication of the data subject’s agreement” (Recital 32) [168].

The effect of the law is that, where applicable, consent requirements create a point at
which processing becomes contingent on a deliberate and informed action of the data
subject that signifies their consent.

That is to say that, in the context of a multi-party activity system, which involves (at
least) a data subject and data controller, consent becomes a mechanism that first
establishes (in the data subject) an understanding of the activity that is proposed by the
data controller, and second, waits for a voluntary and affirmative signal that the data

subject wishes that activity to take place.

From an AT perspective, the consent process deliberately aims to expose aspects of the

multi-party activity system to a person. This action must, in itself, become what Badker
[28] calls a focus shift; it shifts the focus of the user towards aspects of the activity - in

the case of TPT, the tracking that is operationalised through the tools that the user is

working with — that were previously unarticulated.

Moreover, the goal of that focus shift is (as Friedman’s six factors explicate) for the user to
develop a deeper understanding of aspects of the activity, and then to deliberately re-
instantiate that activity through signalling their voluntary agreement. In the event that
the user does not consent to the activity, the focus shift becomes a breakdown; and the

user must somehow reconfigure their activity.

Framing consent as a breakdown in the user’s activity system draws attention to the
necessity of re-constructing the activity following such a breakdown. Voluntariness is one
aspect of consent that Friedman et identified [67] and refers to the viability of a user
declining consent; or, in an Activity Theory sense, the viability of re-constructing their
activity following the breakdown that a consent interaction has induced. The implication
is that voluntariness could be increased if that re-construction were facilitated more
directly; for instance by offering means of resolving the value tension that caused the
breakdown, as we did in the Web Mirror study.
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Some of these themes are revisited later in part 4, Unification, where I draw them
together with findings from the next section, which considers values and technology in
the context of wellbeing.
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4. Exploring Values in
Wellbeing Activity

Wellbeing is a complex topic that combines aspects of a person s physical and mental
health, as well as more subjective notions such as personal fulfilment and happiness
[14,35]. The distinction between objective indicators of wellbeing, such as physical fitness,
and subjective factors, such as feeling fulfilled, is a major feature of the domain. Research
into improving the health of human populations is often motivated by a desire to reduce
the cost of morbidity to public health service such as the NHS. For an individual, though,
wellbeing is often an intensely subjective concept. Few would argue that they indulge in
chocolate, alcohol, or even unprotected sex because of the objective health benefits, but
there is an acknowledgement that all of these things can contribute to our subjective
experiences. It’s not realistic to expect to die in perfect health, and so in some ways, at
some times, objectively unhealthy things can make our lives better from the complex

subjective position that we experience them from.

Nonetheless, historic levels of Obesity and associated morbidities such as diabetes have
been identified as major public health concerns in many countries, including the United
Kingdom. Despite large-scale public health campaigns and regulatory efforts such as
changes to food labelling, obesity prevalence has risen steadily and, in 2012, stood at
around 25% for both men and women in England, with 34% of men and 45% of women
having a ‘raised’ waist circumference [115]. In addition, many individuals demonstrate
difficulty in maintaining what would be considered objectively healthy lifestyle practices,
such as regular exercise or a healthy diet. Even if copious amounts of chocolate could
improve life in the short term, there is little subjective wellbeing to be had in an early
grave. Subjective wellbeing is not entirely divorced from objective physical health and
finding an acceptable balance between short-term enjoyment and long-term wellbeing is

often non-trivial.

As a result of concerns over the health implications of widespread obesity and sedentary
lifestyle, there has been significant interest in the role of technology in supporting and
encouraging behaviour change from both academic and commercial actors. In particular,
the HCI community has published heavily on the use of “persuasive” devices to
encourage health behaviour change. Commercially, apps such as MyFitnessPal allow

individuals to record the exercise that they perform and the food they consume, and
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wearable devices such as the Fitbit or JawBone Up provide, among other features, step
tracking to quantify everyday physical activity. The persuasive techniques first employed
in HCI research — such as gamification and social support — are now often present in
commercial offerings. Fitness tracking is a key feature of both the Apple Watch and
Android Wear devices. However, the abandonment rate for wearables is relatively high; a
survey released by Endeavour Partners [110] showed that in 2013, only 43% of consumers
were still using a wearable device 12 months after acquiring it, and that despite
improvements to the devices, in 2014 a third of consumers had abandoned their wearable
device after six months. While this attrition could have various explanations, it does
appear that they fail to deliver sufficient value — to improve the lives of their end users
enough to outweigh the hassle of wearing them.

In this section, I first consider background and related work in Wellbeing — in particular
health behaviour change — and then report on three studies that I conducted: A survey of
wellbeing practices, interviews with runners, cyclists and Fitbit users, and finally a
speculative design exercise in which I attempted to reframe fitness activities using
alternative values. Finally, I draw these findings together to consider how they can be
explained using Activity Theory.

Background

As previously mentioned, conceptions of wellbeing fall broadly into two groups: the
objective theories, which conceptualize wellbeing as a property of an individual that is
independent of that individual’s preferences or values, and subjective theories, which
conceptualize an individual’s wellbeing as contingent on their adopted values and
attitudes [13,14,35,52]. Typically, the focus of public health and technological
interventions is on practices that will influence attributes of objective wellbeing such as
obesity or blood pressure through behaviours such as exercise, the promotion of fruit and
vegetables and limiting salt, sugar or fat consumption. However, the practical implications
of the distinction between subjective and objective wellbeing do not demand allegiance to
either viewpoint. Human beings share largely identical physical embodiments, and
therefore the same basic needs. Thus, while cultural context, such as a place, time,
demographic, and socio-economic conditions vary between us, the subjective

determination of ‘good’ related to one’s physical embodiment is likely to have similarities.

The traditional approach to health and wellbeing, typically exhibited within medicine, is
to consider health as the absence of any disease or health problem. As Felicia Huppert
notes in a review commissioned by the UK Government, “Future developments in the
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science of well-being and its application require a fresh approach—beyond targeting the
alleviation of disorder to a focus on personal and interpersonal flourishing”, though [85].
There is considerable scope for proactive efforts to improve wellbeing, even if the absence

of specific diseases and beyond just avoiding future disease, too.

A similar, though distinct, point is made by Michele Crossley in “Rethinking Health
Psychology” [47]. In particular, when critiquing mainstream health psychology she
comments that “insufficient attention is paid to the fact that human beings are often
motivated by ’irrational’, unconscious forces and emotions. In addition, health-related
behaviours such as as eating smoking, drug-use and exercise embody latent social, cultural
and value-laden meanings that individuals incorporate into their thinking but are not

necessarily consciously aware of.” (p.38)

Crossley continues, drawing on the work of numerous other authors, to discuss, for
instance, the role of “trust, intimacy and love” (p.46) — undoubtedly factors that most
people would consider relevant to their subjective wellbeing — as motivations for gay men
to engage in unprotected sex, putting them at greater risk of HIV transmission — a factor
that most people would consider detrimental to their wellbeing. Wellbeing, then, is not so
simple as fulfilling certain needs, it is a complex process of balancing potentially
competing factors based on physical, cultural and individual factors and often with
incomplete understanding of the risks or implications of a particular action.

The overall picture is of health as existing on a continuum between objectivity and
subjectivity. Aspects of our shared human physiology provide a common basis for
objective measurement of some aspects of wellbeing — for instance the likelihood of
stroke or heart attack. Shared, but not universal, factors from our culture provide a more
subjective, but not entirely individual aspect to our wellbeing, and our own beliefs,
knowledge and experiences provide subjective and sometimes unique aspects to our own

self-perceived wellbeing.

I next turn my attention to existing work in HCI that has considered wellbeing, in
particular “fitness”, which perhaps most directly corresponds to the major health (and
hence wellbeing) challenges facing populations in the UK and many other countries.

Fitness Devices

HCI has studied - and produced — a wide range of ICT devices for use in fitness activities.
These devices are hugely diverse, both in terms of their capabilities and how the fit into
an overall activity. This section doesn’t aim (nor could it hope) to exhaustively review all
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of HCI’s work on fitness-related ICTs; rather it attempts to synthesise salient aspects of
the application of digital technology to fitness activities.

Consolvo et al.’s ‘Houston’ [43] is a relatively early example of a mobile fitness
technology; motivated the potential of physical exercise such as walking to counteract an
upward trend in obesity, Houston used a combination of step-counting and social sharing
to promote opportunistic exercise into users’ daily routines.

Gamification - the introduction of game mechanics into activity-promoting devices — as a
means of persuasion is a major area of study. Two broad approaches have been examined:
incorporating game mechanics such as leader boards or achievements into fitness-logging
technology [182], and incorporating physical activity into existing games; the latter often
being referred to as “exergames”. Examples of exergames include Fish'n’Steps [116], and

SwimTrain [39], which extends the concept to groups of people.

Chen et al. [38] explored how the framing of an “exergame” — a game designed to
incorporate physical exercise — would affect exercise duration. They found that
participants primed to think of their involvement as exercise spent considerably longer
(49 minutes vs 39) playing the game than those primed to think of it as enjoyment. They
found that displaying health information such as calories burned did not impact upon
exercise duration, but did elicit increased positive affect.

Zhao et al. [182] looked at long-term exergame use (70 days) and deliberately tested the
effects of gradually introducing new features on retention and overall activity. They found
that gradually adding new features reduced the decrease in user activity over time, but
that activity levels in all cohorts in the study declined over time. While promising in some
respects, the results point to a more general trend of declining effectiveness over time for
many different fitness devices (e.g. [74][164]). A notable exception to this trend was
observed by Meyer at al [128], who found no notable decrease in usage among people
using Fitbits as part of recovering from heart attack; suggesting that usage context — and
perhaps motives in particular — might be an important factor in long-term usage of
devices, and engagement with the related physical exercise.

Gouveia et al. [74], despite finding decreased engagement over time with the Habito
system, note that scaffolding technologies, which make up for gaps in expertise,
knowledge or motivation, might be expected to be used less over time, and to eventually
be abandoned, as the skills that they scaffold are internalised by the user. Conversely,
Fritz et al.’s study [70] of long-term Fitbit users (although not in itself a longitudinal
study) found that a failure to abandon devices can lead to negative affect among users —
feeling that steps are ‘wasted’ when the Fitbit is not worn — and engagement in inefficient
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activities - for instance pacing around a room when the time could be better spent on a
more intense physical activity.

Clawson et al. [40] examined the active abandonment of fitness technology by studying
secondary sales of those devices on Craigslist. They found a wide range of reasons for
abandonment; some positive — like achieving fitness goals or upgrading to a different
device — and others negative — like finding it less useful than they had anticipated.
Around 26% of the ads were coded as demonstrating an "internal decrease " in motivation,
either to use the device or to engage in physical activity in general; suggesting that the
device itself did not create or sustain sufficient motivation in the user. As Gouveia at al,
the authors point to the phenomenon of positive abandonment as both a signal of success
and an event to design for. They conclude that there is a need for "new ways to
conceptualize and theorize about individuals’ health behaviours that take into account new
streams of information, dynamically changing contexts of use, and rich messy practices that
emerge around technologies for health" and suggest that self-monitoring must be designed
as a means to diverse ends, rather than seeing self-monitoring as a goal in itself; the sort
of contextual account of activity that activity theory is well-suited to provide.

Li et al. [113] studied the information needs of health-technology users, and found two
distinct phases of use — discovery and maintenance — each posing distinct questions of
the logged data. In the discovery phase, users are trying to understand their behaviour,
understand what influences it, and identify goals. In the maintenance phase they are
concerned with their progress towards their goals, and any discrepancies. The authors
point to the need to identity and tailor to the appropriate phase, and to support the
transitions between them.

Of course, devices designed specifically for use in fitness activities are not the only
technology that is used in that context. Patel & O’Kane [143] studied technology use
within a gym setting, including fitness devices and other technology such as televisions
and music players. They concluded that a whole range of aspects influence how
technology is used in gyms, including the user’s values and type of motivation. They also
found that different actions within the gym led to very different uses of technology; with,
for instance, music players being a welcome distraction during aerobic activities like
running, but interfering with the need to count reps when lifting weights.

The overall picture of ICT use within physical exercise is promising, but points to many
challenges. In the long-term, fitness devices can fail because they do not sustain
engagement, or they can fail because they sustain engagement in suboptimal activities or
create feelings of dependence. In a more immediate sense, a music player can be a
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beneficial distraction in the context of a repetitive activity, but becomes intrusive when
the focus shifts to counting repetitions of a lift.

On the face of it, Activity Theory seems to offer some structure to account for these
different concerns. It provides a broad object-level context that describes the ultimate goal
of an activity — improving health, for instance - that allows for consideration of why,
ultimately, somebody has engaged with a device at all. It also provides the granularity to
talk about the conditions necessary for an individual operation to take place, and hence to
conceptualise the distraction from a music player. In the series of investigations presented
next, I have attempted to shed light on the motive-object end of this activity theory
spectrum; asking, basically: How do devices align (or not) with the ultimate motives of
the people who do (or might) use them? In the hope that understanding more of how
ICTs can be situated within an overall activity in the AT sense (that is, motivated towards
an object) and not just how they fit with engagement in particular exercise (like walking
or dancing) might influence their future design.

Two concepts stand out in existing HCI work on fitness devices; motivation — and the
necessity of motivating people to adopt particular behaviours, and reflection — helping
people to make sense of past actions as a means of changing and improving future
behaviour. I'll briefly review these two specific concepts in more detail, as they are both
broadly applicable concepts, with roots outside of the HCI literature.

Motivation

Motivation is identified a key factor in behaviour change [129], and in behaviour more
generally. It’s therefore a major feature in most theories of behaviour change, and is
commonly cited — in academic literature and in conversation — as an important factor in
wellbeing-related activity such as dieting for weight loss, or taking part in sport. Given its
importance, motivation is well studied in cognitive psychology and in applied disciplines
like education, where understanding motivation helps to explain engagement — or
disengagement — with the learning process.

Most of the literature on motivation distinguishes between intrinsic and extrinsic
motivation. The former refers to “doing something because it is inherently interesting or
enjoyable”, while the latter refers to “doing something because it leads to a separable
outcome” [67]. Deci et al. describe intrinsic motivation as an “innate psychological need
for competence and self-determination” — leading to a sub-theory of self-determination
theory, called Cognitive Evaluation Theory [50], that uses perceived competence and

autonomy to explain intrinsic motivation, and in particular the observation that extrinsic
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motivation - such as rewards — seem to decrease intrinsic motivation. The antagonism
between intrinsic and extrinsic motivation is challenged by Covington & Mueller [45],
who suggest that the observed loss of motivation may be explained by the scarcity
condition under which extrinsic motivations are often given — particularly in classroom
situations — instead arguing that extrinsic rewards, in an appropriate reward system, can
reinforce intrinsic motivation. They use a qudrapolar model to frame motivation as a

combination of approach (seeking success) and avoidance (avoiding failure).

The concept of motivation seems to be closely linked to Activity Theory’s notion of
Motive, and the idea that Motives — via the object of activity — motivate as well as shape
an activity. There seems to be no literature discussing the conceptual implications of a
distinction between intrinsic and extrinsic motivation on activity theory, though, and an
account of approach vs avoidance aspects of motivation is similarly absent. This absence
is not too surprising, given Activity Theory’s focus on purposeful, thoughtful human
activity; but the extent to which issues of motivation, and other facets of bounded-
rationality, seem to dominate theories of health behaviour change suggests that an effort
to incorporate these aspects into Activity Theory would be necessary in order to
successfully apply it as a means of thinking about or designing wellbeing technology.

In Engestromian Activity Theory, where activity systems are construed as inherently
societal and carried out communally [93], the motivations of the individual may not align
with the motives of the activity system as a whole [174]. Even from a more typically HCI
perspective, in which activity may be carried out by a single individual, technology users
are typically not the technology creators, and so a similar misalignment may occur; the
motives that are assumed, or deployed, by a technology’s designers are not necessarily
the motives that led the user to adopt it. To the extent that behaviour change technologies
can imbue an activity with motives from a third-party, they have the potential to bring

the social dimension of “individual” ICT-mediated activity into sharp relief.

Reflection

Reflection — the process of critically considering one’s past actions — is, quite intuitively,
part of deliberate personal development. Reflection also forms a major component of
many technological behaviour change interventions, such as the Apple Watch, Fitbit or
Jawbone devices. Indeed, a whole industry now exists around the idea of “fitness
tracking” — the apparent assumption is that, armed with data, individuals will be able to
reflect on their physical activities and improve their fitness.
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Hallnis and Redstrom propose an approach called “slow technology” that is intended to
support user reflection [79], and which focuses on “moments of mental rest rather than
efficiency in performance.” They contrast this active exploitation of calm moments with
entirely passive approaches like ambient displays, and with “fast” technologies which are
designed to make time “disappear”, suggesting that deliberately building-in opportunities
to reflect and think by providing the necessary time. Their examples are primarily in-
place installations, but it is an intriguing concept to consider in the context of personal

(often wearable) fitness and wellbeing devices.

Lee at al [111] explore reflection in the context of personalization, arguing that the
“freedom to interpret technologies” allows those technologies to be appropriated to the
user’s own specific needs. They created a planning tool, “Fitbit Plan” that prompted users
to reflect on why their walking goals were important to them and showed that this
increased daily walking, and elicited a very diverse range of motives.

Reflection has been deliberately applied in support of behaviour change in systems such
as Nutriflect [151], which invited reflection of household shopping patterns against
personal nutrition goals. In both of the above cases — Fitbit Plan and Nutriflect - there is a
notion of some ideal, a sense of what one aspires too; such as long-term physical or
mental fitness or weight loss.

Reflective Practice, a technique originally proposed by Schén, is a technique that is used
to, for instance, help clinical or education students develop their skills [158]. Research has
shown that these reflective skills can be developed through, for instance, the preparation
of skills portfolios. Li et al. apply self-reflection to physical activity, and demonstrate that
incorporating contextual information helps users to understand factors that influence
their physical activity, and to identify opportunities to increase it [114].

Existing work seems to confirm that reflection is a useful design principle for wellbeing
technology, and that reflection can be promoted through the interactions that the
technology affords and creates.

Summary

Although conceptions of wellbeing exist that are broader than objective models of health
and fitness, they are not well represented in existing behaviour change devices. Nor do
these devices seem to give much attention to the broader motives for engaging in
practices such as exercise; the very diverse motives and values that Crossley identifies
among gym goers [48] seem to be missing from discourse about how to motivate people,

through technology, to be more active.
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In this section, I consider broader activity-level descriptions of people’s motivations for
engaging in behaviour change, and the role that techniques such as persuasion play
within that activity, subordinate to the purposeful and deliberate motives that initially
encouraged them to use a device like a FitBit. Moreover, I reflect on the role that devices
like a FitBit take within that broader activity.
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Wellbeing Survey - Values and Goals

I began investigations into wellbeing using a large online survey that looked at factors
that theory suggests might be related to wellbeing. This investigation deliberately
straddles the distinction between subjective and objective models of wellbeing; we asked
people to self-assess their own sense of wellbeing, but also to comment on the things that

matter to them.

The survey had a dual purpose; first, to collect quantitative data on some hypotheses that
I, with colleagues, had about some objective elements of wellbeing, such as the extent to
which things like body mass index (BMI) are linked to self-assessed (subjective)
wellbeing. Confirming that such a link exists would justify the inclusion of interventions
aimed at physical health and fitness within a broader category of devices aimed at
wellbeing.

Second, to collect qualitative data on broader aspects of wellbeing-oriented activity, such
as the goals that people have and the sources of support that they draw upon when trying
to reach them, and the things that people think are important to them in a very general

sense.

The study presented here, does two things: First, it establishes, empirically, that wellbeing
is a construct which encompasses, but which is broader than, physical heath and fitness.
Second, it begins to unpack the non-health factors that are involved in wellbeing, and
situates wellbeing-oriented practice within a social environment that provides a very
wide range of support in the form of motivation, information and tools.

This work was undertaken in the Summer of 2013 while working as an intern at Microsoft
Research, Cambridge. In collaboration with m.c. schraefel, Natasa Milic-Frayling (Microsoft
Research) and Matthew Kay (University of Washington). This chapter is based on a paper
prepared for submission to CHI 2014.

The Big Five

For the purposes of this study, we conceptualised objective wellbeing as a five-factor
model, based on existing research into wellbeing. The Big Five model proposes that five
areas of activity are crucial for human survival: Movement. Food, Cognitive Challenge,
Socialisation and Sleep.
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The Big Five provides a simple conceptual model for evaluating aspects of objective
wellbeing. It firstly allowed us to assess how effectively our participants’ everyday
practices are likely to support their objective wellbeing, without needing to ask and
interpret potentially invasive questions about their health. Rather than asking about
disease and discomfort, we can ask about sleep quality and level of physical activity, for
instance. Secondly, it allowed us to make such an assessment even in the absence of
specific health conditions, which is beneficial as poor dietary or exercise practices could
take years to give rise to any specific diagnosed health “problem”.

Research Questions & Methodology

There were four specific research questions that we aimed to address through this study:

1. Do objective factors of wellbeing, like BMI, influence self-reported subjective
wellbeing?

We wanted to test for a link between reported, subjective wellbeing, and objective
measures of wellbeing like BMI. This question relates to the earlier assumption that,
because of our shared physiology, subjective human wellbeing will have some

commonality, determined by our physiology.

2. Does awareness of the “big five” model of physical exercise, sleep, eating,
socialisation, and challenging cognitive activity help to predict self-assessed
wellbeing?

Demonstrating higher subjective wellbeing among that people who already consider all of
these five factors to be important would provide some evidence that they are worthwhile
areas of practice for design to focus on in order to improve wellbeing.

3. What are the factors that people identify as being important to their
wellbeing?

We are not solely interested in designing for objective wellbeing, and wanted to
understand more about the subjective factors that people identify as being related to their
wellbeing.

4. What sources of information do people draw on when trying to change aspects
of practice relating to their wellbeing?

Sources of information form an important part of behaviour change, and of activity
systems more generally. We wanted to see which sources of information or support
participants were already making use of when trying to alter their behaviour.
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To answer these questions, we

conducted an online survey and asked Factor Coefficient SD F 556

participants questions about their importance of Big 0.302 0.100 017  **

general sense of wellbeing, the things 5

that are important to them (an open- i
age 0.018 0.006 8.38

ended values question) and whether
they have specific goals. We then asked, male 0.413 0.158 6.78  **
in greater detail, about their past

personal trainer 0.367 0.198 346 T
experiences, current practices and future
goals relating to two out of the big five BMI -0.059 0.016 13.36
(randomised between participants). 7 p<.1 (trend toward significance) *p<.05 **p<.01 ***p<.001

Table 14: Correlation of five factors: the importance of the Big
Five categories, age, gender, whether a person is a personal
trainer, and BMI with the self-assessment of wellbeing (from 1-
personal social networks and colleagues, 10).

We recruited participants through a
range of international sources, including

but also by reaching out through

contacts with health and wellbeing

related blogs and social media groups. In total, more than 1100 participants began the
survey. After removing responses that were substantially incomplete, 682 responses
remained and it is from these 682 responses that the statistics in this paper are drawn.

4.2.3 Results

Participant age ranged from 17 to 75, with a median value of 40 (SD 12.28). 353
participants identified themselves as male and 324 as female; 5 participants indicated that
they thought of themselves in another way. Because we solicited input from lists where
people may professionally coach others around wellbeing, we asked people to say
whether or not they were trainers. 133 respondents (18%) indicated they there were

coaches or personal trainers.

Objective Wellbeing Factors

We wanted to see if current physical state had any correlation with self-reported
wellbeing (research question 1), so we asked for self-report of two standard markers of
health: Body Mass Index (BMI) and Activity Rating. BMI is a score based on weight,
height and gender and is used as an assessment of obesity. The mean BMI of the survey
participants, at 25.6 with SD of 4.84, averages as what is considered “overweight” but only
just. As a population, the BMI distribution of the group maps almost exactly onto the 1990
distribution for general US population with mean 25.44 and SD 4.88 [144]. By 2010 it is
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28.7 [62]. Trainers’ BMI averages significantly lower (24.44), but just on the border of

normal and overweight.

We used the mean of two 10-point Likert items (where 10 is “very good”) to assess

subjective wellbeing. We then conducted an ANOVA to evaluate the effects of various

factors on subjective wellbeing (summarized in Table 14). Men typically rated their
wellbeing as higher than women (Men: 7.26 SD: 1.48 Women: 6.98 SD: 1.68); older
participants also had a higher wellbeing rating; and those with a higher BMI tended to

rate their wellbeing as lower.

We also wanted to see whether people who rated the Big Five as important reported

higher wellbeing (research question 2) The importance of the Big Five categories to each

respondent was measured by asking them to consider their own goals and different

scenarios in which a friend or a colleague wish to improve some aspect of wellbeing (e.g.,

concentrating on work), and to rate how important they felt each of the big 5 factors was

to each scenario on a 6-point Likert item (where 6 was “very important”). We then took

the mean of these ratings as an overall assessment of importance.

We found that rating aspects of the Big Five as more important to achieving their own

goals, and as important to the presented scenarios, was associated with increased self-

reported wellbeing.

Wellbeing Factors & Goals

For the qualitative aspects of the study, I
undertook a clustering exercise to identify
common themes in the text answers that
participants had provided. Because of the
large number of responses, which made
coding of the full dataset impractical, this
analysis was performed on a random
sample of 198 responses. These themes
were assigned codes, which were used to
classify each answer into the themes that
described it. Some answers were allocated
multiple codes, as they mentioned multiple
themes.

This qualitative analysis covered three

areas: the things respondents indicated
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GOAL N IMPORTANT N
BODY 145 OTHERS 149
CAREER 129 HEALTH 115
FAMILY 92 RELATIONSHIPS 47
LEISURE 79 FEELING 30
FINANCIAL 78 GOD 29
EDUCATION 53 CAREER 26
MOVE 20 FINANCIAL 23
LEISURE 21

Table 15: GOAL and IMPORTANT themes, and the
number of participants that mentioned each.
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were important in their life IMPORTANT), the goals that participants had for the next 12
months and 5 years (GOALS), and the resources that participants had drawn (or would
consider drawing) upon to reach those goals. Given the large number of responses that
were collected, we extracted a random sample of 198 responses for thematic analysis and
coding. In the survey we asked a range of quantitative and qualitative questions focusing
on participants’ in-bodied wellbeing practices, their goals and values, and a range of

demographic questions.

We asked participants to list, starting with the most relevant, three things that were
important to them, and three goals that they had in the coming year. When asked about
their goals, the top three areas were body 73% career 65% and family 46%.

Themes with at least 20 responses in are shown in table 15. Each theme in the Goal and

Importance sets is briefly described, below.

GOALS

The themes here relate to the Goals that people had set for themselves in the next twelve
months and five years. These questions were designed to elicit areas that people felt were
important to their subjective wellbeing, and which they were actively pursuing.

Body: This theme included references to body composition and strength.
Career: References to career progression or performance at work.
Family: References to family members or the quality of interpersonal family relationships.

Leisure: References to non-work relaxation and leisure time, including specific leisure
activities and references to things like “quality time”.

Financial: References to income and financial stability; this code was differentiated from
Career by explicit reference to salary in the context of a job.

Education: References to learning new skills or educational attainment; for instance
completing a degree or qualification. Conceivably, this theme could overlap with career if
a qualification was in support of a promotion, although no edge cases were encountered
in practice and so fine differentiation was not necessary.

Move: References to movement or physical activity. We found that references to exercise
were framed in terms of body goals (the Body theme) or with respect to movement itself,

such as running a particular time, or achieving a particular weight lifting goal.
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IMPORTANT FACTORS

We also asked participants “What would you say are the three things in life that most
matter to you?” This question was designed to elicit general factors that they consider
important to their subjective wellbeing. In particular, the framing was designed to capture
factors that they may not have had specific goals related to. Conceptually, this is an
important distinction as many important factors may be in a state of maintenance rather
than active goal-oriented improvement. The themes with at least 20 responses were as
follows:

Others: References to other people’s wellbeing; including one’s own role — such as being a
part of a community, or supporting other people — or the general wellbeing of others.

Health: References to one’s own health and fitness.

Relationships: References to interpersonal relationships; such as having supportive or
good relationships with friends and family. This code was applied only to responses that
mentioned relationships specifically, to differentiate it from the Others code that refers to
the wellbeing of others. This distinction was drawn because one could conceivably work
to improve the wellbeing of others without having a direct relationship with them;
through community volunteering, for instance.

Feeling: Some participants referred to a sense of wellbeing, or feeling good, as being
important in itself. That is to say, they gave a sense of subjective wellbeing as being
important in itself. This is a little bit meta, and points towards a model in which personal
wellbeing is distinct from some other sense of duty or responsibility.

God: References to god, religion and spirituality.
Career: References to one’s career or job.

Financial: References to financial matters, typically financial security. This included things
like owning a house.

Leisure: References to leisure time; including phrases such as “work-life balance” that
allude to having an appropriate degree of leisure (or at least non-work) time.

Support Resources

The analysis of people’s goals, and things that they think are important in life, yielded a
range of factors; many of which might be considered values. We also wanted to
understand, with respect to the goals that people had, how they might find support and

information to reach that goal. Conceptually, while these things are not valued in
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themselves, they are things that seem to be practically important to people; and so begin
to inform our enquiry into ways that wellbeing can be supported through tools and
technology. We refer to these things as Resources.

We asked participants in an open question what kind of support or information they had
sought or might seek in future to help them achieve one of their 12-month and one of
their 5-year goals. We received a range of replies, the top themes from which are listed in
table 16 and discussed below. Notably, not mentioned at all in the analysed sample were
any kind of fitness application or trackers, although technology-related resources such as
the internet and DVDs were mentioned. We had specific hypotheses about the Trainers in
our sample, and found that they were significantly more likely to seek help from other
experts (X* = 21.72, p < .001) and significantly less likely to seek help from family/friends
(X = 11.30, p < .001).

RESOURCES

Expert: References to seeking

. . . RESOURCE N RESOURCE N

information or advice from an

expert or professional as a one- EXPERT 52 EXPERT_ONGOING = 22

off or intermittent activity. BOOKS 52 DVD 18
. INTERNET 49 COMMUNITY 15

Books: References to using

printed books, or a library, as a FRIENDS 35 NOTHING 14

source of information. Table 16: RESOURCE themes, and the number of participants

that mentioned each in the n=198 subsample.
Internet: References to using the

Web or Internet to find
information.

Friends: References to seeking support and advice from friends and family.

Expert_Ongoing: References to the support from an ongoing expert relationship, such as a
coach or personal trainer.

DVD: Some participants mentioned DVDs and video as a source of information; for

instance video-delivered fitness programmes.
Community: References to community support, such as weight-loss groups.

Nothing: Some participants indicated that they had no particular need for additional
support or information to reach their goal.
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Success in Change

We were interested to see how

o . Aspects of Big 5 Coefficient SD t
success in implementing change
) . MENTAL - FOOD -1.16 0.41 -2.835
varied across aspects of the Big
Five SOCIAL - FOOD -1.27 0.41 -3.021
' MOVEMENT —
1.11 0.41 2.702
Each participant was asked MENTAL
whether they had ever tried to ~ SOCIAL — ) )
MOVEMENT 1.22 0.42 2.895

make a change to their practice

in relation to one of the Big Five Tp<.1 (trend toward significance) *p<.05

(each participant was randomly  Table 17: Relative success at change between aspects of Big Five. All
pairwise contrasts were conducted using Tukey’s HSD; we report only

assigned only one of the aspects significant results here.

of the Big Five). They were

asked to rate how successful they were at this change on a 10-point Likert scale (where 10
was “very successful”). We used an ANCOVA to evaluate whether participants who were
asked about different aspects (varied between subjects) reported different levels of
success. We included BMI, gender, trainer, and age as covariates in this model.

The aspect of the Big Five considered by the participant had a significant effect on their
success (Fy35,=4.90, p<0.001); post-hoc pairwise contrasts are summarized in Table 17. BMI
also had a significant negative relationship with success (F,;,=11.86, p<0.001), and males
reported higher success on average (F,;s,=10.79, p<0.01).

Discussion

I now consider the results from the perspective of the four stated research questions, as
well as discussing some interesting aspects that emerged during analysis. I begin with
some observations about the group of participants that were recruited.

Participants

While our respondents have an atypical BMI for 2013, thus being considered more
healthy than the current norm, they are still interested in body oriented goals; health is
important to them, usually only after family. While trainers are more aware of the role of
the Big Five in affecting other goals and aspirations than non trainers, all demographics
have shown that they have tried to make a change to each area of the Big Five. Critically,
the majority reflect that having tried to improve each of the Big Five, they have found
food and movement related practices easier to change than cognitive performance, social
engagement or sleep.
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Objective Wellbeing Predictors (RQ 1 & 2)

To answer research question 1, Do objective factors of wellbeing, like BMI, influence self-
reported subjective wellbeing?, we considered several aspects of objective wellbeing. As
reported in the results, we found that BMI was negatively correlated with self-reported
subjective wellbeing. This is not surprising, as higher BMI is often associated with health
problems such as diabetes and cardiovascular disease. However, this result is also
interesting in context of the qualitative results. We found that many participants had
goals around health, fitness and body composition. It is not much of a stretch to
hypothesise that BMI also impacts on people’s own judgement on their physical fitness,
particularly given that many reported goals relating to weight loss. The results suggest
that BMI does not impact on subjective wellbeing merely through physiological
pathways, but by interacting with values such as a cultural pressure to be lean.

Also in relation to research question 1, and in direct answer to research question 2 (Does
awareness of the big five model help to predict self-assessed wellbeing?), we tested whether
rating elements of the Big Five as important was related to self-reported subjective
wellbeing. As shown in the results, those participants who rate the Big Five highly also
report higher subjective wellbeing. This suggests that an awareness of the Big Five factors

promotes subjective wellbeing.

There are differences between how successful participants were in achieving change in
each of the Big Five areas, though.

The pairwise comparisons shown in Food

Table 17 indicate that our participants Movement
had greatest success in changing

aspects of their practice relating to Sleep

Food, followed by Movement, .
Cognitive Challenge

Cognitive Challenge and Socialisation.

None of the pairwise comparisons v Socialisation
against Sleep were significant, oL
indicating that it is likely to be in th i "
indicating that it is likely to be in the NR =23

middle of the ranking. Relative

rankings are visualised in Figure 13.
Figure 13: Pairwise comparisons between success in change in

different elements of the Big Five provides a ranking of which

Together, the results demonstrate a en !
elements participants reported greatest success in

link between objective measures of
wellbeing - like BMI - and an

objective model of wellbeing practice (the Big Five) with subjective wellbeing; how “well”
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people say they feel. They also demonstrate significant differences in how easy it is to
effect change in each of those areas, though.

Subjective Wellbeing Components (RQ 3)

Despite the results confirming that there are objective components to self-reported
wellbeing — such as BMI, and an appreciation of the Big Five area, the qualitative results
also show a great degree of heterogeneity among participants when it comes to other
aspects of their lives that they say are important. Although health was a frequently cited
value, it came second to “Others” — The welfare of family, friends or the community.
Other common values include the strength of interpersonal relationships or having a

general sense of wellbeing.

These diverse values are reflected in the diversity of goals that participants reported.
Although, as we 'd expect given the surveyed population, many participants had body
related goals, many also had career or family-oriented goals. Some had health related
goals (distinct from body-oriented goals) and others specific goals about their movement

practice.

The fact that these aspects are cited by participants as being important to them would
justify their description as values for many purposes, but many of them also have striking
similarities to the values in Schwartz’ work on universal values. Health and Financial
security are elements of Schwartz’ Security value, for instance, Career encompasses
aspects of Achievement and Power.

These results suggest that any form of technological wellbeing support that attempts to
move past objective models of wellbeing into more subjective conceptions will need to be
flexible to these very different values, motives and goals. However, they also suggest that
there are a wide range of motives within the population that could be leveraged to
motivate behaviours that promote objective wellbeing. One participant felt that their
family, dogs, and health were the most important things in their life. In that example,
there is a clear opportunity to leverage time spent walking dogs as an opportunity to
improve or maintain physical health, and to involve family in that activity. Another
participant wanted to see interesting parts of the world, be active, and enjoy good food;
again a set of diverse motives that while important in themselves, also have intriguing

intersections with one another, as well as with objective wellbeing.
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Sources of Information

Participants drew on a range of information sources in the course of pursuing their goals.
Seeking support from other people - often experts — was very common. Intuitively, the
ability for another person to offer guidance and to apply knowledge to specific
circumstances provides benefits over and above passive information sources such as books
or most web pages. One participant explained they would “work with a strength coach to
lay out a better plan”, pointing specifically to a coach’s ability to synthesis knowledge into
a plan, rather than just providing information for the participant themselves to apply.

A significant minority of participants noted that they didn’t need any information
resources to help them achieve their stated goal (the NOTHING code). For instance, one
participant noted that ‘T know what I need to do.” It’s difficult to ascertain, from the
responses given, whether these participants have the necessary knowledge, or don’t know
that they have missing knowledge. The same participant had drawn on information in the
past, suggesting that they’d already developed some understanding and formulated a plan
towards their goal. Another participant listed some sources of information, but caveated it
with the comment ‘T actually know what to do and how to do it, I just need to get back into
a routine.” Another participant had a more negative experience of trying to find
information, saying that ‘T cannot take one more piece of information into account for my
recovery. There is so much conflicting information on nutrition that ... sometimes I just get
frozen. ... I no longer go to expensive coaches or peers since I know what I need to do and
often I know I will not comply with whatever work they give me.” This participant felt they
had enough information, but had trouble resolving conflicting advice, and applying that
knowledge to their everyday practice. The experience of not seeking information is clearly
diverse, and appears to contain both people who feel they have enough information and
skills, but also those who do not. In the latter case, the synthesis that could be provided by
expert advice — such as a coach — could be beneficial; particularly in terms of learning
techniques to improve adherence, which the participant suggested was a problem.

In the case of both participants who seek expert assistance, and in the case of those have
found that knowledge can be hard to translate into practice, there is a sense that two
types of knowledge are required. First, an understanding of the domain of change itself
(for instance nutrition) but also a knowledge of how to build a sustainable practice. This is
reminiscent of the distinction that Thaler & Sunstein point to between “the planner” and
“the doer” [167]. It is all very well for the planner to have a set of goals and aspirations;
but - like having an alarm clock that runs away — the planner needs strategies for
ensuring compliance with an identified behaviour - like getting out of bed — later on. The
planner has several jobs to do: Plan actions towards an Object(ive), plan for practicalities
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(like packing a gym bag in advance), and planning for the ways in which the doer might
later fail to carry out the plan.

Goals

We observed significant diversity in the goals that our participants reported. The diversity
of goals is interesting, as it indicates that participants with similar practices may have
different narratives surrounding it, motivated by different values. For instance, we
observed that some participants had goals to lift a certain mass during weight lifting;
others had goals to become stronger. These two narratives, one focussed on the activity
and one focussed on the self may well refer to the same activity, but are perhaps
motivated by different values. Whether these subtly different ways of expressing goals are
a reliable indication of the underlying values, and whether these narratives should be
supported in subtly different ways through the use of technological support, is an open

question.

These diverse framings of ostensibly similar activity are interesting for another reason,
though: they have parallels with the ways in which devices frame activity, too. Compare,
for instance, a scale with a Fitbit. The scale reports on personal state, one’s current mass.
The Fitbit reports on process, the number of steps that have been taken. We saw examples
of goals that are framed in relation to both: some participants want to lose weight,
something that could be confirmed by a scale, others wanted to ensure that they got
10,000 steps per day, something that could be confirmed with a Fitbit. Both of those
processes, though, can be motivated by a sense that health is important and needs to be
improved. As Fritz [70] reports, although these framings are superficially similar, and in
practice may motivate very similar practices, in some cases a focus on a goal related to
steps, rather than a goal related to (for instance) intrinsic physical fitness, can lead to
undesirable outcomes such as distress when steps are “missed” from the count, or a
missed opportunities to try different physical activities that could better meet the

underlying motives.

To some extent, the different framings that we observe in the results of this study could
be a methodological limitation of the survey methodology of specific questions that were
used. Colloquially, usage of the word “goal” can refer to a specific quantifiable target —
like reaching a step count — or to a more abstract aspiration like improved fitness. It is

important, therefore, not to overstate these differences on the basis of this study.
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Conclusions

The results confirm that objective measures of wellbeing, like BMI, have some correlation
to subjective wellbeing. This justifies the inclusion of objective wellbeing promotion
within attempts to improve subjective wellbeing, even beyond other worthwhile goals
such as reducing pressure on health care services. Objective aspects of wellbeing seem to
have an impact on subjective wellbeing through values-based as well as physiological
routes; weight loss (for instance) can be motivated by self-esteem or body image, as well
as by health concerns, and we observed a wide range of goals and motives among
participants.

People who rank the Big Five areas of practice as being more important generally have
higher subjective wellbeing. This suggests that having a greater appreciation of the Big
Five areas improves wellbeing, and that the Big Five is promising as a model for wellbeing
promotion.

Participants identify a very diverse set of elements as part of their subjective wellbeing.
Aspects such as family, relationships, career progression and financial stability interact
with concerns about work-life balance and health concerns. This diversity, and the ways
in which those aspects interact suggests that finding synergies between different aspects
could be an efficient way to create activities that contribute to multiple aspects of
wellbeing at the same time - for instance by combining family time with inclusive

physical exercise like walking.

Participants draw on a range of information sources when seeking to change their
everyday practices such as what they eat, or how they exercise; but the most popular
form of information is other people. I hypothesise that this is because other people - often
experts — can not only provide information on request, but can apply knowledge to
specific circumstances, and provide broader guidance. Notably, none of the participants

mentioned apps or fitness devices as sources of information.

There are distinct types of knowledge required by participants. Those types are (at least)
formulation of an Object of activity that’s linked to their motives, based on some kind of
domain-specific model, like a knowledge of nutrition; a knowledge of how to undertake

the actions required; and knowledge of how to plan for their own adherence.

The survey had some limitations; it predated my decision to ground my analysis and
investigation in Activity Theory and so was not deliberately constructed around the
concepts that AT provides. A survey also provides no opportunity to clarify

understanding or to explore particular participants’ responses in more detail. For
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instance, it is unclear why some participants were not seeking additional information, or
the significance of the ways in which they had framed their goals. The next study builds
on these findings, and attempts to overcome some of their shortcomings, by using semi-
structured interviews.
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Understanding the Values and Technology
involved in Running, Cycling & Walking

The online survey reported in the previous chapter provided a broad snapshot of what
our participants felt was important in their lives, the goals that they had, and their
experiences of trying to reach those goals. However, as I noted previously, it also had
some limitations; most notably the inability of surveys to explore particular answers in
greater depth, and to clarify what participants mean when their answers are unclear. In
this chapter, I report on a series of semi-structured interviews that I carried out in order
to understand the experiences of two diverse groups of people: Those who have an
established physical practice such as running or cycling; and people who are currently

using a device such as a Fitbit.

Existing work on fitness device use has looked at aspects such as accuracy [180], adoption
and abandonment [40,107] and experiences of long-term use [70]. Fritz et al.’s findings
[70] are particularly interesting, as they point to limitations in the way that these devices
cause users to think about their activity, that in some cases lead to negative experiences,
despite their apparent success in building long-term physical practices like frequent
walking. It seems, at least to some extent, that some of those negative effects are related
to the way that the device had become embedded in the activity; feelings of “wasted”
steps when the device was not worn, for instance.

Of course, fitness practices certainly pre-date the use of fitness trackers, and there is no
doubt that many people build sustainable, long-term practices without these devices. I
wanted to understand more about those people’s activities in order to be able to compare
the activities that they have, with the experiences of people who have a fitness practice
that involves a fitness tracker such as a Fitbit.

The aim of this study, and this chapter, is to unpack whether the Activities engaged in by
the established runners and cyclists are comparable to the Activities that are built around
a device like a Fitbit, or whether there are qualitative differences to explore. And, if there
are differences, can we learn anything from the former group that might help in
designing technology in support of physical activity?

In this chapter, I present the results of these exploratory interviews. I highlight three
areas of contrast between these two groups, and discuss how these differences may
inform device design, and an Activity Theoretical view of device use within physical

practices.
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Methodology and Participants

Our methodology has been first to explore how participants explain their engagement
with fitness practices. We carried out this stage of work with formative interviews with
half a dozen adults from a range of backgrounds who identified primarily either as
“device users” (Fitbit, jawbone, fuel) or “people with a fitness practice” like running,
cycling, walking rowing, weight lifting etc.

The initial formative interviews were conducted, often informally, by myself and my
supervisor, m.c. schraefel; and formed the basis for many discussions of physical practice
over a period of several months. These discussions were an important source of sense-
making during the research, and where I refer to “we” in the discussion that follows, it is
indicative of the importance of these sessions of shared thought and discussion.

This chapter is based on an unpublished manuscript that was authored in collaboration with
my supervisor Prof m.c. schraefel. I personally conducted all of the interviews with
participants included here, and their analysis is my own; not withstanding the afore-
mentioned importance of the discussions and opportunities for sense-making afforded by m.c.’s
keen interest and collaboration in this work.

From these preliminary open ended interviews, based on discussions and reflection, I
developed questions to guide semi-structured interviews. users) differed; in part because
knowing that the Fitbit users all had devices allowed the inclusion of specific questions
about those devices, and partly because the Fitbit interviews took place, chronologically,
after the Runner/Cyclist interviews, and I was able to refocus these later interviews on
specific areas that were of interest. This allowed the later interviews to be considerably

more targeted, a shorter in duration.

Interviews with the R/C group covered five main areas. These areas were not typically
conducted in order, as conversations took different courses and different aspects came up

in conversation in different orders; although I always started with area 1.
1. Aspects of life that are important to the participant; broadly framed.

2. Whether the participant had any plans relating to their physical practice, and
how those plans were formulated.

3. How the participant measured and reflected on their practice; including the use of
any devices.
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4. Any resources, such as social support, equipment or locations that are important
to the participant’s practice.

5. 'The reasons for engaging in the activity (initially and at currently), and whether
the activity serves any other purposes; like cycling for transport purposes as well
as exercise.

In the case of the F group, the interviews covered four main areas. Again, the order varied
between interviews based on the course that the conversation took; but I always began
with area 1.

1. The device that’s used, and any past device use.

2. 'The activity (or activities) that the device was used as part of. I was conscious that
initial questions about the device itself might create an artificial focus on the
device, by priming participants. To overcome this, and encourage them to think
about their practice more broadly, I asked them about ways in which their
activity is (or would be) different when not using their device.

3. The participant’s reasons for starting physical activity, and any ways in which
they felt their device was helpful with respect to those reasons. Again, I tried to
make participants consider this broadly, and not just to think about their adoption
of the device itself.

4. What the device measures, and how (if at all) those measurements are used;
which measurements the participant pays most attention to. Whether there are

ways of reflecting on progress other than the device itself.

These questions, not surprisingly, are similar to those used by Fritz & colleagues to
explore properties of engagement for longer term Fitbit users [4]: we are all keen to
understand what scaffolding helps whom, when, to stay engaged with their fitness.

We recruited participants from open calls posted to social networks and email invitations
to mailing lists that reached across multiple organizations. We also deliberately invited
participants we knew had health practices either because they talked about their Fitbit or
their wearing them was obvious, or whom we knew went to the gym, ran, cycled and so
on. In total, we completed 15 30-90 minute interviews. These interviews were recorded
and thematically coded. In the end, participants came from three groups: those who
identified primarily as cyclists (C), as runners (R) or as Fitbit users (F). Participants are
described in Table 18, numbered to identify the group they are from.
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P# Main Activity / Device Gender
R1 Running m
R8 Triathlon m
R11 Running m
Cé Cycling m
Cc7 Cycling m
C9 Cycling m
C10 Cycling m
F1 Fitbit Charge f
F2 Fitbit Charge HR f
F3 Fitbit Charge HR f
F4 Charge m
F5 Fitbit Blaze (previously Charge HR f
and Apple Watch)

F6 Fitbit Charge f
F7 Fitbit Charge HR f
F8 Fitbit Charge HR f

Table 18: Participant Information

Findings
In this section I present the main themes that emerged from the interviews that were
common across groups. We had anticipated that there would be areas unique to each

group, but that was not the case. Instead, what emerges are different ways of engaging
with these concerns between the R/C and F groups.

Health Relationship

All participants, across groups, were motivated to engage with their activities for a
variety of reasons, but all but one participant shared a common motivator for engaging in
a fitness activity: concern for their health. In that unique case, health still played a role,
perceived to be a positive side-effect and enabler of/for an enjoyable activity.

Health was usually the first reason for participants to engage in a fitness practice. Several
participants, for instance, started running or cycling because of a health concern. For
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most of these participants, this was expressed as a desire to lose weight. C10, who
stopped exercising following an injury, was motivated to “take it more seriously” again
when he noticed that he was “getting out of shape” and “feeling heavy and lethargic”. R1
described how he had “reached a point where I couldn’t go on,” from a combination of
stress, health concerns, being overweight and poor quality interpersonal relationships.

Two Fitbit participants (F5, F6) specifically mentioned obesity and diabetes as health
problems that regular walking would help them to avoid. F5 explained that “getting ten
thousand steps means I won'’t get fat, get diabetes and die.” Weight loss was also mentioned
by F1, F2, F4 and F7. F8 had a more acute medical motivation, and was using the Fitbit to
encourage walking as part of her recovery from a hip replacement.

However, health was not the initial motivation for all participants and nor did all
participants cite the health benefits of the activity as being particularly important to
them. One participant (C1) expressed that although they did feel that cycling (and
swimming) had a fitness benefit, that was primarily only important as fitness was
necessary to do those activities. For this participant, fitness was not an end merely an
enabler for these activities that provided enjoyment: “The only reason I want to be fit is so
that I can do these things, so it’s not really a priority for me that it does keep me fit it just
means that I can ride my bike quite well.”

Everyday Context: Synergies & Antagonism

All participants also mentioned how their fitness practices interacted with other activities
in their daily lives. This interaction was manifest in two ways: (1) getting a double benefit
from one action and (2) the opposite: having conflict between two seemingly competing
activities

A synergistic benefit was noted when riding a bike to get to work for cyclists, or walking
to work “to get steps” for Fitbit’ers. These actions enabled two needs to be realized:
engaging with an activity for their health, and getting to work. Participant C6 explained
that time spent commuting by bike was not “wasted” in the same way that time spent in a
car or bus would be: cycling in fact provided value to him in multiple ways, both as a
mean of getting from A to B but also promoting health and sustainability and modelling
good practices for his children. Interestingly, sometimes these fitness activities begin not
as a health activity but as a functional activity: one participant C7 started cycling because
it was “a pragmatic way to get around” when his wife was using the car.

Sometimes instead of multiplying benefits, fitness activities are presented by the

participants as antagonists, in conflict with other values. R1 reported that his growing
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ability to go for longer runs meant that he was away from his family more on weekends —
the time not at work when he felt he should be with his family. He suggested that his
family were making sacrifices to support his health activity.

Both R1 and C7 talked about resolving antagonistic demands by “negotiating” time for
their activity with members of their family. This engagement represents a deliberate
attempt not only to synergistically and opportunistically carry out their fitness activity
when the context permitted, but to deliberately alter their context and constraints to

accommodate their activity.

While the runners/cyclists often reported how they created these synergies or had to
address antagonist activities, we more often saw the Fitbit participants defeated by
antagonistic interactions that, to us, were sometime surprising.

Like the cyclists and runners, Fitbit participants stack activities into synergies, often using
their devices to record activity “opportunistically”. In the case of F1, the device was used
to record steps taken while walking to work. This synergistic strategy, however, was
interrupted by moving house; her walk was shortened and so she achieved less physical
activity; she did not seek out new opportunities to replace these ‘lost’ steps. During a
formative interview, one participant mentioned that she’d moved flats. The new flat had
fewer steps, ending the high degree of stair climbing she’d previously achieved each day.
In this case, the person noticed this change in both energy loss and weight gain, but, she
felt, was not able to create an alternative that created the same results in the same
seemingly effortless way. These examples seem to demonstrate a high reliance for
Fitbit’ers in particular between the activity that the device captures (steps, stair climbing)
opportunistic synergies in their current daily practice. That is, while it was common for
Fitbit’ers to embrace “more” steps or more stairs as and when available, these participants
seem less resilient at maintaining these levels of engagement if their physical
circumstances changed, compared with the runners / cyclists. We offer this not as a
judgement, but an observation.

Phases of Activity

Complementary to synergies between a fitness activity and a transportation activity are
Phases of activity. Not all our participants spoke of this, but it came up sufficiently to be
of interest. In particular, among the runners and cyclists who also raced, they would
deliberately focus on their training in the run up to a race. Their use of monitoring
devices seemed to be connected with that locus of attention.
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C3, a participant who raced regularly, for instance referred explicitly to a “fitness phase”
when a heart rate monitor would be added to his tool use. R8’s idea of phases was also
apparent: “At the moment, it [using the technology to create a log] is quite infrequent. Most
of the time I do use my Garmin [a running wrist computer] to log, but because I'm not really
training for anything, and am slightly injured, I'm just not bothering at the moment. I
would definitely use the log for a race or a functional threshold session.” C9 mentioned a
“fitness phase” where fitness goals such as waking heart rate were important measures.
Devices were typically used more deliberately when preparation for a particular event
became important.

F3, who had been using a Fitbit at that point for 3 months, also shared that she was not
particularly engaged in her Fitbit practice, but expected that to change over time and that
she anticipated she would begin to use measures such as sleep more pro-actively, rather
than just observing them. She explained that work pressures were preventing action to
tackle observed problems in sleep and exercise, and that thus she was currently in
“damage control mode”.

Device Use

All participants used, at some point, a device or piece of technology as part of their
activity. We found that participants in the Device group tended to be Device-centric,
fitting aspects of their activity to the features of the device, whereas participants in the
Activity group were led by their activity, but reached out to a range of tools based on
their current goals and focus.

Across the participants, we found that devices supported several aspects of activity:
Measuring and quantifying (for instance counting steps or measuring heart rate), logging
(creating artefacts such as GPS route maps), sharing (for instance posting route maps on
social media or telling other people about their activity), persuading/motivating (by
providing feedback or goals), and seeking information (such as routes). The degree to
which our two groups seem to rely on these different aspects of devices is different,
though.

By and large the Fitbit users, with the partial exception of F2, used the Fitbit to measure
their steps, measure “active minutes”, to track progress towards daily goals and,
implicitly, to suggest which physical activities they should engage in. The measures that
are built into the Fitbit — steps taken and stairs climbed - implicitly suggest that walking
and stair-climbing are beneficial activities. Several participants reported the ten thousand
step per day target as being “what everyone says you should get” (F4). Other activities,
cycling for instance, would likely not contribute to those specific measures. As noted by
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Fritz et al. [4], Fitbit users often frame their activity in terms of progress towards their
daily step target rather than the more abstract health motives that initially prompted
adoption of the device. This was the case with our participants even where additional

measures such as waist circumference and weight were being used in parallel to the Fitbit.

The runners and cyclists, instead of using devices to suggest physical activities,
incorporated devices into their activity as required to achieve particular ends. For
instance, C7 spoke of the importance of having GPS tracking in order to share routes with
others. R8 mentioned the use of a heart rate monitor when training in conjunction with a
coach in order to facilitate advice and support, but also noted that it “takes all the fun out
of [running] when it starts beeping” and so he usually runs without it. Rather than shaping
the whole activity, these devices are adopted (and discarded) in response to shifting needs,
goals and priorities. The overall direction of the participants’ physical activity determines
which devices are in use at a particular time.

A focus on walking and stair climbing is not necessarily a result of adopting the Fitbit,
and seems to be reflective more of the sophistication of the practice itself. We note that F2
had an established physical activity that centred around working out at the gym. The
Fitbit was adopted primarily because of concern about heart attack and the belief that
monitoring heart rate would help to identify heart problems in advance, although
opportunistic stair climbing while at work had been adopted as a result of using the Fitbit.
In this case, the reassurance provided by the Fitbit (even if medically dubious) was an
enabler, allowing the participant to more confidently and vigorously engage in her

practice.

Side Effects and Experiences

Several participants mentioned that time spent running or cycling had a beneficial effect
on the level of stress and anxiety that they felt. One runner expressed that running
provided time to reflect on work and helped him to do his job better. Two participants
mentioned the physiological basis for feeling better, referring to the effects of
neurochemicals released during exercise. No participants cited these psycho-physiological
effects as reasons that they started their practice and none suggested that they anticipated
these effects. However, for at least one participant (R1) knowing that running would
provide time for reflection and confidence that it would be effective at eliciting a general

feeling of wellness appeared to be very important qualities of the practice.

For Cé6, C7, C9 and C10 time spent with a family member was perceived as valuable in
itself, or because it was seen as promoting a healthy practice in that person. For instance,
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Cé6 and C7 hoped that towing their respective children in trailers behind their bikes would
encourage their children to adopt cycling later in life.

R1 expressed that running, climbing and training in the gym gave him a chance to mix
with people he would not typically encounter during his job, as well as providing an
opportunity to spend time with colleagues who were also interested in these activities,
saying that “another benefit, that surprised me, was I gained a wider circle of friends. So
socially it has been really beneficial.”

Environment & Surroundings

The physical context for an activity was raised by both groups, but in different ways.
Participants in the Activity group were typically more concerned with the qualitative
effects of the environment — for instance the experience of being in a place or the effect of
the weather. Device participants typically referred to the environment in terms of
affordance towards specific goals, usually the availability of stairs to climb.

For C6 and C7, being outside in “inspirational’ or “beautiful” countryside was a positive
aspect of the activity. Both these participants mentioned that living in areas with nice
countryside was a positive thing that made a difference to their cycling experience. C10
talked about how races provide an opportunity to visit places, often foreign countries. For
him these trips provided an opportunity to appreciate “different aspects” of both cycling
and the place itself. He recalled feeling emotional when imagining the “hell on earth” of
WWI when cycling through Flanders in Belgium and visiting a war cemetery.

C7 and C9 mentioned how the weather impacted their experience of cycling, and how
they could prepare for environmental conditions by, for instance, taking adequate water
in hot weather.

F5 explained that she had found new routes between work and home that included
additional steps and incorporate steps that helped contribute to her targets by affording
opportunities to incorporate more exercise into her commute, and F2 referred to the stairs
in her place of work that were convenient for increasing the number of flights she’d
climbed.

“In the Moment” Motivation

A frequent subject of discussion among the Fitbit participants was how the device itself
provided “motivation” to engage in fitness activity. For instance, their progress towards
their step goal, and the knowledge that the device would turn (as F3 put it) “smiley and

green” spurred them to engage in the activity ‘in the moment’.
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F5 found the social competition feature motivating, as she was motivated to “beat” her
friends and family. Similarly, F7 was a member of a Facebook group that encouraged
teams of Fitbit users to compete against one another, which she found motivated her to

achieve more steps or active minutes.

There is a difference between this source of motivation and the ultimate goal behind the
use of the Fitbit. F7 had not obtained the Fitbit in order to be able to compete with people
on Facebook, but the motivation that the competition provides is nonetheless important,
in an instrumental sense, to achieving her ultimate health and fitness goals by stimulating
her engagement with the fitness activity.

On the other hand, despite using tools like Strava that feature persuasive elements like
leader boards and achievements, the more experienced participants did not seem to rely

on that external motivation.

C9 was the only one of the runners and cyclists that mentioned a specific motivational
technique, saying: “when I'm on my bike, I am happy, I'm frustrated that I don’t do it more
... I need to find strategies to actually do it.” C9’s technique was to hold himself to account
by blogging in advance about his intent to cycle.

General Discussion

We’ve observed that there are a number of differences between the practices and
perceptions reported by the runners and cyclists, and the Fitbit participants. Broadly, the
activity of the runners and cyclists seems to be situated in a wider range of motivations,
and are potentially more resilient as a result. That is not to say runners/cyclists are more
resilient than Fitbit users, nor that these robust approaches to a practice are innate:
participants shared how they developed their practice often by trial and error over time.
The lessons learned from the groups’ engagement with their practice, however, seems to
be different. Fundamentally, the more practice-focused groups — the runners and cyclists
- seemed to create opportunities for their activities, whereas the device-centric group
seemed more at the mercy of synergies of activity (steps, stairs) and opportunistic
contexts to achieve these goals. To some extent this could be down to the relatively
greater experience of the runners and cyclists, but crucially there was little evidence from
the Fitbit participants that they had begun to view their practice in separation from the
device itself, except for F2 who had adopted a Fitbit into an established gym routine.

Those participants who were exposed to multiple ways of viewing their practice seemed
to have a better appreciation of what is possible, and how they might adapt their practice.

For instance, not all runners or cyclists raced. Those who did foregrounded knowledge
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and experience of how to vary both the intensity of their activity and their use of
technology to support it, deliberately: it is not just and only 10k steps every day: some
days its more or less, faster or slower — deliberately, depending on a larger context for
that activity. From an Activity Theory perspective, the “modes” or “phases” that some
participants referred to — primarily runners and cyclists, although also F3 - seem to
correspond to distinct Objects of activity. The relative importance of the different motives
changes, and the way in which devices and information are used shifts to reflect the shift
in goals. This is perhaps most clearly illustrated by the distinction that several
participants drew between recreational practice and racing; in the run up to a race,
participants focus more on their performance - drawing on devices and expertise that are
performance-oriented.

The runners/cyclists seemed more able to create opportunities for their activity, even if
this meant having to negotiate time from other important activities. We saw earlier that
the Fitbit participants seemed to be more willing to wait on circumstances to change
either to allow more engagement, or for that matter to restrict and reduce engagement:
they perceived no other options. This lack of imagining alternatives may be both the
strength and weakness of the way fitness devices are currently designed: based on
persuasive technology [3] they focus on attempting to habituate a very clear specific
repeatable activity, like “10k steps”. As such, another key aspect of these automated
activities is that they are largely context dependent [7], and application specific, and are
not therefore designed to create skills transfer. If the context changes such that fewer

stairs are available to climb as part of one’s daily activities, fewer stairs get climbed.

We also know that, despite manufactures claims about growth of these devices entering
the market, not everyone picks up a fitness tracker, and among those that do
abandonment is relatively high [110]. That said, not everyone who starts to run, sticks
with running. Notoriously, not everyone who takes out a gym membership in a fit of
post-Christmas enthusiasm keeps going to the gym. Our small study focusing on
successful longer term fitness engagement seems to suggest that there is value in
ultimately foregrounding an activity rather than relying on external persuasion; there is
value in learning to internalize what a practice feels like, rather than staying reliant on
the lens provided by a device.

We suggest that, in building sustainable long-term fitness engagement, there is scope to
design in support for transitions from the characteristics we observed in less automated
or habituated externalized actions like counting steps to the more durable, deliberate
actions like going for a walk. Based on our results, we propose three transitions that
technologies could aim to instigate in the people who use them:
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From Framing to Integrating

This transition reflects the difference between having a device and finding activities that
satisfy its measures and targets, and having an activity and finding devices that provide
useful insights into it.

While having persuasive device that provides clear goals and cues to specific activities
makes adoption easy, it also constrains possible activity and potentially discourages the
adoption of other activities that could be more beneficial (in terms of health outcomes)

and more intrinsically enjoyable.

We observed, among the Fitbit users, that the device tends to frame their physical activity
by limiting the types of activity that they engage in and the ways that they reflect on that
activity. The device encourages users to think in terms of steps taken and floors climbed,
rather than how the activity relates to their underlying motives such as health

improvement, or aspects such as enjoyment.

In contrast, the experienced runners and cyclists seemed to approach their activities in
reverse: they first set their goals and objectives in line with their overall motives and
based on their previous experience, and then adopt devices that met the needs that those
activities gave rise to. Their overall practice is not dependent on a particular device, but
they make use of measuring and logging when it makes sense to them to support a
particular insight or aspiration.

We suggest interactive technological fitness ecosystems and devices support a transition
from framing the activity through the ‘lens’ provided by a counter/tracker, to an activity
focus or aspiration focus, supporting their users to deliberately choose measures, goals
and devices that align with their own aspirations for their quality of life. This transition
incorporates learning challenges, including potentially how to incorporate other
measures like heart rate or sleep cycles or nutrients that are more nuanced than “must get
steps” As we see from our racers who have a more sophisticated view of the phases of

their activity, this learning offers more variety, more options for achieving or maintaining

health.

From External Persuasion to Internal Motivation

Devices like the Fitbit use persuasive techniques like goal setting and achievements to
provide a sense of motivation to users. However, the more experienced participants did
not rely on this external encouragement and instead seemed to have internalized a sense
of how their physical activity related a range of things — like socialization, enjoyment and
performance - that they found motivating.
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Although the Fitbit seems to have helped the Fitbit participants to increase their physical
activity, this easy-but-constrained activity does seem to have negative side-effects over
the long term such as a dependence on the device or misalignment between the provided
measures and desired health outcomes. Essentially, users that rely on external persuasion
may stop exercising when the device is no longer present, and may focus on the
persuasive elements to the detriment of their desired health outcomes.

We were struck by the extent to which the more experience runners and cyclists could
relate their physical activity to a broad range of motivations. Being able to account for
how, for instance, running contributes to a sense of wellbeing, improves interpersonal
relationships or reduces stress seems important in motivating their continued

engagement in the activities.

We therefore propose that building an appreciation of the wider value that a physical

activity provides, and internalizing persuasive techniques (for instance as in Cognitive
Behavioural Therapy, [2]) is what we term as the transition from external persuasion —
provided by a device, or perhaps personal trainer — to internal motivations such as the

confidence that going cycling will be enjoyable and stress-relieving.

From Quantitative Measures to Internalized Sensing

The more experienced participants were able to explain how their fitness activity made
them feel, rather than relying on an external tool to measure their activity for them. They
are able to judge aspects of their performance and progress intuitively, based on past

experience.

There are some benefits to being able to do so. As previous work (and our R1) have found,
when relying on the external measures there can be a sense that effort is “wasted” if the
device is not present and, as discussed above, there can be a tendency for external
measures to alter how participants think and feel about their activity.

The more experienced runners and cyclists often spoke of qualitative feelings associated
with their physical activity. In some cases (for instance R1), there was a sense that
running reduced stress and anxiety. C10 explained that, when cycling he “can’t stop
smiling” and that exercise provides time to “feel good”. C7 referred to the “buzz of
endorphins” associated with exercise. These qualitative feelings of wellbeing seem to

encourage activity.

F7 explained that without the Fitbit it would be hard to keep a track of (for instance) how
many flights of stairs she had climbed. This difficulty is understandable, but it might be

possible for a device to teach somebody what “enough exercise” feels like, and to help
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them validate those feelings by comparing them to objective measures as they learn.
Internalizing notions of performance and success — or adopting “point in time” measures
like weight or waist circumference, could avoid the feeling that activity undertaken
without the device are “wasted” — something that F1 recounted and which is also
apparent in earlier work. Foregrounding interplay between feeling first and validating
second — more deliberately.

There was a sense that some Fitbit participants had started to translate the measures used
by the device into more device-independent measures. For instance, F5 explained that one
thousand steps corresponded to about ten minutes of walking. C7 spoke about the sense
of achievement associated with a “challenging ride”, reflecting an internalized sense of the
degree of challenge involved in a particular route.

There is undoubtedly a balance to be struck between internalized sensing and external
measures. There is a need for any internal sense of performance, achievement or
wellbeing to be objectively grounded and trustworthy, but balanced against the
previously-discussed problems with entirely external measures.

An Activity Theory Discussion

The discussion so far has been grounded primarily in concepts that emerged from the
data, and the transitions that those themes suggest could be possible. It is also
enlightening to view the emergent themes, and the accounts of our participants, through
the lens of activity theory. From a methodological point of view, I have found it useful to
take this dual approach; first taking an almost grounded-theory approach to analysing the
data, unconstrained by trying to directly fit it to Activity Theory, followed by a more
integrative period of reflecting on how the original data — and the concepts that emerged
- might relate to the existing framework offered by Activity Theory. A more unified
Activity Theory account across the three wellbeing studies that I carried out is provided
later, but there are three ways in Activity Theory is particularly relevant to this specific
study, which I will briefly discuss now: First, how multiple distinct Objects of Activity are
present within some participants’ accounts of their practice in the form of “phases”;
second, the different ways in which device use relates to, and suggests, Objects of

Activity; and finally, exploring a distinction between motive and motivation.

“Phases” as distinct Objects of Activity

One interesting area to consider are the different “phases” of activity that several
participants mentioned. These different phases seem to correspond correspond to distinct
Objects of Activity, and a reconfiguration of many aspects of the Activity’s structure and
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focus. There are two reasons that I think these phases deserve to be modelled as shifts in
the Object of Activity, rather than being considered as part of a single broader Activity:
First, is the extent to which these phases correspond with changes in how information
and data are sought and used; and second is the very definite change in the outcomes that
the participants are seeking.

The “damage limitation mode”, mentioned by F2 is a good example of a shift in intended
outcome. In this “mode”, F2 sought reassurance from having access to her sleep data, but
was not actively attempting to use it to inform or measure deliberate change. There was a
strong sense that, for this participant, the Object of Activity would eventually shift to a
more active attempt to improve her sleep and exercise, when other factors in her life
become less of a constraint.

A common example from the runners and cyclists of a change in the Object of Activity is
the distinction between a “training” phase - in preparation for a race — and a “leisure”
phase. These phases lead to marked changes in both the information that the participants
sought, and the outcomes that they envisaged: In the run up to a competition, runners
and cyclists seek external expertise (from coaches in the case of R1 and R2) and often
make greater use of technology to help them gauge their improvement and performance
- even though, in the case of R2, they found that technology could detract from the
overall enjoyment of running. We observed a shift from enjoyment and socialisation, to
(in a race phase) aspects such as performance and competition - in fact, several
participants valued races precisely because they provide a controlled and repeatable
measure of performance, and an exciting environment that encourages them to push
themselves harder and to perform better.

It should be noted that the overall mix of motivations behind these activities do not
appear to change; only the extent to which those different motives come to fore. It would
not be fair to suggest that socialisation, stress-relief or enjoyment were not important to
participants during a race phase, just relatively less influential.

The shifts between these different Objects are often cyclical; frequently based around an
annual calendar. Taking part in the same race each year was relatively common, with less
intense more leisure-oriented periods in between. Repeating phases allowed participants
to increase the sophistication of their practice; for instance by seeking more specialist
expertise (in the case of one participant, a research unit dedicated to marathon running),
or by entering increasingly more challenging races.
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Where do Objects come from?

The second observation I'd like to draw with respect to Activity Theory concerns the
ways that technology use relates to the Object of Activity. As explained in the first
transition, “From Framing to Integrating,” Fitbit participants often seemed to construct
their activity in response to the measures provided by the device, in contrast to the
Runners and Cyclists (and to some extent F2) who integrated technology into their
practice in support of particular goals or phases. From an AT perspective, the Fitbit seems
to provide an Object of Activity to many of the Fitbit participants; strongly suggesting
stair climbing and walking in answer to their health and fitness motives. This contrasts
with other available technology, such as Cancer Research UK’s “Active App” that can be
used in preparation for participation in their fund-raising races, and which therefore
orients towards a ‘racing for charity’ Object.

The fact that the Fitbit (and other tech) seems to suggest a particular Object so strongly
begs a broader question for design: How do users identify an Object of Activity in answer
to their motives? And how can we design to facilitate that process? Building on the
notion of changing Objects discussed previously, there could be a design opportunity to
deliberately review and alter wellbeing-oriented Objects, not only in terms of degree (like
setting step goals) but also deliberately suggesting phases of activity, identified based on a
more nuanced understanding of the user’s motives; something that is largely missing
from current generation devices, which provide affordances for weight loss, stamina
building and post-operative recovery, but which lack many of the learning affordances
that could help users to make efficient use of those different affordances at different
points in their developing fitness practices. The data from Fitbit participants indicates, for
instance, a high degree of uncertainty over the significance of Ten Thousand daily steps,
and how (or even if) step count might relate to Objects such as weight loss. Some
participants were under the impression that reaching this goal would lead to weight loss
(F1), others felt it would help them to maintain their weight, and others framed it more
generally as a way of avoiding health problems later in life. In essence, there is often a
lack of clarity about how the Goals presented by the device — 10k steps — are related to
the Object of Activity — e.g. walking to achieve weight loss — and the user’s underlying

motives — such as feeling better about their appearance.

Motive vs Motivation

Finally, the accounts provided by participants indicate a subtle distinction between
motives — the things that shape and motivate their fitness Activities in a deliberative sense
— and motivation — the desire to engage in the activity “in the moment”.
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F7 illustrates this distinction; her fitness activity is oriented towards a weight-loss motive,
tightly bound to health and body image motives. Nonetheless, she suggested that having
the Fitbit was “massively motivation, and keeps me stepping” through the step goal and
social competition features. It is quite possible that motives such as socialisation and
competition could become additional motives in their own right, much as they did for R1,
but there is also a strong sense that the motivation the Fitbit provides is in some sense
instrumental; that is to say that the intrinsic motivation provided by those features is
valuable in so far as it helps F7 to maintain her practice regularly in service of more
abstract, deliberative, motives like health and weight-loss.

C9’s use of a blog to publicise his training intentions and to hold himself to account
seems to perform a similar function. The posts create a sort of personal contract, enforced
in part by the sense that his readers will judge him if he does not keep to his stated plans,
and so provide motivation to carry those plans out. This a deliberately contrived situation,
though, which itself exists only because of other more fundamental motives like fitness.

This is not, on the face of it, quite the same as a distinction between intrinsic and extrinsic
motivation. Motives like health are not external to F7, and have not been imposed by
some other actor; but becoming healthier is a long-term activity: it happens slowly, it is
hard to measure (especially as the ultimate goal is often to avoid developing a health
condition), and the pay-off may be far in the future. A health motive may provide little
intrinsic motivation, despite being the ultimate need to which the Activity is oriented;
and conversely reaching a step target for the day may have little long-term relevance, but
provides the impetus necessary to engage in an otherwise potentially tedious activity like
walking.

Conclusions

The fitness practices of the two quite different groups of people explored in this study
raise several interesting contrasts that contribute both to the design of fitness technology
directly, and to enriching an Activity Theory account of fitness practice and the role that
technology can play in it.

I observed three main contrasts between groups of participants (typically between R/C

and F, although with some exceptions).

1. There is a difference between participants who constructed a practice based on a
device, like a Fitbit, and participants who had a practice and incorporated
technology use into it as their goals dictated.
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2. Some participants relied on externalised motivation, typically provided by the
‘persuasive’ features of a Fitbit, while others had internalised their motivations to
a greater degree, and were able to derive motivation to engage in their fitness
practice without these features.

3. Some participants were more oriented towards quantitative measures (like step
count or floors climbed), while others used qualitative measures (like noticing
how stressed one feels, or recognising the “buzz of endorphins” during exercise).
Qualitative measures are more internalised, are less reliant on a device, and
perhaps help in the process of internalising motivation mentioned in contrast
with point 2 (above).

Based on those contrasts or transitions, and the themes in the data, I identified three

implications for an Activity Theory-based account of fitness practice.

1. The Object of Activity in fitness practice can change, and this is reflected as
different “phases”; such as the distinction between preparing for a race and
running for leisure. Shifts between objects may be cyclical, such as training

phases before races with leisure-oriented phases in between.

2. An Object of Activity can be suggested by a tool, through the lens that it provides
on a fitness practice. Counting steps and flights of stairs strongly suggest walking
and stair-climbing, instead of entering and training for a race, for instance.
Obtaining and using a Fitbit can, in itself, be the initial construction of an Object
that answers to a fitness motive.

3. There is a distinction between the ultimate motives behind an activity (like
health) and things that provide the instrumental motivation that’s required for

someone to get up and do that activity.

We'll revisit these ideas later on, but I wanted to explore some of them in greater detail. In
particular, I wanted to unpack the different motives that fitness activities can answer to,
and the different instrumental motivations that can be leveraged to help sustain those
activities. The next chapter reports on a Speculative Design exercise that focuses on the
idea of motive and motivation more specifically.
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Speculatively Designing Fitness Trackers
for Alternative Values

The two previously reported studies showed that fitness practices can be motivated by a
whole range of things, many of which seem to fit the definition of a value. Participants
were able to relate their exercise not only with their health and fitness, but also with
things like the quality of their family and social life, climate change, and setting a good
example to people around them. The second study in particular began to unpack some
ways in which these fitness practices can be modelled using Activity Theory; in particular
the ways that these devices can implicitly provide Objects of Activity in answer to a
fitness motive, and how the persuasive features seem to provide a kind of instrumental
motivation that helps to sustain the practice, but which is otherwise unrelated to the
underlying motives.

I wanted to explore, in greater detail, the possibility of anchoring fitness technology in
non-health motives like enjoyment and socialisation; building in particular on values that
seemed to motivate the runners and cyclists that I'd interviewed. There are two reasons
why, on the face of it, such devices could be useful. First, they could engage with people
who are not motivated to act by purely health-based narratives. Recall from Crossley s
work in critical health psychology [47] that people sometimes make decisions based on
non-health factors which lead them to what we might consider objectively negative
health outcomes (like smoking or having unprotected sex). Grounding an objectively
healthy activity, such as running or walking, in a non-health motive such as enjoyment or
socialisation could provide a way to engage a new population in those healthy activities
by providing alternative motives. Secondly, it was clear from the interviews that although
health reasons had motivated some participants to start their running or cycling practice,
it was not necessarily health factors that drove the continuation or expansion of that
practice. Instead, new aspects such as achievement, enjoyment, socialisation, competition
and leadership came to the fore. Devices that are able to engage these other factors might
stand a better chance of maintaining long-term practice. After all, even once more acute
health concerns have been addressed, most people would benefit from a more active
lifestyle.

Designing, building and evaluating such devices would be at least another thesis in itself,
and therefore doing so was not an option. Instead, I adopted an approach called
“speculative design”. Speculative design, as described by Auger [15], and building upon
notions of design as a means of social critique and enquiry proposed by Dunne & Raby
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[56], involves the crafting of fictional but believable designs that can be used to elicit
feedback from potential users. In this study, I combined semi-structured interviews and
an online questionnaire to gather feedback on designs that I produced for a series of
wearable fitness devices. The goal was to understand how people would think about those
designs, how they imagined they would interact with them, and the factors that seemed
to be important to them in evaluating each device.

As a secondary goal, I wanted to determine whether the Portrait Values Questionnaire
(PVQ) [161], an instrument designed to measure the relative importance of different
values to a person, had any predictive power in determining which devices most appealed
to people. For instance, would someone who the PVQ rated as valuing hedonism highly
be more likely to pick a device that ostensibly aimed at maximising their enjoyment?

I first describe the speculative designs that I produced, followed by the research
methodology, results and discussion.

The Designs

I produced designs for five different wearable devices. All five had several things in
common, including their form and general range of features. Each one was designed to
appeal to a motive that had been identified in the previous research. The devices are
described below (descriptions shown are the final descriptions, as shown in the
questionnaire, following some refinement during the interview stage).

THE VITALITY

The vitality adds new health-related features. As well as tracking heart-rate and steps, it
can measure your heat rhythm to detect abnormalities, your blood sugar to help you tune
your food intake, and blood oxygen to monitor your cardio and pulmonary health.

The Vitality just wants you to be — and feel — healthy! It asks how you e feeling, and can
help you to find which exercises and activities work for you, taking into account any
injuries that you might have.

Includes enhanced heart monitor
to detect not just heart rate but also
rhythm, blood pressure and blood
oxygen level.

Your blood sugar is low, you
should have a snack before
exercising.

Lets go!

Your heart rhythm is looking

good and your pulse is quite

low today.

Good morning! How's your hip
feeling today?

The Vitality
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THE GIGGLE

The Giggle just wants you to have fun! It’s constantly looking for opportunities to play a
game, or to find time for an activity that you enjoy. The Giggle won t ask you how much
water you ve drunk, or remind you to take more steps, but it might suggest that you go
dancing or have a stroll outside in the sunshine! By asking you rate how happy you re
feeling, and how much you ve enjoyed its suggestions, the Giggle works out what you
think is fun and finds new activities that you might be into.

Hey! The sun's out, let's go for
awalk. I've planned some
routes.

It's Friday night and there's
nothing in your diary.
Let's go dancing!

I've found a new game we can
play on our walk home. It'll
take about 30mins longer than

the normal walk.

The Giggle

THE TREND

The Trend helps you to share your fitness story with the people around you. Whether
you re trying to encourage friends and loved ones to get a bit more active, or just need
everyone to know about your amazing gains the gym, the Pioneer helps you to tell the

world!

A small integrated camera allows you to take photos on the go, just hold up your wrist
and tap your finger to instantly share what you re doing, what you re eating, or where
you ve been. The screen glows brighter for each ’like’that your photos receive!

. 4

Thatwas a great run, let's share
the route!

Screen glows brighter with each
Instagram "like"

Integrated 8MP camera
lets you take photos on

40 likes! the 9o

Everyone LOVED that photo!

How much will we do this week?
Set aworkout goal to share with
your friends.

The Trend
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THE ENFORCER

The Enforcer is on your side, helping you to achieve what you want to achieve, for YOU.
It knows that sometimes you don 't feel like pushing yourself, but it also knows you 1l feel
better if you do! It includes a loud alarm clock function to wake you up in the morning,
and can only be silenced once your start moving around. Armed with small electrodes on
the inside of the band, it will (gently) remind you to get some exercise when you re
lounging around, or encourage you to push a bit harder when you re taking it too easy.

We ran 60KM last week. What
shall we aim for this week?

[eoun o soue | souer

Wake up, it's 06:30. (0]
Small electrodes on the inside of
the band deliver a gentle electric
shock if you don't work hard enough.

Do some star jumps to silence
the alarm.

You haven't walked far enough
today. We need to go for a 2KM
jog, NOW.

Let's go

The Enforcer

THE BUTTERFLY

The Butterfly loves to be sociable. It tries to find activities that you can take part in with
other people. It knows what your friends are up to, and will vibrate to tell you if they re
exercising nearby; sometimes it will suggest inviting a friend or loved one to cycle in the
forest, or go to go for a walk along the river. Other times it might suggest a group class at
a local gym, or a club for an activity that you seem to like. If all that fails, and the
Butterfly is feeling outgoing, it might even try to match you with a stranger you have

things in common with!

Sam is free tomorrow, we should
invite her cycling!

m ‘Send a Facebook message

Vibrates gently to notify you when
there are people nearby to exercise
with.

There's a Zumba class on at
17:30,1.2km away, let's go!

Lets go!

Brad is walking nearby and
might like some company, we
should join him!

Lets find Brad

The Butterfly
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Methodology & Hypotheses

I combined qualitative semi-structured interviews with a more quantitative online survey
to evaluate the designs. The purpose of the interviews was to identify areas of interest
and specific questions for use in the survey, as well as gleaning a series of more in-depth
answers than are typically possible via a questionnaire. Interviews, a two-way dialogue,
provide much greater scope to correct misunderstandings, check comprehension and
clarify participants’ statements than a questionnaire does.

The online survey gathered a much larger dataset, allowing hypotheses around the PVQ
to be tested, as well as a more generalisable comparison of the popularity of the different

approaches.

Interviews

I began the study by carrying out semi-structured interviews with people who were
interested in starting new physical activities, but who had not necessarily done so. I chose
this demographic as broadly reflective of the sort of person who might consider
purchasing a wearable fitness device. These interviews ran through each device, and
asked the participants to consider which was most suited to them. I asked them to explain
any aspects that they felt were particularly positive or negative, as well as asking them to
rank the devices on various criteria.

Each interview was audio recorded and transcribed. I also made notes during each
interview, including the answers to each of the ranking questions. This was particularly
useful where participants pointed to devices on the paper materials, rather than
verbalising the name.

I revised the interview protocol during the course of conducting the interviews based on
my experience with the participants. For instance, introducing new rankings and
removing questions that did not seem to elicit much relevant discussion. These changes
are discussed in more detail later.

Questionnaire

The questionnaire had two main goals: First, to gather rankings and short qualitative
reflections from a much wider range of participants than would be possible via
interviews. Secondly, I wanted to compare the chosen devices with the results from a

values instrument called the Portrait Values Questionnaire.
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The online questionnaire consisted of four main sections: 1) A PVQ based on Schwartz’
40-item version, 2) an IPAQ instrument [78], which provides a measure of physical
activity, 3) a set of ranking questions that asked participants to choose between the
different devices and 4) a set of short qualitative answers asking participants what they
felt was positive and negative about the different devices. Information about the five
different devices was presented to participants after the IPAQ instrument.

Since values theoretically provide a means for assessing preferences, my hypothesis was
that particular values in the PVQ might predict which device most appealed to different
participants. A list of values from the PVQ, and the device that I hypothesised might most
closely correspond to them, is reported in Table 22 in the results section.

I had found in the earlier studies that some values are mentioned relatively commonly by
participants in relation to fitness practice, but are not explicitly covered by Schwartz’
model of universal values: Health, Socialisation and Performance. I introduced some
additional portraits into the PVQ instrument in order to provide a sense of how important
these three more specific values were to each participant; those portraits are shown in
Table19.

Value Portrait Statement

Health They want to avoid illness and are careful to avoid things that might make
them unwell in the future.

It is important to them to look after their health. They dont want to be ill.

Socialisation It is important to them to be around other people. They like to spend time
with friends and loved ones.

They like to share experiences with others. They would rather do things
with others than alone.

Performance It is important to them that they push themselves. They want to achieve as
much as possible.

It is important to them that they reach their goals, even if it means some
discomfort on the way.

Table 19: Additional values and portrait statements introduced into the portrait values questionnaire (PVQ)

I discovered during the interview phase that participants interpreted ranking questions
slightly differently when they were asked about the usefulness, effectiveness (at
encouraging more exercise) and overall likeability of the different devices. I wanted to
explore these concepts, and the factors that participants related to each one in more detail
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through the online survey. I therefore asked three different ranking questions in the
online survey, along with free-text questions that allowed participants’ to justify their

choices. The three ranking tasks were as follows:
1. Please rank the devices in order of how useful you think they would be.

2. Please rank the devices in order of how effective you think they would be at
getting you to do enough physical activity.

3. Please rank the devices in order of how much you would like to own them.

I used a combination of quantitative and qualitative analysis to test specific hypotheses
about associations between values (measured in the PVQ) and device choice, and to
explore the concepts and factors that affected participants opinions of the different

designs.

The results and implications from the two phases — interviews and online survey - are

reported next.

Interview Phase

In total, I interviewed nine participants (6 female, 3 male). My main interest during the
interviews was to check understanding of the designs and to test questions prior to their

use in the online survey.

Suitability of Participants

I wanted to establish whether the participants I interviewed were within what might be
considered the target audience for casual fitness devices like the ones I had designed. I
therefore asked whether were currently engaged in any kind of deliberate physical
practice to help contextualise their responses to the rest of the interview, and to check
their level of expertise. All bar one of the participants was currently engaged in at least

one regular physical practice, as summarised in Table 20.

All but two of the participants wanted to increase the amount of physical activity that
they engaged in. Participant 3 did not necessarily want to increase the amount of time
that she spent engaged in physical activity, but did have goals around stamina and body
image that suggested she wanted to make some qualitative changes to the types and
intensity of the activities that she undertook. SD5 was happy with her level of physical
activity.
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All of the participants had used some kind of fitness technology; either a wearable device
or a smartphone app in the past, but only two participants (SD3 and SD5) still used one
regularly. Broadly, all of the participants could be characterised as open to the idea of
incorporating technology into their physical activity, but as being non-users or casual
users of such technology at present. All of the participants were therefore within what
might reasonably considered the target audience for the devices that I was evaluating in
this study, and therefore all of them are included in the subsequent analysis.
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i Participant Motives Activity Tech
SD1 Getting to work, environmentalism  Cycling to work None
SD2 Lose weight & improve fitness Gym & Yoga None
SD3 Socialising, working off food, Hockey, Yoga, Dance, Rounders, Map My
Improve Stamina, Tone body Walking, Running Run

SD4 - No deliberate physical activity -

SD5 Enjoyment, Medical Condition is Gym, Bouldering HR Monitor
managed through strength exercise (Gym)

SD6 Weight loss Walking to work (in conjunction None

with diet plan)

SD7 Health; establishing a healthy Swimming, Volleyball None
lifestyle while young

SD8 Improving body appearance Swimming None

SD9 Health Walking twice a week None

Table 20: Participants current motives, physical activities and technology use

Themes

I conducted a thematic analysis of the interviews to identify common areas of discussion.
Conceptually, two areas of discussion stood out to me: Purpose — what the participants
thought the devices would be for; and Challenges — things that participants felt the
devices would need to take into account in order to be useful.

Participants identified two main purposes for the devices: Providing information, and
providing motivation. They identified three challenges: Life Constraints (working around
other activities), Adherence (avoiding abandonment the device), and Relevance (ensuring
a fit between the device and the activity that they are or would be engaged in).

PURPOSE: INFORMATION

Participants were split over what they felt the main purpose of using one of the devices
would be. They fell, broadly, into two camps: those who saw the devices as a source of
information, and those who saw them as a more direct source of motivation.

SD3, in particular, articulated this division while deliberating over which device she
would rank as her favourite; she was unsure whether being given suggestions about
activities she could do (information) would more important than something that could
somehow ‘make’ her exercise:
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Core Features

All of the devices have a few things in commen, so keep that in mind while thinking about how
they would work for you.

\ Smartphone Connection
All the devices connect wirelessly to your smartphone to send
notifications, show information and access the internet.

Schedule Awareness W
All the devices have some awareness of when you're at work, and

what your schedule is, so that they know when you're free to do |
things, and when you're not.

Local Knowledge
All of the devices have access to a huge database of clubs, activities and
facilities so that they know what's available in your local area.

Figure 14: Additional information introduced during the online study to clarify features common across the devices.
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The science side of [appeals to me], "okay, my blood sugar is low, I should deal
with that’ rather than going ’let’s go dancing’ I want to go dancing, but if I'm
low on blood sugar I'd still struggle. So, I like that side of it. I also like it’s sort
of making you get up and do the exercise, so the alarm goes off, so it makes you
do something, whereas the other one is more sort of fun suggestions but you
don’t have to do, you don’t get electrocuted. — SD3

SD4 was fairly information-oriented, and ranked the Vitality as his preferred device.
However, he also suggested that having information could be motivating in itself, as well
being useful in other ways.

I think if I can see that sort of information in real time it’s more of a motivator
for me to improve, and you can also see if anything’s wrong. Things like the
blood sugar is god because I've got a lot of diabetes in my family, so you know
that’s an added benefit for that from a, I guess a medical perspective, which the
others you wouldn’t get that. — SD4

A similar focus on information was apparent in his previous experience of fitness

technology, too, where he explained that:

I [had] wanted to improve my fitness by going running, and [RunKeeper]
seemed like a good way to get a little bit more out of the run. To tell you
exactly how far you’d gone and how long you’ve been going. So, I guess
overall because it gave you more information about running. — SD4

SD1 twice referred to the device as a source of reminders to do things, a form of context-

driven information.

You kid yourself that you’ve done more than you have, so a little reminder

that, um, that you haven’t been doing it hard enough is probably a good thing
- SD1

I'do find that, you know, when I’ve forgotten to eat and things that it does
affect me so sort of little reminders like [those from the Vitality] might no be a
bad thing. — SD1
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Some participants were concerned about how they might interpret information that was
provided by the device, in particular the health information from the Vitality.

Um, I kind of like the idea of measuring things like that, I just wonder whether
it would just worry me if it told me that things weren’t normal or something. —
SD1

I guess I were looking to buy [the Vitality], what I'd want to reassure myself ...
is how I would, as a lay person, be able to interpret the information. — SD8

Other participants were concerned about the accuracy of any reported data:

I'd worry about the accuracy of those measures [on the Vitality], how accurate
would it be when it was measuring those things? But, if it was accurate
enough then I think that could be a good idea, but I wonder if people who had
problems with their blood sugar might try and use it as a replacement for their
medical devices that are designed specifically for that. That could be potentially
dangerous. — SD7

Finally, information about the environment around her appealed to SD7, who found
locating information about (for instance) classes and swimming times to be a chore, but
who had found her ability to swim was limited by public swimming times at her local
pool:

A lot of what puts me off of trying to find something to do is that it’s quite
tedious to go through all the Websites and find the times and work out when
and where. So, if something did that for you, that would be quite handy. — SD7

if it could look up swimming in other swimming pools and tell me how far
away they were, that’d be handy. — SD7

PURPOSE: MOTIVATION

Being able to derive motivation by using a device was a major factor for most

participants; and there was a strong sense that a lack of motivation was the reason that
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they don’t engage in more regular exercise. SD5 and SD8 good examples of a motivation-

oriented participants. SD5 explained that:

The main thing I would want out of one of these devices is the motivation and
encouragement to actually do [exercise]; over information on what’s happening
with my body, because I already exercise without that information. So if I was
to have more motivation in terms of the enforcer I think, yeah, it would be my
favourite. — SD5

SD8 saw the primary purpose of a fitness device as being to help him get fit, and felt this
would be achieved through motivation — either his own intrinsic motivation, marshalled
by the enforcer — or through additional motivation provided by the butterfly’s social

features.

Um, my goal is to get fit, therefore the one that is most useful to me has to the
one that is most likely to get me fit, and that’s the enforcer — SD8

I would be motivated by having kind of a ’real time’ ’other people are doing
things’, but ... it’s quite easy for me to ignore that. Whereas if it’s sending

electric shocks to me, it’s more of a prompt. — SD8

I think that [the Butterfly] could be a good alternative source of motivation
because I don’t think you can have that internal motivation, unless you’re an
Olympian, all of the time. — SD8

I like that it’s sociable. Generally I find exercise more enjoyable and more fun if
it’s with other people — SD8

There was a sense in P5’s comments that motivation could be derived from introducing
additional motives into her activity through the device. Since she already enjoyed activity,
and felt that her health was already good, those were factors that could not provide any

additional motivation.
This [the vitality] would be super informative, but I don’t feel like it would

motivate me at all. I’d just be lying down all the time, like, "everything’s fine,
I'll just not get up". — SD5
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Idon’t think [the Giggle] would offer me any more motivation other than the
fact that I enjoy going climbing and working on exercising. Like, it would
probably be fun for a week, but then ’d be like ’this isn’t really offering me
anything now’ — SD5

CHALLENGE: LIFE CONSTRAINTS

When thinking about the devices that they might use, participants considered how those
devices would fit into their lives, around the other activities that they carry out. These
constraints emerged in several ways. Most commonly, it was fitting physical exercise
around other activities. For instance, SD1 talked about how she’d not want to be

interrupted during other tasks:
I wouldn’t want it interrupting me in the middle of things ... I would probably

resent having a device that kept interrupting me and stopping me from getting
things done.- SD1

While P9 identified fitting exercise around work as a more general barrier to engaging in
it — with a device or without:

I’d say it’s motivation, well, partly motivation. Partly the level of exhaustion,
fitting it in after work. So yeah, time. — SD9

P1 had experienced something similar, but saw a device (particularly the Giggle) as an

opportunity to make better use of her time, opportunistically:

Jjust doing something for twenty minutes, fitting it in, just doing something
before I start the next thing — SD1

P5 identified the device itself as being a constraint on her activity. The proposed form of
the device — a wristband — would interfere with her primary physical activity, bouldering:
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Factors Spearman’s R p
Effectiveness — Likeability 0.707 1.39e-75"
Usefulness — Likeability 0.755 1.590e-91%
Usefulness — Effectiveness 0.744 2.074e-87*

Table 21: Correlations between rankings for usefulness, effectiveness and
likeability; all correlations are highly significant.

Device Value p Explanation of Hypothesis

Enforcer Performance 0.107 The Enforcer embodies a focus on pushing oneself and
achieving the goals it sets.

Achievement 0.407

Stimulation 0.187 St. includes valuing “challenge”
Self-Direction ~ 0.110 Tested as a negative predictor, as the enforcer provides
little flexibility or self-direction.
Vitality =~ Health 1 0.160 The vitality is health-centric
Security 0.118 Security encompasses physical safety and health
Fitness T 0.156 Health and fitness are conceptually related, and often
conflated
Trend Social 0.165 The trend encourages sharing of photographs on
Share + 0.251 social media and engaging with others.
Benevolence 0.313 Some runners and cyclists reported that they share in
order to encourage others, a sense of benevolence
Giggle Hedonism 0.261 The Giggle focuses on enjoyment, conceptually linked
Stimulation 0.353 to hedonism and stimulation.
Butterfly Social t 0.00320* The butterfly encourages social activity.
Benevolence 0.00293* Benevolence and universalism are socially-oriented
. . values concerning the welfare of others.
Universalism 0.032

Table 22: Values that | hypothesised would be associated with °liking” each device in the survey and p values
from Mann Whitney U test (* = significant at p=0.05, after applying a Bonferroni correction for repeated
tests to give p = 0.05/15 ~ 0.00333 ). 1 denotes values that were added to the PVQ and are not part of
Schwartz’ universal values.
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The main downside of the activity that I do in terms of climbing ...is I would
take this wristband off. I wouldn’t want to climb with it on my wrist. So, it
measuring all these things wouldn’t to a lot for me while I was actually
working out, if it was just going to be in my bag. — SD5

CHALLENGE: ADHERENCE

Some participants tried to predict which devices they thought they’d stick with. SD2 felt
that the information provided by the Vitality would be interesting, but that she probably

wouldn’t use it for a long time.

Concerns about adherence were most commonly expressed in relation to the Enforcer,
with several participants expressing that they’d probably take it off.

I like the alarm clock you can’t silence unless you’re moving. Um, I do think I'd
Jjust take it off and put it in a drawer if it was annoying me too much, trying to
be too motivating. — SD7

P1 was unsure about how she’d react to being regularly reminded to do exercise, but
predicted that she might dislike the device and stop wearing it:

You kid yourself that you’ve done more than you have, so a little reminder
that, um, that you haven’t been doing it hard enough is probably a good thing
but I'm not sure how I'd want that incorporated into my life and whether I'd
Just , um, throw it away. If it kept telling me I hadn’t done much, yeah, I think
I’d start to hate it quite soon, um, see it would have to know whether I'm just
actually bored and would jump up and do something, and when I’'m actually in

the middle of something really important and don’t wanna get up. — SD1

CHALLENGE: RELEVANCE

P5, who already had an established activity (bouldering) was curious about whether the
device could be used more specifically within that activity; for instance by recognising the
type of climbing she was doing:

180



Speculatively Designing Fitness Trackers for Alternative Values

can I set targets in this that are specific to anything, it doesn’t have to be just
running? ’cause that would be really useful, and then keeping track of like, oh,
if it could recognise what kind of climbing I was doing, like if I could input "oh
I’ve done this grade today’ and all that kind of thing. — SD5

Implications of Interview Data

Based on the interviews, I identified several implications for the online survey. First,
exploring the distinction between effective, useful and likeable devices; second, revisions
to the Trend device; and finally, revisions to the explanation of commonality between the
devices.

EFFECTIVE, USABLE, LIKEABLE

I'd asked participants to rank devices based on how much they liked them, how useful
they thought they were, and how effective they thought they’d be at encouraging
physical activity. This distinction was prompted by observations in some of the earlier
interviews that some participants were drawing a distinction between devices they’d
enjoy owning, and which they thought were more “useful”. The interviews showed that
these concepts were slightly different, and that usefulness potentially reflected more on
informational affordances than motivational ones; but I wanted to collect a larger set of
qualitative data for each of these concepts to better understand how they related to one
another. This observation led to the set of three questions presented earlier, in the
methodology section.

REVISING THE TREND

I also revised the Trend device during the course of the interviews. Initially, it was called
“The Selfie” and focussed more on the act of posting images to social media. Participants
in the interviews were universally negative about the device. Notwithstanding that none
of the interview participants were By renaming it to the “Trend”, and emphasising other
social features (such as sharing routes) I hoped to give greater emphasis to the idea of
being a role model that some participants in earlier interviews had mentioned to me.
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COMMON FUNCTIONALITY

In the survey, I introduced the idea that devices would synchronise with the user’s
calendar to avoid interrupting them in the middle of other activities.

I found during the interviews that some participants chose devices over one another for
supposed differences in their ability to do things like plan around an existing schedule, or
find information about local facilities. I had not intended for there to be any major
difference in those features, and wanted instead to focus on the relative motives
embedded in each device. I therefore drafted an explanation of the common features
between the designs to include in the survey, that aimed to minimise perceived
differences around some of those aspects. The revised information is shown in Figure 14
and was presented before the designs themselves.

Having made these changes, and settled on a final set of questions, I proceeded with the
online survey.

Online Survey Phase

102 participants were recruited via Prolific Academic and completed (or substantially
completed) the online survey. 51 participants identified as male, 50 as female, and 1
participant did not answer this question. Participants ranged from 18 to 40 years old

(median age 29).

Usefulness, Effectiveness & Likeability

Each device was ranked three times by each participant for predicted effectiveness at
encouraging them to do physical activity, usefulness and likeability.

I had observed some differences between these ranking questions during the interview
phase, and wanted to test how strongly they are associated with one another. Although
the rankings are not continuous, they are ordinal, and so I used Spearman’s Test to check
correlation between the rankings provided for each device. All three pairwise
comparisons are shown in Table 21. All three constructs correlate strongly, but not
completely, with one another, and these correlations are highly significant.

182



Speculatively Designing Fitness Trackers for Alternative Values

183



Values in Technology and Practice

Theme Effectiveness Usefulness Likeability
Find Activities to take part in Yes Yes
Remind me to exercise/eat Yes Yes

Motivate me Yes Yes Yes

- by shaming me or making me guilty Yes

- by forcing or pushing me Yes Yes Yes

- by making it fun Yes Yes Yes

- by letting me share on social media Yes Yes Yes

- by making it social (in person) Yes Yes Yes

- by providing health data Yes No — Health data

was mentioned as
being useful, but
never explicitly as

motivation
- by tracking my progress Yes
Providing targets/goals Yes Yes
Overcoming constraints (time, people, Yes
facilities)
Giving information about my health (No — Always Yes Yes
mentioned as
motivational, above)
Encouraging healthy eating Yes
Validating the effect of my exercise Yes
Improving my health Yes
Improving my fitness Yes
Helping me be sociable Yes Yes
Making me more active Yes

Table 23: Themes containing at least three responses, on the effective and useful responses

The data collected for the likeability responses is somewhat different in character to that
collected for usefulness and effectiveness; in part because the positive likeability question
was framed with relation to specific features rather than the device more generally. In

hindsight, this choice of wording is limiting and may be why the themes that I identified
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are more limited than those for usefulness and effectiveness. The positive likeability data
seems to be similar in scope to the usefulness data, although with less total themes.

The responses to the negative likeability question were again very different, and so I
discuss those separately in the next section.

Dis-likeability

The data on dis likeability was quite device-specific. One or two themes encompassed
multiple devices, notably the sense that the device had no purpose or would not be

effective at improving health or fitness.

The Vitality was the only device that nobody mentioned disliking. This is similar to the
interviews, where it was fairly well received by all participants.

There were no specific features of the Giggle that participants disliked, but it was the

device most often referred to as not having a purpose, or being pointless.

Concerns about meeting strangers put some participants off of the Butterfly, and others
suggested that relying on friends being available was risky; suggesting that this would be
a constraint on their activity.

The Enforcer was most often disliked because of how demanding it is perceived to be. It
was described as “cruel”, “demanding”, “extreme”, “brutal” and “terrifying”. Participants
felt that it would ineffective because they would not wear it for a sustained period of
time.

The Trend was by far the most disliked device, attracting about half of the total
comments. Like the Giggle, it was often cited as being pointless. A substantial number of
participants noted that they do not use social media, rendering the device useless for
them. Others disliked the experience that they’d had of other people posting fitness
information on social media, with one commenting that “the Trend sounds like more social
media induced egoism. Society has enough of this already in my opinion.” Perhaps most
interesting, though, are a group of responses that suggest a values-conflict between the
actions embodied by the Trend and what they perceived fitness activities to be about.
Most commonly, they suggested that fitness should be a personal activity; one explained
that “if you are exercising and trying to get fitter it should be for you not because you want
likes on social media”, another said “it focuses more on body image ... and links workout
success to impressing others.” Others framed their objection in terms of privacy — “T’'m
more private and like to keep my activity to myself”.
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Values and Device Choice

I wanted to see whether specific values were predictive of particular devices being
adopted; to test this, I devised fifteen specific hypotheses about values (measured by the
PVQ) that might be associated with specific devices. Those hypotheses are summarised —
along with results — in Table 22.

To test these hypotheses, I grouped participants into those who liked, disliked or were
neutral towards each device, based on how they had ranked the devices in order of how
much they liked them. Ranking a device first or second was treated as liking that device,
ranking it fourth or fifth was treated as disliking it, and ranking it third was considered
being neutral. This categorisation provided five variables, “LIKES_X” (one per device)
with three values, “YES”, “NO” and “NEUTRAL”. I chose likeability for this test as,
conceptually, it seems to account for a wider range of factors than either effectiveness or
usefulness; the very high correlation between the three factors (above) suggests that
results for the others would be similar, though. To avoid introducing Category I errors (or
reducing the power of p to an unrealistically low level through correction) I did not
perform hypotheses tests against effectiveness and usefulness.

I conducted a Mann-Whitney U Test to compare the PVQ scores for the hypothesised
value between those who like and those who do not like each device. The results of these
tests are shown in Table 22. After controlling for multiple tests by applying a Bonferroni
correction to p, two of the tests showed significant differences in values between those
who liked and disliked a particular device; specifically, I found a difference in Sociability

and Benevolence between those who like and dislike the Butterfly.

Discussion

Several areas of the results warrant further discussion, in particular the relative roles of
motivation and information within individuals’ wellbeing practices, the values conflicts
that the Trend seemed to elicit,

Motivation vs Information

There is a distinction evident from participants’ responses between the devices as
informational tools, and as motivational tools. In the first case, the device is seen as a
means of obtaining information to be acted upon; this was most commonly associated
with the Vitality where health information was seen as valuable. In the latter case, the
device is seen as a source of motivation to engage in an activity. Only a small minority of
participants suggested that the information was in itself motivational in itself, and P5
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event suggested that knowing she was in good health could actually be de-motivational in
the sense that it would undermine the motivation that she derived from feeling that she
was improving or maintaining her health.

Although most participants focussed on information about their health, a few referred to
information about how to engage in an activity, such as the route maps provided by the
Giggle or by using a device to help locate facilities like swimming pools. The accounts
provided by participants suggest that information is incorporated at different levels of the
activity hierarchy; sometimes to aid understanding, sometimes motivating, and
sometimes dealing with conditions (like the availability of a facility).

The perceived ability of the devices to provide motivation was a key factor in many
participants’ decisions about which they preferred, and this was observed in both the
interviews and the online survey. I suggest that this indicate there is, quite commonly, a
second-order volition about physical exercise: people want to want to exercise, and see
devices as one way of fulfilling that desire by making engagement in physical activities
more enjoyable and appealing. I also suggest that there is a conceptual difference between
the motives behind the second-order volition itself (“I'd like to be leaner”), and the
motivation that can be found in answer to it (“This device motivates me to run”). This
latter motivation is instrumental and forms an important part of the activity from a
practical perspective, but it is not related to a motive that the activity ultimately answers
to.

Semantic Conflict

Participants’ reactions to the Trend demonstrated some limits on the notion of
instrumental motivation in the form of semantic conflict, the sense that instrumental
motives can be in conflict with the overall meaning of the Activity. This was most clearly
illustrated by several survey participants who felt that incorporating social media into
fitness activity was incompatible with their view that fitness should be oriented towards
the individual.

The Trend annoyed me — to me if you are exercising and trying to get fitter it
should be for you and not because you want more likes on social media.

Idon’t like all the social media features on the devices, it is not what a fitness

device should be about.

Fitness should be for yourself, not publicising to others.

187



Values in Technology and Practice

There is a strong sense in these comments that, even if sharing can be motivating, it is
essentially incompatible with fitness activity. There is an interesting contrast here
between these participants, and some of the more established runners and cyclists in the
previous study who felt that sharing information about their activity — even cultivating
an identity as a runner — was (at least in part) a benevolent act, aimed at encouraging

others and indirectly improving the wellbeing of those around them.

This conflict warrants further investigation, and is undoubtedly a relevant design
consideration for persuasive or instrumentally motivating technology more generally. It is
reminiscent of a concept proposed by Selinger & Whyte semantic variance, which they
advance in their critique of Nudge techniques by arguing that “nudge designers really
understand how different people re-interpret the meaning of situations after a nudge has
been introduced into the situations” [162]. Despite being (in part) instrumental (much like a
nudge would be), the idea of sharing of fitness activity led these participants to re-
interpret the meaning of the overall activity in a way that they felt was incompatible with
the original motives.

Affordances

As an observation, many participants focus on the affordances of specific features, rather
than the motives that each tool seems to embody. Those motives had been made explicit
in the descriptions, though, for instance: “The Giggle just wants you to have fun”; but
aspects like route planning, and having access to a camera, were still valued.

Some participants also seemed to imagine the use of these devices in activities oriented
towards non-fitness Objects. For instance, several participants noted that the Butterfly
would allow them to be more sociable, apparently a valuable Object in itself and not

merely an instrumentally motivating factor.

It’s worth bearing in mind that even devices designed around specific values — and which

are therefore presented quite teleologically — still afford a range of possibilities to people.

Value Influence on Technology Choice

The quantitative results from the online survey suggest a weak link between people’s
personal values and the technology that appeals to them. The results show a significant
link between Benevolence (a socially-oriented value) and the Butterfly device. This
partially confirms the hypothesis that values would influence device preference, based on
the established role of values in preference formation (e.g. [153,160]), but the considerably
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number of hypotheses that were not confirmed points to the complexity of this
relationship.

The fact that many participants (as noted above) seem to consider the affordance of the
features of each device, as well as the more teleological explanations provided about their
purpose provides some explanation for this; one participant with an interest in
photography chose the Trend for the built-in camera, rather than the social sharing
narrative that it was presented with, for instance. It is also partly explained, perhaps, by
the distinction between instrumental motivation and the ultimate motives behind a
fitness activity. Participants demonstrated some awareness of what they felt would
motivate them to engage in activity - such as finding enjoyable activities, or working
towards goals — that seem to be distinct from their more deliberative conscious motives

such as weight loss or body image.

Conclusions

The Speculative Design study was instructive on a number of fronts. It established a link
between values and device preference — albeit incomplete and apparently complex. It
strongly suggests a role for instrumental motivation that motivates instantiation of an
activity, in response to a second-order volition, but which is not necessarily grounded in
the motives that the Activity ultimately oriented towards. It also demonstrates the need
to ensure that this motivation does not alter the overall meaning of the Activity in a way
that people would find objectionable, which is reminiscent of of Selinger & Whyte’s
Semantic Variance [162].

These findings are interesting to consider in relation to the results from the previous
wellbeing studies, as I have touched on already in the discussion, above. The next chapter
aims to draw these three studies together more deliberately and to discuss wellbeing
practices, and technology, from an Activity Theory perspective.
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An Activity Theory View on Health
Behaviour

In this chapter, I reflect on the results of the previous studies and discuss some of thine
findings through an Activity Theory lens. Further discussion of the issues identified
below, and others, is provided in section 5, Unification.

I being with a discussion of instrumental motivation - the ways in which participants
seek motivation to realise second-order volitions — then go on to discuss how the Object
of activity can be made more resilient through deliberate polymotivation, and finally
discuss how bounded rationality related to self-control and motivation could,
conceptually, be incorporated into Activity Theory.

Instrumental Motivation

What'’s striking in the results of the speculative design exercise is the extent to which
choosing a device is seen by participants as a way to obtain motivation. The focus on
obtaining motivation seems to be indicative of a second-order volition, the participants
want to want to engage in physical activity. On the face of it, second-order volition is a
defining feature of many health-related behaviours like smoking cessation, healthy

eating, or exercise.

There is a lack of consistency not only between what medical experts tell us is good for us
in an objective sense and our actual behaviour, but also between behaviour that would
help to achieve particular aspirations (like being physically fitter) and what we actually
do. There is an important temporal aspect to this, which reflects Thaler & Sunstein’s [167]
notion of “the planner” and “the doer”. Psychological effects like hyperbolic discounting
[105] mean that what we want to do in the future is usually different to what we want to
do right now, in the moment. In the future, we typically care about very conscious
concepts like our health, wellbeing, wealth or achievement - things we might call values.
In the moment, we are guided by how tired we feel, or how hot, cold, hungry, lonely,
excited, or sad; things that we might think of, broadly, as emotions. Crucially, the latter
are experienced rather than being deliberately thought about. They seem to surface from
somewhere unconscious, rather than being the result of conscious thought. Nonetheless,
one’s very conscious plan to eat salad can be derailed by a bad day at work when, it
transpires, ice cream is more emotionally appealing (even though one is under no

delusion about its compatibility with the aspiration). Essentially, there is often a really big
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difference between what we want now, what we want in the future, and (consequently)
what we want to want right now.

In the speculative design interviews, several participants talked about how the devices
could help them to be more active. This took several forms: By reducing barriers (such as
finding a convenient time), by constraining their choices (in the case of the enforcer), or
by combining physical activity with other motivations such as socialising. As P5 said:

The main thing I would want out of one of these devices is the motivation and
encouragement to actually do [exercise] — SD5

During the discussion of the Speculative Design exercise, I referred to this additional
motivation as instrumental motivation; in the sense that it is subordinate to the motives
that are encapsulated within the Object of activity itself. It was hugely significant to
participants in the speculative design exercise, and also to the Fitbit users who took part
in the comparative interviews.

Object Hardening

However, instrumental motivation is not the only motivation-building process that seems
to be at play; F1’s account of how her practice had changed over time shows how she had
combined multiple motives into a single polymotivated object — by walking to the train
station, she was able to fit steps into her routine while also accomplishing part of her
daily commute. The combination of these two motives allowed her health and fitness
motive to be incorporated into an activity that was routinely instantiated; the
polymotivated Object was more resilient than one motivated only by health and fitness.
Indeed, when her circumstances changed she no longer needed to commute, and she no
longer found time to fit the steps into her routine. F5 also used walking as a means of
getting from home to work, but built on that to deliberately find longer routes that
increased her step count. In her case, the two motives (getting to work, and health) both
shaped the construction of the Object, but the deliberate incorporation of additional steps
seems to reflect a greater role of health and fitness in motivating the activity than in F1’s

case.

Polymotivation was hugely important to the runners and cyclists who I interviewed,;
they’d all, over time, found that their practice tied into a wide range of motives and were
able to articulate that quite clearly. R1 felt that the motives he had discovered since
starting to run were now so important that he wasn’t sure if he would continue to run
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without them. As a result, the runners and cyclists sought out ensembles that would
maximise these non-health motives; such as R1 who found the social aspect of races to be
important, and C10 who used races in particular locations to explore those locations and

explore their historical significance.

The polymotivated Objects of activity that underlie these activities lead to a more robust
activity because they are polymotivated. By finding activities that are enjoyable, or
sociable, or practical, as well as fitness-improving, participants demonstrate the
construction of an Object of activity that will motivate them at a point later in time, when
the focus is no longer on planning an activity, but on actually doing what one has
planned to do.

I’ll refer to this process of identifying a conscious aspiration, and combining it with other
more immediate motivations, as “Object hardening”; a process (deliberate or
serendipitous) of incorporating multiple motives into an Object of activity so that the
associated activity becomes more resilient to fluctuations in how motivated we might feel

to pursue a particular motive in the moment.

These two approaches to motivating an activity — through instrumental motivation or
object hardening — both seem promising from a design perspective; in fact, the latter
seems to encapsulate many aspects of persuasive technology, where motivation is built
through features that are motivating but often not particularly meaningful in their own
sense. In fact, they appear to be complementary: the fact that the more established
runners and cyclists had all discovered ways in which their practice could contribute to
motives beyond health and fitness suggests that a motive which was originally
incorporated as an instrumental motivation — like running with friends - could be
incorporated into the Object as it began to provide more meaning to the activity and
became an aspect of the activity that the participant seeks out, rather than being

important only to the extent that it serves another motive like fitness.

Bounded-Rationality in Object Instantiation

The notions of object hardening and instrumental motivation have some additional
implications for Activity Theory itself. Recall Kaptelinin’s 2005 n:1:1 model of
polymotivation; in the process of accounting for why object hardening works at all, that
model can be revised to account for another important aspect of activity, one which is
pervasive in the fitness domain: whether or not an activity takes place at all.

As explained earlier, the notion of polymotivation is not new to Activity Theory, and

Kaptelinin proposes a model of polymotivation in which a single object combines
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multiple needs and motives [93]. However, while the model proposed (n:1:1) allows for
the relative importance of the different motives to alter how an activity is shaped at any
particular time, it does not in itself directly account for whether or not a particular
activity even takes place. In the case of physical practices such as walking, running and
cycling, this non-instantiation was often mentioned by participants as a problem to be
overcome. Despite participants’ intentions and aspirations, and knowledge that (for
instance) going for a run could be beneficial to them, finding the motivation in the
moment to get on a bike, or go for a run, is a challenge, and a factor that needs to be
modelled through theory in order to provide a full account of how these activities play
out.

Figure 15 shows Kaptelinin’s n:1:1 model incorporated into a larger overall model that
allows for multiple polymotivated objects to be held simultaneously. The new model
reintroduces the notion of a hierarchy of motives as a means for choosing which object
(and hence activity) is instantiated at any particular time. I refer to it as the n:n:n:1 model:
multiple needs, multiple motives, multiple constructed objects but a single instantiated
activity.

In contrast to the n:1:1 model, the 1:1:1 model that Kaptelinin also discusses, based on
Leontiev’s earlier writing, uses a hierarchy of motives (HoM) to explain how — out of the
multiple objects and associated activities that a given person may hold - one is actually
instantiated at any given time. An ability to model multiple activities (as well as a single
polymotivated activity) is a useful property of the theory to retain in itself. Nonetheless,
an n:n:n:1 model maintains other features of the n:1:1 model, such as multiple motives
being incorporated into a single object simultaneously.

Of course, reintroducing the hierarchy of motives as a theoretical device also reintroduces
Kaptelinin’s critique of it; notably the claim that the HoM does not provide much
predictive power, and does not adequately deal with factors such as task urgency which
may alter priorities in the moment. In contrast, the HoM that I propose here is
conceptually highly dynamic, representing the relative importance of different motives at
a point in time. It is, notionally, the place where a stressful day at work causes the

instantiation of eating for pleasure instead of eating for weight loss.

A lack of predictive power within the HoM — whether in the generalised Leontiev’ian
sense, or the more momentary construct proposed here - is a criticism that bears further
scrutiny. Given the well researched difficulties that people have in introspecting their
own decisions, and the predictable irrationality with which they behave, the
observational and ethnographic research methods often associated with Activity Theory
do seem to be poorly suited to better understanding the influence of factors like self-
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control, intrinsic motivation and bounded rationality on how Objects translate into actual
activity. Rather than a limitation of Activity Theory, though, the HoM may be seen as an
opportunity to begin bridging the gap between two sides of human psychology; the
rational, deliberative and slow System 2, with the fast, emotional and momentary System
1. In essence, a highly dynamic and momentary hierarchy of motives is not a black box
for factors that cannot be explained, but a suggestion for where Activity Theory should
consider integrating the theory and predictive models of Behavioural Economics that deal
with the less purposeful side of our behaviour that AT typically excludes.

In providing a conceptual space for these models, the HoM allows AT to account for the
observable incongruence between the aspirations people have about their future outcomes
and the behaviour that they know or believe is necessary to reach them, and the
behaviour that actually transpires. Furthermore, it explains how object hardening (altering
the Object of activity to incorporate additional motives that consistently or regularly
feature more highly in the HoM) and instrumental motivation (motivation derived from
factors that are not motives in themselves) increase the likelihood that an activity is
actually undertaken.
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Figure 15: An N:N:N:1 model of needs, motives, objects and activities

Given the importance of System 1 factors in domains such as behaviour change, which
are purposefully initiated and directed towards conscious needs and motives but often
complicated by people’s relationship to factors like their own motivation, this is a
conceptually important bridge to build.

These factors — object hardening, instrumental motivation, and a means of explaining
them through the incorporation of System 1 factors in Activity Theory — provide in
themselves insights that may help to apply to Activity Theory to domains, like health
behaviour change, where bounded rationality and fast decision making are implicated
within more purposeful activity. In the final section of this document, I reflect on how
findings from privacy can be combined with findings from health behaviour change in
order to situate values more generally within Activity Theory, and to identify design
implications for Value Sensitive Design.
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Unification

The two domains explored previously, privacy and wellbeing, each reveal different aspects
of the role that values play in people’s activities; and I have already considered their
implications for Activity Theory in isolation. Building on the previous discussion, in this
chapter I propose a more unified account of how values can be considered through
Activity Theory, and discuss design opportunities and challenges that the findings
suggest.

Needs and Values

Rokeach’s early work on values draws a distinction between needs and values. This
distinction is not made in Activity Theory, but I will argue that introducing such a
distinction is necessary in order to maintain AT’s current definition of needs and to
adequately account for conceptual differences between the two.

Rokeach’s original definition of a value is “an enduring belief that a specific mode of
conduct or end-state of existence is personally or socially preferable to an opposite or
converse mode of conduct or end-state of existence” [153]. Two aspects of what constitutes a
value are particularly germane: First, that a value is a belief, and second, that values are
the basis for preferences.

In contrast, Kaptelinin and Nardi describe needs as “a directedness of activities toward the
world, toward bringing about a desirable change in the environment” [98] (p60). In this
sense, that needs are formed based on desires—preferences—there is a clear role for
values, as arbiters of what is preferable, in the formation of some (if not all) needs. This in
turn suggests that a need is a function of both a value and the environment as
experienced by a person. Accordingly, we can conclude that values give rise to needs
when current circumstances — either states, or activities — do not adequately meet the

value’s conception of what is preferable.

A value such as “wealth” provides a good example of this distinction in practice. A person
who values wealth but has little money or few assets might experience a need for more;
while a person who values wealth but is very well off would not do so. Conversely, there
are communities and cultures that reject wealth as a value and instead seek values such as
spirituality. Placed in the circumstances above, those people might experience a need in
the latter — high-wealth — circumstances, but not necessarily in the low-wealth ones.
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That is not to say that all needs are formed in response to values; Rokeach suggests that
although animals experience needs, we would not consider them to possess values in the
same way that human beings do. Some physiological experiences such as hunger are
intuitively experienced as a need, even in the absence of a particular belief that hunger is
a negative state.

Value(s)
d
/s
Current

Circumstances

Figure 16: Values are applied to current circumstances and produce needs.

Drawing a distinction between needs and values places values within the activity
hierarchy at a level above needs. Values give rise - when used to judge current
circumstances — to needs, which in turn become motives from which an Object can be
constructed, as shown in Figure 16. This framing is compelling for two reasons. First, it
resolves conceptual differences between values, which are enduring, and needs, which
may be transient; and clarifies that a value can be held without necessarily giving rise to a
need. Second, it provides a conceptual space for values to be situated, explicitly, within
Activity Theory.

Values and the Internal Plane of Action

Values, held as beliefs, are independent of immediate circumstances. It is when a value is
applied, in mind, to current circumstances that it gives rise to a need. However, values can
also be applied to possible scenarios, and possible actions (modes of conduct). Unlike
actions on external objects, which can have unpredictable effects as a result of incomplete
models of how the objects relate to and interact with one another, the relationship
between a perception of objects and resulting value-based judgements is always entirely
in mind; the act of considering current circumstances vis-a-vis a particular value is no
different, conceptually, than considering an accurate prediction of possible circumstances

vis-a-vis the same value.
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In Activity Theory, the process of predicting how actions will affect the world “in mind”
takes place in a construct called the Internal Plane of Action (IPA). Kaptelinin explains
that “the IPA is a concept developed within activity theory that refers to the human ability to
perform manipulations with an internal representation of external objects before starting
actions with these objects in reality,” [91].

Given that values exist only in mind, and do not directly correspond to real-world objects,
they could be said to exist only in the IPA, and it therefore follows that values have a role
as restrictions on possible actions beyond those imposed by objects as they exist in
reality. Values become additional conceptual objects, in mind, that through their
interaction with our understanding of external objects (as currently understood, or
predicted) create needs and motives that can cause us to seek change, or to avoid

particular courses of action.

A model of values as objects in the IPA adequately describes how privacy, which I
previously described as a restrictive constraint, influences activity. Although abstract, and
not directly present in the world, privacy, when applied to judge the preferability of
current circumstances can give rise to a feeling of need; and when applied to possible
actions and their outcomes by way of a motive such as “maintain privacy” restricts the
scope of possible actions beyond those that would answer to the needs of another
directing motive, such as “locate health information”; in doing so, the value can result in a
material change to the way an activity or action is carried out, for instance motivating the
use of private browsing mode in a Web browser. The crucial factor in being able to apply
the value of privacy to inform action is an understanding of how the objects involved in
that activity system — such as the records kept by ad brokers — will be transformed by
particular actions, and hence to have an accurate prediction of possible future

circumstances that can be considered vis-a-vis privacy.

However, as I observed in the cookie notice focus groups, there are two conceptual stages
in the successful application of a value to a set of circumstances. First, there must be an
appreciation that a particular value is somehow relevant to the situation. This could be the
result of learning that a link exists in advance, or because a link is articulated somehow,
such as through a consent interaction. The relevance of a particular value must be
apparent. Second, the subject must be able to predict how their actions will alter the
objects in reality and apply the identified value to consider the preferability of the
resulting circumstances; the impact that the action will have vis-a-vis the value must be
appreciable. As the Web Mirror showed, this appreciability could be as simple as making
the link that “browsing the Web is bad for privacy” (introducing a need in the predicted
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circumstances and an additional motive to the activity); and hence motivate the
installation of an ad blocker.

Values in Context

In the model proposed above, values are superordinate to needs; occupying a
conceptually higher and more abstract level in the activity hierarchy. The possibility of
these ‘global’ values influencing activities is confirmed empirically in the speculative
design exercise as the observed links between (some of) the participants’ values as
measured by the PVQ (values) instrument and their device preference. However, as Barr
et al. note in their work on Fable [20], the definition of a value as an enduring belief about
the preferability of a mode of action or end state can equally apply to more contextual
beliefs, such as the notion that it is good to make progress in a video game, or that “it is
always good to swing my sword at bandits”. In the privacy domain, the idea of contextual
values are implicit in the notion of context collapse [54,123]

We can see evidence of contextual values in the primary research; most notably among
survey participants in the speculative design exercise who felt that exercise should be a
personal activity, rather than one which is shared on social media. Although for some of
those participants, a general aversion to social media use in general was obvious, for
others this appears to be a contextual value; not a general aversion to social media, or to
exercise, but a result of a belief about what exercise should be.

Likewise, many of the participants who used a Fitbit placed high value on the ten
thousand step target. Meeting that target becomes a value in the context of the activity -
“it is good to take ten thousand steps” — that can excite and direct the activity.

Importantly, while these values (like meeting a ten thousand step target) provide
motivation and direction, they are still, ultimately, constraints on the overall activity.
Logically, the motives that they translate into specialise the Object of activity further and
reduce the horizon of possible Objects.

Contextual values seem to be an important source of instrumental motivation, in the
sense that they can be used as vehicles for the intrinsically motivating experiences such
as progression and achievement [45] that exergames and other persuasive techniques use
to motivate participation in particular activities. In this role, contextual values become -
as Barr et al. observe [20] — conceptual links between conditions and operations; beliefs
about how to act within the context of the activity as it is is constructed and mediated by
persuasive tools such as exergames.
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Design Implications

As well as progressing the general understanding of how values fit within activity
systems, these results suggest some concrete design implications. The observation that
tools can create values, or help people to relate activities to values, suggests a deliberate
focus on doing so; and there are also opportunities relating to the process of Object

construction and re-construction following breakdowns.

Creating Contextual Values

The view that tools mediate subjects’ interactions with objects is central to activity
theory, and as I have already touched on several times above, tools can mediate the
relationship between actions, objects and values. However, as the Fitbit illustrates, tools
are also able to create values in the context of an activity. Typically, this seems to happen
through the ways that tools conveys notions of performance and progress; either in the
form of a target (like ten thousand steps), through notions such as ‘higher is better’
(especially for participants who felt that the ten thousand step target was too hard or too
easy), or by tying measures to specific motives (such as the ‘fat burn’ zone suggested by
the Fitbit’s heart rate monitor).

These contextual values can be vehicles for creating intrinsic motivation, as they might in
an exergame, or simplifying concepts in the same way that Privacy seems to simplify
reasoning about complex and uncertain consequences of sharing personal data. In
introducing contextual values, though, we need to consider how they could interact with
other beliefs about that activity in order to avoid conflicts and resulting breakdowns; and
consider the possibility that values which are created by tools could occlude the original
values and needs to which the activity answers.

In order to avoid conflicts it is necessary to understand both the motives that direct the
activity, and any existing contextual values. For instance, the fact that some people
believe fitness activities should be inherently personal limits the incorporation of socially-
oriented contextual values, such as social sharing or ‘role modelling’.

Fritz et al. [70] found that some users were reluctant to walk without the Fitbit because
their steps felt “wasted”; the ten thousand step goal become such an important value that
it altered users’ experience of walking, and effectively occluded the original motives that
they had for walking. Understanding how occlusion occurs, and how to design to mitigate
it would be an interesting area for further research. It’s possible that building
appreciability between contextual values — like a step count — and overall motives could
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help; as could encouraging the internalisation of more qualitative measures that can be
assessed without the aid of tools.

Relating to Values

As well as creating new contextual values tools can also help subjects to relate actions or
circumstances to a value; either in the context of an activity (like counting towards that
ten thousand step target) or to global values (as in the case of tools like the Web Mirror
that help to explicate the link between web browsing, tracking, and privacy). In this
sense, tools can assist in the reflective process of understanding current needs and
learning how activity alters outcomes that are desirable (or not) vis-a-vis a particular
value.

Tools as mediators that can create values and that can help subjects to relate actions and
outcomes to values present design opportunities, in terms of facilitating those processes,
that are obvious candidates for consideration in Value Sensitive Design exercises.

Conversely, by considering how a wider range of values relate to activities such as
walking or running, we can identify new opportunities for designing devices that appeal
to a wider audience of users. For instance, by designing tools that are able to make a link
between a value like family and activity like exercise apparent, and appreciable, there may
be opportunities to contribute to broader adoption of practices with pro-social outcomes
such as reduced healthcare costs. The accounts provided by runners and cyclists suggest
that appreciability needn’t be operationalised through the tool itself; R1 (for instance) was
able to relate his running practice to the quality of his interpersonal relationships. It may
be enough to prompt this reflection in order to make relevant values salient to the subject.

In the case of consent, making value tensions apparent to users is important in inducing
the breakdown that, notionally, must occur in the event that user is unable to consent to
the effective activity system that is proposed by a service provider. Values, as
determinants of what is preferable, are conceptually key in making such a determination;
and so, from a design perspective, identifying the values most relevant to the proposal for
which consent is sought should guide attempts to deliver meaningful consent
interactions. This is in stark contrast to the consent mechanisms that were observed
during the notice survey, which were grounded in explanations of how the activity
system is operationalised through technical mechanisms like cookies, rather than the
motives or value tensions that are implicated.
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Intervening in Object Construction

We have seen how tools like the Fitbit can influence object construction by suggesting
particular activities, such as walking, in answer to health motives; and how, in doing so,
they can create values within those activities. We’ve also seen how important the “in the
moment” motivation that these tools can provide — through the values they create, and
the ways that they frame progress — can be crucial in constructing activities in response
to second-order volitions about physical activity.

Kaptelinin compares the process of Object construction to design [93], a proposal that in
itself suggests the possibility of computer-mediated Object construction; and a
combination of Activity Theory and Value Sensitive Design suggests deliberate
intervention in this process with respect to values. One opportunity in this respect would
be to facilitate Object hardening (already discussed at length), as the deliberate
incorporation of multiple motives into an Object to improve the likelihood that it is

instantiated in the moment.

In the privacy domain, we have observed how consent mechanisms can cause a focus
shift, and possibly trigger a breakdown in the activity. In this way, the goal of consent
mechanisms is to test, and possibly to reformulate, the Object that a user holds. Exposing
possible contradictions to give the user an opportunity to identify them ahead of time,
and to react accordingly. We also observed that many current consent mechanisms fail to
do this. Cookie notices do not facilitate the understanding that’s necessary for the privacy
contradiction to become apparent to people, and — even if they did - they do not offer
much in the way of support to the user when it comes identifying ways that their Object
could be reformulated. By understanding the ways that values can constrain activity —
including, but not just, privacy — we could perhaps design consent tools that aim for
recovery as well as breakdown; perhaps in a similar way to the anti-tracking
countermeasures that we proposed to participants in the Web Mirror studies.

Conclusions

Values can be situated, explicitly, within Activity Theory in two distinct ways: First, as
general arbiters of preferability and hence progenitors of needs. In this sense, beliefs
about what is preferable — values — when applied to the circumstances in which one finds
oneself can give rise to feelings of need; for instance desiring greater privacy, or to
improve relationships with loved ones. Second, as beliefs about how more specific
activities should be conducted. For instance, the belief that activities oriented towards
fitness should be inherently personal, and so not shared on social media.
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In both cases, values can act as constraints on activity even in the absence of a needs-
based motive. This is frequently the case with privacy, where complete inaction is not
experienced as an unmet need for privacy, but where other Objects of activity might be
constructed in ways that maintain privacy instead of in ways that do not. This is
consistent with Kaptelinin’s observation that Objects can be constructed in response to
various types of constraints [93] and reflects a difference in kind between needs and
motives (which excite), the object (which excites and directs) and values (which, as

constraints, direct).

Values play a role that is tightly connected with the Internal Plane of Action; suggesting
that they should be situated, conceptually, within or in close proximity to, the IPA. As
conceptions of what is preferable, values can be applied to one’s understanding of current
circumstances but are also frequently applied to the imagined or predicted outcomes and
value-systems that result from manipulations within the IPA. This implies that the IPA
must contain a rich enough representation of the objects that are to be transformed, and
how those objects relate to specific values, to facilitate accurate predictions about the
desirability of particular courses of action. In the case of privacy, this is often not the case,
making appreciation of how (for instance) accessing a website will impact upon one’s

privacy.
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Conclusions

In the work presented here, I have considered two complementary domains — privacy and
wellbeing — as loci in which people’s everyday practices, like browsing the Web or
commuting to work, interact with their beliefs about what is preferable, and what is not -
their values.

This has led to three distinct areas of contribution:

1. A description of how third-party tracking is constructed as a multi-stakeholder

activity system, with implications for privacy and consent.

2. A description of how physical activities like running, cycling and walking are
situated with polymotivated activities, with particular emphases on the
relationship between deliberate, purposeful action and the effects of bounded
rationality and limited self-control that pervade efforts at health behaviour
change.

3. A generalised account of how values are situated within Activity Theory, that can
support Value Sensitive Design efforts at a ‘context of use’ level.

I will briefly summarise my contributions each of these areas in turn, before suggesting
avenues for future work to consider in greater detail. However, I begin my conclusions
by reflecting on my experiences of using Activity Theory as a framework within which to
situate values.

By adopting Activity Theory as a framework, I have been able to consider how the actions
that make up these practices relate to underlying needs and motives, and to suggest how
values - as a distinct concept — fit within the broader theoretical model that AT provides.
Considering how values relate to activity as progenitors of needs, or as constraints,
enables us to uncover opportunities to design in response to the values that are
implicated in specific contexts of use; and to identify opportunities to deliberately
facilitate an alignment not just with the actions that need to be carried out, but with the
values that direct and excite the activity.

In the speculative design exercise, by considering how different values create different
motives within ostensibly similar practices of “walking” I was able to design concepts that
presented instrumental affordances with respect to a range of different values. Whereas
Epstein et al.’s application of VSD to the sharing of step data [59] allowed values such as
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support, accountability, honesty and accuracy to be identified, I found that considering
the overall activity system around fitness activities uncovered values such as enjoyment,
environmentalism or being a role-model, which present exciting opportunities for design

in themselves.

Conclusions on Privacy

By considering privacy as a value, and situating it within activity, its role as a constraint
on activity can be appreciated. Moreover, situating privacy within Activity Theory allows
‘consent’ — a value in itself — and consent mechanisms (concrete interactions that aim to
deliver consent) to be examined as focus shifts, and potential breakdowns, in multi-
stakeholder activities.

Third-party tracking, as an activity system, embeds a number of different of actors each
with different motives and Objects of activity. The end result is often to subordinate
individuals’ own Objects to an emergent one that fails to account for values like privacy.
When modelled through Activity Theory, these conflicts in the emergent Object as it is
constructed by a first party website become readily apparent.

Moreover, the ineffectiveness of current “consent” mechanisms, which provide very
limited instrumental or learning affordances is also demonstrated, leading to the
observation that, in order to be effective as regulation intends — and to deliver the
alignment between user’s own wishes and those of the other parties involved — these
mechanisms need to facilitate a focus shift, and quite possibly a deliberate breakdown in
the user’s activity as a result of the value tensions that arise. Framing consent in this way
suggests that it may be fruitful to consider ways to help users recover from the
breakdowns in their activity that arise when they cannot legitimately consent to what is
proposed by a service provider. The relative importance of offering alternatives over
increased information is shown through the results of the Web Mirror study. Simply,
finding that a value tension can be resolved through the adoption of a simple browser tool
may obviate the need to build a more detailed understanding of precisely how that value
tension is operationalised.

Conclusions on Wellbeing

Applying Activity Theory to the health behaviour change domain provides opportunities
to consider how two different bodies of theory — Activity Theory’s model of purposeful
human action, and behavioural economics’ accounts of the two systems of human
decision making — can be reconciled and used productively in relation to one another, for
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instance by framing effects such as “in the moment” motivation as factors that affect
Object instantiation. Moreover, by doing so in a value-sensitive way we can begin to
unpick the complexities of instrumentally motivating, or persuasive, techniques within an
already purposeful activity, and to consider how they can change the overall meaning of
the activity by introducing new values and possibly occluding others.

Despite the importance of behavioural theory in behaviour change, and the dominance of
techniques like persuasion in contemporary research, we should not lose sight of the fact
that, ultimately, people’s decisions to try and change their own behaviour are often
thoughtful and purposeful, grounded in very diverse values, and the value derived from
participation in these activities is often felt most keenly in terms of factors besides health
and fitness outcomes. There is, as I have begun to explore, promise in understanding more
about how theories relating to persuasion, behaviour change and bounded rationality
more generally can be situated within Activity Theory, and the focus on purposeful tool-
mediated interaction with the world. Intuitively, both sides are important in building
activities that are not only successful in engaging people in actions that improve objective
health outcomes, but which answer to their own values and motives in ways that are

meaningful to them.

Conclusions on the Role of Values in Activity
Theory

Values can be situated within Activity Theory at two levels: as global conceptions of what
is preferable, and as more contextual beliefs about how particular activities should be

undertaken.

In the case of global conceptions of what is preferable, values can be progenitors of needs;
experienced as a need when current circumstances are judged as inadequate with respect

to a particular value.

Values - global and contextual — can also apply directly to activities as constraints; not
necessarily being experienced as a need state, but suggesting constraints on how Objects
of activity are constructed and how goals within that activity are realised through actions.

Arising from these findings are design implications: first, that the way tools mediate
between activities and values should be considered directly; how do we identify and
communicate the aspects and outcomes of an activity that are relevant to the values that
the user has? Second, that deliberately introducing contextual values can help users to
construct Objects and to introduce instrumental motivation or simplifying concepts into
what could otherwise be undesirable or complicated activities. But, that in doing so we
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must be cognizant of the risks of changing the meaning of the overall activity,
introducing tensions with values that are already held, and occluding the original motives

in ways that become restrictive or reductive.

Value Sensitive Design, applied at this level — of context — can help to explore and make
explicit the ethical challenges posed by designers who — working on technology that is
framed as behaviour change or otherwise - are engaged in altering human behaviour in
ways that may, or may not, be desirable vis-a-vis the values of the subjects. VSD can
provide a framework within which aspects of power, asymmetry and conflicting motives
become foci for design attention situated within the broader value-laden contexts of use
in which they are deployed and adopted. And, through a focus on making values apparent
and appreciable, could help help to ‘unfold’ [87] the values that are incorporated into both
artefacts and the broader multi-stakeholder activity systems that are the result of our
design processes.

Future Work

There are many areas left to explore; both with respect to how Activity Theory relates to
the two domains that I have considered, and in terms of how it can be coupled with Value
Sensitive Design more generally. While my focus here has been to ask how values fit
within activity systems, there work to be done in considering specifically how that can be
re-integrated into VSD, perhaps through tools and techniques such as envisioning cards
[66,170].

The design implications that I have suggested themselves warrant further investigation. In
what circumstances is it safe to create new values within an activity? And when do they
occlude the original motives?

For consent — as an interaction design challenge and policy area — Activity Theory’s
notion of breakdown and focus shift provide a theoretical account of the design space; but
translating that into new approaches still needs to be explored. One possibility that I have
mentioned is supporting the re-construction of the Object of activity following a consent-
induced breakdown, and this could potentially help to overcome some of the limitations
with current consent mechanisms, such as the lack of meaningful choice (and hence

voluntariness) that users often experience.

In moving the focus of design to Objects (of activity) rather than artefacts, in a value-
sensitive way, there are opportunities to explore — as I have begun to do - the re-framing
of pro-social behaviours like exercise or healthy eating through a more diverse range of

values.
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By building on Activity Theory, Value Sensitive Design, and the findings that I have
presented here, there is the potential for design to situate designed artefacts within the
value-motivated and value-constrained activity systems that make up our lives; to avoid
some of the conflicts and contradictions that are currently built into pervasive systems
like online tracking, and to build more resilient practices in support of our wellbeing.
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