UNIVERSITY OF
Southampton
University of Southampton Research Repository

Copyright © and Moral Rights for this thesis and, where applicable, any
accompanying data are retained by the author and/or other copyright owners. A
copy can be downloaded for personal non-commercial research or study, without
prior permission or charge. This thesis and the accompanying data cannot be
reproduced or quoted extensively from without first obtaining permission in
writing from the copyright holder/s. The content of the thesis and accompanying
research data (where applicable) must not be changed in any way or sold
commercially in any format or medium without the formal permission of the

copyright holder/s.

When referring to this thesis and any accompanying data, full bibliographic details

must be given, e.g.

Thesis: Author (Year of Submission) “Full thesis title”, University of Southampton,

name of the University Faculty or School or Department, PhD Thesis, pagination.

Data: Author (Year) Title. URI [dataset]






UNIVERSITY OF SOUTHAMPTON

FACULTY OF PHYSICAL SCIENCES AND ENGINEERING

Electronic and Computer Science

A Framework to Secure a Document outside Its Organization

by

Zeyad Sabah Aaber
Thesis for the degree of Doctor of Philosophy in Computer Science

December 2016






UNIVERSITY OF SOUTHAMPTON

ABSTRACT
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A FRAMEWORK TO SECURE A DOCUMENT OUTSIDE ITS
ORGANIZATION

Zeyad Sabah Aaber

Electronic information in any enterprise is an asset, and may be stored in a database
or as electronic documents (word, PDF, and spreadsheet). This research focuses on the
information leakage caused by documents going astray. Current document security
statistics suggest that 63% of information was leaked as documents in 2012. Half of
this was due to employee unawareness, and it has cost billions in terms of Intellectual
Property IP, effort and money. The problem is that individual documents are almost
defenceless outside the enterprise. Encryption and password protection are not
impenetrable; it is only a question of time before the information is extracted using

intense computing processing power.

This research contributes a new conceptual framework to secure a document,
regardless of its place inside or outside the organisation. The framework combines the
concepts of Active document, Digital Rights Management, Certificate Authorities, and
content providers. The Tamper Proof Framework (TPF) will enable any document to
be involved in decisions regarding the basic operations performed on it. Security

experts and security-related IT staff confirmed these components.

The research produced a general conceptual framework that can be used in different
domains. Formal methods were used to produce an event-based conceptual formal

model. This model is an intermediate step for many future research directions.
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Chapter 1: Introduction

Electronic documents are an essential part of the 21th century. An individual’s files
contain diverse and sometimes sensitive information varying from medical records to
bank statements, for example. The same applies to corporate businesses and the
government sector, but on a massive scale. They are sending documents that may
contain more sensitive information than a single bank account. Their information may
contain intellectual property, financial information, price-lists, and employees or
patients’ private data. Losing such information could have a devastating effect on the

organisation and their data subjects, if it were to get into the wrong hands.

Document leakage is a continual threat that every organization is facing regardless of
its domain or size. From time to time, the news tells of classified information leaked in
its original document, an example of which is the PRISM scandal unveiled by Edward
Snowden (Macaskill & Dance 2013). The US NSA had done its best to protect its data
from being attacked from outside. Moreover, it had to enforce maximum-security
measures and policies to protect its information assets from insider attacks. Yet,
documents were still being leaked, mostly by employees, whether due to carelessness

Or On purpose.

Carnegie Mellon University conducted a survey in 2013 which found that 53% of the
organisations participating agreed that “damage caused by insider attacks is more
damaging than outsider attacks” (Software Engineering Institute 2013, p.5). It also
revealed that 68% of insider attacks are either unintentional exposure of private data
or Intellectual Property (IP) theft.

Document leakage can cause serious damage to any organisation in any domain. The
National Health Service (NHS) suspended one of its staff who had sent an email to his
home email address containing pay slip details for the entire staff at his hospital
(Greatrex 2010). From the world of commerce, an engineering employee at General
Motors stole hybrid car trade secrets and sold them to a rival manufacturer in China

(Smallwood 2012).

So is it more important to focus on securing information from being attacked or on
mitigating the damage from that attack? Since there is no “zero tolerant security
system”, this research will focus on mitigating the damage. The research question is
“what conceptual framework is suitable for securing a document when it leaves the

organisation’s boundary?”
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1.1 Research Question

This research explores document security in general and in the particular enterprises
of government, education, healthcare, and business. At the end of this review the

following question was the main theme which crossed all the literature:

What framework is suitable for securing documents when they go outside an

organization firewall?
This question is divided into sub-questions:
SQ1. What security issues are there in documents used by cross-domain platforms?

SQ2. What technologies may be used to provide the framework with the ability to

seamlessly integrate with existing presentation software?

SQ3. What security mechanisms facilitate secure document sharing in a collaborative

environment between two organisations?

The first sub-question is addressed by the literature review in Chapter 2. Using the
triangulation method, the second and third sub-questions are addressed. The third sub
question is addressed in Chapter 6. The confirmed conceptual framework requires a
long time to implement, so this work uses formal methods to build a model of the
framework as an intermediate step. The software implementation may be part of the

future work.

1.2 Thesis structure

Chapter 2 is the literature review and covers related aspects of document security such
as the legalisation of electronic documents. In addition, there is a review of the previous

approaches used to tackle the problem.

Chapter 3 proposes a solution to fill the gap, identified from the literature review, and
gives the theoretical background on which this proposal is based. A framework is
proposed to answer the research question. All changes to the framework are explained,

and the final version of the framework presented.

Chapter 4 describes the methodology and principles of the mixed method that is used

in this research.



Chapter 1: Introduction

Chapter 5 presents the findings of the methodology used to confirm the framework

components. These are discussed and used to modify the initial framework.

Chapter 6 models the proposed framework using formal methods. A behavioural event-

driven model is used to give abstract view of the states in the framework.

The work concludes with conclusions and possible future work.

1.3 Contribution

The main contribution of this work is to introduce a general conceptual framework to
secure documents when they leave the originating organisation. Document security is
a critical issue for organisations in all the domains surveyed. However, some domains
are not serious enough in their endeavours to ensure their documents are safe. Others
do pay attention, but cannot share their documents with others due to incompatibility
or uncertainty. Unsecure document sharing is a euphemism for information leakage.
These challenges are identified in the literature. The triangulation method is used to

confirm these findings and to explore any overlooked issues.






Chapter 2: Literature Review

This chapter looks at the history of document security and the concept of “Active
Document”. The word “Active” in this context can be defined as the ability of a
document to participate in making a decision regarding the operations (view, edit,
amend and delete) that are performed on it. However, there are other interpretations

for this word when it used in web technology.

2.1 Security

To understand what is meant by security in documents or document security, here is a

brief review of security literature.

Security is defined as the “condition of being protected against danger or loss. In the
general, it is a concept similar to safety” with “an added emphasis on being protected
from dangers that originate from outside”, that “something not only is secure but that
it has been secured” (Pfleeger et al. 2006). The Federal Standard 1037C (Littlefield &

Rowman 1997) defines security as:

“1. A condition that results from the establishment and maintenance of protective

measures that ensure a state of inviolability from hostile acts or influences.

2. With respect to classified matter, the condition that prevents unauthorized persons
from having access to official information that is safeguarded in the interests of

national security.

3. Measures taken by a military unit, an activity or installation to protect itself against

all acts designed to, or which may, impair its effectiveness.
4. The combination of confidentiality, integrity and availability.

5. The protection of computer hardware, software, and data from accidental or
malicious access, use, modification, destruction, or disclosure. Tools for the

maintenance of security are focused on availability, confidentiality, and integrity.”

In other words, security can represent physical security in the traditional way,
Information Technology (IT) security, or a combination of both. This research

concerns IT security.



Chapter 2: Literature Review

2.1.1 Security goals

A secure computing system is one that achieves the right balance among the three
security goals: confidentiality, integrity and availability (CIA). Confidentiality,
sometimes referred as secrecy or privacy, ensures that “computer-related assets are
accessed only by authorised parties” (Easttom 2012). Integrity means that “assets can
be modified” only when they are under authorised control, while availability means
that “assets can be accessed by those authorised at appropriate times” (Pfleeger et al.

2006).

The relationship between these three security goals can be summarised as:

e Increased protection of confidentiality can limit availability and affect integrity.
e Enhanced integrity will decrease confidentiality and limit availability.

e Wide availability increases the risk of compromising integrity and confidentiality.

In order to understand how security controls are applied within and outside the
organisation, the hardware, systems, software, data, communications links, and role of

personnel, will now be reviewed.

2.1.2 Data Security

Data is secured when it kept safe from corruption and access to it is appropriately
controlled. Thus data security services ensure privacy. It also helps to protect users’

personal data.

In the digital world, the way in which data is secures has changed. “In the old days [sic],
data security and privacy were easily provided by storage in a locked box or file cabinet.
Conversion of such records into digital data in databases on local and wide area
networks markedly increases the provider’s exposure to liabilities” as described by

Albisser et al. (2003).

Data security also ensures that users are treated equally, and this is the responsibility
of the legislation authority. For example, in the UK, the Data Protection Act 1998 “is
used to ensure that personal data is accessible to those whom it concerns, and provides
redress to individuals if there are inaccuracies. It states that only individuals and
companies with legitimate and lawful reasons can process personal information and it
cannot be shared” (UK Parliament 1998). In the global context, the International

Standard ISO/IEC 27002:2005 covers data security and the Code of Practice for
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information security management, and “is intended as a common basis and practical
guideline for developing organizational security standards and effective security
management practices. One of its cardinal principles is that all stored
information/data, should be owned so that it is clear whose responsibility it is to

protect and control access to that data”.

Encryption is one of the well-known and effective ways to secure data. The most
common cryptosystems are the Data Encryption Standard (DES), Advanced
Encryption Standard (AES), and RSA algorithm. Cryptography has many techniques
in the digital environment including hash functions, key exchange protocols, digital

signatures, and certificates (Pfleeger et al. 2006).

2.1.3 Database Security

Protecting data is the core function of all secure systems. In many cases, this task is
surrendered to the database management system (DBMS). The known requirements
of database control include “physical database integrity, logical database integrity,
element integrity, audit ability, access control, user authentication, and availability”

(Pfleeger et al. 2006).

Databases may contain sensitive user data, and this sensitive data may also be subject

to different levels of privilege which could conflict with access control.

Five main methodologies are employed to guarantee confidentiality in multilevel
secure databases: trusted front end, integrity lock, distributed databases, commutative

filters, and restricted views (Pfleeger et al. 2006).

2.1.4 Information Security

According to the National Institute of Standards and Technology (NIST), Information
security is defined as “protecting information and information systems from
unauthorized access, use, disclosure, disruption, modification, or destruction” (NIST
2014). Their core principles of information security are: confidentiality, integrity and
availability. They categorize Information Systems into three sections: hardware,
software, and communications, while their layers are physical, personal and

organizational.

Many organizations from different domains, including governments, military, and

businesses, collect confidential information about their employees, customers, and
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products. The collected information is then “processed and stored on computers, and
transmitted across networks” (Pfleeger et al. 2006). While the information may satisfy
the organizations’ needs, the organizations are exposed to information leaks,
unauthorised access and abuse of their data. According to the statutes and standards
mentioned earlier (UK Parliament 1998; NIST 2014; ISO IEC 2005), protecting
confidential information is now a legal requirement in many domains. In some cases,
“information security has a significant effect on privacy, which is also viewed very

differently in different cultures” (Pfleeger et al. 2006).

Basically, information security includes system authentication; logical and physical
controls; non-repudiation; access control, information classification; cryptography

and risk management.

2.1.5 Application/software security

Application security is the use of software, hardware, and procedural methods to
protect applications from known external threats. Security controls built into
applications minimize the likelihood that hackers will be able to influence the

applications and access, steal, modify, or destroy sensitive data (Mao 2003).

The main goal of application security is to keep undesirable users from gaining access
to application areas where they can access private and sensitive information or can
corrupt data. Application security is not as simple as adding a username and password
interface before using the application, but making applications secure involves

cryptographic and encryption methods to protect sensitive data (Yoder & Barcalow

1998).

2.1.6 Computer security

Pfleeger (2006) has categorised the security flaws in computer development into two
general classes: one is to compromise or modify data, and the other is to disturb
computer services. They suggested countermeasures as: “development controls,
operating system controls, and administrative controls”. The “development controls
limit software development activities”; the operating system provides controls to limit
“access to computing system objects”, while the “administrative controls limit the

kinds of actions people can take”.
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2.1.7 Network security

Network security consists of a primary computer network infrastructure, policies
implemented by the network administrator to protect the network, and defending

network-accessible resources from unauthorised access (Majchrzak & Usener 2011).

Network accessible resources include the network infrastructure, applications
programs, and data. The strongest network security measures are firm authentication,
access control, and encryption. Three controls are specific to network security:
firewalls, an intrusion detection system, and secure e-mail (Jr & Coley 1999). A
common method for assessing network security is a system for adaptive network
security, which uses a network vulnerability-scanning assessment (Gleichauf &
Randall 2001). Boyle has suggested a device and method that provides multi-level
security for communications among computers and terminals on a network (Boyle et
al. 1996), while Hershey proposed a system and method utilising a parallel finite state

machine adaptive active monitor and response (Hershey et al. 1995).

2.1.8 The Human factor in security

Most computer-based security breaches are caused by either human or environmental

factors (Liu et al. 2009). Zeadally et al. (2012) classifies them thus:

1. The administration of security (for example security planning and risk analysis).

2. The economics of cyber security (for example the cost/benefit analysis of investing
in security).

3. The privacy policy and usage of the collected data, and the compliance with law and

ethics that control malicious activities.

2.2 Information security

Information security is the most dynamic and challenging field in computer science. It
is generally accepted that there is no such thing as a perfectly secure system to protect
information, but there is a trade-off between risk and cost. Information security tries
to ensure confidentiality, integrity and availability, and has been addressed for long

time.
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2.2.1 Confidentiality

This is the ability to restrict or control access to certain information to authorised users
only. Some principle like “Least Privilege” is used to make sure that only users who
have a true need for this data are able to access it. Losing confidentiality exposes the
information to the risk of losing privacy, identity theft, or unauthorised access to that
information. Access control, authentication and encryption, are some of the

technologies used to enforce information confidentiality (Whitman & Mattord 2011).

2.2.2 Integrity

This is the act of assuring that the information is accurate and reliable and it has not
been tampered with by authorised access or an unknown entity. It mainly covers
authenticity, accountability and non-repudiation. Authenticity is the ability to prove
that the information has not been changed in an unauthorised manner, while non-
repudiation is the ability to record every action on the information, both sending and
receiving, to prevent tampering and fraud. It does not guarantee the delivery of the
information. Finally, accountability is the ability to link the user to every information
action recorded as time, access level, and method used to perform the action (Easttom

2012).

2.2.3 Availability

This ensures that the information and other crucial assets are always available when
needed by the user. The loss of availability occurs not only when a natural disaster
happens, but may be as simple as delayed access to information or denial of access
arising from a hacker attack. This may result in business disruption, revenue loss and
loss of customer trust. Risks such as loss of privacy, fraud, information no longer being
reliable, and loss of user confidence, are what security research is addressing (Stamp

2011).

2.3 Document security

In a digital world, documents could range from business-related to a private letter sent
to a family member, although the focus here is on the Business-to-Business (B2B) and
Government-to-Government (G2G) domains, where the scenario is multi-sites that

need to exchange documents between them securely (Smallwood 2012). A wide range
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of security aspects should be investigated to mitigate the chance of security breaches.
Such aspects as policy, privacy, access control, trust management, and document
legalisation, have been researched previously to introduce a model, framework or
system which has the ability to cover as many of these aspects as possible. These

aspects are highly interconnected and sometimes it hard to draw a line between them.

2.3.1 Access Control

Access control is another crucial aspect related to securing documents within any
enterprise. The three current policies for implementing access control are:
Discretionary Access Control (DAC), Mandatory Access Control (MAC), and Role-
Based Access Control (RBAC). Despite a lot of research one these, none of them

provides an invincible solution against improper usage of a document.

DAC, introduced by Lampson (1974), may be the most primitive of the access controls.
It employs a usage matrix that aims to control who can and cannot perform actions,
and what actions are allowed for each user. A lot of research has been done on the best
mechanism to implement this policy, but the concept remains the same. However, DAC
faces real problems in overcoming the Trojan horse threat (Samarati & Vimercati

2001).

MAC tries to solve the problem by using a Multilevel Security Policy. MAC
distinguishes between the authenticated user and the processes which request access
on their behalf, to provide more control on leakage and modification. The user at a
given security level can only read a document from a higher security level without any
right to modify it, but the same user can read and modify a document from a lower
security level. Therefore, any process from that user that tries to modify a document at
a higher level will be denied. While that solves the problem of unauthorised processing,
it puts a major overhead on the system controlling the process. This overhead allows
the system to be exposed to Denial of Service (DoS) attacks, when an attacker floods
the system with lower priority processes and prevents the most important process from

being granted access (Samarati & Vimercati 2001).

In the case of a large organizations, the access control policies mentioned above failed
to provide proper solutions. The Role-Based Access control provides a flexible way to
reflect the real-life context of the organisation. In most situations, the user’s role in the
organisation is more important than the user’s identity. The RBAC groups and names

the privilege and the users are then assigned to these groups in a way that fits naturally
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with the organisation’s real structure. The RBAC has been further developed since it
was first introduced (Baldwin 1990). Some of the many advantages are: authorisation
management, hierarchical roles, least privilege, and separation of roles. However, this
mechanism faces serious threats from social engineering and has some limitations. For
example, when the policy is role-oriented, it may prevent some users viewing data that
is essential for their work, such as when a manager delegates their secretary to draft a

report on their behalf.

However, another approach to force security policies is by adopting a complex mix of
all the previous mechanisms, and this requires a unified control language suitable for
reading by both the system and humans in different domains, such as eXtensible Mark-
up Language (XML). Recently, XML has played a great role in access control
mechanisms, and much research has taken place (Choi & Yeo 2012);(Abiteboul et al.

2008).

2.3.2 Document Legalisation

Electronic documents need to be legitimate (authenticated) so they can carry full legal
status. Thus arises the need for a digital signature to replace a real signature. The
digital signature requires an authority that guarantees the integrity of the signature
and maintains its security. This authority may vary from one domain to another, as
well as from country to country. This is one of the main reasons that the digital

signature has such limited usage in international scale (Schmidt & Loebl 2005).

2.4 Current Document Security Technologies

The ultimate aim is to provide security for the document’s entire lifecycle. This means
that the document is secure from being created, through its use, until it has been
marked as obsolete/archived. All the actions performed on that document throughout
that period should be monitored, audited and controlled. This sounds similar to
Information Governance (IG), but document security is only part of Information

Governance (Smallwood 2012).
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2.4.1 Electronic Document Management System

This is software defined as “the application of technology to save paper, speed up
communications, and increase the productivity of business processes” (Sprague 1995),
and is known as Document Management System (DMS). The DMS controls the
lifecycle of documents in the organization—how they are created, reviewed, and
published—and how they are ultimately disposed of or retained. The DMS has specific

tasks in order to be accredited as effective DMS (Kofax 2014), which are:

1.  Control document type; template and metadata to be created.

2. Where and how to store and access the document inside the organisation.

3. How to transfer the document between employees inside the organisation and
what policy to use to control access to related documents.

4. How the document is converted from one stage to another inside the

organisation. The legal requirement of how it is stored in the organisation record.

2.4.2 Electronic Records Management

ERM is software that manages all the enterprise’s business documents and records,
paying no attention to whether it is in digital or physical form. So electronic records
like word, video, voice and e-forms are stored along with DVDs and CDs (Smallwood
2012). ERM provides a disposal policy, so it can set up a retention schedule to destroy
selected data according to the organization’s policy. During document retention, the
ERM keeps the document from being altered in any way and even considers encryption

of the document as a modification.

2.4.3 Enterprise Content Management

ECM is software that manages the enterprise’s documents including web content,
electronic documents and business records. The ECM is sometimes called a Content
Management System CMS (Smallwood 2012). The ECM keeps only one copy of each
document that is up-to-date, and can be accessed from the entire enterprise according
to the access policy. Theoretically, ECM can manage any kind of content; however, it
focuses on unstructured content (anything not database). Structured data is usually
stored as reports or graphs as unstructured content. ECM allows the users to retrieve
the latest version of any document very simply and provides excellent metadata
control. Therefore, any user with an older version of the document can check against

the latest version of that document from the ECM.
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2.4.4 Data Loss (leakage) Prevention

DLP is a software and hardware combination that is designed to prevent any data
leaving the organisation without inspection. If the data is sensitive or the user does not
have the privilege of transmitting it elsewhere, the DLP system will terminate the
transfer (Smallwood 2012). The DLP filters the document depending on its content,
key words, and author. DLP uses cauterised management framework and deep content

analysis to perform document security in use, transfer and storage.

2.4.5 Digital/Information Rights Management

IRM (or Enterprise Right Management, ERM) is the process of using a security
wrapper to encapsulate any data in order to secure it when in use, transfer or storage
(EMC Corporation 2008). This type of securing document is called persistent security.
IRM provides granularity to file-level security, regardless of the file location inside or
outside the organization (ho Eom 2012). Different vendors could provide IRM and it

can be integrated with the existing authentication system, as shown in Figure 1.

~
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Manager S ‘ ~
Module |, ' I 1
( Control Module ) @
- - |

Windows XP ) DRM Main Operatur
& - Pack ‘ “Crypt " Auth
Module Module

Module Module

& S _/

Manager PC

Manager App. |
Module |- — -
( Control Module )

Windows XP

Figure 1 Document DRM architecture (after ho Eom 2012)

The IRM can utilise many technologies to secure the information, for example Content

identification, Digital watermark, Digital fingerprint, and Encryption (Tassel 2006).
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2.4.6 Issues with the current security technology

The document security technologies mentioned above have some limitations, listed

below.
Table 1 Issues with the current document security technologies
Technology |Issues Reference
e Secures the document inside the organisation
DMS/EDMS | only. (Sprague 1995)
e It is not designed to manage cooperative work.
e Secures the document inside the organisation
only.
e The user can keep an offline copy so when the (Smallwood
ERM system performs its retention schedule on the 2012)
original copy, the user’s copy still exists.
e Cannot perform encryption on stored records
since the ERM considers it as a modification.
e Secures the document inside the organisation
only.
¢ Once the user gets access to the file, there is no (Smallwood
ECM/CMS \ .
way to monitor or control what action he can 2012)
perform on the file.
e Any user can keep a copy of the document.
e Compatibility issues, for instance MS-IRM is
more compatible with MS Office files than other (EMC
documents and files. Corporation
IRM/ERM |° Usually depends on existing user authentication 2008)
and management. (Manasdeep
* Does not have the same level of protection for all |, 012)
document types. Doing things right is not doing
the right things.
e Secures the document inside the organisation
DLP only. (Smallwood
e Cannot control encrypted files. 2012)
e Cannot control privileged users.

2.5 Public Key Infrastructure

Public-Key Infrastructure (PKI) is defined as a “set of hardware, software, people,
policies, and procedures needed to create, manage, distribute, use, store, and revoke
digital certificates” (Toorani & Shirazi 2008). Another definition of PKI is a process
created to enable users to implement public key cryptography, usually in a large setting
as described by Pfleeger (2006). They noted that PKI would offer its users a set of

identification and access control services, which would include creating certificates
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correlating the user’s identity with the public key. Certificate management is another
service provided by PKI to perform signing certificates; confirm/deny if a certificate is
still valid; revoking user certificates if withdrawn or if the user signing key has been

compromised (Pfleeger et al. 2006).

PKI contains of the following components (Faraj Al-Janabi & Abd-Alrazzaq 2011;

McKinley 2000; Vacca 2005; Toorani & Shirazi 2008):

e Registration Authority (RA): a body that verifies public keys and the identities of
their holders before binding, ensuring keys meet the international standard.

e Certification Authority (CA): binds public key to the identities of their owners;
responsible for issuing and revoking of Public key certificates.

e Validation Authority (VA): an agency that provides information on behalf of the CA.

o Public key certificate: a document that is signed by a CA certifying the accuracy of
the binding of a public key and its owner’s identity.

o Certificate Repository (CR): stores Public key certificates and Certification
Revocation Lists (CRLs).

e Central Directory: a secure location for store and index keys.

The process of PKI has been outlined in the literature (Trcek 2006; Toorani & Shirazi

2008; Vacca 2005), and consists of the following steps:

1. A user applies to the RA for a certificate with his public key;

2. RA verifies and confirms the user’s identity to the CA;

3. CAsigns the public key certificate with CA’s private key and issues the certificate
to the user;

4. CA also sends information about issued certificates to VA;

5. The user can now sign electronic documents with his private key and attach the
Public Key Certificate to the electronic Document;

6. The integrity of the electronic Document can then be verified on access and the
user’s identity can be checked by the VA on behalf of the CA.

PKI provides a hierarchical trust structure (Pfleeger et al. 2006): through PKI, a chain
of CAs can be traced to find a trusted note from the signer’s public key certificate, such
that not only can the signer be tracked down, but also the CA, and the CA’s CAs, all the
way to the root CA. PKI are thus “trusted services that enables the secure transfer of
information and supports a wide variety of E-Commerce applications” (Yeun &

Farnham 2001). They also pointed out that a properly implemented PKI can provide
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“Confidentiality: communications between two parties remain secret; Integrity: no
unauthorized modification of information between two parties; Authentication: the
process of reliably determining the identity of a communication party; and non-

repudiation: impossible for communicating parties to falsely deny”.

2.6 Formal Methods

An overview of formal methods is presented here, followed by a detailed explanation
of Event-B (Russo 2011) and its toolset Rodin (Abrial et al. 2006). The main concepts
of Event-B are described with the specific importance of proof obligations. The Rodin

platform is introduced to provide a practical implementation of using Event-B.

2.6.1 Formal Methods

Mathematical techniques are important in all mature engineering disciplines.
However, they have not been used heavily in software engineering (Woodcock et al.
2009). Discussion about their use and significance has attracted huge attention and is

still doing so (Liu et al. 1997). Two schools of thought on this debate are:

e formal techniques deliver remedial and complete solutions to problems associated
with system development.

e formal methods have little use or benefit to the development process.

Developing formal tools to reason about systems is certainly a challenging task. One

view of the components which any formal method should contain is:

e A semantic model is defined as the mathematical structure where terms, formulae
and the rules used, are given a precise meaning. The semantic model should reflect
the underlying computational model of the proposed application.

e A specification language is the code with which systems and their activities are
described. The specification language must have an appropriate semantics within
the semantic model.

e Verification systems/refinement calculi are the mathematically sound rules that
allow the verification of system properties and the stepping between specifications
and implementations.

e Supporting tools, such as proof assistants and syntax and type checkers, are

important for the formalism to be of any practical use.
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According to Liu et al. (1997), a formal method should have clear development
guidelines to facilitate its integration with development processes. The aim of this work
is to enhance the existing Event-B verification system (by means of proof extensions)

and specification language (by means of language extensions).

Challenges

Despite the availability of many formalisms and their supporting tools, there are many
difficulties facing the integration of formal methods into the development process of
computer systems. Real problems stem from the very nature of formal methods and

computer engineering, some which are outlined below (Abrial 2007).

e Formal methods require computer engineers to think carefully about the system in
question before proceeding to the coding stage. This is not helped by the fact that
engineers “postpone any serious thinking” during the specification and design
phases (Abrial & Hallerstede 2007), and accommodate a rather long and resource-
hungry test phase.

e It is quite difficult to change the current development process. Within the industry,
managers are reluctant to change the traditional way of approaching projects unless
clear value will be gained.

e Modelling is not a simple activity as it is often accompanied by reasoning (Abrial
2007). A clear distinction between modelling and programming should be
maintained, as the initial model of a program specifies the properties against which
the final program will be evaluated.

e One of the main objectives of modelling is the ability to reason formally. Software
engineers are not accustomed to this practice.

e One obstacle is the lack of attractive tool support, to make modelling and reasoning
a seamless addition to the development process. This is one of the main selling

points of Event-B and Rodin (Butler & Hallerstede 2007).

Classifications

Despite the difficulties and misconceptions that surround formal methods, important
effort has been spent designing and implementing formal systems and tools that
benefit from the rigour that mathematics offers. These formalisms can be organised

into five categories (Liu et al. 1997):
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Model-based approach: A system is modelled using discrete mathematical
structures to describe its properties. Operations describe the transitions between
different states. This approach does not explicitly represent concurrency. Non-
functional requirements (e.g. temporal requirements) can, in some cases, be ex-
pressed. Notable examples of this approach include Z (Woodcock & Davies 1996),
the B Method (Abrial 1996), and VDM (Jones 1995).

Logic-based approach: Logics are used to describe system properties including
probabilistic and temporal behaviour. The axiomatic system can then be employed
to validate system properties. In some cases, the logic can be extended with
concrete programming constructs to provide an implementation-oriented
language. Notable examples of this approach include Modal Logic (Goldblatt 2003)
and Temporal Logic (Galton 1987).

Algebraic approach: In this approach, an explicit definition of operations is given
by axiomatically linking the behaviour of different operations without defining
states. Algebraic formalisms, similar to model-based formalisms, do not provide an
explicit representation of concurrency. A notable example of algebraic formalisms
is OBJ (Goguen & Malcolm 2000).

Process Algebra approach: CSP (Hoare 1978) and CCS (Vaglini 1991) are notable
examples. The m-calculus (Strnadl 2006) is a formal approach to modelling
mobility within concurrent systems. Concurrent processes are formally
represented, and system behaviours are described as “constraints on all allowable
observable communication between processes” (Strnadl 2006).

Net-based approaches: Graphical notations with formal semantics are used to de-

scribe systems. Petri Nets (Reisig 2003) are a notable example.

2.6.2 Event-B

Here is a brief account of Event-B, describing what is meant by discrete systems, which

are the subject matter of Event-B modelling.

Discrete Systems Modelling

Complex systems are made of many inter-related components that interact with an

external environment. Although these systems often exhibit continuous behaviours,

they appear as discrete traits most of the time. This essentially means that they can be

abstracted using a discrete transition model. There could be many of these transitions,
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but that does not change the nature of systems that are intrinsically discrete (Abrial &

Hallerstede 2007).

A discrete model consists of a state which can be represented as variables. The choice
of variables will depend on the level of abstraction of the model with regard to the real
system. As in other applied sciences, there will be certain laws that govern the state of

the model including its type. Such laws are referred to as invariants.

A discrete model can be subject to a number of transitions, or events. Each of these
events has a guard, which is the condition under which the event is allowed to take
place. Furthermore, each event has an action associated with it. The action describes

the effect that the occurrence of the event has on the state of the model.

In the discrete modelling of complex systems, it is assumed that the execution of events
takes no time (Abrial & Hallerstede 2007). When no event is allowed to occur (guards
of all events are false), the execution of the model stops and is said to have deadlocked
(Abrial & Hallerstede 2007). If many guards are true, only one event is allowed to

occur. The choice of the event to occur in the latter case is non-deterministic.

Event-B Modelling

Event-B is a formalism for discrete system modelling based on the B method (Abrial
1996). Event-B modelling is carried out using first-order predicate logic with equality
and set theory. The approach provides facilities to reason about models using proof
obligations. These in turn implicitly represent the semantics of Event-B models
(Hallerstede 2011). A brief descriptive account of Event-B modelling is given below,

but a formal description is available (Abrial & Hallerstede 2007).

An Event-B model consists of contexts and machines. Contexts represent the static
aspects of the model whereas machines describe its dynamic aspects. Figure 2

summarises the anatomy of Event-B models.
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Machine Context

SEES

* Variables » * Carrier Sets

* Invariants * Constants
* \ariants * Axioms
* Events
REFINES EXTENDS
) SEES
Other Machines » Other Contexts

Figure 2 Anatomy of Event-B Models

2.6.3 The Rodin Platform

The Rodin platform (Abrial et al. 2006) is an integrated modelling environment for
Event-B. It provides facilities and tools to develop and reason about models in a
reactive manner, inspired by modern integrated development environments (IDEs)
such as Eclipse (Platform 2013). When developing Java programs using Eclipse, the
user is not required to initiate the compilation process. Rather, the IDE reacts to
changes in code in a seamless manner, which provides effective feedback to the
developer. Analogously, in Rodin, while developing a model of a complex system, static
checking, proof obligation generation, and management, are carried out seamlessly to
provide immediate feedback to the modeller. The combination of static checking and
proof obligation generation in Rodin can be thought of as an extended static checker
(Detlefs 1995) for Event-B. More precisely, the Rodin platform provides the capability

to:

¢ develop models in Event-B by specifying contexts and machines,

e analyse models by means of static checking including syntax and type checking,

e semantically analyse models by means of proof obligations generated as
appropriate,

e carry out a mathematical proof in order to verify model consistency.

In order to strike a good balance between usability and effectiveness, Rodin is designed

to satisfy the following requirements (Butler & Hallerstede 2007):
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e Design-Time Feedback: the tool responds quickly to changes and provides feed-
back that can be easily related to models;

e Distinct Proof Obligation Generation and Verification phases: the tool
decouples modelling and proving while maintaining the link between the two

activities (i.e. traceability) in case the automatic proofs fail.

2.6.4 Event-B Mathematical Language

Figure 3 shows an example of a simple context. Context Co defines a constant
minimum. The first axiom asserts that minimum is a partial function from the set of
sets of naturals to the set of naturals. The second axiom ensures that minimum
associates non-empty sets of natural numbers with their least element using the usual
ordering, <, on natural numbers. The syntax used to write Event-B models can be

divided into two levels:

1. Outer Syntax: the level of syntax that corresponds to the unboxed parts of the
context definition in Figure 3. This syntax is used to identify the components of
specific contexts and machines.

2. Inner Syntax: this level of syntax relates to the boxed parts in Figure 3. This syntax
is used to identify the mathematical formulae for invariants, axioms, guards and

actions.

CONTEXT C0
CONSTANTS

minimum

AXIOMS
axml : | minimum € P(N) + N

axm2: |Vs- (s € P(N)As# @)= (Vn-n € s= minimum(s) < n)
END

Figure 3 Example of Event-B Outer and Inner Syntax

2.7 Active Document

The concept of Active Document was first introduced by Quint & Vatton (1994). They
suggested that a document could be active when the document has a set of features in
addition to its basic logical structure, while a document manipulation system has the
ability to read those features using some mechanisms. They claimed the benefit of the

active document concept was in cooperative editing and authoring of documents, such
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as user interface and on document indexing. Most of the following research was
focused on the same aspect (collaborative document authoring and editing) without

addressing any security features.

LaMarca et al. (1999) were working for Xerox Palo Alto on document management
systems, when they introduced document-centred collaboration. Earlier studies had
failed to depend on extended document properties (Giampaolo 1999;Richter & Cabrera
1998). Their approach was based on separating the coordination information stored in
the document, from the actual document data. As a result, the document carries its
semantics within it, which can be read by middleware designed for that purpose. This
middleware will read this semantic information and convert it to actions on the fly

(without the need to open the file).

Their prototype project Placeless Document System explored the new features they
proposed (Dourish et al. 2000). At that point, the phrase Active Properties was used
to represent the semantic information stored inside the document by their middleware.
These active properties extended the uniform document properties and metadata to
represent not only structure but behaviour as well. This was followed by a paper which

took Placeless system case studies as an example (Dourish 2003).

Nam & Bae (2002) introduced a framework for processing active documents in the
business domain. In their terminology, an Active document is one that contains both
business rules and data. Their framework focused on combining business rules and
data for a web form on the client side, which then validates the business rules before
triggering any event on the database server side. However, their proposed framework
works on web forms with a DBMS back end, in particular Oracle. Moreover, they did

not mention any security aspects.

Abiteboul et al. (2009) used the words “active document” again but to capture user
interaction with Web 2.0 applications. They used the active document to add some

semantic to the information available on the web.

Neumann & Lenz (2010) introduced a content-oriented workflow system for the
medical care domain. They used the term “active document” to describe a software
agent that reflects the user role in displaying information proper to their level of access.
They adopted the same principle introduced by LaMarca et al. (1999), which mainly
focused on the difference between the content and coordination information to

facilitate easy use of their proposed workflow system The alpha-Flow. Todorova &
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Neumann (2011) introduced a project that made use of the active properties in the
previous alpha-Flow system, to build an auxiliary system that added more features to
the main system in a distributed environment. Although they introduced a new point
of view for the patient record in the medical domain, they failed to address the benefits
of their system for security. Aspects of confidentiality, privacy, access control and
integrity, are not covered in their system. Moreover, they tailored-built their system to

health domain requirements and it is not guaranteed to work in other domains.

The most recent and security-related concept of active document was introduced by
Munier et al. (2012). They proposed a new Enterprise Digital Right Management (E-
DRM) architecture to secure files being shared among various parties over the cloud
(main organisation and subcontractors or outsourcing entity). Data encapsulation was
used to store security-related information (access control, audit, and metadata) as well
as the Security Kernel, which is basically a piece of code to perform the security checks
and decisions (Munier et al. 2012). To read the document, the user needs to have a
licence explicitly describing their right to access the document and a Trusted Viewer.
The trusted viewer could be a lightweight viewer embedded inside the document itself,
or a heavy trusted viewer that uses the Application programming interface (API).
Another way to view the document content is to export the data in eXtensible Mark-up

Language (XML) to be displayed by any regular XML viewer.

Whichever way the document is viewed, the security kernel will accept or reject the
user access, collecting and attaching metadata to the action, and finally calculating new
data during the action. The document then stores the new data and waits to connect to
a server, specialised for synchronisation purposes, to synchronise the new data

(Munier et al. 2012).

Finally, the architecture tries to bind the management and security to one solution.
While this binding works in the example provided, it may not work as a general
solution. The collaboration part of the binding needs a server to synchronise the data
between different versions of the document. This adds more vulnerability to the

proposed system by bringing in cloud computing issues and communication threats.

Munier et al. (2014) used the same idea but this time emphasised the role of metadata.
Each document contains metadata about the author, date, reviews, notes, and other

editorial information. They make use of these metadata to automate the security and
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collaborative editing in their model. Nevertheless, some of the information they extract

from the metadata (for example geo-tagging information) could violate user privacy.

2.8 Summary

The literature review can be summarised into these points.

1.  Thereis ongoing interest in making the document intelligent and as a result more
interactive. But there is no agreed body of work in this regard, in any field
(security, management and cooperative work, etc.).

2.  Until 2012, the focus was to make use of active documents to facilitate easier
workflow systems, without paying attention to security.

3. The only research that studied active document from a security prospective is
Munier et al. (2012), but their approach is arguable in many respects.

4. There is always a worry about the user’s and the organization’s privacy. It is hard
to draw a line between the information that the system needs to reveal and what

is considered private data (Choi et al. 2013, p.128).
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The previous chapter concluded that the active document concept has gained attention
from both practical and theoretical researchers, but that security has hardly been

covered at all and certainly inadequately.

The most recent security-related research was conducted by Munier et al. (2012),
whose architecture is arguable in several points. Starting with the document viewing
mechanism, the architecture proposes a lightweight embedded trusted viewer, which
seems to be an agent more than a viewer, and this agent may face some security threats.
In its turn, the heavyweight viewer uses the API to communicate with the security
kernel, which may contain security errors. The XML export option is not viable since
the XML does not provide enough security measures to protect the confidentiality or

the integrity of the data (Sun, Ramachandran, et al. 2017).

Another point is the licence file security, and the mechanism by which it is exchanged.
The licence file was encrypted with PKI and could be broken if the outsourced entity
did not have enough security awareness. The proposed architecture suggests that all
the security-related information (access control information) is stored in the license
file, which is basically an encrypted XML file. This makes the licence file the main
target for an attacker since it may be the weakest link and is vulnerable (Wang et al.

2016).

A Tamper-Proof Document framework is proposed, based on the concepts mentioned
in the literature. The framework novelty comes from the unique way of combining
these concepts and utilising them in the security field. It derives from another

conceptual frameworks like Chang et al. (2016).

Tampering with a document happens when an unauthorised access or modification is
performed on the document. To prevent any tampering, the framework collaborates
with the document itself. Using the active document concept facilitates collaboration.

To defend the document against that tampering, the DRM/IRM concept is used.

3.1  Background theory

The Tamper-Proof framework comprises the concepts Active Document and
Information Rights Management. The Active Document concept was first mentioned

by Quint & Vatton (1994), who defined it as the “result of a combination of some
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specific features in documents and some mechanisms in a document manipulation

system”.

By opening new possibilities, this concept makes the metadata of the document more
useful, and hence it can change the behaviour of the presentation software. These new
possibilities were used in the “Placeless Document” project, for collaborative document
editing management (Dourish et al. 2000). The framework proposed here injects some
pieces of information and programming code into the document file. The injected
document will have the ability to provide more information without being opened, as

well the capacity to perform simple tasks.

Digital/Information Rights Management provides continuous security for the
document inside its wrapper. The wrapper usually replaces the actual document
presentation software in order to control the operations performed on the document
(copy, past, cut, delete and print). Moreover, it used to provide a secure channel for
authenticating its users and enforcing the organisation’s security policy, even outside
the organization’s firewall. The framework aims to convert each machine on which it is
installed as a wrapper for the document, whether inside or outside the organisation
(Chang et al. 2013). This facilitates the identification of each machine and user inside
the organisation, and the privileges of that user or machine. The framework aims to
integrate seamlessly with the existing presentation software, which interface the user
is familiar with, to monitor the operations being performed by the user on that
document. By doing so, the framework will enforce the security policy of the

organisation with less effort and better granularity (Chang & Ramachandran 2016).

3.2 Initial framework functions

The proposed framework has three main components in order to perform correctly:
presentation software integration module, operating system integration module, and
document black box module. These components are expected to execute a group of
functions that in total represent the main features of the framework. These functions

are divided into document-side functions and system-side functions.

Document-side functions (Active Properties) focus on the following aspects: maintain
extended metadata, environment detection, and document destruction. These
functions are performed by the document black box module. System-side functions are

mainly security and validation functions. Security functions are represented by

28



Chapter 3: Tamper-Proof Document Proposal

producing the document identifier number, the machine identification number,
injecting active properties into the document, encryption and decryption document
content, and control presentation software operations (Anwar, Inayat, et al. 2017).
These functions are performed by both the presentation integration module and the
operating system integration module. Validation functions are those that are
responsible for enforcing the security policy on the document use, and are: testing the
integrity of the active properties within the document, maintaining information about
collaboration requirements, and monitoring the operating system file operations
(delete, copy and cut). These functions are performed completely by the operating

system integration module. Figure 4 shows a detailed view of the framework.

Active Document functions System functions \

Document content

Security functions

* Control software operations
* Document identifier number
* Injecting active properties

Security functions
* Encrypt/decrypt document content
* Machine identification number

Active properties

* Extended meta data

* Environment detection
* Document destroying

Validation functions

* Integrity of the active properties

* Maintain collaboration information
* Monitor OS file operations

N

Figure 4 Detailed view of the Tamper-Proof framework

3.3 Initial framework components

Another concept adopted by the framework is the D/IRM. It provides continued
security for the document inside its wrapper. The wrapper is used to replace the actual
document presentation software, in order to control the operations performed on the
document (copy, past, cut, delete and print). Moreover, it provides secure channels to
authenticate the users and enforce the organisation’s security policy, even outside the

organization firewall. The framework aims to use each machine on which it is installed,
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whether inside or outside the organisation, as a wrapper for the document. This
facilitates the identification of each machine and user inside the organisation, and the
privileges of that user or machine. The framework aims to integrate seamlessly with
existing presentation software, whose interface the user is familiar with, to monitor the
operation to be performed by the user on that document. By doing this, the framework
will enforce the security policy of the organisation with less effort and better
granularity. The proposed framework has three main components in order to perform
correctly: presentation software integration module, operating system integration
module, and document black box module. These components are expected to execute
a group of functions that in total represent the main features of the framework. These

are mainly divided into document-side functions and system-side functions.

1. The Document black-box module is responsible for providing Document-side
functions (Active Properties). These functions mainly focus on the following
aspects: maintaining extended metadata, environment detection, and document
destruction.

2. The Presentation software integration module performs system-side
functions that are mainly security and validation functions. These functions are:
producing document identifier numbers, injecting active properties inside the
document, and controlling presentation software operations (Anwar, Mohamad
Zain, et al. 2017).

3. The Operating system integration module performs security and validation
functions. Validation functions are those responsible for enforcing security policies
on document usage (Sun, Liao, et al. 2017). These functions are: testing the integrity
of the active properties inside the document, maintaining information about
collaboration requirements, and monitoring the operating system file operations
(delete, copy, and cut). The security functions are mainly machine identification

numbers and encryption and decryption of document content.

3.4 Document access scenarios

The proposed framework uses these concepts to enable the document itself to have the
functional ability to perform simple detection and irreversible tasks. The detection task
is to examine the surrounding environment to check whether it has the framework
installed or not. These capabilities along, with other information, are embedded in the

document when it is created, or edited inside an environment that has the framework.
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There are several use cases where there is a need for this framework, as explained

below.

First case: standalone or self-standing documents. Large organizations and
governments invest in the securing of documents within their networks, and transfer
them between remote sites using PKI. In some instances, the documents are sent to
insecure computers, basically for a user who is not allowed to view the document. The
objective is to facilitate the securing of a document when it is sent from a secure

network to another site regardless of the security level of the recipient.

Second case: domain independent file authorities. Most organizations use the common
office document (Word document, Excel spreadsheet, PowerPoint presentation and
PDF). These documents are presented in the same way whatever the organization
domain, using one of the well-known presentation programs (Microsoft Office, Open
Office, iWork, or LibreOffice), while the security and management of the document is
actually different. The objective is to find a solution that integrates with existing

presentation software and is domain independent.

Third case: the trade-off between the security and availability of the document. The
cost of leaked information is increasing dramatically. Even with the latest expensive
technology implemented inside the organisation, information leakage still exists when
the organisation wants to share its information with other organisations. What if the
second organisation depends on the first to provide it with security mechanisms? This
may limit the availability of the shared document but does mitigate information

leakage.

When a document is transferred to another environment there are two main scenarios.
In the first scenario, if the environment does not have the framework then the file
performs the simple irreversible task (alteration of document characters or displacing
document layers). In the second scenario, if the environment has the framework, the
latter will use some information implanted in the file to automatically enforce the
organisation’s security policy, while the document need do nothing. Figure 5 shows a

flow of the expected scenarios.
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Figure 5 Document access scenarios when using the proposed framewor
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Chapter 4: Research methodology

This chapter explores the main methods used to conduct research on security
system verification. These methods are the ways that are used to collect and
analyse data. There are three main methods used in this field; qualitative,
quantitative and mixed methods. These methods are explained, and the mixed
method was chosen for the reasons provided in the context. The complete
methodology to tackle issues in securing documents in shared environments is

shown in Figure 6.

Research the literature
for document security

Proposing a framework
to secure document
outside an organisation
boundaries

Using qualitative methods Modified framework with
(interviews) to verify the the verified components
framework components using the expert interviews

Following up an unfinished
research about Active

solutions for shared e —

documents

S

Using quantitative
methods (survey) to
confirm the
modified framework

Formal conceptual model

of the framework which Using Event-B to verify the Bl sem= el

model of the confirmed
framework

5 4

behavioural event-based Confirmed framework with
modelling compenents and functions

is formally verified and model
ready for implementation

Figure 6: The methodology used in this research to answer the research questions

4.1 Research methods

There are many ways to conduct research verification. This section shows a list of

the most used methods:

4.1.1 Quantitative Methods

Quantitative research is based on collecting and analysing data that can be
represented in numbers. This research method is used when there is a developed

theory that needs to be confirmed (Recker 2013).
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Quantitative methods use questionnaires as a main approach to gather the
required data. A questionnaire consists of a set of questions for gathering
participants’ responses in a pre-designed and standardised manner. Demographic
data and users’ opinions are the main data that is gathered using questionnaires.
Their main advantage is that they can effortlessly be circulated to a large number

of respondents (Preece et al. 2002).

Questionnaire responses can be structured or unstructured. Structured responses
are easier to capture and analyse. There are five formats for structured responses
(Bhattacherjee 2012):

1. Dichotomous response: choosing from two possible responses
Nominal response: choosing from more than two unordered responses
Ordinal response: choosing from more than two ordered responses

Interval-level response: choosing from a 5-point or 7-point scale

U

Continuous response: usually a blank space for the respondent to fill

Two different techniques are used for analysing quantitative data (Bhattacherjee
2012): descriptive analysis, where statistics are used to describe, combine and
present the concepts of interest or show the relationships between these concepts,
and inferential analysis, where statistics are used to test a hypothesis. Software

tools such as SPSS can aid in this analysis.

In quantitative studies it is important to recruit a sample that statistically
represents the population in order to generalise the findings (King & Horrocks
2010). This type of sampling is called random sampling, where participants are

chosen randomly from a wider population (Recker 2013).

4.1.2 Qualitative Methods

Qualitative research methods involve collecting, analysing and interpreting data
that cannot usually be shown in the form of numbers. They provide in depth
understanding of a problem or situation. Hence, they are useful for exploratory
research where a phenomenon is not well researched or is still developing (Recker

2013).

There are four main types of qualitative methods: observation, interviews,

documents and audio-visual materials (Creswell 2007). The most commonly used
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method is interviews. Interviews are described as “a conversation with a purpose”

(Preece et al. 2002).

Interviews are categorised as: open-ended/unstructured, structured and semi-
structured, depending on the amount of control the interviewer holds over the
interview (Preece et al. 2002). The interviewer imposes control by determining a
fixed set of questions prior to the interview. Another categorisation for interviews
is based on the number of participants. They can be one-to-one or group
interviews. Each of these categories has its benefits (Preece et al. 2002):

e Unstructured interviews: usually produce rich data since the interviewees
are given the opportunity to mention things that the interviewer may not
have considered.

e Structured interviews: are easier to analyse because the study is
standardized. The same questions are given to each participant with a
specific set of answers.

e Semi-structured interviews: use both closed and open questions and share
features with structured and unstructured interviews.

e TFocus groups or group interviews: allow diverse or delicate issues to be

raised and usually involve between three and ten people.

In qualitative research, a large amount of data is produced and it is not always
clear what parts of the data are relevant to the study. The most popular technique
for analysing qualitative data is coding (Recker 2013; Creswell 2007). Coding is a
way of categorising chunks of data by assigning labels or meaning to them. Data is
usually organised around the core ideas or themes found in the study. These codes
may be determined prior to data collection, or they may develop as the researcher
is exposed to the data and broadens his perspective (Preece et al. 2002). Tools

such as NVivo may be used to help researchers analyse and keep track of the data.

Due to the detailed and intense work required in qualitative research, it is
necessary to limit sample size (Anderson 2010); sample size is not decided based
on mathematical calculations. The most important factor for sampling in
quantitative studies is to recruit a diverse sample that is able to enlighten the
research topic (King & Horrocks 2010). This is called purposive sampling, where
participants are chosen because they possess certain properties or expertise

(Recker 2013).
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4.1.3 Mixed Methods

As a response to the criticisms faced by qualitative or quantitative methods, a
growing number of researchers are conducting mixed methods studies which
explicitly combine both approaches (Recker 2013). Moreover, since qualitative
methods are hard to generalise to a larger population (Recker 2013), quantitative
methods can be used to confirm the findings and generalise them. Also, collecting
different types of data from different sources by different methods helps develop a
clearer picture of the problem being studied (Kaplan & Duchon 1988).

There are five major justifications for using mixed methods (Johnson &
Onwuegbuzie 2004):
e Triangulation: where the findings of the study will be confirmed by using
different methods to study the same problem
e Complementary: where the findings from one method will be used to
elaborate and clarify the findings from the other method
e Initiation: where different methods are used to attempt to discover
contradictions that will lead to reshaping the research questions
e Development: where the findings from one method will be used to inform
the other methods
e Expansion: where different methods will be used to study different

problems to expand the scope of the research

Triangulation refers to using two or more methods to investigate a problem. It may
be used for three different purposes: to validate the findings of a study, to
generalise the findings, and to get a better understanding of an issue (Barron
2006). Jick (1979) suggests that the use of multiple methods has the potential to
reveal “unique variance” which may have been overlooked when applying a single
method. Triangulation has four main forms (Barron 2006):

e Data triangulation: involves collecting data from different sources or people
at different times.

e Investigator triangulation: involves the data being collected and analysed by
different investigators or researchers to mitigate the subjective impacts of
individual investigators.

e Theoretical triangulation: involves approaching data from different

theoretical perspectives.
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e Methodological triangulation: involves using different methods to collect

and analyse the same data to compare the findings.

4.2 Research Methods Applied in This Research

This preliminary study applies a mixed methods approach to explore the effect of
the proposed components for the framework. The mixed methods approach was
chosen to strengthen the results of the study by validating the findings through
triangulation (Kaplan & Duchon 1988). In the next section, a description is given

of how the triangulation was performed and of the individual methods applied.

4.2.1 Triangulation

In order to refine and confirm the factors influencing the document protecting
outside its organisation firewall, a methodological triangulation was performed. It
involved combining and comparing data discovered from a detailed literature
review, an expert review and a questionnaire survey (See Figure 7). The
triangulation was performed in three stages, since each method should be applied

independently (Jupp 2006). The results from each stage were then compared.

Expert
review

Literature
review

Confirmed
framework

Figure 7: Mixed methodology using Triangulation to review and confirm the

proposed framework
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4.2.2 Methodology process steps

For the first stage, a thorough research review on related literature was conducted
in order to initially propose the framework components. After that, interviews
were conducted with experts to review the framework components, in order to
improve the framework by adding, deleting or modifying the components. These
improvements are described in detail later in the next chapters. Finally, an online

survey was conducted to confirm the modified framework.

4.2.3 Expert Review

Interviews were used to conduct an exploratory and confirmation study, since
there are some solutions that solve a part of the problem, and to discuss the
proposed framework. The interview research method was chosen because it

enables in-depth discussions and explorations.

The initial framework proposed from the literature review was reviewed by
interviewing experts working in the cyber security field in the four suggested
domains (Government, Healthcare, Academia, and Business). Experts were chosen
for interview at this exploratory stage since the findings from a sample of experts
have more credibility than findings from a sample that includes non-experts

(Bhattacherjee 2012).

Qualitative studies usually depend on non-probability sampling where participants
are chosen based on non-random criteria (Bhattacherjee 2012). In expert
sampling, participants are chosen based on their knowledge in the area being
studied (Bhattacherjee 2012). In this type of sampling, size depends on saturation
(Guest et al. 2006). Saturation is reached when no new knowledge can be gleaned.

Guest et al. (2006) suggest that saturation is usually reached by twelve interviews.

For the purpose of this review, sixteen cyber security experts were interviewed. A
person is considered an expert if they have at least five years’ experience of

working on cyber security field within a particular domain.

The expert review was based on conducting semi-structured interviews with
sixteen cyber security experts from four domains in the UK and Iraq. These experts
were from government, healthcare, education and business domains. The
interviews were conducted face-to-face, over the phone and online, based on the

availability and location of each expert.
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In the online interviews, the experts were asked to answer the questions and
approached again for clarification when necessary. The two main objectives of
these interviews were:

e To review the factors identified from the literature review conducted
previously in order to improve the framework (by adding, deleting and
modifying components).

e To identify additional factors that are unique to the domain or culture that

may have been overlooked previously in the literature.

The semi-structured interviews included both closed and open questions. The
closed questions were concerned with getting the experts’ opinions on the factors
in the proposed framework. The experts were also allowed to comment on these
proposed factors. The open questions had the objective of identifying further
factors from the experts that had not been identified in the desk-based study.

The interview questions were pre-tested on two fellow researchers at the
University of Southampton. Based on this pre-test, it was decided that rather than
showing respondents a diagram of the framework and asking their opinion, the
respondents would be asked their opinion on each individual framework

component and allowed to make further comments.

Prior to conducting the interviews, ethical approval was sought and obtained from
the University of Southampton’s ethics committee. The reference for the ethics
approval is ERGO/FoPSE/13224.

4.2.4 Expert review questions design

The interview questions were designed to confirm the importance of each
component of the framework. The questions were divided into three main parts;
first: demographic and experience, second: general questions about security
features and technologies used, third: confirming and exploring framework
components. Answering these questions facilitate capturing the experts’ knowledge
about securing documents in different domains. This knowledge would help to
confirm and modify the proposed framework components, ultimately, answering

the research question:
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What is an applicable framework for securing documents when they go

beyond an organisation firewall?

These interviews help to answer two of the sub-questions of the main research
question above, which are:

1. What are the security issues in documents used across different domains?

2. What are the security mechanisms that facilitate secure document sharing

in a collaborative environment between two organisations?
The actual questions used in the interview are as follows:

First: Demographic questions:
1.  What is your organisation domain?
2. Which of these roles fits your fits your job description?

3. How long have you been working in Cyber Security?

Second: General questions about security features and technologies used:

1.  From your experience working on cyber security, what are the current
security mechanisms that you are aware of? Mechanisms that are used to
secure a document in an organisation?

2.  From your experience working on cyber security, can you talk about the
vulnerable and most frequent issues facing document security in an
organisation that you have worked in or conjunction with to solve these
issues?

3. From your experience working on cyber security, could you describe in
detail the mechanisms or solutions that organisations use to secure

documents outside their network firewall?
Third: confirming and exploring framework components:

The research so far proposes a framework with set of components, can you please
confirm and elaborate on each of these components:
1. Inyour opinion, what is considered as human negligence in document
leakage?
2.  From your experience, are you aware of human negligence that commonly
occurs in your domain?
3. From the previous question on human negligence, in your domain, what

do writes in its IT security policy to prevent or mitigate human
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negligence? In other words, if you were asked to write a policy/
recommendation, what would it be?

4. In your opinion, does your domain normally share documents with third
party services?

a. What is the security level of these shared documents?

5. In your opinion, what is the dependency level of your domain on third
party services?

6. In your opinion, what are the common mechanisms that used in your
domain to ensure safe use of documents at the third parties’
infrastructure that reflects these documents’ security level?

7. Can you tell me about current legalization policy that you aware of
regarding authorizing and verifying document integrity?

8. Can you tell me about what are the most vulnerable and frequent
challenges facing this policy implementation?

9. Now, (showing a diagram of the proposed framework and a list of
components with brief descriptions about each one), can you please state

your confirmation of these components functionality as described.

4.2.5 Survey

Questionnaires were chosen to confirm the updated framework resulting from the
expert reviews. This approach was chosen for its ability to confirm and quantify the
findings from quantitative research (Recker 2013). This approach is favourable
because it is an established method for capturing unobservable data such as
participants’ opinions, can be used to capture data about a large population that
cannot be observed directly, and allows respondents to respond at their own

convenience (Bhattacherjee 2012).

In qualitative research, random sampling is employed which allows the findings of
the study to be generalized to the population (Bhattacherjee 2012). Calculating
random sample sizes is usually estimated mathematically based on preselected

parameters (Guest et al. 2006).

In this study, G* Power software (Faul et al. 2009) was used to calculate the
minimum sample size. The calculation was performed for a t-test to find the
difference between a mean and constant. See Figure 8, from this calculation it was

determined that the minimum sample size was 15.
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Figure 8: G*power Calculation for sample size

4.2.6 Survey questions design

The questionnaire is divided into two main parts. The first part asks a couple of
nominal questions about the respondents’ organisation type, demographic data,
and experience to confirm their eligibility for this study. The second part was
constructed using a five point Likert-type scale (Bhattacherjee 2012) with the
following ratings: strongly agree = 5; agree = 4; neutral = 3; disagree = 2 and
strongly disagree = 1. The purpose of the questions in this part is to confirm the
proposed framework components to secure documents outside an organisation
firewall. The University of Southampton’s iSurvey application was used to generate
the online survey. Prior to administering the online questionnaire, it was pre-

tested by two computer science researchers at the University of Southampton.

This survey was performed by administering an online questionnaire to confirm
the factors in the updated framework resulting from the expert review. Ninety
participants complete the survey. These participants were reached via security
groups in academia, business and healthcare. It was decided to administer the

questionnaire online as this method is convenient for respondents. Respondents
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were approached by email or via social media (LinkedIn) and asked to complete

the online questionnaire.

Ethical approval was obtained from the University of Southampton’s ethics

committee. The reference for the ethics approval is ERGO/FoPSE/13224.

4.2.7 Data analysis procedure

There were two main analyses in this research for the collected data. The first was
the theme-based analysis (thematic analysis) for the experts interview, which is
usually used with qualitative methods (Boyatzis 1998). The second analysis
method was statistical methods to confirm the modified framework components

through sampling the population.

Thematic analysis was used to identify, analyse and report the themes within the
collected raw data. The themes reflect outlines that exist within the collected data,
and the outlines describing the occurrence. Therefore, thematic analysis is a
method of organising and describing raw data in a manner that helps researchers
identify important things to define in detail about their research questions (Braun
& Clarke 2006).

For the qualitative data analysis, the raw data needs to be split into themes, and
NVivo software was used for that purpose. Each participant was given a node, and
each node had its own characteristics that reflect the demographic information.

After that, data from the transcripts were assigned to related codes for each node.

For the survey analysis, a statistical error calculation method was used. Two types
of errors are considered when calculating the minimum acceptable sample size
(Bhattacherjee 2012); Type 1 (a) errors occur when rejecting a true null hypothesis
and Type 2 (B) errors occur when a false null hypothesis is not rejected. The
likelihood of these errors occurring can be reduced by increasing the sample size
(Bhattacherjee 2012). By convention, a is set to 0.05 for a 95% confidence interval
and (1-B) is set to 0.9 for 10% of missing an association (Bhattacherjee 2012).
Another parameter considered is effect size, which refers to the magnitude of the
association between the predictor and outcome variables. Cohen (1988) defines
three different effect sizes: small (d=0.2), medium (d=0.5) and large (d=0.8). In
exploratory studies, the effect size is usually set at large (Cohen 1988).
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4.2.8 Modelling the framework using formal methods

The triangulation used in this methodology resulted in confirmed components and
functionality. The final part of the methodology was to step forward in
implementing the framework. The implementation could be just for a proof of
concept; however, any implementation is out of this research’s scope. To specify
the confirmed functionality in more detail, formal method modelling will be used.
Formal methods are branch of mathematics that emerged to help design, analyse
and validate software to be error-free and robust (Butler et al. 2004). Formal
methods are based on fundamental mathematic concepts like sets and functions.

This enables them to analyse each property of the software model.

The behavioural perspective modelling was used to model the dynamic behaviour
response of the framework. Behavioural modelling has two main approaches; data-
driven modelling and events-driven modelling (Kellner 1988). Events-driven
modelling is commonly used to model events stimulated (triggered) that required
the system to respond. In some cases, events have data associated with it. This
modelling considers any events, regardless of whether they were internal or
external events (Said et al. 2009). However, it assumes that the system has
number of defined stages (states) and the events transfer the system from one state
to another (Harel 1988). This type of behavioural modelling is the most suitable

for our framework.

Formal Conceptual Modelling is a general approach to model real world systems
beyond software functions. This approach uses human knowledge to make
abstractions and refinements of a system (Vliet 2007). This approach is used in
this research, and the Event-B formal method was chosen to model the proposed

framework.

4.3 Summary

This chapter highlighted the research methods used in this study and the rationale
behind these choices. A mixed method approach was used to review and confirm
the proposed framework for securing documents outside the organisation firewall.
This approach utilized a methodological triangulation of expert reviews and a

questionnaire survey. The expert review was based on conducting semi-structured
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interviews with sixteen cyber security experts from the four investigated domains
(government, healthcare, education, and business). The findings from these
reviews were used to develop the initial framework. An online survey was created;
113 cyber security professionals responded to the online survey but only 90 cases

were valid. The results were used to confirm the reviewed framework.
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Chapter 5: Findings and Discussion

There are previous studies and some solutions to secure a document when it leaves
the originating organisation firewall. However, many issues and challenges are
presented through the literature facing current solutions, as mentioned in section
2.4.6. This study consisted of an expert review to evaluate and identify framework
components and a survey to confirm the identified components. In this chapter,
the results from both the expert review and the survey are presented and

discussed.

5.1 Findings from Expert Review

The expert review was conducted with sixteen experts in total. These experts had
at least five years’ experience in working on IT projects within one or more of the
suggested domains. They were approached with an email containing an overview
about the framework, the aim of the interviews and a consent form. The purpose of
the expert review was to review the factors and components identified from
literature and to identify further factors if there were any. A saturation point was
reached from the tenth interview; after that, no new information were added, and
the remaining interviews were only to confirm the findings. The reviews were
constructed in the form of semi-structured interviews that the researcher obtained
permission to record. There were twenty questions classified in four main
categories (general questions, factors affecting document security, and framework
components). The gathered answers were grouped and analysed as described in

the next sections.

5.1.1 General questions

They are five general questions which work as references and an introduction.
These questions aim to provide validation that the experts were selected randomly
and match the experience criteria. These sixteen experts were divided as showed in
Table 2. The interviews were anonymised and kept in a secure computer at the
university. The experts’ identity was kept anonymous by using codes as an

alternative to names, as shown in Table 3.
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Table 2: Expert distribution

Domain UK Iraq Total
Local Government | 2 2 4
Healthcare 2 2 4

Higher Education |2 2 4

Business 2 2 4

Totals 8 8 16

Table 3: Expert Overview

Expert code | domain country Job title

A Healthcare UK Project Manager

B Healthcare UK IT Manager

C Healthcare IQ IT Department Manager
D Healthcare IQ System Administrator

E Education UK IT Manager

F Education UK IT Manager

G Education IQ System Administrator

H Education 1Q Computer Centre Manager
I Business UK IT Manager

J Business UK IT Manager

K Business IQ System Administrator

L Business IQ System Administrator
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M Government UK ICT Team Manager

N Government UK IT Manager

O Government IQ System Administrator
P Government IQ System Administrator
5.1.2 Framework components

In this section, all the interviews were interesting and positively arguable. All the
experts confirmed that the proposed framework has the right components, but
there were some characteristics (methods) which were the centre of the debate.

These characteristics are listed below:

1.  What type of encryption will be used?

a. Answer: this is not determined yet. It will be determined in the first
step of the future work.

2.  The ability of the file to auto run once it is copied or downloaded at the
receiver machine.

a. Answer: the file will check the environment once the user tries to
open it, not the moment it lands at the receiver computer.

3.  What if the body of the document that contains the actual information is
copied using bit-by-bit operations from DOS or Linux and the attacker
has many tries to crack it?

a. Answer: the document body is useless by its own, because it is part of
the original body and the remaining parts are provided by the
framework.

4. What is the security measure for communication channels when sharing a
document via email or online.

a. Answer: channel security is outside the scope of my research.

However, the document itself is not useful without the framework.

On the other hand, the experts suggested some new ideas and proposed
replacements for some components. They were really interested by the concept of
keeping the same software, as there is no need to train the end users. Ten of the
experts, including seven from the UK, were focusing on training cost and time.

Expert I said:
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“In real life, no business can effort throw a massive amount of money and
hundreds of training hours away just because another software provides

one more security feature”.

They suggested using the cloud and the Security Assertion Mark-up Language
(SAML) as delivery mechanisms to share and force security policies. SAML is an
Extensible Mark-up Language (XML) based data format used to exchange
authorisation and authentication. Moreover, the XML signature may be used to
verify the SAML source and the data integrity. Some of them suggest using
Attribute Based Access Control System (XACML) to provide more granularity to

user access rights.

The result of the feedback from the expert interviews were reflected on the initial
framework design and described in section 3.2.4 the modified framework. Most of
the discussion with the experts was about technologies and mechanisms that may
be used in the framework and which are better. There were good remarks and
points made in the discussion, but they were more useful at the implementation

level rather than the level this research is at.

5.1.3 Summary of the finding from the expert interviews

From the literature in Chapter 2, three main factors were identified. These factors
were human negligence, legalisation, and cross-domain sharing. In the second
section of the interview, the experts were asked to state their opinion about these

factors. The first question was:

“In your experience, what do you think about these factors identified by the

literature?

They all confirmed these factors as main and have “precise” ones. While this is the
case, all of them were hesitant (cautious and thoughtful) about the legalisation
factor. The UK experts were cautious about different legislations for different

domains and countries. They referred to it as “private policy”, with Expert A

saying:

“Policy makers and administration interference prevent applying a unified

legal framework”.
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Meanwhile, Iraqi experts were hesitant to consider it as a factor for document

security, but more as an implementation hindrance. Expert O said:
“Our legal system is not ready to handle such a new conflict”
Moreover, Expert P said:

“The parliament had passed very broad guidelines three years ago; they
were so broad no directorate could decide how to apply regulations that

make them feel safe when using digital documents”.

Legalisation is more about the will to secure electronic document and the ability to
validate this security across different domains, and this was not always hindered
by technology. Thus, the legalisation factor was removed from the proposed

framework focus.
The next question was:

“Depending on your experience, what do you think was overlooked by the

literature review?”
Expert B said:

“Cost is an essential factor to consider when you’re proposing a new
solution. When the cost is high, we start looking for big players in this
industry like MS or Adobe”.

Meanwhile, Expert F focused on upgrading and changing the ecosystem used by

the user, commenting:
“Upgrading a system is not an easy and cheap process.”

The findings from the expert reviews were very encouraging in term of agreeing
with the identified issues with secure document sharing. However, it was difficult
to pass by the technical details for each component. Each expert speaks for its
domain requirements and challenges; they wanted to know which technology used
where. This led us to our next point, which is the technology combination to

provide more security. Expert M said:

“When the DES threatened, they used triple DES or 3DES to encrypt their
hard disks”.
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Expert K said,

“From my experience, using a trusted computing environment with DRM

reduces document leakage risk almost to none”.

However, most of the experts usually end their sentences with how costly it is to do

that, and to what extent the other party will be convinced to spend for that matter.
Another essential point made by Expert H was:

“Integrating your solution with the existing office suite will directly reduce

capital invested in staff training significantly”.

This referred to how much it costs an organisation to train its staff to use new
software. The remaining questions were about the framework components, as

discussed in the next section.

5.2 The modified framework

The initial framework concept and components were discussed with fourteen
security experts. These discussions were carried out as a part of the interviews to
confirm the research findings. As a result of these discussions, a refined version of
the framework emerged. This refined version is still called the Tamper-Proof
Framework (TPF). The following paragraphs describe the framework structure and

main components modifications.
The main concepts behind TPF remain the same, which are:

. Providing a means to extend Organisation A’s security policy to be
applicable on Organisation B.
e The document produced in this framework is useless outside the

framework environment.

The TPF is composed from two main parts: Active Document and System
Functions. Active Document is a document that has active security properties
created in a machine that has TPF installed. System Functions are secure
background services in the operating system which monitor some system calls and
translate the active properties into security rules. The TPF will depend on the

cloud to provide secure customisation and delivery channels, as shown in Figure 9.
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Figure 9: The Cloud as customisation and delivery channels

5.2.1 Framework Components

New terms were used in the modified TPF. All the terms used in the TPF context

are explained in this paragraph:

e Active Properties: features inserted inside a document that can be
read by another piece of software designed for that.

e  Active Document: a document that has active properties. These
active properties are implanted by the Framework files. The Active
Document is composed from two main parts: Public Information

and Secret Information.

. Public Information (Pre-Processing information): plain text Default Security
Policy and Active Properties that help the System Functions to detect and
authenticate the document’s origin. This security policy is used by the System

Functions to check for the initial security requirements.

. Secret Information (Post-Processing information): encrypted data containing

security parameters. These parameters are:

e Access control policy: the required user authentication
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e Context parameters: when, where, what and who is authorised to open this
document.

e Verification code: for the active information in the Public Information. It is
a hash value for the Public Information.

e Security Mechanism Parameters: contains technical information about the
encryption technique, content verification, and retention policy. This
technical information is for the Actual Encrypted Data processing.

e Actual Encrypted Data: part of or all of the actual data of the document.
This data is encrypted for the second time and can be only accessed if all the

validations are passed.

. Framework Files: customised version of the TPF distributed in an executable
format and works as a background service. It integrates with the operating system
and the presentation software (Microsoft Office, PDF Reader) to monitor and
control their activities. In addition, it has special functions called System

Functions that perform security operations (encrypting, decrypting, and hashing).

. Presentation software: the default programs that are used to view the
documents. This presentation software could be Microsoft Word, Adobe PDF

Reader or Open Office.

5.2.2 Framework Usage Scenarios

The expected scenario is that Organisation A logs in to the cloud service to
customise its own version of the TPF Framework Files to reflex its security policy.
A trusted third party could provide the cloud service, or it can be provided by
Organisation A itself. The interesting point here is the trust between the two
organisations is out of this research’s scope. Organisation A then shares the
download link for the customised Framework Files with Organisation B. When
both organisations install the Framework Files, they are ready to share documents

and extend their security policies.

The Active Document has two main components: Pre-Processing information and
Post-Processing information. Pre-Processing information is public information
that can be read by any operating system, but is interpreted differently on OS’s that
have the Framework Files installed. This information is used to authenticate the

document’s source and to set the minimum-security policy parameters at the
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destination machine. On the other hand, Post-Processing information is securely
encrypted using asymmetric key encryption. The content of this information

includes the following:

. Security parameters (access control, environment-monitoring level
and context).
e Active properties to verify the document’s content integrity.

. Part of or all the actual document content.

After the document is authenticated, the TPF will start to decrypt the Post-
Processing information to retrieve the remaining security policy parameters. The
System Functions will translate these parameters into security policy roles; in
other words, deploying Organisation A’s security policy. Finally, when all the
settings go through correctly, the remaining document content is downloaded from
the cloud. The cloud service could be provided by a third party or by Organisation
A. These steps are shown in more detail in Figure 5. The document retention policy

is also part of the Post-Processing information.

Cloud

Checks data authenticity
and sends session log
Downloads remaining
data packages
|

Active Document Content

[Public Information for pre-
processing:

1. meta data about the authoring
organisation and The organisation | Reads
allowed to use the document.

2. Default Security Policy

Secret Information for
processing and posl-processing: ‘ Reads

Framework Files Functions

Pre-processing functions:

1. check the public active properties of the file with the
cloud service.

2. Ensure that minimum security policy is implemented.

—I3. hash the public information of the document.

1. Access control parameters.

2. Context-aware parameters.
3. Aclive properties verification
information.

4. Security mechanisms parameters Reads

Processing functions:

1. decrypt the secret data to retrieve the security policy
parameter (access control, and context).

2. use active properties verification information to match it
with calculated public information hash.

3. determine encryption mechanism, hashing tree and if
the files compose of multi parts.

4. download the remaining parts of the Actual Encrypted
Data and start decrypting.

includes retention policy.

5. Actual Encrypted Data.

The document arrives to this machine
via any channel (email, ftp, USB etc.)

Figure 10: TPF document access scenario

Post-processing functions:

1. Apply file retention policy that extracted from the secret
information.

2. Create and send log of the recent session to the cloud.

Machine with Tamper-Proof framework
installed on it delivered via cloud

The TPF Framework Files are composed from two main components: Active

Document Readers and System Functions. Each component has two or more
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modules inside to perform as designed. However, technical details of these
modules are very specific, which will be useful in the implementation phase but
not for the purposes of this research. These details include, but are not limited to,
access control mechanisms and protocols, context information sensors,
encryptions algorithms, key exchange mechanisms, reliability mechanisms, and

hashing functions. The overall framework structure is shown in Figure 11.

5.2.3 Overall system components

This section summarises the overall framework components and functions, and

the next section goes in detailed step of the framework workflow.

5.2.3.1  Active document

An active document is a document that has active security properties created in a
machine uses the proposed framework. These Active Properties are divided into
two main parts: Public Information and Secret Information. Public Information
(Pre-Processing information) is the plain text Default Security Policy and Active
Properties that help the System Functions to detect, authenticate, and check the
integrity of the document. The Default Security Policy is used by the System
Functions to check for the initial security requirements. Secret Information (Post-
Processing information) is encrypted data that contains security parameters. These

parameters are:

e Access control policy: the required user authentication information and
mechanisms.

e Context parameters: when, where and what for each user authorised to
open this document.

e Verification code: for the active information in the Public Information. It is
a hash value for the Public Information in the document.

e Security Mechanism Parameters: contains technical information about the
encryption technique, content verification, and retention policy. This
technical information is for the System Functions in order to decrypt Actual
Encrypted Data.

e Actual Encrypted Data: part of the actual data of the document. This data is
encrypted for the second time and can be only accessed if all the validations

from public information and verification code are passed.
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5.2.3.2 System Functions

The Framework Files are the actual files that contain programming code to
perform the System Functions. The authors assume that each enterprise will
customise the Framework Files to fit their security policy. The customisation
includes the access control policy, context parameters and default document
retention settings. Framework Files are customised executable files distributed by
the enterprise to work as a background services in a computer machine. They
integrate with the operating system and the presentation software (the default
program that is used to view the documents like Office suites, and PDF readers) to
monitor and control their activities. In addition, they have special functions called
System Functions that perform security operations (encrypting, decrypting, and

hashing).

System Functions are automated background services in the operating system
responsible for encryption/decryption, monitoring presentation software
operations and translating the active properties into security rules. The system

functions are divided into three main modules:

e Authentication Module: this module reads the public active properties of
the active document.

e Encryption / Decryption Module: this module decrypts the actual data
inside the active document.

e Logging/ tracking Module: this module logs all the operations done on the

document and sends it back to the certification authority.

5.2.3.3 Certification authority

As described in Section 2.5, a certification authority provides continuously updated
secure binding between the encryption keys and their authors (Zhou et al. 2002).
The certification authority (CA) provides secure download services in addition to
its default functions. This secure download service is the channel which the
enterprise uses to share its security policy requirements. The CA could belong the
enterprise itself or be provided by a third party. The trust issues of CA are out of

the scope of this research. The workflow of CA is as follows:
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1.

The Enterprise A security officer submits their Framework Files to the CA
and choses what this Framework Files aimed for (e.g. are they for everyone

to download or for specific enterprises to share documents with?).

. The CA assigns a pair of keys (public and private) to encrypt the enterprise’s

Framework Files.

The keys are exchanged with Enterprise A. The CA then sends the owner a
sharable download link for the encrypted Framework Files.

Enterprise A sends that link with Enterprise B, which it aims to securely
share documents with.

Enterprise B downloads and installs the Framework Files on their
computers, and then they are ready to work on documents from Enterprise
A.

Once an Active Document sent to Enterprise B from Enterprise A, the
Framework Files will interpret its active properties and check for the
integrity of the document with the CA.

Then the document will be opened or discarded depending on the integrity
feedback from the CA. The integrity checking required to access to the
Public Information is part of the Active Document.

If the document integrity check was clear, the Framework Files will decrypt
the Secret Information part of the Active Document and then download the

remaining document parts on the computer.

. When the Active Document is in use, the Framework Files will monitor and

control its usage (saving in another name, printing, or screen printing).
When the user finishes using the document, the Framework Files will send

session information to the CA to track this document’s usage.

This workflow ensures the secure delivery of the Framework Files and the

remaining data for the document, and provides the ability to track users’ activities

on the document.

62



Chapter 5: Findings and Discussion

5.2.4 Overall framework workflow

This section covers the workflow of the confirmed framework components’
interactions, in steps. The section describes the process of sharing a document
securely between two organisations, where both organisations use Framework
Files within their computer systems. For this example, Organisation A will be
considered as the authoring organisation. However, all the organisations using the
same custom framework files will be able to author an active document that can be
shared among them securely. The workflow starts from Organisation A, as shown
in Figure 11. The numbered steps in Figure 11 are described in the list below, the

list numbering reflects the actual step number in the figure.

1. Organisation A sets its sharing and usage policy that they want to apply on
any document it shares with other organisations, including Organisation B.
Setting the sharing and usage policy will produce custom Framework Files.

2. This step is mainly about sharing the custom Framework Files that are
generated from the previous step. The proposed and confirmed sharing
channel is a cloud service. This step includes two sub steps:

a. Sharing the Framework Files to the cloud by Organisation A (the
authoring organisation).

b. Organisation B downloads the custom Framework Files from the
cloud service. There is no limitation on how many organisations can
download the Framework Files, unless the sharing and usage policy
says otherwise.

3. Organisation A creates an active document using their computer systems
that have the Framework Files. This active document will follow the security
settings in the sharing and usage policy in the Framework Files.
Organisation A can share this active document via any channel.

4. Once the active document at the receiving organisation it will be checked by
the Framework Files. The check will be performed on two stages:

a. Public information metadata checking: If the active file sharing
policy destined to this organisation then proceed to the next check.
Otherwise, the Framework Files use their own retention policy to
destroy the active document. To perform this check, the Framework

Files need to communicate with the certification authority.
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b. Secret information checking and processing: This information will be
processed only when the first stage is passed successfully, meaning
the active document is supposed to be opened in this organisation’s
computer systems. Then the Framework Files will use the Secret
information to download the remaining parts of the document from
the cloud using PKI.

5. This step focuses on verifying the Public and Secret information with the CA
and cloud. This verification includes two sub steps:

a. The first sub step is to verify the integrity of the Public information,
and then use this Public information to retrieve the decryption keys
for the Secret information in the next stage. If the Public information
did not pass, the active document will be discarded.

b. The second sub step is to download the remaining parts of the active
document’s secret data from the cloud using the keys obtained from
the previous step. The downloaded parts will complete the actual
document data. However, as the data will still be encrypted, the
Framework Files need to contact the CA for the second time to get
new keys for the full data decryptions. Part of the secret information
authentication requirements. If the document required more
authentication like online login or VPN connection in addition to the
operating system user authentication.

6. Now the active document data is ready to decrypt and be processed
according to the attached sharing and usage policy. This step is performed
by a black box, which contains different algorithms for cyphering and
deciphering the data as many times as required. Then it pipes the actual
active document data to the policy integration module.

7. This step is all about monitoring and controlling the environment in which
the active document is used. This step has three sub steps:

a. Monitoring the piping of the data from the black box module in plain
text format that is understandable by the default presentation
software in the computer system used.

b. Controlling the presentation software in which the active document
will be presented to the end user. The presentation software could be
the office suite, or a portable format viewer or editor. In this step, the

Framework Files control what the usage rights are on that active
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document for the specific user. All this is based on the sharing and

usage policy that is integrated with the active document.
c. Controlling the operating system functions; for example, which
programs have to be closed before opening the presentation software.
Another example is to disable system functions, like printing the

screen or using default software.

8. Each time the active document is decrypted and licenced correctly it is
considered as a session. The final step is to collect and send all logs of the
session to the cloud so that the authoring organisation can analyse and

audit the document usage.
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5.3 Result from the survey

The survey was designed to validate the modified framework components and
revalidate the literature findings. The survey was filled by ninety IT professionals
(which was validated by a couple of demographic questions). The survey questions
were designed to measure to what extent the IT community agreed with the TPF
components and findings. The results of the survey will be discussed in two main
parts: firstly, the confirmation of findings, and secondly, the confirmation of

framework components.

Table 4: Domain frequency for survey participants

Domain Frequency Percentage
Healthcare 15 16.7%
Education 34 37.8%
Business 14 15.6%
Government 18 20%

Other 9 10%
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Table 5: Survey responses for the identified issues

Issue Response No. of cases Percentage

Human negligence | Strongly Agree |25 27.8%
Agree 38 42.2%
Neutral 22 24.4%
Disagree 3 3.3%
Strongly 2 2.2%
Disagree

Different domains | Strongly Agree | 37 41.1%

Different security

. Agree 20 22.2%

policy
Neutral 16 17.8%
Disagree 17 18.9%
Strongly 0 0%
Disagree

Legislations Strongly Agree |18 20%
Agree 5 5.6%
Neutral 25 27.8%
Disagree 20 22.2%
Strongly 22 24.4%
Disagree

68




Chapter 5: Findings and Discussion

5.4 Discussion

The survey analysis gives a clear idea what the IT professionals were concerned
about. The total number of participants was 113, but only 90 of them actually
finished the survey, and therefore only their input is valid. The SPSS software was

used to perform the statistical analysis of the participants’ responses.

To verify the framework components, the participants were asked to answer direct
questions on a scale of 1-5, where 1 meant “Strongly disagree” and 5 meant

“Strongly agree”. Table 6 below shows the mean for one sample statistics.

Table 6: One-Sample Statistics for the components’ survey questions

Std. Std. Error
Component N Mean L
Deviation | Mean
Q1. Using Cloud or web application as
. 90 |3.82 1.128 119
distribution channel
Q2. Using System Function as black
) 90 3.82 1.128 119
box for security processes
Q3. Splitting the Security policy into
90 3.82 1.128 119
two parts
Q4. Include context information as
. . 90 3.79 1.117 118
part of the security policy
Q5. Store and upload session
) ) . 190 3.84 1.151 121
information for context-aware analysis
Q6. Using some error correction codes
as availability measure (like Erasure 90 |3.89 1.011 107
code)
Q7. Using multi-level of encryptions 90 3.89 1.011 107
Q8. Integrate the Framework Files
i o 90 3.89 1.011 .107
with the existing legacy software
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From Table 6 above, every component has a mean higher than 3, which means that
they are valid and statistically significant. It is worth mentioning that the mean
values for some questions were the same. This is due to having more participants

than the ideal number required.

If the 2-tailed value (significance value) in Table 7 is greater than 0.05, then the
choice is not significant. From Table 7, we find that all the questions are

significant.

Table 7 One-Sample Test with test value = 3

Questions |t df Sig. (2- | Mean 95% Confidence
tailed) | Difference | Interval of the
Difference
Lower Upper
Q1 6.918 89 <.001 822 .59 1.06
Q2 6.918 89 <.001 822 .59 1.06
Q3 6.918 89 <.001 .822 .59 1.06
Q4 6.702 89 <.001 .789 .55 1.02
Q5 6.963 89 <.001 .844 .60 1.09
Q6 8.345 89 <.001 .889 .68 1.10
Q7 8.345 89 <.001 .889 .68 1.10
Q8 8.345 89 <.001 .889 .68 1.10
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5.5 Summary

The triangulation method was used to explore and confirm the literature findings.
The method was successful in exploring the aspects of the proposed framework.
The experts, in general, were interested in a solution that is cheap, customisable
and scalable. Furthermore, they provided constructive comments regarding the
framework components. These comments were used to modify the initial
framework components. The modified framework was now ready to be confirmed

by the selected sample from the IT community.

The survey was used to confirm the components of the modified framework. The
results were encouraging enough to proceed with the next step of this research.
However, the survey results show common disagreement about the legal issues in
relation with technology. This may be an indication that trust in the administration

level is a key factor for the technology to work.

The TPF aims to secure electronic documents when they leave the boundaries
(firewalls) of the authoring organisation. It proposes a new combination of
technologies to perform this task. The initial framework structure was modified to
reflect the discussion with the security experts interviewed, but the technology

combinations remain the same. These technologies are:

e  Active document: a document that has a set of properties more
than the ordinary metadata. These properties are called “Active
Properties” and can be read by other particular pieces of software
(Quint & Vatton 1994).

. Cloud service: a very broad term referring to the Internet (Velte et
al. 2010). It is used in this context as a delivery and distribution
channel. The term in this context refers to a web site that is trusted
by both parties to share the “System Functions files”.

. Persistent security: this means that the system is secure through all
its states if certain characteristics are met (Bossi et al. 2004). There
are different methods to control and monitor these characteristics
of the system. One method is to install software that replaces all
default programs that open certain types of files. This concept is

used by Digital Rights Management (DRM) solutions to secure
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digital media and documents. In this context, it is called “System

Functions”.

These three concepts combined form the core of the TPF. Other techniques are
proposed to provide standardised security policy communication, like XACML
(Lorch et al. 2003). Another technique is the Erasure Code for reliable content

delivery (Rizzo 1997).
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Chapter 6: Modelling the framework using

formal methods

This chapter will describe the modelling process for the proposed framework.
Formal methods are defined as "mathematically rigorous" tools and technologies
for design, specification, and verification of hardware and software systems. They
will be used in in order to model the requirements of the proposed framework. A
behavioural event-driven model used to give an abstract view of the states in the

framework.

6.1 Introduction to system modelling

In general, system modelling uses graphical notations to represent each model.
Currently, the most used notations are the ones based on the Unified Modelling
Language (UML). The produced model is useful in the requirement engineering
process of a system, the design process when the system engineer implements the
system and after the system is implemented to check its functionality. However, it
is good to remember that system modelling leaves out some details. That is mainly
because the modelling is an abstraction of the system and it focuses on one
perspective of the system (Vliet 2007). So, in order to get the full details of the

system aspects, all the perspectives need to be modelled.

According to Kruntchen’s 4 + 1 (Kruntchen 1995) system architecture views, the

most matching perspective models are (Vliet 2007):

1.  External perspective: modelling the environment of the system.

2. Interaction perspective: modelling the interaction between the system and
its environment or the interaction between the system’s internal
components.

3.  Structural perspective: modelling the structure of the organisation or data
processing in the system.

4. Behavioural perspective: modelling the dynamic behaviour of the system

and the way it responds to events.

The behavioural perspective modelling was used to model the dynamic behaviour

response of the framework. The behavioural modelling has two main types of
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behaviour triggers to model. The first is data-driven modelling, where the system
has to make responses to process incoming data. This type of behavioural
modelling requires a detailed data flow diagram. This modelling is most suitable
for requirements gathering and the engineering process where it shows end-to-end
data processing. The second is events-driven modelling, commonly used to model
events that are stimulated (triggered), requiring the system to respond. In some
cases, events have data associated with it. This modelling considers any event,
regardless of whether they were internal or external events (Said et al. 2009).
However, it assumes that the system has a number of defined stages (states) and
the events transfer the system from one state to another (Harel 1988). This type of

behavioural modelling is the most suitable for our framework.

The proposed framework assumes there are defined states for any document in the
enterprise, and switching from one state to another needs not just the triggering

event but also sufficient data. These states are listed in Table 8.

6.2 TPF behavioural event-based modelling:

The modelling process used information from the confirmed framework to define
the states, events and data related to each state. The behavioural event-based
modelling of the framework will show only the states and the events which make
the transition from one state to another. The model will not show the flow of the
data within the framework; however, it may include some information about the

process used on the framework.
The TPF assumes that the sequence of actions on the document is:

1. Organisation A has the TPF and a user with right permission wanting to
create or open a document.

2. The TPF checks the user’s permissions and environment settings and
behaves accordingly, either granting or denying the user request.

3. The user saves the document, and the TPF attaches active properties and
a security policy to the document, as well as updating the CA.

4. The document is shared with another organisation (B), and a user on that

organisation tries to open the shared document.
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5. If Organisation B has the TPF, the TPF will recheck the document
integrity with the CA, the authoring organisation security policy and the
current user permission. If the document is sent to organisation B and the
user has the right permissions, the document will open. Elsewise, the
document will be encrypted to render it useless, as shown in figure below.

6. If the organisation B does not have the TPF, the document will not open
and cannot be used. The user does not have enough data to render the

document again.

Framework files Certification

User
functions Authority

Requests document
usage permission

I > Requests the remaining
security policy and
document data

| .

Replies with required
data

Displays the document
according to the security

policy

b 4 A4 A4

Figure 12: A sequence diagram for TPF when sharing a document with another

organisation.

The behavioural modelling required states and events for all of the framework’s
activity sequence. In the tables below, the states and events are detailed. An
important note is that behavioural event-based modelling has one issue; the states
and events grow rapidly unless the level or granularity is determined. For the
purposes for this research, two level states are enough, since the aim is to provide a

common landscape of the proposed framework.
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Table 8: The proposed framework states

Super state State Description
Protected document Opening the environment to create
or edit a document inside an
environment that has the TPF. This
super state has three normal states.
New Creating a new document in the
document environment with the TPF
Opened Opening the document with
document permissions matching the authoring
organisation policy and enforced by
the TPF
Shared A document in transit via portable
Document media or through a network.

Useless document

A document opened in environment
without the TPF.

Archived document

A document archived in an
environment with the TPF in rest

mode.
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Table 9: Proposed framework event list

Events Description

Check Checking the user permissions and environment
setup policy.

Setting-up Setting up the environment security parameters

according to the environment security policy.

Open Opening the document according to the wuser

permissions for editing or viewing.

Save Saving the document and attaching the security

policy of the authoring organisation.

Authorise Checking the document integrity with the CA before

starting any other event.

Re-check Re-checking the document security parameters, user
permissions, and environment settings. These setting
will be enforced by the TPF to match the authoring
organisation’s security policy. This event happens

outside the authoring organisation’s firewall.

Confiscate Encrypting the document with a random key so it

will be unusable.

Update Updating the log information with the CA for
auditing purposes.
Archive Storing the document in a protected environment

according to the authoring organisation’s security

policy.
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Re-check

enfry / Check
o / Setting-up and Open
exit

eniry / Check
o / Setting-up and Open

exit / Save

' Save

Save Check

YES—
‘ enltry / Authorise i entry / Check

TPF kxist do / Re-check and Open do / Setting-up
: exit / Save

End

End
Confiscate |

NO

Figure 13: The behavioral event-based model of the proposed framework

6.3 Introduction to formal methods

Formal methods are mathematically rigorous tools and technologies to verify the

requirements and design of software and hardware systems (Beth 1970). It utilises

well-formed statements in mathematical logic that are used in formal verification,

and rigorously subtracts any logical action that defies the mathematical statements

(Davies 1988). Formal methods have massive application especially in safety and

risk assessment in real time systems. Real systems (hardware and software) are

known to have high complexity in term of states and events (Heitmeyer 2009). To

overcome these challenges, formal methods use:

1.  Abstraction: where too many details are not the main goal, such as in high

level designs.
2.  Prioritisation: applied only for the most critical parts of the system.

3. Least variable: analyses the models that have least states and events.

Divide and conquer: use iterations (refinements) in a hierarchical

approach.

5. Automation: as much as possible using software tools.
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There is no ‘best’ formal method in particular that works for all scenarios. Thus,
the formal methods are used mainly in three different traditions; Formal
Specification Languages (Larch, Z, and VDM), Reactive System Modelling (RSML
and SCR), and Formal Conceptual Modelling (RML, Event-B and Telos) (Ii 2001).
For the purposes of this research, the Formal Conceptual Modelling is what best fit

to achieve overall verification of the framework states and functions.

Formal Conceptual Modelling is a general approach to modelling real world
systems beyond software functions. This approach uses human knowledge to make
abstractions and refinements of the system. This approach is used in this research
and the Event-B formal method was chosen to model our proposed framework

(Vliet 2007).

6.4 Formal Conceptual Modelling of proposed framework:

Event-B is a state-based formal method widely used for verification and
specification purposes. It models a system using states in a hierarchal manner and
gradually refines each state to add more events and specifications. In Event-B, a
model has two main parts; the first is static (CONTEXT) and the second is dynamic
(MACHINE) (Said et al. 2009). The CONTEXT defines the static parts of the
model (SETS, CONSTANTS and AXIOMS) to introduce all constraints on the sets;
meanwhile, the MACHINE has the dynamic components, such as VARIABLES,
INVARIANTS, and EVENTS. Changing a VARIABLE in a machine changes its
state and is controlled by the INVARIANTS. The verification process of a model
involves testing the consistency and correctness of the constraints in all the
refinements (Wright 2008). In this research, the Rodin platform was used to
develop the formal model of the framework. Rodin is an Eclipse-based Integrated
Development Environment for Event-B with an extensive library of plugins to

extend its functionality.

Formal modelling using Event-B needs well-defined requirements for each state.
These requirements will help to decide the CONTEXT and MACHINE parameters.
The states of the framework are explained in Figure 13. The requirements for each
state were defined from the confirmed framework components in Section 5.2. The
Table 10 below shows these components and their mapping to the security triage

CIA (Confidentiality, Integrity, and Availability).
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Table 10: The confirmed framework components mapping to the security triage

CIA (Before detailed mapping into state machine).

Security triage mapping

Component

Confidentiality / Integrity / Availability

C1. Using a Cloud or web application as
distribution channel

Integrity / Availability

C2. Using System Functions as a black
box for security processes

Confidentiality / Integrity / Availability

C3. Splitting the Security policy into two
parts

Confidentiality

C4. Including context information as part
of the security policy

Confidentiality

C5. Storing and uploading session
information for context-aware analysis

Confidentiality / Integrity

C6. Using some error correction codes as
availability measures (like Erasure code)

Integrity

C7. Using multi-level encryptions

Confidentiality / Availability

C8. Integrating the Framework Files with
the existing legacy software

Confidentiality / Availability

But these components did not provide enough details to be used in the model.

Therefore, the components were divided into sub functions. The next step is to

map these functions to each state, as shown in Figure 13. The detailed functions of

the components were:

1.  Using a Cloud or web application as distribution channel

a.  Checks data authenticity and sends a session log

b. Downloads remaining data packages

2.  Using System Functions as a black box for security processes

a.  Decrypts the secret data to retrieve the security policy parameters

(access control and context).
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b.  Uses active properties verification information to match it with the
calculated Public information hash.
c.  Determines the encryption mechanism, hashing tree and if the file
is composed of multiple parts.
d. Downloads the remaining parts of the Actual Encrypted Data and
starts decrypting.
Splitting the Security policy into two parts
a. Applies the file retention policy extracted from the secret
information.
b.  Meta data about the authoring organisation and the organisations
that are allowed to use the document.
c.  Default Security Policy
Including context information as part of the security policy
a.  Access control parameters.
b. Context-aware parameters.
c.  Active properties verification information.
d.  Security mechanisms parameters, including the retention policy.
Storing and uploading session information for context-aware analysis
a.  Checks data authenticity and sends a session log
Using some error correction codes as availability measures (like Erasure
code)
a. Downloads the remaining parts of the Actual Encrypted Data and
start decrypting.
b.  Uses active properties verification information to match it with the
calculated public information hash.
Using multi-level of encryptions
a.  Secret Information for processing and post-processing
b.  Actual Encrypted Data.

Integrating the Framework Files with the existing legacy software
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The next step is to map these functions to their corresponding state in the

framework. Table 11 below shows the mappings:

Table 11: The Framework machine States and their relative functions

States Functions

New Document Checks data authenticity and sends a session log

Determines the encryption mechanism, hashing tree

and if the file is composed of multiple parts

Meta data about the authoring organisation and the

organisations that are allowed to use the document

Default Security Policy

Access control parameters

Context-aware parameters

Active properties verification information

Security mechanisms parameters, including the

retention policy

Secret Information for processing and post-processing

Actual Encrypted Data.

Opened Document | Checks data authenticity and sends a session log

Downloads remaining data packages

Decrypts the secret data to retrieve the security policy

parameters (access control and context).

Uses active properties verification information to

match it with the calculated public information hash

Determines the encryption mechanism, hashing tree

and if the file is composed of multiple parts
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Downloads the remaining parts of the Actual

Encrypted Data and starts decrypting

Meta data about the authoring organisation and the

organisations that are allowed to use the document

Shared Document | Checks data authenticity and sends a session log

Downloads remaining data packages

Uses active properties verification information to

match it with the calculated public information hash

Determines the encryption mechanism, hashing tree

and if the file is composed of multiple parts

Meta data about the authoring organisation and the

organisations that are allowed to use the document

Archived Downloads remaining data packages

Document . ] ) )
Applies the file retention policy extracted from the

secret information

Useless Document

6.4.1 Using Rodin to verify the model

Building a model in Rodin requires details about CONTEXT, MACHINE, and the
events that trigger a MACHINE to transfer from one state to another. Once the
states and the functions were related to each state, the remaining step was to
identify the SETS, CONSTANTS and AXIOMS for the CONTEXT and the
VARIABLES, INVARIANTS, and EVENTS for the MACHINEs. However, the
research identified a set of requirements that are generic, and therefore any
refinements will not be applicable. The goal of the research was to identify a
framework characterisation, not to implement one. There were two approaches to
model the framework; the first was to define one CONTEXT and MACHINE and
then refine it in a different iteration to represent each state, and the second was to
define one CONTEXT but different MACHINES, each representing one state of the

document in the framework. The first approach would have provided more
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granularity and control over the requirements, and thus was chosen for this

research.

The first step is the abstraction of the framework’s main functions and parameters.
This process will set the groundwork for further refinement, depending on the final

implementation of the framework. The main sets in these CONTEXTS are:

e DOCUMENTS: the set of all the documents that belongs to an organisation
and created in environment uses the framework.

e USERS: the set of an organisation’s users.

e ORGANISATIONS: the set of the organisations that use the framework and
wish to share documents securely.

e CA_PROVIDERS: the set of Certificate Authorities and content providers.

e SECURITY_POLICY_PARAMETER: the set of security policy settings (for
example, when, where, who, and any other access and context control
parameters).

e SECURITY_TECHNOLOGY_PARAMETER: the set of encryption, hashing,

and transmitting technologies, parameters and settings.

The framework abstraction will have events (functions) which change the variables

in the framework to transform the states. These events are:

e CreateNewDocument: an event to create a new document in the framework

¢ OpenDocument: an event to open a document in the framework.

e SaveDocument: an event to save a document after editing or reading it in
the framework.

e SettingupTheEnvironment: an event to enforce the parameters belonging to
a security policy and technology sets.

e AuthoriseDocument: an event to contact the CA to check the information
integrity in the document.

e AuthoriseUser: an event to check the user’s permissions, carried out after
the authorisation of the document has passed though positively.

e ArchiveDocument: an event to store a document in an archive, along with
all related metadata.

e ConfiscateDocument: an event to encrypt unauthorised documents with

random security parameters to render them unusable.
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This information provided above was enough to start modelling the framework.
The modelling started with a CONTEXT and one MACHINE. This setup would
provide an overview of the required settings to build an actual software framework
from this conceptual framework. The final Event-B file is shown below in Figure

14, Figure 15 and Figure 16.

CONTEXT
FrameworkEnvironment

SETS
DOCUMENTS //  set of all the document belongs to an organisation and created in environment uses the framework
USERS //  the set of an organisation users
ORGANISATIONS /7 set of the organisations that uses the framework and wising to share document securely
CA_PROVIDERS /7 set of Certificate Authorities and content providers

SECURITY_POLICY PARAMETER // set of security policy setting
SECURITY_TECHNOLOGY_PARAMETER /7 set of encryption, hashing, and transmitting technologies parameters and setting
CONSTANTS
document
user
secured
shared
AXIOMS
secureddocument  :  documente DOCUMENTS—ORGANISATIONS
securityFlag @ securedeSECURITY_POLICY PARAMETER—ORGANISATIONS
Anyuser @ usereUSERS—ORGANISATIONS
sharingFlag :  sharedeDOCUMENTS—ORGANISATIONS

END

Figure 14: The context of the framework as seen by the Rodin tool
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MACHINE
Securedcomputer
SEES
FrameworkEnvironment
VARIABLES
pcd_NewDocument
pc@_OpenDocument
pc@_ArchivedDocument
pcO_ShareDocument
newdocument
confiscated
secure
INVARIANTS
typeof_pcB NewDocument : pcO_NewDocument € BOOL
typeof_pcO_OpenDocument : pc@_OpenDocument € BOOL
typeof_pcB_ArchivedDocument : pc@_ArchivedDocument & BOOL
typeof_pcB_ShareDocument : pc@_ShareDocument € BOOL
partition
({TRUE}, {pcO_NewDocument} n {TRUE}, {pcO_OpenDocument} n {TRUE}, {pc@_ArchivedDocument} n {TRU
typeof_newdocument : newdocumenteDOCUMENTS
typeof_confiscated : confiscatedeSECURITY_POLICY_PARAMETER
typeof_secure : secureeB00L
EVENTS
OpenDocument &
STATUS
ordinary
WHEN
isin_pcO_ NewDocument : pcd_NewDocument = TRUE
THEN
leave_pcO_NewDocument : pcO_NewDocument = FALSE
enter_pcO_OpenDocument : pcO_OpenDocument = TRUE
END

distinct_states_in_pc@

initialise =
STATUS
ordinary
BEGIN
enter_pc@_NewDocument : pcl_NewDocument = TRUE
END

ArchiveDocument &
STATUS
ordinary
WHEN
isin_pcO_OpenDocument : pcO_OpenDocument = TRUE
isin_pc@_ShareDocument : pcO_ShareDocument = TRUE
THEN
leave_pc@_OpenDocument : pcO_OpenDocument = FALSE
leave_pcO_ShareDocument : pcO_ShareDocument = FALSE
enter_pc@_ArchivedDocument : pcd_ArchivedDocument = TRUE
END
SaveDocument &
STATUS
ordinary
WHEN
isin_pc@_OpenDocument : pc@_OpenDocument = TRUE
THEN
leave_pcO_OpenDocument : pcO_OpenDocument = FALSE
enter_pc@_ShareDocument : pc@_ShareDocument = TRUE
END

SettingupTheEnvironment £

STATUS
ordinary

ANY
isPolicy
SecurityMetaData
SecurityTechPara

WHERE
isPolicy_type : isPolicy e SECURITY_POLICY_PARAMETER
SecurityMetaData_type : SecurityMetaData e SECURITY_ POLICY PARAMETER
SecurityTechPara_type : SecurityTechPara € SECURITY_TECHNOLOGY_PARAMETER
isin_pcO_NewDocument : pcO_NewDocument = TRUE

THEN
pcO_actionsl : secured=secure

END

ConfiscateDocument &

Figure 15: A formal model written in Event-B for any secure machine in an

organisation (part 1)
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STATUS
ordinary
ANY
Sharable
confiscated
WHERE
Sharable_type :  Sharable e SECURITY_POLICY_PARAMETER
confiscated_type : confiscated € SECURITY_POLICY_ PARAMETER
isin_pc@® OpenDocument :  pc®_OpenDocument = TRUE
THEN
confiscatel : confiscated= secure
END

AuthoriselUser &
STATUS
ordinary
ANY
authorised
WHERE
authorised_type : authorised € SECURITY_POLICY_ PARAMETER
isin_pc@®_NewDocument :  pc@_NewDocument = TRUE
THEN
skip
END

AuthoriseDocument 2
STATUS
ordinary
BEGIN
skip
END

END

Figure 16: A formal model written in Event-B for any secure machine in an

organisation (part 2)

6.5 Summary

Formal methods are the way to go to verify and precisely define system
requirements. Formal methods have been used in the safety and security of critical
infrastructures. The real popwer of it lies in its flexability. It can give an overall
system abstraction, and it can provide in-depth software class requirments and
variables. So it essentially depends on the goal of using these methods. In this
research, it was used to verify the general concept of the components and provide a

landscape to start up from for future research or implementations.
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Chapter 7: Conclusions and Future work

This chapter will present the main contribution of the research and conclusions
from the data collection stage to confirm the research proposal. Additionally, a
plan is provided in this chapter to prove that the proposed framework is actually

implementable and works as it should.

7.1 The Contribution

The main contribution of this thesis is to introduce a general conceptual
framework to secure documents when they leave the authoring organisation’s
firewalls. Document security is a critical issue for organisations in all the domains
being interviews and surveys. However, some domains do not pay the adequate
level of attention to ensure their documents are safe. Others do pay attention, but
they cannot share their documents with others due to incompatibility or
uncertainty. Unsecure document sharing is another word for information leakage.
These challenges are identified from the literature review. The triangulation

method was used to confirm these findings and to explore any overlooked issues.

7.2 Conclusions

The triangulation method used was composed of three main components. These
components were the literature review, expert interviews and finally a survey of
security professionals. The literature review ended with a list of challenges and
issues facing current document security solutions, as mentioned in Chapter 2:.
Based on these results, a framework was proposed to mitigate these challenges.
The next step was to discuss these findings and the proposed framework
components with the cyber security experts. The experts review added valuable
comments to the framework which resulted in a more detailed workflow and
functions, such as using SAML and XACML. Some of the framework components
were modified and the cloud-computing concept was added. The experts
confirmed the identified issues; however, they stated that legalisation of a
document depends more on the policy and politics than the technology itself. As a
result, the legalisation of a document is still an issue but it is out of this research’s

scope.
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Different domains understand document security differently, so there is no one
solution that addresses all the security priorities of each domain. This thesis
presents a general landscape of cross-domain document security. The final product
of this thesis is a model of the conceptual framework. This model was verified
using a formal model to verify the consistency of the conceptual framework’s
components and functions. However, the model is not aiming to produce directly
implementable software framework model, as that would be beyond the research

aims and exceed the allotted time span of the study.

7.3 Future work

There are many interesting directions for future work to continue this research.

Here we explain some of these directions and the expected outcomes of each one.
Implementing a software implementation of the conceptual framework:

This will need more investigation about the best way to implement the framework.
There are many technologies that currently provide different aspects of security
(CIA), depending on the level of dependency on the user, and their average level of
computer proficiency in that specific domain. Each domain has different

requirements and concepts.
An expert system for security validation and assessment:

This would be based on the findings of this research’s initial stages, and adding
more data from case studies and further interviews. This information would
provide guidelines and feedback about what the organisation should do, according

to its domain.
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Appendix A Survey Questions

Ethics reference number: Version: 1 Date: 2014-11-28
ERGO/FoPSE/13224

Study Title: What is an appropriate framework for securing documents when they go

outside an organization?

Investigator: Zeyad S. Aaber Alkhafajy

A.1 General Questions:

1. What is your organisation domain?
o Healthcare
o Educational
o Business
o Government

0 Other, please SPeCIfy: .....coocueiiiiiiiiniiiteeet et

2. Which of these roles fits your fits your job description?
o Security Expert
o Security Policy maker
o IT-related staff

0 other, please SPeCify: .....ccooueiriiriiiirieeeeeeeeee e

3. How long have you been working in Cyber Security?

O 0-5 years 0 6-10 years 0 More than 10 years
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A.2 Security related questions:

4. In your professional experience, could you list the ways
(mechanisms, solutions) that organizations use to secure

document outside their network firewall? For example DRM.

5. The literature identified the following issues as the most frequent
document vulnerability, could you indicate the frequency or risk

that each issues according to your work experience?

Issues Frequency

Human negligence oLow oMedium o High o Highest
Cross-domains oLow oMedium o High o Highest
Legalization oLow oMedium o High o Highest
Issues Risk meter

Human negligence oLow oMedium o High o Highest
Cross-domains oLow oMedium o0 High o Highest
Legalization oLow oMedium o High o Highest

6. In your professional opinion, what is classified as “Human

Negligence” in document leakage? Tick v where its applicable

a. [ losing portable storage includes organization documents.
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b. O leaving his workstation without logging out.

c. O using weak password, or using his password with other personal

services.

d. O Using public workstation to do organization work.
e. [Oother, please list.......ccccceeeiiieiiiiiiieecieeeceeeee e
f. O other, please list.........cceeeeiiiiiieiieeeeeeeeeecee e,

g. [Oother, please list........cccoceeeeiieiiiiiieieecieeccee et

From your professional experience, what are the common
mechanisms to ensure safe and secure sharing of documents
with third parties according to documents security level (as

described in question 12)?
Non

Password protection
Encryption

Digital Right Management
Mix

Other: Please ISt theIm ....oeeeeeeeeeeeeeee et

8. According to your knowledge, what is current legalization policy

in your domain regarding authorizing and verifying document

integrity?

None. Hard copy and live signature only.
Digital signature.

Smart card key exchange.

Trusted computing.

Network attached security hardware module.
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O Others, please list:

Now here is concept of proposed framework to secure document outside it

organization, please read the paragraph and answer the questions after.

The Tamper-Proof Framework (TPF) is composed of two parts: Active Document
and System Functions. Active document is a document that has security active
properties; hence it was created in a machine that has TPF installed. System
Functions are secure background services in the operating system that monitor
some system calls and translate the active properties into security rules. The TPF
will depend on the cloud to provide secure customisation and delivery channel see
Figure 17. The cloud can be replaced with any website to facilitate data sharing
between the two organisations. In addition, the customisation of the TPF could be

offline on the organisation A premises.
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Figure 17 Cloud as customisation and delivery channel

New terms were used in the modified TPF. All the terms used in TPF context are

explained here.

Active properties: features inserted inside a document that can be
read by software designed for that purpose.
Active Document: a document that has active properties. These active
properties were implanted by the Framework Files. The active document
is composed of two parts: Public Information and Secret Information.
Public Information (Pre-Processing information): plain text
Default Security Policy and Active Properties that help the System
Functions detect and authenticate the document’s origin. This security
policy is used by the System Functions to check for the initial security
requirements.
Secret Information (Post-Processing information): These
encrypted data contain security parameters. These parameters are :
o Access control policy: what is the required user
authentication?
o Context parameter: when, where, what and who is authorised
to open this document.
o Verification code for the active information in the Public

Information. It is a hash value of the Public Information.
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o Security Mechanism Parameter:

contains

technical

information about the encryption technique, content verification,

and retention policy. This technical information is for the Actual

Encrypted Data processing.

o Actual Encrypted Data: part or all of the actual data of the

document. This data is encrypted for a second time and can be

accessed only if all the validations are passed.

e Framework Files: a customised version of the TPF distributed as

executable code and working as a background service. It integrates with

the operating system and the presentation software (Microsoft Office,

PDF reader) to monitor and control their activities. In addition, it has

System Functions that perform the security operations (encrypt, decrypt,

and hashing).

e Presentation software: the default programs that are used to view the

documents. This presentation software could be Microsoft Word, Adobe
PDF Reader or Open Office.

Please answer these questions:

Table 12: List of questions used in the survey about the framework components

Component

Strongly
Disagree

Disagree

Neutral

Agree

Strongly
Agree

Q1. Using Cloud or web
application as distribution

channel

Q2. Using System
Function as black box for

security processes

Q3. Splitting the Security

policy into two parts

Q4. Including context
information as part of the

security policy

Q5. Store and upload
session information for

context-aware analysis
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Component

Strongly
Disagree

Disagree

Neutral

Agree

Strongly
Agree

Q6. Using some error
correction codes as
availability measure (like

Erasure code)

Q7. Using multiple level of

encryptions

Q8. Integrate the
Framework Files with the

existing legacy software
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Appendix B Expert Interview Questions

Ethics reference number: Version: 1 Date: 2014-11-28
ERGO/FoPSE/13224

Study Title: What is an appropriate framework for securing documents when they go

outside an organization?

Investigator: Zeyad S. Aaber Alkhafajy

B.1 Demographic questions
If you allow me, | would like to start with some background questions:
1. What is your organisation domain?

() Healthcare () Educational () Business () Government

2. Which of these roles fits your fits your job description?
() Security Expert () Security Policy maker () IT-related staff

( ) Other, please specify::

3. How long have you been working in Cyber Security?

() 0-5years () 6-10 years () More than 10 years

B.2 General Questions:

2. From your experience working on cyber security, what are the current
security mechanisms that you are aware of? Mechanisms that are used to

secure a document in an organization?

3. From your experience working on cyber security, can you talk about the
vulnerable and most frequent issues facing document security in an
organization that you have worked in or conjunction with to solve these

issues?
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4. From your experience working on cyber security, could you describe in

detail the mechanisms or solutions that organizations use to secure

document outside their network firewall?

Thank you for your answers. Now, from the literature the following issues had
been identified; Human negligence, Cross-domains security measures

(compatibility) and Legalization. These defined as:

Human negligence: is a human act tensional or intentional that results in

document leakage.
Cross-Domains: when a document is shared between two or more domains.

Legalization: the act of considering the document purport has the full legal value

and can be treated as original or verified version of the original copy.

B.3 Human negligence:

2. In your opinion, what is considered as a Human negligence in document

leakage?

3. From your experience, are you aware human negligence that commonly

occurs in your domain?

4. From the previous question on human negligence, in your domain, what do
writes in its IT security policy to prevent or mitigate Human negligence? In
other words if you were asked to write a policy/ recommendation, what

would it be?

B.4 Cross-domains:

1. In your opinion, does your domain normally share documents with third

parties services?
a. What is the security level of these shared documents?

2. In your opinion, what is the dependency level of your domain on third

parties services?
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In your opinion, what are the common mechanisms that used in your
domain to ensure safe use of documents at the third parties infrastructure

that reflects these documents security level?

Legalization:

Can you tell me about current legalization policy that you aware of

regarding authorizing and verifying document integrity?

Can you tell me about what are the most vulnerable and frequent
challenges facing this policy implementation?

Information leakage:

Keeping the points discussed before in mind (Human negligence; Cross-
domains) in your opinion, what are the most frequent issues that causes

document leakage?

From your experience, could you tell me a story that most recent or most

devastating you aware of? Without mentioning names or entities.

From your experience, in your domain what is more important to secure the
original document or the information in that document? In other word to
what extend an organisation in your domain would compromise document

availability to ensure its security.

Thank you for your time and answers. Now here is a structure diagram for the

proposed solution to secure document outside its firewall boundaries. Next,

describing concepts of the proposed solution. Finally asking the expert to

comment on the components and concepts of the solution.
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Active Document functions

N

Tamper-Proof Document

Document content

Document Black box Module

Active properties

* Extended meta data

* Environment detection
* Document destroying

System functions \

Machine with the Framework

Security functions

* Control software operations
* Document identifier number
* Injecting active properties

Operating system integration module

Security functions

* Encrypt/decrypt document content
* Machine identification number
Validation functions

= Integrity of the active properties

* Maintain collaboration infarmation
* Maonitor OS file operations

Figure 18: The Proposed Framework structure
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Appendix C Survey Data

The survey is conducted using the University of Southampton iSurvey tool. This
tool helped to create and collect the data from the participant. The data shown
here is the raw data from that system. Each participant given and ID called “Case
ID”. Due to the number of fields to be collected from each participant they cannot
fit in one page in any given layout. So the data is splitting into two parts to fit the

width of this thesis page.

C.1 Part one of the survey raw data

Table 13: First part of the raw survey data

o o = (¢} = o
2 o S Loz |8 |8 = | Web-
i 5 o s |E |z |E e o
O =3 & £ £ S| F applicati
g = = S 2
g & = <) on-as-
= ~+ o, =
S S 2 delivery-
= channel
1 healthca | Security Expert | 0% - 5 5 5 5
re 25%
2 educatio | Security Policy | 26%- 4 4 4 4
n maker 50%
3 business | IT-related staff | 51%- 3 4 3 3
75%
4 govern | other 76%- 2 2 2 lost 2
ment 100% items
5 other Security Expert | 0% - 1 5 1 1
25%
6 healthca | other 26%- 3 3 5 3
re 50%
7 educatio | IT-related staff | 51%- 3 5 4 3
n 75%
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8 business | other 76%-
100%
9 govern | Security Expert | 0% -
ment 25%
10 | other other 26%-
50%
11 healthca | IT-related staff | 51%-
re 75%
12 | educatio | other 76%-
n 100%
13 | business | Security Expert | 0% -
25%
14 |govern | other 26%-
ment 50%
15 | other IT-related staff | 51%-
75%
16 healthca | other 76%-
re 100%
17 | educatio | Security Expert | 0% -
n 25%
18 | business | other 26%-
50%
19 | govern | IT-related staff | 51%-
ment 75%
20 | other other 76%-
100%
21 | other Security Expert | 0% -
25%
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22 | healthca | Security Policy | 26%- 5
re maker 50%
23 | educatio | IT-related staff | 51%- 5
n 75%
24 | business | other 76%- 5
100%
25 | govern | Security Expert | 0% - 4
ment 25%
26 | other other 26%- 3
50%
27 | other IT-related staff | 51%- 2
75%
28 | healthca | other 76%- 1
re 100%
29 | educatio | Security Expert | 0% - 3
n 25%
30 | business | Security Policy | 26%- 3
maker 50%
31 | educatio | IT-related staff | 0% - 3
n 25%
32 | business | other 26%- 3
50%
33 |govern | Security Expert | 51%- 4
ment 75%
34 | other other 76%- trainin | 4
100% g
35 | other IT-related staff | 0% - cost 4
25%
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36 | healthca | other 26%-
re 50%

37 | educatio | Security Expert | 0% -
n 25%

38 | business | other 26%-
50%

39 | educatio | IT-related staff | 51%-
n 75%

40 | business | other 76%-

100%

41 | govern | Security Expert | 0% -
ment 25%

42 | other Security Policy | 26%-
maker 50%

43 | other IT-related staff | 0% -
25%

44 | healthca | other 26%-
re 50%

45 | educatio | Security Expert | 51%-
n 75%

46 | govern | other 76%-

ment 100%

47 | other IT-related staff | 0% -
25%

48 | other other 26%-
50%

49 | healthca | Security Expert | 51%-
re 75%
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50 | educatio | Security Policy | 76%- 2
n maker 100%
51 | govern | IT-related staff | 0% - 1
ment 25%
52 | other other 26%- 3
50%
53 | other Security Expert | 0% - 3
25%
54 | healthca | Security Policy | 26%- 4
re maker 50%
55 | educatio | IT-related staff | 51%- 4
n 75%
56 | govern | other 76%- 2
ment 100%
57 | other other 0% - 5
25%
58 | other IT-related staff | 26%- 3
50%
59 | healthca | other 0% - 5
re 25%
60 | educatio | Security Expert | 26%- 2
n 50%
61 | govern | Security Policy | 51%- 5
ment maker 75%
62 | other IT-related staff | 76%- 4
100%
63 | other other 0% - 4
25%
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64 | healthca | Security Policy | 26%-
re maker 50%

65 | educatio | Security Expert | 0% -
n 25%

66 |govern | other 26%-
ment 50%

67 |govern |IT-related staff | 51%-
ment 75%

68 | other other 76%-

100%

69 | other Security Policy | 0% -
maker 25%

70 | healthca | Security Expert | 76%-

re 100%

71 | educatio | Security Policy | 0% -
n maker 25%

72 | govern | IT-related staff | 26%-
ment 50%

73 | govern | other 0% -
ment 25%

74 | other other 26%-
50%

75 | other other 51%-
75%

76 | healthca | Security Expert | 76%-

re 100%

77 | educatio | Security Policy | 0% -
n maker 25%
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78 | govern | IT-related staff | 26%- 4
ment 50%
79 | govern | other 0% - 4
ment 25%
80 | other other 26%- 2
50%
81 | other other 51%- upgrad |5
75% ing
82 | educatio | Security Expert | 76%- 3
n 100%
83 |govern | Security Policy | 0% - 5
ment maker 25%
84 |govern |IT-related staff | 26%- 2
ment 50%
85 | other other 0% - 5
25%
86 | other other 26%- 4
50%
87 | educatio | Security Policy | 51%- 4
n maker 75%
88 |govern | Security Expert | 76%- 4
ment 100%
89 |govern | other 26%- 5
ment 50%
90 |govern | other 26%- 5
ment 50%
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C.2 Part two of the survey raw data

Table 14: Second part of the raw survey data

case |system- |multipart-|context-|session-|availability- | multi Legacy
ID |functions|content- |aware |log error- Encryption |SW
download correction

1 4 5 5 5 4 4 4
2 4 4 4 4 3 3 3
3 4 4 3 4 2 2 2
4 2 2 2 2 1 1 1
5 2 5 1 5 3 3 3
6 3 3 3 3 3 3 3
7 3 5 3 5 3 3 3
8 3 4 3 4 3 3 3
9 3 4 3 4 4 4 4
10 |3 2 4 2 4 4 4
1 3 5 4 5 4 4 4
12 3 3 4 3 4 4 4
13 |4 5 4 5 4 4 4
14 |4 4 4 4 4 4 4
15 |4 4 4 2 4 4 4
16 |2 2 4 5 4 4 4
17 4 5 4 3 5 5 5
18 4 3 5 5 5 5 5
19 3 5 5 2 5 5 5
20 |3 2 5 5 5 5 5
21 |3 5 5 3 2 2 2
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22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

113



Appendix A

48 |4 2 4 2
49 4 5 5 5
50 |4 3 5 3
51 4 5 5 5
52 |4 2 5 2
53 3 5 5 5
54 |2 3 5 4
55 3 5 5 4
56 3 4 5 4
57 3 4 4 2
58 |2 2 3 5
59 |2 5 2 3
60 |3 3 1 5
61 3 5 3 2
62 4 2 3 5
63 |4 5 5 3
64 4 3 4 5
65 |2 5 3 4
66 2 4 2 5
67 |2 5 1 4
68 |2 4 3 4
69 |4 4 3 2
70 4 2 3 5
71 2 5 3 3
72 |4 3 4 5
73 4 5 4 2
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74

75

76

77

78

79

8o

81

82

83

84

85

86

87

88

89

90
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