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Summary

The diversity space of multicarrier continuous-variable quantum key distribu-
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injected into the transmission by the additional degrees of freedom of the
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multicarrier modulation. We prove that the exploitable extra degree of freedom
in a multicarrier CVQKD scenario significantly extends the possibilities of
single-carrier CVQKD. The manifold extraction allows for the parties to reach
decreased error probabilities by utilizing those extra resources of a multicarrier
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the multidimensional manifold space of multicarrier CVQKD and the optimal
tradeoff between the available degrees of freedom of the multicarrier transmis-
sion. We extend the manifold extraction for the multiple-access AMQD-MQA
(multiuser quadrature allocation) multicarrier protocol. The additional
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resources of multicarrier CVQKD allow the achievement of significant perfor-
mance improvements that are particularly crucial in an experimental scenario.
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1 | INTRODUCTION

The multicarrier CVQKD modulation has been proposed through the multicarrier transmission scheme of AMQD (adap-
tive multicarrier quadrature division)." "' The AMQD allows improved secret key rates and higher tolerable excess noise
in comparison with standard (referred to as single-carrier "**>>*%3” throughout) CVQKD. The multicarrier transmission
granulates the information into several Gaussian subcarrier CVs, which are then transmitted through the Gaussian
subchannels. Particularly, the AMQD divides the physical Gaussian channel into several Gaussian subchannels; each
subchannel is dedicated for the conveying of a given Gaussian subcarrier CV. Similar to single-carrier CVQKD, a
multicarrier CVQKD also provides an unconditional security against the most powerful attacks.” Specifically, the benefits

Abbreviations: AMQD, adaptive multicarrier quadrature division; AWGN, additive white Gaussian noise; BS, beam splitter; CV, continuous-variable;
CVQFT, continuous-variable quantum Fourier transform; DV, discrete-variable; FFT, fast Fourier transform; IFFT, inverse fast Fourier transform;
MQA, multiuser quadrature allocation; QKD, quantum key distribution; SNR, signal-to-noise ratio; SVD, singular value decomposition.

Parts of this work were presented in conference proceedings.®

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium, provided the
original work is properly cited.
© 2019 The Authors International Journal of Communication Systems Published by John Wiley & Sons Ltd.

Int J Commun Syst. 2019;0:e4003.
https://doi.org/10.1002/dac.4003

wileyonlinelibrary.com/journal/dac 1 of 30


https://orcid.org/0000-0002-4209-7619
http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1002/dac.4003
https://doi.org/10.1002/dac.4003
http://wileyonlinelibrary.com/journal/dac

2 of 30 Wl LEY GYONGYOSI AND IMRE

of AMQD can be extended by SVD-assistance (singular value decomposition) through the SVD-assisted AMQD.”*® Pre-
cisely, the SVD-assistance further injects an additional degree of freedom into the multicarrier transmission. The
multicarrier CVQKD has been also proposed for a multiple-access scenario through the AMQD-MQA (multiuser quad-
rature allocation) scheme.> The AMQD-MQA allows for several legal parties to perform reliable simultaneous secret
communication over a shared physical Gaussian link through the combination of a sophisticated allocation mechanism
of the Gaussian subcarriers and the careful utilization of the Gaussian subchannels. The secret key rates and security
thresholds of multicarrier transmission have been proven in Gyongyosi and Imre,” leading to enhanced secret key rates
in both one- and two-way CVQKD.'***? For further information on the bounds of private quantum communications,
we suggest Pirandola et al.**** The common root of these improvements is that the additional degrees of freedom injected
by the multicarrier transmission act as a resource, allowing for the parties to exceed significantly the possibilities of singe-
carrier CVQKD. We also further confirm this statement in this work through the utilization of these extra resources.’®

In traditional communications, the diversity is an effective technique to improve the performance of communication
over a noisy channel.*>” The diversity can be obtained through several different tools—most of these solutions are
based on sophisticated information coding approaches. The diversity of classical communication channels represents
an extra resource from which several benefits can be extracted to improve the performance of the transmission. The
diversity in traditional telecommunications can be obtained via time, frequency, space, and coding.”*>® Basically, in a
communication scenario, the diversity provides a useful tool to improve the rates and the reliability.

Here, we show that similar benefits can be obtained for a multicarrier CVQKD scenario. The proposed solution is called
manifold extraction. We propose the manifold extraction for multicarrier CVQKD, achieving an improved transmission by
utilizing those available additional degrees of freedom in the Gaussian quantum channel that are obviously not available in
a single-carrier CVQKD setting. In particular, the extractable manifold provided by the additional degrees of freedom of a
multicarrier CVQKD transmission also allows for the parties in a multiple-access scenario to decrease much more signif-
icantly the error probabilities than it does presently in a single-carrier scheme. Specifically, the origin of these benefits is
that the additional degrees of freedom of the multicarrier CVQKD provide an exploitable resource for the legal parties."**

The proposed manifold extraction uses a sophisticated phase space constellation for the Gaussian subchannels which pro-
vides a natural framework to exploit the manifold patterns of the subchannel transmittance coefficients. The manifold extrac-
tion can be applied for an arbitrary distribution of the subchannel transmittance coefficients and, by exploiting some
properties of the phase space constellation, it does not require the use of a statistical model. The proposed phase space con-
stellation offers an analogous criterion to an averaging over the statistics of the subchannel transmittance coefficients. We
compare the achievable performance of manifold extraction of multicarrier and single-carrier CVQKD. We determine the
optimal manifold-degree of freedom ratio tradeoff curve and define its attributes in a single and multicarrier CVQKD setting.
We prove that the manifold extraction in a multicarrier scenario offers significantly decreased error probabilities, and through
the sophisticated allocation of the Gaussian subcarrier CVs, this benefit can be extended to all legal users of a multiple-access
multicarrier CVQKD. We characterize the multidimensional manifold space of multicarrier CVQKD and define the multidi-
mensional optimal tradeoff function in a high-dimensional manifold space. We then study the manifold extraction for
multicarrier CVQKD through AMQD, and multiple-access multicarrier CVQKD through AMQD-MQA, respectively.

The novel contributions of our manuscript are as follows:

We define the framework of multidimensional manifold extraction for continuous-variable quantum key distribution.
The scheme utilizes the resources that are injected into the transmission by the additional degrees of freedom.

We prove that the exploitable degree of freedom in a multicarrier CVQKD scenario significantly extends the possibilities.
It allows for the parties to reach decreased error probabilities via the extra resources of a multicarrier transmission.
We define the multidimensional manifold space and the optimal tradeoff between the available degrees of freedom.

ok wen =

This paper is organized as follows. Section 2 summarizes some preliminary findings. Section 3 defines the multidimen-
sional manifold space for CVQKD. Section 4 proposes the manifold extraction of multicarrier CVQKD and multiple-access
multicarrier CVQKD. Finally, Section 5 concludes the results. Supporting Information is included in Appendix A.

2 | PRELIMINARIES

2.1 | Multicarrier CVQKD

The basic terms and notations of multicarrier CVQKD are summarized in Appendix A. The detailed description of AMQD
and AMQD-MQA can be found in Gyongyosi and Imre."* For the secret key rate formulas, see Gyongyosi and Imre.>
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2.1.1 | SVD-assisted multicarrier CVQKD

We briefly summarize the SVD-assisted multicarrier CVQKD scheme.” Precisely, the singular layer consists of a
preunitary F, (U,) (scaled FFT operation (scaled CVQFT), independent from the IFFT (inverse Fast Fourier transform)
operation f (U;)) and a post-unitary U;' (CVQFT operation, independent from the U CVQFT" operation) that perform
the pre- and post-transform.

The pre-unitary F; (U;) transforms such that the input will be sent through the 4; eigenchannels of the Gaussian
link, whereas U,' performs its inverse. Note that the pre-F, (U;) and post-U;' unitaries are the not inverse of F
and Ubut F;* (U7') and U,, respectively. In particular, these unitaries define the set S; of singular operators, as follows:

S1 = {F1, U;'}. €))

Specifically, if each transmit user sends a single-carrier Gaussian CV signal to an encoder &, then the pre-operator is
the unitary U, the CVQFT operation, whereas the unitary post-operator is achieved by the inverse CVQFT operation
U,', defining the set S, of singular operators as

S, ={U;, U5'}. )

The subindices of the operators {Fy, U;'} and {U;, U;'} are different in each S;, i=1,2 because these operators are
not the inverse of each other.
These operators are determined by the SVD of F(T), which is evaluated as

F(T) = U,TF{*, (3

where F!, F; € Ckwn and U,, U;' € CXwKou K, and K, refer to the number of sender and receiver users such
that

Kin < Kou, F{'Fy = FyFT' =1, 4
and
UL,U,' =U,'U, =1. (5)
The term I'eR is a diagonal matrix with nonnegative real diagonal elements
M>A> d, (6)
which are called the eigenchannels of F(T) = U,T'F;*, where
Amin = Min(Kin, Kou), (7
which equals to the rank of F(T), where
Kin < Kout, ®)

by an initial assumption. (Note that the eigenchannels are also called the ordered singular values of F(T).) In terms of
the A; eigenchannels, F(T) can be precisely rewritten as

F(T) = Y 4UyF1], 9)

Amin

where 4;U, i F 1‘11 are rank-one matrices. In fact, the nni, squared eigenchannels ﬂ.iz are the eigenvalues of the matrix

F(T)F(T)" = U,IT"U3 Y, (10)

where I'" is the transpose of T.
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2.1.2 | Rate formulas of multicarrier CVQKD

The complete derivation of the secret key rate formulas can be found in Gyongyosi and Imre?; here, we give a brief over-
view on the transmission rates of multicarrier CVQKD.
In particular, the (real domain) classical capacity of a Gaussian subchannel 2V; in the multicarrier setting is

CV) = %mg2 (1 + M) , (11

N

while in the SVD-assisted AMQD,

oz [E(Ti(N)P
e T, (12)

1
C'(Ny) = zlog2 1 + 5
Ny

where 02, = 02 (1+c¢) > a2,
Specifically, the SNR (signal to noise ratio) of IV; is expressed as

2

o
SNR; = —*, 13)
%
o2
while the SNR of V" at a constant modulation variance o, is SNR = —£.
N

Particularly, in the SVD-assisted AMQD, it referred to as

g

SNR; = —*, (14)
UNi

and
2

o°.

SNR' = -, (15)
ONn

respectively. From (11) and (12), the (real domain) classical information transmission rates Ri(N') and R;{ () of user Uy
through the I V; Gaussian subchannels in AMQD and SVD-assisted AMQD are precisely as follows:

F(Ty(N)I®
R () < maxE Z 1og2 (1+M)] (16)
N
and
, 1 a2 [F(Ti(N))[*
R (N) <maxE | Y -log, [ 1+ ——F5——| |- 17)
Vi i 2 0N

Precisely, the SNR; (signal to noise ratio) of the i-th Gaussian subchannel NV; for the transmission of private classical

2
@i
2 bl
NF

i

information (ie, for the derivation of the secret key rate) under an optimal Gaussian attack is expressed as SNR; =

2

and SNR* = , where O'N* is precisely evaluated as follows™:

s [ RIFTN)P o\
UN?_U‘”(HGX JFTT ) o

UN*
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where
0% =05 +Ni, (19)

and where ¢ is the vacuum noise and N; is the excess noise of the Gaussian subchannel )V; defined as

W= )(|F(Te) )

i 2 ) (20)
1= |F(Tpuey) |
where W; is the variance of Eve's EPR state used for the attacking of V;, while
2
| Tovei|” =1 T (21)
is the transmittance of Eve's beam splitter (BS), and |T;|* is the transmittance of V.
Precisely, in the SVD-assisted multicarrier CVQKD,
Nk Gii’
(SNRi) == 22)
T
and
N3 0-2”
(SNR)" =2, (23)
g%,
@
for V; and JV, respectively.
Particularly, from (18) the P(JV;) private classical capacity (real domain) is expressed as
1 o2 |F(Ty(N:)[
P(N;) = -log, (1 +—“’l| ( 2’( D)l ) (24)
2 IN;
The SVD-assisted P'(V;) from (22) is then yielded precisely as
1 o F(Ty(N)I?
P’(Ni) = —1Og2 1+ ‘f (25)
2 O

Assuming [ Gaussian subchannels, the (real domain) secret key rate S(V') of AMQD and S (') of SVD-assisted
AMQD are as follows:

2 . K
S(V) £ P(V') = maxE <Zlog2 <1+Gw"|F(T21(NZ))|>>, (26)
Vi 1 O'Nz*
o2 [F(Ti(N))[?
S'(N) <P/(N)=maxE| Ylog, | 1+ ——5——| | 27)
Vi 1 O'Ni*

2.2 | Manifold extraction

In a multicarrier CVQKD scenario, the term manifold is interpreted as follows. Let the i-th component p;; of a given

T
private random codeword p; = (pjﬁl, vy pjﬁl> to be transmitted through 2V;, where each Gaussian subchannel is char-

acterized by an independent transmittance coefficient |(T;(V;))|*. As a first approach, the number [ of the Gaussian
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subchannels is identified as the manifold of V. Precisely, the information is granulated into subcarriers, which are dis-
persed by the inverse Fourier transform, and each p;; component is identified by independent transmittance coeffi-
cients. A more detailed formula will be concluded in the further sections.

Specifically, the transmission can be utilized by a permutation phase space constellation €%(V). Using P, i=2,...,l
random permutation operators, C5(V') can be defined for the multicarrier transmission as

Cs(N) = (Cs(N1), ..., Cs(NT))

(28)
= (Cs(N1), P2Cs(N1), ..., PICs(NY)),

where deg(n) = d is the cardinality of Cs(V;). Using C§ ('), the available degrees of freedom in the Gaussian link

Cs(%;)
can be utilized, and the random permutation operators inject correlation between the NNV; subchannels via P;Cs(N7).
In particular, for each Gaussian subchannel, the distance between the phase space constellation points is evaluated

by 6;, the normalized difference function. Assuming two [-dimensional input random private codewords

T T
pPs = (pA_l, ...pAJ> and pp = (PB,u ---PB,I) and two Gaussian subchannels V; and N, §; is calculated precisely as

follows:
1
6 = _<pA7i _pB,i>v (29)
a2,
a3
particularly, for the [ Gaussian subchannels
1 1
8l , 30
| 1...l| > (Clzs (Nl)> P ( )

where the term |8; ;| is referred to as the product distance.>*> The maximization of this term ensures the maximiza-
tion of the extractable manifold, and determines the p,,. pairwise worst-case error probabilities of p4,ps.

As we have shown in Section 3, by using C5(V) and (30), the p,,, worst-case pairwise error probability can be
decreased to the theoretical lower bound. We further reveal that in a multiuser CVQKD scenario, this condition can
be extended simultaneously for all users.

Let us assume that the S;{ (V) secret key rate of user Uy, for Vk, is fixed precisely as follows:
S{(N) = EP/(v), (1)
Nmin

where ¢, >0 is referred to as the degree of freedom ratio of Uy, while ny;, has been shown in (7). As one can immediately
conclude from (31), S, (N')<P’'(N).
Without loss of generality, for a given subchannel V;, we redefine S, (), ¢ >0 precisely as

SL(VD) = ~ELpr(vy). (32)

Nmin

Note: From this point, we use the complex domain formulas throughout the manuscript and S, (V') and S (V;) are
fixed to (31) and (32).

For a given N, an E,,, error event>°

is identified as follows:
Eerrzlogz(l + |F(Ti(Ni))\2(SNR;) ) <S'(\), (33)

and the probability of E,,, at a given S (V) is identified by the p,,. error probability as follows:

Eorr = Dors (8(V1)) = Pr (log, (14 [F(T(V:) P (SNR)") < (V1)) (34)
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Particularly, by some fundamental argumentations on the statistical properties of a Gaussian random distribution, >

for |[F(T;(N)))? (SNR;)*—>0, Perr (S (V1)) can be expressed as
Parr (SL(N1)) = Pr(IF(Ti(N:)) P (SNR;) Togae < S'(V1)), (35)
while for [F(T;(N}))|? (SNR;) *—>oo, the corresponding error probability is as

Pars(S(V) = Pr (log, (|F(Ty (V1)) (SNR)) ) < 5'(V3) ). (36)

Let [=1, that is, let us consider a single-carrier CVQKD, with |F(T(N))|> of V', with a secret key rate S’(V). In this
setting, p.,, is expressed precisely as>>

pinee (5, (V) = Pr(log, (1 + [F(T(V))]*(SNR')") < S'(V))

- Pr<|F(T(N))|2 (SNlR,)*> (37)
!
~ (SNR)”

by theory.

Specifically, assuming a multicarrier CVQKD scenario with [ Gaussian subchannels and secret key rate S'(N;) per
N, pAMQD g derived as follows:

Without loss of generality, we construct the set J7, such that

T:n%fil_n{\F(Ti(Ni))Ha (38)

where for Vi, i=1,,...l the following condition holds:

1
F(Tiy(Nv)) 2 (SNR)’ =. (39)

In particular, the transmission through the Gaussian subchannels is evaluated via set 77, which refers to the worst-
case scenario at which a S’ (V') > 0 nonzero secret key rate is possible, by convention. Particularly, in (30), a given J;

identifies the minimum distance between the normalized 251 points for the phase space constellation C':S(N i) of V.

Precisely, by fundamental theory,>* > it can be proven that for an arbitrary distribution of the F(T;(V;)) Fourier
transformed transmittance coefficient, the maximized product distance function of (30) can be derived by an averaging
over the following statistic S:

S:F(T(Ny)) € eN(o, a%mwl_))), (40)

where Uzzr(T,- o) = E [|[F(T:(V i))|2], and F(T;(2V;)) is a zero-mean, circular symmetric complex Gaussian random vari-

able with i.id. V (0, O.SGfg(Ti(Ni))) zero-mean Gaussian random variables per quadrature components x; and p;, for

the i-th Gaussian subcarrier CV.
As it has been shown in Gyongyosi,® the § manifold parameter picks up the following value in the single-carrier
CVQKD setting:

5single =1, (41)

while in the multicarrier CVQKD setting,

Samon = L. (42)
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The result in (42) will be further sharpened in Section 3 since it significantly depends on the properties of the corre-
sponding phase space constellation Cg(NV'). From (45), it clearly follows that the extractable manifold § determines the
error probability of the transmission, and for higher &, the reliability of the transmission improves.

Particularly, in a multiple-access CVQKD scenario, there exists another degree of freedom in the channel, the num-
ber of information carriers allocated to a given user U. This type of degree of freedom is denoted by ¢ and is referred to as
the degree of freedom ratio. Without loss of generality, in the function of ¢>0 (41) and (42) precisely can be rewritten as

5single =1- S, (43)
while in the multicarrier CVQKD setting, it refers to the ratio of the subcarriers allocated to a given user,

Samep = 1(1 ). (44)

Thus, in a multicarrier CVQKD scenario with I Gaussian subchannels, for a given ¢>0, the overall gain is I. As it can
be verified, using (43) and (44), the error probabilities can be evaluated as (see also Gyongyosi®)

single __ 1 _ 1 ( 4 5)

err ( ( SNR/)*>5singte ((SNR')*> (1)’

1 1
pAMeD - (46)

((SNR/)*)LSAMQD ((SNR,)*>I(1—§)'

The result in (46) is therefore a reduced error probability in comparison to the single-carrier CVQKD scenario (see
(45)). Thus, the extra degree of freedom available in a multicarrier CVQKD setting allows us to decrease significantly
the error probability. For a detailed derivation on (46), see Gyongyosi.®

In a multicarrier CVQKD protocol run, there exists an optimal tradeoff between 6 and ¢; however, it requires to make
some preliminary assumptions, as it is concluded in Lemma 1.

Lemma 1. (Manifold extraction in multicarrier CVQKD). For any Sk(N )>0 and ¢, where
1

:WS;{(N Ymin, >0, of user Ugk=1,...Kou, the 6k(s,) extractable manifold is the ratio of

Sk

1
P ('), derived at the

Dorr (S}C(N )) error probability and the nyi,-normalized private classical capacity _~—

asymptotic limit of (SNR')"—co.

Proof. In particular, at a given ¢, and S, (V) (see (31)), the &k (s, ) manifold parameter of user Uy, k=1,...,Ky
is as follows:

. _logzperr (Sk(N)) ,
Sk(se) = lim I P (), (47)
(SNR') >0
Nmin

where p,,.(S,(V)) is the error probability of Uy at Si(V), while (SNR)” is the SNR of N in an SVD-
assisted AMQD modulation for private information transmission (see (22)).
Specifically, assuming that the condition of

%; E(Ti(N))/ (SNR) 6, > (48)

holds, where ¢>0 is a constant and y is the minimum distance of the 25) normalized constellation points
le:), qoj>, j#iin a phase space constellation Cg(N), Cgx(N) C Cs(N), |(:’:9(N )| = 25) | evaluated

precisely as

1

O = —
kT oS

(49)
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then at a given secret key rate S, ('), the p,,, Sk N error probability of the transmission of Uy decays as

perr(Sk N - Q \/ ZZ|F (SNR) 62>

(50)
N (SNR )
where Q(-) is the Gaussian tail function. Note that the condition of (48) follows from the fact that the separa-
tion (ie, ;) of the constellation points of Cs(V') has to be significantly larger than oy; otherwise, the Q(+)
Gaussian tail function yields in high error probabilities.® Without loss of generality, for an V; dedicated to
Uy with S, (), the phase space constellation is referred to as C(N;), |€5(V)| = 2%, and
1
ak_’i = W, and
,(SNR; ) )
Perr (Sk N =Q |F ak‘i
(51)
N (SNRi)
Exploiting the argumentation of (40) on the averaging over the § statistics of the channel transmittance coef-
ficients, and the related result in (38), the p,,,.(S,(V;)) of a given Gaussian subchannel 2V; at S, (V;) can be
determined precisely as
- (zs;c (1) —1)
Derr (S;c(Nl)) =1-e (SNR;)V 3 (52)
which at (SNR})“—co coincidences with (51).
Thus, using P; € U, i=2,...,] drawn from a U uniform distribution, the private permutation phase space con-
stellation €4, CF (V') € €5(NV), |€§ (V)| = 25%) can be defined for the private multicarrier transmission as
erN) = (Es(V), s E5(V)
, , , (53)
= (@s(Nl), PyCs(N1), ey Pl@s(Nl)),
where de ) = d e () is the cardinality of (V7).
The prlvate permutatlon phase space constellation of (53) can be used as a corresponding ('?S(N i), for each V;
subchannels.
In particular, assuming the use of S(F(T;(N))) in (40), the p,,., (S, (N})) of a given subchannel V; with secret
key rate Sp (N) = ng—kP’(N ) can be rewritten precisely as
min
Par(S30) - = P10, (1 [PV (s8R ) ) <5
S‘kt
( <SNR
= Pr| [F(T:(N)* < (54)
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where Pr(|F(T;(V;))|* < x) ~ x, by theory at the distribution of (40),” and & ; <gk7i) =1 — ¢, ;. Specifically,

it F(T;(Ny)) € N (0, afg(Tl_ (M))) for all \V;, then for the S’ (V) secret key rate in the low SNR regimes the fol-

lowing result yields, precisely:

( ( UiffmaXIF(Ti(Ni))lz))
S'(N)  <E|log, |1+ ——

O+

) (55)
o2 max |[F(T,(Ny))| o,
~E = log,e ~ ag\’f*logze,
while in the high SNR regimes
oz, max|F(Ti(N:))|*
S’ ()  <E|log, —
O3

(56)

2
< tog, 2 +  Iogy (max F(T V) ).

N

and from the law of large numbers>>:

! o2 |[F(T(Ny))? a3 max|F(T;(N1))[*
] lelog2 1+T =F|log, |1+ : = - (57)

AtF(Ti(N)) € €N (0, ofg(Ti(Ni))), the density of (52) is depicted in Figure 1.

Note that for the transmission of classical (ie, nonprivate) information, Cs has a cardinality of |Cs| = 2R ata
1

IR(N)/2°
An error event E,,, of (33) for a subchannel V; can be rewritten as

given R, (\), with a corresponding SNR " and d; =

1 , 2SN _q
Eerr:= 2, [F(Tiy(N <———= 58
IO < T (58)
thus, introducing Z>1 which brings up by the use of a corresponding Cg, a typical error probability is precisely
expressed as follows:
, 1 o ,
Perr (Sc(N7)) = Pf(szlogz (1 + [F(T{(NV3))[* (SNR;) ) < Sk(Ni))
1 N Ski o,
= Pr(Tleogz (1 + |F(Ti(Ni)>|2(SNRi) ) < n—~P (Nl-))
ANE 3 Sk
1 ., ((snr)) -1
=Pr 721|F(Ti(Ni))| D S —
(SNR ) (59)
1 1

((SNR’)*)H" - ((SNR')*)Z(I_gk>
((SNR’)*)gk—l ’

where Pr(|F(Ti(N}))* < x) ~x7 as (((SNR')*)gk - 1)/(SNR')*—>0, by theory. (Note that in (59), the T;

transmittance coefficients are arbitrarily distributed, in contrast to (54)). As one immediately can conclude,
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—
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024 <<«
[95)
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FIGURE 1 At the distribution of the § statistics of (40), the shaded area under the curve gives the p,,, error probability at a given S}c (V)
for a Gaussian subchannel N;

the phase space constellation Cg provides a further decreased p,,, in comparison to (46).
Putting the pieces together, the optimal manifold-degree of freedom ratio tradeoff curve>® f for a single-
carrier scheme (eg, if [=1 we trivially have a single-carrier scheme) can be expressed as

JN1):6k(s) = Z(1 = 5p), (60)

where 0<¢, <1.
Specifically, some calculations then straightforwardly reveal that any phase space constellation Cg(N') that

satisfies the condition of

1
0 =q— 61
k qzsk(N) ( )
achieves the optimal f tradeoff curve, for any constant g>0. The recently proposed permutation phase space
constellation €%(V') for SVD-assisted AMQD provably satisfies this condition.
Without loss of generality, assuming a constant g>0, p,,, can be rewritten precisely as
, 1 A kN 1—8 ,
Pho(siv0) pr({Eom (14 IRV F((58R) ) ) < s
NS 1-g Sk
) (((SNR) ) ) —1
= Pr [ -3 [F(Ti(N)* < 1=
l ((SNRI)*> g (62)
) Sk(1-8)
((snR))™ T -1
= — i
((snr)")
Thus, for E8,,, the manifold parameter is & (s;) as
o . _logzperr (Sk(N)) ,
(i) = Gkl(sr)-(1—g) = lim T P(N). (63)
(SNR')">c0
Pmin

In Section 3, we give a proof on the multicarrier CVQKD scenario and show that there exists an optimal tradeoff
between ¢, and &) for any U,. We further reveal that in a multicarrier setting, the manifold extraction significantly
exceeds the possibilities of a single-carrier CVQKD scenario.
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Theorem 1. (Multidimensional manifold space for multicarrier CVQKD). For any X;,, Koy, and >0, the M
manifold is a dim(M) = Ki,§; + (Kour — ¢ )S) dimensional space. The number N4, .1 of dimensions orthogo-
nal to M in the dim(S(F(T(N)))) = KinKoue  dimensional  space S(F(T(N))) is

. 1 .
Ngimt = KinKour = (KinSy + (Kour = 51)5%) = (Kin = 1) (Kout = S )» With P, () = N and opti-
((swm) )™=
mal tradeoff curve h(M):6(5;) = Ngipt-
Proof. The proof assumes a K;,,,K,,,, multiuser scenario. First we express p,,, as follows:
P SNR')" r+Kp—1)
Perr = Pr (Eerr = Z logz (1 + ( K ) l?) < gk( - )P (N)>7 (64)
i=1 in r
where 17 are the squared random singular values of F(T(N')).>*>°
Assuming ¢,>0, the A; singular values can be decomposed into subsets s, and s; such that set
So = {/11, ey /19{} (65)
contains the largest ¢, singular values of F(T(N)), ;<d;y1, i=1,....5, and where
rr{fel_lx{/ll, v A} <1 (66)
The remaining nmin — ¢, singular values formulate the subset s;, as
$1 = {/lngrla ) Anmin}v (67)
where
max{Ae 11, - Adnpn } < ! . (63)
Vi Sk ) ) Nmin —_ (SNR/)*

In particular, from (65) and (67), for the rank of F(T(V')), the following relation identifies an error event E,,,:
Eerr:rank(F(T(N))) < . (69)
Thus, the p.,, at a given ¢, is precisely referred to as

Perr(5ic) = Pr(rank(F(T(N))) < gi)- (70)

Specifically, at ¢,=0, p,,.(;) is evaluated as

1
=0) =Pr{F(T(NV)):max{4;, .., 4n,,} <—=
perr(gk ) ( ( ( )) Vi { ! " } (SNR))
1 (71)
KanouL.

((sNR)")

At ¢—0, in (64) the corresponding relation is

(72)
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thus for the sum of the ny,;, squared eigenvalues 4;,
Nmin
20 = §IF<T<NUk>>|2, (73)
i=

where Ny, refers to the logical channel of Uy, which consists of the allocated Gaussian subcarriers of that
user.
As follows, (72) holds if only

|F(T(NUk))‘2 S N kI (74)

thus,

Perr(5=0) = Pr<|F(T(J\ka))|2 Sp— )
S
( (SNR/) *) KinKou (75)

1
dim(F(T(V)))’

~
~

- ((snr)")

since the dimension of the space S(F(T(V))) for a K;,, K,,; multiple-access scenario is as follows>>:

dlm(S(F(T(N)))) = KinKout- (76)

Particularly, the M manifold space can be represented as a rank—¢, matrix M (see later (78)); thus, it precisely
has a dimension of

dlm(M> = Kingk + (Kout - gk)gk' (77)
Specifically, for any ¢,>0,
Pen(Si > 0) = Pr(rank(F(T(N))) < rank(M) = g;)

v (78)
((SNR')") o’

where N, 1 refers to the dim* dimensions orthogonal to M in the dim(S(F(T(V)))) = K Ko dimensional
space S of F(T(V')), and M is a matrix with rank ¢.

Thus, for >0, p,,.(,) is related to as the difference between matrix F(T(N')) and a rank-g, matrix M, since
F(T(V)) is a K;,,xK,,,, matrix with rank=g,; that is, it has ¢,>0 linearly independent row vectors from the K,,,;
rows.>*>> Without loss of generality, M can be characterized by KinS + (Kowr — i )S) parameters by theory,
from which (77) straightforwardly follows.

Putting the pieces together, the N, .. number of dim* dimensions orthogonal to manifold space M in the
dim(S(F(T(V)))) dimensional space of F(T(XN')) is precisely

NdimJ‘ = KinKout - dlm(M)
- KinKout - (Kingk + (Kout - gk)gk) (79)
= (Kin — Sk) (Kout = Sk) -

Particularly, from (78), the multidimensional optimal tradeoff function is yielded as

h(M):58(5k) = Ngim?- (80)

The Ny;,,+ in function of dim (M), at K;,=K,u—1, §x=0,3;0.6;0.9 is depicted in Figure 2.
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4

250
— 5. =03
— ¢, = 0.6
2004 ¢, =09
150
dim™*
100 -
50
| I .
p 5 0 15 20 FIGURE 2 The values of Ny 1 in

function of dim(M), at K;,=Ko,,—1,
¢=0.3,0.6,0.9

MANIFOLD EXTRACTION FOR MULTICARRIER CVQKD

Theorem 2. (Manifold extraction for multicarrier CVQKD). For user Uy, the manifold extraction at 1 Gauss-
ian subchannels leads to an optimal h tradeoff curve h:6i(s,) = 1Z(1 — ;) = If, for any multicarrier scheme,
where { is the optimal tradeoff curve of a single-carrier CVQKD protocol, f:6,(s,) = Z(1 —¢;.), and Z>1.

Proof. In the first part of the proof, we assume the case [=1, which is analogous to a single-carrier transmis-

sion. In the second part of the proof, we study the multicarrier case for [ Gaussian subchannels and reveal

that a multicarrier case allows significantly improved manifold extraction.

In the single-carrier scenario, the phase space constellation ('), C5(N) C Cs(NV),
25:(V) _ 1

1 p
to Oy = SO Perr (S (V) = SNRT and f:6k(s,) = Z(1 —¢,), as it has been already shown in the

Cs(N)| = 25, leads

proof of Lemma 1. This is precisely the situation for [=1.

Specifically, for the multicarrier CVQKD case, let us assume that there are [ Gaussian subchannels dedi-
2

* w]
)

O

cated to the transmission of the d;, i=1,...,,l Gaussian subcarriers, with (SNR;) per N, and secret
key rate S, (V;) as

S (V) = ELpr(vy). (81)

Nmin

Without loss of generality, for the total constraint of SVD-assisted AMQD, one has precisely
l S '
33 log, (1+ [F(Ty(Vi)*(SNR;) ) 2 IS,(V:). (82)
i=1

In particular, by further exploiting the results of SVD-assisted AMQD and following the derivations,” here,
we determine the private random codeword difference for two [-dimensional input codewords

T T
Py = (pA"l, ---PAJ) and py = (pB.la ...pBJ) . The probability that p, is distorted onto pg conditioned on

F(T(N)) is evaluated precisely as follows:

Pr(p,—ps|F(T(N))) = Q<\/ o Z|F(Ti(Ni))2|ai|2>a (83)
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where 0; is the normalized difference of p; and pg;, calculated as follows:

0 = —; ” (pA.i - pB,i)' (84)
w
0%

Assuming the case that in (83), the condition

2t ZIF( N)PIaE <1 (85)

holds, one obtains

10, * > ¢ : (86)

1125,’((3«,-)1
for any constant ¢>0 and for an arbitrary pair of p, and ps.
In particular, at a secret key rate S}c per IV, the cardinality of (:’:S(N ;) is as follows:

|Cy(V)| = 25D, (87)

Thus, in the private transmission each Cg(V;) is precisely defined with 25{N) CV states |¢, for each NV}, at

an averaged .§k (V) as

SN
|es(V)| =21 ‘ o 215N, (88)

Specifically, evaluating the Q(-) Gaussian tail function at
min  [F(Ti(NV)) = min—— ( vge——s — 1 (89)
VE(T,(N) i i - Vi O_Czu” Eve|ai|2 )
a3

where vg,, is Eve's corresponding security parameter in an optimal Gaussian attack.
The result in (89) leads to a worst-case scenario precisely as

2

g
Dorr = Pr(p,—p3/F(T(V))) = Q min < 3" |, (90
Bur = Pr(pARalF(TOV) = Q| |, min S IF(T(Nlaf )
N*

such that for the [ V; Gaussian subchannels, the following constraint is satisfied:

1og2<1+-§iéf£§§§22—> _.znog2<14-fijf€£§£!92—> > IS, (V). (1)
l

N N

In particular, the optimal manifold extraction &k(s,) requires the maximization of the product distance

|01 ___1\2/ Fat (90); thus, without loss of generality, the optimizing condition at | Gaussian subchannels is a
maximization as follows:

) 21 1
dk(gk).n{ﬁ_txwl a7 > C—ZZS}C(NL'). (92)
Since for C4(V;) this condition is satisfied, by using the €%(V;) random permutation operators as Cs(N;)

for the Gaussian subchannels, the optimality of 8 (g, ) can be satisfied. Using (84), the constraint of (91) can

be rewritten as follows:
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0. N =
> log, <1+Q|’§—|21)> > IS, (NY), (93)
I i
where
. [F(Ty(N)[*18:] 02
Qi) = T 54
02
and
min =Y Q; = D)8, 95
min £~ min X R IFT ) ©9
where
in DIFTO))P = Y vy~ 1 (96)
vErov) T T 2\ el )
o

Without loss of generality, from (95) and (96), the Gaussian tail function in (90) can be precisely rewritten

as follows:
1 2
Q< izl: (VEve — 104 )) ) 97)
and
Qi(NV -
Zlog2 (UEWW | ) lelog2 <1 4 Q|é.|2 )> = IS} (V). (98)

Particularly, from these derivations, the manifold extraction for the multicarrier scenario is yielded as fol-
lows. The E,,, error event can be rewritten as

Far: Blog, (14 [F(TU(N))P(SNR)) ) < (V) (99)

thus, for p,,, (S (N)),

i=1

Par(5V)) = Pr( Siogs (14 PV PSNR)) <150V
(100)

:pr(i_zlllogz(u|F(Ti(Ni))|2(SNR;)*) <1 kip (Nl)).

nmln

Specifically, it can be further evaluated as

per(500) = (r{togs(1+ |F<Ti<Ni>>|2<SNR;>*)<&P’<Ni>))l

Rmin
l

2 ((SNR;)*)gk.II—l
= (PI‘<|F(Ti(Ni))| <W (101)

¥4

IS ((<SNR;>*)““L1)

( (SNR) *) H(1=6e,) (SNR;)"
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and at ¢ ;, the optimal manifold extraction for each V; is

Ok.i (S'k,i) = Z(l - S'k,i) =Z(1 =) (102)

Thus, without loss of generality,
1

((SNRI)*)IZO_%).

As follows, from (103), the manifold extraction for the [ Gaussian subchannels, and the optimal manifold-
degree of freedom ratio tradeoff curve h**>° for the multicarrier transmission, is precisely expressed as

Perr = (103)

h:8i(s) = 1Z(1 =) = 1If, (104)
where 0<¢y.

The single-carrier and multicarrier tradeoff curves f and h are compared in Figure 3.
To conclude the results, the multicarrier CVQKD with [ Gaussian subchannels provides an [-fold manifold gain over
the single-carrier CVQKD protocols, for all ¢.

4.1 | Manifold extraction for AMQD-MQA

Theorem 3. (Manifold extraction in a multiple-access multicarrier CVQKD). For any K;,, Ko, multiple-

access multicarrier CVQKD scenario, the manifold extraction is maximized via 5k(gk):rr{fax|/11 “_nmm|2/ Mtmin
1 L
where A, is the i-th smallest singular value of matrix M; = ————(p4 — Pp), and pa, pg are l-dimensional
(SNR')"

random private codewords.

T T
Proof. Let us assume that p,, pp are [-dimensional inputs, p, = (pAJ, ...pAJ) and pp = (pB,l, ...pB,l) .

The Pr(p,—ps|F(T(N))) pairwise error probability can be evaluated as

F(T(N))- -
Pr(p, —ps|F(T(N))) = maxQ< (TN))-(Pa pBD), (105)
Vn \/z
where 7) is expressed as
Kin (2SL<N ) — 1)
= F(T(N)):[F(TN))]? > —————2 106
1= F(T(N)):|F(T(V))] (SNR) (106)
!
0.8/
h
— 0.6/
>
:; 0.4/
k f
0.2/ 4
0 (;.25 0I.5 0I.75 1

Sk

FIGURE 3 Comparison of the optimal manifold-degree of freedom ratio tradeoff curves f and h for single-carrier and multicarrier CVQKD
for a user Uy
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Without loss of generality, let A be the smallest eigenvalue of M,

A = min(2), (107)
L
where M; stands for the private codeword difference matrix,
1
M; = ————(p, — P»)- (108)
(SNR')’

In particular, using (107) and (105) can be written precisely as

Pr(p,—pylF(T)) = Q%Ki (257 -1) ). (109

Precisely, the result of (109) follows from the fact that for a K;, XK, matrix M;, the following relation holds
for M; and its smallest eigenvalue 1, by theory:

12 = ; VRV i
At = min F(T(N))MMF(T(V)). 110)

1- : .
Some calculations then straightforwardly reveal that for Q (E/lzKin (ZSk(N ) — 1)) > 1, the condition on 4 is

as follows:
- 1 1
%> o~ : 111
Kin (ZSk(N) - 1) Ky 25<(V) (111)
Introducing a covariance matrix K, as
g,
K, = (SNR') =, (112)
Kin
where I, is the K;, XK, identity matrix, E,, can be rewritten as
Eorr = logydet(Ix,,, + F(T(V)KF(TV))') <5/ (V), (113)
where without loss of generality,
a2 |F(T(N) [
S'(N) <P'/(N)=maxE | Ylog, | 1+ —F5—— (114)
vi 7 O
Let the SNIR (signal-to noise plus interference ratio) of V; be (SNIRQ)’k in an SVD-assisted AMQD setting,
then E,,, can be rewritten precisely as
(SNR')” t
Eerr = log,det| Ix,, + F(T(N)) %, F(T(NV))
" (115)
Kin N ,
- (1 + (SNIRi) ) <S®V)
i=1
Then, let us assume that r subchannels are interfering with each other in the SVD-assisted multicarrier
transmission. Specifically, at r interfering subchannels, after some calculations, it can be verified that the
S, (V) secret key rate reduces to precisely
, ) 1
Sp(N) = rS'k(N) (116)

(r+Kin - 1)'
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N
K, <K,,
6_
—
hd h
~— 41K >K
e in out
«
, ]
1 1 1
0 0.5 1 1.5 2

FIGURE 4 The optimal tradeoff curves hg,x,, for any K;,>K,,, and hg, <x,, at Ki,=2,K,,,=4. The hg, >k, curve is maximized in
Sk (s) = 4 at =0, and picks up the minimum & (5,) = 0 at g=2, for any K;,>K,,,. For any K;, < K, the hg, <k, curve has the max. in
8k (s) = KinKout, 5x=0, and the min. 8 (g,) = 0 at ¢, = min(Ki, Kour)

Thus, the resulting p,,.(S,(V)) error probability is>

P (S (X)) = Pr <1og2det <1KM " F(T(N»(S%WFGW»*) < MP’(N)) a17)

,
where Ig, , is the K,,, X K,,, identity matrix.

Then, by exploiting a union bound averaged over the § statistics (see (40)) for each N;,>>>* the hg, >k
mal tradeoff curve is yielded as follows:

opti-

out

MK K Ok (Si) = 2(2 = ) (118)

Assuming the situation Kj, <K,,;, some further results can also be derived.
By using (115) and the properties of the multidimensional manifold space M (see Theorem 1), and by aver-
aging over the § statistics, the hg, <k, tradeoff function®® without loss of generality is

hi <k 0k (SK) = (i, (Kin — 1) (Kour — 1)), i =0, ..., Amin. (119)

Putting the pieces together, for each function hg, -k, and hg, <x,,,, the manifold extraction is optimized via
the maximization of the np, smallest singular values as 4; ., where for each 0 < 4; < 2y/K;, and are
determined from M; (see (108)).

Exploiting the argumentation of (86), the corresponding condition on |4;
curve h is precisely as

| for the optimal tradeoff

«Amin

1 ,
h:max|dy .y, | > i I — L 0 ) (120)
: I

nininnmin
for any constant ¢>0.

The results for any K;,>K,,; and K;,, <K, at K;,,=2,K,,,=4 are summarized in Figure 4.

5 | CONCLUSIONS

The additional degree of freedom injected by the multicarrier transmission represents a significant resource to achieve
performance improvements in CVQKD protocols. The proposed manifold extraction exploits those extra resources
brought in by the multicarrier CVQKD modulation and is unavailable in a single-carrier CVQKD scheme. We intro-
duced the term of multidimensional manifold extraction and proved that it can significantly improve the reliability of
the phase space transmission. We demonstrated the results through the AMQD multicarrier modulation and extended
it to the multiple-access multicarrier scenario through the AMQD-MQA scheme. We studied the potential of a
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multidimensional manifold space of multicarrier CVQKD and the optimized tradeoff curve between the manifold
parameter and the additional degree of freedom ratio. The results confirm that the possibilities in a multicarrier CVQKD
significantly exceed the single-carrier CVQKD scenario. The extra degrees of freedom allow the utilization of sophisti-
cated optimization techniques for the aim of performance improvement. The available and efficiently exploitable extra
resources have a crucial significance in experimental CVQKD, particularly in long-distance scenarios.
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APPENDIX A

A.l | Multicarrier CVQKD

First, we summarize the basic notations of AMQD." The following description assumes a single user, and the use of n
Gaussian subchannels V; for the transmission of the subcarriers, from which only ! subchannels will carry valuable
information.

In the single-carrier modulation scheme, the j-th input single-carrier state ’qoj> = }xj + ipj> is a Gaussian state in the

phase space 8, with i.i.d. Gaussian random position and momentum quadratures x; € N (07 o2 ), piEN (07 a2 ),
0 J @o

where oio is the modulation variance of the quadratures. For simplicity, og)o is referred to as the single-carrier modula-

tion variance, throughout. Particularly, this Gaussian single-carrier is transmitted through a Gaussian quantum channel
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. In the multicarrier scenario, the information is carried by Gaussian subcarrier CVs, |¢;) = |x; + ip;), x; € N'(0, 03,

pi € N'(0, 02), where o2 is the modulation variance of the subcarrier quadratures, which are transmitted through a
noisy Gaussian subchannel Nj. Each N; Gaussian subchannel is dedicated for the transmission of one Gaussian
subcarrier CV from the n subcarrier CVs. (Note: Index i refers to the subcarriers, while index j to the single-carriers

throughout the manuscript.) The single-carrier state ‘goj in the phase space S can be modeled as a zero-mean, circular
symmetric complex Gaussian random variable z; € CN (O, ai ) with variance afa =E “zjﬂ, and with i.i.d. real
5 g

and imaginary zero-mean Gaussian random components Re(z;) € N (0, 06200), Im(z) € N (0, crfoo).

In the multicarrier CVQKD scenario, let n be the number of Alice's input single-carrier Gaussian states. The n
input coherent states are modeled by an n-dimensional, zero-mean, circular symmetric complex random Gaussian
vector

Z=X+ip = (21, ...20) € CN(0, K;), (A1)
where each z; can be modeled as a zero-mean, circular symmetric complex Gaussian random variable
% € @N(O, o*foz_), g =X +ip;. (A2)
J

Specifically, the real and imaginary variables (ie, the position and momentum quadratures) formulate n-dimensional

real Gaussian random vectors, X = (xy, ..,x,)" and p = (p;, ..,p,)", with zero-mean Gaussian random variables with
densities f(x;) and f(p;) as

1 23 1 20
R S (0 L A3
16) = ot 1) = "y

where K, is the nxn Hermitian covariance matrix of z:

K, = E[zz'], (A4)
while z' is the adjoint of z.
For vector z,
E[z] = E[e"z] = Ee”[z] (A5)
holds, and
Elzz']| =E [ei”z(ei"z) T} = Ee” [zz"], (A6)

for any y € [0, 27]. The density of z is as follows (if K, is invertible):

1 2K,z
zZ) =———¢ 20 & A7
12 = ek, (A7)

A n-dimensional Gaussian random vector is expressed as x=As, where A is an (invertible) linear transform from R"
to R", and s is an n-dimensional standard Gaussian random vector N'(0,1),,. This vector is characterized by its covari-

ance matrix Ky = E[xx’] = AAT and has density

1 _ xI'x
fiox) = oy
b (V2r) "\ /det (AAT) ’ ' (A8
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The Fourier transformation F(-) of the n-dimensional Gaussian random vector v = (v, ...,v,)" results in the n-
dimensional Gaussian random vector m = (my, ...,m,)", as follows:

_2 ( 2 2)

. ms4 Am
W, n

—m7AATm 0 1

m=F(v)=¢ 2 =¢€ 2 : (A9)

In the first step of AMQD, Alice applies the inverse FFT (fast Fourier transform) operation to vector z (see (Al)),
which results in an n-dimensional zero-mean, circular symmetric complex Gaussian random vector d,

de eN(0,Kq), d = (dy, ....dn)", as

2 2 2
aTaaTd Twg (d1+ "‘+d")

d=F'(z)=¢ > =€ = (A10)

where

d; = x4 + ipg, d; € CN° (o, aﬁi), (A11)
where 07, =E [|d,~|2] and the position and momentum quadratures of |¢;) are i.i.d. Gaussian random variables

Re(d;) = x4, € N(O, cii), Im(d;) = py, € N(O, Gii>, (A12)

where Kq = E[dd'], E[d] = E[e”d] = Ee”[d], and E[dd"] = E|e”d(e"d)"| = Ee™ [dd"], for any y & [0, 27].

The T(JV') transmittance vector of V' in the multicarrier transmission is
TN) = [T1(N1), o, Tu(NW)] € €7, (A13)
where
Ti(NV;) = Re(Ti(NVy)) +iIm(Ti(N3)) € €, (A14)

is a complex variable, which quantifies the position and momentum quadrature transmission (ie, gain) of the i-th
Gaussian subchannel JV;, in the phase space 8, with real and imaginary parts

0 <ReTi(Vy) < 1/V72, (A15)
and
0 < ImT;(N}) <1/V2. (A16)
Particularly, the T;(JV;) variable has the squared magnitude of
ITy(ND)|P = ReTi(N})* + ImTi(N))* € R, (A17)
where
ReT;(N;) = ImT;(N7). (A18)

The Fourier-transformed transmittance of the i-th subchannel N; (resulted from CVQFT operation at Bob) is
denoted by

[F(T:(N3))%. (A19)

The n-dimensional zero-mean, circular symmetric complex Gaussian noise vector A € CN (O, O'i)n of the quantum
channel JV, is evaluated as
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A= (A, ...A)" € CN(O, Ky), (A20)

where

Ky = E[AAT], (A21)

with independent, zero-mean Gaussian random components
A, €N (0, 03,), (A22)
and
Ay EN (o, oiﬁ) , (A23)
with variance ag\fl_, for each A; of a Gaussian subchannel V;, which identifies the Gaussian noise of the i-th subchannel
XN on the quadrature components in the phase space S.
The CVQFT-transformed noise vector can be rewritten as

F(A) = (F(Ay), ., F(A)T, (A24)

with independent components F(A,,) € N (O, GJZD(N,-)) andF(Ay) €N (0, O'%<Ni)) on the quadratures, for each F(4;). It

also defines an n-dimensional zero-mean, circular symmetric complex Gaussian random vector F(A) € CN (O, KF(A))
with a covariance matrix

Kpa) = E [F(A)F(A)q, (A25)

where Kra) = Ka, by theory. At a constant subcarrier modulation variance ofui for the n Gaussian subcarrier CVs, the
corresponding relation is

2.0, = 0o, (A26)
where o7, is the modulation variance of the quadratures of the subcarrier |¢;) transmitted by subchannel ;. Assuming [

good Gaussian subchannels from the n with constant quadrature modulation variance o7, , where o = 0 for the i-th
unused subchannel,

o, =lo, <no, . (A27)

R

i=1

In particular, from the relation of (A27), for the transmittance parameters the following relation follows at a given
modulation variance afvo, precisely,
| Taman(N0)[*as, > |T(V)[*a (A28)

g’

where |T(V)|* is the transmittance of N in a single-carrier scenario, and

1
| Tamop(N9)]* = %£|F(Ti(Ni))|2- (A29)

For the method of the determination of these [ Gaussian subchannels, see Gyongyosi and Imre." Alice's i-th Gaussian
subcarrier is expressed as
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I6) = Idi) = [F~(2)). (A30)

A.2 | Notations

The notations of the manuscript are summarized in Table Al.

TABLE A1 Summary of notations

Notation
Q()
rank(-)

E

i

J

YU
>

YR
&fﬁ‘
3.

Xa,isPA,i

SNR;
SNR;
SNR
SNR

SNR?
(s8R’

SNR*

*

(SNR')

P(NY)

P(Ny)
S(V), Si(V)

Description
Gaussian tail function.
Rank function.

An event.

Index for the i-th subcarrier Gaussian CV, |¢;) = x; + ip;.

Index for the j-th Gaussian single-carrier CV,

cpj> = x;j + ip;, where x; and p; are position and momentum quadratures
of the j-th Gaussian single-carrier.

Number of Gaussian sub-channels N; for the transmission of the Gaussian subcarriers. The overall number of the
sub-channels is n. The remaining n—I subchannels do not transmit valuable information.

#;) =xi +ip;.

Noisy position and momentum quadratures of Bob's i-th noisy subcarrier Gaussian CV,

Position and momentum quadratures of the i-th Gaussian subcarrier,

$.) = xi +ip;
Position and momentum quadratures of the j-th Gaussian single-carrier )(pj> =x; +ip;.

Noisy position and momentum quadratures of Bob's j-th recovered single-carrier Gaussian CV |q7}'-) = xJ'- 4F ip}'-.

Alice's quadratures in the transmission of the i-th subcarrier.

2
T,
The SNR of the i-th Gaussian subchannel V;, SNR; = Uzi.

Ni
o2,
The SNR of the i-th Gaussian subchannel N; in the SVD-assisted multicarrier transmission, SNR; = O.Tw
N
0'2
The SNR of the Gaussian channel V', SNR = 0—2‘“.
N
o2,
The SNR of the Gaussian channel V' in an SVD-assisted protocol, SNR’ = —%-.
ON
2
The SNR of the i-th Gaussian sub-channel V; in a private transmission, SNR;" = 02“"' b
Ny
o,
The SNR of the i-th Gaussian sub-channel V; in an SVD-assisted private transmission, (SNR;)* = GZL
Ni
0'2
The SNR of the Gaussian channel V' in a private transmission, SNR* = G—“’.
2
o
. . . . . . 1y *
The SNR of the Gaussian channel V' in an SVD-assisted private transmission, (SNR) = U;’ .
(e

The private classical capacity of a Gaussian sub-channel ;.
The private classical capacity of a Gaussian sub-channel 2V; at SVD-assistance.

The secret key rate in a multicarrier setting, and the secret key rate of user Uy.

(Continues)
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TABLE Al (Continued)

Notation
S (V). 5,(V)

|81 .4

perr
Pa

Sk

single
err

Poy'®

010k,

Z\]dimL
S(F(T(V)))
%

K,

M;

1 = min(4))

Vi

S1, S,

Description
The secret key rate in an SVD-assisted multicarrier transmission, and the secret key rate of user U. In the manifold
extraction these are fixed as S, (V) = ng—kP’(N ), and S, (}) = ngk'i P’(N';), respectively.
min min

i
Product distance derived for the [ Gaussian subchannels, |8; m1|2 > (e zzsﬁ) , for any constant ¢>0 and secret key rate
S (V) > 0 per Ny
Error probability.

T
An [-dimensional random private codeword, p, = <p 41> P A.,> , where the i-th component p; is dedicated to V;.
Set of transmittance coefficients, such that for Vj of 77 |F(T;(V;))| = min{[F(T;(25))[}, where

L

1 /
F(T;(Ny)) = —— It refers to the worst-case scenario at which a S (V') > 0 nonzero secret key rate could exist.

(SNR')
A statistical averaging over the distribution of the T;(V;) transmittance coefficients.
1
Chi-square distribution with 2/ degrees of freedom has a density f(x) = le‘le"‘, where x> 0.
. 1
Degree of freedom ratio of user Uy, ¢, = msk (N)imin -
. . _logzperr <Sk (N)> ,
Manifold parameter, §ix(s,) = lim — P ().
(SNR')">c0
Nmin

] 1

Error probability in a single-carrier transmission, pSs = P — where Jgipge=1-¢.
((snr) )™
1

MQD _

Error probability in a multicarrier transmission, p,,

75AMQD = l(l = S')

/ . 1
Distance function for the phase space constellation Cg(N') and C4(N;) of user Uy, J;

Ao = —— .
P ANE Ok = o

TR

The optimal manifold-degree of freedom ratio tradeoff curve for a single-carrier transmission, f:6k(s;) = Z(1 — ¢x),
where 0<¢, <1.

The optimal manifold-degree of freedom ratio tradeoff curve for multicarrier transmission, f: 8y () = IZ(1 — ¢;),
where 0<g, <1, at [ subchannels.

Number of interfering subchannels in an SVD-assisted multicarrier scenario.

The multidimensional optimal manifold-degree of freedom ratio tradeoff curve over the multidimensional manifold
space M.

Multidimensional manifold space has dimension dim(M) = K6 + (Kour — Si)Sk-

The number of dimensions orthogonal to M in the space of S(F(T(N)))), Nyt = (Kin — i) (Kour — )-
The multidimensional space of F(T(')) has dimension of dim(S(F(T(V)))) = KinKout-

The squared random singular values of F(T(N)).

*IKin

An optimizing covariance matrix, defined as K, = (SNR') , where I, is the K;,XK;, identity matrix.

in

1
The private codeword difference matrix, M; = ———(p, — Pp)-

(SNR')*
Smallest eigenvalue of the M; private codeword difference matrix.

A maximization criteria over the distribution of F(T()).

Sets of singular operators S, = {Fy, U5'}, S, = {Uy, Uy'}.

(Continues)
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TABLE Al (Continued)

Notation
F(T)

Nmin

Si

Ugl )

o Mnnin

zeeN(0, o)

Aeen(0,d3)

d e enN(0, o3)

F7()

|§0k.i>

Nii=1, ..

Description

The SVD of F(T), F(T) = U,TF;!, F(T) = U,TUT!, where F;!, F; € CX»¥u and U,, U;! € CFwou are unitary
matrices, K;, and Ky, refer to the number of sender and receiver users such that K, < Koy, Fy'F1 = F1F7! =1,
U,U;' = U;'U, =, and TeR is a diagonal matrix with nonnegative real diagonal elements 2;,
F(T) =}, AUyFj.

The nonnegative real diagonal elements of the diagonal matrix I'€R, called the eigenchannels of F(T) = U,I'F;".
The A, squared eigenchannels A7 are the eigenvalues of F(T)F(T)" = U,ITTU; .

Amin = Min(K;,, Koy ), equals to the rank of F(T), where K;,, < K-

Stream matrix, s = (51, ..., 5, )" € CN'(0, K;), defined by the unitary F, (U;) applied on z € CN'(0, Ky).

A stream variable s; that identifies the CV state |s;) in the phase space S. Expressed as |s;') = LU ;F iil|si>, and
‘SI> = F(T)S = Enmi"liUziFl_.ll |Si>.

The Fourier-transformed eigenchannel interference,U; ' (y;) € CN (0, Ky (yi)), Ky =05, =E iZRE
U3 () = U (Z}?‘z‘ijl jFl__1]> |s;). The variance 020, in the low-SNR regimes.

The variable of a single-carrier Gaussian CV state, |¢;) € 8. Zero-mean, circular symmetric complex Gaussian random
variable, 02 = E[|z]*] = 202, with i.i.d. zero mean, Gaussian random quadrature components x, p € N’ (07 002)0),
where o, is the variance.

The noise variable of the Gaussian channel 2V, with i.i.d. zero-mean, Gaussian random noise components on the
position and momentum quadratures Ay, A, € N'(0, 03;), 03 = E[|A]] = 20%.

The variable of a Gaussian subcarrier CV state, |¢;) € 8. Zero-mean, circular symmetric Gaussian random variable,
0% = E[|d|’] = 202, with i.i.d. zero mean, Gaussian random quadrature components x4, p; € N (0, 02), where o2
is the modulation variance of the Gaussian subcarrier CV state.

The inverse CVQFT transformation, F'(-) = CVQFT’(-), applied by the encoder, continuous-variable unitary
operation.

The CVQFT transformation, F(-) = CVQFT(-), applied by the decoder, continuous-variable unitary operation.
Inverse FFT transform, F~!(-) = IFFT(-), applied by the encoder.
Single-carrier modulation variance.

Multicarrier modulation variance. Average modulation variance of the | Gaussian sub-channels ;.

The i-th Gaussian subcarrier CV of user Uy, |¢,) = [IFFT (z;)) = |[F~*(z:)) = |d;), where IFFT stands for the
Inverse Fast Fourier Transform, |¢,) € 8, d; € C“’]\f(O7 Gfii>, o3 =E[|di"], di = x4 +1ip,. X4, € ]\f<07 coz)F),
Dy, EN <0, afup>are iid. zero-mean Gaussian random quadrature components, and criF is the variance of the
Fourier transformed Gaussian state.

The decoded single-carrier CV of user Uy from the subcarrier CV,
F(|d)) = |F(F™ (24))) = |2es)-

Gaussian quantum channel.

cpkj) = CVQFT(|¢;)), also expressed as

Gaussian subchannels.

(Continues)



GYONGYOSI AND IMRE

WI LEY 29 of 30

TABLE Al (Continued)

Notation
T(N)

TEve

TEve,i

ACK

U, k=1, .., |A4]

Y

yk,m
F(T(V))
F(a)

ylj]
= |F(@)fj)*

TEve,i

Ry

Vmin

Vi

NUk []]

Description

Channel transmittance, normalized complex random variable, T(N') = ReT(N') + iImT(N') € C. The real part
identifies the position quadrature transmission, the imaginary part identifies the transmittance of the position
quadrature.

Transmittance coefficient of Gaussian sub-channel N;, T;(N;)= Re(T:(N;)) + ilm(T;(N;)) € €, quantifies the
position and momentum quadrature transmission, with (normalized) real and imaginary parts
0 < ReT;(N}) < 1/v/2, 0 < ImT;(N;) < 1/v/2, where ReT;(N;) = ImT;(V;).

Eve's transmittance, Tgy = 1 — T(N).
Eve's transmittance for the i-th subcarrier CV.

The subset of allocated users, A C K. Only the allocated users can transmit information in a given (particularly the j-
th) AMQD block. The cardinality of subset A is |A].

An allocated user from subset A C K.

A d-dimensional, zero-mean, circular symmetric complex random Gaussian vector, z = x + ip = (2, ...7zd)T7 that
models d Gaussian CV input states, CN'(0, K;), K, = E[zz"], where z=x;+ip;, x = (x1, ....xa)", P = (P1, ~:DPa) "

with x; € NV (0, Ufuo>, DiEN (0, cfoo) iid. zero-mean Gaussian random variables.

An [-dimensional, zero-mean, circular symmetric complex random

Gaussian vector of the [ Gaussian subcarrier CVs, CN'(0, Kq), Ky = E[dd’], d = (dy, .., d)’, di = x; +ip;,
X, p,EN (0, aﬁ,p) are i.i.d. zero-mean Gaussian random variables, o, = 1/c;, . The i-th component is
d; e CN(O., Ufii), og, = [E[\dlﬂ.

A d-dimensional zero-mean, circular symmetric complex Gaussian random vector, y, € CN (O, E [ka£])-

The m-th element of the k-th user's vector yy, expressed as y,, = 2, F(T:(N}))F(d;) + F(4;).

Fourier transform of T(N') = [Ty () ..., Ty(V1)]" € €, the complex transmittance vector.

—F(A)TKF(MF[A)

Complex vector, expressed as F(A) =e >, with covariance matrix Kpn) = E [F(A)F(A)f].
AMQD block, y[j] = F(T(N))F(@)[j] + F(A)].
An exponentially distributed variable, with density f(7)= (1/202" e~/ | E[t] < n202.
Eve's transmittance on the Gaussian subchannel Ny, Tgye; = ReTgyei + ilmTrye; € C, 0 < ReTrye; < 1/v/2,
0 < ImTpye; < 1/V2, 0 < |Tpea|* < 1.
Transmission rate of user Uy.
A d; subcarrier in an AMQD block. For subset A C K with |A| users and n Gaussian subchannels for the transmission,

1 Al-1 —i2mik .
d; :7;!2}(:‘0 ke r ,i=0, .,n—1

The min{v, ..., »;} minimum of the v; subchannel coefficients, where v; = 02,/|F(T:(N}))|> and v;<vg.

—i2mik 2

1 1 -
Modulation variance, o;, = Ve — VminG(6) (x> Where v, = T A=|F(Ty) |2 = EZ;’:OI ’ZZZéT};e "

and T3 is the

expected transmittance of the Gaussian subchannels under an optimal Gaussian collective attack.

Additional subchannel coefficient for the correction of modulation imperfections. For an ideal Gaussian modulation,
1

VEve — Vmin (9(5)p(x) - 1>.

1,=0, while for an arbitrary p(x) distribution v, = Ymin (1 - 9(5)p(x>>, where x =

The set of V; Gaussian subchannels from the set of [ good subchannels that transmit the s subcarriers of user Uy in the
j-th AMQD block, Ny, [j] = [N1, ..., V5]

(Continues)
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TABLE Al (Continued)

Notation
2

@;

g

SIS

Cs
es(V)

deg(]\q)

Description

with a

. . . 1
The constant modulation variance o2, for eigenchannel 4;, evaluated as o2, = u — (Ugv / maxl.z) = a?
CU( wi 3 n

,
'
Mmin min

. 1
total constraint o2, = ), 0% = YZlgif =2

Amin ~ g @*
The modulation variance of the AMQD multicarrier transmission in the SVD environment. Expressed as

02 = VEye — (a?v / maxﬂf) , where ; is the i-th eigenchannel of F(T), maxA? is the largest eigenvalue of F(T)F(T)f,
1 1

1
i i 2 _ 2 2
with a total constraint 72 1O = Oy > O

The statistical model of F(T) at a partial channel side information, S(F(T)) = 512;' [y, , where 512“‘ and &, are

unitaries that formulate the input covariance matrix Ks = & gof,}lln, while ¢ is a diagonal matrix,
K, = Qdiag{ai;, . ai}qn }Qx.

Phase space constellation Cs.

Random phase space permutation constellation for the transmission of the Gaussian subcarriers, expressed as
CEN) = CENY), s BV = (1, ) Polb g ) o Py

subcarrier CVs, P;, i=2,...,l is a random permutation operator, de, ;) = d(;’;(]\/‘,) is the cardinality of Cs(N7). The

)), where |¢;) are the Gaussian

optimality function is 0o(Cs(N)) = 3, (Vive — |61]%).

Cardinality of Cg(V5).
1

The normalized difference of two Gaussian subcarriers d4; and dg;, §; = —z(dA’i - dBT,-).
To
oA

Difference function of Gaussian subcarriers (phase space symbols) d4; and d 4 ; in constellations Cf; (Nk), k=1,...,L. For
two Gaussian subchannels N and V5, 8(€5(N1)) = r\%in (dai—daj), 8(CE(N2)) = -8(C5(N1)), where
‘Al

>2, j#i.



