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I sent more police officers to Oakland than 
Berkeley-Ashbury.
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I decided to investigate the effect of 
human/mouse MAPT on AB-mediated 
inhibition of LTP.
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I issued a recall on burgers in school 
meals.
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https://www.webmd.com/food-recipes/news/20190403/recall-burgers-sold-to-schools-for-contamination
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Concept: Provenance

▪ “Family Tree” of relationships
– Ovals = data, rectangles = processes
– Show how data is used and reused 

▪ Basic metadata
– Timestamp
– Owner
– Name/Descr

▪ Can also include annotations
– E.g. quality info 

▪ Is not the actual data object

Provenance is a  record that describes the people, institutions, entities, and activities involved in producing, 
influencing, or delivering a piece of data or a thing in the world.



Why do we care about provenance?  

Developer: This data is 
tainted!

Organization: Who is using my 
data?

User: Do I “trust” this data?
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How does that work?



Farm to Fork
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Each year, roughly 1 in 6 people in the United States gets sick from eating 
contaminated food. Each of those illnesses represents something that went wrong 
somewhere along the pathway from a farm to our table. Behind these illnesses are 

familiar culprits (like Salmonella) and causes (like poor food safety practices in 
farms, factories, restaurants, or homes).  - US Federal Government (FoodSafety.gov)



How is food safety done now?
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Problem 1: Find the risk of contamination 
down stream
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Problem 2: Identify the likely origin of 
contamination
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Problem 3: Optimize sensor placement to 
sample contamination
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Required properties

A way to track and trace food, and assess risk up 
and down the food supply chain automatically
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Required properties

A way to track and trace food, and assess risk   up 
and down the food supply chain automatically
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Applying Provenance to the Food Chain
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Applying ontologies to food and the food 
supply chain

17[3] Batlajery, B.V., Weal, M., Chapman, A., Moreau, L. prFood: Ontology principles for provenance and risk in the food domain. 
IEEE ICSC. 2018



Supplier W
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Product V

Track and trace – Southampton Schools 
Example!
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7XXX

School A Distributor G

School A
School A, Address of the school, Southampton, SOX 4XX

type:        def:ProductCode
name:       Product U
packSize: -
price:       1.00
cases:       0
quantity:  7
total:        7
vatRate:    -

type:        def:ProductCode
name:       Product K
packSize: -
price:       1.00
cases:       0
quantity:  4
total:        4
vatRate:    -

type:        def:ProductCode
name:       Product H
packSize: -
price:       2.00
cases:       0
quantity:  2
total:        4
vatrate:    -

3YY
57XX

17XX

14574XX

School A, Address of the school, Southampton, SOX 4XX

15.0
20-XX-20XX

Distributor G



Required properties
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A way to track and trace food, and assess  
risk up and down the food supply chain 

automatically
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Concept: Risk Model

20[4] Nauta, Maarten J. "The modular process risk model (MPRM): a structured approach to food chain exposure 
assessment." Microbial risk analysis of foods. American Society of Microbiology, 2008.

Modular Process Risk Model (MPRM) is a risk model that uses risk 
distribution in order to understand the likelihood of the presence of 
bacteria as food travels through any process in food supply chain.
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C = level of bacteria



Applying risk in the food chain ontology 

21[3] Batlajery, B.V., Weal, M., Chapman, A., Moreau, L. prFood: Ontology principles for provenance and risk in the food 
domain. IEEE ICSC. 2018



Required properties
A way to track and trace food, and assess  
risk   up and down the food supply chain 

automatically



Concept: Belief propagation
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Belief Propagation (BP) is an inference technique that relies on an iterative updated 
belief/message over the graph representation. 



Belief propagation example
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Obs Inf

Level [X or Y or Z] Level [X] = 0% ≤ K% ≤ 100%
Level [Y] = 0% ≤ K% ≤ 100%
Level [Z] = 0% ≤ K% ≤ 100%

...

Prob (Obs | Inf )



Required properties
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prFrame

Inference 
Technique

ProvenanceRisk 
Assessment

A way to track and trace food, and assess  
risk   up and down the food supply chain 

automatically



System Design
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Salmonella
in transporting

Chicken

Campylobacter 
in storing Chicken

E.Coli in 
heating 
Chicken

E.Coli in 
preparing

Beef

Food Provenance Set of Risk Models

Belief Propagation

Risk assessment up and down stream the food supply chain



Evaluation
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Pr                           R                           T                            S                          P          C

[5] World Health Organization. (2002). Risk assessments of Salmonella in eggs and broiler chickens (Vol. 2). Food & Agriculture 
Org.
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Pr                           R                           T                            S                          P          C

prFrame predicts the correct risk for
unobserved food processes. 

Sample Result

Pr
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How can I do this?



What is involved in tracking Provenance?
▪ Collection

– Automated collection preferred
• API’s exist to record the data, but the work comes in adapting tools to call those APIs

– Capture of appropriate information often challenging
– Manual capture difficult

▪ Representation  
- At what granularity (e.g., video, video frame, chip)?
- Dependent upon usage requirements and exchange requirements

▪ Storage 
– Separate store from data, or with data? Dependent upon usage requirements

▪ Querying
– Based on usage needs



Representation: W3C PROV
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W3C PROV is an interoperability standard for provenance information



Representation:  Embedded Tags vs. Free Entities

▪ Alternative 1: 
Provenance free entity 
representation 
(showing nodes and 
edges)

▪ Alternative 2: 
Provenance metadata 
in embedded 
annotations (“tags”)

From W3C PROV-O: The PROV Ontology 
(http://www.w3.org/TR/2013/REC-prov-o-
20130430/) 

{ 
"@type" : "oa:Annotation", 
"oa:annotatedBy" : "Paolo", 
"oa:annotatedAt" : "date of annotation" 
"pav:createdWith": "Domeo tool", 
"pav:importedBy" : "Text mining connector Y", 
"pav:importedOn" : "2014-01-28T12:00:00Z", 
"pav:authoredBy" : "Text mining 

service/algorithm X" ;

From W3C Provenance 
(http://www.w3.org/community/openannotatio
n/wiki/Provenance) 

Recommendation:
Store via Alternative 1. If needed, write-on-demand Alternative 2.

http://www.w3.org/TR/2013/REC-prov-o-20130430/
http://www.w3.org/community/openannotation/wiki/Provenance


Collection

▪ The hardest part of the provenance problem

▪ Determine the highest value capture points in this 
space

▪ Put in the capture points!

▪ Difficulty? Cost – both initial development and 
O&M costs



Capture
▪ When a single 

system is used, 
provenance is
– Complete
– Obtained by one 

capture point
– Options of 

granularity
– High quality

• E.g. can see 
payload in 
addition to 
envelope



Architectural Options for Capture
▪ “Smart Applications”

– Strategy: Each application calls lineage API to log whatever it thinks is 
important.

– But, unrealistic for legacy applications

▪ “Interceptors”
– Strategy: Listen in to whatever is happening, and log silently as it happens
– Requires a small number of points of lineage capture: ESBs are ideal, since 

they act as central “routers”

▪ “Wrappers”
– Strategy: Write a transparent wrapper service.  Make sure all orchestrations 

call the wrapper service with enough information for the wrapper to invoke the 
real thing.

▪ “Scrapers”
– Strategy: Write a log scraper to translate information typically stored in audit 

logs into provenance. Sometimes difficult creating relationship links.



Identity Problem

A

B

C

p1

p2

A B1p1

B2 Cp2

Step 1:

Step 2:

Actual
Workflow

ESB
Lineage 
Capture (Step-wise)

How do we know 
these two
B’s are the same 
thing?

Need Identity Function
We suggest cryptoHash



How to do it

▪ Pick Use Case(s) of interest
– Needed to know exactly what to capture, where to capture

▪ Understand system-of-systems
– Determine the actual flow of information to support 

answering queries for use case
– Determine capture points

▪ Instrument
– Capture, Storage, Usage

▪ Test/Pilot
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It’s all peaches and 
cream, right?



Provenance is a new Data Stream
▪ Taint

– A source or process used to create this is Bad!

▪ Data Flows and Ownership
– Where is the data actually coming from? 
– Who touched it along the way?

▪ Return on Investment (or alert to change training)
– Does everyone use just two data sources?

• Stop paying for the others!
• Re-train analysts so they are aware of other data sources

▪ Suitability
– Does this data meet my needs?
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Questions?
What was she talking about?
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