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Abstract

The main objective of this paper is to define a logic for reasoning about distributed
time-stamped claims. Such a logic is interesting for theoretical reasons, i.e., as a logic
per se, but also because it has a number of practical applications, in particular when one
needs to reason about a huge amount of pieces of evidence collected from different sources,
where some of the pieces of evidence may be contradictory and some sources are consid-
ered to be more trustworthy than others. We introduce the Time-Stamped Claim Logic
including a sound and complete sequent calculus. In order to show how Time-Stamped
Claim Logic can be used in practice, we consider a concrete cyber-attribution case study.

Keywords: Time-stamped claim logic, labelled deduction, Gentzen calculus, evidence
logic, cyber security.

1 Introduction

The main objective of this paper is to define a logic for reasoning about distributed time-
stamped claims. Such a logic is interesting for theoretical reasons, i.e., as a logic per se, but
also because it has a number of practical applications, most notably the ability to reason
about and analyse the evidence left after cyber-attacks, to discover new insights about this
evidence, and attribute these attacks.

When reasoning about a cyber-attack, a digital forensics analyst typically collects a large
amount of pieces of evidence from different sources [7]. Some of the pieces of evidence may
be contradictory [16] and the analyst might consider some sources to be more trustworthy
than others. Therefore, inferring conclusions from such evidence requires particular care and
time. A similar problem is faced by historians when they are trying to date particular historic
events.

The Time-Stamped Claim Logic that we introduce in this paper provides the forensics
analyst with a sound and complete calculus for reasoning about the given evidence. More
specifically, Time-Stamped Claim Logic is a monotonic propositional logic whose language
contains assertions of different kinds: labelled assertions to express statements of agents
about time-stamped claims and relational assertions indexed by propositional symbols that



are used to relate agents. In particular, a trust relation with respect to each propositional
subject is defined between agents.

We formalize a Gentzen calculus for our logic, which allows one to infer a time-stamped
claim whenever (i) there is an agent a that states the claim; (ii) each agent a’ that is at least
as trustworthy as a with respect to the subject does not state the opposite claim; and (iii) for
each agent b stating the opposite claim there is an agent o’ at least as trustworthy as b stating
the claim. We define a modal and many-valued semantics for our logic, and prove that the
calculus is sound and complete with respect to this semantics. In order to show how Time-
Stamped Claim Logic can be used in practice, we consider, as a proof of concept, a concrete
cyber-attribution case study, inspired by the Ukraine Power Grid Attack that occurred in
December 2015.

We proceed as follows. In Section [2| we define the language of Time-Stamped Claim
Logic. In Section [3| we formalize a Gentzen calculus for the logic together with a running
example. In Section [4] we introduce the semantics, and we then prove the soundness and the
completeness of the calculus in Section [§ and Section [6], respectively. In Section [7}, we apply
Time-Stamped Claim Logic to a realistic case study taken from the cyber-security area. We
discuss the most relevant related work in Section [8| and provide some concluding remarks and
ideas for future work in Section [91

2 The Language of Time-Stamped Claim Logic

In this section, we introduce the language of Time-Stamped Claim Logic.

Definition 2.1 Let P be a non-empty set of propositional symbols and assume fized non-
empty pairwise disjoint sets X 4 and X of variables, which represent agents names and time
points, respectively. The set Kp of time-stamped propositional claims is defined as

Kp={-(t-p), t-p|te Xr andp € P}

Definition 2.2 The language Lp of assertions is defined as follows:

e KpC Lp;

t1 <ty € Lp whenever t1,ts € Xp;

t1 2ty € Lp whenever ty,to € Xp;

a1 <, az € Lp whenever ai,az € X4 and p € P;

Vr.x {1, a whenever a € X4 and p € P;

a:¢ € Lp whenevera € X4 and ¢ € Kp;

a:E¢ € Lp whenever a € X4 and ¢ € Kp;

a: (P, ..., &n/@) whenever a € X4 and ¢, d1,...,¢n € Kp. [ |

Let us briefly discuss the intuitive meaning of these assertions:



e t-p means that p holds at time £.

e —(t-p) means that p does not hold at time t.

e 11 <ty € Lp establishes that time point £; happens before time point £s.
e 11 =ty € Lp establishes that ¢; and to represent the same time point.

e a1 <, ap establishes that agent as is at least as trustworthy with respect to p as agent
ai.

e Vz.z <, a establishes that a is the most trustworthy agent with respect to statements
about p.

e a :t-p states that agent a claims that p holds at time t.
e a: —(t-p) states that agent a claims that p does not hold at time ¢.

e o : [t p establishes that there are no agents at least as trustworthy with respect to p
as a that state —(¢-p). That is, each agent at least as trustworthy with respect to p as
a does not claim —(¢ - p). Similarly, for a : @ —(¢ - p).

e a:(p1, ..., &n/p) establishes that a states ¢ conditional to statements ¢1,. .., dp.
Given the relation of ¢ with respect to the other statements ¢1,...,¢,, we will refer to
a:: (1, ..., ¢n/o) as a derived evidence. We will instead refer to the previous two assertions

a: ¢ and a: E¢ simply as evidence. When referring to a general assertion we may use « and
5. Observe that the use of the universal quantifier V is just a local notation and does not
mean that we are dealing with first-order logic.

Let us now illustrate how our logic is used by means of a running example.

Example 2.3 Let us suppose that we want to model a crime situation C' that possibly
occurred at time ¢ in which there is a potential culprit J and sources ay,...,ag providing
statements on the case. Let us further suppose that for the source a; a person is a culprit
provided that the person was at the scene of the crime, is capable of committing the crime
and has a motive. Moreover, for source as a person has a motive for committing a crime
provided that in the past the person had a serious divergence with the victim. These can be
expressed by the assertions

ap = (t- inplaceé, t- capableé, t- motiveé /t- culprité)

and
as :: (t' - divergencel, t' <t / t - motivel))

over P = {inplaceé,capable(‘];,motiveé,culprité,divergenceé}. Moreover, we can write the
assertion
Ve.x <

ioad @
—motivey 3

to express that ag is a source recognized to be the most trustworthy with respect to knowing
the motive of the potential culprit J. Furthermore, the assumptions

e a1 is less trustworthy than as with respect to knowing J’s motive to commit crime C,



e a7 claims that J does not have a motive to commit crime C' at time ¢,
e a9 claims that J has a motive to commit crime C at time ¢
can be expressed in the Time-Stamped Claim Logic by means of the assertions

* a gmotiveé az,

e aj : —(t-motivel) and
. foad
® ag :t-motives,

respectively. Hence, if ag does not have an opinion about whether or not J has a motive to
commit crime C' at time ¢, then

e a3: [ t-motivel and a3 : @ —(t - motivel.) should hold,
e ay: [ t-motivel should hold and as : @ —( - motivel,) should not hold, and

e both a; : @ t - motivel, and a; : @ —(t - motive?,) should not hold. [

Before we introduce the calculus of our logic, which will allow us to draw conclusions from
assertions like the ones in Example let us define some useful notation. In this paper, we
will write

varg : pLp — pXa

to denote the map that assigns to each set of assertions the set of elements of X4 that occur

in it; mutatis mutandis for varp : pLp — X7 and varp : pLp — P. We may confuse a

singleton set with its unique element. Given P’ C P, X/, C X4 and X7, C X7, we write
X', X! . . . . .

L5 to denote the subset of Lp including all the assertions using only symbols in P’ and

variables in X', and X/..

3 The Calculus of Time-Stamped Claim Logic

Let us begin by recalling what is a sequent and an inference rule. Let P be a non-empty set
of propositional symbols. A sequent over P is a pair (I'y A) and is denoted by

I'— A,

where I' and A are finite multisets of formulas in Lp. Intuitively, a sequent I' — A holds
whenever an assertion in A holds if all the assertions in I" hold. An inference rule over P is

of the form
-4 - I'y > A,

r—-A
where either F' is the empty set, and then we present the rule without F', or F' is a singleton
with a variable in X 4, in which case we present the rule with the variable instead of F'. When
F' is a singleton the variable should be fresh, that is, it should not occur in the conclusion of
the rule. The sequents I'y — Aq,--- ,I';, = A, are called the premises of the rule and ' — A
the conclusion of the rule. A rule with no premises is an axiom.

F



For convenience, below, we will sometimes write

——(t-p)

to mean t - p and wvice-versa, in order to avoid the replication of rules NS, NK, SCR, SCL,
SKR, and SKL.

Definition 3.1 The calculus over P is composed by the following axioms and inference rules,
where we write in parentheses the abbreviated name of the rule:

e Axiom (Ax):
B, —=Ap

where 3 is of the form a : ¢, t1 <12, t1 =ty or a1 I, as

e Cut (Cut): AT A N
) — — )

r—A
where 3 is of the form a : ¢, t1 < ta, t1 =ty or a; I, as

e Irreflexivity of < (LI):
t<t,I' > A

e Transitivity of < (LT):

t1 < tg,to <t3,F—>A,t1 < i3

e Connectedness of < (LC):

I'— A,tl < to,to < t1,t1 = to
o Reflexivity of = (ER):
' A t=t

e Symmetry of = (ES):

t1 gtg,F—)A,tQ =t

e Transitivity of = (ET):

t1 th,tQ gtg,F%A,tl gtg

e Congruence of = for claims and < (EC):

t1 = to, [ﬁ]tl I'—AB

to?

where [ﬁ]g 18 a formula obtained from B by replacing t1 with to and B is either of the
form a : ¢ or has < as the main constructor,



Agent preference transitivity (AT):

a1 <, az,a2 4, a3, = A,a1 <, a3
Agent preference reflexivity (AR):
' = Aad,a

Agent preference congruence (AC):

al

a1 Iy az, a2 Iy ar,[a: Play, T = Aa: ¢

where [a : @3} is a formula obtained from a : ¢ by replacing ay with as

Agent preference maximum on the right (AMR):

'—-Abd,a
= AVe.xd,a

Agent preference maximum on the left (AML):

a dpaVe.r Jya, T = A
Ve.x 4, a, T — A

Negative statement (NS):
a:—o, ' =>Aa: ¢

a:—¢,I' > A

Negative knowledge (NK):
_¢7 I'— Aa Qb

-, I' = A
Statement confirmation on the right (SCR):

b:—gb,aﬂmrp((f,) b,F - A b
I' > Aa:E0¢

Statement confirmation on the left (SCL):

a:8¢,T = AsaLyg,g) d a:8¢,T — Aad:—¢
a:8¢,—= A

Extracting knowledge from statement on the right (SKR):

b: —¢,b: 00—, ' = A T' > A, ¢,a:¢ F—)A,gb,azmgbb
r—=A¢

Extracting knowledge on the left (KL):

b:o,b:3p, I = A

o, ' = A b
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e Extracting knowledge from statement on the left (SKL):

o, > A,a:—¢ o, ' > Aa:E0—¢
o, I' > A

e Conditional reasoning on the right (CR1):

¢17"'7¢7MF_>A7G:¢
L= Aja:(d1, ..., dn/d)

e Conditional reasoning on the left (CR2):

r-4A¢1 -+ I'=>A¢p a:¢,' > A
a:(pr, ..., dn/d), I = A

Most of the rules are self-explanatory, so let us briefly explain only some of them.

The rule (NS) states that the claims of an agent are not contradictory, in the sense that
an agent cannot claim ¢ and —¢. Observe that we do not have the right counterpart of (NS)
that introduces — in the right hand side.

The rule (SCR) states that it is possible to conclude a : ¢ when there is no agent at
least as trustworthy as a that claims —¢.

On the other hand, rule (SKR) states that in order to conclude ¢, it is enough to show
that there is an agent a stating ¢ that is not contradicted by an agent at least as trustworthy
as a and that each agent b stating the opposite claim is contradicted by an agent at least as
trustworthy as b.

Definition 3.2 The formula in the conclusion of a rule to which the rule is targeted is said
to be the principal formula of the rule. The formulas in the premises of the rule that are not

present in the conclusion, are said to be side formulas of the rule. |
For instance, in rule (CR2) the principal formula is a :: (¢1, ..., ¢n/¢) and the side
formulas are ¢1,...,¢n,a : ¢.

Definition 3.3 We say that a sequent I' — A is a theorem, written
FI'— A,
if there is a finite sequence of sequents
I'h AT, > A,
such that:
eI’y > A1 isT' — A,
e for each i,

— I'; = A, is either an axiom or the conclusion of a rule where each premise is a
sequent I'; — Aj in the sequence with j > 1,



—if i # 1 then I'; — A; is a premise of a rule with conclusion I'; — A, with j < i
and the other premises of the rule occur in the sequence in a position later than j.

In this case, the sequence is said to be a derivation for I' = A and I' — A is said to be
derivable. [

Observe that in a Gentzen calculus derivations are constructed in a top-down way starting
with the initial sequent at the top. Then the derivation proceeds by unfolding the different
constructors appearing in the sequent by applying the rules backwards. For the sake of
readability, in the derivations that we give below we underline the principal formula(s) of the
rule/axiom that is applied.

The notion of derivable can be brought to the realm of formulas.

Definition 3.4 For ¥ U {a} C Lp, we say that « is derivable from U, denoted by
UFa,

whenever there is a finite set ' C ¥ such that - T" — «. |

We now analyze some meta-properties of our logic. We start by establishing weakening
on the left and on the right.

Proposition 3.5 (Weakening) Let I', A be finite multisets of formulas in Lp. Then, if
I'i—=>A Th—>Ay - T, = A,
is a derivation, then there is a derivation
[Ty — AL A TLT, — ALA - T T — ALA

using the same rules by the same order over the same formulas modulo a renaming of fresh
variables.

Proof: We start by renaming the fresh variables used in the given derivation to variables not
appearing in I' U A. Then, the result follows by a straightforward induction. QED

The following meta-theorem proves that evidence claimed by less trustworthy agents is
not important.

Proposition 3.6 (Transitivity of Evidence) Let a : ¢,Vz.x Jyppp(p) @, I — A, 0 be a
sequent over P. Then,
l_ a: ¢7\v/x“r gfyarp((zﬁ) a, ]._‘ — A, ¢).

Proof: As shown in Figure [I] we have that
Fa:¢,Ve.r Quppg) a = ¢

Then, the thesis follows by Proposition [3.5 QED



L oa:¢,Vo. dypgya— @ SKR:2,3,4
2b:=¢,b:0-¢,a:,Ve. dyarp(g)a — SCL:5,6
3 a:9,Ve. )@ — 9,09 Ax

4 a:¢,Ve. dparpg) @ — ¢, Lo SCR:8

5 b:=¢,b:E—¢,a: 0, V2. Duarp(g) @ = b Dyarp(e) @ AML:7

6 b:—¢,b:E0—d,a:¢,Vr. gy a—>a:o Ax

7 b Darp(g) @b =0, b B —¢,a: Ve, Dyrp(g) @ — b L)@ Ax

8 b:—¢,a Dyarp(g) bsa: O, Vo, Qiprpp) @ — @ AML:9
9 b<arp(¢) &0 —0,a Qyarp(gy bya: 9, V. igrpgy @ — @ NS:10
10 b Dyarp(p) @500 =0, Qv ) b0 0, V0. Qar gy a — d,b: ¢ AC

Figure 1: Derivation of a : ¢, V. Jy4pp9)a — ¢

Taking into account Proposition [3.5] given a derivation D, we denote by
DII' = A]

the derivation obtained from D by adding I' on the left hand side and A to the right hand
side of each sequent in D modulo an appropriate renaming of fresh variables in D.
We now show that derived agent evidence is transitive.

Proposition 3.7 Let us assume that
a1 a2 and as: @b as: ¢s,
then we can conclude the following:
ai:¢1tas: ¢s.
Proof: Let D; and D5 be derivations for
Fai:¢r—ax:ge and  Fag:dy —az:ds,

respectively. The derivation in Figure [2| shows that - a1 : ¢1 — a3 : ¢3 where m is the length
of Dg[al : gf)l —)} QED

Finally, we show that the logic is monotonic.
Proposition 3.8 Let ¥ U {a} C Lp be such that ¥ F a. Then
U«

for every W' D W,



1 a1:¢1 —as: @3 Cut:2,m
2 az: 2,01 91 = as: @3

Dslay : ¢1 —]
m aj: ¢ —as: s, az: P2

'Dl [—> as : ¢3]

Figure 2: Derivation of aq : ¢1 — as : ¢3

Proof: Let ¥/ D ¥ and I' C ¥ be a finite set such that - I' — «. Since I' C ¥’ then, by
definition, ¥’ I a. QED

Example 3.9 Let us return to the crime situation described in Example Let P be the
set composed by the following propositional symbols: inplaceé, capableé, motiveé, culprité,
divergenceé, guiltyé/ and similarg,. Let I" be the set containing the assertions

e ¢y = ay :: (t-inplacel, t - capablel,, t - motives, / ¢ - culprit?)
e g = ay :: (t-motivel, / t - culprity)
e 3 = az :: (—(t - capablel)/ —(t - culprit{))
o by =ay : (t" - guiltyl,, t - similar&,, ¢ < t / t - capablel,)
e 5 = as :: (¢ - divergencel,,t' <t / t - motivel))
e 95 = ag : t' - divergence/,
o =1t <t
e 01 =Vr.z <

soad A
motives 5

o 52 =Vz.z S]divergenceé ae

and let A be the singleton set with the assertion ag : t - culprité. The derivation in Figure
establishes that I" — A is derivable. [

We will show the use of Time-Stamped Claim Logic on a more complex case study in
Section [
4 The Semantics of Time-Stamped Claim Logic

In this section, we define the semantics of Time-Stamped Claim Logic. In the following
sections, we will then prove the soundness and completeness of the sequent calculus with
respect to this semantics. We start by introducing the notion of interpretation structure,
which has a modal and many-valued flavour.

10



1 1,1, .., 07,081,802 — as : t - culprit, CR2:2,3
2 1,3, .., U5, Y6, Y7, 01,02 — ap : t - culprity, ¢ - motive, CR2:4,5,6
3 ag:t- Culprité, V1,3, ..., 7,001,090 = ag i t- culprité Ax
4 1,3, P4, 06, Y7,01,00 — ag i t- culprit‘(];, t- motiveé, . divergenceé SKR:7,8,9
5 as:t- motiveé,wl, V3, ¥4, Vg, Wr7,01,00 —> ag : t - culprité,t . motiveé (Prop. )
6 1,v3,04,6,17,01,00 = ag : t- culpritZ, ¢ - motivel,, ¢ < Ax
7 b:—(t' - divergencel),b: @ —(t' - divergencel,), ¥1, 13, 14, Vg, U7, 01, 02

—ag:t- Culprité,t . motiveé SCL:13,14
8 1,v3,4,%6,¢7,01,02 — az : t- culpritZ, t - motivel,, ¢ - divergencel,

ag : t' - divergencel, Ax
9 1,3, 904, Y6, Y7, 01,00 — ag : t - culprité,t . motiveé,t’ . divergence(‘];,

ag : @ t' - divergence, SCR:10
10 b: —(t - divergencel.), ag : Ddivergencef, 0> Y1, V3, V1, 16, 17, 01, 02

— ag : t - culpritd, t - motivel, ¢’ - divergence, NS:11
11 b: 7(t/ : divergenceé), ag : ﬂdivergenceéb’ djlv w3a 1][)47 ¢65 1][)77 5la @ —

ag : t - culprity, t - motivel, ¢’ - divergencel,, b : ' - divergencel, AML:12

. : J .

12 b Sldivergenceé ag, b : —(t' - divergence(,), ag : ﬂdivergemeéb,

sz)lv ¢3) 1/)43%) 1/}77 515 62 —az:t- Clﬂprité’v t- motiveé,

t' - divergenceZ, b : ' - divergencel, AC

13 b: —(t- divergenceé), b:m—(t- divergence(‘];),wl, V3,4, Y6, Y7, 01, 62

. i J toond .

— ag : t - culprity, ¢ - motives, b S‘divergenceé ag AML:15
14 b:—(t- divergenceé), b:a—(t- divergenceé),wl, V3,14, Y6, V7, 01, 2

— a9 :t- culprit(‘];, t- motiveé, ag : 1 - divergence(‘]; Ax

. : J . : J

15 b Dyivergences, 96,0 : —(¢' - divergencey), b : @ —(t' - divergencez),

U1, Y3, g, g, 61,09 —> ag 1 t- culprité,t . motiveé, b ﬁdivergenceé ag Ax

Figure 3: Derivation of i1, ... 97,601,020 = ag : ¢ - culprité

Definition 4.1 An interpretation structure over a non-empty set P of propositional symbols
is a tuple
I= (-DAa DT) <Ia gla {S‘f)}pepa V+) V_)

such that
e Dy and Dt are non-empty sets,
o <! is an irreflexive, transitive and connected relation over Dy,
~T

o =' 4s an equivalence relation over Dr such that, assuming that tq ~I ¢,

— if t1 < t3 then to <! t3,
— ift3 <l t; then t3 <! to,

11



° ﬁII) is a transitive and reflexive binary relation over Dy for each p € P,

o VT V™ C P x Dy x Dr such that
Vinv: =9

and for everyp € P, d € D and n,n’ € Dr,

/ I

— (p,d,n) € VT if and only if (p,d,n’) € V™ whenever n =

)
) 1 I
;)
) €

( )
~ if and only if (p,d,n') € V~ whenever n =
€ V+ if and only if (p,d',n) € V** whenever d ﬂfj d’ and d' ﬁp{ d,
( )

~ if and only if (p,d',n) € V— whenever d ﬂ{, d and d ﬁg d.

(ndn
- (p,
(nin

In an interpretation structure, (p,d,n) € VT means that agent d claims that p holds at time n,
(p,d,n) € V~ means that agent d claims that p does not hold at time n and (p,d,n) ¢ VUV~
means that agent d does not have an opinion about whether or not p holds at time n.

An assignment p over I is a pair (pa, pr) such that pa : X4 — Da and pr : Xp — Drp
are maps. Moreover, we say that assignments p and p' are equivalent up to b € X 4, written

p=i o,

whenever plr = pr and p'y(a) = pa(a) for every a € X4\ {b}.
Given an interpretation structure I over P and an assignment p over I, satisfaction of an
assertion o by I and p, denoted by
IplF o,

is defined as follows
e Iplkty <ty whenever pT(t1)<IpT(t2),
o Ipl-t; =ty whenever pr(t1)= pr(ts),
o Ipl-ay 9, a whenever pa(ar) ﬁ,{ palaz),
e Ipl-Vx.x <, a whenever d ﬁi pa(a) for every d € Dy,
e Iplka: ¢ whenever (p,pa(a),pr(t)) € {VJF Z:f(ﬁ z:s by
VT ifgis —(t-p),
e Ip |- a : @¢ whenever, for each assignment p' and b € X4 such that p :g‘ p, if
Ip' - a Quarp(g) b then Ip' I b: —
o IplF ¢ whenever

— for each assignment p' and b € X4 with o' ={' p, if Ip' |- b: —¢ then Ip' I b :
ol _¢7
— there are assignment p' and a € X with p' =3 p, Ip'IFa: ¢ and Ip' IF a: 3¢,

e Iplka:(¢1, ..., dn/P) whenever if Ipl- ¢; fori=1,...,n then Iplka: ¢. |

12



Observe that a time-stamped claim ¢ holds whenever (i) there is an agent a that states
the claim ¢; (ii) each agent o’ that is at least as trustworthy as a with respect to the subject
does not state the opposite claim —¢; and (iii) for each agent b stating the opposite claim
—¢, there is an agent b’ at least as trustworthy as b stating the claim ¢.

Observe also that the following is possible:

Iplfa:¢ and Iplfa:—o.
To simplify the presentation, given a set I' C Lp, we will write
IpFT
whenever Ip I~ for each v € T

Definition 4.2 Given ¥ C Lp and o € Lp, we say that ¥ entails «, denoted by
UEao,
whenever for every interpretation structure I and assignment p over I, we have

IplFa 4f Ipl- .

5 Soundness

In this section, we prove that the theorems derived using the calculus of Time-Stamped Claim
Logic introduced in Section [3| are valid according to the semantics introduced in Section
We start by providing some relevant semantic notions related to sequents.

Definition 5.1 We say that an interpretation structure I and an assignment p satisfy a
sequent I' = A, denoted by
IplFT — A,

whenever Ip Ik § for some d € A if IplFT'. We say that a sequent I' — A is valid, denoted
by
FELT — A,

whenever it is satisfied by every interpretation structure I and assignment p. We say that 1
and p satisfy a rule with the fresh variable b,
rh—-4A -+ I'y =>A,
r—-A

b,
whenever Ip T — A if Ip' IF Ty — A; fori=1,...,n for every p’ such that p’ ={* p. We
say that I and p satisfy a rule without a fresh variable,

-4 - T'y=A,
- A ’

whenever Ipl-T' = AifIplE Ty — A; fori=1,...,n. Finally, we say that a rule is sound
whenever it is satisfied by every interpretation structure and assignment. |

13



The proof of the following proposition is in Appendix A.
Proposition 5.2 The rules of the sequent calculus are sound.

The soundness of the rules can be used to show the soundness of deductive consequences.
Proposition 5.3 Let I' — A be a sequent over P. Then ET' — A whenever HT' — A.

Proof: The proof is by induction on the length of a derivation I'y — Ay---I';, — A, of
I' = A. The base case follows straightforwardly by Proposition

For the step case, let us assume that I'y — A; follows from rule u of the calculus applied
to sequents I';, — A, for j = 1,...,k. Then - TI';;, - A;, for j = 1,... k. Hence, by the
induction hypothesis, F I';; — A;; for j = 1,...,k. Let I be an interpretation structure, p
an assignment and p’ an assignment equivalent modulo the fresh variable of u to p. Then
Ip'IF Ty, — A, for j=1,... Kk since F I';, — A, for j =1,..., k. Taking into account that
u is sound, by Proposition we conclude that Ip IFT'1 — Aj. QED

Capitalizing on the soundness at the sequent level, we can establish soundness at the level
of assertions.

Proposition 5.4 Let ¥V C Lp and o € Lp. Then ¥V E o whenever ¥ - «.

Proof: Let us assume that ¥ F «. Then there is a finite set I' C ¥ such that - I' — «. Thus,
by Proposition FT — a. Let I be an interpretation structure and p an assignment such
that Ip I W. Therefore, Ip I-T" and so IpIF a. QED

6 Completeness

In this section, we show that Time-Stamped Claim Logic is complete using a Hintikka style
technique. We consider Hintikka pairs instead of just Hintikka sets since the logic does not
have a classical negation over all assertions.

Definition 6.1 A Hintikka pair over P’ C P, X!, C X4 and X/ C X7 is a pair (¥, VR)

. XN X
of sets of assertions in L™ " such that:

o cither ¢ VU or B & Vg for each [ € L;E,A’XT of the form a : ¢, t1 < t9, t1 =ty and
a1 9, az,

e cither 5 € Uy, or B € Vg for each B € Ll).f,‘“XT of the form a : ¢, t1 < t9, t1 =ty and
ay 9, ag,

o (<1 ¢ U,

o ift] <to,to <tz € VU then ty <3 ¢ Up,
o iftl Z g, 10 = t3 € U then t1 = i3 ¢ \I/R,

e ifa; ﬁp as, as Slp az € ¥y, then a; S]p as §é Up,

t=t¢ Up,
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® ay ﬁpa‘1¢\pR;
o citherty <ta ¢ Up orta <ty ¢ Vg ort) =ty ¢ Vg,
o ift; Xto € Uy thenty Xty ¢ Up,

o ift] =iy, [B]g € Uy, then 5 ¢ YR, where ( is either of the form a : ¢ or has < as the
main constructor,

o ifa; Jpaz,a2 Jpay,fa: @il €V thena: ¢ ¢ Vg,

o ifVo.x <J,a € Wp then there is o’ € X!y such that a’ <, a € Vg,

o ifVo.x J,a € ¥y then ay I, a € Yy, for each a1 € Xf4,

o ifa:¢p eV thena:—¢ € Up,

e ifa:@¢ € Vg then there is a’ € X'y such that a Jy4pg)a’,a’ 1 —¢p € ¥,

e ifa:E¢ € Yy then, for each o' € Xy either a d,4,4)a’ € ¥ ora’ : —¢ € Vg,

o if ¢ € Up then either there exists ' € X!y such that o’ : —¢,a' : 1 —¢p € ¥y, or for each
a€ X!y eithera:¢pe Vg ora:H¢ e ¥Ug,

o if ¢ € Uy then there is a’ € X/ such that ' : ¢,d’ : @ ¢ € U, and for each a € Xy
eithera: —¢p € Vg ora: 0 —¢ € Vg,

e ifa:: (¢1,...,¢n/¢)E\I’R then if¢1,...,¢n€\IlL then a: ¢ € Vg,
o ifa:(d1,...,0n/P) € UL then either ¢; € Vg for somei=1,....nora:¢p € V,. B

We now show that for each Hintikka pair there are an interpretation structure and an
assignment satisfying all the assertions in the first component of the pair and not satisfying
each assertion in the second component.

The proof of the following proposition can be found in Appendix A.

Proposition 6.2 Let H = (U, VR) be a Hintikka pair over P', X'y and X!.. Then there
are an interpretation structure Iy over P' and an assignment p over Iy such that Igp I 1)
for each v € Uy and Igplf ¢ for each ip € Up.

The main objective now is to show that if a sequent is not derivable then there is an
interpretation structure that falsifies it. For this purpose, we must introduce the concept of
(deductive) expansion of a sequent. An expansion follows the same conditions and steps of
a derivation but is more general. In fact, in an expansion the terminal sequents may not be
axioms or there are sequents expanded over and over.

Definition 6.3 An expansion of a sequent ' — A is a (finite or infinite) sequence of sequents
'y = Ay -+ such that:

e 'y > Ay isD — A;

o for eachi# 1, I'; — A; is a premise of a rule with conclusion I'; — A; with j <1 and
all the other premises of the rule occur in the sequence in a position later than j. |
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Observe that every derivation is an expansion but not vice versa. From an expansion
fulfilling conditions described below, we will define an interpretation structure that falsifies
the first sequent in the expansion. We need first to introduce the concept of branch. A branch
is a path of the derivation starting in the initial sequent.

Definition 6.4 A branch of an expansion of a sequent I' — A is a subsequence of the expan-
sion starting with I' — A where each element other than the first is a premise of a rule applied
in the expansion to a sequent appearing immediately before in the branch. Furthermore, for
each sequent in the branch which is the conclusion of a rule used in the expansion, a premise
of the rule is the next sequent of the branch. |

For simplicity, we present a branch as a sequence I'j — A} T, — AL - instead of using the
numbering of each sequent of the branch in the expansion. Observe that a branch is always
rooted in the sense that it starts with the first element of the expansion.

The following concept of analytical branch captures the idea that the rules applied respect
the context that we have in the sense that the symbols used are present explicitly or implicitly
in the formulas of the branch. Furthermore, a rule is only applied whenever it brings added
information.

Definition 6.5 We say that a finite branch T’y — A} ---T — Al of an expansion I'y —
Ay --- is analytical whenever for each j = 2,...,n, if F;- — A;- is a premise of a rule u,
then

1. either there is a side formula in the left hand side of a premise of u in the expansion
which does not occur in U{;ll I’ not involving fresh variables or there is a side formula
in the right hand side of a premise of u in the expansion which does not occur in Uf;ll Al
not involving fresh variables;

2. the time, the propositional and the non fresh agent variables of (T, \I';_1) U (A} \ AL _,)
are in | J)Z} T U A;

8. if u has a fresh agent variable in (T \T%_;) U (AL \ AL_,) then such a variable is not
in I UAL .

An analytical branch T — A} ---T — Al is exhausted whenever each branch that results
from applying a rule to T}, — Al is not analytical in the augmented expansion. An analytical
erhausted branch is closed whenever the last sequent is an axiom. Otherwise, it is said to be
open. An expansion is open when it has an open analytical exhausted branch. [

The proof of the following proposition is in Appendix A.

Proposition 6.6 Let I'y — A} ---T, — Al be an open analytical exhausted branch of an

expansion I'y — Ay ---. Then
n n
(Ur.Ux)
i=1 =1

is a Hintikka pair over varp(J;_, T, UA)), vara(U;_, T, U A]) and varp(J;_, T, U AL).

Proposition 6.7 If a sequent is not a theorem, then it has an expansion with an open ana-
lytical exhausted branch.
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Proof: It is straightforward to see that every sequent has an expansion where all branches
are analytical and exhausted. Furthermore, if all the branches in that expansion are not open,
then the expansion is a derivation. QED

Capitalizing on the previous results in this section, we are able to establish the complete-
ness result at the level of sequents.

Proposition 6.8 If a sequent is valid, then it is a theorem.

Proof: Let us assume that the sequent I' — A is not a theorem. Then, by Proposition
it has an expansion with an open analytical exhausted branch I'y — A} ---T, — A/, So, by
Proposition[6.6] there is a Hintikka pair H = (¥, ¥ g) over varp (Ui, T;UA}), var4 (Ui, TjU
A7) and varp (U, I UA]) such that I' C Wy, and A C Wg. Hence, by Proposition [6.2] there
are an interpretation structure I over varp(|J;_, I'; U Al) and an assignment p over Iy such
that I'gp IF T and Igp I § for each § € A. Let I be an interpretation structure over P such
that Iy is the reduct of I to varp(|J;_,; I'; U A’). Observe that p is also an assignment over
1. Hence, IpIF T and Ip I § for each § € A. Therefore, Ip If T' — A and so I' = A is not
valid. QED

Finally, we can show that Time-Stamped Claim Logic is complete.

Proposition 6.9 Let I' C Lp be a finite set and o € Lp. Then I' - a whenever I' E a.

Proof: Let us assume that I' F . Then F ' — «. Thus, by Proposition FT' — aand
so ' F a. QED

7 A Concrete Case Study in Cyber-Attack Attribution

In order to show how Time-Stamped Claim Logic works on a large example, we consider a
concrete case study inspired by the Ukraine Power Grid Attack that occurred in December
2015 [II]. For the sake of simplicity, we removed the references to the real actors involved
in the attack and substituted them with generic ones. A good part of the provided evidence
will be similar to the one found for this attack — we just carried out some simplifications for
the sake of understandability.

7.1 The Set-Up

We will denote the analysed attack with PGA and its victim with U. We have 5 agents/sources
that provide information about this attack: SC; and SCs are different security companies;
SD is the security department of an impartial country; Ag is a well-known international news
agency; and Bl is an analyst that writes blog posts related to cyber-attacks. Furthermore,
A is a country, and HG denotes a famous group of hackers. For what concerns time, ¢ is a
general instant of time that can spread from Spring 2015 to (including) December 2015.
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1 %blvﬁ, 02 = SCy : —(t : econLosngA) CR2:2,3
2 11,62 = SCo: — (- econLossh ), - limitedDamagel, %4 (Proposition

3 SCy: —(t - econLossy™*), 1,82 — SCp : —(t - econLossp™*)  Ax

Figure 4: Derivation of 1, ¢9,ds — SCq : —(t - econLossEGA)

7.2 The Evidence

In the following, we list the evidence provided by the analyst. We start with the given evidence
and later provide the given derived evidence. SC; states that the IPs from where the attack
was originated are geolocated in A (geoSourcelP):

SC; : t - geoSourcelPA;

The agents SC; and SCy both state that the used malware (usedMalware) in this attack
(PGA) was a version of the BlackEnergy malware (BE3):

SCq:t- usedMalwareggi SCy:t- usedMalwareggi

The provided information holds as different attackers can use different malware or pieces of
software for the same attack.

Source SCs states that KillDisk was used during the attack, as SCo found traces of the
KillDisk malware when analysing the infected system, and SD states that BE3 is similar to
its previous version BE2:

SCo i t- usedMalwareE%IEiSk SD : ¢ - similarbEs

Furthermore, at SD’s website is stated that BE2 is used mainly (usedBy) by a group of hackers
denoted by HG:
SD : ¢ - usedBybe?

The evidence related to the negative consequences of the attack PGA is provided by source
SCa, which states that the damages of PGA to the victim (U) were limited (limitedDamage):

SCy : t - limitedDamagel 4

The news agency, Ag, states that there was a political conflict (polConflict) between the
victim U and country A in that period:

Ag : t - polConflict}

Furthermore, Bl states that HG does not operate in country A and does not have relations
with country A:

Bl : _(t . Opera’tel‘i“IG) Bl : —(t . relationﬁ(;)
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1 1,19, 01,62 — —(t - econLosngA) CR2:2,3
2 1,61,00 — —(t- econLoss%4), - limitedDamageb, G4 (Proposition )
3 SCy: —(t - econLossb®A), 4b1, 81,89 — —(t - econLossECA)  (Proposition [3.6)

Figure 5: Derivation of 1,9, 1,02 — —(t - econLossEGA)

Let us now introduce the given derived evidence for this cyber-attack. The sources pro-
vide discordant derived evidence with respect to the motives of the attack, whether the
attack had or not economical motives. In particular, SCo states that the attacker did not
have economical motives (econMotives) to perform the attack as there were not consider-
able economical losses (econLoss) since the damages caused by the attack to the victim were
limited (limitedDamage):

SCy :: (t - limitedDamages, % /(¢ - econLossbC4))
SCy :: (—(t - econLossh4) /—(t - econMotives5H4))

A discordance arises for the possible culprit of the attack. SC; states that the group of
hackers HG is a possible culprit, as malware BE3 was used during PGA, and BE3 is similar
to malware BE2 that is used by HG, whereas source Bl states that the possible culprit of the
attack is not the hackers group HG, as there was a political conflict in that period between A
and the victim U, the source IPs of the attack were geolocated in country A, but the hackers
group HG does not operate in A and does not have any relation with A:

SC; :: (t - usedMalwareB53 , ¢ - similarbes, ¢ - usedBybe? /t - possibleCulprith &™)

Bl:: (t- polConﬂict%,t : geoSourceIPéGA, —(t- operateﬁG),
—(t - relationfy )/ —t - possibleCulprith&4)
Let us now introduce the relations of trust the analyst has with respect to the sources that

provided the above evidence. In particular, for the analyst, SCy is at least as trustworthy as
Bl about HG being the possible culprit of PGA:

BI< . .paa SC
—poss1bleCu1pr1t§% 1

Moreover, SCo is the most trusted agent about the economical losses, the economical
motives, the limited damages and the used malware; Ag is the most trusted about identifying
political conflicts between entities; SD is the most trusted about the similarities between
malware BE3 and malware BE2, and that malware BE2 was used by the group of hackers
HG; SC; is the most trusted about geolocating the source IPs of an attack, and Bl is the most
trusted regarding the statement that HG does not operate in A and does not have relation
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with A:

Vo.x S]p01Conﬂict% Ag Vo.x ﬁsimilarg%g SD

Vr.z S]econLossEGA SCy Vr.x qusedByBE2 SD
Vo.x S]econMotivesPG’A SCQ Vir.x S]usedMalwareBE:}; 802
Ve.x S]hmltedDamagePGA SCQ Vr.x S’geoSourceIPéGA SCl
Va.x qoperateA Bl Vo.x qrelatlonﬁ Bl

7.3 The Conclusions of the Analyst

In the following, we show how the analyst can use Time-Stamped Claim Logic to draw some
interesting conclusions from the collected evidence.
Consider the following assertions:
1 =SCq i t- limitedDamagePGA
g = SCy :: (t - limitedDamage5,%A /— (¢ - econLossh &%)
3 = SCy =1 (—(t - econLoss5%4) /—(t - econMotivesEG4))
0 =Vx.x g raa SCq .
52 Vr.x <]llmltedDamag;ePGA SCQ
03 =Vx.x paa SCo

—econLossyy

econMotlves
Observe that
Fapp, 00 > t- limitedDamageEGA

holds by Proposition [3.6]
We can now show that
SCy : —(t - econLosshC4)
is derived from 1)1, ¥ and s as can be seen in Figure [l The derivation in Figure [ infers

—(t - econLoss5 %)

from 1, 19, 01 and do. From 1, 1o, 13, 61 and do, we can also derive
SCy : —(t - econMotivesh“4)

as can be seen in Figure [6] From 41, 19, 13, d1, d2 and d3 we can derive

—(t - econMotiveshG4)

as can be seen in Figure 7} From

BE2 PGA)

¥y = SC; :: (t - usedMalwarepery , ¢ - similarpgs, t - usedByper /t - possibleCulprit
V5 = SCy : t - usedMalwarepery
Y6 = SD : ¢ - similarpps

Y7 = SD : t - usedBype?

0y =Vz.2x <blm11arBE3 SD
(55 Vr.x QusedByBEz SD
0 =Vx.x < s SCo

—usedMalwareg &
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1 41,92,93,01,02 — SCo : —(t - econMotives) &%) CR2:2,3
2 Y1,49,61,00 — —(t- econLossh %), SCy : —(t - econMotivest %) (Fig. 5| Prop.

3 SCq: —(t- eCOHMOtiVGSEGA),ﬂll,’QZJQ, 01,09 —
SCy : —(t - econMotiveshG4) Ax

Figure 6: Derivation of 11,9, 13, 61,02 — SCq : —(t - econMotivesEGA)

1 ap1,9Pa, 93,01, 00,03 — —(t - econMotivesh¢4) CR2:2,3
2 th1,12,01,02,03 — —(t - econMotiveSLPIGA), —(t- econLossEGA) (Fig. Prop. |§|)

3 SCqy:—(t- econMotives[PIGA),1{)1,1/)27(51, 02,03 — —(t - econMotivengA) (Proposition [3.6))

Figure 7: Derivation of 11,12, 13, 1, 2,03 — —(t - econMotivengA)

we can conclude
SC| : ¢ - possibleCulprith &

as can be seen in Figure 8| Finally, it is not difficult to conclude
Bl : —(¢ - possibleCulprith&?*)
from

Bl :: ( - polConflicts}, t - geoSourcelPpg o, —(t - operatetyy ), — (¢ - relationiy ) /—t - possibleCulpritfa™)
SC : t - geoSourcelPag

Ag:t- polConﬂict{“}

Bl: —(t- operateﬁG)

Bl : —(t - relationiy)

V. & DgeosourcelPd,, . SC1

V. Dpoiconficts A8

Vr.x Bl

—operateﬁG
Ve.z < Bl

B A
—relationj;

and some of the above results. However, thanks to the trust relation

Bl < rca SCq

—possibleCulpritgd

which says that for the analyst, SC; is at least as trustworthy as Bl for what concerns the
possible culprit of the attack, the analyst’s final result will discard Bl’s statement, and the
analyst will conclude that the possible culprit of the attack is HG.

7.4 Summary

In this case study, one of the forensics analyst’s conclusions is that a possible culprit of the
attack is the group of hackers denoted by HG. This conclusion was derived using the analyst’s
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1 44,5, Y6, U7, 04, 05,06 — SCy = t - possibleCulprityye’™ CR2:2-5
2 5,6, 7,04, 05,06 — SCq 1 L possibleCulpritggA, t- usedMalwareggi (Proposition (3.6

3 5,6, 07,04, 05,06 — SCq 1 - possibleCulpritggA, t - similarpry (Proposition (3.6
4 s, 16,07, 04, 05,06 — SCq 1 - possibleCulpritggA, t- usedByﬁ%2 (Proposition (3.6
5 SC; : t - possibleCulpritya®, ¥s, 1, U7, 04, 05,06 — SC1 : t - possibleCulprita®  Ax

Figure 8: Derivation of 4, Y5, g, %7, 04, 05,06 — SCq : ¢ - possibleCulpritE%A

relation of trust, where for the analyst, the security company SC; is at least as trustworthy
as Bl. Given the set of evidence collected, our Time-Stamped Claim Logic allows the analyst
to filter the conflicting evidence by using his relations of trust. This reduces the number of
evidence that the analyst needs to consider during the analysis phase. Furthermore, the set
of evidence that the analyst obtains in this way is consistent, as all the conflicting pieces of
evidence are removed (assuming that the analyst has provided all the required trust relations).

Our Time-Stamped Claim Logic provides a sound and complete calculus for reasoning
about the evidence at hand. In other words, the logic uses the evidence and the derivation of
evidence of trusted sources together with the analyst’s relations of trust to reason with the
inconstancies and provide to the analyst only evidence that is trustworthy (from his point of
view). Furthermore, the logic is able to provide to the analyst new evidence derived using
the given set of evidence. The derived evidence can be general evidence that is always true
or statements made by the sources and that the analyst trusts.

8 Related Work

In this section, we discuss the logics and approaches that are most closely related to our
Time-Stamped Claim Logic.

We begin by pointing out that there are a number of recent works on reasoning about
claims from different logical points of view, namely Justification Logics (see [4, [13, 8]), which
capitalizes on the Logic of Proofs (see [3]), Modal Evidence Logic (see [28, 127, 16]) and a logical
account of Formal Argumentation (see [9]). A recent work presents a paraconsistent logic able
to reason about the preservation of evidence and of truth (see [10]).

In Justification Logics [4, [13], 8] propositional formulas are labelled with justification
terms built from variables and constants using several operations. The semantics is pro-
vided by Kripke structures enriched with an evidence function that associates a set of worlds
to each propositional formula and justification term. Justifications in this logic are seen as
the strongest form of evidence providing a direct proof of the truth of an assertion.

More specifically, Justification Logics are enrichments of classical propositional logic with
assertions of the form

s: F,

where s is a term and F' is a propositional formula, meaning that s is a justification for
F. The operations allowed on the labels express the possible interactions that justifications
may have. The logic we propose differs significantly from Justification Logics since our main
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goal is to address distributed time-stamped claims instead of justifications. Reflecting this
different goal, the labels in Time-Stamped Claim Logic are an agent and/or a time-stamp.
Furthermore, our logic includes explicit constructions for expressing trust relations between
agents with respect to relevant evidence. On the other hand, Justification Logics may allow
nesting of labels which our logic currently does not support. Both Justification Logics and
Time-Stamped Claim Logic allow reasoning about labelled formulas and formulas without
labels. However, the relationship between these formulas is made clear at the meta-level in
Justification Logics, whereas in the calculus of Time-Stamped Claim Logic this relationship
is internalized.

Modal Evidence Logic |28, 27, [6] provides a way to model epistemic agents when dealing
with evidence from different sources. It is a multi-modal logic that comprises three modal-like
operators: one for representing that an agent has evidence for a formula, another for stating
that an agent believes a formula to be true and a last one asserting that a formula is true in
every world. An important difference between Modal Evidence Logic and our Time-Stamped
Claim Logic is that Modal Evidence Logic is not a labelled logic. Consequently, no explicit
reasoning about agents is possible in Modal Evidence Logic contrarily to what happens in
our logic. Moreover, in Modal Evidence Logic there is no specific mechanism for dealing with
time-stamped claims.

Formal argumentation has been investigated since the early 1990s but it was the landmark
work in [I2] that started an abstract perspective on argumentation. A logical foundation
of formal argumentation was proposed in [9] using classical logic as well as modal logic to
characterize different extensions for argumentation. The main difference between that work
and Time-Stamped Claim Logic is that the former is related to arguments and the latter is
concerned with agent claims. So, naturally, there is an attack relation between arguments in
Formal Argumentation, whereas there is a trust relationship between agents with respect to
a given subject in Time-Stamped Claim Logic. In both Formal Argumentation and Time-
Stamped Claim Logic, there are three possibilities for the valuation of both an argument
and a claim. Hence, both have three-valued interpretations. In Formal Argumentation, an
argument can be explicitly accepted (truth value in), explicitly rejected (truth value out) or
neither explicitly accepted nor explicitly rejected (truth value undec). In our logic, either an
agent a claims that p occurred at time ¢, or an agent a claims that p did not occur at time ¢
or an agent a does not have an opinion about the occurrence of p at time t.

Digital forensics techniques suffer from quantity and complexity problems [7] due to the
necessity to handle an enormous amount of pieces of evidence and to the low format of
the collected evidence. In this work, we proposed a solution that deals with the quantity
problem: Time-Stamped Claim Logic reduces drastically the number of given evidence using
the relations of trust of the analyst. Our logic allows the forensics team to decrease the
resources spent on the analysis, which is usually a human-based process, and to arrive at a
swift conclusion. Filtering the evidence reduces the chances of human error as the analyst
needs to deal with a considerably lower number of pieces of evidence during the analysis
phase.

The gathered pieces of evidence can be in conflict with each other because they are col-
lected from difference sources and because of the anti-forensics techniques [16, 30] and decep-
tion techniques [I, 2] used by the attackers to hide their traces. Digital forensics techniques
are able to deal with conflicting information [5, 14} 19, 20], but without taking into account
the analyst’s relations of trust. Our logic solves the conflicts by using in the derivations
only trusted pieces of evidence, thus providing as conclusions only consistent sets of pieces of
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evidence.

Filtering the evidence of the attack using Time-Stamped Claim Logic helps the analyst to
swiftly identify who has performed the attack with a higher level of confidence. In particular,
the results of the filtering process can be used by the analyst during the attribution phase [19}
20]: the analyst can then deal only with trusted evidence and has a higher level of confidence
for the given result. Using this filtering process reduces the resources and time spent during
the attribution phase, which is a crucial aspect of digital forensics investigations.

In [18], Karafili, Cristani and Vigand have proposed another formal solution for filtering
the evidence of cyber-attacks. They introduced the Evidence Logic (EL), which is based on an
enriched Linear Temporal Logic and represents the evidence (simple and derived), the sources,
the reasonings, the instants of time, and the analyst’s relations of trust with respect to the
sources and the used reasoning. EL and Time-Stamped Claim Logic obviously share some
similarities, starting with the objective of providing security analysts with the formal means
to reason with the collected set of evidence. There are also some fundamental differences,
though. Most notably, EL is based on a monotonic-reasoning procedure that rewrites the
pieces of evidence with the use of tableau rules, but the rewriting system and algorithm that
govern the inferences lack a completeness proof. There are also differences in the expressive
power of the two logics. In particular, EL has a restrictive constraint, where an evidence is
either given or derived, whereas Time-Stamped Claim Logic is more expressive, as it permits
one to represent the same evidence as given and derived. Time-Stamped Claim Logic permits
one to better represent real evidence that can be both given and derived by other evidence.
Moreover, Time-Stamped Claim Logic uses in its reasonings only trusted evidence, whereas
EL has a more credulous nature, where it considers in its reasonings also the simple evidence
used by the sources to derive new evidence.

There are differences also at the level of trust relations. The trust relations in EL are
binary relations between two different sources, whereas Time-Stamped Claim Logic has also
universal trust relations, where a certain source is the most trusted for a particular evidence
(Vz.z J,a and a : @¢). EL is able to represent the relation Vz.z <, a by introducing all
the needed binary relations of trust (if there are a finite number of sources), but in case new
evidence is added, it needs to add new trust relations as well. However, EL is not able to
represent the a : [ ¢ relation.

EL represents the reasonings followed by the source to derive an evidence, as well as the
trust relations between reasonings. The reasonings can be applied by different sources to
derive the same conclusion, using the same premises. Time-Stamped Claim Logic does not
represent the reasonings or their trust relations, instead, it uses the trust relations between
sources. The use of the reasonings and their trust relations in EL permits it to be more
generic, whereas the use of trust relations between sources for the derived evidence gives a
higher level of specificity to Time-Stamped Claim Logic.

Finally, it is interesting to note that, for all these reasons, EL is not able to handle the
case study that we considered in this paper in the same way as Time-Stamped Claim Logic.
In order to allow an analyst to derive the same conclusions we obtained here, EL. would need
to undergo some changes which would come at the cost of losing expressivity.
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9 Concluding Remarks and Future Work

We proposed a logic for reasoning about time-stamped claims by presenting a Gentzen calcu-
lus and a semantics, and proved soundness and completeness. We also showed how it can be
applied concretely to a case study in cyber-security attribution. There are several directions
for future work. The first is to provide automated support for our calculus (e.g., by imple-
menting it in a logical framework such as Isabelle or as a tableaux system) in order to avoid
having to carry out the derivations by hand. We plan to address the question of whether or
not the logic is semantically compact. In future works, we also intend to investigate whether
the logic is decidable [24] and whether the logic has Craig interpolation [26]. Moreover, we
would like to provide a Kripke-style semantics for time-stamped claims by taking assignments
as possible worlds and analyse the modal properties of the underlying operator. Furthermore,
it would be interesting to generalize the language of the logic in order to address other general
claims as well as to enrich the logic with dynamic features [29]. It also seems natural and
worthwhile to incorporate probabilistic primitives and reasoning in the logic [22] 211, 25| [17].
Finally, another interesting future research direction is to investigate the combination of this
logic with logics addressing different aspects in order to obtain a logic with a broader appli-
cability [15} 23].
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A Some Proofs of Sections [5 and

Proposition The rules of the sequent calculus are sound.

Proof: It is quite straightforward to see that the rules Ax, Cut, LI, LT, LC, ER, ES and ET
are sound.

(EC) Let us assume that Ip Ik t1 = to, Ip |- [,B]i; and Ip IF T, where 3 is either of the form
a : ¢ or has < as the main constructor. If ¢; ¢ vary(3) then f is [/B]g and so the thesis follows
immediately. Otherwise, the result is immediate by definition of I.

(AT) Let us assume that Ip I- a1 <) ag, Ip IF az <9, ag and Ip |- T'. The thesis follows
immediately by the definition of interpretation structure since 51][, is transitive.

(AR) Observe that Ip - a <, a since <L is reflexive.

(AC) Let us assume that Ip Ik ay <, a2, Ipl-az <y a1, Ip k- fa: @]t and Ip - T If a is

a

not a; then [a : ¢]3! is a : ¢ and so the thesis follows immediately. Otherwise, the result is

obtained by the definition of I.

(AMR) Let us assume that Ip' IFT' — A, b <, a for every p' such that p' = p and IpIF T
Suppose that there is no 6 € A such that Ip Ik 6. Then Ip' I b <, a for every p' such that
p = p. Hence, d 51{3 pa(a) for each d € Dy, and so IpI-Vz.x 4, a.

(AML) Let us assume that Ip IF o’ <, a,Vo.z <, a,I' = A, Ip IF V.2 <, a and Ip IF T.
Then d SIZI, pa(a) for every d € Dy. Hence, in particular, pa(a’) 3111, pa(a) and so Ipl-a' <, a.
Therefore, by the hypothesis, there is § € A such that Ip I .

(NS) Let us assume that IplFa:—¢, T = Aja: ¢, IplFT and Ip - a: —¢. We just consider
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the case that ¢ is t - p. Thus (p,pa(a),pr(t)) € V—. Therefore, Ip If a : ¢ and so, by the
hypothesis, there is § € A such that Ip IF 4.

(NK) Let us assume that Ip F —¢,I' — A,¢, Ip IF T and Ip IF —¢. Then there is an
assignment p’ such that p Eg‘ p, IpIFa: —¢and Ip' |- a: @ —¢. Thus we can conclude
immediately that Ip I} ¢. Therefore, by the hypothesis, there is § € A such that Ip I §.

(SCR) Let us assume that Ip' IF b : —¢,a Qyarp(g) 0, T — A for every p’ such that p' = p,
Ip IF T and that there is no § € A such that Ip I . We now show that Ip |- a: @¢. Let
o be such that o Eg‘ pand Io Ik a <y p(g) b Observe that Io I b: ¢ a Qyyppg) 0,1 — A,
Io IF T and there is no € A such that Io IF§. Then Io Iff b: —¢.

(SCL) Let us assume that Ip IFa: B¢, = A;a Dyyrpg) @, IplFa:B6,T — Ad : —¢,
Ip - T and Ip IF a : @¢. Suppose, by contradiction, that there is no § € A such that
Ipl-6. Then Ip Ik a Dyay () @ and Ip Ik a’ @ —¢. These facts contradict the hypothesis that
IplFa:@¢.

(SKR) Let us assume that Ip' IFb: —¢,b: 0 —¢, T — A for every p/ EI‘)A p, IplEFT — A ¢, a:
o, IplFT — Ajp,a : D¢ and Ip IF I'. Let us assume, by contradiction, that there is no
1 € AU{¢} such that Ip I ¢p. Then Ip - a : ¢ and Ip IF a : @¢. We now show that
Ip IF ¢ leading to a contradiction. Let o E? p be such that Io IFb: —¢. Taking p’ as o, by
hypothesis, Io I b: @ —¢. With respect to the second condition it is enough to take p’ as p.

(KL) Let us assume that Ip I-b: ¢,b: 0¢, I — A for every p Egl p, Ipl-T and Ip |- ¢.
Let us assume, by contradiction, that there is no 6 € A such that Ip IF §. Then, for every
p = peither Ip' If b: ¢ or Ip' If b: @¢. Since Ip - ¢ then there is o/ =2 p such that
Io' IFa: ¢ and Io' Ik a: @ ¢ which contradicts the facts above.

(SKL) Let us assume that Ip Ik ¢,I' 5> Aja: —¢, IplF ¢, > Aja: @0 —¢, plk T and Ip IF ¢.
Let us assume, by contradiction, that there is no § € A such that Ip - 6. Thus IplFa: —¢
and IplF a: @ —¢ contradicting the fact that Ip I ¢.

(CR1) Let us assume that Ip I ¢1, ..., ¢p,I' = Aya :: ¢ and Ip IF T'. If there is no 6 € A
such that Ip Ik d then IplF a: ¢ and so the thesis follows by definition.

(CR2) Let us assume that IplFT' — A ¢; fori =1,...,n, IplFa:¢,I' - A, Ipl- T and

Iplka:: (¢1, ..., &n/@). Suppose, by contradiction, that there is no 6 € A such that Ip |- 6.
Hence, Ip Iff a: ¢. Moreover, Ip I+ ¢; for i = 1,...,n. So, by hypothesis, Ip IF a : ¢ which is
a contradiction. QED

Proposition Let H = (¥, ¥r) be a Hintikka pair over P’, X, and X7.. Then there are
an interpretation structure Iy over P’ and an assignment p over Iy such that Iyp IF ¢ for
each ¢ € U and Igp I ¢ for each ¢ € Up.

Proof: Let H = (U, Ug) be a Hintikka pair. Consider the interpretation structure I over
P’ defined as follows:

e the domain Dy is X/, that is, varg (¥ U ¥p),
e the domain Dy is X/, that is, varp (¥, U Ug),

° (tl,tQ) S <IH iff t1 <ty e Uy,
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(tl,tQ) cxln iff t1 =2ty e Uy,

(al,ag)Eﬁ]I)H iff o ﬁpaQE\PL,
b V+:{(paa7t):a:t'p€‘ljl/}7
o V™ ={(p,a,t):a:—(t-p) e ¥}

Consider also an assignment p such that ps and pr are identities. We show that for every

/

X' X
Y e LT we have

¥ € Wy implies IgplFv and ¢ € YR implies Igp If 9.

—

L is ty < to.

(a) Let us assume that t; < to € Uy. Then (t1,t2) € <’ and so Igp IF t; < ta.

(b) Let us assume that t; < to € . Then t; < to ¢ . Hence, (t1,t2) ¢ <'# and
so Igp lf t1 < ts.

\V)

. s t; = to.

(a) Let us assume that t; =ty € Uy, Then (t1,t2) € =% and so Igp IF t; = to.

(b) Let us assume that t; =ty € Wg. Then t; =ty ¢ Uy, Hence, (t1,t2) ¢ =% and
SO IHp W tl = t2.

w

. is a; 9, as.
(a) Let us assume that ay <, ap € ¥r. Then (a1, a2) € SléH and so Igp Ik a; 9y, as.
(b) Let us assume that a; <, az € ¥g. Then (a1, az) ¢ ﬁzﬂH and so Igp Iff a; <) as.
4. Y isVr.x J,a.

(a) Let us assume that V. x<,a € V. Then for each a; € X;l we have a; J,a € ¥p.
Hence, Igp |- a1 <, a for each a; € D4 and so Ipl-Vrz <, a.

(b) Let us assume that V. 2z <J,,a € Ug. Then there is o’ € X/, such that o’ J,,a € Ug.
Therefore, Iplf a’ <, a and so Ip ¥ Vr.x I, a.

5. ¢ isa:t-p.
(a) Let us assume that a:t-p € ¥y. Then (p,a,t) € V™ and Igplka:t-p.
(b) Let us assume that a : ¢t - p € Up. Then (p,a,t) € V™ or (p,a,t) ¢ VT UV~ and
soIgplfa:t-p.
6. Yisa:—(t-p).

(a) Let us assume that a : —(t-p) € ¥y. Then (p,a,t) € V~. Hence Igpl-a: —(t-p).
(b) Let us assume that a : —(¢-p) € ¥g. Then (p,a,t) € V' or (p,a,t) ¢ VT UV~
and so IgplF a: —(t-p).

Y is a: .

=~
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(a)

Let us assume that a : @ ¢ € V. Then, for each a’ € X/; either a Jy,,) @' € g
or a’ : —¢ € Up. Hence, by the induction hypothesis, for each o’ € X/, either
Igplf aQuar(gya’ or Iyp I a’ : —¢. Thus, for each @’ € X'y if Iyp - a<yay(g)a’ then
Inplf a' : —¢. Let p' be an assignment such that o' ={" p and Ip I a Lvar(e) b-
Thus, Igp - a Dy p'(b) and, therefore, Igp lf p'(b) : —¢ and so Iyp' If b: —¢.
Let us assume that a : @¢ € Wg. Then there is @’ € X such that a Jyae)
a',a' 1 —¢ € Ur. So, by the induction hypothesis, there is ' € X', such that
Igp - a Dyar(gy @ and Igpl-a’ : —¢. Let pf Ef/ p be such that p'(b) = a’. Then
Irp" Ik a Dyag) b and Igp' IFb: —¢ and, therefore, Ip | a : & ¢.

8. ¥ is ¢ € Kp.

(a)

Let us assume that ¢ € ¥y Then there is a’ € X/, such that o' : ¢,a' : @ ¢ € U,
and for every a € X/; either a : —¢ € WU or a : 1—¢ € Wg. Thus, by the
induction hypothesis, there is o’ € X/, such that Igp |k a' : ¢ and Igp Ik ad' : @ ¢
and for each a € X/, either Iyp lff a: —¢ or Igp I a: @ —¢. We now show that
Inp - ¢. Let p' = p be such that Ip' |- b: —¢. Then, Iyp IF p'(b) : —o.
Hence, Igp Iff p/(b) : @ —¢, by hypothesis. Therefore, Izp' I b: @ —¢. The other
condition follows straightforwardly taking into account one of the assumptions.

Let us assume that ¢ € Wp. Then either there exists a’ € X/, such that o' : —¢,a’ :
B —¢ € Uy, or for each a € X/) either a : ¢ € Vg or a : ¢ € Vg, Hence, by
the induction hypothesis, either there exists a’ € Xy such that Igp - a' : —¢ and
Iyplkd : @ —¢ or for each a € Xy either Iyplf a: ¢ or Igplf a: @¢. We now
show that Igp I ¢. Let us assume that for each assignment p’ such that p’ Ef 0,
if Igp' IFb: —¢ then Igp' IF b: @ —¢. Then, for each a € X'y either Iyp IF a: ¢
or Iyp I a : @¢. Hence, for each p’ such that p' =4 p and Igp' I a : ¢ we have
Igp Wa:@Ee.

9. Yisa:(¢d1,...,0n/0).

(a)

(b)

Let us assume that a :: (¢1,...,¢,/¢) € ¥r. Then, either ¢; € Wi for some
i=1,...,no0ra:¢ e V. Hence, by the induction hypothesis, either Ip I ¢;
for some i =1,...,nor IgplF a: ¢. Therefore, Igplka:: (P1,...,0n/0).

Let us assume that a :: (¢1,...,0n/0) € Vg. Thus, if ¢1,...,¢, € ®p then
a: ¢ € Wi, So, by the induction hypothesis, if Igp I+ ¢1,--- ,Ip IF ¢, then
Igplfa:¢. Hence, Igp WV a:: (p1,...,0n/0).

QED

Proposition Let Iy — A} ---T, — Al be an open analytical exhausted branch of an
expansion I'y = Ay ---. Then

(O ) A;)
=1 =1

is a Hintikka pair over varp(|J;, I'; U AL), vara(U;—, T'; U A}) and varp(U;_, T'; U A)).

Proof: In the following, we denote by ¥ and Wg the left-hand and the right-hand side of
the pair. We now show that this pair fulfils the conditions to be a Hintikka pair:

30



10.

11.

. Either 8 ¢ W, or 8 ¢ g, where (3 is of the form a : ¢, t; < tg, t; = t2 and ay I, ag such

that varp(¢) € varp(Ui_; T U AL, a,a1, a2 € vara(UJ;; ', U AL) and varp(¢),t1,t2 €
varp (Ui, I U A}). Let us assume by contradiction that 3 € ¥y, and 5 € Ug. Hence,
there are 1 < ,j < n such that § € I'; and § € A;. Observe that any rule preserves f3.
Therefore, 5 € I/, N A], and so I, — A/, is an axiom contradicting the hypothesis that
the branch is open.

. Either 8 € ¥y, or 8 € Wg, where 3 is of the form a : ¢, t1 < t2, t1 = t3 and a1 J, a3 such

that varp(¢) € varp(J;, I, UA)), a,a1,a2 € vara(J_, I, U AL) and varyp(¢),t1,t2 €
vary (Ui, TS UAL). Let us assume, by contradiction, that 3 is not in ¥ UW¥g. Consider
the branch Ty — A} ---T, — Al T — Al | B using the cut rule in the last step. Observe
that this branch is still analytical. Indeed, § does not occur in J;_; A} and no fresh
variables are involved. We get a contradiction since the given branch is analytical and
exhausted.

t <t ¢ ¥y. Immediate by rule (LI) since the branch is open.

If t; < ta,ty <tz € ¥y then ¢y < t3 ¢ Wp and similarly for = and <,,. Suppose that
t1 < tg,ty <tz € Wy. Then, if t; < t3 € Y we could conclude that the branch was not
open using rule (LT).

t =t ¢ ¥pi. Immediate by rule (ER) since the branch is open. Similarly for <,,.

Either 1 < t9 §7_f Urort <t ¢ Uprort) iy ¢ Wgk. Suppose that t1 < t9,t0 < 11 €
Wg. Then, if t; & t9 € Ui we could conclude that the branch was not open using rule
(LC).

Ift1 2ty € Uy then tg =2t ¢ Up. Suppose that t1 &ty € Uy Then, if to 2t € Up
we could conclude that the branch was not open using rule (ES).

If t1 = to, [B]g € Uy then 8 ¢ Wg where (3 is either of the form a : ¢ or has < as the
main constructor. Suppose that 1 = ¢, [,6’]% € Uy. Then, if 8 € ¥ we could conclude
that the branch was not open using rule (EC).

If ay 9, a2,a2 9, a1, [a : @J3} € Up then a: ¢ ¢ Wi, The proof is similar to the one of
(6).

If Vo.x <, a € Up then there is o' € vara(|J; I U A]) such that o’ J,a € Ug.
Let us assume that Vo.xz <, a € ¥g. Suppose, by contradiction, that for every a’ €
vara (Ui, T, UA)), o’ J,a ¢ ¥gr. Then, rule (AMR) was not applied to V.2 <, a and
so Vz.z I, a € Aj,. Consider the branch I} — A} ---T, — A} T, — (A}, \ {Vz.2 g,
a}),b<,a using in the last step the rule (AMR) where b is not in [J;_; T'; UAL. Observe
that this branch is still analytical. So, the original branch is not exhausted, which
contradicts the hypothesis.

If Vo.x 4, a € Uy, then a; I, a € ¥y, for each a1 € vara (U, I'; U A]). Let us assume
that V.2 <, a € ¥p. Suppose, by contradiction, that there is a; € vara(UJ;_, I'; U Af)
such that a; <, a ¢ V. Observe that Vz.z J, a is in I',. Consider the branch
I — AT, = Al ag <, a,T, — A, using in the last step the rule (AML). Observe
that this branch is still analytical. So, the original branch is not exhausted, which
contradicts the hypothesis.
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12.

13.

14.

15.

16.

17.

18.

Ifa: ¢ € Uy then a : —¢p € Wg. Suppose that a : ¢ € V. Let us assume, by
contradiction that a : —¢ ¢ Ug. Consider the branch I} — A}---T', — Al T/ —
Al a : —¢ using in the last step the rule (NS). Observe that this branch is still
analytical. Indeed, a : —¢ does not occur in (J;-_; A} and no fresh variables are involved.
We get a contradiction since the given branch is analytical and exhausted.

If a: D¢ € Vg then, there is o' € vara(U;, I'; U A}) such that a Jyayg) d',a" 0 —¢ €
V. Let us assume that a : B¢ € Wgi. Suppose, by contradiction, that for every
a' € vara(UiL, T U A)) either a Dy o' ¢ ¥ or @' : —¢ ¢ ¥, In both cases,
rule (SCR) was not applied to a : @¢. Then a : @¢ is in A!,. Consider the branch
[ — AT, = Al a<yg) b,b: —¢, T, — (A, \ {a: @ ¢}) using in the last step the
rule (SCR) where b is not in (J;"; I'; U A]. Observe that this branch is still analytical.
So, the original branch is not exhausted, which contradicts the hypothesis.

If a : @¢ € ¥g then, for each o’ € vara(U;L, I} U Af) either a Dy, ) @' € ¥R or
a': —¢ € UR. Let us assume that a : @ ¢ € ¥y. Suppose, by contradiction, that there
is o’ € vara(U;, T} U A}) such that a Qyap(g) @’ € Yg and o' : —¢ ¢ Ug. Observe that
a:B¢isin I',. Consider the branch I'} — A --- T, — A} T}, — Al a Jy,.4) @ using
in the last step the rule (SCL). Observe that this branch is still analytical. So, the
original branch is not exhausted, which contradicts the hypothesis.

If ¢ € Up then either there exists o’ € vars(|J;; I, UAL) such that ¢’ : —¢,d’ : @ —¢ €
WUy, or for each a € vara(J; I} UAL) either a : ¢ € Yp or a : ¢ € Ui, Suppose
that ¢ € Wgi. Let us assume, by contradiction, that the thesis does not hold. Then,
¢ € Al since rule (SKR) was not applied to ¢ in the branch. Consider the branch
' — AT = ALb: —¢,b: 0 —¢, T, — Al using in the last step the rule (SKR)
where b is not in [J;; I, U AL, Observe that this branch is still analytical. So, the
original branch is not exhausted, which contradicts the hypothesis.

If ¢ € Uy then there is o’ € vara(|J;_, I'; U A}) such that o' : ¢,a’ : B¢ € U and
for ecach a € vara(J;_, I, U A}) either a : —¢p € Y or a : @—¢ € Y. Let us
assume that ¢ € ¥y. Suppose, by contradiction and with no loss of generality, that
for every o’ € vara(U;_, I} U AL), either o/ : ¢ ¢ Uy or o’ : @¢ ¢ ¥p. Then, rule
(KL) was not applied in the branch to ¢. Hence, ¢ is in I'/,. Consider the branch
'Y= AT, - ALb:¢,b: ¢, I, — Al, using in the last step the rule (KL) where
b is not in J ; I'; U A]. Observe that this branch is still analytical. So, the original
branch is not exhausted, which contradicts the hypothesis.

If a 2 (¢1,...,0n/¢) € Vg then if ¢1,...,¢0, € ¥y then a : ¢ € ¥i. Let us
assume that a :: (¢1,...,0n/0) € Yi and ¢1,...,¢, € Y. Let us assume, by
contradiction, that a : ¢ ¢ Wg. Then, rule (CR1) was not applied in the branch
to a = (¢1,...,0n/0). Hence, a = (¢1,...,0,/¢) is in Al. Consider the branch
Iy — AT = Al é1,..., 00, T, — Al La: ¢ using in the last step the rule (CR1).
Observe that this branch is still analytical. So, the original branch is not exhausted,
which contradicts the hypothesis.

Ifa: (¢1,...,6n/0) € ¥ then either ¢; € Vg for some i = 1,...,nora: ¢ € Vr.
Suppose that a :: (¢1,...,¢,/¢) € Ur. Let us assume, by contradiction, that ¢; ¢ Up
for every i = 1,...,n and a : ¢ ¢ ¥y. Then, rule (CR2) was not applied in the
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branch to a :: (¢1,...,¢n/¢). Hence, a :: (¢1,...,¢n/¢) is in T'),. Consider the branch
'Y — A} -, — Al T) — Al ¢1 using in the last step the rule (CR2). Observe that
this branch is still analytical. So, the original branch is not exhausted, which contradicts
the hypothesis.

QED
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