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Abstract—The new paradigm of wirelessly powered two-tier
heterogeneous networks (HetNets) is considered in this paper.
Specifically, the femtocell base station (FBS) is powered by a
power beacon (PB) and transmits confidential information to
a legitimate femtocell user (FU) in the presence of a potential
eavesdropper (EVE) and a macro base station (MBS). In this
scenario, we investigate the secrecy beamforming design under
three different levels of FBS-EVE channel state information
(CSI), namely, the perfect, imperfect and completely unknown
FBS-EVE CSL. Firstly, given the perfect global CSI at the FBS,
the PB energy covariance matrix, the FBS information covariance
matrix and the time splitting factor are jointly optimized aiming
for perfect secrecy rate maximization. Upon assuming the imper-
fect FBS-EVE CSI, the worst-case and outage-constrained SRM
problems corresponding to deterministic and statistical CSI er-
rors are investigated, respectively. Furthermore, considering the
more realistic case of unknown FBS-EVE CSI, the artificial noise
(AN) aided secrecy beamforming design is studied. Our analysis
reveals that for all above cases both the optimal PB energy and
FBS information secrecy beamformings are of rank-1. Moreover,
for all considered cases of FBS-EVE CSI, the closed-form PB
energy beamforming solutions are available when the cross-tier
interference constraint is inactive. Numerical simulation results
demonstrate the secrecy performance advantages of all proposed
secrecy beamforming designs compared to the adopted baseline
algorithms.

Index Terms—Secrecy beamforming, wireless powered Het-
Nets, worst-case SRM, outage-constrained SRM.
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I. INTRODUCTION

With the proliferation of smart devices and data-hungry
applications, establishing ubiquitous, high-throughput and se-
cure communications is gaining increased importance in next-
generation systems [!]-[3]. The traditional macrocells gen-
erally have poor performance in terms of indoor coverage
and cell edge rate. To tackle this issue, heterogenous net-
works (HetNets) have emerged as a promising next-generation
architecture, which are generally supported by heterogenous
base stations (BSs) having different service coverages [4], [5].
Specifically, the macrocell base station (MBS) can provide
open access and wide coverage up to dozens of kilometers,
while the low-power femtocell base station (FBS) and pic-
ocell base station (PBS) are typically deployed in indoor
environments and near to femtocell users (FUs) and picocell
users (PUs), respectively. As pointed out in [6], the ultra-
dense deployment of femtocells is recognized as an efficient
technique to realize 1000 times increase in wireless data
rate for. However, due to the high spatial spectrum reuse
in HetNets and the dense deployment of FBSs and PBSs,
cross-tier interference is usually unavoidable in HetNets. For-
tunately, according to [7]-[9], the interference can be re-
utilized as an effective radio-frequency (RF) energy source
for wireless energy harvesting (WEH), which thus contributes
to the green and self-sustainable communications. WEH has
many advantages over conventional energy supply methods
[10]. For example, WEH is more reliable than natural energy
supply, such as solar, wind and tide, which are significantly
affected by climate and terrain. Also, it is more cost-effective
compared to the widely adopted batteries recharge/replacement
technique. Generally, the densely deployed HetNets are favor-
able from the perspective of improving efficiency of WEH,
since the distances from energy harvesters to energy stations
are substantially shortened.

Recently, WEH-based HetNets have received extension at-
tention, in which the power beacons (PBs) provide power
for other nodes via wireless energy transfer [11], [13]-[18].
In [11], H. Tabassum and E. Hossain studied the optimal
deployment of PBs in wirelessly powered cellular networks.
In [13], the downlink resource allocation problem was in-
vestigated by S. Lohani et al. under both time-switching
and power-splitting based simultaneous wireless information
and power transfer (SWIPT) strategies for two-tier HetNets.
The comprehensive analysis of the outage probability and the
average ergodic rate in both downlink and uplink stages of
wirelessly powered HetNets with different cell associations
were presented by S. Akbar et al. in [14]. Y. Zhu et al. in [15]



further extended the above work into the Massive MIMO aided
HetNets with WEH, where different user association schemes
are investigated in terms of the achievable average uplink rate.
From the view of green communications, the energy efficient
beamforming designs for SWIPT HetNets was studied by M.
Sheng et al. and H. Zhang et al. in [16] and [!7], respectively.
To increase energy harvesting efficiency multi-antenna PBs
and users, J. Kim et al. in [18] considered sum throughput
maximization under different cooperative protocols of two-tier
wireless powered cognitive networks.

Furthermore, owing to the open network architectures of
HetNets, the security issue faced by wireless powered HetNets
has also drawn extensive attention [19]. As a mature technique
to guarantee secure communications from the information-
theoretical perspective, physical-layer security (PLS) has been
widely researched in both academia and industry [20], [21].
There have been some works considering applying PLS tech-
niques to HetNets with WEH. In [22] and [23], the artificial
noise based secrecy rate maximization was studied for secure
HetNets with SWIPT. The authors in [24] proposed the max-
min secrecy energy efficiency optimization for wireless pow-
ered HetNets, and a distributed ADMM approach was applied
to reduce the information exchange overhead. Considering
the more practical scenarios where the transmitter only has
imperfect eavesdropper’s CSI, a secrecy SWIPT strategy for
two-tier cognitive radio networks was investigated in [25].

Most of the existing works on HetNets with WEH focus on
SWIPT HetNets, it is still a challenging issue that how to de-
sign the optimal harvest-then-transmit strategies for HetNets.
In this paper, we investigate the secrecy beamforming design
for a wirelessly powered HetNet, where the wirelessly powered
FBS transmits the confidential information to a single-antenna
FU in the presence of a multi-antenna eavesdropper (EVE).
The FBS can harvest energy from the PB and the MBS.
Moreover, there is no cooperation among the MBS, the PB and
the FBS, thus the resultant cross-tier interference is taken into
account. In this wirelessly powered HetNet, the energy and
information covariance matrices as well as the time splitting
factor are jointly optimized to maximize the secrecy rate under
different levels of FBS-EVE CSI. Our main contribution is
summarized as:

o Firstly, we study the secrecy rate maximization (SRM)
problem of wirelessly powered HetNets based on the
idealized assumption of perfect global CSI. In order to
address this non-convex perfect SRM problem, a relaxed
problem using the matrix trace inequality is studied and
proved to be tight, since it always provides a rank-1 opti-
mal solution. Considering the joint-convexity and quasi-
convexity of the relaxed problem with respect to different
variables, a convexity-based line search is proposed for
optimally solving the perfect SRM problem. In particular,
the closed-form solution of this problem becomes avail-
able provided that the cross-tier interference at the MU
is negligible.

o Secondly, from a practical viewpoint, we consider the
imperfect FBS-EVE CSI scenario with deterministic and
Gaussian random CSI errors, respectively. For the de-
terministic CSI error, the worst-case SRM is studied

for guaranteeing the system secrecy performance against
the worst-case channel quality, which can be addressed
similarly to the perfect SRM problem by using the S-
procedure. As for the Gaussian random CSI error, the
outage-constrained SRM problem subject to a probabilis-
tic secrecy constraint is investigated, aiming to ensure
system outage secrecy performance widely considered
in delay-sensitive or low-latency applications. In this
context, the Bernstein-type inequality (BTI) based alter-
nating optimization procedure is proposed. In particular,
the rank-1 property of the optimal solutions is validated
for both the worst-case and the outage-constrained SRM
problems.

« Finally, for the even worse scenario with unknown FBS-
EVE CSI, we propose applying artificial noise (AN)
to improve system secrecy performance. Specifically,
our proposed AN aided secrecy beamforming aims to
maximize the average AN power subject to the legitimate
rate requirement of the FU. This robust design can be
reformulated as a concave problem and its optimal rank-
1 solution is demonstrated. Similarly, the closed-form
solution of this AN aided secrecy design is available when
the cross-tier interference is negligible.

In fact, the studied SRM problems belong to the nonconvex
difference of convex functions (DC) programming, which are
more challenging than that in [I18] focusing on the sum-
throughput maximization of cognitive WPCNs. Compared
to the SRM problem of [26] where the single-antenna PB
and EVE are assumed, these SRM problems are also more
intractable due to the additional energy and interference
constraints. Fortunately, we validate that the optimal energy
and information beamformings are of rank-1 in the secrecy
wirelessly powered HetNet, regardless of the availability of
eavesdropper’s CSI. This conclusion also provides important
insights for practical engineering applications.

Notations: The bold-faced lower-case and upper-case letters
stand for vectors and matrices, respectively. The operators
()T, ()" and (-)~! denote the transpose, Hermitian and
inverse of a matrix, respectively. Tr(A) and det(A) represent
the trace and determinant of A, respectively. || - |2 denotes
the matrix spectral norm and A > 0 indicates that the square
matrix A is positive semidefinite. rank(A) and v(A) denote
the rank of A and the unit-norm eigenvector associated with
the maximum eigenvalue of A, respectively. Also, (a)* =
max{a, 0} is defined. The words ‘independent and identically
distributed’ and ‘with respect to’ are abbreviated as ‘i.i.d.” and
‘w.r.t., respectively.

II. SYSTEM MODEL AND PROBLEM FORMULATION

As shown in Fig. 1, we consider secure communications
of the wirelessly powered HetNet, in which an Nj;-antenna
MBS used for information transmission coexists with an Np-
antenna PB deployed for wireless energy transfer and an Np-
antenna FBS aiming for energy harvesting [27]. Note that the
FBS is energy-limited and harvests energy for its communica-
tions from the RF signals transmitted by the PB and the MBS.
The MBS and the PB transmit the information-bearing signal
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Fig. 1.

A secrecy wirelessly powered HetNet.

sy € CV™ and energy-bearing signal sp € CN” to a single-
antenna MU and an Np-antenna FBS, respectively. Then the
FBS transmits the confidential signal s € CV* to a single-
antenna FU, while a Ng-antenna EVE aims for intercepting
the signal of the FBS'. We focus our attention on the security
of FBS and there is no cooperation between the MBS and
the FBS. Hence, the signals transmitted from the MBS and
the FBS actually impose interference on the FU and the MU,
respectively. All wireless channels are assumed to be quasi-
static flat-fading and remain constant during a whole time slot
T.

In the initial 71" subslot, where 0 < 7 < 1 denotes the
time splitting factor, the FBS harvests energy from both the
PB energy signal sp and MBS interfering signal sp;. Let’s
define Wp = E[spsll] € CNP*NP a5 the covariance matrix
of the PB energy signal sp subject to the maximum transmit
power Pp, i.e. tr(Wp) < Pp, and for simplicity E[syssl]] =
%I N, With Py being the MBS maximum transmit power.
By neglecting the contribution of thermal noise to the total
harvested energy at the FBS, the amount of energy harvested
at the FBS is expressed as

E(Wp) =1T¢(e(HpWpHY ) + %u(GFGg )) (D
where 0 < £ < 1 is the energy harvesting efficiency factor.
Hp € CN#*Nr and Gy € CNFXNm denote the PB-FBS
channel and MBS-FBS channel, respectively. Next, in the
second (1 — 7)T subslot, the FBS transmits the confidential
signal sy to the FU by utilizing the harvested energy in (1).
The signals received at the FU and the EVE are then expressed
as

YR = thF + ggSM +ng,
ye = Hgsp + Ggsy +ng, ()

where hy € CVF and g € CV™ denote the FBS-FU channel
and the MBS-FU channel, respectively. Hy € CNexNr
and G € CV#XNm denote the FBS-EVE channel and
the MBS-EVE channel, respectively. ng ~ CN(0,02) and

'In contrast to our previous study of wireless powered downlink secure
communications of the FBS, the uplink secure transmissions from the FU to
the FBS essentially belong to the classical MIMO multi-antenna eavesdropper
(MIMOME) wiretap scenario, which has been widely researched in the open
literature [21].

np ~ CN(0,021y,) are i.i.d circularly symmetric Gaussian
noises at the FU and the EVE, respectively. Additionally, we
define Pr = E[spsi] € CNrXNr a5 the covariance matrix
of the FBS information signal sy, the achievable rates (in
bps/Hz) at the FU and the EVE are then given by

hPrhy )
o + 1 lgrll?
Rg = (1—7)logydet (In, +(02In,
P
+ 5 -GrGH) 'HpPrHY). 3)
Ny
According to [22], the achievable secrecy rate Rg of the
wirelessly powered HetNet is actually the data rate at which
the desired information is correctly decoded by the FU, while
no information is wiretapped by the EVE. Mathematically, we
have

R; = (1-171)log,y (1 +

Rs =[R; — Rg]™. 4

In our work, we jointly optimize the PB and FBS transmit
covariance matrices {Wp,Pr} and the time splitting factor
7 for maximizing the achievable secrecy rate Rg in (4). The
resultant SRM problem for the wirelessly powered HetNet is
then formulated as

Rg. = max R;r — Rg

T,WPEO,PFEO
st. CRI1: 0<7<1, tI‘(Wp) < Pp

P,

CR2: (1—7)te(Pp) <7¢[tw(HpW pHY )+N—Mtr(GFG§ )],
M

CR3: thi; Wphy + (1-7)gl P rg, < L. (5)

In problem (5), the constraint CR1 comes from the fact that
the PB transmit power has a maximum threshold, and CR2 de-
notes the energy causality constraint of the wirelessly powered
FBS. While CR3 models the average interference constraint
of the secrecy wirelessly powered HetNet. Specifically, by
defining hy; € CN? and g, € CV* as the PB-MU channel
and the FBS-MU channel, respectively, the terms hﬁW phyy
and gf Prg, actually denote the total interference at the
MU originating from the PB and the FBS, respectively. Since
the PB energy transfer and the FBS information transfer are
separated by the time splitting factor 7, we consider the
average interference power constraint at the MU as shown in
CR3, where I;;, denotes the minimum tolerable interference.
It is readily inferred from CR3 that problem (5) is feasible
for an arbitrary I;;, > 0. However, due to the highly coupled
variables {7, Wp,Pr}, the SRM problem (5) is generally
non-convex and challenging to address.

In the sequel, we will investigate the SRM under three
different levels of the FBS-EVE CSI. In the first case, the
global CSI of the wirelessly powered HetNet is available at the
FBS via channel feedback and high-SNR training techniques.
In the second case, by assuming imperfect FBS-EVE CSI at
the FBS, a pair of robust SRM problems are investigated under
deterministic and Gaussian random CSI errors, respectively. In
the third case, we consider the more practical scenario that the
FBS is not aware of the existence of EVE. In other words, the
FBS-EVE CSI is completely unknown to the FBS.



III. PERFECT SRM UNDER GLOBAL CSI OF THE
WIRELESSLY POWERED HETNET

In this section, a convexity-based one dimensional search
is proposed for optimally solving the SRM problem (5) under
the global CSI of the wirelessly powered HetNet.

A. Transformation of Problem (5)

Firstly, by introducing an auxiliary variable n, the SRM
problem (5) can be reformulated as

5= 1—7)1 1 hPrh
Ry T7WP>_I‘%E~%F>_'0,71( 7) ng( + Cihz Pp R>
—(1—7)logy 7 (6)
s.t. CRI ~ CR3, CR4: det (Iy,+RpHPrHE) <1,
where C; = (02 + NM Llgr|?)~! and R = (02In, +

ﬁﬁ G GH)~L. Unfortunately, problem (6) is still difficult to
address because of the nonconvex constraint CR4. In order to
tackle this issue, we firstly consider a relaxation of CR4 based

on the following lemma.

Lemma 1. [29] For any positive semi-definite matrix A > 0,
we have det(I+ A) > 1+ tr(A), where the equality holds if
and only if rank(A) = 1.

By applying Lemma 1 to CR4, problem (6) is relaxed to

max
T,Wpt()
Pr>r0,n

s.t. CR1 ~CR3, CR4: 1+u(RpHpPrHYE) <n,

(1—7)logs <1+ClthFhR> —(1—7)logyn

)

where Rg denotes the achievable maximum secrecy rate by
solving problem (7). Based on Lemma 1, problem (7) clearly
has a larger feasible region than problem (6), so that Rg > R§
holds. We then introduce new variables Wp = 7Wp and
Pr = (1—7)Pp to equivalently transform problem (7) into

Cih#Prhp

i 1+
RS = max (1 —7)log, (T)
7 Wp=0,Pr=0,n n
st. CR1: 0<7<1, (Wp)<7Pp,)
— o — P
CR2 : tr(Pp) < &tr(Hp W pHE )+§TN—Mtr(GFG§! ),
M

CR3 :
CR4 :

hilWphy, +gff’ng <Iin,)

1-7+tr(RpHEPpHE) < pn(1-7). (8)

It is concluded from problem (8) that for any fixed 7 the
objective function is the perspective of a strictly concave
1+C1h#Prhp

n
also strictly concave [30, p. 39]. Moreover, all constraints in
problem (8) are convex. Therefore, it is inferred that problem
(8) is jointly concave w.r.t. {7, Wp,Pr} given any 7, and
can be globally solved by the interior point method. To further
investigate the tightness of the constraint CR3 when varying
Iip, we firstly consider solving problem (8) without CR3

matrix function f(Pr) = log, , which is

1+ Clhgith
_ max (I-7)logy | ————————
Wp>0,Pr>0,n n

s.t. CR1, CR2, CR4. 9)

Let’s define Wp 1., and P F.1,, as the optimal solution
to problem (9). The correggondmg interference level is then
expressed as I, = h¥ Wp;, hy + g, PFIthgp When
Lip, > Ith, it is readily inferred that the constraint CR3 in
problem (8) will be automatically satisfied using the optimal
solution {Wp 1, , Pr 1, } to problem (9), implying that in this
context CR3 has no effect on problem (8) and can be neglected
without loss of optimality. While for the case of 0 < I}, < Lin,

we provide an interesting insight in the following Theorem.
Theorem 1. When 0 < Iy, < I, the constraint CR3 in

problem (8) is tight, which implies that the optimal solution to
problem (8) lies at the boundary of hiL, W ph ;s + ngng =
Lip.

Proof. Please refer to Appendix A-A. O

Since the globally optimal solution {, Wp, P F} to prob-
lem (8) for any fixed 7 is available, our remaining task is to
find the globally optimal 7, as presented in Theorem 2.
Theorem 2. Problem (8) is quasi-concave w.r.t. n, and the
globally optimal 1 can be computed by a one-dimensional
search, i.e., Golden section search (GSS) [30].

Proof. Let’s rewrite problem (8) by introducing an auxiliary
variable ¢ as
CihiPrh
__max (1—17)log, (1 + W) +t
ot W p=0,B 50 1—71
(10a)
st. CRI ~ CR3, (10b)
CR4: 1-7+t(RgHgPrHE) <n(1-7) (10c)

CR5:t< (1-7) logQ% (10d)

Given any 7, problem (10) is jointly and strictly concave
wrt. {7,t, Wp,Pr} and thus the ungiue optimal solution
exists. Based on this, it is readily inferred that the value of
(10a) is continuous on 7. We observe that for a sufficiently
small 7, the value of (10a) is strongly dominated by the active
constraint (10c). Upon increasing 7, the feasible region spec-
ified by (10c) expands and thus the value of (10a) increases.
However, when 7 becomes large enough, the constraint (10d)
with the small logQ% actually dominates the value of (10a).
In this context, we find that the value of (10a) decreases
with increasing 7. According to the above analysis, it can be
inferred that there must exist a turning point 7) for problem (8).
Specifically, with the increase of small 7, the value of (10a)
firstly increases until 7 reaches 7, and then decreases. This
property hints that problem (8) is unimodal (quasi-concave)
w.r.t. 1, of which the globally optimal value can be found by
GSS. O

According to Theorem 2, we firstly determine the one-
dimensional search interval of 7 as follows. For achieving
a nonzero secrecy rate, the maximum value of 7 actually
corresponds to the maximum legitimate rate R, of the FU,
which is derived by solving the following problem

C,hEPrh
Ruy=  max  (1—7)log, (1+W)
W p=0,Pr0 1—7
st. CRI1 ~ CR3. (11)



Algorithm 1 The proposed convexity-based line search for the
perfect SRM

R*
1: Input: 9in = 1, Yrnae = 2771 T obtained from solving

problem (11) and step ¢ = (v/5 —1)/2
2: repeat
3: Calculate M ="Nmax — (nmar _nmzn)¢ and 112 =Nmin +
(nmam - 77mzn)¢

4:  Solve the convex problem (8) based on 7; and 72,
respectively, to which the corresponding objective func-
tion value is obtained as fpey(71) and fper(12).
if foer(m1)>fper(112), s€t Mmaz =1n2.
else set Nyin =n1.

until |79,,4:—min| <k, where k>0 is sufficiently small.

return the optimal 0§ = (Vmaz +Mmin)/2-

It is clear that problem (11) is also jointly concave w.r.t.
{7, Wp, Pp}. With the optimal solution {Ry,, 1} to prob-
lem (11), we readlly infer that the value range of 7 is

1 <n< 21 71. Overall, given any 7, by combining the
joint concavity of problem (8) with the GSS for finding the
globally-optimal 7, problem (8) can be optimally solved. More
importantly, we further prove that R = R’é holds for the
PSRM problem (5) and the relaxed problem (8), as shown in
Theorem 3.

Theorem 3. Problem (8) is a tight relaxation of the per-
fect SRM problem (5). In other words, the optimal solu-
tion {7*, 1 ,WP,P*} to problem (8) satisfies rank(W*)
rank(P*) 1 and thus R} = R holds. By recalling Wp =
TWp and Pp = (1—7)Pp, the corresponding {7*, W, P}
are also globally-optimal to problem (5).

Proof. Please refer to Appendix A-B. O

Following the proof of Theorem 3, we propose a convexity-
based line search for globally solving the perfect SRM prob-
lem (5). To be specific, given any 7, the relaxed convex prob-
lem (8) is firstly addressed for obtaining the optimal solution
{r*, W%, P%} (via variable substitution) and the resultant
achievable secrecy rate. Then the GSS is applied to find the
globally-optimal n*. The detailed algorithm is summarized
in Algorithm 1. Theorem 3 further reveals that the optimal
energy and information covariance matrices, i.e. W} and P7,,
to problem (5) satisfy rank(W7) =rank(P7) =1. Physically,
this property means that single-stream transmission of both PB
and FBS are optimal for secrecy performance of the wirelessly
powered HetNet.

IV. RoBUST SRMS UNDER IMPERFECT FBS-EVE CSI

In this section, two types of robust SRM problems are
investigated in depth for the secrecy wirelessly powered Het-
Net. Specifically, one is the worst-case SRM associated with
deterministic FBS-EVE CSI error. In this case, we propose
a convexity-based line search method for finding the optimal
worst-case solution. The other is the outage-constrained SRM
subject to Gaussian random FBS-EVE CSI error, for which the
convex reformulation is realized by introducing an auxiliary
variable.

A. The Proposed Worst-Case SRM

Firstly, for the deterministically imperfect FBS-EVE chan-
nel, implying that the EVE is a legitimate but unintended user
in our system, and the feedback of the FBS-EVE channel to the
FBS suffers from certain bounded estimation or quantization
error [26], [29], we have Hy = Hg + AHpg, where Hg,
denotes the estimated FBS-EVE channel, while AHg is the
norm bounded CSI error satisfying |AHg||p < £;. Based on
this, the achievable worst-case secrecy rate of the wirelessly
powered HetNet is given by Rg r, = Ry — rAnI%x Rpg, and the

E
resultant worst-case SRM problem is formulated as

R = in Rj—R .t. CR1 ~ CR3. (12
Smo = e, min Ri-Re, s (12)
Pr>0

As with the reformulation of perfect SRM problem (5), we
also introduce the auxiliary variable 7 to reformulate problem
(12) as
RS po :T)‘gvnja?éo)(l—r) log, (1+C1hfiPrhg)—(1—7)logy n
Pr=0,m
s.t. CR1 ~ CR3,

CRS: det (In,+RpHgPrHE) <n, [|AHg|r <& (13)

Compared to the perfect SRM problem (5), problem (13)
is more challenging since the semi-infinite norm bounded CSI
error is included in CRS. To make problem (13) tractable, we
firstly relax it using the above Lemma 1 to

SRO—T‘gVnaX (1—7)log, (1+ClhRPFhR) (1—7)logyn
PF>O,n
s.t. CR1 ~ CR3,

CRS: 1+u(RpHEPFHE) <1, |AHg|p < &, (14)

where R‘g Rro denotes the maximum achievable worst-case
secrecy rate by solving problem (14) and satisfies R‘g’ Ro =

S ro due to larger feasible region of problem (14). For
solv1ng this non-convex problem effectively, both the equality
hg = vec((HE + AHp)) = hp + Ahg and the identity
Tr(APBCD) = vec(A)” (DT @ B)vec(C) are utilized to
rewrite the constraint CRS as

14 (hg+Ahg) ! (R@Pr)(hg+Ahg) <7, |Ahg|r<(.
(15)

Lemma 2. (S-procedure) [31] For the equation f(x)
xHAx + xHb + bx + ¢, in which x € CV, A € HV*N,
b € CN and c is a constant, the following equality holds

f(x)<0,vxe {x|tr(xxH) <e}
A
J-[

__We then take advantage of Lemma 2 and auxiliary variables
Wp = TWp, Pr = (1-7)Pp to transform the nonlinear
semi-infinite constraint (15) into a LMI. Then the relaxed
WSRM problem (14) is re-expressed as problem (17) (shown
at the top of next page), where a scalar variable v > 0 is
introduced. In contrast to problem (8), an additional SDP

In  Onx:

Su [ T b }EO, with some u>0.
Ony1  —€e c

(16)



_ Cih#Prh
Sro=  _max _ (1-7)log <1+1 L R)—(l—f)loggn (17)
’ T,u,n,WPEO,ISFEO 1—7
s.t. CR1~CR3, CRS: - ~ ~ =\ =0,
~hii(RL®Pr)  (n—1)(1-7) —ul} —hif(R; © Pp)hp
constraint CR5 is included in problem (17). For any fixed n, we  problem is formulated as
easily find that CRS is a convex linear matrix inequality (LMI)
w.rt. {7,u,Pr}, so problem (17) becomes jointly concave max Rs
TPy, S let 70,W p=0,P =0
wrt. {7,u, Wp,Pr}. Similar to Theorem 2, we can also
. . . s.t. CR1 ~ CR3,

prove that problem (17) is quasi-concave w.r.t 7, since the
semi-infinite CSI error Ahg in the equivalent problem (14) CR6: Pramy{R;r — Rg = Rs} 21 —pour. (18)

is independent of 7. Based on the above discussions, it is
readily inferred that the proposed convexity-based line search
for problem (8) can be directly extended to problem (17). More
importantly, an interesting insight is provided in the following
Theorem, namely, problem (17) also admits the rank-1 optimal
solution.

Theorem 4. Problem (17) is a tight relaxation of the worst-
case SRM problem (12), which means that its optimal solution
{7, 7", W5, Py} satisfies rank(Wp) = rank(P}) = 1
and R:‘g ro = B g, Meanwhile, the corresponding original
variables {T*, W%, P%.} are optimal for problem (12).

Proof. Please refer to Appendix C. O

Generally, the proof of Theorem 4 subject to the com-
plicated LMI constraint CRS is more difficult than that of
Theorem 3. Based on Theorem 4, the globally optimal solution
{*, W%, P%} to the worst-case SRM problem (12) can also
be obtained by successively solving the relaxed problem
(17) for which the proposed convexity-based line search in
Algorithm 1 still works.

B. The Proposed Outage-Constrained SRM

It is widely recognized that the worst-case optimization
represents the most conservative robust design, which is
only encountered in practical systems with a low probability
[28], [32]. Hence, in this subsection, we consider the more
general case of statistically imperfect CSI, in which the
FBS-EVE CSI error is assumed to be complex Gaussian
distributed, i.e., Ahgy = vec(AHZ) ~ CN(0,Cp), where
Cp € CNrNexNrNe denotes the positive semi-definite error
covariance matrix. Inspired by the fact that under the un-
bounded Gaussian error Ahg, an absolutely safe beamforming
design cannot be guaranteed, we instead consider the outage-
constrained SRM to implement secure communications in
the wirelessly powered HetNet. More specifically, by defin-
ing the maximum secrecy rate outage probability p,,:, a
100(1—pout ) %-safe design of our wirelessly powered HetNet
is investigated. Mathematically, the outage-constrained SRM

Clearly, the secrecy outage constraint CR6 indicates that
the probability of the achievable secrecy rate being over Rg
should be higher than 1 — p,,;, and problem (18) aims for
maximizing this 100p,,;%-outage secrecy rate threshold Rg.
However, problem (18) is computationally intractable since
the constraint CR6 does not have an explicit expression.
Therefore, we consider replacing the function R; — R in CR6
by an easy-to-handle function via the following Lemmas.

Lemma 3. [33] For an arbitrary positive-definite matrix E €
CN*N we have —Indet(E) = max —tr(SE)+Indet(S)+N,

where the optimal S* is derived as S* =E~1.

Lemma 4. (Bernstein-type inequality (BTI) [28]) For an
arbitrary vector x € CN(0,1), we assume f(x) = x? Ax +
2Re{x"b} + ¢, where A € H¥*N, b € CN and c is a
constant. Then for any po,: € [0,1], the following convex
approximation holds, i.e.

Prx{f(x) SO} 2 17pout
tr(A) +vV—2Inpouits —toInpoys +¢c <0

vec(A)
<
],z
tol, —A =0, to >0

(19)
where t1 and to are a pair of slack variables.
Firstly, by invoking Lemma 3, the wiretap rate Rr of the

EVE can be rewritten as

1-— 1 1
( T)max ( — tr[S(INE + R%HEPFHIE_IR%;)]

~ e = In2 s>o

+ Indet(S) + Ng). (20)

We further substitute (20) into problem (18) to obtain the
reformulated constraint CR6 as

1 1
Pram, {tr(SRgHEPFHgRg) _L< 0} >1—pout, (1)

where L = In (1 + ClthFhR) —tr(S) + Indet S + Np —

%. Since Ahg ~ CN(0,Cg), we can re-express Ahpg
1

as Ahp = CZx. with x. ~ CN(0,In,n,). Furthermore,

through the vectorization of (21), we have



_max Rg

t1,t2,7, Wp>0,Pr>0

CR6a : tr(ﬁCEISS) + V=21 pousty — to In poys+(1—7)tr(S)

—(1-7)IndetS—(1-7)Ng+In2Rs <(1—7)In(1+
1~ 1
vec(CZPsC3)
V2C:Pshp
1 ~

st. CRI~CR3, CR6:

CR6b :

clhgﬁFhR)
1-1

- 24
<7 ) (24)

2

Cf\JR60 . EQINFNE_CZ“PSCg i 07 t~2 2 01

Pras. {Axf C:PsCLAX, + 2Re{Ax" CLPshy}

+ﬁgPSﬁE—L§0} > 1 = Pout, (22)

L1
where Ps = (RZSR2)” ® Pp. To make the probabilistic
constraint (22) tractable, we adopt a popular conservative ap-
proximation, the so-called BTI in Lemma 4, for transforming

it into a series of tractable convex constraints. Then the outage-
constrained SRM problem (18) is reformulated as

max Rg
t1,t2, 7, Wp=0,Pr=0,S=0

s.t. CR1~CR3,

tr(ITIoEPS)Jm/fQ Inpoyits —t2 Inpoyr —Indet S
—In(1+C1h#Prhg) + r(S) —Np+228s <0

1 1
vec(CZPsC3Z)
1 ~
V2C3:Pshp )
1 1
toInp Ny — CZPsCZ =0, t5 >0

CRO6 : <t

(23)

where ﬁCE = flEﬁg + Cg. Although problem (23) is still
not jointly concave w.r.t {7, Wp, Pr, S}, it is more tractable
than the outage-constrained SRM problem (18). Specifically,
by utilizing Wp = 7Wp, Pp = (1—-7)Pp and S = 78,
we easily find that problem (23) is jointly concave w.r.t.
{7, Wp,Pr} when fixing S, which is similar to problems
(8) and (17). In turn, problem (23) is also concave w.r.t. S
when fixing {7, W p, P}. Interestingly, we also validate that
problem (23) admits the optimal rank-1 solution, as shown in
the following Theorem.

Theorem 5. The optimal solution {Wp, P%.} to problem (23)
satisfies rank(Wp) = rank(P%) = 1, which is also a high-
quality solution for the computationally intractable problem
(18).

Proof. Please refer to Appendix C. O

Based on the above analysis, we propose an alternat-
ing optimization procedure for efficiently solving prob-
lem (23) in the sequel. The first subproblem for optimiz-
ing {t1,t2,7, Wp,Pp} given S is expressed as problem
(242 (shcl)wn ai the top of the next page), where Pg =
(R:SR2)T®P p. Due to the joint concavity of problem (24),
we can optimally recover a high-quality suboptimal solution

Algorithm 2 The proposed alternating optimization procedure
for the outage-constrained SRM

1: Input: The initial S, the iteration index ¢ = 0.

2: repeat

3. Given S, obtain {T(t),W(Pt),P(Ft)} by solving the
convex problem (23).

4 Given {r®, W P} obtain S¢+1) by solving the

convex problem (23).

t=t+ 1

6: until The increment of Rg in problem (23) is no more

than a sufficiently small €, > 0.
7. return The optimal {7*, W%, P}}.

W

{7, Wp,Pr} to problem (18) from the obtained optimal rank-
1 solution of problem (24). Then the second subproblem for
optimizing S given {7, Wp,Pr} is formulated as

max Rg, s.t. CR1~ CR3, CR6.

t1,£2,8-0

(25)

Notice that problem (25) is also jointly concave w.r.t.
{t1,%2,S = 0}, and thus can be globally addressed by the
standard convex optimization technique. Overall, the outage-
constrained SRM problem (18) can be effectively solved by
the proposed alternating optimization procedure summarized
in Algorithm 2.

V. SECURE COMMUNICATIONS UNDER COMPLETELY
UNKNOWN FBS-EVE CSI

In the previous two Sections, both full and partial FBS-
EVE CSI are considered for jointly optimizing the PB energy
covariance matrix, the FBS information covariance matrix and
the time splitting factor. Nevertheless, in practice, the EVE
may be passive and the FBS is unaware of the existence of
the EVE. In this context, we accordingly propose AN aided
scheme for secrecy wirelessly powered HetNets. With this
scheme, the FBS simultaneously transmits the confidential
signal sp and AN zp to the FU, ie., xp = sp+2zp, for
sufficiently interfering the EVE without affecting the FU.
Hence, the generated AN should be in the null-space of
the FBS-FU channel, i.e., hgzr = 0. We then express the
AN as zp = HJ}%IIF, where HJPE e CNrX(NF-1) denotes the
orthogonal complement space of hg and np ~CN (0, Xy/) is
anovel (Np—1)-dimensional AN vector with the positive semi-
definite covariance matrix X = 0. Since the FBS-EVE CSI
is unavailable at the FBS, the direct secrecy rate optimization
of the considered wirelessly powered HetNet is infeasible. As
an alternative, we consider maximizing the average AN power



max tr(Sy)

7 Wp=0,Pr=0,S1>0

~  Asa oo hZPyh
s.t. CR1, CR3, AR2:(1—7)log, (1+01RFR> > Run

AR3:

o — P
tr(Pp+3y) < cr(HpWpHE) + ng—Ztr(GF(;?).
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27)

(1—7)tr(Xy) at the EVE subject to the minimum legitimate
rate at the FU, so as to impose as much interference as possible
on the potential EVE for reducing its wiretapping capability.
The AN aided secrecy problem is ultimately formulated as
max (1I-mu(Xy)

T Wpz0,Pr>0,3y>0
s.t. CR1, CR3,

hiPrh
Mﬁ“f%z) > Ry,

+ 3o gl

AR3: (1—T)t1‘(PF+2U)

AR2: (1 —7)log, <1 +

< 7€[tr(HpWpHE) + ;—Mtr(GFG? )] (26)
M

Naturally, problem (26) with coupled variables is not jointly
concave w.rt {7, Wp,Pr, Xy }. Based on the definitions
Wp = TWP, PF = (1 — T)PF and EU = (1 — T)EU,
problem (26) can be rewritten as problem (27), as shown at the
top of the next page. Similar to problems (8) and (17), problem
(27) composed of a linear objective function and concave
constraints is also jointly concave w.r.t {7, Wp, PF7 EU} and
thus can be optimally solved. Moreover, the optimal rank-1
solution {W ,P%, 2*} to problem (27) is revealed in the

following Theorem.
Theorem 6. There always exists an optimal solution

{W%, Py, 37} with rank(Wp) = rank(P%.) = rank(X7;) =
1 for the AN aided secrecy problem (26).

Proof. Please refer to Appendix D. [

Theorem 7. For all the above cases of FBS-EVE CSI, if the
cross-interference constraint CR3 is inactive, a closed-form
expression for the PB energy covariance matrix can be derived
as W5 = Ppwpwh with wp = vy (HEHE).

Proof. Please refer to Appendix E. [

VI. COMPLEXITY ANALYSIS AND EXTENSIONS OF OUR
WORK

A. Convergence and Complexity Analysis

As mentioned above, the proposed convexity-based line
search is applicable to both the perfect SRM problem (5)
and worst-case SRM problem (12). Moreover, benefited from
the quasi-convexity and convexity of the two problems w.r.t
n and {Wp,Ppr,3} given any 7, respectively, we easily
infer that the proposed convexity-based line search converges
to the globally optimal solution to each problem. Next, for
the outage-constrained SRM problem (24), an alternating
optimization procedure is proposed and guaranteed to converge
to a locally optimal solution, since the achievable secrecy rate

is non-decreasing within the whole iterative process and the
feasible region of problem (23) is closed and finite. Finally, the
proposed AN aided secrecy optimization problem (26) can also
be globally solved, since it can be equivalently transformed
into a jointly convex counterpart.

Next, we firstly discuss the computational complexity of
Algorithm 1 and Algorithm 2 for the perfect SRM problem
(5) (worst-case SRM problem (12)) and the outage-constrained
SRM problem (24), respectively, where both the low-order
and the constant terms are omitted. Specifically, for problem
(5)/(12), the complexity of Algorithm 1 comes mainly from
the Golden section search for finding the optimal n* and
the semidefinite cone constraints in problem (8)/(17). It is
known that the number of iterations required by Golden
section search is log(“=ax—"=in ) where €, denotes the search
accuracy. Additionally, by referrmg to [34], the computational
complexity order of solving a standard SDP problem is
O(MSdPNsdp MSdeNgdi)) Mgde;)d?)) log(i)’ where Mde
and N,g, denote the number of semidefinite cone constraints
and the dimension of the semidefinite cone, respectively, while
€s 1s the desired accuracy. Therefore, problems (8) and (17)
can be solved in each iteration at the complexity order of
O(NE5 + NEP)log(L) and O((NgNp)*® 4+ NE®) log(+),
respectively. Correspondlngly, the total complexity order “of
Algorithm 1 aiming for solving problems (5) and (12)
is given by log(lme—tmin)O((NE® 4+ NE°)log(L)) and
log (Hmex—tmin ) O (((NgNp)*®+NE®) log(L)), respectively.
Furthermore, the complexity of Algorithm 2 aiming at it-
eratively solving a pair of convex subproblems (23), each
of which has a second-order cone constraint of dimension
(NgNp)? + NgNp + 1, is given by O(I4(NgNp)*(NE +
N%)) log(L), where I4 denotes the number of iterations [34].
Similarly, the AN aided secrecy problem (27) belongs to the
SDP with the complexity order of O(NE® + NE5) log(L).

B. Extensions to the case of multiple communication nodes

Firstly, for the case of multiple FBSs serving different FUs,
if the eavesdropper only aims for intercepting the signal from
a specific FBS, all our proposed secrecy beamforming designs
are directly applicable by simply regarding the signals from
other undesired FBSs as interference. However, if the informa-
tion leakage occurs between all FBSs and the eavesdropper,
the extension of our work will become quite challenging,
because the transmit beamforming design of each FBS has
to consider maximizing the secrecy rate and minimizing the
resultant interference to other unintended FUs simultaneously.
In this context, both perfect and robust secrecy beamforming
designs are more challenging to address due to the existence



of strongly coupled variables. Next, considering that energy
harvesting only occurs during the initial 77" subslot, which
is independent of the secure transmission of the FBS in the
second subslot, it may be readily inferred that all proposed
secrecy beamforming designs can be directly applied to the
case of multiple PBs. Refer to [12], all the above proposed
secrecy beamforming designs can be readily extended to
the multiple EVEs case, in which the system secrecy rate
becomes the minimum secrecy rate in the presence of multiple
eavesdroppers. In this context, the rank-1 optimality of both
the PB energy and FBS information secrecy beamformings still
holds by following similar proofs to that in our work. Based on
the above analysis, we further infer that for the coexistence of
multiple PBs, multiple FBSs and multiple eavesdroppers, the
intractability of secrecy beamforming optimization is mainly
due to the inter-user interference among multiple FUs associ-
ated with different FBSs.

VII. SIMULATION RESULTS AND DISCUSSIONS

In this section, numerical simulation results are provided
for quantifying the secrecy rate performance of the wirelessly
powered HetNet. Unless otherwise stated, in the following
simulations the MBS, the PB, the FBS and the EVE are
equipped with Ny = 2, Np = 4, Np = 4 and Ng = 3
antennas, respectively. Furthermore, a single-antenna MU and
a single-antenna FU are considered. The locations of the MBS,
the MU and the PB are (0,0)m, (150,0)m and (100, 100)m,
respectively. Since the FBS mainly harvests wireless energy
from the PB, the FBS location is near the PB and thus set
as (105,105)m. Moreover, the FU and the EVE are located
at (105, 200)m and (155, 105)m, respectively. For all wireless
channels, the path loss model is determined as Ly = 1034,
where Ly denotes the signal power loss at a distance d
between two arbitrary terminals and o = 2 is the path loss
exponent [18]. Notice that in this model, a 30dB average
signal power loss at d = 1m is implied. Moreover, the small-
scale fading of all channel coefficients is modeled as an
i.i.d. Rayleigh distribution with zero mean and unit variance.
The Gaussian noise variance is set as 02 = —110dBm. The
maximum transmit power of the MBS and PB are defined
as Py = 10dBm and Pp = 20dBm, respectively. The FBS
energy harvesting efficiency is £ = 0.8. Initially, we fix the
interference threshold to be I;;, = —65dBm. For the worst-
case SRM (WSRM), the bound of FBS-EVE CSI error is set
as £¢ = 0.2. By contrast, for the outage-constrained SRM
(OSRM), the covariance matrix of FBS-EVE CSI error Cg
and the outage probability p,,; are defined as Cg = ( 21 Ng
with ¢ = 0.05 and p,,: = 0.1, respectively. Finally, for the
proposed AN scheme, an legitimate rate threshold at the FU
is chosen as Ry, = %, where R,,.x denotes the maximum
achievable rate of the wirelessly powered HetNet without the
EVE and can be optimally derived according to [13]. Note
that all simulation points are plotted by averaging over 200
Monte-Carlo experiments.

Additionally, we consider four benchmarks for the proposed
secrecy beamforming designs under three different levels of
FBS-EVE CSI. Specifically, for both the perfect and unknown
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Fig. 2. Achievable secrecy rates for the proposed PSRM and WSRM versus
the parameter 7 to validate Theorem 2.

FBS-EVE CSI cases, the equal power allocation schemes
are adopted at the FBS ( also referred to as FBS-EPA)
with the fixed and optimized time allocation, i.e. 7 = %
and 7 = 7%, respectively. Moreover, both the two bench-
marks assume Wp = ﬁ—’;INP. While for the imperfect
FBS-EVE CSI, the nonrobust SRM scheme is adopted as a
benchmark for the proposed WSRM, where the achievable
secrecy rate is calculated by substituting the optimal solution
{7, Wp,Pp} derived when £ = 0 into the worst-case FBS-

EVE channel. Furthermore, by referring to [28], the worst-
case SRM with the error bound £ = %F}l (1 — pout)
X2NpNg

is actually a conservative approximation for the proposed
OSRM, where FX_Q1 (-) denotes the inverse cumulative

density function (ngﬁj)v%f a Chisquare random variable with
degrees of freedom 2NpNpg. Therefore, we also consider it
to be a benchmark for the proposed OSRM. Notice that if the
predefined interference level I, is not realized by the adopted
benchmarks, the corresponding achievable secrecy rate is set
to zero.

A. The Proposed Perfect and Worst-Case SRMs

In this subsection, we evaluate the achievable secrecy rates
of the proposed PSRM and WSRM in Section III and Sec-
tion IV-A corresponding to problem (8) and problem (17),
respectively. Firstly, to validate Theorem 2, the achievable
secrecy rates of the above two schemes over a feasible range
of n are shown in Fig. 2, where different PB transmit power
Pp = 0,5dBm are considered. It is clearly observed from
Fig. 2 that both the PSRM problem (8) and WSRM problem
(17) are unimodal (quasi-concave) functions of 7, and thus the
globally optimal 7 can be determined via the GSS.

Fig. 3 depicts the achievable secrecy rates of all schemes
versus the PB transmit power Pp with different numbers
of EVE’s antennas Ng. From Fig. 3(a) with Ngp = 3, we
readily find that the achievable secrecy rates of all schemes
increase with Pp. The proposed PSRM realizes the highest
secrecy rate among all schemes. While the proposed WSRM
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Fig. 3. Achievable secrecy rates for different schemes versus the PB transmit
power Pp with (a) Ng = 3 and (b) Ng = 4.

considering the influence of practical CSI error on the se-
crecy beamforming design naturally performs better than the
nonrobust counterpart. By comparing the two adopted FBS-
EPA benchmarks, we clearly see that time allocation plays an
important role in improving secrecy rate performance of the
wirelessly powered HetNet. Furthermore, in Fig. 3 (b) with
Ng = 4, the same comparisons among all schemes as in
Fig. 3 (a) can be observed. Moreover, each scheme achieves a
lower secrecy rate than its counterpart in Fig. 3 (a) due to the
increased EVE’s wiretap capability.

Next, Fig. 4 (a) investigates the achievable secrecy rates of
all schemes versus the interference level I;;,. We clearly find
from Fig. 4 (a) that the secrecy rate value for each scheme
firstly increases with Iy, until I;;, reaches a certain threshold
I, then becomes saturated. Here, I/ represents the optimal
solution of the PSRM problem (8) or the WSRM problem
(17) with the interference constraint neglected. This is because
that when a small 0 < [;;, < Ifh” is adopted, it is easily
inferred that the achievable secrecy rates of all schemes are
dominated by the cross-interference constraint. In this context,
since the feasible regions of both problems (8) and (17) expand
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Fig. 4. Achievable secrecy rates for different schemes versus (a) the
interference level Iy ; (b) the PB transmit power Pp.

with the increasing I, the corresponding achievable secrecy
rates also increase. However, when I, becomes sufficiently
large, i.e Iy, > t’z”, the cross-interference constraint actually
becomes inactive and thus has no effect on achievable secrecy
rates. That is to say, the achievable secrecy rates become
saturated regardless of the increasing Iy, when Iy, > I[Zi.
In particular, the saturated secrecy rate value can be derived
from problem (8)((17)) by neglecting the cross-interference
constraint. Additionally, the proposed PSRM still has the best
secrecy rate performance among all schemes and the proposed
WSRM provides much higher secrecy rate than the nonrobust
SRM. Fig. 4 (b) further illustrates the achievable secrecy rates
of the proposed PSRM and WSRM versus the PB transmit
power Pp, where I;;, = —70dBm and Ng = 4. For all studied
schemes, we firstly find that the achievable secrecy rate in the
case of Nyy X Np x Np =2 x 4 x 4 shown in Fig. 3(b)
is lower than that of Ny; X Np X Np = 4 x 4 x 4, which
may be attributed to both the more harvested energy at the FBS
and stronger interference at the EVE brought by the increasing
number of MBS antennas Nj;. Nevertheless, the worst secrecy
performance is observed in the case of Ny xNpxNp = 4x4x2,
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Fig. 5. Achievable secrecy rates for different schemes versus the PB transmit
power Pp under different outage probabilities.

since a reduced number of FBS antennas Ny generally leads
to less harvested energy at the FBS. Furthermore, we observe
from Fig. 4(b) that as a benefit of high-SNR transmission,
the performance gap between the proposed WSRM and the
nonrobust SRM increases with Pp in both two cases.

B. The Proposed Outage-Constrained SRM

In this subsection, we investigate the achievable secrecy
rates of the proposed OSRM, i.e. problem (18) in Section
IV. B. As mentioned before, the proposed WSRM with FBS-

EVE’s CSI error bound & =

%FXELFNE (1 — pout) can
be regarded as another conservation reformulation for the
intractable outage probability constraint, so we also adopt it as
a benchmark for fair comparisons hereafter. Fig. 5 firstly shows
secrecy rate performance for all schemes versus PB transmit
power Pp under different outage probabilities p,,: =0.1,0.5.
We firstly observe from Fig. 5 that for both considered poy,
the achievable secrecy rates of the proposed PSRM, WSRM
and OSRM all increase with Pp. Meanwhile, the proposed
OSRM has a better secrecy rate performance than the proposed
WSRM, while the nonrobust SRM performs worst due to the
ignorance of CSI error. Furthermore, we find that for each
scheme the higher secrecy rate is realized with the outage
probability p,,: = 0.5. This is because that when the outage
tolerance is relaxed, i.e. from py,; = 0.1 to Py = 0.5,
the corresponding secrecy outage rate threshold also becomes
higher.

Next, Fig. 6(a) illustrates secrecy rate performance of
all schemes versus the CSI error variance ¢ with different
interference levels I;;, = —65,—70dBm. On the one hand,
for each I;,, we observe that the achievable secrecy rates
of all schemes decrease with the increasing (. The proposed
OSRM still has better secrecy rate performance than the
proposed WSRM. While the nonrobust SRM performs the
worst. Moreover, the performance gaps between the proposed
OSRM and the other two schemes both become larger when
¢ increases. On the other hand, the higher secrecy rates of all
schemes are observed at the interference level I;;, = —65dBm
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Fig. 6. Achievable secrecy rates for different schemes versus (a) the CSI
error variance ¢; (b) the time allocation .

due to the larger feasible region of our secrecy beamforming
design. Based on I;;, = —65dBm, Fig. 6 (b) further depicts the
achievable secrecy rates of the proposed perfect and robust
designs as a function of the time splitting factor 7. It is
clear from Fig. 6 (b) that the achievable secrecy rate is indeed
concave w.r.t. 7 for all studied schemes, which confirms the
theoretical analysis of Section III and Section IV. As expected,
the proposed PSRM performs best in terms of the achievable
secrecy rate, while the proposed WSRM performs worst since
it in essence represents a conservative approximation for the
outage-constrained robust design.

C. The proposed AN scheme

In this subsection, our goal is to illustrate the optimal
artificial noise power (ANP) of the proposed AN scheme in
Section V. In Fig. 7(a), the optimized ANP for different
schemes versus the PB transmit power Pp with different
interference thresholds I;;, = —70,+00 is shown, where
the legitimate rate threshold is set as Ry, = 1.5(bps/Hz).
Notice that for some small Pp, by which the legitimate
rate threshold Ry, is not supported, we correspondingly set
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threshold Ry, .

the achievable secrecy rate to be zero. We firstly find from
Fig. 7(a) the achieved ANP increases with Pp for all three
schemes. Moreover, the proposed AN scheme has the highest
ANP compared to the other two schemes, implying that the
strongest interference is imposed on the EVE to reduce its
wiretapping capability. Fig. 7 (b) shows the optimal ANP for
different schemes versus the legitimate rate threshold Ry, . It is
clear from Fig. 7 (b) that for each scheme, the optimized ANP
decreases with the increasing Ry, since the more portion of
PB transmit power Pp is allocated for information transfer to
the FU for achieving the rate threshold R;;. Furthermore, the
proposed AN scheme still realizes the highest ANP among
all schemes, which promotes secure communications of the
wirelessly powered HetNet via sufficiently interfering the
malicious EVE.

VIII. CONCLUSIONS

In this paper, we investigated secure communications of
the wirelessly powered HetNet from different perspectives
of the FBS-EVE CSI. Firstly, in the case of perfect FBS-
EVE CSI, the perfect and worst-case SRMs was studied

by jointly optimizing the PB energy and FBS information
covariance matrices as well as the time splitting factor, which
can be globally addressed by the proposed convexity-based
line search. Secondly, considering deterministically and sta-
tistically imperfect cases of FBS-EVE CSI, we applied S-
procedure and BTT to transform intractable CSI error related
constraints into a series of tractable convex ones, respectively.
Finally, for the completely unknown FBS-EVE CSI case,
an AN aided secrecy beamforming design was proposed to
interfere the EVE as much as possible. In particular, when
the cross-interference constraint is negligible, the closed-form
PB energy covariance matrix for all considered cases can be
derived. More importantly, we also proved the rank-1 property
of the optimal solutions for all studied SRM problems. Numer-
ical experiments verified the excellent secrecy performance of
all our proposed secrecy beamforming designs.

APPENDIX A
A. The proof of Theorem 1

Theorem 1 is proved by contradiction as follows. Firstly, we
consider an interference th~reshold Itlh satisfying 0 < Itlh < fth
and denote the obtained R by solving problem (8) as Ry =
f;bj,ltlh (Q1), where Q1 = {P}}l,W},J, 7,7} is the optimal
solution to problem (8) with I, = I}, and hﬁW}ﬁth +
gl f’}ﬂlgp < I}, is assumed. It is then easily found that
there is another interference threshold I, satisfying I3, =
hﬁW}yth + ng},lgp < I}, , based on which the optimal
solution Q; actually becomes a feasible solution to problem
(®). In other words, we have f},. ;1 (Q1) < [f3,; 12 (Q2),

where Q, = {f’})g,ﬁ/f},’?,@* ,m5} is the optimal solution
to problem (8) with I, = Ifh. On the other hand, since
I? < I}, asmaller feasible region is observed for problem (8)
with Iy, = I?,, which thus yields f;bj,[}ﬁ(gl) Zf;bj’ltzh (Q2).
By combining the above two inequalities, it is concluded
that f7, Itlh(Ql) = I Ifh(Q2)' Similarly, for an arbitrary
threshold Iy, € [I2, I},], the same maximum objective value
of problem (8) is observed. This phenomenon hints that the
constraint CR3 actually has no effect on problem (8) and
thus can be ignored without loss of optimality. As discussed
before, this happens only when I, > fth, which contradicts
to the original condition 0 < I3, < jth. Therefore, the initial
assumption of hﬁW},th + gl P} g, < Ij, is actually
invalid, and we must have the optimal solution {VV}J, 13}1}
at the boundary of hJ\H4\A7\71*371hM + gff)ﬁlgp = I}, for
problem (8) when 0 < I}, < Iy,

B. The proof of Theorem 3

Firstly, assuming the fixed 7 and 7, we can reexpress the
relaxed SRM problem (8) as

B __ max C1hgf)FhR
Rg, =  max Wpz0,Pr=0 o (28)
0<7<1,n>1 s.t. CR1 ~ CR4

Then the proof for Theorem 3 consists of two steps: In the first
step, we prove that for any given 7 and 7, the optimal solution
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(1+ )1y, +7'grel + pHEREHE — ¢*Cihrh — 7% =0 (30a)
NIy, + v hyhl — g*¢HEHE — 73 =0 (30b)
7:.P% =0, Z5W5hH =0 (30c)
AN (tr(W%) = 7Pp) =0 (30d)
5 (B~ (HrWHHE) — & M w(GrG) = (30¢)
v (Wb + gl Phg, — L) =0 (30f)
pr((1— )O*T%HdRﬂh@}H@)ZO (30g)
¢*(C1hEPHhg — f,.) =0 (30h)

{Wp’l, P p1} to the inner maximization problem in (30) is
of rank-1. In the second step, we show that {Wp71,f’ Fa}is
also optimal to problem (6) ( equivalent to the perfect SRM
problem (5)), when the same 7 and 7 are adopted. As a result,
the equivalence between problem (8) and the perfect SRM
problem (5) is established.

Step 1: To prove that the optimal solution to the inner max-
imization problem in (30) is of rank-1, we firstly consider its
equivalent counterpart, i.e. the following power minimization
problem

min tr(Pr)

Wp>0 PF>O

s.t. CR1 ~CR4; PRI:CihiPphg > f,,, (29)

where f, - denotes the maximum objective value of the
inner maximization problem in (30). Clearly, problem
(29) is still convex with the linear objective function and
convex constraints. In fact, the optimal solution of the inner
maximization problem in (30) is the same as that of problem
(29), which can be proved by contradiction. Firstly, by
assuming that the optimal solution to the inner maximization
problem in (30) and problem (29) are {Wp1,Pp1} and
{Wpo, f’F,g}, respectively, we readily find that (WRQ, f’p,g)
is feasible for the inner maximization problem in (30) and
thus we have ClthFQhR < ClhII;{PFJhR/V: fore
Furthermore, since (~Wp’2,f’p’2) also satisfies PRI, it is
inferred that Cih#IProhp fn,r. Clearly, the optimal
solution (Wp,g,f’ r2) to problem (29) is also optimal to
the inner maximization problem in (30). In the sequel,
we instead investigate the rank-1 property of the optimal
solution to problem (29) through Karush-Kuhn-Tucker (KKT)
conditions, which are shown in (30) at the top of this
page. Here, {),3,7,p,¢} denote non-negative lagrangian
multipliers for constraints {CR1,CR2, CR3, CR4,PR1} in
problem (29), respectively. While Zp = 0 and Zr = 0
are the lagrangian multipliers corresponding to Wp = 0
and Pr > 0, respectively. Based on (30a) and (30c),
we have((lNJrﬂ*)INF +v*gpgh +p*HgREHE) P =
¢*C1hph P%., implying that

rank (((1+8*)In, +7"grgp +p"HiRpHp)P})

—rank(P%) =rank(¢4*Cihgh P3) <1, (31)

where the first equality in (31) is due to (1 4+ *)In, +
vgpgl + pHEREHE = 0.

According to (31), the rank-1 optimal 15} to problem (29)
is proved. As for the optimal W%, we refer to (30b) and (30c)
to obtain

My, — H* = (MIy, — HYWEL =0, (32)

where H* = B*EHEHE — v*hyhl . Observing from (32),
if \* = 0, then we have 3*¢HYHr < v*hy/hi, for which
B* =0 is derived since rank(§HF Hp) > rank(hy/hi)) =1
is implied by our system setting. The optimal W, is then
derived as hMlﬁéW}B = 0. Clearly, there must exist a
rank-1 optimal W% in the null space of hj,;. However, if
A* > 0, then we have the elgenvalue decomposition (EVD)
of H* as H* = UHAHUH, where the maximum eigen-
value \ H,max in the diagonal matrix A g must be positive.
Otherwise, B*¢H¥Hr < ~*hp/hf is implied and only
obtained at 3* = 0 as mentioned above. Based on (32), we
then have W}, = 0 since \* > 0, which contradicts with
(30d). So A\* > 0 yields /N\Hmax > 0 and thus we have
My, —H* = fIH(A*INP—XH)fJH > 0. Further, to ensure
W}‘J 7& 0 in (32), it is easily inferred that \* = )\H max and
thus W, = cu fug is obtained, where up is the unit-norm
eigenvector of H* corresponding to Ag max. Moreover, since
Y = 5\H7max > 0, it yields that tr(W?%) = 7Pp and thus
W} = TPpuPllg can be obtained Eom (30d). Both cases
of A* demonstrate that the optimal W} to problem (29) is
of rank-1. Overall, the rank-1 optimal solution {W p, P r}of
the inner maximization problem in (30) is proved.

Step 2: Firstly, we assume that the optimal solution of the
inner maximization problem in (30) (equivalent to problem
) and problem (6) with the same {n,7} are {Wp1,Pr1}
and {WRO,P FO}s respectively. The corresponding objective
function is defined as f(Wp, Py). Based on Lemma 1, for
any given 1 and 7, the relaxed SRM problem (8) actually has
a larger ie/atsible~ solution regign thap problem (6), hence, we
have j\ng,l,PFJ) > f(Wpo,Ppg). Furthermore, since
both Wp 1, and f’pl are of rank-1 as proved in Step 1, we
also find that {W P1s P ’F, 1} is feasible to problem (6), which
implies that f(WpJ,PF,l) < f(WpO,PF o) Combining
the above two inequalities, we finally have f (W Pl P F1) =
f(Wpo,Prpo).

Given _any T~and n, it is concluded that such a two-
tupple {Wp1,Pp1} from the relaxed SRM problem (8)
(inner maximization problem in (30)) is optimal to problem
(6). Notice that problem (6) with the optimal 7* and n* is

Z3 > 0,



equivalent to the original SRM problem (5), Therefore, the
equivalence between problem (8) and the PSRM problem (5)
is established as that in Theorem 3.

APPENDIX B

Notice that this proof follows the same logic as that pro-
vided for Theorem 3. Firstly, assuming the fixed 7 and 7, we
can reexpress the relaxed robust SRM problem (17) as

max C’lhRPFhR
Wp=0Pr=0
R po = 02“3}1 s.t. CR1 ~ CR3
CRS : Tp— Ra(Ly @ Pr)RY = 0
(33)
where 1Ig = [ uf)N - 10_ ME? and Rg =

17

R ®1In
[ hE(R @1y
that of Theorem 3 and also consists of the following two
steps. In the first step, we prove that for any given 7 and 7, the
rank-1 optimal solution {W p, P} of the inner maximization
problem in (33) is obtained. In the second step, we show that
such an {Wp,Pr} is also optimal to the WSRM problem
(12). As a result, the equivalence between the relaxed WSRM
problem (17) and the original WSRM problem (12) are
established. Similarly, for proving the rank-1 nature of the
optimal solution to the inner maximization problem in (33),
we consider the corresponding power minimization problem
given 7 and 7 as

tr(Pr)

. The proof of Theorem 4 is similar to

__ min
Wpz0,Pr=0

s.t. CRI ~ CR3, CR5, PR1: C;hIPphg > f, -,

(34)

where fn’T denotes the optimal objective value of the inner
maximization problem in (33) given any 7 and 7. It is readily
observed that problem (34) is also convex. Following the same
philosophy in Step 1 of Appendix A-B, we readily verify that
the optimal solution of problem (34) is also optimal to the
inner maximization problem in (33). In the sequel, we aim to
show that the optimal solution {Wp,Pr} of problem (34)
for any fixed 7 and 7 are of rank-1 through KKT conditions,
which are

(14 B)In, +7*grgn + p*HERpHE
NEg

+ Z ﬁg,izRﬁE,i —¢*Cithgh#l — 7% =0, (352
i=1

Z(Ip - Rp(Iy @ Pp)RY) = (35b)

(30b) ~ (30f), (30h) (35¢)

where Zr > 0 is lagrangian multiplier for CRS5. Based on
(35a) and (30c), we have
rank[((1 + 8%)In, +7'grgp + P HERgHE
Ng
+> R ZpRp,)P})
i=1

= rank(P%) = rank(¢*C1hghi P%) < 1 (36)

It is clear from (36) that the optimal f’} to problem (34) is
of rank-1. In addition, since the W p related KKT conditions
of problem (34) are the same as that of problem (29). Let’s
refer to Step 1 of Appendix C to prove the rank-1 optimal
W7 to problem (34). As such, the rank-1 optimal solution
{P%, W%} to problem (34) are finally verified.

APPENDIX C

According to [32] and following the same argument as Step
1 of Appendix A-B, the outage-constrained SRM problem
(23) given any {7,S} is equivalent to the following power
minimization problem

min  tr(Pg), s.t. CRI ~ CR3, 6VR6|RS:Rls, 37

Wp=0,Pr-0

where R} denotes the optimal objective value of the problem
(23) w1th fixed 7 and S. In other words, the optimal solution
{P W},} to problem (37) is also optimal to problem (23)
given the same 7 and S. In the sequel, we firstly prove
the rank-1 optimal P7 to problem (37). Firlst of all, we
deﬁne the projection matrix T of the vector f’i*h ras T =
P2 thR P2
HhHP2
is avallable and satisfies

~ ~ ~ 1, ~ L1
tr(P%) — tr(Ph) = (P2 (T — I)P2") < 0.

, then a novel rank-1 solution P} = P2 TPQ*

(38)

The formulation (38) yields tr(P}) < tr(f’}), which hints that
the objective value of problem (23) is non-increasing while
still satisfying constraints CR1 ~ CR2. Moreover, observing
from CR6, we have

CyhEP%ihy

log, (1 + 1_7’_7 ) (39)
hHP*hp|2 hZP*%h
~log, (1+ 1] R~f* Rl )10g2 (1+C1 RYF R>
(1-7)|P2 hylf? 1=

as well (40) (shown at the top of the next page). Based on
(39) and (40), it yields

hZP:h RyH PLHZ
log, (1+%)710g2 det (INEJrElE_;E>

CyhfP%h RpHpP-HY
> log, (1"'1%;}%)_1%2 det (INEJFElEfE

(41)

which means that the constraint CR6 still holds by using the
novel solution P* Similarly, by referring to (38) and the
following 1nequa11ty

~1, ~1,
g;I){PQ TP gp
‘gHPz*P2*hR|2

IP2 bl

gp P;'gp

<gl'Prg, (42

the constraint CR3 can also be satisfied with {P W}‘;} This
phenomenon indicates that the novel solution {P ,W5h} is
also feasible to problem (37) and may even realize a lower
objective value than {P W}} As a result, we conclude

)



o~ ~ 1 ~ 1
RpHPLHI RzH;P2 TP2'HH
log,, det (INE+EEFE> = log, <INE+ pHEPp F E>

1—7

Hp3* (P2iH B3\ P3*
WP (P2 HER HP2 )P hy

(1-1)
Amax(P2 HERpHP2Y)

= log, (1+ T
(1 =) [P

P HUR HP2"

1—7

< log, det(In, +

) = log, det(In, +

)

>§10g2(1+ 1—7

RpHzPLHY
1—7

)- (40)

that the optimal P7. to problem (37) (equivalent to the outage-
constrained SRM problem (23)) must be of rank-1. Since the
Wp related KKT conditions of problem (23) are also the
same as that of problem (29), the proof for the rank-1 optimal
Wp to problem (29) in Appendix A-B can still be applied
to problem (23). Due to space limitation, the detailed proof is
omitted here. Overall, the rank-1 optimal solution P}, W% to
the outage-constrained SRM problem (23) is proved.

APPENDIX D

Recalling the proof in Step 1 of Appendix A, for any fixed 7,
we readily infer that the AN aided problem (27) is equivalent
to the following power minimization problem

tr(Pr)

__ min
T"Wp=0,Pr=0,3%y =0

s.t. CR1, AR3, CR3, ARI:tu(Zp)> fa,

AR2 : tr(C1hEPrhp) > Cs, (43)

where f4 denotes the optin}%al objective value of problem
(27) and Cy; = (1 — T)’@ﬁ — 1). To demonstrate the
rank-1 optimal solution {W p, P F, ZNJU} to problem (43), we
formulate the corresponding KKT conditions as

(1+ B)In, +7*gpgl —¥*Cihghli —Z% =0, (44a)
(8" = P )N, + 7" 8oy — Zi; = 0, (44b)

Zi St = 0, (30b) ~ (300, (300, —c,, (440)

where {p*,%*, 3%}, \* and 4* are the optimal lagrangian
nfly/ltipliers associated with constraints AR1 ~ AR3, CR1 and
CR3, respectivgly, while Z7;, = 0 is the optimal lagrangian
multiplier for 3y > 0. It is readily observed from (44a) and
(30c) that

rank([(1+ )Ly, + v grgll|Py) = rank(P)

= rank(¢*C1hzh 2 P%) < 1, (45)

which implies that the optimal 15} to problem (43) is of rank-
1. Additionally, based on (44b) and (44c), we also find that
B* — p* > 0 for guaranteeing ZI*J > 0. To be specific, when
B* — p* = 0, we have v*g,g!' 3}, = 0. Clearly, there must
exist a rank-1 optimal f)*U within the null space of gf . While
for 8% —p* > 0, Z;; > 0 and f)f] = 0 are obtained according
to (44c). Based on above discussion, the rank-1 optimal X7;
to problem (43) can be proved. Without loss of generality,
the W p related constraints of problem (43) are also identical
to that of problem (29). Therefore, the rank-1 nature of the

optimal W} to problem (43) can be verified. Considering
the equivalence between problems (43) and (27), we finally
conclude that the optimal solution {W p, P, X1y } of problem
(27) is also of rank-1.

APPENDIX E

Since it has been proved that the globally optimal or high-
quality suboptimal FBS information covariance matrices P r
for all studied problems, namely (5), (12), (18) and (26), are
all of rank-1, accordingly, we can define the optimal P} =
Apprpi with ||pr|/r = 1 and Ap > 0 for all these problems.
Furthermore, by substituting P3, = App FpIIf into the secrecy
rate expression in (4), it yields

Rs = (1—1)log, (1+ CiAphflprpihg)
— (1 —7)logy det (In, +RgHEPpHY)
1
Cihpr> - |REH ;
ﬁ + |RzHEPF|

:(1—7)10g2<

Notice that our work aims to optimize Pr for achieving
the maximum non-lnegative secrecy rate Rg, so we must have
Cl|hgpF|2 > ||RE;HEPF||2F at the optimal P} = /\Pprg~
Based on this, it can be found from (46) that Rg is a
monotonically non-decreasing function of Ap. Additionally,
when the cross-interference constraint CR3 is inactive for each
problem, it is clear that Ap is only subject to the constraint
CR?2 for problems (5), (12), (18), or constraints AR2 and AR3
for problem (26). Based on (46) and problem (26), we readily
infer that both CR2 and AR3 are active at the optimal P%
for maximizing secrecy rate Rg and artificial noise power,
respectively. Inspired by this conclusion, we further formulate
the common subproblem for optimizing PB energy covariance
matrices W p in different cases of FBS-EVE CSI with the
inactive CR3 as

max
T Wp=0
st. CRI: 0 <7 <1, rf(Wp) < Pp.

rétr(HpWpHE)
(47)

According to [35, Lemma H.1.h], we readily derive the
closed-form solution W% to problem (47) as Wp =
Ppwpwh with wp = va (HEHFE).
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