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FROM TRANSIENT COMPUTING TO TRANSIENT SYSTEMS: OVERCOMING
APPLICATION CHALLENGES IN ENERGY HARVESTING SENSOR SYSTEMS

by Alberto Rodriguez Arreola

Energy harvesting is a potential solution to power sensor systems, avoiding periodic
battery replacements. Nevertheless, these sources usually incorporate supercapacitors
to cope with energy intermittency caused by temporal variation in environmental con-
ditions. Therefore, they do not solve the problem of dealing with the size and cost of
energy storage. A relatively new concept termed transient computing, aims to remove
big storage and enable systems to operate safely when powered from highly-variable en-
ergy harvesting sources. However, certain elementary functions of typical sensor systems,
such as working with external peripherals or keeping track of time, represent important

challenges in systems that operate transiently.

This thesis highlights the challenges that are fundamental to enable transiently-powered
system applications and the proposed approaches to address them. This involves a quan-
titative evaluation of four state-of-the-art approaches to transient computing. The com-
parison was performed in a system powered by synthesized signals of different harvester
sources. Their performances were used to identify the scenarios where one approach

outperforms others, and thus, aid designers to choose the most suitable.

In order to retain the peripheral state in transiently-powered sensor systems, a generic
middleware was proposed. This approach allows an application to keep the coherency
between the processing unit and the state of external peripherals from one power cycle to
another. The proposed middleware was tested in a transient sensor system with multiple
peripherals and was able to successfully operate with I?C and SPI protocols, causing a

time overhead of only 0.82% during the complete execution of the sensing application.

A novel framework to design transient systems is also presented, including a strategy
for keeping track of time. The viability of the framework was proven by designing and
implementing a step counter. The experimental validation demonstrated that the step
counter is able to calculate step rate, metabolic equivalent and activity time, as well as

encrypt and wirelessly transmit data, reducing the required capacitance by up to 60%.
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Chapter 1

Introduction

A wireless sensor system consists of one or various sensors to monitor physical pa-
rameters, a microcontroller to process the collected data, a power unit and a wireless
communication component (such as a transceiver) to transmit or receive information
[16, 17]. Wireless sensor systems have been used in smart grid applications, for traffic
or air pollution monitoring, as well as tsunami detection, structural monitoring, body
area networks, etc., [18, 19, 20].

Home Area Network Neighborhood Area Metropolitan Area
(HAN) Network ‘ Network
(NAN) (MAN)

' Smart Meter
(sm)

Base Station

Universal Data Agreggation Point
(UDAP)

Conventional
Energy

Central Office

WiFi Link
~ -~~~ 7™ cellular Link )

Figure 1.1: Wireless sensor network with Internet access. Extracted from [1].

When multiple wireless sensor systems are interconnected in order to receive or transmit
data between them or between a sensor system and a base station, they build a wireless
sensor network (WSN) [21, 22]. If the base station is a gateway that is able to transmit
the information from sensor systems to Internet, the WSN becomes part of the Internet
of Things (IoT) [16, 23]. Figure 1.1 shows a WSN with internet access for smart meter

monitoring.



2 Chapter 1 Introduction

The aim of IoT is to interconnect ”things”, such as any object, animal or human organ,
by providing them with the ability to transfer data over the internet network, keeping in
mind these devices are ultra low-power and resource-constrained [24, 25, 26]. One of the
main attributes of IoT devices is their capacity to be placed in remote locations. How-
ever, this quality provokes the challenge of powering them efficiently in order to reduce,
or eliminate, the necessity of replacing batteries due to the high cost that represents
[27, 28].

Energy _____________ Computing Unit
a) p  Storage | Voltage !

‘ ~1- ||Regulator | | }
Ener N 1 . External
Harvesq[i);g T i Coecoune == |Microcontroller 4,. Peripheral
L -

= 4 -=—- o

b) 1| Voltage
Regulator ‘

|

Energy External
Harvesting Peripheral

|

|

|

|
Coecouple —— Microcontroller 4|->

|

|

Figure 1.2: Schematic of: (a) a typical and (b) a transient EH sensor system.

Energy Harvesting (EH) is a potential solution to power autonomous sensor networks
for which a power source that needs to be constantly replaced or recharged, is infeasible
[29]. These sources harvest the energy from environment and convert it into electricity to
supply the nodes [30, 10]. However, these sources are intermittent because they depend
on the availability of the energy to be harvested. A common system executed under
these conditions would be frequently interrupted every time a power failure occurs'. To
avoid that, some energy storage units, such as rechargeable batteries or supercapacitors

(Figure 1.2a), are added to sustain the operation in case a power failure occurs.

The presence of large energy storage increases the size, cost and weight of sensor sys-
tems, joined with the need of control units for power management. Several researchers
have considered the necessity of reducing or removing energy storage units from sensor
systems that are powered by energy harvesting sources. This has led to a new con-
cept called intermittent computing or transient computing (TC) [31, 32]. These systems
have the characteristic that their computations are governed by the intermittent energy
supply (Figure 1.2b). Based on the way the system executes its functions, transient

computing is grouped in two main schemes: task-based and system state retention.

Figure 1.3 shows the comparative operation of both schemes when powered from an

intermittent source. In the task-based scheme, the system starts working when the

LA power failure is defined as a drop in the input voltage, below the operating threshold.
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Task-based QUOFEID( Task1  T@INOFEID( Task 2 T
|

. | | | | 1 | 1|
State Retention QPRI Task1 ~ [2(H) (PR Task2 — T3[H)

Figure 1.3: Comparative operation of a task-based and a state retention
schemes, when powered by an intermittent source.

input voltage reaches the predefined threshold (Vg ) that guarantees the capacitor has
stored enough energy to complete their tasks before the transition between active and
off states (T). Thus, an atomic task? (the same or a different one) is executed at each
power cycle. However, those existing systems are completely oriented to solve specific

tasks, i.e. they do not offer a general solution applicable to different scenarios.

In state retention scheme, as also shown in Figure 1.3, application tasks are progressively
executed through various power cycles by saving the system state (snapshot) into a non-
volatile memory (NVM) when the system voltage drops below the snapshot threshold
(Vg), and restoring it when the voltage rises over V. The system remains in low power
mode (LP) while the voltage is between Vi and the minimum level required by the
microcontroller (MCU) to work (Vi,). These schemes are application agnostic and
aim to operate directly from the energy harvester, taking advantage in some cases of the
capacitance required by microcontrollers to decouple the electrical noise of the source
from the system. Some state retention approaches [33, 34] are based on trigger points
inserted in the system code, during application development or at compile time, which
check the input voltage to decide whether a snapshot has to be saved. To prevent saving
periodic snapshots, some researchers have proposed approaches [35, 36] that dynamically
adapt trigger points in the code, based on the energy conditions. Others [3, 8] monitor

the input voltage and save a snapshot when level drops below a defined level.

1.1 Research Justification

Existing task-based transient sensor systems have the important limitation that the
size of the small capacitor depends on the amount of energy needed to complete their
functions without power failures. The longer the task, the larger the capacitor. This
means that if the incoming power is not enough to charge the energy storage until a

predefined voltage threshold, the system would never work or its operation would be

2A task is defined as atomic when it is not splittable, i.e., it is completed before a power failure
occurs.
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interrupted before completing the task, restarting the execution from the beginning

when energy is again available [37, 38].

In the case of system state retention approaches, they aim to maximise the active time
(without adding any extra energy storage) and protect the system from volatility by
saving a snapshot before a power failure. Thus, a relatively long-running computation
(also called long-term computation, which is defined as a task that the processing unit
takes longer to complete than the time the energy source can power the system), can
be split and progressively completed through various power cycles. However, these
approaches may fail to execute tasks that need to be executed without interruptions
such as wireless transmissions. Moreover, each approach attempts to retain system
state through distinct methods, which causes their performance to vary when powered
by different types of energy harvesting sources. These approaches are also only effective
in retaining the state of on-chip peripherals that are controlled by the special function
registers of the microcontroller unit (MCU), e.g. internal ADCs. However, the vast
majority of sensing systems also include external sensors, actuators, radio transceivers,

etc., [39, 40, 41].

In addition to these limitations, there is an important challenge that task-based and
system state retention approaches share, which is keeping track of time. Several IoT
applications need to have a sense of time as part of their functionality, e.g. to know
whether a sampled value is valid or has already expired. However, this function is not
trivial in a system that suffers from frequent power losses. Although different solutions
to keep track of time in transient systems have been proposed [42, 9], the existing

approaches are only able to keep it for short periods (in the order of few seconds).

In summary, the perspective has to move from transient computing, which is only aware
of the processing unit, to transient systems, which implies to address application re-
quirements, such as operating with external peripherals, keeping a sense of time and
performing long-term computation, working from highly variable and scarce EH sources

but still minimizing the need of extra energy storage.

1.2 Research Questions

Based on the critical analysis of existing autonomous wireless sensor nodes and the above

justification, this thesis seeks to answer the following research questions:

1. How does the performance of prominent system state retention ap-
proaches compare, under distinct conditions when powered by different
energy harvesting sources? Each proposed approach attempts to retain system
state with different techniques. Therefore, under certain conditions, one approach

may outperform the others, and be more suitable for certain applications.
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2. How can the state of external peripherals be retained in transient sensor
systems? Efficient and low-power methods to retain the state of peripherals have
to be proposed, which can work with off-the-shelf peripherals. The research should
also be oriented to define how the existing system state retention approaches need
to be adapted to operate with a method to retain peripheral state, keeping the

coherence with the main application, between power failures.

3. How can application execution be performed under highly variable en-
ergy harvesting conditions, whilst minimizing the need for extra energy
storage? In order to increase the system efficiency, it is necessary to enable sys-
tems whose operation is linked to the energy availability, and therefore, be able
to work even in cases of severe energy shortages, without increasing the size of

capacitors.

1.3 Research Contributions

Addressing the research questions has led to the following contributions:

1. A mathematical and quantitative evaluation of four state-of-the-art sys-
tem state retention approaches (Mementos, Hibernus, Hibernus++ and
QuickRecall), in order to aid designers to select the most suitable approach,
depending on the energy harvester conditions. This contribution addresses the
Research Question 1, and the obtained results were reported in the following pub-

lications:

A. Rodriguez Arreola, D. Balsamo, A. K. Das, A. S. Weddell, D. Brunelli,
B. M. Al-Hashimi, and G. V. Merrett, “Approaches to Transient Computing for

Energy Harvesting Systems: A Quantitative Evaluation,” in Proceedings of the

Third ACM International Workshop on Energy Harvesting and Energy-Neutral
Sensing Systems - ENSsys’15, (Seoul, South Korea), pp. 3-8, 2015. DOL:
10.1145/2820645.2820652 [43].

D. Balsamo, A. S. Weddell, A. Das, A. Rodriguez Arreola, D. Brunelli, B.
Al-Hashimi, G. V. Merrett and L. Benini, “Hibernus+-+: A Self-Calibrating and
Adaptive System for Transiently-Powered Embedded Devices,” IEEE Transac-

tions on Computer-Aided Design of Integrated Circuits and Systems, vol.35, no.12
pp. 1968-1980, 2016. DOI: 10.1109/TCAD.2016.2547919 [8]. My contribution
to this paper was the experimental comparative performance between Hibernus,

QuickRecall and the proposed scheme Hibernus+-+.

2. Design and implementation of a case study for transient computing.
As a motivation for existing challenges of transient computing systems and as

a comprehensive validation to demonstrate the viability of the proposed design
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framework to address application requirements (sense, process and transmit), a
transient computing step counter was implemented and experimentally validated.

The obtained results were reported in the following publication:

A. Rodriguez Arreola, D. Balsamo, Z. Luo, S. P. Beeby, G. V. Merrett, and A.
S. Weddell, “Intermittently-powered Energy Harvesting Step Counter for Fitness
Tracking,” in 2017 IEEE Sensors Applications Symposium (SAS), pp. 1-6. DOL:
10.1109/SAS.2017.7894114 [44].

3. A generic middleware to retain the state of digitally-interfaced periph-
erals in transiently-powered sensor systems. For this purpose, RESTOP
(Retaining the STate Of Peripherals), was proposed, capable of saving and restor-
ing the state of external peripherals connected through I?C or SPI protocols. This
contribution addresses the Research Question 2, and the obtained results were

reported in the following publications:

A. Rodriguez Arreola, D. Balsamo, G. V. Merrett, and A. S. Weddell,
“RESTOP: Retaining External Peripheral State in Intermittently-Powered Sen-
sor Systems,” MDPI Sensors Journal, vol. 18, no. 1, p. 172, Jan. 2018. DOLI:
10.1145/2820645.2820652 [45].

A. Rodriguez Arreola, D. Balsamo, G. V Merrett, and A. S. Weddell, “A
Generic Middleware for External Peripheral State Retention in Transiently-
Powered Sensor Systems,” in Proceedings of the Fifth ACM International
Workshop on FEnergy Harvesting and FEnergy-Neutral Sensing Systems - EN-
Ssys’17, (Delft, The Netherlands), pp. 37-39, ACM Press, 2017. DOL
10.1145/3142992.3143000 [46].

4. A design framework that intelligently combines the strengths of task-
based and system state retention schemes in an energy-aware manner,
which also proposes a strategy for keeping track of time. The design flow
incorporates the energy harvesting process in the application design and enable
both schemes to coexist as a function of the harvested energy, in order to reduce the
required capacitance. This contribution addresses the Research Question 3, and

the proposed framework is intended to be reported in the following publication:

A. Rodriguez Arreola, D. Balsamo, O. Cetinkaya, S. Wong, G. V. Merrett, and
A. S. Weddell, “Meeting Application Requirements in Transiently-powered Energy

Harvesting Systems,” IEEE Sensors Journal (Under preparation).

1.4 Thesis Outline

The reminder of this thesis is highlighted in the diagram of Figure 1.4. Chapter 2
presents a survey of state-of-the-art articles in transient computing systems, their draw-

backs and limitations. The chapter concludes with a quantitative evaluation of four
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system state retention approaches, when powered by different intermittent sources and
existing challenges in transient computing systems. Chapter 3 describes a methodol-
ogy to define whether an application is suitable to operate transiently. Then, the design
and implementation of a case study (a basic step counter) is presented, to demonstrate
the viability of transient systems. Chapter 4 proposes a generic middleware to retain
the state of external peripherals when working on transient systems. This chapter also
presents the characteristics and advantages of the proposed system as well as a thorough
practical evaluation to validate the operation of the middleware and the time overhead
it causes in an intermittently-powered sensor system. Chapter 5 describes the novel
framework to design transient systems able to perform atomic tasks and long-running
computation without adding any extra capacitance. This framework also proposes a
strategy to solve time issues in transient systems. The chapter ends with a case study
(a transient computing step counter), able to keep track of time, perform long-running
computation and transmit data wirelessly, in order to probe the viability of the pro-
posed framework. Chapter 6 concludes this thesis and outlines different areas of future

research work.

Thesis
. Contents
Progression
’ Literature Review and Quantitative Evaluation of Existing Approaches ‘
Chapter 2
’ Research Contribution 1 ‘
‘ System-Level Challenges of Transient Systems: A Case Study ‘
Chapter 3 Research Contribution 2 (Motivation)
’ Retaining the State of External Peripherals ‘
Chapter 4 ’ Research Contribution 3 ‘
’ From Task-based to Long-term Computation ‘
Chapter 5
P ’ Research Contributions 2 (Validation) and 4 ‘
’ Conclusions ‘
Chapter 6
’ Future Work ‘

Figure 1.4: Chapters content of this research work.






Chapter 2

Transiently-Powered Energy

Harvesting Sensor Systems

Sensor systems are becoming pervasive. Their characteristic of being placed in any
location, including nature, buildings, objects and even human organs, is determined not
only by their capacity of processing data but also by their dimensions and life time.
These parameters offer important challenges that have been solved in different manners
by researchers. In the context of this research work, it is presented a survey of the state-
of-the-art in transiently-powered energy harvesting sensor systems and a quantitative
evaluation of prominent software approaches to transient computing. This includes the
description of sensor systems and their structural components, as well as the dynamics

of energy harvesting sources.

2.1 Autonomous Wireless Sensor Systems

A wireless sensor system is autonomous when it is capable of sensing, processing and
communicating wirelessly, without the need for maintenance or supervision [47, 48].
As part of the IoT, autonomous sensor systems have had a rapid growth in applications
such as smart homes, intelligent transportation, security, etc., [49, 50, 51]. A new model,
called Smart City has been developed based on IoT and cloud computing (defined as a
group of accessible and virtual compute resources that can be reconfigured in a pay-per-
use model via the Internet [21, 52]), in order to share information and coordinate city
systems [53, 54, 55]. This method includes the installation of thousands of wireless sen-
sors to build a network connected to internet. An example of this is to monitor the public
street lighting by sensing the light intensity at each lamp or collecting environmental

data to measure noise, temperature, pollution levels, etc.
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The IoT growth offers many research opportunities to solve the challenges that appear
in each new application. One of the principal concerns is powering IoT devices in an
efficient manner in order to increase their lifetime, autonomy and ability to be placed in
remote locations [56, 57]. This provokes the necessity of developing new models to power
them, reduce their size and cost, and increase their capabilities, which causes a change
in the way their components interact each other [58]. Figure 2.1 shows a simplified
diagram of the structure of a typical IoT device, which includes the energy management
and processing units, the non-volatile memory and peripherals. In the following sections,
each element linked to the processing unit is described and their existing challenges, when

looking for a cheaper, smaller and more energy-efficient design, are analysed.

On-chip

Internal
Processing || Peripherals |

Unit Serial
(1*C,SPI)

RAM NVM External
Peripherals

Figure 2.1: A simplified block diagram of the structure of a typical sensor system
designed for IoT.

2.1.1 Energy Sources

Energy is one of the main constraints in wireless sensor networks. The ability to place
sensor systems in remote and inaccessible locations can be limited by the necessity of
replacing their batteries [30, 59]. Therefore, self-powered devices have to be designed,
which do not need a separate connection to an external power source or their batteries do
not have to be replaced or externally charged [60, 61]. This means the system operates

autonomously until fails for the natural degradation of components [62].

In last decades, technology has advanced in the miniaturization of solutions. However,
the batteries to power them still cover much of the hardware weight and space (and
their lifetime is reduced). The cost of batteries is high and in consequence, the complete
solution as well. In Figure 2.2 it is possible to observe the size of the battery compared
with the digital circuit. Therefore, in the vision of IoT expansion and miniaturization,

electrochemical batteries represent an important drawback.

Energy Harvesting (EH) is an efficient solution to power sensor systems. EH sources
harvest energy from ambient sources such as light, vibration, pressure, wind, radio

frequency signals or temperature differences [63, 64], and convert it into electric power.
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Figure 2.2: Comparative between battery size and sensor circuit. Extracted
from [2].

FEach harvesting method has a different power generation capability and in consequence,
the power requirements of the system and the environmental conditions where the sensor
will operate have to be analysed, in order to choose the method that best suits [65]. Table

2.1 shows different harvesting methods with their power capabilities.

Table 2.1: Power density of energy harvesting sources, extracted from [15].

Energy Source Harvested Power
Vibration/Motion

Human 4pW /em?
Industry 1004 W /cm?
Temperature Difference

Human 25uW /em?
Industry 1-10mW /cm?
Light

Indoor 10pW /cm?
Outdoor 10mW /cm?
RF

GSM 0.14W /cm?
WiFi 1uW /em?

However, EH sources are typically intermittent due to temporal variation in the envi-
ronmental parameter (e.g., time of day, weather conditions and available light) [66, 67].
Figure 2.3 shows an example of the harvested energy from a micro-wind turbine and a
photovoltaic module. There, the voltage and frequency of the micro-wind turbine are
dependent on the wind velocity. Similarly, the current level from the photovoltaic cell,

used in this example, changes depending on the intensity of the light source.

There are other energy harvesting sources based on piezoelectric effect that converts
mechanical energy into electrical energy [68, 69, 70]. The most common piezoelec-
tric materials used in kinetic energy harvester are lead zirconate titanate (PZT) and

polyvinylidenefluride (PVDF) [71, 72]. Some systems, powered by insoles based on
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Figure 2.3: Output signal of (a) micro-wind turbine and (b) photovoltaic mod-
ule. Adapted from [3].

piezoelectric materials are presented in [73, 72]. However, these insoles are rigid and

reduce the comfort of footwear.

Recently, new materials, called ferroelectret, have been developed, being the cellular
polypropylene (PP) one of the first commercialized ferroelectrets [74]. Ferroelectret
materials are flexible cellular polymer foams, that can store charges in their internal
gaps, generating electric pulses when the lamina is bended or compressed [75]. PP foams
are light, soft, thin and with relatively high piezoelectric charge constant compared with
PZT and PVDF piezoelectric materials [76]. These properties make PP materials more
suitable for wearable sources that harvest energy from human motion [77]. Figure 2.4
shows the rectified power signal of a ferroelectret insole [77], with a high-impedance
workload after three steps. Here, it is possible to see these harvesting sources generate

high-power bursts for few ms.
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Figure 2.4: Rectified power signal generated by a PP ferroelectret insole.
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From the analysis of different EH sources, it is possible to conclude that an application
executed on the sensor system powered by them, can potentially be interrupted depend-
ing on the harvested power availability and the minimum voltage level required by the
platform to operate. To overcome this limitation, sensor systems typically integrate
energy storage units in the form of rechargeable batteries or supercapacitors (that are
also affected by the environmental conditions, increasing the leakage current, causing
a faster discharging [78]) to buffer energy in order to sustain computation at times of
power unavailability [79]. Therefore, EH does not solve the problem of big storage.
In recent years, designers have looked for alternatives to reduce the size of the energy

storage elements (or remove them if possible) whilst ensuring their functionality.

2.1.2 Non-volatile Memory

Non-Volatile Memory is a type of computer memory that can retain the saved data
regardless whether the power is interrupted [80]. Unlike SRAM or other volatile memory,
NVM does not need to refresh its memory data periodically. These kind of memories are
widely used in different digital devices because they eliminate the necessity of secondary
storage systems such as hard disks. There are different NVM families, which can be
qualitatively compared in terms of the possibility to be programmed and erased many
times and the minimum cell size that can be written a time. One of the first NVMs
is the erasable programmable read only memory (EPROM) which is programmed by
channel hot electron (CHE) and erased by ultraviolet (UV)[81, 82]. Shortly after, the
Flash EEPROM was proposed, which is an EPROM cell that can be electrically erased
[83]. This memory was named Flash because it has the capability of erasing a whole
memory cell in the same (fast) time. The capacity of initial Flash memories was in the
order of 16Mb, but nowadays they reach up to 64Gb or above [80].

Nevertheless, the characteristics of these memories may cause a significant time and
energy overhead (up to 200x [84]). For example, flash memory bit-cell can only be
written from logic 1 to logic 0. That means that if it is necessary to write a logic 1
in a cell that was previously written with a logic 0, the bit-cell has to be first erased.
Other disadvantage is memory Flash can only be written segments whose size (number
of bytes) depends on the designer, e.g. a segment of the Flash memory included in the
board MSP430F2142 contains 512 bytes and requires about 14ms to erase it [85]. It has
to be considered that an erase operation consumes more energy than writing, which is

an important concern in systems that need to write data constantly [86].

Recently, other NVM designs have emerged such as Ferroelectric RAM (FRAM) and
Magnetoresistive RAM (MRAM), being the FRAM more widely adopted in low power
microcontrollers. MRAM has not been extensively incorporated in the market because
they are still over 180nm region (some in the simulation phase [87]), which makes them

obsolete for new technologies [88]. FRAM memory technology combines the best of
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Flash and SRAM. It is non-volatile as Flash but consumes less power and is faster to
be written. These properties allow it to work with dual purposes in some applications:

as volatile and non-volatile memory [7].

2.1.3 Peripherals

IoT devices need both inputs and outputs to be profitable. These functions are per-
formed by devices called Peripherals [89]. These devices are not part of the essential
or core computer but are connected to the central processing unit, allowing sensing,
transmitting or receiving information. In Figure 2.5, a basic block diagram of a micro-

processor is presented, including the on-board peripherals.

Memory CPU

11 1L

Bus

1 1T If 1 1

UART | RTC | ADC | GPIO | Other

Figure 2.5: Interaction of the CPU with on-board peripherals. Adapted from

[4].

The communication between the processor and the on-board peripherals is done through
channels that are called buses. The information that is transmitted between two devices
in different lines of the bus could be of address, control or data, whilst the communication
between the microprocessor and devices can be synchronous or asynchronous. In the
first case, the communication is synchronized by the clock according to a protocol. In
asynchronous communication, it is done by either a handshaking protocol or interrupts,
without the clock signal [90]. The interrupts allow to stop the process and receive an
instruction from devices, e.g. the internal comparator of an MSP430 microcontroller
[91] stops the program execution and performs a predefined instruction when the pre-

configured condition is met.

In order to facilitate the communications between the central processing unit (CPU) and
the on-board peripherals (because that communication is slower than operations inside
the CPU), the following methods are implemented [90]:

e Special input/output (I/O) instructions: to specify the device number and the

command.

e Memory-mapped I/O: uses the same bus to address the memory and I/O devices.
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Figure 2.6: Block diagram of an MCU interacting with different peripherals.

e Interrupt: as explained before, this is from the peripheral to the CPU.

For data transfer between the memory and the I/0, there are two important methods

to control this procedure:

e Direct Memory Access (DMA): the main memory (which is usually a volatile mem-
ory such as RAM) is accessed directly by the peripheral without requesting per-
mission to the CPU.

e CPU control: the processor controls the transfer between memory and 1/0.

Some microcontrollers manage the peripherals with general purpose-registers, e.g. the
MSP430 microcontroller [92] has 230 registers (which are dedicated memory alloca-
tions) for the different peripherals, such as ADC, internal comparator, general-purpose
input-output pins (GPIO), etc. However, the vast majority of sensing systems also
include external sensors, actuators, radio transceivers, etc., that are attached to the
MCU through serial protocols such as SPI and I2C. Figure 2.6 shows a block diagram of
an MCU interacting with three peripherals: an analog sensor connected via an on-chip

ADC, a transceiver connected through SPI and a digital sensor attached via I2C.

Sensor

A sensor is a device that converts physical parameters into a signal that can be elec-
trically measured [93, 94]. The physical parameters could be temperature, light, speed,
pressure, etc. and the output is a signal that can be transmitted electronically over a
network for reading or processing. The sensors can be classified according with their

functionality as [95]:
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e Analog: These sensors transmit signals comprised of a field of instantaneous values
that vary over time, and are proportional to the effect being measured, e.g. a
thermometer. In microcontrollers, those sensors are commonly connected to the

analog-to-digital converter (ADC).

e Digital: These sensors digitally convert the sampled data and typically trans-
mit it through serial interfaces, such as serial peripheral interface (SPI) or inter-

integrated circuit (I2C).

Transceiver

In wireless sensor networks, the communication between systems or between a system
and a base station, is mainly performed through radio frequency (RF) electromagnetic
signals [96]. Nowadays, the wireless communication is usually developed by a single pe-
ripheral (that transmits and receives) which is called transceiver [97]. The performance
of these peripherals is important because they are generally the most energy consuming

elements in a wireless sensor system.

Transceivers usually operate in three main modes, which are: active, transmitting and
receiving [98]. In active mode, the energy consumption is relatively low, because the pe-
ripheral is exclusively waiting to start the transmission process, to send periodic beacon
messages or to decode an incoming packet. In transmitting mode, the power consump-
tion is higher, caused by the radiated energy and the losses within the antenna during
the packet transmission. Finally, in receiving mode, the energy is mainly consumed by

the amplifier needed to boost the received signal in order to be properly decoded.

2.2 Making Forward Progress in Transient Systems

In order to reduce the inconveniences caused by the presence of big energy storage,
some designers have focused their research activities on self-powered sensor systems that
reduce or remove the energy storage units. The operation of these new designs, named
transient computing (TC) or intermittent computing [3, 99], is governed by intermittent
energy supplies. Nevertheless, operating transiently makes the computation difficult.
Common programs could not properly operate because they would be restarted every
time a power failure occurs, which is not an expected behaviour. It is necessary to
design new software and/or hardware units that can operate under intermittent supply
conditions. In the following sections, a survey of existing systems is presented, grouped

in two main orientations: task-based and system state retention.
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2.2.1 Task-based Transient Schemes

Task-based designs attempt to split the application into atomic tasks, which are executed
without power interruptions. For this purpose, they typically incorporate capacitors,
whose sizes depend on the amount of energy needed to complete the largest atomic task
(e.g. process or transmit data) before a power failure. In this section, a critical review

of existing task-based approaches, is presented.

One of the prominent designs is the wireless identification and sensing platform (WISP)
[5], capable of operating by harvesting 915-MHz RF signals and in a maximum dis-
tance from the RF source of 4.3m. The platform is able to wirelessly transmit through
backscatter modulation. WISP includes a 10uF capacitor that is charged up to 1.9V in
order to be capable of sensing, processing and transmitting data before a power failure.
Therefore, this design is only able to perform the same task at each power cycle. If
the EH source performance or the processing application changes, the design has to be

updated.

Hardware Sufficient

Reset Voltage Generate Packet
»
——_Power Save Mode (LP4) (Sample ADC, Calculate CRC)

Wait for / Sufficient
Query (LP4) Voltage
Wy

Receive and Transmit

Insufficient Voltage

Figure 2.7: Operational power cycle of WISP platform. Extracted from [5].

Figure 2.7 shows the block diagram of the operational power cycle of the WISP platform.
WISP has a circuitry that checks the voltage supply level in order to define whether
there is enough energy. If so, the unit sends an interruption and enables the unit called
Generate Packet. This unit is in charge of powering the attached sensor, checking the
data sent by the sensor through ADC and calculating the cyclical redundancy checking
(CRC) that will be added in the packet. Then the system enters in low power mode until
a RFID query is received. This signal enables the unit called Receive and Transmit. If
there is sufficient voltage, the MCU receives the reader command and sends the packet
generated (after recognizing the query). This procedure is done twice (if the stored
energy is sufficient) to improve communication reliability. If the voltage level is below
the threshold, the system goes to sleep instead of sending the packet. In the case a power
failure occurs while processing the information, all that work is lost and the system has

to be restarted the next time the power is available.
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S. Naderiparizi et al. [100] proposed an application of the WISP platform previously
described. It is a system named WISPCam which takes a picture every time the energy
stored in a capacitor is over a predefined threshold. This system uses a BQ35570 boost
to amplify the voltage level in order to accelerate the charging process of a capacitor of
6.08mF. If the RFID source is placed at 20cm away from the WISPCam, it is able to take
a picture every 10s. However, the maximum distance the WISPCam could operate is 5m
from the source, taking an image every 15 minutes. The MSP430FR5969 microcontroller
was used, taking advantage of its 64KB FRAM, which allows a fast-transfer speed of
each taken picture from the camera to the NVM before a power failure occurs. Then,
that image is transmitted via backscatter communication, which allows to use the same

RFID signal by modulating the impedance presented to the antenna.

Another task-based device was presented by V. Talla et al. [27]. They proposed a
Wi-Fi Radio Frequency EH source for a wearable temperature sensor. This system is
capable of harvesting energy from Wi-Fi transmissions in a frequency range from 2GHz
to 5GHz. The design has two antennas, one to harvest the RF energy, and the second
to transmit data. The system operates in three modes: Off, Sleep and Active. In Off
mode, the system consumes about 350nA of leakage current. In Active mode, the sensor
takes a sample, encapsulates it in a packet and transmits it using the asynchronous
ANT transmission to the access point. When the transmission is completed, the system
enters in Sleep mode. If the voltage is not enough to power the system, it enters in
Off state. This solution uses a 160uF capacitor to store the energy harvested by the
EH source. The maximum distance between the Wi-Fi source and the RF harvesting,
to provide enough energy to operate is 11.5cm. This implies that the advantages of
having a batteryless system, are lost by the need of having a battery-powered device
(smartphone) at a short distance. Another RFID-based system was proposed by Sabina
Manzari et al. [101], who presented a chemical sensor array for batteryless ambient
sensing. However, these task-based systems powered by RF signals, may not be active
at the time the parameters have to be sensed. For example, the WISPCam was used to
monitor a pressure gauge. Nevertheless, the system could not be working (due to the

absence of RF signals to be harvested) at the time a pressure change occurs.

H. Lee et al. [6] proposed a converter-less system powered from a photovoltaic cell (an
extension of this work was presented in [102]). This design removes the long-term energy
storage and voltage converters in order to reduce the cost of storing and converting
energy. It just adds a bulk capacitor to buffer energy and a maximum power point
tracking (MPPT) to scavenge the maximum possible energy from the EH source. A
duty-controlled power management unit (PMU) was designed, which demonstrated an
enhancement of almost 60%. This PMU has two threshold voltages, Vy=2.70V and
VL=2.65V. When the voltage, supplied by the photovoltaic cell (PV), reaches the value
of Vi7, the PMU turns on the power switch and enables the circuitry to sense. If the
input voltage drops below Vi, the PMU turns off the switch and the digital circuit stops
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working. The measurement process was controlled by a complex programmable logic
device (CPLD).

Low power character LCD
(two digits)

Power switch
PV

cell >—.|_L—)
-

T Duty- :
controlled Tiny NV
| PMU memory

Wake-up/slee

> UV sensor (ML8511)
Lo Q (Sensor + OP AMP)
Figure 2.8: Block diagram of the SmartPatch. Extracted from [6].

The hardware solution was applied to an ultraviolet (UV) sensor (Figure 2.8), which
could operate about 9 hours per day (the complete design is named SmartPatch). The
aim of the sensor was to accumulate UV exposure over time and notifies (through a
2-digit LCD) when to apply UV protection lotion again. The tiny memory is used to
retain the data that is being presented on the LCD. However, authors claimed a solution
for IoT devices but their case study does not have any radio transceiver. Moreover, it is
not specified whether they reached any improvement in the PV size by including their

proposal.

Z. Luo et al. [77] proposed an application for 80-layer ferroelectret insole. The system
consists on connecting two capacitors of 4.7uF each, and using a voltage detector which
activates a Zigbhee transmitter when the voltage reaches 5.7V. The transceiver sends
a message every 3 or 4 steps and a LED turns on when the message is sent. This
application is just to demonstrate that the insole is able to power a system. However, it
does not sense or process any useful information and the initialization of the transceiver

was performed by powering the system with a battery.

An Energy-Harvesting Energy Meter named Monjolo was proposed by S. DeBruin et al.
[103]. This design calculates the energy consumed in domestic electrical installations
by using the energy-harvesting power supply such as sensor. This allows the system
to operate without high-voltage AC-DC power supply and AC metering circuitry. The
design consists of an LTC3588-based energy harvester, an Epic mote, an RC time keep-
ing circuit, a 1:3000 turns-ratio current transformer configuration, switches to select
between input capacitances of 200uF, 300uF, and 500uF, and output capacitances of
47uF; 200uF, and 247uF. 1t also includes a half/full-wave rectification, a regulator out-
put voltage, a microcontroller (TI MSP430F1611), an IEEE 802.15.4 compatible radio
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(TT CC2420) and an FRAM (Ramtron LM25L04B). When the sensor starts harvesting
energy, the voltage in the capacitor (Vigore) is increased until it reaches 5.1 V. Then,
a regulator is enabled to reduce the voltage to 3.3 V and supply it on the V,,; rail in
order to enable the microcontroller and the transceiver. The MCU reads and increment
the wakeup counter, which is stored in FRAM and samples the Ve line to determine
whether sufficient time has passed since the previous transmission. Therefore, the load
power is estimated by measuring the interval among activations, considering the system

consumes the same amount of energy at each activation.

Another task-based monitoring system was proposed by P. Martin et al. [104]. This
approach, named Doubledip, aims to monitor water flow, powered by a thermoelectric
generator (TEG). This TEG is also used to wake up the system by detecting the small
voltage change caused when a water flow begins. However, they incorporate a recharge-
able battery in order to power the system during long zero-power intervals. A similar
event-detector approach, named Trinity, was proposed by T. Xiang et al. [105]. This
design uses an energy harvesting piezoelectric source, which not only powers the system
but also acts as a sensor to measures the airflow. However, similarly to Doubledip, this
approach incorporates DC-DC converters and batteries to sustain their operation, which

increase the size, cost and weight of solutions.

A. Gomez et al. [37] proposed a design that dynamically adapts the voltage level to the
load’s requirements. It uses a booster T bg2505, to build the named Energy Manage-
ment Unit (EMU). This chip is used to decouple the load from the source and convert
the input voltage into a desired level, depending on the necessities of each component.
Defining the minimum voltage required by each unit is done by the Dynamic Energy
Burst Scaling (DEBS) unit. In this way, each component will be enabled with its min-
imum voltage required, reducing the energy consumption, instead of using the same

voltage level for the whole system.

The proposed design was tested with a low power image acquisition application. The
chosen microcontroller was a TIMSP430FR5969 and a Centeye Stonyman image sensor.
The camera is enabled with 3V, consuming 3.77mW. The taken image is stored in the
FRAM. Then, the microcontroller is enabled with 2V, consuming 2.47mW, executing
a basic image processing task, which was not defined. The system was powered by a
flexible solar panel which charges a capacitor of 80uF, but the maximum voltage at

which it is charged, was not specified.

The DEBS unit was also included in an energy-driven wearable vision sensing powered
by a solar panel and a 150uF capacitor [106]. This task-based approach estimates the
walking speed of users through a vision sensor attached to glasses and an algorithm
that interprets the measurements. The system adapts the sampling rate as a function
of the amount of energy available. Nevertheless, the system can accurately calculate the

walking speed exclusively when the user keeps their eyesight constantly at a certain angle,
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which is not a typical posture when walking. Increasing the energy storage, however,
may cause delays to enable system for the time needed to charge the capacitor until an
operating level, when operating from low-power EH sources (sources that generates less

electrical energy than the system consumes).

In order to reduce the start-up time, Josiah Hester et al. [9] presented an approach that
includes a specific capacitor for each element of the design (i.e. sensor, microcontroller,
transceiver) in order to reduce the cold-start time caused by a single big storage. A
similar approach was presented by B. Munir et al. [107], who proposed an RF EH
sensor system with two capacitors of different sizes. The “small” capacitor is used for
a fast boot and to execute small tasks such as sensing, while the “big” one is used to

establish the communication with a base station.

Nevertheless, including various capacitors contrasts with the idea of reducing the energy
storage elements. Moreover, these solutions typically incorporate extra circuitry such
as maximum power point tracking (MPPT) or boost converter circuits, which increase
the cost of systems. Besides that, the size of the capacitor (or capacitors), would be
increased with the energy requirements of the longest atomic task. The greater the task
to be executed, the larger the size of the capacitor as well as the required voltage. In
addition to these drawbacks, if a power failure occurs before the system finishes its task,

the execution would be restarted from the beginning in the next power cycle.

2.2.2 System State Retention Schemes

In order to protect the system from volatility, various researchers have proposed sys-
tem state retention schemes, which are application agnostic and that aim to remove
the energy storage and operate directly from the energy harvester. The computation
is progressively completed, through various power cycles by saving the system state
(checkpoint) into a non-volatile memory before a power failure occurs, and restoring the

state, when the energy is again available.

The concept of checkpoint has been used in large-scale computing for decades to pro-
vide robustness against errors or hardware failure. However, there is not a unified
definition used by all authors. Bernstein et al. [108] defines checkpointing as “an activ-
ity that writes information to stable storage during normal operation in order to reduce
the amount of work that Restart has to do after a failure”. The processing transactions
are periodically interrupted to allow the checkpointing function took place. Authors call
checkpoints as the action of checkpointing and Checkpoint as the routine that performs

the checkpointing activity.

Plank [109] defines checkpointing as “the act of saving the state of a running program so
that, it may be reconstructed later in time”. This author implemented checkpointing in

uniprocessor and parallel processing systems but in different layers, and according with
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the layer, the checkpointing activity is performed by a unit, e.g. User-level checkpointing
is performed by the program itself. The aim of checkpointing in this work is for fault-
tolerance. The system saves periodically checkpoints (which is defined as a program
state saved on a stable storage, such as magnetic disk). When a failure occurs, the
application restores the state from the most recent checkpoint, losing at most an interval
of computation. This definition is very close to that used some years later in Mementos,
a transient computing approach [33]. Here, a checkpoint is a copy of the current state
of the program under execution, saved into a non-volatile memory, and checkpointing is

the act of saving a checkpoint.

A different concept of checkpoint and checkpointing was introduced by Domenico Bal-
samo in another transient computing method called Hibernus [3]. Checkpoint is defined
as a routine that checks the voltage supply level in order to decide whether a snapshot
should be taken or not. A snapshot is described as the activity of saving the program
state (which includes RAM, on-board peripherals and processor registers) into NVM

memory. Finally, checkpointing is the act of executing the checkpoint routine.

Below it is described a unified definition of Checkpoint that will be applied along this

research work, avoiding possible confusions or misunderstandings.

e Checkpoint. Current program state saved into NVM before a power loss occurs.
e Checkpointing. The act of saving a checkpoint into NVM.

e Hibernate. The act of entering in a low-power mode.

Some checkpoint-based approaches attempt to protect computation from volatility by
inserting trigger points in the system code, during application development or at compile
time. These trigger points check the input voltage to decide whether a checkpoint has to
be saved or not. To avoid saving periodic checkpoints, some researchers have proposed
approaches that dynamically adapt trigger points in the code, based on the energy
conditions. Others monitor the input voltage and save a checkpoint when level drops
below a defined level. Next, a survey of existing system state retention approaches is

presented.

Based on Static Trigger Points

Mementos [33] is one of the first approaches to retain system state in RFID-powered
sensors. This design inserts trigger points in the main program at a compile time.
A trigger point is a function call in charge of comparing the voltage supply against
a predefined threshold to predict a power failure and save a checkpoint into NVM if
necessary. However, these routines consume power resources, therefore, it is important

not to insert too many trigger points whose cost exceeds over the program execution.
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Mementos uses three different heuristics to insert trigger points and verify the input

voltage level.

1. Loop-latch mode. A trigger point is inserted for each loop of the program in

order to check the input voltage level at each iteration.

2. Function-return mode. The trigger points are inserted after each function in
order to check the input voltage level when the program returns from a function

call.

3. Timer-aided mode. This heuristic works in conjunction with the two previous
heuristics. Here, Mementos inserts a timer interrupt that sets a flag at predefined
execution intervals. At the trigger points, the voltage level is checked only if the
flag is set. Thus, the system reduces the number of checkpoints, which allows to

save energy.

In order to predict a possible power failure, Mementos compares the input voltage against
a threshold by using an ADC. Above this threshold (Vipresn), it is assumed that the
system can continue working without saving a checkpoint. On the other side, if the input
voltage level is below the threshold, it is interpreted as a power failure is imminent and in
consequence, Mementos starts saving a checkpoint into Flash memory. When Mementos
saves a checkpoint, it places a number at the end of the block indicating that a complete
checkpoint was stored. After a power failure, Mementos looks for that number in the
memory block that was last saved. If it is not detected, the memory segment is marked to
be deleted immediately after booting, when the input voltage level is over the threshold.
This action has to be done because to write in a Flash segment that was previously used
(Flash memory can only be written in segments), it is needed first to delete its content.
Then, Mementos looks for a valid checkpoint in the other memory block. If valid, it is
restored (copies its content into RAM) and continues the program execution. If not, the

program is restarted from scratch.

In a resource-constrained system, it is important to consider the time that the approach
needs to complete a task when powered by an intermittent source, i.e. including not only
the time spent by the CPU to execute a function but also the time required to check the
input voltage, save a checkpoint, etc. The total time spent by Mementos (T\ementos) 1S

given by the following equation [3]:

Algorithm Restore checkpoints Monitoring and save checkpoint

~ = ~ = ta —_—
Thementos = ta + 1 ( tr + 7) + nm(tm + pStH) (21)
—_———— ~— 2N,
Total execution No. interruptions >~~~
Backtrack

where t, is the time required by the CPU to execute the application program, n, is the

number of power outages (where Voo < Vinin), tr is the time required to restore the system
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state, n,, is the number of trigger points per complete execution of the algorithm, %, is
the time taken for an ADC reading V¢, ps is the proportion of trigger points resulting in
a checkpoint, and ¢tz is the time taken to save a checkpoint into the NVM. The backtrack
is the program portion that was executed but not saved into NVM, and therefore, it
is executed again after restoring. It is not possible to know the exact time because it
varies from one case to another. For that reason, an estimation was established, which
is the total time to execute the algorithm divided by two times the number of trigger
points per complete execution of the algorithm, e.g. if 3 trigger points were run and
the CPU needed 120ms to complete an algorithm, the backtrack estimated would be
of 20ms. Figure 2.9 shows the graphic representation of each parameter of Equation
2.1. The wasted execution is the part of the algorithm that was executed but not saved

before a power failure which provokes the backtrack previously explained.
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Figure 2.9: Total time taken by Mementos to execute a task.

An important drawback of Mementos is the redundant checkpoints saved when the input
voltage is below Vipresh, as well as the Flash blocks exclusively reserved for two complete
checkpoints in case a power interruption occurs whilst one is being taken. Besides that,
this approach may incur in state inconsistency when using volatile and non-volatile

variables.

Based on Programming Support

In order to avoid data inconsistency, B. Lucia et al. [34] proposed DINO, a programming
and execution model for transient systems that avoids volatile and non-volatile data
inconsistency. However, DINO still needs that designers to divide programs into a series
of trigger points that connect tasks. A similar programming language for transient
systems, which also copes with inconsistency data issues is Chain [110]. This approach
is based on a control-flow and a channel-based abstraction for NVM, which keeps data
consistency by diving the application program into atomic tasks that are completed
without interruptions, and then the obtained data is passed to other tasks through

channels.

A more recent programming interface, to write software that operates under intermittent

conditions, is Alpaca [111]. In this case, the designer has to divide the application
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program into tasks (similarly to Chain). A single task is executed at a time (it does
not allow parallel execution) and when one task is executed, it transfers the control
to the next, in an order defined by the programmer. This system privatizes the data
shared between tasks. This data is placed in non-volatile variables, which allows to avoid
saving checkpoints before a power failure. Only local variables of each task are saved

into volatile memory, which are clear after a power failure.

Based on Dynamic Trigger Points or Online Checkpointing

Different designs that dynamically adapt checkpoints (routine calls to save system state)
in the program code are based on Low-Level Virtual Machine (LLVM) compiler [112,
113, 114], which allows to analyse application code in order to develop solutions that
are transparent for final user. A recent approach based on LLVM is Ratchet [35], which
adds trigger points between every Write-After-Read (WAR) dependency (also known as
anti-dependency). The program is divided into idempotent sections connected by trigger
points stored in non-volatile memory and targeting EH platforms that use the ARM ar-
chitecture. The idea is to track the data that is being modified after each power failure,
in order to update it in the NVM. However, Ratchet causes a high overhead if the EH
provides enough energy to complete various iterations, because this approach needs to
checkpoint in order to keep the data consistency. Another LLVM-based approach is
Chinchilla [115]. This proposal is similar to Ratchet but reduces the overhead by dy-
namically disabling checkpoints according to energy conditions. However, this approach
only presents the improvements in terms of reducing the number of saved checkpoints
compared with Ratchet, but it does not present a performance comparison with other

system state retention approaches that are not based on LLVM.

Z. Ghodsi et al. [116] proposed an online checkpointing policy based on Progress (PrC)
and Checkpoint (CC) counters. PrC tracks the forward progress of the program by
counting the number of elapsed intervals. The CC indicates when the last checkpoint
was saved. The online checkpointing is implemented based on the Markov decision
process (MDP), whose state is given by PrC, CC and battery level values. In order to
obtain the optimal policy at which the overhead caused by checkpointing is minimum,
an off-line Q-learning algorithm is executed. Therefore, the approach needs to be trained
considering traces of energy harvesting sources, which could take too long. However, if
the environmental conditions change in relation with the obtained traces, the system
could malfunction because it would checkpoint more frequently than needed or not at
the right point before a power failure. Moreover, this approach also wastes energy by

executing portions of code that are not save into NVM (backtrack).
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Based on Input Voltage Level

Hibernus [3] is a refinement to Mementos technique. Unlike Mementos, Hibernus is an
interrupt approach, which does not insert trigger points in the main program. Instead,
it uses a comparator to monitor the voltage supply level and sends an interruption when
appropriate. Hibernus has two threshold references. The first threshold is to indicate
that a power failure is imminent (V). When the level drops below Vi, the comparator
interrupts the process, the system starts saving a checkpoint and hibernates. The second
threshold (Vg)is to indicate that there is enough energy available to be in active mode.
Therefore, if the voltage supply is again recovered and exceeds Vg, another interruption
is sent by the comparator and Hibernus restores the state and continues the program

execution. In Figure 2.10 it is presented the flow chart of Hibernus approach.
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Figure 2.10: Hibernus software flow-chart. Adapted from [3].

The “hibernate” interrupt unit refers to the configuration of the comparator, setting
the threshold values and the interruption. When Hibernus saves a complete checkpoint,
a flag is set to indicate that a valid checkpoint can be restored when the energy is
again available. If this flag is not set, Hibernus interprets that an error occurs and the
application is restarted. To get the values for both thresholds, the parameters of the
evaluation board were considered. Hibernus was implemented on a TI MSP430FR5739
microcontroller, which has an internal comparator that is set to monitor the voltage
supply level. This method uses the FRAM as a non-volatile memory, which is faster
and consumes less power than the Flash memory used in Mementos. In order to save
a checkpoint, Hibernus uses the energy stored in the decoupling capacitance of the
microcontroller. This allows to have a low Vg value, which increases the active period

of the main program. Vjp is determined considering the time required to charge the
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decoupling capacitor to ensure there is enough energy for saving a checkpoint before a

power failure. The energy required to save a checkpoint is obtained as follows [3]:

E; =noFEy + ngEﬁ (2.2)

where n, is the number of bytes of the RAM, ng the number of bytes used by registers,
E, and Eg are the energy required to copy RAM and registers into NVM, respectively.
The MCU works in a range of voltage between V5, and Vine.. Given the total capaci-
tance (C), the difference of the energy stored in the capacitor when the voltage supply

is maximum (V') and minimum (V},,) is given by:

Es=C V2_2V%m (2.3)
The total capacitance of the MCU [91] is 16uF, and the size in bytes of the RAM
and registers is 1024 and 512 bytes, respectively. Copying RAM content (E,) has an
energy cost of 4.2nJ per byte, and 2.7nJ/byte in the case of registers (Eg). Substituting
these values in (2.2) it is obtained that saving a checkpoint consumes 5.7 uJ (E,). To
save a complete checkpoint requires that E, < Ej, therefore it is possible to substitute
Es by E, in 2.3. The minimum voltage required by the microcontroller to operate is
Vinin=1.9V. Therefore, V will be the threshold (V) at which the capacitor has stored

enough energy to save a checkpoint.

2K
Vir =/ =42 + V2

‘ 2.4
C min ( )

Substituting the values in 2.4, the threshold value obtained is 2.17V. In order to add
hysteresis, Vi was set higher (2.27V) to allow V.. to be over V. Hibernus saves one
checkpoint per power interruption, therefore it is needed to reserve only one memory
block to save the checkpoint, unlike Mementos, which reserves two memory blocks and
may save repeated checkpoints, when input voltage is below Vip,esn- The time and
energy overheads caused by Hibernus are smaller compared with Mementos approach,
because it is based on interrupts (not a polling approach). In Section 2.3, this approach
is quantitatively evaluated in order to determine the magnitude of its performance. The

total execution time for Hibernus (THipernus ) can be calculated as follows [3]:

Algorithm Save checkpoint Sleep
=~ ~ = ~=
THibernus =ty + n ( tg + tr + 1t ) (25)
——— ~— ~—

Total execution No. interruptions Restore checkpoint
where t, is the CPU time required to execute the algorithm, n, is the number of system
interruptions per algorithm execution (where V.. < V). Vy is the threshold voltage
defined to start checkpointing. ¢y is the time required to save a checkpoint to NVM,
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tr is the time required to restore from NVM memory, and t) is the average time spent
sleeping (after a checkpoint has been saved but before V. < Vinin), and on power-up
(when Vipin < Vee < VR). The absolute limit of supply interruption frequency, f,, where
both methods can properly operate is 1/(tg + tg). This means the active time (when
Vee > Viin) should be enough to save and restore a checkpoint, on the contrary, the

system is indefinitely restarted from the beginning.

Another checkpoint-based approach is QuickRecall [7], which is similar to Hibernus but
designed to utilize the FRAM as a NVM and as a RAM, enabling the design to work
as a “unified memory system”. Figure 2.11 shows the flow chart and the Interruption
Service Routine of QuickRecall. It uses an external comparator which is connected to
the GPIO pins of the MCU, configured with a trigger voltage (V4,i4) and sends a signal
output when the input voltage level (Vi) drops below V4. This approach has just
one threshold voltage, because it starts working as soon as the voltage supply reaches
the minimum level required by the board to operate. Vj,;4 is not required to be relative
high, unlike Mementos, because QuickRecall only needs to back up the program counter,
stack pointer, status register and general-purpose registers (GPR) before a power failure
occurs. Thus, author determined a V;;.;4 of 2.0003V for a correct operation (the minimum
voltage required by the MSP430 microcontroller is 2V).
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Figure 2.11: QuickRecall flow-chart, including the Interruption Service Routine.
Adapted from [7].

QuickRecall does not need to restore the program state because, as mentioned before, it
is using a FRAM instead of RAM, therefore the current state is always into the NVM.
However, using the FRAM as unified memory could have some disadvantages such as the
approach cannot operate in a processor without a unified memory, a FRAM consumes
more energy and is slower than a RAM. Therefore, in situation where the system has a

stable power supply, the energy and time overhead can be considerably high.

The total execution time for QuickRecall (TqQuickRecall ) can be calculated with the same

equation (2.5) than that used for Hibernus. This is because both approaches save a
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single checkpoint per power failure. The difference is in the values of the parameters,

considering that QuickRecall operates with the FRAM as unified memory.

Another checkpointing-based approach is Hibernus++ [8], which is an adaptive version
of Hibernus technique. The objective of this approach is to maximize the active time of a
transiently-powered system in order to perform as many operations as possible without
the necessity of adding energy storage. Hibernus++ dynamically adjusts the thresholds
for Hibernate and Restore routines, in response to the system power consumption, the
on-board decoupling capacitance and energy provided by the EH source, allowing to

save, similarly to Hibernus, a single checkpoint per power failure.

Figure 2.12 shows the flow chart of Hibernus++ algorithm. When the input voltage
rises above the minimum operating level required by the MCU to operate (Vin), the
algorithm checks whether the system is calibrated; if not, Hibernus++ executes the cal-
ibration routine in order to get the threshold value for hibernation (V7). The algorithm
obtains this value by evaluating the rate of voltage drop in the case of an abrupt loss
of energy. After finishing this routine, the algorithm verifies the voltage supply in order
to define whether there is enough energy to continue its operation. If not, the system
hibernates until the input voltage reaches a sustainable value. If a valid checkpoint was
previously stored into NVM, the system state is restored. If not, the system is restarted
from the beginning. In the case that the voltage supply recovers without dropping below

the minimum voltage, the system resumes operation without restoring its state.
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Figure 2.12: Hibernus++ software flow-chart. Extracted from [8].

The calibration routine waits for the input voltage to reach the calibration start level
(Vear).- Once this level is reached, the EH source is short-circuited and a complete
checkpoint is saved to NVM. The drop in input voltage due to chekpointing is given

by the difference: Vi.y; — Vineas, where Vi,eqs is the voltage measured at the end of the
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checkpointing process. To ensure the MCU has enough time for checkpointing before

the input voltage drops below Vi, the hibernation threshold is set as follows [8]:

VH = szn + (‘/cal - Vmeas) (26)

Vea is initially set to the minimum voltage required by the MCU to operate. If the
calibration routine fails, V., is increased 10%, trying to get the lowest value of Vj.
After calculating the value of Vi, the next step is to calculate the value for restoring
the system. First, Hibernus++ classifies the voltage supply as either High-power or low-
power. In the first case, the source is able to sustain the operation of the microcontroller
in active mode. In the second case, the EH source cannot supply enough power to enable

the microcontroller.

If the EH source is classified as “high-power”, the system is restored immediately, if
not, it is executed a stable voltage detection routine, where the system hibernates until
the input voltage reaches a stable level. This routine has two separated interrupts, one
to detect increasing voltage and the other to act as a time-out. If the input voltage
is increasing, the algorithm resets the timer. In the case that the input voltage stops
increasing, the timer interrupts the process indicating that the system has to be re-
stored due to the capacitor is not being charged anymore. Hibernus++ saves only one

checkpoint per power failure (when V.. < V).

Once these approaches were described, it is important to compare their performance
under different conditions. In the following section, a mathematical analysis of Hibernus
and QuickRecall is presented. This section also describes the experimental set-up and

the different executed tests, as well as the obtained results are critically compared.

2.3 A Quantitative Evaluation of System State Retention
Approaches

In order to compare the performance of prominent system state retention approaches,
a mathematical analysis was developed and a practical evaluation was performed in a

common platform, powered by different sources.

2.3.1 Mathematical Description of Hibernus and QuickRecall

Although Hibernus (HB) and QuickRecall (QR) are checkpointing-based approaches,
which use the FRAM as NVM, they are affected in different manner by multiple en-

ergy interruptions. In situations where the input power is constantly interrupted, the
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energy consumed while checkpointing could become more significant than that con-
sumed in active mode. This scenario is where Hibernus could consume more energy
than QuickRecall. Therefore, both methods were mathematically analysed in terms of
energy interruption frequency (f), which means that the system is interrupted f times

per second.

The total energy consumed by Hibernus and QuickRecall, to execute a task is given by

the following:

Eiotat =tpPrLp +trRPR +tAPA + 1ty Py (2.7)

where t;,p and Prp are the time and power spent in low power mode, tp and Pr are
the time and power needed to restore the state, t4 and P4 are the time and power
spent performing an algorithm, ¢ty and Py are the time and power spent by the MCU
to save a checkpoint, respectively. If Formula 2.7 is rephrased to be applied separately
to Hibernus and QuickRecall, it is obtained:

Eup =turpPurp + Ex +tuaPra (2.8)

EqQr =tqrrPorp + Eg +tgaPga (2.9)

where Eyp is the total energy consumed by Hibernus, Egpr is the energy consumed
by QuickRecall, Ey and Eg are the energy consumed to save and restore a checkpoint
by Hibernus and QuickRecall, respectively. The other elements of the formulas were
already explained in Formula 2.7. The subscript H was added for Hibernus parameters

and @ for parameters of QuickRecall.

As shown in Figure 2.13, Hibernus and QuickRecall manage two thresholds, one to
restore the state (Vi) and the other to checkpoint (Vi). Vi is minimum voltage
required by the microcontroller to operate. The MCU will be in low power mode (LPM)
when the input voltage is higher than V,;, but lower than Vg (tpp1), or when the
voltage level drops below Vi but it is still higher than V., (tzp2). From Figure 2.13,

trp1 and trps can be described as:

s () - sin” () 210
Lt 27rfsou’r‘ce .
C(Veg — Vini
trp2 = OVat = Vinin) (2.11)

Irp
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Figure 2.13: Behaviour of Hibernus and QuickRecall when powered by a sinu-
soidal signal.

where fsource 18 the frequency of the input voltage, C is the decoupling capacitance of
the MCU and I p is the current consumed by the MCU in LPM. The time between the
Restore threshold and the maximum voltage level (from ¢; to ta in Figure 2.13) is given

by the following formula:

- —1( _Vr
1 sin (—Vmaw)

trise = -
4fsource 27rfsource

(2.12)

In the case of the discharge time of the decoupling capacitance, it can be calculated as

follows:

C(Vinaz — Vi
tdischarge = < ma}c ) (213)
o
where I, is the current consumed by the system when executing the algorithm. The

active time (t4) in a single period of an input voltage signal is given by:

1 _V,
1 sin (vm};) C(Vinaz — Vir)
= - + —tp (2.14)
4fSOUT’C€ QﬂfSOUTCE IO

Formula 2.14 is similar for both approaches, only the values of the parameters vary from

ta

one method to the other. Substituting ¢4 in Formula 2.8 for Hibernus (5 4) and 2.9 for
QuickRecall (tg4), the following equations are obtained:
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o —1( Vur
1 sin (vmam) C(Vinaz — V,
Eyp =tyrpPurp + En + Pra - - Vimaz = Vi) _ tHR
4fsource 27Tfsource IHO
(2.15)
—1( Vor
1 st (Vmaz) C(Vmaz - VQH)
Eor = torpPorp + Eg + Poa - + _y
on QLPEQLE Q 9 <4fsource 27Tfsource IQO QR
(2.16)

The elements of both formulas were previously described. The difference is the addition
of the subscript H for parameters of Hibernus and @) for parameters of QuickRecall.
The sum of t;,p1 and t,ps represents the total time the system stays in low power mode,
which is tgrp for Hibernus and tgrp for QuickRecall. Substituting those values in
Formula 2.15 for Hibernus and 2.16 for QuickRecall, the formulas for the total energy

consumption can be defined as follows:

sin~! (—VHR ) — sin~ ! (me) C(Virrr — Vi
Eup = Ey + PHLP( Yo Vrnas + (Virn mm))

27rfsource IHLP (2 17)
7 — 2sin 1 ( YEa ‘
Vmaz C(Vmax - VHH)
+Pra 1 + —tHR
ﬂ'fsource Ino
—1 Vi i —1 Vmin
st (Wfﬁc) s <Vmax> C(VQH - szn)
Egor = Eg + PorLp +
27Tfsource IQLP (2 18)

P <7T — 2sin~1 (%) N C(Vinaz — Von) _ tQR)
AT fsource Igo
As mentioned before, the aim of this research is to verify whether at different energy
interruption frequencies, one technique outperforms the other. Therefore, it is looked for
a frequency where the total energy consumed by Hibernus is bigger than that consumed
by QuickRecall, i.e. Eyp > Egr. Applying this criteria to formulas 2.17 and 2.18, and
solving for fsource, it is possible to get the interruption frequency at which Hibernus
consumes more energy than QuickRecall. Due to the size of formula, it was separated
in two parts, Power and Energy. Then, these two elements are evaluated to get the

interruption frequency in Formula 2.21.
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Vini Vi
Power = m(Pga — Pra) + 2 (PHLpsin_l (me> — PHLpsz'n_1< AR )

max max

Vur

+ PHAsinA( ) — PQLpsinfl (:;mm> + PQLpsz'nfl (://QR ) (2.19)

max max max

Vi
— PQASZ'TLfl <‘/§Z)>

IooP, C(Vog — V..
Energy:EH—EQ—FPQAtQR—PHAtHR_ ot QLp ( QH mm)

Iqrrlgo
N IorPPoAC (Vingz — Von) n InoParpC(Vara — Vinin) (2.20)
Igrplgo Igrplno
TP PyaC(Vinas — Vin)
+
Inrplno
Power
source 2.21
/ > FEnergy ( )
Table 2.2: Electrical values of each parameter.
Parameter Value Description
C 20uF Decoupling Capacitance
Energy consumed by HB when saving
En 0-354] and restoring a Checkpoint
Energy consumed by QR when saving
Eq 275 and restoring a Checkpoint
Iyo 1mA Current consumed by HB in Active Mode
Igo 1.2mA Current consumed by QR in Active Mode
IgrpoLp 0.0122mA  Current consumed by HB and QR in Low Power Mode
Pyrp 25.9uW Power required by HB in Low Power Mode
Porp 24.8uW Power required by QR in Low Power Mode
Pia 2.8mW Power required by HB in Active Mode
FPoa 3.36mW Power required by QR in Low Power Mode
tHR 1.40ms Time taken by HB when Restoring a Checkpoint
tor 0.71ms Time taken by QR when Restoring a Checkpoint
Vinaz 3V Maximum Voltage of the input signal
Vinin 1.98V Minimum voltage required by MCU to operate
Vaw 2.17V Voltage threshold of HB to start Checkpointing
Vaur 2.27V Voltage threshold of HB to start Restoring
Von 2.003V Voltage threshold of QR to start Checkpointing
Vor 2.103V Voltage threshold of HB to start Restoring

Table 2.2 shows the values for the parameters of power and energy were obtained by in-
specting the data sheet [91] of the microcontroller used in these approaches (MSP430FR5739)
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and also by experimental measurements. Substituting the values from Table 2.2 in For-
mulas 2.19, 2.20 and finally in 2.21, the interruption frequency can be estimated. For-
mula 2.22 shows that the calculated value for the Energy is Negative, which is Not
Valid. Therefore, there is not an interruption frequency at which Hibernus consumes
more energy than QuickRecall. In consequence, using FRAM as unified memory always
consumes more energy than using the SRAM in active mode and the FRAM to save

checkpoints before a power failure.

106.7uW

> — 2.22
fsource 00827 ( )

2.3.2 Comparative Simulation of Hibernus and QuickRecall

In order to demonstrate the conclusions from Section 2.3.1, a script in Matlab was
implemented to simulate the performance of Hibernus and QuickRecall approaches. The
simulation was performed using a sine wave as input voltage with two ranges: Low
Interruption Frequencies from 2 to 40Hz and High Interruption Frequencies from 60 to
340Hz.

Table 2.3: Performance of Hibernus in a single power cycle at low frequencies.

HIBERNUS: Low Frequencies (2-40Hz)
Frequency Active Time | Restore | Hibernate| Total Energy
(Hz) (ms) (ms) | (ms) ()
2 72.12 1.35 1.40 220
4 43.82 1.35 1.40 140
6 34.32 1.35 1.40 110
8 29.62 1.35 1.40 100
10 26.82 1.35 1.40 90
12 24.92 1.35 1.40 80
14 23.52 1.35 1.40 80
16 22.52 1.35 1.40 80
18 21.72 1.35 1.40 70
20 21.12 1.35 1.40 70
40 18.22 1.35 1.40 70

In Table 2.3 and 2.4, the obtained results at low frequencies are listed for Hibernus
and QuickRecall, respectively. The results do not include the start-up time (i.e., the
elapsed time since the system is powered until it starts working), because it may vary
from one platform to another. Therefore, only the results that do not depend on the
experimental board, are listed. Here, it is possible to see that the energy consumed at
2Hz is almost twice that consumed at 4Hz. This is caused by the fact that at 2Hz, the
microcontroller remains in Active mode 60% more time than at 4Hz. It is important to
highlight that these values are only for a single power cycle. It is important to mention

that the scenario where the power signal is not periodic, i.e., the time from one power
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Table 2.4: Performance of QuickRecall in a single power cycle at low frequencies.

QUICKRECALL: Low Frequencies (2-40Hz)
Frequency Active Time | Restore | Hibernate| Total Energy
(Hz) (ms) (ms) | (ms) (ud)
2 78.62 0.71 0.47 270
4 47.02 0.71 0.47 160
6 36.52 0.71 0.47 130
8 31.22 0.71 0.47 110
10 28.12 0.71 0.47 100
12 25.92 0.71 0.47 90
14 24.42 0.71 0.47 80
16 23.32 0.71 0.47 80
18 24.42 0.71 0.47 80
20 21.72 0.71 0.47 80
40 18.62 0.71 0.47 70

cycle to the other varies, would not affect the performance of both approaches, because
they save a single checkpoint per power failure and the energy consumed by QuickRecall

in active mode is always higher than that consumed by Hibernus.

QuickRecall shows to be in Active mode for longer than Hibernus because, as mentioned
before, QuickRecall only checkpoints the general purpose registers, unlike Hibernus,
which has to copy all registers and SRAM content into FRAM (and vice versa when
restoring), increasing the time for checkpointing. In order to get a better comparative
visualization of results, the energy consumed by each approach is plotted in Figure 2.14.
Here, it is possible to see that as the interruption frequency increases, the difference
of the energy consumption between the two approaches is smaller but Hibernus always
consumes less energy than QuickRecall. For this reason, it is important to consider
higher frequencies to verify whether at some frequency, there is a crossover of the plots.

In Table 2.5 and 2.6, the results at higher frequencies are listed.

Unlike low frequencies, at higher frequencies the difference of time spent in LPM4 be-
tween 60Hz and 340Hz is less than 1ms. In the case of the energy consumption, the
difference, at these supply frequencies, is of approximately 2uJ in Hibernus and 6uJ in
QuickRecall. In Figure 2.15, the simulation results are plotted. It is possible to see that
the amount of energy consumed by QuickRecall is always higher than that of Hibernus.

Therefore, the conclusions of mathematical analysis are demonstrated.

2.3.3 Experimental Setup

Mementos, Hibernus, Hibernus++ and QuickRecall were implemented on the experi-
mental board TI MSP430FR5739 microcontroller. This platform has 1KB of RAM and
16KB of FRAM. To perform the required experiments, a Signal Generator was used to
provide a range of supply frequencies (2-10 Hz, and DC) to represent the intermittent
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Figure 2.14: Simulation results of Hibernus and QuickRecall at low interruption
frequencies (2 to 40Hz).

Table 2.5: Performance of Hibernus in a single power cycle at high frequencies.

HIBERNUS: High Frequencies (60-350Hz)
Frequency Active Time | Restore | Hibernate| Total Energy

(Hz) (ms) (ms) | (ms) (ud)
60 17.10 1.35 1.40 66
80 16.61 1.35 1.40 65
100 16.33 1.35 1.40 64
120 29.62 1.35 1.40 63
140 16.01 1.35 1.40 63
160 15.90 1.35 1.40 63
180 15.83 1.35 1.40 63
200 15.76 1.35 1.40 62
220 15.71 1.35 1.40 62
240 15.67 1.35 1.40 62
260 15.63 1.35 1.40 62
340 15.52 1.35 1.40 62

power output that might be expected from a high-power EH. A Power Analyser was
include to measure the current and power consumption, as well as a Digital-Analog sig-
nal analyser to get the time performance. Figure 2.16 shows the experimental set-up
used for Hibernus, QuickRecall and Mementos. Cgecoupte represents the total on-board
decoupling capacitance. The internal voltage comparator of the MSP430FR platform is
used for voltage comparison for Hibernus and QuickRecall approaches. In the case of

Mementos, the internal ADC was used.

The evaluation test case chosen was an algorithm to calculate the Fast Fourier Trans-
form (FFT), which analyses three arrays, each holding 128 8-bit samples of triaxial
accelerometer data. The MCU clock was configured to run at 8MHz, which spends 100

ms to execute the FFT application. The system is powered with three different sources
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Table 2.6: Performance of QuickRecall in a single power cycle at high frequen-

cies.
QUICKRECALL: High Frequencies (60-350Hz)
Frequency Active Time | Restore | Hibernate| Total Energy
(Hz) (ms) (ms) | (ms) (ud)
60 18.05 0.71 0.47 68
80 17.53 0.71 0.47 66
100 17.19 0.71 0.47 65
120 16.99 0.71 0.47 64
140 16.79 0.71 0.47 64
160 16.69 0.71 0.47 63
180 16.60 0.71 0.47 63
200 16.49 0.71 0.47 63
220 16.47 0.71 0.47 63
240 16.43 0.71 0.47 62
260 16.39 0.71 0.47 62
340 16.26 0.71 0.47 62
70
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Figure 2.15: Simulation results of Hibernus and QuickRecall at high interruption
frequencies (60 to 340Hz).
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Figure 2.16: Experimental Set-up.

—a 3.4V DC, a Square and Sinusoidal sources with +3.4V amplitude operating at fre-
quencies ranging from 2Hz to 10Hz. In Figure 2.17, it is shown the whole set-up with

the microcontroller and the required external devices.
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Figure 2.17: Experimental Set-up with External Components.

2.3.4 Experimental Results

The results obtained experimentally are presented including a performance compara-
tive of the three approaches. All values were taken during the execution of one FFT
application. As mentioned before, specific parameters were chosen that could have an
impact on future design, because they may represent the most important factors of

energy consumption and time overhead.

Checkpoint, Restore, Time Overhead and Current Consumption Comparison

In this section, it is presented the comparative results of Mementos, Hibernus and Quick-
Recall, in terms of the number of checkpoints, restores routines and time overhead when

performing a complete Fast Fourier Transform (FFT).

Figure 2.18 shows the number of checkpoints saved by the three approaches. Hibernus
and QuickRecall saves a checkpoint every time the hibernate routine is executed, while
Mementos saves a checkpoint only when V.. < V. The number of checkpoints with
Mementos is therefore correlated to each trigger point placement, the value of Vi,
and the supply interruption frequency. For Hibernus and QuickRecall, the amount only

depends on the supply interruption frequency.

Hibernus and QuickRecall takes the same number of checkpoints (between 0 and 4).
Mementos in loop-latch mode, at 10 Hz, takes 21 checkpoints and 28 in function mode.
This is about 60% more than the two first approaches. Mementos in loop-latch mode

operates unstably at frequencies of 6 and 8 Hz due to the supply is interrupted in the
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Figure 2.18: Number of checkpoints taken by each approach.

period between a restore and the next checkpoint being saved. It causes the system is
not able to save a valid checkpoint before a power failure. Therefore, the approach is

“stuck” restoring an old checkpoint instead of moving forward in the program.
v
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Figure 2.19: Unstable operation of Mementos in Loop-latch mode.

Figure 2.19 shows a case where Mementos is stuck at certain interruption frequencies.
When the approach starts working, it saves a checkpoint in one of the two memory
blocks reserved. Then, it starts saving a new checkpoint but a power failure occurs
before finishing. Therefore, when the power is again available, Mementos restores the
state from a valid checkpoint, which is stored in the first memory block. After restoring,
the approach tries to save a new checkpoint but it is interrupted again. In consequence,
Mementos is stuck restoring an “old” checkpoint because it is not able to save a new

one in the second memory block with the progress of the algorithm under execution.
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In the case of Restore routines, it is expected that both Hibernus and QuickRecall
execute the same number of restore routines than checkpoints. Figure 2.20 shows that
Hibernus and QuickRecall complete the execution of the FFT application over the same
number of power interruptions, which means both approaches require restore the system
the same number of times (between 0 and 4) while Mementos needs up to 7 and 8 restore

routines to complete the application in function and loop-latch modes, respectively.
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Figure 2.20: Number of restores executed by each approach.

The time overhead is the extra time spent by the approach to complete a task, e.g. if the
approach spends 120 ms to complete the FFT application, the time overhead is of 20 ms.
This extra time is caused by the approaches when checkpointing, restoring or sleeping.
Figure 2.21 plots the time overhead of the three approaches for different interruption
frequencies while executing the FFT application. The results shown in Figure 2.21
demonstrate that the time overhead of Mementos is much higher than that of Hibernus
and QuickRecall. It is important to observe that as the supply interruption frequency
increases, the execution time overhead of Mementos in the function mode increases
rapidly, exceeding 100% overhead (2x execution time) for an interruption frequency of
10 Hz. Finally, the time overhead for QuickRecall is similar to that of Hibernus with a

maximum of about 15% at 10 Hz.

The current consumption is an important factor to define which approach is more energy
efficient. For this experiment, a DC signal was used in order to compare the performance
of the three approaches in active mode. Figure 2.22 shows the performance comparison
of the three approaches. The current peaks in the figure correspond to the time when
the MCU is executing the FFT. At other times, the lower current level is when the
system is not performing a task. QuickRecall consumes more current than the other

two approaches. This can be a consequence of the usage of FRAM as a unified memory.
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Figure 2.21: Time Overhead generated by each approach.

While working with a DC power supply, Hibernus and Mementos use the SRAM during
the execution, which is faster (< 10ms write speed) and consumes less current (<
60uA/MHz) than the FRAM. This is because FRAM contains ferroelectric films, which
have to be polarized by an electric field from an external source, increasing the time
and energy consumption compared with SRAM. However, these ferroelectric films are
able to remain polarized when the electric field is removed. In the case of Mementos,
the current consumption is a little smaller than in Hibernus because Mementos uses the
ADC instead of using the internal comparator. The ADC is enabled and disabled in the
trigger point routine meanwhile the comparator is always active during the execution,
consuming more current than that consumed by using the ADC. However, it is possible
to see that the high current level, while running Mementos, remains longer (caused by
its time overhead) compared with the other two approaches, which has a quantitative

effect in the final energy overhead.

Performance with Synthesized Sources

In this section, it is presented the measurement results of two transient computing
approaches: Hibernus and Hibernus++. The aim of these experiments is to verify
whether there is any improvement in the performance of Hibernus++ with respect to

previous existing approach.

Four power supplies were used to power the system, creating four different scenarios. A
constant current source of 200uA and three synthesized signals of three EH sources: a
Photovoltaic Cell, a wearable kinetic watch (Seiko watch) and a Wind Turbine (2.23).
The kinetic and wind turbine signals were classified as high-power sources whilst the
micro PV cell and the constant current source were classified as low-power sources.

With the first two signals, the system behaves as when powered by sinusoidal sources,
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Figure 2.22: Current consumed by each approach while executing one FFT
application.
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Figure 2.23: Synthesized signals of three EH sources used during the perfor-
mance comparison. Extracted from [8].

while with the second ones (constant current source and micro PV) the system V.. never
drops below Vi, which means that the algorithm just classifies the source once and it
never saves a checkpoint. In Table 2.7 it is shown the values obtained for the different

evaluated parameters when running Hibernus++.

The evaluation test case was the same than in the previous experiments (a Fast Fourier
Transform). MCU ON means the time the system is active and ) Test refers to the time

spent classifying the EH source. From Table 2.7, it is possible to see that the maximum
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time overhead is when the system is powered by the current source (448%) and in the
case of energy overhead, the maximum value is presented when powered by the wind
turbine signal (28%).

Table 2.7: Hibernus++ performance when powered by different synthesized

sources.
Synthesized | MCU ON FFT Low > Test | Calibration X . X Time | Energy
Sources (ms) (ms) power (ms) (ms) Restore | Hibernate | O/head | O/head
(ms) (ms) (ms) (%) (%)
Wind 173 100 203 | 90 22 108 | 112 735 | 280
Turbine
Kinetic 156 100 45.3 3.0 2.2 2.7 2.8 56.0 9.4
PV 511 100 401 1.0 2.2 0.0 7.0 411.0 13.4
Input
Current 548 100 428 1.0 2.2 0.0 16.8 448.0 21.1
200uA

The next evaluation consists of comparing the performance of Hibernus and Hibernus++
in three parameters: Number of Restore routines, Number of Checkpoint routines and
Total Time. The meaning of “Total Time” is the same than that used in previous
experiments, i.e. the time required by the system to complete an evaluation test includ-
ing time to restore and save checkpoints, to calibrate, the time spent sleeping (when
Vinin < Vee < Vg and Vi > Ve > Vi) and the time when the input voltage is be-
low Vinin. Table 2.8 presents the comparison results obtained in the experiments for

Hibernus and Hibernus-++.

Table 2.8: Comparative Results of Hibernus and Hibernus++ powered by dif-
ferent synthesized sources.

Synthesized Hibernus Hibernus++
source N. N. Total Time N. N. Total Time
Restore | Checkpoint (ms) Restore | Checkpoint (ms)

Wind 7 7 584.9 8 8 512.6

Turbine

Kinetic 6 6 3399.0 2 2 2145.0

PV - - - 0 5 582.4

Input

Current - - - 0 12 806.8
200uA

From Table 2.8, it is possible to see that Hibernus cannot operate with neither the PV
signal nor the current source. In the case of wind turbine and kinetic signals, Hibernus
takes more time to execute a FFT algorithm than Hibernus++. Hibernus needs to
checkpoint and restore the system 7 times to complete a FF'T routine, when powered by
the wind turbine and 6 times in the case of kinetic. For Hibernus+-, it takes 8 Restore
and Checkpoint routines when powered by the wind turbine, and only 2 for the kinetic
signal. Although Hibernus++ takes more checkpoints than Hibernus when powered
by the wind turbine signal, it completes the FFT algorithm faster due to Hibernus++

spends less time sleeping than Hibernus.
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A third comparison scenario was made considering different values for decoupling ca-
pacitors. The aim of this is to demonstrate whether Hibernus++ is able to work with
different platforms and compare its performance with Hibernus. The system was pow-
ered by a 3V sinusoidal signal at 6Hz. The results are shown in Table 2.9. Here, it is
possible to see that Hibernus does not work when the decoupling capacitance is lower
than 20uF, meanwhile Hibernus++ properly operates. In the case of the other three
values, Hibernus++ shows a performance improvement according with the value of the
capacitor (the higher the capacitor, the smaller the total time), whilst Hibernus presents

a constant execution time, showing no improvements with higher capacitances.

Table 2.9: Hibernus and Hibernus++ with different decoupling capacitances.

Decoupling . .
. Hibernus Hibernus++
capacitance
>C (uF) N. N. Total Time N. N. Total Time
Restore | Checkpoint (ms) Restore | Checkpoint (ms)
10 - - - 2 2 395.2
20 2 2 376.3 2 2 3894
30 2 2 376.1 1 1 243.7
40 2 2 376.0 1 1 238.9

2.4 Transient Computing Systems: Challenges

Although system state retention schemes have enabled computation to be completed
across multiple power cycles, there are two important challenges that these approaches
have not addressed, which are retaining the state of external peripherals and keeping

track of time.

2.4.1 Retaining External Peripherals State

A transiently-powered sensor system could not properly operate unless the peripheral
state is restored after a power outage. Figure 2.24 shows an example of an incorrect
operation that may occur in a conventional transient system based on a system state
retention approach (e.g., HarvOS [117]). The application example first configures the
serial protocol (Configure_protocol) to communicate with the external peripheral ( a dig-
ital sensor in this example). Then, the MCU sends a reset instruction to the peripheral
(Sensor_reset) and configures the sensor to start sampling data (Configure_sensor). How-
ever, a power failure occurs before the peripheral starts sampling. Then, when the energy
is again available the system state is restored. Nevertheless, the peripheral’s state is not
restored, i.e., the sensor is not properly configured (the configuration was not saved into
NVM). Therefore, the sensor would revert to its default configuration after the power

outage, and the program would be unaware of this.
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Application Transient Computing Sytem
Configure_protocol }

Sensor_reset

iConfigure_protocol :
‘ Configure_sensor

|Sensor_reset

! -
IConfigure_sensor
|

isample1=Read_sensor
l Sensor not Configured!
samplel=Read_sensor

sample2=Read_sensor

sample2=Read_sensor

Figure 2.24: Malfunction of existing system state retention approaches when
working with external peripherals after a power failure.

The system state retention approaches described in Section 2.2.2 are focused on the main
memory, core registers (i.e., general purpose registers, link register, program counter
and stack pointer) and peripheral registers (which are usually controlled by internal
peripherals such as ADC, DAC, GPIO, etc) [118]. These approaches are not concerned
with retaining the configuration of external peripherals because they are not included
in the design. This has led researchers to engage in developing solutions that allow the

state of external peripherals to be retained between power outages.

Berthou et al. [119] proposed Sytare, a software approach which retains not only the
system state but also the configuration of external peripherals attached to the MCU
through SPI. This approach includes a so-called kernel code, which operates between the
main application and the library to access the external peripheral features (peripheral
driver), and it is in charge of saving and restoring the peripheral state. However, the
user not only has to write the function to configure the peripherals but also implement
a structure, called device context, for each attached peripheral. This structure is used
by Sytare to encapsulate the functions and save the data exchanged between the MCU
and the external peripheral. Moreover, the user has to write a function to restore the

peripheral configuration (one per connected peripheral).

If more than one peripheral is attached, the developer has to indicate in which order they
have to be restored, because this solution would not work in a system where the periph-
erals are accessed in a different order from one cycle to another. However, it excludes
essential details: it does not describe how the developer has to change each periph-
eral driver in order to update the structure (device context) needed to avoid peripheral
volatility and how to implement the restore function for each attached peripheral. Be-
sides that, Sytare incurs a time overhead of over 30us per peripheral instruction because
it needs to save the peripheral state each time an instruction is issued. This imposes an

overhead of up to 137% when configuring a radio transceiver.

Recently, designers have oriented their research towards implementing non-volatile so-
lutions for external peripherals. Li et al. [120] proposed a ferroelectric non-volatile flip-

flop based input-output (I0) architecture that aims to reduce the initialization overhead
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caused by power outages. They replaced typical IO D-type flip flops with non-volatile
flip-flops by adding two ferroelectric capacitors. Thus, when a power outage occurs,
the peripheral configuration is retained in local ferroelectric capacitors, allowing a fast
backup operation. However, this approach is focused exclusively on sensors, requires

special-purpose hardware and does not offer a solution for off-the-shelf peripherals.

Hardware approaches such as Non-Volatile Processors (NVPs) [121, 122] attempt to
save in-place snapshots by adopting non-volatile SRAM and registers. However, these
hardware approaches do not offer solutions as they only retain the system state (main
memory and processor registers), but not the configuration of digitally interfaced periph-
erals. Other solutions such as WISP [5], WISPCam [100] or federated energy storage [9]
do not snapshot the configuration of the external peripherals because they operate only
when the energy stored in small capacitors is enough to complete the required task. The
peripherals are configured from scratch and perform the same function each time they

are enabled.

In summary, there is an unmet need for a generic solution capable of retaining the state
of multiple peripherals connected to the MCU through external interfaces such as I?C
and SPI. This would enable the state of complete sensor systems, e.g., incorporating

an MCU, a digital luminosity sensor [123] and a transceiver [124].

2.4.2 Keeping Track of Time

Keeping track of time is an important element in sensor systems and specially in wireless
sensor systems. The knowledge of time could help to program processing tasks or define
whether a sampled data is valid or has expired. However, in transient systems that
are constantly interrupted due to energy failures, keeping track of time is an important
challenge that have to be solved. Some authors, whose designs are based on the WISP
platform, which is powered by RFID signals, consider to use the RFID reader itself as
the natural reference for synchronization among sensor systems [125, 126]. Nevertheless,
the systems need to be synchronized after every energy interruption and this method

only works on designs based on WISP platforms powered by RFID signals.

J. Hester et al. [127] proposed a method (TARDIS) to calculate the time that has
passed after a power failure, based on the SRAM decay. Here, it is considered a section
of SRAM of 256 bytes that is initialized to 1. When the power is cut off, the value of
an SRAM cell is decayed if it is reset from 1 to 0. Therefore, the elapsed time from
one power cycle to another is calculated based on the percentage of bytes that decayed,

while the system was out of energy.

However, it is not desirable to reserve 256 bytes of SRAM, just for calculating time. That
size may represent up to 25% of the memory of a typical MCU. Moreover, the process

of initialization and decay verification of the SRAM consumes approximately 50uJ and
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takes 15ms to be completed. This is an important drawback considering that transient
systems may operate during periods shorter than the time needed for this purpose. In
addition to this drawback, the SRAM decay is affected by the temperature, reducing its

accuracy.

In order to overcome the disadvantages of TARDIS, a new method named CusTARD [9]
was proposed, which is based on a small hardware addition around a ceramic capacitor
(instead of using an SRAM section), which is charged until a specific voltage, and after
a power failure, the algorithm measures the voltage in the capacitor and estimates the
time as a function of how much the voltage decayed. Figure 2.25 shows the CusTARD

circuit.

Rl RQ
P10 —AAN M AN\ — ADC

—

Figure 2.25: Schematic of CusTARD circuit. Extracted from [9].

The CusTARD capacitor is charged by a GPIO through the charge resistor and a diode.
The measurement resistor is connected to an analog-to-digital converter (ADC) pin of
the microcontroller. The elapsed time this method can measure, depends on the size of
the capacitor. However, the larger the capacitor, the greater the energy expenditure and
charging time, which are important concerns in systems powered from highly variable

sources and that lack batteries.

Another approach was proposed by Uvis Senkans et al. [128], who estimates the elapsed
time in a cycle trip counter, dividing the travelled distance by the cycling speed. An
alternative method was proposed by S. DeBruin et al. [103], in which the wireless receiver
is in charge of calculating the elapsed time from one received packet to the other, and
based on that estimating the energy being harvested by the sensor system. However,
none of these solutions has solved the problem of tracking time in a real application with
energy constraints, that operates transiently and that needs a sense of time over a very

wide dynamic range (milliseconds, seconds, hours, etc.)

2.5 Summary and Discussion

In recent years, researchers have proposed a new concept termed transient computing or
intermittent computing, which aims to add small capacitors or totally eliminate the need
of energy storage and operating directly from the harvesting sources. Some transient

computing approaches are based on tasks that include a small capacitor whose size
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depends on the energy needed to complete their functions without interruptions. Others,
proposed system state retention approaches that attempt to enable system to operate

without extra capacitance and retaining the system state during power outages.

Task-based approaches have not proposed generic solutions that can be implemented
in different applications. Besides that, if the EH source is not able to provide enough
energy to complete application’s tasks, the system would never operate or would be
restarted from the beginning at each power failure. Moreover, these systems typically
incorporate additional circuitry such as MPPT, power management units, etc., which

increase the cost of solutions.

In the case of existing system state retention approaches, they offer different methods to
retain system state, which implies that one approach can outperform the others depend-
ing on the energy operating conditions. However, they are focused on the processing
unit, i.e. they do not consider the interaction of the MCU with external peripherals.
Moreover, they may fail to execute atomic tasks than need to be completed without

power interruptions, such as wireless transmissions.

An important challenge that transient computing systems have, is keeping track of time
with diverse granularity. Existing solutions have solved time issues for short intervals
(in the range of seconds), while typical sensor system applications may need time for

longer intervals (minutes, hours, days).

In conclusion, existing transient computing designs have not proposed solutions to enable
system to operate with external peripherals, capable of performing atomic and long-term
computation, minimizing the need for extra energy storage and keeping track of time
with diverse granularity. Additionally, not all sensor system applications are suitable to
operate transiently. In order to drive some of these challenges, the next chapter presents
an evaluation of application suitability for transient computing as well as a case study

to motivate some of these issues.






Chapter 3

System-level Challenges of
Transient Computing: A Case
Study

In the critical review of the state-of-the-art in transient computing systems presented in
Chapter 2, the advantages and drawbacks of existing approaches were analysed. How-
ever, despite the fact that transient computing devices offer important solutions to
reduce the size and cost of sensor systems, they are not targeted for all possible sce-
narios where common sensors could operate. This chapter presents suitable scenarios
where transient systems are able to operate, including the design, implementation and

experimental validation of a case study: a task-based transient step counter.

3.1 An Evaluation of Application Suitability to Transient
Computing

A transient sensor node can only work when the amount of energy, that is being har-
vested, is enough to maintain the system operation [129]. If not, the device will stay
either in low power mode or totally off due to transient computing devices lack batteries
to sustain the operation during periods of power shortage. Because transient systems
depend on harvested energy, they are suitable for applications that operate under two

main scenarios, which are:

1. The parameter to be sampled is the same than that which is being harvested.
These systems are commonly called Energy Harvesting Sensors [130] because any

change in the source, provokes a change in the measured results.

51
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2. The operations of sensing, processing and transmission are executed oppor-
tunistically when there is harvestable energy. The applications that can
operate under this scenario are those where the time is not the main concern,
because transient systems may need to checkpoint, sleep and restore several times

before completing a task.

Some designs that work under the first condition were described in Chapter 2 [5, 103,
130]. In the second scenario, systems operate in a task-based scheme (adding small
capacitors to save enough energy to complete their tasks). Several proposed designs are
powered by photovoltaic (PV) cells or RF energy harvesters [131, 132, 101].

In order to make a scenario suitable for working transiently, it could be necessary to
design new algorithms to solve the challenges without complicating excessively the oper-
ation of devices. Some of the existing challenges may require research to find a solution.
However, certain scenarios have characteristics that make them infeasible for transient
computing, or challenges that could not be resolved. In consequence, transient comput-
ing approaches can be classified according to the stage at which they are targeted, others
where they could potentially work if some challenges are addressed, and finally those for

which they are not targeted. In Table 3.1, some possible scenarios are classified.

Table 3.1: Classification of Possible Scenarios.

Targeted for May Work Not Targeted for

Event Detection  Periodic Sampling Real-time Operation
EH Proportional Sequential Sampling Continuous Operation

As shown in Table 3.1, event detection and EH proportional are scenarios where transient
computing devices can properly operate. In the event detection sensors, the harvestable
energy is a consequence of the event to be sampled. For example, a piezo-film vibration
sensor attached to a door to monitor the entry and exit of personnel [130, 133]. A
vibration is produced when the door is opened and closed, which generates the current
to activate the sensor. The force with which the door is closed, could increase or decrease
the harvestable energy. Nevertheless, the system only detects the event of opening and

closing the door. The increment or decrement of energy does not alter the result.

The EH proportional sensors are similar to event detection ones, but they sample the
same parameter that is being harvested. The activity of the sensor node is increased
proportionally to the rate that energy is being harvested, e.g., a sensor powered by a
wind turbine to measure the wind’s speed. Depending on the speed of the wind, the

harvestable energy will be reduced or increased.
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In the scenarios where transient computing approaches could potentially work, it is
necessary to look for different solutions or define under which conditions, transient com-
puting systems could operate. Below, some existing challenges of possible scenarios, are
described:

e Data Coherency: It is necessary to verify whether after each restoring routine,
the function that was previously interrupted should continue or the system has to

be restarted from the beginning.

e Periodic Sampling: This may be suitable for predictable energy harvesting
sources, and systems that may have some timebase to be able to sample regu-
larly. Synchronizing the local clock of a sensor system with the gateway or host
may be needed, at each time the system exits from low power mode or it is restored
[134].

e Possible substantial time/energy overhead: This may be caused by check-
pointing, low power mode, switching tasks, etc. It is important to minimize these

factors in order to make feasible transient computing devices.

e Interfacing with External Peripherals: Peripherals are managed by registers
that are located into a volatile memory. In order to preserve peripheral state and
keep the application coherency, these registers have to be retained between power

failures.

e Peripherals Latency: Analysing the effect of the peripherals latency during
checkpointing and restoring routines, is needed. This latency has to be bounded

because the energy could be available during a short time.

e Perform atomic tasks and long-term computation: Typical task-based
approaches usually perform exclusively atomic tasks that are completed without
interruptions. In the case of system state retention, they are oriented to perform
long-term computation without adding any energy storage. However, they may

fail to execute atomic tasks such as wireless transmissions.

e Keep track of time: As mentioned before, some application may need a time
base to process the information or to indicate if the sampled data is valid or not.
Therefore, it is necessary to look for existing designs that could be implemented

in transient computing systems, or propose new methods that could solve it.

e Transmitting data wirelessly: Transmitting data is an important challenge
because transient devices lack supercapacitors to buffer energy, and the power
consumption of transceivers is commonly higher than that of the microcontroller

and sensors.
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Table 3.2a: Suitable Applications for Transient Computing Systems (Part 1).

APPLICATION

DETAILS

CHALLENGES TO OPERATE TRANSIENTLY

Measuring
Vibration/Acoustic
Vibration Meter

It is possible to power these
sensors not only by kinetic but also
with other EH sources such as PV

cells.

Configure and calibrate the sensor after a power
failure (e.g. when using an accelerometer).

Self-validation and self-compensation to achieve high
accuracy.

To have enough energy to transmit data when needed
and/or when channel is free.

Failure to communicate with other nodes or base
station to send data due to noise, collision or power
failure.

Performing the operations such as vibration
acceleration, RMS vibration velocity, vibration
displacement and Vibration spectrum analysis in FFT,
may need longer intervals than those the EH source
can provide without interruptions.

Powering the sensor when placed on remote locations.

Green Houses:
Control micro-
climate conditions to
maximize the

Transient Computing sensors (TC)
can be in charge of monitoring soil
moisture, control of fertilizing, etc.

Synchronize with coordinator.

To have enough energy to transmit data when needed
and/or when channel is free.

production that can be done sporadically.

Efficient and practical Energy Harvesting source to
power the device.

Checkpointing the state of sensor and collected
information in case of a power failure.

Fast recovery to reduce the time overhead and in
consequence, the data loss.

TC can operate powering the

sensor with PV cell or kinetic

energy and should back up the
information before a power failure.

Sportsmen Care:
Vital Signs
monitoring.

Transient computing devices are not targeted for systems that have to operate contin-
uously, because they do not have batteries or supercapacitors that could sustain the
operation in situations of scarcity or lack of harvestable energy. This property is also a
limiting factor for real-time operations (applications that require bounded delay latency
[135, 60, 136]). Transient computing devices cannot guarantee the execution of a certain

task within a specified time constraint [137], for different circumstances such as:

e Latency to restore the system.
e The system might not be able to complete a task in one fell swoop.

e Availability and amount of energy is not accurately predictable.

With the previous description, it is possible to present some applications that are feasible
for transient computing systems. In Table 3.2a and 3.2b, some sensor applications
are listed, including the challenges that have to be solved in order to implement a
transient system. As shown in tables, there are important scenarios were transient
systems can operate. For this research work, a task-based step counter will be designed

and implemented, attempting to operate without adding any extra energy storage.
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Table 3.2b: Suitable Applications for Transient Computing Systems (Part 2).

APPLICATION DETAILS CHALLENGES TO OPERATE TRANSIENTLY

Due to the limited space these  [Energy available for short periods
system have to operate, they cannot| The system would be constantly interrupted due to

Smart Lens to have big batteries or power failures.
monitor body supercapacitors to power the
parameters system continuously, therefore  [Energy limited due to the EH must be too small and

Transient computing devices may |there is not space for capacitors.
be a potential solution.

Due to UV radiation is linked to |Checkpointing the state of sensor and collected
solar exposure, it is possible to |information in case of a power failure.
Ultraviolet Radiation | have a TC that can monitor the UV
to monitor People | radiation and save the state in case
exposure of a power interruption caused by
the movement of the person under
test.

Reduce the time overhead of the system between the
energy is available and the sensor starts working.

Smart Grid: Energy | The sensor is powered by the same Self-validation and self-compensation to achieve high

- S accuracy.
consumption parameter that is being sampled, y
monitoring and such as current flow in a domestic |Reduce the time overhead of the system between the
management installation. energy is available and the sensor starts working.

If the lighting starts from the fact Communicate with other nodes to manage the lamps.

that all lamps are ON, as initial  |Failure to communicate with other nodes due to noise,
state and then, they are dimmed |collision or power failure.

depending on the necessities.  |Acknowledge messages to ensure the instructions were
properly received.
Suitable EH source.
Keep track of time.
Save state of peripherals.
Manage voltage thresholds to be able of powering a
transceiver.

Smart lighting

Counting steps, steps frequency,

Step Counter o . .
P transmitting collected information.

3.2 Transient System Application: Step Counter

In order to determine whether a basic step counter (i.e., that only counts steps) is a
feasible application for transient computing, it is necessary to analyse the key aspects
of its functionality. First, the parameter to be sample are the taken steps. Therefore,
it is important to define if an EH source can harvest energy from each step. In Section
2.1.1, different sources that harvest energy from human motion, were described. Thus,
the operation of the system can be synchronized with the presence of energy. Second,
the application to be designed only needs to operate when a step is taken, i.e., it does
not have to be permanently active, which would be a limitation in a transiently-powered
system. Finally, the step counter can work under an event detection scenario if the EH
source provides the energy required to enable the system at each step, or as an EH pro-
portional, in which the system works opportunistically triggered when there is enough
energy. The operating strategy will be further defined during the design process. There-
fore, a step counter is a feasible application for transient computing, if the challenges of

finding a suitable EH source, matching the system energy requirements with the energy
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budget and providing an acceptable accuracy, are properly addressed. In this Section,
the implementation of a task-based step counter is described, including the performance
evaluation of the harvesting source, the energy requirements and feasible components

for the system, and the proposed design to solve the existing challenges.

3.2.1 Energy Harvester Performance Evaluation

It is important to look for energy harvesting sources that could enable the system with-
out adding extra capacitance and keeping its portability and the possibility of operating
under different environmental conditions. Besides that, the source has to harvest energy
while the person is using the system in order to synchronize its operation with the energy
availability. The EH source attempted to be used to power the step counter is a ferro-
electret insole [77, 76]. Figure 3.1 shows the model of a 3-layer insole of polypropylene
ferroelectret (PP) connected in parallel with bonding films between layers. A similar

insole, but with 30 layers, is going to be used to power the step counter.

- 4]—Prin_ted Ag
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Film
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./_
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Figure 3.1: Structure of a multilayer ferroelectret insole.

The designers characterized the multilayer insoles, considering a capacitor of 2.2uF as a
load, and calculating the energy stored by measuring the voltage in the capacitor after
every step. However, that characterization does not solve the questions related with the
30-layer insole with different capacitors. Besides that, the instrument used to simulate
a step, applies a uniform force over the insole, unlike the deformation caused by a real
step. Therefore, the performance of the insole has to be evaluated with real steps and

the proper loads, in order to aid the design process.

The designed insole is a prototype, which is still in the improvement phase and cannot
be properly worn inside the shoe. For this reason, three different methods to evaluate
the insole were proposed and validated. The idea was to implement a setup that made
the experiments repeatable. The first method, named Sole, consists of placing the insole

in the sole of the shoe, as shown in Figure 3.2. This methods could be consider more
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Figure 3.2: Sole Method. The insole is placed in the sole of the shoe.

realistic but the insole may be damaged and it is not possible to walk with it due to the

insole is connected to the load.

The second method, called Brink, consists of placing the insole in a plastic block where
the foot strikes in a specific area. The plastic has a border of about 1.5cm and it is
placed on the floor. In order to test it, it is possible to walk around several times while

the parameters are measured. Figure 3.3 shows the frame of the method.

Figure 3.3: Brink Method. The insole is placed in the bottom of the plastic.

In the third method, called Plastic, the insole is also placed in a plastic sheet (shown
in Figure 3.4), a little more rigid than the previous method, but without brink, which
allows a normal step, i.e. it is not needed to rise the foot such in previous method to

avoid the brink of the plastic.
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Figure 3.4: Plastic method. The material is softer than that used in brink
method.

A resistor of 100k2 was used as a passive load. A power analyser (Agilent N6705B)
was used to measure the voltage, current and power generated by the insole. This
system provides a log file with 16 thousand samples (one sample every 100us) per each
parameter. Therefore, to calculate the energy generated by the insole, the power signal

was integrated by means of a Matlab script, following:

T
Einsole = / F)insole (t)dt (3 1)
0

where Ej,s01e is the electrical energy generated by the insole, T' is the duration time
of the sampled signal, which in this experiment is of 1.6s, and P is the power signal

generated by the insole.

The insole generates two peaks of voltage, one positive and one negative at each step.
In order to rectify the negative peak, a schottky-diode bridge (BAT754S) was included
between the insole and the loads. In Figure 3.5, the diagram of the evaluation circuit is

presented.

The setup also considered the distance between steps (for Brink and Plastic methods),
and the area where the right foot has to strike the insole, in order to have a constant

applied force in each attempt, as shown in Figure 3.6.

For this experiment, 15 consecutive steps were taken for each method and the obtained

energy was calculated with the following formula:
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Figure 3.6: A constant distance between steps was defined.

T
Einsole = / F)insole (t)dt (32)
0

The obtained results were analysed and compared. Table 3.3 shows the average electric
energy generated by each method as well as the calculated root mean square power
(RMS) and the standard deviation (SD) of the obtained values of each step, in order to

determine the variation or dispersion of the energy obtained at each step.

In Table 3.3, it is possible to see that the Plastic method generates less electrical energy
than the other two methods. However, the main factor to consider the proper method is
how similar the results are after several tests. Thus, Plastic method presents the smallest
standard deviation among the 15 steps, which means that this method generates more
repeatable results. This can be easily observed by using box plots of the 15 different
values of energy obtained for each method (Figure 3.7). The low whiskers represent
the distance between the minimum value and the first quartile, meanwhile the higher

whiskers represent the value from the third quartile to the maximum.

As shown in Figure 3.7, the method that provides more energy was Sole. However, the
values of energy for each step are more dispersed than the other methods (the point in
yellow represents the mean value). Thus, the Plastic method will be used to evaluate
the insole because the values of each step are closer to each other. Additionally, this
method allows to walk around several times while the parameters are measured. On the

contrary, if the insole was placed inside the shoe, it would not be possible to walk and
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Table 3.3: Results comparison of the three methods.

Energy Power SD of
Method Average RMS data
(1) (LW) (1)
Sole 3.517 11.535 2.008
Brink 3.187 24.783 1.686
Plastic 2.991 22.943 1.094

measure its parameters at the same time (the insole has to be connected to the load and

the power analyser).

6

+ Lh
|
L,

oW

Energy (nJ)

Sole Brink Plastic

Figure 3.7: Box plot of the energy provided by the ferroelectret insole after 15
steps for each method.

In order to evaluate the performance of the ferroelectret insole when connected to an
MCU, a range of capacitance values are used as loads. Although this work aims to
negate the need for large energy buffers, and thus demonstrate the viability of transient
systems in real applications, some capacitance (usually called decoupling capacitance)
is inherently required by MCU’s to decouple the energy source (and possible electrical
noise) from the system. In task-based transient systems, this capacitance may also be

exploited as a small energy storage.

The chosen values ranged between the minimum decoupling capacitance recommended
by manufacturer for a typical MCU (i.e. 4.7uF), and the value incorporated in a ref-
erence design for that device (i.e. 16uF) [91]. These capacitors were tested using the
characterization circuit showed in Figure 3.8. The circuit includes a bridge-rectifier

connected at the insole output.

The ferroelectret insole is represented by a basic equivalent circuit for piezoelectric trans-
ducers [138]. The capacitance C is the inverse of the mechanical elasticity of the insole.
Ly represents the seismic mass of the transducer. The capacitor Cy is the static capac-

itance of the harvesting source and Ry is the resistance of the dielectric material that
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Figure 3.8: Characterization circuit including the full-wave rectifier.

forms the static capacitance (insulation resistance), whose ideal value should be over
10'2Q. The voltage (Vi) is measured across the capacitor, and the electrical energy

generated at each step is calculated.

In Figure 3.9, the sequence of one step over the insole is presented. The experiment was
performed by a 70-kg person moving at two different step rates (referred to herein as
operating modes): walking (approximately 70 steps per minute) and running (approx-
imately 120 steps per minute). This test was executed five times for each capacitor in
each mode and the results were averaged. The difference between Walking and Running
is the speed and in consequence, the force at which the foot strikes the insole, which

may provoke more or less energy at the output of the source.

—

Figure 3.9: Sequence of a step. This procedure was repeated 5 times per each
load.

As mentioned in Chapter 2.1.1, the ferroelectret insole generates two pulses (Figure 3.10),
one positive (heel-strike) and one negative (heel-off), at each step. When the signal is
rectified, it causes two increases in the capacitor voltage as shown in Figure 3.11. In
running mode, the force applied to the insole is higher than the one in walking mode,
whereby a higher voltage increment occurs at each step. This yields to uncertainty,
which is higher for bigger decoupling capacitors, in the number of steps taken before the
system becomes active. It is important to mention that a variation in the user’s weight
would only affect the magnitude of the power bursts, but not the pattern, i.e., the insole

would always generate two pulses per step.
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Figure 3.10: Rectified power bursts generated per step by the ferroelectret in-
sole.
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Figure 3.11: Voltage across each capacitor in (a) running mode and (b)walking
mode, after multiple steps.

Figure 3.11 presents the plots of voltage level reached at each step for each capacitor.
This figure shows that with a capacitance of 16uF, the voltage level is scarcely increased,
whilst with a capacitance of 4.7uF, after two or three steps, the voltage level reaches a
value more suitable for microcontrollers. The energy generated per footstep can also be

calculated from this test by using the following equation:

V22 - V12

. (3.3)

Ecapacitor =C
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where C' is the decoupling capacitance, V; is the voltage in the capacitor before the
step and V5 is the voltage reached after the footstep is taken. Table 3.4 shows the
average energy that the ferroelectret insole charges into each capacitor in each mode.
The maximum amount of energy is obtained with the lowest capacitance, being up to

fourteen times higher.

Table 3.4: Mean energy obtained per single step.

Capacitor Walking mode (uJ) Running mode (pJ)
(uF) Step 1 | Step 2 | Step 3 | Total | Step 1 | Step 2 | Step 3 | Total
4.7 2.3 7.05 9.21 18.61 5.30 13.14 | 18.89 | 37.33
10 0.85 1.27 1.41 3.53 3.21 247 4.66 10.34
16 0.21 0.37 0.73 1.31 0.59 0.92 1.33 2.84

In next section, the energy requirements of the system to be designed, are analysed.
With that information, it is possible to compare the energy provided by the insole with
the necessities of the step counter in order to define the strategy to address any existing

mismatch.

3.2.2 Overall System Design

The performance evaluation of the insole in Section 3.2.1, did not consider the effect
of an active load, which causes a fast discharge of the decoupling capacitance and a
consequent voltage drop across the MCU. Describing this requires the knowledge of the
overall system, the energy requirements when operating in different modes (i.e. start-
up, active and low-power) and the usage of the energy buffered during these modes to

efficiently complete a task (i.e. count a step).

Architecture

———— o —— o — o — — — — ———

Ferroelectret
Insole

—T1— C MCU

[ (A ——

—_———— e e —

Sensor System

Figure 3.12: Simplified system architecture of the step counter with ferroelectret
insole.



64 Chapter 3 System-level Challenges of Transient Computing: A Case Study

Figure 3.12 represents a simplified example of the system architecture, where the ferro-
electret insole output is rectified and used to power the sensor system, which is composed
of an evaluation MSP-EXP430FR5739 test board [91]. This board contains an MCU
with a non-volatile Ferroelectric RAM (FRAM) memory and a minimum decoupling
capacitance (C) of 4.7uF. This board also integrates a 3-axis accelerometer (acc) that
could potentially be used to detect a footstep (e.g. by detecting movements which are
then classified as a step). However, the energy overhead due to active sensors can limit
their use in the case of resource-constrained systems. In the next subsection, the energy
requirements of the overall system is analysed, by first considering the accelerometer as

an option for step counting, along with a sensor-less solution that is more power efficient.

System Energy Requirements with Active Sensor
Figure 3.13 shows the process of counting a step that is divided into four stages:

e Stage 1. MCU off due to a power outage;

e Stage 2. MCU Start-up when power is available (i.e. when a pre-defined threshold
Vip, is reached);

e Stage 3. Counting a step (i.e. MCU configuration, accelerometer initialization,
step detection and data retention in the FRAM);

e Stage 4. MCU in low power mode (LPM), after counting a step.

Ve

Vthreshold

Vmin -E— |
i Stage 4 i

MCU MCU Task | MCU i

Off Start-up i Execution! LPM H

Time

Figure 3.13: Stages in which the process of counting a step is divided.

In order to quantify the energy required during these stages and set the right value of
Vin, the MCU has been characterized using a constant voltage (i.e. 2.4V) and by using
the following algorithm:

1. The system is initially in off mode (stage 1).
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2. The system is powered and, after the start-up, the MCU is configured (i.e. fre-
quency and internal peripheral setting) and the on-board accelerometer is initial-

ized.
3. A step is validated (accelerometer sampling plus data processing).

4. The state is retained in FRAM and enters in LPM.

Table 3.5 shows the current and time needed to successfully complete these stages. The
current values include the possible noise of the energy source as well as the static current
of devices. In particular, the MCU start-up current is much higher than the other stages,

while the accelerometer requires a very long time to be set up.

Table 3.5: Current and time consumption of the system at each stage

Stage Tasks Current (©A) Time (ms)
2 MCU Start-up 1000 0.9
3 MCU + acc 500 13.5
3 Validate a step 300 3.6

The values in Table 3.5 will be used in the following analysis to evaluate the optimum

value for V;j;, which can be defined as:

W“ﬂ%m+éllﬁMﬁ) (3.4)

where Vi, is the minimum operating voltage of the MCU (1.8V), C is the decoupling
capacitance and [ is the current consumption. From Table 3.5, Stage 3 has two differ-
ent sub-tasks that require different current values. The highest current value refers to
MCU configuration and accelerometer initialization, while the second value refers to the

current needed to validate a step. Thus, the Equation 3.4 can be presented as follows:

MZWm+g%%+%&mHMM (3.5)
where I, and tg, are the current and the time needed for the start-up (Stage 2), Iycc
and t4c. are the current an time for setting the accelerometer (Stage 3), I,s and ¢, are
the current and time taken by the MCU to validate a step. Combining the values in
Table 3.5 and the Equation 3.5, a value of V};, equal to 4.01V is obtained, that is higher
than the maximum operating voltage for the MCU (3.6V).

For the reason underlined above (i.e. high energy overhead), using the accelerometer
is not feasible in an intermittently-powered and resource-constrained system. In the
next subsection, a solution that allows to build a more energy efficient step counter is

presented, without using an active sensor but which delivers a higher accuracy.
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Sensor-less System

An alternative way to implement a step counter without active sensors is to use the
energy harvesting source as an event detection sensor, where the availability of energy is
an indicator for a footstep. This approach would reduce the energy required to validate a
step, removing the overhead for the accelerometer setting and data processing. Moreover,

this will possibly increase the accuracy of the system discarding ‘false’ steps.

Table 3.6: Parameter values of the system in each stage without accelerometer

Stage Tasks Current (©A) Time (ms)
2 MCU Start-up 1000 0.9
3 Validate a step 300 0.14

Thus, the MCU needs to be re-characterized by using the following updated algorithm:
the system is powered and, after start-up, the MCU is configured. It then validates
a step, retains the state in FRAM and enters in LPM. Table 3.6 shows the values for
current and time with this algorithm. The time for counting a step is much smaller than
the time needed with the accelerometer. Thus, Equation 3.5 can be now updated by

removing the current and time overhead of the accelerometer:

Vi = Vinin + 5 (Tt + Tust,) (3.6)
where ¢ is the actual time needed for counting a step. Combining the values from Table
3.6 and Equation 3.6, a Vj, equal to 2.2V is obtained. From Equation 3.3, the energy
required to charge the decoupling capacitance to that voltage is 11.37uJ. As shown in
Table 3.4, the insole is able to charge up to 18.61uJ in walking mode, after 3 steps.
Therefore, it is possible to implement an event detection sensor based on the energy

harvesting source and using the 4.7uF decoupling capacitance.
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Figure 3.14: Effect of the quiescent current of the MCU, when charging the
decoupling capacitance.
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An important challenge during the step counter implementation, was to cope with the
quiescent current of the MCU (in the order of 100uA), when the voltage is between
1.4V and 1.8V. Figure 3.14 shows the effect of the quiescent current in the charge of
the decoupling capacitance. When the voltage reaches 1.4V, the capacitor is quickly
discharged before reaching the minimum operating voltage, which causes the MCU is
never active. Therefore, an additional start-up circuit was included to minimize the
quiescent current. This circuit guarantees a reliable start by detecting the input voltage
and only turning on the supply to the MCU when its input is above V};, and switching it
off when the voltage drops below V,;,. This is enabled by two voltage monitors, which
are configured in a MOSFET latch arrangement. Figure 3.15 shows the final design
including the ferroelectret insole, the rectifier, the sensor system and the additional

start-up circuit.

Sensor System Start-up Circuit

Ferrodlectret |r
Insole !

Q)
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i—=c | Mcu |

Figure 3.15: Task-based Transient Step Counter circuit diagram.

3.2.3 Functional Validation and Comparative Evaluation

The presented step counter has been implemented and experimentally validated. The
accuracy of the solution was compared against two smartphone applications. To verify
system operation, two GPIO pins of the test board were configured to indicate when
the system counts and enters the LPM, respectively. Both signals were monitored by
a PicoScope at the same time as the voltage across the capacitor and the MCU. That
information was logged and later plotted. Thus, it was possible to visualize how many
steps were taken before the system started working, to detect possible errors. The
number of steps is saved in a FRAM variable in order to retain the value between power

failures.

As shown in Figure 3.16a, the system is active when the voltage reaches V;;. The sensor
node takes into account the initial three steps needed to reach this voltage. Then, the
MCU is configured and the step is counted. Once the task is executed, the system enters
low power mode before having a power outage. Figure 3.16b shows a detailed snapshot
of the process of counting a step from Figure 3.16a, including the time needed by the

system to start up, configure the MCU and increment the counter. As mentioned in
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Table 3.6, configuring the MCU and counting a step takes approximately 140us. The
MCU remains in LPM until the voltage drops below V.
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Figure 3.16: Operation of the task-based transient step counter. (a) After
three steps the system starts working. (b) Detailed description of the process
of counting a step.

Figure 3.17 shows the system counting three consecutive steps. The sharp voltage drop
occurs because as soon as the input voltage reaches V;,, the MCU is enabled which
causes the tiny amount of energy stored in the decoupling capacitor to be immediately
consumed. In walking mode, the average time between two steps is approximately
0.9s (worst case). During this interval, the ferroelectret insole does not provide any
further energy and the voltage drop, due to the start-up circuit and leakage current, is
approximately 0.1V. This means that the voltage across the decoupling capacitance is

about 1.7V, before the next step is taken. Considering that each step in walking mode
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increases the voltage by 0.8V, the sensor system is able, after the first three steps, to
count each subsequent step. Therefore, the counter of taken steps is increased by three
the first time the system starts working in order to compensate the number of steps
needed to reach the operating voltage, and then, the step is validated by solely reaching
Vin-
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Figure 3.17: Transient system counting three consecutive steps.

In order to evaluate the performance of the design, its accuracy is compared against
two existing Android® smartphone applications: Pacer [139] and WalkMate [140]. The
applications use the 3-axis accelerometer built in the smartphone in order to sense the
movement and, based on an algorithm, validate when the movement was caused by a
taken step. A total of 400 steps were taken per step counter solution (1200 steps in total):
20 steps for 10 attempts in each operating mode. These experiments were performed
by a 70-kg person with the ferroelectret insole attached to the shoe and the smartphone
placed at their waist. Figure 3.18 shows the experimental results of the proposed step
counter and the two smartphone applications, at each attempt in walking and running

mode. The dotted line (in green) represents the real number of steps.

The proposed step counter has an average error of 3.5% in walking mode, while in
running mode the average error is 1%. The maximum error in a single attempt is 2
steps in walking mode (attempts 4 and 9) and 1 step in running mode (attempts 4 and
7). In the case of the first smartphone application (Pacer), it has an average error of
25.5% and 12.5% in walking and running modes, respectively. The maximum error in
a single attempt is 8 steps (attempt 5) when walking and 4 steps (attempt 4) when
running. The second application (WalkMate) shows the worst performance in walking
mode, having an error rate of 41.5% with a maximum error of 10 steps in attempts 5, 6
and 10. However, in running mode, this application has a better performance, with an

error rate of 4% and a maximum error of 2 steps in attempts 2 and 5.



70 Chapter 3 System-level Challenges of Transient Computing: A Case Study

24 a) Running mode
A A
A A A A A
20 e-—-——8-—-—-8---—-==-== |- -——B-—————— a----p---1a
@ ] 2 ]
) \ .
2 . . . . .
» 16 .
12
24 b) Walking mode
e e |- - - ---g-----=-=- a
[ | ] [
= |
16 A .
23 . . . .
. .
@» A
12 A I I . A A
«n A A
8
4 ® Proposed Step Counter
# Pacer® Step Counter
A WalkMate® Step Counter
0
1 2 3 4 5 6 7 8 9 10
Attempt

Figure 3.18: Performance comparison between the intermittently-powered step
counter and two smartphone applications in a) running mode and b) walking
mode.

Another test was executed, incrementing the number of steps to 50. Table 3.7 shows
the results obtained for each step counter in walking and running mode. Also in this
case, the designed step counter has the lowest error rate in walking mode and it does
not present errors in running mode. The WalkMate application has the highest error

(44%) in walking mode, while Pacer had maximum error in running mode (4%).

Table 3.7: Performance comparison of the three devices tested with 50 steps.

0. 0.
System N¢ Steps Error Rate N Steps Error Rate

(Walking) (%) (Running) (%)
Proposed Step 49 9 50 0
Counter
Pacer Step A0 20 48 4
Counter
WalkMate Step 99 m 51 9
Counter

The marginal error in the proposed step counter is because of the adopted solution for
compensating the initial number of steps (i.e. when the system is still not active). In
a small number of cases, after three steps the voltage across the decoupling capacitance

does not reach Vi. This mainly happens in walking mode because the amount of energy
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generated per step is more affected by the way the heel strikes the ground, i.e., the insole
is differently bended from one step to another. In these cases, the required threshold can
be reached after 4 or 5 steps, but the counter of taken steps is not able to detect that
more than three steps were taken, and this is the case when the error occurs. Despite
this, the error rate is less than 4% in the worst case, which is lower than that of the

battery-powered systems.

3.3 Discussion

A sensor system operates transiently when it is governed by the intermittent energy
supply. Because transient systems are not able to operate continuously, it is necessary
to analyse the characteristics and requirements of an application, in order to decide
whether a transient device can properly operate. In this Chapter, some scenarios were
listed, where transient devices work, may work or are not targeted to operate. A list
of feasible application was proposed, including some challenges that have to be solved.
From that list, an application was chosen to be implemented, which was a Task-based

Transient Step Counter.

The Step Counter was implemented to operate directly powered by a ferroelectret in-
sole, i.e. without adding any battery or extra capacitance. Although the insole was
characterized with different resistances and capacitances, the design process concluded
that no extra circuitry (i.e. MPPT or impedance matching) or capacitance was needed
to enable the system. The proposed step counter was experimentally validated and its
performance compared with two smartphone applications, presenting a maximum error
rate of 4%, which is lower than that of the applications. The microcontroller was not
affected by the cold start circuit placed after the decoupling capacitance and the energy
stored in that capacitor was enough to power the MCU during the time needed to be
initialize, validate a step and increment the counter variable, keeping a better accuracy

compared with existing smartphone applications.

However, expanding the capabilities not only for the step counter but also for other
feasible applications for transient systems, is required. As discussed in Section 2.4.1,
existing transient systems are not able to retain external peripheral state between power
outages. Moreover, they cannot perform atomic tasks (e.g. wireless transmission) and
long-term computation (e.g. filtering or encrypting) without adding extra capacitance.
Besides these drawbacks, keeping track of time in transient systems is not an issue
that has been solved yet. Sensor systems typically need time to properly perform their
functions, e.g. the step counter needs time to calculate the step rate or to distinguish
when the user begins or ends their physical routine. In the following chapters, the

research contributions to overcome these challenges are detailed.






Chapter 4

Retaining External Peripheral

State in Transient Sensor Systems

This chapter proposes RESTOP (REtaining the STate Of Peripherals), a novel mid-
dleware to retain the state of digitally interfaced peripherals in transiently-powered
systems. RESTOP provides functions to read data from the external peripherals or
write to them, keeps track of and saves the transmitted configuration data, and hence
retains the peripheral state. Thus, after a power failure, the peripheral state can be
restored, without requiring for the user to implement the save and restore functions
for each attached peripheral and indicate the order in which they have to be restored.
This chapter also presents a thorough practical evaluation of RESTOP in order to val-
idate the operation of the middleware and the time and energy overhead it causes in

an intermittently-powered sensor system.

4.1 Inefficiencies in Existing Approaches

External digital peripherals are typically connected to the MCU via serial protocols,
unlike the on-chip peripherals that are controlled by special function registers. In Chap-
ter 2.2, the drawbacks and existing challenges of transiently-powered sensor systems
when working with external peripherals were described. Most of proposed approaches
are focused on the processing unit, ignoring possible coherence errors that may occur
between the system state and the configuration of peripherals, from one power cycle to

another.

A recent approach called Sytare, is able to retain the state of external peripherals but
only those that work with SPI protocol. Moreover, the user has to create the structure to
retain the state of each attached peripheral and the function to restore their configuration

after a power failure, joined with the excessive time overhead (up to 137%) caused by the

73
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need of checkpointing after each peripheral instruction is issued. Besides that, Sytare
cannot be included in any of the off-the-shelf transient computing approaches, because it
was designed specifically to work with their own solution. Therefore, this approach has
not efficiently solved the problem of transiently-powered sensor systems when working
with peripherals that communicate through SPI protocol, and has not proposed any

solution for I?C protocol.

An approach to retain the state of external peripherals, has to be as transparent as
possible to designers, because it is not desirable to increase the complexity in the way
the user accesses to these devices. It needs to act as a middleware between the main
application and external peripherals, keeping the order in which each instruction are
issued. Moreover, it has to be able to work with any of the existing system state retention
approaches, in order to take advantage of their capabilities of protecting systems from
volatility. Additionally, designers cannot have different procedures and functions to
access an SPI peripheral, than to access an I?C one, because that is impractical and

confusing.

Therefore, retaining the state of external peripherals implies not only to implement a
middleware but also a research process in order to define how to address each requirement
without losing generality and causing minimal overhead. In the following sections, each
element of the proposed middleware is presented, including the design process and a

detailed explanation of its functionality.

4.2 RESTOP: A Middleware for External Peripheral State

Retention

In order to address the inefficiencies and limitations of existing approaches when working
with digitally interfaced peripherals, a middleware, so called RESTOP, is proposed,
which is able to operate with different peripherals and serial communication protocols
(e.g., SPI or I?C), capable of retaining (saving and restoring) peripheral configurations
between power failures. The following terms are introduced here to aid understanding

of the operating principles of RESTOP:

e Peripheral operation: The action to be performed on the peripheral, i.e., write

or read.

e Peripheral instruction: The information required by the system to issue the
operation on the peripheral (e.g., peripheral address, register to be read, value to

be written on the register, etc.).

e Parameters: Elements that constitute each function that executes the peripheral

instructions.
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Figure 4.1 shows the parts that make up RESTOP and how this middleware interacts in
a sensor system when saving and executing a peripheral instruction (the Restore mod-
ule is later described in Figure 4.3). Each peripheral instruction is issued through the
generic functions provided by RESTOP and saved in a history table. In order to exe-
cute the instruction on the peripheral, RESTOP complements the information entered
through the generic functions with that defined in a configuration file (these modules are
detailed in Section 4.3). The history table can either be: (1) placed in main memory;
or (2) directly located in NVM.

Main RESTOP

............. B e e,
| MCU i :PQUPD‘?[&J_|9§U99E'°” _Save Instruction |
"' Initialization | ;| | Generic || !/ Instruction i:
! ! - i Function |! i History Table |} |
| [ Serial Interface || : """:I’ """" Lo [~ Y
|| Configuration [ Execute Configuration :
! J,—,! I Instruction File |
! W ____ ]
! Task ! S = : External

| | ensor ransceiver |periheral

— e e e— . m— e— w—

Figure 4.1: Diagram of RESTOP interacting with the application and external
peripherals.

In the first case, the developer can utilize any of the existing approaches for transient
computing [129, 3, 8, 117] that can save the system state (including main memory)
to NVM at the right time before a power failure. Thus, after a power outage, the
system state (including the instruction table) is restored and then RESTOP restores
the peripheral configuration by re-issuing the instructions from the table. In the second
case, RESTOP has to be included with interrupt-based approaches such as Hibernus [3]
and QuickRecall [7] in order to ensure that the system and peripheral states are restored
in the same point where they were interrupted, i.e., there is no more code executed after

the snapshot.

Therefore, it is possible to maintain coherence, avoiding the table being modified after
the last snapshot was saved. This is important because in a transient system with ex-
ternal peripherals, repeated peripheral instructions (or system code) may result in func-
tionality issues [34]. In Section 4.2.1, the different factors that RESTOP considers before
saving and executing a peripheral instruction are described. Later, in Section 4.2.2, the

process of restoring the peripheral configuration is detailed.



76 Chapter 4 Retaining External Peripheral State in Transient Sensor Systems

4.2.1 Saving and Executing Peripheral Instructions

Figure 4.2 details the process of saving and executing a peripheral instruction issued
over a serial protocol. The decision about whether RESTOP should save an instruction
in the table is made by the programmer at design time for each peripheral instruction,

considering four choices:

1. Not-save: The user might consider that a certain instruction should not be saved
because it is not a peripheral configuration instruction (e.g., reading a status

register).

2. Save: The issued instruction must be saved in the history table without checking
whether a similar instruction (i.e., with same peripheral address and register value)

was previously saved.

3. Save-but-replace: The issued instruction would replace any other similar in-
struction (i.e., same peripheral address and register value) that was previously

saved in the history table.

4. Preserve: An instruction has to be kept in the history table regardless of whether

a similar instruction is later issued.

As shown in Figure 4.2, RESTOP first checks whether the issued instruction is applying
a Reset on the peripheral. Reset is a write peripheral instruction that, when issued,
causes RESTOP to delete all instructions saved in the table for that peripheral. This
condition is important for efficient memory usage because it is unnecessary to keep

peripheral instructions prior to a Reset.

Next, RESTOP checks whether the issued instruction has to be saved. If not (Not-save),
RESTOP executes the instruction on the peripheral and the application continues to
the next task. If the peripheral instruction must be saved, RESTOP considers two
choices: Save and Save-but-replace. If the first option is asserted, the issued instruction
is saved in the table and then executed on the peripheral. In case that Save-but-replace

is selected, the middleware looks in the table for a similar instruction previously saved.

If a similar instruction is found in the table, RESTOP checks whether the instruction
is marked to be preserved (Preserve). If so, the instruction is saved in a new element
in the table and then executed. Preserving an instruction, instead of replacing it, is
particularly useful for certain peripherals that need an unlock instruction, which enables
the peripheral to be accessed or configured. Thus, each unlock instruction is saved in the
table no matter how many times it is repeated. If Preserve is not asserted, the previous
instruction is deleted and the issued one is saved instead, but keeping the chronological

order in which the instructions are sent. Keeping track of the instruction sequence is
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important because peripherals often need the registers to be accessed in a certain order
to operate properly (e.g., in a transceiver, it has to set the channel before transmitting

the data, not the other way around).
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Figure 4.2: Path followed to save and execute an instruction, based on the
selected criteria.

It is important to mention that each instruction must be saved before executing it in
order to cope with power failures occurring before peripheral access is completed, avoid-
ing consistency issues [141]. Issuing an instruction on a serial interface involves, among
other things, enabling the peripheral, sending the register to be read or written, waiting
for the transmission to be completed, and disabling the peripheral. This sequence has to
be completed without interruptions, i.e., if a supply failure occurs while an instruction
is issued, the sequence has to be restarted from scratch when power recovers (e.g., it is

not possible to send a partial packet).

Therefore, if the instruction was not saved into the history table before the power failure,
it would neither be properly executed because the sequence was interrupted, nor restored
because it was not saved. A possible concern is that, when the peripheral is a radio
transceiver, the user may send the instruction with the packet to be transmitted, but
there would be no certainty that it was sent (i.e., a power outage may occur before
packet transmission has completed). When restoring the transceiver state, the packet
would be resent, leading to a duplicate packet being received. However, this can occur
normally in a noisy wireless network, and communication protocols are typically already

present to ignore duplicate packets and request those missed.
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4.2.2 Restoring Peripheral State

The restore routine is shown in Figure 4.3. This is executed after the system state has
been restored by the transient computing approach used to protect the system from
volatility. Here, RESTOP fetches each instruction from the history table and issues it
over the digital interface in the correct order, i.e., in the same order in which the user
issued each peripheral instruction. This process is repeated until all saved instructions
are executed, and, therefore, the state of the peripheral is restored. It is important to
mention that some peripherals may need some delays from one instruction to another,
in order to be properly configured. This delays have to be kept when restoring the
peripheral configuration after a power failure. If this is the case, the delays can be easily
added after the required instruction of the proper peripheral in the restore routine of
RESTOP. Once the routine is completed, the main application continues its execution

from the point where it was interrupted by the power outage.

Main Application _ _ _ __ _ __ __________

: Transient Approach |

I MCU Restore Application :

: Initialization System State | ! Continues |
N | :

'RESTOP r

Instruction Fetch
History Table Instruction

|
|
|
|
| l
|
|
|

Execute
Instruction

Figure 4.3: RESTOP has to re-issue each saved instruction to restore the pe-
ripheral state, after a power outage.

4.3 Software Algorithm Design

The requirement for a generic interface implies that it can work across different protocols
and handle different types of instructions, and that it fits in not only with program-
ming structures but also with the use cases of transient technologies. In this section,
it is detailed the RESTOP functions that will execute the peripheral instructions (Sec-
tion 4.3.1). Then, the parameters that have to be saved to properly describe each
peripheral instruction without losing generality are described, as well as how the users
will introduce the required information for each instruction (Section 4.3.2). Lastly, it is
explained how the instruction history table will be efficiently built in terms of time and

memory usage (Section 4.3.3).
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4.3.1 Function Implementation

Defining the functions to execute each peripheral configuration instruction, and the
information to be saved from them, required the analysis of various peripherals with
digital interfaces, identifying patterns that help to implement the RESTOP functions
that are generic for different peripherals and serial protocols. This analysis concluded
that peripheral instructions perform two main operations: read and write. However, the
number of parameters required to perform these operations varies from one peripheral

to another.

For example, some peripherals [142] need a 1-byte parameter called command to indicate
the type of operation the issued instruction will perform (i.e., read or write) on a register
address (i.e., the sequence would be <command byte><register address><data byte>).
Others allow certain single byte instructions (no data is transferred), usually so-called
command strobes that cause internal sequences to start in the peripheral, e.g., some
peripherals have a single header byte that, when addressed, starts a self-calibration
routine to define the sampling frequency [142]. Most peripherals support multiple byte
transfers also known as data burst transmissions which send first the register address
and then a sequence of different values to write to this address (this can also be applied

for read operations).

Considering this analysis, it is possible to define the functions that will be used by the

middleware to save, execute and restore each instruction:

1. RESTOP_read(): Returns the read value from the desired register.
2. RESTOP _write(): Writes a value into a peripheral register.

3. RESTOP strobe(): Performs write operations that, unlike RESTOP _write(), exe-

cutes single byte instructions.

4. RESTOP restore(): Restores the peripheral state by executing all the instructions
saved in the history table after a power failure. It has to be incorporated into the

restore routine of the main application.

These functions have to be used by the developer to configure the peripherals and obtain

data from them. The parameters of each function are described in Section 4.3.2.

4.3.2 Parameters to be Saved and Configuration File

Following the definition of the generic functions, the parameters that will constitute each
peripheral instruction need to be defined. For this purpose, the parameters are classified

as dynamic, if they vary from one peripheral instruction to another, and static, if they
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are constant for each peripheral attached to the system. Table 4.1 shows the dynamic
parameters that will be saved in the history table. The size (number of bits) of each

parameter varies depending on the information that they contain.

The first parameter (Protocol) is a 1-bit flag to indicate the serial protocol type of each
peripheral (0—SPI; 1—I?C). Parameter Burst is also a 1-bit flag that has to be set to
1 when the function will execute a burst read/write instruction. Read is a flag used
by RESTOP to distinguish when the instruction is for a read (R=1) or write (R=0)

operation. Prv is a 3-bit flag that can have five different values as shown in Table 4.2.

The values listed in Table 4.2 are defined following the criteria described in Section 4.2.1.
Thus, the first three options indicate whether the instruction will not be saved in the
table (Not-save), will be saved in a new element (Save) or will replace a similar one if
it was previously saved in the table (Save-but-replace). The last two criteria, shown in
Table 4.2, indicate the instruction will be not only saved but also preserved in the table

regardless of whether a similar instruction is later issued (Preserve).

Table 4.1: Dynamic parameters needed to describe a peripheral instruction.

Parameter Size (Bits) Definition
Protocol 1 Serial Protocol of Peripheral
Burst 1 Burst instruction
Read 1 Read or write instruction
Prv 3 Preserve flag
ID 3 Peripheral identification
Register 8 Address to be accessed
Value 8 Value to be written in the register
Next 8 Pointer to the next instruction
Previous 8 Pointer to the previous instruction

The parameter ID is used to indicate the peripheral to which the saved instruction
corresponds. A system may have more than one peripheral attached to the MCU,
hence, it is necessary to identify which instruction corresponds to each peripheral. The
parameters Register and Value are each one byte, corresponding to the register width of
typical digital interface peripherals. Next and Prev are used to keep track of the order

in which the instructions are issued.

Thus, when a new instruction replaces another previously saved or is added in a new
element in the table, RESTOP can keep the chronological sequence in order to properly
restore the peripheral state after a power outage. The size of these parameters is one
byte each too, allowing the system to map up to 256 peripheral instructions. This is
considered sufficient for most peripherals (e.g., a typical transceiver [124] is configured
with less than 50 instructions), but their size could be expanded for particular scenarios,
where multiple peripherals are attached and the number of saved instructions exceeds
256.
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Table 4.2: Values that Prv flag can have.

Bit2 Bit1 Bit 0 Criteria
0 0 0 Not-save
0 0 1 Save
0 1 0 Save-but-replace
1 0 1 Save and Preserve
1 1 0 Save-but-replace and Preserve

In the case of the static parameters, four are defined:

e reg_reset: To declare the register address that represents a reset instruction in each

peripheral.

e cmd_write: This parameter is used to introduce the write command value for

peripherals that need it as explained in Section 4.3.1.

e cmd_read: This is similar to the previous one, but this is the command for reading

operations. If no command is needed in a peripheral, it has to be filled with zeros.

e i2c_add: This parameter is used to define the address of the peripherals that are
attached to the MCU through I?C protocol.

The static parameters are declared in a configuration file unlike the dynamic ones, which
are saved in the history table and entered by the user through the generic functions
(except R, Next and Previous, which are defined by RESTOP). To reset a peripheral,
the user not only has to use the RESTOP_write() function but also declare the register

address in reg_reset.

As mentioned in Section 4.2.1, Reset is a write instruction that when issued causes
RESTOP to delete the saved instructions that correspond to the reset peripheral. cmd_write
and cmd_read have to be filled with zeros for those peripherals that do not need a com-
mand parameter (described in Section 4.2.1). If an I?C peripheral is attached to the
system, its address has to be written in i2c_add, if not, this parameter has to be filled
with zeros as well. Figure 4.4 shows the configuration file with example values and the
description of the dynamic parameters that each generic function requires. The config-
uration file also includes the microcontroller ports where the peripherals are attached.
For example, if a user connects a peripheral to port P1.3, it will be marked with the

peripheral identification ID1.
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void RESTOP_write  (Prv,ID,Register,Value,Burst,Protocol)
RESTOP_read  (Prv,ID,Register,Burst,Protocol)

oid RESTOP_strobe (Prv,ID,Register,Protocol)

oid RESTOP_restore (void)

BESJ o, ___________
| Configuration File \
‘ : Peripheral Register or Register or : ‘
} i (FD) Port Parameter | 195 01 | addremfor 102 i }
[ 1 P1.3 reg_reset Ox1F 0x30 0|
I 2 P4.0 cmd_write 0X0A 0x00 : }
} i 3 P2.6 cmd_read 0x0B 0x00 i |
I 4 P16 i2¢c_add OXEE 0x55 ,' }
‘ e e e e e e e e e . — — — — — — — — — — — — — — — ———— —— —— —— —
|
|
|
\
\
\

Figure 4.4: Configuration file with example values and the functions description.

4.3.3 Instruction History Table

As already mentioned in Section 4.3.2, RESTOP requires an instruction history table to
which it can save the data exchanged between the MCU and the peripherals. The im-
portant factors to be considered when implementing software approaches for transiently-
powered systems, are the time, energy and memory overheads proposed solutions may
cause. In a resource-constrained EH system, it is not desirable for the MCU to spend
more time executing RESTOP instead of running the task for which the sensor system
was designed. Therefore, an efficient method has to be found that allows to implement

the table where the instructions will be saved, with a minimum overhead.

The required instruction history table is based on a linked list. This list can be imple-
mented by allocating memory dynamically (using the function malloc to allocate mem-
ory from “heap” [143]) or statically. Allocating memory dynamically to implement the
instruction table, may incur an unnecessary waste of time and memory [144, 145]. A one-
byte variable can point up to 256 saved configuration instructions. The transceivers are
the peripherals that need a greater number of configuration instructions (more than
30), while digital sensors can be configured with less than 10. Thus, one byte can ad-
dress more than five times the number of instructions required by a typical transceiver.
Therefore, implementing the instruction history table with a static array can simplify

the problem.

These two methods were implemented and executed in an MCU [91], to look for the most
efficient to build the instruction history table. Figure 4.5 shows the comparison in terms
of time taken to save different number of instructions in the list. It is possible to see that
the main difference between these two methods occurs when saving only one instruction,
with the static allocation method being faster. As the number of instructions to be saved
increases, the difference in time reduces, although, allocating memory dynamically is still

slower than statically.
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Figure 4.5: Time overhead comparison between the static and the dynamic
memory allocation.

Another experiment executed, to compare the performance of both methods, consisted
of measuring the time needed to save a new instruction and to search and replace a
repeated instructions when the table contains 5, 10 and 30 blocks. Table 4.3 shows
the obtained results. Here, it is possible to see that the difference when searching and
replacing a repeated instruction decreases as the number of blocks in the table increases.
However, the highest difference occurs when saving an instruction for the first time (i.e.
when the list is first created in the dynamic method), in which the dynamic list is up to

four times slower than the static list.

Table 4.3: Time spent by each method when saving for the first time, and when
searching and replacing a repeated peripheral instruction.

. Search in a List of:
First In- Five Ten Thirty
Method str(u:st)lon Blocks Blocks Blocks
(ps) (ms) (ks)
Dynamic List 31 44 63 126
Static List 8 23 46 115

Another concern with dynamic memory allocation is when the system has enough free
memory for a required heap but is not available in a contiguous block [144, 145]. Figure
4.6 shows an example of this memory fragmentation. There is a heap of 160 bytes and
first it is allocated an area of 60 bytes. Then, another 40 bytes are allocated, remaining
60 bytes free. If the first 60 bytes were released, 120 bytes would be available in two
chunks of 60 bytes each. However, if a new request for 80 bytes is issued, the function
call would result in an error. Therefore, static memory allocation is used to implement
the table for saving instructions in RESTOP.

The maximum size of the table (i.e., the number of available locations where the in-

structions are saved) is defined by the user in the configuration file. Figure 4.7 shows
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Figure 4.6: Memory fragmentation when using dynamic memory allocation.

an example of the history table with two saved instructions. From the values showed in
the figure, the static parameters and the generic functions for the two saved instructions

would be as follows:

e regreset [| = {0x1F}

e cmd_write [| = {0x0A}

e cmd read [| = {0x0B}

e i2c_add [] = {0x00}

e RESTOP_write(2,1,0x2C,0x02,0,0)

e RESTOP read(2,1,0x08,0,0)

In this example, the value of the Protocol flag (P = 0) indicates both instructions
correspond to the same SPI peripheral, which is connected to the P1.3 port (ID = 1).
Therefore, the parameter i2c_add is filled with zeros. The Burst flag (B) is zero which
means these are not burst instructions. According with the Read flag (R), the first
instruction is to write on the peripheral (R = 0) and the second is to read from it (R = 1).
The Prv flag value is 2 in both saved instructions, which means that they would replace
any similar instruction (same peripheral, command and register) previously saved, but
they can also be replaced if a similar instruction is later issued (Preserve bit = 0).
The attached peripheral needs a command to indicate when the instruction is to write
(0x0A) and when to read (0x0B). If an instruction was issued with a register value of
0x1F, RESTOP would apply a reset in the peripheral and delete the two instructions
from the table.
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Instruction O
P|B|R|Prv| ID | Command Register Value Next Previous
0/|0f{0|010/j001)20200000/00101100/00000010/00000001j00000000

Instruction 1
P|B|R| Prv| ID | Command Register Value Next Previous
0/0[1(010/001/10110000/00001000/00000000/00000010/00000000

‘1,

Free
P|B|R|Prv | ID | Command Register Value Next Previous

Figure 4.7: Instruction history table of two saved instructions.

4.4 Experimental Validation

RESTOP has been practically implemented and experimentally validated. To allow
computation to span across power cycles, RESTOP is combined with Hibernus [3]. This
solution was chosen because it is platform and application agnostic, and has excellent
performance in terms of energy and time overhead [43]. However, RESTOP can be

integrated with any other software approach for transient computing.

Figure 4.8 shows an example application before (Figure 4.8(a)) and after (Figure 4.8(b))
incorporating the proposed middleware. The example code includes Hibernus to retain
the system state between power outages. The inclusion of RESTOP in an application
is simple. The developer only has to import the configuration file (Config.h) and the
library that contains RESTOP functionality (RESTOP_func.h), and use the RESTOP
functions (described in Section 4.3.1) to configure the peripherals and read data from
them. In order to restore the peripheral state after a power outage, the RESTOP restore
function has to be included in the restore routine of the transient approach as shown in
Figure 4.8b.

#include “hibernus.h"

#include "Config.h" //Configuration file
#include "RESTOP_func.h" //RESTOP functionality
#include “hibernus.h” int main(void)
{
int main(void) // Hibernus
if(flag) Restore(); //Restore System State
// Hibernus else Initialise(); //Initialise Hibernus
if(flag) Restore(); //Restore System State
else Initialise(); //Initialise Hibernus // Main Application goes here
Protocol_init(); //Initialise Serial Protocol
// Main Application goes here
Protocol_init(); //Initialise Serial Protocol // Functions to write in the peripheral or read from it
RESTOP_write(Prv,1D,Register,Value,Burst,Protocol); //Write a value
// Functions to write in the peripheral or read from it read = RESTOP_read(Prv, ID,Register,Burst,Protocol); //Read a value
write(Register,value); //Write a value 3
read = Read(Register); //Read a value

void Restore(void)

void Restore(void) //Mibernus Code to Restore System State
//Hibernus Code to Restore System State 3 RESTOP_restore(); //Restore Peripheral Configuration
(a) Application without RESTOP. (b) Application including RESTOP.

Figure 4.8: Example code of how to use RESTOP in an application, including
Hibernus, showing: (a) code without RESTOP; and (b) including RESTOP.
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The voltage threshold at which Hibernus restores the system state (Vz) has to be ad-
justed because now the system incorporates external peripherals whose state is restored
as well. Therefore, it is described how Vg is modified for Hibernus, which is used in the
validation (a similar modification would need to be made for other approaches). In this
sense, it is necessary to first calculate the amount of energy required to restore the state

of attached peripherals (E, ps), which is given by:

n

m;
Er,ps = Z Ppi Z T iinst; (41)
j=1

=1

where 7 is the number of attached peripherals, P, is the power consumed by the system
while undertaking serial communications with each peripheral, m; is the number of saved
instructions for each attached peripheral and 7, Jinst; 1S the time taken by the system
to issue each instruction to the peripheral. These parameters (power and time) may be

obtained from datasheets, or measured experimentally.

The time varies from one instruction to another depending on the data rate of each
peripheral and the number of bytes that are transmitted for each instruction. In Sec-
tion 4.3.1, it is detailed how the number of parameters that are transmitted for each
instruction (i.e., one parameter is equal to one byte) varies by peripheral. It is important
to mention that Equation (4.1) only accounts for the power consumption of the MCU.
The effect of issuing the instructions may cause additional energy to be consumed by the
external peripherals, e.g., a restoration of state causing a wireless transceiver to make
an energy-intensive radio transmission. This is not currently modeled, but is a potential

area of future investigation.

Once FE, ps is calculated, and considering the energy required to restore the system state

(Er sys 3]), Vr can be calculated as follows:

(4.2)

where V5, is the minimum voltage required by the system to operate and C' is the total
capacitance on the supply lines, which can be used as an energy buffer. The process of
calculating F, ,s and adjusting Vz is performed at the beginning of the snapshotting
routine, in order to guarantee that the restore threshold is properly set before a power
failure occurs. Although Equation (4.1) is performed once per supply interruption,
a running total of T, inst; is updated each time a peripheral instruction is saved. This
reduces the complexity of the calculation that needs to be performed at the start of the
snapshotting procedure. Thus, Vr can be dynamically adjusted considering the number

of saved instructions (provided by RESTOP) for each attached peripheral.
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An important concern is the size of C. Transient computing schemes commonly use only
the system decoupling capacitance, Cgecouple (Figure 4.9), but this could be insufficient
in systems interfacing with external peripherals. It may be necessary to introduce ad-
ditional capacitance to deliver reliable operation. To do this, and for design purposes
only, the worst case of energy used for restoring the peripheral state (E;_q2) has to be

calculated. In this sense, Equation (4.1) is simplified as follows:

Er,max = Pp,mar s Ninst * Tp,max (43)

where P, 4z corresponds to the maximum power consumed by the system when an in-
struction is issued, n;,s is the maximum number of instructions than can be saved
in the instruction history table and T), 4, is the longest time taken to issue a single
instruction. Once E, 4. is obtained, and with knowledge of the Vj;, and Ve, (the

system’s maximum operating voltage), the required C' can be calculated as:

2<Er,sys + Er,max)
c = V2 _ V2

max min

(4.4)

If C > Cyecouple; RESTOP will require additional capacitance to supplement the decou-

pling capacitance. However, no other hardware changes are required.

TSL2560 | ADXL362| CC1101

o T sl s
> cc | cC
| |
| C 'R
T | .
Signal | wdeowe] | Microcontroller | ! Vee
Generator ' —T 2
| | R
I |
| I |

= MSP430FR Evaluation Board

Figure 4.9: Schematic of the test platform, including the external peripherals.

Figure 4.9 shows the experimental circuit which consists of a test board and three pe-
ripherals. The chosen board was the MSP-EXP430FR5739 [91], which contains an MCU
with FRAM, an on-chip comparator and supports SPI and I2C communication protocols.
The comparator is used by Hibernus to monitor the input voltage, and it was configured
with an on-chip variable reference voltage generator and an external voltage divider (R
=1 M) giving Vo /2 as input. Three different external peripherals were considered:
an ADXL362 digital accelerometer [142], a TSL2560 digital luminosity sensor [123] and
a CC1101 radio transceiver [124]. Figure 4.10 shows the complete set-up implemented
to validate the proper functionality of RESTOP.
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Figure 4.10: Experimental set-up to validate RESTOP, including the MCU,
external peripherals, signal generator and the PicoScope used to monitor the
program status.

The accelerometer and the transceiver are attached to the MCU through SPI, while
the luminosity sensor is accessed via I?C. Each peripheral was tested separately (i.e.,
only one peripheral is used for each of the tests), giving three different scenarios in
total. Cgecoupte Tepresents the total decoupling capacitance of the board, which is 20
uF. To verify whether additional capacitance was needed, the worst case energy use was
evaluated for each of the attached peripherals and the minimum capacitance needed for

each scenario; the results are listed in Table 4.4.

From the values presented in Table 4.4, Cgecoupie is sufficient for all cases, and hence
no additional capacitance is needed. The whole system was powered by two different

signals:

1. A half-wave rectified sinusoidal signal with +3.4 V amplitude operating at a fre-
quency of 6 Hz, to emulate an intermittent source, in order to validate whether

RESTOP is able to retain the peripheral’s state between power failures.

2. A square wave signal with 3.4 V amplitude and variable duty cycle, sweeping the
active time from 10 ms to 100 ms, to measure the time and energy overhead caused

by RESTOP with respect to the total application execution time.

The aim of these variable signals is to emulate intermittent sources. Behaviour with
a real EH source was not evaluated, as this has already been demonstrated for Hibernus-
based systems in [3, 43, §].
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Table 4.4: Worst case of energy consumed by each external peripheral, and the
minimum capacitance needed.

Peripheral E, ez (0J) C (uF)

Accelerometer 1.40 1.58
Luminosity 2.87 2.76
Transceiver 9.37 3.36

4.4.1 Accelerometer

To validate the proper operation of RESTOP with the accelerometer, an application
was implemented, which changes the output data rate (ODR) to reduce the current
consumption of the sensor. As shown in Figure 4.11, after configuring the SPI protocol,
the accelerometer is reset and the ODR is set to 50 Hz (ODR = 0x02). Then, the
accelerometer is configured in measurement mode and the application enters in a loop

where the three axes are read to detect movement at each iteration.

During the time the program is running inside the loop, a voltage drop occurs and
the snapshotting routing of Hibernus is called. There, E, ,, is calculated using Equa-
tion (4.1) and the obtained value is 0.6 pJ. Substituting it in Equation (4.2) and consid-
ering E, o5 = 5.7 puJ [3], the new restore threshold is set to 2.15 V. After Vg is adjusted,
the system state is saved in NVM.

Later, when the power is restored, an ODR reading is taken before and after restoring
the accelerometer state. This step was purely for testing purposes in order to check
RESTOP operation: the ODR reads would not be needed in a real application. Thus,
the ODR value read before restoring has to be the default (ODR = 0x03), whilst the
value after restoring has to be the same as before the power failure (ODR = 0x02). As
shown in Figure 4.12, the value read before restoring the peripheral state is the default
(ODR = 0x03), but once it is restored, the ODR value is the same as before the interrupt.
This demonstrates that RESTOP is able to properly restore the accelerometer state.

4.4.2 Luminosity Sensor

RESTOP was tested with a luminosity sensor to validate the proposed middleware with
an 12C peripheral. Figure 4.13 shows the test algorithm, which consists of initializing the
MCU, configuring the I2C protocol, and then changing the integration time (T},;) from
the default value (400 ms) to 13.7 ms. T;,; defines the time after which the ADC channels
begin a conversion. Once the integration time was changed, an end-of-conversion signal

is configured in order to generate an interrupt when an ADC conversion is completed.
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Figure 4.12: Operation of the accelerometer testing routine. After the power
failure, ODR is read before and after RESTOP restores the accelerometer state.

Thus, the light intensity value is available in the data registers after 13.7 ms. Figure 4.14
shows the experimental results. After configuring the sensor, the light intensity is con-
tinuously read until the input voltage drops and the snapshotting routine is executed.
In the same way as with the accelerometer, F, ,s and Vg are calculated. However, for
the luminosity sensor, the minimum operating voltage is 2.6 V, which is then defined as
Vinin in Equation (4.2) (unlike the accelerometer’s, which is 2 V); therefore, the obtained

values for F, ,s and Vg are 1.72 pJ and 2.74 V, respectively.
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Figure 4.13: Testing routine to validate RESTOP with the luminosity sensor.

To validate the proper operation of RESTOP, the integration time register is read be-
fore and after restoring the peripheral state. As shown in Figure 4.14, the value read
before restoring the peripheral configuration is 7j,; = 0x02 corresponding to an inte-
gration time of 400 ms. Then, when the peripheral state is restored, the value read is
Tiny = 0x00, which corresponds to 13.7 ms. This can also be proved because the end-

of-conversion interrupt signal of the sensor is enabled every 13.7 ms, which means the

sensor’s configuration was successfully restored by RESTOP.
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Figure 4.14: Operation of the luminosity sensor in an intermittently-powered
system. After the power failure, the timing registers are configured as before

the interruption.
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4.4.3 Transceiver

The operation of RESTOP was also validated with a CC1101 radio transceiver. Exclu-
sively for debugging purposes, a routine was implemented (Figure 4.15) that initializes
the MCU, configures the SPI protocol, resets and configures the peripheral and then,
inside an infinite loop, the program changes the transmission channel (from 0 to 20)
and sends a packet at each cycle. The idea is that the channel number can be checked
before the power failure, and before and after restoring the peripheral state. This is
to verify whether the transceiver configuration is restored after a power outage and in

consequence the channel number is retained.
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Figure 4.15: Testing routine to validate RESTOP with the transceiver.

Figure 4.16 shows the experimental results of RESTOP with the transceiver. When
the input voltage drops, the channel number read is 4. Then, inside the snapshotting
routine, the energy required to restore the transceiver state is calculated. The obtained
value is 8.43 pJ, which is used to calculate Vg = 2.33 V. When the supply voltage
rises above Vg, and before the peripheral state is restored, the channel number read
is 0, which is the default value. Then, RESTOP restores the peripheral state and the

channel number read is 4, which is the same channel as before the power failure.

4.4.4 Time Overhead

The time overhead caused by RESTOP, when executing and saving different amount of
peripheral instructions, was measured. Figure 4.17 shows the comparative in terms
of time when executing different amount of instruction with and without including
RESTOP. In direct access, the instructions are immediately sent through the serial
port to be executed in the external peripheral. The time overhead caused by RESTOP
is directly related with the number of peripheral instructions to be saved, causing a

maximum overhead of about 15%.
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Figure 4.16: Operation of the transceiver testing routine. After the power
failure, the transmission channel is read before and after RESTOP restores the
transceiver state.

RESTOP was also evaluated in an intermittently-powered system with multiple exter-
nal peripherals attached. Three applications were implemented, which run under two
different scenarios powered by a square wave signal with 3.4 V amplitude and variable
duty cycle (from 10 ms to 100 ms). In the first scenario, the peripherals are accessed
without using RESTOP (restarting the peripheral’s state from scratch after each power

failure), while, in the second scenario, the proposed middleware is included.
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Figure 4.17: Time comparison when executing peripheral instruction with and
without using RESTOP.

Each application consists of reading data sampled by the luminosity sensor and by

the accelerometer (ACC) in order to process it with a Fast Fourier Transform (FFT).
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Then, the sampled and processed data is transmitted through the radio transceiver.
The difference in the applications is the number of samples (32, 64 and 128) that are

obtained from the accelerometer and processed by the FFT.

The experimental results when accessing the peripherals with and without RESTOP
are shown in Table 4.5. The proposed middleware saves and executes all the write
instructions to configure the three peripherals and the read instructions to get the data
from the sensors. The time taken by the FFT is the same in both scenarios because
RESTOP is transparent for this task. In the case of the luminosity sensor and the
transceiver, they spend the same time in all the applications because they operate only

once per case, unlike the accelerometer which takes different amounts of samples.

Table 4.5: RESTOP’s time overhead in a system with three external peripherals.

Active Time (ms) RESTOP

time | N | N"Executed | N° N Without RESTOP With RESTOP Overhead
(ms) Samples | Instructions | snapshot | restore | FFT Luminosity | ACC | Transceiver | Total | Luminosity | ACC | Transceiver | Total (%)
10 32 80 2 2 19.71 = 0.72 1.05 26.96 = 0.78 121 27.18 0.82
10 64 112 6 6 47.27 B 1.43 1.05 66.19 B 1.49 121 66.41 0.33
10 128 176 14 14 100 - 2.97 1.05 142.38 - 3.03 1.21 142.6 0.15
40 32 85 0 0 19.71 141 0.72 1.05 35.58 14.16 0.78 121 35.86 0.79
40 64 117 1 1 47.27 141 1.43 1.05 66.59 14.16 1.49 121 66.87 0.42
40 128 181 3 3 100 14.1 297 1.05 126.34 14.16 3.03 121 126.62 0.22
70 32 85 0 0 19.71 141 0.72 1.05 35.58 14.16 0.78 121 35.86 0.79
70 64 117 0 0 47.27 141 1.43 1.05 63.85 14.16 1.49 121 64.13 0.44
70 128 181 1 1 100 14.1 297 1.05 120.86 14.16 3.03 121 121.14 0.23
100 32 85 0 0 19.71 141 0.72 1.05 35.58 14.16 0.78 121 35.86 0.79
100 64 117 0 0 47.27 141 1.43 1.05 63.85 14.16 1.49 121 64.13 0.44
100 128 181 1 1 100 14.1 2.97 1.05 120.86 14.16 3.03 1.21 121.14 0.23

Table 4.5 also presents the total time spent to complete the FFT, including the time to
snapshot and restore both the system state and the peripheral configuration. The last
column (at the right side) indicates the time overhead caused by RESTOP on the whole

application at different duty cycles of the power signal.

As mentioned before, RESTOP causes a time overhead of about 15% when configur-
ing a peripheral. However, this represents a maximum overhead of 0.82% during the
complete execution of the proposed sensing application and it is substantially lower
than the existing approach Sytare [119], which causes a time overhead of up to 137%
(30 ps per peripheral instruction) when configuring a radio transceiver. Moreover, the
time overhead caused by RESTOP will decrease further as the ratio of the peripheral

instructions:normal operation, decreases.

4.4.5 Energy Overhead

The energy consumed by the system, when sending the instructions through the serial
terminal (i.e. without considering the energy consumed by the peripherals) to configure
two different transceivers, was also calculated. The reason to choose transceivers, is

because they need more instructions to be configured than a digital sensor.
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The first transceiver (CC1101) requires 45 instructions to be configured. Sending these
instructions by direct access (i.e. without including RESTOP) takes about 950us and
3.8uJ. Accessing the transceiver through RESTOP, takes about 1.1ms and consumes
about 4.5uJ, i.e. 18% of overhead (0.7uJ). However, this peripheral consumes about
9.37u1J only to transmit, but the energy consumed by the MCU and the peripheral when
sending and executing the instructions is up to 64.82uJ. Therefore, the energy overhead
caused by RESTOP only represents 7% of the energy consumed by the peripheral when

transmitting and 1% for the complete transmission process.

The second transceiver (nRF24L01) requires 10 instructions to be configured. Sending
the instructions without RESTOP takes 290us and 1.1uJ, while RESTOP spends about
310us and 1.3uJ, which represents 14% of energy overhead (0.2uJ). The transceiver
consumes about 1.9uJ when transmitting, and the whole transmission process needs
about 38.24puJ. Therefore, the energy overhead caused by the proposed middleware only

represents 0.5% of the total energy needed for a complete transmission.

In summary, the energy overhead caused by RESTOP is minimal even in the worst case.
This difference mainly affects when searching and replacing an instruction in the history
table. This means that the greater the number of saved instructions, the greater the
cost caused by the proposed approach. However, RESTOP does not cause any energy

overhead when restoring the peripheral configurations after a power failure.

4.5 Discussion

This chapter proposed RESTOP, a new approach to retain the state of peripherals that
communicate with an MCU through a digital interface, in transient computing systems.
The presented middleware provides generic functions to read data from the external
peripherals or write to them, and keeps track of and saves the transmitted configuration
data into the instruction history table from where the peripheral state is restored after
a power failure. With these characteristics, RESTOP can be integrated into any of
the existing system state retention approaches and, unlike existing designs, it is able
to operate generically with multiple devices that communicate with the MCU through

different protocols such as SPI or I°C.

RESTOP has been validated with a digital accelerometer (SPI), a luminosity sensor
(I?C) and a radio transceiver (SPI) in a transiently-powered system. Results demon-
strate that RESTOP is capable of restoring the peripheral state after power outages
causing a time overhead to the application of up to 0.82% during complete execution
of the sensing application, which is considerably lower than that caused by existing ap-
proaches. This can be considered as a corner case, because the experimental validation
included three peripherals that are configured and accessed multiple times (including the

read instructions), with several power failures. In a real scenario, designers may save
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only the write peripheral instructions, reducing the time overhead caused by RESTOP

when storing the instructions into the instruction history table.

However, retaining the external peripheral state is not the only challenge that transient
systems have to address. Although the proposed approach was validated in a system that
performed atomic tasks (i.e. sense and transmit data) as well as long-term computation
(FFT), designing a real application capable of performing atomic and long-term compu-
tation requires a proper methodology in order to lead with energy shortage. Moreover,
typical applications need to have a sense of time to properly perform their functions,
e.g. to determine whether the sample data is still valid or has expired. In the following

chapter, the contributions made to address these drawbacks, are presented.



Chapter 5

From Task-based to Long-term

Computation

Typical sensor systems have to perform atomic tasks (e.g. sensing and transmitting)
and long-term computation (e.g. filtering and encrypting) as part of their functionality.
However, attempting to complete these tasks before a power failure occurs, may imply
to add a capacitor, whose size may cause a delay to be charged, when powered from
low-power EH sources. For example, the ferroelectret insole used in Chapter 3.2, needs
three steps to charge a 4.7uF capacitor to an operating voltage level. However, the
insole may need up to ten steps to charge a capacitor of 10uF, which would increase
the uncertainty. Moreover, applications usually need to have a sense of time to properly
perform their tasks, but in a system that suffers of frequent power losses and lacks of

energy storage, keeping track of time is not so trivial.

In this chapter, a novel design framework is detailed, which includes the strengths of
task-based and system state retention schemes in an energy-aware manner, in order to
address application requirements, minimizing the energy storage size. The framework
also proposes a strategy for keeping track of time, which intelligently combines exist-
ing approaches in order to solve time issues with diverse granularity. The viability of
the proposed approach was validated through a case study, a transient computing step
counter, able to calculate step rate and METSs, as well as encrypt and wirelessly transmit
the collected data.

5.1 EH-based Design Framework for Transient Computing

Systems

The proposed design framework restructures the application, based on how the tasks

can be executed (Figure 5.1) as a function of the harvested energy only, and therefore,

97
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reduce or totally remove the obtrusive and expensive energy storage, unlike existing
proposals [146, 147, 148], which attempt to match the input power with the voltage-
current requirements and are focused in the computing unit. The framework is made
of six main stages, which are: energy source profiling, a strategy to keep track of time,
task classification, energy requirements, task control flow and the optimum operating

voltage.

Task-based rc)ng-term

| Sleep/Power off l—

Figure 5.1: Comparative control flow of (a) a typical IoT system (adapted from
[10]) and (b) a restructured transient system under the proposed framework.

5.1.1 Energy Source Profiling

The first stage is to profile the EH source, keeping in mind the application requirements.
Transient systems are oriented for schemes powered by highly variable energy harvesting
sources. Therefore, profiling is important not only to obtain the amount of energy
supplied, but also to define whether the energy source can also provide information
about the parameter to be sensed. If so, the system can be designed as an event-based
application, where the harvester coincides with the parameter that is being sensed.
This means the energy availability is an indicative that the event to be measured, has

occurred.

In the case that the harvester does not coincide with the sensing parameter, the system
has to be designed to operate opportunistically-triggered when the amount of energy
is enough to complete their tasks. The energy profiling is useful as well to determine
whether it is possible to obtain information related with time, which is needed by systems
for different purposes (e.g. to define whether a sampled value has expired). In some
applications, the elapsed time can be estimated, based on the shape of the power signal
[128]. If not, the strategy for keeping track of time has to be followed, which is described

in the next subsection.
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Figure 5.2: Time granularity needed for typical sensor system applications [11,
12, 13, 14].

5.1.2 Keeping Track of Time

Fig. 5.2 shows the time granularity needed for typical sensor applications. The precision
required when measuring time depends on the task a sensor system is performing. For
example, a typical fitness tracker needs accurate time in the order of milliseconds (ms)
for activity recognition, seconds and minutes for step rate, hours for activity time or
caloric expenditure and days to check whether the user meets their weekly goals. Other
applications such as air pollution sensor systems, need to know at what time each sample

is taken for future statistical analysis or ecological policies.

In typical EH sensor systems, the time is easily measured (e.g. through an RTC) because
they are permanently active. However, in a transiently-powered application, the active
periods are usually smaller than the time the system remains off (due to power short-
ages). Nevertheless, although the active periods of transient systems may be as short
as few ms, they are fundamental for tracking longer intervals. During these periods,
it is possible to accurately measure the shortest periods needed by system to properly

perform their functions.

However, the main challenge in transient systems is to track time during off intervals,
when the availability of energy is low or zero. Some transient EH systems operate
periodically, where the off periods are in the order of seconds. In this case, the elapsed
time from one power cycle to the other, can be estimated with some of the hourglass-like
methods described in Section 2.4.2. Adding together these methods to calculate time
during active (ms) and off (seconds) intervals, it is possible to continuously track the
time (which can go from several minutes to few hours), until the zero-power interval is

longer than what can be measured with the hourglass-like method.
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Figure 5.3: Propagation and receive time between transmitter and receiver.

In the applications where the off intervals are in the order of several minutes or hours, it
is necessary to take advantage of time synchronization through wireless communication.
In these cases, each received packet has to be timestamped. Then, comparing the stamps
of the last and more recent packets, it is possible to calculate how long has passed since

the last time the sensor system was active.

However, the calculated time may need to be compensated considering the time spent
between the data was sent and it was received (propagation time) and decoded (receive
time) [134]. As shown in Figure 5.3, propagation time may be the main factor of error
because both the sensor system and the receiver cannot measure that time, unless it is

a fixed value that does not vary among transmissions.

5.1.3 Task Classification

A significant drawback of task-based approaches is the longer the tasks the larger the
capacitor. Although there are tasks that have to be atomically executed, i.e. without
interruptions, others can be progressively completed through various power cycles, and
thus, avoid increasing the energy storage. Therefore, typical tasks performed by sensor

systems can be classified depending on whether they are atomic or interruptible.

Sensing and transmitting tasks have to be completed without interruptions because in
the first case, it is not desirable to get a partial sample in a power cycle and complete
it in the next. In the case of wireless transmission, the communication can only be
established with complete packets that contain not only data but also the synchroniza-
tion information. However, longer tasks such as filtering and encrypting, which do not
have atomic constraints, can be split into various power cycles by saving the system
state before a power failure and restoring it in the point where it was interrupted, when
energy is available again. It is therefore not necessary to add capacitance to complete
them.
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5.1.4 Estimation of the Required Energy Storage Size

As part of the design process, the largest atomic task (in terms of energy consumption,
which may involve peripherals) has to be defined, as well as the minimum capacitance
required by the system to properly execute that task without power interruptions. The

minimum capacitance can be calculated with the following equation:

2Etask K
Chini = ——————25— 5.1
e Vrgzaoc Vrrzzm ( )

where Cini and Ep.gr; are the minimum capacitance and the energy consumption
required to complete the task i, respectively. Vpur and Vi, are the maximum and

minimum operating voltages of the whole system.

5.1.5 Task Control Flow
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Figure 5.4: Proposed design flow to combine task-based and system state re-
tention schemes.

Fig. 5.4 shows the proposed algorithm to combine task-based with system state retention
schemes, in order to execute atomic tasks and long-term computation, in an energy-
aware manner'. When the system starts working for the first time or after a power
failure, basic operations are executed. Then, the latest operating mode is verified. If
it is working for the first time (Mode 0), the system checks for the parameter that will

define the sensing accuracy or quality of service (QoS) in the processing task. When

1This flowchart was enhanced using the feedback received from Dr. D. Balsamo and Dr. O. Cetinkaya,
during the elaboration of the paper.
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tasks of Mode 0 are completed, the system saves the outcomes into a NVM and moves

to Mode 1.

In Mode 1, the system executes the processing task, whose accuracy or quality of service

(QoS) is based on the collected information in Mode 0, under two main criteria:

1. Based on the collected data. Systems may need to process (e.g. encrypt)
the sensed information before transmitting it. This criterion is usually applied for

designs with a fixed operating threshold (Vrg).

2. Based on the energy available. These approaches usually have a dynamic Vg
(high power EH source) and perform more complex tasks (e.g. sensor fusion and

filtering) depending on the amount of energy that the EH source is providing.

The processing task is interruptible and can be completed through various power cycles.
For this purpose, a system state retention approach has to be included in order to protect
system from volatility. Once Mode 1 is completed, the system moves to Mode 2, where
atomic tasks (e.g. transmitting) are executed, and Mode 0 is again set. Therefore,
following this design flow, the size of the capacitor is determined by the largest atomic
task (not by the interruptible computation), which in many cases can be completed with

the energy stored in the decoupling capacitance of typical MCUs.

5.1.6 Optimum Operating Voltage
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Figure 5.5: Operation of the new hybrid system that performs atomic tasks and
long-term computation.

Once the algorithm, which controls when to execute each task of the sensor application, is
defined, the final stage is to calculate the optimum voltage value (Vrg), that guarantees

there is enough energy to complete each atomic task. Vrpy can be calculated with the

following equation:
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¢

Vrui = Vimin + 1/ Liqskei (7)d(T) (5.2)

min,i JO

where i, is the current consumption of the task ¢. Depending on the application
design, the sensor system may execute the same atomic task (keeping a fixed Vpp) or
different (dynamically adjusting V), at each power cycle. Thus, as shown in Figure
5.5, when the input voltage reaches Vrp, the transiently-powered sensor system starts
working and executes an atomic task (the same or a different one) at each power cy-
cle and performs portions of long-term computation with the remaining energy, before
input voltage drops to the snapshot threshold (Vg). In the next section, the proposed
framework is proved through the design, implementation and experimental validation of

a case study.

5.2 Case Study: A Transient Computing Step Counter

In these sections, the proposed framework is validated, through the implementation and
experimental validation of a case study: a transient computing step counter. The tran-
sient system to be designed attempts not only to count steps, but also to calculate step
rate, metabolic equivalent (MET) and run/walk time as well as encrypt and wirelessly

transmit the collected data, without active sensors in a storage-less design (Figure 5.6).
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Figure 5.6: Challenges to be addressed in the proposed case study.

5.2.1 Ferroelectret EH Insole: Profiling

Following the proposed framework, the first stage is to profile the energy source, which

is a 50-layer ferroelectret insole [149]. Unlike the insole described in Section 3.2.1, this
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one includes thin nickel films symmetrically placed in relation to the stack center. This
is to better propagate the mechanical stress suffered by the inner layers of the insole and

thus increase the energy output.

Figure 5.7 shows the model of a two-layer ferroelectret insole with (Figure 5.7b) and
without (Figure 5.7a) a nickel film. In both structures, a silver layer was printed at
each side of the PP films in order to build the electrodes, and bonding films were added
between PP layers to prevent them from self-discharging. Figure 5.7b shows how a
nickel film is placed between two bonding layers to isolate it from the PP films. The
experiments demonstrated the insole with nickel films provides up to 17% more energy

than the insole without these metal layers.

a) b)
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Figure 5.7: Multilayer ferroelectret insole structure, showing: (a) an insole
without nickel films; and (b) with a nickel film.

The 50-layer ferroelectret energy harvester is mounted in a shoe insole as shown in Figure
5.8. Because this material converts the mechanical energy caused by the heel striking
against the floor into electricity, it is possible to design an event detection sensor, where
the presence of energy is an indicative that a step was taken. This source generates two
main high-power bursts, one positive when compressed and one negative when released,
whose magnitudes depend on the applied mechanical stress, as well as on the impedance
of the connected load. The greater the applied force, the greater the amplitudes but the
shorter the length of the power signal. Figure 5.9 shows the rectified power output of
the 50-layer insole after three steps, when a 50M(2 load is connected. The power peaks

reach up to 1.4mW but they last for few microseconds.

Typical microcontrollers require a small capacitance, whose size usually ranges from
4.7uF to 20uF [91], to shunt the possible noise caused by the energy source. Therefore,
the performance of a 50-layer ferroelectret insole [149] is evaluated with three different
capacitors (4.7uF, 10uF and 20uF), to emulate the decoupling capacitance of a typical
MCU [91] (the plan is not to include any extra capacitance).
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Figure 5.8: 50-layer polypropylene ferroelectret energy harvester mounted in a
shoe insole.
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Figure 5.9: Rectified output power signal of the 50-layer insole after three steps.
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Figure 5.10: Output voltage signal for each capacitor, showing: (a) voltage in
running mode; and (b) voltage in walking mode.
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The evaluation circuit includes a full-wave rectifier, which is built with a diode bridge,
and a capacitor as a unique load. The voltage (V) was continuously measured across
the capacitor. This experiment was performed by a 70-kg person, with the insole worn
inside the shoe and in two operating modes: walking (about 70 steps per minute) and
running (approximately 120 steps per minute). The test was performed five times per

capacitor in each mode and the averaged values are shown in Figure 5.10.

Table 5.1: Energy charged in each capacitor per footstep

Step Walking mode (¢J) | Running mode (uJ)
20uF | 10uF | 4.7uF | 20pF | 10puF | 4.7uF

1 1.21 2.06 6.66 2.31 4.79 16.01

2 2.93 3.61 17.85 3.97 11.44 | 40.64

3 3.70 7.55 27.85 5.88 18.53 | 60.20

4 4.26 8.35 28.64 7.52 21.35 | 70.41

) 5.31 11.05 | 31.95 | 13.87 | 28.97 | 81.82
Total | 17.41 | 32.62 | 112.95 | 33.55 | 86.70 | 269.08

The energy generated per step was also calculated (using Formula 3.3) and presented in
Table 5.1, which shows the amount of energy charged in each capacitor in both oper-
ating modes. The maximum amount of energy is obtained with the 4.7uF capacitance.
However, the voltage is over the maximum operating value of a typical MCU (Figure
5.10). These factors will be taken into account for the design process in the following

sections.

5.2.2 Keeping Track of Time in the Step Counter

For the characteristics of the system to be designed, it is not possible to obtain informa-
tion related with time, because the output voltage is affected by different factors such
as walking speed, user’s height and weight, etc. Therefore, CusTARD [9] is included to
keep a sense of time in the proposed design during the zero-power intervals from one
step to the other. Figure 5.11 shows the timekeeper circuit and how it interacts with
the MCU.

2500
GPIO
Rdis Ct'
1MQ ——"1lme
MCU ADC T
GND

Figure 5.11: Timekeeper circuit.

The size of the capacitor and the value of the discharge resistor were determined con-

sidering the longest zero-power interval to be measured when walking at the slowest
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speed, based on the optimal walking study performed by Noboru Sekiya et al. [150].
The capacitor (Cyime) is charged by a GPIO pin of the MCU, through a resistor and a
schottky diode to avoid inverse current. Thus, Cyme is discharged through Ry and the
ADC measures the voltage value before and after a power failure occurs. Implementing
this scheme implies a thorough tailored calibration and a characterization to generate a

look-up table in order to map the capacitor voltage decay rate to corresponding elapsed

time.
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Figure 5.12: Inverse current of the diode measured when MCU was active and

off.

The calibration of the timekeeper circuit includes to measure the inverse current through
the diode and the leakage current of the capacitor. For the first case, an ammeter was
placed between the charge resistor and the diode. Then, the current was logged since
the point that Cg;y,e is charged until the MCU is off and the obtained results are plotted
in Figure 5.12. Here, it is possible to observe that the inverse current is higher when
the MCU is active than when the system is off. This is because when the MCU is not
active, the GPIO pins are set as inputs. Therefore, the charge of the capacitor is drawn
through the ADC pin, reducing the inverse current passing through the diode. The RMS
of the inverse current was also calculated, giving 0.41uA when the system was powered

and 0.2puA when it was off.

Power

25V Analyser

Figure 5.13: Implemented circuit to measure the leakage current of the time-
keeper capacitor.
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In order to measure the leakage current (1) of the timekeeper capacitor, the circuit of
Figure 5.13 was implemented. Cy;pe was charged up to 2.5V, while the ammeter was
registering the current. Then, the logged data was plotted in Figure 5.14. The RMS
leakage current of this signal is 0.07pA. The leakage current of the capacitor and the
inverse current of the diode will be considered when calculating the elapsed time in order

to estimate accurate values.
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Figure 5.14: Leakage current of the timekeeper capacitor.

In order to calculate the elapsed time, based on the discharge rate of Cyjyne, the following

equation has to be solved:

t = [In(Vo) — In(Ve) RCime (5.3)

where Vp is the voltage across Cye measured before a power failure occurs, Ve is the
voltage after the power outage and R is the discharge resistor. However, calculating
the natural logarithm takes about 200us in a low power MCU [91], and estimating the
elapsed time would take up to 500us. This is an important drawback in a system powered
by a EH source, which may provide energy only for few ms. An alternative method is

to use the Tylor series for natural logarithm, described below:

o0

1 /o 1\20H
in(w) = *Z2n+1<x—|—1> (54)

n=0

Taylor series attempts to approximate the result of a function, through the sum of an
infinite number of iterations (n). However, the series includes an exponential operation
to solve the natural logarithm, which also consumes important resources (time and
memory usage) in order to be solved. Therefore, the series was evaluated with different

number of iterations to evaluate its accuracy, and the results are listed in Table 5.2.

Table 5.2 shows that with a single iteration (n=0), the accuracy is over 93% when
calculating the natural logarithm and almost 90% to estimate the elapsed time, with

the advantage that no exponential operation would be needed. This accuracy level may
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Table 5.2: Accuracy of Taylor Series when calculating Ln and elapsed time with
different number of coefficients.

. Accuracy for Ln Accuracy for Time
I
terations (%) (%)
n=0 93.53 89.46
n=1 99.26 91.55
n=2 99.89 91.58

be good enough for the time requirements of the step counter. For example, an error of
10% when measuring activity time, represents an error of 9% when calculating step rate,
which is inside the error rate of typical fitness trackers [151]. However, this implies an
error of much less than 1% when estimating the metabolic equivalent (MET). Moreover,
the accuracy could be improved (i.e. increasing the number of iterations) when the step

rate is increased and therefore, the available energy.

Therefore, for calculating the elapsed time from one power cycle to another, the voltage
in Cyime is measured before (V) and after (Vi) a power failure. Then, the Taylor series
is solved for obtaining the natural logarithm and the obtained values are substituted in
Formula 5.3. Finally, the effects of the inverse current of the diode, the leakage current
of Ctime and the current drawn through the ADC when the MCU is off (in the order of

6uA), are compensated.

Following the proposed strategy for keeping track of time from Section 5.1.2, the time
measured during active periods is added to the estimated time during off intervals. Thus,
it is possible to track for how long the user has been walking or running, calculate the
step rate or distinguish when the user starts and stops their physical activity. Then,
when the computed data is transmitted, in the receiver unit it is possible to analyse the

daily /weekly activity goals by comparing the timestamped data.

5.2.3 Step Counter Tasks Classification

The basic function of the system is counting steps, which is an atomic task that has
to be executed at each power cycle, as well as measuring the elapsed time between
power cycles, based on the strategy defined in Section 5.2.2. Calculating the step rate,
meanwhile, implies not only the number of steps but also the time spent to take them.
Because the step rate is usually presented as steps per minute (spm), it is necessary to
keep track of time for longer intervals than just the active periods, which is usually of
few milliseconds per power cycle. Therefore, this atomic task is not executed at each

power cycle.

Another atomic task is obtaining the METs. D. Harrington et al. [152] proposed the

following equation to calculate METSs based on the step rate and the activity duration:
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MET -h™ = 14%d+26% — xd (5.5)

120
where sr is the step rate and d is the activity duration (in hours). The activity duration
implies to track time for longer periods than just few seconds. To do this, the time

measured during active and off periods is added together, along the run/walk routine.

The collected and calculated data (number of steps, step rate, activity duration and
METSs) are meant to be encrypted before transmitting. A cryptographic algorithm
suitable for embedded systems is the advanced encryption standard (AES)[153], which
supersedes the older data encryption standard (DES). The encryption takes about 12ms
to be completed, but it does not have time constraints. Therefore, it can be classified

as an interruptible task to be completed through various power cycles.

In order to progressively complete the encryption, Hibernus [3] is incorporated with a
selective policy for efficient state retention proposed in [84]. This solution was chosen
because it is application agnostic, and has a good performance in terms of energy and
time overhead [43]. Finally, the last function is wirelessly transmit the encrypted data,

which is an atomic task that does not have to be executed at each power cycle.

5.2.4 System Energy Requirements

The system is attempted to be implemented in an MSP-EXP430FR5739 test board [91],
that includes an MCU with a low power Ferroelectric RAM (FRAM) and a decoupling
capacitance (Cg) of 10uF (when removing the unused on-board sensors). An nRF24L01
[154] transceiver is also included for wireless communication, which presents one of the
best performance in terms of the relation between the power consumption and its high
data rate output of up to 2Mbps [155]. Based on this, the current consumption of each
task is measured with a power analyser (Agilent N6705B). The measurements include
the static current of devices in order to consider the worst case scenario. To measure the
time, a PicoScope 3000 Series is used to monitor the start and end of each task. Then,
the energy consumed by each task is calculated and the obtained results are presented
in Table 5.3 (including the intrinsic MCU start-up).

Based on the values presented in Table 5.3, the atomic task that consumes more energy
is the wireless transmission with about 38.24uJ. Substituting this value in equation 5.1
and considering the MCU operates between 3.6V (V,42) and 2V (V,ip), the minimum
capacitance needed is of 8.53uF. Therefore, no additional capacitance will be needed,
fulfilling the storage-less requirement. On the contrary, if the longest task (encrypt) was
attempted to be completed without interruptions, the minimum capacitance needed

would be over 66% larger (just to complete that task).
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Table 5.3: Parameter values of each system task

Current Time Energy

task (mA)  (ms)  (ud)
Encrypt 1.5 12.153 56.11
CusTARD 2.6 0.215 1.72
Count steps 0.9 0.092 0.26
MCU Start-up 1.5 2.232 10.32
TX transmission 8.1 0.01 0.25
Snapshot /Restore 0.9 1.107 3.07
TX configuration 3.66 2.436 27.41
Calculate elapsed time 1.15 0.277 0.98

Calculate step rate & MET 1.05 0.235 0.76

5.2.5 Task Control Algorithm

Before calculating the optimum operating voltage, the algorithm to enable each task at
each power cycle has to be defined. Figure 5.15 shows the control flow of the step counter
algorithm, which operates in three modes. There are two tasks (so-called primitives) that
are executed in the three modes: counting steps and calculating the elapsed time. These
primitive tasks are directly saved into NVM, in order to retain their values between
power outages. In mode 0, when the activity time is longer than a certain value (it
depends on how frequent the user wants to transmit), the system calculates the step
rate and the METs consumed. Then, it moves to Mode 1, which implies to enable
Hibernus and start the long-term computation (based on the collected data), which is

encrypting.

The size of the encryption key is determined by the step rate, which is directly related
with the available energy (the faster the step rate, the higher the energy provided by
the insole). Thus, in addition to the primitive tasks, the program moves forward in
the encryption process at each cycle. Once the encryption is completed, Hibernus is
disabled and the system moves to Mode 2 and checks whether there is enough energy to
transmit. If so, data is immediately transmitted. On the contrary, it waits for the next

power cycle to transmit the packet, and moves back to Mode 0.

5.2.6 Optimum Operating Threshold and System Architecture

Considering the tasks that have to be executed at each power cycle and substituting their
parameters from Table 5.3 in the equation 5.2, the optimum operating voltage obtained
is 3.4V. However, in Mode 2, the tiny capacitor used by CusTARD to measure elapsed
time is not charged, because it would need a higher voltage than V,,.,. Therefore, it
is preferable to loss a bit of accuracy when calculating time in Mode 2, than increasing

the decoupling capacitance.
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Figure 5.15: Flow chart of the step counter algorithm.

Figure 5.16 shows the final design including the ferroelectret insole, the rectifier, the
timekeeper circuitry and the 10uF decoupling capacitance (C'). An additional cold-start
circuit is included, to reduce the quiescent current of the MCU when its supply voltage
is lower than V,;,. This circuit turns on the supply to the MCU when the input voltage

reaches Vg and switches it off when voltage drops below V.
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Figure 5.16: Transiently-powered Step Counter circuit diagram.

5.2.7 Functional Validation and Comparative Evaluation

The transiently-powered step counter has been implemented and experimentally vali-
dated. Figure 5.17 shows the experimental set up to validate the step counter function-
ality, including the lap top where the received data is presented for analysis. The proper
functionality of the whole system is first verified, i.e. whether the step counter is able

to execute all the tasks. Then, its accuracy to measure time at different step rates was
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evaluated. Finally, the performance of the system when counting steps, was compared
against a fitness band and a smartphone application. The collected and encrypted data
was wirelessly transmitted and presented by the receiver through a serial terminal, in

order to analyse the obtained results.
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Figure 5.17: Experimental step counter set-up including the lap top to show
the transmitted data.

Figure 5.18 shows the complete process since the step counter works for the first time,
until it transmits the encrypted data wirelessly. To verify the proper operation of the
proposed design, a PicoScope was used to monitor the voltage signals of the decoupling
capacitance, MCU and timekeeper capacitor. Additionally, five GPIO pins of the evalua-
tion board were configured in order to indicate when the system is measuring the voltage
in the timekeeper capacitor before and after a power failure, as well as calculating the
elapsed time (Time). The signals to indicate when the application is saving (HB) and
restoring (Rst) the system state, encrypting (AES) and wirelessly transmitting (TX),

are also monitored.

In this example, the system needs about 8 steps to reach the operating voltage (Vrp)
the first time, and up to 5 steps in the following cycles. The voltage in the timekeeper
capacitor is measured just before the supply drops below the minimum operating (V,in)
and immediately after Vpp is reached, in order to calculate the elapsed time. The
process of encrypting takes three power cycles. Therefore, Hibernus is enabled to retain
the system state, and thus, progressively complete this task through various power cycles.
When the data is encrypted, Hibernus is disabled and the system checks whether there
is enough energy to transmit. If so, the data is transmitted; if not, it is sent during the

next power cycle.
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Figure 5.18: Operation of the transiently-powered EH step counter, from the

first step until the encrypted data is wirelessly transmitted.

Table 5.4: System accuracy when measuring time.

Step Rate Time between steps (ms) Activity Time (min)
(spm) Expected | Measured | Error (%) | Measured | Error (%)
64 1875 1916 2.15 10.188 1.88
84 1428 1454 1.84 10.110 1.10
108 1111 1127 1.44 10.109 1.09
127 945 956 1.18 10.080 0.80
148 811 817 0.74 10.064 0.64

Once the proper operation of the design is proved, the next experiment is to evaluate its
accuracy when measuring time with diverse granularity (time between steps at different
speeds, activity time, etc.). Five different step rates were considered, following the range
presented by Noboru Sekiya et al. [150]. Table 5.4 shows the averaged results obtained
when measuring different time intervals. The experiment was performed five times per

step rate, with the insole worn in the shoe.

In the case of the activity time, only 10 minutes were considered for practical reasons,
because it is not feasible to walk/run for 1 hour or more for each scenario, with the
prototype attached. As shown in Table 5.4, the biggest error occurs at the lowest step
rate. This is because the lower the step rate, the longer the time the system is off.
Accordingly, the timekeeper capacitor suffers a greater discharge and is more affected
by temperature, leakage current and parasitic capacitances, reducing the accuracy when

estimating the elapsed time.

For step rate evaluation, the same range of step rates, used for time accuracy, was
considered. Figure 5.19 shows the dispersion of the obtained results when calculating
the step rate. Although the biggest dispersion occurs at a step rate of 84 steps per
minute (spm), the maximum errors occurs at the lowest step rate. This is because

the lower the step rate, the greater the variability in the energy generated due to the
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Figure 5.19: Transient step counter accuracy when calculating the step rate.

difference in which the heel strikes the ground from one step to the other. The source
of error in the proposed design is the measured time, unlike battery-powered devices in
which, the main source of error is when counting steps. However, the accuracy shown by
the transient step counter is inside the range demonstrated by existing fitness trackers
[156].

The error of the step counter when calculating the step rate, has to be considered when
estimating METs. Therefore, the effect of step rate error, from the previous experiment
shown in Figure 5.19, was also validated and the results listed in Table 5.5. Here, the
real and the calculated step rate are listed for each attempt (five attempts per step rate)
as well as the METs consumed during 1 minute of activity and the percentage of error
between the calculated and the expected values. Table 5.5 shows that the maximum
error when calculating METs was of 4.76%, which is within the error rate presented
during the validation of the proposed formula to estimate METs based on the step rate
[152].

The accuracy of the step counter (when counting steps) was also compared with a Xi-
aomi Mi Fitness Band [157] and a Fitness Tracker smartphone application [13]. These
systems are based on a 3-axis accelerometer in order to detect the human motion. Then,
the acceleration data is analysed by a tuned algorithm which looks for motion patterns
in order to determine whether the movement was caused by a step or not. The three
devices were simultaneously used during the experimentation. In Appendix C, the ex-
perimental set-up is graphically described for a better understanding. The ferroelectret
energy harvester was worn inside the shoe, and the data was wirelessly transmitted and
presented in a laptop, from where it is possible to access the information via internet.
The experiment consisted in three modes: walk, run and walk-run. In each mode, 50
steps were taken for 5 attempts (in walk-run mode, 25 steps were taken walking and

then 25 steps running, without stopping), giving a total of 750 steps.
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Table 5.5: Effect of the step rate error when calculating METSs.

Step Rate (spm) MET
Real | Calculated | Expected | Estimated | Error(%)
69 0.0449 4.66
68 0.0445 3.75
64 67 0.0429 0.0441 2.85
63 0.0426 0.78
66 0.0438 1.94
85 0.0511 0.60
78 0.0484 4.76
84 85 0.0508 0.0511 0.60
79 0.0488 3.99
86 0.0515 1.36
109 0.0605 1.86
103 0.0581 2.07
108 105 0.0594 0.0589 0.76
111 0.0613 3.17
110 0.0609 2.51
130 0.0686 1.66
129 0.0683 1.09
127 128 0.0675 0.0679 0.51
124 0.0663 1.79
132 0.0694 2.81
153 0.0776 2.66
149 0.0760 0.60
148 150 0.0756 0.0764 1.11
151 0.0768 1.63
150 0.0764 1.11

Figure 5.20 shows the comparison results of the proposed step counter and the other two
devices at each experimental mode. The dotted line in green indicates the real number
of taken steps. The transient step counter has a maximum average error of 13.2% in
walk-run mode, while in run mode the average error is of 4.8%. In the case of the
Mi Fitness Band, it presented a maximum average error of 13.6% in run mode and a
minimum of 4.4% in walk mode. The smartphone shows the best performance, having
a maximum error of 7.6% when running and 5.2% in walk-run mode. The maximum
error in a single attempt for the proposed design, was of 11 steps in the first attempt
of walk-run mode, while for the Mi Fitness Band, it was of 13 steps (first attempt of
walk-run mode). For the smartphone application, the maximum error was of 7 steps in

the third attempt of run mode.

The error rates when counting steps in these experiments are different to the obtained
values from the task-based step counter presented in Chapter 3.2, for three main reasons.
First, the transient step counter needs more steps in order to reach an operating voltage,

because it performs more complex tasks. This causes a greater uncertainty to determine
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the exact number of taken steps before the system starts working. Second, a different
ferroelectret insole was included in this design, which was worn inside the shoe and
the step counter circuitry was carried in the hand, during the experimental routine,
unlike the task-based step counter, which was not completely portable. Finally a newer
smartphone was used to run the step counter application, and a Mi Fitness Band was
worn in the wrist. However, the obtained results demonstrated that the transiently-
powered step counter presented a similar accuracy when counting steps, than the battery-

powered devices, without adding any extra energy storage.
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Figure 5.20: Performance comparison of the three devices in (a) walk mode,
(b) run mode and (c) walk-run mode.

5.3 Discussion

Transient systems attempt to reduce or totally remove the need of capacitance. Re-
searchers have proposed task-based and system state retention approaches. In the first
case, the application is divided into small and indivisible tasks (so called atomic), which
have to be completed without power interruptions. The obtained results of each task,

are saved into NVM in order to retain data between power outages.

In the case of system state retention approaches, the system state is retained between
power failures, which allows to progressively complete relatively long-term computation
through various power cycles, without adding extra capacitance. However, task-based

approaches include capacitors whose sizes depend on the amount of energy needed to
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complete the most energy-consuming task (typically the computation), without power
interruptions. On the other hand, system state retention approaches may fail to exe-
cute atomic tasks such as wireless transmissions. In addition to these drawbacks, both

schemes share an important challenge, which is keeping track of time.

In order to cope these limitations, a design framework was proposed, which incorporates
the dynamics of the EH into the application design, in order to enable task-based and
system state retention approaches to coexist, as well as providing a strategy to keep a
sense of time from the point the system senses, until the data is timestamped by the

wireless receiver.

The viability of the proposed scheme was validated through a case study: a step counter.
This system was able to operate powered from a ferroelectret insole, reducing up to 60%
the energy storage compared with the capacitor needed if the step counter worked under
the task-based scheme, treating each task as atomic, which allows to use the decoupling
capacitance as a tiny storage. From the experimental evaluation, the step counter proved
to be able to perform its tasks (counting taken steps, measuring activity time, calculating
step rate and METSs, encrypting and wirelessly transmitting the collected data) with a

similar accuracy than battery-powered devices.
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Conclusions and Future Work

6.1 Conclusions

Transient computing systems attempt to operate directly from the intermittent supply,
which helps to simplify the circuitry and reduce both the cost and size of sensor systems.
In recent years, different researchers have proposed task-based applications that incorpo-
rate small capacitors, whose size depends on the amount of energy needed to complete
their tasks without power interruptions, and save the outcomes into a NVM. However,
the size of the capacitor is defined by the biggest task (e.g. processing). Therefore,
more elements such as boosters with MPPT may be needed, in order to reduce the de-
lay caused by charging the capacitors until an operating voltage. This causes an increase

in the size and cost of sensor system applications.

Other scheme, namely system state retention, enables relatively long-running compu-
tation in a storage-less energy harvesting sensor system, by retaining the system state
into a NVM during power outages. Different system state retention approaches have
been proposed. Their performance is affected by the variations of the energy harvesting
sources. From the quantitative evaluation presented in Chapter 2, Hibernus++ showed
the best performance, slightly surpassing Hibernus, but with the characteristic that Hi-
bernus++ has a more complex algorithm with a larger number of hardware components

than the second approach.

However, these approaches do not consider the interaction of the processing unit with
external peripherals and may fail to execute tasks that need to be completed without
power failures. Moreover, none of these approaches has proposed a strategy for keeping
track of time over a diverse granularity. Besides that, not all sensor system applications
are suitable to operate transiently. This thesis has addressed these challenges that
are fundamental to enable transient computing applications. First, in Chapter 3, a

methodology to assess whether an application is suitable to operate transiently, was

119
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presented. Then, a case study (a basic wearable step counter able only to count steps),
was proposed as a motivation to probe the concept of transient computing in a real
application. This case study demonstrated that the challenges previously described had
to be addressed in order to enable a system to perform more complex tasks (e.g. process
or wirelessly transmit data), without adding extra energy storage. It is important to
emphasize that this case study is not attempting to propose a better step counter to
compete with existing fitness trackers. If that was the case, a special characterization
would be needed to define the energy profiles generated by the source, when different
people of different heights and weights, wear the ferroelectret insole. This is because the
current version works based on the amount of steps the specific user needs to take in
order to charge the capacitor until the defined threshold. However, the error rate would

be affected if a different user needs more or less steps to enable the system.

For transient systems to be effective, methods to retain the external peripherals state,
are needed. Therefore, Chapter 4 proposed RESTOP (Retaining the State of Peripher-
als), a generic middleware capable of retaining the state of multiple external peripherals
that are connected to an MCU through serial protocols such as SPI or I2C. The rea-
son for proposing a software approach instead of designing a non-volatile peripheral,
was to retrofit to existing system state retention approaches, in order to enable systems
to operate with off-the-shelf peripherals. On the contrary, designing a special-purpose
hardware would exclude the commercially available digital peripherals to be used in tran-
sient systems. The generic middleware was validated in a system with multiple external
peripherals and including Hibernus to protect system state from volatility among power
outages. The obtained results demonstrated the proposed approach properly retains the
peripherals state, causing a time overhead of up to 0.82% to the complete sensing appli-
cation. However, a drawback of this work is that although the energy cost of restoring
the state of peripherals was modeled, any additional energy used by the peripherals
(e.g., a restored instruction that then triggers a radio transmission) was not taken into
account. Hence, in the future, the energy requirements of the complete system have
to be considered, i.e., not just the MCU. A potential solution to this is to implement
a calibration routine for measuring the energy consumed when executing each peripheral
instruction. Additionally, some extra functionalities (e.g., a delay function) have to be

included in RESTOP in order to facilitate its usage and make it more generic.

In order to enable transient system applications to operate under sever conditions of
energy availability, a novel design framework was presented in Chapter 5. The proposed
scheme combines the strengths of schemes that divide the applications into small and
non-interruptible tasks (task-based), with those that allow to split task computation
among multiple power cycles (system state retention), as well as a strategy for time
keeping. This enables to reduce the energy storage size but still meeting the application
requirements. To enable timekeeping, the framework intelligently combines different so-

lutions in order to track time during different intervals (e.g. seconds, minutes, hours).



Chapter 6 Conclusions and Future Work 121

The design scheme was validated through a case study: a transient computing step
counter. The proposed application reduced the needed capacitance up to 60% and was
able not only to count steps but also calculate the step rate, the activity duration and
the MET's consumed, as well as encrypt and wirelessly transmit the collected data. The
experimental results demonstrated the system performs their functions with a similar
accuracy compared with commercial fitness bands and smartphone solutions. The pro-
posed case study may be subject to improvements. Although the aim of this work is to
prove the viability of the proposed design framework, not to sell a better step counter,
the system can include a more efficient power unit, which maximizes the energy obtained

from the insole, and reduces the power dissipation in the diode-bridge rectifier.

In summary, this thesis has contributed with novel, relevant and power-efficient solutions
to enable sensor systems, powered by highly variable and scarce EH sources, to operate
transiently, without adding any extra energy storage. This has led the transient systems
to perform the same tasks with a similar accuracy than typical EH systems with big
energy storage units. The conclusions drawn in this research work are supported by a
thorough experimental validation of the contributions made, which includes the design
and implementation of a transient computing step counter capable of sensing, processing

and wirelessly transmitting data.

6.2 Future Work

The research developed in this thesis has successfully answered the questions of Section
1.2. However, there are still additional investigations that could be performed due to

this is an exhaustive application area.

e Operating systems have components and abstractions for peripheral interface.
Therefore, in order to increase the accessibility of transient computing systems
and promote standardization, a package of future work is to integrate RESTOP
with a generic operating system such as TinyOS [158] or the ARM mbed OS [159].

e RESTOP scheme is not completely transparent because designers need to use the
functions provided by the middleware to access the peripherals. Besides that,
the approach has a time cost caused by saving each peripheral instruction before
executing it. Therefore, further work may be guided to research and develop a
non-intrusive approach to retain the state of external peripherals in transiently-
powered EH sensor systems. A possible solution is to propose a hardware approach
capable of “sniffing” in the serial transmission bus in order to directly capture the

data that is being exchanged.
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e The wireless communication between two systems is only successful if both the

transmitter and the receiver are active for the duration of the transmission. How-
ever, in transient systems, it is not possible to accurately know when two nodes are
operating in order to establish the communication. Although this research work
has proved the viability of transient systems by implementing a real application
(a transient computing EH step counter), the operation and synchronization of a
group of transient sensor systems represents an important challenge that has not

yet been solved.

Potential applications for transient sensor systems are for operating in hard-to-
reach places. Upgrading the software of a sensor network deployed in a remote
location, may be impractical and with a high cost. A package of future work is to
propose dynamically reconfigurable software architectures for transiently-powered
energy harvesting sensor systems, in order to easily upgrade and reuse the software
of applications. To reconfigure software is important for adapting applications
to changes in the environments, which are directly linked with the operation of

transient systems.
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Abstract: Energy harvesting sensor systems typically incorporate energy buffers (e.g., rechargeable
batteries and supercapacitors) to accommodate fluctuations in supply. However, the presence of
these elements limits the miniaturization of devices. In recent years, researchers have proposed
a new paradigm, transient computing, where systems operate directly from the energy harvesting
source and allow computation to span across power cycles, without adding energy buffers. Various
transient computing approaches have addressed the challenge of power intermittency by retaining the
processor’s state using non-volatile memory. However, no generic approach has yet been proposed
to retain the state of peripherals external to the processing element. This paper proposes RESTOP,
flexible middleware which retains the state of multiple external peripherals that are connected to
a computing element (i.e., a microcontroller) through protocols such as SPI or I2C. RESTOP acts as
an interface between the main application and the peripheral, which keeps a record, at run-time, of the
transmitted data in order to restore peripheral configuration after a power interruption. RESTOP
is practically implemented and validated using three digitally interfaced peripherals, successfully
restoring their configuration after power interruptions, imposing a maximum time overhead of 15%
when configuring a peripheral. However, this represents an overhead of only 0.82% during complete
execution of our typical sensing application, which is substantially lower than existing approaches.

Keywords: energy harvesting; external peripheral; sensor system; transient computing

1. Introduction

Energy harvesting (EH) potentially enables the long-term deployment of low-power sensor
systems without the need to replace batteries. However, EH sources are usually intermittent
and unpredictable because they depend on external conditions (i.e., availability of energy to be
harvested) [1]. To overcome this limitation, systems typically integrate energy storage devices
(e.g., supercapacitors or rechargeable batteries) to smooth out supply variations. This approach
is known as energy-neutral operation, where energy storage is used to balance the stored energy
with the long-term energy consumed and, thus, sustain operation during power shortages [2]. This is
shown in Figure 1a, where energy storage is used to sustain computation when there is insufficient
energy being harvested. However, energy storage increases the system’s cost, size and mass. Transient
computing (Figure 1b) aims to power systems directly from the EH source, operating when energy is
available and retaining system state during supply interruptions.

Various software solutions for transient computing have coped with power intermittency
by saving the system state (contents of main memory, core and general purpose registers) into
a Non-Volatile Memory (NVM) [3-7]. Thus, after a supply interruption, the system state is restored
and the program continues from the point where it was interrupted, instead of restarting from the
beginning. Recent hardware approaches overcome the need to save and restore the system’s state by

Sensors 2018, 18, 172; d0i:10.3390/s18010172 www.mdpi.com/journal/sensors
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using non-volatile processors [8]. These approaches are only effective in retaining the state of on-chip
peripherals that are controlled by the special function registers of the microcontroller unit (MCU),
e.g., internal ADCs. However, the vast majority of sensing systems also include external sensors,
actuators, radio transceivers, etc. A recent approach [9] attempted to save and restore the state of
external peripherals; however, it only operates with peripherals that interact with the MCU through
SPI. Moreover, this approach requires the user to make several adjustments depending on the type
and number of peripherals connected (it is not generic) and causes a high time overhead.

Energy _____________ Computing Unit
a) > Storage || Voltage '
‘ T : Regulator \ : }
|
Energy R N 1 : | | External
Harvesting T i Cotcoupte —— [Microcontroller i oo ey
N !
| I N I
Computing Unit
b 'sweraean
) 1| Voltage |
I || Regulator \ ! \
Energy ! | . External
Harvesting : Cecouple —— Microcontroller 4'-» Peripheral
|
| | |
|

Figure 1. Schematic of: (a) an energy-neutral; and (b) a transient, EH sensor system.

In this paper, we present RESTOP (REtaining the STate Of Peripherals), a novel middleware to
retain the state of digitally interfaced peripherals in transiently-powered systems. RESTOP provides
generic functions to read data from the external peripherals or write to them, keeps track of and
saves the transmitted configuration data, and hence retains the peripheral state. Thus, after a power
failure, the peripheral state can be restored, without requiring for the user to implement the save and
restore functions for each attached peripheral and indicate the order in which they have to be restored.
The key contributions of this work are:

* Anovel and generic approach for transient computing systems, which retains the state of multiple
digitally interfaced peripherals between power outages (Section 3).

e Implementation of the approach into a middleware (available open-source to download from
http:/ /www.transient.ecs.soton.ac.uk) that works with both SPI and I>C protocols (Section 4).

* A thorough practical evaluation of RESTOP in order to validate the operation of the middleware
and the time overhead it causes in an intermittently-powered sensor system (Section 5).

RESTOP can be integrated into any of the existing approaches to transient computing [3,4,6,7,10].
Experiments demonstrate that RESTOP is able to retain and restore peripheral state with a peripheral
configuration time overhead of up to 15%. However, this represents an overhead of only 0.82% during
complete execution of our typical sensing application.

2. Problem Statement and Motivation

A transiently-powered sensor system could not operate properly unless the peripheral state was
restored after a power outage. Figure 2 shows an example of an incorrect operation that may occur in
a conventional transient system (e.g., HarvOS [10]). The application first configures the serial protocol
(Configure_protocol) to communicate with the external peripheral (in this example, a digital sensor).
Then, the MCU sends a reset instruction to the peripheral (Sensor_reset) and configures the sensor
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to start sampling data (Configure_sensor). However, before the peripheral starts sampling, a power
failure occurs. Then, when the energy is again available the system state is restored. Nevertheless,
the peripheral’s state is not restored, i.e., the sensor is not properly configured (the configuration was
not saved into NVM). Therefore, the sensor would revert to its default configuration after the power
outage, and the program would be unaware of this.

Application Transient Computing Sytem
Configure_protocol }

Sensor_reset

|
|
|
1Configure_protocol :
‘ Configure_sensor

Sensor_reset
iConfigure_sensor | _ _Program Interrupted
| Program Restored
isample1=Read_sensor
i Sensor not Configured!
samplel=Read_sensor

sample2=Read_sensor

sample2=Read_sensor

Figure 2. Operation of existing transient computing approaches when working with external
peripherals after a power failure.

There are various software approaches to transient computing that save a copy of system state into
NVM (snapshot), before a power failure [3,4,6,7,10] and restore it when the energy is again available
instead of starting from the beginning. However, these solutions are focused on retaining the state of
the main memory, core registers (i.e., program counter, stack pointer, link register and general purpose
registers) and peripheral registers (which are used to control internal peripherals such as ADC, DAC,
GPIO, etc). These approaches are not concerned with retaining the configuration of external peripherals
because they are not included in the design. This has led researchers to engage in developing solutions
that allow the state of external peripherals to be retained between power outages.

Berthou et al. [9] proposed Sytare, a software approach which retains not only the system state
but also the configuration of external peripherals attached to the MCU through SPI. This approach
includes so-called kernel code, which operates between the main application and the library to access
the external peripheral features (peripheral driver), and it is in charge of saving and restoring the
peripheral state. However, the user not only has to write the function to configure the peripherals
but also implement a structure called device context for each attached peripheral. This structure is
used by Sytare to encapsulate the functions and save the data exchanged between the MCU and the
external peripheral. Moreover, the user has to write a function to restore the peripheral configuration
(one per connected peripheral). If more than one peripheral is attached, the developer has to indicate
in which order they have to be restored, because this solution would not work in a system where the
peripherals are accessed in a different order from one cycle to another. However, it excludes essential
details: it does not describe how the developer has to change each peripheral driver in order to update
the structure (device context) needed to avoid peripheral volatility and how to implement the restore
function for each attached peripheral. Besides that, Sytare incurs a time overhead of over 30 ps per
peripheral instruction because it needs to save the peripheral state each time an instruction is issued.
This imposes an overhead of up to 137% when configuring a radio transceiver.

Recently, designers have oriented their research towards implementing non-volatile solutions for
external peripherals. Li et al. [11] proposed a ferroelectric non-volatile flip-flop based input-output (IO)
architecture that aims to reduce the initialization overhead caused by power outages. They replaced
typical IO D-type flip flops with non-volatile flip-flops by adding two ferroelectric capacitors. Thus,
when a power outage occurs, the peripheral configuration is retained in local ferroelectric capacitors,
allowing a fast backup operation. However, this approach is focused exclusively on sensors, requires
special-purpose hardware and does not offer a solution for off-the-shelf peripherals. Hardware
approaches such as Non-Volatile Processors (NVPs) [8] attempt to save in-place snapshots by adopting
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non-volatile SRAM and registers. However, these hardware approaches do not offer solutions as
they only retain the system state (main memory and processor registers), but not the configuration of
digitally interfaced peripherals. Other solutions such as WISP [12], WISPCam [13] or federated energy
storage [14] do not snapshot the configuration of the external peripherals because they operate only
when the energy stored in small capacitors is enough to complete the required task. The peripherals
are configured from scratch and perform the same function each time they are enabled.

In summary, there is an unmet need for a generic solution capable of retaining the state of multiple
peripherals connected to the MCU through external interfaces such as I?C and SPI. This would enable
the state of complete sensor systems, e.g., incorporating an MCU, a digital luminosity sensor [15] and
a transceiver [16].

3. RESTOP: A Middleware for Peripheral State Retention

External digital peripherals are typically connected to the MCU via serial protocols, unlike the
on-chip peripherals that are controlled by special function registers. Figure 3 shows a block diagram
of an MCU interacting with three peripherals: an analog sensor connected via an on-chip ADC,
a transceiver connected through SPI and a digital sensor attached via I?C. In Section 2, the limitations
of existing transient computing systems when working with digitally interfaced peripherals were
described. To address them, we propose RESTOP, a middleware which is generic for different
peripherals and serial communication protocols (e.g., SPI or I?C), capable of retaining (saving and
restoring) peripheral configurations between power failures. The following terms are introduced here
to aid understanding of the operating principles of RESTOP:

e Peripheral operation: The action to be performed on the peripheral, i.e., write or read.

¢ Peripheral instruction: The information required by the system to issue the operation on the
peripheral (e.g., peripheral address, register to be read, value to be written on the register, etc.).

e  Parameters: Elements that constitute each function that executes the peripheral instructions.

Radio
Transceiver

Digital
Sensor

Controller Controller

(]

General Purpose
1/0 Interface

|
|
2 |
(—f TC | cpy  }—of SPL o
|
|
|
|
|
|
|
|
|
|
|
|

Analog
Sensor

Figure 3. Block diagram of an MCU interacting with different peripherals.

Figure 4 shows the parts that make up RESTOP and how this middleware interacts in a sensor
system when saving and executing a peripheral instruction (the Restore module is later described in
Figure 6). Each peripheral instruction is issued through the generic functions provided by RESTOP and
saved in a history table. In order to execute the instruction on the peripheral, RESTOP complements
the information entered through the generic functions with that defined in a configuration file
(these modules are detailed in Section 4). The history table can either be: (1) placed in main memory;
or (2) directly located in NVM. In the first case, the developer can utilize any of the existing approaches
for transient computing [3,6,7,10] that can save the system state (including main memory) to NVM
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at the right time before a power failure. Thus, after a power outage, the system state (including the
instruction table) is restored and then RESTOP restores the peripheral configuration by re-issuing
the instructions from the table. In the second case, RESTOP has to be included with interrupt-based
approaches such as Hibernus [6] and QuickRecall [4] in order to ensure that the system and peripheral
states are restored in the same point where they were interrupted, i.e., there is no more code executed
after the snapshot. Thus, it is possible to maintain coherence, avoiding the table being modified after
the last snapshot was saved. This is important because in a transient system with external peripherals,
repeated peripheral instructions (or system code) may result in functionality issues [5]. In Section 3.1,
the different factors that RESTOP considers before saving and executing a peripheral instruction are
described. Later, in Section 3.2, the process of restoring the peripheral configuration is detailed.

Main RESTOP

............. |—————————————————
! MCU | :PQUPD‘?[&JJ@W?E‘OV‘ _Save Instruction
! Initialization ‘ Generic Instruction

| ! |

| L :

! 5 il i Function |! i History Table i
I'|' Serial Interface : 77777777777777 - [

e e—

. . I £ - -
I'| Configuration | Execute Configuration
! \I,—“ I | Instruction File
| W g _____ )
! Task ; - External
| ! | Sensor H Transceiver lPeripheraI

Figure 4. Diagram of RESTOP interacting with the application and peripherals.

3.1. Saving and Executing Peripheral Instructions

Figure 5 details the process of saving and executing a peripheral instruction issued over a serial
protocol. The decision about whether RESTOP should save an instruction in the table is made by the
programmer at design time for each peripheral instruction, considering four choices:

1. Not-save: The user might consider that a certain instruction should not be saved because it is not
a peripheral configuration instruction (e.g., reading a status register).

2. Save: The issued instruction must be saved in the history table without checking whether a similar
instruction (i.e., with same peripheral address and register value) was previously saved.

3. Save-but-replace: The issued instruction would replace any other similar instruction (i.e., same
peripheral address and register value) that was previously saved in the history table.

4. Preserve: An instruction has to be kept in the history table regardless of whether a similar
instruction is later issued.

As shown in Figure 5, RESTOP first checks whether the issued instruction is applying a Reset on
the peripheral. Reset is a write peripheral instruction that, when issued, causes RESTOP to delete all
instructions saved in the table for that peripheral. This condition is important for efficient memory
usage because it is unnecessary to keep peripheral instructions prior to a Reset. Next, RESTOP checks
whether the issued instruction has to be saved. If not (Not-save), RESTOP executes the instruction on the
peripheral and the application continues to the next task. If the peripheral instruction must be saved,
RESTOP considers two choices: Save and Save-but-replace. If the first option is asserted, the issued
instruction is saved in the table and then executed on the peripheral. In case that Save-but-replace is
selected, the middleware looks in the table for a similar instruction previously saved. If a similar
instruction is found in the table, RESTOP checks whether the instruction is marked to be preserved
(Preserve). If so, the instruction is saved in a new element in the table and then executed. Preserving
an instruction, instead of replacing it, is particularly useful for certain peripherals that need an unlock
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instruction, which enables the peripheral to be accessed or configured. Thus, each unlock instruction
is saved in the table no matter how many times it is repeated. If Preserve is not asserted, the previous
instruction is deleted and the issued one is saved instead, but keeping the chronological order in which
the instructions are sent. Keeping track of the instruction sequence is important because peripherals
often need the registers to be accessed in a certain order to operate properly (e.g., in a transceiver,
it has to set the channel before transmitting the data, not the other way around).

Main RESTOP_ _ _ _ o ___
r— === | % 1
MCU
Initialization Y- Reset? -N — Save-but-replace
Application b

--Preserve--~ |
Delete Saved :

Instructions

|

|

|

|
Serial Interface :
Configuration |
1l |
|

T

|

|

1

|

|

|

Read/Write ¢ == Not-save——*
Instruction :
A4
Task Exeche Save_ Instruction in
Instruction History Table
. |
|

Figure 5. Path followed to save and execute an instruction depending on the selected criteria.

It is important to mention that each instruction must be saved before executing it in order to
cope with power failures occurring before peripheral access is completed, avoiding consistency issues.
Issuing an instruction on a serial interface involves, among other things, enabling the peripheral,
sending the register to be read or written, waiting for the transmission to be completed, and disabling
the peripheral. This sequence has to be completed without interruptions, i.e., if a supply failure
occurs while an instruction is issued, the sequence has to be restarted from scratch when power
recovers (e.g., it is not possible to send a partial packet). Therefore, if the instruction was not
saved into the history table before the power failure, it would neither be properly executed because
the sequence was interrupted, nor restored because it was not saved. A possible concern is that,
when the peripheral is a radio transceiver, the user may send the instruction with the packet to be
transmitted, but there would be no certainty that it was sent (i.e., a power outage may occur before
packet transmission has completed). When restoring the transceiver state, the packet would be resent,
leading to a duplicate packet being received. However, this can occur normally in a noisy wireless
network, and communication protocols are typically already present to ignore duplicate packets and
request those missed.

3.2. Restoring Peripheral State

The restore routine is shown in Figure 6. This is executed after the system state has been restored
by the transient computing approach used to protect the system from volatility. Here, RESTOP fetches
each instruction from the history table and issues it over the digital interface in the correct order.
This process is repeated until all saved instructions are executed, and, therefore, the state of the
peripheral is restored. Once the routine is completed, the main application continues its execution
from the point where it was interrupted by the power outage.



Sensors 2018, 18,172 7 of 19
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Figure 6. RESTOP has to re-issue each saved instruction to restore the peripheral state, after a power outage.

4. Software Algorithm Design

The requirement for a generic interface implies that it can work across different protocols and
handle different types of instructions, and that it fits in not only with programming structures but also
with the use cases of transient technologies. In this section, we describe the implementation of the
three main elements that compose RESTOP. First, we detail the RESTOP functions that will execute the
peripheral instructions (Section 4.1). Then, we list the parameters that have to be saved to properly
describe each peripheral instruction without losing generality, and how the users will introduce the
required information for each instruction (Section 4.2). Lastly, we explain how the instruction history
table will be efficiently built in terms of time and memory usage (Section 4.3).

4.1. Function Implementation

Defining the functions to execute each peripheral configuration instruction, and the information
to be saved from them, required the analysis of various peripherals with digital interfaces, identifying
patterns that help to implement the RESTOP functions that are generic for different peripherals
and serial protocols. From this analysis, we found that peripheral instructions perform two main
operations: read and write. However, the number of parameters required to perform these operations
varies from one peripheral to another. For example, some peripherals [17] need a 1-byte parameter
called command to indicate the type of operation the issued instruction will perform (i.e., read or write)
on a register address (i.e., the sequence would be <command byte><register address><data byte>).
Others allow certain single byte instructions (no data is transferred), usually so-called command strobes
that cause internal sequences to start in the peripheral, e.g., some peripherals have a single header
byte that, when addressed, starts a self-calibration routine to define the sampling frequency [17].
Most peripherals support multiple byte transfers also known as data burst transmissions which send
first the register address and then a sequence of different values to write to this address (this can also
be applied for read operations).

Considering this analysis, we have defined the functions that will be used by the middleware to
save, execute and restore each instruction:

1. RESTOP_read(): Returns the read value from the desired register.
. RESTOP_write(): Writes a value into a peripheral register.
3. RESTOP_strobe(): Performs write operations that, unlike RESTOP_write(), executes single
byte instructions.
4. RESTOP_restore(): Restores the peripheral state by executing all the instructions saved in the
history table after a power failure. It has to be incorporated into the restore routine of the
main application.
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These functions have to be used by the developer to configure the peripherals and obtain data
from them. The parameters of each function are described in Section 4.2.

4.2. Parameters to be Saved and Configuration File

Following the definition of the generic functions, the parameters that will constitute each
peripheral instruction need to be defined. For this purpose, we separate the dynamic parameters
that vary from one peripheral instruction to another, and those that are static for each peripheral
attached to the system. Table 1 shows the dynamic parameters that will be saved in the history table.
The size (number of bits) of each parameter varies depending on the information that they contain.
The first parameter (Protocol) is a 1-bit flag to indicate the serial protocol type of each peripheral (0—SPL;
1—12C). Parameter Burst is also a 1-bit flag that has to be set to 1 when the function will execute a burst
read /write instruction. Read is a flag used by RESTOP to distinguish when the instruction is for a read
(R=1) or write (R=0) operation. Prv is a 3-bit flag that can have five different values as shown in Table 2.
These values are defined following the criteria described in Section 3.1. Thus, the first three options
indicate whether the instruction will not be saved in the table (Not-save), will be saved in a new element
(Save) or will replace a similar one if it was previously saved in the table (Save-but-replace). The last two
criteria, shown in Table 2, indicate the instruction will be not only saved but also preserved in the table
regardless of whether a similar instruction is later issued (Preserve).

Table 1. Dynamic parameters to be considered for describing a peripheral instruction.

Parameter Size (Bits) Definition
Protocol 1 Serial Protocol of Peripheral
Burst 1 Burst instruction
Read 1 Read or write instruction
Prv 3 Preserve flag
ID 3 Peripheral identification
Register 8 Address to be accessed
Value 8 Value to be written in the register
Next 8 Pointer to the next instruction
Previous 8 Pointer to the previous instruction

The parameter ID is used to indicate the peripheral to which the saved instruction corresponds.
A system may have more than one peripheral attached to the MCU, hence, we would have to identify
which instruction corresponds to each peripheral. The parameters Register and Value are each one
byte, corresponding to the register width of typical digital interface peripherals. Next and Prev are
used to keep track of the order in which the instructions are issued. Thus, when a new instruction
replaces another previously saved or is added in a new element in the table, RESTOP can keep the
chronological sequence in order to properly restore the peripheral state after a power outage. The size
of these parameters is one byte each too, allowing the system to map up to 256 peripheral instructions.
This is considered sufficient for most peripherals (e.g., a typical transceiver [16] is configured with less
than 50 instructions), but their size could be expanded for particular scenarios.

Table 2. Values that Prv flag can have.

Bit2 Bit1l Bit0 Criteria
0 0 0 Not-save
0 1 Save
0 1 0 Save-but-replace
1 0 1 Save and Preserve
1 1 0 Save-but-replace and Preserve

In the case of the static parameters, we define four:
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* reg_reset: To declare the register address that represents a reset instruction in each peripheral.
e cmd_write: This parameter is used to introduce the write command value for peripherals that need

it as explained in Section 4.1.

e cmd_read: This is similar to the previous one, but this is the command for reading operations.

If no command is needed in a peripheral, it has to be filled with zeros.

® i2c_add: This parameter is used to define the address of the peripherals that are attached to the

MCU through I2C protocol.

The static parameters are declared in a configuration file unlike the dynamic ones, which are saved
in the history table and entered by the user through the generic functions (except R, Next and Previous,
which are defined by RESTOP). To reset a peripheral, the user not only has to use the RESTOP_write()
function but also declare the register address in reg_reset. As mentioned in Section 3.1, Reset is a write
instruction that when issued causes RESTOP to delete the saved instructions that correspond to the
reset peripheral. cmd_write and cmd_read have to be filled with zeros for those peripherals that do not
need a command parameter (described in Section 3.1). If an I?C peripheral is attached to the system, its
address has to be written in i2c_add, if not, this parameter has to be filled with zeros as well. Figure 7
shows the configuration file with example values and the description of the dynamic parameters that
each generic function requires. The configuration file also includes the microcontroller ports where the
peripherals are attached. For example, if a user connects a peripheral to port P1.3, it will be marked
with the peripheral identification ID1.

RESTOP
| Configuration File

! } Peripheral Register or Register or }
} i (IpD) Port Parameter | 002 o1 | acdr e for 102 i
[ 1 P1.3 reg_reset Ox1F 0x30 |
| 2 P4.0 cmd_write 0X0A 0X00 i
} i 3 P26 cmd_read 0x0B 0x00 i
I 4 P1.6 i2c_add OXEE 0x55 \
|

‘ ivoid RESTOP_write  (Prv,ID,Register,Value,Burst,Protocol)
} i RESTOP_read (Prv,1D,Register,Burst,Protocol)

| | void RESTOP_strobe (Prv,ID,Register,Protocol)

[ ivoid RESTOP_restore (void)

Figure 7. Configuration file with example values and the functions description.

4.3. Instruction History Table

As already mentioned in Section 4.2, RESTOP requires an instruction history table to which it can
save the data exchanged between the MCU and the peripherals. It is based on a linked list in which
each element corresponds to a peripheral instruction. A static array of structures can simplify the
implementation of this table, as allocating memory dynamically may substantially increase time and
memory overheads [18,19]. The maximum size of the table (i.e., the number of available locations
where the instructions are saved) is defined by the user in the configuration file. Figure 8 shows
an example of the history table with two saved instructions. From the values showed in the figure,
the static parameters and the generic functions for the two saved instructions would be as follows:

e reg_reset [] = {Ox1F}

e cmd_write [] = {Ox0A}

e cmd_read [] = {Ox0OB}

e i2¢_add [] = {0x00}

e  RESTOP_write(2,1,0x2C,0x02,0,0)
e  RESTOP_read(2,1,0x08,0,0)
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In this example, the value of the Protocol flag (P = 0) indicates both instructions correspond to the
same SPI peripheral, which is connected to the P1.3 port (ID = 1). Therefore, the parameter i2c_add is
filled with zeros. The Burst flag (B) is zero which means these are not burst instructions. According
with the Read flag (R), the first instruction is to write on the peripheral (R = 0) and the second is to read
from it (R = 1). The Prv flag value is 2 in both saved instructions, which means that they would replace
any similar instruction (same peripheral, command and register) previously saved, but they can also
be replaced if a similar instruction is later issued (Preserve bit = 0). The attached peripheral needs
a command to indicate when the instruction is to write (0x0A) and when to read (0x0B). If an instruction
was issued with a register value of 0x1F, RESTOP would apply a reset in the peripheral and delete the
two instructions from the table.

Instruction 0
P[B[R[Prv][ID | Command | Regiser | Value | Next | Previous
0]ofofo10/001/10100000[00101100/00000010/00000001[00000000]

Instruction 1
P[B[R[Prv[ID | Command | Regiser | Value | Next | Previous
0Jof1]o10/001/10110000[00001000/00000000[00000010[00000000]

Free
PB[R[Prv] ID | Command | Regiser | Value | Next | Previous
L]

] ( \ \ \

Figure 8. Instruction history table of two saved instructions.

5. Experimental Validation

RESTOP has been practically implemented and experimentally validated. To allow computation
to span across power cycles, we combined RESTOP with Hibernus [6]. This solution was chosen
because it is platform and application agnostic, and has excellent performance in terms of energy and
time overhead [20]. However, we believe that RESTOP can be integrated with any other software
approach for transient computing. Figure 9 shows an example application before (Figure 9a) and after
(Figure 9b) incorporating the proposed middleware. The example code includes Hibernus to retain
the system state between power outages. The inclusion of RESTOP in an application is simple. The
developer only has to import the configuration file (Config.h) and the library that contains RESTOP
functionality (RESTOP_func.h), and use the RESTOP functions (described in Section 4.1) to configure
the peripherals and read data from them. In order to restore the peripheral state after a power outage,
the RESTOP restore function has to be included in the restore routine of the transient approach as
shown in Figure %b.

The voltage threshold at which Hibernus restores the system state (Vz) has to be adjusted because
now the system incorporates external peripherals whose state is restored as well. Therefore, we
describe how Vg is modified for Hibernus, which is used in our validation (a similar modification
would need to be made for other approaches). In this sense, it is necessary to first calculate the amount
of energy required to restore the state of attached peripherals (E;_s), which is given by:

n m;
Er_ps = 2 (Ppi Z T ,-inst]) (1)
i=1 j=1
where 7 is the number of attached peripherals, Py, is the power consumed by the system while
undertaking serial communications with each peripheral, m; is the number of saved instructions
for each attached peripheral and Tpiim] is the time taken by the system to issue each instruction to
the peripheral. These parameters (power and time) may be obtained from datasheets, or measured
experimentally. The time varies from one instruction to another depending on the data rate of each
peripheral and the number of bytes that are transmitted for each instruction. In Section 4.1, we detailed
how the number of parameters that are transmitted for each instruction (i.e., one parameter is equal
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to one byte) varies by peripheral. It is important to mention that Equation (1) only accounts for the
power consumption of the MCU. The effect of issuing the instructions may cause additional energy to
be consumed by the external peripherals, e.g., a restoration of state causing a wireless transceiver to
make an energy-intensive radio transmission. This is not currently modeled, but is a potential area of
future investigation.

#include “hibernus.h"

#include “Config.h" //Configuration file
#include “RESTOP_func.h*  //RESTOP functionality
#include "hibernus.h™ int main(void)
{
int main(void) /7 Hibernus
{

if(flag) Re
// Hibernus else Ir
it(flag) Restore(): //Restore Systen State

Initialise(); //Initialise Hibernus // Main Application goes 3
Protocol_init(); /7Ini se Serial Protocol
/7 Wain Application goes here
Protocol_initQ); //Initialise Serial Protocol // Functions to write in the peripheral or read from lt
RESTOP_write(Prv, ID,Register,Value,Burst,Protocol); /rite a value
// Functions to write in the perlpheral or read from it read = RESTOP. read(Prv 1D,Register,Burst,Protocol); //REad a value
Write(Register,Value);  //lirite a value 3
read = Read(Register): //Read a value
3} void Restore(void)
void Restore(void) //Hibernus Code to Restore System State
//Hibernus Code to Restore System State RESTOP_restore(); //Restore Peripheral Configuration
3
(a) Application without RESTOP. (b) Application including RESTOP.

Figure 9. Example code of how to use RESTOP in an application, including Hibernus, showing: (a) code
without RESTOP; and (b) including RESTOP.

Once E,_ps is calculated, and considering the energy required to restore the system state (E;_sys [6]),
VR can be calculated as follows:

Ve = \/2(Er_sys + Er_ps) v @)

C min

where V,,;, is the minimum voltage required by the system to operate and C is the total capacitance on
the supply lines, which can be used as an energy buffer. The process of calculating E;_ps and adjusting
VR is performed at the beginning of the snapshotting routine, in order to guarantee that the restore
threshold is properly set before a power failure occurs. Although Equation (1) is performed once
per supply interruption, a running total of Tpjinst; s updated each time a peripheral instruction is
saved. This reduces the complexity of the calculation that needs to be performed at the start of the
snapshotting procedure. Thus, Vg can be dynamically adjusted considering the number of saved
instructions (provided by RESTOP) for each attached peripheral.

An important concern is the size of C. Transient computing schemes commonly use only the
system decoupling capacitance, Cyecouple (Figure 10), but this could be insufficient in systems interfacing
with external peripherals. It may be necessary to introduce additional capacitance to deliver reliable
operation. To do this, and for design purposes only, the worst case of energy used for restoring the
peripheral state (E; ;4x) has to be calculated. In this sense, Equation (1) is simplified as follows:

Er_max = Pp_max * Ninst * Tp_max 3

where Pp_max corresponds to the maximum power consumed by the system when an instruction is
issued, 1,5 is the maximum number of instructions than can be saved in the instruction history table
and Ty_max is the longest time taken to issue a single instruction. Once E;_pqx is obtained, and with
knowledge of the V,,;;, and Vjx (the system’s maximum operating voltage), the required C can be
calculated as:

c> Z(Er sys +E; max)
- V2.  — V2

max min

(4)

If C > Caecoupter RESTOP will require additional capacitance to supplement the decoupling
capacitance. However, no other hardware changes are required.
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| |
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| T |

e ey =]

= MSP430FR Evaluation Board

Figure 10. Schematic of the test platform, including the external peripherals.

Figure 10 shows the experimental set-up which consists of a test board and three peripherals.
The chosen board was the MSP-EXP430FR5739 [21], which contains an MCU with FRAM, an on-chip
comparator and supports SPI and I>C communication protocols. The comparator is used by Hibernus
to monitor the input voltage. It was configured with an on-chip variable reference voltage generator
and an external voltage divider (R = 1 MQ) giving V¢ /2 as input. We considered three different
external peripherals: an ADXL362 digital accelerometer [17], a TSL2560 digital luminosity sensor [15]
and a CC1101 radio transceiver [16]. The accelerometer and the transceiver are attached to the MCU
through SPI, while the luminosity sensor is accessed via I>C. Each peripheral was tested separately
(i.e., only one peripheral is used for each of the tests), giving three different scenarios in total. Cyecouple
represents the total decoupling capacitance of the board, which is 20 pF. To verify whether additional
capacitance was needed, we evaluated the worst case energy use for each of the attached peripherals
and the minimum capacitance needed for each scenario; the results are listed in Table 3.

Table 3. Worst case energy use for each peripheral, and the minimum capacitance needed.

Peripheral E; max (1))  C (uF)

Accelerometer 1.40 1.58
Luminosity 2.87 2.76
Transceiver 9.37 3.36

It was therefore concluded that Cyecoupre was sufficient for all cases, and hence no additional
capacitance was needed. The whole system was powered by two different signals:

1. Ahalf-wave rectified sinusoidal signal with 4-3.4 V amplitude operating at a frequency of 6 Hz,
to emulate an intermittent source, in order to validate whether RESTOP is able to retain the
peripheral’s state between power failures.

2. A square wave signal with 3.4 V amplitude and variable duty cycle, sweeping the active time
from 10 ms to 100 ms, to measure the time overhead caused by RESTOP with respect to the total
application execution time.

The aim of these variable signals is to emulate intermittent sources. Behaviour with a real EH source
was not evaluated, as this has already been demonstrated for Hibernus-based systems in [6,7,20].

5.1. Accelerometer

To validate the proper operation of RESTOP with the accelerometer, we implemented an application
that changes the output data rate (ODR) to reduce the current consumption of the sensor. As shown in
Figure 11, after configuring the SPI protocol, the accelerometer is reset and the ODR is set to 50 Hz
(ODR = 0x02). Then, the accelerometer is configured in measurement mode and the application enters
in a loop where the three axes are read to detect movement at each iteration. During the time the
program is running inside the loop, a voltage drop occurs and the snapshotting routing of Hibernus is
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called. There, E;_ps is calculated using Equation (1) and the obtained value is 0.6 1. Substituting it in
Equation (2) and considering E;_sys = 5.7 1J [6], the new restore threshold is set to 2.15 V. After Vy is
adjusted, the system state is saved in NVM. Later, when the power is restored, an ODR reading is
taken before and after restoring the accelerometer state. This step was purely for testing purposes in
order to check RESTOP operation: the ODR reads would not be needed in a real application. Thus, the
ODR value read before restoring has to be the default (ODR = 0x03), whilst the value after restoring
has to be the same as before the power failure (ODR = 0x02). As we can see in Figure 12, the value read
before restoring the peripheral state is the default (ODR = 0x03), but once it is restored, the ODR value
is the same as before the interrupt. This shows that RESTOP is able to restore the accelerometer state.

Voltage Monitor Hibernate
Power | ———————— \
Failure | | Save a Snapshot | |
| to NVM |
—Y. | |
N Interrupt| |
.
L= J
Restore
T 1
Y. [
Interrupt |
N P |
| |
! Restore :
System Restored : Peripheral |
Program Continues :
|

Voltage (V)

0 50 100 150 200 250 300
Time (ms)
o 2Rl ssvmen SSSSSR o |
ODR wp| Off 388888 System Off oooool Off
LIS © O O_C O W T s R At f A I SISl ISESESRSRS] |
DT oo 0TE LMD NS
Time N0 aNg EoaddmomE
T I 00 0nG hoQ=T=T==H
stamp» 5[0 16 16 1615, @00 15 (6 1616 ¢)
S8R 888 2ONSRERY
%} ? 2}
8
o

Before Restoring | After Restoring
Peripheral Peripheral

Figure 12. Operation of the accelerometer testing routine. After the power failure, ODR is read before
and after RESTOP restores the accelerometer state.

5.2. Luminosity Sensor

RESTOP was tested with a luminosity sensor to validate the proposed middleware with an I>C
peripheral. Figure 13 shows the test algorithm, which consists of initializing the MCU, configuring
the I>C protocol, and then changing the integration time (T},;) from the default value (400 ms) to
13.7 ms. Tj,; defines the time after which the ADC channels begin a conversion. Once the integration
time was changed, an end-of-conversion signal is configured in order to generate an interrupt when
an ADC conversion is completed. Thus, the light intensity value is available in the data registers after
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13.7 ms. Figure 14 shows the experimental results. After configuring the sensor, the light intensity
is continuously read until the input voltage drops and the snapshotting routine is executed. In the
same way as with the accelerometer, E; s and Vy are calculated. However, for the luminosity sensor,
the minimum operating voltage is 2.6 V, which is then defined as V,,;,, in Equation (2) (unlike the
accelerometer’s, which is 2 V); therefore, the obtained values for E, ps and Vg are 1.72 uJ and 2.74 V,
respectively. To validate the proper operation of RESTOP, the integration time register is read before
and after restoring the peripheral state. As we can see in Figure 14, the value read before restoring the
peripheral configuration is T;,; = 0x02 corresponding to an integration time of 400 ms. Then, when
the peripheral state is restored, the value read is T;;,; = 0x00, which corresponds to 13.7 ms. This can
also be proved because the end-of-conversion interrupt signal of the sensor is enabled every 13.7 ms,
which means the sensor’s configuration was successfully restored by RESTOP.

Main_ )
L | Voltage Monitor Hibernate
| ~Mcu [ Power I ——————~ |
| | Initialization : Failure ! | Save a Snapshot :
| e | ] 7 toNvM |
| | Configuration : & Interrupt: |
| L |
| |
V| Tw=137ms | g ——— 1| Lo C J
| L :
I | Sensor Interrupt |
: Configuration | | v Restore
———————— 1
I : N | [Restore System| |
: | Interrupt, State |
| | !
' . *
I Conversion | | - :
I Interrupt : | Restore |
| 1 | System Restored : Peripheral |
| Read Data L Program Continues | I
L Registers | | Read T |
_________________ 4

Figure 13. Testing routine to validate RESTOP with the luminosity sensor.

5.3. Transceiver

The operation of RESTOP was also validated with a CC1101 radio transceiver. Exclusively for
debugging purposes, we implemented a routine (Figure 15) that initializes the MCU, configures the SPI
protocol, resets and configures the peripheral and then, inside an infinite loop, the program changes
the transmission channel (from 0 to 20) and sends a packet at each cycle. The idea is that we can
check the channel number before the power failure, and before and after restoring the peripheral
state. This is to verify whether the transceiver configuration is restored after a power outage and in
consequence the channel number is retained. Figure 16 shows the experimental results of RESTOP
with the transceiver. When the input voltage drops, the channel number read is 4. Then, inside the
snapshotting routine, the energy required to restore the transceiver state is calculated. The obtained
value is 8.43 pJ, which is used to calculate Vi = 2.33 V. When the supply voltage rises above Vg, and
before the peripheral state is restored, the channel number read is 0, which is the default value. Then,
RESTOP restores the peripheral state and the channel number read is 4, which is the same channel as
before the power failure.
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Figure 14. Operation of the luminosity sensor in an intermittently-powered system. After the power
failure, the timing registers are configured as before the interruption.
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Figure 16. Operation of the transceiver testing routine. After the power failure, the transmission
channel number is read before and after RESTOP restores the transceiver state.
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5.4. Time Overhead

To analyse the time overhead caused by RESTOP in an intermittently-powered system, we
implemented three applications that run under two different scenarios powered by a square wave
signal with 3.4 V amplitude and variable duty cycle (from 10 ms to 100 ms). In the first scenario, the
peripherals are accessed without using RESTOP (restarting the peripheral’s state from scratch after
each power failure), while, in the second scenario, our middleware is included. Each application
consists of reading data sampled by the luminosity sensor, and reading data from the accelerometer
(ACC) and processing it with a Fast Fourier Transform (FFT). Then, the sampled and processed data is
transmitted through the radio transceiver. The difference in the applications is the number of samples
(32, 64 and 128) that are obtained from the accelerometer and processed by the FFT.

Table 4 shows the time needed to access the peripherals with and without RESTOP. The proposed
middleware saves and executes all the write instructions to configure the three peripherals and the
read instructions to get the data from the sensors. The time taken by the FFT is the same in both
scenarios because RESTOP is transparent for this task. In the case of the luminosity sensor and the
transceiver, they spend the same time in all the applications because they operate only once per case,
unlike the accelerometer which takes different amounts of samples. Table 4 also presents the total time
spent to complete the FFT, including the time to snapshot and restore both the system state and the
peripheral configuration. The last column (at the right side) indicates the time overhead caused by
RESTOP on the whole application with different active times. RESTOP causes a time overhead of about
15% when configuring a peripheral. However, this represents a maximum overhead of 0.82% during
complete execution of our typical sensing application and is substantially lower than the existing
approach Sytare [9], which causes a time overhead of up to 137% (30 us per peripheral instruction)
when configuring a radio transceiver. Moreover, the time overhead caused by RESTOP will decrease
further as the ratio of the peripheral instructions: normal operation decreases.

Table 4. Time overhead caused by RESTOP in a system with three external peripherals.

Active o No. Time (ms)

time ' Exec. o, h No. Without RESTOP With RESTOP 0(},/‘“‘1
(ms) amp!. Inst's S’shot  Rest. FFT Lum. Acc. Xcvr. Total Lum. Acc. Xcvr. Total (%)
10 32 80 2 2 19.7 - 0.72 1.05 26.96 - 0.78 1.21 27.18 0.82
10 64 112 6 6 47.3 - 1.43 1.05 66.19 - 1.49 1.21 66.41 0.33
10 128 176 14 14 100 - 297 1.05 1424 - 3.03 1.21 142.6 0.15
40 32 85 0 0 19.7 14.1 0.72 1.05 35.58 14.2 0.78 1.21 35.86 0.79
40 64 117 1 1 47.3 14.1 1.43 1.05 66.59 14.2 1.49 1.21 66.87 0.42
40 128 181 3 3 100 14.1 297 1.05 126.3 14.2 3.03 1.21 126.6 0.22
70 32 85 0 0 19.7 14.1 0.72 1.05 35.58 142 0.78 1.21 35.86 0.79
70 64 117 0 0 47.3 14.1 1.43 1.05 63.85 14.2 1.49 121 64.13 0.44
70 128 181 1 1 100 14.1 297 1.05 120.9 14.2 3.03 1.21 1211 0.23
100 32 85 0 0 19.7 14.1 0.72 1.05 35.58 14.2 0.78 1.21 35.86 0.79
100 64 117 0 0 473 14.1 143 1.05 63.85 14.2 1.49 1.21 64.13 0.44
100 128 181 1 1 100 14.1 297 1.05 1209 14.2 3.03 1.21 121.1 0.23

6. Conclusions and Future Work

We have proposed RESTOP, a new approach to retain the state of peripherals that communicate
with an MCU through a digital interface, in transient computing systems. The presented middleware
provides generic functions to read data from the external peripherals or write to them, and keeps
track of and saves the transmitted configuration data into the instruction history table from where the
peripheral state is restored after a power failure. With these characteristics, RESTOP can be integrated
into any of the existing approaches for transient computing and, unlike existing approaches, it is able to
operate generically with multiple devices that communicate with the MCU through different protocols
such as SPI or I>C. RESTOP has been validated with a digital accelerometer (SPT), a luminosity sensor
(I2C) and a radio transceiver (SPI) in an intermittently-powered system. Results demonstrate that
RESTOP is capable of restoring the peripheral state after power outages causing a time overhead to
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the application of up to 0.82% during complete execution of our typical sensing application, which is
considerably lower than that caused by existing approaches.

In this work, the energy cost of restoring the state of peripherals was modeled, but any additional
energy used by the peripherals (e.g., a restored instruction that then triggers a radio transmission) was
not taken into account. Hence, in the future we are looking to account for the energy requirements of
the complete system, i.e., not just the MCU. A potential solution to this is to implement a calibration
routine similar to that used in Hibernus++ [7], but in this case for measuring the energy consumed
when executing each peripheral instruction. As shown in Figure 17a, the calibration routine would
wait for the supply voltage to reach the calibration voltage (V},_c,). When this voltage is reached,
the EH source would be short-circuited by closing the switch in Figure 17b, and an instruction is issued
to the peripheral. The drop in supply voltage caused by issuing and executing the instruction is given
by V},_car - Vin, where V},, is the voltage measured after the instruction has been completed. This process
would be executed once per each attached peripheral.

Start Calibration

Previous
attempt failed?

N Sensor Radio

Increase Vi, ca

Slecp i I’C SPI
<l > V(:c;' ________ ————===- Ve
|
EH source I Cd ) I R
Tnstruction of Signal | eeote] Microcontroller | ! Vee
peripheral (Py) Generator ! -1 2
| |
| | R
Measure V,,
| T T |
e —————— =
= Evaluation Board
N
(a) Calibration Algorithm. (b) Calibration Circuit.

Figure 17. Calibration routine to measure the energy consumed by external peripherals when executing
an instruction, showing: (a) the algorithm; and (b) the circuit schematic.

Another package of work is to integrate RESTOP with a generic operating system, e.g., the ARM
mbed OS which has already been demonstrated with Hibernus [22]. Operating systems have
components and abstractions for peripheral interface, which could be combined with RESTOP. This
would further increase the accessibility of transient computing systems and promote standardization.
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Abstract—Over the past decade, there has been a rapid
increase in the popularity of wearable and portable devices, such
as step counters, to monitor fitness performance. However, these
devices are battery-powered, meaning that their lifetimes are
restricted by battery capacity. Ideally, wearable devices could
be powered by energy harvested from human motion. Energy
harvesting systems traditionally incorporate energy storage to
cope with source variability. However, energy storage takes time
to charge and increases the size and cost of systems. This
paper proposes an intermittently-powered energy harvesting step
counter for integrated wearable applications, which aims to
remove the energy storage element. The proposed step counter
sustains its operation by harvesting energy from footsteps using
a ferroelectret insole, which also works as an event detection
sensor, i.e. the system is powered by the parameter that is being
sensed. Designing this required the characterization of the insole
to evaluate the amount of energy provided, and analysis of the
energy needed by the overall system. Finally, the system was
implemented and experimentally validated. The proposed step
counter has an error of less than 4% when walking, which is
lower than the error in conventional smartphone applications.

Index Terms—Step Counter, Energy Harvesting, Event Sensor,
Ferroelectret Insole, Intermittent Source.

I. INTRODUCTION

Typical systems to monitor fitness metrics such as num-
ber of steps, distance walked, calorie consumption, etc. are
battery-powered, meaning that their lifetime becomes re-
stricted by battery capacity and discharge rate [1], [2]. For
example, smart watches for fitness performance tracking typi-
cally last for 18-20 hours, depending on the model and activity
[3], while fitness trackers can last for 3-4 days [4], having an
average charge time of 2 hours.

Motivated by the limited lifespan achievable with battery-
powered systems, research has recently looked at replacing
batteries with energy harvesting solutions. For wearable sys-
tems, the energy harvested from human motion (e.g. footsteps)
is attractive, potentially avoiding periodic battery replacement
or charging [5]. However, the power obtained from human
motion is typically in the range of mW, intermittent and of
short duration [6], [7]. To sustain computation and mitigate
variability, energy harvesting systems normally integrate en-
ergy storage units, which require time to charge and increase
their volume, mass and cost.

This paper proposes an intermittently-powered energy har-
vesting step counter for integrated wearable applications. In
contrast to conventional energy harvesting systems, the pro-
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Fig. 1. Energy harvesting systems. a) Conventional system with energy
storage. b) Storage-less energy harvesting system.

posed step counter removes the energy storage element and
operates directly from the harvesting source (Figure 1). It
sustains its operation by harvesting energy from footsteps,
using a ferroelectret insole which generates electricity under
mechanical stress [8]. The system uses a microcontroller
(MCU), with a low-power non-volatile memory, which wakes
up at each step and retains data during the power outage
between steps. The ferroelectret insole also acts as an event
detection sensor: the system is only powered when the event
(i.e. a footstep) is detected.
The novel contributions of this work are:
o Characterization of the dynamics of human powered
energy harvesting, with a ferroelectret insole (Section II).
o Analysis of the energy requirements and a methodology
for designing the step counter (Section III).
o Design and practical testing of a self-powered step
counter. (Section IV).
Experiments demonstrate that the proposed step counter has
an error in counting steps of less than 4% when walking,
significantly better than existing smartphone applications.

II. FERROELECTRET INSOLE CHARACTERIZATION

In this section, we look at the performance of the ferro-
electret insole when mounted in a shoe. We also calculate the
energy generated per step, which aids the design of the system
in Section III.

Ferroelectret materials are flexible cellular polymer foams
that, similarly to a piezoelectric source, convert mechanical
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energy into electricity when they are bent or compressed [9]. In
an energy harvesting insole made with ferroelectret materials,
the mechanical stress is generated by the heel striking against
the floor when walking or running. Figure 2 shows the model
of a three-layer insole of polypropylene ferroelectret (PP)
connected in parallel with bonding films between layers [10].
A similar insole with 30 layers has been used in our design
(Figure 3).

As shown in Figure 4, these harvesting sources generate
high-power energy bursts for a short period of time (in the
order of ms). The magnitude of these power bursts depends
on the momentum of applied compression and the impedance
of the load that is connected to the source. The greater the
momentum, the greater the voltage but the shorter the duration
of the power burst. The ferroelectret insole generates two
voltage peaks at each step: positive when compressed and
negative when released.

Although this work aims to negate the need for large
energy buffers, some capacitance is inherently required by
microcontrollers to decouple the energy source (and possible
electrical noise) from the system. This is known as decoupling
capacitance. In intermittently-powered systems [11], [12], this
capacitance may also be exploited as a small energy store. In
order to evaluate the performance of the ferroelectret insole
when connected to a microcontroller, we use a range of capac-
itance values. The values chosen ranged between the minimum
decoupling capacitance recommended by manufacturer for a
typical MCU (i.e. 4.7uF), and the value incorporated in a
reference design for that device (i.e. 16uF) [13].

Insole compressed

0.9
0.6
0.3 Insole released
0
3 4.5 6 715

0 1.5

Power (mW)

Time (s)

Fig. 4. Rectified power signal generated by the ferroelectret insole with a
high-impedance workload after three steps.
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Fig. 5. Characterization circuit including the full-wave rectifier.

Figure 5 shows the characterization circuit with a purely ca-
pacitive load. The circuit includes a bridge-rectifier connected
at the insole’s output. The ferroelectret insole is represented
by a basic equivalent circuit for piezoelectric transducers
[14]. The capacitance Cg is the inverse of the mechanical
elasticity of the insole. L), represents the seismic mass of
the transducer. The capacitor Cj is the static capacitance
of the harvesting source and R, is the resistance of the
dielectric material that forms the static capacitance (insulation
resistance), whose ideal value should be over 102Q.

The voltage (V) is measured across the capacitor, and the
electrical energy generated at each step is calculated. The
experiment was performed by a 70-kg person moving at two
different step rates (referred to herein as operating modes):
walking (approximately 70 steps per minute) and running
(approximately 120 steps per minute). This test was executed
five times for each capacitor in each mode and the results were
averaged.

Figure 6 shows the voltage measured with each capacitor
after each step in running and walking modes. Here, Vi,in
is the minimum operating voltage of the typical low-power
MCU. This allows us to observe when an MCU would became
active. In running mode, the force applied to the insole is
higher than in walking mode, and produces a higher voltage
increment at each step. This introduces uncertainty related to
the number of steps walked before the system becomes active.
This uncertainty increases with larger values of decoupling
capacitance. For example, with the lowest capacitance, V,in
is reached after 2 or 3 steps in both walking modes, while
with higher capacitances the voltage threshold is not reached
even after 5 steps.

The energy generated per footstep can also be calculated
from this test by using the following equation:
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Fig. 6. Ferroelectret insole characterization with three different values of
capacitances in walking and running mode.

TABLE 1
MEAN ENERGY OBTAINED PER SINGLE STEP
Capacitance Walking mode (pJ) Running mode (uJ)
(uF)

1* Step | 2" Step | 3" Step | Total | 1% Step | 2™ Step | 3™ Step | Total

4.7 2.35 7.05 9.21 18.61 5.30 13.14 18.89 37.33
10 0.85 1.27 1.41 3.53 3.21 2.47 4.66 10.34
16 0.21 0.37 0.73 131 0.59 0.92 133 2.84

2 2

Buapacitor = CV2 V1 1
capacitor — 9 ( )

where C is the decoupling capacitance, V; is the voltage
in the capacitor before the step and V3 is the voltage reached
after the footstep is taken.

Table I shows the average energy that the ferroelectret insole
charges into each capacitor in each mode. The maximum
amount of energy is obtained with the lowest capacitance,
being up to fourteen times higher. Therefore, with the capaci-
tance of 4.7uF the insole gives more energy per footstep and
allows the MCU to become active more quickly.

III. OVERALL SYSTEM DESIGN

The insole characterization performed in Section II did not
consider the effect of an active load, which causes a fast
discharge of the decoupling capacitance and a consequent
voltage drop across the MCU. Describing this requires the
knowledge of the overall system, the energy requirements
when operating in different modes (i.e. start-up, active and
low-power) and the usage of the energy buffered during these
modes to efficiently complete a task (i.e. count a step).

A. System Architecture

Figure 7 represents a simplified example of the system
architecture, where the ferroelectret insole output is rectified
and used to power the sensor system, which is composed
of an evaluation MSP-EXP430FR5739 test board [13]. This
board contains an MCU with a non-volatile Ferroelectric RAM
(FRAM) memory and a 4.7uF decoupling capacitance C from

Ferroelectret
Insole

Sensor System

Fig. 7. Simplified system architecture of the step counter with ferroelectret
insole.
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Fig. 8. Stages in which is divided the process of counting a step.

the insole characterization (see Section II). This board also
integrates a 3-axis accelerometer (acc) that could potentially be
used to detect a footstep (e.g. by detecting movements which
are then classified as a step). However, the energy overhead
due to active sensors can limit their use in the case of resource-
constrained systems. In the next subsection, we analyse the
energy requirements of the overall system, by first considering
the accelerometer as an option for step counting, along with
a sensor-less solution that is more power efficient.

B. System Energy Requirements with Sensor

Figure 8 shows the process of counting a step that is divided
into four stages:

o Stage 1. MCU off due to a power outage;

« Stage 2. MCU Start-up when power is available (i.e.
when a pre-defined threshold V};, is reached);

« Stage 3. Counting a step (i.e. MCU configuration, ac-
celerometer initialization, step detection and data reten-
tion in the FRAM);

« Stage 4. MCU in low power mode (LPM), after counting
a step.

In order to quantify the energy required during these stages
and set the right value of V;;,, the MCU has been characterized
using a constant voltage (i.e. 2.4V) and by using the following
algorithm:

1) The system is initially in off mode (stage 1).

2) The system is powered and, after the start-up, the MCU
is configured (i.e. frequency and internal peripheral
setting) and the on-board accelerometer is initialized.

3) A step is validated (accelerometer sampling plus data
processing).



TABLE II
PARAMETER VALUES OF THE SYSTEM IN EACH STAGE

Current Time

Stage Tasks (WA) (ms)
2 MCU Start-up 1000 0.9

3 MCU-+acc 500 13.5

3 Validate a step 300 3.6

4) Tt is retained the state in FRAM and enters in LPM.

Table II shows the current and time needed to successfully
complete these stages. In particular, the MCU start-up current
is much higher than the other stages, while the accelerometer
requires a very long time to be set up.

The values in Table II will be used in the following analysis
to evaluate the optimum value for V};, which can be defined
as:

1 t
Vi = Vinin + = / I(T)d(T) @
CJo

where Vi, is the minimum operating voltage of the MCU
(1.8V), C is the decoupling capacitance and [ is the current
consumption. From Table II, Stage 3 has two different sub-
tasks that require different current values. The highest current
value refers to MCU configuration and accelerometer initial-
ization, while the second value refers to the current needed
to validate a step. Thus, the Equation 2 can be presented as
follows:

1
‘/th, = Vm,'i,n + 6(Isutsu + I{u:(:ta,c(: + Ivst’us) (3)

where I, and tg, are the current and the time needed for
the start-up (Stage 2), I,.. and t,.. are the current an time for
setting the accelerometer (Stage 3), I, and ¢, are the current
and time taken by the MCU to validate a step. Combining the
values in Table II and the Equation 3, we obtain a value of
Vi, equal to 4.01V, that is higher than the maximum operating
voltage for the MCU (3.6V).

For the reason underlined above (i.e. high energy overhead),
it is not feasible to use the accelerometer in an intermittently-
powered and resource-constrained system. In the next subsec-
tion, we present a solution that allows us to build a more
energy efficient step counter, without using an active sensor
but which delivers a higher accuracy.

C. Sensor-less System

An alternative way to implement a step counter without
active sensors is to use the energy harvesting source as an
event detection sensor, where the availability of energy is
an indicator for a footstep. This approach would reduce the
energy required to validate a step, removing the overhead for
the accelerometer setting and data processing. Moreover, this
will possibly increase the accuracy of the system discarding
‘false’ steps.

Thus, the MCU needs to be re-characterized by using the
following updated algorithm: the system is powered and, after
start-up, the MCU is configured. It then validates a step, retains

TABLE III
PARAMETER VALUES OF THE SYSTEM IN EACH STAGE WITHOUT
ACCELEROMETER
Current Time
Stage Tasks

£ @A) | (ms)

2 MCU Start-up 1000 0.9

3 Validate a step 300 0.14
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Fig. 9. Intermittently-powered Step Counter circuit diagram.

the state in FRAM and enters in LPM. Table III shows the
values for current and time with this algorithm.

The time for counting a step is much smaller than the time
needed with the accelerometer. Thus, Equation 3 can be now
updated by removing the current and time overhead of the
accelerometer:

1
‘/th = thn + a(lsutsu + Ivst:,g) (4)

where ¢}, is the actual time needed for counting a step.
Combining the values from Table III and Equation 4, we
obtain a V4, equal to 2.2V. From Equation 1, the energy
required to charge the decoupling capacitance to that voltage
is 11.37uJ. As shown in Table I, the insole is able to charge
up to 18.61uJ in walking mode, after 3 steps. Therefore, it
is possible to implement an event detection sensor based on
the energy harvesting source and using the 4.7uF decoupling
capacitance.

Figure 9 shows the final design including the ferroelectret
insole, the rectifier, the sensor system and an additional start-
up circuit, which minimizes the quiescent current due to the
MCU when its supply voltage is below V,,;,. This circuit
guarantees a reliable start by detecting the input voltage and
only turning on the supply to the MCU when its input is above
Vi1, and switching it off when the voltage drops below V.
This is enabled by two voltage monitors, which are configured
in a MOSFET latch arrangement.

IV. FUNCTIONAL VALIDATION AND COMPARATIVE
EVALUATION

The presented step counter has been implemented and
experimentally validated. We compared the accuracy of our
solution against two smartphone applications. To verify system
operation, two GPIO pins of the test board were configured
to indicate when the system counts and enters the LPM,
respectively. Both signals were monitored by a PicoScope at
the same time as the voltage across the capacitor and the MCU.
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Fig. 10. Operation of the intermittently-powered step counter. a) After three
steps the system starts working. b) Detailed description of the process of
counting a step.

That information was logged and later plotted. Thus, it was
possible to visualize how many steps were taken before the
system started working, to detect possible errors. The number
of steps is saved in a FRAM variable in order to retain the
value between power failures.

As shown in Figure 10a, the system is active when the
voltage reaches V;;. The sensor node takes into account the
initial three steps needed to reach this voltage. Then, the
MCU is configured and the step is counted. Once the task
is executed, the system enters low power mode before having
a power outage. Figure 10b shows a detailed snapshot of the
process of counting a step from Figure 10a, including the time
needed by the system to start up, configure the MCU and
increment the counter. As mentioned in Table III, configuring
the MCU and counting a step takes approximately 140us. The
MCU remains in LPM until the voltage drops below V.

Figure 11 shows the system counting three consecutive
steps. In walking mode, the average time between two steps
is approximately 0.9s (worst case). During this interval, the
ferroelectret insole does not provide any further energy and the
voltage drop, due to the start-up circuit and leakage current,
is approximately 0.1V. This means that the voltage across the
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Fig. 11. System counting three consecutive steps.

decoupling capacitance is about 1.7V, before the next step is
taken. Considering that each step in walking mode increases
the voltage by 0.8V, the sensor system is able, after the first
three steps, to count each subsequent step.

In order to evaluate the performance of our design, we
compared its accuracy against two existing Android® smart-
phone applications: Pacer [15] and WalkMate [16]. A total of
400 steps were taken per step counter solution (1200 steps
in total): 20 steps for 10 attempts in each operating mode.
These experiments were performed by a 70-kg person with
the ferroelectret insole attached to the shoe and the smartphone
placed at his waist. Figure 12 shows the experimental results
of our step counter and the two smartphone applications, at
each attempt in walking and running mode. The dotted line
(in green) represents the real number of steps.

The proposed step counter has an average error of 3.5%
in walking mode, while in running mode the average error
is 1%. The maximum error in a single attempt is 2 steps
in walking mode (attempts 4 and 9) and 1 step in running
mode (attempts 4 and 7). In the case of the first smartphone
application (Pacer), it has an average error of 25.5% and 12.5%
in walking and running modes, respectively. The maximum
error in a single attempt is 8 steps (attempt 5) when walking
and 4 steps (attempt 4) when running. The second application
(WalkMate) shows the worst performance in walking mode,
having an error rate of 41.5% with a maximum error of 10
steps in attempts 5, 6 and 10. However, in running mode, this
application has a better performance, with an error rate of 4%
and a maximum error of 2 steps in attempts 2 and 5.

Another test was executed, incrementing the number of
steps to 50. Table IV shows the results obtained for each step
counter in walking and running mode. Also in this case, our
step counter has the lowest error rate in walking mode and
it does not present errors in running mode. The WalkMate
application has the highest error (44%) in walking mode, while
Pacer had maximum error in running mode (4%).

The marginal error in the proposed step counter is due to the
adopted solution for compensating the initial number of steps
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(i.e. when the system is still not active). In a small number
of cases, after three steps the voltage across the decoupling
capacitance does not reach V. This mainly happens in
walking mode because of the lower energy generated per step.
In these cases, the required threshold can be reached after 4
or 5 steps. Despite this, the error rate is less than 4% in the
worst case, which is lower than that of the battery-powered
systems.

V. CONCLUSION

In this paper, an intermittently-powered energy harvesting
step counter for fitness tracking has been proposed. The pre-
sented step-counter aims to remove the energy storage element
and self-sustains its operation by harvesting energy from foot-
steps. To achieve this, it uses a ferroelectret insole, which also
acts as an event detection sensor. We have characterized the
insole to evaluate the amount of energy provided, and analysed
of the energy needed by the overall system. The system has
been then implemented and experimentally validated. The
results show an error of less than 4% when walking, which is
lower than the error in conventional smartphone applications.
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TABLE IV
PERFORMANCE OF THE THREE STEP COUNTERS TESTED WITH 50 STEPS

System N* Steps |Error Rate| N* Steps |Error Rate
Y Walking (%) Running (%)
Proposed Step 49 5 50 0
Counter
Pacer Step 40 20 48 4
Counter
WalkMate Step 2 m 51 2
Counter
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ABSTRACT

Systems operating from harvested sources typically integrate
batteries or supercapacitors to smooth out rapid changes
in harvester output. However, such energy storage devices
require time for charging and increase the size, mass and
cost of the system. A recent approach to address this is to
power systems directly from the harvester output, termed
transient computing. To solve the problem of having to
restart computation from the start due to power-cycles, a
number of techniques have been proposed to deal with tran-
sient power sources. In this paper, we quantitatively evalu-
ate three state-of-the-art approaches on a Texas Instruments
MSP430 microcontroller characterizing the application sce-
narios where each performs best. Finally, recommendations
are provided to system designers for selecting the most suit-
able approach.

Categories and Subject Descriptors

H.4 [Information Systems Applications|: Miscellaneous;
D.2.8 [Software Engineering]: Metrics—complezity mea-
sures, performance measures

General Terms

Transient Computing, Energy Harvesting, Wind Turbines,
Photo Voltaic Cells

Keywords
Checkpoint, Hibernus, IoT, Mementos, QuickRecall

1. INTRODUCTION

The Internet-of-Things (IoT) is the interconnection of bil-
lions of things. Each IoT device could be considered as an
ultra-low power and resource-constrained sensor elaboration
platform. Power management of these devices is emerging as
a primary challenge for system designers as they typically
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Figure 1: Harvester output from (a) micro-wind tur-
bine and (b) photovoltaic module

have to last for few years without intervention to charge
or replace batteries. Energy harvesting (EH) is an efficient
solution to power sensor nodes present in these connected
devices. EH sources harvest electric power from ambient
sources or human motion including light, vibration, or tem-
perature differences [2, 8, 11]. This harvested energy is con-
verted into a DC signal (voltage and current) that is used
to power up sensor devices. EH power sources are typically
intermittent due to temporal variation in the environmental
parameter (e.g., time of day, weather condition and avail-
able light). 1 shows an example of the harvested power
from a micro-wind turbine and a photovoltaic module. The
voltage of the micro-wind turbine varies between -4V to 4V.
The frequency of the power-cycle is dependent on the wind
velocity. Similarly, the output from the photovoltaic cell,
used in this example, changes depending on the intensity of
the light source. An application executed on the sensor node
powered by these EH sources can potentially be interrupted
depending on the harvested power availability. To overcome
this limitation, sensor nodes typically integrate energy stor-
age in the form of supercapacitors to buffer energy in order
to sustain computation at times of power unavailability.
Energy storage devices require time to power on and in-
creases system size, mass and cost. An alternative solution is
to power a system directly using the harvested source, elim-
inating the need of an energy storage device. However, to
sustain computation with transient sources, the common ap-
proach is to checkpoint the system state to save it into a non-
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Figure 2: Checkpointing and restore to sustain op-
eration with transient energy harvester outputs.

volatile memory. Later when the supply is restored, the last
checkpoint saved before power loss is restored and the oper-
ation is continued from the point where it was halted. Three
prominent techniques — Mementos [10], QuickRecall [5] and
Hibernus [1] have been proposed based on the checkpointing
concept, differing in the checkpointing approach leading to
different timing/power overheads. This work studies these
three approaches and evaluates them theoretically and ex-
perimentally on a common platform — the Texas Instruments
MSP430FR microcontroller. The objective is to identify sce-
narios where one approach outperforms others.

The remainder of this paper is organized as follows. A
brief background on the related works is provided in Sec-
tion 2. This is followed by a description of the three ap-
proaches in Section 3. The quantitative evaluation of these
approaches is provided in Section 4. Finally, the paper is
concluded in Section 5 with recommendations for system
designers.

2. RELATED WORKS

A new paradigm, which addresses the presented challenges,
is of ‘transiently-powered computing’ [7] allowing systems to
operate reliably from intermittent or limited sources such as
energy harvesting. This borrows from the concept of check-
pointing, which has been used in large-scale computing for
decades to provide robustness against errors or hardware
failure [3]. This technique involves systematically saving
data to non-volatile memory (NVM). To recover from a fail-
ure, systems roll back to the previous valid checkpoint, be-
fore continuing operation. State-of-art embedded systems
use a variety of classic and advanced NVM structures to
save their state. Examples of memories used for state reten-
tion are Flash or battery-backed SRAM memories [6]. How-
ever, a drawback of checkpointing is that it is impossible to
predict the exact time of failures, so computation time and
energy will be wasted by (1) taking unnecessary checkpoints,
and (2) rolling back by the period between the checkpoint
and failure. Attempts have been made to address these prob-
lems, for example by assuming different failure distributions.
Moreover, system shut-down and wake-up have significant
time and energy cost, and they must be minimized.

Recently, the checkpointing concept has been applied to
embedded devices with unstable power supplies, to avoid
power-cycling causing the loss of data and to enable long-
running computations across several power cycles. This is
enabled by systems saving their state so that, when their
power supply fails, they can resume operation when it re-
covers. Figure 2 shows the output voltage of an energy har-
vester, which is used to power a microcontroller. Whenever,
the supply voltage crosses the checkpoint threshold V., a

checkpoint is stored in the NVM. On the other hand, when-
ever the supply voltage crosses the restore threshold Vg, a
checkpoint is restored. As shown in Figure 2, this allows
computation to continue across several power-cycles, which
would conventionally have caused a system to reset repeat-
edly. A few recently published papers show that the time
and energy cost of distributed state-retentive logic elements
can be lowered by orders of magnitude with respect to tradi-
tional Flash-based approaches using alternative non-volatile
memory technology, such as FRAM [4]. Some more ad-
vanced technologies are currently under development, such
as ReRAM [9], which could further reduce NVM storage
energy and cost.

Prominent works in this area include (1) Mementos [10],
which uses checkpoints placed at compile-time to save pe-
riodic snapshots of system state to NVM; (2) Hibernus [1],
which monitors the external voltage to store RAM and regis-
ter contents in NVM when a power failure is imminent and
(3) QuickRecall [5], a refinement of Hibernus, which uses
NVM as a a unified memory; and these three techniques are
discussed in more details in the subsequent section.

3. TRANSIENT COMPUTING METHODS

In this section, we describe the three transient computing
techniques in details.

3.1 Mementos

The first presented solution is Mementos [10], which uses
checkpoints placed at a compile-time. It saves periodic snap-
shots of system state to non-volatile memory (NVM), which
enables it to return to a previous checkpoint after a power
failure. Mementos uses the following three different heuris-
tics to insert checkpoints and verify the input voltage level.

e The first heuristic is the loop-latch mode. Here, Me-
mentos inserts a trigger point for every loop of the
program in order to check the input voltage level at
each iteration.

e The second heuristic is the function-return mode. In
this mode, Mementos inserts trigger points after every
function call in order to check the input voltage level
when the program returns from a function call.

e The third heuristic is the timer-aided mode. This
heuristic works in conjunction with the two previous
heuristics. Here, Mementos inserts a timer interrupt
that sets a flag at predefined execution intervals. At
the trigger points, the voltage level is checked only if
the flag is set. This heuristic avoids frequent check-
pointing, saving energy. We will not consider in the
quantitative evaluation section this last technique.

Mementos also has the option of inserting trigger points
manually in any position of the program or forcing a snap-
shot without checking the input voltage level. In order to
predict a possible power failure, Mementos compares the in-
put voltage against a threshold by using an analog-to-digital
converter (ADC). For Mementos, the checkpoint threshold
can be calculated considering a constant current draw I so
that the time At between two voltage levels V' and Viin
is At = C (V-Vinin)/I. However, a factor complicates the
task of checking: Mementos’s ability to precisely complete
a checkpoint depends on the frequency of trigger points.



This is the main reason why we decided to fix Vi.n big-
ger than necessary (Vinin = 2.4V), assuming that no en-
ergy will be harvested between a trigger point and a power
failure. When the supply voltage reaches this threshold,
the system considers an imminent power failure and starts
checkpointing. Mementos uses two memory blocks and al-
ternates between saving to each of them in order to have
always a state-saved start. When power is available again,
Mementos looks for a valid checkpoint and copies its content
into RAM and registers to continue the program execution
from the point it was stopped. The main application of Me-
mentos is on RFID-scale devices powered by a RF-harvesting
source, which stores the energy in a capacitor.

Disadvantages of this approach include the fact that many
checkpoints will be taken (most of which will be redundant)
and that space must be reserved in non-volatile memory
for two complete checkpoints in case a power interruption
occurs whilst one is being taken.

3.2 Hibernus

Hibernus is the second presented solution, a refinement
to Mementos technique for sustaining computation powered
by intermittent sources. Hibernus stores a snapshot before
a power failure without inserting trigger points in the main
program [1]. This technique allows to save only one snap-
shot every power failure. Hibernus has two states: Active,
when the input voltage level is over a restore value (Vr).
Hibernating when input voltage is below a threshold (Vu).

Hibernus is implemented on a TT MSP430FR5739 micro-
controller which has an internal comparator that was used
to send an interruption when the input voltage level crosses
either hibernate or restore thresholds. This method uses
the FRAM as a non-volatile memory. In order to save a
snapshot, Hibernus uses the energy stored in the decoupling
capacitance of the microcontroller. This allows to have a
low Vu value which increases the active period of the main
program. Vi is determined considering the time required to
charge the decoupling capacitor in order to have enough en-
ergy for saving a snapshot before a power failure. In order to
obtain the threshold value, first, it was calculated the energy
required to save a snapshot, which is obtained as follows [1]:

E; =noFEo +npgEp (1)

Where nq, is the number of bytes of the RAM, ng the number
of bytes used by registers, E and Ej3 are the energy required
to copy RAM contents and the registers respectively. The
microcontroller works in a range of voltage between Vmin
and Vmax. Given the total capacitance (D C), the energy Es
stored in the decoupling capacitor between a given voltage
V and Vinin is calculated as follows [1]:

Vi Vi
By =~ pe ()

Inspecting the parameters of the microcontroller [4], it was
obtained that the total capacitance is 16uF, and the size in
bytes of the RAM and core registers is 1024 and 512 bytes
respectively. 4.2nJ energy is needed to save a byte into RAM
(Ea) and 2.7nJ in case of FRAM (Eg). Substituting these
values in (1) it is obtained that to save a snapshot con-
sumes 5.7 pJ (E,). To save a complete snapshot requires
that F, < Ejs. The microcontroller works in a range from

min=1.9V t0 Vmax=3.6V and the obtained threshold, con-
sidering E, = Ej5, to save a complete snapshot is 2.17V. In
order to add hysteresis, Vr was set higher to allow V.. to

be over Vu. An internal comparator is checking the voltage
level and when it is below Vu, the comparator generates an
interrupt. Inside the interrupt handler a function is called
to save the snapshot into FRAM, the checkpointing is set
and then, system enters in low-power mode. Whether the
input voltage is never lower than 1.9V and its value rises
again over Vg, the system exits from low-power mode and
continues where it was stopped without restoring the whole
system. In the case that the input voltage goes below 1.9V,
the microcontroller is turned off. When the energy is avail-
able again, the system first checks the flag. If the flag is
set means that a snapshot is saved. Therefore, Hibernus re-
stores the RAM’s contents and the registers’ values. Then,
it resets the flag and the program continues where it was
interrupted. Hibernus is transparent to the programmer.
It just need to include hibernus.h file that contains all the
functionality and call the routines initialise(), hibernate()
and restore().

3.3 QuickRecall

The last proposed solution is QuickRecall [5], which is
similar to Hibernus but it allows FRAM to be also utilized
as RAM, enabling the system to work as an "unified memory
system”. In this way, only the FRAM is used as a unified
memory while the system’s RAM is not used. In order to
check the voltage level, the system uses an external compara-
tor, which is connected to the GPIO pins of the microcon-
troller. This comparator is configured with a trigger voltage
(Virig) and sends a signal output when the input voltage
level (Ve.) is smaller than Virig. The value of trigger voltage
is not required to be relative high, unlike Mementos, because
it just needs to back up peripherals, program counter, stack
pointer, status register and general purpose registers (GPR)
before a power failure occurs. Thus, it requires a value of
2.0003V. QuickRecall uses a flag which is set during check-
pointing. This flag is used by system to know whether there
is a stored checkpoint or not after a power failure. If flag
is set, all peripherals are initialized; a check is performed to
determine if Ve > Viyig: if so, core registers are restored,
the flag is cleared and the main program is executed. A
possible disadvantage of QuickRecall is that it relies on the
use of a processor with a unified FRAM memory.

4. QUANTITATIVE EVALUATION

In this section we first evaluate the three techniques math-
ematically, establishing the scenario where one technique
outperforms the others. Later we validate the same using a
signal generator on a common microcontroller platform.

4.1 Mathematical Evaluation

4.1.1 Execution Time Comparison

The total time, Thibernus, to execute a test algorithm with
Hibernus is given by (3), where T, is the CPU time required
to execute the algorithm, n, is the number of power inter-
ruptions (where Vee < Vinin) per algorithm execution, T is
the time required to save a snapshot to NVM, T’ is the time
required to restore from NVM memory, and T} is the average
time spent sleeping (after a snapshot has been saved but be-
fore Vee = Viin, and on power-up when Viin < Vee < Vr).
The absolute limit of supply interruption frequency, f,, is
1/(Ts+T,). The execution time of the QuickRecall is similar
to that of the Hibernus and is therefore given by Equation 3.
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Hence, Thibernus < Tmementos provided n, (To/2nm)+nmTm~+
(nmps — n)Ts > n,Tx; that is, Hibernus spends less time
sleeping than Mementos spends on backtracks (re-running
code that was executed between a snapshot and a power
interruption), sampling Vec, and redundant snapshot saves.
This is evaluated experimentally in the next section.

4.1.2  Comparison of Energy Consumption

Let Pr and Pr denote the average power consumption for
accessing the FRAM and RAM, respectively. Usually, Pp >
Pgr. In QuickRecall, both the application code and dynamic
data structures are stored in FRAM, while in Hibernus, the
application code resides in the FRAM while the dynamic
data structures in the RAM.

When the system is powered using a time varying source,
e.g., a sinusoidal signal, both Hibernus and QuickRecall ap-
proaches behave similarly by storing and restoring check-
points. The energy overhead for checkpoints in the two ap-
proaches can be evaluated as follows.

The energy consumed by Hibernus, Epipernus, depends on
the size of the volatile memory and the energy consumption
for copying each byte.

Ehivernus = NaFo +npEp (5)

Here, no and ng are the sizes of the RAM and registers
(in bytes) respectively. E, and Ejs are the energy required
to copy each RAM and register byte to NVM (J/byte).

The energy consumed by QuickRecall is given by

Equickrecall = nglg (6)

Clearly, Equickrecall < Ehivernus. As can be seen, the en-
ergy for checkpointing and restore for QuickRecall is lower
than that of Hibernus. However, for a system powered
by a DC source, the energy consumption of Hibernus is
lower than that of QuickRecall. We are interested in find-
ing the crossover frequency where one technique outper-
forms the other. To do so, it is important to note that,
in each power cycle, the system will hibernate and restore
once. Assuming f is the frequency of input source, the en-
ergy overhead of checkpointing and restore for Hibernus =
Ehivernus — Equickrecatr. The crossover frequency is given by

(Pr — Pr)
(Bhivernus — Equickrecall)

(7

It is important to note that Pr and Pr depend on the
application code and hence the crossover frequency is de-

f-cross =
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Figure 4: Number of checkpoints of the three ap-
proaches.

pendent on the application being executed. This crossover
frequency is validated experimentally in the next section.

4.2 Experimental Validation

4.2.1 Experimental Setup

This section provides the experimental validation of the
three approaches implemented on a TT MSP430FR5739 mi-
crocontroller. This platform has 1KB of RAM and 16KB
of FRAM. To perform the required experiments, a signal
generator is used to power the system, and a DC power an-
alyzer is used to record power consumption. Figure 3 plots
the experimental setup used for Hibernus, QuickRecall and
Mementos. As shown in this figure, the microcontroller is
powered using an energy harvester through the diode. C
represents the total on-board decoupling capacitance. The
internal voltage comparator of the MSP430FR platform is
used for voltage comparison for all the three approaches.

4.2.2  Application Scenarios

The microcontroller’s clock is configured to run at 8MHz
executing the FFT application, which analyses three arrays,
each holding 128 8-bit samples of tri-axial accelerometer
data. The system is powered with two different sources —
a 3.4V DC and Sinusoidal sources with +3.4V amplitude
operating at frequencies ranging from 2 Hz to 10 Hz.

4.2.3  Number of Checkpoints Executed

Figure 4 shows the number of checkpoints executed by the
three transient computing approaches during the execution
of the FFT. A range of supply frequencies (2-10 Hz, and
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Figure 5: Number of snapshots of the three ap-
proaches.

DC) were chosen to represent the intermittent power out-
put that may be expected from a high-power EH. As can
be seen, Hibernus and QuickRecall modulate the number of
times snapshots are taken as a function of the supply inter-
ruption frequency, while Mementos executes a static num-
ber of checkpoints (15 and 24 times), although some are
repeated when V.. < Vinin during a snapshot. Moreover,
Mementos (loop approach) operates unstably with frequen-
cies higher than 4 Hz due to the static and uneven place-
ment of checkpoints at compile time: checkpoints are only
inserted at function calls or loops. In cases where the sup-
ply is interrupted in the period between a restore and the
next snapshot being saved, the system can become ‘stuck’,
i.e. executes the same portion of code from the last saved
checkpoint before Vie < Vinin without reaching or being
able to save a snapshot at the next checkpoint.

4.2.4  Number of Snapshots Executed

Figure 5 shows the number of snapshots saved by the three
approaches. Hibernus and QuickRecall saves a snapshot ev-
ery time the hibernate routine is executed, while Memen-
tos saves a snapshot only when V.. < Vinin. The number
of snapshots with Mementos is therefore correlated to each
checkpoint placement, the value of V,,;, and the supply in-
terruption frequency, while for Hibernus and QuickRecall
this depends on the supply interruption frequency only.

4.2.5 Number of Restores Executed

Fig. 6 shows that Hibernus and QuickRecall complete ex-
ecution of the FFT application over the same number of
power interruptions while Mementos takes for both loop and
function approaches a bigger number of cycles.

4.2.6  Time Overhead

Figure 7 plots the time overhead of the three approaches
for different interruption frequencies while executing the FFT
application. As established mathematically earlier in this
section, the time overhead of Mementos is much higher than
that of QuickRecall and Hibernus. This is also validated in
the figure. It is important to observe that as the supply
interruption frequency increases, the execution time over-
head of Mementos in the function mode increases rapidly,
increasing to over 100% overhead (2x execution time) for an
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Figure 7: Time Overhead of the three approaches.

interruption frequency of 10 Hz. Finally, the time overhead
for QuickRecall is similar to that of the Hibernus approach.

4.2.7 Current Consumption

Figure 8 reports the current consumption of QuickRecall
and Hibernus using a low-frequency input source while exe-
cuting the FFT application. The current peaks in the figure
correspond to the time when the microcontroller is on. At
other times, the current is very close to zero. This is because
at these times, the microcontroller is in hibernate state and
does not consume any current. It is important to note that
the current consumption of Mementos is similar to that of
Hibernus and is therefore not included. As can be seen from
the figure, the current consumption of QuickRecall is higher
than that of Hibernus.

4.2.8 Hibernus vs QuickRecall as a function of In-
terruption Frequencies

Figure 9 plots the energy results for QuickRecall and Hi-
bernus as a function of the supply interruption frequency
while executing the FFT application. The system is powered
using a square wave generator to simulate the interruption
behavior. An interruption frequency f signifies that the sys-
tem is interrupted f times per second. In other words, the
system is interrupted every 1/f seconds. The interruption
frequency reported in the figure covers the typical scenarios
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encountered in real energy harvesters such as photovoltaic
cell and wind turbines. As seen from the figure, the energy
consumption of QuickRecall is higher than the Hibernus at
lower interruption frequencies (less than 7Hz). As the fre-
quency is increased beyond 7 Hz, the energy consumption
of Hibernus increases. Thus, for the FFT application, it is
energy efficient to use Hibernus for interruption frequencies
lower than 7THz, while for higher interruption frequencies,
QuickRecall is more energy efficient.

5. CONCLUSIONS

In this paper, we provided a quantitative analysis of three
transient computing methods. These approaches are first
evaluated theoretically, and then validated with experimen-
tal measurements on the same microcontroller platform with
standard FFT application. The objective is to evaluate and
to compare them to identify in which conditions or scenarios
one outperform the others. In particular, Mementos is use-
ful when an application is known a priori, as it is possible
to place checkpoints near critical sections (loop or function
calls are just a few examples of possible strategies), enabling
systems to restart execution at the beginning or after these
sections. On the other hand, Hibernus and QuickRecall are
completely application agnostic and they introduce a smaller
time and energy overhead. However, QuickRecall can only
be used with unified memory systems while Hibernus is more
platform agnostic and can be used with different kind of
standard systems. Apart from this, Hibernus is more en-

ergy efficient at lower interruption frequencies, while Quick-
Recall is more energy efficient at higher frequencies. One of
the important limitations of these approaches is that they
are not adaptive to the dynamics of the energy harvesting
source. In future, we will investigate adaptive checkpoint-
ing approaches that takes system snapshots depending on
the dynamics of the energy harvesting sources.

6. REFERENCES

[1] D. Balsamo, A. S. Weddell, G. V. Merrett, B. M.
Al-hashimi, D. Brunelli, and L. Benini. Hibernus :
Sustaining Computation during Intermittent Supply
for Energy-Harvesting Systems. 7(1):1-4, 2015.

S. Beeby and N. White. Energy harvesting for

autonomous systems. Artech House, 2014.

[3] P. A. Bernstein, V. Hadzilacos, and N. Goodman.

Concurrency control and recovery in database systems,

volume 370. Addison-wesley New York, 1987.

Datasheet. MSP430FR5739, 2012. [Online] Available:

http://www.ti.com/lit/ds/symlink /msp430fr5739.pdf.

[5] H. Jayakumar, A. Raha, and V. Raghunathan.

QUICKRECALL: A low overhead HW /SW approach

for enabling computations across power cycles in

transiently powered computers. Proc. IEEE Int. Conf.

VLSI Des., pages 330-335, 2014.

H. Kim, E. Kim, J. Choi, D. Lee, and S. Noh.

Building fully functional instant on/off systems by

making use of non-volatile ram. In Consumer

Electronics (ICCE), 2011 IEEE International

Conference on, pages 675-676, Jan 2011.

[7) K. Ma, Y. Zheng, S. Li, K. Swaminathan, X. Li,

Y. Liu, J. Sampson, Y. Xie, and V. Narayanan.

Architecture exploration for ambient energy harvesting

nonvolatile processors. In High Performance Computer

Architecture (HPCA), 2015 IEEE 21st International

Symposium on, pages 526-537, Feb 2015.

P. Mitcheson, E. Yeatman, G. Rao, A. Holmes, and

T. Green. Energy harvesting from human and machine

motion for wireless electronic devices. Proceedings of

the IEEE, 96(9):1457-1486, Sept 2008.

S. Onkaraiah, M. Reyboz, F. Clermidy, J. Portal,

M. Bocquet, C. Muller, H. Hraziia, C. Anghel, and

A. Amara. Bipolar reram based non-volatile flip-flops

for low-power architectures. In New Clircuits and

Systems Conference (NEWCAS), 2012 IEEE 10th

International, pages 417-420, June 2012.

[10] B. Ransford, J. Sorber, and K. Fu. Mementos: System
support for long-running computation on RFID-scale
devices. ACM SIGPLAN Not., pages 159-170, 2011.

[11] G. Rebel, F. Estevez, P. Gloesekoetter, and J. M.
Castillo-Secilla. Energy harvesting on human bodies.
In Smart Health, pages 125-159. Springer, 2015.

2

4

6

B

9



Appendix B

RESTOP User Manual

In this appendix, the user manual of RESTOP is presented. In order to incorporate the
functionality of the proposed middleware, two header files have to be included in the

main application:

1. #include “Config.h”

2. #include “RESTOP _func.h”

1. Config.h

In this file, the user defines the following parameters:

e Table. This parameter (#define Table size) is used to define the size of the
Instruction History Table. Here, size indicates the number of locations where the

peripheral instructions will be saved.

e Cap. This parameter (#define Cap value) is needed to set the capacitance value
used as energy buffer. This value is used by RESTOP to calculate and update
the restore threshold (Vg) in the snapshotting routine of the transient computing

approach.

e V,nin. This parameter (#define V,,;,, voltage) is the minimum operating voltage
of the system. It is also needed by RESTOP to calculate and update Vp.

e reg reset. This is an array where the user has to define the reset register of each
attached peripheral. The format is as follows:
reg_reset [| = {{reg_peripherall}, {reg_peripheral2}, {reg_peripheralN}};

The number of positions depends on the number of attached registers. If only one

peripheral is needed, the user can remove the unused sections or just ignore them.
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e cmd_write. This array is needed to define the command value for those periph-

erals that need this parameter before a write operation. The format is:
cmd_write [] = {{cmd_peripherall}, {cmd_peripheral2}, {cmd_peripheralN}};

The number of positions depends on the number of attached registers. If no
command is needed, all the array sections have to be filled with zeros, e.g. two

peripherals are attached but none of them needs a command:

cmd_write [|] = {{0x0}, {0x0}};

cmd_read. The function and format of this array are similar than the previous

one but this is for read operations.

i2c_add. In this array, the user set the address for the I?C peripherals. The

format is as follows:
i2c_add [] = {{add_peripherall}, {add_peripheral2}, {addr_peripheralN}};

Depending on the number that corresponds to the I?C peripheral is where the
address has to be set and the others have to be filled with zeros, e.g. there are
two attached peripherals, but the second is the I?C one, the array would be filled

as follows:

i2c_add [| = {{0x0}, {OxEE}};

pwr_pi. Here, the user has to set the power consumption of the MCU when issuing

an instruction through SPI and I2C protocols. The format is:
pwr.pi [| = {{W_SPI}, {W.I2C}};

The values have to be introduced in Watts. The first location is for the power
consumption when issuing instructions to SPI and the second for I2C peripherals.
If only one type of protocol is used, the other must be filled with zeros, e.g. a

system where only an I2C peripheral is attached, the array would be:
pwr_pi | = {{0}, {0.002}};

Time_spi. Here, the user set the time (in seconds) spent by the MCU to issue
SPI peripheral instructions of different number of bytes. The format is described

below:
Time_spi [| = {{time_3params}, {time_2params}, {time_lparam}};

From left to right, each position corresponds to the time taken to issue three,
two and one parameters per instruction, respectively (1 parameter = 1 byte).
If the attached peripheral does not operate with the three different number of
parameters, the unused sections have to be filled with zeros, e.g. if a peripheral
only operates with two parameters per instruction, the array would be filled as

follows:

Time_spi [| = {{0}, {0.000120}, {0}};
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e Time_i2c. This array follows the same format than Time_spi but this is for 12C

peripherals.

Time_i2c [| = {{time_3params}, {time_2params}, {time_lparam}};

2. RESTOP _func.h

This file contains the declaration of the functions required by RESTOP to save and issue

each peripheral instruction. The user is not expected to modify this file.
GENERIC FUNCTIONS

RESTOP is composed by three generic functions to perform read or write operations on

the peripheral, which are:

1. RESTOP write
2. RESTOP_read
3. RESTOP_ strobe
4. RESTOP _restore

5. RESTOP_VR_adj

1. RESTOP _write

This function performs write operations on the peripheral. It is composed by six pa-

rameters:
RESTOP _write (Prv, ID, Register, Value, Burst, Protocol)

The first parameter is to define the criteria of Not-save (’d0), Save (’dl), Save-but-
replace (’d2), Save and preserve (’d5), Save-but-replace and Preserve (’d6). The second
parameter (ID) is to define the peripheral to which the instruction will be issued (the
value goes from 1 to N). The parameters Register and Value are each one byte, corre-
sponding to the register width of typical digital interface peripherals. Burst is a flag to
indicate if the instruction is one of a write-burst operation. From the first instruction
to the N-1, this flag is set to 1. The last one from the burst operation is set to zero.
Below, it is shown an example of how to use the burst flag when three burst instructions

are issued:

1. RESTOP write (1, 1, 0x0E, 0x2A, 1, 0);
2. RESTOP write (1, 1, 0x00, 0x2B, 1, 0);

3. RESTOP _write (1, 1, 0x00, 0x2C, 0, 0);
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In the first instruction, the Register where the values will be written is set. It is also
enable the burst flag. In the second instruction, instruction, the Register parameter
is set to zero, and only the value to be written and the burst flag are set. Finally, in
the last burst instruction, the flag is set to zero. The last parameter of this function
(Protocol) is to define the protocol of the peripheral (0=SPI; 1=12C).

2. RESTOP _read

This function performs read operations on the peripheral. The parameters are the same
as in the previous function, except for the Value that is not needed for read operations.

This function returns the read value from the peripheral.
RESTOP read (Prv, ID, Register, Burst, Protocol)
3. RESTOP _strobe

This function performs write operations that, unlike RESTOP_write(), executes single
byte instructions. The criteria for the parameter is the same than in the previous

functions.
RESTOP _strobe (Prv, ID, Register, Protocol)
4. RESTOP _restore

This function is in charge of restoring the peripheral state. It has to be placed at the
end of the restoring routing of the transient computing approach. The function does

not receive or return any value.
RESTOP _restore ()
5. RESTOP_VR _adj

This function dynamically calculates the value for Vg depending on the number of
peripheral instructions that are saved before a power failure. It has to be placed at the
beginning of the snapshotting routine of the transient computing approach and returns

the new value for Vg, which has to substitute the one previously set.

float RESTOP_VR _adj ()



Appendix C

Step Counter Experimental

Set-up

In this appendix, the experimental set-up of the step counter is graphically described.
Figure C.1 shows each element of the transient step counter. The ferroelectret insole
was worn inside the shoe and the step counter circuitry was placed in a box in order to

carry it in the hand during the physical routines.

T

“"l"r'

Figure C.1: Transient step counter set-up. The ferroelectret insole was worn in
the shoe and the circuitry placed in a box to carry it in the hand

Figure C.2 shows the three devices used in the experimental routine: a Mi Fitness Band,
a Fitness tracker smartphone application and the proposed transient step counter inside
the white box.
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L —
Fitness Tracker App.

Mi Fitness Band

Figure C.2: The three devices used during the experimental validation.

A laptop was configured as a receiver (Figure C.3). Thus, the collected and processed

data was presented in the screen through a serial terminal and saved for future analysis.

Figure C.3: A laptop was used as a receiver in order to present the data collected
and processed by the transient step counter.

For a better understanding of how the transient step counter works, please visit:
https://youtu.be/mKXCUrFGk4Y
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