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ABSTRACT Quantum secure direct communication (QSDC) is an important branch of quantum commu-
nication that is capable of directly transmitting secret messages over a quantum channel. It may be viewed
as a concrete realization of Wyner’s wiretap channel theory, which ensures the reliable and secure commu-
nication of information in the presence of noise and eavesdropping. Hence it is a fully-fledged quantum-
communications protocol, which does not require a separate secret key negotiation phase. By contrast, its
quantum key distribution (QKD) counterpart represents a secret key-negotiation protocol, which has to be
followed up by a separate classical communication session. The essential difference between these two
modes of quantum communication lies in the employment of a block-based data transmission technique,
proposed by Long and Liu in 2000. However, the original block-based data transmission requires quantum
memory, which is not widely available at the time of writing. Recently, this difficulty has been overcome by
using classical coding theory, which has been successfully applied to the single-qubit DL04 QSDC. Here we
will present a single-photon-memory QSDC protocol based on entangled pairs of photons. We commence
by comparing QSDC to QKD, followed by an example of the single-photon QSDC and single-photon QKD
protocol. Then we continue by modifying the so-called two-step QSDC protocol designed for deterministic
QKD by reducing the number of qubits in a block into a single one, in which Alice prepares Einstein-
Podolsky-Rosen (EPR) photon pairs and partitions them into two parts: the so-called pioneer qubit and the
follow-up qubit. The pioneer photon is transferred first to Bob, while the follow-up photon is used either
for performing encoding or for eavesdropping detection. Bob extracts the candidate key by combining the
two particles of the EPR pair to perform Bell-basis measurement. Then the protocol is transformed into a
single-photon-memory QSDC using coding theory. Our theoretical analysis shows that the resultant protocol
is robust to individual attacks. Additionally, a high communication efficiency is achieved.

INDEX TERMS Quantum secure direct communication, quantum key distribution, entanglement.

I. INTRODUCTION
The security of information has always been of high sig-
nificance to humankind. An important subfield of secure
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communications is classical cryptography, which exploits the
high computational complexity of certain mathematical oper-
ations, such as factorizing a large product of prime numbers.
However, classical cryptosystems are facing an imminent
threat with the accelerating development of quantum comput-
ers [1], [2] and powerful quantum algorithms [3]–[7], which
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exhibit powerful computing capabilities [8], [9]. Quantum
cryptography is a way of dealing with this threat.

Quantum key distribution (QKD), proposed byBennett and
Brassard in 1984 (BB84) [10], is the earliest form of quantum
communication. They pointed out that the core idea in the
design of QKD protocols is to use non-orthogonal quantum
states to support key agreement, since quantum principles
such as the collapse of measurement and the no-cloning
theorem [11]–[14] guarantee its security. Since then, QKD
has become one of the hottest frontiers and a large number of
theoretical QKD solutions have been proposed. These proto-
cols can be divided into discrete variable QKD (DV-QKD)
[15] and continuous variable QKD (CV-QKD) [16]. The
DV-QKD technique encodes the information onto the discrete
degrees of freedom of a photon, such as polarization of single
photons and it is suitable for long-distance communication,
as represented by the BB84 [10], Ekert91 [17] and BBM92
protocols [18]. By contrast, CV-QKD [19]–[23] relies on the
quadrature components of the optical field that constitute
an infinite-dimensional Hilbert space. More specifically, the
quadrature components of either coherent states, squeezed
states, or ‘‘non-classical’’ light beams [24] are modulated
by the secret key bits and then measured by high-efficiency
homodyne (or heterodyne) detectors, which are compati-
ble with off-the-shelf telecommunication technologies [23].
Hence, the latter offers a low-cost and high-secret-key-rate
advantage over DV-QKD for transmission over short dis-
tances. From the first QKD experiment disseminated in [25]
to the realization of an entire network [26]–[28] and to the
establishment of a satellite-based quantum link [29], exper-
imental QKD research has made a series of breakthroughs
[30]–[33], which have laid down the foundations for its prac-
tical application.

Meanwhile, new research branches of quantum commu-
nications have sprung up, such as quantum teleportation
[34], quantum secret sharing [35], and quantum secure direct
communication (QSDC) [36]. In 2000, Long and Liu [36]
put forward the first QSDC protocol, which encodes infor-
mation in the EPR pair quantum states, where - in contrast
to QKD solutions - secret information can be transmitted
directly through a quantum channel at a high level of security.
Deng et al. [37] invented a two-step QSDC scheme, which
encodes the message in the dense coding operation. Deng
and Long [38] designed a QSDC protocol in 2004 (DL04
protocol) by using a single photon for conveying information.
Additionally, QSDChas also been used as a constituent proto-
col for constructing other quantum communication protocols,
which required a high degree of security for transmission,
such as quantum bidding [39], quantum dialogue [40], and
so on. It is worth mentioning that due to historical reasons,
the meaning of quantum key distribution is different from the
key distribution process of classical cryptography. Explicitly,
in the latter key distribution means the secure transmission of
a pre-determined key, whereas what quantum key distribution
actually accomplishes is the negotiation of a key. By contrast,
QSDC succeeds in completing the task of key distribution.

With the rapid development of QSDC in terms of its the-
oretical characterization [41]–[46], some QSDC protocols
were demonstrated in the laboratory. Notably, Hu et al. [47]
achieved QSDC in a noisy environment based on the DL04
protocol [38] with the aid of single-photon frequency coding,
demonstrating the feasibility of QSDC in the presence of
loss. The efficient QSDC [36] and two-step QSDC protocol
of [37] were realized using a cutting-edge atomic quantum
memory, which is essential for the block transmission [48].
A transmission distance as high as 0.5 kmwas achieved in the
entanglement-based QSDC experiment of [49]. The exper-
imental development of QSDC is accelerating at the time
of writing motivated by the ambitious objective of realizing
perfectly secure communication in a metropolitan area [50],
[51]. One of the last impediments hampering this process
is the requirement of quantum memory. Recently, a coding
technique was proposed for replacing the quantum memory
[50], and this has led to the design of quantum-memory-free
(QMF) QSDC protocols, hence circumventing one of the last
impediments in the way of practical QSDC. We summarize
the major mile-stones in the theoretical and experimental
contributions to the development of QSDC in Table. 1.

Against this background, our new contribution is the con-
ception of single-photon-memory (SPM) QSDC based on the
intrinsic amalgam of the seminal QSDC protocol of [36] and
of the two-step QSDC protocol of [37]. We commence with
a critical appraisal of the differences between the classical
cryptosystem, QKD and QSDC in Section II. We will demon-
strate that the process of quantum communication relying
on QSDC is more appealing than QKD-based communica-
tion system, since no key distribution, no encryption, and
no decryption are necessitated. We review the operational
steps of BB84 QKD protocol and DL04 QSDC protocol in
Section III and Section IV, respectively. Our new protocol is
conceived in Section V. The security-level of the quantum
channel is quantified by randomly choosing the EPR pairs
for eavesdropping detection. In Section VI, we show that any
individual attack will affect the resultant error rate and hence
may be readily detected. Finally, we conclude in Section VII.

II. COMPARISON OF CLASSICAL AND QUANTUM
CRYPTOGRAPHY
In this section, we briefly introduce the basic characteristics
of classical, QKD-based and QSDC systems, with special
emphasis on their communication modality. Suffice to say
at this early stage that the BB84 QKD protocol represents
a secret key negotiation procedure, while QSDC constitutes
a true communication technique, which dispenses with the
separate key negotiation processes of QKD and of classical
cryptography.

The block diagram of a classical cryptosystem is shown
in Fig. 1 (a). The legitimate transmitter Alice generates the
so-called plaintext and wants to send it to the authorized
receiver Bob. To avoid the disclosure of the message, the
plaintext is transformed into the so-called ciphertext with
the aid of a secret key and an encryption algorithm. Then
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TABLE 1. Timeline of important milestones in QSDC’s theoretical and experimental contributions.
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FIGURE 1. Block diagram of (a) classical cryptosystem, (b) QKD-based
system and (c) QSDC system.

the ciphertext is transmitted from Alice to Bob over the inse-
cure public channel. Upon the receipt of Alice’s ciphertext,
Bob translates it back into the original plaintext using the
secret key and his decryption algorithm. Therefore, the key
must be shared between Alice and Bob over a secure channel,
as indicated in Fig. 1 (a).

However, the ciphertext transferred over the insecure pub-
lic channel permits an eavesdropper Eve to intercept it and to
apply a so-called ciphertext-only attack [69]. Hence using a
so-called ‘‘one-time pad’’ is crucial for this system in which
the plaintext is paired with a random secret key, which has
at least the same length as the message [70]. Because only
the one-time pad scheme has been proven to be perfectly
secure [71]. Naturally, if Eve obtains the secret key, the
classical cryptosystem will collapse, therefore the security of
the key in both transmission and storagemust be ensured. One
of the inherent weaknesses of classical cryptography is its
inability to detect eavesdropping. As amatter of fact, classical
cryptography was designed in a way that all the ciphertext
can be safely given to Eve, because she would not be able to
decipher it. Hence it does not care whether the ciphertext is
wiretapped or not.

By contrast, in the QKD-based communication system of
Fig. 1 (b), a pair of QKD users Alice and Bob are connected
both by a quantum channel and an authenticated public chan-
nel as well as an insecure public channel. A common secret
key can be established over the insecure quantum channel
(any qubits sent over the quantum channel can be intercepted
and modified by Eve), with the aid of an additional authen-
ticated public channel for the processes of quantum basis
comparison, eavesdropping detection and error correction.
This common secret key is used for one-time pad encryption,
in which the procedure of encryption, ciphertext transmis-
sion, and decryption carry out the same functions to those
in classical cryptosystems after key distribution. In other
words, no secret message is transmitted through the quantum

channel. Again, the QKD-based communication system of
Fig. 1 (b) also uses an insecure public channel for transmitting
the ciphertext after the key has been generated by QKD.
Hence it exhibits a certain philosophical similarity with the
existing classical optical communication systems. Therefore,
QKD can detect eavesdropping at the key agreement whilst
the ciphertext can still be intercepted without any trace.

The security of QKD is based on the no-cloning theorem
and other quantum principles implying in practical terms that
Eve’s eavesdropping action will increase the quantum bit
error rate and thus it will be discovered. For the QKDprotocol
of [72]–[75], the candidate keys are deterministic, which
means that the users can transmit whatever deterministic can-
didate key they want. But the transmitted data is discarded,
when tempered with by the eavesdropper. A candidate key is
a random bit string that carries no information. Deterministic
QKD (DQKD) cannot transmit secret information directly
because it can only detect eavesdropping, but cannot prevent
eavesdroppers from obtaining the transmitted data.

Finally, the procedure of QSDC is shown in Fig. 1 (c),
in which the secret information is directly transmitted
between Alice and Bob through an insecure quantum channel
[76]. This is achieved without any key generation as well
as without any encryption and decryption algorithm. The
confidential information can be read directly by the legitimate
user, when the information receiver receives the quantum
states, and no additional classical information is needed for
decoding. The authenticated public channel of Fig. 1 (c) is
only used for eavesdropping detection so that legitimate users
can detect the presence of an eavesdropper. The quantum
states are transmitted on a block-by-block basis and the pair
of legitimate users can check the confidentiality by random
sampling and comparing some of the photons. In all existing
secure communications, the distribution of the secret key and
the communication process has been separated, as shown
in Fig. 1 (a) and Fig. 1 (b). This has now been changed
by QSDC. QSDC has three appealing characteristics: (1) no
secret key is required, hence no need to allocate resources for
key management; (2) no leakage of information occurs, even
if an eavesdropper may tap into the quantum channel; (3) it
does not rely on data encryption and decryption.

QSDC [36]–[38], [51] has made three profound contribu-
tions to communication and cryptography:
• Firstly, it has advanced field of classical communica-
tions from the reliable transmission of information over
a noisy channel - which is guaranteed by Shannon’s
classical information theory [77] - to the higher plane
of both reliable and secure communication over a noisy
channel, even in the face of eavesdropping.

• Secondly, it may also be viewed as an explicit realiza-
tion of Wyner’s wiretap theory [78], hence guaranteeing
both secure and reliable communication with the aid of
QSDC.

• Thirdly, QSDC has advanced quantum communication
from eavesdropping detection as known in QKD to joint
eavesdropper detection and prevention.
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FIGURE 2. Principle of BB84 QKD protocol.

As discussed above, QSDC can directly send secret infor-
mation through a quantum channel without setting up a key.
Furthermore, it is capable of detecting eavesdropping and
preventing information disclosure. In a nutshell, QKD-based
communication systems [79]–[82] and QSDC [36]–[38] con-
stitute perfectly secure alternative communication modal-
ities for future classical-quantum hybrid communication
networks [83].

Indeed, the QSDC philosophy is attractive, but it requires
that the users have the capability of storing quantum states,
which had been a challenge. Recently, this challenge has been
solved with the aid of an innovative coding technique [50],
where the information is encoded using a one-time-pad key
and transmitted deterministically over the quantum channel.
Then a new key is distilled from the transmitted ciphertext by
correcting the bit errors of the ciphertext transmission. In this
way, QSDC can be carried out without quantum memory,
using the existing technology. The security of QSDC relies
on exploiting the quantum principles, such as the no-cloning
theorem, the uncertainty principle, correlation of entangled
particles and nonlocality.

In the next two sections, we will review the operational
steps of the BB84 QKD protocol [10] and DL04 QSDC pro-
tocol [38] for comparing these two popular quantum commu-
nication protocols. More explicitly, wewill show how a secret

key is distributed between two users in the BB84 protocol
[10] and how secret messages can be transmitted directly over
a quantum channel based on the DL04 protocol [38].

III. QUANTUM KEY DISTRIBUTION
As shown in Fig. 2, a pair of legitimate users, namely
Alice (transmitter) and Bob (receiver) relying on the BB84
QKD protocol [10] agree that their photons will be polarized
using conjugate bases, either a rectilinear basis

⊕
or a diag-

onal basis
⊗

, and their correspondingly polarized photons
H /−45◦ and V /+45◦ are used for signalling the information
bit ‘‘0’’ and ‘‘1’’, respectively. The operational steps of the
BB84 QKD protocol can be described as follows.
Step 1: Alice randomly chooses either the basis

⊕
or
⊗

for preparing polarized photons and then transmits them to
Bob over an insecure quantum channel. Fig. 2 shows an
example of Alice’s bit sequence and the correspondingly
polarized photons.
Step 2: Bob randomly exploits either the basis

⊕
or
⊗

to
measure the received polarized photons.
Step 3:Only some of the polarized photons can be detected

by Bob using his measurements due to the intrinsic loss of
photons during their passage through the quantum channel
and owing to the imperfections of the optical components.
Bob then transmits the position of successful detection events
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back to Alice over the classical authenticated channel of
Fig. 1 (b) and then Alice stores the corresponding data. This
process could be realized as follows, assuming that there is
bit-based time synchronization between Alice and Bob for
every transmitted qubit in the experimental implementation.
If nothing is detected by Bob in a specific time window that
corresponds to the photon emitted from Alice, we regard it as
an unsuccessful detection event, which means that the photon
has been emitted by Alice but not be received by Bob due to
optical loss. Note that the example of Fig. 2 has omitted the
photons which have been obliterated by optical loss.
Step 4: Alice and Bob compare their preparation and mea-

surement basis, respectively. Explicitly, if Bob’s measure-
ment basis is the same as Alice’s preparation basis used in
Step 1, he will detect all the transmitted polarized photons
correctly. Again, they store the qubits conveyed under the
same preparation and measurement basis, which are ticked in
the specific line indicating Matching in Fig. 2. The benefit
of this particular procedure is that only the specific index
of the identical bases is transmitted over the authenticated
public channel of Fig. 1 (b), but the actual quantum state is
not divulged to Eve. For example, only Alice and Bob know
whether the quantum state is H (bit 0) or V (bit 1). Although
Eve knows that both Alice and Bob use the same basis

⊕
by

monitoring the authenticated public channel, yet Eve cannot
infer the transmitted bit. It does not make sense for Eve to
carry out a full search to find out the secret key, since there
are 2N possible results for a secret key of a length N . This
process is formally called sifting [15]. By contrast, if Alice
and Bob know that the measurement basis disagrees with the
preparation basis by publicly discussing over the authenti-
cated classical channel, they will discard the corresponding
of transmitted photons, since the received polarized photon
will be randomly changed to one of the legitimate polarization
states of the measurement basis. To be more specific, if for
example an H or V polarized photon is expected according
to Alice’s preparation basis, but+45◦ or−45◦ is obtained by
Bob, then the measurement basis is claimed to be different
from the preparation basis, which is indicated by the cross
in the third position from the left in the last-but-one line of
Fig. 2.
Step 5: Then a sufficiently high number of bits, which are

randomly selected from the sifted data of Step 3 are compared
for statistically estimating the quantum bit error rate (QBER).
Note that this process has to publicly compare the specific
quantum states (secret bits) of Alice and Bob to be sure
that these states were not perturbed by eavesdropping. Since
Alice and Bob have publicly announced them, they cannot be
the final secret key. If the QBER is below a pre-determined
threshold, Alice andBob proceed to the next step by assuming
that no eavesdropper has tampered with their information.
Otherwise, they abort this QKD transmission and return
to Step 1 owing to the risk of tampering. More explicitly,
an eavesdropper can be readily detected during this step,
because her eavesdropping action will perturb the transmitted
qubit, as indicated by the postulates of quantum mechanics

[16], [80]. Hence the qubits prepared and detected within the
same basis by Alice and Bob will be different.
Step 6: In case of mild impairments, Alice and Bob may

be able to correct the errors inflicted by the channel/device
imperfections using error correction. In order to ensure that
Eve has only negligible information about the final secret key,
the so-called privacy amplification process [15], [84], [85] is
invoked. To elaborate a little further, Alice randomly chooses
a hash function from the universal hash function family of
[86] and forwards the description of the selected hash func-
tion to Bob over the authenticated public channel. Then, Alice
andBob can use this hash function formapping the reconciled
secret key strings to a final secret key. However, this step has
not been presented in the example of Fig. 2.
Therefore, by exploiting the quantum-physical properties

of the photons, eavesdropping can indeed be detected in
QKD. However, QKD fails to prevent eavesdropping. There-
fore, to mitigate the risk, QKD always transmits a potential
candidate key string which is initially meaningless before it
is elevated to the status of a raw key later. If eavesdropping
is detected, QKD discards the candidate key and the entire
process is resumed from the beginning, which leads to its rel-
atively low key rate. If however no eavesdropping is detected,
the candidate key is elevated to the raw key.

IV. QUANTUM SECURE DIRECT COMMUNICATION
The first QSDC protocol is based on EPR pairs with the block
data transmission technique in 2000 [36]. The information is
encoded in the quantum states and transmitted in two steps.
In 2003, a two-step QSDC protocol [37] was proposed where
information is encoded using the dense coding operations.
The first sing-photon based QSDC protocol [38] was pro-
posed in 2004, to compare the QKD and QSDC, we concen-
trate on the DL04 QSDC protocol, which is based on single
photons, like BB84 QKD [10]. The DL04 QSDC protocol is
shown in Fig. 1 (c), which is a solution conceived for directly
transmitting secret messages with the aid of a single-photon
block [38]. The QSDC procedure is illustrated in Fig. 3.
We would like to mention that ‘‘Alice’’ and ‘‘Bob’’ represent
the qubit transmitter and qubit receiver, respectively, in line
with the role definition of the BB84 QKD protocol. How-
ever, the DL04 QSDC protocol is still quite different, since
some qubits traverse the quantum channel twice. Although
Bob represents the legitimate information receiver, he also
transmits his own prepared qubits to Alice (the legitimate
information transmitter). Recall that in the BB84 QKD-based
system the legitimate receiver Bob also acted as a transmit-
ter by sending back the index of the successfully detected
qubits to Alice, but instead of the quantum channel, over
the authenticated classical channel of Fig. 1 (b). The DL04
QSDC protocol can be described as follows.
Step 1: Bob (information receiver) randomly chooses

either the basis
⊕

or
⊗

for preparing a sequence of polar-
ized photons. Each photon is randomly in one of the four
legitimate polarizations {H , V , +45◦, −45◦}. Then, this
photon sequence will be transmitted from Bob (information
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FIGURE 3. Principle of DL04 QSDC protocol.

receiver) to Alice (information transmitter) using a process
called block transmission [36] over the quantum channel
of Fig 1 (c). This block has been marked by a gray cylin-
der in Fig. 3, which was not part of the QKD procedure
of Fig. 2.
Step 2: After receiving this block, Alice (information

transmitter) randomly selects a sufficiently large set of the
received photons and measures them. Indeed, Alice (infor-
mation transmitter) would get Bob’s (information receiver)
legitimate polarized photons, provided that no eavesdropping
perturbs their quantum states and if she has used the same
basis to measure the photons as Bob’s preparation basis.
To ascertain whether an eavesdropper has tempered with the
photons during their flight over the quantum channel, the
QBER is estimated by comparing the qubits via the authenti-
cated classical channel seen in Fig. 1 (c). For example, in the
second position of Fig. 3 Alice and Bob have different bases,
but in the 7th position they coincide, where a ‘‘1’’ is detected.
If the comparison confirms that the transmission is secure,

i.e. free from eavesdropping by Eve, they proceed to the next
step. This eavesdropping detection of the forward quantum
channel of Fig. 3 is identical to Step 1, Step 2, and Step 5 of the
BB84 QKD protocol of Fig. 2, thus QSDC has the same level
of security as the BB84 QKD during its forward transmission
from Bob to Alice.
Step 3: Then Alice (information transmitter) applies a pair

of unitary operations I andU = iσy to the remaining photons,
for example, photons 1, 3, 4, 5, 6, 8 and 9 in Fig. 3 - namely
to those that were not chosen for performing eavesdropping
detection - in order to convey the secret information bit ‘‘0’’
and ‘‘1’’, respectively. More explicitly, the unitary opera-
tion I keeps the photons unchanged, whileU flips the photon
state that belongs to the same basis, which is formulated
as:

U |0〉 = −|1〉, U |1〉 = |0〉 (1)

and

U |+〉 = |−〉, U |−〉 = −|+〉, (2)
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where the states |0〉, |1〉, |+〉 = 1/
√
2(|0〉 + |1〉), and |−〉 =

1/
√
2(|0〉− |1〉) represent the polarized photons H , V ,+45◦,

and−45◦, respectively. This action may be observed by com-
paring the 2nd and 8th rows of Fig. 3 in their photon-positions
1, 3, 4, 5, 6, 8 and 9. This operation enables Bob (information
receiver) to deterministically decode the secret message bits,
since he has the knowledge of the initial states’ preparation
basis seen in these photon-positions of Fig. 3 in row 1. Addi-
tionally, Alice (information transmitter) randomly chooses
some photons as test photons for conveying random bits so
as to guarantee the security of her second transmission, which
are represented by the shaded boxes of Fig. 3. Both types of
photons, namely those carrying genuine secret messages and
those conveying the random test bits are transmitted to Bob.
More explicitly, the photon sequence returned from Alice
to Bob is a mixture of random test photons and message
carriers, hence Eve does not know, which photon repre-
sents the desired secret message and which conveys only a
random bit.
Step 4: Finally, Bob (information receiver) measures the

returned photons using the same basis he used for prepar-
ing them. In this case, he can deterministically decode
the encoded bits without requiring a classical channel.
Then Alice (information transmitter) and Bob (information
receiver) publicly compare the decoded test photons in posi-
tions 4 and 8 of line 8 in Fig. 3 for determining whether Eve
has or has not intercepted the photons during their transmis-
sion from Alice to Bob.

V. A SINGLE-PHOTON-MEMORY QSDC PROTOCOL
BASED ON EPR PAIRS
Against the above background, in this section, we present
first a new QSDC scheme requiring no block transmis-
sion and mitigating the requirement of quantum memory,
as inspired by the seminal QSDC protocol of [36] and by
the two-step QSDC protocol of [37]. This new SPM QSDC
protocol is evolved from the two-step DQKD protocol by
reducing the number of particles in a block to just 1 in
the two-step QSDC protocol of [37] and by appropriately
adaption the coding-technique proposed in [50]. Historically
speaking, the two-step DQKDprotocol is a simplified version
of the two-step QSDC of [37]. Here only two EPR states
|ψ−〉 and |ψ+〉 are used. The reason for using these two
Bell-basis states is that they can be measured with the aid
of linear optics [87], [88], which is more easily implemented
than a complete four-Bell-state measurement, since the latter
requires nonlinear optics [89]. The procedure of two-step
DQKD is depicted in Fig. 4, and the detailed steps are as
follows.

An EPR pair represents one of the four Bell states [37],
[90]

|ψ−〉 =
1
√
2
(|0〉|1〉 − |1〉|0〉) ,

|ψ+〉 =
1
√
2
(|0〉|1〉 + |1〉|0〉) ,

FIGURE 4. Illustration of the DQKD protocol. The subscript AB of an
entangled state |ψ−〉AB represents that this state is shared by Alice and
Bob, i.e., they respectively hold one of the particles of an entangled state.
If there is no subscript, this means that either Alice or Bob holds the
entangled state in its entirety. Furthermore, the superscript A in a
quantum operation indicates that the operation is performed by Alice.

|φ−〉 =
1
√
2
(|0〉|0〉 − |1〉|1〉) ,

|φ+〉 =
1
√
2
(|0〉|0〉 + |1〉|1〉) . (3)

Step 1: Alice and Bob agree prior to their actual communi-
cation that each of the two Bell-basis states can carry one bit
of classical information and they map 0 and 1 onto |ψ−〉 and
|ψ+〉, respectively, as seen at the top left corner of Fig. 4.
Step 2: Alice prepares an EPR pair in the Bell state |ψ−〉,

as seen in Fig. 4.
Step 3: Alice sends one of the photons in the EPR-pair to

Bob, which we refer to as the pioneer photon.
Step 4: After waiting for a transmission time of t , which is

the time it takes for the photon to reach Bob, Alice applies
either an eavesdropping detection measurement or an encod-
ing operation to the follow-up photon, and then sends either a
classical message through the authenticated classical channel
or the follow-up photon to Bob. At the time t , Bob receives the
pioneer photon and keeps it at hand. The encoding operations
are

UA
0 = I = |0〉〈0| + |1〉〈1| (4)

and

UA
1 = σz = |0〉〈0| − |1〉〈1|, (5)

respectively, which transforms the state |ψ−〉 into |ψ−〉 and
|ψ+〉, and represent bit ‘‘0’’ and ‘‘1’’, respectively. Some of
these encoded bits are used as test bits to estimate the bit error
rate of the follow-up photon transmission. The capacity of
this protocol can be further increased by using four unitary
operations as in [37], [91].
Step 5: At time 2t , either the classical bit or the follow-up

qubit reaches Bob. If the classical bit is received, Bob
measures his pioneer photon using either {|0〉, |1〉} basis
or {|+〉, |−〉} basis, and announces his measurement basis
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as well as the measurement result through the authenti-
cated public channel. If Bob receives the follow-up photon,
he combines it with the pioneer photon to perform Bell-basis
measurement.
Step 6: After sufficient EPR pairs have been transmitted,

Alice and Bob can estimate the QBER of the received pioneer
photons by comparing the eavesdropping detection measure-
ments at the photon-positions, where they chose the same
basis. Then they continue by estimating the QBER of the
follow-up photons by comparing some of the EPR pairs to
the encoded test bits. If the error rates are below a certain
acceptable threshold, Bob and Alice may conclude that there
are no eavesdroppers, and they continue the steps from Step 2
to Step 6 until sufficient candidate keys have been generated.
Then they go to Step 7. Otherwise, Alice and Bob must
discard the key that they have communicated and terminate
the process.
Step 7: Finally, Alice and Bob acquire the final key by

utilizing error correction and privacy amplification.
At this stage, it is worth mentioning that in BB84 QKD

Alice and Bob cannot decide in advance what the candidate
key-encoding sequence would be and thus it is referred to as
probabilistic QKD (PQKD), since they randomly choose the
basis used for measuring the transmitted qubits. A specific
disadvantage of this is that a lot of qubits must be dis-
carded during the information reconciliation, thus resulting
in a low key bit transmission efficiency (discussed later),
as exemplified in Fig. 2. By contrast, the deterministic
QKD (DQKD) of Fig. 4 has the benefit that Alice can dis-
tribute her pre-determined candidate key sequence, hence no
qubits have to be discarded [72], [74] so that having a higher
key bit transmission efficiency.

In a nutshell, we have accomplished the distribution of
candidate key after the transmission of each EPR pairs. Let
us now briefly elaborate on the important quantity of the
waiting time t in Step 4, which critically depends on the
distance between Alice and Bob. It must be long enough for
transmitting a photon to Bob. Assuming that their distance
is L, the waiting time must satisfy t > L/c, in order to
leave sufficient time for the pioneer photon to reach Bob.
So that Eve could not get the two photons of an EPR without
violating the relativity. The reason we call this protocol as
two-step DQKD protocol is that the particles pioneer photon
and follow-up photon in EPR pairs are transmitted fromAlice
to Bob in two steps Step 3 and Step 4, rather than there are
only two operational steps in this protocol.

Let us now deal with another salient benefit of the proposed
protocol, namely its ability to mitigate the need for quantum
memory. To elaborate a little further, the entanglement-based
QSDC schemes of [36], [37] rely on the block-based trans-
mission of photons and are capable of detecting eavesdrop-
ping with the aid of random sampling tests. Unfortunately,
however, N -photon quantum memory with long decoherence
time is needed for storing a batch of quantum states in pure
block-based transmission. In the light of this, it is a substantial
benefit of the proposed DQKD protocol that it lends itself

to convenient implementation as a benefit of dispensing with
block-based transmission, albeit this is achieved at the cost
of transmitting a deterministic key, instead of genuine secret
messages.

Note that a single-photon storage is required in Step 3
(Step 5) for the follow-up (pioneer photon) photon when the
pioneer photon (follow-up) is transmitted over the quantum
channel. This scenario is similar to entanglement-based QKD
protocols, such as the Ekert91 [17], the BBM92 [18] and the
ping-pong protocol [72]. The storage of a single-photon in
the EPR pair can be realized by a low-cost optical fiber delay
line [92] instead of a genuine N -photon quantum memory
[93], which has a long decoherence time. By contrast, gen-
uine quantum memory is necessary for the original two-step
QSDC protocol due to the block-based transmission of quan-
tum states [37], [48].

The DQKD protocol can be transformed into a QMF
QSDC protocol by using the quantum-memory-free tech-
nique proposed in [50], which has successfully transformed
the DL04 QSDC protocol [38] into the QMF DL04 QSDC
protocol of [94]. Here we briefly describe the idea of QMF.
Let us commence by recalling that in the original DL04
QSDC protocol of [38] the message block is only encoded
after it has been ascertained that the block of information was
not tampered with. Similarly, in the two-step QSDC protocol
of [37] the message block is only encoded after it has been
confirmed that the pioneer block of photons has not been tam-
pered with. Thus, QSDC is capable of not only eavesdropping
detection, but also of eavesdropping prevention. However,
to ensure the security of the pioneer sequence or the block of
information carriers before their encoding, quantum memory
is required for storing them until the discussions of their
security check are completed. Otherwise, Eve could steal the
information. Although this could indeed be detected, but only
retrospectively.

The QMF concept hinges on letting Alice encrypt the mes-
sage using a one-time-pad and then mapping the ciphertext
onto the photons in a block, which are sent to Bob one by one.
Bob receives the encoded photons and decodes the ciphertext
as well as assesses the degree of eavesdropping tampering
with the transmitted ciphertext by estimating the QBER of the
transmission. Then Bob calculates the secrecy capacity [51].
Given this, Alice and Bob can distill a new secret key from
the ciphertext, and these keys will be used for protecting
the ensuing transmission of information. To start with, Alice
and Bob can pre-share a common one-time-pad key, or they
can run the protocol as a DQKD procedure to produce some
initial keys. Again, we note that this genuine quantum com-
munications protocol is totally different from a QKD-based
system, because instead of simply negotiating/distributing a
key it carries out simultaneous key agreement and ciphertext
transmission. As a further benefit, no classical ciphertext
transmission is performed.

Given the QMF concept, the DQKD protocols can
now be transformed into QMF QSDC [50]. However, the
single-photon memory is required in the entanglement-based
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FIGURE 5. The block diagram of the proposed SPM QSDC protocol based on [50].

DQKD, which could be realized by using the fiber delay
lines. Hence, the proposed entanglement-based protocol is
called SPMQSDC. The operational steps of this SPMQSDC
protocol are nearly identical to the two-step DQKD protocol
of Fig. 4, apart from the fact that they are intrinsically amalga-
mated with an extra classical coding technique to conceive a
compelling SPM QSDC protocol. Below we continue by dis-
cussing the details of the SPM QSDC protocol based on EPR
pairs. For the sake of bold and explicit exposition, we will
introduce it step by step, again emphasizing the some of the
steps are identical to the two-step DQKD protocol of Fig. 4.
Hence the identical steps Step X of the DQKD protocol of
Fig. 4 will be copied directly from above, while the different
steps will be described using Step Xb. The resultant SPM
QSDC protocol relies on combining Fig. 4 and Fig. 5.
Step 1: Alice and Bob agree prior to their actual communi-

cation that each of the two Bell-basis states can carry one bit
of classical information and they map 0 and 1 onto |ψ−〉 and
|ψ+〉, respectively. As seen at the top left corner of Fig. 4.
Step 2: Alice prepares an EPR pair in the Bell state |ψ−〉,

as seen in Fig. 4.
Step 3: Alice sends one of the photons in the EPR-pair to

Bob, which we refer to as the pioneer photon, as shown in
Fig. 4.
Step 4b: Both Alice and Bob rely on a quantum/to-classical

(Q/C) converter for converting the optical signals to classical
bits for extracting a key and then temporarily storing it in
the sink found in the classical encoding/decoding scheme
of Fig. 5. The corresponding classical electronics is part of
Alice’ and Bob’s classical computers. The Q/C converter may
be for example a single-photon detector, converting an optical
signal to an electronic signal. If there are insufficient random
key bits shared between Alice and Bob, Alice chooses a
string M of random bits. By contrast, if there are sufficient
random key bits shared between them, then Alice chooses
a string of message bits and uses a string of secret key bits
stored by the sink in the classical coding scheme of Fig. 5
for encrypting them utilizing a one-time-pad, generating the
encrypted string M ′. Hence as usual, the length of the stored
key is the same as that of the secret message (plaintext) and as
always, the ‘‘one-time pad’’ requires that the key would only

be used once. The duration of key storage is only required
to be long enough for the transmission of a single secret
message. Alice then chooses a classical code C for encoding
the encrypted string M ′, representing either a random binary
string or a message string into the codewords X of Fig. 5. The
classical coding rate is given by m/Nc, where m is the length
of the message frame and Nc is the length of the encoded
codeword.

To elaborate a little further, the above-mentioned process
is based on a classical encryption or coding process, where
no photons or optical signals are involved. To provide a
simple example, if Alice wants to transmit the secret message
string of M ‘‘0011’’ to Bob, she might opt for using a key
‘‘1010’’ to encrypt it. The string M is then encrypted using
their modulo-two connection into M ′ (M ′ = 1001 = 0011
mod 1010). The encrypted stringM ′ ‘‘1001’’ is then encoded
for example into a codeword X ‘‘10000011010100100’’,
which is finally mapped onto photons using quantum-domain
operations.

After waiting for a transmission time of t , Alice modulates
the follow-up photons with the codewords X , using UA

0 and
UA
1 as the coding bit of 0 and 1, respectively, as seen in Fig. 5.

She also inserts some test bits into the codewords and then
she sends the test bit positions and the encoded follow-up
photons to Bob. Furthermore, Alice randomly chooses some
follow-up photons for performing eavesdropping detection
using either the {|0〉, |1〉} basis or the {|+〉, |−〉} basis, whose
position indices will be conveyed to Bob. In a nut-shell, apart
from the employment of the classical coding schemes of
Fig. 5 this step is also similar to Step 4 of Fig. 4.
Step 5: At time 2t , either the classical bit transmitted over

the classical channel of Fig. 1 or the follow-up photon reaches
Bob.

If the classical bit is received, Bob measures the associ-
ated pioneer photon using either the {|0〉, |1〉} basis or the
{|+〉, |−〉} basis, and announces his measurement basis as
well as the measurement result through the authenticated
public channel.

By contrast, if Bob receives the follow-up photon, he com-
bines it with the associated pioneer photon to perform
Bell-basis measurement, similarly to Step 5 of Fig. 4.
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Step 6b: Bob then decodes the codewords using the clas-
sical decoding scheme of Fig. 5 representing the message
Alice has encoded. They also estimate the secrecy capacity
using the QBERs of both the pioneer- and follow-up photon
transmissions. Finally, Alice and Bob distill a secure key k ′

from the ciphertext. They insert k ′ into their classical key
sinks respectively, as shown in Fig. 5.
Step 7b: They continue to send the next frame of informa-

tion by repeating all the steps commencing from Step 2 until
they complete the transmission of the entire message.

In closing we note that the details of the classical code
design will be similar to those in [50] and will be further
elaborated on in a follow-on paper [94]. Compared to QSDC
critically relying on the availability of quantum memory,
only a single classical key sequence has to be stored by the
classical sink of Fig. 5 for the transmission of a single secret
message in the proposed SPM QSDC. More explicitly, it is
necessary to store a single key having the same length as
the secret message in the classical sink for the transmission
duration of single ciphertext message, whilst no key storage
is necessitated by QSDC relying on quantum memory. The
ciphertext is transmitted over the quantum channel, which is
protected by the postulates of quantum physics. In the next
phase a new key may be readily distilled from the very same
ciphertext, because the presence or absence of eavesdrop-
ping is perpetually monitored. The resultant key is then used
immediately for encoding the subsequent message. In QKD,
DQKD or PQKD, the transmitted bits must be discarded if
they happen to be tampered with, which leads to a potentially
low effective throughput. By contrast, in SPM QSDC, the
transmitted data does not have to be discarded even in the
presence of eavesdropping, because the information is pro-
tected by the above-mentioned one-time pad in the ciphertext.

In conclusion, there is a trade-off between QSDC rely-
ing on quantum memory and mitigating the requirement of
quantum memory. Explicitly, the former requires no key
distribution, no key storage and no ciphertext. By contrast,
although the proposed SPM QSDC requires both secure key
agreement as well as the storage of a key for the duration of
a single secret frame’s transmission, it eliminates one of the
last impediments in the way of practical QSDC, because it
only requires a fiber delay line for single-photon storage and
it minimizes the leakage of ciphertext.

VI. SECURITY LEVEL AND EFFICIENCY OF THE SPM QSDC
PROTOCOL
A. IDENTIFICATION OF THE LEGITIMATE PARTIES WITH
THE AID OF ENTANGLEMENTS
In many quantum communication protocols, it is assumed
that the participants are honest, albeit this not so in the
real world. To guarantee secure communications, mutual
partner-identification is necessary. The quantum identifica-
tion techniques of [95]–[97] relying on entanglements can
be used in our protocol to guard against insider attacks.
In these schemes, the underlying assumption is that a pair of

FIGURE 6. The process of Eve’s individual attack, whose |ε〉 is the probe
of Eve, |B〉 is the photon state sent by Alice, while UE represents Eve’s
unitary operation in her attack. Finally, t is the waiting time in the Step 4
of Fig. 4.

legitimate users have previously established entangled states
or that there exists a trusted authority. They can use their
entangled states to complete the procedure of identity authen-
tication, since Eve has no qubits entangled with legitimate
users. In the proposal of [96], Alice and Bob share some
entangled states |ψ−〉. Then Bob randomly selects I or σx
for operating on the photons in his hand and then sends them
to Alice. If no eavesdropping takes place, Alice should only
get either the state |ψ−〉 or |φ−〉. The man-in-the-middle
attack issue raised in [98] by Desurvire would disappear if
the communicating parties could pre-share a sequence of
entangled states, as pointed out by Long in [99]. This concept
has also been used in [100], [101].

B. ROBUSTNESS AGAINST ATTACKS
If Eve intercepts only one of the photons in the EPR pairs,
she is unable to infer valid information [17], [18], [36], since
ρ±A = trB(|ψ±〉〈ψ±|) = trB(|φ±〉〈φ±|). Furthermore, the act
of eavesdropping will be discovered by Alice and Bob. Sim-
ilar to the security of the original QSDC proposal by Long
and Liu [36], our QSDC protocol is secure against the act of
direct measurement as well as against the ‘‘intercept-resend’’
attack and against the ‘‘opaque attack’’ strategy of [36]. The
security of QSDC based on EPR pairs has been formally
proved in [102].

In order to glean information about Alice’s message, Eve
will have to take advantage of the individual attack strategy of
Fuchs and Peres [103]. To achieve this, Eve prepares a pure
state |ε〉 as the probe and arranges for it to interact with the
photon state |B〉 that was sent from Alice to Bob in the first
transmission. Subsequently, Eve applies the unitary attack
operation UE to the joint state of |ε〉 and |B〉, and extracts
valuable information after Alice completed the secret key
encoding, as seen from Fig. 6 and detailed below.

Let us consider the maximum amount of information that
Eve can acquire. After Eve’s attack operation UE , the system
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can be described as [104]

UE |0〉|ε〉 = α|0〉|ε00〉 + β|1〉|ε01〉

= α|0, ε00〉 + β|1, ε01〉,

UE |1〉|ε〉 = β|0〉|ε10〉 + α|1〉|ε11〉

= β|0, ε10〉 + α|1, ε11〉, (6)

where |ε〉 is Eve’s probe and the four states |ε00〉, |ε01〉, |ε10〉,
and |ε11〉 belong to the Hilbert space of Eve’s probe. Unitarity
and symmetry requires that the four state must satisfy [15]

| 〈ε00|ε00〉 |
2
= | 〈ε11|ε11〉 |

2
= |α|2,

| 〈ε01|ε01〉 |
2
= | 〈ε10|ε10〉 |

2
= |β|2,

|α|2 + |β|2 = 1,

〈ε00|ε01〉 = 〈ε11|ε10〉 = 0. (7)

Without loss of generality, we assume that the photon state
Alice sends to Bob is |1〉. From Eq. (6) we know that the joint
state is

|ψ〉 = UE |1〉|ε〉 = β|0, ε10〉 + α|1, ε11〉. (8)

During detecting eavesdropping, as seen in Step 4 of our
proposed protocol of Fig. 4, Bob randomly selects one of
the two sets of measurement bases (σz = {|0〉, |1〉} and
σx = {|+〉, |−〉}) to measure the photon in his possession and
Alice chooses the samemeasurement basis as Bob to measure
the corresponding photon. If there is no eavesdropper, they
will arrive at the opposite results. Thus the eavesdropping
detection probability or quantum bit error rate for Eve’s attack
is D = |β|2.
By contrast, if the EPR pair is used for secret key encoding

instead of eavesdropping detection, the joint density matrix
after Eve’s attack becomes

ρ = |ψ〉〈ψ | = |β|2|0, ε10〉〈0, ε10|

+ |α|2|1, ε11〉〈1, ε11| + α∗β|0, ε10〉〈1, ε11|

+αβ∗|1, ε11〉〈0, ε10|. (9)

This can also be modeled by

ρ =

(
|β|2 α∗β

αβ∗ |α|2

)
. (10)

After Alice performs the unitary operations U0 and U1 with
probabilities of p0 = 1/2 and p1 = 1/2, respectively, the
joint state becomes:

ρ′ = p0U0ρU
†
0 + p1U1ρU

†
1

=

(
|β|2 (p0 − p1)α∗β

(p0 − p1)αβ∗ |α|2

)
=

(
D 0
0 F

)
, (11)

whereF represents the fidelity. As discussed in [15], the value
of F can be formulated as:

F =
1+ 〈ε01|ε10〉

2− 〈ε00|ε11〉 + 〈ε01|ε10〉
=

1+ cosx
2− cosy+ cosx

, (12)

FIGURE 7. Eve’s maximal information and the mutual Shannon
information of Alice and Bob vs the eavesdropping detection probability.

where x and y represent the angle of nonorthogonal vectors,
associated with 0 6 x, y 6 π

2 [74].
According to the Holevo bound [105], an upper bound on

the amount of information accessible for Eve is

I 6 S(ρ′)−
∑
x

pxS(ρx ′) = −tr(ρ′log2ρ
′)

= −Dlog2D− F log2F . (13)

The information gleaned by Eve is maximal when x = y [15].
Hence both Eve’s maximal information IAE and the mutual
Shannon information IAB betweenAlice and Bob only depend
on the eavesdropping detection probability of:

IAE = −Dlog2D− (1− D)log2(1− D)

IAB = 1+ Dlog2D+ (1− D)log2(1− D). (14)

If the state of the photon Alice sent to Bob is assumed to
be |0〉, the same conclusions are arrived at.
Eve’s maximal inferred information and the mutual Shan-

non information of the Alice-Bob link are plotted in Fig. 7.
Clearly, the higher information gained by Eve, the higher
eavesdropping detection probability becomes, and ultimately
it would reach 50.0% when Eve gets all the information.
Furthermore, Eve is unable to steal any information at the
eavesdropping detection probability of D = 0. The pair of
mutual information curves cross at the specific eavesdropping
detection probability of 11.0%. If the detection probability is
higher than 11.0%, the information Eve can steal becomes
higher than the mutual information between Alice and Bob,
which implies that the secrecy capacity becomes zero. Hence,
the error threshold guarding against individual attack for the
proposed QSDC protocol is 11.0%.

This protocol may also be conveniently interpreted in the
context of Wyner’s wiretap theory. Let us assume that IAB
represents the channel capacity of the main channel and IAE is
that of the wire-tap channel, where the latter cannot be readily
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estimated in classical communication. Given these defini-
tions, Max{IAB − IAE , 0} quantifies the secrecy capacity. If it
is higher than zero, then Wyner’s wiretap theory guarantees
the existence of a coding scheme having a code-rate equal to
or lower than the secrecy channel capacity, which facilitates
both the reliable and secure transmission of information over
a noisy channel even in the face of eavesdropping.

C. SECRET BIT TRANSMISSION EFFICIENCY
It has been pointed out our SPM QSDC can be also used as
a DQKD. In this aspect, it is worthwhile to compare the bit
transmission efficiency defined in [106]

E =
bs

qt + bt
, (15)

where bs is the number of secret bits received by Bob, qt
is the number of qubits transmitted in the quantum channel
and bt is the number of classical bits exchanged between
a pair of correspondents. The number of classical bits used
for eavesdropping detection may be deemed negligible [106].
No classical bits are needed for key generation in our scheme.
Accordingly, we have bt = 0, bs = 1 and qt = 2 in
Eq. (15), which provides an efficiency of approximately E =
50%. This efficiency is higher than some of the schemes
listed in [106], namely that of the BB84 (25%), B92 (<25%)
and GV (33%) protocols. This efficiency may potentially be
improved to exceed 50% using the four unitary operations of
[37] to encode bits, as mentioned in Section V. However, the
channel’s transmittance [107] such as exponential photon loss
from the fiber also has to be considered in order to calculate
the practical efficiency of all QKD schemes. If T is the
channel’s transmission efficiency of the qubit over a distance
of L, the overall transmittance of the qubits over a distance of
L from Alice to Bob is T 2T 2

= T 4 in our protocol, when
fiber-based delay lines are considered. Then, the practical
efficiency can be formulated as E ′ = ET 4

= T 4.

VII. CONCLUSIONS
In this paper, we compared the basic structure of a classical
cryptosystem, of QKD and of QSDC as seen in Fig. 1. The
specific operational steps of probabilistic and deterministic
QKD as well as of QSDC were also detailed and compared.
It can be seen that QKDexploits the laws of quantummechan-
ics to generate a shared cryptographic key for encryption
and decryption. The QKD of Fig. 1 (b) still uses a public
classical channel to transmit the ciphertext, making it to some
extent similar to the classical cryptosystem. In contrast to
QKD, QSDC can send secret information directly through
a quantum channel without setting up a key. This commu-
nication model relies on the block transmission of quantum
states, which requires quantum memory. There has been sub-
stantial progress toward the realization of quantum memory
[48], [93], but there are still substantial challenges. Hence,
conceiving QSDC protocols without quantum memory is a
pressing issue for practical QSDC. Remarkably, the QMF
QSDC protocol has been invented in [50]. Quantum memory

can be dispensed with classical coding. The single-photon
based QMF DL04 has been designed [50].

We conceived a new SPM QSDC scheme based on a
two-step QSDC protocol. The protocol uses two Bell-basis
states which can be measured using linear optics with
present-day technology. In the security analysis of this
scheme, we considered the families of direct measurement
attacks, the intercept-resend attack, and the opaque attack
strategy, but none of them constitute a threat. Moreover, our
protocol has been proved to be secure against individual
attacks.

In closing it is worth pointing out that all QSDC
protocols become equivalent to deterministic QKD pro-
tocols, if the number of qubits in a block is reduced
to a single one [36]–[38]. They all may be transformed
to quantum-memory-free or single-photon-memory QSDC
using the coding technique proposed in [50]. Thus, at the
current state-of-the-art QSDC can be realized for convenient
practical applications using block-based data transmission,
whilst relying on classical coding techniques.
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