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Abstract—Millimeter wave (mmWave) communications and
cognitive radio technologies constitute key technologiesof im-
proving the spectral efficiency of communications. Hence, we
conceive a hybrid secure precoder for enhancing the physical
layer security of a cognitive mmWave wiretap channel, wherea
secondary transmitter broadcasts confidential information signals
to multiple secondary users under the interference temperature
constraint of the primary user (PU). The optimization problem is
formulated as jointly optimizing the analog and digital precoder
for maximizing the minimum secrecy rate of all the secondary
users under practical constraints. In particular, our design satis-
fies the constraint on the maximum interference power received
by multiple PUs, as well as the secondary users’ minimum
quality-of-service (Qos), and the unit-modulus constraint on
the analog precoder. Due to the non-convexity of the resultant
objective function and owing to the coupling between the analog
and digital precoder, the optimization problem formulated is
nonconvex and nonlinear, hence it is very challenging to solve
directly. Hence, we first transform it into a tractable form,
and develop a penalty dual decomposition (PDD) based iterative
algorithm to locate its Karush-Kuhn-Tucker (KKT) solution .
Finally, we generalize the proposed PDD algorithm to a secure
hybrid precoder design relying on practical finite-resolution
phase shifters and show that the proposed PDD algorithm can
be straightforwardly adapted to handle the scenario, whereeach
PU is equipped with multiple antennas and the CSI of multiple
eavesdroppers (Eves) is imperfectly known. Our simulation
results validate the efficiency of the proposed iterative algorithm.

Index Terms—Millimeter wave, cognitive radio, physical layer
security, hybrid precoder, penalty dual decomposition.
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I. I NTRODUCTION

With the increasing proliferation of intelligent devices,
including smartphones and Internet-of-Things (IoT) devices,
the data traffic of mobile communications has increased expo-
nentially for decades [1], which leads to an impending spec-
trum scarcity. Both millimeter wave (mmWave) and cognitive
communications play a key role in mitigating this problem [2]-
[3].

Due to the broadcast nature, wireless communication is
prone to security value abilities. As IoT is pervading both
industry and our daily life, more and more confidential in-
formation will be transmitted over wireless channels, hence
communication security is vitally important [4], [5]. Physical
layer security (PLS) exploits the randomness of the wireless
media in an innovative way for securing the confidential
information transmission [4], [26]. The study of cognitive
radio networks relying on PLS is a particularly active research
field [15]–[20]. Despite the above-mentioned feverish research
activities, there is a paucity of literature on the PLS of
mmWave cognitive networks.

A. Related Works

Wang et al. [21] have investigated the potential extra secu-
rity gains offered by mmWave communications. Soon after-
wards, Wang and Wang [22] have studied the PLS of cellular
networks. By considering a single-user mmWave network, the
authors of [23]–[27] have studied the various hybrid secure
precoders conceived for maximizing the achievable secrecy
rate. Explicitly, Eltayeb et al. [23] investigated both analog
beamforming and hybrid precoding designed for maximiz-
ing the secrecy rate of vehicular networks. Ramadan et al.
[24] have proposed hybrid precoders for securing mmWave
multiple-input-single-output (MISO) orthogonal frequency di-
vision multiplexing (OFDM) systems. As a further develop-
ment, Ramadan and Minn [25] have imposed the artificial
noise on the eavesdropper for enhancing the PLS of mmWave
communications. By considering a mmWave MISO network
and assuming low-resolution digital-to-analog converters as
well as quantized phase shifters, Xu et al. [26] have designed a
hybrid secure precoder for maximizing the achievable secrecy
rate. Zi et al. [27] have studied the hybrid precoder design
for improving the secure energy efficiency of IoT networks.
In a nutshell, all the above contributions concentrating on
the secure transmission strategy design of a single-user net-
work without considering mmWave cognitive networks, even
though cognitive systems are potentially more vulnerable than
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their conventional counterparts. More importantly, all ofthe
algorithms mentioned above are heuristic and cannot give any
guarantee concerning the secrecy performance.

Nonetheless, the PLS of cognitive mmWave wiretap net-
works has been studied by Song et al. [19] and Zhao et al.
[20]. Specially, Song et al. [19] analyzed the reliability and
security performance of a secondary network under a specific
interference temperature constraint, while the secrecy outage
probability of a secondary network has been analyzed by Zhao
et al. [20]. However, these contributions have investigated
the PLS of mmWave cognitive networks from a general
performance analysis perspective, rather than by considering a
hybrid secure precoder design. The challenges in designinga
hybrid precoder for maximizing the secrecy rate of a cognitive
mmWave wiretap network can be summarized as follows.

Firstly, the non-convexity of the secrecy rate makes the joint
optimization of the analog and digital precoder nonconvex,
hence finding the optimal solution is very difficult. Secondly,
the effect of the coupling between the analog and digital
precoder often results in the alternating optimization (AO)
algorithm getting trapped in sub-optimal solutions, whichde-
grades the achievable secrecy performance [28], [29]. Thirdly,
since there is no well-established optimization frameworkfor
jointly designing the analog and digital precoder, the quality-
of-service (Qos) of each served user and their interference
temperature constraint are hard to handle. Recently, an op-
timization framework has been proposed by Shi et al. [28]
for handling nonconvex problems in the face of coupled
optimization variables, relying on penalty dual decomposition
(PDD).

B. Motivation

As mentioned above, there is a paucity of literature on
the PLS of cognitive mmWave networks and there are no
efficient algorithms to design secure hybrid precoders for
maximizing the secrecy rate due to the non-convexity of
the objective function and coupling constraints. Most of the
existing contributions resort to heuristic algorithms, which
rely on separately designing analog and digital precoders or
approximating the secrecy rate maximization problem as a
more tractable one. For example, Eltayebet al. [23] first
designed a fully digital precoder to maximize the achievable
secrecy rate, and then, designed a hybrid precoder to ap-
proximate the fully digital one. The authors of [24], [25],
[27] proposed several heuristic algorithms, which resort to
separate design approaches for independently optimizing the
analog precoder and digital precoder or adopt an approximate
secrecy performance metric instead of the secrecy rate as the
objective function. Xuet al. [26] proposed a gradient ascent al-
gorithm to alternatively design the analog and digital precoder.
However, none of the contributions mentioned above address
the secrecy rate maximization problem from a mathematical
optimization perspective. Furthermore, they have no provable
convergence guarantees for finding a stationary solution ofthe
original problem. More importantly, the heuristic algorithms
proposed in [23]–[27] cannot be extended to the PLS of
cognitive mmWave networks with the QoS constraint and

interference-temperature constraints, since heuristic algorithms
cannot guarantee the feasibility of the constrained problems
during the iterations. Against this background, we conceive
a secure hybrid precoder design for a secondary multi-user
network, where a secondary mmWave transmitter serves mul-
tiple secondary users in the presence of multiple eavesdroppers
(Eves) and multiple primary users (PUs). The main challenge
lies in how to handle the nonconvex coupling constraints.
We resort to the PDD algorithm for overcoming this obstacle
[28]. In particular, we first move the coupling terms in the
constraints into equality constraints by introducing auxiliary
variables. Then, we dualize the equality constraints into the
objective function with an appropriate penalty, and then handle
the non-convexity of the augmented Lagrangian problem by
jointly employing the block coordinate descent (BCD) algo-
rithm and successive convex approximation (SCA) method
[30]. The core idea of the PDD algorithm can be summarized
as relaxing the coupling constraints to build an appropriate
problem that is suitable for implementing the BCD algorithm,
and then gradually increasing the penalty parameter to enforce
the coupling constraints [31]. The PDD algorithm makes
it possible to jointly optimize the variables appearing in a
common constraint jointly, which prevents the BCD algorithm
from getting trapped in any inefficient solution. Therefore,
our proposed hybrid secure precoder design has guaranteed
convergence to the Karush-Kuhn-Tucker (KKT) solution set
of the original nonconvex problem, which has significant
performance advantages over existing heuristic algorithms.

C. Our Contributions

The main contributions of this paper can be summarized as
follows.

1) It is quite challenging to solve the original joint opti-
mization problem directly. Hence, we introduce some auxiliary
variables and reformulate the original problem as a more
tractable form. In particular, the coupled optimization vari-
ables are moved into equality constraints and the nonconvex
constraints are all approximated as a sequence of convex ones
by employing the SCA method.

2) We adopt the PDD algorithm of [28] for tackling the
coupling effect introduced by the product of the analog and
digital precoder as well as by the unit modulus constraint ofthe
analog precoder. Superficially, upon employing the augmented
Lagrangian method, the equality constraints are moved into
the objective functions (OFs) by penalizing and dualizing the
equality constraints. With the advent of these manipulations,
the original non-convex optimization problem is transformed
into a sequence of augmented Lagrangian problems, which can
be solved in a double-loop-based iterative fashion. The inner
iteration solves the augmented Lagrangian problem, while the
outer iteration updates both the dual variables and penalty
parameters.

3) For the augmented Lagrangian problem, we employ the
BCD method for partitioning the optimization variables into
four blocks, where the optimization variables in each block
can be solved in parallel by employing the classic Lagrange
multiplier method and the optimization variables in different
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Fig. 1. Illustration of the Cognitive MmWave Secrecy Transmission Model.

blocks are optimized sequentially. These manipulations reduce
the computational complexity significantly.

4) We generalize the proposed joint optimization algorithm
to the hybrid precoder design relying on realistic finite-
resolution phase-shifters and show that our proposed PDD
algorithm can be straightforwardly adapted to handle the
scenario, where each PU is equipped with multiple antennas
and only the imperfect CSI of multiple Eves is available.

Notation: (· )T , (· )∗, and(· )H denote the transpose, conju-
gate, and conjugate transpose of a matrix, respectively;arg(·)
denotes the phase angle (in radians);Tr (· ), vec (· ), (· )† and
(· )−1 denotes the trace, the vectorization, pseudo-inverse and
the inverse of a matrix, respectively;⊗, ||·||1 and||· ||F denotes
the Kronecker product,L1 norm and Frobenius norm of a
matrix, respectively;R(· ) denotes the real part of a variable;
Cn×n stands for an × n complex matrix;IK denotes the
K×K identity matrix,ek denotes thekth column ofIK , and
HN

+ denotes the set ofN×N Hermitian positive semi-definite
matrix. x ∼ CN (Λ,∆) denotes the circularly symmetric
complex Gaussian vector having a mean vector ofΛ and
covariance matrix of∆. I(x; y) stands for mutual information.

II. SYSTEM MODEL AND PROBLEM STATEMENT

A. System Model

Let us consider a cognitive mmWave network, where a
secondary transmitter (ST) broadcasts confidential information
to K single-antenna-aided secondary receivers (SR) in the p-
resence ofN single-antenna primary users (PU) andM single-
antenna Eves, who may wiretap the confidential information.
The extension to the scenario where each PU is equipped with
multiple antennas, can be found in Section IV. Assuming that
the mmWave ST is equipped withNt transmit antennas (TA)
and NRF radio frequency (RF) chains, the received signals
at the kth SR andmth Eve, denoted asyk and ye,m, are
respectively given by

yk = gH
k FRF

∑

k∈K

fBB,ksk + nk, (1)

ye,m = hH
mFRF

∑

k∈K

fBB,ksk + ne,m, (2)

wheresk denotes the confidential information signal destined
for the kth SR from the ST,gk represents the channel vector
spanning from the ST to thekth SR, andhm is the channel
vector spanning from the ST to themth Eve. In addition,
nk ∼ CN (0, 1) andne,m ∼ CN (0, 1) respectively denote the
noise contaminating thekth SR andmth Eve. Furthermore,
FRF andFBB , [fBB,1, . . . , fBB,K ], respectively, denote the
RF analog precoder and digital precoder of the ST. The total
transmit power at the ST is||FRFFBB||2F , which is limited
to Ptot. Assuming that the maximum tolerable interference
power at each PUs isΓ and denoting the channel from the ST
to the nth PU astn, the interference power received at the
nth PU is ||tHn FRFFBB||2F , which is limited toΓ.

We adopt the widely used clustered channel model of [36,
Ch. 7.3.2] for the mmWave channelhm, gk andtn, which are
given by

hm =

√

Nt

Lhm

Lhm
∑

l=1

wl
hm

a
(

θlhm

)

, (3)

gk =

√

Nt

Lgk

Lgk
∑

l=1

wl
gk
a
(

θlgk

)

, (4)

tn =

√

Nt

Ltn

Ltn
∑

l=1

wl
tn
a
(

θltn

)

, (5)

whereLx denotes the number of distinguishable paths,wl
x ∼

CN (0, 1) and θxl respectively denote the coefficient and az-
imuth angle of the distinguishable paths. The array response
vector of the lth path in the clustered channel model is
formulated as

a (θxl )=
1√
Nt

[

ej2πi
d
ζ
sin(θx

l )
]

i∈Nt

,Nt,{0, 1, . . . , Nt−1} ,
(6)

whered is the antenna spacing andζ is the signal wavelength.
For simplicity, we setd = ζ

2 [24].

In this paper, we adopt the widely used secrecy performance
metric: secrecy rate, which defines the rate at which the
confidential information is decodable at Bob while keeping
it undecodable at Eve [32]. As shown in [33], employing
the Gaussian inputs and stochastic encoders, and introducing
auxiliary variablevk, the secrecy capacity (Bits/s/Hz) of the
kth user is characterized by

Cs,k = max
vk→sk→yk,ye,m

I (vk; yk)− I (vk; ye,m) , (7)

where the maximum is calculated over variables
vk, sk, yk, ye,m on the condition that the Markov chain
vk → sk → yk, ye,m holds. Thekth user’s achievable secrecy
rateRs,k (Bits/s/Hz) can be obtained by settingvk = sk [34],
yielding:

Rs,k = I (sk; yk)− I (sk; ye,m) , (8)

where the information rate (Bits/s/Hz) of thekth user and the
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information rate (Bits/s/Hz) leaked to Eve are, respectively,

Rk,I (sk; yk)=log2

(

1 +
|gH

k FRFFBBek|2
∑

j 6=k |gH
k FRFFBBej |2 + σ2

)

,

(9)

Rek,m
,I (sk; ye,m)=log2

(

1+
|hH

mFRFFBBek|2
∑

j 6=k |hH
mFRFFBBej |2+σ2

)

.

(10)

In this paper, similar to [35], we aim to maximize the worst-
case secrecy rate of multiple users for guaranteeing user
fairness in terms of the achievable secrecy performance. In
particular, the minimum secrecy rate (Bits/s/Hz) of theK users
is

Rs , min
k∈K

min
m∈M

[

Rk −Rek,m

]

. (11)

We first consider the perfect CSI of multiple Eves to design
the hybrid precoder, and then in Section IV, we will show that
our proposed algorithm can be straightforwardly adapted to
handle the scenario, where only the imperfect CSI of multiple
Eves is available.

B. Problem Statement

The joint design of the analog and digital secure precoder is
formulated as maximizing the minimum secrecy rateRs under
the constraint of the maximum interference power received by
multiple PUs and the rate constraints of multiple secondary
users, which is given by

maximize
FRF,FBB

Rs, (12a)

s.t.Rk≥γk, k ∈ K, (12b)

||tHn FRFFBB||2F ≤ Γ, n ∈ N , (12c)

||FRFFBB||2F≤Ptot, (12d)

|FRF(i, j)| = 1, ∀i, j, (12e)

where the OF is the minimum secrecy rate of multiple users
defined in (11). Constraint (12b) is the Qos constraint of each
served secondary user andγk is the system’s requirement
for the kth user’s information rate. Constraint (12c) is the
interference-temperature constraint imposed by each PU and Γ
is the maximal allowable interference power received at each
PU. Constraint (12d) represents the total power constraintat
the ST. Constraint (12e) is the unit-modulus requirement of
the analog precoder.

The difficulties in solving problem (12) lie in the following
two aspects: the non-convexity of the OF and constraints, as
well as the effect of the coupling betweenFRF andFBB. The
non-convexity of the OF and constraints makes the problem
non-convex, which makes its globally optimal solution difficult
to obtain. The coupling effect introduced by the product of
the analog and digital precoder may result in the existing
block decomposition methods, such as the BCD, the block
successive upper-bound minimization (BSUM) and the inexact
flexible parallel algorithm (FLEXA) becoming trapped in sub-
optimal solutions and failing to achieve a satisfactory secrecy
performance [28]. For handling the obstacles mentioned above,

we employ the PDD algorithm proposed in [28] to locate its
KKT solution.

III. I TERATIVE HYBRID PRECODERDESIGN ALGORITHM

The PDD algorithm is a double-loop iterative solution,
where the outer loop updates the dual variables or penalty
parameters in terms of constraint violations, while the inner
loop solves the augmented Lagrangian problems. Shi et al. [28]
has proved that the PDD algorithm guarantees to converge to
a set of KKT solutions of our non-convex problem even for
coupled variables. For further details on the PDD algorithm,
please refer to [28].

A. Problem Reformulation

In the following, settingX̂ = FRFFBB and introducing
auxiliary variablesX̂, Rs, α̂1, β̂1, τ1, we reformulate the ob-
jective function of problem (12) as

Rs = log2 (1 + α̂1)− log2

(

1 + β̂1

)

, (13)

where

|eHk X̂gk|2
α̂1

=
∑

j 6=k

|gH
k X̂ej|2 + σ2, k ∈ K, (14)

|hH
mX̂ek|2 = β̂1τ1, k ∈ K,m ∈ M, (15)
∑

j 6=k

(

|hH
mX̂ej|2

)

+ σ2 = τ1,m ∈ M, k ∈ K. (16)

With (13)-(16), problem (12) can be equivalently reformu-
lated as follows:

max
X̂,FRF,FBB,α̂1,β̂1,τ1

Rs,

s.t.log2 (1 + α̂1)− log2

(

1 + β̂1

)

≥ Rs, (17a)

|eHk X̂gk|2
α̂1

≥
∑

j 6=k

|gH
k X̂ej |2 + σ2, k ∈ K, (17b)

|hH
mX̂ek|2 ≤ β̂1τ1, k ∈ K,m ∈ M, (17c)
∑

j 6=k

(

|hH
mX̂ej |2

)

+ σ2 ≥ τ1,m ∈ M, k ∈ K, (17d)

|gH
k X̂ek|2≥(2γk−1)





∑

n6=k

|gH
k X̂en|2 + σ2



 , k ∈ K, (17e)

||tHn X̂||2F ≤ Γ, n ∈ N , (17f)

||X̂||2F ≤ Ptot, (17g)

X̂ = FRFFBB, |FRF(i, j)| = 1, ∀i, j. (17h)

When the inequality constraints (17a)-(17d) are active at
the optimal solutions, the equivalence between problem (12)
and problem (17) holds. First, if the inequality constraint
(17a) is not active at the optimal solutions, we can increase
Rs further to improve the OF value which runs against
the optimality. Similarly, when inequality constraints (17b)-
(17d) are not active at the optimal solutions, we can also
increasêα1, decreasêβ1, or increaseτ1 to obtain a better OF
value. Therefore, we can conclude that constraints (17a)-(17d)
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should be active at the optimal solutions, and problem (17) is

equivalent to problem (12). Since the function|e
H
k X̂gk|

2

α̂1
at

the left of the inequality constraint (17b) is the perspective
of the convex function|eHk X̂gk|2, it is also convex [37].
Therefore, constraint (17b) is nonconvex. Accordingly, itmay
be readily seen that constraints (17a), (17c), (17d) and (17e)
are all nonconvex.

Secondly, for handling these nonconvex constraints, we
first adopt the SCA method for approximating the nonconvex
constraints (17a), (17b), (17d) and (17e) as a sequence of inner
convex constraints, where the nonconvex terms are approxi-
mated as their inner convex ones satisfying the conditions in
[30, Property A]. As it has been widely exploited, the first-
order Taylor expansion of the convex function satisfies the
conditions in [30, Property A]. Therefore, the convex termsat
the left-hand side of the inequality constraint are approximated
as

log2 (1 + α̂1)− log2

(

1 + β̂1(l − 1)
)

− β̂1 − β̂1(l − 1)

ln(2)
(

1 + β̂1(l − 1)
)

≥ Rs, (18)

2R
(

eHk X̂H(l − 1)gkg
H
k X̂ek

)

α̂1(l − 1)
− |gH

k X̂ (l − 1) ek|2
(α̂1(l − 1))

2 α̂1

≥
∑

j 6=k

∣

∣

∣g
H
k X̂ej

∣

∣

∣

2

+ σ2, (19)

∑

j 6=k

(

2R
(

Tr
(

hH
mX̂eje

H
j X̂H(l − 1)hm

)))

≥ τ1 − σ2

+
∑

j 6=k

(

|hH
mX̂(l − 1)ej|2

)

, (20)

− |gH
k X̂(l − 1)ek|2+2R

(

Tr
(

gH
k X̂eke

H
k X̂H(l − 1)gk

))

≥(2γk − 1)





∑

n6=k

∣

∣

∣g
H
k X̂en

∣

∣

∣

2

+ σ2



 , (21)

whereα̂1(l−1), β̂1(l−1), andX̂(l−1) are the optimal solu-
tions at the(l− 1)th iteration. Upon replacing the nonconvex
constraints (17a), (17b), (17d), and (17e) by the convex ones
(18)-(21), we may approximate the nonconvex optimization
problem (17) as the following one:

max
X̂,FRF,FBB,α̂1,β̂1,τ1

Rs,

s.t (18)− (21), (17c), (17f), (17g), (17h),

X̂ = FRFFBB. (22)

However, problem (22) is still nonconvex due to the coupling
of the variableŝβ1 andτ1 in constraint (17c) and the variables
FRF andFBB in the last equality constraint.

Thirdly, following the PDD algorithm, we introduce some
auxiliary variables to handle the coupled optimization vari-
ables in problem (22). However, there are many ways of
introducing auxiliary variables. In the following, we briefly
summarize a pair of rules to facilitate solving our problem:

1 Each optimization variable is involved in no more than
one inequality constraint.

2 The optimization variables in a common inequality con-
straint should be optimized jointly at each iteration.

Bearing this in mind, we introduce a set of auxiliary variables,
denoted asΞ =

{

X̂ , Zn, Xk,m, Vk, αk, α̂k,m, βk,m, β̂k,m,

τk,m, Yk, Wk,m, and R̂s,k,m

}

, and then reformulate problem
(22) as problem (23), given at the top of next page.

Until now, the coupled variables have all been moved into
equality constraints. For handling these equality constraints,
we introduce a set of Lagrange multipliersΛ , {λ1,λ2,m ,
λ3,k,m,λ4,k, λ5,k,m, λ6,k,m,λ7,k, λ8,k, λ9,k,m, k ∈ K}. Fol-
lowing the PDD algorithm, we move equality constraint (23g)
into the OF to construct the augmented Lagrange problem (24)
given at the top of next page, whereρ is the penalty parameter
introduced for penalizing equality constraint.

B. The Iterative Algorithm Proposed for Solving Problem (24)

In the following, we employ the BCD algorithm to solve
problem (24). In particular, we split the optimization variables
into four blocks, for ensuring that for each block, the opti-
mization variables can be solved with the Lagrange multiplier
method in parallel, and the blocks are optimized serially. These
operations have significantly reduced the computational com-
plexity, which facilitates the practical implementation of the
proposed iterative algorithm. The corresponding developments
are given in the following four steps.

Step 1.By fixing the other variables, we optimize the set of
variables{α̂k,m, β̂k,m, R̂s,k,m}, {Yk} and {Zn} in parallel.
Then, problem (24) is partitioned into three independent
problems, given by (A.1)-(A.3) at Appendix A-A. We solve
them by applying the Lagrange multiplier method and the
detailed derivation has been given in Appendix A-A.

Step 2.Upon fixing the other variables, we optimize the set
of variables{αk,Vk}, {Xk,m, βk}, FBB andRs in parallel.
Then, problem (24) is partitioned into the following four
independent problems.

min
Vk,αk

∑

k∈K
m∈M

(

||X̂−Vk + ρλ4,k||2F+|α̂k,m−αk+ρλ5,k,m|2
)

,

s.t. (23b), (25)

min
Xk,m,βk,m

∑

k∈K,m∈M

(

||X̂−Xk,m + ρλ3,k,m||2F

+|βk,m − β̂k,mτk + ρλ6,k,m|2
)

,

s.t. (23c), (26)

min
FBB

||X̂− FRFFBB + ρλ1||2F , (27)

min
Rs

Rs −
1

2ρ

∑

k∈K,m∈M

(

|Rs − R̂s,k,m + ρλ9,k,m|2
)

. (28)

Problems (25) and (26) can also be solved by applying the
Lagrange multiplier method. The detailed derivation has been
given in Appendix A-B.

The optimal solutions of problems (27)-(28) can be obtained
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max
FRF,FBB,Ξ

Rs

log2 (1 + α̂k,m)− log2

(

1 + β̂k,m(l − 1)
)

− β̂k,m − β̂k,m(l − 1)

ln(2)
(

1 + β̂k,m(l − 1)
) ≥ R̂s,k,m, k ∈ K,m ∈ M, (23a)

2R
(

eHk VH
k (l − 1)gkg

H
k Vkek

)

αk(l − 1)
− |gH

k Vk (l − 1) ek|2
(αk(l − 1))

2 αk ≥
∑

j 6=k

∣

∣gH
k Vkej

∣

∣

2
+ σ2, k ∈ K, (23b)

|hH
mXk,mek|2 ≤ βk,m, k ∈ K,m ∈ M, (23c)
∑

j 6=k

(

2R
(

Tr
(

hHWk,meje
H
j WH

k,m(l − 1)h
)))

≥ τk,m − σ2 +
∑

j 6=k

(

|hHWk,m(l − 1)ej|2
)

, k ∈ K,m ∈ M, (23d)

− |gH
k Yk(l − 1)ek|2 + 2R

(

Tr
(

gH
k Ykeke

H
k YH

k (l − 1)gk

))

≥ (2γk − 1)





∑

n6=k

∣

∣gH
k Yken

∣

∣

2
+ σ2



 , k ∈ K, (23e)

||tHn Zn||2F ≤ Γ, ||X̂||2F ≤ Ptot, |FRF(i, j)| = 1, ∀i, j, (23f)

X̂ = FRFFBB, X̂ = Zn, X̂ = Xk,m, X̂ = Yk, X̂ = Wk,m, X̂ = Vk, α̂k,m = αk, βk,m = β̂k,mτk,m,

Rs = R̂s,k,m, k ∈ K,m ∈ M, n ∈ N . (23g)

max
FRF,FBB,Ξ

Rs −
1

2ρ
||X̂− FRFFBB + ρλ1||2F − 1

2ρ

∑

n∈N

||X̂− Zn + ρλ2,n||F − 1

2ρ

∑

k∈K,m∈M

(

||X̂−Xk,m + ρλ3,k,m||2F

+ ||X̂−Vk + ρλ4,k||2F + |α̂k,m − αk + ρλ5,k,m|2 + |βk,m − β̂k,mτk,m + ρλ6,k,m|2 + ||X̂−Yk + ρλ7,k||2F
+||X̂−Wk,m + ρλ8,k,m||2F + |Rs − R̂s,k,m + ρλ9,k,m|2

)

, (24a)

s.t. (23a)− (23f). (24b)

from their first-order optimality conditions, given by

FBB = F
†
RF

(

X̂+ ρλ1

)

, (29)

Rs =

∑

k∈K,m∈M

(

R̂s,k,m − ρλ9,k,m

)

+ ρ

KM
. (30)

Step 3. Upon fixing the other variables, we optimize the
set of variables{τk,Wk} and {FRF} in parallel. Then,
problem (24) is partitioned into the following two independent
problems:

min
τk,Wk,m

∑

k∈K,m∈M

(

|β̂k,mτk,m − βk,m + ρλ6,k,m|2

+||X̂−Wk,m + ρλ8,k,m||2F
)

,

s.t. (23d), (31)

min
||FRF(i,j)||F=1,∀i,j

||X̂− FRFFBB + ρλ1||2F . (32)

Again, we can use the Lagrange multiplier method to solve
problem (31), whose details have been given in Appendix A-C.

For deriving the optimal solution of problem (32), we first
reformulate it as

min
|FRF(i,j)|=1,∀i,j

Tr
(

FRFFBBF
H
BBF

H
RF

)

−2R
(

Tr
(

FRFFBB

(

X̂H + ρλH
1

)))

. (33)

Upon introducingµ = [vec (FRF) ; 1], Π = FBBF
H
BB and

Θ = FBB

(

X̂H + ρλH
1

)

, and following some matrix manip-
ulations, problem (33) can equivalently be reformulated as

max
|µ(i)|=1,∀i

µH (−Ψ+ νmaxINt×K)µ, (34)

whereΨ ,

[

ΠT ⊗ INt
, vec (Θ)

vecH (Θ) , , 0

]

andνmax is the maxi-

mal eigen-value ofΨ.

The following theorem gives a fixed point iteration method
for locating a stationary point of problem (34).

Theorem 1:Upon introducingΥ , −Ψ+ νmaxINt×K and
assuming that the limiting point obtained by the following
fixed point iteration

µ(l+ 1) = ejarg[Υµ(l)], (35)

isµ∗, e−jarg[µ∗(M+1)]µ∗ is a stationary point of problem (34).

Proof: The proof is given in Appendix B.

Step 4. Upon fixing the other variables, we optimize the
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Algorithm 1 BCD Algorithm for Solving problem (24)
1: Define the accuracy toleranceǫ1 and the maximum num-

berNmax of iterations.
2: Repeat
3: Fixing other variables, update{α̂k,m, β̂k,m, R̂s,k,m},

{Yk}, and{Zm} in parallel.
4: Fixing other variables, update{αk,Vk}, {Xk,m, βk,m},

FBB andRs in parallel.
5: Fixing other variables, update{τk,m,Wk,m} and{FRF}.
6: Fixing other variables, updatêX.
7: Until The difference of the OF values at two successive

iterations is less thanǫ1, or the number of iterations is
higher thanNmax.

variableX̂. Then, problem (24) can be rewritten as

min
X̂

||X̂− FRFFBB + ρλ1||2F +
∑

n∈N

||X̂− Zn + ρλ2,n||2F

+
∑

k∈K
m∈M

(

||X̂−Xk,m + ρλ3,k,m||2F + ||X̂−Vk + ρλ4,k||2F

+||X̂−Yk + ρλ7,k||2F + ||X̂−Wk,m + ρλ8,k,m||2F
)

,

s.t.||X̂||2F ≤ Ptot. (36)

The detailed derivation of the solution of problem (36) has
been given in Appendix A-D.

Algorithm 1 summarizes the procedures of solving problem
(24), whereǫ1 is the accuracy tolerance. When the difference
of the OF values of two successive iterations in Algorithm 1
becomes less thanǫ1 or the number of iterations is higher than
Nmax, Algorithm 1 terminates.

C. Summary of the Proposed Hybrid Secure Precoder Design

Algorithm 2 summarizes the proposed PDD method con-
ceived for handling the hybrid secure precoder design, i.e.,
optimization problem (12), whereΣk and Λk respectively
denote the set of optimization variables{FRF,FBB,Ξ}, and
the set of dual variables{λ1,λ2,m,λ3,k,m, . . . , λ9,k,m} at the
kth iteration, while||h

(

Σk,Λk
)

||∞ represents the constraint
violation at thekth iteration, given by (37) at the top of the
next page.

Upon introducingηk , 0.9||h
(

Σk−1,Λk−1
)

||∞, when
||h
(

Σk,Λk
)

||∞ > ηk, we decrease the penalty parameterρ

according toρ = cρ. Otherwise, the dual variables are updated

Algorithm 2 The Proposed PDD Method for Solving problem
(17)

1: Initialize Σ0, Λ0, ρ0 > 0, 0 < c < 1, ǫ2, andm = 1.
2: while ||h

(

Σk,Λk
)

||∞ ≥ ǫ2 do
3: Applying Algorithm 1 to obtain the optimization vari-

ablesΣk

4: if ||h
(

Σk,Λk
)

||∞ > ηk then
5: UpdateΛk by applying (38)-(46), andρk+1 = ρk

6: else
7: Λk+1 = Λk, ρk+1 = cρk

8: end if
9: k = k + 1

10: end while

by

λ1 = λ1 +
X̂− FRFFBB

ρ
, (38)

λ2,m = λ2,m +
X̂− Zm

ρ
, (39)

λ3,k,m = λ3,k,m +
X̂−Xk,m

ρ
, (40)

λ4,k = λ4,k +
X̂−Vk

ρ
, (41)

λ5,k,m = λ5,k,m +
α̂k,m − αk

ρ
(42)

λ6,k,m = λ6,k,m +
βk,m−β̂k,mτk,m

ρ
, (43)

λ7,k = λ7,k +
X̂−Yk

ρ
(44)

λ8,k,m = λ8,k,m +
X̂−Wk,m

ρ
, (45)

λ9,k,m = λ9,k,m +
Rs − R̂s,k,m

ρ
. (46)

Algorithm 2 terminates, when||h
(

Σk,Λk
)

||∞ ≤ ǫ2.
The convergence of the proposed Algorithm 2 is analyzed

as follows. From [28, Theorem 4.1], we know that when
Robinson’s condition of problem (12) is satisfied, Algorithm
2 will converge to a KKT solution of problem (12). Then, ac-
cording to [28, Section V-A], we know that Slater’s condition
is sufficient for satisfying Robinson’s condition. It is easy to
prove that Slater’s condition holds, and then Algorithm 2 can
be proved to converge to a KKT solution of problem (12).

D. Hybrid Secure Precoder Design with Finite-Resolution
Phase-Shifters

So far, the hybrid secure precoder has been optimized
with infinite-resolution phase-shifters. However, maintaining
accurate phase control is expensive [42]. Therefore, it is
necessary to study the hybrid precoder design with finite-
resolution phase-shifters.

Similar to [43], a uniform quantizer is assumed to be
adopted in this work. Upon denoting the set of phase-shifters
asF ,

{

0, ej∆, e2j∆, . . . , ej(2
b−1)∆

}

, whereb is the number
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||h
(

Σk,Λk
)

||∞ , max
(

||X̂− FRFFBB + ρλ1||2F , ||X̂− Zm + ρλ2,m||2F , ||X̂−Xk,m + ρλ3,k,m||2F , ||X̂−Vk + ρλ4,k||2F ,
|α̂k,m − αk + ρλ5,k,m|2, |βk,m − β̂k,mτk,m + ρλ6,k,m|2, ||X̂−Yk + ρλ7,k||2F , ||X̂−Wk,m + ρλ8,k,m||2F ,
|Rs − R̂s,k,m + ρλ9,k,m|2

)

. (37)

of bits used for quantizing the phase and∆ , 2π
2b

is the
quantization step size. Therefore, the choices for the elements
of FRF are limited, which is subject to the setF . Then,
the secrecy rate optimization problem using finite-resolution
phase-shifters can be formulated as

max
FRF,FBB

Rs,

s.t.Rk≥γk, k ∈ K,

||tHn FRFFBB||2F ≤ Γ, n ∈ N ,

||FRFFBB||2F≤Ptot, |FRF(i, j)| ∈ F , ∀i, j. (47)

Following the procedures in Section III-A, we can obtain the
augmented Lagrange problem of problem (47) which is similar
to problem (24), but replacing the unit-modulus constraintin
constraint (23f) by|FRF(i, j)| ∈ F , ∀i, j.

Following the procedures in Section III-B, Algorithm 1 can
be adapted to handle problem (47). It can be found that the
modification only lies in Step 5 of Algorithm 1, i.e., (33),
which is reformulated as

min
|FRF(i,j)|∈F ,∀i,j

Tr
(

FRFFBBF
H
BBF

H
RF

)

− 2R
(

Tr
(

FRFFBB

(

X̂H + ρλH
1

)))

.

(48)

For handling problem (48), the iterative algorithm of [29,
Algorithm 4] can be readily adapted to handle problem (48).
Specifically, the modification lies only in Step 4 of [29, Algo-
rithm 4], which is replaced by an one-dimensional exhaustive
search overF . Therefore, we can still apply Algorithm 1 to
handle the finite-resolution phase-shifter case, but updating the
optimization problem ofFRF at Step 5 by solving problem
(48). Furthermore, the iterative algorithm proposed in Section
III-B can still be applied to handle other optimization variables
in the augmented Lagrange problem of problem (47).

Algorithm 3 summarizes the proposed PDD algorithm for
handling problem (47).

E. Computational Complexity Analysis

This subsection gives the computational complexity analysis
of the proposed hybrid precoder design. Firstly, consider-
ing a hybrid precoder design with infinite resolution phase
shifters, from (A.15) and (A.16) in Appendix A, we can
find that the computational complexity of updating{Yk},
and {Zn} is dominated by the matrix inversion and the
bisection search algorithm used for obtaining optimal La-
grange multipliers whose number of iteration islog2

(

υ1

υ2

)

,
whereυ1 is the initial interval size andυ2 is the tolerance.
Since the complexity of the matrix inversion based on the

Algorithm 3 The Proposed PDD Method for Solving problem
(47)

1: Define the accuracy toleranceǫ1 and the maximum num-
ber Nmax of iterations. InitializeΣ0, Λ0, ρ0 > 0,
0 < c < 1, ǫ2, andm = 1.

2: while ||h
(

Σk,Λk
)

||∞ ≥ ǫ2 do
3: Repeat
4: Fixing other variables, update{α̂k,m, β̂k,m, R̂s,k,m},

{Yk} and{Zm} according to (A.12)-(A.16), in parallel.
5: Fixing other variables, update {αk,Vk},

{Xk,m, βk,m}, FBB and Rs according to (A.17)-
(A.20) and (29)-(30), in parallel.

6: Fixing other variables, update{τk,m,Wk,m} according
to (A.21)-(A.24), and update{FRF} by solving prob-
lem (48).

7: Fixing other variables, updatêX according to (A.25).
8: Until The difference of the OF values at two successive

iterations is less thanǫ1, or the number of iterations is
higher thanNmax.

9: if ||h
(

Σk,Λk
)

||∞ > ηk then
10: UpdateΛk by applying (38)-(46), andρk+1 = ρk

11: else
12: Λk+1 = Λk, ρk+1 = cρk

13: end if
14: k = k + 1
15: end while

Gauss-Jordan elimination is dominated byO
(

(Nt ×K)
3
)

,

the computational complexity of updating{Yk}, and {Zn}
is dominated byO

(

(Nt ×K)
3
+ log2

(

υ1

υ2

))

. According-
ly, from (A.17) and (A.19) in Appendix A, the com-
putational complexity of updatingVk and Xk,m is also

dominated byO
(

(Nt ×K)3 + log2

(

υ1

υ2

))

. From (A.21),
(A.23), and (A.25) in Appendix A, the computational
complexity of updatingWk,m and X̂ is dominated by

O
(

(Nt)
3 + log2

(

υ1

υ2

))

and O
(

NtN
2
RF

)

, respectively. The
computational complexity of updatingFBB andFRF is dom-
inated by O

(

(Nt)
3 +N2

RFNt

)

and O
(

I3N
2
t K

2
)

, respec-
tively, where I3 is the number of fixed-point iterations. Fi-
nally, sinceNt > NRF, by retaining the dominant terms,
the computational complexity of Algorithm 2 is dominated
by O

(

N1N2

(

(Nt ×K)
3
+ I3N

2
t K

2 + log2

(

υ1

υ2

)))

, where
N1 andN2 are the number of iterations of the outer and inner
loops, respectively.

Similarly, the computational complexity of the hybrid
precoder design with finite-resolution phase shifters is
O
(

N1N2

(

(Nt×K)
3
+I4NtNRF

(

NtNRF+2b
)

+log2

(

υ1

υ2

)))

,
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where I4 is the number of iterations required for updating
FRF.

IV. H YBRID PRECODERDESIGN WITH

MULTIPLE-ANTENNA PUS AND IMPERFECTEVES’ CSI

In the previous sections, we consider multiple single-
antenna aided PUs and perfect Eves’ CSI. By contrast, in this
subsection, we will show that the proposed PDD algorithm can
also be adapted to the scenario where each PU is equipped with
Np antennas and only the imperfect CSI of multiple Eves is
available. Similar to [29], we adopt the widely used geometric
channel model for characterizing the channels spanning from
the ST to thenth PU, which is given by

Tn =

√

NtNp

LTn

LTn
∑

l=1

ωl
Tn

a
(

θlTn,r

)

aH
(

θlTn,t

)

, (49)

whereLTn
andωl

Tn
are defined similarly as their counterparts

in (5). Furthermore,a
(

θlTn,r

)

and a
(

θlTn,t

)

are the receive
and transmit array response vectors at the angle of arrival
(AOA) θlTn,r

∈ [0, 2π] and the angle of departure (AOD)
θlTn,t

∈ [0, 2π], respectively.
Similar to [49]–[51], the channel uncertainty of multiple

Eves is characterized by the widely-used Gaussian CSI error
model. In particular, the channel between the ST and themth
Eve is given by

hm = ĥm +∆hm
, (50)

where the Gaussian error vector∆hm
∼ CN (0,Em) having

the covariance matrix ofEm ∈ H
Nt

+ , represents themth
Eve’s channel uncertainty, and̂hm denotes the estimated CSI.
The uncertain model (50) is a more general model, which
can capture the extreme case, i.e., the instantaneous CSI of
multiple Eves is unavailable (ĥm = 0Nt×1).

We adopt the widely used stochastic approach [26], [46]–
[48] for handling Eves’ CSI uncertainty. In particular, we
adopt the average secrecy rate as the objective function, which
averages the achievable secrecy rate over Eves’ uncertainty
and converts the impact of Eves’ CSI uncertainty into a more
amenable formulation. The average secrecy rate of thekth user
is given as follows

R̄s,k , min
m∈M

(

Rk − E∆hm

(

Rek,m

))

, (51)

whereR̄s,k characterizes the achievable average secrecy rate
of the kth user in the presence of Eves’ CSI uncertainty.

Employing the stochastic approach, the optimization of the
hybrid precoder can be formulated as

max
FRF,FBB

min
k∈K

R̄s,k, (52a)

s.t.(12b), (12d), (12e), (52b)

||TH
n FRFFBB||2F ≤ Γ, n ∈ N . (52c)

However, since it is an open challenge to derive a tractable
analytical formula for the average secrecy rate, similar to
[46]–[48], we adopt the widely-used lower-bound technique
to optimize the hybrid precoder. In particular, we first employ
Jensen’s inequality to find a lower bound of the achievable

average secrecy rate and optimize the hybrid precoder to
maximize the lower bound. An upper bound of the average
rate of themth Eve is given by (53) at the top of the next
page, where step (a) is due to Jensen’s inequality and step (b)
is derived based on [45, Lemma 1]. As commented by Zhang
et al. [45], such an approximation becomes accurate upon
increasing the number of antennas, hence it is quite accurate in
the massive MIMO setting. Furthermore, this approximation
has been widely adopted by authoritative contributions on
PLS [26], [46]–[48]. Therefore, employing the lower bound
technique, problem (52) can be approximated as follows:

max
FRF,FBB

min
k∈K

min
m∈M

(

Rk − R̄U
ek,m

)

(54a)

s.t.(52b), (52c). (54b)

It is worth pointing out that the impact of Eves’ CSI uncer-
tainty on the achievable secrecy performance is determined

by the terms||E
1

2

mFRFFBBek||2F and ||E
1

2

mFRFFBBej ||2F in
(53). For reformulatinḡRU

ek,m
as a more tractable formulation,

we introduce a composite channelGe,m ,
[

ĥm,E
1

2

m

]

, which
consists of both the estimated CSI of themth Eve, as well as
of ĥm and the covariance matrix of uncertainty,Em. Then, a
more concise formulation of̄RU

ek,m
can be built as

R̄U
ek,m

= log2

(

1 +
||Ge,mFRFFBBek||2F

∑

j 6=k ||Ge,mFRFFBBej||2F ||2F + σ2

)

.

Following the procedures in Section III-A, and introducing
auxiliary variablesΞ =

{

X̂ , Zn, Xk,m, Vk, αk, α̂k,m, βk,m,

β̂k,m, τk,m, Yk, Wk,m, R̂s,k,m, RL
s

}

, and a set of Lagrange

multipliersλ , {λ1,λ2,m , λ3,k,m,λ4,k, λ5,k,m, λ6,k,m,λ7,k,

λ8,k, λ9,k,m, k ∈ K}, the augmented Lagrange problem of the
convex approximation of problem (54) at thelth iteration, can
be formulated as problem (55) at the top of the next page.

The proposed hybrid secure precoder design algorithm
introduced in Section III can also be adapted to handle problem
(54) with some small modifications. The modifications lie
in the optimization ofXk,m, Wk,m, and Zn, which are
formulated as problems (C.1), (C.2), and (C.3) in Appendix
C. They can be solved by applying the Lagrange multiplier
method. See the details in Appendix C.

V. SIMULATION RESULTS AND DISCUSSIONS

In this section, simulation results are provided for char-
acterizing the average secrecy performance achieved by the
proposed PDD algorithm. Similar to [30], the tolerance of
Algorithm 1-3 is set to be some prescribed small constant, i.e.,
ǫ1 = ǫ2 = 10−4, whereǫ1 controls the accuracy of Algorithm
1 and ǫ2 represents the minimum constraint violation. For
balancing the achievable secrecy performance and convergence
rate of the proposed PDD algorithm, we set the maximum
number of iterations asNmax = 300 for avoiding the possibly
slow convergence of Algorithm 1 [30]. Furthermore, similar
to [28], [30], we set the control parameterc in Algorithm
2 to be 0.7 for reducingρ gradually to obtain an efficient
solution. Similar to [29], the number of distinguishable paths
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E
(

Rek,m
(FRF,FBB)

)
(a)

≤ log2

(

1 + E

(

|hH
mFRFFBBek|2

∑

j 6=k |hH
mFRFFBBej |2 + σ2

))

(b)≈ log2



1 +
E
(

|hH
mFRFFBBek|2

)

E

(

∑

j 6=k |hH
mFRFFBBej|2

)

+ σ2





= R̄U
ek,m

, log2



1 +
|ĥH

mFRFFBBek|2 + ||E
1

2

mFRFFBBek||2F
∑

j 6=k

(

|ĥH
mFRFFBBej |2 + ||E

1

2

mFRFFBBej||2F
)

+ σ2



 , (53)

max
FRF,FBB,Ξ

RL
s − 1

2ρ
||X̂− FRFFBB + ρλ1||2F − 1

2ρ

∑

n∈N

||X̂− Zn + ρλ2,n||2F − 1

2ρ

∑

k∈K,m∈M

(

||X̂−Xk,m + ρλ3,k,m||2F

+ ||X̂−Vk + ρλ4,k||2F + |α̂k,m − αk + ρλ5,k,m|2 + |βk,m − β̂k,mτk,m + ρλ6,k,m|2 + ||X̂−Yk + ρλ7,k||2F
+||X̂−Wk,m + ρλ8,k,m||2F + |RL

s − R̂L
s,k,m + ρλ9,k,m|2

)

, (55a)

s.t.log2 (1 + α̂k,m)− log2

(

1 + β̂k,m(l − 1)
)

− β̂k,m − β̂k,m(l − 1)

ln(2)
(

1 + β̂k,m(l − 1)
) ≥ R̂L

s,k,m, k ∈ K,m ∈ M, (55b)

2R
(

eHk VH
k (l − 1)gkg

H
k Vkek

)

αk(l − 1)
− |gH

k Vk (l − 1) ek|2
(αk(l − 1))

2 αk ≥
∑

j 6=k

∣

∣gH
k Vkej

∣

∣

2
+ σ2, k ∈ K, (55c)

∣

∣

∣

∣GH
e,mXk,mek

∣

∣

∣

∣

2

F
≤ βk,m, k ∈ K,m ∈ M, (55d)

∑

j 6=k

(

2R
(

Tr
(

GH
e,mWk,meje

H
j WH

k,m(l − 1)Ge,m

)))

≥ τk,m − σ2 +
∑

j 6=k

(

|GH
e,mWk,m(l − 1)ej |2

)

, k ∈ K,m ∈ M,

(55e)

− |gH
k Yk(l − 1)ek|2 + 2R

(

Tr
(

gH
k Ykeke

H
k YH

k (l − 1)gk

))

≥ (2γk − 1)





∑

n6=k

∣

∣gH
k Yken

∣

∣

2
+ σ2



 , k ∈ K, (55f)

||TnZn||2F ≤ Γ, ||X̂||2F ≤ Ptot, |FRF(i, j)| = 1, ∀i, j, (55g)

in the channel model (3), (4), (5), and (49) is set as15. In the
following simulation results, the secrecy performance achieved
by the proposed PDD method is denoted as “PDD”. The
performance achieved by a fully-digital zero-forcing precoder
using Nt = NRF is adopted as the benchmark, where the
ST transmits confidential information in the null-space of the
channels of PUs and Eves. Specifically, the fully-digital zero-
forcing precoderFZF is formulated as:

FZF = UZF

(

GHUZF

)H
(

GHUZF

(

GHUZF

)H
)−1

,

(56)

where,UZF is the null-space of the channels from ST to PUs
and Eves. For simplicity, the secrecy performance achievedby
the zero-forcing precoder is marked by “Zero-Forcing”.

A. Convergence Rate of the Proposed PDD Algorithm

The convergence rates of the proposed PDD algorithm
for the infinite and finite resolution phase-shifter case are
portrayed in Fig. 2 and Fig. 3, respectively. Fig. 2(a) and
Fig. 3(a) plot the secrecy rate versus the number of iterations.
From Fig. 2(a), we can find that the secrecy rate converges
to a constant value within about 20 iterations for the infinite-
resolution phase-shifter case. Furthermore, simulation results
in Fig. 3(a) show that the secrecy rate converges to a constant
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Fig. 2. (a): The minimum secrecy rate of the served SU, (b): the constraint
violation Ω (Ξ) versus the number of iterations for the infinite-resolution
phase-shifter case withNt = 10, NRF = 4,, K = 3, Pt = 0 dBW,
γk = 0.3bits/s/Hz, andΓ = 0 dB.

value within about 60 iterations for the finite-resolution phase-
shifter case. Fig. 2(b) and Fig. 3(b) show that the constraint
violations will reduce to at least10−4 after 120 iterations.
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Fig. 3. (a): The minimum secrecy rate of the served SU, (b): the constraint
violation Ω (Ξ) versus the number of iterations for the finite-resolution phase-
shifter case withNt = 20, NRF = 4,, K = 3, Pt = 0 dBW, γk =
0.3bits/s/Hz, andΓ = 0dB.

0 5 10 15 20

P
tot

(dBW)

0

1

2

3

4

5

6

7

8

A
ve

ra
ge

 S
ec

re
cy

 R
at

e 
(B

is
t/s

/H
z)

PDD, K=2
Zero-Forcing, K=2
PDD, K=3
Zero-Forcing, K=3
PDD, K=4
Zero-Forcing, K=4

Fig. 4. Average secrecy rate versusPtot for NRF = 4, Rt = 0.3, Γ = 10dB
Nt = 10, M = 1, N = 1, differentK.

B. Secrecy Performance of the Hybrid Precoder with Infinite-
Resolution Phase-Shifters

We first investigate the secrecy performance of the proposed
PDD method for a single Eve and PU. Fig. 4 shows the
average minimum secrecy rate of multiple SUs achieved by
the proposed PDD solution versusPtot for differentK values.
Simulation results in Fig. 4 show that the proposed PDD
method outperforms the fully digital zero-forcing precoder. In
particular, the secrecy performance gain is reduced upon in-
creasingPtot. It is worth mentioning that similar performance
trends have been shown in [44, Fig. 3]. This phenomenon is
not unexpected, since upon increasingPtot, the zero-forcing
approach tends to become optimal. Therefore, such a result
validates the efficiency of the proposed PDD method from
another perspective.

Fig. 5 shows the secrecy performance achieved by the
proposed PDD algorithm versusPtot for different M . Since
the security threat increases with the increasingM , it is
anticipated that the average secrecy rate will decrease with
the increasingM . Simulation results in Fig. 5 validate this
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Fig. 5. Average secrecy rate versusPtot for Rt = 0.3, Γ = 0dB Nt = 10,
N = 3, K = 2, NRF = 3, and differentM .
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Fig. 6. Average secrecy rate of the infinite-resolution phase-shifter case versus
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K = 2, NRF = 4, Nt = 10, Rt = 0.3, Γ = 10dB, M = 1, N = 1, and
different ǫ.

speculation. Moreover, the secrecy performance degradation
brought by increasingM is very little, e.g., increasingM
from 2 to 8, the secrecy performance degradation is about
0.4 Bits/s/Hz forPtot = 15 dBW. Such result has shown
the robustness of the proposed PDD method for resisting the
increasing security threat brought by the increasing number of
Eves.

Fig. 6 has shown the average secrecy rate of the proposed
PDD algorithm when multiple PUs are equipped withNp

antennas and only the imperfect Eves’ CSI is available, where
Em = ǫINt

, ∀m ∈ M. For the zero-forcing precoder,
we design the precoder based on the estimated Eves’ CSI
ĥm. The imperfect Eves’ CSI makes the information leakage
unavoidable, even for the zero-forcing precoder. Simulation
results in Fig. 6 show that the secrecy performance degrades
upon increasingǫ. This is because a largerǫ will result in
increasing information leakage. Additionally, we also find
that in contrast to the perfect Eves’ CSI case, the secrecy
performance of the zero-forcing precoder does not converge
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to that of the proposed PDD method upon increasingPtot.
This is because the zero-forcing precoder is designed based
on the estimated Eves’ CSI, and the uncertainty inevitably
results in information leakage, which degrades the achievable
secrecy performance. This result validates the superiority of
our proposed PDD method, once again.

C. Secrecy Performance of the Hybrid Precoder with Finite-
Resolution Phase-Shifters

Fig. 7 shows the average secrecy rate with the finite-
resolution phase-shifters versusPtot. The average secrecy rate
achieved by the fully-digital zero-forcing precoder is given
for reference. From simulation results in Fig. 7, we can
find that the proposed PDD algorithm can achieve a better
secrecy performance than the zero-forcing precoder when
Ptot < 5 dBW for all numbers of quantization bits, even if
b = 1. Moreover, whenb = 7, our proposed PDD algorithm
outperforms the zero-forcing precoder over the whole region of
Ptot. Such results validate the superiority of our proposed PDD
algorithm. On the other hand, the performance degradation at
high Ptot is serious whenb decreases from 7 bits to 5 bits,
which is due to the increasing confidential signal leakage to
Eves with the decreasingb.

Fig. 8 shows the impact of the number of the quantization
bits on the achievable secrecy rate for differentK. With the
increasingb, the resolution of the phase-shifters increases,
leading to an increase in the achievable secrecy rate. Moreover,
from Fig. 8, we can find that the increment in the secrecy rate
decreases with the increasingK, which may be due to the
limited number of RF chains.

The above simulation results not only validate the superi-
ority of the proposed PDD algorithm but also reveal some
insights on the hybrid precoder design. First, the secrecy
performance degrades seriously with the increasing number
of served users, especially for highPtot, due to the reducing
number of degrees-of-freedom (DoF). Such a phenomenon
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Fig. 8. Average secrecy rate of the finite-resolution phase-shifter case versus
the number of quantization bits,b for Ptot = 20 dBW, NRF = 4, Rt = 0.3,
Γ = 0dB Nt = 10, M = 2, N = 3, differentK.

tells that for broadcast communications, allowing the number
of served users equal to the maximal available DoF may not
be an optimal choice, from the perspective of the commu-
nication security. Second, the resolution of the phase-shifters
plays a dominant role in determining the achievable secrecy
performance. Although increasing the resolution can improve
the achievable secrecy performance, the corresponding system
complexity also increases. Furthermore, simulation results in
Fig. 8 also show that the performance gains brought by
increasing the resolution decrease. Therefore, there is an
optimal balance between the secrecy performance and system
complexity, which needs to be investigated in the future work.
Third, simulation results show that the secrecy performance of
the zero-forcing precoder approaches the proposed PDD algo-
rithm for high Ptot, which implies that the optimal structure
of the hybrid precoder approaches the zero-forcing precoder,
whenPtot is very large.

VI. CONCLUSIONS ANDFUTURE WORKS

In this paper, we have investigated the hybrid secure pre-
coder design for the confidential information transmissionin
cognitive mmWave networks by maximizing the minimum
secrecy rate of multiple served SUs under the interference
temperature constraint of multiple PUs. The studied problem
was formulated as a nonlinear and nonconvex optimization
problem with coupling constraints. For handling this challeng-
ing problem, we employed the PDD algorithm to handle the
nonconvexity of the joint design problem and the coupling
constraint. In particular, the proposed PDD algorithm first
converts the coupling variables into equality constraints, which
are then augmented to the OF by applying the augmented
Lagrange method. Then, we combined the SCA and BCD
algorithm for transforming the nonconvex joint design problem
into a sequence of convex problems, which are solved by
using the Lagrange multiplier method. The proposed PDD
algorithm has provable convergence to a KKT solution of
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the original nonconvex joint design problem, which is com-
putationally efficient, due to the parallel optimization ofthe
optimization variables in each block. Finally, we showed that
the proposed PDD algorithm can be adapted both to the finite
resolution shifter case and to the scenario, where multiplePUs
are equipped with multiple antennas and only the imperfect
CSI of multiple Eves is available. Our simulation results
have verified the efficiency of our proposed hybrid secure
precoder design explicitly. In particular, we show that our
proposed algorithm outperforms the fully-digital zero-forcing
precoder, demonstrating its near-optimal secrecy performance
in cognitive mmWave networks. Furthermore, our simulation
results show that compared to the zero-forcing precoder, the
proposed joint design algorithm relying on finite-resolution
phase-shifters achieves a satisfactory secrecy performance by
using 7 bits for phase quantization, striking a compelling
secrecy performance vs. system complexity trade-off.

Some future research directions for improving the system
model considered in this work are outlined as follows. Firstly,
this treatise does not consider the quantization noise of the
finite resolution digital to analog converters (DACs). Since
conventional high-resolution DACs are power hungry, it is
interesting to consider the joint optimization of the DAC
resolution and hybrid precoder for maximizing the secrecy
energy efficiency of mmWave cognitive networks. Secondly,
this work has adopted a fully-connected hybrid beamforming
structure, where each RF chain is connected to all antennas.
It is meaningful to extend the work to consider an adaptively-
connected structure, where a switch-controlled connection is
employed between each antenna and each RF, and to consider
the joint optimization of switch-controlled connections as
well as a hybrid precoder for maximizing the secrecy energy
efficiency.

APPENDIX A

A. Optimization Problems and Solutions at Step 1

The optimization of{α̂k,m, β̂k,m, R̂s,k,m}, {Yk} and{Zn}
can built as problem (A.1) at the top of next page, problems
(A.2) and (A.3) given as follows.

min
Yk

∑

k∈K

(

||X̂−Yk + ρλ7,k||2F
)

, s.t.(23e), (A.2)

min
Zn

∑

n∈N

||X̂− Zn + ρλ2,n||2F ,

s.t. ||tHn Zn||2F ≤ Γ, n ∈ N . (A.3)

Upon introducing the nonnegative Lagrange multipliers
ν1,1,k,m, ν1,2,k, ν1,3,n, k ∈ K, n ∈ N for these problems, their
KKT conditions can be obtained by applying the vectorization
operator of [38, Section 1.11.2] and the complex-valued matrix

derivatives of [39], which are given by

2α̂k,m − 2 (αk − ρλ5,k,m)− ν1,1,k,m

ln2 (1 + α̂k,m)
= 0, (A.4)

2β̂k,m − 2 (βk,m − ρλ6,k,m) +
ν1,1,k,m

ln2
(

1 + β̂k,m(l − 1)
) = 0,

(A.5)

2R̂s,k,m − 2 (Rs + ρλ9,k,m) + ν1,1,k,m = 0, (A.6)

ν1,1,k,m

(

log2 (1 + α̂k,m)− log2

(

1 + β̂k,m(l − 1)
)

− β̂k,m − β̂k,m(l − 1)

ln(2)
(

1 + β̂k,m(l − 1)
) − R̂s,k,m



 = 0, (A.7)

− X̂+Yk − ρλ7,k + ν1,2,k
(

(2γk − 1)gkg
H
k Ykene

H
n

−gkg
H
k Yk (l − 1)eke

H
k

)

= 0, (A.8)

ν1,2,k
(

2R
(

Tr
(

gH
k Ykeke

H
k YH

k (l − 1)gk

))

−

|gH
k Yk(l−1)ek|2−(2γk−1)





∑

n6=k

∣

∣gH
k Yken

∣

∣

2
+ σ2







=0,

(A.9)

− X̂+ Zn − ρλ2,n + ν1,3,ntnt
H
n Zn = 0, (A.10)

ν1,3,n
(

||Zn||2F − Γ
)

= 0. (A.11)

The condition sets (A.4)-(A.7), (A.8)-(A.9), and (A.10)-(A.11)
are respectively the KKT conditions of Problems (A.1)-(A.3).
Conditions (A.7), (A.9) and (A.11) represent respectivelythe
complementary slackness in the KKT conditions of Problems
(A.1)-(A.3).

From the KKT conditions above, the optimal solutions of
problems (A.1)-(A.3) can be obtained as functions of the
Lagrange multipliers, given by

R̂s,k,m = Rs + ρλ9,k,m − ν1,1,k,mln(2)

2
, (A.12)

β̂k,m =
βk,m + ρλ6,k,m

τk,m
− ν1,1,k,m

2ln2
(

1 + β̂k,m (l− 1)
)

(τk,m)
2
,

(A.13)

α̂k,m =
−bk,m +

√

b2k,m − 4ak,mck,m

2ak,m
, (A.14)

Zn =
(

INt
+ ν1,3,ntnt

H
n

)−1
(

X̂+ ρλ2,n

)

, (A.15)

vec (Yk)=(Φk + INt×K)
−1

Θk, (A.16)

where ak,m = 1, bk,m = 1 + ρλ5,k,m − αk,m,
ck,m = ρλ5,k,m − αk,m − ν1,1,k,m

2ln2 , Φk , ν1,2,k (2
γk − 1)

(

(

∑

n6=k ene
H
n

)T

⊗ gkg
H
k

)

and Θk = X̂ + ρλ7,k +

ν1,2,kgkg
H
k Yk (l − 1) eke

H
k .

Therefore, once the Lagrange multipliersν1,1,k,m, ν1,2,k
and ν1,3,m have been determined, the optimal solutions can
be obtained with the aid of (A.12)-(A.16). Based on the
complementary slackness (A.7), (A.9) and (A.11), we can
conclude that either the introduced Lagrange multiplier is
zero, or the corresponding constraint is active. Therefore,
we first set the introduced Lagrange multipliers as zero, i.e.,
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min
α̂k,m,β̂k,m,R̂s,k,m

∑

k∈K,m∈M

(

|α̂k,m − αk + ρλ5,k,m|2 +|β̂k,mτ̂k,m − βk,m + ρλ6,k,m|2 + |Rs − R̂s,k,m + ρλ9,k,m|2
)

,

s.t. (23a), (A.1)

ν1,1,k,m = 0, ν1,2,k = 0, k ∈ K, andν1,3,m = 0, m ∈ M, and
check whether the inequality constraints of problems (A.1)-
(A.3) hold, or not. If the inequality constraints do hold, the
optimal solutions can be obtained by setting the Lagrange
multipliers as zero. Otherwise, employing the bisection search
of [40], we first search the Lagrange multipliers to make
the inequality constraints of problems (A.1)-(A.3) active, and
then, substitute them back into (A.12)-(A.16) for obtaining the
optimal solutions.

B. Solutions of Problems (25)-(26) at Step 2

Following the procedures in Appendix A-A, we first intro-
duce the nonnegative Lagrange multipliersν2,1,k andν2,2,k,m
for problems (25)-(26), and then derive the optimal solutions
from their KKT conditions, which are functions of the intro-
duced Lagrange multipliers, given by

vec (Vk)=






ν2,1,k





∑

j 6=k

ejej





T

⊗
(

gkg
H
k

)

+INt×K







−1

∆k,

(A.17)

αk =

∑

m∈M (α̂k,m + ρλ5,k,m)

M
− ν2,1,k

∣

∣gH
k Vk(l − 1)ek

∣

∣

2

2M (αk(l − 1))
2 ,

(A.18)

vec (Xk,m)=
(

INt×K+ν2,2,k,m

(

(

eke
H
k

)T ⊗ hhH
))−1

Ωk,m,

(A.19)

βk,m = max
(

β̂k,mτk,m − ρλ6,k,m +
ν2,2,k,m

2
, 0
)

, (A.20)

where∆k , vec
(

X̂+ ρλ4,k + ν2,1,k
gkg

H
k Vk(l−1)eke

H
k

αk(l−1)

)

and

Ωk,m , vec
(

X̂
)

+ ρvec (λ3,k,m). Finally, the optimal solu-
tions can be obtained from their complementary slackness in
the KKT condition.

C. Solution of Problem (31) at Step 3

Following the procedures at Step 1, we introduce the
nonnegative Lagrange multipliersν3,1,k,m for problem (31),
and derive its optimal solutions as functions of the Lagrange
multipliers introduced.

When β̂k,m 6= 0, we have

Wk,m=X̂+ρλ8,k,m + ν3,1,k,mhhHWk,m(l − 1)
∑

j 6=k

(

eje
H
j

)

,

(A.21)

τk,m =
βk,m + ρλ8,k,m

β̂k,m

− ν3,1,k,m

2
(

β̂k,m

)2 . (A.22)

Then, the optimal solutions can be obtained from their com-
plementary slackness in the KKT condition of problem (31).

On the other hand, when̂βk,m = 0, we haveν3,1,k,m = 0
and the optimal solutions are given by

Wk,m = X̂+ ρλ8,k,m, (A.23)

τk,m =
∑

j 6=k

(

2R
(

Tr
(

hHWk,meje
H
j WH

k,m(l − 1)h
)))

+ σ2

−
∑

j 6=k

(

|hHWk,m(l − 1)ej|2
)

. (A.24)

D. Solution of Problem (36) at Step 4

After introducing a nonnegative Lagrange multiplierν4,1
for problem (36), its optimal solutions can be derived as a
function of ν4,1, given by (A.25) at the top of next page.

Then, we adopt the classic bisection search to obtainν4,1
that satisfies the complementary slackness in the KKT condi-
tion of problem (36) and then substitute it back into (A.25) to
get its optimal solution.

APPENDIX B
PROOF OFTHEOREM 1

We first prove the convergence of fixed point iteration (35).
For proving the convergence of fixed point iteration (35), we
should show that the OF value is increasing throughout the
iterative process, i.e.,

µH(l + 1)Υµ(l) ≥ µH(l)Υµ(l − 1). (B.1)

This is because we have:

µH(l + 1)Υµ(l)≥R
(

µH(l − 1)Υµ(l)
)

=R
(

(

µ(l)HΥHµ(l − 1)
)H
)

(a)
= µ(l)HΥµ(l − 1) (B.2)

The equality(a) is valid, becauseΥ is positive-semidefinite
andµ(l)HΥµ(l− 1) is real. Additionally,|Υµ|1 ≤ |Υ|1 due
to the property of the norm of the product of two matrices
[38], which represents an upper bound of the value obtained
by the fixed-point iteration (35).

In conclusion, the function value is increasing throughout
the fixed point iteration (35) and it has an upper bound.
Therefore, the fixed point iteration (35) is bound to converge.

As shown in [41], the limit point obtained by the fixed point
iteration (35) can be characterized by the following equation

Υµ = ̺⊙ µ, (B.3)

where the vector̺ is real-valued and non-negative. Then,
following the proof in [41, Appendix B], we can prove that the
fixed point iteration (35) will converge to a stationary point of
problem (34). Further details are omitted for brevity.



15

X̂ =
FRFFBB−ρλ1+

∑

k∈K,m∈M,n∈N (Zn−ρλ2,n+Xk,m−ρλ3,k,m+Vk − ρλ4,k +Yk − ρλ7,k +Wk,m−ρλ8,k,m)

2KM + 2K +N + 1 + ν4,1
. (A.25)

Finally, since e−jarg[µ∗(M+1)]µ∗ achieves the same OF
value asµ∗, we can keep the last term in the solution vector
as 1. Then, the proof is completed.

APPENDIX C

Similar to Appendix A, the optimal solutions of problems
(C.1), (C.2) and (C.3) can also be obtained by employing
the Lagrange multiplier method, whose detailed derivations
are omitted for brevity. In particular, the optimal solutions of
problem (C.1) are given as (C.4), whereΩk,m , vec

(

X̂
)

+

ρvec (λ3,k,m) andν2,2,k,m is the Lagrange multiplier of prob-
lem (C.1).

The optimal solutions of problem (C.2) can be derived by
considering the following two cases. When̂βk,m 6= 0, the
optimal Wk,m and τk,m are given by (C.5), whereν3,1,k,m
is the Lagrange multiplier of problem (C.2). When̂βk,m = 0,
the optimal solution is given byWk,m in (C.6).

The optimal solution of problem (C.3) isZ =
(

INt
+ ν1,3,nTnT

H
n

)−1
(

X̂+ ρλ2,n

)

, whereν1,3,n is the La-
grange multiplier of problem (C.3).

Although the solutions obtained above are all function-
s of the introduced Lagrange multipliers, following similar
procedures in Appendix A, the optimal Lagrange multipliers
can be obtained from their complementary slackness in the
KKT condition and the corresponding optimal solutions can
be obtained. Detailed derivations are omitted for brevity.
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