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PRACTICAL ADAPTIVE SECURITY FOR
RESOURCE-CONSTRAINED IOT NODES

by Sultan A. Alharby

Considered a key enabler on the Internet of Things (IoTs), Wireless Sensor Networks(WSNs)
allow data to be collected from the surrounding environment. However, protecting the
messages being transferred between these nodes is a complex issue. One of the reasons
for security complexity in WSNs is resource limitations, such as energy and process-
ing capability. Wireless nodes are usually powered by small batteries, which require
reduced energy consumption so as to extend network lifetime. However, enabling se-
curity increases energy consumption due to the extra computation and transmission,
required for encryption and authentication. Another reason is that the WSNs medium
for transmission; and unattended operation make them vulnerable to various types of
attack. The contradiction between the need for security and limited resources creates
a trade-off between security and energy. There are several solutions to secure WSNs
in the literature; however, few consider both efficiency and security. This research first
evaluates the security overhead on IoT nodes. Then, it proposes a Practical Adaptive
SEcurity architecture for Resource-constrained nodes (PASER). PASER uses the appli-
cation preferences to select security level. Also, it contains a table for threat level, so
that off the shelf threat detection systems can be easily used with PASER to feed that

table and enhance the security decision.

The per-packet evaluation shows that security overhead in terms of energy consump-
tion fluctuates between 31.5% at a minimum level over non-secure packets and 60.4%
at the top security level of IEEE802.15.4 specification. The evaluation is carried out
using simulation and then validated using actual hardware. According to the evaluated
scenario, the proposed architecture shows an energy saving of 11% compared to the
static-security model. The results may vary with different scenarios according to the
application requirements and threat level in the surrounding environment. Also, the
proposed architecture shows an improvement in network throughput, lifetime by 25%
and delay by almost 141%.


mailto:sa1c15@soton.ac.uk




Contents

Abbreviations

Acknowledgements

1 Introduction

1.1
1.2
1.3

Research Questions . . . . . . . ... . L oo
Research Justifications . . . . . . . . ... o oL
Thesis Methodology and Organization . . . . . .. .. ... ... .....
1.3.1 Literature Review . . . . . . .. ... . oL,
1.3.2 Evaluation of Security Overhead . . . . . ... ... ... .....
1.3.3  Developing a Security Architecture . . . . . . ... ... ... ...
1.3.4 Evaluation of the Proposed Architecture . . . . . . .. .. .. ...
1.3.5 Conclusion and Future Work . . . . . ... ... ... ... ....

2 Literature Review

2.1
2.2

2.3

2.4

2.5

2.6
2.7

Introduction . . . . . . ..o
Overview of The [oT and WSNs . . . . . .. .. .. ... ... .. ....
2.2.1 The Internet of Things . . . . . . . . . ... ... ... .......
2.2.2  Overview of Wireless Sensor Networks . . . . ... ... ... ...
2.2.3  Wireless Sensor Node Components . . . . . . .. ... ... ....
2.2.4 IoT Operating Systems . . . . . . . .. ...
2.2.5 Cooja Simulator . . . . .. . ... L
IoT Security at the PHY and MAC layer . . . ... ... ... ......
2.3.1 Security Services and Requirements . . . . . ... ... ... ...
2.3.2 Challenges to Security in Resource-constrained Nodes . . . . . ..
2.3.3 Attack Types at the Data-link Layer . . . . .. .. ... ... ...
2.3.4 IEEE 802.15.4 Security Overview . . . . . . . .. . ... ... ...
2.3.5  Encryption Algorithms. . . . . . . ... ... ... .. ... ...
Quality of Servicesin WSNs . . . . . . . . .. ... .
2.4.1 Notionof QoS . . . . . . . .
2.4.2 Effects of Security on QoS . . . . . . . .. oL
Energy Consumption . . . . . .. . ... . oL
2.5.1 Security and Energy Consumption . . . . ... ... .. ... ...
2.5.2  Security Overhead Calculation . . . . ... .. ... ... .....
2.5.3 Energy-aware Security Solutions . . . . . ... ... ... ... ..
Context-based Security . . . . . . . . ... L
Security Solutions . . . . . . . ... Lo

xiii

xvi



vi CONTENTS

2.7.1 Static Security . . . . ...
2.7.2 Adaptive Security . . . .. ... o
2.8 Conclusion . . . . . . . . . e e
3 The Security Trade-offs in Resource Constrained Nodes
3.1 Introduction . . . . . . . . .. e
3.2 Performance Evaluation . . . .. ... ... ... ... ... ........
3.2.1 Experiment Setup and Parameters . . . . .. ... ... ... ...
3.2.2  Security Services Utilised in the Evaluation . . . . .. ... .. ..
3.2.3 Accuracy of the Security Overhead Results . . . . ... ... ...
3.2.4 Simulation Results . . . . .. ... ... 0000
3.25 Hardware Results. . . . . . .. ... ... L.
3.3 Conclusion . . . . .. .. e
4 Practical Adaptive Security for Resource-Constrained IoT Nodes
4.1 Introduction . . . . . . . . . . . .
4.2 Adaptive Security Architecture . . . . . ... ..o
4.3 Application Assumptions and Possible Scenario . . . . . .. ... ... ..
4.4 Security Assumption . . . . .. ..o o
4.5 Conclusion . . . . . . . . . e e
5 Experimental Design and setup
5.0.1 Energy Consumption . . . . . . . . .. . ... ... ...
5.0.2 Network Lifetime . . . . . . ... ... ... ... .. ... ...
5.0.3 Network Throughput . . . . . ... .. ... ... ... ...
5.04 Latency . . . . . . . e
5.0.5 Memory Footprint Evaluation . . . . . . ... ... ... .. ....
6 Evaluation and Validation Results
6.1 Introduction . . . . . . . . .. L
6.2 Simulation Results . . . . . . . . . .. ...
6.2.1 Energy Consumption . . . . . . . . . . .. ..o
6.2.2 Network Lifetime . . . . . . . ... .. ... o
6.2.3 Network Throughput . . . . . . ... ... ... ... ... ....
6.24 Latency . . . . . . . . .
6.2.5 Discussion . . . . . . . ...
6.3 Testbed Experiments . . . . . . . .. ... L
6.3.1 Energy Consumption . . . . . . . . ... ... ... ...
6.3.2 Network Lifetime . . . . . . ... ... ... ... ... .......
6.3.3 Packet Latency . . . . .. . . ... .. o
6.3.4 Network Throughput . . . . . . . ... .. ... ... ... ...
6.3.5 Battery Degradation Control . . . . .. ... ... ... ......
6.3.6 Memory Footprint Evaluation . . . . . .. ... ... ... ... ..
6.3.7 Test-bed Discussion . . . . .. ... ... Lo oL
6.4 Simulation vs Testbed . . . . . . .. .. .. o
6.5 Discussion . . . . . . ... e

7 Conclusions and Future Work

41
41
41
42
43
43
45
54
o8

59
99
99
63
66
69

71
73
73
74
74
75

77
7
7
77
79
83
83
85
85
88
89
89
92
94
94
96
96
98

99



CONTENTS vii

7.1 Thesis Contributions . . . . . . . . . . ... 99
7.2  Conclusion . . . . . . . .. 100
7.3 Future Work . . . . . . .. 101

A Publications 117






List of Figures

1.1

2.1
2.2
2.3
2.4
2.5
2.6
2.7
2.8
2.9
2.10
2.11
2.12
2.13
2.14

3.1
3.2
3.3
3.4
3.5
3.6

3.7
3.8
3.9
3.10

3.11

3.12
3.13

4.1
4.2
4.3

Prospective WSN architecture, taken from [4]. . . . . . ... ... ... .. 1
WSN applications. . . . . . . . ..o 11
Wireless sensor node components, reproduced from [4]. . . . . . ... ... 12
Tmote sky platform, (taken from [39]) . . . . ... ... ... ... .... 15
Cooja Simulator . . . . . .. ... 17
Powertrace tool mechanism , taken from [49]. . . . . ... ... ... ... 17
Unicast transmission of Contiki-MAC (taken from [50]). . . . ... .. .. 18
Broadcast transmission using ContikiMAC, taken from [50]. . . . . . . .. 18
IEEE 802.15.4 MAC frame format . . . ... ... ... ... ....... 23
CTR security level . . . . . . . .. . 24
CBC-MAC security level . . . . . . . . ... . . 24
CCM security level . . . . . . .. o 24
Symmetric cryptography (taken from[82]). . . . . . ... ... oL 26
Asymmetric cryptography (taken from [82]).. . . . . . .. ... ... ... 27
Amount of current drawn by tmote Sky [39]. . . . . ... ... ... 29
Security services frame format . . . . . ... ..o 44
ContikiMAC mechanism . . . . . . .. . ... ... .. ... ... ..., 45
The radio state for both sender and receiver . . . . . . .. ... ... ... 45
CCA is disabled before transmission . . . . . . ... ... ... ...... 45
Energy consumption: Radio vs MCU, at security level 0 and 7. . . . . . . . . . . .. 48
Total energy consumed in transmitting one packet with a payload of 24

byte in different security levels . . . . . .. ... oo 48
Impact of transmission power on energy consumption for all security levels 50
Latency process . . . . . . . ... 50
Number of packets received over different data rates using two nodes for

300 seconds . . ... e 53
Number of packets received using five nodes with eight packets/s data

rate over 300 seconds . . . . ... oL Lo Lo 54
Energy consumed in transmitting one packet with a 24-byte payload,

including acknowledgement . . . . . .. .. . Lo Lo oL 54
Number of packets received using different data rates over 300 seconds . . 56
Number of packets received using five nodes with eight packets/s data

rate over 300 seconds . . . . ... Lo 57
PASER architecture . . . . . . . . ... 60
Battery degradation control. . . . . . .. ... o000 63
The BDC technique pseudo-code . . . . . .. ... ... ... ....... 64



LIST OF FIGURES

4.4
4.5
4.6
4.7
4.8
4.9

5.1
5.2

6.1

6.2
6.3
6.4
6.5
6.6

6.7
6.8
6.9
6.10
6.11

6.12
6.13
6.14
6.15
6.16

6.17

6.18
6.19

IEEE 802.15.4 Layers . . . . . . . . . i 64
Fire detection and deforestation application. . . . . . . .. .. .. ... .. 65
PASER: data transmission mechanism . . . . . .. ... ... .. ..... 67
PASER: data reception mechanism . . . . . . ... ... ... ....... 68
Frame format of security levels . . . . . ... ... ... oL 68
The 802.15.4 frame format . . . . . . .. .. ..o 0oL 69
Experiments layout(all nodes are in one collision domain) . . . ... ... 71
The probability density of the generated payloads. . . .. ... ... ... 73
Energy consumption of three architectures: no-security, static-security

and PASER . . . . . . . 78
Number of packets transmitted at each security level . . . . . .. .. ... 78
Network lifetime using PASER, static and no-security architectures . . . . 80
Lifetime of the nodes using PASER . . . . . . ... ... ... ... .... 81
Impact of battery degradation control on network lifetime . . . . . . . .. 82
Number of received packets at the sink over different data rate using

simulation . . . . . .. oL 83
Per-packet latency . . . . ... oo 84
Total latency for packet delivery over five minutes . . .. .. .. ... .. 86
Floor noise level . . . . . . . . .. 87
Adaptive security using PASER . . . . . . ... oL 88
Energy consumption of three architectures: no-security, static-security

and PASER using real hardware . . . . . ... ... ... ... ...... 89
Network lifetime for PASER . . . . . . . ... ... ... ... 90
Packet generation latency: static vs no-security architectures . . . .. .. 91
Packet receiving latency: static-security vs no-security architectures . . . 93

Packet latency for delivering one packet: static vs no-security architectures 94
Number of packets received at the sink over different data rates using real

hardware . . . . . . . . .. e 94
Impact of battery degradation technique on network lifetime using real

hardware . . . . . . .. e 95
Cooja start-up delay . . . . . . . . .. ... 97

Energy consumption: simulation vs real hardware. . . . . .. .. .. ... 97



List of Tables

2.1 Typical IoT communication protocols . . . . ... .. ... ... .....
2.2 Microcontroller and memory comparison . . . . . . . . . ... ...
2.3 Sensor platforms comparision, (reproduced partly from [38]) . . . . . . ..
2.4 Comparison of two typical IoT operating systems . . . . . . ... ... ..
2.5 Energy consumption of each cryptosystem algorithm for a packet of 60
bytes in size (table is reproduced from [84]). . . . . . ... ... 0L
2.6  Security suites available in 802.15.4 (reproduced from [82]). . . . ... ..
2.7 Security services provided by different security protocols . . . . . . .. ..

3.1 Simulation parameters . . . . . . .. .. L Lo
3.2 Security suites, reproduced partly from [82] . . . . ... ...
3.3 Auxiliary security header . . . . . .. ... L L
3.4 Typical current consumption for Tmote sky . . . . . .. .. ... ... ..
3.5 Energy consumption of transmitting one packet with a payload of 24 bytes
at different security levels . . . . . . . . . . ... L.
3.6 Energy consumed in transmitting one packet with a payload of 80 bytes
at different security levels . . . . . . . . . .. ... L oL
3.7 Percentage of security cost over non-secure packet transmission with min-
imum and maximum transmission power . . . . . . . .. ... ... ...
3.8 Packet delivery latency using simulation . . . . ... ... ... ... ...
3.9 Packet delivery latency using real hardware . . . . .. ... ... ... ..
3.10 Percentage of security overhead over the baseline with minimum and max-
imum transmission POWer . . . . . . . ...l e e e e e

4.1 Security levels of the IEEE802.15.4 which supported by PASER . . . . . .
4.2 Data’s security level. . . . . . . . . ...

5.1 Application preferences . . . . . . . . ... L L

6.1 Flash memory requirement: static, PASER and no-security architectures .

xi






Abbreviations

ACK Acknowledgement frame

AES Advanced Encryption Standard
APA Application Preferences Agent
ASA Adaptive Security Agent

ASH Auxiliary Security Header

BDC Battery Degradation Control
CBC Cipher Block Chaining

CCA Clear Channel Assessment

ccM counter mode encryption and cipher block chaining message authentication code
CSMA  Carrier Sense Multiple Access
CTR Counter

DES Data Encryption Standard

DoS Denial of Service

ECB Electronic Code Book

FCS Frame Check Sequences

FFD Full-Function Device

loT Internet of Things

A% Initialization Vector

MAC Medium Access Control

MCU Micro-controller unit

MIC Message Integrity Code

PASER Practical Adaptive SEcurity model for Resource-constrained nodes
PDR Packet Delivery Rate

PHY Physical Layer

QoS Quality of Service

RAM Random Access Memory

RDC Radio Duty Cycle

RFD Reduced-Function Device

RSA Rivest-Shamir-Adleman

RSST Receive Signal Strength Indicator

RX Receive

TDS Threats Detection System
TEA Tiny Encryption Algorithm
TX Transmit

WSN Wireless Sensor Network

xiii






HJNIVERSITY OF

Southampton

Academic Thesis: Declaration Of Authorship

I, Sultan Awad Alharby declare that this thesis and the work presented in it are my own and has been
generated by me as the result of my own original research.

Practical Adaptive Security for Resource-Constrained loT Devices

| confirm that:
1. This work was done wholly or mainly while in candidature for a research degree at this University;

2. Where any part of this thesis has previously been submitted for a degree or any other qualification at this
University or any other institution, this has been clearly stated;

3. Where | have consulted the published work of others, this is always clearly attributed;

4. Where | have quoted from the work of others, the source is always given. With the exception of such
quotations, this thesis is entirely my own work;

5. I have acknowledged all main sources of help;

6. Where the thesis is based on work done by myself jointly with others, | have made clear exactly what was
done by others and what | have contributed myself;

7. Parts of this work have been published as:

e Alharby, S., Harris, N., Weddell, A. and Reeve, J., 2018, April. Impact of duty cycle protocols on security cost of
I0T. In 2018 9th International Conference on Information and Communication Systems (ICICS) (pp. 25-30).
IEEE.

e Alharby, S., Weddell, A., Reeve, J. and Harris, N., 2018. The Cost of Link Layer Security in loT Embedded
Devices. IFAC-PapersOnlLine, 51(6), pp.72-77.

e Alharby, S., Harris, N., Weddell, A. and Reeve, J., 2018. The security trade-offs in resource constrained nodes
for iot application. International Journal of Electrical, Computer, Energetic, Electronic and Communication
Engineering, 12(1), pp.52-59.

8. Parts of this work have been submitted but still under review:

e Practical Adaptive Security for Resource-Constrained loT Nodes (IEEE Transactions on
Communications).




Acknowledgements

Many people have supported me throughout the journey of my PHD journey, and with-
out them it would have been very difficult to complete this thesis. Firstly, I would like to
thank my first supervisor, Dr. Nick Harris, for his invaluable contributions and advice
throughout my PhD. Also, my sincere thanks go to my second supervisor, Dr. Alex
Weddell, who has always been there to support and advise me throughout my study.
Thanks to my third supervisor, Dr. Jeff Reeve, who has provided considerable support
for the early development of my ideas, and for his insights too.

Also, my sincere thanks to Dr. Gary Wills for his helpful input as internal examiner
over the course, and Dr. Thanassis Tiropanis for his valuable feedback also as internal
examiner. Many thanks to my colleagues and the staff of the EEE group for all the
useful discussions and comments throughout my research. I want to thank my fellow
lab mates for the stimulating discussions, including, but not limited to, Dr. Singh for
many late-night discussions on embedded systems, and Dr. Graeme Bragg for the few
discussions we had about Contiki OS at the early stage of my research.

Thanks to my sponsor Majmaah University for supporting me financially and allowing
me to dedicate my whole time to my research without being hampered and distracted by
financial constraints. Thanks to my father and mother who are always there to provide
encouragement. Finally, my special thanks to my wife Mashael for understanding that
weekend working and late-night finishes were necessary to finish this work, my kids:
Yazeed, Layan and Tameem who were welcome distractions and lightened the mood

during days of hardship.

xvi



Chapter 1

Introduction

In recent years, smart homes, smart grids, environmental monitoring, smart irrigation,
and other similar applications have helped to make the world more connected than
ever before. The common vision associated with such distributed systems is linked to
the paradigm of the Internet of Things (IoT). The term “IoT” is not associated with
a particular technology, however, the Wireless Sensor Network (WSN) is a founda-
tional technology for the IoT[1][2]. Sensors are the main element for reporting events
in “things” such as cars and home appliances. They enable physical things to be part
of the global infrastructure. WSNs have recently grabbed the attention of the academic
and industrial communities[3]. They consist of distributed sensor nodes which are used
to monitor physical and environmental conditions and send data to a sink node. A sink
node are used to collect and pre-process data before send them to a server or a cloud.
Data which are generated by sensor nodes can be, for example, pressure, humidity, tem-
perature, pollution, or other physical phenomena. A typical WSN architecture is shown

in Figure 1.1.

Sensing region

Internet Sink

User O  Sense node

Figure 1.1: Prospective WSN architecture, taken from [4].

The use of WSNs is increasing and is becoming popular in many areas. In healthcare,
WSNs are expected to change the way that hospitals work[5] by allowing real-time pa-

tient monitoring in hospitals [6]; and facilitating telemonitoring of people [7]. In smart

1



2 Chapter 1 Introduction

home applications, WSNs can be used to control lighting systems and the automation
of daily chores. As for environmental applications, WSNs can be used to monitor atmo-
spheric humidity, wind speed, pollution, and other environmental parameters. WSNs
can also be used by the military to monitor battlefield resources and detect biological
and chemical materials [8]. WSNs are an upcoming technology that could change the
way we collect data, similar to how electronics and messaging has changed the way we

communicate[9].

However, there are some significant concerns regarding WSNs. As already mentioned,
wireless sensor nodes are limited in their resources. This limitation affects network
operation. For example, WSN systems should work as efficiently as possible to save
energy. However, enabling security does not support this requirement, as security in-
creases energy consumption. Hence, the extra overhead added by security threatens the
availability of the network by decreasing battery lifetime. Yet, ignoring security needs
renders the network vulnerable to many types of attack. The security techniques which
are used in wired and traditional wireless networks may not work or suit WSNs, where
resources are limited. Security solutions should therefore take resource-constraints into
consideration to extend network lifetime. Although many studies address the trade-off
between security and energy in WSNs, security is still an unresolved issue. Some of the
previous approaches which separate the interaction between network layers at the design
stage neglect the existing trade-off between energy and security. The impact of security
on QoS parameters should be studied and taken into consideration when developing
efficient security solutions. There is therefore a need for a smart system which could

manage this conflict.

This thesis discusses the security issue and its impact on WSNs. It investigates the
relationship between security, energy consumption and QoS. The QoS parameters used
in this thesis are packet latency, throughput, and network lifetime. These parameters
are chosen as they are affected by enabling security. More information about these
parameters are discussed in Chapter Three. Physical security is beyond the scope of
this thesis. The security is discussed from the perspective of resource-constrained nodes,
precisely energy resource. The outcome of this analysis will be used to develop an
adaptive security system which can manage the trade-off between opposite parameters
at run time. The security which are dealt with in this research are at the data link
layer. Recent research pushes the idea of adaptive solutions. Adaptive solutions are
used in wired networks for security and performance purposes, yet they are a hot topic
in the area of WSNs. Adaptivity in this research refers to the ability of a system to
switch between TEEE802.15.4 security levels at run-time. Detailed information about
the design steps of the proposed adaptive security solution is presented throughout this

thesis.
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1.1 Research Questions

The main goal of this thesis is to develop an adaptive architecture which allows a contin-
ual trade-off between security, QoS and energy consumption in IoT embedded devices.

This task is achieved by answering the following research questions:

1. What is the impact on performance of current security implementations

at the media access control(MAC) layer?

There are ambiguities regarding the overhead of security in WSN. The current
implementation of security at the link layer is mostly IEEE 802.15.4 security spec-
ification. IEEE 802.15.4 supports eight different security levels optionally. The
literature regarding security requirements and security services will be reviewed.
Existing security techniques at the link layer will be investigated to identify the
factors that contribute to the security overhead. Determining the impact of secu-
rity is vital to the progression of this research. The intended evaluation includes

the effect of enabling security on energy consumption and QoS parameters.

2. How should we adaptively secure messages in IoT nodes?

The answer to question one will be used to develop an adaptive security architec-
ture. The proposed architecture considers the trade-off between security, energy

and QoS at the data-link layer. It should work autonomously at the run-time.

3. How can these nodes be integrated into networks?

The objective of this question is to investigate whether the proposed concept can
be implemented practically in WSNs, and also clarify whether the architecture is
affordable to resource-constrained nodes. The challenges of running the proposed
architecture on simulated and real hardware will be investigated and solved at
this stage. The outcome of this question will show the feasibility of the proposed

architecture.

4. What is the impact of the proposed architecture on network perfor-

mance?

The proposed architecture will be evaluated in terms of energy and QoS. Then, a
comparison to static-security and no-security models will be made to determine the
improvements which are achieved by the proposed architecture. The evaluation

will be carried out first using simulation, then validated using real hardware.
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This research investigates security at the data link layer for those applications which are
seeking a trade-off between security and energy consumption or network QoS. It uses the
widely used IEEES802.15.4 security specification at the data link layer of the IoT stack.

1.2 Research Justifications

Security has become essential to the acceptance of IoT embedded devices by numerous
applications [10][11]. Any advantage which is brought by IoT may be rejected if the
data is not protected. Unfortunately, applying security in IoT embedded devices is not
an easy task, because “standard security mechanisms, which are heavy in weight and
resource consumption, are unsuitable”, as stated by[12]. Here ‘heavy in weight’ is meant
in terms of memory requirement and processing time, and ‘heavy on resources’ in terms
of energy consumption. Although there are ambiguities in the exact security overhead,
a noticeable overhead on resources is evident. Batteries are the primary source of energy
for WSNs, and also the indicator of node lifetime [13]. Thus, more overhead also means
more energy consumption. The harsh environments in which WSNs are often deployed
[14] make the option of changing batteries impractical[15]. Another issue with static se-
curity is that it does not consider other vital parameters, such as QoS. Static approaches
may also not suit wireless sensor nodes which are inhibited by limited resources, and
therefore leads to an improvement of one parameter at the expense of other parame-
ters. For example, there is a correlation between security and energy consumption, so

increasing security may shorten network lifetime.

Security and QoS in resource constrained nodes are opposite parameters[16]. Hence,
there is going to be a trade-off between resource consumption minimisation and secu-
rity maximisation[17]. “Protocols must focus primarily on power conservation. They
must have inbuilt trade-off mechanisms that give the end-user the option of prolong-
ing network lifetime at the cost of lower throughput or higher transmission delay”, as
stated by [18]. The option of extending the network lifetime applies to security as well,
since it increases energy consumption. Applications should be given different options
to manage the trade-off between security and energy. However, choosing the proper
security trade-off is difficult at the deployment stage, because the conditions of the de-
vice and the environment change over time. A possible solution in such a scenario is
to use an adaptation approach. An adaptive solution can play a vital role in managing
the trade-off autonomously. Adaptation can enable system flexibility to allow changes
to security settings at a run-time, if necessary. Adaptation can manage the trade-off
between security and energy more efficiently than a static system. Also, it can enhance
decision-making by involving other parameters which reflect changes in device condition

and the surrounding environment. A few adaptive security architectures are presented
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in the literature, however, they either focus on one specific security service, such as en-
cryption, or provide an architecture without detailed practical information such as [19].
Most of the existing solutions do not consider threat level in the security decision. They
use energy level to control security. Using energy to select the security level is not an
appropriate approach, because it makes sensitive data vulnerable to an attack when the
battery level is low. Developing an adaptive security architecture which properly con-
siders an input for threat level, available energy and application preferences in security

solutions is the main focus of this research.

1.3 Thesis Methodology and Organization

This thesis consists of six chapters which represent the stages taken to accomplish this

research. The following are a brief description of each stage.

1.3.1 Literature Review

The first stage is to review the relevant literature on WSNs. It commences with a
general discussion about WSN limitations and the IEEE 802.15.4 standard. The re-
view includes identifying security requirements, security challenges and security services
in resource-constrained nodes. Security challenges due to the resource limitations of
sensor nodes are also explored, and the security services which are used at the MAC
layer are investigated. The investigation of security services has led to the selection
of IEEE802.15.4 security specification in this research because it is the dominant MAC
protocol in WSN. The literature regarding existing security solutions has been studied
and analysed. The relationship between security and quality of services is discussed.
The literature review shows that energy is a significant concern in security solutions,
and reveals a necessary trade-off between security and energy consumption. However,
the exact overhead induced by the IEEE802.15.4 security specification is not clear. This
chapter also discusses and critiques the current security solutions at the MAC layer and
categorises them based on their functionality. The outcome of this stage has helped to
identify gaps in this area and led to the selection of which parameters should be con-
sidered in security selection. In the next step, the results of this stage are considered in
an initial review of a detailed assessment of security overhead. This chapter partially

answers research question 1.

1.3.2 Evaluation of Security Overhead

The second stage presents a detailed evaluation of the overhead introduced by the dif-

ferent security levels of the IEEE802.15.4. This evaluation is accomplished through
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simulation, the results of which are validated using real hardware. The assessment in-
cludes the impact of security on the following parameters: energy consumption, data
throughput, latency and memory requirements. The effect of data length on security
overhead is investigated as well. The Powertrace tool is used to measure the energy
consumption in the simulation, while a power analyser is used to record the power in
the testbed evaluation. The evaluation investigates the impact of each security level
on the previously mentioned parameters. It shows that each security level is associated
with a certain degree of energy consumption. The overall results show that security
levels add significant overhead to node resources. The results depict that not only is
energy affected, but other network parameters such as latency and throughput are af-
fected by security as well. In general, as security level is increased, the more overhead is
added to the network. The results of this evaluation encourage further progress in this
research to answer the remaining research questions. The results of this chapter have
been published in the IFAC/IEEE Conference on Programmable Devices and Embed-
ded Systems (2018), the International Conference on Information and Communication
Systems (2018), and the International Journal of Electronics and Communication Engi-

neering (2018). This chapter answers research question 1.

1.3.3 Developing a Security Architecture

The third stage is the development of a solution which trades-off security with energy
consumption. The difference in the overhead, which is introduced by IEEE802.15.4
security levels has led to the solution of using of adaptive security at the data-link
layer. Chapter Four introduces Practical Adaptive Security for Resource-constrained
IoT nodes (PASER). PASER is developed to balance the trade-off between security and
energy consumption in resource-constrained nodes. It uses the application requirements
and utilises input for threat level to select the security level. It also uses an energy-aware
mechanism to control battery degradation, and consequently extend network lifetime.
The design and functionalities of PASER and its sub-modules are discussed theoretically
in Chapter Four, and use cases of the proposed architecture are given. Chapter Four

answers research question 2.

1.3.4 Evaluation of the Proposed Architecture

The fourth stage is an evaluation of the proposed architecture. The aim of this eval-
uation is to test the practicality of the concept in terms of operation, and investigate
improvements attributable to the PASER model. The Contiki OS and Cooja simulations
are used. The evaluation shows an energy saving and an improvement in network per-
formance. The simulated evaluation is then validated using CM-TMT-5000 hardware.

Many experiments have been carried out to assess the PASER architecture in terms of
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various network parameters. The results show a significant improvement using PASER

compared to static security. This chapter answers research questions 3 and 4.

1.3.5 Conclusion and Future Work

Chapter Six summarises the work and contribution of this thesis, and presents sugges-
tions for how this work can be expanded for further improvement. It assists future

research in identifying research gaps in the security of resource-constrained nodes.






Chapter 2

Literature Review

2.1 Introduction

The previous chapter has concluded that security presents a challenge to resource con-
strained nodes due to its overhead and has demonstrated that a trade-off between se-
curity and energy is necessary to achieve an efficient security solution. This chapter
gives an overview of the IoTs and WSNs and their associated security technologies, and
addresses the state of the art in research on security solutions, QoS and the types of
attack at the data-link layer of IoTs infrastructure. This chapter begins by providing
an overview of the architecture of the IoT 2.2, the main components of a wireless sensor
node, and the software which manages the hardware components. Section 2.3 discusses
IoT security at the link layer. This section covers the requirements to secure the com-
munication between wireless sensor nodes and the challenges of applying security in IoT
embedded nodes. It then studies the security specification of the IEEE 802.15.4 stan-
dard and clarifies its security levels. This section continues with a discussion about the
Advanced Encryption Standard (AES) algorithm. In Section 2.4, QoS and the effect of
security on QoS is described. The impact of processing security algorithms on energy
consumption is explored in 2.5. The concept of context-aware solutions is discussed in
Section 2.6. Section 2.7 presents a review and analysis of security solutions at the link

layer in the literature.

2.2 Overview of The IoT and WSNs

2.2.1 The Internet of Things

The number of Internet-connected objects is increasing rapidly. Expectations from dif-

ferent organizations are that the world is going to witness a large growth in the number
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of connected objects in the coming years. This growth in the number of connected
nodes is associated with the term “Internet of Things”. This term was first used by
Ashton in 1999 as a title of a presentation [20], and has received much attention in the
past few years. The IoT is a term used to cover various areas related to the extension
of the internet into the physical domain [21]. This extension takes place through the
widespread use of distributed nodes which have identities in a network and a capability
to sense or actuate [21]. There are many definitions of the IoT, but at a fundamental
level it refers to the capability of things or objects which exist around us to commu-
nicate and interact with each other and to cooperate with their neighbours through a
unique system to achieve common goals [22]. One of the biggest characteristics of the
IoT is that it bridges the gap between the physical world and the virtual world. There
is not yet any standardization definition for the IoT and its security, as the concept is
still under development by research and industrial communities. The word things or
objects in IoT means “active participants in business, information and social processes
where they are enabled to interact and communicate among themselves and with the en-
vironment by exchanging data and information “sensed” about the environment, while
reacting autonomously to the “real/physical world” events”[23]. In this context, WSNs
are an essential component of the IoT because they represent the digital interface for
physical objects [24]. There is a decline in the number of research which use the term
WSN, and this because of that “researchers are beginning to treat WSN as a technology
integrated into the IoT ecosystem” [24]. According to [24], the main technical difference
between the IoT and WSNs is that a WSN can feature the internet as an option, how-
ever, in the IoT the Internet is an essential component. Table 2.1 shows the architecture
of IoT communication protocols. This thesis proposes a security solution at the link
layer of the IoT architecture. Hence, it uses the terms WSN and IoT to indicate a smart
environment where things can sense and react to a change in the physical world and

communicate autonomously with each other through a unique system of address.

Table 2.1: Typical IoT communication protocols

Application Protocol CoAP ‘ MQTT
Routing Protocol RPL
Network Protocol | 6LoWPAN \ IPV4/IPV6

Link Layer
Physical Layer IEEE802.15.4

Infrastructure Protocols

Many challenges slow the growth of IoT, one of which is the security issue. IoT appli-
cations may not be used and accepted by the public until reliable security solutions are
put in place [25]. If these challenges are not addressed, the IoT will remain limited to a

few areas, such as manufacturing and logistics [23].



Chapter 2 Literature Review 11

2.2.2 Overview of Wireless Sensor Networks

A WSN consists of many battery-driven sensor [26] nodes. These nodes have the ca-
pability of sensing, computing and communicating [27] with each other over a specific
location for a specific purpose, such as environmental monitoring [28]. Wireless sensor
nodes usually operate unattended in a hostile environment [28]. These circumstances
make nodes vulnerable to different types of attack[27]. WSNs are usually deployed to
cover an area ranging from ten metres to several hundred kilometres [29]. A typical
method of deploying these nodes is dropping them from a aircraft [30]. Under basic op-
eration, WSN sensors detect physical phenomena such as temperature, vibration, etc.,
and then send their readings to a base station [31][27]. The base station, in its turn,

sends all or part of the received data to a workstation or the Internet.

WSNs have been used in different applications for different purposes. Figure 2.1 shows
some of these applications. For example, WSNs are used in environment surveillance
applications to increase safety and security (such as monitoring forest fire and earth-
quakes). They are also used in military applications where they can be rapidly deployed
to monitor suspicious motion in a friendly zone, and can help in detecting a chemical
and biological attack on the battlefield. There are many other instances where WSNs
can be utilised to collect data about changes in the physical world. Use examples can
be found in [32] [33] [34].

Security and

Smart Buildings Surveillance Precision
Agriculture
Applications of
Health Care Wireless Sensor Smart grids

Networks

Transportation
and Logistics Industrial
Environmental

Figure 2.1: WSN applications.

2.2.3 Wireless Sensor Node Components

A typical wireless sensor node, as stated in [4], is comprised of four components, as

shown in Figure 2.2:
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Sensing unit: this consists of one or a group of sensors and an Analog-to-Digital
Converter (ADC). The sensor is the hardware which detects the change in physical
phenomenon [35] and produces an analogue signal. The ADC then converts it to
digital and sends it to the processing unit. There are many types of sensors

available, such as accelerometer, temperature, light, humidity, and pressure etc.

Processing unit: : this consists of a microcontroller that is responsible for process-
ing data, performing tasks such as encryption/decryption, and controlling other

components of a node. It usually employs onboard memory [36].

Transceiver: this allows a wireless sensor node to communicate with other nodes
over an electromagnetic spectrum [35]. This communication can be either trans-
mission or reception. The radio chosen varies based on the frequency range and
compliance with IEEE 802.15.4 [37].

Power unit: this is used to power each component of a wireless sensor node. Usu-
ally, it runs on a limited battery. The battery is the most critical part of a node,
and its limitation poses a problem for network designers. Hence, it requires each
component to perform efficiently [36]. A typical nodes spend almost 99% of its

time in sleep mode.

Power Unit

Battery
!

Processing Unit

Sensing Unit Memory ' Communication Unit
E : Microcontroller/ ' : 3
i | Sensor S = ! | Microprocessor | ! I:>: Radio

Figure 2.2: Wireless sensor node components, reproduced from [4].

There are many types of wireless sensor hardware of various capabilities and components.

Tables2.2 and 2.3 present the differences between some popular platforms. They differ in
MCU (ARM, Atmel ATmega or TT MSP430, etc.), supported operating system(Contiki,
TinyOS and /or RIOT, etc.), connectivity(IEEE 802.15.4, Bluetooth and/or Wi-Fi,

etc.), memory size(4, 48 or 128kb, etc.), and on-board sensors (temperature, humidity,

and/or pressure, etc.).

A typical example of wireless sensor hardware is Tmote sky [39], which is a low-power

node.

This hardware is popular, and the results obtained from it can be compared
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Table 2.2: Microcontroller and memory comparison

Mote platform MCU RAM Flash Radio
Teleos B/ Tmote sky TI MSP430F149 10k 48k CC2420
Mica2 Atmel ATmegal28L 4k 128k  CC1000
dual radio (2.4GHz and

Zolertia RE-Mote ARM Cortex-M3 32k 512k 868 /915MHz)

to other research for credibility. It complies with the IEEE 802.15.4 standard and is
powered by two AA batteries [39]. It has a USB port for configuration and also works as
an alternative source of power. It runs on a Texas Instruments MSP430 micro-controller.
It has 10 kilobytes of RAM, and 48 kilobytes of flash memory [39]. A CC2420 antenna
is integrated on-board and supports a range of 50m indoors, and 125m outdoors. It
features three integrated sensors for temperature, humidity, and light. Figure 2.3 shows

Tmote sky hardware components.

Deciding which hardware brand to use can be a challenge, as no single platform suits all
solutions. Nodes can be chosen based on many criteria such as their supported features,
cost or popularity. The choice will be application dependent. However, the majority of

WSN applications are and will continue to be application dependent [38].

2.2.4 10T Operating Systems

The software which operates wireless sensor nodes plays a vital role in the development
of WSNs [40]. The main role of an OS is to enable reliable operation and manage-
ment of system resources such as processors, timers and memory in a well-ordered and
controlled fashion[41]. Also, an OS implements a communication protocol and controls
the hardware energy consumption [40]. IoT OSs which are designed to run on wireless
sensor nodes should be small in size and use less energy [42]. These OSs are different
from traditional OSs designed for powerful devices such as laptops and PCs. The main
difference is the limited hardware of a typical wireless sensor node [43]. These con-
straints require a new approach to developing WSN OSs [41] that emphasises minimal
power consumption. Wireless sensor nodes are designed to work for a long time on a
limited battery. There are many lightweight operating systems available for the IoT,
and new ones are emerging. It might be difficult to determine the most suitable OSs,
as different applications may require different OSs. IoT OSs provide similar services in
general, but there are some differences in the way they function. Older IoT OSs tend
to use an event-driven programming model, while recent OSs support a threading based
model [41]. Characteristics of these operating systems may affect the decision of the de-
velopers. Examples of the most widely used operating systems are Contiki and TinyOS
[40][44]. Table 2.4 shows the most important differences between Contiki and TinyOS.
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Table 2.3: Sensor platforms comparision, (reproduced partly from [38])

Expansion connectors
for attaching external
sensors

Low power microcontroller

Strong Points and RF module

Bluetooth, Real
time capability
-For long term

wearable use

3 times radio range
compared to MICA
nodes at half the power consumption

-Eight types of radio support

| Parameter | TelosB/Tmote Sky | MICA2/MICAZ | SHIMMER | IRIS | Waspmotes |
| Size(inches) | 2.55 x 1.24 x 0.24 | 225x1.25x025 | 1.75x.8x0.5 | 2.25x 1.25x0.25 | 2.9 x 2.01 x 0.51 |
| Weight(gms) | 63.05 | 63.82 | 10.36 | 69.40 | 20.00 |
| Battery | 2xAA | 2xAA | 250 mAh Li-Ion | 2xAA | 1150 mAh Li-on |
| Year | 2005 | 2002/2004 | 2006 | 2007 | 2013 |
7 Manufacturer 7 UC Berkeley 7 Crossbow 7 Intel 7 Crossbow 7 Libenium 7
| Cost(US$) | 99/139 | 99 | 269 | 115 | 173.77 |
-Supports
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Table 2.4: Comparison of two typical IoT operating systems

‘ Operating system ‘ Contiki ‘ TinyOS

For old and recent sensors, Mica . .
’ For old sensors, Mica family,

Supported platforms family, Telosb
’ ’ Tel ATM
RE-Mote,etc elosb, ega,etc
. Event-driven with optional Event-driven OS with non-
Scheduling . . . . . .
pre-emptive multitasking preemptive multitasking
‘ Programming language ‘ C language ‘ nesC ‘
‘ Memory management ‘ Dynamic ‘ Static ‘
‘ Communication protocol ‘ pIP and Rime ‘ Active message ‘
‘ Simulator ‘ Cooja ‘ Tossim ‘

The authors of [43] indicate that TinyOS is preferable when resources are scarce and
every little bit of memory must be used efficiently. Contiki is better when flexibility is
most important. An example of a flexibility requirement is the need to frequently update
node software for many nodes. Contiki can dynamically update the required program,
while TinyOS requires a change of software and OS. Using this feature, programmers can
reconfigure and download firmware through broadcast rather than the typical method
of connecting a cable to nodes. This feature would save time and effort for the network
administration. More information about IoT operating systems is discussed in [42], [45],
[41] and [43]. This research has used the Contiki OS which is developed by a worldwide
community of experts [46]. Contiki is a highly portable open-source OS and runs on

many different wireless sensor platforms [46].

2.2.5 Cooja Simulator

This section discusses the Cooja simulator, used in this thesis. Cooja is a WSN simulator
supplied with Contiki OS [47]. Figure 2.4 shows a snapshot of the Cooja graphical
interface. This simulator allows developers to debug and simulate their applications
on large-scale networks [46] before they run it on real hardware, and is also used for
performance evaluation. This simulator is written in Java and can emulate real hardware.
Cooja has two emulators for the MCU: MSPSim and Avrora. MSPSim is used to emulate
TI MSP430 based nodes, while Avrora is used to emulate Atmel AVR-based nodes [48].
Cooja supports many hardware, such as TelosB/SkyMote, MicaZ, Wismot, and can be
run by downloading the Instant Contiki 3.0 development environment, which has all the

necessary tools to run and emulate a WSN.

Cooja supports a tool called Powertrace which can be used to estimate the power con-
sumption of a radio and MCU. The Powertrace tool [49] is used to provide detailed
information about where power is being consumed (transmission, receiving, etc.). It

calculates the time each component spends in a particular mode, as shown in Figure



Chapter 2 Literature Review 17

& - = My simulation - Cooja: The Contiki Network Simulator

File Simulation Motes Tools Settings Help

J Network Jex () Simulation control (=J@)(x] |(+) Notes 8=
View Zoom Run Speed limit Enter notes here
Start | Pause | Step || Reload
O] Time: 00:24.516
& speed:
Mote output [2[5]X]
File Edit View
Time | Mote | Message |
00:20,557 ID:2 RANDOM: 40, counter: 40(Packets), Less: 26(Packets), Transmitted:39(packets), Failed:0,1v10:26,1v11:7,1v14:4,1v17:2,Mining:0, Attack:0 A

00:20.711 1ID:3 2564 P 3.0 19 120619 535437 39522 28583 0 2160 5414 27351 1822 1385 0 108 (radio 10.38% / 9.78% tx 6.02% / 5.56% listen 4.35% / 4.22)
00:20.714 1D:3

RANDOM: 40, counter: 40(Packets), Less: 26(Packets), Transmitted:39(packets), Failed:0,1v18:26,1v11:7,1v14:4,1v17:2 Mining:0, Attack:0
00:21.546 1D:2 2692 P 2.0 20 74152 614672 2081 10740 0 1504 4131 28634 103 518 0 54 (radio 1.86% / 1.89% tx 0.30% / 0.31% listen 1.55% / 1.58%)
00:21,711 1ID:3 2692 P 3.0 20 125812 563012 40678 29488 0 2268 5190 27575 1156 905 0 108 (radio 10.18% / 6.20% tx 5.90% / 3.52% listen 4.28% / 2.76%)
00:22,546 ID:2 2820 P 2.0 21 76829 644763 2177 11266 0 1558 2674 30091 96 526 0 54 (radio 1.86% / 1,89% tx 0,30% / 0,29% listen 1,56% / 1.60%)
00:22.711 1ID:3 2820 P 3.0 21 130763 590829 42216 30682 0 2376 4948 27817 1538 1194 0 108 (radio 10.10% / 8.33% tx 5.85% / 4.69% listen 4.25% / 3.64%)
00:23.546 1D:2 2948 P 2.0 22 79491 674869 2272 11790 0 1612 2659 30106 95 524 0 54 (radio 1.86% / 1.88% tx 0.30% / 0.28% listen 1.56% / 1.59%)
3.0

00:23.711 10:3 2948 P 3.0 22 135726 618634 43754 31870 0 2484 4960 27805 1538 1188 0 108 (radio 10.02% / 8.31% tx 5.80% / 4.69% listen 4.22% / 3.62%) v
Filter:
(0] Timeline showing 3 motes [8[=]E3

| File Edit View Zoom Events Motes
—_————————— —_———

[PIST

Figure 2.4: Cooja Simulator

2.5. This tool is claimed to be 94% accurate in measuring the power consumed by a real
device [49].
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Figure 2.5: Powertrace tool mechanism , taken from [49].

2.2.5.1 Radio Duty Cycle Protocol

Low power nodes have limited batteries which usually cannot be replaced [41]. Hence,
in these instances it is necessary to keep the radio turned off as much as possible [50]
while still allowing low power nodes to communicate with each other at the minimum
requirement. This technique of controlling the radio state to save energy is called duty
cycling[51]. Several protocols have been proposed in the literature to control the ra-
dio state to extend the network lifetime. These protocols can be classified into syn-
chronous, asynchronous and semi-synchronous duty cycles[52], depending on the mech-
anism utilised to control the node schedule. In the synchronous scheme, nodes are
time synchronised [52], hence, all nodes wake up and sleep at a set time. Contrary to

this, asynchronous nodes do not need to work simultaneously, and they have no agreed
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wakeup/sleep schedule. A semi-synchronous duty cycle combines the two methods by
grouping neighbour nodes into a synchronised cluster where different clusters commu-
nicate with each other asynchronously. A typical example of a duty cycle protocol is
Contiki-MAC [50], which uses an asynchronous mechanism. Contiki-MAC supports two

methods of transmission: unicast and broadcast.

Send data packets until ack received

N

Sender DE DB DR D|A Reception window
1 A "
] E Data packet

.;, i
Receiver A
. :\  Acknowledgement packet

Transmission detected

Figure 2.6: Unicast transmission of Contiki-MAC (taken from [50]).

In a unicast transmission, as shown in Figure 2.6, every node wakes up regularly to
check the channel for incoming communications. If a transmission is detected, the
radio remains in an “on” state to receive the next packet and transmit a link-layer
acknowledgement back to the sender. In the broadcast transmission, the radio keeps
sending the packet repeatedly for a full interval wake-up time in order to make sure
that all nodes have received the packet. There is no acknowledgement in the broadcast

transmission, as illustrated in Figure 2.7.

Send data packets during entire period

N

Sender DEDEDEDEDED Reception window
\lv, l E Data packet

Receiver / E

Transmission detected

Figure 2.7: Broadcast transmission using ContikiMAC, taken from [50].

Contiki-MAC uses Clear Channel Assessment (CCA) to check channel activities. The
RSSI value is then checked during the radio wake-up time. [50]. CCA returns a positive
value only if the RSSI is below a pre-defined threshold, which means the channel is

clear [50]. In the unicast transmission, the whole packet is sent repeatedly until an
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acknowledgement is received from the receiver. Contiki-MAC uses a mechanism called
Phase-Lock to reduce the number of transmitted packets during the transmission process
[50]. In this mechanism, a sender can predict the wake-up time of a receiver by recording
the time of the received acknowledgement for future transmission. This information is
then used to anticipate the wake-up time of a node. Contiki-MAC is used in this research
because it is supported in Contiki OS. It is also chosen due to its ability, like other MAC
protocols, to keep the radio switched off for 99% of the time.

2.3 IoT Security at the PHY and MAC layer

Many researches have been carried out to advance the widespread deployment of the
IoT, however, as security issues have not yet received significant attention [53], there is
still no existing uniform security standard. The issue of power consumption is one of the
main problems that face security solutions development. Security solutions should not
only be secure but efficient as well. The IEEE802.15.4 security specification is widely
used at the IoT data-link layer. This section discusses the major security requirements of
IoT applications, then presents the IEEE802.15.4 standard and its security specification.

The section concludes with a general classification of attack types at the data-link layer.

2.3.1 Security Services and Requirements

There are specific requirements which should be met to secure the communication be-

tween wireless sensor nodes. The following are the most important security services:

e Data confidentiality: Wireless sensor nodes should not reveal information to non-
member nodes. An adversary should not have the ability to obtain any information
from the data exchanged between network nodes, particularly in the case of critical
mission applications. Only the intended receiver should interpret the message [54].

Confidentiality can be maintained using cryptography[55] [56].

e Data integrity: Data confidentiality can only assure that no entity except the
intended receiver can interpret the message. However, it cannot detect whether a
message has been altered when data are exchanged between wireless sensor nodes.
An adversary can inject packets into nodes or alter the content of packets to
confuse the intended receiver. Integrity ensures that any received message is as
it was sent from the source [27]. Packet integrity can be checked by including
a Message Integrity Code (MIC) in every packet. MIC is computed by calling
a hash function which can check whether or not the data is altered during the
communication. Changes in packets can occur either due to an attack or an error.

The checksum can only detect the corrupted packet [57].
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e Data availability: is the mechanism of ensuring that a network is available for
data to communicate [58][59]. Network availability is targeted by attacks such as
Denial of Service (DoS). A battery provides an indication of node lifetime, thus,

the software overhead on nodes should be reduced to extend network availability.

e Data freshness: is a strategy for assuring that data is recent, and old data has
not been re-used [59]. An adversary may re-send a copy of a valid packet to all or
particular nodes to confuse them. Hence, there should be a mechanism to assure
that data contents are recent. This requirement is important in cases where a
shared key is used in a network. To achieve freshness of data, a nonce or any kind
of timestamp should be added to each packet [60][59].

e Data authenticity: is the ability to verify that a message has been sent from the
claimed sender [58]. An adversary can easily inject data in the packet through
the transmission, so the receiver should ensure that the message has arrived from
a legitimate party. This can be achieved by appending a message authentication
code header to every packet. The message authentication code is also named the
message integrity code (MIC). This research will use MIC to indicate to message
authentication code, so we can differentiate between media access control (MAC)

and message authentication code.

In practice, there is no single solution that would assure all security requirements when
building a WSN. Some applications may require that specific security goals are guar-
anteed, and other may need to enable all security services[17]. Hence, security services
should utilise minimum authentication and computation overheads to meet the efficiency
requirement in resource-constrained nodes. Security could be adjustable and multi-level
based on the available resources [61]. Employing minimum security improves the trade-
off between resource consumption and security requirements. The following section

discusses the challenges to enabling security in WSNs.

2.3.2 Challenges to Security in Resource-constrained Nodes

Due to multiple challenges, enabling security in a WSN is not a simple task. The

following subsections discuss some of these difficulties.

2.3.2.1 Hardware Limited Resource

A wireless sensor network is different from a traditional network. It uses nodes which are
limited in processing capability, small in memory capacity, and low in energy capacity.
For example, tmote sky hardware which uses MSP430 micro-controller has only 10k
RAM and 48k Flash memory [39]. Such hardware limitations mean that traditional
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security solutions which demand high processing are difficult to employ [62]. Thus,
optimised lightweight techniques should be used with this special network [58]. Below

are the significant constraints associated with WSN nodes:

e Energy limitations: A typical wireless sensor node runs on two AA batteries with
a limited lifetime [63]. Each hardware component of a node consumes energy, such
as the microcontroller and transceiver. Unfortunately, ensuring security requires
both extra computation by the MCU and the transmission of extra bytes by the
transceiver. This extra overhead is translated to more energy consumption. Hence,

there will always be a trade-off between security and energy consumption in WSNs
[17].

e Memory constraints: Wireless sensor nodes are limited to a few kilobytes of
storage capability. The use of complex algorithms, such as heavy traditional en-
cryption, is not efficient in these limited nodes [62]. Normally, wireless sensor node
storage consists of flash memory for storing the operating system code and RAM
for storing variables. Security algorithms should be small enough to be accom-
modated by such limited memory. With such limitation, developers should avoid

using complex algorithms such as public keys.

2.3.2.2 Unattended Operations

One of the features of a WSN is its capability of operating in a hostile unattended
environment. However, this feature brings new security challenges. For example, it is
difficult to respond to an attack manually in unattended operation, so security services
should be in place to protect network operation. If security services are not established,
sensitive data might be exposed to the risk of being read by an adversary. Wireless
sensor nodes could be located in an unfriendly environment [27], such as behind enemy
lines or in harsh environmental conditions, which increases the possibility of network
attack. This type of network is usually managed remotely and is inaccessible physically,

and as such is in need of protection.

2.3.2.3 Unreliable Communication

WSNs are connectionless and this make them vulnerable to security issues and other
communication issues such as packets loss and collision. If an attacker is situated in the
network coverage area, they can listen to the network traffic and may use the collected

information to launch an attack.
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2.3.3 Attack Types at the Data-link Layer

There are various types of attack which target WSNs. Attacks can be classified depend
on factors such as: performer, goals or layer-wise [64]. In this research, the attacks
are categorised into two main types: passive attacks and active attacks [65]. In a
passive attack, an intruder monitors the traffic attempting to learn or understand some
information from the exchanged messages. The communication occurs over the air in
WSNs, so the medium is open to everyone, including intruders. Anyone with the right
transceiver can listen to the traffic in the network. In a passive attack, intruders do
not affect the system resources or functionality. However, the information they obtain
through the passive attack can be used later to launch other types of attack [64]. A
passive attack violates the confidentiality of data. An attacker can easily read sensitive
data which are transmitted unencrypted or with weak encryption. Hence, the passive
attack occurs without the consent or knowledge of the system user because no active
actions are yet taken. Traffic analysis and eavesdropping are examples of passive attacks
[65]

On the contrary, in an active attack, attackers take active action to control the system.
They may modify the content of a message to mislead the network users. The active
attack affects the integrity, authenticity and availability of data. Such attack is not
limited to packet modification, it can also inject new packets into the network. Exam-
ples of active attacks are: replay, sinkhole, spoofing and man-in-the-middle attacks. A
detailed discussion of attack types is beyond the scope of this research, however, they
are mentioned briefly to understand the suitable security settings to defend against such

attacks. The reader can find more information about attack types in [65] [64].

2.3.4 IEEE 802.15.4 Security Overview

This section provides an overview of the IEEE 802.15.4 standard and then discusses
its security specification in detail. TEEE 802.15.4 is used in many applications such
as healthcare, home automation and industrial. This standard is designed to support
communication with low power consumption and low data rate [15]. It could run on
a battery from several days with heavily duty-cycled nodes to several years with a low
duty-cycle. It supports three frequency bands: 868 MHz, 915 MHz, and 2.4 GHz [66].
The maximum frame size in this standard is 127 bytes with a data rate of 250 kbit/s
[67]. The frame size includes the frame headers used for packet delivery and the packet
payload size. Figure2.8 shows the frame format of IEEE 802.15.4. The standard defines
two types of nodes based on their functionality: Reduced-Function Device (RFD) and
Full-Function Device (FFD) [15]. FFD can run as a coordinator or ordinary device,
while RFD only works as a device. This standard defines only the physical and medium
access control (MAC) sub-layer [15], therefore different protocols can work on top of

that for the network and application layer.
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Maximum 128 bytes

IEEE 802.15.4 MAC Header \ payload \ FCS ‘

Figure 2.8: IEEE 802.15.4 MAC frame format

IEEE 802.15.4 offers two operational modes: a beacon-enabled mode and a beacon-
disabled mode [15]. In the former case, network communication is managed by a coor-
dinator [66]. The coordinator sends regular beacons to synchronise nodes and manage
the whole communication. With beacon-disabled mode, every node can access the chan-
nel through a CSMA/CA protocol. IEEE802.15.4 standard is adopted in a range of
applications, including military surveillance, environmental monitoring, and industrial
automation. These applications require secure communication to protect the exchanged
data. IEEE 802.15.4 can function in a secure or non-secure mode. If security is not

enabled, then no extra header are added.

IEEE 802.15.4 security specification supports eight different optional security levels. The
supported security services at each level are different in strength and type of protection.
The security services protect data confidentiality, integrity, authenticity and replay pro-
tection on a per-frame basis [68]. Security levels generally offer from no security, encryp-
tion only (AES-CTR), authentication and integrity only (AES-CBC-MAC), to all three
security services: encryption, integrity and authentication (AES-CCM). AESCBC-MAC
has three different MIC lengths: 4, 8 and 16 bytes [69]. CCM supports a high level of
security and has three options: 4, 8 and 16 bytes. MIC is used to guarantee that data
has not been changed and also guarantee that data originates from a legitimate source.
The length of the MIC represents the strength of integrity and authentication. Figures
2.9, 2.10 and 2.11 show the difference between security levels of IEEE 802.15.4 security
suites. The name of each level consists of two to three parts. The first part indicates
the cryptography scheme (AES if security parameters are enabled). The second part
indicates the mode of operation used in the cryptography scheme. The last part, if ap-
plicable, indicates the message integrity code (MIC), which could be of varying length.
The security services are enabled at the MAC layer [66]. An application can operate at
the preferred security level. The security level is specified in the application layer. The
IEEE 802.15.4 security specification provides hop-by-hop security, where every node in
the network should be trusted [69].

Advanced Encryption Standard (AES) cipher is used in the standard with a fixed block
size of 128 bits. The key length is variable and can be 128, 192 or 256 bits [15]. However,
the key length recommended by the standard is 128 bits. An unsecured frame consists
of three fields: a MAC header with 7 to 23 bytes, data payloads with 0 to 115 bytes, and
Frame Check Sequences (FCS) with 2 bytes [68]. A secure frame has one more header
named the Auxiliary Security Header (ASH), with 5 to 14 bytes. Also, if authentication

is enabled, the secure frame has an additional header for the Message Integrity Code
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(MIC) . One of the contents of ASH is the Frame Counter, with 4 bytes for replay attack
detection. The frame counter is set by the outgoing frame at the transmitter side. The
frame counter field is then checked at the receiving node, and is accepted only if the

value is higher than the previously received value.

IEEE 802.15.4 Header ‘ ASH ‘ Encrypted payload ‘ FCS ‘

Figure 2.9: CTR security level

Authenticated

IEEE 802.15.4 Header | ASH | payload | MIC | FCS |

Figure 2.10: CBC-MAC security level

Authenticated

IEEE 802.15.4 ASH Encrypted

Header payload Encrypted MIC | FCS

Figure 2.11: CCM security level

CTR mode encrypts only the payload, and ASH is sent in clear text, as shown in Figure
2.9. At the CBC-MAC security level, MAC header, ASH and payload are authenticated,
but not encrypted, as shown in Figure 2.10. CCM, as shown in Figure 2.11, is considered
the highest security level. It combines the two mentioned security services: encryption
for the payload and integrity and authentication for the MAC header, ASH and payload.
Only a single 128 bit key is required for this mode [70]. In the security enabled mode,
security services are added for the outgoing frame at the transmitter side according to the
security level. At the CCM security level, the transmitter node starts by authenticating
a packet and then encrypting the computed MIC and payloads in CTR mode. The
receiving node decrypts and computes the MIC. If the received MIC and the generated
MIC are equal, the payload is then decrypted and passed to the upper layer; otherwise,

the receiving process fails.

2.3.5 Encryption Algorithms

Many techniques for using security algorithms have been presented in the literature.
However, the cryptographic algorithms themselves in terms of complexity and efficiency
make a difference in resource-constrained nodes. The difference can be observed in com-
putation time, allocated memory and energy consumption. Security algorithms are an
important part of security solutions [71]. In general, cryptography can be classified into
a symmetric key and asymmetric key [72]. The first and most popular is symmetric

encryption. The symmetric key is preferred by most of the research community in the
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constrained-resource nodes due to its efficiency [71]. The main challenge which faces sym-
metric encryption is the use of a single key [73] for the entire network. Another challenge
is the distribution of the key to network member nodes. The second type is asymmetric
encryption, which uses different keys for encryption and decryption processes. There
have been numerous attempts to use asymmetric encryption, but the impact on wireless
sensor nodes and network performance requires further research. Asymmetric cryptog-
raphy is expensive in terms of power consumption, bandwidth, memory requirements
and computational latency [71][74]. A popular example of public-key encryption is RSA
(Rivest—Shamir—-Adleman) algorithm. However, attention has recently been given to
more efficient forms of asymmetric encryption such as elliptic curve cryptography [75].
Another technique which can be used is the combination of symmetric and asymmetric
encryption, known as hybrid-protocol. This type of encryption uses asymmetric en-
cryption to generate keys, and symmetric encryption to encrypt the actual data. The
hybrid approach utilises the advantages of the high security of asymmetric encryption to
generate keys, and the efficiency and low power consumption of symmetric encryption.
Although it solves the problem of key distribution, it is still an additional overhead
on the network and does not solve the issue of single key usage. This research uses
AES symmetric encryption because it is faster and introduces less overhead compared

to asymmetric encryption [76].

2.3.5.1 Symmetric Encryption

Symmetric encryption is a method of cryptography whereby the sender and receiver
use the same key for encryption and decryption, as shown in Figure 2.12. There are
two types of symmetric ciphers: stream ciphers and block ciphers[77]. According to
[78], block cipher is more energy-efficient than other methods. The size of encryption
differs for stream cipher and block cipher. Block cipher usually operates as a block of
64 or 128 bits, while stream cipher encrypts per bit by XORing the bits stream with
a pseudorandom sequence [78]. A significant difference between the two is that stream
cipher can be variable in length based on the plain-text, while with a block cipher the
length of an encrypted plain-text has a fixed size [79]. If the length of a plain-text is
less than the block cipher length, padding will be added to the plain-text at the source,
and this padding is removed at the destination. Symmetric encryption is the standard
used in WSNs due to its efficiency in terms of power consumption and memory usage.
It provides a faster service with low resource consumption. Several algorithms have
been developed using symmetric key cryptography. Examples of symmetric encryption
include Data Encryption Standard (DES), Advanced Encryption Standard (AES) [80],
Tiny Encryption Algorithm (TEA)[81] and other symmetric algorithms. Most of the
proposed security protocols for WSNs in the literature are based on symmetric encryp-
tion. The problem with symmetric encryption is the key distribution, as there should

be a supportive method to deliver the keys through a secure channel. Another problem
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is the usage of a single key for the entire network [77]. Hence, compromising one sen-

sor can lead to compromising the entire network. Figure 2.12 shows the mechanism of

Decryption Destination

encryption in symmetric cryptography.

Secure (“.nﬁnm'-l

Figure 2.12: Symmetric cryptography (taken from|[82]).

2.3.5.2 Mode of Operation

Alongside the selection of encryption cipher, it is also essential to choose the most ap-
propriate operation mode. Mode of operation specifies how a block cipher handles data
when a message length is longer than the employed block cipher. Each mode of opera-
tion has its own characteristics. However, some modes do not protect identical packets,
so using the same plain-text under the same password produces the same cipher block.
Some operation modes use a randomly generated number known as an initialisation vec-
tor, which produces a different cipher when re-encrypting the same plain-text. There are
five standard modes recommended by the National Institute of Standards and Technol-
ogy (NIST). These are: Electronic Code Book (ECB), Cipher Block Chaining (CBC),
Output Feedback (OFB), Cipher Feedback (CFB), and Counter (CTR)[83]. CBC is the
most popular block cipher mode and is therefore the one used in this research. CBC

uses an initialisation vector to generate a random block each time.

2.3.5.3 Asymmetric Encryption

Asymmetric cryptography uses two different keys: private, and public [72], as shown
in Figure 2.13. These keys are mathematically related to each other. The public key
is broadcast to the other nodes, but the private key is kept secret. Asymmetric cryp-
tography is not preferred for use in WSNs because it requires a significant amount of

resources to perform [53].

Recently, there have been many attempts to use asymmetric encryption, especially with
lightweight asymmetric encryption such as Elliptic Curve. However, it still introduces
significant overhead compared to symmetric encryption. Figure 2.13 shows the mecha-
nism of encryption using asymmetric cryptography. According to [84], the Elliptic Curve

Integrated Encryption Scheme“consumed 1,230 times and 250 times more energy than



Private key
stinalfon

-

Decryption
Algarithm

Chapter 2 Literature Review 27

. Encryption
AI[jﬂl.:"“Tl
e Public ke Ry
Destination

Figure 2.13: Asymmetric cryptography (taken from [82]).

AES-128 during encryption and decryption, respectively”. Table 2.5 shows the difference
in energy consumption between AES-128 and ECIES encryption.

Table 2.5: Energy consumption of each cryptosystem algorithm for a packet of
60 bytes in size (table is reproduced from [84]).

Algorithm Action Energy

Encryption 0.078 mJ

AES-128 Decryption  0.19mJ

Encryption 96 mJ

ECIES Decryption  48mJ

AES encryption is the most broadly used encryption [83]. It is efficient in terms of
energy as well[85]. Besides, it is recommended and used by the IEEE 802.15.4 security
specification. This research uses AES symmetric encryption because it is faster and

more efficient compared to asymmetric encryption [76].

2.3.5.4 Key Length and Encryption Strength

The strength of cryptography depends on both the key length and the cipher algorithm
[86]. Key length denotes the number of bits contained in the encryption key [87]. Key
length is generally a power of 2 [87], because data is usually stored in chunks of 8 bits.
Hence a longer key provides stronger encryption. For instance, AES-256 bits provides
more security than 128-bits with the same encryption. It is important to note that
different ciphers may require different length keys to achieve the same security level.
For example, 128 bits AES encryption is more secure than 128 bits RSA encryption
[88]. It is recommended to choose a key of 2048 bits RSA or more to achieve a level
that matches 128 bits AES [87]. The difference is due to the nature of the mathematical
problem in these protocols [89]. In general, a successful attack against AES may try every
possible key, while RSA relies on the assumption that factoring a relatively large number
is difficult [90]. Key length is often used to measure the strength of cryptography. Key
length can be used to provide different levels of security if the key length has a different

overhead on the resources.
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2.4 Quality of Services in WSNs

2.4.1 Notion of QoS

Quality of Service can be defined as a set of service requirements which must be fulfilled
throughout the transmission from source to destination[91]. QoS has an essential role in
all types of network, wired or wireless. Conventional QoS parameters are not sufficient
for WSNs due to the dynamic topology, resource limitations [91] and the nature of their
applications domains. Network lifetime, latency, and throughput are examples of QoS
parameters. Energy-aware protocols are one of the options used in the trade-off for QoS
improvement in WSNs. The available resources and application requirements ought
to be considered when designing a security solution. Some applications may require
high QoS; others may not. However, the cost of energy is of great importance when
considering any solution for WSNs. The right trade-off between power and QoS can

help to extend the network lifetime to the maximum it can reach.

2.4.2 Effects of Security on QoS

Security services must ensure the confidentiality, integrity, authentication [12], and fresh-
ness of the data being shared between wireless sensor nodes. However, these security
services come at a cost to QoS parameters. Major proposed solutions for securing the
communication in WSNs consider QoS and security separately [89]. Security has a sub-
stantial impact on network QoS [12]. It degrades the performance of WSNs. Security
and QoS should thus both be considered when designing a security solution for WSNs
[86]. In some applications, security and efficiency are both needed to meet the applica-
tion requirements. However, achieving all application requirements could be difficult due
to the trade-off between performance and other parameters. For instance, the latency
introduced by authentication decreases the throughput due to the extra bytes required
for security processes [12]. Also, the complexity of an encryption algorithm may affect
the processing time. QoS and security are opposite parameters [89], so their coexistence
should be studied and taken into consideration. High security is necessary for some
applications, such as those used in the healthcare system. However, other applications
may only require a minimum security level, such as environmental applications. Hence, a
suitable trade-off between security and performance is required [92][27]. This trade-off is
approached through adaptation. Adaptation can be used to control the system operation
to meet certain requirements in terms of performance, security and energy consumption

at the run-time. Different approaches of adaptation are discussed in Section 2.7.2.
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2.5 Energy Consumption

Energy use is one of the most significant issues when dealing with wireless sensor nodes,
as they are restricted in terms of energy resources, and this energy limitation affects
node operation. Usually, they run on batteries, which need to be either replaced or
recharged [93]. Unfortunately, this may not be possible for many wireless sensor nodes,
as the deployment area may be in a harsh environment or in a difficult to reach area
[94]. Hence, batteries are used until their energy is depleted and then discarded [54].
The inconvenience of replacing batteries due to difficulties of accessibility or cost of
maintenance demands the careful use of energy. Energy is used to power the hardware
of a wireless sensor node. Energy consumption at a node begins at the sensing unit where
a physical phenomena changes, such as temperature or humidity, that can be captured in
the form of analogue signal [95]. Then, at the processing unit where energy is consumed
by the MCU for data processing, aggregation, and security algorithm computation. The
processing unit can manage all other components, and it has a memory for data storage.
It consumes far more energy than a sensing unit [95]. Finally, a communication unit
requires power to transmit and receive data. The communication unit consumes more
energy than the other parts of a node, and is the most significant contributor to battery
depletion. According to [96] and [97], data transmission consumes much more energy

than data processing. Figure 2.14 shows the current drawn by tmote sky hardware.
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Figure 2.14: Amount of current drawn by tmote Sky [39

Longer packets have more bits; hence, they take longer to send, and as a result, consume
more energy. For example, the energy cost to send one bit by the radio module is

the same as processing several thousand instructions through the processing unit [95].
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According to [98], the energy needed to transmit 1 KB is 3 J; with the same amount of
energy, a typical processor can process 300 million instructions. Radio can run in several
different operational modes: transmit, receive, listen and sleep. These operational modes
consume energy differently as sown in Figure 2.14. The current drawn in every mode is
different from hardware to another. However, it can be taken from the hardware data-
sheet or measured using a power analyser. Hence, maintaining a transceiver at the lowest
level of energy consumption whenever possible is crucial. Duty cycle protocols have been
developed to keep the transceiver in the off state as much as possible. Calculating the
overall energy consumption in a WSN depends on the sum of energy consumed from

sender to destination, including the energy consumed by relay nodes.

The lifetime of a wireless sensor node can be maximised using different techniques. Ac-
cording to [95], optimising energy consumption does not depend solely on the operational

modes of a node, it is also affected by the employed security techniques.

2.5.1 Security and Energy Consumption

Energy consumption is a crucial factor when it comes to WSNs, as the entire system
is dependent on a limited battery. Many researches in the literature have considered
energy when developing a WSN protocol. Recently, more attention has been paid to the
security issue in WSNs, an essential factor for many applications [10]. However, most
security approaches require a certain amount of node resources for their implementation.
Energy consumption has always been a critical issue when designing security solutions.
Resource-constrained nodes cannot afford the overhead introduced by some complex se-
curity algorithms. There are two main components which are responsible for drawing
current from a battery in terms of security [61]. One is a transceiver, which is used to
sense the channel and transmit/receive packets. Authentication increases energy con-
sumption by adding extra bytes. The second is the MCU, which is used for computation
work. The MCU requires more time to compute operations related to encryption, de-
cryption and MIC calculation. Different security services, encryption algorithms and
key lengths consume resources at varying rates [61]. The more complex the encryption

algorithm is, the more energy consumed by the MCU.

Security services affect the two components (MCU and Radio) differently. Cryptogra-
phy mainly affects the MCU, while authentication impacts the transceiver. The extra
overhead on the MCU and transceiver is translated to more energy consumption. Ac-
cordingly, security and energy cannot be treated separately [89], as each one influences
the other. Traditional wired and wireless security solutions, for example, do not take
energy limitations into account. Thus, they do not suit wireless sensor nodes [99] [62].
Traditional security solutions are designed with the assumption that the operating envi-
ronment is known and static [82]. Also, they consider the resources to be relatively rich.

However, these assumptions do not apply to WSNs, where the battery and processing
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capability are limited. The resource limitations make complex encryption infeasible for
use in WSNs [17]. Efficient security algorithms are necessary for resource-constrained
nodes [4]. Also, energy-aware solutions are helpful to deactivate unnecessary services in
favour of extending network lifetime. In WSNs, it is impractical to assess the strength
of security solutions only in terms of security [100]. Other aspects, such as efficiency are

important as well.

The relationship between security and energy consumption in WSNs is still an open issue
in WSNs. It needs further investigation. However, evaluating the trade-off between
security and energy is not straightforward [101]. One reason is that the relationship
between QoS, security and energy in WSNs is still ambiguous. Another reason is that
WSN is an application-dependent network, so different applications may require different

requirements in terms of performance and security.

2.5.2 Security Overhead Calculation

The energy consumption of security processes can be evaluated using the following for-

mula:

Es=1xTxV (2.1)

Where FE; represents energy consumption of security overhead in Joules, I denotes the
current drawn for security in Amperes; and T is the time needed for the MCU to compute
security operations or the transceiver to transmit the extra bytes in seconds. V is the
supply voltage in Volts. This formula is the abstract for overall security consumption.
The energy consumption of both the MCU and transceiver can be measured separately.

The energy consumption of the MCU can be calculated as follows:
Encu = Imeu * Tnew * V. (22)

Where Ej,q, is the energy consumption required by the MCU to compute encryption
algorithms; I, is the current drawn by the MCU, and T, is the time spent by the
MCU to perform security tasks. I can be obtained from the hardware data sheet for

simulation or can be measured by the power analyser in the real hardware experiments.

Security algorithms keep the MCU active longer to compute the utilised cryptography.
The communication overhead can be calculated by observing transceiver states. The
transceiver can be active in three modes: transmitting, listening, and receiving. It
should be noted that the power consumption in listening mode is equal to the power
consumption in receive mode. Hence, it is better to turn the transceiver off as much as
possible. Security does not affect radio in listening mode. The current drawn by radio

in different modes differs depending on the hardware type. The formula to calculate
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transceiver energy consumption is as follows:
E. = Eyiz + Erpy (23)

Where E, is the energy consumed by the transceiver; E,, is the energy consumed by
the transceiver in transmit mode; and E,.,, in receive mode. The energy consumption

of the transceiver in each mode can be calculated as follows:

Er[state] - Ir[state] *® Tr[state] *V (24)

Where E,[sq4¢ is the energy consumed by transceiver in a specific state [transmit or
receive], I (state) 18 the current drawn from a battery in specific mode, and T [sqze] 18
the time taken for the transceiver in specific mode. The current withdrawn by the
transceiver in each mode can be obtained from the hardware data-sheet. Security affects
the transceiver by adding the extra bytes required for authentication. Authentication
is provided by appending a MIC to the end of the payloads. A one-way hash function
computes the MIC. Packets are valid only if the computed MIC at the destination
matches the appended MIC. In this research, the IEEE 802.15.4 security specification
is used. It supports eight security levels. Each level is associated with a corresponding
length of MIC. Higher security levels use more energy as they are associated with longer
MIC length. MIC can be 4, 8 or 16 bytes. The total energy consumption for transmitting

one packet between two wireless sensor nodes can be calculated as follows:

Esftotal - Imcu * Tmcu * V + Irtm * Trtw * V + Irrx * Tr'rx * V (25)

Where: FEs_;otq is the total energy consumption by security overhead, I,;, the current
drawn for transmitting extra bytes for security, I, is the current drawn for receiving,
Ttz is the time needed for transmitting the extra bytes, and Trrx is time taken to
receive them. The time mentioned in this section is that needed for a component to

perform a security task.

Communication overheads are associated with message length, and the security cost
can be calculated by knowing how many extra bytes have been added to the frame for

security. Table 2.6 presents the extra bytes required by each security level.

There are many types of authentication which vary in their energy consumption. CBC(Cipher
Block Chaining) and MAC, which we consider MIC in this research, can provide au-
thentication of different lengths. The greater the length is, the higher the assurance of
authenticity [102]. The length can be a multiple of 16 and should be between 32 and
128 characters. The National Institute of Standards and Technology[102] recommends
using a minimum MIC length of 64 bits, which provides an adequate security level at fair
budget [103]. According to [104], the estimated cost of transmitting and receiving one
bit on TelosB is 0.724J-0.811J consecutively; and 0.60uJ-0.67uJ on MICAz. The overall
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Table 2.6: Security suites available in 802.15.4 (reproduced from [82]).

Security Suites
Security Levels Description Service O[\{)e;ies]ad
0 Null No Security 0
1 AES-CBC-MAC-32 4
2 AES-CBC-MAC-64 Authentication 8
3 AES-CBC-MAC-128 16
4 AES-CTR Encryption (only) 5
5 AES-CCM-32 Authentication 9
6 AES-CCM-64 and 13
7 AES-CCM-128 Encryption 21

authentication overhead can be calculated by computing transceiver energy consump-
tion at the source node, the destination node and through relay nodes. AES-CCM-128
adds 128 bits overhead, and according to the cost of 1 bit in [104], the energy consump-
tion would be 92uJ at the source node and 103uJ at the destination node on a TelosB
platform. The maximum frame size of IEEE802.15.4 standard is 127 bytes[67]. Thus
using 16 bytes for authentication out of 127 represents almost 13% of the frame’s total
size. This percentage is the cost of authentication using level 7 of the IEEE802.15.4
when transmitting one packet. It is noted that the frame length in many applications
such as temperature and humidity is almost 32 bytes, so 16 bytes for authentication
is a significant overhead in this case. Also, it is noted that energy consumption differs
from one node to another based on hardware components [104]. However, the energy
consumption required for security is quite high regardless of the difference in energy
consumption between these different platforms. In summary, it is difficult to calculate
the overall security cost [101] because it depends on many factors, such as frame length,
hardware type [105], utilised encryption, number of relay nodes, and distance between

nodes.

2.5.3 Energy-aware Security Solutions

The battery is the primary source of power in resource-constrained nodes. It is the
indicator of the node’s lifetime. The characteristics of WSN necessities to use the power
efficiently, while meeting specific requirements in terms of security and performance.
Many solutions have been proposed to optimise the energy consumption in WSNs. One
possible technique to extend network lifetime is to use energy-aware solutions. Network
lifetime can be increased significantly if the software is developed to operate in an energy-
aware fashion [97]. The battery level is used in energy-aware solutions as a criterion to
control the node operation. A node can operate differently when the battery level is
critical to extending the node’s lifetime. For example, the data rate can be reduced

if necessary. If a node has sufficient energy, it operates normally, but if the battery
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level is critical, it then tends to spend the remaining energy carefully. Hence, trading-
off the nodes operational quality for power savings. This technique may prolong the
node’s lifetime, especially if it is used with the transceiver which consumes high energy
compared to the microcontroller. In [106], the author proposes an energy-aware protocol
which prioritises data based on a set of system rules. It uses the battery level and the
payload content as criterion to make the transmission /forwarding decision. A node with
high energy can route and generate data to other nodes. However, when the energy level
is critical, the nodes tend to behave selfishly by only routing or creating packets with

high-priority in order to extend the node’s lifetime.

This optimisation is beneficial in resource-constrained nodes. Energy-aware designs are
used in security solutions as well. Recent researches, such as [84] and [89], have used the
energy-aware technique to control security. For example, the use of a battery level to
switch between encryption algorithms, so it can perform robustly when the battery level
is high, and in a limited fashion when the battery level is critical. In [84], the authors
propose an energy-aware protocol which can switch between symmetric encryption and
asymmetric encryption according to the battery level. They support their solution with
an energy harvesting system. Energy-aware security solutions are more efficient than
static security; however, this efficiency is achieved at the expense of data security. There

should be a way to protect sensitive data when the battery level is low.
Discussion

Energy-aware protocols can be beneficial in reducing the traffic of less critical data
and can provide a significant improvement in energy reduction. However, this technique
cannot be applied directly to security solutions. Using an energy-aware design to control
security according to the battery level is not recommended. The reason being that the
system ends up sending sensitive data either that is weakly protected or plain-text when
the battery level is low. However, this does not mean that security solutions can neglect
the battery. Battery level can be used in security solutions as an auxiliary method
to trade-off less important services for energy saving ends, but battery level cannot
be used as the core criteria for security decisions. Other techniques such as network
performance, threat level and application preference would be a better input to control
security. Security should not be overestimated, and it should be appropriate for the data
value being transmitted between parties. If security is a concern for an application, then
the security level of sensitive data should not be changed according to the battery level.
The data protection level should remain the same and be reduced only according to the

application preferences and the environmental threat level.
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2.6 Context-based Security

This section highlights the role of context-aware solutions and how they could be ben-
eficial in terms of adaptive security. Most existing security solutions cannot detect
ever-changing threats. They cannot differentiate the situation where security is priori-
tized over other parameters, and other cases where energy conservation should be the
highest priority [107]. There are many definitions for the term ’context’ in the literature,
and its usage might drive the meaning. However, a general definition given by [108] is
“any information that can be used to characterize the situation of an entity”. Synonyms
for context term are environment and situation [109], which have been used in this re-
search to indicate the same meaning. Context-aware methods could be centralized or
distributed. A server is used in the centralized method to collect data from different
sensor nodes. This method imposes several challenges regarding the performance and
might not be the best choice in the case of the constrained nodes. This is due to the
extra overhead generated for management which may affects nodes resource consump-
tion. The distributed approach, which is used in this research, is where an intelligent
computation technique is performed on nodes to overcome the performance degrade.
The distributed context metrics in sensor nodes can be local or link context. Battery
level is an example for the local parameters, and the link-quality between two nodes
is an example for link parameters. The context-aware in terms of security means that
nodes are sensitive to suspicious activities. Nodes adapt their configuration according

to the changing conditions in their situations at run-time.

The dynamic change in the environment makes contextual information a beneficial in-
put for adaptive security. Contextual parameters such as packet loss, latency and other
network parameters could be used to enhance the security decision. However, incorpo-
rating other parameters which are more indicative to attacks attempts are required. For
example, receiving replay packets or packets with the wrong key can be more beneficial
for the security decision-maker than parameters such as latency and RSSI. However,
the choice of what context parameters to use is depending on the application require-
ments. Context-based security is defined by [110] as a situation where security solutions
use a set of information when making security decision to adapt security services. The
context-aware mechanism encompasses gathering data about the node situation and
then processing these data to get a deep understanding of the situation. The contextual
information is vital for WSN reconfiguration, because it minimizes human interaction
[111]. Some recent research has tackled the context at middle-ware layers rather than
benefiting from the context information at all layers to enhance the security decision.
For example, the context metrics at the application layer are essential to identify the
application requirements, and at the network layer to identify the network condition,
and at the physical layer to monitor the device’s condition. Energy consumption should

be reduced as much as possible to extend network availability. Hence, adaptive security
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could enhance network lifetime. The following section discusses some of the security

solutions presented in the literature.

2.7 Security Solutions

Several studies have been carried out to address the security issue in IoT at the data
link layer. This section reviews the existing solutions in the literature. The presented
solutions mainly target the trade-off between security, QoS and energy consumption.
The approaches in the literature vary from one solution to another. The solutions can
be classified broadly into two main groups. The first group separates security from other
parameters such as QoS and energy resource. The second group, which is the focus of
this research, considers energy and other necessary parameters when designing security

solutions. The following is a discussion of both groups.

2.7.1 Static Security

Static security protocols cannot change security during run-time. A fixed level of secu-
rity is used for transmission regardless of the available resources or the context condi-
tion. The following are examples of these protocols: SPINS[112], TinySec [113], SenSec
[114], MiniSec [115], IEEE802.15.4 security specification and ContikiSec [57]. Table 2.7

presents the security services provided by some of these solutions.

Table 2.7: Security services provided by different security protocols

Security Services\Security Algorithms ContikiSec MiniSec TinySec SPINS IEEE 802.15.4

Confidentiality service v v v v v
Authentication service v v v v v
Integrity services v - v v v
Replay protection Service - v - v v

The traditional method of providing security considers security as assuring only the
privacy, authenticity and integrity of data; whereas business line and operational orga-
nizations may consider availability of most important than integrity and confidentiality.
This means that we should look at security from the use-case perspective that the appli-
cation requires. The availability of a sensor network usually depends on the battery, so
security solutions should take energy into account. An issue with static security proto-
cols is that they do not adapt their function to changes in resource and threat levels. As
a result, security might be overestimated in some cases at the expense of resources and
QoS. Static security leads to a situation where the overhead of security becomes higher
than potential threats. They use pessimistic hard security techniques during the entire

system lifetime, and this degrades system performance and drains the battery quickly,



Chapter 2 Literature Review 37

hence, static security may threaten the availability of a system by exhausting its re-
sources. Although static protocols can provide different levels of security, the required
level should be chosen before the network commences, as it cannot be changed during
run-time. Consequently, this method may not be the best option to handle security in

resource-constrained nodes.

2.7.2 Adaptive Security

Adaptive security refers to the ability of a system to reconfigure itself autonomously.
The re-configuration occurs in response to changes in its operatinal environment. Self-
adaptation techniques have been used to enhance the efficiency of real-time system
operation and optimise its resources. Today’s systems should be advanced to include
the ability to self-manage, such as self-protection [116]. Resources-constraints demand
that wireless sensor nodes perform self-adaptation to solve the trade-off between the
conflicting parameters of security and energy. An adaptation technique can be used to
handle unpredictable changes either to system resources or in the surrounding environ-
ment. Self-protecting systems should have the ability to anticipate, detect, identify and

protect a network from attacks [116].

Adaptive optimisation is a complicated task [101]. The reason for this is that the system
should satisfy opposing requirements such as security and efficiency. In [84], the authors
introduce a scheme which switches between symmetric and asymmetric encryption based
on the available energy. Also, they support their scheme with a solar harvesting system
to supply nodes with power. The concept of this solution is to reduce data protection
according to battery level. Other security countermeasures such as authentication are
not considered in this solution. In [82], the authors use a technique where packets are
prioritised based on their importance, so the most-important packets are prioritised over
other packets when the residual energy is low. Hence, the security decision is made based
on the remaining energy. In [89], the authors introduce a routing protocol called QwS-
ADOV. This solution controls security according to battery level, and uses three QoS
parameters, throughput, latency, and jitter, to choose the appropriate path for network
traffic. It is applied to a cluster head. QwS-ADOV does not consider the application
preference when making a security decision, which is vital in this type of application-
driven network. It reduces security to reflect the available resources. The relationship
between security and QoS parameters should be defined and used in the trade-off. In
[19], the authors provide a theoretical dynamic security solution which controls security
based on the available resources. This solution reduces the security level as soon as the
resources are degraded. Prior to developing an adaptive security solution, it is necessary

to evaluate the security overhead and understand how this impacts network performance.

Discussion
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The security solutions discussed in this section provide a significant contribution to the
literature. They use various different techniques to solve the trade-off between secu-
rity and energy. However, further improvements can be achieved. Some of the security
solutions in the literature consider application preferences when utilising security at
the expense of available resources and the impact this may have. Hence, they have
employed security exclusively from the application perspective. Examples of application-
driven solutions are static security and adaptive security solutions which use application
preference as a criterion to control security. On the contrary, other solutions use re-
sources to control security regardless of the application preferences. Examples for this
are security solutions which modify security level based solely on battery level. In this
case, sensitive information is vulnerable to attacks when the battery level is low. The
solutions which use this type of trade-off employ security from a resources perspective;
they preserve the resources at the expense of application requirements. Security of spe-
cific data should not be reduced, in some applications, even in the presence of scarce
resources. According to [117], QoS should not be achieved at the expense of security,
and a minimum specified security level should be maintained at all times. If the system
cannot transmit at the required minimum security level, then it should not transmit.
Security solutions should consider all application requirements, and have the ability to
differentiate between a situation where security takes precedence over other elements
and cases where QoS and resources are prioritised over security. QoS, resources and se-
curity are opposite parameters. Thus, a trade-off between these parameters is necessary

for efficient security solutions.

Another essential factor, and a current gap in the literature, is that threat level is
not included in the security decision with the other factors. Most of the proposed
solutions use battery level to modify security level; however, a more intelligent approach
is necessary for security decisions. Battery level can be used in adaptive security to
control battery degradation adaptively. This helps to conserve energy for important data
to be sent securely in a critical situation. Finally, most of the solutions in the literature
use either theoretical or simulated evaluation, therefore, a more practical evaluation
using real hardware is needed. Practical evaluation helps to obtain accurate results and
overcome some of the implicit issues which can be revealed only using a real network.
The first step in developing an adaptive security solution for resource-constrained nodes
is to analyse the security overhead and to clearly understand its impact on performance.
Such understanding will allow the designer to customise security services based on their

impact on network operation.

2.8 Conclusion

This chapter has given an overview of security in WSNs. It discusses the security re-

quirements for WSNs applications; and challenges which limit the use of traditional
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wireless security techniques in WSNs. It also discusses the importance of reducing
power consumption in resource-constrained nodes to extend network lifetime. Finally,
the relationship between security and energy consumption is reviewed. The literature
review shows that energy and security are opposite parameters. Thus, increasing se-
curity is associated with an increase in energy consumption, and there is a trade-off
between security and energy which should be considered in security solutions. Besides,
it clarifies how enabling security adds overhead to the microcontroller and transceiver.
However, much uncertainty still exists about the relation between security, energy and
QoS parameters. What is not yet clear is the exact impact of different security services
on energy and performance. This chapter has discussed the existing security solutions
at the data-link layer given in the literature, and has presented an overview of static
and adaptive security solutions. Most of the proposed studies in adaptive security either
use application-driven or resource-driven designs. Each enhancing one parameter at the
expense of other parameters. There is ambiguity in some research about the criteria
used to adapt security. Hence, more attention should be paid to enhancing security
decisions made at run-time. Many of the proposed solutions use an energy-aware design
to control security. However, this chapter argues that this technique is inappropriate in
the case of security, as it leaves sensitive data vulnerable to attack when battery level is
critical. Until recently, there has been no reliable evidence that adaptive security is prac-
tical, since most of the proposed solutions are either theoretical or simulated work. The
relationship between security, energy and QoS should be analysed first to understand
the exact security overhead. Hence, the next chapter evaluates the impact of security
on resource-constrained nodes using simulation, and then validates the results using real

hardware.






Chapter 3

The Security Trade-offs in

Resource Constrained Nodes

3.1 Introduction

The previous chapter gives an overview of security in WSNs, and shows how security
services impact the microcontroller and transceiver. This impact translates into more
energy consumption and a reduction in network performance. However, identifying the
exact overhead of each security level of IEEE802.15.4 is essential in this research. The
evaluation in this chapter is a stepping-stone for developing an adaptive security solution.
It clarifies how security services relate to other parameters such as energy consumption
and network performance. This chapter evaluates security services at the data-link layer.
It examines each security level of IEEE802.15.4 and demonstrates the most suitable
security levels for adaptive security according to their overhead and strength. The

evaluation is first executed using simulation, then validated using real hardware.

3.2 Performance Evaluation

Several studies have evaluated the cost of security at the IoT link layer, but the rela-
tionship between security levels of IEEE802.15.4 and QoS parameters is still not clear.
For instance, [118] have analysed the energy consumption of the following cryptography
algorithms: AES, RC5 and RC6. The authors have evaluated the memory requirements
for utilising these cipher algorithms. Another study [119] has assessed the cost of AES,
RC5 and RC6. It investigated the impact of key size on energy consumption and con-
cluded that RC5 is the most energy-efficient for limited-resource devices. However, none
of these studies discusses authentication overhead, which is crucial to security evalu-

ation. The cost of using different encryption block ciphers is evaluated in [83]. The
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authors used AES and RC5 on two popular hardware platforms: MicaZ, and TelosB,
and assessed the effects of different key sizes on energy cost, as well as the energy cost
of different MICs algorithms based on AES-128. TEEE 802.15.4 security specification
and its implications on other parameters remains ambiguous, therefore the security lev-
els need to be examined separately. Furthermore, the cost of security over non-secure
transmissions is undefined. Most studies present a comparison between different cipher

algorithms rather than security over non-secure communication.

This chapter evaluates the security levels of IEEE 802.15.4. It identifies the impact of
each security level on energy consumption and QoS parameters. The previous chapter
has established that security systems demand that the microcontroller and transceiver
run for a longer duration. As a result, the following parameters are expected to be
affected: energy, latency, and throughput. The relationship between security cost and
packet length is also investigated. Below are the definitions of the parameters which are

used in the evaluation:

1. Per-packet energy consumption F: The total energy needed to deliver one packet
from source to destination at each security level. This includes the energy con-
sumed by transmission mode E};, and receiving mode F,,. Hence, the total energy

consumption of transmitting one packet E can be represented as follows:

E=FEy+FEn (3.1)

2. Latency (L): The required time to generate and process a packet until it is received

by the sink node. This includes the transmission time.

3. Throughput (Thr): The number of packets which are received successfully at the

sink during a specific period.

At the end of this chapter the most significant security levels will be selected based on
their impact on network performance, particularly in terms of energy consumption. The
chosen security levels will be used on the proposed adaptive security solution in the next

chapter.

3.2.1 Experiment Setup and Parameters

There are many lightweight operating systems which can be used in wireless sensor
nodes. These operating systems provide similar services, but certain characteristics of
these operating systems may affect the choice of the developers. Examples of these
operating systems are Contiki, RIOT and TinyOS. The Contiki operating system is
selected for this evaluation because it is supported by a simulator and radio duty cycle

protocols. The Cooja simulator, which comes with Contiki OS, is used to obtain the



Chapter 3 The Security Trade-offs in Resource Constrained Nodes 43

results in the initial stage. Then, the evaluation is carried out using real hardware to
validate the results obtained by the simulator. CM5000 hardware is chosen because it is
supported by Cooja and also because of its popularity in academic research. CM5000 is
built based on the open-source Tmote Sky hardware [39]. Table 3.1 shows the parameters

used in the evaluation.

Table 3.1: Simulation parameters

Parameter Value
Platform Tmote Sky
MAC protocol CSMA
Radio Duty Cycle ContikiMAC
Payload 24 and 80 byte
TX/RX success ratio 100%
Radio CC2420
MCU MSP430

The simulation uses single-hop communication to deliver packets from source to desti-
nation. The evaluated scenario consists of two sky nodes; The first is acting as a source

node, and the second as the sink.

3.2.2 Security Services Utilised in the Evaluation

The security evaluation in this research uses a link-layer security protocol which supports
eight levels, as defined by the IEEE 802.15.4 security specification. Table3.2 shows the
security levels of the IEEE802.15.4 standard. The minimum security level is 0, whereby
no security mechanism is used, and the highest level is 7, which includes encryption,
replay protection, integrity and authentication using AES-128. The security headers
added at each security level are shown in Figure 3.1. AES-CTR mode only provides
encryption for the payload, hence it supports confidentiality. The length of the key used
is 128 bits, as recommended by the IEEE 802.15.4 security specification. This length
is fixed at all levels. Authentication can be of various lengths based on the required

security strength [4, 8 or 16 bytes].

Auxiliary Security Header(ASH), as shown in Table 3.3, consists of three fields: security
control, frame counter, and key identifier. ASH is added to the frame only when the
frame control bitfield is set to one[120]. The security control field specifies the utilised
security level for a frame, the frame counter is used to provide protection against replay

attack, and the key identifier provides information about the key identifier mode.

3.2.3 Accuracy of the Security Overhead Results

There are several factors which affect the accuracy of the evaluation results. For exam-

ple, the padding mechanism and MAC protocol. ContikiMAC protocol is used as an
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Table 3.2: Security suites, reproduced partly from [82]

Security Suites
MIC
SuitelD Description Security Services | size
(byte)
0 No Security Null 0
1 AES-CBC-MIC-32 4
2 AES-CBC-MIC-64 Authentication 8
3 AES-CBC-MIC-128 16
4 AES-CTR Encryption only 0
5 AES-CCM-32 Authentication 4
6 AES-CCM-64 and 8
7 AES-CCM-128 encryption 16
| IEEE 802.15.4 Header | Payload | FCcs ]
(a) No security service
IEEE 802.15.4 Header | Auxiliary Security Header | Encrypted Payload l FCS
(b) AES-CTR
IEEE 802.15.4 Auxiliary Security Header Payload Encrypted MIC | FCS
Header

Authenticated fields (4,8 or 16 bytes)
(c) AES-CBC-MAC

IEEE 802.15.4 | Auxiliary Security Header | Encrypted Payload | Encrypted MIC | FCS
Header

Authenticated fields (4,8 or 16 bytes)
Figure 3.1: Security services frame format

Table 3.3: Auxiliary security header

1 byte 4 byte 0 -9 byte

Security Control Frame Counter Key Identifier

RDC protocol. Energy consumption is affected by the utilised RDC. In ContikiMAC
protocol, the source node checks the channel before each transmission. If there is no
radio transmission in the medium, then it starts to send a full data packet. It continues
transmitting the same packet until either a receiver wakes up and acknowledges the
message or the maximum number of transmission attempts is reached. The multiple
transmission affects security evaluation because the number of AES invocation varies.
At the receiver side, a node checks the medium channel periodically for any activity[50].
Figure 3.2 shows the working mechanism of ContikiMAC in unicast transmission mode.
Both nodes work as a transmitter and receiver in this figure. Another observation is
that ContikiMAC requires a minimum length packet size. The reason for that is to
guarantee that the packet does not fall between two Clear Channel Assessment (CCA)

[50]. Using the minimum packet size is critical in the broadcast case because there is no
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acknowledgement from the receiver. If the packet size is smaller than the minimum size,
then a padding mechanism is used to increase the packet size to the minimum. In order
to avoid the padding mechanism impacting the experiment results, the packet size will
always be larger than the minimum packet size.

Node1 11 1 1 i 1 ] 1
Node2 1 1 0 1T 1M [N 1 1

mm RadioTX 11 CCA

ms  RadioRX s wnn1 CCAbefore TX

Figure 3.2: ContikiMAC mechanism

As can be seen in Fig 3.2, the radio is turned on and off regularly to save power. This is
determined by a parameter in Contiki OS named NETSTACK_CONF_RDC_CHANNEL
CHECK_RATE. An optimisation phase for ContikiMAC which reduces the number

of re-transmissions by keeping track of the receiver wake-up period. The optimisation
phase can help the sender transmit just before the receiver wakes up. In order to avoid
the impact of re-transmitting the packet and to obtain an accurate result for security
overhead, the sink node is kept in an ’on’ state at all times, as shown in Figure 3.3. Node
number 1 is the transmitter, and node number 2 is the receiver. The dark grey colour
indicates that the radio is in an 'on’ state. The blue colour represents the transmitting
state, while the green colour shows the receiving state.

Node1 1l IIIIIII‘
Node2 *

Figure 3.3: The radio state for both sender and receiver

Figure 3.3 depicts the CCA mechanism. At every transmission, the radio checks the
channel to make sure it is clear. To eliminate the impact of CCA on the obtained
energy consumption results, CCA is disabled before transmission, as can be seen in
Figure 3.4.

Node1 A ..
Node2 E—

Figure 3.4: CCA is disabled before transmission

3.2.4 Simulation Results

3.2.4.1 Energy Consumption Evaluation

In order to obtain the total energy consumption related to security, all components which

are affected by security overhead are investigated. Two factors which contribute to the
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energy consumed by security are computation and communication overhead. Security
computation is the overhead added to the MCU to compute cryptography algorithms.
Security algorithms make the MCU run longer to compute them either in the transmis-
sion or receiving state. Security communication is the overhead added to the transceiver
to transmit the extra byte for authentication. Hence, the total energy consumption of

security for transmitting a single packet can be represented as follows:

n

Esec—total = Z(Esec—compu + Esec—comm) (32)
k=1

Where n indicates the number of nodes involved in the transmission. Fgee_torq; 1S the
total energy consumption for security, Esec—compu is the energy required for computation
overhead, which includes processing the actual packet and cryptography algorithm, and
Fsec—comm is the energy required for transmitting a packet, which includes transmitting
the actual frame and the extra bytes needed for authentication. In the following sub-
sections, energy consumption is investigated for each security level of the IEEE 802.15.4
standard. The results represent the energy consumption of delivering a single packet. It
is expressed in puJoule units. The experiment is repeated for each security level. Required
security services are added /removed for each frame according to the security level. The
cost of transmission without security services will be used as a baseline for comparison
since security overhead increases when selecting a higher security level. The Powertrace
tool, which is supported by Contiki, is used to record the power consumption in the
simulation part. Powertrace [49] calculates the time each component (Radio or MCU)
spends in a particular mode(active, transmit, receive, etc). The current drawn by the
MCU and radio in different modes should be known in order to estimate the energy
consumption. Tmote sky uses CC2420 as a radio driver and MSP430 as a microcon-
troller. According to the Sky mote datasheet [39], the current drawn by the radio and

the micro-controller is shown in Table 3.4

Table 3.4: Typical current consumption for Tmote sky

Component Current drawn
MCU- active state 2400 pA
Radio - transmitting mode 17.4mA
Radio - receiving mode 19.7mA

The objectives of this experiment are as follows:

1. Measure the energy consumed in delivering a single packet at all security levels of
IEEE802.15.4 standard.

2. Investigate the impact of frame length on the security overhead.
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3. Identify the most suitable IEEE802.15.4 security levels to be used in adaptive

security architecture according to their energy consumption and strength.

4. Investigate the impact of power transmission on security overhead.

Scenario 1: FEvaluation with a payload length of 2/ bytes in transmit mode
First, the energy consumption of transmitting a single packet with 24 bytes without
security is measured. The following formula is used to calculate energy consumption in

the simulation:

E = Energest_Value x Voltage x Current/ RTIMER_SECON D * runtime  (3.3)

Where E is the energy consumption of a node’s component at a specific mode, Energest_Value
is the difference between two interval times, and RTIMER_ SECOND is the number
of ticks per second, which in the current simulation is 32768 ticks/second.

Table 3.5: Energy consumption of transmitting one packet with a payload of
24 bytes at different security levels

Security MCU energy Radio energy Total energy Percet.ltage of increased
level | consumption (xJ) | consumption (pJ) | consumption (pJ) security overhead over
non-secure packet (%)
0 9.53 73.28 82.81 -
1 24.01 84.91 108.926 31.54%
2 24.15 92.39 116.54 40.72%
3 24.32 103.546 127.87 54.4%
4 28.95 81.24 110.19 33%
) 28.5 83.8 112.3 35.6%
6 29.11 90.80 119.91 44.8%
7 29.33 103.55 132.88 60.46%

Table 3.5 shows the energy consumed in transmitting a single packet with a 24-byte
payload. It includes the energy consumed by both the MCU and transceiver. As can be
seen from Table 3.5, the transceiver is the main contributor to energy consumption. The
MCU consumption at level 0 constitutes 11.5% of the total energy consumption, and
it grows as the code increases in complexity with higher security services. However, at
the top security level, it constitutes only 22% of the total consumption. The increased
consumption by the MCU at higher security levels is due to AES operation and the

processing of extra bytes added by progressive levels of authentication.

On the contrary, the transceiver is responsible for the majority of energy consumption,
as shown in Figure 3.5. It can be noted that transceiver consumption at all levels
fluctuates between 73.7% and 88.5% of overall packet consumption, which is a significant
percentage when compared to MCU consumption. The transceiver is responsible for
transmitting packets, and it remains in use longer when dealing with a longer packet
length. The impact of the extra bytes is reflected in energy consumption when enabling

authentication.
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No security Top security level
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Figure 3.5: Energy consumption: Radio vs MCU, at security level 0 and 7.
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Figure 3.6: Total energy consumed in transmitting one packet with a payload
of 24 byte in different security levels

As can be shown in Figure 3.6, the total energy consumption increases gradually from
security level 0 to level 3, and from 5 to level 7. The increase in energy is due to the
MIC, as every level employs a different MIC length. Security level 4 employs encryption
only; therefore, the transceiver consumes less energy compared to the authenticated
levels which require extra bytes. There is a slight difference in MCU energy consumption
between security levels 1, 2 and 3. Similarly, security levels 4, 5, 6 and 7 show only small
changes in MCU energy consumption. However, the increased energy consumption for
the MCU at levels 5, 6 and 7 is almost four times the energy consumed by level 0.
According to Table 3.5, the percentage increase in security overhead over non-secure
communication is high. It can be observed that the minimum security level, level 1,
adds a 31% overhead, and the highest security level adds 60%. This significant overhead
affects the network lifetime and may shorten it significantly, depending on the security

level employed.

Scenario 2: Evaluation with a payload length of 80 bytes in transmit mode
The previous experiment is repeated but with a longer payload. The purpose of this

experiment is to investigate the effect of frame length on security overhead. Table 3.6



Chapter 3 The Security Trade-offs in Resource Constrained Nodes 49

depicts the security overhead of all security levels using an 80-byte payload. The overall
security overhead decreases at all security levels compared to the previous scenario,
which uses a 24-byte payload. The reduction in energy consumption is due to the
security services remaining the same in both scenarios at all security levels. However,
the security overhead becomes more significant when the overall energy consumption is
small, and less obvious when the overall energy consumption is large. Both scenarios
show significant energy consumption when security is enabled. The results show that

the network lifetime may be shortened by security systems.

Table 3.6: Energy consumed in transmitting one packet with a payload of 80
bytes at different security levels

Security MCU energy Radio energy Total energy Percerlltage of increased
level consumption (pJ) | consumption (pJ) | consumption (uJ) security overhead over
non-secure packet (%)
0 11.93 165.67 177.6 -
1 35.92 176.82 212.74 20%
2 36.2 184.79 220.99 24%
3 36.49 197.5 233.99 31.7%
4 51.26 173.63 224.89 26.62%
5 51.35 176.82 228.17 28.47%
6 51.65 184.8 236.45 33%
7 51.68 197.53 249.21 40.32%

The following security levels are chosen for an adaptive security solution: 0, 4, 6 and 7.
The reason these levels have been selected is that the energy consumption at levels 2 and
3, which provides authentication only, is similar to 5 and 6, which provide encryption,
integrity and authentication. Hence, the latter are chosen since they provide more
protection for the same energy consumption. Level 4 is selected as it provides encryption

only at less cost if authentication is not required.

Scenario 3: FEvaluating the effect of the transmission power on security cost
The energy consumption of each security level is measured with the maximum and
minimum transmission power. Then the security overhead is evaluated. It can be
observed in Table 3.7 and Figure 3.7 that transmission power affects security overhead
in terms of energy consumption. The overall security cost is higher with low transmission
power. The reason for this is that the MCU runs independently and is unaffected by the
transmission power change. As a result, the MCU overhead becomes more significant

when the transmission power is reduced.

3.2.4.2 Latency Evaluation

In this sub-section, the trade-off between security and latency is evaluated. It is assumed
that cryptography would increase the computation time when adding/removing security
services. This assumption also applies for communication overhead, as authentication

adds extra bytes to the frame. Consequently, a longer frame requires more time for
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Figure 3.7: Impact of transmission power on energy consumption for all
security levels

Table 3.7: Percentage of security cost over non-secure packet transmission
with minimum and maximum transmission power

Sec LVL\TX Power Overhead at maximum Overhead at minimum

transmission power transmission power
No Security - -
CBC-4 31.54% 44.47%
CBC-8 40.72% 52.77%
CBC-16 54.40% 65.05%

CTR 33% 51.40%
CCM-4 35.60% 53.32%
CCM-8 44.80% 62.05%
CCM-16 60.46% 76.10%

transmission. There are many factors which affect the time required to deliver a single
packet. Figure 3.8 depicts the process of transmitting a frame with and without security
services. It is demonstrated based on the functionality of ContikiMac. ContikiMac
waits for an acknowledgement after each transmission to guarantee that a packet has

been received at the next hop.

R — > € >

Tcomp Trs Ttx Trs == Tack

(a) Latency process without security

€« e —— 2| €D | € <>
TsecCamp Trs Tenctx MA Ctx Trs - Tack
(b) Latency process with security

Figure 3.8: Latency process
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Latency without security services can be calculated analytically, as follows:

Latency = Tcomp + nx + Trs + Twait + Tack (34)

Where, Ttomp is the time required to process a frame format by the MCU, T, is the
time required to transmit the frame, T} is the time required for a transceiver to switch
from transmit mode to receive mode or from idle to transmission mode, T},4;; the time
needed to receive an acknowledgement from the destination, and T, the time required
to process an acknowledgement frame. Figure 3.8 (b) shows the required overhead when
security services are added to the communication. It is assumed that cryptography,
integrity and authentication are enabled. The latency with security can be demonstrated

mathematically in the following formula:

Lat@ncysec,enabled - Tseccomp + Tenctm + MICtx + Trs + Twait + Tack (35)

Where, Tseccomp is similar to Teomp but with one or more security services such as
cryptography, Tepnetr is the required time to transmit an encrypted frame. MICy; is the
time it takes to transmit the extra bytes needed for authentication. The time needed
for the extra bytes depends on the length of the M IC header(4, 8 or 16 bytes).

Ezxperiment results An experiment is conducted to evaluate the impact of enabling
security on packet latency. The latency is obtained by calculating the required time to
transmit a packet from one node to another. The time taken to place data into a buffer
is included. The utilised RDC protocol in the sensor network affects the latency. Hence,
the transceiver at the sink node is kept in an ’on’ state to obtain accurate results for
latency incurred by security. The experiment is first run without security services, at
security level 0, then repeated for each progressive security level. Level 0 is used as a
baseline to evaluate the extra time added by each security level. The timestamp at the

transmitter is recorded, and then transmitted as a payload to the sink.

Table 3.8 shows the latency performance, in ms, of each security level of the IEEE
802.15.4 standard. As can be seen, latency increases sharply when security services are
enabled. For example, the latency is almost 14ms without security; this rises dramati-
cally by 200% when authentication is enabled (Level 1).

The results show that all authentication levels [CBC-4, 8 and 16] have similar latency
once authentication is enabled. It is observed that ContikiMac, which is the RDC pro-
tocol used at the source node, is not accurate enough to observe the small differences
in packet length. Consequently, the three different MIC lengths, which are used in the
IEEE802.15.4 standard, add almost equal latency. CTR encryption increases the latency

by almost 250% over level 0. The encryption has more latency than authentication. The
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reason for this is that the complex algorithms at CTR mode make the microcontroller
run longer. CTR does not affect the transceiver as it does not add extra bytes. Over-
all, latency increases sharply with authentication, to twice that of the baseline, but it
increases with encryption by almost 250% over the baseline. The results indicate that
latency is more affected by processing the security overhead than transmitting the extra

bytes for authentication.

Table 3.8: Packet delivery latency using simulation

Security Level | Payload | “2teneY
(ms)

| No security 24 | 14|
| AES-CBC-MAC-32 | 24 | 42 |
| AES-CBC-MAC-64 | 24 | 42 |
| AES-CBC-MAC-128 | 24 | 43 |
| AES-CTR o2 | 49|
| AEScCM32 | 24 | 50 |
| AES-COM-64 | 24 | 50 |
| AES-CCM-128 | 24 | 51|

3.2.4.3 Throughput Evaluation

The objective of this experiment is to assess whether security services affect the network
throughput. As mentioned earlier, network throughput refers to the number of packets
received successfully at the destination node over a specific period. Throughput is
calculated between two nodes with different security levels for 300 seconds. A payload
of 24 bytes is used at all levels. ContikiMac is used in both the transmitter and the
sink node. Theoretically, security services are expected to affect the number of received
packets for two reasons. One reason is that the transceiver remains in an ’on’ state
longer to transmit the extra bytes required for authentication. Another reason is that
the MCU takes more time to process security algorithms. Throughput is evaluated using
different data rates, as follows: 2, 8, 16, 32 packets/s. The reason for choosing different

data rates is to investigate the impact on throughput under low and high rates.
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Figure 3.9: Number of packets received over different data rates using two
nodes for 300 seconds

Figure 3.9 shows the number of received packets at the sink for all security levels of
IEEES802.15.4 using different data rates. The results show that security does not affect
throughput when using the following data rates: 2, 8, 16 packets/s. This is because
only two nodes are using the bandwidth. However, throughput is affected when the
data rate is increased to 32 packets/s. It is reduced by 20% when authentication is
enabled. All authentication levels have a similar impact on throughput, with only small
variations. It is logically true if we link it to the results of the latency in the previous
subsection, where the impact on latency is similar for all authentication levels. However,
the impact on throughput is greater when encryption is enabled, yet it is reduced by
almost 33% compared to the baseline. It seems that network throughput is not affected
by security with a low data rate in a small network where two nodes are used. Network
throughput with a larger network is investigated as well. Figure 3.10 shows throughput
evaluation for a network with 5 nodes. The data-rate is set to 8 packets/s, which shows
no impact on throughput by security in the previous experiment. The results depict a
23% reduction in network throughput when authentication is enabled. Also, it shows
that encryption reduces network throughput by almost 31% compared to the baseline.
The results show that network size should be taken into consideration when evaluating
security impact on network throughput. In general, throughput is reduced by enabling
authentication, and even more so when enabling encryption. The impact percentage is

affected by the following factors: data rate and network size.
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Figure 3.10: Number of packets received using five nodes with eight packets/s
data rate over 300 seconds

3.2.5 Hardware Results
3.2.5.1 Energy Consumption

The purpose of this experiment is to evaluate energy consumption at each security level
of IEEE 802.15.4 for both the MCU and transceiver using real hardware (MTM-CM5000
hardware in this evaluation). Figure 3.11 shows the energy consumed by transmitting
one packet with a 24-byte payload. The evaluation includes the energy needed for

receiving an acknowledgement from the sink.
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Figure 3.11: Energy consumed in transmitting one packet with a 24-byte
payload, including acknowledgement
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The results, as depicted in figure 3.11, show that energy consumption varies from level
to level, according to the utilised security services. Security level 0 has no protection,
and hence will be used as a baseline to calculate the extra energy required by the other
TEEE802.15.4 security levels. The energy consumption increases progressively from se-
curity level 1 to level 7. This increase in energy consumption is due to more complex
security services being enabled at higher levels. Energy consumption increases from se-
curity level 1 to 3 and from 5 to 7 as a result of increasing authentication length. Security
level 4 adds almost 73% over the baseline level. This is due to it enabling encryption
which keeps the MCU in active mode for longer in order to compute AES encryption.
Figure 3.11 shows a significant increase in energy consumption when enabling security.
It can be observed that the minimum security level, level 1, adds almost 55%, and the
maximum security level, level 7, adds almost 86% over the baseline. This high overhead

may significantly affect network lifetime according to the utilised security services.

3.2.5.2 Latency Evaluation

In this experiment, latency is evaluated using MTM-CM5000 hardware. The latency is
calculated starting from the time a packet is prepared at the source until an acknowl-
edgement is received from the sink. The experiment is first carried out without security
to establish a baseline for comparison with other security levels. It is then repeated for

all security levels.

Table 3.9: Packet delivery latency using real hardware

| Secwity Level | Payload | Latency (ms) |
| Nosecurity | 24 | 13.1 |
| AES-CBC-MAC-32 | 24| 30 |
| AES-CBC-MAC-64 | 24 | 31 |
| AES-CBC-MAC-128 | 24 | 32 |
| AES-CTR 24| 37 |
| AES-cCM-32 | 24 | 387 |
| ABS-COM64 | 24| 39 |
| AES-CCM-128 | 24| 39 |

The results, as depicted in Table 3.9, show that latency significantly increases when
enabling security. Security level 1 increases latency by 129% over the baseline. Level 2
and 3 add almost the same latency as level 1. Hence, all authentication levels add almost

the same latency. However, latency increases by almost 184% over the baseline when
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encryption is enabled. The last three security levels, which enable both encryption and
authentication, increase latency by almost 197%. It is obvious that enabling security

increases latency significantly, and this can be noticed at all security levels.

3.2.5.3 Throughput Evaluation

The objective of this experiment is to assess the impact of security on network through-
put using MTM-CM5000 hardware. Similar to the simulation, the throughput in this
experiment refers to the number of packets received successfully at the destination node
over a specific time. Throughput is calculated between two nodes with different security
levels for 300 seconds. A payload of 24 bytes is used at all levels. Figure 3.12 shows
the number of packets received at the sink for all IEEE802.15.4 security levels using a

different data rate.
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Figure 3.12: Number of packets received using different data rates over 300
seconds

The results show that security does not affect throughput when using the following
data rates: 2, 8, 16 packets/s. As explained in the simulation part, this is because
only two nodes are using the bandwidth. However, throughput is affected when the
data rate is increased to 32 packets/s. It is reduced by 13% when authentication is
enabled. All authentication levels have a similar impact on throughput, with only small
variations. However, throughput is further reduced when encryption is enabled. It is
reduced by almost 34% compared to the baseline. The results show that throughput is
not affected by security with a low data rate in a small network where two nodes are

used. Network throughput with a larger network is investigated using real hardware as
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well. Figure 3.13 shows the throughput results for a network with 5 nodes. The data-rate
is set to 8 packets/s, which shows no impact on network throughput by security in the
previous experiment where only two nodes are used. The results depict a reduction in
network throughput of almost 21% when authentication is enabled. Also, it shows that
encryption reduces the network throughput by almost 30% compared to the baseline.
In general, throughput is reduced by enabling authentication, and reduced further by
enabling encryption. The impact percentage is affected by the following factors: data

rate and network size.
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Figure 3.13: Number of packets received using five nodes with eight packets/s
data rate over 300 seconds

3.2.5.4 Impact of the Transmission Power on Security Overhead

It can be seen in Table 3.10 that changing the transmission power affects the security
overhead. The security cost is higher when using the minimum transmission power by
almost 3% except for level 4. There are no extra bytes for security at level 4, and hence
there is no difference in energy consumption. The MCU works independently and is
therefore unaffected by the transmission power change. The MCU energy consump-
tion becomes significant compared to the overall energy consumption when reducing
the transmission power. Hence, security overhead becomes higher with the minimum

transmission power and less when we use maximum transmission power.
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Table 3.10: Percentage of security overhead over the baseline with minimum
and maximum transmission power

With minimum With maximum
Sec_.LVL\TX Power o o
transmission power | transmission power

No security

| | | |
| AES-CBC-MAC-32 | 57% | 53% |
| AES-CBC-MAC-64 | 59% | 56% |
| AES-CBC-MAC-128 | 66% | 63% |
| AES-CTR | 74% | 74% |
| AES-CCM-32 | 1% | 74% |
| AES-CCM-64 | 80% | 76% |
| AES-CCM-128 | 87% | 85% |

3.3 Conclusion

This chapter has discussed the trade-off between security and energy consumption. It
has evaluated the security impact at the data-link layer on the following parameters:
energy consumption, latency and throughput. Furthermore, it has investigated the effect
of transmission power and packet length on the overall security overhead. In general,
the results of both simulation and actual hardware show an increase in the overhead
when security is enabled. It shows that energy consumption increases progressively as
the security level increases. The per-packet evaluation shows that security overhead in
terms of energy consumption fluctuates between 31.5% at a minimum level over non-
secure packets and 60.4% at the top security level of IEEE802.15.4 specification. The
results of this chapter have been encouraging for this thesis to continue and develop
adaptive security architecture for IoT embedded nodes. The difference between security
levels in terms of energy consumption will be used to minimise the energy consumption
of IoT nodes in the next chapter. Also, the results in this chapter benefit network
designers and researchers in terms of security overhead, and allow them to choose the

level which suits their application requirements.



Chapter 4

Practical Adaptive Security for

Resource-Constrained IoT Nodes

4.1 Introduction

The previous chapter established that increasing security also increases energy consump-
tion. Security and energy factors are both critical to wireless sensor nodes. However,
they are opposite parameters, as discussed in Chapter Three. It is difficult to identify
optimum security settings which can be generalised to all WSNs. This is because a
complete understanding of the environment state at the deployment time is challenging
and operation factors may change over time. Hence, it may not be a good practice to
assume that the application requirements would remain static. This chapter proposes an
adaptive security solution for the IoT embedded devices to improve security efficiency.

Also, it discusses some possible scenarios where this solution can be utilised.

4.2 Adaptive Security Architecture

This section presents the Practical Adaptive SEcurity architecture for Resource-constrained
IoT devices (PASER), as shown in Fig 4.1. PASER is suitable for battery-powered ap-
plications which require a trade-off between security and energy consumption. It is
motivated by the idea that data may require different security levels and the threat
level in the operation location and the device’s condition change over time. Enabling
adaptation in security solutions will increase the efficiency of node functionality in terms
of energy and performance. Some data may not require high security level, such as a
regular sensor reading or when the threat level is low. These cases do not indicate in-
cidents which require further action. However, critical sensor data which does require

additional work or when an attack attempts are detected should be transmitted at the

59
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appropriate security level. Adaptation is the solution in such a scenario. Adaptation
refers to the ability of a device to monitor and optimise its resource usage adaptively at
run-time. Adaptation can be more economical in terms of energy and therefore extend
network lifetime. This assumption will be tested and validated in this chapter and the

following two chapters.
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Sensor reading
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. Application .
Sl Preferences Agent History
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H Agent
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SP: Security Preference
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TL: Threat Level

SL: Security Level
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Figure 4.1: PASER architecture

The proposed architecture avoids unnecessary security overhead even if the energy level
is high at initial deployment. Unnecessary cost is avoided by switching between the
chosen four security levels of IEEE802.15.4 at Chapter Three. If some data does not
need a high security or any security at all, then PASER switches to the required security
level to extend the network availability, even if the battery level is high. If, however,
data require high security then PASER set the security level to the fourth security level
which is the highest level. Table 4.1 shows the four supported security levels in PASER
mapped to the IEEE802.15.4 security specification.

The security change is carried out according to the application requirements and net-
work conditions at run-time. Each security level is associated with a certain amount

of overhead. An increase in security means an increase in resource consumption. The
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Table 4.1: Security levels of the IEEE802.15.4 which supported by PASER

Security Levels Description PASER Levels
0 No Security v
1 AES-CBC-MIC-32 v
2 AES-CBC-MIC-64 -
3 AES-CBC-MIC-128 -
4 AES-CTR v
5 AES-CCM-32 -
6 AES-CCM-64 -
7 AES-CCM-128 v

PASER uses the variance between security levels energy consumption to extend network
lifetime. Some attacks are difficult to detect, such as passive attacks, therefore PASER
uses the trade-off with less-critical data. Security of critical data is always maintained,
and the the trade-off occurs only with less-critical data. Less-critical data refers to regu-
lar data which indicates no incidents. Luckily, most data are less-critical, and hence, the
energy-saving would be significant. The proposed approach provides security services
on a per-packet basis and as needed. Each node makes security decisions autonomously,
which means different nodes may use different security levels according to their threat
level and condition. The PASER architecture, as shown in Fig 4.1, consists of three

main blocks, and each block performs a specific task, as follows:

1. Application Preferences Agent(APA): One of the essential factors to consider
when making the security decision in WSNs is the application requirements [17].
Hence, this block specifies the application preferences in terms of data security and
priority. Various classes are offered based on data’s security and mission importance
to the application. This classification can be used to structure a set of particular
security services. It uses four types of security class based on IEEE802.15.4, as shown
in Table 4.1. These security levels are: no security, confidentiality, authentication-
integrity, or all security services with reply protection. The data is categorised in
terms of their priority into two types: non-critical, and critical. Each packet will
be prioritised and given an initial security level according to the application require-
ments. Priority means that non-critical data may be filtered when the battery level
is low. In general, the relationship between data priority and its level of security is a
direct relationship. The more critical the data is, the higher the level of protection.
However, there are cases where data is critical but does not require encryption. It still
needs to be authenticated and validated to assure its authenticity and integrity, but
confidentiality is not essential. Therefore, a security level value is used alongside the
priority value to provide an accurate classification. The data classification is chosen

based on the application’s preferences.
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2. Adaptive Security Agent (ASA): This block determines the security level for
each packet. Fach security level is associated with a set of security services such as
encryption and authentication. ASA is responsible for assigning the security level

adaptively in accordance with the following factors:

(a) Security Preference: this value represents the application preference in terms
of security and is obtained from the APA. Every application should initially deter-
mine data importance and data security level. The security preference is essential
in the case of a passive attack. A passive attack is difficult to detect from network
behaviour in some cases, as the attacker only listens to the wireless network broad-
cast. Hence, the security preference is employed to help protect the confidentiality
of sensitive data. The trade-off occurs with less-critical data. In contrast, an ac-
tive attack can be detected by observing network behaviour, as to be explained
below. The combination of both protection methods is an effective solution that

will strengthen the security layers against any attack.

(b) Threats Detection System: The ASA also utilises a Threats Detection System
(TDS) input which can react to situational changes and then adapt security level
accordingly. A situation, sometimes named context or environment [109], can be
“any information that can be used to characterize the situation of an entity” [108].
Most existing security solutions does not consider threat level input in their design.
Hence, they cannot differentiate the situation where security is prioritised over
other parameters, and other cases where energy conservation should be prioritised
[107]. It is necessary to use parameters which are effective in terms of security. For
example, making security solutions aware of when a node receives a replay packet.
Understanding such situations may be more beneficial for the security decision-
maker than parameters such as delay or throughput, which may not always be
related to security. The dynamic change in the environment makes situational

information a beneficial input for the PASER architecture.

The TDS component contains a table which has two values: 0 and 1. The ’0’ value
indicates that the environment is safe and no threat is detected. The ’1’ value indi-
cates that a threat is detected. ASA then uses the TDS value to make conditional
decisions which help to minimise human interaction. The development of TDS is
in its initial stage. Currently, PASER has only the table, so that existing threat
detection systems in the literature can be easily adapted with PASER to feed that
table. It is difficult to design a secure system that an attacker absolutely can-

not infiltrate [121], hence the DTS works as a second defensive line for the system.

ASA also uses a technique called Battery Degradation Control(BDC) to control bat-
tery degradation before passing the message to the security services component. ASA

accomplishes this using the battery level. The BDC functions by utilising a set of
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Figure 4.2: Battery degradation control.

rules to control the degradation of sensor node batteries. This technique does not
reduce security according to the battery level as proposed in the literature,
but instead, it filters less critical data when the battery level is low. The
reason this method used is to protect critical data from being exposed to an attack
when the battery level is low. The non-critical data is traded-off with the remain-
ing energy. Critical data is the only type which is allowed to be transmitted when
the energy level drops below a pre-defined threshold. This technique extends network
availability. Fig 4.2 demonstrates the BDC technique, where 0 means non-critical data
and 1 is critical data. Non-critical data is discarded to preserve energy for processing
data of a higher priority when the battery level is low. Then, a history counters are
updated to be used by the application if required. Data will be sent only if its priority
is high enough to justify the resources it requires. Algorithm 4.3 is a pseudo-code for
the BDC technique.

3. Security Services: This component is responsible for adding/removing security

services adaptively in accordance with the security decision made at the ASA agent.

4.3 Application Assumptions and Possible Scenario

This research is not looking to provide the best level for the trade-off between security
and energy, as the best trade-off may not be achieved at the low layers. Instead, this
research proposes a way for this trade-off to be controlled dynamically from

different layers during the run-time. Other protocols which deal with routing
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while (1) do

end while

Sensorreading < Get_Sensor_Reading()
Prioritynon—critical = 0
PTiOrityCTitical =1
if Sensorpgeqding > 30 then
Packet,, = Prioritycritical
else
PaCketpT = PriorityNonfcritical
end if
Energyres < Get_Residual _Energy()
if Packety,, = Prioritycriticat then
TX
else
if Energyres > 25% then
TX
else
Discard message
Update_history()
end if
end if

Figure 4.3: The BDC technique pseudo-code

issues can be employed easily with this solution. The solution is employed at the data-

link layer, so routing protocols can work on top of it. Fig 4.4 shows the network layers

of IEEE 802.15.4.

Upper Layers

80215.4 Security 1

|[EEE802.15.4 PHY

IEEE802.15.4 MAC [ IEEE802.154

Figure 4.4: TEEE 802.15.4 Layers

Environmental surveillance applications are one area where the PASER, architecture

can be utilised. One example is a forest-fire detection application, as shown in Fig 4.5.

The focus of this application is not the confidentiality, but the authentication of data.

These requirements are due to the importance of preventing false alarm reporting from

exhausting the resources of a fire control centre. The false alarm may be initiated by

an adversary to mislead the control centre and consume their resources. High security

protection may be needed only in the occurrence of an incident.

The proposed solution can satisfy these requirements. Any incident which requires ac-

tion should be reported securely, and less-critical data can be sent unsecured or with
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Figure 4.5: Fire detection and deforestation application.

minimum security. Any incident report which received not in accordance with the appli-
cation policy should be treated as a possible attack. For example, receiving critical data,
which is supposed to be highly secure, with no security should be treated as a possible
attack. Table4.2 presents an example of data classification at the application layer for
the fire detection application. In this scenario, the process starts with the detection of
an incident within a forest. Data is then classified based on the two previously men-
tioned criteria: data importance, and data security. Regular events may be sent with
no security services, whereas alerts which indicate an incident would be sent securely to
the sink.

Another example of where this solution could be utilised, as shown in Fig 4.5, is a
deforestation application. In this example, sensors are used to detect unusual movement
of trucks or bulldozers. The network lifetime, in this example, maybe more important
than the security of data. However, at the same time, the system should be secure
enough to prevent adversaries from reporting false incidents. Any incorrect information
may cause the monitoring centre to send vehicles and equipment to a location where no
real incident has taken place. If the system does not protect against such an attack, then
the whole system may become useless. In the deforestation application, vibration sensors
are used to monitor movement in a particular area. Sensors are scattered over a target
area, as shown in Fig 4.5. Sensor reading is checked against pre-defined application

rules, then the application preferences in terms security and priority are assigned.

Data is then passed to ASA, where a security level is selected according to the application
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Table 4.2: Data’s security level.

Values Security Levels Rules

00 No Security Temp. Less than 25°C

01 Lightweight Authentication & Integrity[4 byte] Temp between 26 & 30°C
10 Encryption Temp. between 31& 36°C
1 Encryption, Authentication, Integrity [16 byte] Over 36°C

and Replay Protection

preference and the TDS input value. The battery level is then checked. If the data’s
priority is permitted at the current battery level, the required security services are
added, and the data is passed for transmission. If the energy policy does not allow
the transmission of non-critical data, then data will be discarded. The history will be
updated as well, so the application can be aware of filtered packets. An agile degradation
method helps save energy for critical data in cases where the battery level is low. As
a result, it helps to extend the network lifetime. The mechanism of ASA transmission
is demonstrated in Algorithm 4.6. At the receiver side, the security level value is first
checked and then decapsulation is accomplished accordingly. If the packet is unsecured,
then it is decapsulated directly; otherwise, the security services, such as decryption
and authentication, take place first. If, however, a suspicious activity is detected, such
as receiving an unauthenticated packet, then the packet is neglected. The history is
updated so that the application can use this information in the TDS. Algorithm 4.7

shows the PASER reception mechanism.

The environments in which these sensors are deployed are usually volatile, therefore
replacing a sensor battery in such an environment might be costly or even impossible.

PASER can provide a solution to this situation.

4.4 Security Assumption

This research considers the security of WSNs at the data-link layer from one sensor to
another. A scenario where nodes send packets periodically to the sink is considered.
It is assumed that the key is pre-configured on the member nodes. There are four
security levels, as shown in Fig4.8, and every security level has different security services.
Security level is based on the IEEE 802.15.4 security specification. The security services
include cryptography, authentication, the integrity of data and replay protection. Fig4.9
shows the frame format when security is enabled. The security decision utilised by ASA
can be extended to include more parameters according to the application requirements.
For example, if the location of a sensor node is crucial, then it is added to the security
conditions. A friendly environment where physical access to space is controlled demands
less security than a deployment in a public area where the potential for network attack

is greater. Each factor can be given different weight if necessary when making the
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while (1) do
Sensorreading < Get_Sensor_Reading()
if Sensorpgeading < 25 then
SecurityPre ference = LevelO
else
if 26 < Sensorpgeqding < 30 then
SecurityPreference = Levell
else
if 31 < Sensorgeading < 36 then
SecurityPreference = Leveld
else
SecurityPreference = Level7
end if
end if
end if
Threatieye < {0,1}
if Threatjepe; = 1 then
SecurityLevel = Level7
else
SecurityLevel = SecurityPreference
end if
switch (SecurityLevel)
case 0
Send()
case 1
Authenticate gy ()
send()
case 4
Encryptags()
send()
default:
Encryptags()
authenticate[gpyee) ()
send()
end switch
end while

Figure 4.6: PASER: data transmission mechanism

security decision. For example, the application preference and threat level inputs may
be given more weight, in the security decision, than the location factor. The threat level
may increase the utilised security level up to three levels in the presence of suspicious
activities. However, the weight values should be given according to the application

circumstances.
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SecurityLevel = ReceivedSecurityLevel
switch (SecurityLevel)
case (
Decapsulate Frame()
case 1
MIC < Deauthenticatepy)()
if (compare_authentication(MIC)) then
Decapsulate Frame()
else
Discard Packet
UpdateHistory()
end if
case 4
Decrypt ags()
Decapsulate Frame()
default:
MIC < Deauthenticategpyte ()
if (compare_authentication(MIC)) then
Decrypt aps()
DecapsulateFrame()
else
Discard Packet
UpdateHistory()
end if
end switch

Figure 4.7: PASER: data reception mechanism

A IEEE 802.15.4 Payload CRC

Authenticated Headers

B IEEE 802.15.4 ASH Payload MIC(4 B) CRC

IEEE 802.15.4 ASH Encrypted Payload CRC

Authenticated Headers

D IEEE 802.15.4 ASH Encrypted Payload MIC(16 B) CRC

Figure 4.8: Frame format of security levels
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--------------------------------------------- Maximum Length=127B======msmeseeeee e e s s s s s e e
28 1B 0-20B 0-14B Variable 0-16B 2B
- Mic
Frame Sequence Addressing Auxiliary .
Control Number Fields | Security Header (AUX) Frame Payload If aythentllcatlon CRC
= is enabled
1b H
’ Security | ‘ H
Enabled E
If Security enabled=1then | _________ _______________E
add AUX Header
1B 48 0-9B

Security Control | Frame Counter | Key Identifier

0-2b 3-4b 5-7b

Security Level Key Mode Reserved

Figure 4.9: The 802.15.4 frame format

4.5 Conclusion

The aim of this chapter is to provide a conceptual theoretical architecture for adaptive
security in WSNs. This architecture uses adaptivity to manage the existing trade-off
between security and energy. PASER enables only the required security services. It
trades-off security with the energy needed for less critical data in resource-constrained
nodes. PASER supports four different security levels. Each security level provides a
different degree of protection. Higher security levels are associated with an increase in
energy consumption. The security decision is taken at ASA. ASA adaptively switches
from one security level to another level at run-time. The selected security level is chosen
based on criteria which justify the resources it requires. The decision criteria include
the application preferences and the environmental threat level input. One major issue
in early security research concerned the security decision. In contrast to solutions in the
literature, PASER does not reduce the security of sensitive data according to the battery
level. It uses a BDC to extend network availability. The PASER architecture can be
used when energy consumption is a challenge to security, which is the case in some IoT
applications. The energy saving which can be achieved by PASER is evaluated in the

following chapter. This chapter answers research question 2.






Chapter 5

Experimental Design and setup

This chapter presents the experiments setup which are used in the evaluation of PASER
architecture. These settings are used on both simulated and real hardware experi-
ments. Five MTM-CMb5000 nodes running Contiki OS have been used in the experi-
ments. MTM-CM5000 is built based on the open source sky layout. Sky hardware [39]
features a Texas Instruments MSP430 microcontroller and CC2420 transceiver. Node 1
is used as a sink node, and the other nodes work as end nodes. All nodes use ContikiMac

for their duty cycle. Figure 5.1 shows the experiments layout.

~
~

) g (B

Figure 5.1: Experiments layout(all nodes are in one collision domain)

The evaluation starts by clicking the start button in Cooja simulation. Hence, all nodes
start at the same. However, this is not straightforward in real hardware because each
node has its own reset button. Pressing the reset button separately for each node may
affect the results, as there will be some delay. Therefore, all nodes are connected to one
reset button to guarantee that they start at the same time. The button is connected

to pin 6 (reset pin) of the 6-pin expansion connector, and pin 9 (ground pin) of the

71
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10-pin expansion connector for each MTM-CM5000. Hence, the evaluation starts when

the button is pushed.

A security level is assigned to each packet according to the ASA module, and this
value should be part of the header for the receiver to decapsulate the packet. The
security levels used in PASER architecture are 0, 1, 4 and 7 of the IEEE802.15.4 security
specification. These levels are chosen based on the evaluation results on Chapter Three.
The security mechanism works as follows: when protection is required, the security-
enabled bit in the header is set to 1 at the source node. Then the necessary security
headers are added according to the security level. If the security-enabled bit is set to 1,
the ASH header is then added to the frame. The payload is encrypted first if required,
and then the packet is authenticated if needed. The destination node first checks the
security-enabled bit, and then decapsulate the packet accordingly. If packet authenticity
verification is required, then a comparison is made between the generated authentication
code at the destination and the received code. If the two codes are matched, the packet
is then decrypted if required, and the database is updated. If the received packet is
unauthenticated, replayed or received with the wrong security level, then the packet is
discarded, and the database is updated. The evaluation metrics are discussed in the

following subsections:

The evaluation has used the following architectures: static-security using level 7 of
TEEE802.15.4, no-security, and PASER. The no-security architecture is used as a baseline
for comparison in this evaluation. PASER changes between four different security levels
at run-time. The application preferences regarding security in this evaluation are shown
in Table5.1. The values used in the conditions in this scenario are arbitrary values

representing a fire detection system as an example.

Table 5.1: Application preferences

Security Level Rules

No security Reading Less than 30°C

Security Level 1 Reading between or equal to 30 & 40°C

Security Level 4 Reading greater than 40 and less than or equal to 45°C
Security Level 7 Reading over 45°C

A random function is used to generate the payload in the evaluation. The random func-
tion is initialised with seeds to guarantee that it generates the same sequence numbers as
the other architectures for comparison purposes. Figure 5.2 shows the standard normal
distribution of the generated payloads using one of the end nodes in this evaluation. It
shows that data is scattered in a wider shape between two predefined values. Most of
the generated data in this scenario require different security levels, while less than half

of the data requires no protection.
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Figure 5.2: The probability density of the generated payloads.

The evaluation focuses on the following five metrics: energy consumption, network life-
time, throughput, latency and memory requirements. These metrics are affected directly
by enabling security, as shown in Chapter Three. The following subsections are descrip-

tion for the used metric in the evaluation.

5.0.1 Energy Consumption

In the energy evaluation the experiment runs for five minutes with a data rate of two
packets per second, and a channel check rate of 64Hz. The reason for choosing five
minutes is the need for comparision between simulation and real hardware, as the power
analyser produces quite large data size when run longer than 5 minutes. The power
consumption is recorded on all nodes, including the sink node. In the simulation part,
the Powertrace tool, which is supported in Contiki OS, is used to record the power
consumption. Powertrace [49] calculates the time each component spends in a particular
mode(active, transmit, receive, etc). In real hardware experiments the power analyzer

is used to record the power the consumption.

5.0.2 Network Lifetime

The network lifetime, in this evaluation, is defined according to [122] and [123], as the
amount of time elapsed since the start of the network until the first node runs out
of power. The purpose of network lifetime investigation is to to determine whether
PASER increases network lifetime or not. The experiment is carried out using the
PASER architecture. It is repeated five times, and the average is calculated. The

same evaluation is repeated as well, with no-security and static-security architectures
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for comparison purposes. All nodes start with the same battery capacity of 500 mAh.
The lifetime of a network finishes as soon as the first node runs out of battery regardless
of the remaining energy in the other nodes. The total remaining battery in the other

nodes is reported as well.

5.0.2.1 Battery Degradation Control

Battery degradation control, which is part of the PASER architecture, enables wire-
less sensor nodes to last longer through the employment of selective transmission when
the battery level is critical. Transmitted packets are selected according to their data-
importance. The degradation control in this evaluation starts when the battery level
drops below 25% of the battery capacity. The value of the predefined threshold can be

different according to the application requirements and the network purpose.

5.0.3 Network Throughput

Security increases the time the microcontroller needs to process packets, and the time
required by the transceiver to transmit and receive packets. Hence, PASER may in-
crease network throughput due to the different security levels which are used in the
transmission. Network throughput in this evaluation refers to the number of packets
which are received successfully at the sink node. The experiments is executed using
different data rates, as follows: 2,4,6,8 packets per second. The reason various data
rates are used is to explore the impact of PASER on network throughput under dif-
ferent conditions. The experiments are repeated using no-security and static-security

architectures for comparison purposes.

5.0.4 Latency

This section discusses the latency of delivering packets to the sink using the following
three architectures: static-security, PASER and no-security architecture. The per-packet

latency between two nodes is recorded using the following formula:

Packet Latency = Data receiving time — data transmission time. (5.1)

Another experiment is executed to determine the total latency for the PASER architec-
ture and compare it with the other architectures. The transmission timestamp at the
source is recorded and forwarded to the sink as a payload. Then, at the destination, the

latency is calculated for all nodes by subtracting the transmitted time at the source from
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the receiving time at the sink for each node. The test runs for five minutes. The total

latency for the whole network is the sum latency for all nodes as the following formula:

Total Latency = Total Latency + current Packet Latency. (5.2)

5.0.5 Memory Footprint Evaluation

The memory required by the security modules might become an issue in constrained
resource devices such as wireless sensor nodes. Evaluating memory usage is crucial,
as it provides information on whether PASER can be allocated on the MTM-CM5000
memory. MTM-CM5000 has 48k ROM. The size of the PASER architecture can be

obtained using the command ’size’ followed by the compiled file name on Linux OS.






Chapter 6

Evaluation and Validation Results

6.1 Introduction

The previous chapter has presented the settings which are used to obtain the results in
this chapter. Until recently, there has been no reliable evidence that adaptive security is
practical or energy-efficient. The reason being that most of the proposed architectures
are either theoretical or have been examined through simulation only. This chapter
extends the thesis to answer research questions number 3 and 4. It investigates whether
the PASER architecture can be implemented in wireless sensor nodes, and if so, what
degree of energy-saving does it achieve? PASER will first be implemented and evaluated

through simulation, and then validated using real hardware.

6.2 Simulation Results

6.2.1 Energy Consumption

In this arbitrary scenario, where the payload is changed in a pseudo-random manner,
the results show that PASER saves nearly 10% of energy compared to the fixed security
architecture, as can be seen in Figure 6.1. The saving percentage can be higher in a safer
environment and less in an unfriendly environment. We predict that the saving would be
greater in the real scenario. The reason being that the probability of incidents occurring
in a real scenario is low compared to the random sensor reading used in this evaluation.
In this case study, the change in the sensor reading does not occur in a matter of
seconds. Hence, less secure data are transmitted, and as a result, less energy is consumed.
The percentage of energy-saving may be greater with other duty cycle protocols. The
reason being that ContikiMac is an asynchronous protocol which sends the whole packet

repeatedly until the sink wakes up and replies with an acknowledgement. The impact of

"
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the duty cycle on the results can be avoided by keeping the sink node in the ’on’ state,
so the packet is received at the first attempt. In this case, the sink is not included in
the evaluation as it in the ’on’ state all the time. The energy saved in this situation
increases to almost 12% using the same evaluated scenario. However, it is expected to

be even more if the sink is included due to the cost of decryption.
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The number of packets used at each security level in the PASER architecture in this
evaluation is shown in Figure 6.2. The energy-saving is achieved through the packets

which are sent with low-security or no security.

6.2.2 Network Lifetime

The results, as shown in Figure 6.3, depict the total battery capacity of five nodes,
which represent all nodes in the network. The results show that the network lifetime
is longer when using PASER compared to the static-security architecture. The total
battery capacity for at the beginning of the experiment is 2500mAh, and it decreases
gradually over time due to node activities such as transmission, security operations, and
duty cycle activities. In this arbitrary scenario, the network lifetime using PASER is
416 seconds, while static-security runs for only 294 seconds. No-security architecture has
been taken as a baseline for comparison. PASER, in this scenario, outperforms static-
security by almost 28% in terms of network lifetime. The results show that there is a
trade-off between security and network lifetime. The saving in energy consumption in
the previous sub-section is 12%, whereas the extension in network lifetime is 28%. The
reason being that is, in the previous sub-section, the energy consumption of all nodes is
recorded for only five minutes; while, in the network lifetime evaluation, the experiment
nodes start with specific battery capacity and the experiments run until the first node

runs out of battery in each architecture.

The remaining energy of the five nodes in the PASER architecture is depicted in Fig-
ure 6.4. As can be seen from the figure, all nodes run out of battery at approximately
the same time. The slight difference between them is due to the duty cycle. ContikiMac
repeats the transmission for the whole packet until the sink wakes up and transmits an
acknowledgement. Therefore, some of the nodes need to send a packet three times for
it to be received by the sink; other nodes may need more or less transmission to deliver
one packet. The evaluation results do not consider the saving which can be obtained by
enabling the degradation control technique in PASER. The following subsection is an

evaluation of the impact of enabling the degradation control on network lifetime.

6.2.2.1 Battery Degradation Control

The experiment in the previous sub-section is repeated, but this time with the Battery
Degradation Control(BDC) enabled. As can be seen, the results in this arbitrary sce-
nario, as depicted in Figure 6.5, show that enabling the degradation technique extends
the network lifetime by almost 12%. Hence, PASER, in the evaluated scenario, saves in

total nearly 22% of energy when the degradation control technique is enabled.
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6.2.3 Network Throughput

The results, as shown in Figure 6.6, depict that with low data rate: 2 and 4 pack-
ets/second, there is no difference between the three architectures in terms of network
throughput. However, with a higher data rate, the throughput is significantly lower
when compared to the baseline. PASER with a data rate of 6 and 8 packets/s achieves
higher throughput, by 7.6% and 5% over static-security, consecutively. The lower per-
centage with 8 packets/s compared to 6 packets/s is due to the collision increasing with
a higher data rate. The no-security experiment has higher data rate in this evaluation
because plain packet takes less time to be prepared and transmitted than secured packet,
and hence allowing more packets to be transmitted. It is observed that with the higher

data rate, PASER outperforms static-security in terms of throughput.
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Figure 6.6: Number of received packets at the sink over different data rate
using simulation

6.2.4 Latency

The results, as shown in Figure 6.7, depict the per-packet latency of the three archi-
tectures. According to the figure, a packet takes almost 11 ms to be delivered using
the no-security architecture. However, this increases significantly to 64 ms when the
static-security architecture is utilised. The PASER architecture uses four different se-
curity levels; hence the latency time fluctuates between the latency of the no-security
architecture and the latency of the static-architecture. This fluctuation in security levels
occurs according to the ASA decision regarding security at transmission time, as shown

in Figure 6.7.

The results, which are shown in Figure 6.8 present the total latency for PASER. and the
other two architectures. The results indicate that there is a significant difference in the

latency between static-security and the two other architectures. No-security architecture
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is used as a baseline in this evaluation. The results show that static-security increases the
latency by 189% over the baseline, while PASER increases latency by only 48% over the
baseline. Therefore, PASER outperforms static-security by almost 141%. The PASER
graph is situated between the static-security and no-security architecture charts. The
lower latency achieved by PASER is due to PASER using different security levels at run
time. Each security level is associated with a certain amount of latency. The variation
in latency between the employed security level enables PASER to be more efficient than
static-security. Hence the microcontroller and transceiver take less time to process and

transmit some packets due to low or no security services.

6.2.5 Discussion

One of the main objectives of this chapter is to investigate whether the proposed concept
of PASER can be implemented in wireless sensor networks. The answer to this question
clarifies whether or not the hardware or software restrictions limit the proposed archi-
tecture. The simulated work obtained using Cooja simulator show that PASER can
be implemented in wireless sensor networks. The results show that data are exchanged
between nodes using different security levels according to the ASA architecture. It
shows that PASER can work as expected and as proposed in the previous chapter. An-
other aim of this chapter is to evaluate the performance of the proposed architecture in
terms of energy consumption and QoS parameters. As shown in the previous sections,
PASER significantly improves the performance of WSNs regarding energy consumption
and QoS parameters. PASER is 9.7% more efficient in terms of energy compared to
static-security in the evaluated scenario. This percentage can increase or decrease ac-
cording to the threat level and application requirements. The efficiency of PASER has
also increased network lifetime compared to static-security. The evaluation shows that
PASER throughput with a higher data rate outperforms static-security. Besides, the
total network latency, in the evaluated scenario, has fallen by 141% using PASER com-
pared to static-security. It is observed that when degradation control is enabled the
network lifespan increases by almost 12% compared to a sudden die out. The overall
simulated results show a significant improvement in efficiency when using PASER for
applications which are seeking a trade-off between security and energy consumption or

network performance.

6.3 Testbed Experiments

Most existing security solutions for wireless sensor nodes have only been evaluated by
simulation [124]. However, with the spread of real nodes and the availability of on-
line testbeds, more accurate results based on real hardware are needed. Due to the

challenges introduced by wireless sensor nodes such as using a shared medium for radio
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communication, results obtained from the simulative and theoretical evaluation can only
be considered approximate [125]. Even perfect approximations need to be confirmed by
real hardware measurements [125]. This does not mean that simulations are not useful.
Indeed, simulation and emulation are beneficial when testing a new concept and evalu-
ating a network at large-scale. They are essential steps ahead of real experimentation
that can limit issues related to solution design [126]. Implicit issues exist in some simu-
lators which are revealed when using real hardware. Hence, to be able to use PASER in
the real world, it should not be restricted to the simulation environment. This section
presents the evaluation results using real hardware. MTM-CM5000 hardware is used in

this evaluation.
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Figure 6.9: Floor noise level

In the actual hardware deployment, the floor noise should be sampled, and the CCA
threshold should be set above the noise level to achieve reliable communication. This
means that before each transmission, CCA measures the energy level in the channel and
compares it with a pre-defined value. The transmission takes place only if the sampled
Received Signal Strength Indicator (RSSI) is less than the pre-defined value. Figure 6.9
shows a sample for the floor noise in our lab. Contiki uses a default value of —90dBm for
CCA threshold, which is the sum of two parameters: CC2420.CONF_CCA.THRESH
and RSSI_ OFFSET, each is assigned a default value of —45dBm. Hence, the default
value for the CCA threshold is updated according to the floor noise test, —50 in this case.
The node IDs are burned on the hardware. The experiment is implemented using the
same parameters which are used in the simulation experiment in the previous sections.
The CC2420 radio chip supports 16 channels in the 2.4GHz band, so the nodes are set

to use channel 26, which does not interfere with Bluetooth and Wi-Fi.
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Figure 6.10: Adaptive security using PASER

Figure 6.10 shows a snapshot of PASER running on real hardware. It demonstrates
PASER’s practicality and shows that packets can take different security levels at the
runtime using real network. Hence, it answers research question number 3. Figure 6.10
shows that some packets take a longer to transmit than others, according to the utilised
security level. The following subsections present hardware results of the PASER, archi-
tecture. The assessment covers the following parameters: energy consumption, network

lifetime, latency, throughput, and size of PASER on constrained device memory.

6.3.1 Energy Consumption

This subsection presents the evaluation results of energy consumption using MTM-
CM5000 hardware.

In this arbitrary scenario, where the payload is changed in a pseudo-random manner,

The results show that a saving of nearly 11% was achieved by PASER when compared
with the use of a fixed level of security, as shown in Figure 6.11. Savings will vary from
situation to situation. PASER consumes less energy through the packets which are sent
with low-security or no security. The 11% energy saving does not include the energy

saving which can be achieved by enabling the degradation control mechanism.
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Figure 6.11: Energy consumption of three architectures: no-security,
static-security and PASER using real hardware

6.3.2 Network Lifetime

The total battery capacity of the five nodes for each architecture is presented in Figure
6.12. The results show that PASER outperforms static-security by nearly 25%. The
evaluation depicts that using PASER can increase the overall network lifetime on a real

network.

6.3.3 Packet Latency

This section evaluates the latency caused by using security services on MTMCMB5000
hardware. It is difficult to measure exactly the total latency for the whole network.
One challenge is that nodes are often not synchronised, and if they are, the accuracy of
the results do not meet the requirements of a few milliseconds in this evaluation. Also,
connecting the nodes to one reset button does not guarantee that the nodes boot up at
the exact same time, based on the experiments conducted on MTM-CM5000 hardware
and Contiki OS. Contiki uses a random number to boot up identical nodes and avoid
simultaneous transmission. Hence, a per-packet evaluation is executed using the power

analyser to show the latency caused by security services at the source node and sink.

Figure 6.13 shows the difference between generating and transmitting a packet using
static and no-security architectures. The results show that significant extra time is
needed for the microcontroller using static-security to create and send a packet com-
pared to the no-security architecture. Static-security adds 25ms over the no-security
architecture. The computation of the encryption algorithm is mainly responsible for
this extra time. Also, it is observed that the radio runs longer to transmit the extra
packet for authentication. The transceiver requires 1.7ms to send a packet using the
no-security architecture, whereas it requires 2.2ms in the static-security architecture.

Figure 6.14 depicts the time required to receive packets using static and no-security



90

Chapter 6 Evaluation and Validation Results

YHASVJ 0] oW YI0MIDN :Z]'9 031

Aundasop -

¥3isvd

meis v

(@3nujw)awiy

00:02.471
00:08.971
00:15.471

00:21.971 |
00:28.471 |

00:34.971

00:41.471 |

00:47.971
00:54.471

01:00.971 |

01:07.471

01:13.971 |
01:20.471 |

01:26.971
01:33.471
01:39.971

01:46.471 |
01:52.971 |

01:59.471
02:05.971

02:12.471 |

02:18.971

02:25.471 |
02:31.971 |

02:38.471
02:44.971
02:51.471

02:57.971 |
03:04.471 |

03:10.971

03:17.471 |

03:23.971
03:30.471

03:36.971 |

03:43.471

03:49.971 |
03:56.471 |

04:02.971

04:09.471

04:15.971

04:22.471 |
04:28.971 |

04:35.471
04:41.971

04:48.471 |

04:54.971

05:01.471 |
05:07.971 |

05:14.471

05:20.971 |

05:27.471
05:33.971
05:40.471
05:46.971
05:53.471
05:59.971
06:06.471
06:12.971
06:19.471
06:25.971
06:32.471
06:38.971
06:45.471
06:51.971
06:58.471
07:04.971
07:11.471

g

Battery Capacity(mAH)

= = N
8 8 8
o o o

00s¢

000€



91

Chapter 6 Evaluation and Validation Results

SOINOVYIYDIR AJLINIIS-0U SA OIJB)S :ADUDYR] UOIJRISUSS Jo3ded :€1°9 9INJI

(spuodeg) oLy,
S¥6°0 ¥6°0 G€6°0 €6°0 G26°0 260 G160

160

G060 60

1oord 9Ind9s-uou
JO UOISSTWISURI) pusyy

1o30ed 9INd9S JO
UOISSTWISURI} PU $901AI0S A}11M99s 9nduod

03 DN 10F o)} IoFUOT

O:.U‘@m_” \

ST

~H

L 4/<OO

mu@&uﬁ& 2I1109S-U0U PUE 9.I1199S
730q JI0J uolssiuusued} Jo }Ielg

| —uorssrwsuely,

UOISSIWSURI| 8IN08S
UOISSIWSURI | 8IN08S-UON ——

o o o o
< [<p] AN —
(A ) uorpdumsuoy) 10mo]

o
Yo}

o
©



92 Chapter 6 Evaluation and Validation Results

architectures. The results show that static-security architecture adds 29ms over the no-
security architecture. This extra time is caused by decryption and de-authentication op-
erations. It is observed that 16% more time is needed for packet decryption than packet
encryption. PASER uses different security levels, which vary in their latency according
to the utilised security level. Each security level is associated with a certain amount of
latency. Hence, PASER reduces latency time when compared to static-security through

the packets which are sent with low security or no security.

Another evaluation is carried out to calculate the whole latency from the source to the
sink using the logic analyser. The assessment includes the time required to generate
the packet, time to transmit, and time to receive and decrypt a packet if needed. The
latency time in this evaluation is affected by the duty cycle mechanism. The ContikiMac
protocol sends the same packet many times until the sink node receives it. Hence, the
results vary according to the sink wake-up time. However, this shows the latency which
occurs in real network deployment. Figure 6.15 shows the latency which is needed to
transmit one packet using static-security and no-security architectures. The results show
that the static-security architecture requires 53ms, while the no-security architecture

requires only 13ms.

The results show that static-security requires more time to process, transmit and receive
compared to the no-security architecture. The latency incurred by PASER varies from

one scenario to another based on the utilised security level.

6.3.4 Network Throughput

This section presents the evaluation results of the hardware network throughput. Fig-
ure 6.16 shows that PASER has slightly higher throughput by 0.69% compared to the
static-security architecture when using a data rate of 2 packets/s. However, when the
data rate is increased to 4 and 6 packets/s, PASER achieves almost 2.8% higher through-
put. There is a considerable difference between PASER and static-security architectures
when the data rate is increased to 8 packets/s, PASER achieves higher throughput by
11%. Packets require more time to process and transmit when security is enabled, and
this extra time decreases throughput. The results indicate that with low data-rate,
there is a slight difference between PASER and the static-security architecture. How-
ever, when the data-rate increases, PASER outperforms the static-security architecture

significantly.
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Figure 6.15: Packet latency for delivering one packet: static vs no-security
architectures
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Figure 6.16: Number of packets received at the sink over different data rates
using real hardware

6.3.5 Battery Degradation Control

The results, as shown in Figure 6.17, depict the network lifetime using PASER with
and without BDC. PASER will be used as a baseline in this evaluation. The hardware
results show an improvement in the network lifetime of nearly 16% using the battery
degradation technique when compared to PASER. This technique causes the batteries
in the nodes to run out at almost the same time. The PASER architecture is designed

to be flexible so that a network manager can enable the BDC when required.

6.3.6 Memory Footprint Evaluation

Table6.1 shows the flash memory used by PASER on MTM-CM5000 hardware. The
PASER scheme imposed a 3kb overhead on flash memory beyond the standard Contiki.
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Table 6.1: Flash memory requirement: static, PASER and no-security
architectures

Architecture Name | Contiki | Contiki+PASER | Contiki+Static
ROM Size(KB) 22 25 25

6.3.7 Test-bed Discussion

The previous sections show an evaluation of three different architectures using real hard-
ware. The actual hardware evaluation aims to confirm the results obtained by the sim-
ulation evaluation. The results show the trade-off between security, energy and network
performance in wireless sensor networks. The results have shown that the PASER. archi-
tecture is more efficient than static-security in terms of network performance. Energy
consumption is reduced by nearly 11% using PASER when compared to the static-
security architecture. Network lifetime is increased by 25% using PASER compared
to the static-security architecture. Network latency and the throughput are also im-
proved using PASER. The throughput evaluation shows that PASER increases network
throughput by 11% with the higher data-rate, 8 packets/s in this evaluation, compared
to the static-security architecture. The real hardware evaluation has proven that PASER

provides a significant improvement to network performance.

6.4 Simulation vs Testbed

Network simulators produce a proximate imitation of real network deployment. Some
simulators use the binary code in simulation as in real hardware which returns results
that are as close a representation as possible of the actual implementation of WSNs.
Cooja uses the same firmware used in the real hardware. Hence, binary-level emulation
makes the results obtained by Cooja relatively accurate. However, it is difficult to obtain
identical results from the simulation and real hardware due to the accuracy of the hard-
ware calibration in the simulator and the different environments in which the nodes run.
Cooja assumes perfect conditions as long as the nodes are within the same transmission
range. Therefore, packets will be successfully delivered to the sink. In contrast, in a real
deployment, the delivery ratio is affected by other factors such as radio interference. For
example, it is observed that the results obtained by simulation overestimate throughput

by 5% to 8% compared to the results obtained using real hardware.

Cooja uses the PowerTrace tool to record the time needed by hardware components:
MCU and radio transceiver in different modes(active, transmission, receiving, etc.). An
evaluation is carried out to compare the simulation results with those obtained from the
MTM-CM5000 hardware. The experiment parameters in both simulation and actual
hardware are set to match each other. For example, the Cooja-simulator randomizes

the boot time for every node by a few milliseconds to a few seconds for identical nodes,
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as shown in Figure6.18, by default it is set to 1000 ms. As can be seen in Figure 6.18, the
nodes are booted at different times. Node boot-time can be controlled by the parameter

"Mote startup delay’.

] Timeline showing 3 motes
File Edit View Zoom Events Motes
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Figure 6.18: Cooja start-up delay

Other parameters have been taken into account, such as the latency before initializing
the operating system in Cooja, which is equal to 249 ms and used to emulate the time
needed by actual hardware. There is a slight difference between the data sheet and actual
hardware in terms of the current withdrawn by the MCU and transceiver. For accuracy,
the current withdrawn by the MTM-CM5000 hardware is used in the simulation to
calculate total energy consumption. Figure 6.19 shows an error of 8% when using the

simulation.
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Figure 6.19: Energy consumption: simulation vs real hardware.

An experiment is carried out to explore the cause of the difference between the results
obtained by simulation and those by actual hardware. The results show that Cooja
simulator has accurate results for emulating the CC2420 transceiver. However, MSP-
sim, which is used by Cooja to emulate the MSP430 microcontroller, overestimates the
latency caused by the SPI bus, which links the MSP430 to the CC2420 transceiver. The
overestimation matches the findings in [127]. Although they used Z1 hardware, Cooja
uses MSPSim module to emulate MSP430, which is used by both MTM-CM5000 and
71 devices. Finally, the experiments carried out are sufficient to show a comparison
between simulation and real hardware evaluation. The purpose of this chapter is to

evaluate the PASER architecture rather than evaluate Cooja; however, it has clarified
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the difference between them as well. The methodology used in this chapter can also be

used to assess adaptive security for similar work.

6.5 Discussion

This chapter has evaluated the PASER architecture and compared its performance with
static and no-security architectures. The simulation and real hardware experiments show
that PASER outperforms static-security in many network parameters, especially energy
consumption. The results show that PASER can be a promising solution for applications
which require a trade-off between security and energy consumption. The BDC utilised by
PASER has significantly extended network lifetime. This chapter proves the applicability
of PASER to run on wireless sensor nodes. Besides, it shows the impact of the proposed
architecture on network performance. This chapter provides practical evidence that
PASER saves energy and improves network performance using a real network. It answers
research questions number 3 and 4. In the future, an evaluation will be conducted using

the PASER architecture in a real-life scenario.
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Conclusions and Future Work

7.1 Thesis Contributions

The main contribution of this thesis is the proposed PASER architecture which allows
a flexible trade-off between security, QoS, and energy consumption in IoT embedded
devices. The work which has been carried out in this thesis can be assessed against the

research questions in Section 1.1.

The first contribution is the analysis and evaluation of the impact of current security
implementation at the MAC layer. This analysis is executed first using a theoretical
literature review, then followed by experimental evaluation. The results of the litera-
ture review have shown that both the microcontroller and transceiver are affected by
security. The microcontroller is affected because the encryption algorithm requires more
computation time, and the transceiver is affected because of the extra bytes needed for
authentication. However, it was difficult to quantify the impact of security from the
literature and obtain a solid understanding of the effects of security on energy and the
relation between security and QoS parameters, such as latency, throughput and net-
work lifetime. Hence, an experimental evaluation of the impact of security on resource-
constrained nodes has been carried out in Chapter Three to elaborate the answer to
research question number 1. The experimental evaluation has been conducted using
simulation and then confirmed by testbed evaluation. The results of chapters two and
three benefit both academic research and technical engineers when considering security
overhead in WSNs.

The second contribution is the development of PASER architecture which changes the
security level dynamically at the run time. The PASER architecture does not reduce
security according to the battery level, which what is proposed in the literature. In
contrast, it uses the battery level to filter less critical data without reducing security

when the battery level is low. It uses the application requirements and utilises an

99
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input for threat level to select the security level. Hence, off-the-shelf TDS solutions can
easily be incorporated with PASER. Also, it uses an energy-aware mechanism to control
battery degradation, and consequently extend network lifetime. This contribution is the

answer for research question 2.

The third contribution is the proven feasibility of PASER on both simulated and real
hardware implementation. practical implementation and evaluation of PASER archi-
tecture. The challenges and technical issues of running PASER on simulated and real

hardware is solved. This answers research question number 3.

The fourth contribution is the analysis and evaluation of PASER, architecture to deter-
mine the improvements which are achieved by using PASER. The evaluation is executed
first using the simulation, and then the results validated using real hardware exper-
iments. Much of the research and evaluations presented in the literature regarding
security use either theoretical analysis or simulation. In contrast, the assessment in this
thesis includes real hardware. A comparison is made to static and no security archi-
tecture. The results show that PASER, in the evaluated scenario, outperforms static
security. Additional experiments are conducted to compare simulation to real hardware
results, which show overestimation in the simulation results regarding power consump-

tion. This contribution answers research question number 4.

7.2 Conclusion

Energy consumption is a crucial factor when designing a security architecture for wire-
less sensor nodes, due to their limitations in terms of the energy resources, computation
capability, and memory size. The widespread use of IoT applications makes security an
essential factor for numerous applications. However, providing security for a WSN is
a challenging task due to restricted resources, unattended operation, and the nature of
communication within a WSN. Security imposes a significant overhead on WSN com-
munication. This overhead is due to the extra time needed for the microcontroller to
compute the encryption algorithm and additional time required by the radio to transmit
the extra bytes for authentication. This thesis has studied the security requirements and
challenges facing WSN. It has demonstrated the trade-off between security, energy con-
sumption, and QoS. The per-packet evaluation has shown an increase in the overhead on
both the microcontroller and radio module when enabling security. It depicts that secu-
rity overhead in terms of energy consumption fluctuates between 31.5% at a minimum
level over non-secure packets and 60.4% at the top security level of the IEEE802.15.4
specification. Other network parameters such as latency and throughput are affected as
well. Furthermore, the evaluation results have shown that determining the cost of secu-

rity in WSN is not straightforward. Many factors such as payload length and the type
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of encryption and authentication code can affect the overall security overhead. How-
ever, in all cases, security cost in terms of energy is still considerable. The evaluation
is carried out using simulation and then validated using actual hardware. This research
has investigated and discussed the current security solutions in the literature, and then
identified gaps in the field.

Furthermore, this thesis proposes a generic adaptive security architecture to manage the
trade-off between security and energy. The proposed solution is the PASER trade-off
between security of less-critical data and energy consumption. PASER switches between
security levels adaptively at run-time. It takes advantage of the overhead difference be-
tween security levels and uses it to save energy at run-time. It works in a decentralised
manner, so there is no extra traffic generated by security services between nodes. Also,
decentralised operation helps in avoiding single points of failure, since every node works
independently. PASER uses the application preferences, remaining energy and the TDS
properly without reducing security according to the battery level. It adapts the applied
security settings to better match the network requirements, given the changing secu-
rity environment. An example scenario is evaluated. The simulated and experimented
results, in the evaluation scenario, both show energy savings of nearly 10% and 11%
when compared to the static-security architecture, which validates the concept. Also,
the proposed solution shows an improvement in network throughput, lifetime by 25%

and latency by almost 141%.

7.3 Future Work

The work which has been carried out in this thesis has demonstrated the benefits of
using an adaptive security properly to trade-off the opposite parameters of security and
energy consumption. Potential future research which is highlighted by this thesis is sug-

gested in the following points:

e Threat-aware System

Threat-awareness in terms of security refers to nodes that are sensitive to their
context by adapting their security configuration according to changing environ-
mental conditions. The change in the environment state makes the threat level
a beneficial input for adaptive security. This thesis has incorporated threat level
input in the security decision. A threat-aware system monitors suspicious activity
during the network operation to predict the threat level. An example for suspicious

activity is when a node receives a replay packet or when it receives a message with
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the wrong secret key. However, developing other methods which improve security
decision-making at run time would be a useful input to the creation of adaptive
security solutions. Parameters such as data rate, for instance, can be used to pre-
dict a DoS attack. The developed mechanisms may require the gathering of data
about neighbour node behaviour and the processing of these data to assess the

threat level.

Adaptive Battery Degradation Techniques This thesis utilised an adaptive
battery degradation technique to extend the network lifetime when battery level
drops below a predefined threshold. The results show an extension to network life-
time. Further techniques can be used to extend network lifetime, such as changing
the data rate dynamically when the energy level is critical. Another parameter
which can be used for battery degradation control is transmission power, where
coverage can be reduced gradually instead of stopped immediately. The mecha-
nism utilised in this context should be evaluated to make sure it extends network

lifetime.

Utilising Energy Harvesting System Energy harvesting is not a new concept;
however, utilising it with adaptive security will extend network availability. The
harvested energy might not be predictable or reliable, so deploying both techniques
would increase the benefits to network lifetime. Also, the harvested energy will
help in avoiding the filtration of data with low priority in favour of transmitting
data with high priority. An energy harvesting system can easily be added without
changing the PASER design, because PASER checks the battery level before each

transmission and behaves accordingly.

Multi-hop Evaluation: The experiments in this evaluation have been conducted
using start topology. The impact of security would be higher using multi-hop
topology. For example, the time it takes each packet to travel from the source
to the sink through multi nodes would be higher. All the nodes in-between will
decrypt and encrypt the packet, which will lead to more overhead. According
to the evaluation results, the difference between the static-security and PASER
architectures in term of latency is significant. Hence, it is believed that PASER

will save more energy and time when it is used in a multi-hop topology.

Generated Packets The environmental change in a real-life scenario is usually
stable and does not occur frequently. For example, environmental temperature or
vibration readings do not normally change significantly within a matter of seconds.
PASER evaluation can be extended in the future using real-life sensor readings.
PASER is expected to save more energy in a real-life scenario. The reason being
that the probability of incidents occurring in a real scenario is low compared to

the random sensor reading which used in this thesis.
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Network requirements is a key factor to consider when building security solutions. How-
ever, it is difficult to know these requirements at the deployment time. Hence, extending
adaptive security solutions by customising other parameters such as data rate and trans-
mission power, or enhancing the threat level assessment at the run-time would make the
solution more flexible and allow network administrators to extend the network lifetime

when required.
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Abstract—With the evolution of IoT embedded devices and
their broad application, security has become crucial. Security
comes at a cost to these limited devices in terms of energy.
However, evaluating security cost is not straightforward, as there
are many factors involved, such as the employed security services
and type of hardware. This research studies the impact of duty
cycle protocols on security cost in IoT embedded devices. It begins
by evaluating the cost of security on a per-packet basis, and then
evaluates how duty cycle protocols could affect security cost.
The research demonstrates the relationship between duty cycle
protocols and security cost, which could be a source of confusion
when measuring the actual security cost in a real scenario.

Index Terms—Security Cost, Duty Cycle Protocol, Energy
Consumption

I. INTRODUCTION

The concept of the Internet of Things (IoT) has received
much attention over the last five years. It is predicted that
the IoT will influence every aspect of our lifestyles in the
near future [1] . The IoT embedded devices are one of the
key enablers of the operation of IoTs, allowing data to be
collected from the surrounding environment. However, due to
their limited resources, nature of deployment and unattended
operation, IoT embedded devices are vulnerable to various
types of attack. Security is paramount and essential for reliable
and safe communication between IoT embedded devices [2]
[3]. Therefore, utilising the limited resources available to
protect the communication between these embedded devices
is a complex task. These embedded devices are usually
equipped with small batteries [4], which makes energy
conservation crucial. Security cost is not straightforward
[5], as many factors affect the obtained result such as the
employed security services and type of hardware.

In this research, security cost is defined as the energy
consumption which is additional to the packet transmission
for security services. Most published researches have
studied the cost of security based on packet-basis. Most
of these studies has focused on studying the extra bytes
added by security and the required time for Microcontroller
Unit (MCU) to process complex security algorithms. This
methodology is important and has been demonstrated by
many researchers. Evaluation by this methodology has
shown that security services such as encryption, replay
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protection and authentication add overhead to the packet
being transmitted [6] [7] [8]. This overhead is expressed
by the extra time required by radio to transmit the added
bytes for authentication service and the time needed by
the MCU to process complex encryption/decryption and
authentication algorithms. However, this overhead is just
represents the cost of security for transmitting one packet
with the security header, and therefore is only part of the
actual security overhead. What is missing is the impact of
duty cycle protocols on the cost of security.

This research focuses on how duty cycle could affect
the security cost at the data link layer. There are many
different types of duty cycle protocols for an IoT embedded
system, and these protocols ensure that radio is turned off
as much as possible, while allowing different embedded
devices to communicate. Security services affect radio energy
consumption and therefore their cost is affected by the
duty cycle. This has been neglected by previous researches
when evaluating security cost. To study whether duty cycle
protocols affect the security cost at data link layer, we must
first understand the cost of security per packet, and prove that
security does add cost in terms of energy. This will help us
to understand the communication and computation overhead
added by security. Then, it is necessary to study the work
mechanism of the employed duty cycle protocol to investigate
whether it affects security overhead.

II. RELATED WORK

Many researchers have studied the cost of security for IoT
embedded devices at the data link layer. In [7] the cost
of encryption algorithms with different modes of operation
has been studied. The evaluation uses MicaZ and TelosB
hardware. The results show the cost of different types
of symmetric encryption. Another research, conducted by
[9], proposes an optimised implementation of Advanced
Encryption Standard (AES) which uses a hardware accelerator
with different modes of operation. The research compares it
with software implementation in terms of energy consumption,
and concludes that hardware implementation is more efficient.
In [10], the authors have studied and compared AES, RC5 and
RC6 encryption, and the results indicate that, among the three

25



2018 9th International Conference on Information and Communication Systems (ICICS)

evaluated encryption algorithms, AES is the most expensive in
terms of energy consumption. These researches are useful for
explaining the security cost on a per packet-basis. However,
what is missing is an evaluation of the impact of duty cycle
on the security cost. The cost of security depends on the
number of security services invocation. Hence, duty cycle
protocols might affect the overall security cost. This, to the
authors knowledge, is the only research that evaluates the
relationship between duty cycle protocols and security cost
for IoT embedded devices.

III. IEEE 802.15.4 SECURITY SPECIFICATION

In this section we present the security services covered
in the evaluation. IEEE 802.15.4 security specification is
used in this research to measure the security cost of IoT
embedded devices. This is the most widely used security
specification in IoT embedded devices at the data link layer.
IEEE 802.15.4 defines the security requirements in the data
link layer [11], and supports security techniques to protect
the wireless communication from possible attack. These
techniques assure the confidentiality, integrity, authenticity
and replay protection on a per-frame basis [12]. IEEE
802.15.4 offers two operational modes: a beacon-enabled
mode, and a non-beacon enabled mode [13]. In the former
case, the network communication is managed by a coordinator
[11]. The coordinator sends regular beacons to synchronise
embedded devices and manage all communication. With
beacon-disabled mode, every embedded device can access
the channel through a CSMA/CA protocol which is the
used mode in this evaluation. IEEE 802.15.4 security
layer is controlled at the data link layer, and the security
requirements are specified at the application layer [11]. If no
security mechanism is chosen at the application layer, then
communication will be unsecured.

IEEE 802.15.4 offers a security suite which supports
eight different security levels, as shown in Table I. Each
security level supports specific security requirements and
has a different frame format. These security levels generally
offer no security, encryption only (AES-CTR), authentication
and integrity only (AES-CBC-MAC), or all three security
services: encryption, integrity and authentication (AES-CCM).
AES-CBC-MAC uses three different MIC lengths: 4, 8 and
16 bytes [14]. Also, CCM supports a high level of security
with the option of 4, 8 and 16 bytes. MIC is used to guarantee
that data has not been changed, and also guarantee that data
has originated from a legitimate source. The length of MIC
represents the strength of integrity and authentication. The
name of each level consists of two to three parts. The first
part indicates the cryptography scheme (AES if security
parameters is enabled). The second part indicates the mode
of operation used in the cryptography scheme. The last
part, if applicable, indicates the Message Integrity Code
(MIC), which can be of varying length. Advanced Encryption
Standard (AES) cipher is used in the standard with a fixed
block size of 128 bits and different key lengths of 128, 192 or

256 bits [13]. However, the employed key length is 128 bits.
An unsecured frame consists of three fields: a MAC header
with 7 to 23 bytes, data payloads with 0 to 115 bytes, and
Frame Check Sequences (FCS) with 2 bytes [12]. A secured
frame has one more field named Auxiliary Security Header
(ASH), with 5 to 14 bytes. This is in addition to the Message
Integrity Code (MIC) if authentication is enabled. One of the
contents of ASH is the Frame Counter with 4 bytes for replay
attack detection. Frame counter is set by the outgoing frame
at the transmitter side. The frame counter field is checked at
the receiving embedded devices, and is accepted if the value
is higher than the previous received value.

TABLE I
SECURITY SUITES, REPRODUCED FROM [15]
SiuteID Describtion Security Services MIC Length
0 No Security Null 0
1 AES-CBC-MAC-64 4
2 AES-CBC-MAC-64 Authentication 8
3 AES-CBC-MAC-128 16
4 AES-CTR Encryption only 0
5 AES-CCM-32 Authentication 4
6 AES-CCM-64 and 8
7 AES-CCM-128 Encryption 16

IV. EXPERIMENTAL SETUP

This research uses the Contiki OS developed by a
world-wide community of experts.Contiki is a highly portable
open source OS and runs on many different wireless sensor
platforms. It supports a simulator called Cooja [16], which
allows developers to debug and simulate their applications
on large-scale networks. Cooja is used in this research for
simulation. Cooja provides a means of estimating the power
consumption of the radio and MCU. The Powertrace tool
[17], which is supported in Contiki, is used to provide
detailed information about where power is being consumed
(transmission, receiving, etc), and calculates the time each
component spends in a particular mode. Cooja can emulate
real hardware. Sky hardware is emulated in the simulator. The
two components affected by security services are the MCU
and radio. Hence, the following formula is used to measure
the energy consumed by security:

ESBC = Esec—compu + Esec—comm (l)

where E,.. the energy consumed by security, Fcc—compu
computes the energy consumed by MCU for security, and
Fsee—comm the energy required by the radio to send the extra
bytes neccessary for security. The cost of transmitting a packet
without security services will be used as a baseline to calculate
security cost. A higher security level is associated with higher
security services, which will generally consume more energy.
Each security level will be evaluated in terms of energy, and
the difference between the current and baseline level is the
security cost for that particular security level. The current
drawn by Tmote sky components in different modes is required
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to calculate energy consumption. Tmote sky uses cc2420 as
transceiver and MSP430 as a micro-controller. The current
drawn by these components is shown in Table II.

TABLE 11
TypPICAL CURRENT CONSUMPTION FOR TMOTE SKY

Component Current drawn
MCU- Active state 2.4mA
Radio - Transmitting mode 17.4mA
Radio - Receiving mode 19.7mA

The parameters which used in this evaluation are shown in
Table III

TABLE III
SIMULATION PARAMETERS

Parameter Value
Platform Tmote Sky
MAC protocol CSMA
Radio Duty Cycle ContikiMAC
Payload 24 byte
Transmission range 50 Meters
TX/RX success ratio 100%
Radio CC2420
Microcontroller unit (MCU) MSP430

Energy consumption for each component can be measured
by calculating the time each component spends in a certain
mode (receiving, transmitting, idle...). The following formula
is used to achieve this:

E = Energest_Value * Voltage * Current
/ RTIMER_SECOND x runtime

@

Where, E is the amount of energy consumed by
an embedded device’s component in a particular mode,
Energest_Value is the difference in ticks between two
interval times, and RTIMER_SECOND is the number of
ticks per second, which is equal to 32768 ticks/second in this
simulation. The evaluation has been repeated for each security
level. The results are shown in Table IV

V. SECURITY COST

Table IV shows the energy consumption of both MCU and
radio when transmitting a packet with 24 bytes payload for
all IEEE 802.15.4 security levels. As can be seen from the
table IV and Figure 1 that radio is the main contributor to
energy consumption. It constitutes 73.7% of the total energy
consumption at level 0, and 88.5% at security level 7. This
indicates the important of duty cycle protocol as it responsible
for controlling radio. MCU consumes only 12% at level 0, and
this increases as the code grows in complexity with higher
security levels. In general the security cost at the first three
levels fluctuates between 31.54%, at security level 1, and
60.46% at top security level based on the MIC lengths[4, 8,
16 bytes]. Increasing the MIC length used for authentication

would keep the radio active for longer, allowing more bytes
to be sent. This explains the great energy consumption when
enabling authentication. The cost of security at the fourth
level is almost 33% since only encryption is supported. The
last three security levels support authentication, encryption,
integrity, and replay protection attack. Hence, they are the
most energy consuming levels among all security levels. The
only difference between the last three levels is authentication
length, which can be as described in the first three levels 4, 8,
and 16 bytes. The results shows an overhead added by security
services which could shorten the network lifetime significantly.

Without Security Top security Level

m MCL

Radio

8 MCL

Radio

sultan

Fig. 1 Radio consumption vs MCU consumption for level O and 7

VI. DUTY CYCLE PROTOCOLS

The main objective of duty cycle protocols is to disable
the radio as often as possible [18], while allowing low
power devices to communicate with each other at minimum
requirement. This technique of controlling the radio state to
save energy is called duty cycling [19]. To achieve this, several
protocols have been proposed in the literature which trade-off
these requirements and extend the network lifetime. These
protocols can be classified into synchronous, asynchronous
and semi-synchronous duty cycles [20], in relation to the
mechanism employed to control the radio module. In a
synchronous scheme embedded devices are time synchronised
[20], hence all embedded devices wake up and sleep at a
set time. Contrary to this, asynchronous embedded devices
do not need to work simultaneously, and they have no
agreed wakeup/sleep schedule. A semi-synchronous duty cycle
combines the two methods by grouping neighbour embedded
devices into a synchronised cluster where different clusters
communicate with each other asynchronously. This research
will discuss duty cycle from the perspective of security cost.

A. Impact of Duty Cycle on Security Cost

Security cost is based on the number of security services
invocation, which in this case is AES. The relation between
security cost and duty cycle is that some duty cycle protocols
increase the number of transmitted packet by re-transmission.
This means greater AES invocation, which in-turn leads
to greater energy consumption. To clarify, a typical duty
cycle protocol, named ContikiMAC [18], is discussed as an
example. This protocol uses an asynchronous mechanism, and
supports two methods of transmission: unicast and broadcast.

27



2018 9th International Conference on Information and Communication Systems (ICICS)
TABLE IV
ENERGY CONSUMPTION OF TRANSMITTING ONE PACKET WITH A PAYLOAD OF 24 BYTE IN DIFFERENT SECURITY LEVELS

Percentage of increased

Security MCU energy Radio energy Total energy .
level consumption (1J)  consumption (1J)  consumption (uJ) security overhead over
non-secure packet (%)
0 9.53 73.28 82.81 -
1 24.01 84.91 108.926 31.54%
2 24.15 92.39 116.54 40.72%
3 24.32 103.546 127.87 54.4%
4 28.95 81.24 110.19 33%
5 28.5 83.8 112.3 35.6%
6 29.11 90.80 119.91 44.8%
7 29.33 103.55 132.88 60.46%
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Receiver |D IA l |D || Al Fig. 3 Unicast transmission of Contiki-MAC.
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Fig. 2 Unicast transmission of Contiki-MAC.

1) Unicast Transmission: In a unicast transmission, as
shown in Figure 2, the sender checks the channel before
transmission, and if it is free, the whole packet is sent
repeatedly until the receiver wakes up and returns an
acknowledgement. It is clear that successful delivery of one
packet might require the transmission of many packets from
the sender side. With every packet transmission the employed
security services are invoked. Hence, the energy consumption
for security processes is increased by the ContikiMAC duty
cycle. To evaluate that in the simulation, we will conduct an
experiment containing two nodes. Each node transmits packets
to the other node. The employed duty cycle protocol in this
experiment is ContikiMAC. Figure 3, which obtained from the
simulator, shows the transmission for both nodel and node2.
As can be noticed that one successful packet delivery requires
multiple transmissions. The figure shows that, nodel transmits
4 packets before the receiver node2 wakes up and sends an
acknowledgement, whereas node2 needs to send 7 packets
before receiving acknowledgement from nodel. The number
of AES invocations in node 1 is less than in node 2. This
retransmission is repeated with each packet delivery, which
clearly demonstrates the effects of duty cycle on security cost.

To evaluate the effect of duty cycle on security cost, the
PowerTracker tool supplied with the Cooja simulator is used.
PowerTracker can present a detailed information on the total
time the radio spends in active, receiving and transmitting
modes. Figure 4 depicts the percentage of duty cycle for both

nodel (Skyl in the figure) and node2 (Sky2 in the figure) in
all three modes. The nodel radio module is active for 5.72%
of the time, while the radio in node2 is active for 6.87%.
In both nodes, most energy is consumed during transmission
mode, which explains the retransmission and AES invocations
effects on the actual packet energy consumption. Security
cost fluctuates between 31% and 60% per packet based on
the selected security level, and this means that with each
transmission attempt caused by duty cycle, there is extra
overhead for security. Hence, the the actual security cost
evaluation should take duty cycle into consideration.

Mote | Radio on (%) |Radio TX (%) | Radio RX (%) |
Sky 1 5.72% 1.39% 0.37%
2.01% 0.37%
AVERAGE 6.20% 1.90% 0.37%

Fig. 4 Duty cycle evaluation for the two nodes.

To get more realistic evaluation for actual implementation,
the number of delivered packets versus the retransmission
tries for each node have been recorded for five minutes,
as shown in Figure 5. Each node delivered 306 successful
packets to the other node. However, nodel retransmitted
1224 packets to get the 306 packets delivered, while in node2
2142 packets. This significant difference in retransmission is
definitely affect the number of security features invocations,
and consequently, affect the total security energy consumption.

2) Broadcast Transmission: in contrast, the broadcast
transmission in ContikiMAC constantly sends the same
packet repeatedly for a full interval wake-up time to ensure
that all embedded devices have received the packet. There
is no acknowledgement in the broadcast transmission, as
illustrated in Figure 6. This mechanism consumes more
energy compared to unicast transmission, as the security

28



2018 9th International Conference on Information and Communication Systems (ICICS)

features will be invoked repeatedly for a full interval wake-up
time.

Transmitted VS Delivered Packets
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Fig. 5 Comparison between delivered and transmitted packets.
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Fig. 6 Broadcast transmission of ContikiMAC.

The duty cycle protocols do not always affect the security
cost; this depends on their work mechanism. The ContikiMAC
protocol, as discussed previously, sends the whole packets
repeatedly which requires multiple security invocations. Other
protocols may use different mechanism allow for transmission
to take place only when the receiver is active, so there is only
one transmission for packet delivery. This is better in terms of
security cost as there is only one security services invocation.
For example, X-MAC [21] and LPL(Low Power Listening)
[22]protocols uses short and long pre-amble to guarantee that
the embedded receiver device has sufficient time to detect the
pr-eamble and remain active before transmitting any packet
from the sender. Hence, there is only one packet transmission,
which means only one AES invocation.

VII. CONCLUSION

Security is crucial to IoT embedded devices. However,
security comes at a cost to these constraint devices. The main
issue here is that the exact security cost is still not known, as
there are many influencing factors, such as the utilised security
services and the used duty cycle protocol. This research has
highlighted the impact of duty cycle protocols on security cost,

an area which has been neglected by previous papers. First,
it evaluates the security cost on a per packet-basis, and then
prove that it adds significant overhead. The results show that
security cost depends on the number of security features which
are invoked. The research goes on to evaluate how duty cycle
protocols could affect security cost. It clarifies the effect of
increasing the number of AES invocations by some duty cycle
protocols. Also, It has shown that not all duty cycle protocols
affect security cost, and that this depends on the number of
packet retransmissions for a single packet. Different duty cycle
protocols lead to different results. Therefore, engineers should
take duty cycle into consideration when evaluating security
cost.

REFERENCES

[1] J. A. Stankovic, “Research Directions for the Internet of Things,” IEEE
Internet of Things Journal, vol. 1, no. 1, pp. 3-9, feb 2014. [Online].
Available: http://ieeexplore.ieee.org/document/6774858/

[2] H. Modares, R. Salleh, and A. Moravejosharieh, “Overview of security
issues in wireless sensor networks,” in Computational Intelligence,
Modelling and Simulation (CIMSiM), 2011 Third International
Conference on. 1EEE, 2011, pp. 308-311.

[3] S. Sciancalepore, G. Piro, E. Vogli, G. Boggia, and L. A. Grieco,
“On securing ieee 802.15. 4 networks through a standard compliant
framework,” in Euro Med Telco Conference (EMTC), 2014. 1EEE,
2014, pp. 1-6.

[4] S. K. Singh, M. Singh, and D. Singh, “A survey of energy-efficient
hierarchical cluster-based routing in wireless sensor networks,”
International Journal of Advanced Networking and Application (IJANA),
vol. 2, no. 02, pp. 570-580, 2010.

[5] S. Alharby, N. Harris, A. Weddell, and J. Reeve, “The security trade-offs
in resource constrained nodes for iot application,” International Journal
of Electrical, Computer, Energetic, Electronic and Communication
Engineering, vol. 12, no. 1, pp. 52 — 59, 2018. [Online]. Available:
http://waset.org/Publications?p=133

[6] N. Dziengel, N. Schmittberger, J. Schiller, and M. Glines, “Secure
communications for event-driven wireless sensor networks,” in Proc.
of the 3rd Int. Symp. on Sensor Networks and Applications SNA, 2011.

[7] J. Lee, K. Kapitanova, and S. H. Son, “The price of security in wireless
sensor networks,” Computer Networks, vol. 54, no. 17, pp. 2967-2978,
2010.

[8] M. Luk, G. Mezzour, A. Perrig, and V. Gligor, “Minisec: a secure
sensor network communication architecture,” in Proceedings of the 6th
international conference on Information processing in sensor networks.
ACM, 2007, pp. 479-4388.

[9] C. Panait and D. Dragomir, “Measuring the performance and energy

consumption of aes in wireless sensor networks,” in Computer Science

and Information Systems (FedCSIS), 2015 Federated Conference on.

IEEE, 2015, pp. 1261-1266.

A. Trad, A. A. Bahattab, and S. B. Othman, “Performance trade-offs

of encryption algorithms for wireless sensor networks,” in Computer

Applications and Information Systems (WCCAIS), 2014 World Congress

on. IEEE, 2014, pp. 1-6.

S. Saleem, S. Ullah, and K. S. Kwak, “A study of ieee 802.15. 4 security

framework for wireless body area networks,” Sensors, vol. 11, no. 2, pp.

1383-1395, 2011.

R. Daidone, G. Dini, and G. Anastasi, “On evaluating the

performance impact of the ieee 802.15. 4 security sub-layer,” Computer

Communications, vol. 47, pp. 65-76, 2014.

I. Standard and I. C. Society, “IEEE Standard for Local and metropolitan

area networks Part 15 . 4 : Low-Rate Wireless Personal Area Networks

( LR-WPANSs ) IEEE Computer Society S ponsored by the,” IEEE Std

802.15.4-2011, vol. 2011, no. September, pp. 1-294, 2011. [Online].

Available: http://ieeexplore.ieee.org/servlet/opac?punumber=6012485

S. Raza, S. Duquennoy, J. Hoglund, U. Roedig, and T. Voigt, “Secure

communication for the internet of thingsa comparison of link-layer

security and ipsec for 6lowpan,” Security and Communication Networks,

vol. 7, no. 12, pp. 2654-2668, 2014.

[10]

[11]

(12]

[13]

(14]

29



[15]

[16]

(17]

(18]

(19]

(20]

[21]

[22]

2018 9th International Conference on Information and Communication Systems (ICICS)

A. V. Taddeo, M. Mura, and A. Ferrante, “Qos and security
in energy-harvesting wireless sensor networks,” in Security and
Cryptography (SECRYPT), Proceedings of the 2010 International
Conference on. 1EEE, 2010, pp. 1-10.

F. Osterlind, A. Dunkels, J. Eriksson, N. Finne, and T. Voigt,
“Cross-level sensor network simulation with cooja,” in Local computer
networks, proceedings 2006 31st IEEE conference on. 1EEE, 2006, pp.
641-648.

A. Dunkels, J. Eriksson, N. Finne, and N. Tsiftes, ‘“Powertrace:
Network-level power profiling for low-power wireless networks,” 2011.
A.  Dunkels, “The ContikiMAC Radio Duty Cycling
Protocol,”  SICS, Tech. Rep., 2011. [Online]. Available:
http://soda.swedish-ict.se/5128/1/contikimac-report.pdf

J. Saraswat and P. P. Bhattacharya, “Effect of duty cycle on energy
consumption in wireless sensor networks,” International Journal of
Computer Networks & Communications, vol. 5, no. 1, p. 125, 2013.
R. C. Carrano, D. Passos, L. C. Magalhaes, and C. V. Albuquerque,
“Survey and taxonomy of duty cycling mechanisms in wireless sensor
networks,” IEEE Communications Surveys & Tutorials, vol. 16, no. 1,
pp. 181-194, 2014.

M. Buettner, G. V. Yee, E. Anderson, and R. Han, “X-mac: a short
preamble mac protocol for duty-cycled wireless sensor networks,” in
Proceedings of the 4th international conference on Embedded networked
sensor systems. ACM, 2006, pp. 307-320.

J. L. Hill and D. E. Culler, “Mica: A wireless platform for deeply
embedded networks,” IEEE micro, vol. 22, no. 6, pp. 12-24, 2002.

30



ScienceDirect

Available online at www.sciencedirect.com

IFAC i

CONFERENCE PAPER ARCHIVE

IFAC PapersOnLine 51-6 (2018) 72-77

The Cost of Link Layer Security in IoT
Embedded Devices *
S. Alharby, A. Weddell, J. Reeve, N. Harris *

* School of Electronics and Computer Science, University of
Southampton, Southampton, United Kingdom (e-mail: salcl5, asw,
jsr, nrh@ ecs.soton.ac.uk).

Abstract:

Security of Internet of Things (IoT) devices is important for the acceptance of IoT applications.
Several security mechanisms have been proposed, however, due to the limited resources in IoT
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1. INTRODUCTION

Smart homes, the smart grid, environmental monitor-
ing, smart irrigation, and other similar applications have
helped make the world more connected than ever before.
The common vision associated with such distributed sys-
tems is linked to the paradigm of the Internet of Things
(IoT). The IoT is not associated with a particular tech-
nology, and can be used in different applications. IEEE
802.15.4 standard defines only the two bottom layers of
ToT stack protocols: physical and MAC layers. There are
other standards responsible for upper layers like: Zigbee
and 6LoWPAN. IEEE 802.15.4 provides an efficient power
MAC protocol, and it also defines a specification for pre-
serving the security at MAC layer. The connectivity in
the IoT embedded devices could be directly to the inter-
net or through a multi-hop communication to a gateway.
The multi-hop communication through a gateway is called
Wireless Sensor Network (WSN). WSN is a foundational
technology for IoT Turkanovi¢ et al. (2014) Xu et al.
(2014). Sensors are the main tools for reporting events
in "things” such as cars, home appliances, and any 'thing’
to which a sensor can be attached. WSNs have recently
grabbed the attention of the academic and industrial com-
munities Zhong et al. (2014) with a new type of wire-
less network that has many popular military and civilian
applications. WSNs consist of hundreds or thousands of
distributed sensors that monitor physical and environmen-
tal events. These events can include pressure, humidity,

* 1 wish to present my special thanks to Majmaah University in
Saudi Arabia for their care and funding.

temperature, pollution, and many other parameters. The
integration of different types of WSN applications and the
internet would be a major technological evolution. The
limited resources of most IoT embedded devices, particu-
larly of energy, brings some challenges. Owing to its energy
constraint, security is considered one of the top barriers
for the proliferation of IoT devices, but is essential to
many IoT applications such as smart-home and medical
technologies. Thus, in order to provide a sufficient level
of security while properly utilizing the available resources,
it is important to have a good understanding of both the
energy cost and the features of the available security mech-
anisms such as encryption and authentication. This can be
achieved by conducting evaluation on real hardware.

Most existing security solutions for WSN have been eval-
uated by only simulation Dener (2014). However, with
the spread of real nodes and the availability of online
testbeds, more accurate models based on typical hardware
is needed. Due to the challenges introduced by WSNs such
as using a shared medium for radio communication, results
obtained from simulative and theoritical evaluation can
only be considerd approximative Horneber and Hergenrder
(2014). Even perfect approximations need to be confirmed
by real hardware measurement Horneber and Hergenrder
(2014). This does not mean that simulations are not useful.
Indeed, simulation and emulation are very helpful when
testing a new concept and evaluating a network at large-
scale. They are essential steps ahead of real experimenta-
tion to decrease issues related to solution design Tonneau
et al. (2015). Implicit issues exist in some simulators which

2405-8963 © 2018, IFAC (International Federation of Automatic Control) Hosting by Elsevier Ltd. All rights reserved.
Peer review under responsibility of International Federation of Automatic Control.

10.1016/j.ifacol.2018.07.132



S. Alharby et al. / IFAC PapersOnLine 51-6 (2018) 72-77 73

are revealed when using real hardware. This research is
conducted as an essential step for developing an adaptive
security protocol for IoT embedded devices at the data
link layer. The aim is to measure the overhead introduced
by enabling different security levels of IEEE 802.15.4. The
results of this work will serve the progress of the adaptive
protocol to change dynamically between security levels
based on the application requirements. Also, it confirms
that adaptive security protocol at the data link layer could
be possible solution to save energy owing to the difference
in energy consumption between security levels.

The security impact will be evaluated in terms of the
following points:

e Energy Consumption: Security services increases en-
ergy consumption of the two components (MCU
and Transceiver) differently. Cryptography may affect
only the MCU, while authentication may impact both
transceiver and the MCU.

e Network Parameters: Encryption and the extra bytes
for authentication may affect packet throughput and
latency parameters.

e Packet Size: the relationship between the packet
length and security energy consumption will be eval-
uated.

e Transmission Power: The evaluation will investigate
whether transmission power affects security energy
consumption.

2. RELATED WORK

Previous research has evaluated the efficiency of different
cryptographic algorithms in the context of IoT embedded
systems. For example, in Trad et al. (2014) the perfor-
mance of the following three block ciphers is evaluated:
AES, RC5 and RC6. This evaluation is conducted based
on the Mica2 platform. The result reveals that RC5 is
the most efficient block cipher in terms of energy and
time. In Lee et al. (2010), different encryption algorithms
and modes of operation have been evaluated on Mica2
and TelosB platform. The result of this research shows
the suitability of different algorithms for use in WSNs.
Another related paper in Panait and Dragomir (2015)
has evaluated the implementation of AES on software
and on ATmegal28RFA1 hardware, and they conclude
that hardware implementation is more efficient than soft-
ware implementation. In Alharby et al. (2018a), security
specification of IEEE 802.15.4 has been evaluated using
Cooja simulator, and the results indicates a significant
overhead caused by enabling security. Also, the relation
between duty cycle and security cost is evaluated in Al-
harby et al. (2018b), and their result shows how some duty
cycle protocols increase security cost by retransmitting a
packet for one delivery. The study concludes that the cost
of security based on the number of encryption calls and
retransmission.

However, none of these studies has evaluated the 802.15.4
security levels based on real world experiment. In addition,
these studies present the security cost of different security
algorithms, while the transmission cost over unsecure
transmission is not demonstrated. Authentication and the
relation between security cost and factors which affect

security cost directly such as transmission power and
packet length have been neglected.

3. IEEE 802.15.4 SECURITY SPECIFICATION

IEEES802.15.4 standard is adopted in a range of applica-
tions, including military surveillance, environmental mon-
itoring, and industrial automation. These applications re-
quire secure communication to protect the exchanged data.
IEEE 802.15.4 security specification supports optionally
eight different security levels, and applications can operate
at the preferred security level. This standard defines only
the physical and medium access control (MAC) sub-layer
Standard and Society (2011), therefore different protocols
can work on top of that for the network and application
layer. It defines the security requirements in the MAC layer
Saleem et al. (2011), and supports security techniques
to protect the wireless communication from possible at-
tack. These techniques assure the confidentiality, integrity,
authenticity and replay protection on a per-frame basis
Daidone et al. (2014). The IEEE 802.15.4 link-layer se-
curity supports hop-by-hop security, where every node in
the network should be trusted Raza et al. (2014). IEEE
802.15.4 security layer is controlled at the MAC layer, and
the security requirements are specified at the application
layer Saleem et al. (2011). Low energy communication
using IEEE 802.15.4 std leave at most 102 bytes for the
payload and upper layers protocols usage, as shown in
Figure 1.

IEEE 802.15.4 can function in a secure mode or non-
secure mode. It offers a security suite which supports
eight different security levels. Each security level supports
specific security requirements and has a different frame
format. These security levels generally offer no security,
encryption only (AES-CTR), authentication and integrity
only (AES-CBC-MAC), or all three security services en-
cryption, integrity and authentication (AES-CCM). AES-
CBC-MAC comes with three different message integrity
code (MIC) length: 4, 8 and 16 bytes Raza et al. (2014).
Also, CCM supports a high level of security and comes
with three options of 4, 8 and 16 bytes. MIC is used
to guarantee that data has not been changed and also
guarantee that data comes from a legitimate source. The
length of MIC represents the strength of integrity and
authentication. Table 1 and Figure 1 show the difference
between security levels of IEEE 802.15.4 security suites.
The name of each level consists of two to three parts.
The first part indicates the cryptography scheme (AES
if security parameters enabled). The second part indicates
the mode of operation which used in the cryptography
scheme. The last part, if applicable, indicates the MIC,
which could be of varying length.

An unsecured frame consists of three fields: a MAC header
with 7 to 23 bytes, and data payloads with 0 to 115
bytes, and Frame Check Sequences (FCS) with 2 bytes
Daidone et al. (2014). A secured frame has one more field
named Auxiliary Security Header (ASH), with 5 to 14
bytes. This is in addition to the Message Integrity Code
(MIC) if authentication is enabled. One of the contents of
ASH is the Frame Counter with 4 bytes for replay attack
detection. The frame counter is set by the outgoing frame
at the transmitter side. The frame counter field is checked
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MAC Header | Payload [ Fcs
(a) No security service
7 to 23 bytes 0-14 bytes Variable 2 bytes
MAC Header | Auxiliary Security Header | Encrypted Payload | FCS |
(b) AES-CTR
MAC Header Auxiliary Security Header | Payload Encrypted MIC | FCS |

Authenticated fields (4,8 or 16 bytes)
(c) AES-CBC-MAC

IEEE 802.15.4  Auxiliary Security Header | Encrypted Payload | Encrypted MIC [ FCS |

Authenticated fields (4,8 or 16 bytes)
(d) AES-CCM

Fig. 1. Secure 802.15.4 frame format

at the receiving nodes, and is accepted if the value is higher
than the previous received value.

Table 1. Security suites, reproduced from Tad-
deo et al. (2010)

| Security Services |

MIC

SuiteID Describtion Services size

(Byte)
| 0 | No security | Null | 0 |
| 1 | AES-CBC-MAC-32 | | 4 |
| 9 | AES-CBC-MAC-64 | Authentication | 3 |
| 3 | AES-CBC-MAC-128 | | 16 |
| 4 | AES-CTR | Encryption only | 0 |
| 5 | AES-CCM-32 | Authentication | 4 |
| 6 | AESCOM64 | and

encryption

| 7 | AES-CCM-128 | | 16 |

CTR mode encrypts only the payload, and ASH is sent in
clear(as shown in Figure 1).

4. EXPERIMENTAL SETUP

Due to the limited resource in IoT embedded devices, it
is important to evaluate energy consumption, latency and
throughput. The architecture of this evaluation consists of
one node acts as a sink, and other nodes communicating
with the sink through IEEE 802.15.4 technology. All nodes
are connected to a USB port and their activities are
monitored and recorded. The mote hardware used in this
experiment is CM5000 platform which is designed based
on the original open-source TelosB / Tmote Sky platform,
running Contiki as an operating system. CM5000 support
Texas Instruments MSP430 micro-controller (48k Flash,
10k RAM) and CC2420 transceiver. Figure 2 shows the
testbed of the experiment.

4.1 MAC Protocol Modifications

Contiki-MAC uses Clear Channel Assessment (CCA) dur-
ing wake-up, which in its turn uses the RSSI to detect
radio activities in a channel [44]. In case of a unicast
transmission, the whole packet is transmitted repeatedly
until an acknowledgement is received from the receiver,
as shown in Figure 3. To get accurate measurement for
the overhead caused by security, the energy consumption

Reading data from receiver node Transmitter Node

- Pov_ﬂer]AnaIyser
f’k&éiﬂpg Node™

Fig. 2. Testbed of the experiment

caused by duty cycle should be avoided. To accomplish
this, CCA before each transmission should be disabled.
ContikiMAC perform number of CCA before each trans-
mission to make sure the channel is free and avoid collision.
Also, for measurement accuracy, the number of retrans-
mission should be avoided. This can be accomplished by
keeping the radio at the receiver side on, so the packet
can be received from the first attempt. By this, the ex-
tra energy consumption caused by the duty cycle can be
avoided. It should be noticed that this is the best case in
terms of security cost, and it could be more based on the
impact of retransmission.

5. RESULTS ANALYSIS
5.1 Energy Consumption

Energy is used to power the hardware of an IoT embedded
devices. These devices are limited in terms of energy
budget. Hence, energy usage is one of the most significant
issues when dealing with these limited devices. Security
services affect two components of an IoT devices: the
MCU and transceiver. Cryptography in some cases may
affect only the MCU, while authentication may impact
both transceiver and the MCU. The transceiver usually
consumes far more energy than the MCU, and is the
greatest contributor to battery depletion. The aim of this
experiment is to evaluate the energy consumption required
by each security level of IEEE 802.15.4 for both the MCU
and transceiver on real hardware. The energy consumption
of security services can be evaluated using the following
formula:

Es = IComponent—Mode * T (1)

Where E; represents energy consumption of security over-
head, Icomponent—Mode denotes the current draw in Am-
peres for a component (MCU or transceiver) in a specific
mode (active, low power mode, etc.), and 7T is the time
it takes for a component in specific mode in seconds.
Figure 4 shows the energy consumed for transmitting one
packet with 24 bytes payload, and it includes the energy
needed for receiving an acknowledgement for the transmit-
ted packet.
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including the acknowledgement

As can be seen from the figure 4, that energy consumption
is varied for each security level. Security level 0 represents
the energy consumption of transmitting one packet with-
out security, and hence will be used as a baseline to calcu-
late the extra energy added by other security levels. The
energy consumption increases progressively from security
level 0 to level 7. This increasing in energy consumption
is due to enabling more complex security services with
higher levels. Energy consumption increases from security
level 1 to 3 and from 5 to 7 as a result of increasing
authentication length which is represented by M IC'. Each
level employs a different M IC' length, and it can be 4, 8,16
bytes based on the required strength of authentication.
The extra bytes for authentication makes a transceiver
stays in active mode longer, which is translated in more
energy consumption. Security level 4 is added almost 73%
over the baseline level, and this due to enabling encryption
which keeps the MCU in active mode longer to compute
AES encryption. Figure 4 shows a significant increase for
energy consumption when enabling security. It can be
observed that the minimum security level, level 1, adds
almost 55% , and the maximum security level, level 7, adds
almost 86% over non-secure transmission. This may affect
the network lifetime significantly based on the utilized
security services.

Packet Size Versus Security Cost  Packet size is one of
the important parameters which could affect security cost

Time(ms)

significantly. Figure 6 shows a comparison for security cost
of all levels with 24 bytes and 80 bytes the maximum
length can be used with top security level. As can be
seen in Figure 6, the security cost increases with higher
payload. This is due to the more time needed to encrypt
and authenticate longer payload, which is translated to
more energy consumption.

AES-CBC-8  AES-CBC-16  AES-CTR
Security Levels

No Security ~ AES-CBC-4 AES-CCM-4  AES-CCM-8  AES-CCM-16

—24 bytes ——80 bytes

Fig. 6. Energy consumption for different payload size

5.2 Effects of Security on QoS

Security services must ensure the confidentiality, integrity,
authentication, and freshness of the data being shared
between sensor nodes. These requirements come at a cost
to QoS parameters. Adding security to the communication
of a WSN may degrade its QoS parameters, and the QoS
requirements may affect the employed security mechanism.
They are both needed for optimum service, especially when
faced with limited resources. The following experiments
evaluate the following QoS parameters: packet throughput,
latency and transmission power.

5.8 Packet Throughput

In this experiment, the transmitter node sends 50 packets
per second, and the number of successful received packets
at the destination within 300 seconds is recorded. The
transmission includes an acknowledgement for each packet.
The experiment is repeated with each security level of
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IEEE 802.15.4 standard. The transmitter allows some time
after each transmission to receive acknowledgement frame,
as specified by the ContikiMAC protocol. The result, as
shown in Figure 7, depicts a significant decrease in the
number of received packet at the destination when security
is enabled. The percentage decrease of packets fluctuates
between 35% and 47% based on the employed security
level. The result shows that different authentication length
at the first three levels have almost the same impact
with an almost 35% decrease on the number of received
packets over non-secure level. Security level 4, which is
encryption only, has a higher impact compared to the
first three levels with a 47% decrease of received packets.
This indicates that encryption does affect data throughput
significantly. The last three security levels which combine
encryption with authentication has a significant impact on
data throughput as well, ranging from 42% and 46%.

CCM-4 CCM-8 CCM-16

12000
10000

8000

6000
4000
2000
CTR

No CBC-4 CBC-8 CBC-16
Security

Received Packets

Security Levels

Fig. 7. Number of received packets over 300 seconds

5.4 Security Impact on Latency

In this experiment, latency means the time it takes from
preparing a packet at the MCU until an acknowledgement
is received from the receiver, as shown in Figure 5. This
can be calculated as follows:

Latency = TCCA + Tmcu + Ttm + Trs + Twait + Tack (2)

390 395 400 405
Time(ms)

Where, Tcc a, is the time needed for a radio to perform a
CCA before a transmission. T}, is the time needed for the
MCU to prepare the packet and compute security services
if enabled, Ty, is the time needed for transmitting the
actual IEEE802.15.4 packet with extra bytes for security if
enabled, T} is the time required for a radio to switch from
receive to transmit mode or vice versa , Ty,qi iS the time
needed for a radio to wait for acknowledgement after each
transmission, and Ty is the time required by the MCU
to process a received acknowledgement. This experiment
will be repeated for all security levels. The aim of this
experiment is to analyse the delay which caused by security
services on both the MCU and radio. The result, as shown
in Table 2, shows that latency has increased significantly
when enabling security with a minimum of 129% for the
first security level over non-secure transmission. Increasing
authentication strength dose not incur any difference once
authentication is enabled. Latency increases when encryp-
tion is enabled by almost 182% over non-secure packet.
The last three security levels increase latency by almost
197%. Tt is obvious that enabling security increase latency
significantly, and this can be noticed at all security levels.

Table 2. Packet Delivery Latency

Security Level ‘ Payload ‘ 1?3:)}' ‘
| No security | 24 | 13.1 |
| AES-CBC-MAC-32 | 24 | 30 |
| AES-CBC-MAC-64 | 24 | 31 |
| AES-CBC-MAC-128 | 24 | 32 |
| AES-CTR | 24 | 37 |
| AES-CCM-32 | 24 | 387 |
| AES-CCM-64 | 24 | 39 |
| AES-CCM-128 | 24 | 39 |

Impact of Transmission Power on Security Cost It can
be noticed in Table 3 that the change in transmission
power affects the security cost. Security cost is higher
with minimum transmission power by almost 3% for all
security levels except level 4. There is no extra bytes for
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security at level 4, and hence shows no change in energy.
MCU works independently, and hence is not affected by
the transmission power change. MCU energy consumption
becomes more significant, compared to radio, when de-
creasing transmission power.

Table 3. Percentage of Security Cost over Non-
secure Packet Transmission with Minimum
and Maximum Transmission Power

With maximum
transmission power

With minimum

Sec_.LVL\TX Power -
transmission power

No security ‘ -

| | |
| AES-CBC-MAC-32 | 57% \ 53% |
| AES-CBC-MAC-64 | 59% | 56% |
| AES-CBC-MAC-128 | 66% | 63% |
| AES-CTR | 74% | 74% |
|  AES-CCM-32 | 7% | 74% |
|  AES-CCM-64 | 80% | 76% |
| AES-CCM-128 | 87% | 85% |

6. CONCLUSION

Taking into consideration that security might be an en-
abling element in the proliferation of many IoT applica-
tions, this research perform an analysis for the cost of
security techniques used in IEEE 802.15.4 at the data link
layer on real hardware. This research uses a real hard-
ware for the evaluation in order to avoid implicit issues
which introduced by some simulators. The results show a
considerable impact on energy consumption and network
parameters when enabling security. The security overhead
on energy fluctuates between 53% and 85% over non-secure
transmission based on the utilized security services. Secu-
rity does come at a cost, and should be enabled as needed.
The results of this evaluation encourage the research to
go further to develop an adaptive security protocol, which
can adjust its security level dynamically at run time to
save energy.
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Abstract—The concept of the Internet of Things (IoT) has
received much attention over the last five years. It is predicted
that the IoT will influence every aspect of our lifestyles in the
near future. Wireless Sensor Networks are one of the key enablers
of the operation of IoTs, allowing data to be collected from the
surrounding environment. However, due to limited resources, nature
of deployment and unattended operation, a WSN is vulnerable to
various types of attack. Security is paramount for reliable and safe
communication between IoT embedded devices, but it does, however,
come at a cost to resources. Nodes are usually equipped with small
batteries, which makes energy conservation crucial to IoT devices.
Nevertheless, security cost in terms of energy consumption has
not been studied sufficiently. Previous research has used a security
specification of 802.15.4 for IoT applications, but the energy cost
of each security level and the impact on quality of services (QoS)
parameters remain unknown. This research focuses on the cost of
security at the IoT media access control (MAC) layer. It begins
by studying the energy consumption of IEEE 802.15.4 security
levels, which is followed by an evaluation for the impact of security
on data latency and throughput, and then presents the impact of
transmission power on security overhead, and finally shows the effects
of security on memory footprint. The results show that security
overhead in terms of energy consumption with a payload of 24 bytes
fluctuates between 31.5% at minimum level over non-secure packets
and 60.4% at the top security level of 802.15.4 security specification.
Also, it shows that security cost has less impact at longer packet
lengths, and more with smaller packet size. In addition, the results
depicts a significant impact on data latency and throughput. Overall,
maximum authentication length decreases throughput by almost 53%,
and encryption and authentication together by almost 62%.

Keywords—Internet of Things, IEEE 802.15.4, security cost
evaluation, wireless sensor network, energy consumption.

I. INTRODUCTION

HE concept of IoT has recently grabbed the attention

of the academic and industrial communities [1]. The
IoT is not associated with a particular technology, and can
be used in different applications. However, the Wireless
Sensor Network (WSN) is a foundational technology for IoT
[2], [3]. Sensors are the main tools for reporting events
in things such as cars, home appliances, and any object
to which a sensor can be attached. However, IoT devices
do suffer from major issues involving limited resources
[4], particularly energy, and a vulnerability to various
types of attack. Protecting the communication between IoT
devices with limited resources is a complex task. Nodes are
usually equipped with small batteries, which makes energy
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conservation crucial to WSNs. Every bit consumes energy
[5], so conventional security mechanisms which introduce
more overheads for both computation and communication
are unsuitable for such limited devices [6]-[9]. It is clear
that security and power consumption are opposite parameters.
One of the main obstacles facing security solutions for
IoT devices is energy consumption. Batteries are the main
source of power in these devices, and the indicator of IoT
device lifetime. Usually these devices are implemented in
remote area or harsh environment which make changing a
battery difficult. Thus, the energy limitation of these small
devices necessitates a trade-off between security mechanism
and energy consumption. Security has become essential to
many [oT applications [10], [11], especially when dealing with
sensitive data such as medical and military applications, but
it does, however, come at a cost to resources. Nevertheless,
security cost has not been studied sufficiently. Many research
have used security specification of 802.15.4 for IoT MAC
layer, but the cost of each security level is unknown.
Basic security services include encryption to guarantee
confidentiality, authentication to ensure packets are sent from
a legitimate party, integrity to guarantee packets have not
changed through transmission, and freshness of data to ensure
that packet is recent and old packets are not being re-played.
This paper investigates the overhead introduced by IEEE
802.15.4 security levels at MAC layer and their effect on
the QoS parameters. To obtain accurate results, the effects of
MAC and Radio Duty Cycle(RDC) protocols on the security
cost has been excluded, since the purpose of this evaluation
is only to get the extra overhead of security on sensor
networks. However, the mechanism used ContikiMAC and
the methods employed to avoid its effects are discussed, as
it is the RDC protocol employed in this emulation. The
obtained results assume a perfect communication environment,
therefore packet delivery is 100% successful as long as the
two nodes involved are within the same transmission coverage
area. The results represent the minimum security overhead,
and the actual overhead could be greater, depending on the
mechanism employed for the Radio Duty Cycle. For example,
re-transmitting packets increases security services’ impact on
performance. The overhead considered in this scenario is
that introduced by the transmission mode of each security
level. The evaluation focuses on the following performance
parameters:

1) Per-packet energy Consumption E: The total energy

needed for delivering one packet from source to
destination at each security level. This includes the
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energy consumed by transmission mode FE;, and
receiving mode FE,,, and the energy required by a
relay nodes to forward a packet Ey,q. Hence, the total
energy consumption of transmitting one packet E can
be represented as follows:

2) Latency (L): This measures the time needed for a node
to transmit a packet until it received by the destination.
3) Throughput (Thr): This is the number of packets
received at the destination per unit time (one second
in this research).
At the end of this paper, the most significant security levels
will be identified based on their impact on sensor network
performance, particularly in terms of energy consumption.

II. RELATED WORK

Several studies have evaluated the cost of security at the
IoT MAC layer, but the cost of each security level in IEEE
802.15.4 is unknown. For instance, [12] have analysed the
energy consumption of AES, RC5 and RC6. They have
evaluated the energy cost and memory requirements of these
cipher algorithms.

Similar study [13] has evaluated the cost of AES,
RC5 and RC6. This study also investigates the impact
of key size on energy cost and concludes that RCS5
is the most energy-efficient for limited resource devices.
Also, [14] provides a method of optimising encryption
hardware implementation. The study investigates the energy
consumption and performance of AES in both software and
hardware implementations. The results indicate that hardware
is more efficient than software implementation. However,
none of these studies discuss authentication cost, which
is crucial to security services in WSNs. In addition, a
network engineer cannot identify the cost of security over
non-secure transmission, as these studies present only the cost
of encryption.

Reference [15] have analysed the cost of using different
encryption block ciphers such as AES and RC5 on two
popular hardware platforms: MicaZ, and TelosB. The study
evaluates the effects of different key sizes on energy cost,
and also presents the energy cost of different MAC protocols.
However, the study does not evaluate IEEE 802.15.4 and
its implications on communication cost. Also, the cost of
security over non-secure transmissions is undefined, as the
study focuses on the comparison of cipher algorithms rather
than security over non-secure transmission.

In contrast, the present study focuses on the security levels
of IEEE 802.15.4. It identifies the impact of different security
levels on energy consumption and QoS parameters such as
latency and throughput, and illustrates how transmission power
affects the security cost. In addition, the study clarifies the
relationship between security cost and the packet data length.
Furthermore, it covers aspects which have been neglected
by previous studies, such as how security affects energy
consumption indirectly by causing multiple transmissions.
Finally, this study provides a methodology for evaluating the
security overhead of the IoT MAC layer.
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III. SIMULATION SETUP AND PARAMETERS

There are many lightweight operating systems (OSs) which
could be used in wireless sensor nodes. These operating
systems provide similar services, but certain characteristics
of these operating systems might affect the choice of the
developers. Examples of these operating systems are Contiki,
RIOT and TinyOS. However, Contiki operating system was
selected in this experiment for its suitable features. The Cooja
simulator, which comes with Contiki OS, is used to obtain
the results in this paper. Also, Powertrace tool [16], which is
supported in Contiki, is used to provide detailed information
about where the energy is consumed (transmission, receiving,
etc). It calculates the time each component takes in particular
mode. This tool is claimed to be 94% accurate in measuring
the energy consumed by a real device [16]. Table I shows the
parameters which used in the simulator.

TABLE I
SIMULATION PARAMETERS
Parameter Value
Platform Tmote Sky
MAC protocol CSMA
Radio Duty Cycle ContikiMAC
Payload 24 and 80 byte
Transmission range 50 Meters
TX/RX success ratio 100%
Radio CC2420
Microcontroller unit (MCU) MSP430

The simulation uses single hop communication to deliver
packets from source to destination.

IV. IEEE 802.15.4 SECURITY SPECIFICATIONS

This experiment uses a MAC layer security protocol which
supports eight levels, as defined by the IEEE 802.15.4 security
specifications (as shown in Table II). The minimum security
level is 0, whereby no security mechanism is used, and the
highest level is 7, which includes encryption,replay protection,
integrity and authentication with AES-128.

TABLE 11
SECURITY SUITES, REPRODUCED FROM [17]

Security Suites

Replay mic
SuiteID Description Services detectic size
etection
(Byte)
0 No Security Null - 0
1 AES-CBC-MAC-32 ON 4
2 AES-CBC-MAC-64 Authentication ON 8
3 AES-CBC-MAC-128 ON 16
4 AES-CTR Encryption only ON 0
5 AES-CCM-32 Authentication ON 4
6 AES-CCM-64 and ON 8
7 AES-CCM-128 encryption ON 16

The security services added at each security level are
shown in Fig. 1. AES-CTR mode only provides encryption
for the payload, hence it supports confidentiality. The length
of the key used is 128 bits, as recommended by the IEEE
802.15.4 security specifications. This length will be fixed at
all levels which support confidentiality in this experiment.
Authentication can be achieved by appending a message
authentication code in every packet. Message authentication
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code is also named message integrity code (MIC). This
research will use MIC to indicate to message authentication
code, so we can differentiate between media access control
(MAC) and message authentication code. Authentication can
be of various lengths based on the required security strength
[4, 8 or 16 byte].

| IEEE 802.15.4 Header [ Payload
{a) No security service

[Fcs |

| IEEE 802.15.4 Header | ASH | Encrypted Payload | FCS |
(b) AES-CTR

IEEE 802.15.4 Header| ASH | Payload

Authenticated fields (4, 8, 16 bytes)
(c) AES-CBC-MAC

Encrypted MIC | FCS |

|EEE 802.15.4 Header ‘ ASH | Encrypted Payload
Authenticated fields (4, 8, 16 bytes)

Encrypted MIC ‘ FCS |

(d) AES-CCM

Fig. 1 Security services frame format

Auxiliary Security Header(ASH)(as shown in Table III)
consists of three fields: security control, frame counter, and
key identifier. ASH is added to the frame only when frame
control bit field is set to one [18]. Security control specifies
the security level employed for a frame, frame counter is used
to provide replay protection against replay attack, and key
identifier provides information about the key identifier mode.

TABLE III
AUXILIARY SECURITY HEADER
1 byte 4 byte 0 -9 byte

Security Control ~ Frame Counter ~ Key Identifier

V. ACCURACY OF THE SECURITY OVERHEAD RESULTS

There are many factors which affect the accuracy of the
results obtained from the emulator, such as the padding
mechanism and MAC protocol. The ContikiMAC protocol
is used as a RDC protocol. Energy consumption is
significantly affected by the employed RDC protocol. Under
the ContikiMAC protocol, the sender checks the medium
channel before transmitting, and if there is no radio activity,
it sends a full data packet and continues to transmit until the
receiver wakes up and acknowledges the message. This can
affect the result of assessing the overhead of security, as the
number of AES invocation varies. At the receiver side, a node
checks the medium channel periodically for any activity [19].
Fig. 2 shows the work mechanism of ContikiMAC through
unicast transmission. Node 2 represents the transmitter, and
node 1 represents the receiver. ContikiMAC requires a
minimum length packet size. This is to guarantee that the
packet doese not fall down between two Clear Channel
Assessment (CCA) [19]. This becomes more important in
broadcast communication, as there is no acknowledgement
returned to the sender. If the packet size is lower than the
minimum size, then a padding mechanism is used to increase
the packet size to the minimum. In order to avoid the impact of
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the padding mechanism on the experiment results, the packet
size will always be larger than the minimum packet size.

I i
oo BARARARARARARARANAARRRRRARARARARRRRRARARL

Fig. 2 ContikiMAC mechanism

It can be observed that the radio is turned on and off on
regular basis to save power. This is determined by a parameter
known as Channel Check Rate. There is an optimisation phase
for ContikiMAC which reduces the number of re-transmissions
by keeping a track of the receiver wake up period. This could
help in making the sender transmit just before the receiver
wakes up. Retransmission can significantly affect the energy
consumption and assessment of security overhead. In order to
avoid the impact of re-transmitting the packet and obtain an
accurate result for transmitting one packet, the receiver node
is kept on at all times (as shown in Fig. 3). Node number 1
is the transmitter and node number 2 is the receiver.

1 T v i
2 S

Fig. 3 The radio state for both sender and receiver

Fig. 3 depicts the CCA mechanism, at every transmission
the radio checks the channel to make sure it is clear. To
eliminate the impact of CCA on the obtained results for
energy consumption, CCA is disabled before transmission (as
it shown in Fig. 4).

L
#—

Fig. 4 CCA is disabled before transmission

VI. SIMULATION RESULTS
A. Energy Consumption Evaluation

In order to obtain the total security related energy
consumption, all components which affects security cost
should be investigated. There are two factors that contribute to
the energy consumed by security processes: computation, and
communication overhead. Security computation related energy
consumption is caused by adding/removing security services
such as cryptography. Computation processes makes the MCU
run longer to compute complex algorithm. The communication
cost is can be obtained by the energy consumed by the radio
to transmit the extra byte for authentication. Hence, the total
security energy consumption for single packet transmission
can be represented as follows:
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n

Esec—total - Z(Esec—compu + Esec—comm) (2)
k=1

where, n indicates the number of nodes involved in the
transmission, Fs.._totq; the total security energy consumption,
Esec—compu computes the energy required for computation
overhead, which includes processing the actual transmission
and cryptography algorithm, and Fsec—comm the energy
required for transmitting a packet, which includes transmitting
the actual frame and the extra bytes needed for MIC
authentication. In the following sections, energy cost is
investigated for each security level of the IEEE 802.15.4
security standard. This will include both computation and
communication energy cost. The obtained result is an energy
cost for delivery of a single packet and expressed in pJoule
units. Cost per packet delivery includes the generation of the
packet by the MCU and transmission by the radio at the
source. This will be acquired for each security level. Required
security services are added/removed for each plaintext block
according to the security level. The cost of transmission
without security services will be taken as a baseline for
comparison, since security overhead increases by selecting
higher security level. In this evaluation, the powertrace tool is
used to measure energy consumption. Powertrace records the
time that a component (Radio or MCU) enters a specific mode,
hence, the time that the MCU and Radio spend in each mode
(active, low power mode, etc.) is recorded. The current drawn
by the MCU and Radio in different modes should be known
in order to estimate the energy consumption. Tmote sky uses
CC2420 as a radio driver and MSP430 as a microcontroller.
According to Sky mote datasheet [20], the current drawn by
the radio and the micro-controller is shown in Table IV

TABLE IV
TYPICAL CURRENT CONSUMPTION FOR TMOTE SKY

Component Current drawn
MCU- active state 2400pA
Radio - Transmitting mode 17.4mA
Radio - Receiving mode 19.7mA

The objectives of this experiment are as follows:

1) Measure the energy consumption in delivering a single
packet at each security level for transmit mode.

2) Investigate the impact of frame length on the security
cost.

3) Explore the most significant security level based on
energy and also according to security services.

4) Investigate the impact of the power of transmission on
performance in terms of energy consumption.

Scenario 1: Evaluation with a payload length of 24 byte
in transmit mode The two components of sensor node which
affected by security are the MCU and the radio. Hence, the
energy consumption associated with these components will be
studied. First, the energy consumption of transmitting single
packet with 24 byte without security is measured. This will
serve as a baseline for comparison with other levels which
include different security services. The following formula
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is used to calculate the energy consumption of every node
components:

E = Energest_Value x Voltage * Current
/ RTIMER SECOND % runtime

3

where, E is the energy consumption of a node’s component at
a specific mode, Energest_Value is the difference between
two interval times, and RTIMER_SECON D is the number
of ticks per second, which in the current simulation is 32768
ticks/second.

Table V shows the energy consumed by the MCU and radio
transmitting a single packet with a 24 byte payload. As can
be seen from Table V, the radio is the main contributor to
energy consumption. MCU consumption at level 0 constitutes
11.5% of the total energy consumption, and it grows as the
code increases in complexity with higher security services.
However, at the top security level it constitutes only 22%
of the total cost of energy. This extra consumption by the
MCU at higher security levels is due to AES operation and
the processing of extra bytes added by progressive levels of
authentication. On the contrary, the radio is responsible for the
majority of energy consumption during transmission (as shown
in Fig. 5). It can be noticed that radio energy consumption
at all levels fluctuates between 73.7% and 88.5% of overall
packet consumption, which is a very high percentage. The
Radio is responsible for transmitting packets, and it remains
in use longer with a greater number of bits. This explains
the high energy consumption when enabling authentication,
as authentication adds more bytes to the packets.

No security Top security level

= MCU = Radio = MCU = Radio

Fig. 5 Radio consumption vs MCU consumption for level 0 and 7

Also, it can be noticed that, total energy consumption
increases gradually from security level O to level 3, and from
5 to level 7. This is due to the length of MIC, as every level
employs a different MIC length. Security level 4 employs
encryption only, therefore the radio consumes less energy
comparing to authentication security levels. There is a slight
difference in MCU energy consumption between security
levels 1, 2 and 3. This also applies for security levels 4,
5, 6 and 7, which see only minor changes in MCU energy
consumption. However, the increased energy consumption for
the MCU at levels 5, 6 and 7 is almost 4 times of the energy
consumed by level 0. According to Table V, the percentage
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TABLE V
ENERGY CONSUMPTION OF TRANSMITTING ONE PACKET WITH A PAYLOAD OF 24 BYTE IN DIFFERENT SECURITY LEVELS

Percentage of increased

Security MCU energy Radio energy Total energy security overhead over
level consumption (1J)  consumption (uJ)  consumption () non-se)clure packet (%)
0 9.53 73.28 82.81 -
1 24.01 84.91 108.926 31.54%
2 24.15 92.39 116.54 40.72%
3 24.32 103.546 127.87 54.4%
4 28.95 81.24 110.19 33%
5 28.5 83.8 112.3 35.6%
6 29.11 90.80 11991 44.8%
7 29.33 103.55 132.88 60.46%

increase in security overhead over non-secure communication
is high. It can be observed that the minimum security level,
level 1, adds a 31.54% overhead, and the highest security
level adds 60.46%. This significant overhead affects the
network lifetime, and may shorten it significantly depending
on the employed security level.

Scenario 2: Evaluation with a payload length of 80 byte
in transmit mode The previous experiment was conducted
a second time but with longer payload, to investigate the
effects of frame length on security overhead. Table VI depicts
the security overhead on a frame with an 80 byte payload.
Obviously, the security overhead is less with a longer frame.
The overall security overhead decreases at all security levels
compared to the previous scenario which uses a 24 byte
payload. This is because the security cost is the same in both
scenarios at all security levels, but the security cost becomes
more obvious when the overall energy consumption is small,
and less obvious when the overall energy consumption is large.
However, in both scenarios, the security cost is significant and
makes difference in terms of the network lifetime. Sensor node
hardware is limited in terms of payload size, therefore the
extra byte added by authentication may lead to multiple packet
transmissions if the message exceeds the maximum packet
length. For instances, TinyOS uses 36 byte as a default packet
length.

The most significant security levels are 0, 4, 6 and 7.
The reason for selecting these levels is that the energy
consumption at level 2 and 3, which provide authentication
only, is similar to 5 and 6, which provide encryption, integrity
and authentication. Hence, the latter are chosen since they
provide more security with the same energy consumption.
Level 4 has been chosen as it provides encryption only at
an acceptable cost in case authentication is not required.

Scenario 3: Evaluating the effect of transmission power
on security cost

It can be observed in Table VII and Fig. 7 that transmission
power does affect security overhead in terms of energy
consumption. This due to that MCU run independently and
not affected by transmission power change. This makes MCU
overhead more visible, in comparison to the radio cost, when
the transmission power is reduced, and affects overall energy
consumption. The overall security cost will be higher with low
transmission power.
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Fig. 7 Energy consumption of different security levels with minimum and
maximum transmission power-24 bytes payload

B. Latency Evaluation

In this section, the trade-off between security level
and latency is studied and evaluated. It is assumed that
cryptography will increase the computation time when
adding/removing security services. This also applies for
communication overhead, as MIC adds an extra byte to the
frame, consequently, a longer frame requires more time for
transmission. There are many factors which affect the time
required for delivering a single packet. Note that CCA is
disabled here to prevent its impacting the results. Fig. 8 depicts
the process for transmitting a frame with and without security
services. It is demonstrated based on the functionality of
ContikiMac. ContikiMac waits for an acknowledgement after
each transmission to guarantee that a transmission has been

received at the next hop.
Latency without security services can be calculated

analytically as follows:

56 scholar.waset.org/1307-6892/10008451



International Science Index, Electronics and Communication Engineering Vol:12, No:1, 2018 waset.org/Publication/10008451

World Academy of Science, Engineering and Technology
International Journal of Electronics and Communication Engineering
Vol:12, No:1, 2018

TABLE VI
ENERGY CONSUMPTION OF TRANSMITTING ONE PACKET WITH A PAYLOAD OF 80 BYTE IN DIFFERENT SECURITY LEVELS

Percentage of increased

Security MCU energy Radio energy Total energy security overhead over
level consumption (1J)  consumption (uJ)  consumption (uJ) non-sezure packet (%)
0 11.93 165.67 177.6 -
1 35.92 176.82 212.74 20%
2 36.2 184.79 220.99 24%
3 36.49 197.5 233.99 31.7%
4 51.26 173.63 224.89 26.62%
5 51.35 176.82 228.17 28.47%
6 51.65 184.8 236.45 33%
7 51.68 197.53 249.21 40.32%
TABLE VII

PERCENTAGE OF SECURITY COST OVER NON-SECURE PACKET
TRANSMISSION WITH MINIMUM AND MAXIMUM TRANSMISSION POWER
With maximum With minimum
Sec_LVL\TX Power o L.
transmission power  transmission power
No Security

31.54% 44.47%

CBC-4
CBC-8 40.72% 52.77%
CBC-16 54.40% 65.05%
CTR 33% 51.40%
CCM-4 35.60% 53.32%
CCM-8 44.80% 62.05%
CCM-16 60.46% 76.10%
| | R —— R €|
l Trnp_-:g ] Trs ] Tu I Tra E i Tack]
(a) Latency process without security
|e-> | | — > € | € | €= |
| Tiecconip I Trs | Tem:tx | MACU( | Trs e I Tﬂtk |

(b) Latency process with security

Fig. 8 Latency process

Latency = Tcomp + Tio + Trs + Twait + Tack 4

where, T.omp is the time required to process a frame
format by MCU, 7T;, is the time required to transmit
the actual frame, 7). is the time required for a radio to
switch from transmit mode to receive mode or from idle
to transmission mode, T),,;; the time needed to receive an
acknowledgement from the destination, and T,.; the time
required to process an acknowledgement frame. Fig. 8 (b),
shows the required overhead when security services are
added to the communication. It is assumed that Cryptography,
Integrity and Authentication are enabled. This is demonstrated
mathematically in the following formula:

Latencysec_enabled = Tseccomp + Tenctm + MICtac + Trs+
T'wait + Tack
5)

where, Tsecccomp 1s similar to7¢,,, but with one or more
security services such as cryptography, T¢, . is the required
time to transmit an encrypted actual frame. M ICy,, is the time
it takes to transmit the extra bytes needed for authentication.
The time needed for the extra bytes depends on the length of
MIC, it can be 4, 8 or 16 byte.
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Scenario 1: Latency evaluation with different payload
lengths Network performance may be affected by security
services in terms of latency. This might be due to the extra
overhead incurred by processing and transmitting. Fig. 10
shows the simulation layout of this experiment. The latency is
obtained by calculating the time it takes to transmit a packet
from node 3 to node 1 passing through node 2. This includes
the time needed to add data to buffer, add security services,
transmitting time, receiving time and finally removing security
services at the destination. The extra time added by security
services for transmitting one packet with two different payload
length has been measured. The first with 24 byte, and the
second with the same setting but with an 80 byte payload
length. In the simulation, to obtain an accurate result for
latency added by security services at each level, the radio is
kept on for all nodes to avoid latency caused by RDC protocol.
The experiment is run without security services, at security
level O, then again for each progressive security level. The
receiver in this experiment located in two hops distance, hence,
the layer two acknowledgement cannot be received at the
sender. Consequently, the extra time over level 0 is recorded
as follows, where n is the number of received packets:

n

Total Latency = Z(rl‘time — tTtime) (6)
k=1

Fig. 9 Experiment layout for latency with three nodes

Fig. 10 shows the latency performance in ms for each
security level of the IEEE 802.15.4 security standard. As can
be seen, latency increases sharply when security services are
enabled. For example, the latency is almost 42ms without

57 scholar.waset.org/1307-6892/10008451



International Science Index, Electronics and Communication Engineering Vol:12, No:1, 2018 waset.org/Publication/10008451

World Academy of Science, Engineering and Technology
International Journal of Electronics and Communication Engineering
Vol:12, No:1, 2018

security, and with an 80 byte payload, this rises dramatically
by almost 328% when authentication is enabled (Level 1).

300
250
w 200
E -
w 150
E
=~ 100
50
0
Mo CBC-4  (BCE2 (BC-16 CTR CCM-4  CCM-B  CCM-16
Security
Security levels
== Payload-80 bytes  =——s=—Payload-24 bytes

Fig. 10 Latency time per-packet with different payload length

The result shows that all authentication levels [CBC-4, 8
and 16] have similar latency performance once authentication
is enabled. This may indicate that MIC length of [4, 8§ and16]
has similar effects on latency in the two payload experiments.
CTR encryption increases the latency by almost 526% over
level 0. This includes the latency of encryption at the source,
decryption and encryption at the relay node, and decryption at
the destination node. Overall, latency performance increases
sharply with authentication by more than three times of the
original packet cost, but it increases with encryption by almost
46% over authentication cost. This indicates that latency is
affected more by processing overhead than with transmission
overhead. In fact, the processing effects can be noticed clearly
by observing the latency at different payload lengths. As can
be depicted in Fig. 10, the greater the payload length, the
greater the resulting latency, due to the need for more resources
being required to encrypt or decrypt a packet.

C. Throughput Evaluation

The objective of this experiment is to assess whether
security services have obvious impact on the throughput of
packets. In this experiment, throughput refers to the number
of packets received at the destination node over a certain
time. Throughput has been calculated between two nodes with
different security levels for 300 seconds. A payload of 24 byte
is used in all levels. To obtain an accurate result, the radio
of the receiving node is kept ’on’ to achieve the maximum
throughput. Theoretically, security services are expected to
affect the number of received packets, because the radio keeps
on longer to transmit longer packet length with authentication,
and the MCU computation takes longer to process security
operations. As shown in Fig. 11, the percentage of received
packets at securitylevell decreases by 53.5% when compared
to a state of no security level throughput. This percentage is
similar for levels 2 and 3, with only small variations. Levels
4,5, 6 and 7 have a greater effect on throughput by reducing
the percentage of received packets to almost 62%. At higher
levels, cryptography and authentication are enabled, and this
cause the drop in throughput. Overall, authentication decreases
throughput by almost 53%, and encryption and authentication
by almost 62%.
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TABLE VIII
MEMORY EVALUATION ON TTMOTE SKY HARDWARE
Scheme text (B) data (B) bss (B) RAM (KB) ROM (KB)
Contiki OS 22415 142 5136 ~5.2 KB ~22 KB
Contiki OS + 55449 182 5558  ~56KB  ~25KB
Security

VII. MEMORY FOOTPRINT EVALUATION

The memory required by the security modules might
become an issue, especially with such constrained devices
as WSN nodes. Evaluating memory usage is crucial, as it
provides information on whether a security algorithm could
run on constrained devices. This information can be obtained
by determining the size of the compiled file with and without
security modules. Memory size can be known by using the
command ’ size’ followed by the compiled file name on
Linux OS. Memory is divided into flash memory (ROM) and
dynamic memory (RAM). Table VIII, Figs. 12 and 13 show
the memory used by security processes on Contiki OS for
different segments on tmote sky hardware. ’text’ represents
the read-only part of memory, ’data’ represents the read-write
part of memory, and ’bss’ contains uninitialized data, global
and static variables which are initialised to zero would be
included in this part. RAM size can be determined by the sum
of data+bss, and ROM size by text+data. Out of 48% in sky
mote ROM size, Contiki OS with maximum security services
consumes in total ~ 25k, with only 3k used for security,
while RAM consumes ~ 5.6k out of 10k available in sky
mote. These results, as depicted in Figs. 12 and 13, show that
the hardware could accommodate the security specification of
IEEE 802.15.4, leaving 44% of RAM, and 48% of ROM free
for application usage.
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VIII. CONCLUSION

Security has become essential in IoT devices, but it
does, however, come at a cost to resources. Security costs
are associated with two main components: the radio for
transmission/receiving, and the MCU for processing security
operations. The cost of security at several levels has been
studied at the IoT MAC layer. The results show that security
processes contribute a significant overhead, particularly, in
terms of energy consumption, which is quite high. The
energy consumed at high security levels may shorten network
lifetime significantly. The results also reveal that high security
levels increase latency by almost five times over that of the
non-secure level when used with an 80 byte payload. It is also
observed that latency increases with encryption at a higher rate
than it does with authentication due to the greater number
of security operations performed by the MCU. In addition,
the results have shown that security cost is higher with low
transmission power, as the cost of the MCU is not affected
by transmission power. Experimental measurements show a
significant impact on data throughput. It is reduced by 53%
over non-secure packets when authentication is enabled, and
62% when both encryption and authentication are enabled. It
is not easy to gather accurate data on security cost, as many
factors such as packet length, power transmission, and the type
of security service employed can affect the results. However,
it is clear that security processes reduce the performance of
IoT devices significantly, and energy consumption increases in
line with ascending security levels. The results of this paper
are aimed to benefit network designers and researchers in
terms of security cost, and allow them to choose the level
which suits their application requirements. In the future work,
a calibration will be made, between emulation results and
real-hardware results to check the credibility of the emulation.
Also, A mechanism to trade-off security with QoS, and energy
consumption will be proposed.
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