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Industry 4.0 and the associated IoT and data applications are evolving rapidly and expand
in various fields. Industry 4.0 also manifests in the farming sector, where the wave of
Agriculture 4.0 provides multiple opportunities for farmers, consumers and the
associated stakeholders. Our study presents the concept of Data Sharing Agreements
(DSAs) as an essential path and a template for AI applications of data management
among various actors. The approach we introduce adopts design science principles and
develops role-based access control based on AI techniques. The application is presented
through a smart farm scenario while we incrementally explore the data sharing
challenges in Agriculture 4.0. Data management and sharing practices should enforce
defined contextual policies for access control. The approach could inform policymaking
decisions for role-based data management, specifically the data-sharing agreements in
the context of Industry 4.0 in broad terms and Agriculture 4.0 in specific.
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Introduction

The evolution of Industry 4.0 in the agrarian sector, referred to as Agriculture 4.0, introduces
multiple opportunities for farming operations. Agriculture 4.0 paradigm presents the evolution
of the farming field as data-driven initiatives and applications in various areas (i.e., agriculture)
are becoming economically viable (Spanaki, Sivarajah, Fakhimi, Despoudi, & Irani, 2021).
The proliferation of data and the associated applications have evolved due to the lower
(comparatively to previous years) costs of sensor solutions, data storage and processing in
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cloud infrastructures, development and expansion of mobile networks and the transmission of
data sets from fields around the world (Mikalef, Boura, Lekakos, & Krogstie, 2019). The use
of data can improve the practices and operations of individual farms and a large group of farms.
Farms can, now more than ever, benefit from the use of information, technology, equipment
and a wide range of services (Spanaki, Karafili, Sivarajah, Despoudi, & Irani, 2021). The
evolution of agrarian operations should not only focus on value creation for the consumers but
also the individual farmer and the society through the use of smart and intelligent services and
digital platforms (Spanaki, Karafili, et al., 2021; Spanaki, Sivarajah, et al., 2021).
Applying data-intensive, smart practices and Internet of Things (IoT) technologies in
agriculture and farming; can provide a lens for ensuring the transparency of the farming
practices and sustainability of the agricultural sector and agrifood production processes. The
focus of Agriculture 4.0 on digitalised ways of farming can generate renewed interest in
transforming the traditional operations and processes to digital data-intensive ones focusing on
analytics and decision-making practices. However, there is still an open discussion and
multiple challenges about Agriculture 4.0, specifically a resistance wave from small and
medium farms due to data sharing concerns and access control policies of the parties' data
(Angelopoulos et al., 2021; Ioannou, Tussyadiah, & Lu, 2020). Building on the background of
agricultural operations, the evolution of industry 4.0 and data management, this paper proposes
an approach based on formal reasoning from Artificial Intelligence (AI) techniques applied in
data access control. The AI approach defines Data Sharing Agreements (DSAs) around
specified attributes; proposed to ensure that agricultural data are shared among the interested
parties; set as a priority for compliance with the regulatory and policy requirements.
The study follows a design science approach through a smart farm scenario, motivated by the
agricultural sector's data-sharing problems. The research aim is to present AI techniques
through DSAs as an essential path for data management among various actors of the farming
sector. Following the above aim, the paper sets three objectives. The first objective is to
enhance the theoretical stream of the agricultural sector and data management in the context of
Industry 4.0, focusing on data sharing decisions. As a second objective, the study develops the
concept of DSAs, explaining and framing the design approach's scenario for role-based data
access control decisions among farming stakeholders by applying AI techniques
(argumentation reasoning). The final objective extends the proposed approach for broader AIdriven data management applications in contextual environments, specifically for Industry 4.0,
where data sharing challenges occur. The research's ultimate implication is to inform
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policymaking for data sharing and access control and provide a research agenda for future data
sharing contextual AI applications.
Initially, we present the agricultural sector's theoretical background regarding the knowledge
and information sharing practices; and extend this background within the context of
Agriculture 4.0 and the relevant data management practices. Then, we draw on the
methodology of Design Science along with the context of Data Sharing Agreements (DSAs)
to explain the research strategy and decisions about the study. Following the research strategy,
we develop the proposed approach through a smart farm scenario where we show the practical
contributions of the study to data sharing practices and access control decisions in farming
operations. Finally, we discuss and explain the implications of the study and future research
avenues for Agriculture 4.0 and contextual cases of Industry 4.0.
2

Theoretical Background

Previous research has highlighted a growing desire to adopt digital technologies and Big Data
in all industries (Sivarajah, Kamal, Irani, & Weerakkody, 2017), also sweeping through
agriculture. The fourth industrial revolution, referred to as Industry 4.0, has also influenced the
agricultural sector. As stated by CEMA (CEMA - European Agricultural Machinery, 2017a, p.
1) the "Digital Farming is structurally similar to the concept of Industry 4.0". Nonetheless, the
critical distinguishing parameters in agricultural production processes are somewhat different
from industrial processes. Agriculture is heavily determined by natural and biological factors
(CEMA - European Agricultural Machinery, 2017a, 2017b), and therefore the 'physical'
artefact should be strongly considered. The terms' Digital Farming', 'Smart Farming', 'Farming
4.0' and 'Agriculture 4.0' often refer to similar contexts and therefore are used interchangeably
(Lamborelle, 2016; Weltzien, 2016; Yahya, 2018). Our study follows the definition of
'Agriculture 4.0' (CEMA - European Agricultural Machinery, 2017a, p. 1) as the 'evolution in
agriculture and agricultural engineering from Precision Farming to connected knowledgebased farm production systems'. Agriculture 4.0 suggests a data-intensive approach to farming
in three ways that are not yet explored in previous studies of the field (Kaloxylos et al., 2012;
Pham & Stack, 2018; Wolfert, Ge, Verdouw, & Bogaardt, 2017). The digital transformation
appears through a holistic reform of the sector (including practices and processes), changes in
roles and relationships of the actors and variations of the technology and tools used for the
farming field. As the context of Agriculture 4.0 infers to a digital transformation of the
agricultural sector (the processes, actors, and relationships), the background and the strong
linkages to Supply Chain Management (SCM) and Artificial Intelligence (AI) should not be
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neglected. The paradigm of Agriculture 4.0 sets the technology and data aspects in the core of
attention and examines the processes, actors and relationships in contextual environments
(agricultural context).
The study herein primarily draws on the contextual background of the agricultural sector
regarding the knowledge and information sharing practices; and extends this background
within the context of 'smart farming', 'Agriculture 4.0' and the relevant AI-enabled data
management practices. The agricultural background informs the case specifics, and the
associated conditions and AI enables the development of the techniques proposed; therefore,
the consideration and links of these theoretical streams will be presented in this section.
2.1

The Agricultural Sector

The Agrifood supply chains and agricultural sector encompass a set of activities that move
agricultural products from production to consumption; the set of operations includes farming,
processing, packaging, warehousing, transportation, distribution, marketing, and sales
(Iakovou, Vlachos, Achillas, & Anastasiadis, 2014). Several stakeholders act as part of these
activities, such as research institutions, farmers, agricultural cooperatives, intermediaries,
manufacturers, distributors, traders, wholesalers, retailers, and consumers (Jaffee, Siegel, &
Andrews, 2008). Except for the agricultural actors, there are different stakeholders, i.e.,
primary and secondary stakeholder groups that influence business operations (Clarkson, 1995).
Primary stakeholder groups are vital for the sector's existence, while the secondary
stakeholders' actions may have a low impact on the business operations (Bremmers et al. 2007).
Some examples of agricultural stakeholders are Non-Governmental Organisations (NGOs),
governments, statistical institutes, international organisations, companies' vendors, other
agricultural companies' competitors (World Bank 2010). Stakeholder interactions enable firms
to interact with each other in order to learn, negotiate, set standards, and make future plans
(Glasbergen 2007; Braziotis et al. 2013).
The agricultural sector is highly concentrated on retailers, large agricultural enterprises and
small scale farms (UNCTAD, 2016). Farmers face many challenges due to high input costs,
production inefficiencies, high levels of food waste, and low-profit margins (Papaioannou,
Mohammed, Despoudi, Saridakis, & Papadopoulos, 2020). All the different agricultural
stakeholders are also affected by the sector-specific challenges related to the increasing need
for transparency and sustainability, world's food insecurity, future resource scarcity, limited
agricultural land availability, food waste levels across the chain, and supply chain risks
(Driscoll, 2012; UN Food and Agriculture Organization, 2011).
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The production and the output of the agricultural sector compared to other food supply chains
and networks (Tsolakis, Keramydas, Toka, Aidonis, & Iakovou, 2014) has some unique
characteristics as short shelf-life, seasonality, quality and quantity variability, compliance with
national and international food regulations, specific requirements for transport, handling, and
storage due to perishability, need for efficiency and productivity, price variability, dependence
on weather conditions (Iakovou et al., 2014; Zissis, Aktas, & Bourlakis, 2017).
2.2

AI for Data Management in contextual environments

Nowadays, various sectors, as a result of information sharing practices, are increasing
investments in data-driven decision-making and business analytics solutions for improving
their performance and operations (Akter, Wamba, Gunasekaran, Dubey, & Childe, 2016; Feki,
Boughzala, & Wamba, 2016; Mikalef et al., 2019; Wamba, Akter, Coltman, & Ngai, 2015).
The use of data in organisations of various fields is presented in the last decade as a solution
for enterprises to create value by using their analytical skills in visualising, optimising and
transforming their operations and innovation potentialities (Hughes et al., 2020; Kumar et al.,
2020; Mikalef, Boura, Lekakos, & Krogstie, 2020; Papadopoulos, Singh, Spanaki,
Gunasekaran, & Dubey, 2021; Pappas, Mikalef, Giannakos, Krogstie, & Lekakos, 2018;
Shareef et al., 2021). Artificial Intelligence (AI) in our study refers to cognitive processes and
especially to reasoning (Pomerol, 1997, p. 3) and will be applied in our study as the basis of
techniques proposed for data sharing and access control. As it is also explained in the study by
Spanaki et al. (2021, p. 4), AI applies human problem-solving behaviour and skills in complex
real-world tasks, can be the basis to develop various techniques, as a conceptualisation, but
also as increasing the capabilities and skills for improved firm performance (Mikalef & Gupta,
2021). As data governance and innovation through data (Christiaanse, Diepen, & Damsgaard,
2004; Mikalef, Boura, et al., 2020) in the agricultural context is one of the major challenges in
agricultural platforms, AI techniques can provide a way to solve such problems through
multidisciplinary approaches (Duan, Edwards, & Dwivedi, 2019; Dwivedi et al., 2021;
Spanaki, Karafili, et al., 2021).
The topic of data management as a strategic way in developing efficiencies at tactical and
operational levels (Wang, Gunasekaran, Ngai, & Papadopoulos, 2016), as well as information
and data sharing, implies the requirement for data quality evaluation (Hazen, Boone, Ezell, &
Jones-Farmer, 2014) in order to control information and data sharing practices. The data quality
framing presented in data management literature of the previous decades could be applied in
the context of data processing and production (Hazen et al., 2014; Jones-Farmer, Ezell, &
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Hazen, 2014; Yeganeh, Sadiq, & Sharaf, 2014). Also, in terms of information sharing and data
governance, there are various recent discussions as those of Tallon et al. (2013) and Tallon
(2013) framing different aspects of data governance, while the empirical work of Mikalef et al.
(2020) shows the value of adopting such practices. The primary concern, though, is that it
should be extended in a boundary-less context between firms, and the target should be
innovative outputs, as these are mostly the results of the data evolution (Popovič, Hackney,
Coelho, & Jaklič, 2014; Spanaki, Gürgüç, Adams, & Mulligan, 2018). Nowadays, there are
multiple calls for novel techniques in the data-intensive era, focusing not solely on the data
processing mechanisms per se but also on the quality and sharing attributes associated with
them (Karafili, Spanaki, & Lupu, 2018b).
Data sharing control was not the major focus of data management in previous decades as the
data were mostly shared within the boundaries of a company or between single databases
(Angelopoulos et al., 2021; Angelopoulos, McAuley, Merali, Mortier, & Price, 2016). Dealing
with a sole database or a single company implies that the trust and security issues were solved
by the individual sharing entities and the associated agreements between interested parties.
Urged by the need to define specific sharing agreements for the data exchanges, the study
presents the concept of Data Sharing Agreements (DSAs), which will be developed in detail
through the example case.
Our study focuses on the characteristics and aspects of the data (as timeliness, accuracy, etc.)
to define the context and governance of data sharing and control practices (Hazen et al., 2014;
Jones-Farmer et al., 2014; Yeganeh et al., 2014). Data access control can also base the
sustainability of smart farming and overall, the agricultural sector, especially for small and
medium farms. With the view on the control of data sharing practices, the concept of DSAs
will be adopted for the development of the smart farm scenario and will be further analysed
through the example. The basic concepts around the farming context coupled with the
agricultural background informed the development of the smart farm scenario, which will be
explained in detail in the following sections.
2.3

AI-enabled Data Sharing and the Role-Based Access Control Framework

The application of AI techniques for addressing data sharing challenges can represent human
thinking and decision-making through formalism, like argumentation reasoning (Kowalski,
2011; Otjacques, Hitzelberger, & Feltz, 2007). The proposed framework applies preferencebased argumentation, nonmonotonic logic, and abductive logic programming for data sharing
decisions. The result is represented using a policy language that provides the rules that compose
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the Data Sharing Agreements (DSA). DSAs define in advance specific rules between the data
subject, controller and professor about how the data will be used, collected and shared (Swarup,
Seligman, & Rosenthal, 2006). The DSAs also describe the compliance of the different sector
rules and regulatory frameworks for data sharing (Karafili & Lupu, 2017; Matteucci, Petrocchi,
& Sbodio, 2010). The DSAs are heterogeneous, and therefore, they present various conflicts,
especially between legal and business or user requirements. Thus, the DSAs require expressive
language to represent the agreements (Karafili & Lupu, 2017; Karafili, Spanaki, & Lupu,
2018a; Karafili et al., 2018b). The studies of DSAs propose a policy language based on logic
programming that represents complex agreements and an analysis process for capturing the
conflicts and the associated solutions. The main structure of DSAs, as presented in Table 1,
requires already defined (a) actors and roles, as well as (b) the variations of the data categories
(data management aspects), so as rules and conditions can be formed for the DSAs (Karafili &
Lupu, 2017; Karafili et al., 2018a, 2018b).
Aspects of
DSAs

Background

Research Decisions
Who is involved, and what

Actors and

Pre-requisites

Relationships

Informed by the

information is required to conduct

background of the

activities?

agricultural sector

Role-based decisions based on the
agricultural background specifics
How to develop data management

Data
Categories

Defined by the agricultural

rules based on data features?

sector specifics and data

Agricultural sector context and data

management background

management aspects informing the
conditions of the AI techniques
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Policy language (Access
Control techniques) for

Outcome

representing rules and
conditions. Argumentation

Rules and

and abductive reasoning

Conditions

techniques (techniques
from AI) for identifying

Who can access and what data?
Practical and policymaking
decisions relevant to the roles of the
actors and the aspects of data

the correct rules/conditions
of application.
Table 1: Role-based data access control framework

The role-based data access control framework serves as a template (design) for the
demonstration of AI techniques based on abductive (Kakas, Kowalski, & Toni, 1992) and
argumentation reasoning (Bondarenko, Dung, Kowalski, & Toni, 1997; Dung, 1995) for
decision-making mechanisms under conflicting knowledge. Argumentation reasoning permits
to represent through the policy language the various conflicting rules, the context where they
are valid and the preferences between them. The used policy language comes with its policy
analysis based on an abductive constraint logic programming system, A-system (Kakas et al.,
2001). In particular, the policy analysis identifies conflicts between policies and resolves them
by using the preferences between rules, called priority rules, and explicitly specifying when a
rule has to be considered stronger compared to another one. Conflicting rules are rules with
conflicting outputs, e.g., one rule is permitting/obliging an action, while another rule is denying
the same action. A priority relation, denoted by >, is used to indicate preferences between rules.
Given two conflicting rules 𝑟1 and 𝑟2, where for the context and the information available, 𝑟1
should be applied instead of 𝑟2, it is denoted with 𝑟1 > 𝑟2 .. The policy analysis composes the
decision-making mechanism that captures the conflicting rules and decides the DSAs that
should apply. The analysis uses a visual tool (GorgiasB) for preference-based argumentation
which can be applied to identify conflicting knowledge (Spanoudakis, Constantinou, Koumi,
& Kakas, 2017; Spanoudakis, Kakas, & Moraitis, 2017).
3

Research Strategy

Based on a problem-oriented approach, the study is structured using the design science research
paradigm based on a smart farm scenario from the agricultural data sharing context. As design
science focuses on better understanding how operations can be structured to contribute to the
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design of systems (O'Keefe 2014), the data-sharing challenges are presented through a
framework (design) as a template for applying the data sharing conditions. The framework
proposed in this study follows a problem-oriented approach and tries to generate impacts on
practice and policy (van Aken, 2005; van Aken, Chandrasekaran, & Halman, 2016), and
therefore the target is the impact and not solely knowledge generation (Holmström, Ketokivi,
& Hameri, 2009; van Aken, 2005). Design science approaches pose a representation of how
the proposed solution to a specific problem could be enacted in practice (O'Keefe 2014; Hevner
and Chatterjee 2010; Hevner et al. 2004); therefore, the problem and solution are demonstrated
through a smart farm scenario. As in previous studies of agricultural problems (e.g. Irani et al.,
2018; Spanaki, Karafili, et al., 2021), design science principles (O'Keefe, 2014) are also
informed by the established design science background (Gregor & Hevner, 2011; Hevner &
Chatterjee, 2010; Hevner et al., 2004; Peffers, Tuunanen, Rothenberger, & Chatterjee, 2008).
The research strategy of this study followed four stages:
•

Stage 1: Identify the problem of the agricultural sector within the data sharing practices
and the objectives of the proposed solution.

•

Stage 2: Propose the DSA as a template for designing data sharing practices and access
control and apply AI techniques, with argumentation reasoning and a policy language
to iterate the design through the development phase.

•

Stage 3: Explain the design through a scenario of the agricultural context
(demonstration).

•

Stage 4: Discuss the use, implications, and future applications of the proposed
approach.

The unit of analysis of this study is the smart farm, focusing on the data-sharing challenges,
associated decisions and the contextual specifics drawn from agricultural operations. Hence,
the particulars of the study will unfold through a smart farm scenario. The scenario is built to
incrementally explore the field's empirical inquiry with the case of smart farms scoped around
the theoretical foundations of the agricultural sector and the background of information data
sharing. The case example supports the research by identifying and familiarising with the
context of smart farms (actors, relationships, data, access control, etc.) and Agriculture 4.0 and
specifically on the data sharing decisions. The research strategy primarily focuses on
understanding the behaviour and choices of the stakeholders involved in the smart farm's
showcase scenario and resolve conflicts of interest in data sharing decisions. Therefore, the
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role-based access control framework provides the basis to incrementally show how role-based
access control and data sharing decisions can be defined through the smart farm scenario.
In the smart farm scenario, a policy language is used to model the data access rules, and AI
techniques, i.e., abduction and argumentation reasoning, are used during the reasoning and
analysis process (Kakas et al., 2001).
4

Analysis of the Smart Farm Scenario

In this section, in order to show the use of the DSAs and the above-introduced framework, we
present the case of smart farms within the context of Agriculture 4.0, where there is a process
of collecting, processing and sharing agricultural data.

Figure 1: An overview of the Smart Farm Scenario

An overview of this scenario with the various entities involved is provided in Figure 1. The
proposed methodology is applied at a high level for the natural representation of the decisionmaking process and conflict resolution. The representation involves the requirements of the
interested actors. The applied framework will represent, build, and enforce the access control
policies and priorities of the rules associated with the agrarian field data that compose the
DSAs.

10

4.1.1

Actors and Relationships

The main actor in the example case is the farmer, whom we assume is the owner of the
agricultural activity and performs the various operations and collects the data. For this case
study, the farmer is the data owner as s/he is the entity that collects, uses, shares the data. The
farmer is also considered the data subject, as the various actions are made on her/his data, e.g.,
her/his personal data, which are part of the agriculture activity data. The data owner can also
be the data controller, as s/he defines the purpose and means of processing it. Sometimes the
farmer relies on third parties that provide the technical support for collecting the data. In this
case, the farmer, who is the data owner/subject, is not the data controller, as s/he delegated the
control of her/his activity data to a third party that is now the data controller. In case the farmer
is part of a consortium that provides help in the digitalisation process, then the farmer can be
the data subject but not the data owner.
The data recipients are the stakeholders involved in the data sharing process, the acquisition
and access of the data, and need to comply with the data controller rules. The data recipients
can be research centres, national and international statistics institutes, NGOs (e.g., UN),
companies that provide service and technology for agriculture, and other farming activities.
The reference farming activity can be part of similar collaborative agricultural supply chain
operations. These activities are to exchange information, knowledge, technology and
commonly sell agricultural products. In this case, the members of the collaboration are also
considered as data recipients.
The data processor is an entity (public authority, agency, legal person) processing the data on
behalf of the data controller. In our use case, the collected/processed/shared data can be stored
in the cloud. Thus, the cloud provider is considered the data processor as far as it respects the
controller's instructions. The controller rules should be respected by the processor and can also
have a legal nature, e.g., if the controller is in an EU country, the cloud provider should as well
be in an EU country and cannot share the data with countries outside the EU and EEA.
A third party is an entity (public authority, agency, legal person) that is not the data subject,
data controller or processor and is under the data controller's direct authority or processor. In
our case, a company outside the collaboration, which is granted access, can be considered a
third party. Once access is obtained, the third party becomes a data controller and has to comply
with the data protection principals.
The data collection is performed either manually or through technological applications (IoT
devices, drones, etc.). The data collection process is highly related to the accuracy and
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transparency of the data quality; for example, there are data collected manually more or less
accurate compared to the data collected by a device due to the efficiency or the reliability of
the process steps. The data collection is also directly linked to the timeliness, as it can occur at
various time intervals, e.g., every hour/day/month or a continuous collection. The collection
time/period influences the timeliness of the data. The timeliness aspect of the data is strictly
related to their type, e.g., data collected in the last 3 hours for the humidity of the air are
following a different timeliness level than the data collected 1 week ago, while the timeliness
level of the composition of the soil data collected 3 hours or 1 week ago is similar because it
takes a more extended period of time for this type of data to have meaningful changes.
4.1.2

Categorisation of the Data

The stakeholders/ actors might have conflicting interest with each other. The main actors are
the owners of the agricultural activity represented by 𝒪 = {𝑂1 , 𝑂2 , … }. The data consumers
follow different patterns and can be identified through a segmentation analysis of who may be
interested in this kind of data (which is out of the scope of this study). In our case, we consider
only as data consumers the research institutes ℛ = {𝑅1, 𝑅2 , … }, statistical institutes 𝒮 =
{𝑆1 , 𝑆2 , … }, international non-governmental organisations (NGOs) ℋ = {𝐻1 , 𝐻2 , … },
companies-vendors that provide agricultural services and technology 𝒮𝒯 = {𝑇1 , 𝑇2 , … }. As
described previously, the activities can be part of an agricultural collaboration, also called
consortium that we can denote as 𝐶𝑜𝑛𝑠. In case the activities are part of the same collaboration
(e.g., two activities 𝑂1 , 𝑂2 are part of the same consortium, denoted as 𝐶𝑜𝑛𝑠(𝑂1 , 𝑂2 )) they have
collaborative relationships with each other, and they do not consider their collaborators as
immediate competitors.
We divide the dataset of the example case into five different types that represent the type of
data and their privacy level:
•

private data: Priv(data), e.g., owner's private information, contacts.

•

administrative data: Admin(data), e.g., income, taxations, main agricultural
activity.

•

product data: Prod(data), e.g., production-related data, production lines, seasonal
production.

•

innovation data: Innov(data), e.g., novel techniques, processes, production mix,
patents, licensing, innovation uniqueness of the activity.
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•

sensitive data: Sens(data), these data are part of the production data but are sensitive
for a successful production, e.g., methods of using specific fertilisers.

Considering data collected within specific timeliness and following accurate processes, we can
perform an alteration mechanism able to degrade the timeliness and accuracy of the data. Thus,
given the original data that are considered of high accuracy and timeliness, we can tailor altered
versions of the data with lower accuracy and timeliness. The alteration of the data permits us
to provide different access levels to the data to different actors according to their role (rolebased access control). The alteration predicates 1 are given below, where the first predicate
alters the accuracy of the data from high to low, while the second predicate modifies the data
timeliness from high to low. The first parameter of the predicate is the input data, while the
second one is the output data.
𝐴𝑙𝑡𝑒𝑟_𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝐻𝑖𝑔ℎ_𝐷𝑎𝑡𝑎, 𝐿𝑜𝑤_𝐷𝑎𝑡𝑎)
𝐴𝑙𝑡𝑒𝑟_𝑇𝑖𝑚𝑒𝑙𝑖𝑛𝑒𝑠𝑠(𝐻𝑖𝑔ℎ_𝐷𝑎𝑡𝑎, 𝐿𝑜𝑤_𝐷𝑎𝑡𝑎)
The owner's data are used, accessed, and shared between different entities by respecting their
DSAs. The first step is to agree on the terms of the DSAs, where some DSAs terms, usually
legal ones, are irrefutable. The DSA rules are represented using a policy analysis language that
is an enhanced version of the language presented in (Karafili & Lupu, 2017; Karafili et al.,
2018a, 2018b). For the sake of simplicity, in this paper, we do not present the DSAs rules with
the policy language, but we use a semi-natural language. Thus, the predicate from the policy
language
𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑/𝑑𝑒𝑛𝑖𝑒𝑑(𝑆𝑢𝑏𝑗𝑒𝑐𝑡, 𝑇𝑎𝑟𝑔𝑒𝑡, 𝐴𝑐𝑡𝑖𝑜𝑛, 𝑇𝑖𝑚𝑒)
is transformed into
𝐴𝑐𝑡𝑖𝑜𝑛(𝑇𝑎𝑟𝑔𝑒𝑡, 𝑆𝑢𝑏𝑗𝑒𝑐𝑡, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑/𝑑𝑒𝑛𝑖𝑒𝑑).
The above predicate 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑/𝑑𝑒𝑛𝑖𝑒𝑑(𝑆𝑢𝑏𝑗𝑒𝑐𝑡, 𝑇𝑎𝑟𝑔𝑒𝑡, 𝐴𝑐𝑡𝑖𝑜𝑛, 𝑇𝑖𝑚𝑒) means that a
particular Subject is permitted/denied performing a particular Action at the instant of time to
the Target. The actions can be of various type (e.g., read, delete, share, etc.).
The predicates like ℎ𝑜𝑙𝑑𝑠𝐴𝑡(𝑝𝑟𝑒𝑑𝑖𝑐𝑎𝑡𝑒(𝑆𝑢𝑏𝑗𝑒𝑐𝑡, 𝑇𝑎𝑟𝑔𝑒𝑡), 𝑇𝑖𝑚𝑒) are transformed into
𝑝𝑟𝑒𝑑𝑖𝑐𝑎𝑡𝑒(𝑆𝑢𝑏𝑗𝑒𝑐𝑡, 𝑇𝑎𝑟𝑔𝑒𝑡), where ℎ𝑜𝑙𝑑𝑠𝐴𝑡(𝑝𝑟𝑒𝑑𝑖𝑐𝑎𝑡𝑒(𝑆𝑢𝑏𝑗𝑒𝑐𝑡, 𝑇𝑎𝑟𝑔𝑒𝑡), 𝑇𝑖𝑚𝑒) means
that a particular predicate is true at the instance of time defined by the input Time. The predicate

1

The predicate is stated here as a function. This function either provides an output, given a particular
input, or provides a relation that holds between the provided pieces of input.

13

deals with a Subject and Target, e.g., owner(Rob, A_Soil_data) states that Rob is the owner of
A_Soil_data.
4.1.3

Role-based Access Control: Rules and Conditions

The following analysis provides the conditions that describe how the data access/sharing
should be made for different users and the associated rules that specify each proposed rolebased access control decision. We analyse the presented rules using an automatic analysis tool
for preference-based argumentation and abductive reasoning to identify conflicting knowledge
(Spanoudakis, Constantinou, et al., 2017; Spanoudakis, Kakas, et al., 2017). The identified
conflicts are solved by introducing priorities in the order of application of the rules.
Condition 1: The farmer is the owner of the data and can access the data.
Rule 1: The data owner can access his/her data with the original quality they were captured.
(1) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑂, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← 𝑂𝑤𝑛𝑒𝑟(𝑂, 𝑑𝑎𝑡𝑎).
The conclusion of the rule is presented on the left side of the arrow (←) in this case is
𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑂, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑), which states that subject O is permitted access to the data. The
preconditions of the rule are presented on the right side of the arrow (←). In the above case,
the precondition of the rule is composed of just one predicate that needs to be satisfied in order
to have the conclusion. The precondition is 𝑂𝑤𝑛𝑒𝑟(𝑂, 𝑑𝑎𝑡𝑎), which means that subject O
needs to be the owner of the data. In case there is more than one predicate to be satisfied, then
the predicates are separated by a comma (,) in case they all need to be satisfied for the
conclusion to hold, or by a (∨) that represent the logical symbol for OR, in the case at least one
of the predicates needs to be satisfied in order for the conclusion to hold. In case the conclusion
is always true; thus, it does not need any precondition to hold, then the right side of the arrow
is empty.
Condition 2: Research Institutes can provide tailored services and information about
agricultural production, advances in technology (Agri-Tech) and advice on farming practices
and activities.
Rule 2: The research institute can access all the data related to a particular product, and the
accuracy and timeliness of the data are high.
The research institute (R) can access all the related data of a particular product that they are
interested in (Interest(R, data)), and the data are only the production-related data (Prod(data)).
In this case, as the subject is a research institute 𝑅𝑒𝑠𝑒𝑎𝑟𝑐ℎ𝐼 (𝑅), and its main focus is to
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conduct scientific research that in the future would bring benefits to the farmer, R can access
the data, and the quality of the data is not altered.
(2) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑅, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑 ) ← 𝐼𝑛𝑡𝑒𝑟𝑒𝑠𝑡(𝑅, 𝑑𝑎𝑡𝑎), 𝑅𝑒𝑠𝑒𝑎𝑟𝑐ℎ𝐼(𝑅 ), 𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎).
Condition 3: NGOs can access a tailored dataset about product-related data, e.g., production
rates.
Rule 3: The NGOs can access only the product-related data with low accuracy and timeliness.
The NGO's can access only production data with low accuracy and low timeliness because they
do not need detailed data. In this case, it is given access to all production data, which are altered.
When doing the alteration, starting from the production data, which we denote by 𝑑𝑎𝑡𝑎′ , we
first make a restriction/alteration of the timeliness, the result is denoted by 𝑑𝑎𝑡𝑎′′ , and then
perform an accuracy alteration on 𝑑𝑎𝑡𝑎′′, where the result is denoted by 𝑑𝑎𝑡𝑎, as shown below.
An entity (𝐻) is considered an NGO when it has humanitarian purposes, denoted by
𝐻𝑢𝑚𝑎𝑛𝑖𝑡𝑎𝑟𝑖𝑎𝑛(𝐻).
(3) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝐻, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← 𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎′ ), 𝐻𝑢𝑚𝑎𝑛𝑖𝑡𝑎𝑟𝑖𝑎𝑛(𝐻),
𝐴𝑙𝑡𝑒𝑟_𝑇𝑖𝑚𝑒𝑙𝑖𝑛𝑒𝑠𝑠(𝑑𝑎𝑡𝑎′ , 𝑑𝑎𝑡𝑎′′ ),
𝐴𝑙𝑡𝑒𝑟_𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑑𝑎𝑡𝑎′′, 𝑑𝑎𝑡𝑎).
Condition 4: Statistics institutes can access a tailored dataset about product-related data, e.g.,
the production rates.
Rule 4: Statistics institutes can access product-related and administrative data with low
accuracy.
When it comes to statistics institutes, denoted as 𝑆𝑡𝑎𝑡𝑖𝑠𝑡𝑖𝑐𝑠(𝑆) both the production-related and
administrative data are shared with low accuracy.
(4) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑆, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← (𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎′ ) ⋁ 𝐴𝑑𝑚𝑖𝑛(𝑑𝑎𝑡𝑎′ )),
𝑆𝑡𝑎𝑡𝑖𝑠𝑡𝑖𝑐𝑠(𝑆), 𝐴𝑙𝑡𝑒𝑟_𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑑𝑎𝑡𝑎′, 𝑑𝑎𝑡𝑎)
In case the statistics institute is an international one, then there is an exception for the above
rule. In this case, the data provided to the international statistics institute will be of low
timeliness, e.g., not recent or real-time.
Condition 4a&b: International statistics institutes can have a high-level view of the data (low
accuracy and low timeliness).
Two additional rules are applied for data sharing and access for the international statistics
institutes. The first rule (4a) states that rule (4) is not applicable in the case of international
institutes, while rule (4b) indicates the exception of rule (4a).
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Rule 4a: International statistics institutes cannot access the production-related and
administrative data with low accuracy.
(4a) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑆, 𝑑𝑒𝑛𝑖𝑒𝑑) ← (𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎′ ) ⋁𝐴𝑑𝑚𝑖𝑛(𝑑𝑎𝑡𝑎′ )), 𝑆𝑡𝑎𝑡𝑖𝑠𝑡𝑖𝑐𝑠(𝑆),
𝐴𝑙𝑡𝑒𝑟_𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑑𝑎𝑡𝑎′ , 𝑑𝑎𝑡𝑎), 𝑂𝑤𝑛𝑒𝑟(𝑂, 𝑑𝑎𝑡𝑎′ ),
𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛(𝑂, 𝑁1 ), 𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛(𝑆, 𝑁2 ), 𝑁1 ≠ 𝑁2 .
In the above rule, we check if an entity is national or international by checking the location. In
particular, if the location (that provides the country) of the entity is the same as the one of the
data owner that it is a national; otherwise, if the locations are different (𝑁1 ≠ 𝑁2 ), then this
entity is an international one.
Rule 4b: International statistics institutes can access the production-related and administrative
data with low accuracy and low timeliness.
(4b) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑆, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← (𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎′ ) ⋁𝐴𝑑𝑚𝑖𝑛(𝑑𝑎𝑡𝑎′ )),
𝑆𝑡𝑎𝑡𝑖𝑠𝑡𝑖𝑐𝑠(𝑆), 𝐴𝑙𝑡𝑒𝑟_𝑇𝑖𝑚𝑒𝑙𝑖𝑛𝑒𝑠𝑠(𝑑𝑎𝑡𝑎′ , 𝑑𝑎𝑡𝑎′′ ),
𝐴𝑙𝑡𝑒𝑟_𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑑𝑎𝑡𝑎′′ , 𝑑𝑎𝑡𝑎), 𝑂𝑤𝑛𝑒𝑟(𝑂, 𝑑𝑎𝑡𝑎′ ),
𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛(𝑂, 𝑁1 ), 𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛(𝑆, 𝑁2 ), 𝑁1 ≠ 𝑁2 .
The location predicate plays a vital role for the above rules, as it permits to determine if the
institute is a national or international one. The location predicate 𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛(𝑆𝑢𝑏, 𝑁) gives the
location of the subject in terms of countries. In the above rules, we compare the countries of
the institute and the country of the smart farm (where the agricultural activity is performed).
The international statistics institute cannot access the latest version of the data even if the data
has low accuracy represented by rule (4a), but only to data where their timeliness and accuracy
are low represented by rule (4b). Our analysis detects that rules (4) and (4a) are in conflict, and
we decide that rule (4a) is stronger than rule (4), denoted by (4a)>(4), in case the institute is an
international one. Rules (4a) and (4b) are in conflict with each other, and the performed analysis
over the rules detects this conflict. In this case, we decide that rule (4b) has priority over rule
(4a), denoted by (4b) >(4a), in case the data has low accuracy and timeliness.
Suppose now that the smart farm decides to share part of the data with other companies that
are from the service and technology S&T agriculture sector. In this case, we give below the
rule that describes how service and technology companies should access the data.
Condition 5: Service and technology companies of the agricultural sector can have a highlevel view of the data (low accuracy and timeliness).
Rule 5: The service and technology companies can access only production-related data with
low accuracy and low timeliness.
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The smart farm provides low accuracy and low timeliness data to avoid revealing sensitive and
administrative information because the data will be used by S&T companies that can indirectly
expose the data to the competitors who also use the service of the same S&T company.
(5) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑆, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← 𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎′ ), 𝑆&𝑇(𝑆),
𝐴𝑙𝑡𝑒𝑟_𝑇𝑖𝑚𝑒𝑙𝑖𝑛𝑒𝑠𝑠(𝑑𝑎𝑡𝑎′ , 𝑑𝑎𝑡𝑎′′ ),
𝐴𝑙𝑡𝑒𝑟_𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑑𝑎𝑡𝑎′′ , 𝑑𝑎𝑡𝑎).
For the above case, when the S&T company creates a particular relationship with the smart
farm,

e.g.,

the

creation

of

tailored

products,

providing

the

technology

for

collecting/processing/storing the data, then this company can access to the production-related
data as well as the sensitive one with high accuracy and timeliness. For simplicity, we call this
type of relation partnership. Hence, all S&T companies that have a partnership relation,
denoted by 𝑃𝑎𝑟𝑡𝑛𝑒𝑟𝑠, with the data owner can access sensitive and production-related data.
Condition5a: If service and technology companies are direct providers/vendors of technology
for the smart farm, they can access the original version of the collected data.
Rule 5a: Service and technology companies in partnership with the smart farm can access
production-related and sensitive data without any alteration in accuracy and timeliness.
(5a) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑆, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← (𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎)⋁𝑆𝑒𝑛𝑠(𝑑𝑎𝑡𝑎)), 𝑆&𝑇(𝑆),
𝑂𝑤𝑛𝑒𝑟(𝑂, 𝑑𝑎𝑡𝑎), 𝑃𝑎𝑟𝑡𝑛𝑒𝑟𝑠(𝑂, 𝑆).
Usually, other smart agricultural farms, Agric, are seen as direct competitors. Therefore, no
access to the data of the other smart farms is given to those companies.
Condition 6: Other smart farms competitors of the data subject should not access their
competitors' data.
Rule 6: Other agriculture companies have no access to any type of data.
(6) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝐶, 𝑑𝑒𝑛𝑖𝑒𝑑) ← 𝐴𝑔𝑟𝑖𝑐(𝐶).
Agriculture companies can be part of a consortium, usually formed as collaboration.
Companies (organisations, farmers, etc.) consisting of an alliance or collaboration group are
located geographically nearby, or produce the same/similar products, or follow the
same/similar production procedures. We denote with Cons the relation between two smart
farms that are part of the same consortium/collaboration. In this case, as the smart farms, Agric
do not identify each other as direct competitors, but as associates/allies, they share productionrelated data with high accuracy and timeliness. Sharing data of low accuracy and timeliness
inside the consortium does not provide any benefit, as the smart farms usually are
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geographically nearby to each other. Therefore, the members of the consortium can have the
same data and can verify their accuracy.
Condition 7: Data sharing among farms of the same consortium can bring multiple benefits
for the whole collaborative agricultural supply chain. Therefore, they should share the data.
Rule 7: Smart farms that are part of the same collaboration share production-related data.
(7) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝐶, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← 𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎), 𝐴𝑔𝑟𝑖𝑐(𝐶), 𝑂𝑤𝑛𝑒𝑟(𝑂), 𝐶𝑜𝑛𝑠(𝑂, 𝐶).
Our analysis captures the conflict between rule (7) and rule (6). The decision for this conflict
is that rule (7) has priority over rule (6), denoted as (7)>(6), in case the two farms are part of
the same consortium; otherwise, the access is not granted.
Often the agricultural supply chains can be affected by natural catastrophes/disasters as well as
extremely adverse weather conditions or product diseases. These events are considered
emergency situations for the smart farm as there are high risks of significant economic losses.
Condition 7a: In case of an emergency, smart farms part of the same collaboration also share
sensitive data, as these data can help in creating effective prevention and mitigation measures
for the whole collaboration, as well as putting in place aid measures for the affected companies.
Rule 7a: In case of an emergency 𝐸𝑚𝑒𝑟𝑔 the agriculture companies that are part of the same
collaboration share production-related and sensitive data.
(7a) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝐶, 𝑝𝑒𝑟𝑚𝑖𝑡𝑡𝑒𝑑) ← (𝑃𝑟𝑜𝑑(𝑑𝑎𝑡𝑎)⋁𝑆𝑒𝑛𝑠(𝑑𝑎𝑡𝑎)), 𝐴𝑔𝑟𝑖𝑐(𝐶),
𝑂𝑤𝑛𝑒𝑟(𝑂), 𝐶𝑜𝑛𝑠(𝑂, 𝐶), 𝐸𝑚𝑒𝑟𝑔(𝑂).
The policy analysis captures the contradiction between rule (7a) and rule (6), where in case of
an emergency and collaboration, it is granted the access to the data, which is denoted as (7a) >
(6).
Condition 8: Other entities outside of the previously mentioned cannot warrant access to the
data.
Rule 8: Nobody else can access the data.
(8) 𝐴𝑐𝑐𝑒𝑠𝑠(𝑑𝑎𝑡𝑎, 𝑆, 𝑑𝑒𝑛𝑖𝑒𝑑) ←.
The above rule represents the used criteria "deny by default". For activating the above rules,
we define that all the above rules (except for rules (4a) and (6) that are not in conflict with the
rule (8)) are stronger than rule (8). Thus, in case one of the above rules applies, we give priority
to them. Otherwise, access is denied.
The private and innovation data are never shared with other entities. A future ambition could
be to understand how to ensure the non-revelation of the innovation data. The revelation can
occur by sharing non-innovation data (e.g., production-related or sensitive data) that are
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linked/related to the innovation ones. The previous incident brings the data owner to expose
part of her/his innovation data involuntarily.
The above rules are analysed automatically by our analysis tool, which identifies the various
conflictual rules, provides the preference between them or introduce the preferences provided
by the tool user, and it gives as a result the rules in the form of access control policies that
compose the DSAs.
5

Discussion

The study herein primarily draws on the context of Industry 4.0 and information sharing
practices; and extends it with the contexts of 'smart farming', 'Agriculture 4.0' and the relevant
data sharing practices. The background of the agricultural sector informs the abductive case
study specifics and the associated rules and conditions.
The agricultural sector encompasses a set of activities that move agricultural products across
the agrifood supply chain from production to consumption; the set of operations includes
farming, processing, packaging, warehousing, transportation, distribution, marketing (Iakovou
et al., 2014). A number of actors are involved as part of the interplay of agrarian activities, such
as research institutions, farmers, agricultural cooperatives, intermediaries, manufacturers,
distributors, traders, wholesalers, retailers, and consumers (Jaffee et al., 2008). The agricultural
sector compared to other sectors and, in general, other supply chain networks (Tsolakis et al.,
2014), has strong links with the sustainable development goals (SDGs) and specifically food
security. In combination with the challenges the stakeholders face, the unique sectorial
characteristics can challenge the effectiveness, profitability, and sustainability of the practices
and, therefore, provide ground for innovation in the field if technological advances are in place
to support these activities (Meola, 2016).
The evolution of Agriculture 4.0 due to the sectoral characteristics and challenges led
stakeholders towards more integrated supply chains (Matopoulos, Vlachopoulou, Manthou, &
Manos, 2007) and forming strategic relationships collaborations (Daugherty, 2011). Farmer
cooperatives and consortiums were established as a first effort to increase the profit margins of
farmers and achieve economies of scale by reducing operating and logistics costs and
increasing farmers bargaining power (Prahinski & Benton, 2004). Collaboration can be defined
as working jointly to bring resources into a required relationship to achieve effective operations
in harmony with the strategies and objectives of the parties involved, thus resulting in mutual
benefit. Cao et al. (2010) refer to collaboration as a set of interconnected activities that include
information sharing, goal congruence, decision synchronisation, incentive alignment, resource
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sharing, joint knowledge creation, and collaborative communication. Meola (2016) emphasises
agricultural collaboration and data-sharing practices as an inevitable step to ensure
sustainability and the future of farming practices.
Better and closer collaboration can bring many benefits to farming actors, such as reduced food
waste levels, improved performance, and creation of competitive advantage (Despoudi,
Papaioannou, Saridakis, & Dani, 2018; Manzini & Accorsi, 2013; Mena, Adenso-Diaz, & Yurt,
2011). For example, creating a competitive advantage through learning alliances’ resources,
sharing information and knowledge, networks and making joint strategic and trading decisions
can result in reduced food waste levels. Additionally, increased levels of collaboration in the
farming systems can improve product quality, the efficiency of operations, reduce costs, and
increase overall agrifood sustainability (Ji, Jia, & Xu, 2018; Soosay, Hyland, & Ferrer, 2008).
Information sharing is seen as an essential element of collaboration that can lead to many
benefits such as cost reduction and competitive advantage (Sheu, Yen, & Chae, 2006).
Agricultural partners can exploit and complement each other capabilities and resources to
achieve the benefits of collaboration (Pretty, 2008). Knowledge exchange and knowledge
sharing is another crucial element for successful collaboration, as the actors need to exchange
their knowledge regarding food regulations such as food safety and food quality regulations
(UN Food and Agriculture Organization, 2017). Therefore we provide here some points that
warrant further discussion from the above scenario of the smart farm are the following:
Actors and Relationships: The evolution of Agriculture 4.0 due to the sectoral characteristics
and challenges led agricultural stakeholders towards strategic relationships and collaborations
(Daugherty, 2011) through digital platforms where data can be shared among various parties.
While Cao et al. (2010) refer to collaboration as a set of interconnected activities that include
information sharing, joint knowledge creation, and collaborative communication, there are
indeed challenges in using digital platforms for collaboration. Collaboration in the agricultural
sector can be achieved in different ways from the various stakeholder groups (actors) such as
NGO's, research institutes, statistical institutes, and vendors. Meola (2016) emphasises
agricultural collaboration and data-sharing practices as an inevitable step to ensure
sustainability and the future of farming practices. Information sharing is seen as an essential
element of collaboration that can lead to many benefits, such as cost reduction and competitive
advantage (Min et al., 2005; Sheu et al., 2006). Effective information sharing in the agricultural
sector is critical as it is an exceptional industry with time-critical, high-risk, high control and
security requirements as well as demand on supply chain integration (Fiala, 2005). Information
sharing in Agriculture 4.0 is seen as key in order to enable supply chain entities to manage
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unanticipated weather changes, water shortages, product perishability, price volatility and
isolation of producers from markets (Barmpounakis et al., 2015).
Categorisation of the Data: Within the context of Agriculture 4.0, the information sharing
practices emphasise the use of data and technology in the cyber-physical farm management
cycle recently, with a strong focus on data-intensive, informed decisions for the agricultural
practices (Kaloxylos et al., 2012; Nukala et al., 2016; Wolfert et al., 2017). The agrarian data
and linked data, metadata, information, and knowledge could be vast and can include anything
associated with them. Examples could include yield monitoring data (crop yield by time and
distance, distance and bushels per load, number of loads and fields), spatial coordinates
(mapping fields), fertilisation management data, data from mapping weeds, variable spraying
data, topographic data, salinity data, field assessment data, pertinent data, images, geospatial
data etc. (Kamilaris, Kartakoullis, & Prenafeta-Boldú, 2017). The volume of this list is
enormous and unlimited and is continuously expanding as more technological developments
arise. The volume of the data could sometimes hinder the progress and confuse the processes
if it is not handled with the required capabilities. The capabilities require advanced intellectual
and technical resources to capture, store, distribute, manage and analyse the data (Kruize et al.,
2016; O'Grady & O'Hare, 2017).
Rules and Conditions: Data management changes according to each sector characteristics and
background; thus, the application of data sharing and control practices should be altered and
evaluated in contextual environments based on individual case specifics. The agricultural
managers and policymakers should identify the right collaborative relationships through the
proposed framework among the different stakeholders to enable the adoption of smart farming
practices even at the farmers' point. The farmers should also be aware of the different rolebased access control policies and how they may impact their collaborative relationships with
other supply chain actors. The policies will help them understand how their data is used across
the supply chain and eliminate data-sharing concerns. The scenario of the smart farm presented
the way the framework can be applied in order to inform the AI- enforced rules and conditions
(through argumentation reasoning) to be set in data sharing platforms.
There are several opportunities and challenges manifested through the Agriculture 4.0
paradigm. Our study presented an example case to show how one of the multiple challenges
(data sharing among Agricultural platforms through agricultural activities) could be addressed
through AI approaches. The next subsestions will explain the potential contributions to theory,
policy, and practice presented through this study.

21

5.1

Theoretical implications

In the smart farm scenario, we illustrate the applicability of the DSA Framework for AIenforced role-based access control for agricultural platforms and we contribute further in the
literature of data management (Hazen et al., 2014; Karafili et al., 2018b) and specifically the
relevant AI applications for decision making (Duan et al., 2019). We argue that agricultural
stakeholders (and other stakeholders depending on the application sector) can use this
framework as a template for AI commands and logical decisions in terms of how the data will
be handled by the variety of actors involved in the food systems and have access to farming
platforms for various reasons (Spanaki, Karafili, et al., 2021; Spanaki, Sivarajah, et al., 2021).
The application of AI role-based access control rules and conditions also expands the
background of the agricultural supply chains and the sector as a whole, as there is a requirement
for contextual information to define the proposed DSA design. From an ecosystems’
perspective we contribute also to the academic discussions about data-driven innovation
(Shahriar Akter et al., 2019; Shahriar Akter, Michael, Uddin, McCarthy, & Rahman, 2020;
Pappas et al., 2018), but also data governance which is discussed as a major challenge of data
management (Mikalef, Boura, et al., 2020; Paul P. Tallon, Ramirez, & Short, 2013).
The study contributes to the contextual and theoretical background of data management
through the presentation of a framework of AI techniques as a solution to data sharing
problems. The role-based access control framework can be used as a template for contextual
applications of AI-driven data sharing decisions in various sectors (e.g., retail, healthcare,
aerospace, manufacturing etc.). The design science approach followed in the study is putting
into force the background of the agricultural sector to present contextual information and to
define the role-based access control decisions in the case of smart farms from a computational
perspective. In Agriculture 4.0, data sharing control presents the urgency for data governance
and control across the different agricultural stakeholders (Janssen, Brous, Estevez, Barbosa, &
Janowski, 2020), but that is also a general requirement for Industry 4.0 paradigm. The scope is
formed around the data exchange in the collaborative relationships (through the Agricultural
digital platforms) among different stakeholders. Besides, the context of information sharing is
extended with the collaboration aspect in the agricultural context (Despoudi et al. 2018;
Matopoulos et al. 2007; Daugherty 201; Papetti et al. 2012; Yan et al. 2016), where the
challenge of data sharing and access control decisions across are examined. Therefore, the
proposed framework draws on the literature streams of the agricultural sector and data
management, where the various aspects of the setting (actors-relationships) and data quality
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attributes (types of data) assist in a combination to define and design the proposed solution
(conditions informing the AI technique).
5.2

Implications for policy and practice

The proposed design offers then, by applying the DSA aspects and exploring them through the
framework of role-based data access control, lessons and/or guidelines per each of these aspects
to agricultural stakeholders (or any stakeholders depending on the scenario) who would like to
adopt and use various platforms and AI applications in the farming practices. In terms of
practical contributions, the framework develops usable considerations and recommendations
for the pre-implementation phase of digital platforms (in agricultural context or in any other
context) and implementation guidelines that enable potential users (in this case farmers and
farming stakeholders) to leverage the value of data and information and develop a precise and
tailored experience in the associated practices (farming practices at this instance). The
framework identifies the actors, relationships and the conditions that could be in place as a
checklist of important aspects to consider for digital transformation in a specific sector but also
the individual firm (i.e., farm). Identifying the guidelines before and post implementation, can
assist in greater impact of digital technologies within specific sector and context, while
understanding the requirements of the field, but also the data sharing policies, power and
control relationships around that context. Below the implications in terms of the platforms, the
stakeholders and the sector are described briefly, to provide pre-implementation considerations
when designing and acquiring the platforms.
Platform-specific considerations
•

Platform requirements. For role-based access control, the initial step should be to
understand and define the associated requirements to be defined for the proposed DSA,
provides a frame to define the relevant ecosystem of actors, relationships but also the
types of data used, collected, and entered in the systems, and therefore a frame to define
the relevant practices but also policies for the specific setting (i.e., agriculture) that can
be applied.

•

Platform governance. Acquiring knowledge of who has roles in the systems and how
the systems are monitored and governed, as well as the regulatory and policy
requirements. The proposed AI approach highlights the need to design and implement
context-specific data sharing control policies to define the relationships among the
agricultural stakeholders.
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•

Data governance policies. Application of data governance policies in various sectors
will eliminate the data-sharing concerns arising through multiple digital platforms and
reform the stakeholders' relationships across the SC (Giannakis, Spanaki, & Dubey,
2019). For the Agricultural sector, relevant agricultural policies should be designed to
set the boundaries regarding data sharing control points in the agricultural platforms;
this could be in sector specific DSAs and a broader context, general DSAs. The DSAs
and policies should also include role-based access control for each of the different
agricultural stakeholders using multiple digital platforms (Karafili et al., 2018b). All
the above will enable and accelerate the adoption of smart farming practices, primarily
at the farmers' point and for all the stakeholders involved in the supply chain.

Stakeholder-specific considerations
•

Knowledge and skills.

Many individual farms have started already applying AI

solutions and various farming platforms, however there is still lack of knowledge and
skills in regard to how rapidly the systems change in the AgriTech field and how
efficient could be this change, how the actors could cooperate in a smoother and timely
manner to minimise risk and endeavour the benefits. The users of the systems should
receive initial training and understanding of the systems and also follow the updates of
newer versions, in order to endeavour the full potential of such technology.
•

Impact to the customer. How the use of such technologies could impact the end productservice of the farm and the experience of the customer, in terms of product quality,
traceability, sustainability of the process. The end results to the customer end should
also be monitored and feed the digital platforms with usable feedback, so as the various
practices are enhanced and tailored to provide value also for the customer.

Sector-specific considerations
•

Central governance and understanding of the sector. Governmental parties and
stakeholders in the farming sector, could better understand the field and the
requirements, while they can apply specific policies for farms but also the farmers,
based on real-time context-specific data and insight.

•

Sustainability and resilience. Through real-time information and data, the sector could
benefit from precise predictions and advice, so as in cases of humanitarian crises there
will be a proactive response and not reactive measurements that could cost big losses
in terms of resilience but also the sustainability of the farming production and the
maintenance of the farming fields.
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From a practical perspective, as many individual farms have started already applying AI
solutions and various farming platforms, there is still lack of knowledge and skills in regard
to how rapidly the systems change in the AgriTech field and how efficient could be this
change, how the actors could cooperate in a smoother and timely manner to minimise risk
and endeavour the benefits. Other questions that could be raised about the use of AI
applications in agricultural sector could vary in terms of the impact to customer, the way
the systems are monitored and governed, as well as the regulatory and policy requirements
(Dwivedi et al., 2021; Kamble, Gunasekaran, Parekh, & Joshi, 2019; Sharif & Irani, 2016).
5.3

Limitations and future research directions

Although Agriculture 4.0 has several advantages, it comes with sector-specific and
technological challenges. The potential of Agriculture 4.0 smart farming models for farmers is
high, but there are concerns about the focus of future research. From the farmers perspective,
there has been resistance and challenges in smart farming implementation, with the main
inhibitors being the availability and use of new technology and the data-sharing concerns. In
our study, we proposed a new approach for the latter, the data sharing between farms. We
argued that data can be processed and can create value through tailoring techniques across the
immediate boundaries of each farm with well-defined DSAs, role-based access control and
usage control policies. The major limitation of this study is the fact it it context specific, and
could be studied from various approaches for the individual smart farm, but also a wider
farming context (depends on the location, country, culture of the area/region, size of the farm
etc). Futher research towards this direction could explore more case scenarios to address further
these context specifics. Another limitation draws on the fact that the data sharing could be
applied and compared within other contexts different from the agricultural sector, to highlight
the sector-related challenges, but also the various other aspects of the DSAs. Longitudinal and
qualitative studies on the field (interviews or surveys with stakeholders etc) exploring the
behaviours of the actors and their decisions would enhance the field with context-rich
information and assist in defining precise DSAs while informing the AI-enabled techniques in
place.
Future research in this field should focus on exploring sustainability and the ethical and
practical concerns of Agriculture 4.0. The data sharing context for heterogeneous data, the path
to better data quality, and frameworks that describe and track data processing in other sectors
should also be further researched. The current presented framework can be easily applied using
the sticky policy paradigm, and the DSAs enforced when a cloud environment is used. Further
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studies should be continued to be made on ensuring the security properties of the data. In
particular, the data privacy aspect should be considered in future research as it poses severe
threats in data sharing among third parties. The organisational aspects and the capabilities and
skills needed to build innovation in data-intensive contexts should be examined as part of the
data generation and exploitation strategies.
6

Conclusion

In light of the fourth industrial revolution (Industry 4.0), the view of the' smart farms' provides
a new approach to traditional farming as a matter of urgency for the sustainability of the
existing food systems and agricultural supply chains. Agriculture 4.0, or else called the smart
farming paradigm, is seen as a logical development of previous food production systems. The
challenge of feeding the world's population ecologically and sustainably requires viable
solutions to increase food production and environmental efficiency. Both the radical changes
implied by Agriculture 4.0, Industry 4.0 and the technological infrastructure could provide a
ground for the agricultural sector to have the most significant disruption and significant
potential for innovation over the future years.
The context of Agriculture 4.0 emphasises on the use of data and technology in the cyberphysical farm management cycle, with a strong focus on data-intensive, informed decisions for
for the farming sector (Kaloxylos et al., 2012; Nukala et al., 2016; Spanaki, Karafili, et al.,
2021; Spanaki, Sivarajah, et al., 2021; Wolfert et al., 2017). As described by Wolfert et al.
(2017) the use of smart farming in agricultural sector data may unravel in a continuum of three
directions:
1. Farmers and other stakeholders of the agricultural sector as participants in closed,
proprietary systems of a highly integrated Agri-Food supply chain.
2. Farmers and other stakeholders as parts of a collaborative supply chain network,
sharing data, information and experience with their peers via online platforms.
3. Farmers and other stakeholders as knowledge/information sharing and decision-making
entities of a supply chain network of open, collaborative systems ﬂexible in choosing
business partners as well for the technology as for the food production side.
In all three directions, the development of data platforms and infrastructures as well as the
regulatory and legal frameworks around the use of data are essential aspects for the individual
farmers and the farming sector as a whole. Our study focuses on the challenge of data sharing
and control, which can also base sustainable operating models for smart farming and, overall,
the agricultural sector, especially for small and medium farms.
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