A trust framework for digital food systems 
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The food system is increasingly reliant on a multitude of data-driven technologies that connect global supply chains and underpin productivity, trade and security. Improved governance of data exchange – through a data trust framework - will drive sustainable business growth and secure wider public benefits. 

Introduction
The full potential for a digitally transformed food system has not yet been realised - or indeed imagined. Data flows across, and within, vast but largely decentralised and tiered supply chain networks. Data defines internal inputs, bi-directional flows of food, information and finance within the supply chain, and intended and extraneous outputs. Data exchanges can orchestrate critical network dependencies, define standards and underpin food safety. Poore and Nemecek1 hypothesised that digital technologies could drive system transformation for the public good by empowering personalised selection of foods with, for example, lower intrinsic greenhouse gas emissions. Here, we contend that the full potential of a digitally transformed food system can only be realised if permissioned and trusted data can flow seemlessly through complex, multi-lateral supply chains, effectively from farms through to the consumer. 

Data for the public good
Whilst the transmission of commercial and personal data are highly controlled and regulated, there are many examples where data is not readily transmitted through supply chains that could otherwise serve a public or common benefit. This data includes food safety, certification and standards, environmental costs of production, nutritional content and know-how that could drive whole supply chain efficiency. For food safety alone, regulation (e.g. UK Food Safety Act, 1990) requires all actors within a supply chain to trace products just “one-step-up” and “one-step-back” through the supply chain. There is no compulsion to connect traceability data beyond that requirement, or for supply chain actors to transmit data through the multiple tiers of the complex food system. Barriers to the exchange of data that can realise a common benefit are associated with a lack of trust between exchanging parties, technical and legal complexity of managing and governing data exchange and fragmented sector leadership.

Private sector companies within a supply chain are entitled to make their own arrangement to exchange data under terms and conditions agreed by all partners and subject to broader statutory constraints (including general data protection regulation (GDPR), and competition law). While a multitude of such arrangements exists, they were generally developed as local ad-hoc contractual arrangements and require continuous adaptation as trading relationships evolve, new data sources become available, where novel approaches are developed for extracting value from data, and/or where inequalities from the exchange of data become apparent. These pragmatic, but short-term, approaches may succeed in addressing an immediate concern, but can also result, ultimately, in greater friction and inefficiencies being built into the system.  As food systems undergo digital transformation, a new approach for data governance is required, one that is legally robust, secures a wider public purpose and facilitates the necessary trust to stimulate data exchanges across the whole food sector.
Data trusts and trust frameworks
The challenge to establishing trusted multi-lateral data exchange between parties, for example across a whole supply network is common across industrial business-to-business (B2B) interactions in any sector, not just food systems, and challenges also exist where data processors might interact with personal data (business-to-consumer, or B2C).  Whilst B2B data sharing requires complex governance systems that define data ownership, commercial rights, use and access, exchanges that involve personal data (B2C) needs to protect obligations to individuals enshrined by regulations such as the UK and EU’s GDPR. This poses considerable ethical challenges, especially as new technologies, such as artificial intelligence2, have unprecedented power to analyse individual and group behaviours. To mitigate such ethical challenges, the term "data trusts" recently entered the vernacular as a governance model for the pooling and sharing of personal data by data processors deploying artificial intelligence technologies. Stricto sensu, "data trusts" are governance structures defined by "trust law". They are generally akin to libraries of information where data are securely shared for a greater good, and put under the care of a stewardship function (trustee) that has fiduciary responsibility to act in the interests of the beneficiary/ies - and only the beneficiary/ies. The data trust’s stewardship function may be carried out by one or more individuals who make decisions regarding the data in terms of what can be done with or to them, in line with the terms on which data or rights have been put into the trust, and for the benefit of the trust’s beneficiaries. Data trusts have been defined as a form of participatory governance3.

The terminology, "data trust," is ambiguous. Defined by law, data trusts are only one of a set of collaborative data governance systems.  It could for instance imply a system of governance as an embodiment of "trust law", or simply a defined governance system that secures trust in the data per se or even the trustworthiness of participants. We suggest a more appropriate descriptor of the governance set should be "trust frameworks"4-6, which include the management of all forms of collaborative data, irrespective of whether it comprises personal data or indeed uses "trust law". As defined by Temoshok and Abruzzi (2018)5, a “Trust framework [is] a generic term used to describe a legally enforceable set of specifications, rules, and agreements that govern a multi-party system established for a common purpose, designed for conducting specific types of transactions among a community of participants, and bound by a common set of requirements". 
Barriers to data exchange are associated with a lack of trust between exchanging parties7, the technical and legal complexity of managing and governing data exchange, and a fragmented private sector leadership seeking to deliver a public good. Examples of multi-party systems using trust frameworks include credit card systems, electronic payment systems, the internet domain name registration system, and digital identity systems. Trust frameworks exist to provide assurances to participants that all other participants will conduct themselves according to pre-agreed roles and rules. These trust networks can be based on institutional trust, relational trust or a hybrid mix of the two elements. Accordingly, we see trust framework models as a key requirement for data sharing across distributed food supply networks, and propose8,9 that any trust framework for the food system requires four logical components: 1) a governance and legal form that defines the pre-agreed rules and roles permissible in the system, 2) a security and permissioning layer where the network connectivity between the participants is implemented, 3) a knowledge mapping component which establishes inter-operability between the disparate system elements and across interfaces, and 4) an operational component where the business processes are executed (see Figure 1).
Governance and Legal Form
We envisage a two-tier governance structure with three key constituents: A) a members’ council of stakeholder representatives from the private and public sector. Within the food system, private agents could be the companies in a supply chain that have common purpose to exchange data up to, and including, consumers or other representative groups (Unions, Trade Associations). The public sector bodies are likely to be regulators (e.g. UK’s Food Standards Agency, Environment Agency) or government departments B) a supervisory board elected by that members’ council to represent the council and determine priorities, and hence supervise C) an executive board that is tasked to focus on the day-to-day strategies for developing and implementing the data trust framework protocols. The inclusion of a regulator within the governance framework could facilitate institutional and relational trust, and also reduce legislative burden on both the public and private sector. Initially, a legal form could be achieved through a collection of adaptable collaboration agreements (contractual framework), but it may ultimately be beneficial to establish a legal entity (corporate framework, such as a company limited by guarantee9) to represent such a governance structure. In all instances, there are key elements to engender trust among stakeholders: a clear statement of purpose, underpinned by robust governance, that respects the rights of all interests and ensuring the data is used ethically and according to agreed rules; transparent and consistent decision-making; and accountability and equality across stakeholders. The first of these  will embed institutional aspects of trust whilst the other two elements will drive aspects of relational trust. While the benefits of data sharing can be manifold, stakeholders will want to know that any data, to which they provide access, will be used for appropriate and ethical purposes. 
Security, permission, interoperability and operation
Digitally transformed food supply is inherently vulnerable to disruption or malicious intent, including cyberattacks10. As business processes becomes more transactional, carefully managed information sharing becomes central to operational success. Controlling access by individuals, role profiles, groups, specific data types or context is always challenging and primarily entails reliably authenticating individual parties for authorising specific actions. This challenge increases with controlling access across separate, independent organisations, and with disparate heterogeneous sets of data. Here we see a role for the FAIR Data Principles11 which define findability, accessibility, interoperability and reusability. While these principles were originally developed for the data-rich research community, they have increasingly been successfully applied in the commercial domain.
Information sharing requires interoperability between distributed data sources, the systems that manage them, and users (either humans, systems or models). Connecting different information systems is challenging as information is often stored in different formats and housed in distinct proprietary systems12. The interoperability component thus provides an ability for users to interact with the whole framework, including through shared application programming interfaces (API’s), open format data repositories, and also proper quality control and curation standards.
The operational layer defines how the community interacts at a business level, and includes directories of members (either humans, systems or groups thereof), their role profiles, and what data they can access and/or provide, i.e. their level of permission and authority within the trust framework. The operational component could also include a reasoning engine to provide insight into the overall operations of the supply chain or to highlight specific issues, for example to detect, monitor or risk assess foodborne illness outbreaks. The operational layer also includes the processes for monitoring of compliance and degree of adherence to standards across members.

The key characteristic of a data network for a food production supply chain is distributed data stores. Such data stores belong to independent organisations, such as a haulier, retailer and farm. Each organisation is responsible for its own data, held in its data store. Any flows of information, from these data stores, corresponding to a flow of goods between these organisations would be controlled in a decentralised manner. Retailers may request information from suppliers, but would not typically have free access to all of their data. Similarly, producers would receive selected data from their suppliers, and would pass on selected information to hauliers. For routine transactions, functional and regulatory processes would dictate such information flows. Only in exceptional cases, such as product recalls and other incidents, would further protocols around additional data sharing/access be enacted. These structures are partially operational within the existing food supply chain, but this is typically where data exchange is between bi-lateral entities for private rather than public purposes. 
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Figure (1) Model Food Data Trust Framework. A model trust framework for the food system structured with a defined legal form and proposed operational functions whilst interacting with multi-lateral parties within the food system, adapted from8.

Towards an intelligent and transformed food chain
What we thus foresee is an intelligent, decentralised food supply chain focussed on securing a common good by the secure exchange and sharing of information. This can range from secure sharing of regulatory compliance information, through to gaining unique insights from AI harnessing secure collection(s) of distributed data. Achieving this goal requires robust and resilient data-driven services, aligned with secure and independent AI services potentially accessing anonymised, but traceable, independent data, and a strong human-centred governance process representing all food system stakeholders, including the consumer. We contend that regulatory compliance can and should be better enabled through data trust frameworks and as a result contribute to a more resilient and robust food chain.  This vision could be realised over a relatively short time period, considerable exchangeable data is already collected by supply chain actors for their own private or commercial purpose. The challenging step is the gain of consensus to exchange data between what could normally be highly competitive organisations operating in the food chain. 


Conclusion and future
At this nascent stage, we recommend that a pilot food standards trust framework be established and evaluated, which could take the form of the Food Data Trust (FDT). This effort should be undertaken in conjunction with relevant regulators and with the participation of commercial entities as well as academic support. Industry engagement will be essential, as the mechanism should be co-designed and co-developed with partners relevant to each use case.  The pilot must establish the common purpose and establish reproducible precedents that inform the design of legal standards and governance structures. Effective monitoring of the pilot can establish and quantify the transformational power of data trust frameworks, whether the governance structures are indeed sustainable and generate a significant public good.
While digital technology is already transforming some of the global food system, driving productivity and helping to realise improved environmental and societal outcomes across society, the full potential of a data-driven transformation that secures common benefits, such as improved food safety or movement towards a more environmentally sensitive and lower carbon food chain, has not yet been realised. The development of more coherent and effective mechanisms to govern data sharing with multi-lateral trust frameworks offers new potential to foster and enact further critical change.
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