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Abstract—Unmanned Aerial Vehicles (UAVs) have found com-
pelling applications in intelligent logistics, search and rescue as
well as in air-borne Base Station (BS). However, their commu-
nications are prone to both channel errors and eavesdropping.
Hence, we investigate the max-min secrecy fairness of UAV-
aided cellular networks, in which Cooperative Rate-Splitting
(CRS) aided downlink transmissions are employed by each multi-
antenna UAV Base Station (UAV-BS) to safeguard the downlink
of a two-user Multi-Input Single-Output (MISO) system against
an external multi-antenna Eavesdropper (Eve). Realistically,
only Imperfect Channel State Information (ICSI) is assumed
to be available at the transmitter. Additionally, we consider
a realistic total power constraint and guarantee the specific
Quality of Service (QoS) requirements of the legitimate users.
To handle the worst-case channel uncertainty of the legitimate
users and an external Fve, we conceive a robust secure resource
allocation algorithm, which maximizes the minimum worst-case
secrecy rate of the legitimate users. Based on the CRS principle,
the transmitter splits and encodes the messages of legitimate
users into common as well as private streams and the user
having stronger CSI is asked to help the cell-edge user by
opportunistically forwarding its decoded common message. In
contrast to the existing schemes adopted in the literature for
ensuring secure transmission of the first cooperative phase only,
in our proposed solution the common message has a twin-fold
mission. Explicitly, apart from serving as the desired message,
it also acts as Artificial Noise (AN) for drowning out FEve
without consuming extra power. This is in stark contrast to
the conventional AN designs. In the second phase, the pure
AN is directed towards the Fve, deploying a robust Maximum
Ratio Transmitter (MRT) beamformer at the UAV-BS. To solve
the resultant non-convex optimization problem we resort to the
Sequential Parametric Convex Approximation (SPCA) method
together with a bespoke initialization algorithm to avoid any
failure due to infeasibility. Our simulation results confirm that the
proposed secure transmission scheme outperforms the existing
cooperative benchmarkers.

Index Terms—Rate splitting, physical layer security, robust
beamforming, secrecy fairness, imperfect CSIT, worst-case opti-
mization, cellular UAV networks.

I. INTRODUCTION

HYSICAL layer security (PLS), whose core idea is to
opportunistically exploit the random characteristics of
fading channels, has attracted growing attention in the recent
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decade as a promising technique of enhancing the secrecy of
wireless communications [1]-[10]. A pair of proposed PLS
solutions, namely beamforming and jamming techniques have
been particularly extensively exploited [3], [4], [6]-[9]. How-
ever, the performance of these PLS schemes critically relies
on the availability of near-perfect Channel State Information at
the Tx (CSIT), particularly in multi-user systems' [10], [11].

Recently, thanks to the high mobility, on-demand coverage,
and providing Line-of-Sight (LoS) link, Unmanned Aerial
Vehicle (UAV) networks have attracted a great deal of interest
because of their capability of supporting the Key Performance
Indicators (KPID)s of next-generation networks [12], [15], [16].
In this regard, UAVs may be deployed as mobile base stations
(UAV-BS) to assist the BS on the ground in its service
provision. Actually, with the aim of traffic offloading [17], the
burden imposed on the over-sailing macro-cell can be directed
to the small UAV-cells to mitigate the burden imposed on
the cellular network [12], [18]. Furthermore, UAV-BSs can
assist Heterogeneous Networks (HetNet), where the problem
of inter-user interference management would be problematic
[12], [19]. Explicitly, to alleviate the inter-user interference
within each small UAV-cell, the 3D-position of UAVs can be
exploited for increasing the degrees of freedom (DoF) [20].
For achieving a high directional gain, hence minimizing the
interference between the users in [21], a null-steered beam-
forming technique has been employed by the UAV-BSs. From
a secrecy perspective, the PLS designs can also exploit the
UAVs for detecting the Eves’ location via the UAV-mounted
camera or radar [22], as well as the new DoF provided by the
trajectory design [23]-[25], and the LoS jamming link provided
by the UAV-based friendly jammer [26].

Meanwhile, to satisfy the heterogeneous and massive con-
nectivity requirements of NextG-Com, deploying Multiple
Access (MA) techniques in the downlink Multi Input-Single
Output Broadcast (MISO-BC) systems has been highlighted
[6], [11], [12], [24], [27]-[30]. To be more specific, recently,
Rate Splitting (RS) Multiple Access (RSMA), which is a
generalized joint framework of Non-Orthogonal Multiple Ac-
cess (NOMA) and Space Division Multiple Access (SDMA),
was introduced as a promising transmission scheme, capable
of outperforming both NOMA and SDMA in terms of its
multiplexing gain and spectral efficiency [27]. Using RS, each
transmitted message is split into a common and a private part,
followed by linear transmit precoding at the multi-antenna

There are several PLS studies that adopted their strategy based on the
Ewve’s direction knowledge [12], [13], e.g., in airport scenarios, where the
FEves might be UAVs as well [14].
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Tx and Successive Interference Cancellation (SIC) at each
receiver [27]. As a further development, Cooperative Rate
Splitting (CRS) has been studied in [28] that outperforms
its Non-cooperative Rate Splitting (NRS) counterpart [29] in
terms of both its reliability [27] and security [30]. To be
specific, using CRS, the RS-near user having higher power
with stronger CSI is asked to opportunistically forward its
decoded common message to the other user. Upon considering
the half-duplex constraint, data transmission takes place in
two consecutive time-slots. Hence, CRS benefits from the
cooperation of the legitimate users. It is worth of mentioning
that as a special form of RSMA, secure NOMA systems
have been proposed in [31], [32], which use AN and beam-
forming for secrecy purposes. However, the non-orthogonal
superimposed streams, sent by the transmitter, are taken into
account as “useless” in sense of secrecy, as they can be
completely removed via SIC at Eve. More explicitly, the Eve
is able to decode some superimposed streams and wiretap the
remainder streams with less interference. In contrast, upon
using RSMA approach, the common message constitutes the
desired message as well as the artificial noise (AN) harnessed
for confusing the potential Eve without the need for allocating
extra transmit power to the AN [29], [30]. Thus, the solutions
proposed by [31], [32] are not applicable to the RSMA-based
counterpart owing to the different natures of the problems.

The recent CRS-enabled systems of [28], [30] have investi-
gated the idealized simplifying assumption of having perfect
CSI knowledge, but in case of UAV-communications due
to instability of the platform in atmospheric turbulence, as
well as its limited computation power, the CSI cannot be
perfectly estimated at the UAV-BS [12], [26]. This will further
exacerbate the detrimental impact of inter-user interference
upon increasing the transmit power, specifically in UAV-MA
networks, in which the UAV-BS is enabled by one of the MA
techniques [11], [12]. Although the efficiency of RSMA has
also been reported under imperfect CSIT in [11], [29], [33],
little attention has been given to the integration of RSMA with
UAV-BS. Explicitly, the robust and secure design of CRS-aided
UAV networks, under imperfect CSIT of the whole links? , has
not been studied as yet. A list of abbreviations and acronyms
used throughout the paper is given in Table I. To gain more
insight, the novelty of the proposed approach is boldly and
explicitly contrasted to the state-of-the-art in Table II at a
glance.

To elaborate our work little further, we consider a UAV-
aided cellular network including an over-sailing macro BS and
several UAV-aided cells as well as macro-cell users. For each
UAV-cell, we consider the worst-case secrecy scenario for a
MISO-BC system. In particular, a multi-antenna UAV-BS aims
to communicate with two legitimate users in the presence of
a multi-antenna E've, that is able to maximize its wiretapping
rate by doing Maximum Ratio Combining (MRC) protocol

2 Although this is more realistic to consider a completely unknown Eve,
by using UAV we can detect the Eves’ location and thus having a knowledge
about the Fwves (even imperfect E-CSIT) is reasonable. This assumption is
also valid for cases in which Ewves have enrolled as the network’s nodes, but
not authorized to receive the services, though even for a passive Eve, due to
the unintentionally leakage of oscillator power, Fve’s CSI can be estimated.

TABLE I
LIST OF ACRONYMS AND ABBREVIATIONS

PLS Phisical Layer Security
FJ Friendly Jammer
SIC Successive Interference Cancellation
I-ESIT Imperfect Eve’s Channel State Information
I-ECDI Imperfect Eve’s Channel Direction Information
TUIM Inter-User Interference-Management
RSMA Rate-Splitting Multiple Access
CRS Cooperative Rate-Splitting
NRS Non-Cooperative Rate-Splitting
NOMA Non-Orthogonal Multiple Access
SDMA Space Division Multiple Access
WCSRM Worst Case Secrecy Rate Maximization
SSRM Secrecy Sum Rate Maximization
AN Artificial Noise
ANPM AN Power Maximization
SOPM Secrecy Outage Probability Minimization
SRM Secrecy Rate Maximization
MISO-BC Multi-Input Single-Output Broadcast Channel

[7]. Against this background, the contributions of our work
are summarized as follows:

o To safeguard confidentiality in the presence of multi
antenna Eve, we propose a comprehensive CRS-based
secrecy design, which guarantees both secrecy fairness
between the two users and robustness against imperfect
CSIT. To satisfy our secrecy fairness goal, given the
power budget constraints imposed on our multi-carrier
UAV-assisted system, we formulate the associated Worst-
Case Secrecy Rate (WCSR) maximization problem op-
timized under the practical outage constraints of both
cooperative phases.

o Using the two-stage CRS strategy, we conceive a se-
crecy policy under which the first phase is secured by
designing the RS-common-precoder, so that while Eve
fails to attain a certain minimum eavesdropping rate, the
common message can be decoded at legitimate users.
By doing so, the common message twin-fold mission
of both the information bearing intended message and
the AN. Interestingly, by decoding and forwarding the
common stream, two opportunities are provided to take
full advantages of the common stream, hence further
enhancing the secrecy. The second phase is also secured
by focusing the AN towards the Eve by employing a
robust Maximum Ratio Transmission (MRT) beamformer
at the idle UAV-BS. Given the limited power assigned
to the second phase, we also optimize the relaying and
jamming power, hence further increasing the secrecy
rate. To further enhance the achievable secrecy fairness,
we have optimized a pair of parameters as well, i.e.,
weighting factor determining the specific share of each
user in the secrecy enhancement as well as time-slot-
sharing parameter between two phases. We have also
included an interference management constraint to protect
the communications of over-sailing macro-cell against
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small UAV-cell transmissions.

o To solve the resultant non-convex optimization prob-
lem, we resort to the Sequential Parametric Convex
Approximation (SPCA) methodology of [34], leading to
a trade-off between approaching optimality and the com-
putational complexity®>. Moreover, to avoid any failure
due to a potential infeasibiity, a beneficial initialization
algorithm is proposed for finding a feasible initial point
of the original problem.

e Our simulation results have shown that the proposed
strategy outperforms both the Cooperative NOMA (C-
NOMA) and the Cooperative SDMA (C-SDMA) strate-
gies. We will also show that although the proposed CRS-
based strategy has evolved from the NRS scheme of [29]
for some propagation environments, it outperforms NRS
on average. More precisely, we have shown that reliance
on the cooperative phase is inevitable.

The rest of this paper is organized as follows. The system
model and preliminaries are provided in Section II. Section
IIT and IV describe the signal representation and the corre-
sponding achievable information rate, respectively. Section V
formulates our robust WCSR maximization problem. The pro-
posed SPCA-based solution converts the non-convex problem

3N0tably, heuristic optimization techniques, such as GA [35], Ant Colonies
[36], and Multiple-Objective GA (MOGA) [37] are capable of solving chal-
lenging rank deficient [38] and non-convex problems, even for the near-Pareto-
optimization of multi-component objective functions [39]. However, upon
such schemes, it is often hard to provide rigorous performance guarantees.

into a convex problem and the associated feasible initialization
procedures are provided in Section VI. In Section VII, our
simulation results are presented and the paper is concluded
in Section VIII. Finally, the Appendices and Proofs of the
lemmas are provided in Section IX.

Notation: Vectors and matrices are denoted by lower-case
and upper-case boldface symbols, respectively; ()", (.)*, ()",
and (.)_1 denote the transpose, conjugate, conjugate transpose,
and inverse of a matrix respectively; e(.) denote the real
part of a complex variable, and Jm(.) denote the imaginary
part of a complex variable; We use E{-} and £ to denote the
expectation and definition operations, respectively; A complex
Gaussian random variable with mean £ and variance o2 reads
as CN (p,0?). The notation Vec(H) converts the matrix H
in single column vector, and Iy denotes the N x N identity
matrix; RV and CV*! denote the set of N-dimensional
standard real and complex Gaussian random variable, respec-
tively. CV*¥ stands for an N x N element standard complex
Gaussian random matrix whose real and imaginary parts are
independent normally distributed random variables with mean
zero and variance % The entry in the i-th row and j-th
column of a matrix H is represented by H[i,j]. Finally,
D (H) denotes the dimensions of the matrix H given by the
number of rows and by the number of columns. Furthermore,
Upmar {A} and vp,q, {A} denote the columns of Up and
V A corresponding to the dominant singular value ¢4, of
matrix A, respectively, i.e., the matrix A has a Singular Value

[34]
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Fig. 1. Proposed system model

Decomposition (SVD) given by A £ UAAAVa.

II. SYSTEM MODEL AND PRELIMINARIES

In this section, the RS signal model, the channel models and
their corresponding realistic impaired counterparts are firstly
reviewed, which then serve as the basis of developing a robust
and secure approach in an RS-based UAV-assisted cellular
network. In this regard, a network including a over-sailing
macro BS and I UAV cells as well as Nj; macro users are
considered, as shown in Fig. 1. Although the macro users have
higher priority in using the spectrum, the UAVs have been
allowed by the BS to operate within the service range of the
macro users. For the i-th UAV cell, a UAV hovering at a fixed
altitude H; provides communication services for N number
of UAV users. The total bandwidth of BW is shared among
all UAV users. The same spectrum is exploited by the macro-
cell users and all the UAV cells, so the nodes outside the i-th
UAV cell may interfere with the UAV nodes therein, inflicting
Intra Macro-Cell Interference (IMCI). For each UAV cell, BW
is partitioned into K sub-channels SC’k|kK:1, each of which
has a bandwidth of B,. = %. If we let Nk\le stand for
the number of users assigned to SC}, a maximum number of

K

N* =3" Nj, users can be served by UAV;. However, without
k=1

loss of generality we assume Ny, = 2 in the rest of this paper.

A. Transmitted RS Signal Model

We consider the i-th UAV cell * of Fig. 1, where U AV; aims
to communicate with two legitimate users, namely Uf,k and
ng through SC}, , while Fve keeps on wiretapping silently.
UAV; and FEve are multi-antenna devices respectively have
N Transmit Antennas (TAs) and N, Receive Antenna (RAs),
while U}, and Uj , are equipped with a single RA.

To concurrently serve two users through SCy, U AV relies
on the RS technique as shown if Fig. 2, which partitions

4Although the analysis is provided for a single UAV cell, the results can
be generalized for the whole network.

the confidential messages destined for each legitimate user
2

into the common part W, ko and private part W:Li

i
Wil

The resultant common parts V\/i’C

are incorporated into
n=1

the Wk , and encode to the common stream s;°. By contrast,

WZ’ 1k and W, 5 are independently encoded 1nt0 two different

i,p

private streams s, 3212, respectively. Upon grouping the

three streams into the vector si = [sk ,sl’i,szﬂ T, the
transmitted RS signal is given by:
X}, = Pisy = pysy"+ Z P, (1
n=1

where Pi = [p;’c,pi’i,p;’i] € CNo3 is the beamforming
matrix adopted by U AV;, which includes the linear precoding
vector p;°, corresponding to the common stream as well as
the precoding vectors Py’ Py’ of the private streams. As fqr
the power constraints, on one hand the RS signal’s transmit
. . . H . .
power pi. = T'r (x;x}g , has to satisfy the power constraint
budget of SC, i.e. P{. On the other hand, the power budget
assigned to different SC}, has to meet the power limit P},
H
at UAV;. Assuming that E{sksk

} = I3, these constraints
can be expressed as:

OgTr(P’P ) Pl Vk=1,.K )
K
DY P<P
k=1

At the receiver side, each user first reconstructs its corre-
sponding message by decoding s to retrieve the associated
common message W:lck followed by decoding the associated
private streams by employing a different codebook from the
one used at the transmitter [11].

We assume furthermore that, the received power of the cell-
center user U{ ; is higher than that of the cell-edge user Uy ;..
So, to further assist the transmission of Uéyk, the cell-center
user Uik acts as a Decode-and-Forward (DF) relaying user
who re-encodes sﬁf and forwards it to Uik. Given that all
nodes obey the half-duplex constraint, data transmission takes
place in two consecutive time-slots. Consequently, a dynamic
time sharing parameter 0 < # < 1 is introduced, where the
portion 6 of each time slot is allocated for the first phase of
transmissions, while the relaying phase is allocated to the re-
maining (1 — 6) portion. Thus, two opportunities are provided
for E've to wiretap the information during these two phases of
transmissions. To safeguard the first phase, the corresponding
beamformer py© of the common stream is designed so that
¢ is simultaneously exploited as jamming noise at Eve, as
detailed later in the paper. By contrast, in order to secure the
transmission against Fve during the relaying phase, UAV;
serves as a jammer. It should be emphasized that, we here
assume the worst-case scenario in the sense of security, where
the powerful, and high-complexity receiver of Fve knows its
exact CSI and can use Maximum Ratio Combining (MRC)
and wiretap for gleaning confidential information at its full
capacity.
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Fig. 2. Rate splitting transmission Structure

B. Channel Definitions

The complex-valued channel coefficients between the
UAV and the terrestrial nodes UAV; — Uf)k, UAV; —
Uj 1. UAV;— Eve at the first phase are denoted by h, , €
CNel o€ {1,2} and Hé,kE CNexNe | respectively. These
channels are modeled as hi, , = PL; , n! . Vn € {1,2,¢},
with i, 2 Vee (HL, ) €CV¥>1, and PL;, £
represents the path loss between U AV; and node n € {1,2, e},
which is characterized by the distance between UAV; and
a ground user. Furthermore, nfkk is i.i.d. Gaussian random
variable; namely, n!, , [i] ~ CN (0, 1) represents the corre-
sponding small scale fading. The path loss exponent a;’k
obeys the probabilistic model of [40], which is appropriate
for low-altitude UAVs including the LOS link that may be
blocked by various environmental obstacles, given by:

L. =N,

n,k 3
14+ A\ere(dn—21) + Ny 3)

—o g
dn,i

4

i
an,k

In fact, o/, , is composed of the LoS and non-LoS com-
ponents £¢, and N, respectively. Furthermore, ¢! =

180 gip—1 H
s d

and the n-th Gser at a UAV to ground distance d, while A\; and
Ao are determined by the wireless environment, for example
urban, dense urban, etc. [40].

Additionally, f! , € CNe*! and f3 , ~e C™! respectively
denote the corresponding channel coefficients of Uli) r—Eve
and U} , —Uj , links during the second phase. Furthermore,
the transmissions of all nodes, relying on SCj} and within
the ¢-th UAV cell, are contaminated during both phases by
the IMCI signal v} € CNmx1 (with Nj; representing the
number of macro users, occupying the same SC}) and the
corresponding channels are denoted by cfhk € CNaxl for
n € {1,2} and C. , eCNwxNe,

Remark 1. (Channel Imperfection): In a realistic system,
due to the transmission and processing delays, as well as the
mobility of the users, the CSI may become outdated, hence
resulting in inaccurate CSI that must be taken into account in a
practical design. However, the path loss changes slowly, hence
we assume that it can be perfectly compensated by power con-
trol. Thus, in this paper it is assumed that the CSI uncertainty
is only affected by the small scale fading component n:—l’ k- TO
be specific, because of the UAV’s platform fluctuations due

>, denotes the elevation angle between U AV;

to atmospheric turbulence, as well as owing to the limited
computational power of the UAVs as compared to the BSs on
the ground, the CSI error is assumed to contaminate the UAV
cell’s links.

Based on Remark 1 together with the worst-case CSI
error model of [29], [41], the relationship betwAeen tpe esti-
mated small scale fading coefficients, i.e. ﬁ; > f;k, fé’ . and

their corresponding exact counterparts, i.e. nfl’k, f;k., fé’k,
Vne{l,2,e} becomes:

ni,k £ Aﬁ,k + Anfm,kv “4)

f;,k £ fQZk + A Sk ék £ fﬁk + Afei,kv (5

On, = { ol € OV an [ <D (n)) 2} ©)

On = {Bfin: |65 <} ™

Or,= { Ot B[ <D (E) ¢, ®)

where An), . Aff, . and A f5), respectively stand for the
CSI error corresponding to n;7k, fé,/w and fé)k. As seen‘in
(6), ¢ specifies the radius of the uncertainty regions of Af3 ;.
whilst for the vector of Anj, ; and Af, “ ., the error are region

bounded by the radius of (/D (nihk) ¢ and /D (f;k) ¢,

respectively.

III. SIGNAL REPRESENTATION

In this section, we firstly drive the channel capacities, which
are then used in the next sub-section to calculate the Effective
Secrecy Throughput (EST), which is a well-suited performance
metric in the face of channel uncertainties. Before proceeding,
Fig. 3 shows the flow of the analysis described in the sequel.
In terms of the worst-case secrecy scenario, Fve is assumed
to be able to perfectly estimate its corresponding CSI. As for
the legitimate UAV-Tx, only imperfect CSIT of the links is
available at the Tx. Given this perspective, while Eve can
achieve the actual channel capacity, Tx is only capable of
achieving the estimated information rate. Thus we first derive
the actual channel capacities and then obtain the estimated
information rates, as shown in Fig. 3, as well.

A. Actual Channel Capacity

As discussed earlier, during the first time slot, U AV} trans-
mits the RS signal xj. Accordingly, using the actual channel
parameters, the signal received at U} ;, U; ;, and Eve in the

first phase, respectively, which are denoted by y k(l) Y, L,

(€]

and y; x  are obtained as follows:
¢ ; H_ ; H_ e
vr =0 o Vi 2 vne(1,2)
©)
. (1 H . . . H . 1
y;,k( = Wélli (Hé,kxz + P kCop Vi Jrzé,k( )),

where wélg 2 Wz {Gex} represents the MRC beam-

former employed by Eve during the first phase, G, =

H
H; ;. (Hék) , and the term ¢; ,* v} appears as a result of
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Preliminaries on PLS and RSMA principles and RIS structure
respectively discussed in Section Ill. 1-Section IlI. 3.

Challenge ahead RSMA-based PLS design Against Imperfect E-CSIT.
To deal with this challenge two different approaches are presented in
Task 1 as discussed in Section IlI. 3. 1. 1) WCSR-Fairness
maximization, 2) SEE maximization. We have also presented a
preliminary result for each of this approach.

Challenge ahead RSMA-based Secrecy design in UAV-Aided Network
and provided solution in Task 2, as discussed in Section Ill. 3.2

Challenge ahead RSMA-based Secrecy design in multi-carrier HetNet
and provided solution in Sub-Task 3, as discussed in Section IlI. 3.3

Challenge ahead SEE design of RIS-Assisted UAV Communications in
RSMA-enabled system and provided solution in Sub-Task 4, as
discussed in Section I11. 3.4.

Challenge ahead SEE design SWIPT-enabled RIS-Assisted UAV
communications in RSMA-enabled system and provided solution in
Sub-Task 5, as discussed in Section Ill. 3.5.

Challenge ahead RL-based SEE design for RIS-assisted UAV
communications in RSMA-enabled system, and the provided solution in
Sub-Task (7-1) as discussed in Section I11. 3.7.

Challenge ahead multi-agent RL-based SEE desiged for RIS-Assisted
/ UAV Communications in RSMA-Enabled System, and the provided

solution in Sub-Tas (7-2) as discussed in Section 1. 3.7.

Broader Impacts encompasses the potential to benefit society and
contribute to the education and training.

OCHONORORONONONONNC

Fig. 3. Flow of the mathematical analysis

IMCI and we also readily assume that all the N,; macro users,
within on SCy, are allocated the same power pas k.

As mentioned above, in Phase II, while the relaying user
Uf . forwards the re-encoded common stream s;° by em-
ploylng a codebook different from that of UAV; to U2Z i at
a power level 0 < pp < Pg, UAV; transmits the AN at
a power of 0 < p; < Pj. Given the limited power budget
P®) in Phase II, ie. 0 < pg + p;y < P®, it should
be optimally shared between the Tx Uli)  and the jammer
U AV; for further enhancing the secrecy performance. For AN
transmission, we use the estimated channel coefficients and
then the MRT-based beamformer p, £ V,az {Gf k}, where

oo NH .
Ge L= ( lk) H; ;. is adopted by UAV; to focus the AN
z on the Eve’ . Accordingly, the signals received by Uli, i, and
Eve in Phase II, are respectively written as follows:

) ; H 4. ; H .,
= VPR f3 1 5° + /pihy . Dozt
M, (2)
\/PMkC2k

(10)

i 8
Ve tZ2ap 7,

Note that, in addition to optimal power allocation (OPA) between jamming
and data signals, an appropriate selection of the beamforming vector affects
the secrecy performance and thus it would be nice to look for an optimal
beamformer. However, this will lead to an intractable PLS design and we left
it for future work.

oy

(,ﬁpgflk siC+ o HL bz (1)

iH_ i (2
RO 122, ),
2) a fi."

e)

%
ye,k

where w is the MRC beamformer employed by

Ll

Eve during the second phase, zé’k@) ~CN (O,éQINe), and

12
24 k( )‘ ~ CN (0,6?) represent the Additive White Gaus-

sian Noise 6AWGN ).

The corresponding capacity achieved by each of U} ,, Ui,
and Eve is determined by their SINR values in both phasés.
To do so, we should point out that in Phase I, both Uf’k
and Ug , first detects 3
as interference. Then, s? L ¢ is eliminated via the SIC and each
of Uj y. Us ) can detect the corresponding private streams,
while treating the irrelevant private streams as noise. As for
Eve, we should note that a persistent Fve may succeed in
stealing the codebooks and extract the private messages. So,
an interesting PLS approach is to degrade the ability of Eve
to detect the common stream at an earlier stage so that s;°
behaves as AN at Ewve.

, while treating the other streams

Given the above model, for each n € {1,2,e} we first
let 7;’72(” and 722(2) respectively represent the received SINR
values of users during detecting the common stream in both
phases and *y:;) . represents the SINR values at the legitimate
users, when detecting the private streams. We also assume
7;’@, ;. to be the SINR at Eve when eavesdropping on the asso-
ciated private stream of U’ > While treating the private steam

of other user Uj ; as interference. The corresponding

capacity parameters glre defined by simply replacing v with C,
leading to the achievable capacity corresponding to the SINRs,

respectively, which are denoted by C 1), 05;71(2), Cfl’,’,)g,

;fl - Subsequently, the corresponding capacity achieved by
the legitimate users and Eve are respectively formulated as

follows:

cie 2 glog, (19550 vnefl, e} (12)

cie® 2 (1 p)log, (1 e @ ) Vne{2,e} (13

2
;‘;—mm CZC() 2k() ) (14)
—
Crlk Calk
. . 1 . 2
Cor 2 c;;;( g C;;;( g (15)

G5 = 0log, (1 + ) , Celh i & 0logy (1 + VE’ZQ ;

| (16)
Vne{l1,2} where C5 % and C, respectively, stand for the
information capacny achleved by the legitimate users and Fve
in detecting s, during the two phases. Note that, ch is
limited by the achievable capacity of the worst-case user, i.e.
the one having the lowest capacity during the two phases and
Ewve tries to improve the decodability of sf by exploiting the

achievable capacities of both phases, as shown in (15). Ad-
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ditionally, C”k represents the information capacity achieved
by each of U1 k> U2 i in detecting their corresponding private
streams. Furthermore, Cé >, 1, denotes the capacity achieved by
FEve in her attempt to detect the private stream, belonging to
each legitimate user. In this case, it should be observed that,
in contrast to the detection process of the private streams at
U; i 1k and Ug x> when FEve attempts to extract the associated
private message of each user, the common stream sk € is taken
into account as interference. Similarly, the other user’s private
stream also acts as interference.

In accordance with the received signal models (9) and (10),
the SINR values used in (12)-(16) are calculated as follows
Vne{l,2}:

i H_i.c
ic (1) ’h"*k Py
’ynk: = 2 ) (17)
M,i 2
hnk sz +pMJ< Coill t0
(COREIS
ic(l) he’k kc
e:k = I H . 2 H ’
> hél,)g P h| +PmE||W é,i CéwkZ +62
i=1
(18)
2
@ P |3
72]@ - T 2 M 2 9 (19)
Pj‘hé,k p- +p]\/f,k:HCQ,];ZH + 02
2 H i
ic(2) PR Wg’]z fe,k
ek T 7 |2 . 5 , (20)
nH 2 i
P (W Be| ok WO+ 62
[ H 7, 2
’Vn:k: il ) TL#],
‘h;k p]k +prk7‘cn,l7cl +62
Vn,j € {1,2} 21
72’,‘:1,1@_
mH
hek nk
2
nH 1 1 H i
)" pic| + 0 pit +pM,k wl e +52
(22)

where n # j,Vn,j € {1,2} and hgllz = H (1)

B. Achievable Information Rate

In order to determine the estimated SINR values, the actual
channel parameters hiz,k’ f;,w and f;k in (17)- (22) can be
readily substituted by their estimated counterparts of fl; =

PLi 0 . £, fi,. resulting in the estimated SINR values

Azc 1) aic Azp ~0.p
()’,ynk( )”yn k> ,yenk

Remark 2. Given the CSI uncertainty, the link’s Outage Prob-
ability (OP) might be increased. As a result the EST criterion,

which is a function of both the Achievable Information Rate
(AIR) as well as of the Non-zero OP (NOP), is considered.

Then, the Estimated Achievable Information Rate (EAIR®)
corresponding to each legitimate user as well as Eve, (the
achievable capacities from the Tx viewpoint), can be written
as:

RSO =010, (14555 0) yne L2.c) @3

Ry ™ =1

L, K

9)10g2(1+’y” )Vn€{2 el (24)

RN = (1 —ema®ymin ¢ RYS M RYS D 4 RYSE) L
’ H’\,—/ %/_7/
Ry Ry,

v v N (25)

Big 2 RGO 4 B, 29

Bib = (- olog, (1+43%). @D

Vn e {1,2}
RT’I) N 910g2 (1 + ;}/;:i’k) 9 Vn € {17 2}7 (28)

where R e and Re > Tespectively represent the EST and
EAIR of s;° corresponding to the legitimate links and to
Ewve’s link, during the two phases. The derivation of ]%;Ck
in (25) is presented in Appendix A and the parameter €.}"
therein stands for the maximum tolerable OP. Furthermore,
Rl P in (27) (See Appendix A for proof) denotes the EST of
the intended private streams corresponding to each legitimate
link, while RZ b i Tepresents the EAIR of the private streams
correspondmg to Eve’s link.

Remark 3. (Secrecy Policy): Observe from (22) that the per-
formance of Fve in detecting the private message is corrupted
by the common stream since Eve was unable to detect it.
This is achieved by designing the RS precoder so that even
the best channel capacity that may achieved by FEwve fails to
support the minimum required common transmission rate, i.e.

r}ﬁc > max C” 2. In the meantime, we also expect that
AN 5 An T

¢ < RZ c is satisfied for ensuring that the common stream
can be detected at both legitimate users.

It should be emphasized that, we assume the worst-case
scenario in the sense of security, where imperfect CSIT is
assumed at the legitimate transmitter and both legitimate
users adjust their strategy based on the estimated channel
coefficients. So, the actual total ASR between U AV, and each
legitimate user, defined as the sum of the ASR values due to

®Note that, in case of perfect CSIT, the actual channel capacity and
AIR from the Tx viewpoint are equal [29]. Whereas, under the channel
uncertainties, the channel capacity cannot be achieved by Tx as the channels
were not be correctly estimated.
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the common and private streams, is given by:

i, tot %,C )
Rsec n,k Rsec n,k + Rsec,n,k’ Vn e {17 2} (29)
i,C A Ri,c e + Ri,p A Ri,p . Oi,p
sec,n,k Otn k w,k ek 'y tlsee,m,k T n,k en,k

where we define the operation [2]* £ max (0, z). The weight-
2

ing factors af, k‘ € [0,1] associated with o ;, +ab, =1
allow us to fine-tune the significance of the portion of each
user in the overall secrecy rate enhancement. Although in
[29] this coefficient is simply assumed as a constant, Here
we optimize it with the aim of maximizing the ASR of the

system.

Remark 4. (WCSR-CSI-errors): Under imperfect CSIT as-
sumption, the estimated MRT beamformer p, no longer per-
forms at its best and some AN is leaked towards U§7 &> as well.
To alleviate this deleterious impact and guarantee a robust
design against such imperfections, we will aim for maximizing
the Worst-Case Secrecy Rate (WCSR), i.e. maximizing the
minimum ASR over all possible CSI uncertainties.

IV. PROPOSED ROBUST WCSR MAXIMIZATION
A. Problem Formulation

To establish secrecy-rate fairness among the legitimate
users, we aim for maximizing the WCSR among all legitimate
users (WCSR-Fairness). It should also be remarked that, to
prevent outage of legitimate links due to imperfect CSIT,
transmission of common and private streams during two
cooperative phases must be protected and thus, considering the
following OP constraints Vn € {1,2} is of vital importance:

PR > c:,z“)}

< e, (a)

(30)

P{R“@ > L } < emae (p),
P{R7 > Cin ) < emat, (o)

Based on the above discussions, the optimization problem
of the RS-based downlink in UAV cells is formulated as:

i, tot
ma. min min {Rs’e‘ 71,,k,} 31
Pi 0P>c(xn . (ne{l,z} ( A ANy “ G1)
S.t. . .
e — Pisc Cy:ry¢> max CY
: < 2Ty = ek’
Crory < Ry Afek,An;lk
I .
Cs 1 (2),(30). Cy: ) pj, S Iy, Vk,
=1
Cs:0<al,, <1, Ce:al,+ah, =1, Vik
Cr:0<pr<Pr Cs:0<p; <Py
Cy:0<PT1,<P®
i A i pi H i N i 17 N
where pi 2 Tr(PiPL"), ai, 2 ol ad,] 12 2
[17 1]T’ P £ LpRva]T

Based on the constraint (31-CY), it should be emphasized
that, as the macro users have higher priority in using the
spectrum, we expect that the IMCI power contaminating each
macro user is kept below the maximum tolerable interference

+ Initialization: InitializT

Algorithm 1 Proposed SPCA-Based Algorithm

Input: Set the threshold value for accuracy (J6;) and the
maximum number of iterations (IN,,,qz)-

x™) with feasible IP and m = 0.
While > drorm < Npyar do (1) to (3):

(1).Assign the solution to x[m+1] by solving (43).
(2). Update the slack variables based on x[m+il
3. m=m+1.

End While,
Output: P}"

[m+1]

sec - t«SSC

. .
o 0%, P

level Ij. This is stipulated in (31-Cj), where h%C represents
the corresponding CSI between UAV; and the M-th macro
user under SC),. We also note that, the constraints (30) lead
to a challenging optimization problem. As an alternative ap-
proach, we consider the specific scenario for these constraints
in which no outage will occur at all. In other words, it
is expected that the minimum capacities achieved by the
legitimate links are indeed able to support the specific AIR
from the Tx point of view in which the OP will become zero,

ie. €),4* = 0. This can be expressed as:

min {CE5) 2 RSO

n
i
An;

,Vne{1,2}

{c;c;<2>} > R

(32)

€

min
rAnl i

()

The problem (31) is still hard to solve because of the non-
convex objective function (OF) as well as the non-convex con-
straint set. Therefore, finding the global optimum is computa-
tionally inefficient or might even be intractable, hence finding
a local optimum is more sensible in practice. To circumvent
the non-convexity, we resort to using SPCA. Accordingly,
the problem is approximated iteratively by a sequence of
convex programs. At each iteration, the non-convex constraints
are surrogated by their corresponding convex approximation
counterparts.

b
max _,
enir=0

Af

min > R:;P i
An'l,
n,k

, Vn e {1,2}.

emazr —
€out

B. SPCA-based Solution

In order to utilize SPCA, we first aim for eliminating the
non-convexity by variable transformations and linearization for
reformulating the problem. Then, a well-suited convex subset
is constructed via SPCA that approximates the original non-
convex solution set. More explicitly, we adopt an iterative
solution for dealing with the non-convexity by approximating
the non-convex factor at each iteration by its first order
Taylor expansion. Given this perspective, in what follows, we
deal with each non-convex part independently to acquire its
equivalent convex counterpart.

1) Non-Convex OF together with Constraint ( 31-C4): Ob-
serving the max-min problem (31), we first aim for eliminating
the inner maximizations, which are actually constituted by
a pair of consecutive searches over the legitimate values of
uncertainties to find the worst-case and thus can be merged
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i, tot

. s i,tot .
together as min {Rsec,l,lw Rg,.. o k} To do so, we introduce

the auxiliary variable rg.. and reformulate the OF, together
with the first constraint of (31) as follows:

max

r
P 0Pl see (33)
S.t.
+
LAt . pi,C  Pi,C i,c
Cr:ag, mln{Rl7k7R27k} —coil +
RS,
[P ip |1
Rn,kicenk erec VWJE{I,Q}

Cy: min{R1 k7R;Ck} > r,i’c.
Upon observing (33), it can be perceived that r... plays

2,tot i,tot .
the role of lower bound for min {Rsec Lk Rsec 2.k and its

maximization will increase the left-side of the constraints
(4, so that it would be active at the optimum. We note
that to arrive at (33), R.2" . and RyS in (33-Cy) were
respectively substituted by their definitions from (29) and (25).
Furthermore, constraint C5 arises by inserting the definition of
Rffk from (25) into (31-C1).

Due to the operator [.]*, the constraint (33-C}) is non-
convex. To relax the problem and to cope with non-convexity,
we introduce two extra artificial constraints in (34-C), (34-
Cs) and remove this operator. To eliminate the min function
in (33-C3) we split it into two extra constraints in (34-C5).
Furthermore, in order to facilitate the procedure of convexify-
ing (33), we further define two sets of new auxiliary variables
ay 2 [ap1,0p2,016,00,] and . £ e, e 2, o). This
allows us to transform (33), Vn € {1, 2} into:

- max Tsec
P.al oo (34)
S.t. .
Cl : a;L,k’ <’YC - ac,e) + Apn—CQnpe Z Tsec,
Cs i,c Cs Ri;”k Z Qpon,
Ve 2Ty Qe 2 Ve
. z c i,p
04-Rnk2acnv C5 Cenk<ane,
i,c
CG : Ce,k = Qees C’? cOcen Z Qcey Apn Z Qnp ey

Based on the above discussion, «, , and g, can respec-
tively represent the lower-bound of Rl’p and R" e> Whilst
e and o stand as the upper-bounds of C' P vy and Cé .
respectively. Increasing the lower-bound Values and simulta-
neously reducing the upper-bounds will boost the left-side of
the constraints, which is needed here, so that the constraints
(34-Cy : Cg) would be active at the optimum.

Despite this linearization, it can be seen by invoking
the definitions of R ’pk, Ré’;l > Ce’fl > Cli that the
constraints (34-C'1, C5 : Cg) are still non-convex. To handle
the non-convexity of these constraints we construct a
suitable inner convex subset for approximating the non-
convex feasible solution set. Along this line, we first
approximate (34-C1) by its linear Taylor expansion to obtain

ol (at, 1,7 ) -0 Fapn
where we have defined O™ (z,7)

7
a nkr Y Qp ks Cce *Oén,ez tsec,

2Lz 4

+ ym)2—L(@ - y?  and
Ol (z,y)  2ix + y)??+i(=m — ym)2—F(z]
yl™)(z — y) for the linear approximation of the terms, which
are the product of two variables.

Next, in order to handle the constraints (34-C5:Cg), we
first define four sets of new auxiliary variables 8, =

[6017/8027502,606 ce}: P. = {p((;l),pgg),pig),psle),pgg

/Gp [Bp,la ﬂp,% /81,67 62,6]’ Pp = [pp,b Pp,25 Pl,es p2,6] and
exploit the following lemmas.

Lemma 5. The constraint (34-Cs), Vn,j € {1,2} is approx-
imated by its convex set counterpart as follows:

(D) : Bpn = apon,s
N
(1) : ‘(hnk) Pk +pM,k]

gl (pif)]w Pp,n; B;,k) <0, n 7£ Js
(II) : 1+ pp — 282 >0,

2 ) 2 )
i
kaH + 6% -

(35)

where the operators are defined as WU (u,z;h) £

2ve{ (ul™)"bhfu}  pf a2y
zlm] - (w[m])z

Proof: see Appendix B. [ ]

Lemma 6. The affine approximation of constraint (34-Cly),
Vn € {1,2} is given by:

(1): 61" (0.507) > o
() : 611 (9,83 ) + 61" (1—9,65?3)2%2,
(H1) : Ben > e,
2
(1v) : ‘( nk) plf,z;c + '(EZOHPSII;
+Pk ‘ cithz — il (pi’c,pc,n(l); ﬁihk) <0,
i 2

(V) :p; |(Bg) ﬁz‘ +par e
wlm] (5R’pc2v A2 k) <0

(VD) : 1+ pY) — 2% >0,
(V) : 1+ pl) — 2% > 0,

2
+ 67

2
o

i
n,k

(36)
where pp = 6%

Proof: Following the same approach we presented in
Appendix B, Lemma 6 can be proved. [ ]

Lemma 7. The affine approximation of constraint (34-Cj),
Vn,j € {1,2} is given by:

([) : @_[m] (e,ﬁn,e) S 0471 (3]
o) wh T oM :
(i) - 00 (pk 7pj b hy k) + oMk |[We i Cei
WD H ip |?
+52—”pn7‘:”“’ >0, n#j,
() : 1+ ppe — '™ (Bye) <0,
(37)
and the operators used therein are defined as
Q[m] (u’v; h) 2 \I/[m] (u, ]., h) \Ij[m] (V7 ]-7 h)’
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Algorithm 2 FIPSA Algorithm

Input: Set the threshold value for accuracy (§.) and the
maximum number of iterations (M,,,qz)-

Initialization: Initialize x[™ with arbitrary random IP and
m = 0.

While {|stm+1 — glml
(1).Solve (44).

2). m=m+ 1.

End While,

QOutput: x*

‘ > bcorm < Myae do (1) to (2):

rml(g) £ gl [1 + 1n(2) (aj — x[m])] .
Proof: see Appendix C. ]

Lemma 8. The affine approximation of constraint (34-Cg),
Vn € {1,2} is given by:

(1 : 0 (0,580) + 00 (1-0,68) < a,
2
( ) Q[m] ( apz kv hg;) +p]\4,k i]i CZI];Z
(W H _,c|?
e,k k
H 7 H >
(1) : par g HW,i clil +o02 4wl b, — >0
(V) : 14 p82 = riml (882) <0, wj € {1,2}.
(38)
Proof: Following the same approach as presented in
Appendix B, Lemma 8 can be proved. ]

2) Non-convex constraint (31-C3): To handle the non-
convexity of (31-Cs), we first introduce the new auxiliary
variables of 7 ¢ 2 [U1 c.e, Ul c.es Vees Teses Ye,es deyes fee] and
formulate Lemma 9, as follows:

Lemma 9. The affine approximation of constraint (31-Cs) is
given by :

(1) : aee <735,
2
(H) :Zun,c,e +PM K

n=1

g 1
. = Pl

(1) HCM,i 2 9
e,k e,k +6 2 dc,ea

(w

rr{(Qck - ) Pt 2

cpiIr [(Q(2) ueI) Pz:| > Ve,

(
(

V)= 75

<v1>:\(f12,1)H “]wms b
(

(

~ ~ H H
where we have QS; £ hi ) (hglli) , Qf,)c & vAvgzlz (vAvS,z) ,
c) o (g VW™ pie s i (ie )
he,k = <H6,k> We,k’ Pn,k = pn,k (pn,k
NeNiG? + 2V NoNGG [ |
Fll2
Proof: See Appendix D . ]

3) Non-convex constraint (31-C3): Similar to the above
statements, to handle the non-convexity of (31-C3), we have
introduced new auxiliary constraints, corresponding to each
constraint. In this regard, we introduce new collections of
auxiliary variables 7, 2 [Ypn, tpn, Wy Vipn) and wl &

W g A0] 70 2 [ g:z%’d(nﬁgzg} that are

[fc,nygc,naxcn, c,ny Yen|s Wen =

used in the following lemmas.

Lemma 10. The affine approximation of constraint (30-c),
Vn,j € {1,2},n # j is given by:

(I : W 7\Il[m](p k?l hz -

parlley ,l[? — 0% <0,

(I 2y — Tty s 0,5) < 0,

() : tpn + kT [P;’pk] _\I][m](pnkvlvhnk) 0,
(IV) : 0 pm — wp i + Parklles, x| + 6% <0,
(

V): T [( ok + mnI)Pjik} <0,

~ Yjp,n

(40)
. .o
p;:z p;:z , Kp =
, and T (z,y) = zlm)
2

. s NH
where H,, ) £ hy (b}, ) . P;’,’; £
NiG? + 20/ NC [
ylm).

Proof: See Appendix E. [ ]

o (U —

Lemma 11. The affine approximation of constraint (30-b),
Vn,j € {1,2},n # j is given by:

i, ) i [ Y
(1) : ( kv) = Q[m]( ,I)2 8 h%,k)—
parkllcs x> = 6% <0,

(1) A8 = T (@), i) < 0,
() : 2™ + K, Tr LPZ’C] — plm] (pZ’C, 1; fl;k) <0
(VD) : f2,, + g2, — dS + pargllel, 4|1 + 62 < 0,

¥ 7 i
(v): ’(hz,k) PI%| + VAL [Pt fem <0,

L NH
(V) - ’(h;)k> i B, — e <0

(41)

Proof: Following the same approach we presented in
Appendix E, Lemma 11 can be proved. [ ]

Lemma 12. Similarly, the affine approximation of constraint
(31)-a), Vn,j € {1,2},n # j is given by:

)y | (B) -

O (5,73 fig) <0,
2) mls (2 2)
1) 5'Y§,2 Tt ]( c,gadi,z) <0

(
() - xg) - ( %7 ‘2 - Q) Al (55) <0,
(
(

2
+ 62—

— wp,j + parilleh, |1 + 0% <0,
V) :p;Tr [(ﬂz,k + KJQI) f’z} — df%
62 <0,

“Vjpn

(42)
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n. 2
where o = € + 2|ii,] A @) = (@) +

2[ml (:r — x[m}).

Proof: Following the same approach we presented in
Appendix E, Lemma 12 can be proved. [ |

V. OVERALL PROPOSED SPCA-BASED ALGORITHM

Given the above approximations, the proposed SPCA-based
procedure is summarized in Algorithm 1, where the convex
approximation program (43) is solved at the m-th iteration
using standard numerical optimization packages, like CVX
[42]. If there exists feasible initial points for (43), the feasible
set defined by the constraints of (43) and the consequently
resultant solutions definitely fall within the original feasible
set defined by (31 - Cy : Cy). The procedure continues, unless
the stopping criterion is satisfied or the pre-determined number
of iterations is exhausted:

max Tgec
X

(43)

"B (0 o), (3A— ),
(35) : (42), (32— (C4 : C§)), w = 0,

where @ £ [ye, 04, 0, B., Bys Pes P Terer Tpom, Ten] and
x £ [P, ol w]. Note that, if Algorithm 1 is initialized with
random points, it may fail at the very beginning, because of
infeasibility. To circumvent this issue, we now conceive a Fea-
sible Initial Point Search Algorithm (FIPSA) in Algorithm 2.
In this regard, we aim for minimizing an infeasibility indicator
parameter s > 0, to flag up any violation of the constraints
of (43). Hence we have to rewrite all the 16 constraints of
problem (37) in the form of ¥, (X)|£1 < s, where ¥, (x)
stands for the reshaped format of the i-th constraint and all
the terms at the left-side of the less than or equal to zero. Then
we reformulate the feasibility problem as follows:

min s
xX

(44)
st 9 (%)]12, <s.

This approach has been previously proposed in [7] and [34]
as a low-complexity scheme for finding the feasible initial
points. Overall, the proposed FIPSA Algorithm 2 runs at the
first step and then the Initial Points (IP)s calculated are fed
to Algorithm 1. Algorithm 2 commences with random IPs
and the algorithm is halted if either the stopping criterion is
satisfied or the maximum number of affordable iterations is
reached. We remark that, if at the m-th iteration the current
OF s is zero, the algorithm stops even though the stopping
criterion is not satisfied. Before starting communications,
based on the instantaneous CSIs and QoS of mobile-users,
which are collected by the macro-BS, the locations of the
hovering UAVs are determined through backhaul links for each
specific time-frame. During this period of time, the proposed
algorithm is executed and both the RS-precoder as well as
the other resources are optimized for each UAV-cell based on
the instantaneous CSIs. After completing each time-frame,
the BS relocates the UAVs in accordance with the available
knowledge. Each UAV prefers to exchange its location with its
neighboring UAVs. The process of relocating the UAVs after

——15dBm
20 dBm

—H8—25dBm

~——>—30dBm

(bisec/Hz)

35dBm

T
sec

—6— 40 dBm

Fig. 5. Worst-case secrecy rate
rate achieved by the proposed al-
gorithm versus the number of itera-
tions for different values of Pf; .

Fig. 4. Evaluating the convergence
behavior of the FIPSA method ver-
sus the number of iterations for
different values of P[”LJAV.

(bit/sec/Hz)

sec

T

Fig. 6.

Worst-case secrecy rate
achieved versus the time slot shar-
ing @ for different values of H;.

Fig. 7. Worst-case secrecy rate
achieved at the UAV altitude H;
for different number of TAs Nt.

each time frame, is reminiscent of the hand-over procedure
of cellular networks, but these mobility issues are beyond the
scope of the current paper.

VI. SIMULATION RESULTS

In this section, we present numerical results for characteriz-
ing our proposed framework. Our simulation settings are based
on the following adjustment unless otherwise stated. The BS
is arranged at the center point with Rgpg = 1000 m for the
macrocell radius, where Nj; = 5 macro users are randomly
distributed around the BS for receiving downlink signals from
it. In the scenario investigated several UAVs randomly move
over the users and hover to provide communication services.
Explicitly, I = 4 UAVs are randomly distributed within the
macro cell and they have a coverage radius of Ry 4y = 350m
and altitude of H; = 150 m. Furthermore, NV legitimate users
request services in each UAV cell. Each UAV has a minimum
distance constraint from the ground BS to ensure that the UAV
can serve users also at the edge of the macrocell with K = 10
sub-channels. Furthermore, enough users are randomly located
within the coverage of each UAV, two legitimate user per each
sub-channel SC),. The total number of UAV users in the simu-
lation ranges from 8 to 20. The minimum distance between the
BS and UAV cells is 50 m on a horizontal plane. In contrast to
the channel model spanning from the macro BS to users, the
path loss model in theUAV network includes both LOS and
NLOS links associated with the path-loss exponents L}, , = 2
and Nfl , = 3.9, respectively. We assume that the channel gain
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Fig. 8. Worst-case secrecy rate Fig. 9.

versus p[ij AV for C-RSMA, C-
SDMA and C-NOMA.

of U, is stronger than that of Uj ,. The simulation results
are averaged over 500 realizations of the proposed scheme.
Moreover, we set Nyaz = Mmez = 20 and the maximum
tolerable threshold value is set to 6; = 1072, The power of
the macro BS is pps; = 20 dBm for each sub-carrier. A
channel estimation error with variance of ¢ = 103 is assumed
and the additive noise at the receiver is considered to have a
normalized power of % = 0 dBm, and the minimum required
transmission rate of the common stream is 7,“ = 1 Bit/sec/Hz.

Fig. 4 depicts the average convergence of the FIPSA al-
gorithm using the OF value of (44) versus the number of
iterations for different values of UAV transmission power
]5{] Ay - As observed, the average convergence of the FIPSA
algorithm is fast, converging at a maximum of five iterations.
Interestingly, upon increasing the transmission power the al-
gorithm’s convergence rate decreases. This arises from the
fact that increasing the transmission power results in higher
information leakage to Fwve and thus more iterations are
required to meet the security constraints of (44).

The average convergence speed of the proposed SPCA-
based solution of the problem in (31) is shown in Fig.
5. The results show the convergence of Algorithm 1 at a
maximum of 10 iterations. Similar to the convergence behavior
of FIPSA, upon increasing the transmit power the algorithm’s
convergence rate decreases.

Fig 5 shows the worst-case average secrecy rate achieved by
the proposed framework versus the time slot sharing parameter
6. In this experiment we aim for observing the impact of UAV
altitude H; and 6 on the achievable secrecy rate. Interestingly,
the OF versus 6 is concave and there is an optimum 6*
at which the secrecy rate achieved will be maximized. This
figure also indicates that the secrecy rate critically depends on
the altitude of the UAV and at the optimum (H) we have
f* = 1. This indicates that at the optimal altitude the CRS
framework is the non-cooperative RS, where no cooperative
phase is required. This is because, owing to the LoS links,
the quality of the common signal received at cell-edge user
is good enough at the optimal altitude. Hence no cooperation
is needed for relaying the common stream. Observe in Fig.
6 that, by increasing the altitude and getting away from the
optimal altitude, the distances of LoS links to both users

Worst-case secrecy rate
versus ¢ parameterized by Pf; 4y,

=
T
S
Q
n
=
=
Q
Q
L!/)
0 5e-5 le-4 5e-4 le-3 5e-3 le-2
Fig. 10. Worst-case secrecy rate

versus N for different values of
Ne.

will be almost identical and the secrecy rate is reduced due
to the increased path-loss. By contrast, upon reducing the
UAV altitude from the optimal ones, 6* is deceased as well
because of the emergence of fading. Hence the common signal
received by the cell-edge user is corrupted and reliance on the
cooperative phase becomes inevitable.

To reveal the joint impact of the UAV altitude H; and
number of TAs N, we have generated Fig. 7. On one hand, as
expected, the secrecy rate is boosted by increasing the number
of TAs at the UAV, owing to the increased DoF provided
for beamforming. On the other hand, as the number of TAs
becomes high, the best UAV altitude is decreased, because
the extra TAs increase the DoF, hence increasing the LOS
probability towards the legitimate users even at low UAV
altitudes.

As mentioned in [27], Cooperative RSMA (C-RSMA) en-
compasses both C-NOMA and C-SDMA as special cases.
Thus, upon considering dynamic time slot sharing 0 < 6 < 1,
if no power is allocated to Pg”k together with encoding the
entire private message of the second user into szfc, a C-
NOMA scheme is obtained. By contrast, we arrive at C-SDMA
by switching off the common stream bearing part of the
transmitted signal. Given this perspective, it can be explicitly
observed in Fig. 8 that the proposed strategy outperforms both
its C-NOMA and C-SDMA counterparts.

For characterizing the robustness of our proposed frame-
work against imperfect CSIT, we have produced Fig. 9 in
which the average worst-case secrecy rate is depicted versus
the CSIT estimation error (. This experiment was performed
for various transmit power budgets P/ ;. Observe that re-
gardless of the available power budget the proposed robust
framework achieves a similar secrecy rate at { = 1072, By
contrast, at a low CSI estimation error of ( = 10~* a power
budget of 40dBm approximately doubles the secrecy rate.

Finally, Fig. 10 illustrates the WCSR versus the number
of transmit antennas for different values of receive antennas
at Eve. This figure indicates that increasing the number of
transmit antennas at the UAV enhances system’s performance,
which is an explicit benefit of the increased DoF provided
by the UAV-Tx. On the other hand, upon increasing the
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number of the receive antennas at Fve, the system’s secrecy
performance is degraded due to Ewve’s improved ability to
eavesdrop and infer from common message. Interestingly, our
proposed scheme still shows considerable robustness against a
multiple antenna-aided Eve, hence we can achieve non-zero
WCSR.

VII. CONCLUSIONS

In this paper, we conceived robust and secure resource
allocation algorithms for UAV-aided MISO-RS HetNets under
imperfect CSIT for both the legitimate users and Eve, which
was based on the worst-case CSI uncertainty channel model.
Our CRS optimization scheme was formulated as a non-
convex robust worst-case secrecy rate maximization problem,
where the common message was also used for drowning out
Eve without any extra transmit power consumption. The ob-
jective of the proposed robust design is to maximize the WCSR
subject to both link outage and power budget constraints.
The resultant non-convex optimization problem was solved
using the SPCA method. In order to circumvent any potential
infeasibility, we have also proposed an iterative initialization
algorithm. Our numerical results have shown the superiority of
the proposed framework over both C-NOMA and C-SDMA.
More importantly, our solution guarantees the security of the
private messages, which is not possible for its NOMA and
SDMA counterparts. In our future research we would like to
consider sophisticated eavesdroppers having both an arbitrarily
high number of antennas [10] as well as the impact of mobility
[45].
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APPENDIX A
PROOF OF (25) AND (27)

To proceed with this proof, we first note that while the
transmission rate of the common stream attained by Ui ., relies
on the first phase, Ué’ i, incorporates the achievable rates at both
phases, i.e. R;i = f%;’c;) + ]A%i’ck(l) So, the EST of common
stream related to the legitimate users, denoted by E'S T L can
be expressed as:

BsT 2 RS |1 -p{RS = ot | (-

NOP
Vn € 4{1, 2}. Considering that the OP is bounded by €7,", i.e.

RG> C:L’fk} < ema®, together with the fact that R}, is
limited by the worst-case achievable EST among the legitimate
users, the transmission rate of the common stream attained
by the legitimate users from the viewpoint of the UAV], is

formulated as follows:

pi,c A . i,C _ . _
R, = nér{ulr}ﬂ {ESTMC} = min { (1
Ry, (1-p{RY; > 035 }) R}
= (1 — €7%%) min {Ri’f;”,ﬁcg; + R )} . (A—2)
Similarly, the EST of the private stream related to the
legitimate users, denoted by EST;”Z, is expressed by:

BSTih 2 R (1-P{R = b)), (A-3)
Vn € {1,2}, and ]%;’pk £ flog, (1 + ’?f;i) therein represents
the AIR counterpart. For each user, EST is limited by
the worst-case OP overall the channel reahzatlons to be
able to always detect the corresponding private stream. So,

the associated transmission rate of the private stream at the
legitimate users is given by (27).

APPENDIX B
PROOF OF LEMMA 5

With the aim of the linearization of (34-C'3), after substi-
tuting the definition of Rifk and using some variable trans-
formation, the three extra auxiliary constraints are formulated
for Vn € {1, 2}, as follows:

9/_817,71 > Qpn (B—-1)
A:Z?k 2 Ppin (B—-2)
1+ ppn — 2Ppm > 0. (B-3)

To maintain the generality of the problem, the auxiliary
constraints have to be defined for ensuring that they would be
active at the optimum Although (B—3) is convex, substituting
the definition of 4% into (B — 2), it can be represented as
the difference of two convex functions (DC decomposition)
and thus it is non-convex. Furthermore, (B — 1) is also non-
convex due to the nonlinear term 60, ,,. To deal with this non-
convexity, we first write the equivalent DC decomposition of
(B—1) as

apn + (A0, Bpn) — B(0, Bpn))
<0, Vn € {1,2},

where A (0, 8,,) £ (0 — B,,,)? and B(0,5,,,) = (0 +
Bp.n)?. As it can be observed, the non-convexity of (B — 4)
is caused by B (6, 5p.). Therefore, we replace it by its affine
approximation obtained by the first order Taylor expansion at
the m-th iteration, i.e. B0 (6, 3,.,). Subsequently, inserting
BIml (6, B,.,) into (B—4), the affine approximation of (B—1)
is given by:

O (0, Bpn) > apn,

where O™ (2, %) was introduced in Lemma 5.

(B—4)

(B -5)

APPENDIX C
PROOF OF LEMMA 7

Inserting the definition of CZ "% into constraint (34-Cs),
with the aim of linearization, we follow the same approaches
in Appendix B, resulting in the following additional constraints
¥n e {1,2},,n # j:
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0577,76 < Op e, (C - 1)
A o < Pres (C—2)
L+ ppe — 2P <0. (C —3)

While (C' — 3) is a non-convex constraint by itself, the non-
convexity of (B —(1,2)) is shown by recasting them through
DC decomposition. Given this perspective and recalling the
functions introduced in Appendix B, the following DC de-
compositions are rendered for (C' — (1,2)), respectively:

(eﬁne)_ (eﬁne)gane (0_4)
Mi(z) — Ni(z) <0 (C—5)
i ic i Py
where z = |:pn737k;apk7 7pj7[];apn,€:|7 Ml(z) £ %7
" 1,c 2 7 H %
Ni(z) = S;alk.’ + hSlePJ”i +Dk ‘WS/Z Chk
+42. While the non-convexity of (C' — 1) and (C — 2),

respectively, is caused by A (6, 8, )) and N1 (z), respectively,
as shown in (C —4) and (C —5), for (C' — 3) this is due to
the term 287.<. So, the non-convex factors have to be replaced
at the m-th iteration by their first-order Taylor expansion.
The Taylor expansion of A(0,f,.), Ni(z), and 2Bn.e
are respectively represented by the operators O™ (z,9),
Q" (u,v;h), and '™ (2).

APPENDIX D
PROOF OF LEMMA 9

The constraint (31-C2) can be equivalently rewritten as
follows:

i,C i,C
Cop< ace ST

{VAn , €06y, VAL €6y }. (D—1)

Problem (D—1) may be solved by a search over the possible
values of CSI uncertainties to find the worst-case. On the other
hand, based on what we inferred earlier from (34-C) and (34-
Cs), the goal is to minimize C’}, by minimizing its ceiling rate
¢, Incorporating this perspectlve into (D —1), it is expected
that this ceiling does not exceed the predefined target rate
r¢, ie. C’z i< e <rk for various imperfections. Given
this fact, Whlle following the same approach as Appendix B,
(D — 1) is transformed into some extra artificial constraints,
aimed at linearization. Thus, by inserting the definition of C:;i
as well as utlhzmg the same auxiliary variables as introduced
in (38) for 4" % ( , &2’2(2) along with new auxiliary variables,
the problem (D — 1)’ after some trivial manipulation can be
recast as:

0log, (1+p12) + (1 - 0)log, (1+52)) < ace, (D-2)

2

i x?, - < pﬁ,le), (D—-3)
S tne,etpank||ct || +62
n=1
6% (2) D—4
o 5+P1\Ik||c ” o2 = < peies ( )

W i
max }1e k pk S Lees (D - 5)
Anhl . ’
" .
min hg,)c Pkl = Unce, m € {1,2} (D —6)
"l
min p]‘h x Pz >Uce (D-17)
Aty
VAn, , € Oy and Af!, € Oy, . However, (D — (2: 7)) are

still non-convex. The non-convex constraint (D — 2) is the
same we have already addressed in (38-(I)) and we neglect
rewriting it here. To circumvent the non-convexity of (D —
3), two extra artificial constraints (39-(IIT)) and (39-(IV)) are
introduced. Similarly, as for (D — 4), we have equivalently
derived (39-(IIT)) and (39-(IV)).

To handle the non-convex constraints (D — (5 : 7)), we
exploit the following proposition.
. H
Proposition 13. For the terms F (Ah) £ (h + Ah) u

2

. H
and F, (Ah) £ (h + Ah) u| with norm-bounded vari-

able | Ahl|, < o, the following minimizer and maximizer can
be presented:

smin_ Fi (Ak) = [Bul + o |ull (D -9)

Sl Py (Ab) =17 [(H - uI) U] , (D — 10)

HAHI}‘EE(SG'J——é (Ah) =Tr [(I:I + uI) U} , (D —11)
where H 2 flle U £ uu?, I L5242 Hle2

Proof: Please refer to [43]. |

Using proposition 1, we can relax the right-side of (D —
(5:7)), leading to respectively as presented in (39-(VI))-(39-
(IX)).

APPENDIX E
PROOF OF LEMMA 10

Based on what was discussed in Lemma 9, after some trivial
manipulation, the following artificial constraints are obtained

Vn,j € {1,2}, n# j:

a . 2
hy Pk i
# h k'p_]k’ —pjukHC kH —52<0 (E—l)
—_———
K1
fon (E—2)
Toon — ——— U, -
P Wp,j
K2
tpm + knIT [p;pk} —Tr [I:InkP;pk] <0 (E-3)
—_——
Ks
o2
Vj,p,n T PM,k ‘ C;,kH —wp;<0 (E—4)
Tr Kﬂnk + IinI) p;ﬂ —Vjpn < 0. (E —5)



IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. XX, NO. XX, XXX 2021 15

After DC representation, it can be explicitly observed that

(E -
by the difference of the convex terms /C;|;

(1:3)) are still non-convex, since they are represented
3
, that have to be

replaced at the m-th iteration by their first order Taylor expan-

sion, respectively, given by the operators W[ (pj.”,';, 1; ﬁ;l k) ,

Ttml (tpn>wp,)s wlm] (pifk? L fli,k)'
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