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(57) ABSTRACT

According to a first aspect of the invention, there is provided
a method of deriving information from an optically readable
security element, comprising: optically reading the optically
readable security element, the optically readable security
element comprising at least one optically readable structure,
optically readable in response to excitation of the optically
readable structure; the reading comprising determining data
indicative of an optical property of the optically readable
security element using first emission electromagnetic radia-
tion, emitted in response to excitation of the optically
readable structure; the deriving information further compris-
ing using the determined data indicative of an optical
property, in combination with a temporal excitation-emis-
sion relationship related to the optically readable structure,
to derive the information.
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DERIVING INFORMATION FROM AN
OPTICALLY READABLE SECURITY
ELEMENT

[0001] The present invention relates generally to a method
of deriving information from an optically readable security
element, to a related system, and also to related methods and
systems for determining a temporal excitation-emission
relationship for an optically readable security element, for
example for use in the method and system for deriving
information. The invention also relates to a related optically
readable security element.

[0002] Optically readable security elements are known,
for example in the form of holograms, bar codes, 2D codes
(such as QR codes), and so on. The security provided by
such an element might range from the provision of a unique
identifier, or to provide or prove a degree of authentication
of the element or a device to which the element is attached.
The security element might provide a link or pointer to other
information associated with the element or the device to
which the element is attached or of which the element forms
a part.

[0003] Some optically readable security elements have
been proposed which incorporate the use of one or more
optically readable structures, optically readable in response
to excitation of the optically readable structure. For instance,
the optically readable structure might take the form of a
quantum dot, or molecules of fluorescent material. These
structures would be readable in some way in order to derive
information from the structures, and the element as a whole,
to provide the required security, for example the unique 1D,
or embedded data, and so on. However, there is a well-
known problem associated with the use of such optically
readable structures (i.e. optical emitters). In brief, the prob-
lem is that their optical performance degrades over time, in
that the structures exhibit a somewhat negative or degrading
temporal excitation-emission relationship.

[0004] In perhaps more conventional display technology,
where for example quantum dots or organic light-emitting
diodes are used, a degradation in optical performance over
time is a serious problem, for example degrading image
quality over time, to the extent that image quality becomes
poor, or the related display device becomes unusable. It may
therefore be at least partially assumed that the same or
similar problems would be prevalent in existing or proposed
optically readable security elements employing the use of
the same or similar optically readable structures. That is,
over time, inherent excitation-emission relationships may be
such that there is a degradation which reduces or avoids any
security which the elements would otherwise provide, which
interferes with the operation of such a security element.
[0005] It is an example aim of example embodiments of
the present invention to at least partially avoid or overcome
one or more disadvantages of the prior art, whether identi-
fied herein or elsewhere, or at least to provide a viable
alternative to prior art methods and apparatus.

[0006] According to the present invention there is pro-
vided an apparatus and method as set forth in the appended
claims. Other features of the invention will be apparent from
the dependent claims, and the description which follows.
[0007] According to a first aspect of the invention, there is
provided a method of deriving information from an optically
readable security element, comprising: optically reading the
optically readable security element, the optically readable
security element comprising at least one optically readable
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structure, optically readable in response to excitation of the
optically readable structure; the reading comprising deter-
mining data indicative of an optical property of the optically
readable security element using first emission electromag-
netic radiation, emitted in response to excitation of the
optically readable structure; the deriving information further
comprising using the determined data indicative of an opti-
cal property, in combination with a temporal excitation-
emission relationship related to the optically readable struc-
ture, to derive the information.

[0008] The optically readable security element may com-
prise a first optically readable structure, optically readable in
response to excitation of the first optically readable struc-
ture, and having a first temporal excitation-emission rela-
tionship; and a second optically readable structure, optically
readable in response to excitation of the second optically
readable structure, and having a second temporal excitation-
emission relationship

[0009] The reading may comprise determining data
indicative of an optical property of the optically readable
security element using first emission electromagnetic radia-
tion, emitted in response to excitation of the first optically
readable structure, and determining data indicative of an
optical property of the optically readable security element
using second emission electromagnetic radiation, emitted in
response to excitation of the second optically readable
structure.

[0010] The deriving information may further comprise
using the determined data indicative of an optical property
determined from each of the first and second optically
readable structures, in combination with the first and second
temporal excitation-emission relationships related to the first
and second optically readable structures, to derive the infor-
mation.

[0011] The deriving information may comprise: compar-
ing the determined data of the optically readable structure
with the temporal excitation-emission relationship.

[0012] The deriving information may comprise: compar-
ing the determined data of the first optically readable struc-
ture with the first temporal excitation-emission relationship;
and comparing the determined data of the second optically
readable structure with the second temporal excitation-
emission relationship.

[0013] The deriving information may comprise: compar-
ing a difference between the determined data for the first
optically readable structure and the second optically read-
able structure, with a difference between the first temporal
excitation-emission relationship and the second temporal
excitation-emission relationship.

[0014] The derived information may relate to an age of the
optically readable security element.

[0015] The derived information may relate to a deviation
from an expected temporal excitation-emission relationship.
[0016] A or the deviation from an expected temporal
excitation-emission relationship may be indicative of one or
more of: exposure of the optically readable security element
to environmental factors different to those for which the
expected temporal excitation-emission relationship was
established; or tampering with the optically readable secu-
rity element; or a non-authentic optically readable security
element.

[0017] The derived information may relate to a correction
factor to be applied to a reading of the optically readable
security element.
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[0018] The derived information may relate to a correction
factor to be applied to a reading of the optically readable
security element, based on an age of the optically readable
security element based on the derived information.

[0019] The derived information may relate to a correction
factor to be applied to a reading of the optically readable
security element, based on a deviation from an expected
temporal excitation-emission relationship based on the
derived information.

[0020] The derived information may relate to verifying
that the at least one optical structure is a quantum system and
complex at the atomic scale.

[0021] The at least one optical structure may comprise one
or more continuous or discrete components exhibiting quan-
tum mechanical confinement.

[0022] The or each structure or component may be capable
of emitting electromagnetic radiation linked to quantum
mechanical confinement provided by the structure or com-
ponent. The emission is in response to the excitation.
[0023] The at least one optical structure may comprise one
or more continuous or discrete components exhibiting quan-
tum mechanical confinement, and the confinement may be in
one or more of three (e.g. a quantum dot), two (e.g. a
quantum wire) or one (e.g. a quantum well) spatial dimen-
sions.

[0024] The reading may be undertaken for multiple loca-
tions across the security element.

[0025] The reading may be undertaken for multiple loca-
tions across the security element, at the same time.

[0026] The reading may be undertaken for multiple loca-
tions across the security element, at the same time, using a
2D sensor.

[0027] The method may additionally comprise using the
reading to determine a unique identifier for the optically
readable security element.

[0028] The method may additionally comprise using the
reading to determine a unique identifier for the optically
readable security element, using one or more excitation-
emission relationships, for one or more optically readable
structures, in one or more locations of the security element.
[0029] The method may additionally comprise using the
reading to determine a unique identifier for the optically
readable security element, using the derived information, for
one or more optically readable structures, in one or more
locations of the security element.

[0030] The method may additionally comprise using the
reading to determine a unique identifier for the optically
readable security element, using one or more excitation-
emission relationships, for one or more optically readable
structures, in one or more locations of the security element,
and using the derived information, for one or more optically
readable structures, in one or more locations of the security
element.

[0031] According to a second aspect of the invention,
there is provided a system for deriving information from an
optically readable security element, comprising: an optical
reader, for optically reading the optically readable security
element, the optically readable security element comprising
at least one optically readable structure, optically readable in
response to excitation of the optically readable structure; the
reading comprising determining data indicative of an optical
property of the optically readable security element using first
emission electromagnetic radiation, emitted in response to
excitation of the optically readable structure; the system
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being arranged to use the determined data indicative of an
optical property, in combination with a temporal excitation-
emission relationship related to the optically readable struc-
ture, to derive the information.

[0032] According to a third aspect of the invention, there
is provided a method of determining a temporal excitation-
emission relationship for an optically readable security
element, the method comprising: optically reading the opti-
cally readable security element, the optically readable secu-
rity element comprising at least one optically readable
structure, optically readable in response to excitation of the
optically readable structure; the reading comprising deter-
mining data indicative of an optical property of the optically
readable security element using first emission electromag-
netic radiation, emitted in response to excitation of the
optically readable structure at a first time, and determining
data indicative of an optical property of the optically read-
able security element using second emission electromag-
netic radiation, emitted in response to excitation of the
optically readable structure at a second, later time; and the
temporal excitation-emission relationship being determined
from a variation in determined data indicative of an optical
property with respect to the excitation of the optically
readable structure from the first time to the second time,
such that, at a third, later time, information from an at least
related optically readable security element can be derived
from said related optically readable security element by
determining data indicative of an optical property of the
related optically readable security element using third emis-
sion electromagnetic radiation, emitted in response to exci-
tation of the related optically readable structure, the deriving
information comprising using the determined data indicative
of an optical property, in combination with the temporal
excitation-emission relationship related to the optically
readable structure, to derive the information.

[0033] The method might involve storing data at least
indicative of the determined temporal excitation-emission
relationship, for use at the third, later time.

[0034] The method might involve assigning an identifier
for data at least indicative of the determined temporal
excitation-emission relationship, for use at the third, later
time. The identifier will link the relationship to the security
element or a related security element.

[0035] According to a fourth aspect of the invention, there
is provided a system for determining a temporal excitation-
emission relationship for an optically readable security
element, comprising: an optical reader, for optically reading
the optically readable security element, the optically read-
able security element comprising at least one optically
readable structure, optically readable in response to excita-
tion of the optically readable structure; the reading compris-
ing determining data indicative of an optical property of the
optically readable security element using first emission
electromagnetic radiation, emitted in response to excitation
of the optically readable structure at a first time, and
determining data indicative of an optical property of the
optically readable security element using second emission
electromagnetic radiation, emitted in response to excitation
of'the optically readable structure at a second, later time; and
the system being arranged to determine the temporal exci-
tation-emission relationship from a variation in determined
data indicative of an optical property with respect to the
excitation of the optically readable structure from the first
time to the second time, such that, at a third, later time,



US 2021/0104112 A1l

information from an at least related optically readable secu-
rity element can be derived from said related optically
readable security element by determining data indicative of
an optical property of the related optically readable security
element using third emission electromagnetic radiation,
emitted in response to excitation of the related optically
readable structure, the deriving information comprising
using the determined data indicative of an optical property,
in combination with the temporal excitation-emission rela-
tionship related to the optically readable structure, to derive
the information.

[0036] According to a fifth aspect of the invention, there
is provided a optically readable security element from which
information is derivable, comprising: at least one optically
readable structure, optically readable in response to excita-
tion of the optically readable structure; the optically readable
structure having a related, and known, temporal excitation-
emission relationship; the optically readable security ele-
ment being readable to determine data indicative of an
optical property of the optically readable security element
using first emission electromagnetic radiation, emitted in
response to excitation of the optically readable structure; in
use, the deriving information comprising using the deter-
mined data indicative of an optical property, in combination
with the known, temporal excitation-emission relationship
related to the optically readable structure, to derive the
information

[0037] The optically readable security element may com-
prise a capping layer for the optically readable structure.
[0038] It will be appreciated that any one or more features
of one or more of the aspects or embodiments described
herein may be used in combination with, or in place of, any
one or more features of another aspect or embodiment of the
invention as described herein, unless such combination or
replacement would be understood by the skilled person to be
mutually exclusive after a reading of this disclosure. For
instance, and in particular, any feature described in relation
to a method-like aspect or embodiment may be used in
combination with or in place of one or more features of an
apparatus-like aspect or embodiment, and the other way
around.

[0039] For a better understanding of the invention, and to
show how embodiments of the same may be carried into
effect, reference will now be made, by way of example, to
the accompanying diagrammatic Figures in which:

[0040] FIG. 1 schematically depicts an optical reader,
optically reading an optically readable security element, in
accordance with an example embodiment;

[0041] FIGS. 2 and 3 schematically depict different types
of optically readable security elements, in accordance to the
example embodiments;

[0042] FIGS. 4 and 5 schematically depict more simplistic
views of the optically readable security elements of FIGS. 2
and 3, respectively;

[0043] FIG. 6 schematically depicts a visual representa-
tion of a degradation in excitation-emission performance of
an optically readable security element over time;

[0044] FIG. 7 is a graph showing different temporal exci-
tation-emission relationships for different optically readable
structures;

[0045] FIG. 8 is a graph schematically depicting the use of
a temporal excitation-emission relationship to derive infor-
mation from an optically readable security element, in
accordance with an example embodiment;
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[0046] FIG. 9 is an extension of the principles shown in
and described with reference to FIG. 8, but for a number of
different optically readable structures having different tem-
poral excitation-emission relationships;

[0047] FIG. 10 schematically depicts temporal excitation-
emission relationships for two different optically readable
structures;

[0048] FIG. 11 is a graph schematically depicting a dif-
ference between the different temporal excitation-emission
relationships of FIG. 10;

[0049] FIG. 12 schematically depicts methodology for
deriving information from an optically readable security
element, using read and determined data indicative of an
optical property of a structure of the element, in combination
with a related temporal excitation-emission relationship;
[0050] FIG. 13 is a graph schematically depicting different
types of information that can be derived from an optically
readable security element, using read data and a related
temporal excitation-emission relationship, in accordance to
example embodiments;

[0051] FIG. 14 schematically depicts different distribu-
tions of optically readable structures of optically readable
security elements, in accordance with example embodi-
ments;

[0052] FIG. 15 schematically depicts general methodol-
ogy associated with example embodiments;

[0053] FIG. 16 schematically depicts general apparatus
principles associated with example embodiments;

[0054] FIG. 17 schematically depicts general methodol-
ogy associated with example embodiments;

[0055] FIG. 18 schematically depicts general apparatus
principles associated with example embodiments; and
[0056] FIG. 19 schematically depicts an optically readable
security element in accordance to an example embodiment.
[0057] FIG. 1 schematically depicts an optically readable
security element 2 comprising a number of optically read-
able structures, optically readable in response to excitation
of the optically readable structures.

[0058] The optically readable structures (i.e. optical emit-
ters) could take one of a number of different forms. How-
ever, one advantageous form is when the optical structure
comprises one or more continuous or discrete components
exhibiting quantum mechanical confinement, the or each
component being capable of emitting electromagnetic radia-
tion linked to that quantum mechanical confinement, in
response to the excitation. The confinement of the one or
more continuous or discrete components might be in one or
more of three (e.g. a quantum dot), two (e.g. a quantum wire)
or one (e.g. a quantum well) spatial dimensions. For
instance, the optically readable structure might take the form
of quantum dots, flakes of material, flakes of 2D material,
nanowires, and so on. Such structures, exhibiting quantum
mechanical confinement, are advantageous since their place-
ment and distribution on an element, and unique interactions
with components of the elements, mean that they can exhibit
an easily readable, but very difficult to copy, configuration.
For instance, the reading may be undertaken using relatively
simple excitation and reading means, yet the security pro-
vided may be particularly rich and complex, since it may be
very difficult, if not impossible, to easily spoof or replicate
the physical location and excitation-emission relationships
of such structures. The excitation of such structures could
be, for instance, via an electrical input, or an optical (e.g.
electromagnetic radiation) input. Both may be satisfactory,
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but it is envisaged that optical excitation with excitation
electromagnetic radiation would be a far more versatile and
user-friendly approach, such that, for example, a mobile
telephone or tablet could excite and read the security ele-
ment.

[0059] Referring back to FIG. 1, an optical reader is
shown in the form of a mobile telephone or tablet device 4.
Reading of the optically readable security element 2 with the
reader 4 is undertaken using a camera or other sensor
provided in the reader 4. Excitation of optically readable
structures of the optically readable security element 2 may
be undertaken using electrical stimulation of the optically
readable security element 2, or via optical excitation. Optical
excitation may be, for example via ambient light, or more
likely via one or more controllable electromagnetic radiation
sources of or associated with the reader 4, for example via
a flash 6 or another light source.

[0060] FIG. 2 shows a plan view of an optically readable
security element 10 provided with optically readable struc-
tures of only a single type, distributed randomly across the
element. In contrast, FIG. 3 shows a different optical read-
able security element 20, with a number (greater than one)
of different optical readable structures distributed randomly
across the element.

[0061] FIG. 4 is a more schematic view of the element 10
of FIG. 2, and shows, in crude simplistic form, a distribution
of a first type of optically readable structure 12. Similarly,
FIG. 5 relates to FIG. 3, but shows, in more simplistic form,
a distribution of three different types of optically readable
structure 22, 24, 26.

[0062] FIGS. 2 to 5 show that various different implemen-
tations of optically readable security elements may be rea-
lised, using one or more different types of optically readable
structures, for example distributed across the eclements.
Reading of the structures, for example the excitation-emis-
sion relationship of one or more optically readable struc-
tures, typically in more than one location, can be used in
association with a degree of security that the element
provides, as discussed above. For instance, the relationship
might be used to determine a unique identifier, which
includes confirming or authenticating such an identifier, and
might in some way provide some embedded data associated
with the element or an object to which the element is
attached, and so on.

[0063] FIG. 6 shows an optical reading of an optically
readable security element in accordance with an example
embodiment, at a first time 30. The same element is then
shown when read at a second time 32. It can be seen that the
results of the reading have changed in that, in simplistic
terms, the excitation-emission relationship has in some way
changed between the first time 30 and the second time 32.
Typically, as alluded to above, this is due to a degradation in
the excitation-emission relationship over time, as in the
same excitation at the first time, and the second time, leads
to a lower intensity emission at the second time. This
degradation or more generally change in temporal excita-
tion-emission characteristic, is typically not random but is
quantitatively definable as following a set pattern or rela-
tionship.

[0064] FIG. 7 is a graph showing temporal excitation-
emission relationships for three different optically readable
structures 40, 42, 44. It can readily be seen that each
temporal excitation-emission relationship 40, 42, 44 is,
while different, consistent in terms of showing a decay in
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performance over time. For instance, a first optically read-
able structure 40 exhibits a generally slow and steady decay
over time, whereas the second optically readable structure
42 has a performance that is only very slightly reduced over
the measured time period. In contrast, the third optically
readable structure 44 has a very fast decay, losing over 50%
of intensity (e.g. for a normalised excitation) relatively
rapidly, before beginning to stabilise.

[0065] As discussed above, the negative or degrading
temporal excitation-emission relationships shown in FIGS. 6
and 7 are typically viewed as problematic in existing meth-
ods and systems. Indeed, a large amount of time and effort
has gone into research and development to prevent or limit
such degradation over time, especially in consumer display
technologies. This is entirely understandable. However, and
in contrast to all existing approaches, the inventors of the
present application have realised that such temporal excita-
tion-emission relationships are not in fact problematic. In
fact, these relationships are very advantageous. They are
advantageous, in that the relationships, for example those
shown in FIG. 7, can be used in combination with a reading
of related optically readable structures in order to derive
additional information from the optically readable security
element (e.g. separate to and different from the actual
temporal excitation-emission relationship itself, and/or the
reading itself).

[0066] The information that is derivable is not arbitrary,
but is potentially extremely useful and powerful, including
an indication of an age of the optically readable security
element, or (via deviation from an expected or predicted
temporal excitation-emission relationship) an indication of
exposure of the optically readable security element to envi-
ronmental factors different to those for which the relation-
ship was established, or indicating tampering with or of the
optically readable security element, or the read element not
being an authentic or expected optically readable security
element. The same reading and information can be used to
apply a correction factor when reading the optical security
element, for example in subsequent readings, for example
based on an age of the element that is derived from the
reading and the relationship, or from a deviation from an
expected temporal relationship based on the information that
is derived. Significantly, the information may relate to
verifying that the at least one optical structure is a quantum
system and complex at least on atomic scale, for example by
confirming that the reading matches with a predicted tem-
poral excitation-emission relationship, that relationship
being unique to that particular quantum system and its
complexity at the atomic scale.

[0067] FIG. 8 is a graph showing a temporal excitation-
emission characteristic for an optically readable structure, in
terms of intensity of emission IEM over time T (for a given,
normalised set of excitation criteria).

[0068] The optically readable structure that is read could
be a single structure, or one of a number of structures having
the same excitation-emission characteristics, for example as
shown in FIGS. 2 and 4. Alternatively, as described in later
examples, more than one type of optically readable structure
could be present in the optically readable security element.
[0069] Referring back to FIG. 8, the graph shows that a
reading of the optically readable security element comprises
determining data indicative of an optical property of the
optically readable security element using emission electro-
magnetic radiation, emitted in response to excitation of the
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optically readable structure at a first time T1. The reading is
repeated at a second, later time T2. This yields two readings
50, 52 at different times T1, T2. Of course, more readings
may be taken if needed.

[0070] The readings shown so far in relation to FIG. 8 are
typically to be undertaken as part of a calibration or base line
measurement, for example when the security element is
constructed, prior to the security element being released for
general use. Indeed, readings may be undertaken of a base
line or reference optically readable security element, for
example being very similar or identical to those elements
that are to be released for general use, for example made in
the same batch and so on. Or, each and every element that
is released for general use may be read and calibrated for, in
advance of such general use. Many different implementa-
tions are possible.

[0071] The readings 50, 52 at times T1, T2 are used to
establish a temporal excitation-emission relationship 54.
This can be achieved by implementing a numerical fit 54
using the measurements 50, 52. As discussed above, a
temporal excitation-emission relationship 54 is not problem-
atic according to example embodiments. Instead, the rela-
tionship 54 is useful. For instance, FIG. 8 shows that a
prediction IPRED of intensity of emission at some later time
T3 can be made, using that relationship 54. If a reading 56
at that time T3 (using the same excitation conditions, or with
some form of normalisation) does or does not match the
predicted intensity of emission IPRED, then information can
be derived from the reading, and the optically readable
security element, accordingly. For instance, the fact that the
reading 56 matches the prediction IPRED might be sufficient
to authenticate the optically readable security element, or to
identify the optically readable security element, using the
relationship 54. Or, if the reading deviates from the pre-
dicted or expected result, then that information is also
useful.

[0072] In other words, then, information separate and in
addition to the temporal excitation-emission relationship
itself can be derived from the optically readable security
elements, by using determined data indicative of an optical
property of optically read structures of the elements (e.g. an
intensity of emission), in combination with that temporal
excitation-emission relationship.

[0073] When the optically readable security element is
read, for example in order to derive information from that
element, the temporal excitation-emission relationship with
which comparisons or the like are to be made may already
be known, or generally assumed to be of a particular form.
For instance, a particular company might fabricate or be
provided with a vast number of optically read readable
security elements for use with their products. A subsequent
user of those products, wishing to derive information from
the optically read security element via a reading of the
elements might undertake this reading using a particularly
dedicated or branded reader or reader software, for example
from a dedicated application. In a basic example, a user may
want to read an optically readable security element on a
product from ‘company X’ using an application installed on
a mobile telephone that has been downloaded from that
same ‘company X’. In these sorts of scenarios, the required
temporal excitation-emission relationships required to
derive information from the optically readable security
elements can be known in advance of any reading.
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[0074] In another example, deriving information from a
reading of an optically readable security element might
additionally comprise identifying the required temporal
excitation-emission relationship that is to be used in com-
bination with the reading to extract the additional informa-
tion from the optically readable security element. Such
identification or, more generally, access, might be achieved
in one of a number of different ways. In one example, a
general pattern or distribution of one or more optically
readable structures of the optically readable security ele-
ments may be sufficient to provide an identifier which may
be used to identify the security element, or the type of
security elements, which can then be cross-referenced to
access or otherwise obtain information relating to the
required temporal excitation-emission relationship. In
another example, the reader may be configured to read a
different code provided next to, or part of, the optically
readable security element, or its optically readable struc-
tures, for example a number, or code, for example a bar
code, or QR code and so on. In another example, the element
may be provided with one or more structures that are more
consistently or reliably variable over time, in terms of
excitation-emission relationships, to serve as a baseline
against measurements of variance in other (e.g. more vari-
able) excitation-emission relationships of other structures.
[0075] Insummary, then, the temporal excitation-emission
relationships required to derive information from a reading
of the optically readable security element can readily be
determined, in one of a number of different ways, or already
assumed to be known, depending on the application in
question.

[0076] FIG. 9 shows similar graphs to the single graph
shown in FIG. 8. However, instead of temporal excitation-
emission relationships being established for an optically
readable security element comprising a single, or a single
type, of optically readable structure, FIG. 9 shows a situation
for elements having more than one type of optically readable
structure, such as the elements shown in and as described
with reference to FIGS. 3 and 5.

[0077] With regards to FIG. 9, many of the same prin-
ciples apply as already shown in and as described with
reference to FIG. 8. However, when more than one type of
optically readable structure is used, the additional relation-
ships that are associated with the multiple structures might
provide additional richness in terms of information that can
be extracted from the optically readable security element, or
functionality in terms of how that information can be
extracted. Key, then, from an understanding of FI1G. 9, is that
two temporal excitation-emission relationships 60, 62 are
established, for different types of optically readable struc-
tures.

[0078] FIG. 10 is a graph, showing the two temporal
excitation-emission relationships 60, 62 derived in accor-
dance with the principles shown in FIGS. 8 and 9, whereby
first, and second, optically readable structures are read at
different times to establish or determine a related and
associated temporal excitation-emission relationship for
each structure.

[0079] It will be appreciated that the relationships 60, 62
shown in FIG. 10 may be used in isolation, for example
replicating the principles already shown in relation to the
single optically readable structure concept of FIG. 8, but
now with two different types of optically readable structure.
This might provide redundancy, or further information, and
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so on. For instance, subsequent readings of a first structure
may comprise comparing determined data with the associ-
ated temporal excitation-emission relationship 60, and the
same may be done for the second optically readable struc-
ture and its associated relationship 62.

[0080] Following on from FIG. 10, the use of multiple
excitation-emission relationships has at least one additional
benefit. FIG. 11 demonstrates this. FIG. 11 is a graph
showing a difference 70 between the first and second exci-
tation-emission relationships of FIG. 10. This is a subtle but
powerful feature, since this means that by comparing the
intensity of emission of the different optically readable
structures, the age of the optically readable structure or
optically readable security element can be determined. This
is an age from fabrication, or an age or time from when a
relationship for the structure was determined.

[0081] This implementation may be easier to implement in
terms of being able to quickly and easily read and compare
intensity measurements, as opposed to needing to separately
undertake such readings and measurements and compari-
sons for multiple different relationships and so on. Also, it
may be possible to implement this methodology with no
need to ever have any access to any actual temporal-
excitation emission relationship. This is more secure, since
only the difference between relationships is needed, and the
difference only relates to the relationship, but does not reveal
the actual relationships.

[0082] An example implementation method is now
described in FIG. 12, summarising or elaborating on some of
the previous concepts. There is an initial calibration, or set
up, phase 80. In this phase, multiple measurements are taken
by undertaking multiple readings of optically readable struc-
tures of an optically readable security element. Measure-
ments IEM1, IEM2, to IEMN are undertaken in sufficient
number and separated by sufficient time, in order to be able
to determine or otherwise establish a satisfactory numerical
fit of the measurements, for determining a temporal excita-
tion-emission relationship for future use. It is this relation-
ship which enables the prediction of future excitation-
emission behaviour to be established and used.

[0083] If there is more than one type of optically readable
structure provided in or on the optically readable security
element, the same process may be undertaken for the dif-
ferent types of structures or emitters, for example so that
differential processing or analysis can be formed at some
later point in time, for example as show in relation to FIG.
11.

[0084] At this stage, the security element, and/or the
relationship derived from the element or associated struc-
tures, may be assigned a unique identifier, against which
subsequent measured emissions and predicted performance
or emissions are recorded. This provides a reference set of
measurements and/or a reference security element. At this
point, it is important to note that it may well be that this very
same optically read security element is the element that is
then released, for example from a manufacturing environ-
ment, to a user environment, and for which subsequent
readings may be undertaken. However, in another example,
it may be that the initial reference measurements are under-
taken from one of a batch of related elements, and only
certain elements of the batch are released for user exposure
and interaction, and one or more elements of the batch are
kept, for example in a controlled environment as a reference
sample and so on.
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[0085] Referring back to FIG. 12, next, the (or a closely
related) optically readable security element is available for
use, for example by a user outside of and separate to the
reference environment 82. In this phase, the user may use an
optical reader to undertake a reading IEM3 at what would be
a later time, T3. The measurements may then be used in
combination with the prediction from the determined tem-
poral excitation-emission relationship, so that a comparison
may be made between the two, and information derived
from that comparison.

[0086] As discussed above, the derivation information
could take a wide range of forms. In one example, the
measurements are compared with reference measurements,
and the comparison can be used to correct for aging of the
optically readable security elements, for instance by apply-
ing a gain or correction factor to the measured intensity, such
that the intensity at each point within a sample can be
normalised and used to extract fingerprint information (more
generally, an identifier) to authenticate against historical
fingerprint (ID) information. In another example, the mea-
sure of aging may be used to authenticate the presence of
certain optically readable structures, where age and behav-
iour are particular to that type of structure. A further scenario
might involve the measurement comparison being used to
ascertain the age of the sample. A further scenario might
involve the measurement comparison being used to assess
whether or not the optically readable security element has
been exposed to adverse environmental conditions, or at
least environmental conditions different to those in which
the referenced measurements and results were established.
For example, if the age of the element is known, and the
measurement reveals a deviation from a prediction, the
deviation is highly likely to be associated with exposure to
environmental conditions different to those reference con-
ditions for which the reference relationship was established.
If the environment of the element is known, and is known or
can be assumed for its time since manufacture, and the
measurement reveals a deviation from a prediction, the
deviation is highly likely to be associated with general
ageing of the element. The use of the relationships, and
confirmation of fitting with these measurements, might itself
be used as a way of identifying the security element as an
authentic security element. For example, tampering, or
attempting to spoof the readings with a counterfeit element,
would fail the reading and comparison tests.

[0087] It will thus be appreciated that, instead of the
degradation in excitation-emission performance being a
problem, there are many different advantages associated
with using the relationship to derive additional information
from an optically readable security element.

[0088] It will be appreciated that the reading of the opti-
cally readable security element could be undertaken at a
single particular location, both in the establishment of ref-
erence measurements and in the subsequent use and reading
of the element or a related element. However, there may be
advantages in reading the elements at multiple locations (X,
Y) along and/or across its length and width. This might be
advantageous in obtaining more accurate measurements or
readings, or comparisons against established relationships,
simply because multiple measurements are taken from mul-
tiple locations on the element. In a related example, taking
measurements from multiple locations across the element
might allow for a spatial fingerprint or unique identifier to be
determined in addition to, in parallel with, or as part of the
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comparison of reading of the optical structures in combina-
tion with use of the temporal excitation-emission relation-
ships.

[0089] FIG. 13 includes the single excitation-emission
relationship 54 for a single type of optically readable struc-
ture as already shown in and as described with reference to
FIG. 8. However, this Figure also shows multiple uses of this
relationship 54, and how different types of information can
be derived from reading of an optically readable security
element having optical structures with such a relationship
54.

[0090] At time TA (an arbitrary time after initial calibra-
tion/reference measurement T2) the optically readable secu-
rity element has been exposed to adverse environmental
conditions, which has led to accelerated aging relative to the
prediction IPRED when read at later time T3. This is shown
in the graph as measured, actual intensity IACT1 being
different from the predicted intensity IPRED. The dotted/
dash line indicates the expected or reference temporal exci-
tation-emission relationship 54 that would have been evident
in the event of the optically readable security element not
being exposed to such adverse environmental conditions. Of
course, there may be some degree of error, or margin, or
tolerance, within which discrepancies might be acceptable.
However, if the discrepancies are above a certain expected
or permissible error margin or related, the measured dis-
crepancy may be sufficient to provide some useful informa-
tion to the user. For instance, the information derived might
be used to indicate that the optically readable security
element has been exposed to adverse environmental condi-
tions at some point since T2 (especially if the measurements
are taken of the same element on which reference measure-
ments were taken).

[0091] The magnitude of the difference between predicted
and actual measurements (IPRED-IACT1) as measured at
T3 could even be used to determine the time TA, which
would allow for a temporal indication of the exposure in the
adverse environmental conditions, or a time since that
exposure.

[0092] This all might seem quite abstract, but it is clear
that such principles have practical implementations. For
instance, the adverse environmental conditions could be an
increase in temperature or exposure to sunlight or similar,
which could be of particular use for perishable goods, or
anything sensitive to such conditions.

[0093] Referring back to FIG. 13, IACT2 represents an
intensity reading from an optically readable security element
that has been held in more benign conditions than expected,
for instance at very low temperatures, or perhaps in a darker
environment. The very same methodology described above
could be used to indicate exposure of the element in more 90
or less 92 adverse conditions, or more or less adverse
environments, for example very cold or very hot, very dry or
very wet, very bright or very dark. These can all be deter-
mined by comparisons from reference or expected temporal
excitation-emission relationships 54, and actual measured
relationships, for example those indicating exposure to more
extreme environments 90, or less extreme environments 92.
Humidity and UV exposure are typical aging accelerants
that could be measured, as well as acidity/alkalinity.
[0094] It will be understood that the readings and com-
parisons discussed herein may not be used, or even always
usable, to determine an accurate numerical indication of,
say, an environmental change. However, it may well be that
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a deviation, or a match, within or outside of an error margin,
is sufficient for an issue to be flagged, either for further
investigation or as a warning. For example, if a user is
reading an element, a reading might reveal a message which
simply indicates that the reading is not revealing an expected
result. This might allow the user to make a more informed
choice about, for example, using or purchasing the element,
or an item with which the item is associated.

[0095] FIG. 14 shows two different, similar optically
readable security elements side-by-side. A first optically
readable security element 20 is the same as that already
shown in and as described with reference to FIGS. 3 and 5
above, where three different types of optically readable
structure 22, 24, 26 are shown as being randomly distributed
in or on the element 20. While this arrangement might be
advantageous, in terms of providing a unique identifier by
way of the random distribution of structures or emitters, this
might nevertheless make it quite difficult to easily read and
establish relationships for certain types of emitter 22, 24, 26.
To solve this problem, then, a related optically readable
secure element 100 is shown, in which the different optically
readable structures 22, 24, 26 are grouped in particular
regions, or bands, and so on. Whilst this might arguably
detract from the strength or uniqueness of an identifier that
the distribution of structures 22, 24, 26 might provide, the
arrangement nevertheless is likely to make it far easier to be
able to establish relationships for, and subsequently read,
emissions from the particular types of structure 22, 24, 26.
A hybrid approach might be possible, where there is a region
where the structures are randomly distributed, and a region
where the structures are aligned or grouped.

[0096] FIGS. 15 to 19 schematically depict general prin-
ciples associated with the invention, in terms of methodol-
ogy and apparatus.

[0097] FIG. 15 schematically depicts general methodol-
ogy associated with the present invention. A method of
providing information from an optically readable security
element is shown. The method comprises optically reading
the optically readable security element, the optically read-
able security element comprising at least one optically
readable structure, optically readable in response to excita-
tion of the optically readable structure 110. The reading
comprises determining data indicative of an optical property
of the optically readable security element using the first
emission electromagnetic radiation, emitted in response to
excitation of the optically readable structure 112. Typically,
the reading will be an intensity measurement, but could in
other examples be anything that changes over time, for
example a wavelength of emission, a frequency, or a polari-
sation. The deriving information comprises using the deter-
mined data indictive of an optical property, in combination
with a temporal excitation-emission relationship related to
the optically readable structure, to the variety information
114. The derived information is, of course, in addition, and
separate to, the temporal excitation-emission relationship
itself. The relationship is related, in that it could a difference
between relationships, or a relationship that was established
for a very similar element.

[0098] FIG. 16 schematically depicts a related system 120
for deriving information from an optically readable security
element 122. The system 120 is shown as being localised in
some form. This is purely for explanatory purposes. It is
clearly conceivable that the system could be distributed over
a wide geographical range, for example with a server being
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located remote from any reader, and any optically readable
security element, and so on. The system 120 comprises a
reader 124, for optically reading the optically readable
security element 122. The optically readable security ele-
ment 122 comprises at least one optically readable structure,
optically readable in response to excitation of the optically
readable structure (e.g. by the reader 124 itself). The reading
comprises determining data indicative of an optical property
of the optically readable security element, using first emis-
sion electromagnetic radiation, emitting in response to exci-
tation of the optically readable structure. The system 120 is
arranged to use the determined data indicative of an optical
property, in combination with a temporal excitation-emis-
sion relationship related to the optically readable structure,
to derive the information.

[0099] In order to undertake such use, the system 120 may
comprise or be in communicable connection with a data
store or similar, which can store data at least indicative of the
relationship with which comparisons may be made in read-
ings of the element 122. The data store 126 may be local to,
or even part of the reader 124, but to improve security it is
likely that the data store 126 and the reader 124 are separate
from one another. For instance, the data store might be
located in a remote server or similar (e.g. in or forming a
conventional database in the cloud, or in a distributed
ledger).

[0100] FIGS. 17 and 18 are similar to FIGS. 15 and 16 but
relate to the establishment of the temporal excitation-emis-
sion relationships for subsequent use in deriving the (addi-
tional) information from the optically readable secure ele-
ment, as described above.

[0101] FIG. 17 shows a method of determining a temporal
excitation-emission relationship for an optically readable
security element. The method comprises optically reading
the optically readable security element, the optically read-
able security element comprising at least one optically
readable structure, optically readable in response to excita-
tion of the optically readable structure 130. The reading
comprises determining data indicative of an optical property
of the optically readable security element using first emis-
sion electromagnetic radiation, emitted in response to exci-
tation of the optically readable structure at a first time, and
determining data indicative of an optical property of the
optically readable security element using second emission
electromagnetic radiation, emitted in response to hesitation
of'the optically readable structure at a second, later time 132.
The method further comprises determining the temporal
excitation-emission relationship from a variation in deter-
mined data indicative of an optical property with respect that
excitation of the optically readable structure from the first
time to the second time (e.g. by numerical fit, or similar)
134. The determination is such that, at a third, later time 136,
information from an at least related optically readable secu-
rity element (e.g. the same element, or an element from the
same batch or in some way structurally similar or identical
to that element, for example an element made in much the
same way) can be derived from said related optically read-
able security element using third emission electromagnetic
radiation, emitted in response to excitation of the related
optically readable structure, the deriving information com-
prising using the determined data indicative of an optical
property, in combination with the temporal excitation-emis-
sion relationship related to the optically readable structure,
to derive the information.
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[0102] FIG. 18 schematically depicts a system related to
the methodology shown in FIG. 17. There is provided a
system 140 for determining a temporal excitation-emission
relationship for an optically readable element 142. The
system 140 comprises an optical reader 144, for optically
reading the optically readable security element, the optically
readable security element comprising at least one optically
readable structure, optically readable in response to excita-
tion of the optically readable structure. The reading com-
prises determining data indicative of an optical property of
the optically readable security element using first emission
electromagnetic radiation, emitted in response to the exci-
tation of the optically readable structure at a first time, and
determining data indicative of an optical property of the
optically readable security element using second emission
electromagnetic radiation, emitted in response to excitation
of'the optically readable structure at a second, later time. The
system 140 is arranged to determine the temporal excitation-
emission relationship from a variation in determined data
indicative of an optical property with respect to the excita-
tion of the optically readable structure from the first time to
the second time. The determination is such that at a third,
later time, information from an at least related optically
readable security element (e.g. the same eclement, or an
element from the same batch or in some way structurally
similar or identical to that element, for example an element
made in much the same way) can be derived from said
related optically readable security element using the third
emission electromagnetic radiation, emitted in response to
excitation of the related optically readable structure, the
deriving information comprising using the determined data
indicative of an optical property, in combination with the
temporal excitation-emission relationship related to the opti-
cally readable structure, to derive the information.

[0103] For much of the same reasoning as described in
relation to FIG. 16, the system 140 of FIG. 18 can be
provided with (which includes being able to communicate
remotely with) a data store 146 which can be used to store
the determined temporal excitation-emission relationship.

[0104] The method and/or system may also be arranged to
assign a unique identifier to the established relationship, so
that the relationship may be associated with a particular
element or related element, for use in future readings of that
element or related element and associated reference to the
relationship.

[0105] Finally, FIG. 19 shows an exemplary optically
readable security element which comprises at least one
optically readable structure 152, optically readable in
response to excitation of the optically readable structure
152. Typically, the optically readable structure has a related,
and known, temporal excitation-emission relationship, such
that the relationship can be used in combination with the
systems and methodology described above. The optically
readable security element 150 is readable to determine data
indicative of an optical property of the optically readable
security element using first emission electromagnetic radia-
tion, emitted in response to excitation of the optically
readable structure 152. In use, the deriving information
comprises using the determined data indicative of an optical
property, in combination with the known, temporal excita-
tion-emission relationship related to the optically readable
structure 152, to derive the information. As discussed above,
the element 150 could be, or could be located as part of, a
QR Code, a barcode, a hologram etc.
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[0106] The optically readable structure 152, may, as
described above, be continuous, or comprise one or more
discrete components. The optically readable structure 152
may be used in isolation or be embedded within a matrix or
similar. The optically readable structure 152 may be self-
supporting in nature, or may be provided with or on some
form of backing element or substrate 154.

[0107] The security element 150 may be provided with a
capping layer 156 for the optically readable structure 152.
The capping layer 156 will be optically transparent to any
excitation and/or emission electromagnetic radiation, or at
least have a known filtering functionality that can be taken
into account when determining any reference measurements
and/or subsequent readings of the optically readable struc-
ture 152. The capping layer may be particularly chosen to
ensure, or at least attempt to maintain, a temporal excitation-
emission relationship of one or more optically readable
structures. For example, the layer 156 may be tailored to or
for a particular structure, for example to use that structure,
or its temporal excitation-emission relationship as a more
stable, or more reliable, baseline, against which predictions
or measurements may be made.

[0108] As discussed above, the present inventions finds
wide application. The invention might be applied to existing
optical security elements, or new elements could be fabri-
cated in the context of the present concepts.

[0109] If the element is serving as or providing, at least
partly, an identifier, a series of measurements taken at
different times may have been made in the factory where the
element was made. This could produce a map where the
temporal relationship of the emission from different loca-
tions on the tag is known. When the reader makes a
measurement, it could perform an online (via a check to a
server) or an offline (via a stored database) verification.
[0110] For environmental checking, or a more simple
validation, the element could be printed or otherwise pro-
vided with squares/regions of different materials (i.e. having
certain structures), each having known average or nominal
temporal dependences that are hard-coded into the reader—
i.e. where small, high-resolution, variations are not impor-
tant. Then the reader, with prior knowledge of the construc-
tion of the element, could infer the age, or the environmental
treatment, by just measuring the ratio of intensities for the
different regions. If the element were contained in or around
a QR Code, barcode or similar, then the date of manufacture
could be encoded into QR Code/barcode etc in the tag also,
so that the environmental conditions could be inferred
directly.

[0111] It may be possible to employ more complex imple-
mentations. For example, three different types of emitter
could be used, which respond to environmental changes in
different ways. One is insensitive to its environment (i.e.
very stable) and one highly sensitive (unstable), and each
has a different (and known) aging profile. By comparing the
ratios of intensities it could be possible to deconvolute the
age and environmental conditions.

[0112] As discussed above, the extraction of information
from an optical emitter as described herein might intention-
ally or inadvertently verify that it is complex at the atomic
scale, and (e.g.) zero-dimensional. For example, if a reading
matches a prediction, then by definition the verification is
made, since the prediction is based on a numerical fit of
readings undertaken for that complex system. This prevents
a simulation attack, where by a passive representation of the
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security element (e.g. a photocopy) could be passed off as
being genuine. Such passive representation will fail authen-
tication as the complex dynamics and relationships that are
measured can only be reproduced by a complex, for
example, quantum system. This is also true of relationship
between emitters interacting with one another on the ele-
ment. In isolation, a behaviour may be known and easier to
replicate or spoof, but in combination with the presence of
other emitters, the behaviour is more complex and likely
impossible to easily (if at all) predict, without an actual
reading of that actual structure.

[0113] Although a few preferred embodiments have been
shown and described, it will be appreciated by those skilled
in the art that various changes and modifications might be
made without departing from the scope of the invention, as
defined in the appended claims.

[0114] Attention is directed to all papers and documents
which are filed concurrently with or previous to this speci-
fication in connection with this application and which are
open to public inspection with this specification, and the
contents of all such papers and documents are incorporated
herein by reference.

[0115] All of the features disclosed in this specification
(including any accompanying claims, abstract and draw-
ings), and/or all of the steps of any method or process so
disclosed, may be combined in any combination, except
combinations where at least some of such features and/or
steps are mutually exclusive.

[0116] Each feature disclosed in this specification (includ-
ing any accompanying claims, abstract and drawings) may
be replaced by alternative features serving the same, equiva-
lent or similar purpose, unless expressly stated otherwise.
Thus, unless expressly stated otherwise, each feature dis-
closed is one example only of a generic series of equivalent
or similar features.

[0117] The invention is not restricted to the details of the
foregoing embodiment(s). The invention extends to any
novel one, or any novel combination, of the features dis-
closed in this specification (including any accompanying
claims, abstract and drawings), or to any novel one, or any
novel combination, of the steps of any method or process so
disclosed.

1. A method of deriving information from an optically

readable security element, comprising:

optically reading the optically readable security element,
the optically readable security element comprising at
least one optically readable structure, optically readable
in response to excitation of the optically readable
structure;

the reading comprising:

determining data indicative of an optical property of the
optically readable security element using first emission
electromagnetic radiation, emitted in response to exci-
tation of the optically readable structure; and

using the determined data indicative of an optical prop-
erty, in combination with a temporal excitation-emis-
sion relationship related to the optically readable struc-
ture, to derive the information.

2. The method of claim 1, wherein the optically readable

security element comprises:

a first optically readable structure, optically readable in
response to excitation of the first optically readable
structure, and having a first temporal excitation-emis-
sion relationship;
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a second optically readable structure, optically readable in
response to excitation of the second optically readable
structure, and having a second temporal excitation-
emission relationship.

3. The method of claim 2, wherein the deriving informa-

tion comprises:

comparing the determined data of the optically readable
structure with the temporal excitation-emission rela-
tionship; or

comparing the determined data of the first optically read-
able structure with the first temporal excitation-emis-
sion relationship; and

comparing the determined data of the second optically
readable structure with the second temporal excitation-
emission relationship.

4. The method of claim 3, wherein the deriving informa-

tion comprises:

comparing a difference between the determined data for
the first optically readable structure and the second
optically readable structure, with a difference between
the first temporal excitation-emission relationship and
the second temporal excitation-emission relationship.

5. The method claim 1, wherein the derived information
relates to an age of the optically readable security element.

6. The method claim 1, wherein the derived information
relates to a deviation from an expected temporal excitation-
emission relationship.

7. The method claim 1, wherein the derived information
relates to a correction factor to be applied to a reading of the
optically readable security element.

8. The method claim 1, wherein the derived information
relates to verifying that the at least one optical structure is a
quantum system and complex at the atomic scale.

9. The method claim 1, wherein the at least one optical
structure comprises one or more continuous or discrete
components exhibiting quantum mechanical confinement,
the or each component being capable of emitting electro-
magnetic radiation linked to that quantum mechanical con-
finement, in response to the excitation, wherein the confine-
ment of the one or more continuous or discrete components
optionally confines in one or more of three, two or one
spatial dimensions.

10. The method claim 1, wherein the reading is under-
taken for multiple locations across the security element.

11. The method claim 1, additionally comprising using the
reading to determine a unique identifier for the optically
readable security element.

12. A system for deriving information from an optically
readable security element, comprising:

an optical reader, for optically reading the optically read-
able security element, the optically readable security
element comprising at least one optically readable
structure, optically readable in response to excitation of
the optically readable structure;

the reading comprising determining data indicative of an
optical property of the optically readable security ele-
ment using first emission electromagnetic radiation,
emitted in response to excitation of the optically read-
able structure; and

the system being arranged to use the determined data
indicative of an optical property, in combination with a
temporal excitation-emission relationship related to the
optically readable structure, to derive the information.
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13. A method of determining a temporal excitation-emis-
sion relationship for an optically readable security element,
the method comprising:

optically reading the optically readable security element,

the optically readable security element comprising at
least one optically readable structure, optically readable
in response to excitation of the optically readable
structure;

the reading comprising determining data indicative of an

optical property of the optically readable security ele-
ment using first emission electromagnetic radiation,
emitted in response to excitation of the optically read-
able structure at a first time, and determining data
indicative of an optical property of the optically read-
able security element using second emission electro-
magnetic radiation, emitted in response to excitation of
the optically readable structure at a second, later time;
and

the temporal excitation-emission relationship being deter-

mined from a variation in determined data indicative of
an optical property with respect to the excitation of the
optically readable structure from the first time to the
second time,

such that, at a third, later time, information from an at

least related optically readable security element can be
derived from said related optically readable security
element by determining data indicative of an optical
property of the related optically readable security ele-
ment using third emission electromagnetic radiation,
emitted in response to excitation of the related optically
readable structure, the deriving information comprising
using the determined data indicative of an optical
property, in combination with the temporal excitation-
emission relationship related to the optically readable
structure, to derive the information.

14. A system for determining a temporal excitation-
emission relationship for an optically readable security
element, comprising:

an optical reader, for optically reading the optically read-

able security element, the optically readable security
element comprising at least one optically readable
structure, optically readable in response to excitation of
the optically readable structure;

the reading comprising determining data indicative of an

optical property of the optically readable security ele-
ment using first emission electromagnetic radiation,
emitted in response to excitation of the optically read-
able structure at a first time, and determining data
indicative of an optical property of the optically read-
able security element using second emission electro-
magnetic radiation, emitted in response to excitation of
the optically readable structure at a second, later time;
and

the system being arranged to determine the temporal

excitation-emission relationship from a variation in
determined data indicative of an optical property with
respect to the excitation of the optically readable struc-
ture from the first time to the second time,

such that, at a third, later time, information from an at

least related optically readable security element can be
derived from said related optically readable security
element by determining data indicative of an optical
property of the related optically readable security ele-
ment using third emission electromagnetic radiation,
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emitted in response to excitation of the related optically
readable structure, the deriving information comprising
using the determined data indicative of an optical
property, in combination with the temporal excitation-
emission relationship related to the optically readable
structure, to derive the information.

15. An optically readable security element from which

information is derivable, comprising:

at least one optically readable structure, optically readable
in response to excitation of the optically readable
structure;

the optically readable structure having a related, and
known, temporal excitation-emission relationship;

the optically readable security element being readable to
determine data indicative of an optical property of the
optically readable security element using first emission
electromagnetic radiation, emitted in response to exci-
tation of the optically readable structure; and

in use, the deriving information comprising using the
determined data indicative of an optical property, in
combination with the known, temporal excitation-
emission relationship related to the optically readable
structure, to derive the information.

16. The method of claim 2, wherein the reading comprises
determining data indicative of an optical property of the
optically readable security element using first emission
electromagnetic radiation, emitted in response to excitation
of'the first optically readable structure, and determining data
indicative of an optical property of the optically readable
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security element using second emission electromagnetic
radiation, emitted in response to excitation of the second
optically readable structure.

17. The method of claim 16, wherein the deriving infor-
mation further includes using the determined data indicative
of an optical property determined from each of the first and
second optically readable structures, in combination with the
first and second temporal excitation-emission relationships
related to the first and second optically readable structures,
to derive the information.

18. The method of claim 6, wherein the deviation is
indicative of one or more of:

exposure of the optically readable security element to

environmental factors different to those for which the
expected temporal excitation-emission relationship
was established;

tampering with the optically readable security element; or

a non-authentic optically readable security element.

19. The method of claim 7, wherein the derived informa-
tion further relates to an age of the optically readable
security element based on the derived information, or a
deviation from an expected temporal excitation-emission
relationship based on the derived information.

20. The method of claim 11, further comprising:

using one or more excitation-emission relationships, for

one or more optically readable structures, in one or
more locations of the security element; or

using the derived information, for one or more optically

readable structures, in one or more locations of the
security element.
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