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Abstract—Quantum key distribution (QKD) constitutes a
symmetric secret key negotiation protocol capable of maintaining
information-theoretic security. Given the recent advances in QKD
networks, they have evolved from academic research to some
preliminary applications. A QKD network consists of two or more
QKD nodes interconnected by optical fiber or free space links.
The secret keys are negotiated between any pair of QKD nodes,
and then they can be delivered to multiple users in various areas
for ensuring long-term protection and forward secrecy. We
commence by introducing the QKD basics, followed by reviewing
the development of QKD networks and their implementation in
practice. Subsequently, we describe the general QKD network
architecture, its elements, as well as its interfaces and protocols.
Next, we provide an in-depth overview of the associated physical
layer and network layer solutions, followed by the standardization
efforts as well as the application scenarios associated with QKD
networks. Finally, we discuss the potential future research
directions and provide design guidelines for QKD networks.

Index Terms—Quantum key distribution networks, quantum
cryptography, quantum communication, security, communication
networks, next generation networking.
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I. INTRODUCTION

NFORMATION systems are widely used in all aspects of

our daily lives, where a variety of information security issues
arise and security threats are becoming more and more
extensive and anabatic. How to ensure the security of
confidential information transmitted through the Internet has
become a significant issue that has raised increasingly more
attention from both academia and industry. Meanwhile, with
the development of quantum computers [1]-[7], their increased
computational power threatens conventional cryptosystems. To
motivate the need for this survey, Table | compares the threats
imposed on different cryptosystems in the presence of quantum
computers [8]. Most of the public-key cryptosystems such as
those proposed by Rivest-Shamir-Adleman (RSA) [9],
Diffie-Hellman [10], and elliptic curve cryptography (ECC)
[11], [12] will become insecure once quantum computing
reached maturity, since their security relying on the integer
factorization and discrete logarithmic problems can be
compromised by using Shor’s algorithm [13] in a quantum
computer. Consequently, there is an urgent need for conceiving
powerful information security solutions to guard against

TABLEI
COMPARISON OF DIFFERENT CRYPTOSYSTEMS IN THE PRESENCE OF
QUANTUM COMPUTERS

Cryptosystem Type Impact

RSA Public-key Insecure

Diffie-Hellman Public-key Insecure

ECC Public-key Insecure

AES Symmetric-key Larger key sizes required

oTP Symmetric-key Proven secure

Code-based Post-quantum Not yet broken

Hash-based Post-quantum Not yet broken

Lattice-based Post-quantum Not yet broken

Multivariate Post-quantum Not yet broken

QKD Quantum Proven secure
quantum attacks. Such solutions are referred to as

quantum-safe methods [8].

At the time of writing, two quantum-safe candidate methods
have been proposed, namely post-quantum cryptography and
quantum cryptography. The family of post-quantum
cryptography [14]-[16] consists of code-based [17],
hash-based [18], lattice-based [19], and multivariate [20]
cryptosystems that have been proven safe against the known
quantum attacks. They have the advantage of being compatible
with existing cryptographic infrastructures and can reach high
secret-key rates over relatively long distances. However, their
security might be broken by hitherto unknown algorithms in the
future, since they can only be resilient against known quantum
attacks. By contrast, quantum cryptography [21]-[24] is
capable of achieving the information-theoretic security?® by
exploiting the principles of quantum physics, as exemplified by
the quantum no-cloning theorem [25] and the Heisenberg’s
uncertainty principle [26]. Its security remains indestructible
even in the face of future advances in computational power or
algorithms. Despite the above advances, quantum cryptography
is unable to replicate all the functions of conventional
cryptosystems at the time of writing. It is expected to be
combined with post-quantum cryptography to jointly build the
infrastructure for future quantum-safe cryptosystems [27].

As one of the most successful applications of quantum
cryptography, quantum key distribution (QKD) [28]-[31]
promises information-theoretic security [32], [33] based on the
laws of quantum physics for distributing symmetric secret keys
between a pair of legitimate parties. These secret keys can then
be used by symmetric-key cryptosystems for encrypting
confidential messages to be transferred over a public channel.
An example of the symmetric-key cryptosystem is the so-called
one-time pad (OTP) [34], which has been proven by Shannon
[35] to facilitate information-theoretically secure message
encryption. Its disadvantage is however that the key has to be at

Information-theoretic security is often referred to as unconditional security.
It refers to a cryptosystem that derives its security solely from information
theory. The cryptosystem is uncrackable even if an adversary has unlimited
computing power.



least as long as the message, which can be encrypted by taking
their modulo-two addition. By using larger key sizes, other
symmetric-key cryptosystems such as the advanced encryption

standard (AES) [36] are also considered to be quantum-safe [8].

A pivotal challenge of symmetric-key cryptosystems is that of
securely sharing the secret key, which can be circumvented by
QKD. In particular, although quantum computers are in their
infancy, QKD is still required at the time of writing, because it
can provide long-term security. For instance, eavesdroppers
may intercept and store the encrypted messages that they are
not able to decrypt at the time of capturing them and wait for
mature quantum computers or algorithms to decrypt these
messages. Some important information such as government
secrets that have to be kept confidential for decades will
substantially benefit from QKD. Thus, QKD technology has
the promise of becoming the cornerstone of ultimate
information security.

A. Motivation

QKD is also a salient quantum communication technique
[37]. The basic element of QKD is the QKD transmitter and
receiver connected via a QKD link, allowing two legitimate
parties to share the secret keys in a point-to-point manner. In
recent years, point-to-point QKD has made significant progress
in terms of its protocols, devices, systems, and so on. For
example, a variety of QKD protocols and devices have been
developed for improving the QKD performance quantified in
terms of its secret-key rate, distance, and security. As a result,
QKD systems are already commercially available on the market
[38]-[40].

However, point-to-point QKD links can only support a few
pairs of users, which has restricted the popularity of QKD.
Extending QKD to network settings beyond point-to-point
allows them to evolve from academic research into a range of
preliminary applications [41] to offer security for networked
users instead of point-to-point scenarios, which has the
potential of protecting industrial and governmental networks
from security threats.

Given this motivation, a number of fiber-based QKD
networks have been deployed in the field, such as the DARPA
[42], SECOQC [43], Tokyo [44], SwissQuantum [45],
Beijing-Shanghai [46], and Cambridge [47] QKD networks.
Furthermore, a satellite-based intercontinental QKD network
demonstration [48] and an integrated space-to-ground QKD
network [49] have been reported. More broadly, the QKD
network can also be used to secure numerous other applications
in the areas of finance and banking, government and defense,
cloud and data center, critical infrastructure, healthcare, etc.

B. Comparison to Existing Surveys

The QKD network has been regarded as the stepping stone
for the development of the quantum Internet (Qinternet)? [50],

2The quantum Internet [50] is a network that interconnects quantum devices
through quantum channels, which can provide new Internet technologies by
using quantum communication to enable applications that are out of reach for
the classical Internet. Qinternet is defined as the abbreviation for Quantum
Internet in this paper.

as detailed below and summarized in Table II:

Gisin et al. [22] provided an early review of the progress
in both the theory and experimental investigations of
QKD.

Kimble [51] described several basic principles associated
with the physical implementation of a Qinternet, such as
the quantum memories and repeaters required for the
reliable transportation of quantum states across networks.
Scarani et al. [28] focused on the practical aspects of QKD
and summarized the theoretical tools used for assessing
the security of experimental platforms.

Lo et al. [33] reviewed QKD techniques in terms of their
security model, experimental progress and challenges, as
well as quantum hacking and countermeasures. Several
QKD network implementation examples were also
described.

All&ume et al. [52] compared QKD to classical key
distribution techniques and described the generic
scenarios of using QKD in cryptographic infrastructures,
where the QKD networks are discussed in a generic
scenario.

Diamanti et al. [53] outlined the principle, security, and
implementation of distributing secret keys relying on
continuous valued variables.

Diamanti et al. [29] surveyed several practical challenges
in terms of the attainable secret-key rate, distance, size,
cost, and practical security in QKD. They also discussed
the practicalities of building a QKD network.

Sasaki [54] discussed how QKD networks could be used
in existing fiber-based as well as wireless networks.

DU et al. [55] elaborated both on the potential
applications as well as on the theoretical and experimental
challenges of implementing the Qinternet.
Shenoy-Hejamadi et al. [56] covered the progress of QKD
and other applications of quantum cryptography, such as
quantum random number generation and quantum secret
sharing.

Zhang et al. [30] provided a survey of both the challenges
and solutions conceived for large scale QKD, including
the security of practical QKD, QKD metropolitan as well
as backbone networks, and satellite-based QKD.

Wehner et al. [50] categorized the different stages of
developing the Qinternet and outlined the technological
advances required for reaching these stages.

Laudenbach et al. [57] detailed the theoretical foundations
to be laid down for the practical implementation of
continuous-variable QKD (CV-QKD) relying on
idealized Gaussian modulation.

Gyongyosi et al. [58] provided a review of QKD protocols
and their applications in the classical Internet and the
Qinternet.

Kozlowski et al. [59] surveyed the state-of-the-art of
quantum networks from the perspective of computer
science and discussed the major challenges to be
overcome in order to make the Qinternet a reality.
Hosseinidehaj et al. [60] outlined the technical advances



TABLE I
COMPARISON OF THIS SURVEY TO EXISTING SURVEYS
QKD Advances QKD . E)’;alel'(”g ;i‘icvr;ﬁg:s QKD network QKD toorr;?:s of gffégeﬂnes
Reference Year basics in QKD netw_orkmg Physical Network | standardization netw_ork_ QKD for QKD
networks | architecture layer layer applications networks | networks
[22] 2002 v
[51] 2008 4 v
[28] 2009 v v
[33] 2014 v v 4
[52] 2014 v v v v v
[53] 2015 v
[29] 2016 v 4
[54] 2017 4 4
[55] 2017 v v
[56] 2017 v 4 v
[30] 2018 v v 4
[50] 2018 v v 4 4
[57] 2018 v
[58] 2019 v v v v v
[59] 2019 v v v
[60] 2019 v v v
[61] 2020 v v v v v
[31] 2020 v v 4 v
[24] 2020 v 4 v
[62] 2020 v 4 4
This survey v v v v v v v v v

related to satellite-based continuous-variable quantum
communications.

* Cavaliere et al. [61] reviewed quantum communication
with particular attention to evolving QKD technologies

from labs to the markets following an industrial
perspective.
e Xu et al. [31] reviewed both the theoretical and

experimental progress in secure QKD relying on realistic
devices, and they prophesized that numerous QKD
networks would be deployed in many countries to achieve
the ultimate goal of a global QKD network.

* Pirandola et al. [24] provided an overview of research
advances in the domain of both theoretical and
experimental QKD.

* Mehic et al. [62] surveyed several typical QKD networks
and the challenges of QKD networking in terms of the
quality of service (QoS), as well as their simulation
techniques, and software defined networking (SDN)
approaches.

These valuable surveys have provided insights into diverse
perspectives on the family of QKD technologies and the
Qinternet, but none of them paid attention to the details of QKD
networks. For example, many of them focused on the enabling
technologies in the physical layer of QKD networks, with little
attention paid to the network layer. Thus there is a paucity of
literature on the details of QKD networks. Again, Table Il

boldly and explicitly compares this survey against the existing
surveys. More concretely, we cover the details of QKD
networks, including their current advances and networking
architecture, their physical and network layer solutions, as well
as their standardization and applications. To the best of our
knowledge, this survey is the first one to provide a
comprehensive up-to-date review of QKD networks.

C. Contributions

More specifically, the major contributions of this survey are

summarized as follows:

1) We survey the development of practical QKD network
implementations conceived both for covering short-range
as well as metropolitan communications, and long-haul
QKD networks, with special emphasis on the associated
engineering perspectives. (Section 111)

2) We describe the general QKD network architecture, its
elements, as well as its interfaces and protocols. (Section
V)

3) We provide an in-depth survey of the QKD network’s
enabling techniques, highlighting the interactions of the
physical and network layers. Specifically, the issues of
physical layer co-fiber transmission, relaying,
satellite-based QKD, and chip-based QKD technologies
are discussed. In the network layer we critically appraise
SDN, key pooling, resource allocation, routing, protection



and restoration, as well as practical security solutions, cost
optimization, and multi-user QKD solutions. (Sections V
and VI)

4) We outline the standardization efforts related to QKD
networks and proposals emerging from multiple bodies,
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Fig. 1. Outline of this survey paper.

including the International Telecommunication Union
(ITU)  Telecommunication  Standardization  Sector
(ITU-T), the European Telecommunications Standards
Institute (ETSI), the International Organization for
Standardization (1SO), the International Electrotechnical
Commission (IEC), the Internet Engineering Task Force
(IETF), the Institute of Electrical and Electronics
Engineers (IEEE), and the Cloud Security Alliance (CSA).
(Section VII)

5) We identify a range of detailed application scenarios and
areas to illustrate how QKD networks can be used for
securing numerous real-life applications. (Section VI1II)

6) We discuss the open topics of QKD networks for future
research. (Section 1X)

7) Finally, we conclude by providing tangible design
guidelines for QKD networks. (Section X)

D. Paper Organization

A detailed outline of this survey paper is depicted in Fig. 1.
The remainder of this paper is organized as follows. Section Il
briefly introduces the QKD basics, while Section Il reviews
the practical development of QKD networks, followed by
Section IV elaborating on their general architecture. Various
emerging physical and network layer solutions are surveyed in
Sections V and VI, respectively, complemented by the QKD
network standardization efforts outlined in Section VII.
Beneficial QKD network application scenarios are identified in
Section VIII, while Section IX provides a range of future
research directions. Finally, we summarize the design
guidelines of QKD networks and conclude in Section X.

Il. QKD Basics

In this section, we provide a rudimentary introduction to the
essential basics of the QKD mechanism, transmission media,
implementation options and protocols for making this treatise
self-contained. A much more detailed review of QKD progress
can be found in [24], [28]-[31], [33].

A. QKD Mechanism

Let us continue by illustrating a pair of conventional
techniques conceived for achieving information security, as
shown in Figs. 2(a) and 2(b). A classic cryptographic scheme is
depicted in Fig. 2(a), in which a pair of legitimate parties
(called Alice and Bob) use the public-key cryptosystem for key
distribution and the symmetric-key cryptosystem for message
encryption. The process of message encryption will transform
the plaintext into ciphertext. By contrast, as depicted in Fig.
2(b), Alice and Bob can generate the secret keys directly from
their common classical channel, and then the secret keys
generated can be used by the symmetric-key cryptosystem to
encrypt messages. The scheme in Fig. 2(b) is referred to as a
physical layer security (PLS)-based cryptographic scheme [63],
[64].

A QKD-based cryptographic scheme is illustrated in Fig.
2(c). Compared to the conventional approaches, the difference
is that QKD exploits the laws of quantum physics to distribute
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Fig. 2. llustration of (a) a classic cryptographic scheme; (b) a PLS-based
cryptographic scheme; (c) a QKD-based cryptographic scheme.

unconditionally secure symmetric secret keys between Alice
and Bob, whereas the similarity is that the secret keys generated
can also be used by a symmetric-key cryptosystem for message
encryption. Generally, the basic elements of a QKD system are
a transmitter and a receiver as well as a QKD link connecting
the transmitter and receiver. The combination of the transmitter
and receiver is commonly referred to as the QKD transceiver.
The QKD transmitter/receiver encapsulates a set of hardware
and software components used for QKD within a defined
secure boundary. The QKD link relies on both a quantum
channel and a classical channel. The quantum channel is used
for transmitting quantum signals in which information is
conveyed by quantum states, such as the polarization of a single
photon. The classical channel is used to exchange classical
information for synchronization and key distillation® between
Alice and Bob [65], [66]. The unique features of the quantum
channel as well as the fundamental differences between the

3Key distillation [65], [66] is a bidirectional communication process used to
send classical information from Alice to Bob or Bob to Alice, which typically
performs sifting and post-processing. Sifting is used for Alice and Bob to agree
on a subset of the raw data for subsequent post-processing. Post-processing
usually includes error correction, verification, and privacy amplification for
Alice and Bob to agree on a secret key.

quantum and classical channels have been discussed in [67],
[68]. If an eavesdropper (called Eve) captures some of the
quantum states during the passage of single photons through
the quantum channel, those quantum states will not be used to
distill secret keys, since they are not received by Bob. Eve can
then potentially measure those quantum states, but the laws of
quantum physics guarantee that following measurement or
observation by Eve the quantum state collapses back into the
classical domain. Hence, any potential eavesdropping on QKD
can be detected.

Once the secret keys have been shared between Alice and
Bob based on QKD or the conventional approaches shown in
Fig. 2, they can be used for message encryption. More
specifically, the secret keys generated can be fed into the
symmetric-key encryptor and decryptor owned by Alice and
Bob, respectively. Alice will encrypt the plaintext using the
secret keys by the symmetric-key cryptosystem, and then
transmits the ciphertext to Bob through a classical channel.
Then Bob decrypts the ciphertext and obtains the plaintext.
Consequently, QKD provides an information-theoretically
secure way of distributing the symmetric secret keys, whereas
message encryption can be carried out by the symmetric-key
cryptosystem in just the same way as before.

B. QKD Transmission Media

The QKD links are constituted by the classical and quantum
channels, both of which can be public, but they must be
authenticated. The classical channel employed for transmitting
classical signals can use the same medium as classical data
communications, which is not detailed here. Compared to
classical signals, quantum signals are much more vulnerable to
propagation impairments such as the scattering and loss over
optical fibers as well as the atmospheric turbulence
encountered by free-space optical links. Unfortunately they
cannot be readily amplified, because amplifying the quantum
signals would require measuring and cloning the quantum
states, which is contrary to the quantum no-cloning theorem
[25]. Table Il compares the features of current fiber-based
QKD and free-space QKD schemes.

1) Optical Fiber: Optical fiber has a low loss and a high
stability, hence it is more suitable for transmitting quantum
signals. In recent years, substantial theoretical and
experimental efforts have been invested into the design of QKD

TABLE IlI
OPTICAL FIBER VS. FREE SPACE FOR QKD

Optical fiber Free space
Stability High Low
Flexibility Low High
Maturity High Low
Cost Low High
Commercialization Auvailable Unavailable
Achievable distance | 605 km 1,200 km
without relaying (104.8 dB) [73] (<33dB) [75]
Future direction Complement each other towards a global network




over optical fibers, substantially improving both the attainable
distance and the secret-key rate. Experimentally, QKD was
shown to achieve secret-key rates of 1.2 Mbps over 50.5 km
using a fiber link [69] and of 6.5 bps over a 405 km fiber link
[70]. Indeed, in recent demonstrations, the achievable distance
of the fiber-based QKD scheme has reached ~500 km in [71],
[72] and ~600 km in [73]. Clearly, QKD systems relying on
optical fiber are available on the market at the time of writing
[38]-[40]. In the field, QKD can be implemented based on the
existing pervasive fiber infrastructure to realize its practical
deployment at a low cost. However, a grave limitation of
fiber-based QKD is that it cannot readily pass through certain
challenging terrains, rivers, etc. Furthermore, the achievable
point-to-point distance remains limited to a few hundred
kilometers owing to the absorption and noise of the quantum
signals during long-distance transmission in optical fibers.

2) Free Space: Free-space optical links have the advantages
of wide coverage and high flexibility, since they can be readily
redirected on demand. Recently, there has been substantial
progress on the experimental side of QKD over free-space
optical links. Air-to-ground QKD has been demonstrated
between an aeroplane and a ground station over a distance of 20
km in free space [74]. The first quantum satellite, named after
Micius, has been launched in August 2016, demonstrating the
feasibility of satellite-to-ground QKD at night between a low
Earth orbit (LEO) satellite and the ground station over a
distance of 1,200 km in free space [75]. Furthermore,
free-space QKD has also been demonstrated over 53 km at
daylight [76], and the feasibility of an underwater quantum
channel has been verified in [77]-[80]. In 2020, the first
experiment of free-space measurement-device-independent
QKD (MDI-QKD) over a 19.2 km urban atmospheric channel
was reported in [81]. In [82], the feasibility of air-water QKD
was experimentally demonstrated. The theoretical upper limit
for the achievable distance of QKD is influenced by diverse
factors such as the relay type, the QKD protocol, and
propagation loss. The relays and QKD protocols will be
detailed in Sections V-B and II-D, respectively. The
propagation loss scales exponentially in fibers, while only
quadratically in free space and it becomes even negligible in
vacuum above the Earth’s atmosphere [83]. Hence, provided
that the quantum signals can survive after penetrating the
Earth’s atmosphere, free-space QKD holds the promise of
achieving longer distances than fiber-based QKD. However,
free-space QKD is not as mature as fiber-based QKD, hence
further studies are needed for advancing free-space QKD from
experiments to practical environments. It is anticipated that
QKD over optical fiber and free space will be integrated [49]
for developing a global QKD network and the Qinternet.

C. QKD Implementation Options

QKD implementations rely either on discrete-variable QKD
(DV-QKD) or on CV-QKD. A number of experiments have
been performed both in the context of DV-QKD [69]-[76],
[84]-[87] and CV-QKD [88]-[91], demonstrating the
feasibility of these two options in practice. Both options tend to

TABLE IV
DV-QKD vs. CV-QKD

DV-QKD CV-QKD
Quantum | Polarization, phase, or Quadrature components of
state time bin of a single photon | quantized electromagnetic field
. Coherent-state or
Source Single-photon source
squeezed-state source
Detector | Single-photon detector Homodyne or heterodyne
detector
Channel Lossy qubit channel Lossy bosonic channel
model
Distance | Performance of Efficiency of post-processing
limitation | single-photon detectors techniques

rely on the so-called prepare-and-measure approach [21],
[92]-198] for practical QKD implementations, where the
quantum states are prepared by Alice and sent to Bob for
measurement.  Another  attractive technique is the
entanglement-based approach [99], [100], where the entangled
states are prepared externally to Alice and Bob, which is more
robust to environmental impairments. However, it is
technologically less mature than the prepare-and-measure
approach, hence we focus our attention on the
prepare-and-measure approach in this survey. In this regard,
the differences between DV-QKD and CV-QKD are briefly
summarized in Table IV and elaborated on as follows.

1) DV-QKD: In DV-QKD systems, the information is
mapped to discrete quantum states, such as the polarization,
phase, or time bin of a single photon. At the transmitter side, a
single-photon source is preferred. However, significant
technological challenges have to be tackled to realize a perfect
single-photon source. At the current state-of-the-art hence
weak pulses of laser light are used for approximating the
single-photon sources. On the receiver side, single-photon
detectors are utilized. As for the channel model, typically a
lossy quantum bit (qubit) channel is considered. The achievable
point-to-point distance of DV-QKD is mainly limited by the
performance (e.g., detection efficiency) of single-photon
detectors [101].

2) CV-QKD: In CV-QKD systems [60], the information is
mapped to continuous-valued quantum states, such as the
quadrature components of the quantized electromagnetic field
(including coherent states and squeezed states). At the
transmitter side, a coherent-state source or a squeezed-state
source is widely used. At the receiver side, homodyne or
heterodyne detectors are employed. With respect to the channel
model, a lossy bosonic channel is considered. The achievable
point-to-point distance of CV-QKD is mainly limited by the
efficiency of the post-processing techniques used.

A more detailed description and comparison of DV-QKD
and CV-QKD can be found in [24], [31], [60]. At the time of
writing, DV-QKD systems are technologically more mature
than CV-QKD systems. Hence CV-QKD systems have recently
attracted more intense research attention and achieved technical
advances owing to their high grade of compatibility with the



TABLEV
SUMMARY OF TYPICAL QKD PROTOCOLS

Protocol Type Approach Year Ref.
BB84 DV Prepare-and-measure | 1984 [21]
E91 DV Entanglement-based | 1991 [99]
BBM92 DV Entanglement-based | 1992 [100]
GG02 CcVv Prepare-and-measure | 2002 [92]
DPS DV Prepare-and-measure | 2002 [93]
Decoy-state | DV Prepare-and-measure | 2003-2005 | [94]-[96]
SARG04 DV Prepare-and-measure | 2004 [97]
cow DV Prepare-and-measure | 2005 [98]
MDI DVICV | Prepare-and-measure | 2012 [106]
TF DV Prepare-and-measure | 2018 [107]
PM DV Prepare-and-measure | 2018 [108]

existing telecommunication devices [102], [103]. Ultimately,
hybrid DV-QKD and CV-QKD systems [104], [105] constitute
flexible design alternatives for further research.

D. QKD Protocols

Based on the different QKD implementation options, several
QKD protocols have been invented. Table V summarizes a
number of typical QKD protocols, including the seminal
Bennett-Brassard-1984 (BB84) [21],
Grosshans-Grangier-2002 (GG02) [92],
differential-phase-shift (DPS) [93], decoy-state [94]-[96],

Scarani-Ac n-Ribordy-Gisin-2004 (SARGO04) [97],
coherent-one-way (COW) [98], Ekert-91 (E91) [99],
Bennett-Brassard-Mermin-1992 (BBM92) [100],

measurement-device-independent (MDI) [106], twin-field (TF)
[107], and the phase-matching (PM) [108] protocols. A
comprehensive overview of QKD protocols can be found in
[24], [28], [31], [33], [53]. Here we briefly introduce three
typical QKD protocols.

1) BB84 Protocol: The BB84 protocol is the seminal QKD
protocol invented by Bennett and Brassard in 1984 [21], which
may be readily used for DV-QKD. It is still widely used at the
time of writing, and it is the starting point for developing more
sophisticated QKD protocols. In the BB84 protocol, five stages
are performed, as illustrated in Fig. 3 and explained as follows.

1) Qubit preparation, transmission, and measurement: Alice
generates a sequence of classical bits (called raw keys) and
encodes them into a stream of single photons to generate
qubits. Each single photon possesses one of the four
polarization states, namely, horizontal (09, vertical (909,
diagonal (+459), and antidiagonal (—45<) corresponding to
the classical bits 0, 1, 1, and 0, respectively. The qubits are
then sent to Bob through a quantum channel. Bob receives
the incoming qubits and carries out measurement of each
qubit relying on one of the two conjugate bases, namely
the rectilinear (+) and diagonal (> bases. Bob also records
the measurement bases and results.

2) Sifting: Alice and Bob, respectively, share their encoding
and measurement bases through a classical channel, which
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Fig. 3. Illustration of five stages in the BB84 protocol.

may however be accommodated within a single fiber
using wavelength-division multiplexing (WDM). The
specific qubits associated with mismatched polarization
states and measurement bases are discarded, while the
remaining qubits corresponding to the matching bases are
decoded into a stream of bits (called sifted keys).

3) Parameter estimation: At this stage, the quantum bit error
rate (QBER) is estimated by sacrificing a portion of the
sifted keys to verify that it is below a predetermined
threshold value. Notably, this is not the only option for
QBER estimation. For example, Alice and Bob can first
correct the errors, based on which they can more
accurately specify the QBER without losing part of the
data. If the estimated QBER is above the threshold value,
the QKD process will be aborted and restarted from the
first stage due to potential eavesdropping on the quantum
channel, which contaminates the quantum states.

4) Post-processing: Alice and Bob perform error correction,
verification, and privacy amplification through a classical
channel to distill the final string of secure bits (called
secret keys).

5) Authentication: The first QKD session is authenticated
using the full pre-shared secret key between Alice and
Bob. Subsequent QKD sessions can be authenticated
using a small part of the agreed secret keys to avoid the
man-in-the-middle attack* [109].

A perfect single-photon source is required by the BB84
protocol, but this is still unavailable in practice. Instead, a
highly attenuated laser source that can generate weak coherent
pulses is commonly adopted by the BB84-protocol-based QKD
systems. Such a laser source may emit multiple photons in a
pulse, making the QKD system vulnerable to a photon number
splitting attack 5 [110], [111]. Fortunately, the so-called

“The man-in-the-middle attack [109] is a cyberattack where an attacker in
the middle of Alice and Bob intercepts the message from Alice and sends his
message to Bob, while both Alice and Bob believe that they are directly
communicating with each other.

5The photon number splitting attack [110] is a physical attack in which an
eavesdropper splits a pulse comprising two or more photons through a physical
interaction [111] to keep one photon, such that the eavesdropper can then obtain
the secret-key information relying on the intercepted photons.
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decoy-state method [94]-[96] has been proposed for
overcoming the photon number splitting attack by adding
decoy states in the BB84 protocol. To elaborate a little further,
in a decoy-state QKD system, Alice generates some decoy
states in which the number of photons is different from that in
the original signal state. Hence there is only one genuine signal
state and several decoy states represented by multiple intensity
levels. Alice and Bob can monitor and analyze the statistical
characteristics of both types of states, where the decoy states
are used for detecting photon number splitting attacks and the
genuine signal state is used for producing the secret keys.
Thanks to the discovery of the decoy-state method, QKD
becomes practical even with the aid of weak coherent pulses, in
the absence of perfect single-photon sources at the time of
writing.

2) GGO02 Protocol: The GGO02 protocol was developed by
Grosshans and Grangier in 2002 [92], which can implement
Gaussian-modulated CV-QKD relying on coherent states. It is
one of the most widely used CV-QKD protocols and has been
adopted in commercial CV-QKD systems [112]. Similar to the
BB84 protocol, the GGO2 protocol also consists of five stages,
as illustrated in Fig. 4 and described below.

1) State preparation, transmission, and measurement: Alice
prepares the coherent state |x + ip), in which x and p are the
real and imaginary components of the electromagnetic
field corresponding to the two quadratures of a coherent
state. The coherent state is sent to Bob through a quantum
channel. Bob randomly measures one of the two
quadratures of the coherent state and records which
measurement he made.

2) Sifting: Bob informs Alice through a classical channel
about which quadrature he measured, based on which
Alice discards the irrelevant data. At this stage, Alice and
Bob share a set of correlated Gaussian variables (called
key elements).

3) Parameter estimation: Alice and Bob reveal a random
portion of their key elements through the classical channel
to estimate the transmission efficiency and excess noise of
the quantum channel.

4) Post-processing: Even with no eavesdropper present and

Alice Charlie Bob
QKD Transmitter QKD Receiver QKD Transmitter
(MDI) (MDI) (MDI)

Untrusted Relay

Fig. 5. Illustration of MDI-QKD.

with perfect state preparation as well as measurement,
errors are typically unavoidable owing to the intrinsic
quantum noise. The first task in post-processing is the
discretization of the analogue (continuous) data, which is
usually performed in conjunction with error reconciliation
to maximize the efficiency. Error reconciliation is invoked
for transmission over the classical channel, and then Alice
and Bob share a string of bits that might be partially
captured by Eve. Next, a verification step is performed for
ascertaining that Alice and Bob have identical secret keys.
Finally, Alice and Bob perform privacy amplification to
eliminate the information that Eve can obtain, and distill
the final secret keys.

5) Authentication: An authentication step (as in the BB84
protocol) can be implemented to authenticate the QKD
sessions in order to prevent the man-in-the-middle attack
[109].

3) MDI ® Protocol: The MDI-QKD protocol was first
proposed by Lo et al. [106] in 2012 to fill the detection
loophole (i.e., all detector side channels [31]) in practical QKD
systems, which allows Alice and Bob to share the secret keys
via an untrusted relay (called Charlie) located in the middle. As
shown in Fig. 5, both Alice as well as Bob have a transmitter,
and they generate as well as transmit quantum signals to
Charlie. The positions of Alice and Bob are symmetric in
general. Charlie then performs a Bell state measurement to
project the incoming quantum signals into a Bell state, and
publicly announces the measurement results to correlate the
key information of Alice and Bob. Inspired by this idea, several
discrete-variable MDI-QKD [113]-[115] and
continuous-variable MDI-QKD [116]-[118] schemes have
been invented. Remarkably, novel variants of MDI-QKD
protocols, such as the TF-QKD [107] and PM-QKD [108]
protocols, were shown to be capable of overcoming the
rate-distance limit of conventional MDI-QKD. Meanwhile,
asymmetric protocols have also been proposed to overcome the
symmetric channel limitation (i.e., Alice and Bob have
symmetric distances with similar losses to the untrusted relay)
of MDI-QKD [119], [120]. The only assumption in MDI-QKD
is that Alice and Bob trust their sources. Even this assumption
can be relaxed with the aid of the device-independent QKD
(DI-QKD) philosophy [121]-[123]. In contrast to the
MDI-QKD protocol that is feasible to implement in practical

®MDI implies that the security of QKD does not depend on the measurement
device at the receiver side, that is, the MDI-QKD process remains secure even if
the measurement device is controlled by an eavesdropper.
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Fig. 6. Overview of QKD network testbeds and field trials around the world.

QKD systems, the DI-QKD implementation remains a
challenge and further advances are needed to make DI-QKD
more practical [124].

At the time of writing, already numerous QKD systems have
been commercialized by using various protocols (e.g., BB84
and COW) belonging to the prepare-and-measure approach and
in a pattern in which the QKD transmitter and receiver have a
one-to-one relationship [38]-[40]. A realistic QKD system is
constrained by many impairments, such as the fiber type and
length, wavelength-dependent attenuation, temperature, and
hacking attacks. Furthermore, the critical parameters are the
clock rate, secret-key rate, QBER, and key failure probability
(i.e., the probability that at least one bit of the key is leaked to
an eavesdropper). These parameters are typically dependent on
the type of systems based on dissimilar QKD protocols in
real-world environments. As a new parameter example, a QKD
system with 1 GHz clock rate implemented by Toshiba can
achieve a secret-key rate over 1 Mbps at 1550 nm wavelength
for 10 dB loss (equivalent to 50 km of standard fiber) using an
efficient BB84 protocol with decoy states, where the QBER is
less than 5% and the key failure probability is less than 10710
[125]. It has been reported to support coexistence with >32x10
Gb/s data channels, single/dual fiber channel and room
temperature operation, as well as protection against several
hacking attacks [40]. As a result, the practicability of QKD
systems provides a solid foundation for QKD networking in the
real world. Some of the practical QKD systems are: the
Cambridge QKD metro network [47] using Toshiba’s QKD
systems; the Madrid QKD metro network [126] based on
Huawei’s QKD systems; the Bristol QKD metro network [127]
and the Cambridge-lpswich QKD backbone network [128]
relying on 1D Quantique QKD systems; the Hefei QKD metro

network [129] relying on QuantumCTek QKD systems. These
networks will be detailed in the next section.

I11. ADVANCES IN QKD NETWORKS

The penetration of QKD networks is growing rapidly around
the world, evolving from testbeds to the field, as depicted in Fig.
6. In this section, we first give a brief introduction to the
popular QKD network implementation options. Then, we
continue with the critical appraisal of QKD networks spanning
from short-range to metropolitan-coverage and long-haul QKD
scenarios.

A. QKD Network Implementation Options

Based on the specific node functionalities, QKD network
implementations tend to rely on either optical switching or on
trusted relays, untrusted relays or alternatively, on quantum
repeater based solutions. Table VI compares the basic features

TABLE VI
COMPARISON OF DIFFERENT QKD NETWORK IMPLEMENTATION OPTIONS
Optical Trusted Untrusted Quantum
switching | relay-based | relay-based | repeater
Achievable Relatively . Relatively .
distance short Arbitrary long Arbitrary
Scalability Relatively High Relatively High
low low
Applicability | Limited Wide Limited Wide
Security High Relatively High High
low
Maturity High High :R’elatlvely Low
ow
Field trial Available | Available Auvailable Unavailable
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of these options. At the time of writing, the optical switching
and trusted relay schemes are more mature than the untrusted
relay and quantum repeater based schemes.

1) Optical Switching Based QKD Networks: In an optical
switching based QKD network, several classical optical
functions such as beam splitting and switching can be applied
to the quantum signals transmitted over a quantum channel for
connecting a pair of QKD nodes, which can be readily
implemented using commercial technologies. The quantum
signals can be transmitted through short quantum links without
any interaction with untrusted nodes. Hence these short links
are less prone to eavesdropping than their long-haul
counterparts. However, they are only suitable for small-scale
access networks [130] and for relatively small metropolitan
networks [131], because the attenuation of quantum signals
cannot be eliminated by amplification.

2) Trusted Relay Based QKD Networks: In contrast to the
above short-range scenario, in a trusted relay based QKD
network (commonly referred to as a trusted-node QKD
network), local secret keys are produced for each QKD link and
then stored in the nodes that are located at both ends of each
QKD link. Long-distance QKD between two end nodes can be
realized along a chain of concatenated QKD links relying on a
one-dimensional chain of trusted relays connected by the QKD
links. The secret keys are forwarded from the source node to
the destination node in a hop-by-hop manner along the QKD
path, where the one-time pad technique is used for encryption
to ensure end-to-end information-theoretic security of the
secret keys. This QKD network implementation option is
practical and eminently scalable, hence it has been widely
adopted for the deployment of QKD networks in the field. It
should be noted that each trusted relay is assumed to be
protected against any intrusion or attack. In this paper, the
commercial feasibility of trusted relays will be discussed in
Section V-B. However, we have to note in closing that all
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networking protocols, which exploit the idealized simplifying
assumption that the relays are trusted are inherently less secure
than their counterparts, which assume that the relays cannot be
trusted. Hence more robust security protocols must be
conceived for realistic untrusted relays.

3) Untrusted Relay Based QKD Networks: In contrast to the
trusted relay scheme of Table VI that can be used in
conjunction with any QKD protocols, an untrusted relay based
QKD network has to rely on more secure QKD protocols such
as MDI and the family of entanglement-based protocols. An
untrusted relay relying on the MDI protocol typically has better
security than a trusted relay based protocol, because it can
remove all security loopholes at the measurement side. It even
allows the untrusted relay to be controlled by an eavesdropper
without affecting the security of QKD. An untrusted relay
based protocol is also capable of extending the secure distance
of QKD quite considerably. For example, the attainable
distance of a stand-alone untrusted relay is limited to ~500 km
in [72] and ~600 km in [73] using TF-QKD protocols. However,
the untrusted relay cannot extend QKD to an arbitrary distance,
since the QKD protocol does not allow the direct connection of
two untrusted relays. Hence, this QKD network is more
suitable for limited-range access and metropolitan networks
[132], while its large-scale extension requires its integration
with trusted relays. However, this reduces its security level.

4) Quantum Repeater Based QKD Networks: In the
quantum repeater based QKD network of Table VI, quantum
repeaters [51], [133]-[135] are adopted for mitigating the
distance-dependent impairments imposed on quantum signals.
A quantum repeater at an intermediate node can create
long-distance entanglement between the source and destination
nodes relying on a physical process known as entanglement
swapping’ [51], [133]-[135]. Explicitly, a quantum repeater is
expected to decontaminate and forward the quantum signals
without directly measuring or cloning them. However, such an
idealized quantum repeater is still unavailable at the time of
writing, hence long-haul quantum repeater based QKD
networks are yet to be rolled out in the field. In this paper, the
progress on quantum repeaters will be outlined in Section V-B.

To elaborate a little further, a QKD network incorporating
the above four relaying options is shown in Fig. 7. In addition
to the QKD transmitter/receiver, a QKD node may incorporate
the functionality of the optical switch/splitter, and the
trusted/untrusted relay or the quantum repeater. The secret keys
are generated between any pair of QKD nodes or trusted relays.
The position of the trusted relay may be referred to as a
secret-key relay point. By contrast, the position of the optical
switch/splitter, and of the untrusted relay or the quantum
repeater may be referred to as a quantum-signal relay point,
where no secret keys are generated or relayed. Hence the
quantum-signal relay point does not have to be trusted.

"Entanglement swapping can extend entanglement distances by splicing two
Bell pairs spanning short distances between adjacent nodes into one pair over
the longer distance [51], [133]-[135]. For example, if nodes A and B share a
Bell pair as well as nodes B and C share another Bell pair, then node B can
perform entanglement swapping to create a Bell pair between nodes A and C.



B. Short-Range QKD Networks

The short-range QKD networks allow multiple users to
communicate securely, but only in access/local networks.

1) QKD Access Networks: A QKD access network may
serve a multitude of end users as a last mile solution by relying
on point-to-multipoint connections, where the downstream and
upstream QKD access networks [130] are illustrated in Figs.
8(a) and 8(b), respectively, which employ optical switching
based solutions. Observe in Fig. 8(a) that a transmitter is placed
at the network node and each user has a receiver in the
downstream QKD access network. By contrast, a receiver is
located at the network node and each user has a transmitter in
the upstream QKD access network. A passive optical splitter is
adopted for directing the quantum signals from a transmitter to
a receiver based on the unidirectional nature of the QKD
process. In 1997, Townsend [136] was the first author, who
reported the implementation of a downstream QKD access
network relying on a single transmitter and three receivers in
the lab. In 2013, an upstream QKD access network was
successfully demonstrated in the lab [130], allowing up to 64
users to share a single-photon detector at a network node. In
2011, the futuristic quantum-to-the-home concept has been
proposed for providing perfect end-to-end security to users
[137], which may be offered in the near future by the
Eindhoven QKD network testbed [138]. In this paper, the
progress on the design of multi-user QKD over access networks
will be presented in Section VI-H.

2) QKD Local Networks: In addition to the
above-mentioned passive optical splitter, other optical
User1 QKD Receiver \
1xN
User 2 QKD Receiver > QKD Transmitter
Passive Optical Network Node
Splitter
UserN QKD Receiver
(®)
User1l QKD Transmitter \
1xN
User2 QKD Transmitter ‘7> QKD Receiver
Passive Optical Network Node
Splitter
User N QKD Transmitter
(b)

Fig. 8. lllustration of (a) downstream and (b) upstream QKD access networks.
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Fig. 9. Illustration of a local QKD network.

components such as optical switches can also be used by local
QKD networks. Tang et al. [139] and Ma et al. [140] reported
on the demonstration of a local QKD network at the National
Institute of Standards and Technology (NIST) in 2006 and
2007, respectively. As shown in Fig. 9, this network contained
a transmitter and two receivers, where an optical switch was
used for dynamically switching the QKD connections.
Specifically, the application of QKD-secured video
surveillance was demonstrated. In 2019, Ma et al. reported in
[141] on their plan of building a field testbed on the NIST
campus, in which the feasibility and compatibility of QKD
integration with optical fiber networks will be tested.

C. Metropolitan-Coverage QKD Networks

Again, a growing number of QKD networks have been
deployed in the metropolitan-coverage field. They serve as the
bridge between the access/local network and the backbone/core
network. Tables VII and VIII chronologically list and
summarize the basic features of QKD networks and links
deployed in various metropolitan areas, respectively. Some
details of typical QKD metropolitan networks are exemplified
below.

1) Boston Metropolitan Network: The DARPA QKD
network [42], [142] is the world’s first QKD metropolitan
network deployed in Boston, USA. This network was first
operated in the Bolt Beranek and Newman (BBN) lab in
October 2003, and then it was extended to six nodes spanning
BBN, Harvard University and Boston University in June 2004.
In 2005, four more nodes were planned to be added in this
network. Finally, this network evolved to ten nodes and relied
on optical switches and trusted relays.

2) Beijing Metropolitan Network: In 2007, Chen et al. [143]
reported on a wavelength-routing based star-type QKD
metropolitan network in Beijing, China. The BB84 and the
decoy-state BB84 [94]-[96] protocols were utilized. This
network relied on the commercial telecommunication network
infrastructure, demonstrating the feasibility of integrating QKD
into existing networks. Based on a four-port QKD router [177]
designed for this four-node network, passive routing was
implemented with the aid of WDM techniques.

3) Vienna Metropolitan Network: The European project
termed as the secure communication based on quantum
cryptography (SECOQC) based QKD network [43],
[144]-[146] is a trusted relay based QKD metropolitan network
installed in Vienna, Austria. This network contained six nodes



connected by eight QKD links (including seven optical fiber
links and a free space link), which was put into operation in
2008. Multiple QKD protocols were adopted in this network,
including several DV-QKD protocols (e.g., BB84, SARGO04,
decoy-state BB84, COW, and BBM92) and a CV-QKD
protocol. Diverse applications, including OTP-encrypted
telephone conversations, AES-encrypted video conferencing,
and traffic rerouting required by heavy tele-traffic have been
demonstrated in this network.

4) Geneva Metropolitan Network: The SwissQuantum
QKD network [45] was installed in Geneva, Switzerland and
operated over the period spanning from March 2009 to January
2011. This network consisted of three nodes and three QKD
fiber links relying on trusted relays. Only the SARGO04 protocol
was used for QKD and commercial devices were applied in this
network. The reliability and robustness of this network have
been tested and wverified in a realistic environment,
demonstrating that QKD can be integrated into complex
network infrastructures.
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5) Tokyo Metropolitan Network: The Tokyo QKD network
[44] was operated in 2010, which was composed of six trusted
QKD nodes connected by six optical fiber links. Four different
QKD protocols were utilized in this network, namely the
decoy-state BB84, BBM92, DPS, and SARG04. A common
application interface was developed for supporting the
interoperability of the different QKD systems. The applications
supported by this network included secure video conferencing
and a secure mobile phone.

6) Hefei Metropolitan Network: In 2008, Chen et al. [147]
portrayed a three-node trusted relay based QKD network in
Hefei, China, in which the decoy-state BB84 protocol and a
commercial optical fiber link were utilized. OTP-encrypted
real-time audio communication was realized. In 2016, Tang et
al. [132] reported on the field trial of a MDI-QKD metropolitan
network in Hefei city, as shown in Fig. 10. This network has a
star-type topology with four nodes, including an untrusted relay
and three QKD nodes, which are connected by optical fiber
links, demonstrating that the MDI-QKD scheme is eminently

SUMMARY OF THE BASIC FEATURES OF DIFFERENT QTKADBIN_ET\C\IICIJRKS DEPLOYED IN VARIOUS METROPOLITAN AREAS

Q/Irz;ropolitan g/vpi?cci?ilng 'rl'erll;;ted ?fu:(;z: Link type Longest link ggc?ztr?lger; 8{:;5 Year Reference
Length Loss rate

Boston v v 10 Sr‘zzc;';ciser 29.8 km 16.6 dB 10 kbps DV | 2004 | [42], [142]
Beijing v X 4 Optical fiber | 42.6 km 16.4 dB N/A DV 2007 [143]
Vienna x v 6 gggﬁ)';;ger 85 km 204 dB 17 kbps g\\; 2008 | [43], [144]-[146]
Hefei X 4 3 Optical fiber | 20 km 5.6 dB 1.6 kbps DV 2008 [147]
Geneva X v 3 Optical fiber | 17.1 km -5.3dB 2.4 kbps DV 2009 [45]
Durban 4 4 4 Optical fiber | 27 km N/A 891 bps DV 2009 [148]
Wuhu 4 4 7 Optical fiber | 10 km 6.23 dB 2.53 kbps DV 2009 [149]
Hefei 4 4 5 Optical fiber | 60 km 17 dB 4.5 kbps DV 2009 [150]
Madrid 4 x 3 Optical fiber | N/A N/A N/A DV 2009 [151]
Wuhu v x 5 Optical fiber | N/A 14.77 dB 4.91 kbps DV 2010 [152]
Tokyo x 4 6 Optical fiber | 90 km 27 dB 304 kbps DV 2010 [44]
Hefei 4 4 46 Optical fiber | N/A N/A N/A DV 2012 [46], [153]
Columbus X v 4 Optical fiber | N/A N/A N/A DV 2013 [154], [155]
Jinan v v 56 Optical fiber | N/A N/A N/A DV 2013 [30], [46], [153]
Madrid 4 x 3 Optical fiber | 16 km 5.12dB N/A DV 2014 [156]
Hefei 4 X 4 Optical fiber | 55 km 17.3dB 38.8 bps DV 2016 [132]
Shanghai X X 4 Optical fiber | 19.92 km 15.1dB 10 kbps Ccv 2016 [157]
Kazan x 4 4 Optical fiber | 12.4 km 6.8dB 19.6 kbps DV 2016 [158]
South Korea x x 5 Optical fiber | 107 km N/A N/A DV 2016 [159], [160]
Moscow X 4 3 Optical fiber | 30 km 13dB 0.1 kbps DV 2017 [161]
Wuhan v v >60 Optical fiber | N/A N/A N/A DV 2017 [162]
Madrid x 4 3 Optical fiber | 26.4 km 11dB 70 kbps cv 2018 [126], [163]
Bristol 4 X 4 Optical fiber | 2.7 km N/A 3.17 kbps DV 2019 [127]
Cambridge x 4 Optical fiber | 10.6 km 3.9dB 2.58 Mbps DV 2019 [47]
Madrid v v 11 Optical fiber | 55 km 12 dB N/A cv 2020 [164]
Bristol x x 8 Optical fiber | 16.9 km 29 dB 83.9 kbps DV 2020 [165]
Hefei v v 46 Optical fiber | 18 km N/A 60.5 kbps DV 2021 [129]
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SUMMARY OF THE BASIC FEATURES OF DIFFERENI%?(IIDECI/ILIPI(S DEPLOYED IN VARIOUS METROPOLITAN AREAS
x:;ropolitan Node location ONfu:;zg Link type Link length | Link loss ?zget-key 8';5 Year Reference
Intercity Beijing, Tianjin 2 Optical fiber 125 km 26 dB N/A DV 2005 [166]
Washington Two sites in Washington | 2 Optical fiber 25 km 9dB 1.09 kbps DV 2006 [167], [168]
Durban Two sites in Durban 2 Optical fiber 2.8 km 2.1dB N/A DV 2010 [169]
Paris Massy, Palaiseau 2 Optical fiber 17.7 km 5.6 dB 600 bps cv 2010 [170]
Calgary Three sites in Calgary 3 Optical fiber 18.6 km 9dB N/A DV 2013 [171]
Tokyo Koganei, Otemachi 2 Optical fiber 90 km 30dB 1.1 kbps DV 2013 [172]
Hefei Three sites in Hefei 3 Optical fiber 30 km 9.2dB 16.9 bps DV 2014 [173]
Tokyo Otemachi, Koganei 2 Optical fiber 45 km 145dB 301 kbps DV 2015 [174]
South Korea Seongsu, Bundang 2 Optical fiber 35 km N/A N/A DV 2016 [159], [160]
Intercity Cambridge, Lexington 2 Optical fiber 43 km 16.4dB 157 kbps DV 2018 [175]
Xi’an Two sites in Xi’an 2 Optical fiber 30.02 km 12.48 dB 7.57 kbps cv 2019 [91]
Guangzhou Two sites in Guangzhou 2 Optical fiber 49.85 km 11.62 dB 7.43 kbps cv 2019 [91]
Florence Two sites in Florence 2 Optical fiber 40 km 21dB 4.53 kbps DV 2019 [176]

suitable for the construction of a QKD network using untrusted
relays. In reality, MDI-QKD networks still need extensive
development before they are mature enough to be widely
deployed.

7) Madrid Metropolitan Network: In 2018, Martin et al.
[126] reported on the field trial of a SDN-enabled QKD
network in the metropolitan area of Madrid, which is shown in
Fig. 11. This network connected three different sites using
CV-QKD. The flexibility of this network was enhanced with
the aid of an SDN technique [163], and the co-propagation of
quantum and classical signals in the same optical fiber was
demonstrated in [178]. In this paper, the issues of co-fiber
transmission and SDN aided QKD networking will be
discussed in Sections V-A and VI-A, respectively.

8) Shanghai Metropolitan Network: In 2016, Huang et al.
[157] described the field trial of a full-mesh CV-QKD
metropolitan network in Shanghai, China. A CV-QKD protocol

QKD Node 3
(oB)

QKD Node 2
(AIP)

QKD Node 1
(AC)

Fig. 10. Illustration of a MDI-QKD metropolitan network in Hefei [132].

based on Gaussian-modulated coherent states [179] was
applied. This network is composed of four nodes connected by
six QKD links using commercial optical fibers, which can
provide all-to-all interconnections without the use of optical
switching or trusted relays. In this network, classical and
quantum signals coexist in the same fiber using the WDM
technique, demonstrating the feasibility of deploying CV-QKD
in a practical telecommunication environment.

9) Cambridge Metropolitan Network: In 2019, Dynes et al.
[47] reported on the field trial of a three-node ring-type QKD
metropolitan network in Cambridge, UK, as illustrated in Fig.
12. This network relied on DV-QKD and on an efficient
version of the BB84 protocol using decoy states [125]. The
quantum and classical channels were multiplexed in the same
fiber with the aid of dense wavelength-division multiplexing
(DWDM). Based on a long period of testing, the secret keys
were shown to be produced at high rates of 2-3 Mbps on each
QKD link, which can be used for AES-encrypted data

QKD Node 1
(NORTE)

QKD Node 3
(CONCEPCION)

QKD Node 2
(ALMAGRO)

Fig. 11. Illustration of a SDN-enabled CV-QKD metropolitan network in
Madrid [126], [163].



QKD Node 3
(TREL)

QKD Node 1
(CAPE)

QKD Node 2
(ENGI)

Fig. 12. Illustration of a DV-QKD metropolitan network in Cambridge [47].

transmission.

10) Bristol Metropolitan Network: In 2019, Tessinari et al.
[127] reported on the field trial of a fully meshed metropolitan
network relying on dynamic QKD networking capabilities
across four nodes in Bristol, UK. Again, the coexistence of
quantum and classical channels in the same fiber was
demonstrated. In particular, the SDN technique was utilized for
supporting dynamic quantum/classical switching and for
providing QKD-secured connectivity. In 2020, Joshi et al. [165]
demonstrated a fully connected QKD network without trusted
nodes in Bristol. Specifically, an entanglement-based QKD
protocol, namely the BBM92 protocol, was utilized to support
secure connections between the 28 different pairs of eight users.
Hence, the feasibility of entanglement-based QKD networking
was demonstrated.

11) Xi’an/Guangzhou Metropolitan Link: In 2019, Zhang
et al. [91] reported two different field tests of their metropolitan
CV-QKD fiber link in Xi’an and Guangzhou, China, as
illustrated in Figs. 13(a) and 13(b), respectively. The fiber
lengths of these field tests in Xi’an and Guangzhou were 30.02
km and 49.85 km, respectively, where the maximum secret-key
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Fig. 13. Illustration of two different CV-QKD metropolitan links in (a) Xi’an
and (b) Guangzhou [91].

rates of 7.57 kbps and 7.43 kbps were achieved.

Finally, the secret-key rate versus distance (link length) for
the above-mentioned QKD networks/links deployed in various
metropolitan areas is briefly summarized in Fig. 14. The
distance (link length) is not representative of the fiber loss,
since the fiber loss is not only affected by the fiber length, but
also relies on the fiber type. It can be seen in Fig. 14 that the
secret-key rate of QKD networks is typically at the kbps level
within ~100 km of realistic metropolitan areas at the time of
writing. Furthermore, it is anticipated that metropolitan QKD
would evolve towards high-speed, long-distance, low-cost and
multi-protocol networking.

D. Long-Haul QKD Networks

With the advent of trusted relays, long-haul QKD networks
have been implemented in practice, which tend to rely on
backbone/core networks. The basic features of long-haul QKD
networks demonstrated in different locations across the globe
are summarized in Table IX and described as follows.

1) Hefei-Chaohu-Wuhu QKD Network: Wang et al. [180]
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Fig. 14. Secret-key rate versus distance (link length) for different QKD networks/links deployed in various metropolitan areas.
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TABLE IX
SUMMARY OF THE BASIC FEATURES OF LONG-HAUL QKD NETWORKS DEMONSTRATED IN DIFFERENT LOCATIONS
Long-haul network Trusted | Number Number Link type Link span QKD Year | Reference | Remark
relay of nodes | of links type
Hefei-Chaohu-Wuhu v 9 8 Optical fiber | 199 km DV 2011 | [180] Long-term demonstration
. . . Ultra-long QKD network
- v
Beijing-Shanghai 32 31 Optical fiber | 2,000 km DV 2017 | [46], [181] Real-world applications
Zhucheng-Huangshan | x 2 1 Optical fiber | 66 km DV 2018 | [182] QKD Integration with a
commercial backbone network
Wuhan-Hefei v 11 10 Optical fiber | 609 km DV 2018 | [183] Real-world applications
. . First satellite-relayed
- v
China-Austria 3 2 Free space 7,600 km DV 2018 | [48] intercontinental QKD network
Cambridge-Ipswich | v’ 5 4 Optical fiber | 121km | DV | 2019 | [128] Co-fiber transmission of
quantum and classical traffic
Integrated Space-to- v . Optical fiber Large-scale integrated
Ground (China) Multiple | >702 Free space 4,600 km bV 2021 | [49] space-to-ground QKD network
Jinan-Qingdao X 3 2 Optical fiber | 511 km DV 2021 | [184] Field deployment of TF-QKD
reported on the deployment of the Hefei-Chaohu-Wuhu QKD  was completed in December 2016. After long-term

network across these three cities in China. This wide area
network was operational from December 2011 to July 2012,
which contained nine nodes connecting two metropolitan QKD
networks in Hefei and Wuhu cities with the total fiber length of
199 km. The decoy-state BB84 protocol was implemented for
QKD. The applications of OTP-encrypted public switch
telephone conversations and AES-encrypted virtual private
network (VPN) functions were demonstrated over this
network.

2) Beijing-Shanghai QKD Network: This QKD network
[46], [181] is a trusted relay based backbone network, which is
illustrated in Fig. 15. This network consists of 32 nodes
connected by 31 fiber links, which connects four QKD
metropolitan networks in the cities of Beijing, Jinan, Hefei, and
Shanghai with its total length exceeding 2,000 km. The
deployment of this network was initiated in June 2013 and it

/E=>\ QKD Backbone
Beijing QKD Laceaa| Node1 (Beijing)
Metropolitan
N
etwork \’/ Trusted Relays e QKD
- Metropolitan
Network
QKD Backbone
Hefei QKD Node 2 (Jinan)
Metropolitan Shanghai QKD
Metropolitan

Network
\ Network

Trusted Relays
QKD Backbone
Node 4 (Shanghai)

QKD Backbone
Node 3 (Hefei)

Fig. 15. Illustration of the Beijing-Shanghai QKD backbone network [46].

performance tests and evaluation, this network has been in
operation since August 2017. Numerous real-world
applications in the fields of finance and government have been
secured by using this network.

3) China-Austria QKD Network: In 2018, Liao et al. [48]
reported on the experimental demonstration of a satellite-based
intercontinental QKD network. As shown in Fig. 16, this
network used the Micius satellite [75] as a trusted relay
connecting the ground station in Xinglong, China and that in
Graz, Austria spanning a total distance of 7,600 km. Again, the
decoy-state BB84 protocol was utilized in the QKD system.
Specifically, this network was combined with metropolitan
QKD networks to support an AES-encrypted intercontinental
video conference. The demonstration of this network clearly
indicates the feasibility of a global QKD network. In this paper,
a detailed overview of satellite-based QKD will be provided in
Section V-C.

4) Cambridge-lpswich QKD Network: In 2019, a trusted
relay based QKD backbone network was launched between

Quantum Satellite
(Micius)

Graz Ground
Station (Austria)

Xinglong Ground
Station (China)

Fig. 16. Illustration of the satellite-based intercontinental QKD network
between China and Austria [48].



Cambridge and Ipswich, UK [128], which is composed of five
nodes and four links, where the quantum and classical signals
are transmitted over the same fiber with the total length of 121
km.

5) Integrated Space-to-Ground QKD Network: In 2021,
Chen et al. [49] reported on the construction of an integrated
space-to-ground QKD network in China, covering more than
700 QKD fiber links and two satellite-to-ground free-space
links. This network contains the Beijing-Shanghai QKD
network, four metropolitan QKD networks deployed in Beijing,
Jinan, Hefei and Shanghai, as well as two satellite-ground QKD
links connecting the ground stations in Xinglong and Nanshan.
Long-term stability and security tests of this network have been
carried out, where its applications in diverse fields such as
governments, finance and energy have been demonstrated.

6) Nationwide QKD Network Construction Initiatives:
Nationwide QKD networks are currently being deployed or
planned in many countries. In China, five-horizontal and
six-vertical QKD trunk lines were planned to be constructed
during 2017 to 2025, along with more quantum communication
satellites to be launched to constitute a global satellite-based
QKD network [181], [185]. In the USA, a QKD backbone
network is being deployed relying on 800 km optical fiber
spanning from Boston to Washington, DC [186], while a
nationwide QKD network was planned to stretch from Boston
to Georgia, and eventually reaching California [187]. In the UK,
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a QKD network spanning Cambridge-London-Bristol was
planned and has been tested in the laboratory [188], [189]. In
Europe, a quantum communication infrastructure based on
integrated terrestrial-satellite QKD networks launched by the
OpenQKD project [190] is being explored for employment
across the European Union. In Russia, a 7,000-km quantum
network has been scheduled to be constructed by 2024, with
one of the first pilot projects exploring a QKD backbone
network connecting Moscow and St. Petersburg with a total
length of 700 km [191], [192]. In South Korea, the different
phases of building a nationwide QKD network have been
discussed in [193]. In Japan, a large-scale network that can
accommodate over 100 quantum cryptographic devices and
10,000 users is projected to be developed by 2024 [194], [195].
Moreover, a number of satellite-based quantum initiatives [196]
have been announced around the world. In June 2021, seven
countries, including UK, USA, Japan, Canada, Italy, Belgium
and Austria, announced their collaborations for developing a
satellite-based quantum encryption network [197].

1V. QKD NETWORKING ARCHITECTURE

Let us now continue by surveying the QKD network
architectures, elements, as well as interfaces and protocols.
Given that the untrusted relay and quantum repeater based
QKD networks are still immature for practical use, the focus of
this section is on networks based on optical switching and

TABLE X
SUMMARY OF BENEFICIAL LAYERED NETWORK ARCHITECTURES SUPPORTING QKD
Architecture | Feature (from bottom to top layers) Manner Year Ref. Remark
Quantum layer, Secret’s layer, Data layer Field trial 2008 [43] SECOQC QKD network
Quantum layer, Key management layer, Application layer Field trial 2009 [45] SwissQuantum QKD network
Quantum layer, Key management layer, Communication layer | Field trial 2010 [44] Tokyo QKD network
Quantum layer, Key management layer, Application layer Field trial 2010 [170] Paris QKD link
Physical layer, Quantum key management layer, Application Experiment 2013 [198] Network_-cer?tnc quantum
Three-layer layer communication
architecture
Infra§tru9ture layer, Control and management layer, Theory 2016 [199] Quantum-aware SDN
Application layer
Quantum layer, Network key delivery layer, Application layer | Field trial 2019 [47] Cambridge QKD network
QKD layer, Control layer, Application layer Theory 2019 [200] SDN-based QKD network
Infrastructure layer, Control layer, Application layer Experiment 2019 [201] SDN-based QKD network
QKD layer, Control layer, Application layer Experiment 2019 [202] SDN-based QKD network
Data layer, Key generation layer, Connection layer, Key Experiment 2009 [203] QKD integrated optical network
management layer
Optical layer, QKD layer, Control layer, Application layer Theory 2017 [204] QKD integrated optical network
Four-layer Data layer, QKD layer, Control layer, Application layer Theory 2017 [205] QKD integrated optical network
architecture
Quan'tum' layer, Key management layer, Key supply layer, Experiment 2017 [206] QKD network
Application layer
Data layer, QKD layer, Control layer, Application layer Theory 2018 [207] QKD integrated optical network
Optical layer, QKD layer, Control layer, Application layer Theory 2019 [208] QKD integrated optical network
Five-layer Quantum physical layer, Quantum logical layer, Classical Field trial 2021 [49] Integrated space-to-ground
architecture physical layer, Classical logical layer, Application layer QKD network
Six-laver Quantum layer, Key management layer, QKD network control
'y layer, QKD network management layer, Service layer, User Recommendation | 2019 [65] QKD network and user network
architecture
network management layer




trusted relaying techniques.

A. General Architecture of QKD Networks

A QKD network is inseparable from the classical network,
since it also requires an authenticated classical network (e.g., an
optical network) and multiple secure cryptographic
applications in a classical network. As seen in Section 111, QKD
networks have now found preliminary applications in the
existing communication and secure infrastructures.
Furthermore, beneficial layered network architectures
supporting QKD have also been proposed, which are
summarized in Table X. The proposed architectures have
different number of layers depending on their specific
definitions and applications, such as the three-layer architecture
of [43]-[45], [47], [170], [198]-[202], the four-layer
architecture of [203]-[208], the five-layer architecture of [49]
and the six-layer architecture of [65].

To elaborate a little further, the conceptual structures of a
QKD network and a user network have been illustrated in the
ITU-T Y.3800 recommendation [65]. Given the diversity of the
proposed network architectures supporting QKD, we illustrate
a general three-layer architecture of QKD networks from a
holistic view based on the six-layer network architecture
illustrated in [65]. As depicted in Fig. 17, this architecture
consists of three logical layers: 1) the infrastructure layer; 2) the
control and management layer; 3) the application layer. The
three logical layers of this architecture are detailed next, along
with the QKD network elements and devices as well as
interfaces depicted in Fig. 17.

1) Infrastructure Layer: This layer of Fig. 17 is constituted
by the QKD network infrastructure, which consists of various
physical devices [65] conceived for QKD networking. The
physical devices found in the same location are installed in a
secure and reliable node for protecting them against physical
attacks. Such a node is referred to as a QKD node. Based on the
diverse QKD network implementation options described in
Section I11-A, the specific physical devices can be different, as
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Fig. 17. General architecture of QKD networks.
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Fig. 18. Illustration of a simple workflow of service provision for
cryptographic applications.

it will be detailed in the next sub-section. The pairs of QKD
nodes may be interconnected either by optical fiber or by
free-space links, where each pair of QKD nodes can generate
symmetric random bit strings as secret keys. Hence the QKD
protocols or physical devices developed independently by
different vendors may be adopted [43], [44]. The secret keys
generated will then be readily stored in the QKD nodes [65],
since the secret keys are composed of classical bit strings. Each
QKD node holds its detailed secret-key parameters, such as the
so-called identifier, size, rate, and type of secret keys, as well as
the physical device identifier and time stamp of generating and
storing secret keys [206]. Each QKD node also stores the link
parameters, such as the length and type of links, and the error
rate of quantum channels.

2) Control and Management Layer: This layer of Fig. 17 is
constituted by the QKD network controller and manager [65],
where all the QKD nodes are controlled by the QKD network
controller, which activates, de-activates, and calibrates the
QKD nodes. By contrast, the QKD network manager monitors
and manages the QKD network as a whole. It monitors the
status of all the QKD nodes and links (e.g., obtaining the
real-time secret-key parameters and link parameters from the
QKD nodes), and supervises the QKD network controller. The
statistical data obtained through monitoring and management
can be collected at a certain relative frequency, and then be
registered and updated in a database. In particular, the real
secret keys stored in the QKD nodes will not be delivered
across different physical locations and cannot be accessed by
the QKD network controller or manager [200], [201], thereby
the security of secret keys is still guaranteed after the addition
of the control and management layer.

3) Application Layer: This layer of Fig. 17 is constituted by
the cryptographic applications required by the users. The
simple workflow of service provision for cryptographic



applications in a QKD network is illustrated in Fig. 18. First,
cryptographic applications inform the QKD network manager
of their security requests, such as secret-key request, including
the secret-key size, rate, updating period, and so on. According
to these requests, the QKD network manager queries the
availability of secret keys required from the corresponding
QKD nodes. If the real-time secret keys are available for
supporting the cryptographic applications, the QKD network
manager instructs the QKD network controller to notify the
corresponding QKD nodes to supply secret keys for the
cryptographic applications in an appropriate format. Otherwise,
the cryptographic applications should wait for secret-key
replenishment. Finally, the transmission of data over the
application link can be encrypted using the secret keys. In
particular, each cryptographic application uses the secret keys
at its own responsibility, once the secret keys have been
supplied to it, while the QKD nodes and QKD network
manager have no responsibility concerning those secret keys
afterward. The number of users that each QKD network/system
can accommodate is determined by the available secret-key
resources in the QKD network/system and the secret-key
requirements of the users. Hence, there is a trade-off between
the secret-key resources and user requirements. As an example,
the Cambridge QKD metro network [47] with 2.5 Mbps of
secret-key resources on each QKD link can support tens of
thousands of users with a secret-key requirement of >1 kbps per
user.

B. QKD Network Elements

Based on the general architecture of QKD networks shown
in Fig. 17, the associated QKD network elements are elaborated
on next.

1) QKD Node: In a heterogeneous QKD network
constituted by diverse network segments of different sizes, the
QKD nodes may be classified as backbone node and access
node [144], [146], [149], [156], [180]. By contrast, for a QKD
network based on trusted relays or untrusted relays, the QKD
nodes may be constituted by user nodes and relay nodes [132],
[150], [201]. Each QKD node of Fig. 17 consists of various
physical devices, depending on the specific networking
requirements. As illustrated in Fig. 19, some of the pivotal
physical devices are described as follows.

* QKD transmitter/receiver (transceiver): A pair of QKD
devices such as a transmitter and a receiver can generate
the local secret keys, which are forwarded to their
respectively connected key managers [65]. Some of the
QKD transceivers commercially available on the market
at the time of writing are mentioned in [38]-[40].
Generally, a QKD node contains one or more QKD
transceivers.

* Key manager: The key manager is a distributed server
used for managing the secret keys generated by QKD
transceivers and for providing the secret keys to
cryptographic applications [44], [45], [65], [209]. A QKD
node usually contains a single key manager, which is
connected to all QKD transceivers in the same QKD node,
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and receives as well as stores secret keys generated by the
QKD transceivers. It can perform secret-key relaying to
enable the generation of global secret keys between any
pair of QKD nodes in an end-to-end manner, and it is
capable of supplying secret keys for diverse cryptographic
applications. The key manager looks after the secret keys
from the instant of their generation by QKD transceivers
to their employment by cryptographic applications.

* Optical switch: The optical switch is a device facilitating
the connection of a quantum channel from a transmitter to
any receiver or from a receiver to any transmitter within a
limited distance. It can realize the time-division
multiplexing (TDM) of quantum channels and the
time-sharing of QKD devices [131], [139], [140], [210],
as well as facilitate the node bypass [211]. Naturally, the
frequency band of an optical switch has to cover the entire
frequency band of quantum channels.

* Multiplexer/demultiplexer: The multiplexer/demultiplexer
is used for bundling and separating multiple channels such
as quantum and classical channels. There are multiple
types of multiplexers/demultiplexers for different
multiplexing techniques such as WDM and TDM.
Additionally, M wavelength-division multiplexers can be
used to form an M-port QKD router [143], [177].

* Secure infrastructure: The secure infrastructure is utilized
for providing effective safeguards for QKD nodes to
guarantee that they can operate reliably.

2) QKD Link: The QKD link of Fig. 17 is used for
connecting a transmitter and receiver pair, which usually
consists of a quantum channel for quantum state transmission,
and a classical channel for synchronization and key distillation
[65], [66]. The quantum and classical channels do not have to
be physically bundled. The QKD link can be implemented over
optical fiber or as a free space optical link.

3) Key Manager Link: The key manager link of Fig. 17
involves a classical channel connecting several key managers
to perform secret-key management such as secret-key relaying,
which can be implemented either over optical fiber or free
space.

4) QKD Network Controller: The QKD network controller
of Fig. 17 is generally a centralized server used for
orchestrating the operation of all the QKD nodes in a QKD
network infrastructure, which includes the activation,
de-activation, and calibration of the QKD nodes. It performs
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several network control functions, such as QKD connection
control (including node access control and node authentication),
routing control (including routing for secret-key relaying and
rerouting for failure recovery), and QoS control (including
QoS-differentiated customization and end-to-end QoS
assurance) [212].

5) QKD Network Manager: The QKD network manager
seen in Fig. 17 is a centralized server used for monitoring and
managing the QKD network, including all the QKD nodes and
QKD links as well as key manager links, which also supervises
the QKD network controller. It performs fault, configuration,
accounting, performance and security management of the QKD
network. The QKD network manager differs from the QKD
network controller mainly in that it performs typical network
management functions and instructs the QKD network
controller based on the secret-key requests received. This is
arranged without directly providing specific control policies
and functions, such that diverse network environments and
requirements cannot be seamlessly accommodated by a
separate QKD network manager.

6) Cryptographic  Application:  The  cryptographic
application seen at the top layer of Fig. 17 is a user that has a
specific security request, such as secret-key request (including
secret-key size, rate, and updating period). A cryptographic
application usually has to be in the same physical location as a
QKD node to receive the secret keys.

7) Application Link: The application link seen at the top
layer of Fig. 17 is a classical channel used for exchanging the
encrypted data between two cryptographic applications.

C. QKD Network Interfaces and Protocols

As shown in Fig. 17, there are several interfaces (including
management, control, and application interfaces) connecting
the different layers in the general architecture of QKD
networks. Here we describe the QKD network interfaces and
discuss several typical protocols supporting these interfaces.
The internal interfaces within each QKD network element or
device are beyond the scope of this paper, some of which can be
found in [213]. Table XI briefly summarizes the QKD network
interfaces and protocols. Given the wide diversity of QKD
network protocols, they do not necessarily comply with those

TABLE XI
SUMMARY OF QKD NETWORK INTERFACES AND PROTOCOLS

Interface Location Protocol Use case
Between QKD network
manager and QKD nodes
Between QKD network
Management SNMP,
interface manager and controller CORBA [38], [39]
Between QKD network
manager and applications
Control Between QKD network OpenFlow, [201], [202]
interface controller and QKD nodes | NETCONF '
L REST API
Appllcatlon BetV\_/eer] QKD nodes and (HTTPS, [47], [222]
interface applications JSON)
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discussed below.

1) Management Interface and Protocol: The management
interfaces of Fig. 17 in a QKD network involve those related to
the QKD nodes, to the QKD network controller, and to the
cryptographic applications. By using the management interface
conceived for QKD nodes, the QKD network manager
communicates with all QKD nodes in the infrastructure layer.
The QKD nodes can report their detailed information to the
QKD network manager, which involves all the relevant
information concerning the status of devices, boards, ports,
modules, software, resources, links, and so on. Furthermore,
the QKD network manager may request information related to
the secret keys, to the relaying process, and to the routing from
the QKD nodes. By using the management interface dedicated
to the QKD network controller, the QKD network manager
supervises the QKD network controller. By employing the
management interface provided for cryptographic applications,
the QKD network manager communicates with the associated
cryptographic applications in the application layer, which can
collect multiple security requests from the cryptographic
applications.

A management interface can be implemented by the simple
network management protocol (SNMP) of [214], [215], which
has been widely used for network management as well as
monitoring, and can be used for collecting information about
the managed network elements and devices of a QKD network.
For example, the information concerning the devices, boards,
ports, modules, software, resources, and links from QKD nodes
as well as the information related to multiple security requests
arriving from cryptographic applications can be collected via
the SNMP. The reporting of alarms and notification of events
as well as any queries concerning secret-key information can
also be implemented using the SNMP. Furthermore, in order to
support the interoperability of the QKD network elements and
devices developed by different companies, the common object
request broker architecture (CORBA) of [216] can be utilized
for harmonizing the heterogeneous network elements and
devices of a multi-vendor or multi-domain QKD network. The
SNMP and CORBA have been utilized in commercial systems
for QKD networking [38], [39].

2) Control Interface and Protocol: The QKD network
controller communicates with all QKD nodes in the
infrastructure layer via the control interface of Fig. 17. By
using this interface, the QKD network controller exchanges
control and configuration messages with the QKD nodes in
order to implement several control functions, such as QKD
connection control, routing control, and QoS control.

The SDN controller may serve as the QKD network
controller, as it has been demonstrated in practical QKD
networks [126], [127], [163]. In particular, the QKD control
interface provided via SDN is specified in the ETSI GS QKD
015 [217] and the recommendation ITU-T Y.3805 [218]. The
OpenFlow of [219] and NETCONF of [220] constitute a pair of
protocols that can implement the control interface provided for
a SDN controller. The control and configuration
request/response messages can be transmitted by using these



two protocols. OpenFlow can define a protocol through which
a SDN-enabled QKD network controller can control the
OpenFlow-enabled QKD nodes [201], [202]. The NETCONF
protocol is a transaction-based entity and its data encoding
usually relies on the Extensible Markup Language, which
provides mechanisms for installing, manipulating, and deleting
the configuration of QKD nodes. A detailed overview of SDN
designed for QKD networks is provided in Section VI-A.

3) Application Interface and Protocol: The application
interface of Fig. 17 in a QKD network is between the
infrastructure layer and the application layer. The local key
manager in a QKD node communicates with the local
cryptographic applications via the application interface. The
secret keys are delivered from the local key manager to the
local cryptographic applications by using this interface.
Moreover, the application interface has been specified in the
group specification ETSI GS QKD 004 [221].

The application interface is used for secret-key delivery,
which can be implemented by the Representational State
Transfer (REST) application programming interface (API).
The REST API can use the HyperText Transfer Protocol
Secure (HTTPS) version and the JavaScript Object Notation
(JSON) data format for delivering secret keys to cryptographic
applications. The REST API is regarded as a simple,
lightweight, and widely used technique in many application
domains, which has been adopted in the Cambridge QKD
network [47]. Recently, the REST API specification
formulated for secret-key delivery in a QKD network has been
described in the group specification ETSI GS QKD 014 [222].

V. ENABLING TECHNIQUES IN THE PHYSICAL LAYER FOR QKD
NETWORKS

In recent years, sophisticated technologies have been
developed for supporting the QKD network infrastructure at a
moderate cost, while aiming for wide coverage and high
robustness. In this section, we conduct an in-depth survey of
the enabling technologies in the physical layer domain,
covering the techniques of co-fiber transmission, relaying,
satellite-based QKD and chip-based QKD.

A. Co-Fiber Transmission

The co-fiber transmission terminology is introduced as a
compact expression to indicate that the QKD and classical
channels are travelling on the same fiber. The pivotal challenge
of co-fiber transmission arises from the extreme contrast in the
intensities of quantum and classical signals, since each
quantum signal typically contains less than one photon per
pulse on average, while a classical pulse may contain 10°
photons or more for a Gb/s link. Another challenge is that the
nonlinear noise generated by impairments such as Raman
scattering and four-wave mixing (FWM) will cause severe
contamination of the quantum signals.

In order to protect the vulnerable quantum signals from the
deleterious impact of high-power classical signals, many
practical QKD networks have been rolled out by relying on
dark fibers. Nevertheless, given the difficulty of installing new
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fibers and the shortage of dark fiber resources in existing
optical networks, the dark fiber has become a scarce and costly
resource that may no longer be available for the widespread
deployment of QKD networks. Hence the option of rolling out
the QKD network infrastructure by sharing the established
fiber infrastructure has attracted much attention, paving the
way for the coexistence of quantum signals with classical
signals in the same fiber. In 1997, Townsend [223] reported the
first co-fiber transmission experiment by using the WDM
technique for multiplexing the quantum and classical channels
in a SMF, which provided a blueprint for the co-fiber
transmission investigations that followed. Hence, a variety of
theoretical, experimental, and in-field studies using the WDM
technique for supporting the coexistence of quantum and
classical signals in the same fiber have been reported
[224]-[261]. Moreover, several new multiplexing techniques
have been conceived for co-fiber transmission [262]-[281]. In
the following paragraphs, we review the research efforts
dedicated to the co-fiber transmission of quantum and classical
signals from the perspective of WDM theories, WDM
experiments, WDM field trials, and new multiplexing
techniques.

1) Theoretical WDM Investigation: WDM is one of the
most widely used techniques in commercial optical networks,
which is beneficial for increasing the throughput of optical
fibers used in the transmission line. Hence, it is natural to
combine QKD transmissions with the existing optical networks
using the WDM technique, which can accelerate the
commercialization of QKD networks. A schematic diagram of
multiplexing quantum and classical (data) channels in a SMF
using WDM is shown in Fig. 20. The quantum channel is
launched into a SMF accompanied by classical channels such
as the classical channel used both for QKD and for high-speed
data channels. Inevitably, various physical-layer impairments
are inflicted during co-fiber transmission, such as Raman
scattering, FWM, and amplified spontaneous emission (ASE)
[224]. The performance of the quantum channel and the QKD
system may be severely deteriorated by these impairments.

The potential impact and their mitigation strategies suitable
for various physical-layer impairments imposed by classical
channels on the performance of QKD have been theoretically
analyzed in [225]-[228]. Specifically, the effects of Raman
noise, and of spontaneous Raman scattering inflicted by a

classical channel on a quantum channel have been
. Data Data .
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Fig. 20. Illustration of multiplexing quantum and classical (data) channels in a
SMF using WDM.



quantitatively evaluated in [229]. On a similar note, the impact
of spontaneous Raman scattering on a quantum channel
coexisting with multiple classical channels in a SMF has been
analyzed in [230]. To overcome the limitations engendered by
Raman noise, Frchlich et al. [231] designed a dual feeder
architecture for integrating multi-user QKD transmissions into
a Gigabit passive optical network (GPON). To reduce the
FWM noise, Sun et al. [232] developed a user-specific
channel-interleaving aided WDM approach combined with
unequal frequency spacing. For jointly suppressing the Raman
noise and FWM noise, Niu et al. [233] proposed an optimized
channel allocation scheme, allowing QKD to tolerate the
presence of high-power classical signals conveying many
classical channels within a SMF. Based on WDM, a prototype
of the quantum metropolitan optical network [156] has been
described and characterized, allowing the deployment of a
technologically realistic and cost-effective QKD network over
commercial telecommunication networks.

2) WDM System Experiment: Both the C-band (1530-1565
nm) and O-band (1260-1360 nm) within a SMF can be used for
the joint transmission of quantum and classical signals. Hence,
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different WDM layouts can be considered for quantum and
classical channels within a SMF for their co-fiber transmission.
Table XII summarizes the system experiments dedicated to the
co-fiber transmission of quantum and classical channels using
WDM, which are detailed in the following paragraphs
according to their different WDM layouts.

By choosing the O-band as the quantum band and C-band as
the classical band, the sufficient isolation of the quantum and
classical channels can be ensured. In his seminal work,
Townsend [223] first used WDM to multiplex a quantum
channel accommodated at 1300 nm with a 1.2 Gb/s data
channel near 1550 nm over a 28 km length of installed fiber.
Toliver et al. [234] demonstrated the coexistence of 1310 nm
quantum signals with amplified DWDM signals over a 10 km
SMF. In [235], the minimum required wavelength difference
between a quantum channel at 1310 nm and a classical channel
near 1550 nm over a 10 km fiber link was experimentally
analyzed. Runser et al. [236] presented an experimental
demonstration of the co-fiber transmission of quantum signals
at 1310 nm and classical signals around 1550 nm over a 25 km
SMF. In [237], an erbium doped fiber amplifier (EDFA) bypass

SUMMARY OF SYSTEM EXPERIMENTS FOR CO-FIBER TRP-\I;\I'ZI\B/I:_SESII\II OF QUANTUM AND CLASSICAL CHANNELS USING WDM
%’;r;zrr:;?ha)nd Classical band 3;2&: o gi:lgiszill(iglunch c'\i/;l:;ti)pe:?\)c(jwi dth ';Z?;i\éaeble 's\(/eI?r)ielrlger; 8';5 Year | Reference
channels power rate

O-band (1300 nm) C-band 1 Tunable 1.2 Gbps 28 km N/A DV 1997 | [223]
O-band (1310 nm) C-band 4 Tunable N/A 10 km 100 bps DV 2004 | [234]
O-band (1310 nm) C-band 1 6 dBm N/A 10 km 70 bps DV 2005 | [235]
O-band (1310 nm) C-band 4 Tunable 17.5 Gbps 25 km 9 bps DV 2005 | [236]
O-band (1310 nm) C-band 4 —21dBm 40 Gbps 15 km 8 bps DV 2006 | [237]
C-band (1549.3 nm) C-band 4 -2dBm 10 Gbps 50 km N/A DV 2006 | [240]
O-band (1310 nm) C-band 4 Tunable N/A 10 km 100 bps DV 2009 | [168]
C-band (1549.32 nm) | C-band 2 -5dBm N/A 25km 6 bps DV 2009 | [241]
C-band (1551.72 nm) | C-band 4 Tunable 1 Gbps 50 km 11 bps DV 2010 | [242]
C-band (1550 nm) L-band 3 Tunable 1.25 Gbps 90 km 7.6 kbps DV 2012 | [253]
C-band (1548.52 nm) | C-band 2 Tunable 20 Gbps 70 km 52 kbps DV 2014 | [244]
C-band (1531.12 nm) | C-band 1 —-3dBm N/A 75 km 490 bps Ccv 2015 | [245]
C-band (1550 nm) L-band 3 Tunable 1.25 Gbps 25 km 1 Mbps cv 2015 | [254]
C-band (1550.12 nm) | O-and C-band 2 -5 dBm 100 Mbps 45 km 4 kbps DV 2015 | [255]
C-band (1547.72 nm) | C-band 2 Tunable 200 Gbps 101 km 10 kbps DV 2016 | [69]
O-band (1310 nm) C-band 32 10 dBm 7.168 Thps 80 km 1 kbps DV 2017 | [239]
C-band (1548.51 nm) | C-band 1 -5dBm 100 Gbps 150 km 1 kbps DV 2017 | [87]
C-band (1550 nm) C-band 20 18 dBm 560 Gbps 5 km N/A cVv 2017 | [246]
C-band (1549.2 nm) C-band 7 4 dBm 87.5 Gbps 10 km 50 kbps Ccv 2018 | [247]
C-band (1549.6 nm) C-band 18 14 dBm 3.5 Thps 10 km 75 kbps Ccv 2018 | [248]
C-band (1550 nm) C-band 10 3dBm 100 Gbps 20 km 90 kbps cVv 2018 | [249]
C-band (1549.5 nm) C-band 100 12.9dBm 18.3 Thps 10 km 28.9 kbps cVv 2019 | [250]
S-band (1504.98 nm) | C-band 56 13.6 dBm 5.6 Thps 25 km N/A cv 2019 | [256]
C-band (1532.68 nm) | C-band 5 —14 dBm 50 Gbps 40 km N/A DV 2019 | [251]
C-band (1550 nm) C-band 6 dBm N/A 13 km 300 kbps cv 2020 | [103]
C-band (1531.9 nm) C-band 11 15.6 dBm N/A 13.2 km 12 Mbps cVv 2020 | [252]




and filtering architecture was proposed, allowing a quantum
channel at 1310 nm to coexist with four classical channels
operating around 1550 nm and amplified in mid-span over a 15
km fiber link. Chapuran et al. [168] experimentally
characterized the coexistence of a quantum channel at 1310 nm
and four classical data channels near 1550 nm in the same fiber,
where the impact of Raman noise on the quantum signals was
measured. Aleksic et al. [238] experimentally characterized the
feasibility of QKD integration into metropolitan area networks,
where the effect of Raman noise was analyzed. Furthermore,
amplifier and node bypass solutions were also presented. In
[239], the co-propagation of quantum signals and Terabit
classical signals over a distance of 80 km was realized in an
experiment, where a quantum channel was supported at 1310
nm and 32 classical data channels were conveyed within the
C-band.

The lower attenuation and the resultant excellent
transmission performance of the C-band is eminently suitable
for conveying both the vulnerable quantum and the more robust
classical signals. Xia et al. [240] conducted an experiment by
multiplexing a quantum channel accommodated at 1549.3 nm
and four classical channels in the C-band over a 50 km long
optical fiber. Peters et al. [241] demonstrated the co-fiber
transmission of a 1549.32 nm quantum channel and two
classical channels using a reconfigurable optical add drop
multiplexer (ROADM), where the impact of spontaneous
Raman scattering and FWM on the quantum signals were
measured and analyzed. Eraerds et al. [242] performed an
experiment relying on multiplexing four classical channels with
a quantum channel over a single fiber of 50 km length, in which
both the quantum and classical channels were accommodated
in the C-band. In [243], an experiment of simultaneous QKD
transmission and bidirectional 10 Gb/s classical transmission
was described within a single fiber, where a dual feeder fiber
technique and a filtering scheme were used for reducing the
Raman noise. In [244], the coexistence of QKD with
bidirectional 10 Gb/s classical data signals was demonstrated
within the same fiber, achieving secret-key rates of 2.38 Mbps
over a 35 km fiber link and of 52 kbps over a 70 km fiber link.
Kumar et al. [245] conducted several experimental tests for
characterizing the coexistence of CV-QKD with a classical
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channel in the same fiber, where a secret-key rate of 490 bps
was achieved over a 75 km fiber. Dynes et al. [69]
experimentally multiplexed a quantum channel accommodated
at 1547.72 nm along with two 100 Gb/s classical data channels
around 1530 nm over a 101 km fiber link. Fr&nlich et al. [87]
demonstrated the coexistence of quantum signals at 1548.51
nm with 100 Gb/s data signals within the C-band in a 150 km
optical fiber. In [246], the coexistence of a quantum channel
hosted at 1550 nm along with 20 classical channels (including
4x100 Gb/s and 16x10 Gb/s) in the C-band of a SMF was
experimentally investigated. In [247], the co-propagation of a
quantum channel centred at 1549.2 nm and seven 12.5 Gb/s
classical channels hosted in the C-band over a 10 km single
fiber was investigated, achieving a secret-key rate in the range
of 20 to 50 kbps. In [248], the coexistence of CV-QKD and 3.5
Thps classical channels was demonstrated in a 10 km SMF,
where the influence of in-band ASE noise on CV-QKD was
analyzed. Karinou et al. [249] experimentally realized the
co-fiber transmission of a quantum channel and 10 classical
channels within the C-band, supporting a secret-key rate of 90
kbps over a 20-km fiber link in a CV-QKD system. Eriksson et
al. [250] demonstrated the joint propagation of a quantum
channel located at 1549.5 nm and 100 classical data channels
associated with an aggregate transmission rate of 18.3 Tb/s in
the C-band, achieving a secret-key rate of 28.9 kbps over a 10
km SMF. Valivarthi et al. [251] characterized the simultaneous
operation of MDI-QKD with five 10 Gb/s bidirectional
classical channels in the vicinity of the 1550 nm wavelength
over the same fiber of 40 km length. In [103], the coexistence
of a CV-QKD system with a classical channel operating in the
C-band was demonstrated, and a secret-key rate of 300 kbps
was attained for a link length of 13 km. In [252], the
co-propagation of a quantum channel accommodated at 1531.9
nm and 11 classical DWDM channels conveyed within the
C-band was accomplished over a 13.2 km fiber link, while
supporting a secret-key rate of 12 Mbps.

In addition to the aforementioned pair of typical WDM
layouts, some studies have also considered other WDM layouts
for the co-fiber transmission of quantum and classical channels.
In [253], the coexistence of quantum signals at 1550 nm and
Gigabit classical data signals within the L-band (1565-1625

SUMMARY OF FIELD TRIALS FOR CO-FIBER TRANSI\;IrII:SBI(I)_I\IIE(;f:IgUANTUM AND CLASSICAL CHANNELS USING WDM
&J;Ztlz%:)h%nd Classical band gggit;: o ggl;iS:;CIZanh (’;’;'::Lp;ﬁ)éwi dth ';Z?;i\gble ls\:?rxelrlfer; 8/;? Year | Reference
channels power rate

C-band (1550 nm) L-band 1 -33.3dBm N/A 97 km 820 bps DV 2008 | [260]
C-band (1547.72 nm) | C-band 4 —10dBm 40 Gbps 26 km 160 kbps DV 2014 | [261]
C-band (1550.12 nm) | L-band 3 Tunable 1 Gbps 2.08 km 10 kbps Ccv 2016 | [157]
O-band (1310 nm) C-band 20 21 dBm 3.6 Thps 66 km 5.1 kbps DV 2018 | [182]
C-band (1550 nm) C-band 2 Tunable 200 Gbps 10.6 km 2.58 Mbps | DV 2019 | [47]
C-band (1550 nm) C-band 17 N/A N/A 3.9km 70 kbps Ccv 2019 | [163]
C-band (1551.7 nm) C-band 4 Tunable 400 Gbps 1.9km 1.28 kbps DV 2019 | [127]
O-band (1310 nm) C-band Tunable 500 Gbps 14.2 km 1.95 kbps DV 2019 | [128]
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SUMMARY OF SYSTEM EXPERIMENTS FOR CO-FIBER TRIﬁEh;_IESTAL/OF QUANTUM AND CLASSICAL CHANNELS USING SDM
Fiber type %iir;:;q]ocation f;?:;gzr?l(gzm?el gé]f:ﬁzlunch c'\i/:tjelaﬁbpe:ﬁ)c(li?i dth gz?;en\gble x:srﬁer; SEED Year | Reference
(wavelength) power rate
7-core MCF 2:165’2;"";;‘:;) %_tg;n"é’)res 0dBm 20 Gbps 53 km 605kbps | DV | 2016 | [273]
7-core MCF (Cl%'ggar'];‘;re %_tg;ncé’)res Tunable 112 Ghps 2.5 km N/A DV | 2018 | [274]
7-core MCF (Clzrgf; (;1?;3 %_tg;nccf)res Tunable 9.6 Thps 1km 191bps | DV | 2018 | [275]
19-core MCF 82‘;8‘;};;?2{‘* (N(f_ig:r?;)””g COreS | Tynable NIA 101km | 47Mbps | CV | 2019 | [276]
7-core MCF (ol’;ig.“;;rncr;’)re ('\'Ce_ig:rf’;)””g COTeS 1 0 dBm N/A 1km 109kbps | DV | 2019 | [277]
37-core MCF (Algggf; ) @'Eﬁﬁﬁ? N/A 370 Gbps 7.9 km 62.8Mbps | DV | 2019 | [278]
7-core MCF (Clzrgf; (;1?;3 '(%”lf;r:gi Tunable 11.2 Thps 1km 920 bps DV | 2020 | [280]
\CIXE?JII((IE)(;_FMF '(E”éé‘_‘fzdfm) '(-gj’éa“;g;’e —26dBm 100 Ghps 86 km 13kbps | DV | 2020 | [281]

nm) over a 90 km fiber link was reported, in which the Raman
noise was mitigated by a sophisticated filtering technique.
Huang et al. [254] multiplexed a quantum channel hosted at
1550 nm along with three classical channels accommodated in
the L-band of a 25 km SMF, achieving a secret-key rate of 1
Mbps for a CV-QKD system. Wang et al. [255] transmitted
quantum signals at 1550.12 nm along with a pair of classical
signals near 1310 nm and 1550 nm in a 45 km fiber. In [256],
the coexistence of a quantum channel at 1504.98 nm in the
S-band (1460-1530 nm) with 56 classical channels located in
the C-band in a 25 km SMF was realized. Moreover, multiple
quantum channels can be multiplexed onto a single fiber by
using the WDM technique in order to achieve high secret-key
rates in a QKD system [257]-[259].

3) WDM Field Trials: Several field trials have investigated
the coexistence of quantum and classical signals in a
field-installed fiber [47], [127], [128], [157], [163], [182],
[260], [261]. Table XIII summarizes the field trials studying the
co-fiber transmission of quantum and classical channels using
WDM. Tanaka et al. [260] transmitted quantum signals at 1550
nm coexisting with clock signals in the L-band over a 97-km
installed SMF. Choi et al. [261] reported on their field trial of
simultaneous transmission of a quantum channel multiplexed
with four 10 Gb/s classical data channels through a 26 km
field-installed fiber. In [157], the field trials of a four-node
CV-QKD network were reported on, in which a quantum
channel located at 1550.12 nm and three classical channels
hosted in the L-band were transmitted through the same fiber.
In this CV-QKD network, the maximum secret-key rate has
reached 10 kbps on one of the links having a length of 2.08 km.
In [182], a field trial of integrating QKD with a commercial
optical network conveying 3.6 Th/s classical data signals in a
66 km commercial fiber was reported, where both the
co-direction propagation and opposite-direction propagation of
the quantum and classical signals were tested. In a three-node
QKD metropolitan network deployed in the field [47], a

quantum channel coexisting with 200 Gb/s classical data
channels within the C-band was characterized, and the
maximum secret-key rate of 2.58 Mbps was achieved on a 10.6
km fiber link. In [163], a field trial of a quantum channel
combined with 17 classical channels on a 3.9 km fiber link of a
QKD metropolitan network was demonstrated, achieving a
secret-key rate of 70 kbps. As a further development, in [127], a
field demonstration of a four-node DV-QKD network was
reported, where the coexistence of quantum signals with 400
Gb/s classical data signals was accommodated in the C-band
over a 1.9 km fiber link. Wonfor et al. [128] reported on a field
trial of transmitting quantum signals at 1310 nm integrated with
500 Gb/s classical data signals in the C-band in a single fiber,
achieving the maximum secret-key rate of 1.95 kbps on a 14.2
km fiber link.

4) New Multiplexing Techniques: In order to optimize the
co-fiber transmission performance of quantum and classical
signals, several novel multiplexing techniques have also been
explored. Some of these investigations have harnessed
orthogonal frequency-division multiplexing (OFDM) [262],
TDM [137], [263], and other subcarrier multiplexing
[264]-[267] techniques into co-fiber transmission, but these
still tend to be less mature.

Inspired by the idea of using space-division multiplexing
(SDM) for further increasing the throughput of optical
networks, SDM has recently attracted much interest also in the
context of quantum and classical channels in the same fiber. In
contrast to the WDM technique that uses a SMF for signal
transmission, SDM techniques usually employ a multi-core
fiber (MCF) or a few-mode fiber (FMF). Specifically, a SMF
has to rely on multiple wavelengths, whereas the MCF and
FMF add the extra resource dimensions of additional cores and
modes in a single fiber, respectively. However, MCFs and
FMFs suffer from a new physical-layer impairment, namely
inter-core and inter-mode crosstalk. With respect to the
theoretical investigations on quantum-classical coexistence



based on SDM, a system model of integrating QKD into SDM
transmission over MCFs and FMFs has been presented in [268],
while the theoretical characterization of inter-core spontaneous
Raman scattering on QKD in MCFs has been established in
[269]. Additionally, Xavier et al. [270] provided an overview
of quantum information processing in the context of SDM
optical fibers. As a further advance, the theoretical models for
characterizing the Raman noise and FWM noise impacts of
classical signals on QKD transmissions over MCFs have been
proposed in [271], [272].

In recent years, an increased number of system-level
experiments has been performed for characterizing the co-fiber
transmission of quantum and classical channels using SDM,
which are summarized in Table XIV. Most of these
experiments use MCFs. Dynes et al. [273] performed an
experiment transmitting quantum signals in the central core and
bi-directional 10 Gb/s classical signals in two of the six outer
cores over a 53 km 7-core MCF. Lin et al. [274] experimentally
characterized QKD coexisting with 112 Gb/s data transmission
in two different types of 7-core MCFs. In [275], the
simultaneous transmission of quantum signals and 9.6 Th/s
classical signals over a 1 km 7-core MCF was demonstrated,
where the central core was used for a quantum channel located
at 1551.7 nm and each of the six outer cores was used for 1.6
Th/s classical data transmission. Eriksson et al. [276]
experimentally characterized the impact of crosstalk on
CV-QKD in an outer core inflicted by classical channels in
three neighboring cores of a 19-core MCF, verifying that the
in-band crosstalk from neighboring cores may prohibit the
high-integrity generation of secret keys. In [277], a
quantum-classical interleaving scheme (i.e., interleaving the
wavelengths in a quantum-signal core and a classical-signal
core, with no wavelength overlap between these two types of
cores) was proposed to alleviate the inter-core crosstalk
imposed on quantum signals transmitted in an outer core by the
classical signals propagating in three neighboring cores of a
7-core  MCF. Bacco et al. [278] demonstrated the
co-propagation of classical and quantum channels over a
37-core MCF and achieved a total secret-key rate of 62.8 Mbps,
where each core consisted of a 10 Gh/s classical channel and a
quantum channel using different wavelengths. In [279], the
QKD coexistence with classical signals was evaluated over two
types of MCFs, where the impacts of inter-core crosstalk and
intra-core spontaneous Raman scattering on the quantum
signals engendered by high-speed classical data signals were
characterized. Hugues-Salas et al. [280] characterized the
coexistence of 11.2 Th/s classical channels in all cores with a
quantum channel in the central core over a 1 km 7-core MCF.
In addition to the experiments associated with MCF, Wang et al.
[281] characterized the co-propagation of QKD with a 100
Gb/s classical data channel in a weakly-coupled FMF,
achieving a secret-key rate of 1.3 kbps over 86 km FMF.

B. Relaying

The distance and secret-key rate of QKD systems are limited
by several physical-layer impairments, such as the scattering
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and loss of faint quantum signals transmitted in quantum
channels. In particular, amplifying a quantum signal would
require measuring and cloning its related quantum states, which
is against the quantum no-cloning theorem. Consequently, the
realization of long-distance QKD networks has to rely on
repeaters/relays.

A quantum repeater facilitates the restoration of quantum
information without directly measuring the quantum states,
which was first proposed in 1998 [133]. Initially, it was
believed that the implementation of quantum repeaters requires
matter quantum memories [282], [283] or matter qubits [284].
However, this hypothesis was later disproved by a proposal of
all-photonic quantum repeaters [285] purely relying on optical
devices. Given the compelling security benefits of QKD
networks, quantum repeaters have attracted increasing research
efforts [50], [286]-[289], as also indicated by the detailed
overviews found in [51], [134]. Nonetheless, the design of
quantum repeater networks is still in its infancy [59], [135],
[290], and a practical quantum repeater that can be deployed in
real-world QKD networks has yet to be implemented.

A viable solution to increase both the secret-key rate and the
range of QKD without quantum repeaters is by inventing
repeaterless schemes to overcome the fundamental
rate-distance limit of QKD defined in [291]. The maximum
achievable secret-key rate for a given distance was quantified
by the secret-key capacity of the quantum channel in [292],
hence QKD schemes presented before 2018 can never surpass
the secret-key capacity bound. However, in 2018, Lucamarini
et al. [107] proposed a TF-QKD protocol, which was capable
of exceeding the point-to-point secret-key capacity of a
quantum channel without using a quantum repeater.
Subsequently, Minder et al. [293] experimentally characterized
the TF-QKD protocol in a high channel loss regime, providing
the experimental evidence that it is indeed possible to exceed
the repeaterless secret-key capacity of [292], which has also
been further validated by several additional experiments
[293]-[296]. However, the TF-QKD technique is unable to
extend the QKD range to an arbitrary distance and its distance
record in experiments at the time of writing is 605 km [73].
Similarly, Ma et al. [108] presented a PM-QKD protocol,
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Fig. 21. Illustration of the QKD distance extension via a trusted relay between
Alice and Bob.



which was also capable of surpassing the linear
rate-transmittance bound of [292], since it achieved a distance
of 502 km in the experiments [71].

A compromise solution that allows for an arbitrary extension
of the QKD distance is that of using trusted relays, which have
been widely adopted in real-world QKD networks [42]-[49].
An example of extending the distance of QKD via a trusted
relay between Alice and Bob is depicted in Fig. 21. The trusted
relay establishes a QKD link to both Alice and Bob. Both QKD
links produce their independent secret keys, namely Ka and Kg
of the same string length. The trusted relay combines the secret
keys Ka and Kg with the aid of the OTP method, i.e., performs a
bitwise exclusive orR operation between Ka and Kg, and then
sends the result Ka @ Kg to Bob. Based on Kg @ (Ka @ Kg) =
Ka, Bob can retrieve the secret keys Ka. It should be noted that
there are several optional secret-key relay schemes based on the
trusted relay concept, which have been discussed in the Y.3803
recommendation produced by ITU-T [297]. The benefits of the
trusted relay technique is its reduced complexity and its ability
to support long-distance QKD networking, but it must be
physically isolated and trustable, since it will know the secret
keys.

There are several trusted relay variants. For example, Stacey
et al. [298] presented a simplified trusted relay and examined
its security level. Such a trusted relay may indeed simplify the
associated computations and reduce the communication
overhead during the relaying process at the expense of an
eroded secret-key rate. Elkouss et al. [299] drew on the idea of
network coding to alleviate the system’s dependence on trusted
relays, and proposed the concept of weakly trusted relays for
QKD networks. Zou et al. [300] described a partially trusted
relay based QKD networking solution by combining the
MDI-QKD protocol with trusted relays, since MDI-QKD
allows the use of untrusted relays [301], [302]. Moreover, the
entanglement-based approach of [303] holds the promise of
establishing QKD links that are capable of completely
dispensing with any level of trust, but it is still not mature
enough to be used in practical large-scale QKD networks.

C. Satellite-Based QKD

The fiber-based QKD networks cannot be readily supported
in harsh terrain, and the signal is typically attenuated at the rate
of 0.2 dB/km in the optical fiber [304]. Therefore, establishing
QKD networks over ultra-long distances is facing enormous
technological hurdles. One solution is that of resorting to free
space, since the atmospheric attenuation in free space is less
significant than in optical fiber, especially in the vacuum above
the Earth’s atmosphere. Satellites have the potential of
distributing secret keys to ground stations via free space links,
which can be used as intermediate trusted relays for
interconnecting QKD networks in different physical locations
on the ground [196]. Hence, the satellite-based QKD holds the
promise of increasing the range of QKD networks to a global
scale [49].

Hence, several successful free-space QKD experiments
[305]-[313] have been performed with the goal of
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satellite-based QKD realization. In [314], a feasibility analysis
of QKD transmissions over Earth-satellite links and
inter-satellite links was provided. Bourgoin et al. [315]
conducted a numerical simulation relying on realistic simulated
orbits and analyzed the performance of the LEO satellite uplink
and downlink for quantum-signal transmissions. In [316], three
independent experiments were performed for verifying the
feasibility of ground-satellite QKD. In [74], the air-to-ground
QKD between an aeroplane and a ground station was
experimentally  demonstrated. Vallone et al. [317]
demonstrated space-to-ground QKD by employing so-called
corner cube retroreflectors as transmitters in orbit to the Matera
Laser Ranging Observatory of the Italian Space Agency in
Matera, Italy.

In August 2016, the first quantum satellite, named after
Micius [75], was launched in Jiuguan, China, which is a LEO
satellite and can be used to perform satellite-to-ground QKD
experiments at night. In this context, significant progress has
been made in the design of photon sources [318], [319], optical
links [320], [321], and detectors [322], [323] for satellite-based
QKD. As for satellite-based QKD, Bedington et al. [196]
reviewed the technical challenges and summarized the quantum
satellite initiatives around the world, while Khan et al. [83]
provided an overview of the principles and engineering
challenges as well as the airborne and space missions
associated with QKD.

In 2018, Liao et al. [48] reported the experimental
demonstration of a satellite-based QKD network, where a
quantum satellite (i.e., Micius [75]) was used as a trusted relay
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for connecting Xinglong ground station in China and Graz
ground station in Austria. In this network, three steps have to be
carried out to enable two ground stations to share a secret key
based on the quantum satellite, as illustrated in Fig. 22. In the
first two steps, the quantum satellite implements
satellite-to-ground QKD with both ground stations to produce
independent secret keys with each of them, e.g., Kx with
Xinglong ground station and K¢ with Graz ground station. The
quantum satellite holds all the secret keys, while each ground
station only has access to its own secret keys. In the last step,
the quantum satellite combines the independent secret keys Kx
and K¢ with the aid of the OTP method, i.e., performs a bitwise
exclusive OR operation between Kx and K¢ of the same string
length, and then broadcasts the result Kx @ Kg. Using this
announcement, the Xinglong ground station and Graz ground
station can retrieve each other’s secret keys, since Kx @ (Kx @
Ke) = Kg and Kg @ (Kx @ Kg) = Kx. Notably, the quantum
satellite must be trusted in this network. However, the
requirement of trustworthiness can be eliminated by employing
a robust QKD protocol capable of maintaining security even in
the face of untrusted relays. In particular, in June 2020, an
experimental demonstration of entanglement-based QKD was
carried out between two ground stations separated by 1,120 km
in China [324], relying on the Micius satellite as an untrusted
relay for distributing the entangled states to the corresponding
two ground stations to implement the BBM92 protocol.

To increase the coverage time for a satellite-based QKD
network, daytime operation should also be supported by a
quantum satellite. Liao et al. [76] validated the feasibility of
free-space QKD in daylight for inter-satellite communications.
To miniaturize the quantum satellites and reduce the cost of
satellite-based QKD networks, low-cost microsatellites and
nanosatellites should be adopted. In this spirit, Takenaka et al.
[325] implemented a microsatellite-based LEO-to-ground link
and verified its applicability to QKD. Grieve et al. [326]
demonstrated the feasibility of QKD using CubeSat
nanosatellites. In order to expand the coverage area as a first
step towards an efficient global satellite-based QKD network,
higher-orbit quantum satellites can be launched and seamless
satellite constellations can be established. Explicitly, a satellite
constellation consists of multiple quantum satellites operating
in LEO or high earth orbit such as the geosynchronous orbit.
Vergoossen et al. [327] proposed a model for a
satellite-constellation based QKD network, in which the
concept of a LEO quantum satellite acting as a trusted relay was
defined and its efficiency in different constellations was
investigated. In [328], a trusted relay based double-layer QKD
network architecture relying on both LEO and geosynchronous
satellites was proposed, where the problem of routing and
secret-key assignment was addressed by jointly considering
both LEO and geosynchronous satellite resources.

D. Chip-Based QKD

The large-scale practical deployment of QKD requires
chip-scale integrated photonic devices for miniaturization, low
power consumption, reduced cost, and high robustness [329].
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The evolution of chip-based QKD solutions is shown in Fig. 23.
Early steps in this direction exploited a Mach-Zehnder
interferometer using planar lightwave circuit technology [330]
for stabilized operation in a QKD system [331]-[334]. Duligall
et al. [335] designed a low-cost and compact QKD system
using off-the-shelf integrated circuit components in a driver
circuit for the transmitter module. As a further development,
Zhang et al. [336] conceived a client-server QKD scheme,
where all the bulky components are located at the server side
(receiver side) and the client side (transmitter side) requires
only an integrated photonic device that can be further
integrated into a hand-held device. Vest et al. [319] designed a
compact transmitter having an effective size of 25 mm <2 mm
%1 mm, aiming for incorporating the QKD transmitter module
in a hand-held device such as a smartphone.

The integration efforts at the transmitter side have
accelerated the development of chip-scale transmitters
conceived for QKD systems. A QKD transmitter chip has been
fabricated using a standard silicon photonic foundry process
[337], where several components can be integrated into a 1.3
mm > 3 mm die area [338]. The chip-scale transmitter has a
bright application perspective in the upstream of QKD access
networks [130], in which each user has a compact uplink
transmitter, while the uplink receiver at the network node has
sufficient space for accommodating the bulky components.

However, fully integrated compact chip-based QKD systems
are required for a wide range of applications. Hence, Sibson et
al. [329] designed chip-to-chip QKD systems relying on three
different QKD protocols, namely the BB84, COW, and DPS
schemes, where an indium phosphide transmitter chip and a
silicon oxynitride receiver chip were fabricated. Apart from the
integrated photonic indium phosphide and silicon oxynitride
platforms, Sibson et al. [339] experimentally validated the
feasibility of high-speed QKD integrated circuits based on
standard silicon photonic fabrication.

Moreover, significant progress has been achieved in the
demonstration of silicon photonic chips designed for SDM
chip-to-chip QKD [340], high-dimensional QKD based on
MCF [341], on-chip CV-QKD [342]-[344], and transceiver
circuit [345], [346]. Recent experiments have demonstrated the
feasibility of an MDI-QKD integrated measurement server
[347] and of chip-based MDI-QKD transmitters [348], [349],
suitable for cost-effective QKD access/metropolitan networks
relying on untrusted relays. Furthermore, Orieux et al. [350]
reviewed the advances in the field of integrated quantum



communications, whereas Zhang et al. [351] surveyed the
evolution of quantum photonic networks on chip.

Beyond the realms of laboratory based chip-scale QKD
demonstrations, in 2018, Bunandar et al. [175] described their
local and intercity field tests of metropolitan QKD using a
high-speed silicon photonics-based encoder. Their encoder
combined a Mach-Zehnder modulator with interleaved grating
couplers for polarization-encoded QKD. Prior to this
pioneering advance, a diverse range of different photonic
degrees of freedom were explored, including the following
domains: polarization [21], [305], time [85], [329], frequency
[352], [353], phase [93], [331], [332], quadrature [89], [116],
and orbital angular momentum [354]. They all have different
pros and cons for employment in QKD systems. Polarization is
generally considered to be unstable for practical fiber-based
QKD, but as a remedy, silicon photonics-based encoders can
correct the associated polarization drifts in a fiber link,
ultimately resulting in a compact and stable platform for
polarization-encoded QKD. These field tests have
demonstrated that photonic integrated circuits can indeed serve
as a promising and scalable platform for future metropolitan
QKD networks. Notably, in 2021, Toshiba demonstrated a
fully deployable chip-based QKD system [355], which served
as a stepping stone for the realistic deployment of QKD based
on quantum photonic chips.

VI. ENABLING TECHNIQUES IN THE NETWORK LAYER FOR
QKD NETWORKS

In the past few years, numerous efforts have been made to
address the technical challenges of practical QKD networking.
This section provides an in-depth overview of the enabling
techniques proposed for the network layer, covering the issues
of SDN, key pooling, resource allocation, routing, protection
and restoration, practical security, cost optimization, and
multi-user QKD.

A. SDN

SDN [356], [357] constitutes an efficient network control
and management technique, which enables the flexible and
programmable configuration of the entire network from a
central platform, namely the SDN controller. Based on this
centralized controller containing all the pivotal information of a
network, it becomes possible to maintain a global perspective
and to react promptly in complex unexpected network
scenarios. Hence, the SDN concept is capable of efficient QKD
network control and management in order to improve the
network performance [217], [218]. Additionally, the practical
deployment of QKD services critically relies on the degree to
which it can be integrated into the ubiquitous fiber
infrastructure of the existing telecommunication networks. As a
further benefit, the SDN concept can simplify the integration of
new devices and technologies into the network.

Recently, a series of studies have investigated diverse use
cases of SDN-enabled QKD networks. A software-defined
quantum communication framework has been presented in
[358], where a quantum communication terminal was
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represented in form of three layers, i.e., hardware, middleware,
and software layers. In [359], a programmable multi-node
quantum network was designed based on the SDN principles.
Dasari et al. [360] described the network abstraction and
configuration interfaces required for implementing a
SDN-enabled programmable quantum network. Yu et al. [361]
conceived a novel SDN-enabled QKD network architecture,
requiring a reduced secret key, yet improving the QKD
network’s availability and performance. In [362], a SDN-based
QKD network model relying on a sophisticated routing
algorithm was proposed. Humble et al. [363] presented a
quantum network switching solution based on cutting-edge
SDN principles, in which a programmable quantum switch was
used to support the establishment of a desired quantum channel.
In addition, Wang et al. [364] provided a brief overview of the
SDN-enabled QKD network architecture as well as of its
related interfaces and protocols.

On the experimental side, Cao et al. [201], [202], [365]
exploited the SDN philosophy in support of QKD as a service
(QaasS) [366], multi-tenant provision [200], and key on demand
(KoD) service provision [204]. In these use cases, the
above-mentioned specific functions were developed for the
SDN controller, and the original OpenFlow protocol was
extended and the associated detailed workflows were
conceived. Moreover, an experimental testbed was established
for demonstrating the efficiency and flexibility of the
SDN-based approaches conceived for QaaS, multi-tenant
provision, and KoD service provision.

As a further development, Aguado et al. [210] adopted SDN
in a cost-efficient approach for time-sharing the QKD systems,
where the ease of integrating QKD systems with a network
function virtualization (NFV) platform was experimentally
demonstrated. In [367], [368], the necessary workflows and
protocol extensions of different SDN scenarios were defined
and demonstrated for providing end-to-end quantum
encryption services, in which the key synchronization process
required for the subsequent encryption may be readily



integrated into the main protocols for control interface
implementation. Hugues-Salas et al. [369], [370] developed a
SDN application for the real-time monitoring of the associated
quantum parameters (e.g., QBER and secret-key rate) and for
triggering the appropriate action in the event of link level
attacks to ensure the uninterrupted distribution of the secret
keys. Egorov et al. [371] investigated the capability of the SDN
paradigm to support subcarrier based QKD systems relying on
the OpenFlow protocol to orchestrate routing based on the
associated link parameters. In [372], a machine learning aided
SDN relying on optimal resource allocation was constructed for
investigating the coexistence of quantum and classical channels
in a QKD-integrated optical network field trial. In [373], the
authors extended the standard Open Networking Foundation
(ONF) transport APl [374] of a SDN to enable quantum
encryption in end-to-end services.

Further innovative SDN solutions were disseminated by
Aguado et al. [163] reporting on a converged
quantum-classical network constructed in Madrid, Spain. Such
a network demonstrated the first SDN-based QKD network in
the field. Furthermore, this network has been used to support

path verification in the associated service function chains [375].

The abstraction model of an SDN-enabled QKD node used in
this network is shown in Fig. 24, which has been defined within
the ETSI GS QKD 015 [217]. Observe at the bottom of Fig. 24
that several QKD transceivers are placed in the same physical
location, which are able to establish quantum channels and
produce secret keys. The secret keys produced are stored in a
key manager, which manages the secret keys derived from
different QKD transceivers that are collected via a key
extraction interface. This key manager can deliver the secret
keys to multiple applications. By relying on the key manager
and the QKD transceivers of Fig. 24 within the node, a SDN
agent becomes capable of collecting important information
from the node of communicating with the SDN controller, as
well as satisfying the process configuration updates requested
by the SDN controller.

B. Key Pooling

The achievable secret-key rates of most point-to-point QKD
systems are very low at the time of writing, for example, 1.2
Mbps over a 50.5 km fiber link [69] and 6.5 bps over a 405 km
fiber link [70]. In order to guarantee high security, the secret
keys produced by the QKD systems in a QKD network cannot
be reused, hence they constitute precious resources that have to
be frugally employed.

Conventionally, the quantum key pool (QKP) is used as a
repository of the local secret keys generated, which also has to
be synchronized with other sites [203], [376]. The QKPs
located at two directly connected sites of a QKD network must
match in content so that the same secret keys can be referenced
and discovered. When the QKPs are initialized, the secret keys
are derived from QKD transceivers and injected into their
connected QKPs. Once the QKP is full, naturally, no new secret
keys may be injected, because the available secret keys would
be overwritten by the new ones. It is also possible to increase

29

Cryptographic Data Channel

Application A

Cryptographic
Application B

(Services 1, 2, ...)

VKPag-1 VKPag-2
(For Service 1) (For Service 2)
G Keys * f Keys —8
_______ qmomee-
'
KPag
Key Manager --+--# (Between QKD -%---- Key Manager
Nodes Aand B)
Gy Keys Keys g

QKD Transmitter Classical Channel QKD Receiver
Quantum Channel
QKD Node A QKD Node B
Location A Location B

Fig. 25. Illustration of the new concepts of KP and VKP [208].

the size of a QKP to contain more secret keys. Notably, the
QKP should be physically protected so that it cannot be
accessed directly by any illegitimate means. Additionally, a
logical key pool was proposed in [203], which contains global
secret keys produced by relying on key relaying between a pair
of end nodes, which may be employed to facilitate the
management of global secret keys. A temporary key pool of
[376] acts as a key buffer that manages the temporary storage of
the local secret keys being relayed by a local node, which
improves the efficiency of key relaying.

On the other hand, the overall lifetime of secret keys has to
be monitored and managed efficiently, which involves several
stages, such as the secret-key generation, storage, relay, supply,
and destruction. In contrast to conventional key pools used to
collect secret keys, several new key pooling techniques have
been presented in the literature for improving the efficiency of
secret-key monitoring and management [200], [204], [208],
[377].

The new concepts of key pool (KP) and virtual key pool
(VKP) have been described in [208] and they are illustrated at a
glance in Fig. 25. The secret keys are synchronously generated
between a pair of connected QKD transceivers and stored in the
corresponding key managers. The key managers can supply
secret keys to multiple services for their data encryption. The
QKD transceivers and key managers are embedded into their
corresponding QKD nodes. A KP (e.g., KPag between QKD
nodes A and B) abstracted from two key managers is able to
monitor the real-time secret-key rate/volume information, and
manage the secret-key generation, storage, relay, supply, and
destruction in a pair-wise manner. A VKP abstracted from a KP
may be granted management privileges for a portion of secret
keys and use these secret keys for enhancing the security of a
dedicated service, e.g., VKPag-1 and VKPag-, abstracted from
KPag for Services 1 and 2, respectively. The secret keys are
processed locally and the KPs/VVKPs are used for improving the
management efficiency of the associated secret keys. More
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concretely, all the stages during the overall lifetime of secret
keys are handled within the QKD nodes across the QKD
network in a distributed manner. Hence, the security of keys is
not sacrificed when using KPs/VKPs, since they are not
exchanged across different physical locations. In practice, the
KPs and VKPs can be implemented based on the SDN
controller.

C. Resource Allocation

In QKD networks, multiple resource dimensions have to be
considered. Naturally, resource allocation for the quantum and
classical channels hinges on the specific multiplexing
techniques used in the network, as exemplified by the
wavelength, time slot, and core/mode resources of WDM,
TDM, and SDM, respectively. In contrast to the co-fiber
transmission technology discussed above, the focus here is on
resource allocation issues in the network layer.

In [205], [378], a pair of wavelength allocation schemes was
designed for different channels in a QKD-over-WDM network,
as depicted in Figs. 26(a) and 26(b). In Fig. 26(a), the fiber’s
C-band is chosen for both quantum and classical (data)
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channels in order to maintain a low attenuation for high quality
quantum-signal transmission. The quantum channels can be
accommodated at high frequencies (i.e., near 1530 nm
wavelength) to reduce the effect of Raman scattering, whilst
separating it by using a guard band from the classical (data)
channels for mitigating the effect of FWM, and for improving
the channel isolation. By contrast, in Fig. 26(b), the fiber
O-band is chosen for quantum channels and the fiber C-band is
chosen for the classical (data) channels in order to guarantee
sufficient isolation for mitigating their linear crosstalk and the
associated filtering specification. It should be noted that other
wavelength allocation schemes can also be used, such as
placing the quantum channels near the 1550 nm wavelength to
achieve the lowest possible attenuation of the quantum signals,
as illustrated in Fig. 26(c).

In order to improve resource utilization for QKD integration
into a classical telecommunication network, WDM can be
combined with TDM by seating multiple time slots for
accommodating the quantum channels [205], [207]. A static
routing, wavelength, and time-slot assignment (RWTA)
problem has been addressed using the classic integer linear
programming (ILP) model and a heuristic algorithm in [205],
[377], whereas a dynamic RWTA problem has been solved
with the aid of heuristic algorithms [207], [211], [379], [380].
To improve the achievable secret-key rates in a hybrid
quantum-classical network, several low-complexity yet
near-optimal wavelength assignment methods have been
presented in [381], [382]. In particular, machine learning based
techniques have been proposed for the near real-time prediction
of the optimal channel allocation as well as for the accurate
prediction of quantum parameters, facilitating the reallocation
of quantum channels and the efficient parameter evaluation to
ensure excellent performance [372], [383]-[385]. As a further
advance, core and wavelength/spectrum resource allocation
solutions have been proposed for MCF-based QKD-over-SDM
networks [386]-[388], with the objective of maximizing the
attainable secret-key rate and minimizing the resources
required.

The secret key constitutes a unique resource dimension in the
QKD network, since after it was utilized it must be destroyed.
The flowchart of a simple secret-key allocation scheme is
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Fig. 27. lllustration of the flowchart of a simple secret-key allocation scheme.



illustrated in Fig. 27, where the so-called first-fit algorithm of
[200] is used for secret-key allocation. In the first-fit algorithm,
all the available secret keys are numbered, where a
lower-numbered  secret key is selected before a
higher-numbered one. In reality, the first-fit algorithm has been
commonly utilized in numerous secret-key assignment
strategies [200], [204], [208], [389], [390] as a benefit of its
low complexity.

In order to achieve efficient secret-key resource exploitation,
the new concept of KoD has been defined to allocate secret
keys for satisfying the security requirements in a timely on
demand manner, while an adaptive secret-key assignment
strategy has been proposed for KoD in [204], which was also
experimentally demonstrated [365]. Additionally, a heuristic
algorithm has been designed in [200] to accomplish offline
secret-key assignment for multiple tenants over a QKD
network. A comparative study of heuristics and reinforcement
learning based techniques designed for online multi-tenant
secret-key assignment over a QKD network has been
conducted in [389]. A suite of secret-key assignment schemes
has also been conceived for securing virtual optical networks
[208], [390], [391], multicast services [392], and passive
optical networks (PONs) [393].

D. Routing

A routing mechanism is necessary when there is no direct
point-to-point QKD link between two QKD nodes. Such a
mechanism should be able to provide the required QoS in a
QKD network [394]. Previously, an extended version of the
Open Shortest Path First (OSPF) protocol was developed in
[395] as a routing protocol for the SECOQC QKD network [43],
[396], in which Dijkstra algorithm was used for finding the
shortest path between the source and destination QKD nodes.
Another commonly used routing protocol is the
destination-sequenced distance-vector routing protocol [397],
which has also been used in the modeling and simulation of a
practical QKD network [398].

Specifically, Tanizawa et al. [399] discussed the associated
routing requirements and designed bespoke routing solutions
for a QKD network. As shown in Fig. 28, these routing
requirements include choosing the optimal QKD link
associated with sufficient secret keys, handling both encrypted
and unencrypted traffic, allowing sufficiently frequent routing
updates, while consuming no local secret keys through the
routing protocol control packet exchanges. To elaborate a little
further, the control packet exchange between QKD nodes is
required for operating the routing protocol, since it is important
for path selection during secret-key relaying. However, this
traffic does not have the secret key information and is not
required to be encrypted. Hence, it was suggested in [399] that
no local secret keys are used during the control packet
exchange, aiming for saving some precious local secret keys.

The routing solutions designed consist of four components: 1)
an interface architecture of the QKD node for offering a pair of
virtual interfaces to connect both with encrypted and
unencrypted networks; 2) a routing algorithm extending the
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OSPF by considering the amount of secret keys available along
each QKD link as a routing metric; 3) an Internet Protocol (IP)
address allocation scheme connecting both encrypted and
unencrypted interfaces; 4) a routing protocol deployment
approach allowing the management of routing table entries
without consuming any secret keys.

In order to improve the QoS in QKD networks, several
effective routing mechanisms have been presented [400]-[404].
The adaptive stochastic routing algorithms of [400], [401] have
been designed for hiding the routing information and
augmenting the secrecy. A multi-path search algorithm [402]
and a dynamic routing scheme [403] have been designed for
finding available paths in a QKD network, where the best path
is selected as the route based on multiple factors. Yang et al.
[404] proposed a secret-key-aware routing method for finding
the optimal path in a QKD network, while increasing the
success rate of key exchange as well as striking a trade-off
between the secret-key generation and consumption rate on
each QKD link.

The classical channel of the QKD link should also be
considered in the routing decisions of QKD networks since its
performance can affect the quantum channel and vice versa
[405]. Mehic et al. [212] introduced a QoS model for QKD
networks that includes several metrics for characterizing the
states of the quantum and classical channels as well as of the
overall QKD links. They also proposed a routing protocol that
can determine the optimal route in terms of minimum
secret-key consumption.

Moreover, the routing entanglement problem of quantum
networks has recently attracted widespread attention
[406]-[413]. However, the large-scale entanglement-based
quantum networks are still not practical in the real world at the
time of writing.

E. Protection and Restoration

To guarantee the uninterrupted distribution of secret keys in
support of service continuity, a QKD network should be robust
against both node and link failures. These failures can also be



regarded as the physical infrastructure attacks. To construct a
reliable QKD network and ensure its uninterrupted operation,
protection and restoration schemes have to be designed.

The global path protection scheme and rerouting restoration
scheme of QKD networks [379] are illustrated in Figs. 29(a)
and 29(b), respectively. In the global path protection scheme,
two paths (called operational path and protection path) are
identified and configured for each QKD request in advance. A
QKD request may opt for using the protection path, when its
operational path encounters a failure. However, when both the
operational path and the protection path encounter failures, new
paths have to be found, such as the restoration path of Fig.
29(b).

For handling link failures, the so-called
key-volume-adaptive dedicated protection and shared
protection schemes have been conceived for QKD networks
[414]. The authors demonstrated by simulations that the shared
protection scheme outperforms its dedicated protection based
counterpart in terms of its blocking probability and secret-key
consumption. In order to further improve the secret-key
resource utilization for the shared protection scheme, Wang et
al. [415] designed a shared backup path protection scheme for
QKD networks under a single link failure and demonstrated its
benefits by simulations.

As a further development,
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Fig. 29. Illustration of the (a) global path protection scheme and (b) rerouting
restoration scheme for QKD networks.
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demonstrated  the  feasibility of automated QKD
resynchronization following a network path reconfiguration
event using a quantum clock recovery algorithm [167].
Moreover, Wang et al. [416] proposed a so-called secret-key
restoration scheme that involves both one-path, as well as
multi-path, and time-window-based restoration algorithms to
recover normal services in the face of a single link failure in a
QKD network. Their numerical results show that the network
performance of the three algorithms was best for the
time-window-based algorithm, followed by the multi-path and
one-path restoration algorithms.

To elaborate a little further on the causes of link failure,
given the sensitivity of quantum signals to various
physical-layer impairments, an attack on a QKD link can be
launched, for example by increasing the noise above the
threshold to disrupt the distribution of secret keys without
cutting the optical fiber. Such an attack may manifest itself in
form of a denial of service attack, signal injection attack, etc.
Hugues-Salas et al. [369], [370] experimentally investigated
the mitigation of these attacks in a QKD network, achieving
reliable link failure identification after the attack, followed by
rerouting a path to recover the connection for a pair of QKD
devices.

F. Practical Security

Given that the most important feature of QKD networks is
their enhanced security, it is critical that its realistic
implementation does not jeopardize it.

On the quantum side, the imperfections of realistic QKD
devices might cause deviations from the idealized theoretical
models, which may result in vulnerability to many special
attacks. The attacks may occur both at the source and detection
sides of a QKD system, applying photon number splitting [110],
[111] and phase information [417] attacks to the source, Trojan
horse attacks [418]-[420] on the source and detection, detector
blinding and control attacks [421]-[425], and so on. For
example, the photon number splitting attack on imperfect
sources has been addressed by the decoy-state method
[94]-[96], while MDI-QKD [106] can eliminate all detection
attacks. Indeed, a considerable amount of work has been
dedicated to reducing the gap between the theory of QKD and
its corresponding implementations. We refer the reader to a
recent review [31] for more details on various practical
vulnerabilities and advanced countermeasures for QKD
systems. Moreover, Walenta et al. [426] studied the security
certification of commercial quantum technologies from a
practical perspective, enabling commercial QKD network
devices to conform to security standards.

On the classical side, Salvail et al. [427] proposed a method
to guarantee the privacy and authenticity of secret keys, where
some nodes were taken over by an adversary. The proposed
method has the potential of differentiating between authentic
and forged keys, but additionally, it can also reveal malicious
parties in some cases. As a further advance, Cederlof et al. [428]
analyzed the security effects of using a secret key generated by
QKD in the current round for authentication in the subsequent
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Fig. 30. lllustration of using the QKD-based secret keys to enhance the
security of control channels in a SDN-enabled QKD network.

round, where a security weakness of authentication was
discovered and an appealingly simple solution was proposed
for addressing this weakness. Cho et al. [429] discussed a host
of practical issues concerning the secure deployment of QKD
in optical communication systems, and proposed a realistic
system model as well as practical solutions to tackle the
associated  security issues. In [430], four mixed
trusted/untrusted relay placement strategies were devised for
enhancing the security level of QKD deployment over optical
networks, achieving substantial security level improvements
compared to the conventional purely trusted relay placement
strategies.

In practice, the security of the control plane in a QKD
network is very important, since the illegitimate disclosure or
modification of any control/configuration information may
compromise the entire QKD network. Kitayama et al. [431]
used the secret keys of a QKD network to encrypt not only the
user data but also the control signals arriving from the
generalized multi-protocol label switching (GMPLS)
controllers, where the OTP method can be utilized for control
signal encryption, since the control signals tend to be compact.
In particular, several types of control plane attacks may arise in
the context of the SDN technique. These attacks and their
corresponding classical defense techniques have been detailed
in [357], [432]. With respect to the quantum defense techniques
designed for protecting SDN from control plane attacks, Cao et
al. [204] proposed an attractive technique relying on the secret
keys to enhance the security of control channels in a software
defined optical network. As illustrated in Fig. 30, by placing a
QKD node next to the SDN controller and connecting it to
other QKD nodes via QKD links, the security of control
channels in a SDN-enabled QKD network can be enhanced
using the QKD-based secret keys. Furthermore, regarding a
hybrid combination of quantum and classical security schemes,
the secret keys derived from QKD can be combined with
conventional key exchange protocols (e.g., Diffie-Hellman) to
secure the control plane in SDN and NFV environments [433].

G. Cost Optimization
The escalating cost of nodes and links is regarded as one of
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the major barriers to the practical deployment of QKD
networks. Hence, cost optimization is essential for QKD
networks, especially for a QKD backbone network owing to its
large scale and hence potentially excessive cost [434]. At the
time of writing, almost all the practical QKD backbone
networks deployed in the field are trusted relay based QKD
networks, where two types of QKD nodes are required, namely
the QKD backbone node (QBN) and the QKD relay node
(QRN). A QBN acts as the end node (i.e., the source or
destination node of a QKD request®) for the users but it also
incorporates the function of QRNs. The QRNs act as the
intermediate nodes between two neighboring QBNSs, which rely
on trusted relays for QKD distance extension.

To satisfy the performance requirements of network users at

a minimum cost, Allé@ume et al. [435] introduced several
analytical models for optimizing the spatial distribution of both
the QKD nodes and of the QKD links during the QKD network
deployment phase. They also determined where independent
optical fibers have to be deployed as QKD links. By contrast,
deploying QKD over a WDM backbone network is beneficial
in terms of reducing the deployment difficulty and cost, where
a certain fraction of wavelength channels in a WDM backbone
network has to be reserved for QKD links. The cost of
deploying QKD over a WDM backbone network has been
discussed in [378], which is mainly determined by the
following three aspects.

» Cost of QKD transceivers in QKD nodes: Let Cy denote
the cost of a QKD transceiver (i.e., a transmitter and a
receiver). The physical distance between a pair of
neighboring QKD nodes (e.g., a QBN and a QRN, or two
QRNs) is assumed to be fixed and denoted by D (~80 km).
The achievable secret-key rate corresponding to the
physical distance D on a single QKD link is denoted by k.
The number of QKD transceivers required for a QKD
request r at a secret-key rate requirement of v, is

%[l
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where Lgq is the physical distance between a pair of QBNs
sy and dr. Let R denote the full set of QKD requests in a
QKD network. Then, the total number of QKD
transceivers required in a QKD network is
NG =2 N . (2)
reR
* Cost of auxiliary equipment (key manager, optical switch,
multiplexer, demultiplexer, secure infrastructure, etc.) in
QKD nodes for QKD networking: The costs of auxiliary
equipment in a QBN and a QRN are assumed to be fixed
as Cg and Cr, respectively. The total number of QBNs in a
QKD network is denoted by Ng. The number of QRNs
required for a QKD request r is

8The QKD request is defined as a request that has a specific secret-key rate
requirement between a pair of distant QKD users.
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N; = {E“—lw. (3)
Then, the total number of QRNs required in a QKD
network is
NF=>"Nj. (4)

reR

* Cost of QKD links: Two types of channels, i.e., quantum
and classical channels have to be established as QKD
links. The cost of QKD links is directly associated with
the number of quantum and classical channels as well as
the physical length of QKD links. Let Cw denote the cost
per kilometer of a wavelength channel on a fiber link. The
physical length of QKD links for a QKD request r is

r Vi
LW = 2? Lsd . (5)

Then, the total required physical length of QKD links in a
QKD network is
L =2 L (6)
reR
Based on the above formulation, Cao et al. [378] defined a
cost-oriented model for deploying QKD over a WDM
backbone network as follows:

CTotal:CUN5+CBNB+CTNTR+CWL5\11 ()

where Cro is the total cost of QKD network deployment,
which is composed of four terms, covering the cost of QKD
transceivers in all the QBNs and QRNs, the cost of auxiliary
equipment in all the QBNSs, the cost of auxiliary equipment in
all the QRNSs, and the cost of QKD links. Notably, the
physical-layer parameters such as secret-key rate, physical
distance, and the layout of QRNSs have been incorporated in this
cost-oriented model. The above equations (1) to (7) correspond
to the equations (1) to (7) formulated in [378], respectively. In
the above formulation, the QBNs and some QRNSs can be
shared among different QKD requests (i.e., the components
related to different requests may be placed at the same node),
but the components such as QKD transceivers are not shared by
different QKD requests. This is because the QKD requests are
independent of each other.

In [378], two methods, i.e., an ILP model and a heuristic
algorithm, have been proposed for optimizing the cost of QKD
network deployment. Specifically, the items used for cost
optimization of QKD networks are listed in Table XV, where
three cases are considered, including a rather pessimistic case
having fixed cost values (Case 1), an optimized case with fixed
cost values (Case 2), and a dynamic case with flexible cost
values (Case 3). It should be noted that the final results may be
highly dependent on these assumed cost values.

Through numerical simulations, the total QKD network cost
versus the number of QKD requests in three cases under the
ILP model, heuristic algorithm, and a benchmark (involving
random routing and random channel allocation) is illustrated in
Fig. 31. The ILP model cannot be adopted in Case 3, where the
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TABLE XV

CoST VALUES USED FOR COST OPTIMIZATION OF QKD NETWORKS [378]

Casel | Case2 Case 3
NS >1 >1 1 2-2,000 >2,000
Cy (US$) | 40,000 | 10,000 | 40,000 | —15NJ +40,000 | 10,000
Cs (US$) | 30,000 | 10,000 | 30,000 | —10N +30,000 10,000
Cr (US$) | 20,000 | 5,000 20,000 | —7.5N§ +20,000 | 5,000
Cw (USS) | 8 5 8 —0.0015N; +8 5

cost-oriented model is nonlinear, because the cost values are
made flexible. It can be observed in Fig. 31 that the heuristic
algorithm delivers similar results to the ILP model.
Furthermore, both the ILP model and heuristic algorithm
significantly outperform the benchmark in Cases 1 and 2. The
total QKD network cost increases with the number of QKD
requests in Cases 1 and 2, since the required number of QKD
network elements becomes larger and the cost values of the
elements are fixed. In Case 3, the total QKD network cost
increases non-linearly with the number of QKD requests,
because the component cost values depend on the total number
of QKD transceivers required. Hence, the cost optimization of
the ILP model or heuristic algorithm relative to the benchmark
in Case 3 is directly related to the assumptions about the
component cost values. Moreover, Case 2 shows the lowest
total QKD network cost because the optimized cost values
based on photonic integration and publicly funded
development are adopted.

It is important to note that the above modeling and analysis is
only one of the QKD network cost optimization options based
on trusted relays. Depending on the diverse types and
requirements of QKD networks as well as the different cost
values, various novel cost optimization solutions for QKD
networks may be conceived. Specifically, the cost optimization
of hybrid trusted/untrusted relay based QKD deployment over
optical backbone networks has been addressed in [436].
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Fig. 31. llustration of the total QKD network cost versus the number of QKD
requests in three cases under the ILP model, heuristic algorithm, and
benchmark (14-node 21-link NSFNET topology, v, = k) [378].



H. Multi-User QKD

Multi-user QKD networks exhibit an improved cost
efficiency. Since Townsend et al. [437] first exploited the
properties of a PON to realize one-to-any QKD in 1994,
numerous investigations have been dedicated to multi-user
QKD access networks. By extending the schemes described in
[437], Phoenix et al. [438] implemented any-to-any QKD in an
optical network. Moreover, Townsend [136] designed a
practical scheme for multi-user QKD and demonstrated its
operation in a PON.

With respect to different PON techniques, Kumavor et al.
[439] compared four different PON topologies (including
passive-star, optical-ring, wavelength-routed, and
wavelength-addressed bus architectures) in realizing multi-user
QKD, demonstrating their applicability for serving networks of
different sizes. The major findings of [439] were that the star
network supported the lowest number of users, the ring
topology had the highest key rate for networks with less than 60
users, the wavelength-routed network was independent of the
number of users, and the wavelength-addressed bus network
performed favorably for networks only supporting a few users.
Based on a wavelength-addressed bus architecture, Kumavor et
al. [440] implemented and experimentally investigated a
six-user QKD network relying on a bus topology, where the
bus was a standard telecommunication fiber with the total
length of 30.9 km. As a further development, Fernandez et al.
[441] tested both point-to-point and point-to-multipoint PON
architectures in the context of multi-user QKD. In [442],
different implementation options have been critically appraised
for employment in multi-user QKD relying on optical access
networks, covering point-to-point Ethernet, Ethernet PON,
GPON, WDM PON, WDM/TDM PON, etc. Inspired by
[439]-[442], the numbers of QKD users that can be
accommodated by diverse PON architectures can be further
compared and optimized. Meanwhile, a number of studies have
been carried out for characterizing the different aspects of QKD
over PONSs, such as quantum information to the home [137],
seamless integration [231], [443], and their security analysis
[444].

Elmabrok et al. [445] proposed the practical setups that
facilitate wireless access to hybrid quantum-classical networks.
Some other available dimensions, such as the time and code
domains, have been employed in the investigations of
time-division multiple access and code-division multiple access
(CDMA) based multi-user QKD networks [446]. Following the
principle of CDMA, a quantum spread spectrum multiple
access scheme has been designed in [447].

In particular, a multi-user quantum access network has been
experimentally demonstrated in [130], which can bring QKD
closer to practical applications. Several important issues such
as the associated wavelength assignment [382] and finite-key
effects [448] have also been investigated in the context of
quantum access networks. Cai et al. [449] characterized a
quantum access network supporting peer-to-peer multimedia
service between optical network units (ONUS), while realizing
direct quantum and classical ONU-ONU communications with
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an “N:N” splitter. Furthermore, a multi-user QKD network
based on entanglement has been proposed and theoretically
studied in [450].

When it comes to applications, the novel concept of QaaS
has been proposed in [201], [366], which allows multiple users
to apply for dedicated QKD services relying on secret keys
acquired from the same QKD network infrastructure. On the
other hand, multi-tenancy is regarded as a cost-effective
technique of employing secret keys, where each tenant is a
high-security user who needs secret keys from the QKD
network infrastructure. The offline multi-tenant key provision
problem has been addressed in the context of QKD networks by
upon controlling a secret-key rate sharing scheme by a heuristic
algorithm [200]. A more advanced online version has been
optimized by using heuristics and reinforcement learning [389].
Finally, a multi-tenant metropolitan QKD network has been
described and experimentally characterized in [202].

VII.

The industrial-scale roll-out of QKD networks still faces a
lot of challenges, where standardization plays a crucial role in
terms of ensuring the compatibility of components produced by
different global suppliers. Motivated by the QKD advantages,
multiple standardization bodies (e.g., ETSI, ITU-T, ISO/IEC,
IETF, IEEE, and CSA) are working on QKD standards. Table
XVI summarizes the standardization efforts in QKD and the
Qinternet from these groups.

A. ETSI

The ETSI industry specification group for QKD (ISG-QKD)
was established in 2008, and has been as instrumental in
promoting QKD standardization as ITU-T. Specifically, ETSI
ISG-QKD has developed a series of group specifications and
reports for QKD. L&nger et al. [484] detailed the intention of
establishing the ETSI ISG-QKD, which is essentially the
creation of universally accepted QKD standards. Weigel et al.
[485] further emphasized the need for QKD standardization
and highlighted the ETSI approach to standardizing QKD. In
Table XVI we listed different group reports and specifications
at a glance.

B. ITU-T

Since 2018, the ITU-T Study Group 13 (SG13) and Study
Group 17 (SG17) have been working on new study items on the
standardization of QKD networks, as listed in Table XVI. In
October 2019, the first QKD-related ITU-T recommendation
Y.3800 [65] was published to provide an overview on networks
supporting QKD, covering the relevant conceptual structure,
layered model, and basic functions facilitating the
implementation of QKD networks. Table XVI lists a set of
ITU-T recommendations that have reached different state of
maturity.

Moreover, in order to provide a collaborative platform for
pre-standardization aspects of quantum information technology
with an emphasis on networks, the ITU-T Focus Group on
Quantum Information Technology for Networks (FG-QIT4N)

STANDARDIZATION EFFORTS
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was established in September 2019.

C. ISO/IEC
The ISO/IEC JTC 1/SC 27 is a standardization subcommittee

operating under the auspices of the Joint Technical Committee
1 (JTC 1) of ISO and IEC, contributing to the development of
standards for the protection of information as well as

TABLE XVI
SUMMARY OF STANDARDIZATION EFFORTS IN QKD AND THE QINTERNET
Group Serial Number Subject Type Year/ Ref.
Status
GS QKD 002 QKD use cases Group specification | 2010 [451]
GR QKD 003 QKD components and internal interfaces Group report 2018 [213]
GS QKD 004 QKD application interface Group specification | 2020 [221]
GS QKD 005 QKD security proofs Group specification | 2010 [452]
GR QKD 007 QKD vocabulary Group report 2018 [453]
GS QKD 008 QKD module security specification Group specification | 2010 [454]
GS QKD 011 Optical component characterization for QKD systems Group specification | 2016 [455]
ETSI GS QKD 012 Device and communication channel parameters for QKD deployment Group specification | 2019 [66]
GS QKD 014 Protocol and data format of REST-based key delivery API Group specification | 2019 [222]
GS QKD 015 QKD control interface for SDN Group specification | 2021 [217]
GS QKD 010 Protection against Trojan horse attacks in one-way QKD systems Group specification | Drafting [456]
GS QKD 013 Characterization of optical output of QKD transmitter modules Group specification | Drafting [457]
GS QKD 016 Common criteria protection profile for QKD Group specification | Drafting [458]
GR QKD 017 QKD network architectures Group report Drafting [459]
GS QKD 018 QKD orchestration interface of SDN Group specification | Drafting [460]
GR QKD 019 Design of QKD interfaces with authentication Group report Drafting [461]
Y.3800 Overview on networks supporting QKD Recommendation 2019 [65]
Y.3801 Functional requirements for QKD networks Recommendation 2020 [462]
Y.3802 QKD networks - Functional architecture Recommendation 2020 [463]
Y.3803 QKD networks - Key management Recommendation 2020 [297]
Y.3804 QKD networks - Control and management Recommendation 2020 [464]
Y.3805 QKD networks - SDN control Recommendation 2021 [218]
Y.3806 QKD networks - Requirements for QoS assurance Recommendation 2021 [465]
X.1702 Quantum noise random number generator architecture Recommendation 2019 [466]
X.1710 Security framework for QKD networks Recommendation 2020 [467]
. X 1712 izcnu;éteyn:’:gtuirements and measures for QKD networks - Key Recommendation 2021 [468]
X.1714 Key combination and confidential key supply for QKD networks Recommendation 2020 [469]
Y.3807 QKD networks - QoS parameters Recommendation Drafting [470]
Y.3808 Framework for integration of QKD network and secure storage network | Recommendation Drafting [471]
Y.3809 QKD networks - Business role-based models Recommendation Drafting [472]
Y.QKDN-qos-fa Functional architecture of QoS assurance for QKD networks Recommendation Drafting [473]
X.sec-QKDN-tn Security requirements and designs for QKD networks - Trusted node Recommendation Drafting [474]
;(.sec_QKDN_lntr ﬁstcvldg:i ;’E?rigrterznc(i:trse sfor integration of QKD networks and secure Recommendation Drafting [475]
X.sec_QKDN_CM | Security requirements for QKD networks - Control and management Recommendation Drafting [476]
X.sec_QKDN_AA cAr;tph:)gtrlaCSE;n and authorization in QKD networks using quantum safe Recommendation Drafting [477]
CD 23837-1 Secur_ity requirements, test and evaluation methods for QKD — Part 1: Standard Drafting [478]
ISO/IEC Requirements :
CD 23837-2 Ei\elcatljlrjggc:’sqatggetr:;?% rts:iﬁcr)léjsevaluatlon methods for QKD — Part 2: Standard Drafting [479]
\ETE draft-irtf-girg-prin.. | Architectural principles for a Qinternet Internet-draft 2021 [480]
draft-irtf-girg-qua.. | Applications and use cases for the Qinternet Internet-draft 2021 [481]
IEEE P1913 Software-defined quantum communication Standard Drafting [482]
CSA N/A Introduction to QKD Research artifact 2015 [483]




information and communications technology (ICT). In 2017, a
study period project was launched in ISO/IEC JTC 1/SC 27
targeting the security requirements, test and evaluation
methods of QKD. This project has reached fruition in 2019,
based on which a new work item was approved and initiated to
develop two-part standards, specifying both the security
requirements of QKD [478], as well as the security evaluation
and testing methods [479]. Both parts are under development at
the time of writing. The standard [478] aims for identifying the
potential attacks from the perspective of theoretical model
violation, and for characterizing the overall technical
requirements, while the standard [479] will provide support for
validating the conformity of the security requirements based on
the expected security assurance requirements.

D. IETF

The IETF Quantum Internet Research Group (QIRG) was
established in 2018 to promote the research on Internet-scale
quantum communications. The Internet-draft [480] introduces
some of the basic architectural principles of the Qinternet, and
outlines the vision of fundamentally enhancing the Internet
technology by enabling ultimately secure quantum
communications between any two points in the world. As a
further advance, the Internet-draft [481] gives an overview of
promising applications to be supported by the Qinternet.

E. IEEE

In 2016, IEEE launched a working group to develop a new
standard for software-defined quantum communication [482].
This standard intends to specify a software-defined quantum
communication protocol for supporting the configuration of
quantum-enabled endpoints in a communication network. Such
a protocol resides at the application layer of the common
Transmission Control Protocol (TCP)/IP model, which will
facilitate future integration with the SDN and OpenFlow
concepts. The standard [482] will also define some commands
for quantum device configuration to enable the control of the
transmission, reception, and operation of quantum states. The
main objective is to manage the parameters that describe the
preparation, measurement, and readout of quantum states.

F. CSA

In 2014, the CSA Quantum-Safe Security Working Group
(QSSWG) was launched to identify quantum-safe methods for
protecting data across networks in the industrial sector. The
goal of this working group is to provide support for the
quantum-safe cryptography community in their efforts to
protect sensitive data. QKD is one of the salient quantum-safe
methods considered by this working group [483].

VIIl. ON THE ROAD TO THE QINTERNET: APPLICATION
SCENARIOS

The QKD network forms a stepping stone on the road to the
Qinternet, which plays an essential role in providing long-term
security for numerous applications. In this section, we discuss
some promising application scenarios relying on QKD
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Fig. 32. Stages in the development of a Qinternet [50].

networks.

A. First Stage of the Qinternet

The QKD networks relying on trusted relays have evolved
from the lab to preliminary real-world applications. It is
important to note that these networks only constitute the first
stage of the Qinternet [50], as portrayed in Fig. 32. The first
stage differs significantly from the evolutionary stages, which
cannot achieve the end-to-end transmission of quantum states
owing to the absence of quantum repeaters. This stage may
incorporate some useful evolutionary components for later
stages. QKD networks reaching this stage can be upgraded by
replacing some trusted relays with untrusted relays relying on
MDI-QKD protocols [430], [436]. Finally, a QKD network
relying on quantum repeaters would reach the second stage of
the Qinternet featured in Fig. 32. The higher stages include all
the functionalities of the previous stages, hence the QKD
network can also be regarded as a subset of the future
Qinternet.

B. QKD Applications in ICT Systems

Similar to the applications of classic key distribution
algorithms routinely employed in ICT systems, QKD can be
used in conjunction with well-established protocols to build
high-security ICT systems. Following the classic TCP/IP
model, these typical protocols are attached to different layers
(i.e., link, Internet, transport, and application layers from
bottom to top), as illustrated in Fig. 33. By contrast, no
universal network stack is available for the Qinternet at the time
of writing, which still requires further specifications. Based on
the group specification ETSI GS QKD 002 [451], several
integration possibilities of QKD into the different layers of ICT
systems are described as follows.

1) Link Layer: QKD may be utilized to provide secret keys
for the point-to-point protocol (PPP) of [486] and for the IEEE
802.1 media access control security (MACsec) [487]. The PPP
is widely used for connecting a pair of nodes over a
point-to-point link in the operational computer network. The



encryption control protocol (ECP) of [488] is in charge of
configuring and enabling the encryption functionality in PPP,
while the key agreement may rely on QKD. The IEEE 802.1
MACsec is capable of supporting a connectionless service,
which offers data confidentiality, integrity, and authenticity for
authorized devices connecting to a local area network or
interconnecting local area networks. Explicitly, the MACsec
key agreement protocol may be replaced by QKD. Additionally,
a point-to-point QKD link that connects a pair of QKD devices
can be integrated with a link encryptor for creating a
QKD-based link encryptor, which can use the symmetric secret
keys generated by QKD in symmetric-key cryptosystems for
encrypting the tele-traffic on communication links.

2) Internet Layer: QKD may also be readily used as a part
of the Internet Protocol Security (IPsec) [489]. The IPsec is a
network protocol suite that authenticates and encrypts the IP
packets of data for securing communications over an IP
network, which is commonly adopted in VPNs. In the IPsec
protocol suite, Internet Key Exchange (IKE) [490] is one of the
pivotal protocols utilized for establishing a security association.
Conventionally, IKE employs a Diffie-Hellman key exchange
protocol for setting up a shared session’s secret keys. By
introducing QKD, IKE may conveniently invoke the shared
secret keys derived from QKD for IPsec payload encryption
[491].

3) Transport Layer: QKD may also be seamlessly
integrated with the transport layer security (TLS) protocol of
[492] and its predecessor, namely the secure sockets layer (SSL)
protocol [493]. The TLS and SSL are popular cryptographic
protocols capable of providing end-to-end security for secure
communications over a computer network. Before a client and
a server can start communicating across a network using the
TLS/SSL protocol, they must securely exchange or agree upon
a secret key used for encrypting their data. Typically the
conventional key exchange/agreement approaches (e.g., RSA
and Diffie-Hellman) are utilized in TLS/SSL. In contrast to the
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Fig. 33. Application of QKD in ICT systems following the TCP/IP model.
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conventional classical-domain approaches, QKD holds the
promise of supplying the secret keys in a more secure fashion in
the future. Hence, QKD may be used in TLS/SSL for
enhancing the security of message authentication and
encryption.

4) Application Layer: Numerous applications can use the
secret keys generated by QKD for user authentication, message
authentication, and service (e.g., Vvoice-only telephone
communication and video conference) encryption. Moreover,
QKD may also be readily utilized in conjunction with the
Diffie-Hellman protocol within secure shell (SSH) sessions for
high-security service deployment [433].

C. Application Areas

By amalgamating QKD networks and the existing ICT
systems, a variety of QKD-protected applications have
emerged in diverse many areas. For example, a QKD network
is capable of securing the critical links of financial institutions
and government agencies. Furthermore, a QKD link has been
deployed in sporting events such as the 2010 FIFA World Cup
[169]. Some typical application areas of QKD networks are
depicted in Fig. 34 and described in the following paragraphs.

1) Finance and Banking: The financial industry, especially
the banking industry, handles a significant amount of highly
sensitive and valuable data, such as transactions, client data and
proprietary information, and so on. QKD enables financial and
banking institutions to protect their data for ultimate and
future-proof security. In 2004, the first QKD-secured bank
transfer took place between the headquarters of an Austrian
bank and the Vienna City Hall [494], where secret keys were
distributed on demand between the two sites via a QKD system.
In [495], a scenario of using QKD within IPsec for securing the
critical financial transactions in Switzerland was described and
analyzed. The financial institutions in Switzerland have also
employed commercial QKD systems for securing their
networks for disaster recovery. Based on the existing QKD
networks, many Chinese banks have implemented
QKD-secured data transfer as well as the online banking and
transactions for enterprise users [46], [185]. Considering that
authentication in online banking systems is potentially
vulnerable to attacks such as phishing, QKD can be adopted to
enhance the standard authentication in online banking systems
[496]. At the time of writing, the Dutch bank is preparing to use
MDI-QKD for providing ultra-secure connections.

2) Governments and Defense: Of all entities, governments
and defense agencies have the longest-lasting data security
requirements, stretching for decades in the case of official
secrets. QKD can offer long-term data security for
governments and defense agencies to guarantee their data
sovereignty. Generally, a dedicated security system (e.g., VPN)
is utilized in a government or defense agency to provide a high
level of data confidentiality, integrity, and authenticity for their
communications systems. In 2007, the Swiss government
successfully applied QKD for securing a dedicated line used to
count the ballots of national elections [497]. In [498], a
QKD-based voting scheme protected against
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man-in-the-middle attacks has been presented. Furthermore, a
QKD metropolitan network constructed in Jinan [30], [46],
[153] has been used by numerous government employees to
protect their secrets. Similarly, a government QKD network is
being  implemented to  secure intra-governmental
communications in the Australian capital Canberra. Finally,
several studies have reported on the application of QKD for
enhancing the security of VPNs [499], [500].

3) Cloud and Data Centers: Huge amounts of highly
confidential data are stored in the cloud and data centers. As
more and more organizations use the cloud and data centers to
backup, store, and recover data, ensuring data privacy and
security has become of paramount importance. Given that
conventional security solutions will soon become vulnerable to
the threats posed by quantum computing, QKD has the
potential of increasing the security of cloud data protection and
data center interconnection. In the Netherlands, a QKD link has
been demonstrated to secure the data transfer between the
Siemens data centers in The Hague and Zoetermeer [501],
while KPN has implemented end-to-end QKD in its network
between the KPN data centers in The Hague and Rotterdam
[502]. In China, the Beijing-Shanghai QKD network [46], [181]
has been used for securing the data center backup between
Beijing and Shanghai. In the sector of corporate cloud security
applications, several companies such as Acronis and Alibaba
are also applying quantum-safe encryption to cloud data
protection [503]. With respect to the application of QKD for
cloud computing, a series of problems have been addressed,
covering access control [504], authentication [505], data and
privacy security [506], cloud containers [507], as well as cloud
storage and data dynamics [508].

4) Critical Infrastructures: A critical national infrastructure
supports the essential services that underpin society, which
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contains a number of sectors, such as energy, transport, and
telecom. The threats (e.g., malicious data tampering and service
outages) inflicted upon the critical infrastructures may cause
economic damage as well as disruption to both corporate and
national services. As a remedy to these threats, QKD holds the
potential of providing long-term protection and forward
secrecy for the critical infrastructures. The application of QKD
networks for protecting the energy grid is being investigated by
several institutions, such as the State Grid Corp of China as
well as the Oak Ridge and Los Alamos National Labs, with the
objective of ensuring safe and stable operation of the entire
energy grid. Meanwhile, some telecom operators and service
providers (e.g., Telef&ica, China Telecom, and British
Telecom) around the world are studying the feasibility of
integrating QKD systems with the existing fiber infrastructures
for securing data transfer across their telecoms networks.
Moreover, QKD can be readily utilized for enhancing the
security of aeronautical telecommunication networks [509]. An
architecture of network-centric quantum communications has
been applied for the protection of critical infrastructures, as
detailed in [198], whereas the application of QKD for
multi-source data security protection of the smart grid has been
discussed in [510].

5) Healthcare: Healthcare organizations also require highly
reliable networks for the transmission of sensitive information,
such as patient records, including names, addresses, dates of
birth, social security records, and clinical records. However,
without protection, the transmission of sensitive information
across networks is at risk from cyber-attacks. Such
cyber-attacks may affect patients (e.g., threatening their
personal information and health) and cause significant financial
and credit losses for healthcare organizations. In the near future
era of quantum computing, QKD can be used by healthcare
organizations for protecting their data in both the current and
future security landscape. To protect the sensitive data relevant
to human genomes and health throughout its lifetime, a storage
system based on QKD has been presented in [511], which has
exceptional storage longevity. As a further application of QKD
for offering both storage and access security concerning
personal health records in a cloud environment has been
investigated in [512]. In 2020, Toshiba and ToMMo reported
on the successful demonstration of real-time transmission of
genome sequence data secured by QKD [513], validating the
practical applications of QKD not only in the fields of genomic
research and but also in genomic medicine.

6) Space and Mobile Applications: Space and mobile
applications that enable multiple users to seamlessly access
networks can also benefit from the ultimate future-proof
security provided by QKD. Accordingly, the application of
QKD is promising to cover the entire globe, including both
fiber as well as wireless terrestrial and satellite networks. With
respect to space communications, QKD can be adopted for
securing access to a satellite, as well as for communications
between ground stations, and for satellite-to-satellite
communications [514]. In this regard, a series of projects
dedicated to space-based quantum communications have been



announced in [196]. Moreover, an intercontinental video
conference was held between China and Austria [48], relying
on the combination of a satellite-based QKD network with
fiber-based QKD metropolitan networks. As a further
development, the application of QKD for securing smartphones
in a multiuser mobile network has been implemented by
harnessing the Tokyo QKD network [206], [511], [515]. The
integration of QKD into wireless networks has been analyzed
in [516], whereas a QKD system using optical wireless
communication links for telephone networks has been studied
in [517]. In particular, a commercial QKD-enhanced mobile
phone has been developed by QuantumCTek in collaboration
with ZTE [518], while China Telecom and QuantumCTek are
jointly promoting the development of quantum encrypted
phone calls relying on a special SIM card and smartphone app
[519]. From the perspective of mobile network infrastructures,
an experiment demonstrating the feasibility of QKD-secured
inter-domain fifth generation (5G) service orchestration has
been performed [520], while a field trial of dynamic QKD
networking relying on the Bristol city 5GUK test network has
been reported on in [127]. In [521], QKD-assisted 5G network
slicing has been demonstrated. Moreover, a QKD network
testbed is being developed in Eindhoven to provide quantum
encryption as a service on demand for maintaining ultimate
end-to-end security, which will have connections both to
optical access networks and to 5G testbeds [138].

IX. FUTURE RESEARCH DIRECTIONS

This survey paves the way for the interdisciplinary
cross-community dialogue on architecting the Qinternet, and
reveals that QKD networks have a huge potential in terms of
providing future-proof security for compelling applications and
open interesting new perspectives. In this section, we discuss a
range of open topics on QKD networks and beyond for future
research, as illustrated at a glance in Fig. 35.

A. QKD Network Itself

In addition to the above subjects, there are numerous open
challenges in the research and popularization of QKD networks,
some of which are outlined as follows.

1) Network Coding: Network coding [522] has been widely
analyzed in the context of classical networks, but a range of
specific problems should be addressed to enable network
coding to be exploited in QKD networks. The reliance on the
trusted relays in QKD networks can be alleviated with the aid
of network coding [299], which can assist in multicasting secret
keys from multiple transmitters to multiple receivers [523].
This would pave the way for realistic public multi-user QKD
systems [524]. In particular, a novel network coding paradigm,
termed as quantum network coding, has been proposed in [525],
but most studies still only focus on its theoretical aspects
[526]-[530]. A particularly promising area of research is to
conceive solutions for all low trust-levels of the relays, such as
the trusted relays seen in Fig. 7, as well as for different quantum
memory requirements in supporting the evolutionary
development of the Qinternet.
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2) Performance Enhancement: To provide forward secrecy
and long-term protection for more and more users across the
future Qinternet, the performance of QKD networks has to be
enhanced. Extending the distance and increasing the secret-key
rate of QKD networks would require the invention of new
QKD protocols and devices. Notably, the TF-QKD [107] and
PM-QKD [108] protocols hold the promise of overcoming the
rate-distance limit of the existing point-to-point QKD protocols,
whereas chip-based QKD combined with integrated photonic
devices enables the large-scale practical deployment of QKD
[329]. Both the recently invented QKD protocols and devices
need further research for facilitating their implementation in
practical QKD networks. On the theoretical front, the
mathematical models of QKD networks also require further
investigations in order to accurately describe and evaluate the
performance of practical QKD networks having heterogeneous
topologies and QKD protocols [531], [532]. Specifically, a
sophisticated QKD network that supports the reconfiguration
of devices to support diverse QKD protocols will potentially
improve the agility and flexibility as well as compatibility of
QKD networks [533]. Moreover, the integration of QKD with
existing optical networks requires performance enhancements
to facilitate the roll-out of QKD networks [436], while the
family of satellite-constellation based QKD networks also has
to be further explored for constructing global QKD networks.

3) Testing and Verification: The main characteristics of
practical QKD networks have been reported by the QKD
device vendors and network operators themselves. However,
hitherto no official testing and verification schemes specific to
QKD networks have been devised. Walenta et al. [426]
described a suite of alternative options to enable QKD network
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devices to be compliant with well-established security
certification standards. The group specification ETSI GS QKD
011 [455] has outlined the measurement methods to be used for
various parameters of the individual components in QKD
systems. Naturally, guaranteeing the validity and impartiality
of testing and verification for QKD networks is a vitally
important issue. Hence widely ratified uniform testing and
verification standards, instruments, and platforms have to be
developed for different QKD networks. Ideally, an independent
evaluation facility should be established for conducting tests on
QKD networks under different conditions and validate the
functionalities claimed by the network providers.

4) Commercialization: At the time of writing, a variety of
commercial QKD devices are available and many practical
QKD networks have been deployed. Nonetheless, the
establishment and commercialization of QKD networks using
commercial QKD devices still face countless obstacles. Battelle
[534] has compared custom-built and commercial QKD
systems in a controlled laboratory environment, with the
objective of characterizing the performance attained in
real-world metropolitan and long-haul environments. The
family of handheld mobile QKD devices [535] still requires
further research for commercialization. Moreover, the
implementation security of QKD networks is one of the major
obstacles in the way of wide-spread commercialization, since
an attacker might maliciously use the imperfections of the QKD
network to paralyze it. Thus, sophisticated countermeasures
should be continuously invented and updated to guard against
the implementation loopholes in order to widely roll out secure
QKD networks in commercial public environments.

B. QKD Network Integration with Other Technologies

We briefly mention here some of the research topics on QKD
network integration with other advanced technologies, which
are of particular interest to the multidisciplinary research and
engineering communities.

1) Post-Quantum Cryptography: Besides QKD networks,
post-quantum cryptography is another potential approach to
provide quantum-safe security [14]-[19], which relies on
algorithms that have been proven to be safe against known
quantum attacks. Given that the post-quantum algorithms are
implemented entirely in software, post-quantum cryptography
has the advantage of being compatible with existing security
platforms. In reality, QKD currently cannot replicate all the
functions of conventional cryptosystems. The post-quantum
cryptography and QKD solutions constitute a pair of parallel
research directions, neither of which has yet found widespread
application in practice. In the immediate future, post-quantum
cryptography is expected to be integrated with QKD [27], [536]
for constructing an intrinsically amalgamated security platform
for quantum-safe cryptosystems.

2) Blockchain: A blockchain constitutes a distributed and
public ledger platform, which promotes reaching a consensus
in a large decentralized network of parties who do not trust each
other. Blockchain ledgers may consist of almost anything of
value, such as identities, loans, land titles, and logistics
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manifests. One of the most prominent applications of
blockchain is cryptocurrency, e.g., Bitcoin [537]. Although
blockchain is traditionally considered secure, it is vulnerable to
attacks from quantum computers [538]. Several studies have
focused on post-quantum blockchain solutions [539]-[541]
conceived for securing the blockchain with the aid of
post-quantum cryptography. On the other hand, QKD is a
promising technique of tackling the special challenges facing
blockchain in the quantum era. The feasibility of establishing a
quantum-safe blockchain platform based on QKD for
providing authentication has been demonstrated in an urban
QKD network [542]. Furthermore, a framework of
quantum-secured permissioned blockchain relying on adopting
a QKD-based digital signature scheme has been presented in
[543]. Therefore, how to integrate QKD networks with
blockchain to build a highly secure blockchain platform has
become an inspirational research topic.

3) Internet of Things: The Internet of Things (loT) is
constituted by a giant network of connected things or objects, in
which all physical objects are connected to the classical
Internet and exchange data through network devices or routers.
The 10T will become an integral part of our daily lives in the
near future. However, many serious concerns have been raised
about its security and privacy risks. Indeed, a highly robust
cryptosystem is required for loT. The post-quantum loT
concept has been envisioned by incorporating post-quantum
cryptography into the 1oT for securing 10T systems against the
impending known attacks by quantum computing, which has
become an active area in 10T research [544]-[551]. By contrast,
the quantum loT combining quantum cryptography (especially
QKD) with the 10T requires more research attention, given that
it is in its infancy [552]-[555]. The integration of QKD
networks with 10T provides a solid foundation for securing the
10T in the quantum world.

4) Wireless Networks: To date, most practical QKD
networks have used wired links (i.e., optical fibers) and nodes
at fixed physical locations. In addition to quantum-assisted
wireless communications that exploit the computing power
offered by quantum computing to improve the performance of
wireless systems [556], some preliminary studies suggested
that QKD is capable of providing a high level of security for
users and services in next-generation wireless networks [127],
[138], [520], [557]-[559]. Inspired by the progress in the field
of free-space QKD and mobile terminals, such as
quantum-aided satellites [75] and quantum-aided drones
[560]-[562], wireless/mobile QKD has become a valuable
research direction. For example, the feasibility of wireless
QKD in indoor environments has been studied by the authors of
[563]. Additionally, the feasibility of QKD operating in the
Terahertz regime over short distances has also been explored
[564]. In reality, QKD is capable of replacing classical key
negotiation algorithms (e.g., Diffie-Hellman algorithm [10])
used in wireless scenarios such as 10T and mobile. Both offline
and online secret-key generation using QKD are possible for
wireless networks. The former option has been reported in
[518], [519]. More concretely, a microSD can access the QKD



network offline through a secret-key charger and be installed in
the mobile phone or 10T device. Then the secret keys in the
microSD can be used for securing wireless communications.
On the other hand, online secret-key generation demands
further research on QKD over wireless channels, since it is still
in its infancy.

C. Beyond QKD Networks

Beyond practical QKD networks, we turn our attention to
future quantum networks that have not as yet been rolled out in
practice and require further cutting-edge research.

1) Entanglement-Based QKD Networks: Entanglement is
one of the most extraordinary features in the quantum world
[565], with many applications in the field of quantum
information science, such as QKD and quantum teleportation
[566]. Entanglement-based QKD has bright prospects for
future applications, since it has the potential of providing DI
security potentially leading to a global quantum repeater based
QKD network. At the time of writing, only a handful of
entanglement-based QKD experiments have been carried out,
as exemplified by optical fiber [567], free space [568], and
satellite [324] based studies. Moreover, entanglement
distribution in optical networks has been studied theoretically
in [569] and experimentally demonstrated in [570]. The
feasibility of entanglement-based metropolitan QKD networks
has been confirmed by the field trial of [165]. Despite the
technical advances in entanglement-based networks
[571]-[573], further long-term efforts are required for a fully
entanglement-based QKD network to reach a commercial level
of maturity for practical services. The essential hardware such
as quantum processors and quantum memory must be further
developed in support of fully entanglement-based QKD
networks.

2) Quantum Teleportation: Quantum teleportation [566]
enables unknown quantum states to be faithfully transferred
between distant nodes over long distances in a network.
Long-distance quantum teleportation underlies the realization
of global gquantum communications and large-scale quantum
networks [37], [574]. The experiments based on long-distance
quantum teleportation through both optical fiber and free space
have been reviewed in [575]. Quantum teleportation has also
been demonstrated both in the context of metropolitan
networks [576], [577] and quantum satellites [578]. Although a
number of technologies have been developed for quantum
teleportation implementations in quantum networks [135],
[575], [579], the future progress in real-world applications of
reliable long-distance quantum teleportation is required.

3) Quantum Secure Direct Communication: In addition to
QKD and quantum teleportation, quantum secure direct
communication (QSDC) [580], [581] is another extremely
promising branch of quantum communication, in which secret
messages are transmitted directly over a quantum channel
without key distribution. The secure direct nature of QSDC
makes it an important cryptographic primitive for constructing
the protocols of quantum direct secret sharing [582], [583],
quantum signature [584], and quantum dialogue [585], [586].
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Numerous promising QSDC protocols have been proposed
[580], [587]-[590], some of which have also been
experimentally implemented [591] and demonstrated in QSDC
networks [592]. To elaborate a little further, apart from its
ultimate security, the convincing benefit of QSDC is that it is a
truly quantum-domain protocol.

4) Quantum Internet: QKD has many applications over the
classical Internet [593], [594]. In order to accomplish some
tasks that are impossible by using purely classical information
within the classical Internet, a vision of the Qinternet [51] has
been presented, which can interconnect quantum information
processors through quantum channels for supporting radical
applications that are out of reach for the classical Internet. A
technical roadmap for developing the full-blown Qinternet has
been proposed in [50], where the initial developmental stage is
the construction of QKD networks. In recent years, the
Qinternet has attracted more and more research attention [55],
[68], [406], [408], [530], [595]-[600]. Given that the Qinternet
is still in its infancy and it is difficult to predict all its
applications, substantial further research is required for making
the Qinternet a reality. Suffice to say however that before
large-scale quantum computers become available, the Qinternet
would allow us to construct parallel quantum computers linked
up by it.

X. DESIGN GUIDELINES AND A BRIEF SUMMARY

A. Trade-Offs in QKD Networks

As a communication network capable of providing secret
keys as a service, QKD networks also have some characteristics
reminiscent of those of classical communication networks,
such as modulation, transmission, detection, and
post-processing. Accordingly, it has to comply with the basic
requirements of flexible expansion, cost efficiency and
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Fig. 36. Design trade-offs for QKD networks.



component compatibility. However, the services provided by
QKD networks differ from those of classical communication
networks in that they provide random secret keys rather than
conveying classical messages. As a result, QKD networks also
have to meet many secret key generation requirements for
maintaining a high security level, in support of cryptographic
applications. As shown in Fig. 36, the holistic design of QKD
networks has to take the following fundamental requirements
into consideration.

* Availability: The QKD network relies on an adaptive API
[222] that can deliver the requested secret keys to multiple
users. It also has to use the secret keys produced to
provide a security guarantee anywhere and anytime for
various ICT applications in numerous fields [451].

* Reliability: The QKD network has to support protection
and restoration schemes [414], [416] that are robust to
node or link failures, where prompt and accurate fault
localization and recovery should be provided to ensure
service continuity without eroding the user experience.
Moreover, it has to maintain long-term stability [45], [180]
so that the secret keys can be produced reliably.

* Flexibility: The QKD network has to be flexible enough to
fulfil the diverse requirements of users [204]-[207], [601],
[602], in terms of offering differentiated QoS [212] and
flexible charging policies. It also has to be capable of
supporting flexible control and management of the entire
network, for example by using SDN techniques [126],
[127], [163].

* Scalability: The QKD network is required to support
smooth network expansion, upgrade, and reconfiguration
[168], [241] according to the needs of its growing user
population. It also has to have the capability of supporting
diverse network topologies, such as the ring [47], [155],
star [143], [148], [150], [158] and mesh [127], [157]
structures of short-range, metropolitan and long-haul
QKD networks.

 Security: The QKD network is expected to adopt QKD
protocols having strict security proofs [28], [33], [452],
and support efficient countermeasures against quantum
hacking attacks [31], whilst complying with the relevant
security standards and certifications.

 Efficiency: The QKD network has to support efficient
end-to-end QKD-based connections [603], physical-layer
resource scheduling [377], and secret-key assignment
[200] according to diverse user requirements and network
loads. Specifically, it is expected to have a high secret-key
throughput and low latency to fulfil the demanding
security requirements of users.

* Compatibility: Ideally, it should support the co-fiber
transmission of the quantum and classical signals [47],
[127], [128], [178], [182] in order to reduce costs. The
pervasive legacy networks can provide abundant fiber
resources for QKD networks, hence integrating QKD with
legacy networks is one of the top priorities in facilitating
the deployment and increasing the popularity of QKD.
The long-term evolution of a QKD network should also be
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able to accommodate hitherto unknown new
cryptographic functions and quantum technologies, while
supporting backwards compatibility with the existing
infrastructure.

* Interoperability: The QKD network must be able to
accommodate multi-vendor QKD devices and networking
devices [43], [44]. Specifically, it should be capable of
achieving interoperability with heterogeneous devices
developed by different vendors. With the evolution of
QKD protocols and devices, a large-scale QKD network
will consist of multi-protocol QKD systems in the future,
where various QKD protocols may be used in different
QKD systems. Hence, it is highly desirable for QKD
networks to achieve interoperability of different QKD
protocols.

B. Design Guidelines

All stages of the Qinternet’s evolution introduced in Section
VIII are subject to the generic trade-offs briefly touched upon
in Section X-A. Against this generic backdrop, here we provide
a few design guidelines for the first stage of the Qinternet’s
roadmap seen in Fig. 32, namely for the family of QKD
networks without quantum repeaters by considering the cost,
distance, key rate, channel type and quality, system complexity
and the number of users, for example. It is plausible that the
designer has to strike a trade-off among these typically
conflicting metrics, as portrayed at a glance in Fig. 37.

The designer has to start from collecting as many of the basic
metrics and constraints listed in the central core of Fig. 37 as
possible and then follow an iterative design procedure
reminiscent of the following steps.

1) Using the costing guidelines of QKD networks, narrow

down the design options of Fig. 37.

2) The evolution of optical OFDM systems was documented
in [604] and these guidelines may be used for designing
the optical quantum links.

3) The broad design guidelines of the associated forward
error correction (FEC) schemes may be inferred from
[605].

4) Itis vitally important to harmonize the bit error rate (BER)
of the quantum link and of the classical link to avoid that
the high BER of one of them results in an outage of the
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Fig. 37. Design guidelines for QKD networks without quantum repeaters.



entire system.

5) Given the key rate vs. distance trade-off, it is plausible that
this directly affects the cost and the number of relays. To
elaborate a little further, given a certain source-destination
distance, we can harness more relays for reducing the
propagation distance and hence increase the key rate, but
only at an increased cost and relaying delay. Indeed, a
whole host of similarly intricate trade-offs may be inferred
by carefully scrutinizing Fig. 37, which are left for you to
explore valued colleague.

C. Summary

The QKD networks are capable of providing long-term data
protection and future-proof security for numerous applications,
but they have numerous open problems as well. This survey
provides a comprehensive overview of the past achievements
complemented by a broad research outlook on QKD networks.
We commenced by a rudimentary introduction of the QKD
mechanism, its implementation options, and protocols. Then,
we categorized the QKD network implementation options and
reviewed the development of QKD network implementations,
covering short-range, metropolitan, and long-haul QKD
networks. Subsequently, we described the general QKD
network architecture, its elements, as well as its interfaces and
protocols. Furthermore, we conducted an in-depth survey of the
diverse enabling techniques both in the physical and network
layers. Moreover, we outlined the associated standardization
efforts as well as the application scenarios. Finally, we rounded
off the paper by discussing a suite of promising future research
directions on QKD networks, which constitute the initial stage
of developing the Qinternet of the future. We believe that QKD
networks will attract more and more attention from both
academia and industry. A number of academic and engineering
efforts across the fields of physics, computer science, security,
and communications will be required to progress the all-round
development of QKD networks. Our hope is that both
researchers and practitioners might find intellectual stimulation
in consulting this treatise — please join this multi-disciplinary
research effort valued colleague.
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