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Abstract—Existing fair exchange protocols usually neglect
consideration of cost when assessing their fairness. However, in
an environment with non-negligible transaction cost, e.g., public
blockchains, high or unexpected transaction cost might be an
obstacle for wide-spread adoption of fair exchange protocols in
business applications. For example, as of 2021-12-17, the initial-
ization of the FairSwap protocol on the Ethereum blockchain
requires the selling party to pay a fee of approx. 349.20 USD per
exchange. We address this issue by defining cost fairness, which
can be used to assess two-party exchange protocols including
implied transaction cost. We show that in an environment with
non-negligible transaction cost where one party has to initialize
the exchange protocol and the other party can leave the exchange
at any time cost fairness cannot be achieved.

I. INTRODUCTION

When a trusted third party (TTP, e.g., notary service) is
involved in a fair exchange [1], [2], it can raise non-negligible
transaction cost. Such transaction cost must be considered
separately from possible payments as part of the exchange
for fairness assessment, as they are intended to pay the TTP
for their services rather then being part of the goods (including
money) to be exchanged between the participants.

When an exchange protocol is used in which a public
blockchain (e.g., Ethereum [3]) acts as a TTP, all interactions
with the TTP are performed using blockchain transactions,
which require the acting party to pay transaction cost in
form of blockchain transaction fees. There exist alternative
approaches, such as optimistic protocol design [4] or the
usage of state channels [5] that can generally be used to
reduce blockchain transaction fees. Nevertheless, even then
transaction cost is greater than zero and often non-negligible.

So far, all fair exchange protocols using a public blockchain
as TTP known to us only consider the whereabouts of the
goods to be exchanged for fairness assessment, while they
ignore transaction cost accrued by using the blockchain as
TTP. This opens the possibility for a grieving attack [6] as
it is shown in Figure 1, where an unfaithful party B causes
a faithful party A to initiate an exchange with a transaction
that accrues transaction cost and then leaves without finishing
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the exchange. Doing so, an attacker can harm the attacked
party (e.g., business opponent) with only low or even zero cost
for the attacker while the attacked party has to bear possibly
non-negligible transaction cost for the initialization. Due to
blockchain anonymity, the faithful party cannot reliably dis-
tinguish between a repeated request from the same unfaithful
party or a new party. Even given an exchange that is proven
to be fair following the definition by Asokan [1], a faithful
party may either accept incoming requests and risk bearing
the costs of a grieving attack, or not accept incoming requests
at all and thus not complete their planned exchange of goods.

This raises the question of what an exchange protocol has
to achieve in order to be fair and resilient against grieving
attacks. We will introduce a formal definition of cost fairness
to address the following research questions: RQ1: How can
two-party exchange protocols be modeled so that transaction
cost is taken into account? RQ2: How can the fairness of two-
party exchange protocols be assessed regarding transaction
cost? RQ3: How to achieve cost fairness for public blockchain-
based two party exchange protocols (e.g., FairSwap)? Due to
space limitations we published an extended version including
the proofs and further details in [7].

II. FAIR EXCHANGE

The term fair exchange describes the challenge of two or
more distrusting parties that want to exchange their own goods
with the guarantee that no party can gain advantage over
the other parties [2]. In this context, several definitions of
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Fig. 1: Grieving attack, conducted by B. Initialization is an
action where A pays fees to the TTP in the belief that B will
continue the targeted exchange.
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Fig. 2: Game tree with players A and B exchanging data for
money with different orders of payment and data transfer.

fairness have been presented as well as different approaches
for designing fair exchange protocols, which claim to ensure
a fair exchange [1] as long as at least one party follows
the fair exchange protocol [8], [9], [10], [11], [12], [13],
[1]. It has been shown that it is impossible to achieve fair
exchange without involving a TTP [14], [15]. None of the
approaches referenced above considers possible transaction
cost of involving a TTP in an exchange.

Cost fairness has already been informally defined by Lohr
et al. [16]. Our work provides a formal underpinning for cost
fairness that allows for modeling exchange protocols and for
assessing them regarding cost fairness. To this end, we use
game theory as a formal framework and apply our model to
blockchain-based exchange protocols.

III. MODELING AN EXCHANGE USING GAME THEORY

Game theory deals with making strategic decisions when
two or more parties interact with each other with the goal
of maximizing their individual payoff [17]. In this section, we
present our model of an exchange protocol using game theory,
building upon the work of Buttydn and Hubaux [18].

We will build on the notion of an extensive game, which can
be formalized using as follows: A game tree [17], [19] (see
Figure 2 for an example) is a tree that depicts all possible
ways to play a game.

Definition III.1 (Game Tree [17]). A game tree T =
(V,E,P,o,7p) is a directed tree with a set of vertices V with
root vy € V, a set of edges EE C'V XV called moves, a set
of n players P, a labeling function o : V. — P, which labels
each non-terminal vertex v € V with a player P € P to own
v and a labeling function P (v) = (pp,, ..., pp, ), which labels
each terminal vertex v € V with an n-tuple of numbers called
payoff, which defines the individual payoff for each player P;.

Each vertex v represents a possible state of the game to
which T belongs. Being in a state that is represented by v € V,
player P = o(v), P € P chooses the next move, represented
by e = (v,v'), e € E,v' € V, leading to v'. The behavior
of players resulting in the selection of the next move in an
extensive game is described by a strategy. We only provide a
basic definition of a strategy, for a detailed and more formal
definition of strategy we refer to Morris [17].

Definition IIL.2 (Strategy). A strategy S for player P is
represented by a partial function called choice function cp :

V' — V, which for each v € V : o(v) = P returns a child
v of v with (v,v') € E being the next move chosen by P
Sfollowing strategy S.

Definition II1.3 (Strategy Set [17]). For player P a strategy
set X = {S1, ..., S} is the set of all possible strategies of P.

Now we can define an extensive game:

Definition I11.4 (Extensive Game [17]). An extensive game is
defined asT' = (T, P,{Ep,, ..., X p, }) with game tree T, set of
players P = { Py, ..., P,} and their strategy sets ¥p,, ..., 5p, .

We only consider two-party exchange protocols. Similar to
Buttydn and Hubaux [18], we do not consider the TTP to be
in the set of players, since we assume that it always behaves
deterministically according to the protocol and will never act
on its own, only at the instigation of a player.

We assume a two-party exchange with parties P = {A, B}
who are interested to exchange their items ¢4 and ¢p and
that A and B agreed on using the exchange protocol X
(see Definition II1.7), but neither A nor B can technically be
coerced to follow X during the exchange. In order to conduct
the exchange, A and B can choose their strategies Sy € X4
and Sp € Y. We denote the set of conducted moves of A
with E/4 and the set of conducted moves of B with Epg.

Each move can impact the state of the exchange, e.g., a
payment can be conducted or the item (or parts of it, if the item
is divisible) can be handed over between the parties. We reflect
these state changes by a tuple of attributes, which represent
the move’s effects on the ongoing exchange:

Definition IIL5 (Move Attributes). Let e € E be an edge in a
game tree T of an extensive game T'. Let P = { A, B} be the
set of players in T'. Let, w.l.o.g., A be the player conducting e.
Let a(e) = (pe, coste, deposit,,, comp,) be the move attributes
of e, where p; = (p2,pB) is a vector of shares of the item
transferred to A and B during e with 0 < p’ <1, P € P,
coste > 0 is the transaction cost that has to be paid by A to the
TTP for conducting e, deposit, € R are the funds deposited or
retracted by A conducting e and comp, = (comp?, compB)
with comp, P € P is a vector of the compensations paid
out to player P in this move e.

The item share p2 refers to the portion of the item ¢p,
which is released to A in move e. Indivisible items can only be
transferred in one piece, in which case pZ* € {0, 1}. Divisible
items such as money or data can also be transferred in parts,
in which case 0 < pg‘ < 1. Note that A may do a move
e that releases an item share pZ to B. The same move e
may also trigger that another item share p? is released to A
himself. The transaction cost, denoted with cost., describes
the fees the party conducting move e has to pay to the TTP
for conducting move e. To enable the TTP to punish an
unfaithfully behaving party and to compensate a faithfully
behaving party, an exchange protocol can require to make a
deposit, which is managed by the TTP. The total amount of
deposit is tracked per party. A party can change its total deposit
in a move e by amount deposit, (deposit, > 0 for depositing,
deposit, < 0 for retracting and deposit, = 0 for not changing
the total amount of the party conducting move e). If B behaves
unfaithfully, an exchange protocol can be designed to compen-



sate A. comp?* denotes the compensation paid to A by the TTP
in move e. Usually, a TTP does not use its own money to pay
out compensations. Instead, the compensation paid out is taken
from deposits made before. Therefore, the amount of total
compensation paid out can never exceed the total amount of
deposits not retracted at the end of the exchange, considering
the conducted moves of all players P, € P, where P =

{A,B}: Y pcp (ZGGE& (deposi?fe—zzpj673 compf’)) >0
Note that a move e conducted by A can cause compensations
payouts to A as well as to B. In an exchange of a good
for a monetary payment both, the good and the monetary
payment, are modeled as items ¢go0q4 and timoney. Both goods
and money can temporarily be owned by the TTP acting as
escrow, but only if the good or the money becomes available
for the requesting party this is reflected by an item share p > 0.
E.g., in an exchange using a blockchain-based TTP, sending
money to the TTP does not make it available to one of the
parties (therefore p = 0) while sending unencrypted data to
the TTP will make it available to everyone, therefore p > 0.

Even if A and B have agreed on using an exchange protocol
X for their exchange, they usually cannot technically be
coerced to conduct a specific move e € E of X. There-
fore, an exchange protocol X’ needs to differentiate between
possible and allowed moves. In our model, a game tree
T = (V,E,P,o,p) contains all possible moves e € F for
players P € P. We label moves allowed by an exchange
protocol X to be faithful and all other moves to be unfaithful
using the following function:

Definition IIL.6 (Faithfulness). Let e = (v,v") € E be an edge
in a game tree T, v € V be the parent and v' € V one of its
child nodes. Let faithful? : E — {faithful, unfaithful} be a
total function that returns for each move e if e is considered
to be faithful or unfaithful behavior of player A = o(v).

We can now formally define an exchange protocol:

Definition III.7 (Exchange Protocol). We define an exchange
protocol X = (I',aq, faithful?) as an extensive game T’
together with a function a(e) for retrieving move attributes
and a function for determining the faithfulness of a move
faithful?(e), e € E of the game tree of T.

An exchange protocol X’ is called fair exchange protocol iff
it achieves fairness according to Asokan [1]. For an exchange
protocol X = (T, a, faithful?), using faithful?(e), e € E
we can classify all available strategies in I' regarding their
faithfulness:

Definition IIL.8 (Faithful and Unfaithful Strategies and Strat-
egy Sets). Let X = (I, a, faithful?) be an exchange protocol.
We define a strategy S% to be a faithful strategy of A, if for
all possible moves e = (v,v") defined by its choice function
v' = ca(v) it holds that faithful?(e) = faithful. We define
a strategy S to be an unfaithful strategy of A, if it is not a
faithful strategy of A. We define the faithful strategy set X%
of A as the set of all faithful strategies of A. We define the
unfaithful strategy set ¢ of A with £ = X4 \ X% as the
set of all unfaithful strategies of A.

As introduced in Definition III.1, the quality of a chosen

strategy is expressed using its payoff. In an exchange between
A and B, the payoff for A is everything A received minus
everything A had to give away. In order to consider the values
of the shares of 4 and ¢p for the payoff, we introduce a value
function that returns the values of the shares of ¢4 and ¢p in
the same unit as the cost or compensation. A and B may
have different valuations of the same item ¢ and shares of it,
therefore A and B each have their own value function:

Definition II1.9 (Value Function, Valuation). Given a party A
and a share p of an item 1, the value function v (¢, p) returns
the valuation of A regarding the possession of a share of p of
, 0<p< L.

In a game, the payoff for a player A depends on the
strategies chosen by all players of the game:

Definition ITI.10 (Payoff Function). Let X = (T, a, faithful?)
be an exchange protocol with players A and B and let S,
and Sp be their selected strategies. Let c,(v) be the choice
function defined by Sx and cp(v) be the choice function
defined by Sp. Let E5 and Ep be the conducted moves of
A and B and v; be the terminal node after the moves have
been conducted. Let a(e) = (pq, cost., deposit,, comp,) be
the move attributes of an edge e. We define the payoff function
D(Sa, Sp) such that it labels a terminal vertex vy in X with
the payoffs pa,pg for A and B as follows:

(pa,pB) = P(Sa,SB) = P(v) =

<UA(LB, Z P?)*’UA(LAa Z P?)

ecEAUER ecEAUER
+ Z (comp? — deposit, — cost.) + Z comp?t |

ecka ecEp
B A
vp(ta, >, pd)—vels, D, pd)
ecE,UER ecEAUER
+ Z (comp? — deposit, — cost,) + Z compf)
e€Ep e€EEA

Given two strategies S4 and Sp, the payoff function
P(Sa,Sg) = (pa,pp) returns the payoff ps for A for
participating in the exchange as well as the payoff pp for
B. The payoff for each player (w.l.o.g. using A as example
for now) is calculated by summing up the difference of the
value v4(tp, p2) of the item shares received minus the value
va(ta, pf) of the item shares given away, plus compensations

cCEA comp?} received as a result of moves conducted by A,
minus deposits ) = deposit, made or retracted by A minus
the cost ) . £, COSte A has to pay for, plus compensations
Y ks comp?! received by A as a result of moves conducted
by B. The payoff can be interpreted as financial benefit (or
loss) a player experiences participating in an exchange.

If the technical environment cannot force the parties to
conduct a next move, a party may leave an exchange at any
time. Then it is also not possible to forcefully withdraw money
from the leaving party and send it to the faithful party as
compensation. Since leaving the protocol is not indicated by an
explicit action of a party, it has to be assumed by the exchange
protocol after a previously defined timeout. We model the



possibility of such an unfaithful leave of an exchange protocol
X with an edge ejeqye in its game tree T

Definition III.11 (Unfaithful Leave At Any Time). Let
€leave € _E represent an unfaithful leave, then a(€leave) =
(0,0,0,0) and faithful?(ejeqve) = unfaithful.

An exchange protocol X allows A to unfaithfully leave at
any time, if for each strategy Sy € X4 with E4 = (e, ..., ey)
all strategies Sy with EY = (e1, ..., €i,€leave), 1 < i < n it
holds: S% € X% and also EY = (€jeave) € X5

Example III.1 (Environment without Unfaithful Leave). As-
suming a situation in which a shoplifter B can decide to buy
or to steal, but if he steals he will definitely be caught by
the police. When getting caught, he can decide to confess
or not to confess, but he cannot leave the police station
until he decides either to confess or not to confess. This
results in a faithful strategy Sé with Ep = (epqy) and
unfaithful strategies Sy with Ep = (€steal, €confess) and
S with Ep = (€steals Enotconfess)- A strategy S5 with
Ep = (€steal; Cleave ), in which B leaves the protocol after
stealing without the decision of confession is not allowed by
the environment and therefore S%° ¢ X p.

Depending on the environment in which the exchange proto-
col is used, transaction cost might be inevitable. If transaction
cost is non-negligible, we call the exchange protocol to be in
an environment with non-negligible transaction cost:

Definition III.12 (Environment with non-negligible transac-
tion cost). Given an exchange protocol X represented by game
treeT = (V,E,P,o0, ). We define X to be in an environment
with non-negligible transaction cost if for all e € E \ €jeqve
with a(e) = (pe, cost., deposit,, comp,): coste > 0.

IV. CoST FAIRNESS

Cost fairness has already been informally defined by Lohr
et al. [16]. Using the model for exchange protocols described
in Section III, we present a formal definition of two notions
of cost fairness. Partial cost fairness provides a guarantee of
cost fairness to one of the two parties involved in the exchange
while full cost fairness provides the guarantee to both parties.

If an exchange protocol X achieves partial cost fairness
in favor of A, it will provide the guarantee that regardless
whether an actual exchange of items took place the possible
benefit (or loss) induced by the exchanged items minus poten-
tial cost plus potential compensations received will not lead
to a loss for A in total.

Definition IV.1 (Partial Cost Fairness). A two-party exchange
protocol X with players A and B achieves Partial Cost
Fairness in favor of A iff for any strategy Sp € Xp for B
there exists at least one strategy S € ¥% for A such that for

7(Sa,SB) = (pa,pp) it holds ps > 0.

Applying Definition IV.1 in favor of both parties, A and B,
an exchange protocol achieves full cost fairness:

Definition IV.2 (Full Cost Fairness). A two party exchange
protocol X with players A and B achieves Full Cost Fairness
iff X achieves Partial Cost Fairness in favor of A and X
achieves Partial Cost Fairness in favor of B.

Using Definition IV.1 and Definition IV.2, two-party ex-
change protocols modeled as described in Section III can be
assessed wrt. cost fairness as it has been asked for in RQ2.

V. ACHIEVABILITY OF COST FAIRNESS

If wlo.g., B cannot leave the exchange protocol without
the approval of the TTP due to environmental constraints, an
exchange protocol could be designed in such a way that B can
only leave the exchange protocol if B compensated A for the
transaction cost in case that A was behaving faithfully while
B was behaving unfaithfully. This way, an exchange protocol
can be designed to always guarantee cost fairness.

Theorem V.1. Given a two-party exchange protocol X with
parties A and B in an environment with non-negligible trans-
action cost. If A initializes the exchange protocol and B can
unfaithfully leave at any time, it is not possible to achieve
partial cost fairness in favor or A.

Theorem V.2. Given a two-party fair exchange protocol X
with parties A, B using an environment with non-negligible
transaction cost. If A and B can unfaithfully leave the protocol
at any time and moves of A and B are always executed
sequentially, it is impossible to achieve full cost fairness.

VI. DISCUSSION

For answering RQ1, we developed a formal model for two-
party exchange protocols which considers financial aspects
of an exchange, such as cost (decreasing the benefit) or
compensations paid to a party (increasing the benefit). Due to
space limitations, for an more extensive discussion we refer
to the extended version of this work [7].

Due to the necessity of the existence of a TTP in order to
achieve fairness in an exchange [14], [15], potential transaction
cost charged by a TTP cannot be avoided when fairness
according to Asokan [1] is required. For this reason, in
Section IV, we defined cost fairness, which takes into account
transaction cost, but also potential differences in the value
of the items to be exchanged and possible compensation
payments. With the definitions of cost fairness, we provide
a method to assess fairness of two-party exchange protocols
wrt. transaction cost to answer RQ2.

As long as all parties can be forced to follow the exchange
protocol they agreed on and cannot leave it unfaithfully before
completing one of the strategies allowed by the protocol,
cost fairness can be established by enforcing a compensation
payment to the faithful party at the end of the protocol if one
party behaves unfaithfully. If a party can unfaithfully leave the
exchange, such a compensation payment directly originating
from the unfaithful party cannot be enforced.

VII. CONCLUSION

In this work, we have introduced our approach on how
to model an exchange protocol using notions from game
theory (RQ1) which can be used as a base for further works
for formal analyses of two-party exchange protocols. We
used this model to define partial cost fairness and full cost
fairness as a desirable property of exchange protocols (RQ2).
As major finding, we have shown that cost fairness cannot
be achieved on current state-of-the-art blockchains such as
Ethereum (RQ3).
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