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Abstract—Although Unmanned Aerial Vehicles (UAVs) are
capable of significantly improving the information security by
detecting the eavesdropper’s location, their limited energy mo-
tivates our research to propose a secure and energy efficient
scheme. Thanks to the common-message philosophy introduced
by Rate-Splitting (RS), we no longer have to allocate a portion
of the transmit power to radiate Artificial Noise (AN), and yet
both the Energy Efficiency (EE) and secrecy can be improved.
Hence we define and study the Secrecy Energy Efficiency (SEE)
of a multi-carrier multi-UAV network, in which Cooperative
Rate-Splitting (CRS) is employed by each multi-antenna UAV
Base-Station (UAV-BS) for protecting their downlink transmis-
sions against an external eavesdropper (Fve). Furthermore, we
consider the challenging scenario in which CRS is employed
by each multi-antenna UAV-BS to protect their corresponding
downlink transmissions against an external Fve. We further
consider a difficult scenario in terms of security in which only
imperfect channel state information of Fve is available at the
Tx. Accordingly, we conceive a robust secure resource allocation
algorithm, which maximizes the SEE by jointly optimizing both
the user association matrix and the network parameter allocation
problem, including the RS precoders, time slot sharing and
power allocation. Due to the non-convexity of the problem,
it is decoupled into a pair of convex sub-problems. Firstly,
new two-tier intra-cell optimization problems are formulated
for achieving £-optimal solutions by iterative block coordinate
decent programming. Then, the power of each sub-channel is
optimized by formulating the associated power control problem.
Simulation results confirm that the scheme conceived enhances
both the secrecy and energy efficiency of the system compared
to the existing cooperative non-orthogonal benchmarks.

Index Terms—Rate splitting, physical layer security, robust
beamforming, secrecy energy efficiency, imperfect CSIT, worst-
case optimization, cellular UAV networks.
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I. INTRODUCTION

IVEN the rapid evolution of the cellular Internet-of-

Things (IoT), Next Generation (NextG) systems are
expected to support heterogeneous services for a massive
number of users [1], [2]. In this context, both energy efficiency
as well as security occupy center stage [3].
Physical layer security (PLS) is regarded as a promising
design alternative to upper-layer cryptographic techniques in
wireless networks. The principle of PLS is to opportunistically
exploit the random characteristics of fading channels, where
the legitimate link is expected to experience a better condition
than that of the eavesdroppers (Eve) [4]-[10]. Among different
multi-antenna techniques, beamforming and jamming have
been extensively utilized as the most effective techniques
for guaranteeing secure communication' [6]-[8]. While jam-
ming is capable of intentionally injecting specifically designed
Artificial Noise (AN) for confusing the Fwves. As another
potent design alternative, beamforming aims for focusing the
information-bearing signal towards the legitimate user, while
mitigating its leakage to Fves by transmitting over the null-
space of the spatial channels spanned by the Eves. Although
several authors considered the problem of secrecy rate maxi-
mization [6], for striking a tradeoff between the secrecy rate
and the energy consumption, maximizing the secrecy energy
efficiency (SEE) as the objective function is preferred [14]-
[17]. Notably, both the performance and the design of the
aforementioned PLS schemes significantly depends on the
accuracy of the knowledge about the Fwve’s channel state
information at the transmitter (E-CSIT) [9], [18], [19].
Recently, thanks to the high mobility, on-demand coverage,
and to the availability of the line-of-sight (LoS) link, un-
manned aerial vehicle (UAV) aided communications have
attracted significant research interests [15], [19]-[23]. In par-
ticular, with the aim of mitigating the traffic load imposed on
the terrestrial BS, UAVs can be harnessed as aerial-BSs [20].
Furthermore, the PLS can be readily improved by UAVs upon
detecting the Eve’s location via the UAV-mounted cameras
or radar [15]?. Explicitly, only imperfect E-CSIT may be

'To implement the above-mentioned PLS techniques several solutions have
been proposed in the literature [11], [12], [13].

>There are several PLS studies that adopted their strategy based on the
FEve’s direction knowledge [20], [21], e.g., at airports, in which the Eves
might be UAVs as well [22].

3By deploying either a camera or two radios including one for transmission-
reception and one for the radar, there is no need for the monitoring mode to
acquire the Fve’s CSI by imposing an additional overhead.
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available and thus the conventional PLS schemes no longer
perform at their best*. The most grave challenge arises from
the limited energy supply of UAVs [15], [20]. Some of the
associated challenges have been addressed by the energy
efficient and robust PLS solutions designed for UAV-enabled
scenarios in [15], [20], [23].

To satisfy the heterogeneous and massive connectivity require-
ments of NextG systems, sophisticated Multi-Input-Single-
Output Broadcast (MISO-BC) solutions have been designed in
[18], [19], [20], [24]-[34]. In this context, the recent technique
of rate-splitting (RS) constitutes a promising solution capable
of improving both the Energy Efficiency (EE) [25]-[30] and
security [34] of wireless communications. Explicitly, a com-
mon message is introduced at source, which plays the dual role
of being a desired message as well as playing the role of the
AN harnessed for contaminating the Eve’s link, without the
need for allocating a precious portion of the transmit power
to the AN [19]. As a further development, Cooperative Rate

4Although this is more realistic to consider a completely unknown Ewve,
who hide himself against Alice, by using UAV we can detect the Eve’s
location and thus having a knowledge about the Eves (even imperfect E-
CSIT) is reasonable. This is also valid for cases in which FEves is one of the
network’s nodes, but unauthorized to receive the services, although even for
a passive Fve, due to the inadvertently leakage of oscillator power, Eve’s
CSI might be estimated.

Splitting (CRS) has been investigated in [26], [33], [34], where
the user having higher power is requested to opportunistically
forward the decoded common message to the other user, which
leads to significant secrecy rate improvement. Although RS
has been reported to improve the security in [19], [34] and
the EE in [25], as well as the robustness against imperfect
CSIT in [35], these single-metric benefits have been reported
separately. By contrast, the joint robust design striking a
tradeoff between secrecy and energy efficiency in a CRS-aided
UAV network has not been studied yet. As a special form of
RSMA, secure non-orthogonal multiple access (NOMA) has
also been proposed in [38]. However, the superimposed non-
orthogonal streams are considered as "useless” in terms of
secrecy, since they can be perfectly eliminated through SIC
at Fve. However, the Eve can decode some superimposed
streams and intercept the rest subject to reduced interference.
By contrast, using RSMA, the common message will play the
dual roles of the desired message as well as the artificial noise
(AN) harnessed for confusing the potential Fve without the
need for allocating extra transmit power to the AN.

In Heterogeneous Networks (HetNet), the small cells are
typically covered by oversailing macro-cells for improving the
outage probability of high-velocity users. In this context, user
association is crucial for improving both the EE and spectral



TABLE II
TABLE OF ACRONYMS

variable Description variable Description

CCU Cell-Center User | PCP Power Control Problem
CEU Cell-Edge User | MU Macro User
AN Artificial Noise | SPCA Sequential Parametric Convex Approximation
PLS Physical Layer Security | SIC Successive Interference Cancellation
SEE Secrecy Energy Efficiency | TPC Transmit Precoder
E-CSIT Eve’s channel state information at the transmitter | A2G Aerial to Ground
MISO-BC Multi-Input Single-Output Broadcast Channel | DL Downlink
CRS Cooperative Rate Splitting | ASR Achievable Secrecy Rate
UAV Unmanned Areal Vehicle | ACC Achievable Channel Capacity
HetNet Heterogeneous Networks | EAIR Estimated Achievable Information Rate
EE Energy Efficiency | SINR Signal to Interference plus Noise Ratio
CCI Co-Channel Interference | C-NOMA | Cooperative Non-Orthogonal Multiple Access
NPAP Network Parameter Allocation Problem | C-BF Cooperative Beamforming
ICOP Intra-Cell Optimization Problem | C-SDMA Cooperative Space Division Multiple Access

efficiency. Although, many researchers have studied the joint
problem of power allocation and user association for improv-
ing the EE [36], [37], only very few recent contributions have
considered the radical objective of SEE optimization [38],
[39]. Finally, SEE optimization relying on imperfect E-CSIT
in RS networks has not been studied at all.

Given the knowledge gaps mentioned above, we consider a
UAV-aided HetNet (UAV-HetNet) including an over-sailing
macro BS and several UAV-aided cells as well as Macro-
cell Users (MUs). The Frequency Division (FD) principle is
used for sharing the spectrum available for Downlink (DL)
transmission to a pair of legitimate UAV-user. Several MUs
may interfere with the UAVs’ communications and an Eve
engages in covert wiretapping. We consider a challenging
secrecy scenario in which Fve relies on powerful hardware
for perfectly estimating its corresponding channels, while
considering imperfect E-CSIT at the Tx. For each UAV-cell,
the UAV-Tx relies on RS for concurrently communicating
with both legitimate users on the same FD sub-channel (SC).
Against this background, our contributions can be summarized
as follows:

o This is the first treatise that considered the problem of
SEE optimization under imperfect E-CSIT in RS-aided
UAV networks. To cope with the security threats and with
the power constraints imposed on our multi-carrier UAV-
HetNet, we propose an EE-CRS-based secrecy frame-
work, which is robust against imperfect E-CSIT and
simultaneously strikes a compelling tradeoff between the
secrecy rate and the energy consumption. To reach this
ambitious goal, we maximize the SEE of the network
considered by jointly optimizing the user association and
cell parameters. As a benefit of RS, we no longer have to
allocate a valuable portion of transmit power to generate
AN, thus attaining both EE and secrecy.

« To exploit the benefits of CRS, each transmission slot is
split into two consecutive phases. To safeguard the broad-
casting phase, the RS-precoders are optimized, whilst
for maintaining the security of the consecutive relaying

i"-UAV and k™-subchannel

<« — —>  Backhaul link
=\ Datalink
$ Information Bearing Signal at Phase I
— — =» Beamformed Jamming Noise at Phase II
_— - Transmission of Common Stream at phase II
Intra macro cell Interference due to Macro Users

Phase I

Phase IT

Fig. 1. Proposed system model

phase, a robust beamformer is deployed at the UAV-Tx
for radiating AN towards the Eve. To take full advantage
of the CRS, we further optimize both the relaying and
jamming powers, as well as the time slot sharing ratio
between the pair of cooperative phases, leading to further
boosted SEE. Additionally, as the macro-cell is assumed
to have higher priority in using the spectrum available,
the Co-Channel Interference (CCI) imposed on MUs by
UAV communications must be controlled for maximizing
the SEE.

o To satisfy the ambitious objectives of 6G, we consider a
comprehensive system model, where we concurrently de-
ploy UAV-BS (to support massive connectivity and ubiq-
uitous access), novel energy efficient MA techniques (to
support massive connectivity as well as energy efficiency
while efficiently using the available resources), as well
as an energy efficient multi-carrier deployment (to satisfy
the massive connectivity as well as energy efficiency re-




TABLE III
TABLE OF MATH VARIABLES

Channel from UAV; to n-th legitimate user/Eve through k-th SC

h ,,ne{l,2e}

Channel from CCU to CEU/Eve through k-th Sc o E {2, e}
n-th legitimate user at i-th UAV cell through k-th SC Uy i
Transmit precoder of private streams for Uy, , P,k
Transmit precoder of common streams P
Time-slot allocation parameter 0
Received SINR values of common stream for Urib, i, during the j-th phase 'y:";ck )
, o (1
Received SINR values of private stream of Uy , during the first phase ,er;pk( )

Estimated SINR of Eve for detecting the private streams of Ufh pduring the j-th phase | 4.

Commom capacity achieved by the legitimate users/Fve during the j-th phase C’ZL .

Private capacity achieved by the legitimate users/E've during the j-th phase C;L’ &

SEE achieved through the k-th SC for the ¢-th UAV cell

quirement while efficiently using the available resources).
We have to mention that the construction of the proposed
secure and energy efficient multi-carrier RSMA is quite
challenging, because the user-association matrix of the
multi-carrier assignment as well as the power control
determining the power allocated to the common sub-
channels of various UAV-cells impose strong dependence
among the variables of each UAV-cell.

o To deal with the resultant non-convex SEE problem we
consider a decomposition approach, where a Networking
Parameter Allocation Problem (NPAP) is solved, while
the user association matrix is estimated. More explicitly,
the NPAP is solved by the block coordinate decent tech-
nique, where the two-tier Intra-Cell Optimization Prob-
lem (ICOP) and the associated Power Control Problem
(PCP) are solved successively in an iterative manner. The
latter is convex and determines the power allocated to
each sub-channel. By contrast, the ICOP is non-convex,
hence a sub-optimal (-based two tier solution is proposed,
where the Sequential Parametric Convex Approximation
(SPCA) technique is invoked to deal with this non-
convexity.

e Our simulation results validate that the proposed
framework outperforms the existing cooperative non-
orthogonal benchmarks in guaranteeing secure commu-
nication at a high energy efficiency. The reason for the
improvement lies in the dual exploitation of the common
message.

Our contributions are boldly and explicitly contrasted to the
state-of-the-art at a glance in Table I.

Notation: ()", ()%, ()%, and ()™" denote the transpose,
conjugate, conjugate transpose, and inverse of a matrix, re-
spectively; Matrices and vectors are denoted by upper-case
and lower-case Boldface letters, respectively; fRe(.) and Im(.)
respectively denotes the real and imaginary part of a complex
variable; The notation Vec(H) converts the matrix H to a
single column vector, and Iy denotes the N x N identity
matrix. To improve the paper’s readability, we have added

a table of acronyms, including the abbreviations and math
variables used in this paper and depicted in Tables II and III.

II. SYSTEM MODEL AND PRELIMINARIES

Our two-tier network considered is illustrated in Fig. 1, where
the first tier includes a BS supporting W number of randomly
distributed MUs in its corresponding macro-cell coverage.
In the second tier, I low-altitude UAVs are deployed for
mitigating the burden imposed on the macro BS by serving
the users in need at the edge of the macro-cell. Hence, the
UAVs operate independently and are connected to the BS only
through a backhaul link. For the i-th UAV cell, a UAV hovering
at a fixed altitude H; aims for communicating with the users
within its range. The total bandwidth of BW is optimally
shared among the users. The same spectrum is used by MUs
and all the other UAV cells, hence the MUs outside the i-
th UAV cell may interfere with the UAV’s communications
5. hence resulting in CCIL. On the other hand, the MUs are
assumed to have higher priority in using the spectrum and thus
the CCI inflicted by the intra-UAV-cell communications must
be carefully controlled. The bandwidth BW is partitioned
into K SCs SC’k|kK=1, each of which has a bandwidth of

B, = %. If we let Nli|kK:1 represent the number of users
assigned to SC} in the i-th UAV cell, the maximum number
of users served by UAV; is given by N} = 21521 Ni .
Note that to take full advantage of CRS technique, a user-
pair constituted by a Cell-Center User (CCU) and a Cell-Edge
User (CEU) is supported within each transmission slot. For
simplicity, we assume N = 2 in this paper, i.e. N{,, = 2K.
A. Principles of CRS

In particular, for the ¢-th UAV cell, the multi-antenna assisted
U AV; communicates with the pair of legitimate users U. 1’ , and
U} 1. through SC, while an Eve (¢) silently engages in covert
wiretapping. Note that, U}, , Ui ,, and Eve are equipped with
a single antenna, while for UAVi N; > 2 transmit antennas

5Given that UAV-BSs have much smaller transmit power than the macro-
cell BS, we neglect the CCI from the other small UAV-cells.



are used. For concurrently serving a pair of users through
SC%, UAV; utilizes the RS technique, thnce the confidential

messages of each legitimate user W! are split into the
in=1

common message W5 | and the private message W, . The

n,k

& ACC and EAIR discussed in Section II1.B

SEE calculation of RSMA-based network, including the ASR per unit energy achieved
by the whole sub-carriers in the proposed multi-carrier UAV-HetNet.

Describing the constraints imposed on the proposed RSMA-based multi-carrier UAV-

HetNet.

n Proposed Max-Min problem formulation: Maximizing the worst-case SEE by the RS-

precoder, power allocated to each sub-channel, timesharing parameter between

relaying phases, relaying and jamming power allocation of second phase, and user
association as shown in (23).

’ UA using the proposed two-sided matching followed by our swapping algorithm, \\
aiming for maximizing the SEE.

B Optimization of the RS-precoder, time-sharing the parameters between relaying
phases, relaying and jamming power allocation of second phase gathiXig in
through a two-tier ICOP algorithm as detailed in Section IV.B. While Dinkelbach
algorithm, was used to deal with the fractional form, some non-convexity was
approximated by their convex counterpart through SPCA.

Optimizing the power allocated to reach sub-channel based on the user association
matrix and X, obtained from previous stages. J

The UA, ICOP, and PCP are performed in an iterative loop aimed at maximizing
the SEE. The procedure showing how these three steps are connected to each
other was illustrated in Fig. 3.

Fig. 2. Flow of mathematical analysis

so-obtained common parts W are then incorporated
into a common codebook for generatmg the unified common
stream sl By contrast, Wy’ 'k and W ’ k are independently
encoded into the private streams 317 > 527 «» respectively. If we

i A | e gp
define s; = sk,slk,SQk

E {s}%s}f} =13 and Pi £ pi’c, pi”,’(, p;ﬂ €
transmlt precoder (TPC) matrix adopted by U AV;, where p
pi%. and p2’ . respectively stand for the parts correspondmg

to the common and private streams, then the transmitted DL
RS signal is given by:

T
with a normalized power of

CNex3 a5 the

xi = Pisj = pysy"+ Z S (1
We assume furthermore that the channel condition of the CCU
Ui 1,5 18 superior to that of the CEU Uj : 5 - Therefore, following
the principle of CRS [26] at the receiver side each user
first recovers W ) from the detected sy and then removes
the common stream by performing Successive Interference
Cancellation (SIC). Then, each user detects its corresponding
private stream. By combining W, at the earlier stage with
the respective private message, the'users capable of retrieving

their original intended message W’ In the following,

with the goal of helping the CEU, the (fLCb acts as a Decode-
and-Forward (DF) cooperative node that forwards the decoded
common stream to Uj,. Given the half-duplex constraint,
data transmission takes place in two consecutive time-slots.
Hence, a dynamic time-slot allocation parameter 0 < 6 < 1 is
introduced for ensuring that the 6 portion of each time slot is

assigned for the broadcast phase (UAV; — { 1o Us s e}),

while the relaying phase (U] ,, — {Ug s e}) is allocated the
remaining (1 — 6) portion (See Fig.1). Thus, two opportunities
are provided for Eve to infer the private information during
these two phases of transmissions. To safeguard the first phase,
the corresponding common TPC p* is designed for ensuring
that s, is simultaneously exploited as jamming noise for
confusing Fve. By contrast, in order to secure the transmission
against Eve during the relaying phase, UAV; that is idle
during this phase, serves as a friendly jammer.

B. Channel Definitions

The channel coefficients of the UAV; —» {Uf,k,Uik,e}

links spanning from the UAV to terrestrial nodes are de-
noted by hi , € CN*! for n € {1,2,e}, respectively.

2 .
These channels are modeled as = dn Z""“/ n; ., where
—al, 1 /2 :
dp i represents the large scale fadlng characterized by

the aerial to ground (A2G) distance d,, ;, and nfh w CN(0,1)
represents the corresponding small scale fading®’. The path-
loss exponent « , obeys the probabilistic model of [14],
which is appropria[te for low-altitude UAVs comprised of both
the LoS and non-LoS components £¢ , and N, fl &> Tespectively,
given by: 7

L — N )
7 A n,k n,k 7
Ok = T n oA TNk 2)
where ¢! = 80gin~! dH—Z denotes the elevation angle

between U AV and the n-th user at a A2G distance Ay i
while A; and A, are determined by the wireless environment,
which may be urban, dense urban, etc. [14]. Additionally,
L e~ CN(0,1) for n € {2,e}, denotes the corresponding

1i7k — {Ug,k, e ¢ channels, during the second phase.

Remark 1. (Imperfect E-CSIT): In a realistic secrecy scenario,
a sophisticated E've may be able to perfectly estimate its
corresponding channels, its CSI would still be outdated at the
Tx owing to signaling delays, hence resulting in imperfect
E-CSIT. On the other hand, as for the A2G links, the large
scale fading varies smoothly and hence it can be estimated
perfectly, but imperfections contaminate the small scale fading
component n! ;.

6Although the model proposed in [14] constitutes an approximated form
of the probabilistic LoS model, the authors of [14] have shown that that their
proposed channel model represents an accurate estimate of the A2G channels.
Additionally, we note that there are no optimization variables related to the
dynamics of the UAV such as height or speed of the UAV in our optimization
problem, which implies that determining the type of channel has no substantial
impact on the subsequent analysis.

"The Doppler spread directly depends on the speed at which the UAV and
users travel. However, in our scenario where a rotary-wing UAV operates at
a fixed altitude together with the assumption of low-speed users, the value
of DS would be small, i.e, DS ~ 0, leading to a long coherence time, i.e.,
Te ~ oo, and thus here the slow-fading model is valid [27], [28].



Based on Remark 1, to capture the resultant channel uncer-
tainties due to Imperfect E-CSIT, we rely on the worst-case
model of [18], [19], [35], formulated as follows:

[ A A7 [
ne k= Dg g+ Ane’k, 3)
L £ i
ek: ek+Afe k>

where Oy, = {Anek € CNexl: HAnekH < Ntf} o 2
) .2 ) A
{Af;k: ’Afgk‘ <e}. Furthermore n;, and f;, are

available at the Tx € {Uli’k, U A%}, and they respectively

stand for the estimate of n;k, fék, while An;k, Af;k
denote the corresponding channel uncertainty. Specifically,
e > 0 denotes the size of the uncertainty region in the
estimated CSI of the Eve.

III. PERFORMANCE METRIC AND CONSTRAINTS

Before proceeding, we have provided a flow-diagram in Fig.
2 to show the flow of the analysis described in the sequel. In
the following, after characterizing our received signal model,
we calculate the Achievable Secrecy Rate (ASR) as well as
achievable channel capacities (ACC) [3], which is then used
for defining the SEE metric as the criterion utilized in this
treatise. We note furthermore that for the sake of considering
the worst-case secrecy scenario, Fve is assumed to be able
to perfectly estimate its corresponding CSI, while at the
legitimate UAV-Tx, only imperfect E-CSIT is available. Given
this perspective, while Eve can achieve the channel capacity,
Tx is only capable of achieving the estimated information rate.
Thus we first derive the channel capacities and then obtain
the estimated information rates, as shown in Fig. 28, Next,
we present the constraints imposed, which must be taken into
account in our design.

A. Received Signal Model

During the first phase, UAV; broadcasts the RS signal x,

and the node n € {Uli,k, U3 g e} will receive the following
signal:

vh D =1l (PSS + st + RS ) ¢ @)
\/p;ycz,fvz 2,0, Yne {1,2,¢},

where z;,k(l) ~ CN (0,62) represents the Additive White
Gaussian Noise (AWGN).v% having the power of p} repre-
sents the aggregated co-channel interference (CCI) due to the
communications of N number of users occupying the same
channel.

In phase II, while the relaying user U;  retransmits SZ,C at

a power level 0 < pk r < Pg, using the estimated channel

h 4> the U AV assigns the Tx transmit beamformer of P kz =

e

8Note that, in case of perfect CSIT, the actual channel capacity and AIR
from the Tx viewpoint are equal [31]. Naturally, in the face of channel
uncertainties, the channel capacity cannot be achieved by Tx, since the
channels were not correctly estimated.

:‘>

o

to the jamming signal z at a power of 0 < pk g <

=

o

P; directed towards Eve. Given the limited power budget of
phase II, we have 0 < p}'c’ rt p}'ﬁ g < P,(fgz which should
be optimally shared between the relaying node Uﬂ , and the
jammer U AV; for further enhancing the secrecy performance.
Given what we discussed above, the signals received by Us .
and Eve in the presence of the AWGN z% () ~ CN (0, 52)
can be expressed as:

@ _

- OH
kaf N Skc—i_ P e D2t

/el v}%—kz;,k(z),‘v’ne{le}. (5)

?/;Lk
B. ACC and EAIR

Based on above-mentioned discussions together with consid-
ering that a persistent Eve mai succeed in accessing the

Ui Ul k,e} first decode
SZC’ while treating the private message parts as interference.

Accordlngly, the received SINR values encountered in detect-
ing s, during the two phases, which are denoted by 'yl < (1)

codebooks, all the nodes n €

and *y;fk(z), may be expressed as follows:

i,c (1) ‘h” k pk
’Yn k M . 2 ’
’hnk plk +’hnk P2k +pk~ ’CanH + 62
Vne{l,2,e},
) .2
7 K3
i (2) Pr.r fn,k‘
nk = T H 2 3 -
Prg Mok Pr.| + Py ‘CZ,kH + 02

Vne{2e}

After removing the detected signal s, 2¢ via SIC, both Ui % and
UZ . can detect their corresponding private streams. Therefore,
by yconsidering the irrelevant private stream as interference, the
received SINR of the legitimate users encountered during the
detection of their corresponding private information streams
are obtained as:

2

H Z,p
Wp (1) ’h ”k .
n,k ] 2 n #]»
‘hl & pjk M‘C;’kH + 62
¥n,j € {1,2}. (8)

Upon using the RS technique, an appropriate secrecy policy
is to design the common TPC for ensuring that Eve is unable
to decode the common stream. By doing so, s;° can no
longer be eliminated through the preceding SIC block. We also
note that there is only one chance for the Eve to decipher
the private messages during the first phase. Thus, from the
FEwve’s viewpoint, the SINR associated with the detection of
the private stream of Uriu > While treating the private steam of



Algorithm 1 The algorithmic procedure of the proposed
resource allocation
Start
-0 One user tries to match with the SC}, that does not
reject it accordance to its preference list.
-®  Is the number of users matched with this SC equal
to N?
e Yes: Call ICOP to choose one set with the
maximum 7)g g B according to (28).
o No: The user matched with this SC successfully!

-®  Are there any uses left?

e Yes: Go to ©.
e No: Goto ®

-®  Call PCP to optimize the power of SCs according to
(29).
-® Are the convergence of PCP meet?
o Yes: Go to ®.
e No: Go to @.

-®  Swap between tow users which can form a swapping-
block pair.
-@  Are there any swapping-block pair left?
o Yes: Go to ®.
« No: Go to ©.
-®  Obtain the result of user association and network

parameters for users.
End.

the other user U

as interference, may be expressed as:

j#n
2
ip (O hlk pnk
’yeﬂ’hk - hl H_ic hZ " i 2 627
& Pi K pjk +pk Corll T+
n # j,¥n,j € {1,2}. 9)

Now, the corresponding capacity achieved by the legitimate
users and Eve are respectively obtained as follows:

02,7%(2) 2 (1—6)log, (1 + ,Yz c(2) ) ,Vnel2, el a1
i 1 i 1 i 2
weemind ope™ oW o™ b
Ok O3k
cii ey o, (13)
Cfi’f;c(l) = C,% £ 0log, (1+7 )),vne{1,2} (14)

CLP

Pnk

= C;’ik = flog, (l +7(,n « )) , Vne{l,2},
(15)

where Cl ¢ and C ', respectively stand for the information
capacity achieved by the legitimate users and Fve in detecting

s, during the two phases. Note that as it can be observed
in (13), Cy° is limited by the achievable capacity of the
worst-case user. By contrast, Fve tries to infer s; up to the
sum-capacity of both phases, as shown in (13). Additionally,
C'% represents the information capacity achieved by each of
Uf k> U;  in detecting their corresponding private streams

and Ce fL K denotes the information capacity achieved by Eve
while aiming for detecting the private streams of the n-th user.
In order to determine the estimated SINR values corresponding
to the Fve’s link at the UAV-TX, the actual channel parameter
hi & in (6), (7), and (9) can be readily substituted by its
estimated counterpart of he B = PL@ g D e i given the

W @
estimated SINR values are 475,475 4 ;Z .- Then, the

EAIR corresponding to Fve, (the achievable capa01t1es from
the Tx viewpoint) can be written as:

R(,k —910g2 (1—1—”6())
i, ~i,eD
Re/k = ( 0) 10g2 (1 +7@k )

R = R = 0logy (1+410)), vn e (1,2} (8)

(16)

a7)

C. Secrecy Energy Efficiency (SEE)

The SEE quantifies the ASR per unit energy and bandwidth.
The total secrecy capacity of the link between UAV; and
each legitimate user is defined as the sum of the ASR values
representing both the common and private parts and it is given
by:

i,tot N %,C 7,p
Cse('nk an kcse('k—’_cs‘e('nk’ ’ Vn e {172}7 (19)
e A g i,c i,C i,p i,p i,p
Ceec k— an-,k [Ck - Ce,k} Csec nk — Cn k Ce n k] )

where the operation [z]T £ max (0,z), and the weighting
2

factors o k’ € [0,1] corresponds the proportion® of the
lin=1

secrecy rate belonged to the n-th user, and satisfies oﬂi, T
ag = L
On the other hand, the overall energy consumption (EC)
originates from several components: 1) Mechanical EC (E,,)
of keeping the UAV aloft, 2) Circuit EC (E.) due to active
circuit blocks, 3) Transmit power EC (FE};). Given the total
energy AFE,, dissipated within At¢, the SEE achieved through
the k-th SC for the i-th UAV cell is given by:

2

Z Z C;etcoiz k Z "rZL kC;etcOtn k

,AEM/N = Fy @

NSEE; £

where P, (P}C) £

power P, (P}) £ Tr (P}CP}CH) = P,
1

well as the mechanical and circuit power consuﬁlption P In

addition, L{fh x € {0, 1} is a binary indicator, which represents

whether the n-th user of the i-th UAV-cell occupied the k-th
SC. Considering all users and SCs, the total SEE is defined

P+ P (P}C) contains the RS transmit
2

as

9Here, oz; i 1 simply used to show that each user has a share of the
common message and has no effect on our SEE equations.



as:
2 1, O,
e 350 s

i=1 k=1n=1

2L

Given the constraints imposed, below we aim for maximizing
Ntk by optimally allocating the limited resources, including
the user association matrix {U;},,, the RS TPC {Pj}, time
slot sharing 0, and power budget {pj }. . "

D. Constraints

The SEE optimization of the RS-aided UAV-HetNet relying on

imperfect E-CSIT should consider the following constraints:

e Power constraints: The RS TPC at U AV; must ensure that
the transmit power P, (P}C) does not exceed the power
allocated to SCY, i.e., p,. On the other hand, the various
powers pi assigned to different SC} have to meet the
power limit P, 4, of UAV;. In mathematical terms we

have:
0< P (P}) <pj, Vke{l,...,K}, (22)
K . .
prc < Pav-
k=1

e Secrecy policy constraints: We considered the complex
secrecy scenario in which the transmitter sides adjust
their strategy based on the imperfectly estimated E-CSIT,
while Eve aims for increasing its wiretapping capability
by accurately estimating the real CSI. The secrecy policy
considered has to optimize the RS TPC for ensuring that
even the best channel capacity that may be achieved by
Ewve must fail to support the minimum required common
transmission rate rz’c. Furthermore, we have to ensure

that szc is detectable by both legitimate users. Hence,
we must satisfy:
max Céi <ryc, (23)
Ak
’I"Z;(. < 012707
where we have AP, 2 {VAfl,€©;

VAni, € O, }

e HetNet communications constraint: As the MUs have
higher priority for using the spectrum, we expect that
the total CCI incurred by the I number of UAV-cells is
kept below the maximum tolerable interference level I}

of’ S
S pk M) < I,
i=1

where h € C¥ is the corresponding CSI of the link
spanning from U AV to the M-th macro-user on SCy.

o User association constraints: On one hand, each user
occupies one SCY, for each transmission slot. On the other
hand, to take full advantage of CRS technique, one pair
of CCU and CEU is required for each transmission slot
and thus each SCj, is assigned to two users. Based on
the above discussions, the user association constraints are
given by:

vk, 4)

Uy €{0,1}, Yn,k,i (25)

ok = 1, vn, i

Z
>t -

n=1

Vi, i.

IV. JOINT RESOURCE ALLOCATION AND USER
ASSOCIATION PROBLEM

Under imperfect E-CSIT, the performance of the Tx beam-
former P, is degraded and some AN is leaked to Ui ,. To
mitigate this leakage, the proposed robust design maximizes
the worst-case ASR. Given this together with the constraints
described in (22)-(25), the joint resource allocation and user
association scheme relying on the proposed robust SEE max-
imization is formulated as follows:

: tot
Wi, i, O |20
S.t.
C1 :(22)-(25), Ce:0<0<1,
C3:0<pyp<Pr, 0<p, ; <Py,
0 < pl, g + 9} s < P,
where X = (P};, 0,pR,pJ) and U; £ [ "k}N e is the

user association matrix, including the indices of the user-pairs
among the Nﬁmx users and K SCs.

Problem (26) is non-convex due to the non-linear fractional
form of the objective function and owing to the discontinuous
variable U;. To circumvent these difficulties, we consider a
decomposition based approach, where the NPAP is solved
while the user association is carried out.

The NPAP is solved by iterating between the PCP and ICOP
steps. To elaborate a little further, during finding U; by our
user association algorithm, we can optimize the resources,
including both the power allocated to each SC {p}c}w > and
the network’s parameters gathered in {x};}w’ .- To visualize
the proposed approach, the whole procedure is shown in
Algorithm 1, while further details will be presented in the
sequel.

A. User Association

The assignment of SCs can be considered as a two-sided
matching procedure relying on the preference lists of both
the SCs and users. To expound a little further, first we assume
that there are N;,,. users and K SCs in the i-th UAV cell,
where U AV; has perfect knowledge of the legitimate CSIT.
In this context, each SC may be matched with N users, but
each user may only be matched with a single SC. In order to
conceive a low-complexity matching procedure, each SC can
be occupied by a maximum of N, = 2 users.

In the two-sided matching algorithm, first each user U} g will
1n1t1ahze its own preference list of SCs based on the channel

| = "H Once each user user has constructed
e,k

its preference hst a matching request will be sent to the SCs,
and then the user U . as well as the preferred SC, may form
a matching pair. If the number of users that prefer SCy, is less



than Ny, SC can still accommodate further requests and be
matched with additional users, until it becomes completely
filled. Otherwise, [N, number of users from those that prefer
SC}, and succeed in increasing their SEE by camping on SC},
will be chosen and then SC}, rejects the remaining requests. To
arrange for this, based on the preference list of users on each
SCl, ICOP is called and those users that maximize 7gpp;
are assigned to SC}, as the optimal match. The rejected users
are then collected in the so-called unmatched list and initiate
their new contention for the remaining SCY. This process will
be continued until no users remain in the unmatched list. The
first part of the assignment ends here, yielding a preliminary
SC matching U; for each UAV cell. Now, given the resultant
{Ui}y; and {x}},,, - we optimize the power {pj} , .
allocated to each SC, through the PCP. Again, given the
improved values {p} '} . we repeat the previous steps and
this iterative process continues until convergence is attained.
In particular, the [-th iteration of the overall algorithm is
constituted by separately minimizing the criterion with respect
to each of {{Ui}w , {X%}w,k} and {p;}\ﬂc,i, while keeping
the other one fixed.

It should be pointed out that the above-mentioned process
will result in a sub-optimal solution. To improve the result,
the above-mentioned procedure is followed by a swapping
procedure. This swapping process includes exchanging two
users, which have already been matched with the sub-channels
SC through the two-sided matching procedure. During this
swapping process, the following points must be considered:

o At each time, the swapping process is performed only
between two users on different SCs, while keeping the
state of other users assigned to SCs without changing the
state of any other user already matched to SCs.

o The swapping process aims for enhancing the achievable
SEE. Thus if two users form a swapping pair, the SEE
of at least one of them will have a promotion and the
SEE corresponding to the other one participating in the
swapping process is not decreased.

According to the above conditions, matched users search over
other SCs to form a swapping pair. The number of swappings
between two users cannot exceed N = 2 in order to prevent
unnecessary looping.

B. Intra-Cell Optimization Problem (ICOP)

Based on the previous section, we first carry out two-sided
matching. Explicitly, we have to select the best user pair, which
maximizes the SEE achieved through each SCj at UAVj,
ie., NSEE; » by finding x%. Given the power of each SC,
P (] determined by the PCP from the previous iteration, and
initialized by {p} }Vz} . = PU% the following optimization
problem must be solved at this stage:

H;%X (USEE,i> VALY @D

S.t.

i Di il
C1:0<Tr (PLPLH) <pi,
Cs : (22), (23).
Problem (27) is still non-convex because of the non-convex
objective function (OF) as well as non-convex constraint set.
To circumvent the non-convexity, we rely on the SPCA. Prior
to applying SPCA, we have to relax the OF as well as the
constraints as much as possible by variable transformation and
linearization. Then, using the SPCA, we adopt an iterative
solution, where the non-convex factor at each iteration is
approximated by its first-order Taylor expansion. Given this
perspective, we first attempt to circumvent the non-convexity
imposed by the fractional form and logarithmic function of
the OF by introducing two sets of auxiliary variables, namely
AT ) : AT ) )

£ 2 [flofia fin] and g 2 [ghoigha o gl
The vector f; includes the corresponding auxiliary variables
to describe the rates of the common and private streams
at the legitimate users, namely f; , = C.% fi,, = C.5,
while g; is used for describing the relevant rates at the
Eve, ie., gio = C¢%y Ghn = Coh - Using this variable
transformation, the OF can be recast as:

PartI PartII]
RS EARICEES o
n=1 n=1
P = - 28
nSEEk Ptot (P;c) ( )
) Nk
fo= kot 3 (Fhn — k)
B Pyt (P) ’

where it is assumed that f{ > g ., Vn € {0,1,2,.., Ny}.
Now, with the objective of linearization and getting rid of the
fractional form, we can replace the Problem (27) by exploiting
the following theorem:

Theorem 2. The optimal n¢pp: for (27) can be acquired
k
through the following optimization problem if and only if

f (n;'EE}'C> =0

f (nspmy) 2 max 29)

iAi
T Ag g

n=0
2
+> ‘

N ) 2
b
n=1

i,C @,p
Py Py k

NSEE; <Pm + ‘

s.t.
Cr :fio < O3, Co: fi, <Cit. vn,

Lo 0P
Cy: g,’an > r/rlliaxC

e,n,k’

Cs @ gp o > max Céi
’ Aéyk 7 e,k

Cs 0 <Tr (P?;P?;H) <pill Cg:Bi> Pi(P})

Cr: f,zyn > g,ic’n,Vn €{0,1,.., Ny},

Cs: 1" < fio T4° 2 9ho

Cg : (26-02), (26—03)

where i 2 [ Pz,ﬁ,pz’R,p}c’J,f,i,gz,5,@].



Proof:
please see Appendix A.
|

Based on Theorem 2, we present a two-tier iterative algorithm
to attain the £-optimal solution. More explicitly, the (m +1)-
st iteration of the outer tier consists of calculating n}g EE 1] by

substituting the optimal point 7i* calculated in the i 1nner tier

as follows:!°
7rf€* obtained from f (] (77[5"3 E) =0
k
i3

o f _gko “+ Z ok (fkn gllcn*)

d S =
Upee s, P (P ’

(30)

where the superscript “x” represents the final iteration of
the inner tier. Then, the outer tier proceeds to the next

iteration and runs until ‘ng”;JfE{] - TI[;];] Ei ) < £ is met or the
maximum affordable number of 1terat10ns Mumaz 18 Teached.
To find the &-optimal solution =i, the problem (29) is
solved using SPCA in another iterative process in the inner

tier. In particular, the inner iterations are continued until the

stopping criterion ‘f[t“] (77[9”;]13) - ft (77[:;]]3 )‘ < 05 is
k

satisfied at the (¢ + 1)-st iteration or the maximum affordable
number of iterations ¢,,,, is reached. The proposed two tier
ICOP scheme is presented in Algorithm 2. In order to handle
the constraints (29-C, : Cy), we further deﬁne the sets of

new auxiliary variables3, = {ﬁﬁll),ﬁ( 2,6 (('19)7 SQP)} )
1 1 2 1 2

Pe = [pﬁl)ypgz),pi;pge),pgg}, B, £

[6}7,175[),2751 €7B2 F]? pp £ [pp717ppa2’p17€’p216]7

Tce [Ic,e; Yec,ey Ul,c,ey U2,ces Ucses dc,e7 fc,e]-

Accordlngly, we can deal with each non-convex constraint
independently to attain its equivalent convex counterpart.
Based on the above discussions on SPCA, we first aim for
eliminating the non-convexity by variable transformation and
linearization. If the non-convexity persists, we approximate
the non-convex factor at each iteration by its first-order Taylor
expansion. Using this technique, the affine approximation
becomes straightforward for most of the constraints. However,
for gaining better insight concerning the procedure we have
detailed the mathematical analysis of (26-C7) and (26-C'3)
respectively in Appendices B and C, and due to space
constraint we avoid to bring the similar procedure for
(26-C3) and (26-Cy). Hence now, we can replace each
non-convex constraint by its affine a]pproximation. Using
these approximations together with 775 EE; gleaned from the
outer tier, the (¢ + 1)-st iteration of the inner tier solves the
following convex optimization problem for calculating the

10

Note that f[*] (n[SE]E7

) represents the value of f ( [m]

NseEi ) at the point

of 71';;: [+

¢-optimal 7 (1] as follows:

S.t.

Ny,

[H‘l] — arg maX {fk 0 gk ot Z

n=1

Bl

n,k fkn

—nlr - (Pm + Bi Pl

Chifiy <Che

Lo (0.6) > fi .
ot (0.89) + 61 (1-0.5%) > fi o

CNH P CNH 2
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. . H . 2
Voph (W) Bh.| +PM ||k + o2
i (). ri
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Vol4 ) =28 >0,
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CNH |2 2
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L1+ pp, — 2P >0,
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n,e
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where & = Nie + 2/Nge||h? ‘ ,H., 2 }1?:/7khéJCH7
P 2 pinpin PEe 2 pppy Pl 2 Bl (I‘)Z,z)H7
VPin = 0 € (2,y) 2 Sl + ) (@ +y) -1
(2] 4 ytm)2 —(z — y)?, O (z,y) 2 f(z + y)°+
1 (alm] - yim})j —3 (alm] - y[m]z) (z —y), O (u,2; h) £
e e x[vZJ ') |h(a:[77:)‘ =, Q" (a,vih) 2
i (0, 1;h) —0M (v 1; h), and I (z) 2 o2=™

[1+1n(2) (z — x[m])].

Algorithm 3 Overall proposed £-optimal algorithm

Algorithm 2 Proposed &-optimal ICOP

Function Outer_Iteration

Step 1: Initialize the maximum number of iterations My,qy,
tmae and the maximum tolerance &.

Step 2 Initialize n[sg Ei = 0 and the outer iteration index

m =
+1]
While (‘nS";EL - 17[SE]E >form < mmaz) do:
Step 3: Call the Function Inner_Iteration with n[S"g i to
. k
obtain the £-optimal solution wk*.
f gkO +Zun k(fk n QIL;-, n*)
. [(m+1] _ :
Step 4: Update NSpE; = PM(P?*)
Step 5: Goto Step 3.
end while.
Step 6: Return the &-optimal solution ﬂi* and NSpp =
1] ’
segi -
end.
Function Inner_Iteration (77[3 E] I )
Step 1: Initialize the inner iteration index ¢ = 0, 7} " and

o (ngE]E) =0.

while (|00 (53] ) =11 (il )| =€ 0rt < tina ) do:

Step 2: Find the £-optimal solution Trfc[tﬂ} of the following

(m]

problem for given i, {p};[l]}v L and g
i k

27

7" = Solving (31),

)-8 (1)
[m]

seE; (P + B g ; ])-
Step 4: Goto Step 2.
end while.
Step 5: Return 7" = i1
end

(m]

Step 3: Update f[t+1] (USEE

e i ic i
Co:rp” < fk,O’ K 2 9k0

Step 1: At the first iteration equal powers are assigned to
different SCs, i.e., p};[o] = PU%
l=0.

While (min ( p

i,k

, and first iteration index

i [l+1]
k

pi[l]’) >¢orl < me) do:

Step 2: Call the Two-sided matching algorithm using ICOP
i [0 to obtain the &-optimal solution § 7wt * NS g
and {U;},,.

Step 3: Find the optimal solution {p}c [+1] }v

ik {Ul}Vz>

with pj,

of problem
ik

(32) for a given ({ﬂ'}c*, UZEE,Q}
Step 4: Goto Step 2.

end while.

Step 5: Call the Swapping algorithm.

Step 6: Obtain the optimal solution {p}j}w A

{pl [1+1] }
k Vik

end.

C. Power Control Problem (PCP)

Now given the optimal {71’ koNep Ei } obtained from the
Vi, k

ICOP, and {U;, },,, obtained from the two- sided matching algo-
rithm, the ({ + 1)-st iteration of PCP comprises the following
convex optimization problem:

2
i [+1] i * i *
Dk = arg max fk,n ~ Gkm (32)
{ } {ri.} {nz_:o ( )
S.t. "
Cr:0<Tr(PL (PLY) ) <pi, Vik
CQ Pt(;‘::*) <ﬁk:

C3 :E pi < Pyay
h=1

kJ Vi k



I N2
Oy pl h%H <L, Vk
i=1
Based on the solutions acquired by PCP and ICOP, the overall
procedure is summarized in Algorithm 3.
V. COMPLEXITY ANALYSIS

The overall SPCA-based algorithm includes three steps of
user association the intra-cell optimization problem (ICOP)
and power control problem (PCP). Regarding the user as-
sociation, the optimal match for all users and subchannels
is acquired through exhaustive search whose complexity is
Oean = O(%) for N = 2K number of users and K
number of sub-channels. By contrast, in the proposed two-
sided matching, which involves the SPCA, the worst-case
situation occurs when each user pairs has to compare its
achieved performance to that of a previous pair, for the
entires set of subchannels. Even in this worst-case scenario
the complexity does not exceed Oyyo—sidgea = O(K?). Thus,
if the Logarithmic form is used to represent the computational
complexities, we have Oipo_sidzed = O(InK) < Opp, =
O (In((2K)!)) = O (In((2K)!) — K)), which suggests that
our proposed two-sided matching could substantially reduce
the computational complexity. Now regarding the computa-
tional complexity of PDP in (7), this optimization problem
is a semidefinite program (SDP), whose constraints were
transformed into first-order Taylor convex approximations.
Even though it is not a standard SDP problem [41], using the
interior-point method, the worst-case complexity can be calcu-
lated as O (m? (3, m?) />, mi), where m is the number
of optimization variables and m; is the dimension of the ¢-
th semidefinite cone [41]. Therefore, when the interior-point
method is employed to solve the problem (7), the worst-case
computational complexity at each iteration can be calculated

2
by Ogpca =0 [ (N —1)? (2 (V2N) ) 2(N)* + 2>.
I. SIMULATION RESULTS

In this section, we present numerical results for characterizing
our proposed framework using the following simulation set-
ting, unless stated otherwise. The BS is arranged at the center
of a macro-cell having a radius of Rpg = 1500m, where
Njr = 4 macro users are randomly distributed in the DL
coverage area of the BS. In the scenario investigated several
UAVs randomly move above the users and hover to provide
communication services. Explicitly, I = 3 UAVs are randomly
distributed within the macro cell and they have a coverage
radius of Ry a4y = 400m and altitude of H; = 200m. Each
UAV has a minimum distance constraint from the ground BS
for ensuring that the UAV can serve users also at the edge
of the macro-cell with the aid of X = 4 SCs. Furthermore,
the users are randomly located within the coverage area of
each UAV, two legitimate user per each SC}. The minimum
distance between the BS and UAV cells is 50 m on a horizontal
plane. In contrast to the channel between the macro BS and the
users, the path-loss model in the UAV network includes both
LoS and NLoS links associated with the path-loss exponents
of L}, = 2 and N, = 3.5, respectively. We assume that
the channel gain of U7, is higher than that of Uj,. The
simulation results are averaged over 103 realizations of the
proposed scheme. Moreover, we set Nyox = Mpar = 20
and the maximum tolerable threshold value for the termination

of Algorithm 2 is set to the value of 6; = 1072. The
power of the macro BS is pyr; = 20 dBm for each SC. A
channel estimation error variance of ¢ = 1073 and a maximum
tolerance of ¢ = 103 is assumed for the termination criterion
used in Algorithm 2. The additive noise at the receiver is
considered to have a normalized power of 82 = 1, and the
minimum required transmission rate of the common stream is
ry¢ = 1Bit/sec/Hz.

Fig. 3 illustrates the convergence of the inner-iteration problem
for our proposed SEE maximization scheme by portraying the
trend of f(ngpp:) defined in (29). According to our scheme
proposed in Algorithm 2, f(ngp E;i) gradually increases with
the number ICOP inner iterations denoted by ¢. This trend may
also be seen from Fig. 3. The figure is also plotted for different
outer-iteration induces m of ICOP. Accordingly, as the outer-
iteration index increases, n[sng i gradually converges toward
its optimal point 7¢ . Ei (the corlivergence of ngp B is investi-
gated in the next figure). Then, based on Theorem 2, f(ngp £i)
reaches the maximum value of zero at its optimum point, when
substituting ngpp, = 7][522]1- . The above-mentioned trends can
be observed from Fig. 3, where upon increasing m results in
ngng i converging to zero at its optimal point. Hence, Fig. 3
also validates the method proposed in Theorem 2 for solving
the ICOP.

Fig. 4 characterizes the convergence of the outer-iteration
problem in Algorithm 2 by investigating the behavior of
nsn;;E,i for each UAV cell ¢ € I and each SC}, k € K. As seen
from the figure, by harnessing the proposed SEE maximization
algorithm, the SEE metric converges to its optimum value for
all the SCs in each of the UAV cells, after running Algorithm
2 for a few iterations.

Fig. 5 depicts the optimized SEE 7% . of the overall UAV-
assisted network versus the UAVs’ altitude for different values
of channel uncertainties €, regarding the eavesdropping link.
Observe from the figure that increasing H; improves the
maximum achievable SEE until reaching the optimal altitude,
at which the UAV has complete control over all macro-users.
However, any further altitude increase will degrade the secrecy
performance, because the UAV should increase its transmit
power in order to compensate the path-loss, while maintaining
the minimum required QoS r;’“ for the terrestrial users. Hence,
the SEE ni’t; decays. This fact can be readily seen from (2)

together with the formulas of 'y:,fc:) and 7;’2(2) as well. Fig. 5
also shows the effect of channel uncertainties ¢ on the overall
SEE of our proposed scheme. We can see that an increased
Ntk can be attained for more accurate CSI estimates of the
potential Eve. However, the effect of € on SEE vanishes for a
UAV hovering at a sufficiently high altitude. This is because
for high values of H;, the LoS part of the signals received
through the UAV links is more significant than the non-LoS
part, which encounters small-scale fading. Therefore, the value
of ¢ which corresponds to the small-scale fading becomes less
influential in determining %% 5.

Fig. 6 shows the optimal SEE, n'’k ., versus the number N,
of UAV transmit antennas both for our CRS scheme and for
its Cooperative Non-Orthogonal Multiple Access (C-NOMA)
and for its Cooperative Beamforming (C-BF) counterparts.
Explicitly, C-BF simply exploits its angular selectivity as
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a PLS technique to guard against Fve at the PHY layer.
This scheme relies on allocating no power to the common
spream (ie., py° = 0), hence W;’,’C is encoded directly into

. No interference is decoded at the receiver using the

common message, and the interference between 317; and 32
is fully treated as noise. By contrast C-NOMA i 1s obtained by
encodmg W,T entirely into s;° (i.e., VVZ C=Wyh) and Wik

into s1 k, while turning off 32’ . (.e., p2 L= O) In this way,
CCU fully decodes the interference created by the message of
CEU. The mapping of the messages to the streams is further
illustrated in Table IV [26], [30]. It is clear from the figure
that our proposed CRS scheme outperforms both benchmark
techniques in terms of its SEE metric, which is due to the fact
that the CRS uses the common message not only to serve as
AN for impairing the decoding of the Eve, but also to enhance
the interference management between the CCU and CEU.
Moreover, it can be inferred from the figure that increasing
the number of transmit antennas N; at the UAV enhances the
system’s performance by focusing the UAV beams toward the
intended legitimate user.

Fig. 7 depicts the optimal SEE, 1% ., versus the number of

SCs available at each UAV cell. Based on the definition of the
overall SEE in (21), one can infer that increasing the number
of SCs, which can be equivalently interpreted as increasing

Fig. 7. ng’pp versus the number
of available SCs at each UAV cell

user ordering (UO) method com-
pared to other strategies

the number of users served in UAV cells, results in SEE
enhancement. This fact can be seen from the Fig. 7 as well. On
the other hand, upon increasing K the optimal SEE saturates,
because the total power budget Pj ,y, of UAVs is limited.
Therefore, when K increases, the amount of transmit power
allocated to each SC decreases, and it may become insufficient
for the QoS of the users supported by the UAVs to be met.

Fig. 8 contrasts the SEE performance of our proposed user
ordering method both to the one proposed in [36] and to
a purely random user association. Recall from Section IV
that our proposed utility function explicitly considers both the
legitimate UAV;, — {Ull o
UAV; — {e} link during the user association process.
Observe in Fig. § that this utility function results in better SEE
performance than the other two methods that merely consider
the legitimate link in their utility function. To elaborate, our
method has the edge, because the SEE depends not only on
the quality of the legitimate links, but also on the quality
of the Eve’s channel. Therefore, it is important to consider
the quality of the eavesdropping channels in support of the
user ordering decisions. Moreover, the poor performance of a
random user ordering becomes explicit in Fig. 8, because it
does not consider any information regarding the communica-
tion channels and blindly assigns SCs to users. The reduction

link and the estimated



Benchmark H sp¢ ‘ sih ‘ syt ‘
CRS WS Wi | Wl
CNOMA [ Wi [wit | -
C-BF - Wit | Wyl
ABLEIV

MAPPING OF MESSAGES TO STREAMS

of SEE becomes particularly pronounced for low values of K.
VII. CONCLUSIONS

In this article we proposed a secure and energy-efficient
scheme for multi-carrier UAV-HetNets in which each UAV-cell
relies on CRS for safeguarding the UAV’s downlink transmis-
sions against an Fve, whose channels are imperfectly known
at the Tx. The system’s performance was evaluated in terms
of both its EE and secrecy. More explicitly, we maximized the
SEE by jointly optimizing both the user association matrix and
the RS-precoders as well as the time slot sharing and SC power
allocation. Given the convexity of the resultant problem, it was
decoupled into two convex sub-problems. More precisely, a
new two-tier algorithm was proposed for finding (-optimal
solutions by iterative block coordinate decent programming
for the resultant intra-cell optimization problems. Moreover,
user association was carried out by conceiving an efficient
two-sided matching algorithm. Then, based on the intra-cell
parameters obtained, the power of each SC used by the UAV
cells was optimized. Finally, a user-swapping algorithm was
designed for improving the user association results. Simulation
results confirm the supremacy of CRS over the C-NOMA and
the C-SDMA benchmarks.
APPENDIX A
PROOF OF THE OPTIMAL SEE FOR ICOP

Given that the ICOP sub-problem and the optimization prob-
lem proposed in Theorem 2 have identical conditions, one
can infer that both problems have the same feasible set. In
the first step, we define the arbitrary feasible solution set
{Pk,ﬁ Di.rsPr. s} of the original problem in (24), where
{Pk 79*715}: R,ﬁz* s} is the optimal solution of (24), seen in
A—1 at the top of the next page. Upon invoking (A — 1)
one can obtain (A — 2) and (A — 3) at the top of the
next page. Invoking the definition of f(-) in (25) together
with equations (A — 2) and (A — 3), we can deduce that
the optlmal value f(n%pg), which equals to zero, occurs at
{Pk 0%, Y R,pk *;}. Finally, we consider {Pk,ﬁ p,C R,pk gt
as an arb1trafry fea51ble solution of the transformed problem of
(25) and {P} 0", pi 1, pi ;} as the optimal solution of (25),
respectively. We also consider the fact that f (n&gg) = 0.
Therefore, one can rewrite (A — 3) as (A — 4) at the top of
the next page.

Using some straightforward manipulations, we arrive (A — 5)
at the top of the next page. By invoking (A —5), one can
readily infer that {P 5 ,(‘)"Zpk R D *,} is an optimal solution
for the orlgmal problem of (24) Flnally, based on (A— 2) and
(A—3), {P} 79*a151:R7Pk s} equals {P},0 * Dy R PRy b
f (USEE) 0.

The inequality constraints appearing originate from the fact
that the original active counterparts are non-convex owing to

having non-affine functions at both sides of (26 — Cy : Cy).
So, to tackle the non-convexity and maintain the generality of
the problem, the inequality constraints have to be specifically
defined for ensuring that they would be active at the optimum.
APPENDIX B
PROOF OF THE CONSTRAINT (31-C4)

Following the principle of the SPCA, f,i’o can respectively
represent the lower-bound of C}°. Increasing the lower-
bound values and simultaneously reducing the upper-bounds
will boost the left-side of the constraints, which is needed
here, so that the constraint (26-C) would be active at the
optimum. Despite this linearization, it can be seen by invoking
the definitions of C° that the constraints (26-C4) is still
non-convex. In what follows we elaborate the procedure of
convexifying of (26-C1). To handle the non-convexity of these
constraints we construct a suitable inner convex subset for
approximating the non-convex feasible solution set. Along
these lines, by substituting the deﬁnition of C° at (26-C1) we

i . i,C i,c(1) i,c(2)
have C1 : fi, < min Cl’k O2k: +Cy% - Then we

can approximate it by its linear Taylor expansion as follows:
1 i
ol (6,8L1) = fio, (B~1)
ol (0.519) +61 (1-0.82) > fi,,  (B-2)

where we have defined O (z,y) é%(m[m] +
yr (@ +y) -5+ ym2—g@ - )% and
ol (x,y) Ai(l + y)?+i(em - g2 (gl —

yl™)(z —y) for the linear approximation of the terms,
which are the product of two variables. With the aim of
the hIleaI'lZthlOIl of (26-C1), after substituting the definition
of C’Ii C’;fc and C f:) and using some variable
transformations, the three extra auxiliary constraints are
formulated for Vj € {1, 2}, as follows:

14 p) — 2% >0, (B —3)
14 pU) — 255 > 0, (B —4)
15 pth, (B - 5)

i > ) (B ~6)

Although (B —3) and (B —4) is convex, upon substituting the
definition of 'yffk(l) and vé’fk@) into (B—5) and (B—6), it can
be represented as the difference of two convex functions (DC
decomposition) and thus it is non-convex. To deal with this
non-convexity, we first write the equivalent DC decomposition

of (B—5) as
()" v
I A D

1
peth

To deal with (B—7), we relax the concave parts of the DC con-
straints with the aid of their first-order Taylor expansions. Then

ire [] [t
p}g 9 apgl"zb )

2
7 ,p
’( k) p1 k’+‘ k) p2,k‘

, (B —T) is approximated around the point <

at the t¢-th iteration by:
2 .
+52PM Hc:1 kH2

(0 1) <0

B—28)

2 X .
+| (md,0) " o4

[
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* P + (1B 112+ 3205, 15,7 11 P+ [1B3°112 + 3205, 115
(A1)
Ny, Ny
Z(fkn(Pk, PR PR ) — g (PR 07 B, ) ) msm (P + B IP + D B I17) = 0, (A 2)
n=0 n=1
N
(fé,n (P 0, .k D, J) —= Gkn (Pzaeaﬁ}c,Raﬁ}c,J)) TISEE(P +11Bx°II? +Z\If>i;pk ) <0, (A-3)
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N
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n=0

Zn 0 (fk n (kae Pk Rvpk J) - Q;C n (15?;,97132,R,ﬁ§;,J) )

< Zn 0 (.fk n (Pk ) 713}:}2713}::]) - gi,n (P}c 79*713}::1?713}.;:]) )

P+ 10112 + 320%, (15775112 -
2% hh'!
where we have WM (u,z;h) £ a(C x[)q U}
H__[t]|2
%. Upon using the same approach, we rewrite (B — 6)
x

as:

. . H _;
Py ‘(hé,k) Di.
+62<0, (B-9)

APPENDIX C
PROOF OF THE CONSTRAINT (31-C3)

2 .
+ P HCE,I@HZ — ol ( kRan» f12k)

P+ 1B 112+ 0%, 155 112
=NSEE; (A-5)
yf,e (2) (C —4)
R N [ = pecs
max ’he ka;C < Zee, (C-5)
min ‘he & pn k‘ > Upces 1 E{1,2}, (C —06)
i
max o’ v ‘ < , c-7
Afy kR |Jek| = Yee ( )
2
rrrlun ka h! k pz > Vce- (C-38)
h‘ &

The constraint (31-C'3) can be equivalently rewritten as fol-

lows:
Jro = f/fllax e, iy

(€ -1

Problem (C 1) represents search over the possible values of
CSI uncertainties to find the worst-case. On the other hand,
based on what we inferred earlier from (29-C3) and (29-
Cs), the goal is to minimize C7, "x by minimizing its ceiling
rate ... Incorporating this into (C — 1), it is expected
that this ceiling does not exceed the predefined target rate
rp¢, e OV < aee <r.° for various imperfections. Given
this fact, (C — 1) is transformed into some extra artificial
constraints, constraints, with the objective of linearization.
Thus, by inserting the definition of C} as well as as by

exploiting the auxiliary variables introduced in (31) for fyl 2( ),

’yle Ck( ) along with new auxiliary variables, the problem (C'—1)

after some trivial manipulation can be recast as:

0log, (1 —+ p(1)> + (1 —0)log, (1 + p(ze)) <ace, (C—2)

o2 1)

< pe
Ci‘,k||2+62 c,e>

(C=3)

2
D Un,c,eFDPM K
n=1

However, (C(2 : 8)) are still non-convex. To handle the
non-convexity of these constraints we construct a suitable
inner convex subset for approximating the non-convex feasible
solution set. To this effect, we first approximate (C — 2)

by its linear Taylor expansion to obtain O[! (9, 6516)) +
ol (1- 0,58
and O™ (z,7) in (31) for the linear approximation of the
terms, which are the product of two variables. To circumvent
the non-convexity of (C — 3), three extra artificial constraints
(31-C5 (1)), (31-C5(IV)) and (31-C3(VI)) are introduced.
Similarly, as for (C' — 4), we have equivalently derived (31-
C3(V)) and (31-C5(VI)).

To handle the non-convex constraints (C' —
the following proposition.

) < ac,., where we have defined o (z,y)

(5:8)), we exploit

R H
Proposition 3. For the terms D; (Ah) = ‘(h + Ah) u

2

. H
and Dy (Ah) = (h + Ah) u‘ with norm-bounded vari-

able |Ahl, <o,
be presented:

the following minimizer and maximizer can

(i Py 0.5} B, s) — 6 n(Pi»Hﬂ;,R,ﬁL,J))



min DMAhy:@Hq+ﬂwm5, (€ —9)

|Ah|;<o

|Ah|l,<o

| Ah|l;<o

min Dy (Ah)=Tr

()]

()],

(C - 10)

max Dy (Ah)=Tr (C—11)

where H 2 hh¥, U £ uu”, = o? +20Hle .
2

Proof:

Please refer to [40].

Using proposition 3, we can relax the right-side of (C' — (5 :

8)),

leading to respectively as presented in (31-C3(VI))-(31-

C3(X)).
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