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A B S T R A C T   

Manufacturing organisations worldwide are embracing Industry 4.0 (I4.0) and its associated technologies, such 
as the Internet of Things (IoT), Advanced Robotics, Big Data, and Cybersecurity. However, its implementation 
poses considerable risks for SMEs in emerging economies. Based on a survey of industry experts and business 
leaders associated with implementing I4.0 in the dynamically evolving economy of India, this paper identifies 
and prioritises the critical risks linked with implementing I4.0 in SMEs. Empirical results using the Fuzzy- 
Analytical Hierarchy Process suggest a hierarchy of risks associated with SMEs' transition to I4.0, with finan-
cial and technological risks posing the most significant barriers to I4.0 adoption. The novel results presented here 
can enable strategy development to effectively manage the risks of implementing new technologies in emerging 
economy contexts.   

1. Introduction 

The fourth industrial revolution (I4.0) and the related technology 
diffusion drive are expected to affect dramatic shifts in modern industry, 
leading to significant socioeconomic changes (Kiel et al., 2017; Tortor-
ella et al., 2020; Yadav et al., 2020). I4.0 integrates the digital and 
physical worlds and blurs the boundaries of these two domains by 
combining modern digital technologies with traditional technologies 
and big data analytics (Liao et al., 2017; Tseng et al., 2018; Ardito et al., 
2019). It leads engineering into a digitalised, networked, and decen-
tralised value-creation system (Kiel et al., 2017; Ardito et al., 2018). 

As in the case of social media, the exponential digital transformation 
resulting from it is likely to impact all industry sectors (Li, 2018; Appio 
et al., 2021). To exploit opportunities arising from I4.0, firms must 
integrate new digital technologies and competencies into their busi-
nesses and legacy assets (Kiel et al., 2017; Ardito et al., 2018; Ardito 
et al., 2019). 

I4.0 is more than a technology-focused transformation (Liao et al., 
2017; Ardito et al., 2019). Its real opportunity lies in unlocking 

digitalisation's full potential, going beyond technologies, and harnessing 
its abilities to influence society (Liao et al., 2017; Tseng et al., 2018). 
I4.0 technologies improve organisations' productivity, quality, cost, 
delivery, environmental, and safety levels (Rüßmann et al., 2015; Ardito 
et al., 2018). During the past decade, scholars have examined the im-
plications of I4.0, digital transformation for management and organ-
isational studies (Ardito et al., 2019; Correani et al., 2020; D'Ippolito 
et al., 2019; Usai et al., 2021). 

While I4.0 has multiple benefits, it is associated with high in-
vestments, personnel costs, unclear economic benefits, and long and 
uncertain amortisation periods (Sommer, 2015; Ghanbari et al., 2017; 
Kiel et al., 2017; Kovacs, 2018; Piccarozzi et al., 2018; Birkel et al., 
2019). It involves technological risks that arise from technical 
complexity, the lack of maturity of I4.0 technologies, device integration, 
and infrastructure deficiencies/network congestion (Sommer, 2015; 
Müller and Voigt, 2018; Ben-Daya et al., 2019; Birkel et al., 2019), and 
operational/social risks arising from job losses, internal resistance, 
inadequate qualifications, the shift in competencies, and lack of exper-
tise (Piccarozzi et al., 2018; Stock et al., 2018). 
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Notably, it also leads to unprecedented challenges for SMEs (Som-
mer, 2015; Mittal et al., 2018). Large manufacturing firms can configure 
advanced processes and I4.0 digital technologies to create smart work-
ing environments and transition to I4.0 (Lee et al., 2016). By contrast, 
most manufacturing SMEs find imposing barriers impeding the adoption 
of I4.0 technologies, although they can significantly advance their 
competitiveness (Sommer, 2015; Ganzarain and Errasti, 2016; Horváth 
and Szabó, 2019). However, extant research has mainly concentrated on 
large companies in developed countries, with a limited examination of 
risks of I4.0 for SMEs in emerging countries. Furthermore, barriers to 
I4.0 implementation haven't been fully explored in the literature. 

Thus, the absence of consensus on the I4.0 implementation risks, the 
disproportionate focus on large firms in the literature, the absence of 
guidance on the prioritisation of risks, and the lack of sufficient evidence 
from emerging economies are compelling gaps in the extant literature. 
These research gaps underscore the need to validate and prioritise 
critical risks in implementing I4.0 for SMEs in emerging economies. This 
paper contributes to the emerging literature on digitalisation and I4.0 by 
identifying the risks associated with the digital transformation of SMEs 
in the context of I4.0 in SMEs in an emerging economy — India, the sixth 
largest manufacturing country in the world (Sharma et al., 2019). In 
particular, the paper prioritises risks to identify the most significant 
bottlenecks to the adoption of I4.0 by SMEs. 

India has a strong focus on manufacturing and has taken new ini-
tiatives such as the “Make in India” program to accelerate 
manufacturing in the country and increase the share of manufacturing in 
GDP to 25 % (Kamble et al., 2018). India's industrial policy aims to make 
the country a leader in the usage and implementation of Industry 4.0 
(Liao et al., 2017; Srivastava et al., 2022; Kamble et al., 2018; Kumar 
et al., 2022). 

Based on expert surveys of industry leaders working towards 
implementing I4.0 in their SMEs, the empirical results, using the AHP- 
Fuzzy methodology, shed light on risks in seven categories that can 
arise in the context of the digital transformation of SMEs. The results 
demonstrate that financial, technological, and operational risks are the 
most significant risks facing SMEs implementing the technologies of 
I4.0, accounting for nearly three-fourths of the total risk profile. To the 
best of the authors' knowledge, these novel results are the first to 
empirically validate and prioritise the implementation risks associated 
with the successful digital transformation of SMEs in an emerging 
economy context. 

The following section presents a comprehensive literature review of 
I4.0-related technologies and their associated risks. Section three dis-
cusses the research methodology. The fourth section presents the results 
identifying the critical risks associated with implementing I4.0 in SMEs. 
The final section offers a discussion and concludes the paper. 

2. Identification of risk categories and risks 

2.1. Literature review 

Industry 4.0 is associated with transforming the manufacturing in-
dustries using hi-tech smart technologies (Rauch et al., 2018; Bolesnikov 
et al., 2019; Ardito et al., 2019). Integrating the Industrial Internet of 
Things (IIoT) into its value creation process, I4.0 enables real-time 
collaboration from within and outside the enterprise (Ghobakhloo, 
2020). 

A crucial aspect of I4.0 is the usage of digital technologies such as 
cyber-physical systems (CPS), IIoT, cognitive computing and cloud 
computing, augmented reality (AR), advanced robotics, 3D printing, 
simulation, cybersecurity, and big data analytics (Hermann and Otto, 
2015; Matt et al., 2016; Liao et al., 2017; Ghobakhloo, 2018, Leos et al., 
2018). The emergence and adoption of these technologies can funda-
mentally alter how industries function (Liao et al., 2017; Rauch et al., 
2018; Bolesnikov et al., 2019; Ceipek et al., 2021; Usai et al., 2021), as 
implementing them can enable businesses to deal with the 

unpredictability of markets, reduce the complexity of business pro-
cesses, and the duration of innovation cycles (Ardito et al., 2018; Fareri 
et al., 2020). Companies can gain unprecedented visibility and control of 
their supply chains, machines, and facilities by integrating smart fac-
tories, warehouses, and factories into their operations and optimising 
the processes through digital technologies (Ghobakhloo, 2018; Leos 
et al., 2018; Tseng et al., 2018; Ceipek et al., 2021; Usai et al., 2021). 

The application of Internet of Things (IoT) technologies can manage 
the challenges in engineering value formation, such as smaller tech-
nology and invention cycles, increasing marketplace unpredictability, 
and an extremely dynamic atmosphere in the aspect of snowballing 
competitive pressure (Ceipek et al., 2021; D'Ippolito et al., 2019; Kumar 
et al., 2022). 

I4.0 is a relatively new way of managing manufacturing processes 
(Rüßmann et al., 2015; Liao et al., 2017; Ardito et al., 2019). In 
numerous cases, the application of I4.0 has revealed that the networks 
between products, processes, and systems have created a more intricate, 
dynamic, and real-time optimised web (Almada-Lobo, 2015; Lee et al., 
2016; Rüßmann et al., 2015; Liao et al., 2017). Due to changes in 
business settings caused by I4.0, organisations will increasingly face new 
challenges (Fareri et al., 2020). 

Firms need to use the six design principles of decentralisation, vir-
tualisation, interoperability, real-time capability, modularity, and ser-
vice orientation to leverage the benefits of the I4.0 technologies 
(Hermann and Otto, 2015). The decentralisation principle refers to the 
ability of CPS to decide autonomously and make manufacturing de-
cisions locally (Almada-Lobo, 2015). The principle of virtualisation re-
fers to a computer-generated copy of a smart industrial unit that is 
created by connecting device information with simulated models of an 
industrial plant (Hermann and Otto, 2015). The interoperability prin-
ciple provides individuals and smart factories with real-time commu-
nication capabilities (Ghobakhloo, 2018). The real-time capability refers 
to collecting and analysing data in real-time (Ghobakhloo, 2020). The 
modularity principle refers to the ability to build a production line that is 
flexible, adaptable, and customisable to the needs of customers (Matt 
et al., 2016; Ghobakhloo, 2018; Leos et al., 2018), and service orienta-
tion is the ability to anticipate, identify, and meet the needs even before 
they are articulated (Hermann and Otto, 2015; Ghobakhloo, 2018). The 
main objectives for implementing I4.0 are growth, customer-centric 
transformation, efficiency, minimising wastage, and developing into a 
sustainable organisation (Liao et al., 2017; Müller and Voigt, 2018; Matt 
and Rauch, 2020). 

An emerging body of literature examines the role of I4.0 for SMEs 
(Matt et al., 2016; Radzi et al., 2017; Leos et al., 2018; Horváth and 
Szabó, 2019; Masood and Sonntag, 2020; Yadav et al., 2020). I4.0 
provides a more interlinked and well-rounded manufacturing approach 
to SMEs by connecting the physical world with the digital (Leos et al., 
2018; Matt and Rauch, 2020; Moeuf et al., 2020). This interconnection, 
in turn, empowers collaboration and access across people, products, 
processes, and systems during value creation (Rüßmann et al., 2015; 
Liao et al., 2017; Ardito et al., 2018). Notwithstanding the benefits, 
SMEs are not sure if, when, and in what way they should start the 
transition to I4.0 (Sommer, 2015). 

Extant research does not extensively examine and identify the entire 
spectrum of potential risks associated with the implementation of I4.0 in 
SMEs in a developing country context. Hamzeh et al. (2018), in a survey 
with manufacturing managers and consultants in New Zealand, consider 
that I4.0 will lessen manufacturing expenses and improve agility and 
service offerings. However, this work is prospective and was carried out 
with a very homogeneous cluster of consulting members of SMEs. 
Decker (2017) examined these in the context of Danish SMEs using case 
study research and found that skill gaps are the major issues in the 
transformation towards I4.0. Mittal et al. (2018) present a literature 
review of the I4.0 framework, maturity model, readiness assessment 
framework, and associated risks but without stating the risks related to 
SMEs. Matt and Rauch (2020) highlighted that SMEs' lack of financial 
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resources, skills, and people's competency and problems with old ma-
chines are the key issues in implementing I4.0 technologies. 

While the role of I4.0 for SMEs and its benefits have been examined 
(Ganzarain and Errasti, 2016; Decker and Jørsfeldt, 2017; Radzi et al., 
2017; Leos et al., 2018; Bolesnikov et al., 2019; Horváth and Szabó, 
2019; Masood and Sonntag, 2020; Moeuf et al., 2020; Yadav et al., 
2020), the extant scholarship has mainly limited its focus to the returns 
associated with the application of I4.0. It has not explicitly focused on 
empirical testing and validating the critical risks associated with its 
implementation, particularly in an emerging economy SME context. The 
few case studies that have examined this have led to diverging views on 
I4.0 implementation risks. More specifically, the extant research has not 
tested the significance of prioritising I4.0 risks and has yet validated the 
extensive set of risks associated with implementing I4.0 technologies in 
SMEs in emerging economies. 

SMEs in emerging economies have significantly more limitations in 
accessing capital and technology and rely more on manual processes 
(Coad and Tamvada, 2012). Without adequate integration with the 
broader industrial context that is adopting I4.0, SMEs may face 
compelling challenges in survival, particularly in an environment 
marked by uncertainty (Sommer, 2015; Kamble et al., 2018; Dutta et al., 
2020; Raj et al., 2020; Snieška et al., 2020). There is an imminent need 
for SME leaders to prepare for the coming digital era to prevent intel-
lectual property loss, sabotage of manufacturing, and damages arising 
from downtime (Dutta et al., 2020; Raj et al., 2020). 

In this paper, we examine the risks in the context of India, the sixth 
largest manufacturing country. India's industrial policy aims to make the 
country a leader in using and implementing Industry 4.0. However, 
today, in the context of adopting I4.0, India lags compared to the other 
nations (Dutta et al., 2020). In a significant fraction of the 
manufacturing sector, the systems that can function independently are 
limited, and the implementation of I4.0 in India is still in the nascent 
stages (Dutta et al., 2020; Raj et al., 2020). As a major driver of India's 
economic growth, manufacturing accounts for 15–16 % of the national 
GDP and employs nearly 12 % of its working population (Mehta and 
Rajan, 2017; Kamble et al., 2018). In the next few years, the GDP of the 
Indian manufacturing industry is expected to rise by 25 %, which can 
create 100 million new jobs (Kamble et al., 2018). 

With SMEs contributing a significant share to India's manufacturing 
ambitions, I4.0 is an exciting opportunity to help India realise its 
manufacturing targets by 2025 (Kamble et al., 2018). Srivastava et al. 
(2022) suggest that the defense, aviation, railway, automobile, auto-
motive component, electronics, pharmaceutical, textile, and pharma-
ceutical industries are key sectors of India that can contribute $80–100 
billion a year to India's GDP by 2025 if they quickly adopt I4.0. How-
ever, such adoption remains uncertain (Srivastava et al., 2022; Kamble 
et al., 2018). Even though SMEs are eager to employ I4.0 to advance the 
level of their manufacturing, there are numerous risks to be overcome 
(Srivastava et al., 2022; Kamble et al., 2018; Dutta et al., 2020; Raj et al., 
2020). 

For example, SMEs have limited access to technology due to its high 
costs. Several factors, such as high investment levels and unclear cost- 
benefit analyses for I4.0, contribute to this (Kamble et al., 2018). 

A summary of the literature review of potential risks associated with 
Industry 4.0 is provided in Table 1. To identify the risk categories and 
the risks of implementing I4.0, we have examined the databases of 
Scopus, Web of Science, Taylor & Francis, and Science Direct. Initially, 
we identified 685 papers from different scholarly databases (Scopus 
215, Taylor and Francis 260, and Science Direct 210). The identified 
risks from these papers were grouped into different categories. These 
categories include financial risks, operational risks, technological risks, 
business risks, societal and environmental risks, supply chain risks, and 
cybersecurity risks. Following this, the generated list of risks was shared 
with industry experts to identify the relevance of each risk in the context 
of SMEs. We used this as a starting point for validating and prioritising 
the risks in the Indian context. 

Table 1 
Summary of Industry 4.0 associated risks.  

Risk Sub-risk Citation 

Financial risks High investments Sommer, 2015; Ghanbari et al., 
2017; Kovacs, 2018; Piccarozzi 
et al., 2018; Birkel et al., 2019; 
Snieška et al., 2020 

Personnel costs 
Long and uncertain 
amortisation 
Too late investments 
Risk of obsolescence of an 
investment in technology 
Unclear economic benefit 
Risk of false investments 
A decision in what to 
invest when 

Operational risks Maintenance Sommer, 2015; Sanders et al., 
2016; Tupa et al., 2017; 
Giotopoulos et al., 2017; Birkel 
et al., 2019; Fareri et al., 2020) 

Higher complexity 
Low awareness 
Industrial espionage 
Redesign of facility layout 
Inadequate qualification 
of employees 
Restrictions by employees' 
representatives 
Sabotage by employees 
Internal resistance and 
corporate culture 
Shifts of competencies 
Manufacturing process 
management-based risk 
Operation method and 
tool-based risks 
Denial-of-Service (DoS) 
Infrastructure 
shortcomings 
Lack of expertise 
Organisational risk 
Fear of employees 

Technological risk Technical complexity Brettel et al., 2014; Lasi et al., 
2014; Sommer, 2015; Müller 
and Voigt, 2018; Ben-Daya 
et al., 2019; Birkel et al., 2019; 
Snieška et al., 2020 

Low degree of maturity of 
I4.0 technologies 
Technical integration 
Lacking standards/ 
international standards 
differ 
Increasing dependence on 
technology 
Retrofitting 
IT-interface problems 
Availability of fast internet 
Communication between 
devices 
Lack of decision logic 
Stability of the internet- 
based communication 
Availability of adequate IT 
Infrastructure 
Increased system 
maintenance/ 
incompatibilities 
Lacking understanding of 
data-driven business 
models 
Infrastructure 
shortcomings/network 
congestions 
Awareness and 
organisational structure 

Business risk Losing a competitive 
advantage 

Sommer, 2015; Birkel et al., 
2019; Oesterreich and 
Teuteberg, 2016; Moeuf et al., 
2020 

Transformation of 
business models 
Loss of core competencies 
Power shifts 
Transparency of data can 
be misused 
Diminishing barriers to 
market entrance 

(continued on next page) 
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One of the key financial risks is that deploying I4.0 technologies 
requires large-scale investments, with an unknown payback period and 
uncertainty of success (Ghanbari et al., 2017; Kiel et al., 2017; Birkel 
et al., 2019). Many processes of operational value creation can be 
theoretically automated, digitised, and networked (Tupa et al., 2017). 
Despite that, huge investments are required to build and implement this 
infrastructure and maintain it over time (Birkel et al., 2019). 

Most of the challenges in operations can be attributed to the costs, 
complexity, lack of skills, and technical expertise required for I4.0 
implementation (Birkel et al., 2019). In light of the rapid development of 
digital adoption and transformation, numerous organisations struggle to 
find and equip their talent with the appropriate skills and knowledge 
(Piccarozzi et al., 2018; Stock et al., 2018; Snieška et al., 2020). More-
over, the management of conventional businesses and the introduction 
of digital innovations concurrently require added managerial skills and 
substantial staff support (Matt et al., 2016; Birkel et al., 2019; Moeuf 
et al., 2020; Snieška et al., 2020; Appio et al., 2021). In most enterprises, 
connecting all the machines and employees on a factory floor is difficult 

due to a lack of infrastructure and skilled personnel (Moeuf et al., 2020; 
Snieška et al., 2020). 

Apart from offering clear business advantages, technologies of I4.0 
such as the Internet of Things (IoT) technology, have enabled manu-
facturers to become more interconnected, sophisticated, and heteroge-
neous simultaneously (Hermann and Otto, 2015; Ghobakhloo, 2018; 
Birkel et al., 2019). Consequently, smart factories are vulnerable to 
malware, denial-of-service attacks, device hacks, and exploitation (Bir-
kel et al., 2019). As a result, manufacturing networks in I4.0 may 
operate with an increased risk of cyber incidents (Kovacs, 2018; Birkel 
et al., 2019). 

The business risks include difficulties configuring advanced pro-
cesses and digital technologies needed to create smart working envi-
ronments and transition to I4.0 (Lee et al., 2016). Most manufacturing 
SMEs find imposing barriers impeding the adoption of such technolo-
gies, although they can significantly advance their competitiveness 
(Sommer, 2015; Ganzarain and Errasti, 2016; Horváth and Szabó, 
2019). 

Similarly, businesses must rethink how they design their supply 
chains that will have the potential to reach the next level of operational 
efficiency (Lasi et al., 2014; Sanders et al., 2016). For instance, by 
leveraging I4.0 technology to increase real-time visibility across the 
value chain, manufacturers can proactively identify potential risk areas 
or respond more quickly (Brettel et al., 2014; Sanders et al., 2016). 
However, digitising and interconnecting the industrial value creation 
process can result in a high level of complexity (Tupa et al., 2017; 
Giotopoulos et al., 2017; Matt et al., 2016; Birkel et al., 2019) that can 
burden managing dynamically evolving scenarios where human inter-
vention can be more efficient. 

Furthermore, multiple societal and environmental risks are associ-
ated with implementing I4.0. These include resistance to learning the 
adoption of the emerging technologies, ethical and security issues 
involved with replacing the workplace with machines, and the fear of 
adopting smart systems across the value chain (Matt et al., 2016; Pic-
carozzi et al., 2018; Stock et al., 2018; Snieška et al., 2020). These can 
impact the jobs markets (Birkel et al., 2019). Despite gradual shifts to-
wards automation, some sectors may still see rising unemployment. This 
can significantly impact broader society and multiple economic actors 
(Horváth and Szabó, 2019). 

As manufacturing cyberattacks are increasing exponentially, cyber-
security poses a significant risk for firms implementing I4.0. Many risks 
confront manufacturers, including malware, distributed denial-of- 
service attacks, and device hacking (Birkel et al., 2019). 
Manufacturing environments are becoming more interconnected than 
ever before because of I4.0. Internet of things (IoT) devices are 
increasingly used to monitor and control production systems, while 
brownfield plants are being upgraded by integrating wireless IoT de-
vices (Sanders et al., 2016). To maintain operational continuity and 
meet the health and safety needs of their workforce, numerous manu-
facturers have adopted remote working practices, which have increased 
the risks associated with cybersecurity (Birkel et al., 2019). Given these 
identified risks, determining the relevance of each risk in the context of 
SMEs will enable the evaluation of the relative hierarchy of the risks of 
implementing I4.0. 

3. Methods 

This section presents the research methodology we use to identify 
and prioritise the critical risks connected with the implementation of 
I4.0 in SMEs. 

3.1. Empirical model 

The schematic illustration of the steps involved in this study are 
presented in Fig. 1. 

The analysis starts with identifying I4.0 implementation risks in 

Table 1 (continued ) 

Risk Sub-risk Citation 

Additional demands of 
customers 
New competitors 
Legal and political aspects 
Theft of industrial trade 
secrets and intellectual 
property 
Dependence on 
technology providers 
Short-term strategy 

Societal and 
environmental 
risks 

Job losses Sommer, 2015; Oesterreich 
and Teuteberg, 2016; Birkel 
et al., 2019 

Acceptance by society 
Mental stress 
Concerns regarding AI 
Manufacturing relocation 
New requirements for 
training 
Emissions 
System overload 
Wastages 

Supply chain risks Loss of suppliers (barriers 
to technologies) 

Tupa et al., 2017; Yin et al., 
2018; Wang et al., 2008; 
Snieška et al., 2020 Coordination complexity 

Radical changes in supply 
chain 
Loss of bargaining power 
over the supplier 
Different standards used 
along the supply chain 
Loss of competitive 
advantages 

Cybersecurity risk Transfer data from and to 
unauthorised devices 

Brettel et al., 2014; Lasi et al., 
2014; Sommer, 2015; Kiel 
et al., 2017; Müller and Voigt, 
2018; Ben-Daya et al., 2019; 
Birkel et al., 2019; Snieška 
et al., 2020 

Data breach/theft/ 
tampering and spoofing 
IT security 
IoT security 
Manipulation of data/ 
communication/ 
hardware/software 
Repudiation attacks 
Information security 
Eavesdropping 
Cloud abuse 
Malware attack 
Hacking 
Insider threats 
Shadow IT systems 
Outdated hardware and 
software 
Form jacking 
Manipulation of 
communication  
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SMEs with the help of extant literature survey, which is further reviewed 
by the constituted expert panel. A Likert scale of 1–5 is adopted to obtain 
the opinion regarding the relevance of each risk from the experts. The 
obtained responses are used to perform descriptive analysis, which aids 
in finalising the list of risks for further analysis and establishing 
prioritisation. 

Determining the relative hierarchy of identified risks is a multi- 
criteria decision-making (MCDM) problem. Various MCDM techniques 
such as Analytical Network Process (ANP), Technique for Order of 
Preference by Similarity to Ideal Situations (TOPSIS), and Elimination 
and Choice Translating Reality (ELECTRE) have been adopted in liter-
ature to address such multi-criteria problems. The Analytical Hierarchy 
Process (AHP) technique is applied in this study for determining the 
local and global significance of the identified risks. This technique is 
superior compared to various other multi-criteria techniques such as 
TOPSIS, ANP, and ELECTRE (Harputlugil et al., 2011). This well-known 
method provides a structure for resolving various multi-criteria decision 
problems based on a comparative prioritisation allocated to each ‘cri-
terion's role in achieving the stated objective (Saaty, 1980). 

However, AHP works on crisp decisions to resolve ambiguity and 
may not emulate human thinking (Kahraman et al., 2003). Despite being 
a robust method, this method fails in dealing with the haziness in 
judgment, especially while collecting the responses. Because of the 
ambiguity involved, different variants of AHP, such as Fuzzy AHP, have 
come into existence (Van Laarhoven and Pedrycz, 1983; Mangla et al., 
2017). In the Fuzzy AHP technique, instead of a crisp opinion, a fuzzy 
opinion in the form of a fuzzy number is drawn based on each response 
of the experts. Applications of Fuzzy AHP are extended to various do-
mains (Avikal et al., 2014; Ertuğrul and Karakaşoğlu, 2009; Mangla 
et al., 2017). 

This process makes a more reasonable evaluation of the weight of the 

criteria and better decisions thereof. In line with Van Laarhoven and 
Pedrycz (1983), Deng (1999) also introduced a fuzzy methodology for 
managing multi-criteria decision-making. This method can handle the 
uncertainty caused by the subjective decisions of experts by applying a 
fuzzy set as a substitute for precise values (Chen and Pham, 2000). The 
use of a fuzzy approach in decision-making is beneficial to deal with the 
haziness of individual thoughts and intricacies and ambiguity in deci-
sion difficulties (Kahraman et al., 2003; Wang et al., 2008; Kumar et al., 
2019). 

Several studies have demonstrated that fuzzy numbers can be either 
triangular fuzzy numbers (TFNs) or trapezoidal fuzzy numbers (Chen 
and Pham, 2000; Kahraman et al., 2003; Wang et al., 2008; Kumar et al., 
2019). In uncertain environments, TFNs are more appropriate as 
compared to trapezoidal fuzzy numbers since TFNs have an easier 
mathematical formulation and are capable of aiding in the interpreta-
tion of information (Ertuğrul and Karakaşoğlu, 2009). During the ap-
plications, fuzzy numbers are either triangular fuzzy numbers (TFNs) or 
trapezoidal fuzzy numbers (Kahraman et al., 2003; Wang et al., 2008). 
TFNs are used in this study, as they are more appropriate than trape-
zoidal fuzzy numbers because of their computational straightforward-
ness and their benefit in processing information in uncertain settings 
(Ertuğrul and Karakaşoğlu, 2009). 

The steps involved in determining the significance of each risk are 
presented below.  

Step-1: The opinion of experts regarding the relative dominance of each 
risk over the other is collected on a scale of 1–9 well known as 
Saaty scale. Judgment definition and the corresponding crisp 
and fuzzy values of the scale are shown in Table 2. The obtained 
opinions are further used to construct the pair-wise comparison 

Fig. 1. Schematic illustration of the steps involved in analysing the risk for implementing I4.0 in SME's.  
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matrix. Eq. 1 presents the generic representation of the pair-wise 
comparison matrix. 

V11 ⋯ V1N
⋮ V22 ⋮

VN1 ⋯ VNN

(1)  

where, Vij = 1 for the diagonal members of the matrix, and Vij = 1 / Vji. 
Same analysis is conducted at the sub-category analysis and the 

corresponding decision matrices are constructed. This results in a pair-
wise comparison matrix of risk categories and the pair-wise comparison 
matrices at the sub-risk level.  

Step-2: The constructed decision matrices with crisp attributes are 
fuzzified using triangular membership functions to develop 
fuzzy pair-wise comparison matrix. Fuzzy weight can be repre-
sented as (a1, b1, c1). The expression used for evaluating the 
range of ratings of experts is provided as Eq. 2. 

xij =
(
aij, bij, cij

)

aij = min
K

(
aijK

)
, bij =

1
K

*
∑K

k=1

(
aijk

)
, cij = max

K

(
aijK

)
(2)  

where i = 1, 2, …, n; j = 1, 2, 3…, m; and k = 1, 2, … number of experts.  

Step-3: In this step, the equivalent weight of each risk is assessed using a 
fuzzy synthetic method. 

Let X = {x1, x2, …xn} be the set of alternatives under evaluation. 
C = {c1, c2, c3…cm} are the set of criteria based on which evaluation 

is to be conducted. 
Then, as per the synthetic extent analysis, m values for each alter-

native will be obtained and can generally be written as: 

M1
gi,M2

gi,…Mm
gi, i = 1, 2, 3…, n  

where, Mgi
1 , Mgi

2 , … Mgi
m is the extent analysis values of the ith object for an 

mth aim. The synthetic fuzzy value can be defined as 

Si =
∑m

j=1
Mi

gi ⊗

[
∑n

i=1

∑m

j=1
Mj

gi

]− 1

, i = 1, 2,…N (3) 

All we, i = 1, M, are normalised fuzzy numbers with medium values 
equalling 1. ⊗ denotes fuzzy multiplication operation. 

Step-4: Lastly, the local and global hierarchy of each sub-risk is evalu-
ated based on defuzzified score computed using Eq. 4. 

D = (p+ q+ r)/3 (4) 

As described in the methodology, the identified list of risks are 
grouped under different categories and shared with the expert panel to 
know their response on their relevance in the context of SMEs in 
emerging countries. These attributes are further used to perform 

descriptive analysis and prepare the final list of risks to study the relative 
significance using the research methods discussed in Section 3. A 
detailed insight into the descriptive analysis and the Fuzzy AHP analysis 
is given in the following sections. 

3.2. Sample 

This paper employs Fuzzy AHP in order to assess the risks related to 
the adoption of I4.0 in SMEs. As I4.0 adoption in Indian SMEs is in its 
initial stages, this study explores a targeted sample rather than a general 
one. The sample for this research involved 116 industry leaders from 46 
SMEs in the electrical, electronics, casting, moulding, fabrication, forg-
ing, and machining sectors. The experts hold high-level positions in the 
SMEs as directors, chief operating officers, heads of operations, or plant 
heads of I4.0 implementing SMEs. The experts have an average experi-
ence of 17 years in the industry. The authors have used the following 
criteria to select the experts: they have 1) at least a bachelor's degree in 
technology/engineering; 2) work experience as a manager or above in 
the manufacturing sector, with leadership connection to lean and I4.0 
implementation in the organisation and 3) willingness to participate in 
the study throughout the research period. An online survey was used for 
the data collection from Mar 2021 to Aug 2021. The average response 
time for carrying out the survey was nearly 30 min. The sample size of 
the research is adequate and in line with research pragmatism (Buchholz 
et al., 2009). The internal consistency of the survey instrument was 
evaluated using Cronbach's alpha, which was observed >0.8, indicating 
that the instrument is highly reliable. 

3.3. Descriptive analysis 

Fig. 2 provides an overview of the mean score of experts' feedback on 
I4.0 implementation risks in the casting, moulding, fabrication, elec-
trical, forging, machining, and electronics industries. The feedback from 
experts indicates high mean risk, ranging from 3.8 to 4.8 in 70 of the 80 
risks identified during the literature review (Table 1). Besides, the 
standard deviation of these risks is low (0.12 to 0.39). This establishes 
that these risks are valid during the digital transformation of SMEs. In 
Fig. 3, the finalised risks under each category are presented. 

4. Empirical results 

Following the identification of the finalised risks, the Fuzzy AHP 
method is used to generate the hierarchy of risks in implementing I4.0. 
The extensive steps of the Fuzzy AHP analysis are detailed systemati-
cally in Appendix A. 

The final results of the Fuzzy AHP analysis are presented in Fig. 4(a) 
and (b). The defuzzified scores of all the risks in Fig. 4(a) and (b) suggest 
a hierarchy in the risks, with financial risks posing the most significant 
barriers to I4.0. Following this, technological, operational, business, 
supply chain, societal and environmental, and cybersecurity risks pose 
barriers to I4.0 implementation in this order. The estimated weights of 
each risk category in Fig. 4(a) and (b) suggest that financial (0.29), 
technological (0.25), operational (0.18) and business risks (0.17) 
explain nearly 89 % of the I4.0 implementation risks for Indian SMEs 
based on the opinions of the experts. The global priority columns in 
Fig. 4(a) and (b) allow cross-comparison across the risk categories. The 
local priority columns provide the relative hierarchy within each risk 
category. 

In the order of the established hierarchy of the risk categories, the 
local priority scores for each risk category are discussed in detail in the 
following. The results suggest that among financial risks, the “high in-
vestment” attained the highest priority (0.285) followed by “unclear 
economic benefits (0.278)”, “long and uncertain amortisation (0.182)”, 
“risk of false investments (0.136)”, and “a decision on what to invest 
when (0.076)”. The limited financial resources of India's SMEs and their 
inability to invest in new technologies are significant challenges for 

Table 2 
Saaty judgment scale adopted to obtain the responses.  

Crisp values and the judgment definition (n) Fuzzified Saaty's value 

1 (significance level is the same) (1, 1, 1 + n) 
3 (somewhat more significant) (3 − n, 3, 3 + n) 
5 (strong significance) (5 − n, 5, 5 + n) 
7 (demonstrated significance) (7 − n, 7, 7 + n) 
9 (absolute significance) (9 − n, 9, 9) 
2, 4, 6, 8 (intermittent scale) (n − 1, n, n + 1), n = 2, 4, 6, 8  
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implementing I4.0. Furthermore, as I4.0 tools have unclear benefits or 
take a significant amount of time to deliver tangible benefits, Indian 
SMEs may be hesitant to invest in them. 

Several other developed country researchers have also focused on 
financial issues as a major obstacle to I4.0 implementation (Erol et al., 
2016; Kiel et al., 2017; Müller and Voigt, 2018), which supports our 
findings in India. 

Among technological risks, “lacking standards/international stan-
dards differ” attained the highest score (0.141), followed by IT-interface 
problems (0.127), availability of adequate IT Infrastructure (0.119), and 
low degree of maturity of I4.0 technologies (0.110). Furthermore, the 
expert's feedback in Fig. 4 indicates the risks related to technical 

complexity in integrating digital technologies with traditional equip-
ment (0.104), technical integration (0.096) coupled with “lack of deci-
sion logic (0.073)” along with the “increased system maintenance/ 
incompatibilities (0.071)”. The lack of technology infrastructure, tech-
nology integration issues, and system maintenance/incompatibility 
problems hinder the adoption of new technologies by Indian SMEs. 
Notably, the maintenance of the latest technologies demands new 
equipment and higher employee competence (Tupa et al., 2017). This is 
indicated in the expert's feedback on the risks related to “maintenance 
(0.085)”, “infrastructure shortcomings (0.074)”, “operation method and 
tool-based risks (0.070)”, and “manufacturing process management- 
based risk (0.045)”. 

Fig. 2. (a): The average expert opinion score of the experts' opinions pertaining to the risks associated with I4.0 implementation in SMEs. 
(b): The average expert opinion score of the experts' opinions pertaining to the risks associated with I4.0 implementation in SMEs. 
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Operational risks followed technological risks as the next most sig-
nificant barriers. Among the operation risks, “inadequate qualification 
of employees” received the highest priority which is followed by the 
“redesign of facility layout (0.148)”, “internal resistance and corporate 
culture (0.095)”, “lack of expertise (0.093)”, and “low awareness 
(0.09)”. Thus, inadequate qualifications of the workforce, concerns 
arising from redesigning production facilities and organisational resis-
tance are barriers to I4.0 implementation. These findings align with the 
view that managing organisational resistance and achieving cultural 
acceptance of innovations is generally a priority task during Industry 4.0 
projects (Kiel et al., 2017). 

Business risks followed operational risks as the next set of barriers. 

These include “short-term strategy (0.211)”, “theft of industrial trade 
secrets and intellectual property (0.170)”, “losing a competitive 
advantage (0.165)”, “transforming business models (0.129)”, and “loss 
of core competencies (0.091)”. When the organisation's critical data is in 
digital form, it can become prone to theft. SME's may not adequately 
invest in technology theft prevention leading to loss of important data to 
hackers. The possibility of compromising IPR increases leading to 
erosion of competitive advantage. These findings align with German 
SMEs' similar challenges when implementing I4.0 (Sommer, 2015). 

Risks in the supply chain came next, with a mean score of 0.176. 
Among the supply chain risks, the coordination complexity increase in 
cross-channel logistics “seems to be of highest priority (0.278)”, 

Fig. 2. (continued). 
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followed by risks related to “different standards used along the supply 
chain (0.265)” and “radical changes in supply chain and manufacturing 
process organisation (0.252)”. In challenges related to new technology, 
‘cybersecurity’, which includes data breach/theft/tampering, repudia-
tion attacks, malware attack, insider threats, and manipulation of in-
formation (Ben-Daya et al., 2019; Birkel et al., 2019), emerges as a 
significant risk. Notably, cybersecurity risks include data transfer from 
and to unauthorised devices. By using the IoT, a tremendous amount of 
data is generated. Once gathered, the organisation must convert it into 
meaningful information. This data is essential for organisational per-
formance. However, if not stored appropriately, this data can be a threat 
to the organisation if leaked. Due to limited cyber security awareness, 
data captured across multiple processes is vulnerable to theft by both 
internal and external stakeholders. 

Following this, societal and environmental risks have a mean score of 
0.165. I4.0 is a paradigm shift in industrial evolution rooted in tech-
nological advances that can significantly alter the conditions of work-
forces. As a result, there may be a risk of technological unemployment in 
India in the long run, as many professions may disappear as new ones 
emerge. This is highlighted in the high score in the of “job losses 
(0.252)”, “acceptance by society (0.227)”, “mental stress (0.136)”, and 
“concerns regarding artificial intelligence (0.085)”. With a shifting job 
market, shifting roles in the workplace can be expected. There may be 
three ways businesses can deal with this: hire new workforces who 
master these skills; mechanise certain jobs, or reskill contemporary 
workforces. This is also evident by the score of 0.339 in the new training 
requirements in Fig. 4(b). This is in line with research on developed 
countries suggesting that limited skilled workforce is a constraint for 
implementing I4.0 (Sanders et al., 2016; Tupa et al., 2017; Giotopoulos 
et al., 2017; Birkel et al. 2017; Müller and Voigt, 2018). We summarise 
these results into the following propositions in the context of emerging 
economy SMEs: 

Proposition 1. SMEs face a hierarchy of risks in implementing I4.0. 

Proposition 2. Financial barriers are the most significant barriers to 
the implementation of I4.0 for SMEs. 

Proposition 3. Low degree of standardisation of I4.0 technologies 
poses challenges for integrating traditional equipment with digital 
technologies. 

Proposition 4. Operations risks that reflect the need to redesign pro-
duction lines for I4.0 and the availability of a qualified workforce 
constrain the implementation of I4.0. 

Proposition 5. Unless the entire supply chain has a high degree of 
technical competence, SMEs face significant challenges in managing 
their logistics I4.0. 

5. Discussion and conclusion 

Business leaders worldwide face challenges in preparing for potential 
risks related to digital transformation for business continuity. The In-
dustry 4.0 movement is characterised by adopting advanced technolo-
gies to optimise manufacturing processes and create innovative business 
models continuously. Such optimisation relies on seamless, internet- 
supported integration of systems, which depends on compliance with 
commonly recognised standards and reference frameworks that facili-
tate compatibility among machines, interoperability in applications, and 
communication among systems. 

For SMEs, in particular, employing digital technologies of I4.0 is 
associated with several risks. In this context, there is little discussion in 
the literature on the risks associated with adopting I4.0 technologies by 
SMEs in emerging economies. This paper addresses this compelling gap 
in the extant literature. It makes novel contributions by examining the 
risks associated with the implementation of I4.0 in Indian 
manufacturing. 

Fig. 3. Hierarchy model to analyse the risks involved in implementing I4.0 at the SMEs of emerging countries.  
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The expert-based survey and analysis of findings by the AHP-Fuzzy 
approach established that financial, operational, business, technolog-
ical, and social risks are the most significant risks for the employment of 
I4.0 in the background of its design principles, along with societal and 
cybersecurity risks. The literature review of I4.0-associated risks and the 
prioritisation of the critical risks from SMEs' point of view can become a 
solid basis for the digital transformation of SMEs. This empirical study 
aligns with the emerging need for more structured models for tran-
sitioning towards I4.0. This is one of the first empirical works to identify, 
validate and prioritise I4.0 implementation risks in an emerging 

economy SME context. 

5.1. Contributions to theory and practice 

I4.0 has gained the attention of academic scholars as well as industry 
practitioners. However, multiple perspectives have resulted in frag-
mented research landscapes in the context of I4.0 implementation. 
Extant research has mainly focused on large companies in developed 
countries, and there is a lack of literature on how risk prioritisation is 
performed in I4.0, particularly when it comes to SMEs in emerging 

Fig. 4. (a). Weights of risk categories and the local, global weights of risks within each category. 
(b). Weights of risk categories and the local, global weights of risks within each category. 
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economies. This paper contributes to the emerging literature on digi-
talisation by addressing the research gap noted above. Its novelty lies in 
an expert-based investigation that identifies, validates, and prioritises 
the risks associated with the implementation of I4.0 in SMEs in emerging 
economies, which will serve policymakers, manufacturers, and re-
searchers as a ready reckoner. We introduced a novel empirical strategy 
of Fuzzy AHP to establish a hierarchy of risks involved in implementing 
I4.0 at the SMEs of India. 

As per National Statistical Office's Second Advanced Estimates, In-
dia's real GDP is expected to grow by 8.9 % in FY 2021–22, bouncing 

back from a contraction in FY 2020–21 and SMEs have a major role in 
this. Based on a survey of industry experts and business leaders associ-
ated with implementing I4.0 in the dynamically evolving economy of 
India, this paper identifies and prioritises the critical risks linked with 
the implementation of I4.0 in Indian SMEs. 

This study outlines that SMEs which are contributing to nearly 40 % 
of industrial output in India face significant financial and technological 
challenges in adopting I4.0 technologies. The empirical results validate 
these risks and suggest that financial risks account for 29 % of the 
relative weighting out of risk types, followed by technological risks at 

Fig. 4. (continued). 
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25 %, operational risks at 17 % and business risks at 16 % suggesting 
that these risks account for nearly 89 % of the total risks involved in the 
implementation of I4.0 by Indian SMEs. 

Digitisation of the Indian economy and higher finance penetration 
will play a pivotal role in shaping the face of the industry in the years to 
come. The value chains of Indian SMEs are complex due to their re-
lationships with multiple original equipment manufacturers. Converting 
them into interoperable, smart, and connected systems is a work in 
progress. Taking a careful look at the risks outlined here will make or-
ganisations more aware of the associated challenges and develop stra-
tegies to mitigate these risks. 

5.2. Limitations and directions of future research 

The I4.0 implementation in SMEs is in the initial phase; henceforth, 
the sample of the research is moderately small, considering the novel 
nature of the work. Moreover, as the SMEs will implement the I4.0 
technologies on a full scale, they will offer instantaneous and tangible 
data, and reflection, on the numerous risks they may face. The classifi-
cation may need rearranging, and diverse relationships may appear, 
which might be an area of forthcoming investigation. 

Future research can empirically establish the interdependencies be-
tween the risks identified in our work. I4.0 does not yet come under the 

umbrella of a professionally organised international body. Conse-
quently, experts have not organised an international group to create 
internationally recognised risk management models for I4.0. We require 
a globally accepted assessment tool for measuring the management of 
I4.0-associated risks for smart factories. It is also important to note that 
there is currently no globally accepted method for assessing the man-
agement of risks associated with I4.0 within smart factories. A tool for 
such an assessment is a desirable area for future research and policy 
development. 
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Appendix A 

The relative significance of each barrier is computed using the proposed methodology discussed in the previous section. Firstly, the finalised list of 
risks (in Fig. 3) are shared with the experts and their crisp responses about the relative significance of risks under each category are collected using 
Saaty scale. Based on these crisp responses, pairwise comparison of risk categories and the risks within each category are constructed as matrices. An 
example of which is given below for the aggregate risk categories based on the crisp responses of one of the experts.1 

E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

FR OR TR BR SER SC CS
FR 1 5 4 5 6 6 6
OR 0.2 1 0.33 0.33 6 5 7
TR 0.25 3 1 5 6 6 7
BR 0.2 3 0.2 1 5 5 4
SER 0.17 0.16 0.16 0.2 1 0.2 5
SC 0.17 0.20 0.16 0.2 5 1 1
CS 0.17 0.14 0.14 0.25 0.2 1 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

where FR = Financial risk; OR = Operational risks; TR = Technological risk; BR = Business risk; SER5 = Societal and environmental risks; R6 = Supply 
chain risks; and CS = Cybersecurity risk. 

Considering the crisp responses of the experts, fuzzified scores with an offset distance of 1 are used to create fuzzy responses.2 

A sample fuzzified matrix developed by considering the responses of each decision-maker for the sub-criteria “Societal and Environmental” risks 
shown in Table A1. The equivalent attributes of fuzzified score corresponding to all other matrices is further used to eventually compute defuzzified 
score. 

In this appendix, pair-wise comparison of risks is shown by considering the sample response obtained from the expert panel  

(a) The following is a pairwise comparison matrix for the risks falling under the category of financial risks 

E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

FR1 FR2 FR3 FR4 FR5 FR6 FR7
FR1 2 5 4 4 3 6 6
FR2 0.2 1 5 5 0.2 4 4
FR3 0.25 0.25 1 0.3 0.2 0.2 4
FR4 0.25 0.2 3 1 0.2 0.2 0.2
FR5 0.33 5 5 5 1 5 7
FR6 0.16 0.25 5 5 0.2 1 2
FR7 0.16 0.25 0.25 5 0.14 0.5 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

1 The matrices of sub-risks within each individual risk category are provided in Appendix A. Consistency ratio is evaluated for all the developed pairwise com-
parison matrices is noted that the magnitude is within 0.1 which is acceptable.  

2 The attributes of Table 2 are used in creating the fuzzified decision matrices. 
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where, FR1 = High investments; FR2 = Long and uncertain amor-
tisation; FR3 = Too-late investments; FR4 = Risk of obsolescence of an 
investment in technology; FR5 = Unclear economic benefit; FR6 = Risk 
of false investments; and FR7 = A decision in what to invest when.  

(b) The following is the pair-wise comparison matrix of risks falling under the category of operational risks 

E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

OR1 OR2 OR3 OR4 OR5 OR6 OR7 OR8 OR9 OR10 OR11 OR12 OR13
OR1 1 4 0.33 0.2 0.2 2 0.33 4 4 0.2 0.33 4 0.33
OR2 0.25 1 0.2 0.2 0.2 0.33 0.33 1 1 0.33 0.5 3.0 0.33
OR3 3.0 5.0 1.0 0.33 0.33 0.33 0.33 0.33 5 3.0 0.33 3 3
OR4 5.0 5.0 3.0 1 0.33 3.0 0.33 5 5 4.0 3.0 4 4
OR5 5.0 5.0 3.0 3 1.0 4 3.0 4 4 3 4.0 3 3
OR6 0.5 3.0 3.0 0.33 0.33 1 1.0 3 5 3 1.0 3 2
OR7 3.0 3.0 3.0 3.0 0.33 1.0 1.0 4 4.5 3 0.33 3 4
OR8 0.2 1.0 3.0 0.2 0.2 0.33 0.33 1 5 4 3.0 4 4
OR9 0.25 1.0 0.2 0.2 0.25 0.2 0.2 0.2 1 4 4.0 3 5
OR10 5.0 3.0 0.33 0.33 0.33 0.33 0.33 0.25 0.25 1 5.0 5 4
OR11 3.0 2.0 3.0 0.33 0.33 1.0 3.0 0.33 0.25 0.2 1.0 5 6
OR12 0.25 0.33 0.33 0.33 0.33 0.33 0.33 0.25 0.33 0.2 0.2 1 0.33
OR13 3 3 0.33 0.2 0.33 0.5 0.2 0.2 0.2 0.2 0.2 3 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

where, OR1 = Maintenance; OR2 = Higher complexity; OR3 = Low 
awareness; OR4 = Redesign of facility layout; OR5 = Inadequate qual-
ification of the employee; OR6 = Internal resistance and corporate 
culture; OR7 = Shifts of competencies; OR8 = Manufacturing process 
management-based risk; OR9 = Operation method and tool-based risks; 
OR10 = Infrastructure shortcomings; OR11 = Lack of expertise; OR12 =
Organisational risk; and OR13 = Fear of employees: I4.0 as a means of 
increasing surveillance of their work  

(c) The following is a pairwise comparison matrix for the risks falling under the category of technical risks. 

E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

TR1 TR2 TR3 TR4 TR5 TR6 TR7 TR8 TR9 TR10 TR11 TR12 TR13 TR14 TR15
TR1 1 5 2 0.33 5 3 4 0.33 3 0.2 1 5 3 0.33 3
TR2 0.2 1 3 3 5 5 0.33 3 0.33 2 4 3 2 0.2 3
TR3 0.5 0.33 1.0 0.33 5 1 0.2 0.33 1 1 0.33 0.2 0.33 0.2 1
TR4 3 0.33 3 1 5 3 1 5 5 1 5 5 5 1 3
TR5 0.2 0.2 0.2 0.2 1.0 0.33 0.2 0.2 0.2 1 0.33 0.33 0.33 1 1
TR6 0.3 0.2 1 0.33 3 1 5 3 5 5 5 5 3 1 1
TR7 0.2 3 5 0.33 5 0.2 1 3 1 5 1 3 5 5 3
TR8 3 0.33 3 0.2 5 0.33 0.33 1 5 3 5 5 5 5 1
TR9 0.33 3 1 0.2 5 0.2 1 0.2 1 0.33 0.2 1 0.2 0.33 3
TR10 5 0.5 1 1 1 0.2 0.2 0.33 3 1 3 3 2 0.33 1
TR11 1 0.2 3 0.2 3 0.2 1 0.2 0.33 0.33 1 2 4 1 5
TR12 0.2 0.33 5 0.2 3 0.33 0.33 0.2 0.33 0.33 0.5 1 4 0.33 2
TR13 0.33 0.5 3 0.2 3 0.2 0.2 0.2 0.5 0.5 0.2 0.2 1 0.33 4
TR14 3 5 5 1 1 0.2 0.2 0.2 3 1 1 3 3 1 3
TR15 0.33 0.3 1 0.33 1 0.33 0.33 1 1 0.2 0.2 0.5 0.2 0.33 1.

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

TR1 — Technical complexity; TR2 — Low degree of maturity of I4.0 
technologies; TR3 — Technical integration; TR4 — Lacking standards/ 
international standards differ; TR5 — Increasing dependence on tech-
nology; TR6 — Retrofitting; TR7 — IT-interface problems; TR8 — 
Availability of fast internet; TR9 — Communication between devices; 
TR10 — Lack of decision logic; TR11 — Availability of adequate IT 
Infrastructure; TR12 — Increased system maintenance/in-
compatibilities; TR13 — Lacking understanding of data-driven business 
models; TR14 — Infrastructure shortcomings/network congestions; and 
TR15 — Awareness and organisational structure  

(d) The following is a pairwise comparison matrix for the risks falling under the category of business risks. 
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E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

BR1 BR2 BR3 BR4 BR5 BR6 BR7 BR8 BR9 B10
BR1 1 4 4 4 5 5 4 4 4 4
BR2 0.2 1 3 4 4 5 4 5 5 0.2
BR3 0.2 0.33 1.0 4 3 4 0.33 0.2 3 0.33
BR4 0.2 0.2 0.2 1 1 5 3 0.2 4 0.2
BR5 0.2 0.2 0.33 1 1.0 3 0.2 0.2 3 0.33
BR6 0.2 0.2 0.33 0.33 0.33 1 3 0.33 5 0.33
BR7 0.2 0.2 3 0.33 5 0.33 1.0 0.33 4 0.33
BR8 0.2 0.2 5 5 5 3 3 1 4 4
BR9 0.2 0.2 0.33 0.2 0.33 0.2 0.2 0.2 1 5
BR10 0.2 5 3 5 3 3 3 0.2 0.2 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

BR1 — Losing a competitive advantage; BR2 — Transformation of business models; BR3 — Loss of core competencies; BR4 — Power shifts; BR5 — 
Transparency of data can be misused; BR6 — Diminishing barriers to the market entrance; BR7 — New competitors; BR8 — Theft of industrial trade 
secrets and intellectual property; BR9 — Dependence on technology providers; and BR10 — Short-term strategy  

(e) The following is a pairwise comparison matrix for the risks falling under the category of Societal and environmental risks 

E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

SER1 SER2 SER3 SER4 SER5 SER6
SER1 1 4 5 5 5 5
SER2 0.25 1 4 4 4 5
SER3 0.2 0.25 1 5 5 5
SER4 0.2 0.25 0.2 1 4 4
SER5 0.2 0.25 0.2 0.25 1 4
SER6 0.2 0.2 0.2 0.25 0.25 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

SER1 — Job losses; SER2 — Acceptance by society; SER3 — Mental 
stress; SER4 — Concerns regarding AI; SER5 — New requirements for 
training; and SER6 — Manufacturing relocation  

(f) The following is a pairwise comparison matrix for the risks falling under the category of Supply chain risks 

E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

SC1 SC2 SC3 SC4 SC5 SC6
SC1 1 0.2 0.2 0.33 0.33 0.33
SC2 5 1 4 5 0.2 4
SC3 5 0.25 1 5 4 5
SC4 3 0.20 0.2 1 0.2 0.2
SC5 3 5 0.25 5 1 4
SC6 3 0.25 0.2 5 0.25 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

SC1 — Loss of suppliers (barriers to technologies); SC2-Coordination 
complexity increases in cross-channel logistics; SC3 — Radical 
changes in supply chain and manufacturing process organisation; SC4 — 
Loss of bargaining power over the supplier; SC5 — Different standards 
used along the supply chain; and SC6 — Loss of competitive advantages.  

(g) The following is a pairwise comparison matrix for the risks falling under the category of Societal and environmental risks Cybersecurity risk 

E1 =

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎜
⎝

CS1 CS2 CS3 CS4 CS5 CS6 CS7 CS8 CS9 CS10 CS11 CS12 CS13
CS1 1 0.33 5 5 0.33 0.2 5 5 4 4 0.33 0.2 0.33
CS2 3.0 1 5 3 4 1 2 4 2 3 3 5 3
CS3 0.2 0.2 1.0 1 2 4 3 4 4 4 3 1 4
CS4 0.2 0.33 1 1 1 5 4 5 4 5 4 3 4
CS5 3.0 0.2 0.5 1 1.0 0.33 4 2 4 3 4.0 0.2 3
CS6 5.0 1 0.25 0.2 3 1 3 3 3 3 1.0 3 5
CS7 0.2 0.5 0.33 0.2 0.2 0.33 1.0 2 2 2 3 3 4
CS8 0.2 0.2 0.2 0.2 0.5 0.33 0.5 1 0.33 4 0.33 0.33 3
CS9 0.2 0.5 0.2 0.2 0.2 0.33 0.5 3 1 1 3 0.33 4
CS10 0.2 0.33 0.2 0.33 0.33 0.33 0.33 0.2 1 1 3 3 3
CS11 3.0 0.33 0.33 0.25 0.2 1.0 0.33 3 0.33 0.33 1.0 3 4
CS12 5.0 0.2 1.0 0.33 5 0.33 0.33 3 3 0.33 0.33 1 4
CS13 3 0.33 0.25 0.25 0.33 0.2 0.2 0.33 0.33 0.33 0.33 0.33 1

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎟
⎠

CS1 — Transfer data from and to unauthorised devices; CS2 — Data breach/theft/tampering and spoofing; CS3 — IT security; CS4 — IoT security; CS5 
— Manipulation of data; CS6 — Repudiation attacks; CS7 — Information security; CS8 — Eavesdropping; CS9 — Cloud abuse; CS10 — Malware 
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attack; CS11 — Hacking; CS12 — Outdated hardware and software; and CS13 — Manipulation of communication. 
The obtained crisp responses are fuzzified using the Saaty scale presented in Table 2 of the manuscript. A sample of the fuzzy pair-wise comparison 

matrix is shown below.  

Table A1 
Fuzzified pair-wise comparison matrix of risk categories.  

Financial risk Operational risks Societal and environmental risks Supply chain risks Cybersecurity risk 

a b c a b c a b c a b c a b c 

1.00  1.00  2.00  4.00  5.00  6.00  5.00  6.00  7.00  5.00  6.00  7.00  5.00  6.00  7.00 
0.17  0.20  0.25  1.00  1.00  2.00  5.00  6.00  7.00  4.00  5.00  6.00  6.00  7.00  8.00 
0.20  0.25  0.33  2.00  3.00  4.00  5.00  6.00  7.00  5.00  6.00  7.00  6.00  7.00  8.00 
0.17  0.20  0.25  2.00  3.00  4.00  4.00  5.00  6.00  4.00  5.00  6.00  3.00  4.00  5.00 
0.14  0.17  0.20  0.14  0.17  0.20  1.00  1.00  2.00  0.17  0.20  0.25  4.00  5.00  6.00 
0.14  0.17  0.20  0.17  0.20  0.25  4.00  5.00  6.00  1.00  1.00  2.00  1.00  1.00  2.00 
0.14  0.17  0.20  0.13  0.14  0.17  0.17  0.20  0.25  1.00  1.00  2.00  1.00  1.00  2.00  

Equivalent pair-wise comparison matrices are generated for all the risk categories but is not presented in view of space constraint. These fuzzy pair- 
wise comparison matrices are used to compute the fuzzy weight of each category and the risks within, using the philosophy of Fuzzy AHP. The 
computed weights of risk categories are shown below (Table A2).  

Table A2 
Fuzzy weight of risk categories.  

Risk category a b c 

Financial risk  0.183423  0.28192  0.415179 
Operational risks  0.113226  0.169721  0.251702 
Technological risk  0.157608  0.24134  0.356362 
Business risk  0.097377  0.157192  0.243918 
Societal and environmental risks  0.039151  0.058955  0.094453 
Supply chain risks  0.044973  0.066072  0.113136 
Cybersecurity risk  0.01875  0.0248  0.053115  

Similarly, the fuzzy weight of each risk within all the categories is evaluated using the framework of Fuzzy AHP. The evaluated attributes are 
further used to compute the defuzzified scores using Eq. 4, presented in the manuscript. Table A3 presents the sample weights of risk categories.  

Table A3 
Defuzzified weights of risk categories.  

Financial risk  0.29 
Operational risks  0.17 
Technological risk  0.25 
Business risk  0.16 
Societal and environmental risks  0.06 
Supply chain risks  0.07 
Cybersecurity risk  0.03  
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Dzieńdziora, J., 2019. Development of a business model by introducing sustainable 
and tailor-made value proposition for SME clients. Sustainability 11 (4), 1157. 

Brettel, M., Friederichsen, N., Keller, M., Rosenberg, M., 2014. How virtualisation, 
decentralisation and network building change the manufacturing landscape: an 
Industry 4.0 perspective. Int. J. Inform. Commun. Eng. 8 (1), 37–44. 

Buchholz, T., Luzadis, V.A., Volk, T.A., 2009. Sustainability criteria for bioenergy 
systems: results from an expert survey. J. Clean. Prod. 17, S86–S98. 

Ceipek, R., Hautz, J., Petruzzelli, A.M., De Massis, A., Matzler, K., 2021. A motivation 
and ability perspective on engagement in emerging digital technologies: the case of 
Internet of Things solutions. Long Range Plan. 54 (5), 101991. 

Chen, G., Pham, T.T., 2000. Introduction to Fuzzy Sets, Fuzzy Logic, and Fuzzy Control 
Systems. CRC Press. 

Coad, A., Tamvada, J.P., 2012. Firm growth and barriers to growth among small firms i 
India. Small Bus. Econ. 39 (2), 383–400. 

Correani, A., De Massis, A., Frattini, F., Petruzzelli, A.M., Natalicchio, A., 2020. 
Implementing a digital strategy: learning from the experience of three digital 
transformation projects. Calif. Manag. Rev. 62 (4), 37–56. 

Decker, A., Jørsfeldt, L.M., 2017. Digitally enabled platforms: generating innovation and 
entrepreneurial opportunities for SMEs. In: Motivating SMEs to Cooperate and 
Internationalise. Routledge, pp. 93–111. 

Decker, A., 2017. Industry 4.0 and SMEs in the northern Jutland region. In: Value 
Creation in International Business. Palgrave Macmillan, Cham, pp. 309–335. 

Deng, H., 1999. Multicriteria analysis with the fuzzy pair-wise comparison. Int. J. 
Approx. Reason. 21, 215–231. 

D'Ippolito, B., Messeni Petruzzelli, A., Panniello, U., 2019. Archetypes of incumbents' 
strategic responses to digital innovation. J. Intellect. Cap. 20, 662–679. 

J.P. Tamvada et al.                                                                                                                                                                                                                             

http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017298241
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017298241
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140105483
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140105483
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140105483
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017380665
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017380665
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017380665
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017436433
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017436433
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301017436433
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140120795
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140120795
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140120795
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140131586
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140131586
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301115530451
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301115530451
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301115530451
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301133452094
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301133452094
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301133452094
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301115475446
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301115475446
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301115475446
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf1005
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf1005
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140225950
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140225950
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140225950
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301116312751
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301116312751
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140247835
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140247835
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140255854
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140255854
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140255854
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301117226034
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301117226034
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301117226034
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301117422562
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301117422562
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140262991
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140262991
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140277515
http://refhub.elsevier.com/S0040-1625(22)00609-6/rf202209301140277515


Technological Forecasting & Social Change 185 (2022) 122088

16

Dutta, G., Kumar, R., Sindhwani, R., Singh, R.K., 2020. Digital transformation priorities 
of India's discrete manufacturing SMEs – a conceptual study in perspective of 
Industry 4.0. Compet. Rev. 30 (3), 289–314. 
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Ertuğrul, İ., Karakaşoğlu, N., 2009. Performance evaluation of Turkish cement firms with 
fuzzy analytic hierarchy process and TOPSIS methods. Expert Syst. Appl. 36 (1), 
702–715. 

Fareri, S., Fantoni, G., Chiarello, F., Coli, E., Binda, A., 2020. Estimating Industry 4.0 
impact on job profiles and skills using text mining. Comput. Ind. 118, 103222. 

Ganzarain, J., Errasti, N., 2016. Three stage maturity model in SME's toward industry 
4.0. J. Ind. Eng. Manag. 9 (5), 1119–1128. 

Ghanbari, A., Laya, A., Alonso-Zarate, J., Markendahl, J., 2017. Business development in 
the internet of things: a matter of vertical cooperation. IEEE Commun. Mag. 55 (2), 
135–141. 

Ghobakhloo, M., 2018. The future of manufacturing industry: a strategic roadmap 
toward Industry 4.0. J. Manuf. Technol. Manag. 29 (6), 910–936. 

Ghobakhloo, M., 2020. Industry 4.0, digitisation, and opportunities for sustainability. 
J. Clean. Prod. 252, 119869. 

Giotopoulos, I., Kontolaimou, A., Korra, E., Tsakanikas, A., 2017. What drives ICT 
adoption by SMEs? Evidence from a large-scale survey in Greece. J. Bus. Res. 81, 
60–69. 

Hamzeh, R., Zhong, R., Xu, X.W., 2018. A survey study on industry 4.0 for New Zealand 
manufacturing. Procedia Manuf. 26, 49–57. 

Harputlugil, T., Prins, M., Gültekin, T., Topçu, I., 2011. Conceptual Framework for 
Potential Implementations of Multi-criteria Decision Making (MCDM) Methods for 
Design Quality Assessment. Management and Innovation for a Sustainable Built 
Environment, Amsterdam.  

Hermann, T.Pentek, Otto, B., 2015. Design principles for Industrie 4.0 scenarios. In: 49th 
Hawaii International Conference on System Sciences (HICSS), 3928-393.  
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