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Designing a Better Internet of Things, Privacy and Compliance by Design as SysML

Domain Extension for Consumer Smart Electronics

by Robert Henry Thorburn

The Internet of Things (IoT), especially for consumer applications, is often described in terms of
either its great promise for new and improved services, or its wholesale invasion of user privacy.
Investigating this dichotomy, describing the nature there of, and proposing a remedy, jointly
constitute the core of the project and contribution presented herein. The IoT is characterised
by relentless miniaturisation, cost reduction, and the continued inclusion of new market seg-
ments, all in aid of delivering on the promise of truly ubiquitous computing. As one of the most
prominent areas for IoT implementation, networked consumer electronics shows a rapid pace
of adoption, recasts legacy devices as connected ’smart” devices, and presents an extensive list
of privacy and security failures. Making use of connected devices at the edge, consumer IoT
implementations supply data to more capable off site systems for analysis and value extraction.
This supplies the service provider with valuable data but also affords the customer new services
and device functionality. Unfortunately, such devices and systems are all too often rolled out
with little to no regard for privacy or regulatory compliance. We contend that the best option
for addressing these issues is a new “by design” approach which is based on an investigation
of current practice and theory and framed within modern industry best practice. We act on this
contention by considering a wide range of related contemporary research and legislation, con-
ducting testbed based research and finally, deriving a new domain extension for the Systems
Modelling Language (SysML) connecting formerly discrete privacy and compliance focused
elements. Consequently, this domain extension is called DISCREET: Domaln extenSion for

Compliance and pRivacy by dEsign in consumEr ioT.
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Chapter 1

Introduction

1.1 Motivation

In this work we will show that there is a significant, and worsening, failure on the part of system
and service providers to deliver consumer grade Internet of Things (IoT) devices that comply
with GDPR requirements and adhere to the principle of Privacy by Design (PbD). We further
identify this failure as one of design, that is to say, there is no insurmountable material or tech-
nological reason for these failures as they are the direct results of design choices. Furthermore,
although others have spotted these same issues they either do not directly attend to the design-

based nature thereof, or propose bespoke and contextually limited remedies.

To address this state of affairs a design-based remedy is proposed, taking the form of a domain
specific extension to the Systems Modelling Language (SysML). This extension is formulated
as a model library, as opposed to a change to the language itself, and as such retains language
compliance. As a result, the new domain extension can be used in any language compliant tool,
by any system modeller familiar with standard SysML, thereby making a direct and substantive

contribution to the advancement of compliant and private systems design within consumer [oT.

To develop these points and deliver on this promised remedy the problem space must be inves-
tigated, other proposed solutions understood and best practice incorporated as appropriate. For
this, a strong foundation is needed which we establish in this chapter by first presenting our mo-
tivation for and then the structure of, this work. To begin though, the nature of the IoT itself

must be looked at.
The 10T is often characterised in reference to its broad scope, pervasiveness, and sociotechnical

nature, all of which is captured in the following IEEE definition [79]:

1oT refers to any system of interconnected people, physical objects, and IT plat-

forms, as well as any technology to better build, operate, and manage the physical
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world via pervasive data collection, smart networking, predictive analytics, and

deep optimization.

With sensors and actuators being ever cheaper and more capable, the drive to embed these devices
into nearly any and all objects within the human sphere [6], is not only gaining pace but has the
potential to span all of human endeavour eventually. Although the IEEE definition accurately
captures the scope of the 10T, it also sheds light on the difficulty faced by any researcher who
wishes to pin the concept down. The IoT has become so broad a concept, has infiltrated so
many other fields, and is constituted of so many disparate technologies, that it runs the risk
of ceasing to be a functional and distinguishable field. To counter this, some more conceptual
work is needed, first to focus on the functioning of the IoT and second, to contextualise the
work presented herein within a chosen subset of the [oT. To build out the IEEE definition then,
we present a more function-based approach as provided by Al-Fugaha et al., who identifies six

elements within [oT ecosystems [2]. These are:

1. Identification: The use of unique device and service identifiers, to ensure component ac-

cess when needed.

2. Sensing: ToT devices gather data for either on-site or off-site data-stores .

3. Communication: Communications technologies used to connect nodes in an [oT system.
Short-range and low powered wireless technologies are typically used for sensors and
actuators, while industrial and other on-site devices might use Wi-Fi, GSM? or fixed con-

nections.

4. Computation: Processing units used by IoT devices in a network, as well as the software

applications running on those.

5. Services: The functionality or value of an IoT implementation, such as exercise metrics

gained from a fitness tracker.

6. Semantics: The use of computing power, often off-site, to extract knowledge from the data

harvested by IoT devices.

A further challenge for defining the IoT succinctly, is that although the term was first coined
in the 1990s [10], the IoT is still actively changing and developing while key aspects such as
ubiquitous computing, substantially predates the loT. Consequently, issues of standardisation in
the IoT remain unresolved with knock-on effects into privacy and security [114]. A significant
part of this problem is the manner in which the IoT, especially in the home, extracts data for

analyses by way of ubiquity and interconnection between devices often not perceived by users

1A point of note is that Al-Fuqaha et al. includes both sensors and actuators under the “sensing” heading.
2The Global System for Mobile communications, or GSM, is a prominent mobile phone networking technology.
In this context though, the reference to GSM should be taken as meaning GSM and its competitors alike.



1.1. Motivation 3

as “smart® devices”. Of course these weaknesses and challenges are often framed by device
manufacturers as enhanced features, with the discussion focused on the benefits of new offer-
ings such as recommender services, with no mention of the related private data being extracted
and analysed [97]. These challenges are further compounded by the IoT not only including a
loosely defined and changing set of technologies, but also by significant differences between
device manufacturers. The fluctuating nature of the IoT is clearly on display here as two de-
vice manufacturers can present offerings to the market that superficially appear to be similar but
which in fact use different and even incompatible protocols, standards, software, data schemas
and so forth [47]. Whether dealing with security threats, privacy breaches, or simple interop-
erability, this entrenched heterogeneity bedevils any notion of single mitigation “silver bullets”
[122].

These concerns do, however, not appear to impact on the sales performance of IoT devices in
general* with the number of Internet-connected objects surpassing the total human population in
2010 [2]°. It is also expected that these devices will shortly total more than 20 billion [29], and
provide ubiquitous computing, data collection and value added services into all aspects of human
society [157]. These projections are also supported by field studies, such as that carried out by
Al-Fugaha et al. which found a significant rise in Machine to Machine (M2M)® communication
identified as relating to [oT devices [2]. In discussing the continuing growth of the [oT, Miettinen

et al. rightfully referred to it as “an ongoing mega trend in computing” [104].

Asthe IoT extends its reach in general, it inevitably also finds numerous applications in the home,
not only with household appliances but even in children’s toys. Given the manner in which the
IoT leverages user data to both provide enhanced services to users and greater value to service
providers, applications aimed at children should necessarily raise concern. This is also born
out in a large number of documented failures, both by way of negligence and by substandard
design. Two of the best known and worst offenders, are “My Friend Cayla” and “Cloud Pets”
[73]. “Cloud Pets” are stuffed toy animals capable of connecting to the Internet and accessing
cloud services via a mobile phone and associated app. Both the devices and the app were used
for data collection, with the app recording the names and images of children as well as the email
addresses of their parents or guardians. Users of the app could also record messages to be sent to
the toy, for playback via a built in speaker. In 2017 an exposed database belonging to the “Cloud
Pets” manufacturer was discovered, containing over 2 million user records of which 40% were

complete.

3 Although used in the IEEE definition, the term “smart” remains some what generic. Herein we take it to mean
devices, sensors, or actuators which are capable of at least some data handling and possessing of some form of
networking.

4The following discussion will introduce individual devices which have fallen foul of both public opinion and the
law, though the general trend remains one of increased IoT adoption.

3In keeping with the IEEE definition, we include devices connected to the Internet via a gateway as part of the
IoT, implying that the true number of IoT devices is actually far higher than the number sighted here.

®In general, we can distinguish three types of such connections, namely person to person (P2P), person to machine
(P2M) and machine to machine (M2M).
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The “My Friend Cayla” doll was similarly able to connect to off-site services, though it also
included a microphone. This enabled one of the toys main selling points, which was smart
assistant like features for children, including the answering of questions. The device did allow
for the Internet connection to be severed, but the microphone could not be disabled. This was
particularly problematic since the toy’s Bluetooth connection, which was intended for connecting
to a smart phone hosting a related control app, did in fact not enforce any credential checking. As
a result, any other smart phone in range, even without the control app, could connect to the toy.
These failings, but specifically the always on microphone, eventually led to Germany branding

the toy as an illegal surveillance device and banning it.

These two toys and their associated failings demonstrate just some of the ways in which insecure
and badly designed data processing can result in negative outcomes for all concerned. It is no
wonder then that the US National Institute of Standards and Technology (NIST) views privacy
risks for IoT devices as explicitly pertaining to data actions. This includes both accessing and
processing data in any way that could adversely affect the data subject [21]. Data actions are
however, only part of the problem where consumer electronics are concerned. Since these de-
vices have the appearance of legacy devices and also retain legacy functionality, users do not
generally conceive of these devices as anything more than improved TVs, doorbells, or toys.
Accordingly, it is unlikely that users view themselves as data subjects in the presence of these
devices, a challenge which is compounded by device manufacturers doing little to nothing to

address these concerns [103].

Keeping with toys as examples, the above point is demonstrated by the “Hello Barbie” doll,
which encourages children to verbally share their thoughts with it. These are then recorded for
storage and processing by a third-party data processor’. The adults who set up the related device
account, and anybody they share their credentials with, can then access these recordings online
and even post them to social media[144]. Of course these concerns are amplified when malicious
actors are concerned since devices in the proximity of children, such as toys or baby monitors,
not only expose personal data but could also allow for attackers to directly interact with children

through their speakers [4].

This litany of failures is also not limited to consumer loT devices, instead the use of toys as ex-
amples serves to underscore just how egregious these failings can in fact be. It is also notable that
all of the failings named above can be exploited by individuals with little technical proficiency®
while none of these failings are due to technological shortcomings. In short then, the primary
culprit is bad design and implementation. As will be shown in the following discussion there is
an acute need for a formalised approach to this problem. The case for this assertion will be fur-
ther strengthened below, though the anecdotal evidence presented thus far already illustrates the

problem. Yet, a substantial number of device manufacturers and vendors appear wholly focused

7Using GDPR definitions as introduced in chapter 3; data controllers are the parties in control of data collection
and processing, data processors are the parties conducting processing under the direction of controllers (though they
can be one and the same), data subjects are the natural persons the data relate to.

8There are services such as shodan. com which index exposed Internet connected devices, along with a detailed
reference of the weaknesses concerned.
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on chasing market share even at the cost of PbD and compliance [58]. A worrying further trend,
as found by Paul et al., is that this neglect of compliance and PbD is also prevalent in the terms
and conditions device vendors present to end users [115]. A finding which is confirmed by the

research presented herein and introduced in Chapter 4.

A UK-based example of what can go wrong when PbD is not pursued in a formalised manner,
can be found in the government’s roll out of smart energy meters. A project which was beset with
multiple preventable failures. These included lacking or vague criteria for the implementation
and assessment of PbD, suppliers choosing to follow their own requirements over those set by
government, and service providers who viewed PbD as a hindrance to their data collection goals
[26]. Given the current regulatory landscape, issues of privacy have at a certain level become
linked to regulatory compliance, hence the focus herein on compliance and privacy by design.
However, this should not be seen as the two propositions being conflated with, or equated to,
one another. Instead we contend that for a “by design” approach to succeed in tackling the
challenges to privacy within consumer smart electronics, such an approach must address both
regulatory compliance and privacy by design. Where the latter specifically includes issues of
privacy which extend beyond the minimum regulatory requirements mandated by compliance
regimes. Since legal requirements and other corporate, industry, or societal positions can make
demands on how personal data’ is treated, it is easy to see how issues beyond legal compliance
remain relevant. It is therefore also necessary to define what is meant by the term privacy, since
simply stating that the modern notion of privacy has developed over time and is now centred on
control over one’s own personal data [3], might be broadly correct it is definitely not functional.

A more workable definition then, is offered by Ziegeldorf et al. who hold that privacy'? is:

Information self-determination by enabling the subject (i) to assess his personal
privacy risks, (ii) to take appropriate action to protect his privacy risks, and (iii) to

be assured that it is enforced beyond his immediate control sphere.

The third point above, relating to enforcement of the data subject’s wishes beyond their immedi-
ate sphere of control, appears to speak to legislation. It is accordingly, no surprise that privacy is
seen in many countries as a social good in need of protection by way of legislation [105]. Turn-
ing from this general discussion of privacy, to the IoT as a sociotechnical system with significant
privacy implications, we naturally also expect that legislation should form part of the societal

aspect of that system [30].

The obvious choice for regulation to review in this regard is the European Union’s (EU) General

Data Protection Regulation (GDPR)!'' which governs the rights and obligations related to the

9The term “personal data” is used in the EU and UK. Although it overlaps with the US term “personally identifiable

data”, the two are not equivalent.

101t would be tempting to hold that privacy threats are simply the absence or obstruction of the points proposed by
Ziegeldorf. However, a more nuanced and context based approach is needed and for this we propose the LINDDUN
threat modelling methodology introduced in Section 3.10.3.

'The ePrivacy Regulation is lex specialis to the GDPR and could have a significant future impact but is yet to be
adopted. It has also seen so many revisions that no significant effort on including it herein could be justified at this
time.
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data of EU residents [125]. Barring certain exceptions, data subjects have the right to access,
copy, amend, or delete any data held on them and be informed as to why, and what for, data was
collected on them !2. These requirements have clear and significant implications for consumer
smart devices due to the preponderance of personal data they collect and process as well as the
fact that data collection without consent remains rife [29]. This latter issue is also highlighted
in our research presented in Chapter 4. Potentially more troubling though is that challenges in
GDPR compliance do not just include non-compliant actions, but also core product functionality
implemented in a non-compliant manner or even simply the current characteristics of consumer
IoT which remains stubbornly heterogeneous with regards to standards, protocols, and its mixed
use of edge-based, cloud-based and fog computing [97]. This heterogeneity also negatively
impacts on data portability'?, which is a further right under the GDPR. This relates to subject
data access requests typically being fulfilled by way of a CSV file, containing data in a layout
and breakdown specific to the company providing it and without any assistance to the user as to
what to do with this file. There is also no requirement on service providers to standardise the
data collection and processing reflected in such a file, meaning that even if two service providers
collect and process the same data, the fields in which the data are collected could be totally
incompatible. Consequently, a CSV file retrieved from one service provider could not be directly
added to the data pool of another [152]. This theme of core IoT functionality coming into conflict
with GDPR requirements, continues with the use of M2M communications about data subjects
and their data, but without the data subject’s knowledge. A phenomenon also directly observed

on our testbed.

The extensive list of failures, challenges and compliance issues introduced thus far might create
the impression that consumer smart electronics are beyond redemption and an undertaking best
avoided. Any such argument is moot though since these devices are not just very popular but
are expected to become even more so going into the 2020’s [8]. Due to this continued growth
in the face of so many challenges, it is clear that PbD and compliance for smart consumer elec-
tronics, that is the IoT in the home, must be a high priority area for academic inquiry. Given
the propensity for failures in consumer smart electronics to relate to designed functionality, such
academic inquiry would then do well to not only investigate the current state of consumer 10T,
but also to look at related work and propose design led solutions. It is our position that any
such proposed solutions should be both academically sound and be focused on direct industry
application. These points are of course not just based on the preceding discussion but also on a
review of current literature presented in Chapter 3 and our testbed findings presented in Chapter
4.

12This is referred to as the purpose limitation.
13Please note that data access and data portability are related, but remain two separate rights under the GDPR. This
is further discussed in Section 3.7
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1.2 Framing the motivation

Although the introductory discussion outlines the problem space within which this research op-
erates, a more distinct frame is needed to ensure a consistency of focus on a problem that can
actually be addressed herein. In other words, describing or investigating the problem is in and
of itself not good enough. Instead, a tightly scoped problem space must be investigated with
the explicit aim of developing a solution with direct industry application. As previously stated,
the problem space is consumer smart electronics with regards to privacy and legislative com-
pliance where the primary failing is one of design and not of technological capability. This can
be illustrated by way of example. As we will show in Chapter 4, failings such as routing traffic
directly from a device to cloud storage, bypassing the data subject’s control and scrutiny, is not
a technological consideration but purely a design choice focused on maximum data extraction.
As a direct result, any industry applicable solution derived from the research herein must be fo-
cused on design in the first instance and should naturally seek to leverage systems and procedures

already widely in use and/or gaining traction.

System complexity has been on the increase over the last half century, and significantly so.
This is a predictable result given the increased reliance on computerised systems and the heavy
use of data driven analytics, which provides challenges and opportunities, both best met by an
inherently interdisciplinary approach to systems design and management [83]. For the research
presented herein, considering compliance and privacy in smart devices, this interdisciplinary
approach is located at the intersection of the legal and the technical with a clear mandate to
include stakeholder concerns.

The NASA Systems Engineering handbook describes systems engineering as “a methodical, dis-
ciplined approach for the design, realization, technical management, operations, and retirement
of a system.” [89]. Bearing in mind that systems engineering generally conceives of stakehold-
ers as including regulatory bodies and legislation in addition to developers and end users, it is
significant that Kapurch [89] refers to systems engineering as a means of achieving “stakeholder
functionality”. We consequently identify systems engineering as the context within which our
design-based solution should be developed. This is, however, still too broad and in Chapter 5
we make the case that Model-based Systems Engineering (MBSE) is the appropriate form of
systems engineering to engage with, which then further refines to the specific use of the Systems
Modelling Language (SysML). The form of this engagement is a domain extension discussed in

Chapter 7, which also develops the core of our design-based solution.

1.3 Research Questions

Thus far we have presented consumer IoT'# as a large and continually growing market segment

with significant potential for impacting on the data users generate in their homes and private

140ften referred to as smart consumer electronics, or simply smart devices.
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lives. We further showed that this potential is often realised with negative consequences as the
direct result of design choices made by service and device providers. As such, the problem space
can be understood as; systems design for smart consumer electronics that is disconnected from
privacy and compliance requirements. Therefore, any proposed remedy must take a “by design”

approach and have direct industry application.

Our position, based on the above, is that there is a widespread and persistent failure to design con-
sumer smart electronics that meet both privacy and compliance requirements. Included therein is
the contention that these failures can be addressed, for industry application, by way of a method-
ology for both privacy and compliance by design. To investigate this hypothesis two distinct
areas of inquiry are proposed. The first is a literature review to determine not just the current
legislative position but also what other relevant research and possible remedies exist.Thereafter
a testbed-based investigation of a typical consumer loT setup can be conducted to not only tar-
get IoT devices, systems, and related terms and conditions', but also the manner in which these
change over time. Once these areas of inquiry have been sufficiently examined they can then be
used to inform a solution, with the literature review both providing a foundation for our work
but also pointing to the gaps in the status quo. Working into these gaps the insight gained from

the testbed can be used to ensure applicability to real-world consumer smart electronics.

A final factor informing our research is the following simple hypothesis, “since these are de-
sign failings, system changes over time will not improve the situation but will in fact worsen
outcomes”. Time is the independent variable here and compliance and privacy outcomes are
dependent variables. Our research therefore draws on both experimental and observational data.
This distinction is further explored in Chapter 2. To guide this undertaking and give rise to

purposeful research [162], we propose the research questions presented below.

 Can a single SysML domain extension address both compliance and privacy by design in

consumer IoT, and if so, what are its components'®?

The following sub-research questions act as guideposts to direct our work towards the main

research question presented above:

* RQ1: Which current compliance assessment, privacy enhancement or threat mitigation
methodologies, strategies, and frameworks relate to consumer [oT implementations, or

can be brought to bear on them?

* RQ2: Considering the defined problem space, what are the coverage gaps in prominent

current frameworks and methodologies, including those not directly aimed at [oT?

I5The terms and conditions presented to data subjects pay a vital role in compliance.

16 Although we intend to develop a single coherent domain extension, this focus on components allows for a mod-
ular design. Furthermore, PbD in this sense is that which is drawn from threat modelling and is not the same as the
data privacy measures dictated by the GDPR.



1.4. Contribution 9

* RQ3: Which of these methodologies would best serve to assess the testbed results pre-
sented herein?

* RQ4: Do real-world observations of a consumer IoT implementation match up to the

expected shortcomings, both as a snapshot and over time?

* RQ5: Can the lessons learned from the preceding investigations be translated into an ac-
tionable mitigation of the privacy and compliance related design challenges in consumer
[oT?

* RQ6: What form could an approach to engineering compliance and privacy by design into
IoT devices and systems take, if it were expressed in standardised systems engineering

terms?

1.4 Contribution

In this chapter we have defined our problem space and drawn specific attention to some high
profile failures for consumer smart electronics. In the following chapters we will significantly
strengthen the case for academic research directed at this problem space both by way of a litera-
ture review and via primary research on a testbed. By doing so, we establish that consumer smart
electronics present a significant and increasing risk to the privacy of data subjects who are often
unaware of these risks. Since the data subjects in question constitute a significant and growing
proportion of the population, any efforts to address these challenges can make a direct and clear

contribution to strengthening data privacy for all.

The work presented herein provides targeted contributions not only in relation to directly ad-
dressing this larger challenge but also to the academic study of the field by employing an inter-
disciplinary approach which conceives of, and addresses the problem as, inherently sociotech-
nical. Addressing the first of these areas of contribution, which is the academic study of the
problem space, we investigate and correlate a broad range of methodologies, frameworks, legal
requirements, and industry practices, showing how each presents a crucial part of the privacy and
compliance by design picture. This literature review also constitutes an independent contribution
as it draws together and contrasts otherwise divergent work based on the privacy, compliance
and IoT related focus therein. From this unique understanding of the problem space we then
direct a series of tests at a number of consumer smart devices and do so over a period of three

years.

In his forward to the book The Architecture of Privacy: On Engineering Technology that can
Deliver Trustworthy Safeguards, Paul Ohm!” observes that “Data can either be perfectly anony-
mous or it can be private but never both” [24]. We do not intend to argue this point but rather

hold that any system dealing with personal data and issues such as anonymisation, must be built

17Paul Ohm is professor of law at Georgetown University and also holds degrees in computer science.
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using tools that can engage with these problems in an adequately nuanced manner. Legal com-
pliance in the design of networked electronics then, is not simply a matter of determining a set
of legal requirements and directly implementing them. A detailed understanding of the technol-
ogy is also needed, both to ensure that the eventual system meets other requirements but also
to ensure that legal compliance is present at even the deepest levels as opposed to purely high
level or tick box exercises [24]. As such, the research conducted in Chapter 4 represents a clear
contribution in terms of primary research, with regards to both the method and length of data
collection as well as the novel analysis thereof. Here we provide a second notable contribution
to the academic debate by showing that significant shortcomings are not only located in the de-
vice functionality at a given point, but critically, is co-located in device documentation and has
the potential to deteriorate over time. The importance of device documentation, including both
manuals and “terms and conditions”, is established by reference to the ways in which it can di-
rectly undermine key compliance requirements and actively impede the data subject’s ability to
fully understand the data collection and use associated with their devices. The knowledge gained
from the testbed is then also used to adjust and reformulate some of the most important work
identified in the literature review, contextualising that work specifically for application within
consumer loT design. This is also a timely contribution in its own right, as domain specific
research for IoT segments with unique challenges is still a lagging field of inquiry with many
researchers instead focusing on higher level or cross domain issues [88].

Moving on to the SysML domain extension in Chapter 7, we present a series of methods, frame-
works and supporting documents unified under a governing method. Through the use of this
governing method a single methodology is produced without the modular value proposition be-
ing lost. As such, our work presents a fully formed blueprint for systems engineers to integrate
into their work, while more experienced practitioners can simply use those modules they need.
Since this domain extension will also be made available online, practitioners will be able to

directly import needed components into their system models.

Lastly, our new domain extension is not just presented as a finished product but is constituted of
a series of self-contained elements. This modularity makes it easier for practitioners to apply our
work to their specific needs and directly allows for application beyond the problem space of this
work. This is also the logic for using a pre-existing framework to guide users in implementing
our domain extension, as well as populating the “notes” fields when constructing requirements
within SysML, since such notes can easily be used to provide free form instruction to model
builders. The framework mentioned here is the MBSE Grid Framework and is introduced in

Chapter 5 while the full list of requirements are presented in Appendix B.

1.5 Thesis structure

The chapters of this thesis can broadly be grouped into three distinct sections as follows:

1. Chapters 1 - 4 Ground work
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2. Chapters 5 - 6 Structural work

3. Chapters 7 - 10 Domain extension and conclusion

In detail, this chapter provides an introduction to the work and delimits the area of focus while
Chapter 2 describes the research conducted as well as the detailed rational there for. Chapter
3 presents the literature review while Chapter 4 presents the research conducted on the testbed.
This is followed in Chapter 5 by a more detailed view of systems engineering and the choice
for SysML. Directly building on the knowledge gained from the previous chapters, Chapter 6
contextualises the insights of the literature review within the realities of consumer loT as inves-
tigated via the testbed. From there Chapter 7 formulates the domain extension, while Chapter
8 presents an example application thereof. Both the domain extension and the example imple-
mentation are then tested using standard verification and validation techniques as presented in
Chapter 9. Finally, Chapter 10 presents the conclusion and also proposes future work. In each
of these chapters the activity diagram presented in Figure 1.1 will be used to indicate progress

as well as the primary activity and output of that chapter.
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Figure 1.1: Chapter 1 research focus

1.5.1 Direct use of the domain extension

The domain extension developed herein is presented in Chapter 7. That chapter includes all the
components of the domain extension as well as the rationale for each. If the reader however
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wanted to skip directly to the application of the domain extension they can view Subsection 7.2.
Alternatively, to view just the domain extension without the supporting discussion, Appendix A

presents the methods and other documentation while B contains the requirements.
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Chapter 2

Research Methodology

2.1 From Methodology to method

In this chapter the “Onion model of research design” proposed by Saunders and Tosey will be
used to position, and provide additional context to, the research presented herein [131]. This
establishes the foundations on which both the literature review and testbed analysis will be built
and is contextualised within the larger project by Figure 2.1. The onion model as presented in
Figure 2.2, is a streamlined version of older and widely cited work by the same authors and
seeks to classify research activities by segmented types. Working from the outside in, this model
aids in directing the researcher’s thinking on their work by describing the applicable research
philosophy, methodological choice, research strategy, time horizon and technical procedures.
Although the classification and description of research methodologies constitute an active and
varied field of inquiry in and of itself [32], we will not enter into an extended debate on the matter

as that would constitute a detour from the work at hand.

A significant portion of the challenges in dealing with compliance and privacy issues for con-
sumer [oT systems can be described as a threefold data access problem. Threefold since devices;
1) directly provide data to manufacturers; 2) expose data to ISPs, advertisers, and other snooping
parties [9]; 3) and provide data to third-party applications and service providers operating across
devices'. The data needed to investigate these challenges and eventually propose a remedy can
be gathered by drawing on the work of others, by conducting direct primary research, or by a
combination of the two approaches. We opt for the latter and will employ both a literature re-
view and directly gather experimental data from consumer IoT devices over an extended period.
In this we understand research as not only pertaining to the gathering of data, but also to the
analysis and interpretation of that data [162] with these activities presented in chapters 3, 4 and

9. These issues are discussed in more detail below under Section 2.2.

1Such applications potentially include tracking apps, APIs, and others.
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Figure 2.1: Chapter 2 research focus

Positioning this research within the work of Saunders and Tosey then, working from the out-
side in, we can describe the research conducted herein as a Positivist, Multimethod Quantitative
approach in the form of Experiments conducted Longitudinally to gather and analyse data on
the current state of affairs as well as the eventual functioning of the proposed remedy. This
is presented with background reasoning in Table 2.1. A point to note on the testbed-based re-
search being classified as experimental, is that we hypothesised in Chapter 1 that performance
against privacy and compliance metrics (dependent variable) will not improve over any amount
of time (independent variable) since under performance is due to design shortcomings. This fits
squarely in the experimental camp of research design, but also only constitutes one aspect of the
research conducted. Much of the research is instead concerned with gaining an understanding of
the current state of affairs, which is commonly referred to as descriptive research [162] though
Saunders and Tosey do not make a directly comparable distinction”. Lastly, the longitudinal ap-
proach taken herein is a less prominent, but still standard, approach within quantitative research

[124] and is necessitated by the nature of the work.

2Saunders and Tosey do include case studies and these might be used to describe some of the testbed activities
but delving in the minutia of classification does not add to the discussion in a useful manner.
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Figure 2.2: Saunders and Tosey’s revised model of research design [131]

Segment Position Reasoning

Philosophy Positivism The testing of structured data
Method Multimethod Quantitative | Quantitative data subjected to two approaches
Strategy Experiment Experimental use of testbed

Time Longitudinal Data collected and tested continually
Data Collection | Testbed and SysML Model Collecting input data and verifying output

Table 2.1: Research approach contextualised

2.2 Research design

2.2.1 Primary research: The testbed

Research and discussion on related topics by other authors is the primary focus of Chapter 3,
while Chapter 6 ties the literature review in with the testbed-based research from Chapter 4,
with a view towards creating the proposed domain extension. Thereafter, Chapter 7 presents the

domain extension itself, before it is implemented and then tested in Chapters 8 and 9.

This underlines the importance of the direct research presented in Chapter 4, as the insights
gained jointly act as linchpin to the rest of this project. Without direct research it would not be
possible to gain the needed confidence in the systems and procedures developed for inclusion in
the domain extension. To accomplish this, a number of consumer IoT devices were installed on a

dedicated Wi-Fi network with only two other devices present. The first is a mobile phone which
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hosts the control apps needed for interacting with most consumer loT devices. The second is a
single board computer (SBC) which replaces the typical all-in-one router setup normally found
in homes and also allows for the interception and collection of network traffic. The data thus
collected are added to by also inspecting the terms and conditions presented to end users and
actively examining the functioning of control apps on the mobile phone. These data are then all
compared to GDPR requirements by way of the CNIL’s privacy impact assessment (PIA) for [oT
devices [33]. A significant point of note here is that none of the devices or programs involved
can distinguish between data relating to a real human and contrived data simply labelled as
personal. As such, and since we are concerned exclusively with data flows, data storage, and
data processing, there is no need to complicate matters by involving the data of a real person.
Consequently, only artificial data are used and at no point will the private data of any natural

person be involved.

The initial design called for the Wi-Fi network to be hosted on a Raspberry Pi 3B+ SBC and could
have remained as such. However, during the course of the experiment, the hosting hardware was
upgraded to a Raspberry Pi 4B. This has no material impact on the research and was purely a
performance upgrade. The main function of the Raspberry Pi is to act as access node for the
Wi-Fi network while also hosting software to intercept network communications. While the
Raspberry Pi is itself connected via an Ethernet cable to a secondary network, the data collected
are passed to a standard PC where software such as Wireshark is then used to perform further
analysis. Since Raspberry Pi’s have both wireless and wired network connections, it can pass
data between the two, and perform Network Address Translation (NAT) as part of the process.
This NAT-based option, as opposed to straight pass through, is needed for two reasons. First is
the need to install software capable of performing a man-in-the-middle (MITM) attack®. An SBC
that uses NAT makes for a significantly easier route to deploying a MITM attack. The second
reason is the network settings on the second network the SBC connects to, since a straight pass
through would expose the IoT devices to that network®. It is therefore also not surprising to see
other researchers employing Raspberry Pi SBCs in this manner [101].

Network data captures will necessarily be in the form of PCAP files, though these will contain a
fair amount of data that is not needed. In describing packet contents Miettinen et al. identifies 21
packet features which are presented in Table 2.2 [104]. These packet features are used by Miet-
tinen et al. and others [19] as a prime component in automated device fingerprinting. Although
we are not here concerned with the activity of device fingerprinting, there are some valuable
lessons to learn from the work already cited. Specifically, that devices cycle through their most
prominent actions in short order and that it is relatively easy to extract the data needed to per-
form the analysis. In short then, the most significant forms of data processing and collection by
testbed devices, would be exposed early in the process. Furthermore, of the 21 packet features
identified, we are only interested in IP, TCP, UDP, HTTP, HTTPS, and IP addresses.

3MITM attacks are discussed in more detail in Subsection 2.2.3
4This exact problem was encountered when testing a potential pass through setup.
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Type Features

Link layer protocol (2) ARP/LLC

Network layer protocol (4) IP/ICMP/ICMPv6/EAPol

Transport layer protocol (2) TCP/UDP

Application layer protocol (8) | HTTP/HTTPS/DHCP/BOOTP/SSDP/DNS/MDNS/NTP
IP option (2) Padding/Router Alert

IP address (1) Destination IP counter

Port class (2) Source /Destination

Table 2.2: Description of 21 packet features by Miettinen et al.

2.2.2 Device selection

Device selection would initially be limited to those already available via the Cyber Security Lab’s
selection of ToT devices®, with the possibility of further changes as research progressed. As it
turned out though, it was not only possible to get the full set of devices needed for the research,
but this device selection yielded far more data than initially expected. The general criteria for
selection was that the devices had to support Wi-Fi and/or Bluetooth communication and must
have a related control app hosted on a smart phone. As discussed above, the testbed also has a
smart phone to host those apps and a Raspberry Pi acting as router and point of capture for the
data being transmitted to and received from, off-site sources. These off-site sources include cloud
storage and other servers belonging to the data controllers or third-party processors. The devices
were also chosen to reflect both the “starter kit” and mix-and-match approaches to consumer IoT.
As such there are a group of devices from the same manufacturer which also share a common
app®, as well as other devices from other manufacturers each with their own control apps. The
full list of devices are presented in Table 2.3 while Figure 2.3 shows them all in one picture for
a better sense of scale and also includes a Raspberry Pi in the bottom left corner.

These devices cover popular categories in consumer [oT around health and well being, personal
assistants, and data on the home environment. They all have associated control apps running on
a smart phone where those apps are available for both Android and i0S. We opted for an An-
droid device on the testbed since i10S devices are more difficult to compromise. On this account
we did use a known weakness in Android 5 to advance the approach discussed in Subsection
2.2.3 and also tested using a “rooted” phone for a minimal OS installation aimed at reducing
unrelated traffic on the testbed network. The former action proved far more useful than the latter
as managing apps on the rooted phone was more cumbersome, while the reduction in superflu-
ous data flows was too small to have a meaningful impact. One addition made though, was the
introduction of a second fitness tracker. The Withings Go is from a European manufacturer and
part of the “starter kit”, the decision was made to introduce a second fitness tracker but from an
unrelated US company. The device in question is the Shine 2 by Misfit, a brand owned by the
US fashion and lifestyle company Fossil.

3 At the University of Southampton.
Three of the Withings devices share a common app but the fourth predates the current lineup and has its own

app.
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Figure 2.3: The testbed including Raspberry Pi

There are of course many other devices that might have been included herein, with one of the
most prominent such options being so called “smart TVs”. We are however convinced that the
testbed achieved a good spread of devices and related data points and that further additions would
not have provided significant insight. Specifically on the point of “Smart TVs”, these devices do
not make for a good fit with the testbed design and constraints. This is due to such TVs typically
not having a related smart phone app from the same manufacturer as the TV, using exponentially
more data than the rest of the testbed combined, and there being no clear indication that such an
inclusion would yield significantly different insights to the rest of the testbed. On the point of
data use, it should be noted that most modern “Smart TVs” host multiple streaming applications
such as Netflix, Amazon Prime, and Disney Plus, implying that the use of private data on these
apps, the interaction between them and the TV’s OS, and any associated third-party trackers
would also become a necessary part of the research [155]. This would generate far more traffic
than the Raspberry Pi could handle, would add a new but unique #ype of M2M communication
to analyse, and present an environment where direct updates to the device are significantly more
frequent that to other devices on the testbed. A full understanding of the data flows involved
in the mentioned streaming services would also fall outside of the testbed’s proposed scope and
require significant additional work to be performed [113]. In short then, we assert that including
one or more “Smart TVs” would add significant complexity and additional work, necessitate
changes to the testbed design to accommodate the additional data flows, and provide no clear
advantage. This assertion was born out in the broad range of results eventually gained from the
testbed, as presented in Chapter 4.

Although this chapter is concerned with the functionality and setup of a research testbed, a few
higher level points regarding the testbed must be made. First, the unique nature of consumer

IoT setups allows for small-scale testbeds to yield data on a wide range of issues. This relates
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Device Name

Misfit Shine 2: Wearable fitness tracker

Withings Go: Wearable fitness tracker

Withings Thermo: Thermometer

Withings Body: Scale and health tracker

Withings Home: Camera, air quality sensor and baby monitor

TP Link Smart Plug: Remotely managed plug and energy sensor

Amazon Echo Plus: Al assistant and music player

Table 2.3: Testbed devices list

to the mix-and-match, anything goes, nature of these setups. Lacking the rigorous vetting and
uniformity one might expect from industrial applications, these setups allow for devices and
systems from different suppliers, with divergent technologies and standards, to coexist on the
same network. Effectively increasing the spread of data points that can be tested, as opposed
to more homogeneous industrial applications. Second, what might be referred to as realism is
not at issue. Placing the testbed in an actual home or having real-world data subjects use the
devices and apps would not generate more or different data. This is due to the devices and apps
treating all data as legitimate and lacking any ability to distinguish between real and artificial
data points. Since we are interested in the manner in which these devices treat personal data and
the devices accept all data entered as personal, simply because it was entered as such, no further
steps aimed at “realism” are needed’. With the liberty afforded by such a system we can then
proceed to record data on the nature of GDPR compliance and PbD in consumer IoT, both as a

snapshot and over time.

As mentioned above, and discussed in Subsection 3.5.2, consumer [oT implementations are gen-
erally conducted in a haphazard manner by the data subject based on a range of personal pref-
erences and including device pricing, advertising and linking to other devices. As such, having
individual devices, a set of devices from one supplier, or a mix of devices and systems, are all

outcomes which can be expected. We can therefore say with confidence that our chosen testbed

"None of the testbed devices are able to distinguish between synthetic data and authentically personal data.
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devices fall squarely within the scope of functioning and composition for a consumer [oT im-

plementation.

2.2.3 MITM testbed

All the devices on the testbed communicate with offsite servers to store data, process data, access
updates, and register accounts. This M2M communication can go directly to the Raspberry Pi
via Wi-Fi, or via Bluetooth to the smartphone and from there via Wi-Fi to the Pi, from where
the connection to an offsite server is made. The testbed network is hosted via the Pi’s Wi-Fi
adaptor while its Ethernet port is used to connect to the Internet via the network access provided
in the lab. Allowing data packets to flow over the Pi and out to the Internet is accomplished by
way of network address translation (NAT), which essentially allows the Pi to act as middleman
between the Internet and the testbed. The data flows on the testbed, device documentation, and
any other relevant notes on device operation provide the data to be assessed using the CNIL’s
PIA. The use of NAT in and of itself does however not enable packet capture. To capture and
subsequently analyse the data flows three widely used tools are employed, namely tcpdump for
capture, MITMproxy for decryption and Wireshark for analysis.

Since all data communicated to, or received from, offsite servers must pass via the Pi a natural
bottle neck forms. It is at this point that tcpdump is used to record all packets and write them
to PCAP files for later export, with each file containing 6 hours worth of data. As a command
line application, tcpdump is intended for manual launch with a large number of variables used to
indicate operating parameters and the desired output. Since manual operation would be imprac-
tical, we used a purpose built script to launch tcpdump with our desired setting as a background
process at startup. Due to variations between the Raspbian OS and other Debian distributions,
this proved to be a better option as opposed to using systemd®. The script launches at startup and
sets tcpdump up to capture Wi-Fi traffic (-i wlan0), to run continuously but report in six hour
increments (-G 21600) and to save each increment in a specified directory with the time and
date used as filename (-w /home/pi/caps/dump-%Y-%m-%d_%H:%M:%S). The full tcpdump

command used in the script is:

tcpdump -i wlanO -G 21600 -w /home/pi/caps/dump-%Y-%m-%d_%H:%M:%S.pcap

The four six-hour long PCAP files are then transferred via ssh® to a PC for analysis using Wire-
shark which is a purpose built packet analysis tool with a graphical interface. Each packet con-
tains header data as well as the actual data being transferred and while the transferred data are
often encrypted, the header data will not be as it is needed to route the packet. Inspecting these
packets with Wireshark we can tell what type of data are being transmitted, if the data are en-

crypted, and who the recipients are. If the data were not encrypted, then Wireshark can also be

8 A widely used but contentious Linux systems and services manager)
9Secure shell (ssh) allows for secure communications over unsecured connections.
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used to gain even further insight into the packet contents. Naturally this provides a significant
portion of the input needed to act against the CNIL’s PIA as it enables us to inspect device data

flows and contrast these to both documentation and GDPR!? requirements.

For the initial run of the testbed only the packet meta data were used in analysis since almost
all packets were encrypted. Though one notable exception is mentioned in the analysis''. To
overcome this issue and decrypt the data, the second iteration of the testbed took a man-in-the-
middle (MITM) approach.

A man-in-the-middle (MITM) attack refers to any number of exploits where an attacker inserts
themselves between two or more legitimate parties, impersonates one or more of these parties
and then intercepts and copies the data flows [37]. From there, depending on the aims of the
attack, the data can be sent on altered or unaltered. To do so on the testbed, the MITMproxy
software package was installed on the Raspberry Pi and used in conjunction with the smart phone.
All HTTPS!? packets coming from the mobile phone are routed via MITMproxy before being
presented to NAT, or the reverse for incoming packets. Packets originating directly from the IoT

devices bypass MITMproxy though since these devices were not compromised.

MITMproxy is a proxy server which in this case is set up to copy all the traffic routed to it before
passing it on unaltered. To do this, MITMproxy must be able to unencrypt and re-encrypt data in
real time. This is achieved by the proxy server appearing to one of the communicating parties as
a valid certificate authority (CA). Doing so is easily accomplished by installing a MITMproxy
issued certificate on a smart phone using Android 5 or older as OS. In these older versions of
Android, user certificates enjoyed the same level of trust as system certificates, which is no longer
the case from Android 6 on. For newer systems, the phone must be substantively compromised
(rooted) after which Android debugging bridge can be used to add the needed certificate with
root permissions. This process is rather tedious and varies from phone to phone, but can be even
more involved and even prohibitively difficult for some devices. As such, only the phone was
compromised and not the devices, leading to only HTTPS traffic coming from the phone apps
being diverted to the proxy server. This setup allows MITMproxy to present itself to the phone as
the off-site servers and vice versa for the actual off-site servers. This relationship is represented
in Figure 2.4!3. A final trick for MITMproxy to perform is that it not only has the ability to
display the decrypted traffic in real time but can also capture SSL/TLS master key associated
with the traffic. Importing this key into Wireshark also decrypts the PCAP data.

To further aid in our analysis, a smart phone based application was used. This app, Lumen'4,

tracks data flows linked to the control apps on the smart phone with a specific focus on the

leaking of private data and the presence of tracking software. An important aspect to the Lumen

19Naturally, the documentation will also be compared to GDPR requirements using the PIA to guide such compar-
ison.

IIpjease see our notes on the Withings Thermo in Chapter 4

IZHTTP traffic is already in the clear.

13Taken from: https://docs.MITMproxy.org/stable/concepts—howMITMproxyworks/

14The Lumen Privacy Monitor is available at: https://play.google.com/store/apps/details?id=edu.
berkeley.icsi.haystack&hl=en_US


https://docs.MITMproxy.org/stable/concepts-howMITMproxyworks/
https://play.google.com/store/apps/details?id=edu.berkeley.icsi.haystack&hl=en_US
https://play.google.com/store/apps/details?id=edu.berkeley.icsi.haystack&hl=en_US
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Figure 2.4: MITMproxy

app is that it routes traffic from the smart phone via a VPN to servers at UC Berkeley for analysis.

Consequently, the Lumen app can not be used at the same time as the other analysis tools, since

the VPN bedevils data capturing on the Pi, meaning that use must be alternated. The linking of

tracking software to the IoT control apps and tracking the off-site servers the software connect

to, which Lumen provides, is so valuable though that the inconvenience is entirely mitigated.

The steps involved in conducting the testbed-based research are as follows:

10.

11.

. Set up Raspberry Pi including tcpdump script and MITMproxy integration

Link smart phone to testbed Wi-Fi

. Install the Lumen app
. Install control apps on smart phone

. Initialise IoT devices on testbed

Conduct device setup on devices and control apps, agreeing to all terms and conditions!?

. Record all terms and conditions

. Operate IoT devices and collect data

Export PCAP files to Wireshark
Include Wireshark analysis, terms and conditions, and Lumen results in CNIL PIA

Use insight gained from testbed and PIA as filter to produce our new methodology

I5 A fictitious persona is used.
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2.2.4 Minor testbed and tool changes over time

Since the testbed was in use for more than three years some changes were inevitable. Fortunately
none of these changes constitute a threat to the validity of the research and instead represent a

refinement of tools and techniques over time, with the core testbed devices remaining unchanged.

The Raspberry Pi pictured in Figure 2.3 is a B 3+, which was used during the first year of the
testbed’s operation. It was, as previously mentioned, later replaced with a B 4, but since both
functioned in exactly the same manner and ran the same software, there was functionally no
difference other than speed and available memory. During this time the Raspbian OS was also
renamed to Raspberry Pi OS!¢ and upgraded to a new 64bit version. As an alternative to this
setup, the OS was swapped to Kali Linux in order to take advantage of the diagnostic tools
bundled with Kali. However, this was quickly reversed as Kali Linux, at least at the time, proved
to be less stable and also yielded a number of issues for the implementation of network address

translation.

2.3 Feasibility

The tools, both hardware and software, needed to conduct the work proposed herein are all well
understood, well documented and for the most part, industry standard. The interaction between
these tools is also well documented since the testbed deployed here is largely similar to that
often used to investigate device and system security for consumer loT implementations, where

our focus only shifts from security to privacy and compliance.

The longitudinal nature of the testbed-based research is also not a particular problem since the
devices used are all from major companies and could easily be replaced if they malfunctioned.
The mobile phone, on the other hand, is only needed as a host device for the IoT device control
apps and can consequently be substituted for any comparable device. The same logic also holds

for the use of a Raspberry Pi as router and host device for packet interception.

Although the above addresses research feasibility, something must also be said about the overall
feasibility of this project. In describing the extent of the challenge faced by system designers in

the IoT, Algassem and Svetinovic list the following three main points:

1. Information protection: Who has access, when to protect information, and what informa-

tion to protect.

2. Integration risks: Integrating disparate technologies and standards leads to unforeseen

interactions and risks.

16 A]] official Raspberry operating systems (OS) are derivations of the Debian distribution of Linux, though the
Raspberry Pi foundation take a “stability over innovation” approach to their releases.
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3. Environmental issues: IoT implementations will, over their lifecycle, be subjected to en-

vironmental conditions other than those they were initially designed for.

Addressing these three challenges in turn and in reference to the project presented herein, we
can conclude the following. First, when it comes to determining what is to be protected, when
and from whom, our research will present two avenues for dealing with the information pro-
tection issue. These avenues are of course compliance and privacy-by-design. Second, using
model-based systems engineering as the avenue for interpreting our research and formulating an
eventual remedy, we are able to model, test and account for system wide actions and interactions
making sure these adhere to the stated compliance and privacy requirements. Third, this mod-
elling approach covers systems over their entire lifecycle and is able to change or update not just

requirements but also related software systems or operator procedures.

2.4 Assessment of findings

Only tracking and investigating dataflows on the testbed, that is on and between the IoT devices
and mobile phone, would not provide sufficient insight into compliance, privacy measures and
the threats to both. Instead, dataflows to and from off-site servers must also be included, as
well as the terms and conditions for device use presented to data subjects. Once all these data
are captured and collated as described in Section 2.2.1 it can be assessed for GDPR compliance
which forms a significant component of our work. To conduct this assessment reference is made
to the framing of privacy issues provided by the SDM and LINDDUN as introduced in Section
3.8 and Subsection 3.10.3. To extract the needed data points though, we turn to the GDPR
Privacy Impact Assessment (PIA) audit methodology for IoT devices and systems developed by
the French data protection authority, the CNIL, which is introduced in Subsection 3.7.1.

The reasons for choosing LINDDUN and the CNIL’s PIA are broadly similar. Both constitute
excellent, well regarded, and well understood tools for niche tasks. In the case of LINDDUN, it
was not only an early mover with regards to formalised privacy threat modelling, but has seen
a number of revisions and remains relevant. The manner in which LINDDUN is structured, as
discussed in the following chapter, also lends itself to inclusion in the domain extension. As
such, using it in the assessment of the testbed findings is a logical step. With regards to the
CNIL’s PIA, it stands out from other options for being wholly in the public domain!’, directly
covering the GDPR and including an IoT specific focus.

"Many other national regulators do not publish their audit methodologies.
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Chapter 3

Literature Review

3.1 Chapter introduction

This chapter examines the Internet of Things and its application in the consumer electronics
segment in greater detail than that presented in the introduction. The points developed here will
also serve as input for Chapter 6 where a number of key building blocks for the new domain
extension will be developed, before being implemented in SysML. This latter step can be found
in Chapter 7. The primary research focus of this chapter then, is to answer the first and second

sub-research questions which are as follows:

* RQI1: Which current compliance assessment, privacy enhancement or threat mitigation
methodologies, strategies, and frameworks relate to consumer IoT implementations, or

can be brought to bear on them?

* RQ2: Which of these methodologies would best serve to assess the testbed results pre-
sented herein?

Presented in Figure 3.1, this chapter is a review of prominent work and regulation dealing directly
and indirectly with consumer IoT as it relates to privacy. Once these leading works are reviewed,
a judgement can be made as to which provide the best tools for examining and assessing the
results gained from the testbed, which is introduced in Chapter 4. Given that work presented
in this chapter also directly impacts on the positions developed in Chapter 6, there is a need for
a slightly more nuanced assessment of the actionable work presented below. By that we mean,
any framework, methodology, regulation or other work that can direct action aimed at privacy
or compliance in consumer IoT, will be graded on the metrics presented below, as this will be

instrumental in shaping the domain extension developed later:

* A comprehensive approach covering both technical and legal considerations.
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Figure 3.1: Chapter three research focus

» Focused on implementation as opposed to only assessment or suggested courses of action.
* Focused on auditing outcomes.

* An loT specific focus.

* The use of data flow diagrams or other measures to track data flow.

* Privacy by design is the primary focus.

+ Systems modelling using a language currently in use in industry’.

 Can the specifics be represented in a standard systems modelling tool.

The eight metrics listed above are each intended to touch on a critical aspect of our proposed
solution to the dual challenge of compliance and privacy by design in consumer loT. This might
seem to suggest that a certain answer is presupposed both in this discussion and in the testbed re-
sults presented in Chapter 4. Instead though, these metrics were determined before development
of the testbed, since they directly elicit the details needed to assess the work reviewed below.
This is not only for the purposes of the discussion in this chapter and Chapter 6 but also crucially
as ground work for our proposed solution. We see this by taking a closer look at each of the

metrics.

One of the primary reasons we will opt for the use of SysML is its industry application and standardised tooling.
Any system which adheres to these requirements will have an automatic advantage.
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3.1.1 Comprehensive approaches

Through the investigation to follow, building on the work presented in Chapter 1, we will see that
both compliance and privacy by design are woefully inadequate in consumer [oT. It will also be
pointed out that although these are separate issues, compliance and privacy are related through
both privacy preserving legislation and more focused data protection legislation. It is therefore

clearly advantageous to address both issues, as opposed to opting for just one or the other.

3.1.2 A focus on implementation

There are, as one would expect, an extensive range of methodologies, frameworks and other
approaches to dealing with both privacy by design and compliance. However, we are explicitly
focused on developing a solution which not just frames or discusses the relevant issues, but which
provides a directly implementable solution. As such, we must establish if the literature reviewed
not only proposes a remedy but guides the implementation thereof. For instance, stating that an
impact assessment must be performed and recommendations acted on, is a remedy. Going on to
describe how to perform such an assessment, how to grade the results and how to act upon those,

is implementation.

3.1.3 Auditing outcomes

Auditing is a key component of the work presented herein since it is the mechanism for demon-
strating compliance. Literature which targets compliance, specifically in relation to privacy leg-
islation or data protection, will be important. This not only includes work which directly deals
with auditing, and audit best practice, but specifically also with audit assessment against the

GDPR since it is the primary piece of legislation referred to.

3.1.4 A focus on the IoT

It might seem redundant to explicitly note IoT as a focus area given the topic of this project, but
there is an important distinction to be made. This is between literature which explicitly focuses
on the IoT and that which has a different focus but can be brought to bear on the IoT. A case
in point is the audit methodology by the CNIL which is developed as a general privacy impact
assessment against the requirements of the GDPR, but which is then extended to loT applications
by the CNIL itself.

3.1.5 Data flow tracking

There is a lively academic debate around the use of data flow metrics, specifically data flow
diagrams [5]. We will not delve too deeply into that, since the interest here is a predetermined
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need to understand system data flows. Without that understanding GDPR compliance is simply
not possible. As aresult, even literature dealing with other topics, but which has some relevancy,
must still be assessed against this metric. This concern is also not limited to the GDPR since the
primary mechanism by which IoT devices impact on the privacy of data subjects is by collecting,
processing and communicating data relating to natural persons. Data flows therefore remain

critically important even if the GDPR is not being considered.

3.1.6 Privacy by design as primary focus

Although a significant portion of the literature reviewed below will focus on PbD, not all of it
will. Also, within PbD there are a number of different focus areas and approaches. As such, PbD
will be used to not only record if it is indeed an area of focus for the literature under review, but

also to list any significant other approaches.

3.1.7 Modelling language use

As outlined in Chapter 1, we intend to fold the insights gained from this literature review, along
with other work, into a new methodology for compliance and PbD within consumer loT. This will
take the form of a SysML domain extension. Although SysML is our chosen modelling language,
any comparable work using other languages could provide valuable insights and should therefore

be examined.

3.1.8 Standardised language use

The potential for our work to be deployed in industry, using standard tooling and without much
additional training for practitioners, is one of the major contributions we target with the work
presented in Chapter 7. Accordingly, specific note must be taken of any literature which deals
with such industry application. This point goes beyond the use of any specific modelling lan-
guage, since unhindered industry use rests not just on the use of a well understood and broadly
used language, but also on the standard use of that language. In other words, we are specifi-
cally interested in introducing new capabilities in to the language used, without changing the

functioning of the language itself.

To fully engage with the eight metrics introduced above, we will first have to establish additional
background to both privacy by design (PbD) and the 10T in general. Once this baseline is estab-
lished we can examine the interaction between the two and make specific reference to the eight

metrics.
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3.2 Knowledge representation and interpretation

Knowledge representation and the gaining of insight or value from that representation, is an
important activity in many fields, with systems design being no different. A popular route in
the development of new domain specific languages, for instance, is ontological domain analysis
[141] and the use of ontology languages such as OWL [84] and the query language SPARQL.
The World Wide Web Consortium (W3C) refers to these and other related elements as semantic

technologies” In Figure 3.2 we present the semantic web layer cake?

User Interface & Applications
Trust
Proof
Unifying Logic |
Ontology:
Query: OwL Rule: o
SPARQL RIF a
RDFS g
Data interchange:
RDF
XML |
URI/IRI |

Figure 3.2: The Semantic Web Layer Cake

Although widely used across many fields, including domain modelling, these technologies are
not an exact fit for our needs herein. This is in part due to MBSE already providing an avenue to
interrogate models, as demonstrated in Chapter 9. It is therefore not needed to build new external
ontologies or to use languages like OWL/2. An additional reason that this is not needed here, but
is used in some domain specific applications, is the nature of the domain specific work. We are
focused herein on producing a domain specific extension for SysML, as opposed to a new do-
main specific language. Accordingly we do not need to check the language itself for coherency,
for which an externally constructed ontology would be a good option. We are therefore open
to perform validation and verification tasks using SysML directly. These concepts are further

discussed in subsections 3.2.1 and 3.2.4, as well as Chapter 9.

ZA full listing is available at https://www.w3.org/TR/?tag=data, by selecting the tags options and leaving
the other options blank.
3Image by the W3C, taken from https://www.w3.org/2007/03/layerCake . svg
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3.2.1 Ontologies

The notion of an ontology is defined by Gruber as “an explicit specification of a conceptualisa-
tion” where such a conceptualisation is shared and formal[63]. In this we understand “formal”
to mean machine readable, “explicit specification” indicates that all concepts are defined, and
“conceptualisation” is an abstraction of that which is being represented. This constitutes the
concept of an ontology favoured by the W3C and which forms part of its semantic web stack

with a well known example being the Good Relations* web ontology for e-commerce.

As such, an ontology contains both a vocabulary and set assumptions about the meaning of
that vocabulary, it allows for a shared understanding, meaningful querying of the ontology, and
the reuse of elements or the whole. Similar points are made below and later on regarding the
formalism with which SysML can convey meaning, including the direct use of ontologies. Please
note the plural form here as these relate to the specific model described in SysML as opposed
to SysML itself. As shown below, the systems engineering understanding of ontologies is also

somewhat different to that in semantic web applications.

3.2.2 Formal model checking

The representation and interpretation of knowledge inherently implies that, where such knowl-
edge is applied in a structured manner to reach a set goal, interpretation should include some sort
of qualitative assessment. There are of course an extremely wide range of approaches available,
but within software design, formal model checking is the preeminent approach. Though not the
focus of the work presented herein, brief mention must be made of it if only to differentiate

formal model checking from the model analysis discussed below.

Given the world-wide proliferation of computing systems, it is no wonder that the societal and
financial cost of errors in these systems can be substantial. With the cost of computer errors
in the US alone estimated to be in the high tens of billions it is imperative that such systems
be assessed, with errors located and mitigated before system deployment, which is the aim of
model checking [52]. Model checking is defined by Kim Guldstrand Larsen in the foreword
to Principles of Model Checking by Baier and Katoen as a formal verification technique which
allows for desired behavioural properties of a given system to be verified on the basis of a suitable

model of the system through systematic inspection of all states of the model.

Where Baier and Katoen themselves go on to state that model checking is the applied mathemat-
ics used for the modelling and analysis of computing systems. Although their discussion further
distinguishes prominent approaches within formal model checking, they are not further explored
since, as mentioned earlier and again in Chapter 6, formal model checking will not be used in

this work.

4See http://wiki.goodrelations-vocabulary.org/Vocabularies/


http://wiki.goodrelations-vocabulary.org/Vocabularies/

3.2.  Knowledge representation and interpretation 31

3.2.3 Model analysis

MBSE is primarily focused on providing to all stakeholders, a single version of the truth relating
to the system or systems being modelled. This notion is further explored in Chapter 5. As such,
the system model provides what Delligatti calls a central repository for all design decisions.
This may indeed include the generation of software systems which are subject to the type of
formal model checking described above. However, such checks are not conducted against the
system model itself, but only one of its components. This then leaves open the question as to the

metrics to use when checking the system model itself.

Unfortunately there is a tendency for terms to be used and reused to indicate different things.
The first step to counteract this is use of “model analysis” to indicate tests against a systems
model, as opposed to “model checking” which relates to formal modelling. The second is to pin
down definitions for Verification and Validation, as these concepts are widely used but in terms

of systems engineering there is a set and well established definition of each.

Going back to work done by Barry W. Boehm in the early 1980s we find Boehm writing on
the topic of verification and validation for software® requirement and design specifications, and
introducing two sets of definitions for each. The first set of definitions serve to clarify Boehm’s
reasoning on the topic, with the following quote taken from Boehm:

* Verification. The process of determining whether or not the products of a given phase
of the software development cycle fulfil the requirements established during the previous

phase.

» Validation. The process of evaluating software at the end of the software development

process to ensure compliance with software requirements.

Though the area of focus here is software requirements, Boehm sets out both the purpose of, and
the need for, verification and validation. Both are essential for ensuring that the system ultimately
delivered is fit for purpose in every sense, with verification used to ensure that the system is built
according to the build instructions, while validation ensures that the system finally delivered also

adheres to the initial system requirements.

Given the clarity of this formulation it is not surprising to find it persisting in the field of re-
quirements engineering [120]. This also explains the use of Boehm’s formulation in other re-
lated fields including systems engineering generally and model-based systems engineering [50].
Though such acceptance does not mean that the topics of verification and validation are closed as
areas of academic enquiry [160], it does mean that incorporating Boehm’s work is safely within
accepted practice. Doing so also allows for the use of Boehm’s second and somewhat more

elegant, definitions. These are again taken from Boehm and read as follows:

SBoehm has also published work explicitly dealing with systems engineering. Though the reference here is better
suited to the discussion at hand.
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* Verification “Am I building the product right?”

* Validation “Am I building the right product?”

3.2.4 Ontologies in modelling languages

Modelling languages can have a clear and well-formed ontology included or drawn in for domain
specific application. The importance of this is stressed by Holt who refers to ontology as the
cornerstone of MBSE, providing the following explanation in four parts:

* Domain-specific language: Systems engineering can not succeed if concepts and terms
are not well defined.

* Viewpoint contents and structural foundations: Models are composed of views and the

integrity of these views are derived from their associated viewpoints®

* Model consistency: Consistency is required for all model elements to jointly act to convey
meaning. This is achieved through the joint use of a spoken language (SysML’ in this case)
and an ontology containing the domain-specific language.

* Traceability: A system model must not only present well defined and connected elements,
but the artefacts produced by that system must also be traceable back to individual system

elements. This is not only crucial for error tracing but also for deploying future changes.

With reference to the third point above, it should be noted that although the we present a single
domain extension in Chapter 7, the underlying ontology is drawn from two sources namely, the
GDPR plus the CNIL PIA, and the LINDDUN threat modelling methodology. These are all
introduced in this chapter. Furthermore, the relationship between SysML as spoken language
and the combined ontology presented in Chapter 7 is that SysML notation is used to structure,
present, and guide the application of the ontology. This also ultimately allows for the resulting
domain extension to be tested for coherency in general and more specifically for verification and
validation tests to be carried out. In short, without an ontology we can not test if the domain
extension functions correctly or is the right domain extension for its stated purpose, but without

a language to provide access to it we can not test against the ontology. Hence the need for both.

3.3 Taxonomies of privacy

A single concise definition of privacy is frustratingly elusive [137], with positions readily opined
ranging from “the right to be left alone” [24], to requiring that data subjects should have full and

6Please see the discussion of views and viewpoints in Section 5.2.
7SysML as a language for conducting MBSE is further explored in Chapter 5
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sole control over their personal information, and even extending to issues of personal identity [3].
No wonder then that Daniel Solove describes it as “a concept in disarray” [138]. A significant
part of the challenge is that notions of privacy are often culturally bound or deeply personal,
further muddying the waters when searching for a common definition. These notions of privacy
are of course also changeable, and rapidly so. One study found a rapid shift in what Facebook
users were willing to share publicly, with those willing to share certain details decreasing from

around 80% to just 40% over a period of six years [1], as presented in Figure 3.3.

100 percent

Shares birthday
publicly on profile

Shares high school
publicly on profile

2005 2006 2007 2008 2009 2010 2011
Figure 3.3: Disclosure behaviour on Facebook [1]

These challenges are, however, also not new. There is an extensive history to the legal con-
sideration of technology related impacts on privacy with, for instance, the US Fair Information
Practice Principles (FIPPs) dating back to 1973 [24]. The FIPPs are also clearly echoed in the
later work of Ann Cavoukian and the GDPR, both of which are discussed in this chapter. The

main tenets of the FIPPs are as follows:

* Collection limitation: no superfluous data collection

» Data quality: prohibition on the collection, processing, and storage of inaccurate data

* Purpose specification: obtain informed consent from data subjects

» Use limitation: obtain informed consent from data subjects for new processing purposes

* Security: protect data after collection
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* Openness: transparency towards data subjects

* Individual participation: data subjects should have access to their data and the ability to
rectify mistakes

* Accountability: the party collecting the data is responsible for the handling thereof

What is notable, and establishes some common ground, is that democratic governments generally
strive to protect the privacy of the citizenry, with such protections aimed at the prevention of
what is seen as clear harms. That is to say, privacy breaches are generally seen as harmful to
the individual, even though the exact definition of privacy might be variable [116]. This does,
however, open two avenues to approaching privacy, the first is to default to the position of direct
stakeholders, which is an often used approach and will be further discussed in Subsection 3.11.1
and Section 7.7, with specific reference to Subsection 7.7.1. The second is to adhere to the legal
requirements around privacy protection in the jurisdictions within which a product or service is
provided. While the second avenue is of course a legal requirement and must be adhered to, this
does not mean that the first is optional and we contend that following both avenues during the
full lifecycle of any product or service will yield better results than just following one, which is

a major tenet within the field of privacy engineering [69] and is further discussed in Section 3.6.

Understanding privacy as a social good, irrespective of the avenue taken, establishes the need for
preemptive privacy protections in any system or device which can directly impact on the privacy
of the citizenry. This takes the form of privacy by design (PbD) [94] and few sectors fit this
bill for a broad privacy impact as clearly as consumer loT. Before delving into PbD though, a
lower level tool, the privacy taxonomy, should be covered. The utility of taxonomies in general
is clear, but can be particularly useful in analysing developing fields such as the [oT [44]. In
the following two subsections we will present a widely cited and well regarded general privacy

threat taxonomy, followed by an IoT specific taxonomy.

3.3.1 The Solove privacy taxonomy

One of the most widely cited privacy taxonomies is that of Daniel J. Solove which, at its core,
seeks to establish the dividing line between the private and the public [1]. With a foundation
in American tort law, Solove’s taxonomy classifies privacy threats by way of sixteen threats
under four groups [137]. Although the taxonomy substantially predates the GDPR, there are
ample points of overlap and some notable divergences. A detailed discussion of these will not
be provided here as referencing the taxonomy’s performance in describing consumer [oT devices

is far more useful. The full taxonomy is as follows:

1. Information Collection

(a) Surveillance
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(b) Interrogation
2. Information Processing

(a) Aggregation
(b) Identification
(c) Insecurity

(d) Secondary Use

(e) Exclusion
3. Information Dissemination

(a) Breach of Confidentiality
(b) Disclosure

(c) Exposure

(d) Increased Accessibility
(e) Blackmail

(f) Appropriation

(g) Distortion
4. Invasion

(a) Intrusion

(b) Decisional Interference

In using this taxonomy to assess the exact list of devices on our testbed®, Thorburn et al. found
that some of these threats, such as blackmail, simply did not apply to consumer IoT at all. Other
threats, such as intrusion, yielded anomalous results. Since IoT devices perform a measure of
surveillance on both the data subject and their environment as a matter of course [6], disabling
such surveillance also renders the device inoperable, with some notable exceptions such as the
smart plug in our test bed which remained functional, though pointless. For the other threats, the
analysis did not bode well with only confidentiality breach, exposure, and increased accessibility
not realised in any of the devices. However, the nature of these three threats make them highly

unlikely or even impossible to detect on a testbed of the type used herein.

We can safely assume that most consumer loT implementations would fair similarly badly when
measured against the Solove taxonomy. Although this would appear to be congruent with the
long list of privacy failings pointed out in chapters 1 and 4, it is equally, if not more so, a function
of this taxonomy being badly suited to the task at hand. Since the collection, processing and
dissemination of private data are foundational activities in consumer IoT implementations, a

negative outcome under an unmodified Solove taxonomy is a foregone conclusion.

8Please see Chapter 4
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3.3.2 IoT privacy taxonomies

A worrying number of papers on the topic of IoT privacy taxonomies seem to treat this as a
subsection or junior partner to security in the IoT as opposed to a discipline in its own right.
Per example, Alsamani and Lahza sets out to develop a “taxonomy in order to categorize loT's
objects, so security and privacy issues would be fully addressed” [7]. Not only is this goal highly
questionable, but the subsection dealing with privacy is entirely constituted out of the four top
level groupings in the Solove taxonomy. This latter point is particularly problematic, given the

specifics of our discussion on Solove’s taxonomy and its application to the [oT.

In a similar reference frame, but taking a different approach, Babar et al. develop their Security
Model and Threat Taxonomy for the Internet of Things to be two separate documents. Based
on an analysis of IoT properties, use cases’, and high level security requirements, the authors
formulate a security and threat taxonomy. From this they then develop their security model. The
taxonomy holds that the 10T has a threat profile all its own and that this requires detailed assess-
ment. Specifically, environmental factors should be assessed with an eye to the development of

mitigation strategies.

The following threats are identified:

* Identification relates to the device, user, and session identifiers. Key factors include au-

thentication, provisioning'?, and authorisation.
» Communication deals with direct attacks intended to interrupt communications.
 Physical threats relate to direct device access by attackers.
* Embedded security refers to threats such as data tampering, side channel attacks, etc.

» Storage management relates to confidentiality, integrity, and possible impacts on user

identity.

* Dynamic binding deals with the naming of system entities and services, including the

mechanisms for doing so.

The threats proposed above are presented by Babar et al. in Figure 3.4. From these threats and
via a discussion of related work and current techniques for addressing some of the concerns

highlighted, the authors then develop a security model for the IoT.

This model is presented in the form of a cube which interrelates three primary elements, namely
trust, security, and privacy. This structure allows for the interrelation of all three primary ele-

ments to be displayed on a single diagram. This is also an ideal mechanism for dealing with the

9Referred to by the authors as objectives.
10The deployment, configuring, and management of systems.
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Figure 3.5: The IoT security model proposed by Babar et al.

high level of interconnectedness between people, services, and devices in the IoT!!. Extending
this notion further, it is noted that the data used for various actions and services in the IoT are

often composite in nature, that is drawn from multiple sources and worked to perform certain

functions. This is also reflected in the use of a cube structure to

the type of amalgamated data needed to grant or reject access to other data or services will speak

relate elements. Ultimately then,

to security, trust, and privacy, which is the guiding notion expressed in Figure 3.5.

'This insight on the part of the authors has echos of the IEEE definition presented in Chapter 1, albeit not nearly

as broad.
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The threats identified in the taxonomy are security threats and relatively superficial at that. Al-
though threats such as data tampering are identified, they are not explicitly formulated in terms
of their privacy implications. Similarly, storage management is highlighted in terms of poten-
tial privacy impacts but only in as much as these are realised through security failings. Also,
the authors explicitly describe their work as laying the foundations of “an integrated systems

approach for security and privacy in the Internet of Things” [11].

In addition to the above issues, there is also a significant conceptual challenge in using the work
described above to facilitate a “by design approach”. That is the author’s explicit insistence
that the issues at play are best dealt with as a management issue, as opposed to taking a “by
design” approach. In our estimation such an approach will inherently provide weaker results
and is incompatible with the line taken herein. Ultimately then, a new taxonomy is needed. We

present such in Section 6.3.

Comparing Security Model and Threat Taxonomy for the IoT proposed by Babar et al. to our
defined metrics we find the following:

1. Not a comprehensive approach.

2. Does not implement remedies.

3. Auditing for compliance not mentioned.

4. 10T is the only focus area.

5. The use of DFD’s is not specifically mandated, though not excluded.

6. PbD is not a focus area but loT privacy threats are, though at a subservient level to security
threats.

7. System modelling is not touched on.

8. Since a modelling language is not used, a related modelling tool can not be used.

3.4 Introducing privacy by design

The development of PbD as a systems engineering approach can be traced to the work of Ann
Cavoukian and others in 1995, entitled “Privacy-Enhancing Technologies: The Path to Anonymity”
[77]. At its core, this report proposed that the integrity of digital communications could be pre-
served within a system which is designed to advance both privacy and anonymity [23]. Cavoukian,
who previously served as the information and privacy commissioner of Canada, continued to
develop these principles and subsequently proposed seven foundational elements to PbD [28].

These, with their main points in indent, are:
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1. Proactive not Reactive; Preventative not Remedial

Clear commitment to privacy, methods to recognise poor designs and practices

2. Privacy as the Default

Purpose specification, collection limitation; data minimisation; use, retention, and

disclosure limitation

3. Privacy Embedded into Design

Principled approach to embedding privacy; detailed privacy impact and risk assess-

ments, privacy impacts demonstrably minimised

4. Full Functionality — Positive-Sum, not Zero-Sum

Full functionality not impaired; innovative positive-sum; interests and objectives

clearly documented

5. End-to-End Security — Lifecycle Protection

Security, applied security

6. Visibility and Transparency

Accountability; openness; compliance

7. Respect for User Privacy

Consent; accuracy, access; compliance

It would be difficult to overstate the measure of influence Cavoukian’s work has had, and is
still having, on the field. This can be seen when delving into details of her seven foundational
principles as indicated by the indents above. These indented areas of focus read as a road map
for subsequent work in PbD, not only for private sector and academic contributors, but also
legislative efforts. This will become evident in the following overview of the pertinent literature
but we will draw the readers attention specifically to the German SDM!? and GDPR for their
focus on collection and purpose limitations, privacy impact considerations, and recognition of
the critical importance of a design led approach. This is similarly visible in other connected
areas, such as threat modelling against privacy threats. On this topic, Wuyts et al. stated that
PbD promotes “the introduction of privacy-focused activities in the early stages of the software
development life-cycle” [167]. The work of Wuyts and other contributors will be examined in

greater detail in subsections 3.10.3 and 6.5.

12 Although the German Standard Data protection Model (SDM) is linked to the GDPR it is a significant and
independent take on PbD and data protection. The SDM is discussed in Section 3.8.
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3.5 Introducing the IoT

3.5.1 10T reference models

The IEEE definition of the IoT presented in Chapter 1 is broad and sociotechnical in nature,
which is significant since it not only points to the unprecedented scale of the IoT’s impact on
human endeavour and privacy, but also underscores the need for further work to delimit the
scope of any project within the [oT. As a first step regarding this latter point, Chapter 1 also
presented six elements of the [oT. To further refine our work and move towards the specific IoT
implementation of interest here, we start by first considering a general reference model for the
IoT. For this we turn to Ziegeldorf et al. [169] who’s reference model, as presented in Figure
3.6, provides a basic and high level depiction of the IoT. Real-world implementations, such as
that documented in Chapter 4 operates on a significantly more granular level and would require
additional tools to describe accurately, though this reference model remains a good point of

departure.
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Figure 3.6: Ziegeldorf’s IoT reference model [169]

Some takeaways from this reference model are 1) the positioning of the (data) subject within
the IoT sphere, 2) the divide between smart things and other infrastructure and 3) the flow of
data away from the subject. All three of these points are of critical concern for both privacy
and compliance when dealing with the [oT in general, but even more so in the home. What is
lacking though is the aforementioned granularity needed to fully unpack the challenges already
introduced in Chapter 1, but also a focus on how these issues specifically impact on privacy and
compliance. More often than not, challenges in the IoT are framed in terms of the related attack
surface and security concerns, this is of course understandable given the fact that deeply personal
data might be stolen [122], or in a worst case scenario with medical devices, lives might even
be threatened [157]. What is needed therefore, is a more succinct focus on the principles and
practice of data protection, starting with the former. For which a robust but focused reference

model is needed as base.
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Figure 3.7: 1oT system model

The model presented by Ziegeldorf et al. is of course just one of many, with competing offerings
generally structured around a layered representation of the loT stack, with reference to devices
and functionality at each layer [31]. In this we opt for presenting the IoT system model via
three top layers with a number of subdivisions. Doing so allows us, in Chapter 6, to build a new
taxonomy which classifies by type, then function, and finally threat, whilst not encumbered by a
near endless heterogeneous mix of devices and technologies present in the [oT [97]. These three
layers are as follows:

1. Visualisation layer: The visualisation layer is tasked with presenting middleware layer
functionality to the user via web, mobile or other appropriate applications. User function-

ality is realised at this level and includes system control, monitoring, and data visualisation.

2. Middleware Layer: This intermediate layer presents a service oriented architecture (SOA)
which contains five linked but distinguishable services. These are applications, data ab-
straction, data storage, fog computing, and connectivity. Since cloud computing relates to

both data storage and data abstraction, it would also be included.

3. Objects Layer: Edge devices such as sensors, actuators and controllers, literally the things
in the IoT, are located at this layer. These objects collect data from the environment,

communicate those data to higher layers and act on instruction from those layers.

3.5.2 Market segmentation for IoT applications

In Chapter 1 we addressed the measure to which the IoT is inherently heterogeneous. This
is however not restricted to technologies and standards used, but also to the market segments
targeted by IoT vendors. These notable segments include medical, industrial, and military ap-
plications. There is also the possibility that a device might find application in more than one of
these segments or might purposefully operate across these segments. For the sake of clarity, we

only regard IoT devices as being in the consumer segment if the data subject is in direct control
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Figure 3.8: IoT market segmentation

of the device, including the decision to start and to stop using the device. As such, devices such
as networked pacemakers, insulin pumps and the like are outside of our scope while devices such
as fitness trackers are inside. This does not mean that practitioners in industry can not apply the
work presented herein to these excluded devices, but rather that we are excluding such devices
from our research as they fall outside our defined problem space. Although not using the same
approach to device classification, Chanal and Kakkasageri provides a clear high-level overview

of the different [oT market segments as presented in Figure 3.8.

These market segments and the prominence of certain devices within them is however, also
transitory [98]. This is due to the IoT in general still growing, changing, and maturing. One result
of'this is the hodgepodge consumer offerings available, including standalone devices, starter kits

[39], and add as you go options.

Although consumer, industrial [164], and medical [133] IoT devices all present with multiple
failings, the nature of their deployment impacts privacy outcomes. This is to say, for industrial
and medical applications it is typical to find a larger number of the same device(s) deployed by
qualified system administrators. For consumer devices there is a mix of single devices deployed,
often in an ad hoc manner, and by the general public. In amongst this mix of approaches, grow-
ing device popularity, and entrenched heterogeneity, it is also no surprise that consumer IoT is
characterised in equal measures by its growth and its low quality privacy and security implemen-
tations [90]. These factors jointly, also support our previous choice for consumer [oT devices as

focus area over industrial or medical applications.

3.5.3 Privacy threats in the IoT

As is evident throughout our discussion thus far, much of the IoT’s value offering to consumers

rests on the collection and processing of personal data. Which is one of the problems with
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applying a generic approach such as that taken by Solove, given their propensity to yield false
positives. Instead, a bespoke approach is needed with Ziegeldorf et al. providing such through

their seven privacy threat categories [169]:

1. Identification: Linking an individual to an identifier, such as de-anonymising a pseudony-
mous user account. This is often accomplished through the joint processing a number of
smaller data sets about a subject. Individually such data sets do not expose the data sub-
ject, but jointly they can as too many unique data points are exposed or derived. This may

also enable other threats such as profiling.

2. Localisation and tracking: Tracking the movements of a data subject over time via GPS
data, Wi-Fi connections, geotagged photos and the like. Here too, data accumulating from
multiple sources is a necessary condition for the threat to occur since a single data point

would not be sufficient.

3. Profiling: A commonly used practice for social media and e-commerce sites, profiling
involves the combination of multiple data pools to enable the drawing of inferences about

the data subject.

4. Privacy-violating interaction and presentation: The sharing of personal data via publicly
accessible channels may expose such data to third-parties. This includes the use of public
touchscreens terminals, the use of voice assistants, public but targeted video adds'3. Since
the use of both voice and tracking IDs are entrenched, this type of public interaction based

on personal data may yet become more prevalent.

5. Lifecycle transitions: Over the lifecycle of an [oT device many changes of significance
may occur and some of these may even expose the personal data of users. Such changes
include ownership, location, profile of use, linked systems and the like. In Chapter 4 we
present our testbed findings which include a number of related findings. Specifically the
level of access device control apps have to additional data on smart phones and some de-
vices, such as the Withings Thermo passing additional data to the manufacturer allowing
for device tracking even across successive owners. The lifecycle challenge is further neg-
atively impacted by the fact that different systems, devices, and components might form

a system of systems but still have independent and divergent lifecycles [76].

6. Inventory attack: The gathering of data on IoT devices and indexing of such devices in a
set location presents a multilayered threat. Remote access to devices, devices gathering
data on each other, and the ability to easily compile a device inventory remotely, all allow
for data to either be directly compromised or done so via inference. For instance, setting
the Wi-Fi module of a laptop to monitor mode might allow the user to harvest metadata
on nearby [oT devices without the premises containing those devices being physically

compromised.

13Such as the use of marketing IDs to track shoppers via their phones and then to display targeted on shop displays.
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7. Linkage: The combination of data from different data sets can lead to the exposure of data

that the data subject wished to keep private. This also raises the risk for the re-identification

of formerly anonymised data, yet remains a separate risk to that of identification since

identification is not a necessary condition for the risk of linkage to be realised.

The threats identified above should, however, not be seen as confined to IoT devices and systems

only and can be realised by way of other factors such as operational procedures or terms and

conditions. The impact of the latter is specifically highlighted in our testbed analysis. Other

researchers have also picked up on this point with Paul et al. using Ziegeldorf et al. to scrutinise

the terms and conditions presented to data subjects by manufacturers [115]. Ziegledorf’s threat

categories can also be brought into alignment with other work to classify and structure the IoT

space, such as the six elements of IoT developed by Al-Fugaha et al. even though there are some

overlapping terminology between the two approaches. We present a mapping between the two

systems in Table 3.1.

IoT threat IoT element
Identification Semantics
Localisation and tracking Sensing
Communication
Service
Semantics
Profiling Service
Semantics
Privacy-violating interaction and presentation ~ Sensing
Services
Semantics

Lifecycle transitions

Identification
Sensing
Computation

Semantics

Inventory attack

Identification

Communication

Linkage

Semantics

Table 3.1: Mapping privacy threats in the 10T to elements of the [oT
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Mapping between the work of Ziegledorf and Al-Fugaha covers all elements of both systems,
implying threats across the board, but also shows the Semantics element is referenced most often.
Based on the preceding discussion this is to be expected due to the central role of data processing
in much of the IoT’s value offering. This is also demonstrated in Chapter 4 where all the devices
on the testbed, to varying degrees, are reliant on semantic!# processes to deliver their service
offerings. The implication then, for any new system wishing to address PbD in the IoT, is that it
can not only focus on a single device but must remain cognisant of the larger system the device

operates in and do so over the entire device lifecycle.

Comparing the six [oT privacy threats proposed by Ziegeldorf et al. to our defined metrics we

find the following:

1. Not a comprehensive approach.

2. Does not implement remedies.

3. Auditing for compliance not mentioned.
4. IoT is the focus.

5. The use of DFD’s is not specifically mandated, though data flow tracking will most likely

be needed for a useful analysis.
6. PbD is not a focus area but IoT privacy threats are.
7. System modelling of some type could be used but a modelling language is not employed.

8. Since a modelling language is not used, a related modelling tool can not be used.

3.6 Privacy engineering and data protection

Starting from the proposition that privacy engineering is a relatively new and evolving term,
Bowman et al. go on to define privacy engineers as those “responsible for ensuring that your
product is developed, built, and used in a manner consistent with your company s privacy val-
ues” [24]. In a broad sense then, most of what is proposed herein can be viewed as privacy
engineering, provided that one understands “values” in this sense to extend to user and legisla-

tive requirements.

In order to initiate the privacy engineering process, Bowman et al. suggest using a series of
questions to first understand the manner in which a certain device or system interacts with private
data. This is intended to provide the privacy engineer with a better understanding of the issues at
hand before starting any technical work on the system itself [24]. Although these questions cover

privacy implications from multiple angles and is in line with the argument advanced herein, we

14 As reminder, semantics here refer to the development of new insights based on extracted data.
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will not pursue that approach as the LINDDUN methodology, as introduced in this chapter, does

a stellar job of addressing these issues.

When dealing with privacy and PbD in the IoT, it is impossible to exclude the topics of data
protection and data privacy since data mining and processing are core to the loT value propo-
sition. Such data in the home setting is, by definition, personal. A useful distinction though, is
between data protection which deals with protection against unauthorised processing and data
privacy which deals with who has authorised access to the data concerned [128]. This is of par-
ticular importance when dealing with legislation related to personal privacy since it is a common
position for such legislation to focus on data protections. This is demonstrated in our discussion
on the GDPR which we present below in Section 3.7 while Subsection 3.7.1 introduces auditing

against GDPR requirements.

3.7 The GDPR and compliance

The European Union’s General Data Protection Regulation (GDPR) devotes significant effort to
formalising and regulating Data Protection by Design (DPbD) which includes a series of rights
and obligations attaching to the personal data of data subjects. Notable in this regard is Arti-
cle 25, which directly deals with data protection by design and by default [125] and requires
that data controllers ensure compliance with all relevant requirements'> [14]. Article 25 is also
linked to Article 42 which addresses the certification of data protection measures. With Article
25 establishing data controllers as the party holding the primary responsibility for realising the
rights of data subjects, while Article 5 establishes these rights starting with the following six

requirements [82]:

1. Lawfulness, Fairness and Transparency: Directs the manner in which data are processed.

2. Purpose Limitation: Data collection and processing is only allowed for specified, explicit

and legitimate purposes.

3. Data Minimisation: Only the data needed to fulfil the stated service, as permitted by the

purpose limitation, may be collected.

4. Accuracy: Data must be accurate, up to date and either erased or rectified as soon as

possible at the data subject’s behest.

5. Storage Limitation: Data may only be retained in a form which links to a data subject, for

the minimum period of time needed to fulfil agreed-upon services. Though there are some

exceptions!®.

15 As such, the GDPR requires a design lead approach to data privacy and also requires a demonstration of com-
pliance which can be assessed by way of formal audit. This is of significant importance and is further explored in
subsections 7.5 and 7.6.

16Sych as archiving, statistical or regulatory uses.
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6. Integrity and Confidentiality: Data processing must be conducted such that data loss,
unauthorised access and unlawful processing or any other prohibited outcome, is guarded

against.

In addition to the requirements listed above, which clearly echo the work of Ann Cavoukian,
Article 5 further requires that data controllers must be able to demonstrate compliance to these
requirements inline with the stipulations of Article 25. Moving on from Article 5, Articles 15 to
22 establish the following rights:

1. The right to transparent information from the controller and clear channels for exercising
the rights listed here.

2. The right to be informed of not only data collection but also how to contact the data con-

troller and its agents.

3. The right to be informed about the collection of personal data even if the collection thereof

was not directly from the data subject.
4. The right to access their data and information pertaining to that data.
5. The right to rectify any errors in their data.
6. The right to be forgotten (the right to erasure).

7. The right to restrict processing if the data concerned are inaccurate, processing is unlawful,
data are retained for legal reasons, or the data subject has objected to the processing.

8. The right to be notified of any actions taken by the data controller in relation to the rights

to rectification, erasure and restriction'”.
9. The right to data portability.
10. The right to object to data processing.

11. The right not to be subject to any decision based solely on automated processing'®.

The GDPR is also intended to streamline and unify legislation across the European Union though
arguably its greatest impact is to greatly increase and clarify the control the citizenry have over
their own data. This is to a large part accomplished by way of the above mentioned data pro-
cessing requirements [156]. The GDPR is of course not the only EU wide legislation which
impacts on individual privacy. Delving deeper into legislation will not aid the discussion here
given the GDPR’s prominence on the issue. However, a brief mention of one additional piece of

proposed legislation is warranted. That is the ePrivacy Directive (ePD), more formally known

17That is Article 16, 17 and 18.
18 Article 22 requires that data subjects can request for any automated decision to be reviewed by a human, but not
that a human must be in the loop if no request was made.
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as the Privacy and Electronic Communications Directive. The ePD protects the confidentiality
of electronic communications [53], but has been referred to as the cookie law due to its impact

on that technology though, it also addresses unsolicited email [54].

Due both to a range of continuing issues with implementation and enforcement [53] and to the
introduction of the GDPR, the ePD is set to be replaced. Taking its place will be the ePrivacy
Regulation (ePR) which is aligned with the functioning of the GDPR but is in fact Lex Specialis
to it [27]. In short, this means that for areas of overlap the ePR with its narrower and specific
focus will override the GDPR and its more general scope. On this topic it should be noted that
the ePR is intended to also deal with M2M communications in a more direct manner and would
therefore, on the face of it, appear a prime candidate for inclusion herein. However, the ePR was
set to be introduced alongside the GDPR but has instead been through numerous revisions and

has still not been adopted!®.

3.7.1 Privacy Impact assessment under the GDPR

An important point to note before launching a discussion of the CNIL’s audit methodology is that
the term auditing is often used as singularly synonymous with financial auditing. This is incorrect
as the formal auditing of performance against set targets enforced by law or industry standard
is well established in a multitude of industries and business practices. Although the broader
term compliance auditing is often used for auditing other than financial, this is not intended to
diminish the thoroughness or importance of such audits, with the potential penalties of GDPR
non-compliance boldly underlining this point. One of the most prominent areas of non-financial
audit is those aiming to assess the privacy compliance of a system or device. To draw attention
to this focus area, such audits are often referred to as privacy impact assessments (PIA), which

is indeed the case with the CNIL’s methodology, as introduced below.

The specific PIA we will be introducing here is that of the French Commission for Informatics
and Liberty (CNIL). As is the case in general for PIAs, that of the CNIL can be described as
assessing and mitigating specified privacy risks. Differentiating the CNIL’s PIA though is the
fact that it relates to GDPR compliance, meaning that the risks involved for those under audit go
beyond the process of compliance but also include substantial financial penalties for failure to do
so. A further key distinction is that CNIL’s PIA includes an application of the EBIOS?® method-
ology as developed by the French National Cybersecurity Agency (ANSSI) for the management
of risk [35].

Under the GDPR the activities of a PIA are governed by Article 35 with data controllers being
the primary actor concerned [151]. This focus on data controllers does of course not block any

19The current draft and assessment documentation is available at https://digital-strategy.ec.europa.
eu/en/library/proposal-regulation-privacy-and-electronic-communications, while procedural up-
dates leading to ratification are available at https://oeil.secure.europarl.europa.eu/oeil/popups/
ficheprocedure.do?reference=2017/0003(C0OD)&1=en.

20Expression des Besoins et Identification des Objectifs de Sécurité (Expression of Needs and Identification of
Security Objectives)
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other party from carrying out such assessments, either of their own volition or at the behest of
data controllers. It is therefore also not surprising that one of the core tenets for the CNIL’s work

is the strengthening of the control data subjects have over their own data [35].

A significant related factor is that GDPR does not dictate the form and exact function of compli-
ance auditing but is instead concerned with the outcomes reached. This leaves national regulators
or auditing bodies the opportunity to innovate and bring best practice to the PIA space. An ex-
ample of this is the traffic light system which the CNIL employs to assess the PIA outcome. The
traffic light system subdivides areas of the PIA into nearly 50 distinct areas. For each area a
colour code is assigned to indicate the state of the audit outcome. The codes are white for non-
applicable, red for unsatisfactory, yellow for planned improvement and green for acceptable.
The use of these colour codes is of course the last step in the PIA which is itself divided into four

parts per the following [36]:

1. Determine the context for processing the activities being investigated

2. Determine proportionality of processing and compliance controls and reference both against

the rights of data subjects
3. Identify and assess data security risks to ensure they are fully addressed

4. Validate the PIA itself using a traffic light based system

The CNIL’s PIA methodology pays specific attention to the internal controls used by the party
under audit, with key areas including the proportionality and necessity of processing and the
manner in which the rights of data subject rights are protected. As would be expected, given
that the PIA assess GDPR compliance, data processing is investigated in relation to the purpose
limitation, lawfulness, minimisation, quality and retention. The protection of data subject rights

are further assessed against the following seven principles [35]:

* Data subjects provided with easily accessible and transparent information
* Mechanism for consent to be withdrawn

» Data access for data subject provided in portable format

* Mechanism for the rectification or erasure of data at data subject request

* Mechanism for restrictions and objections to processing

Identification of data processor(s)?!

* The compliant handling of data transferred outside of the EU

21 This is highlighted as a significant failure for one of the systems included in our testbed and discussed in Chapter
4
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The CNIL further supports its PIA by providing standard documentation and templates to struc-
ture data collection and verification which, in conjunction with the traffic light system, aids in
preparing a high quality audit file?? [36]. Also included in the PIA is a direct measure to locate
and mitigate threats to the personal data of data subjects. This is a two step process with threats
first identified and remedial actions then determined [35]. There are three threat categories which

are:

* lllegitimate data access
* Unwanted changes to data

* The disappearance of data
To attend to any of these threats the following four actions are to be taken in sequence:

1. Investigate the manner in which the data subject’s privacy was impacted
2. Determine how severe the event is
3. Determine risks to any data stores and check for linked threats

4. Determine event likelihood

There are of course numerous other PIAs which could also have been investigated herein if our
intention was solely to gain a general understanding of such systems. There are, for instance,
well established systems in medical applications [43], insurance [55] and debt collection [42].
However, that of the CNIL stands out for its direct alignment to the GDPR, clarity of purpose,
quality and being publicly available 2*. On the topic of varying approaches to PIAs, one study
compared methodologies from Ireland, New Zealand, the United Kingdom, Australia, Canada,
Hong Kong, and the United States [163]. From this review the authors derived best practice
recommendations for conducting a PIA. These include, starting the process as early as possible,
clarity on the position of involved parties, understanding the PIA as a process as opposed to a
one off event and lastly, using questions to elicit both risks and potential solutions thereto. The
authors also made the point that privacy can not be limited to data protection only. These points
clearly support our contention that the CNIL’s PIA is not only fit for purpose in general terms
but is also of high quality. A final point of note is that the logical extreme of the best practices
presented above would be to start the PIA during the product design phase and then carry it on
throughout the lifecycle of the system under audit, which is indeed the position we take. Please

see Subsection 7.5 for a detailed discussion.

The CNIL PIA’s key indicators against our defined metrics are as follows:

22 An audit file is a lose term covering all the documentation related to a single audit. For paper-based documen-
tation this normally takes the form of one or more binders with an index page as cover. Colour coded tabs are also
commonly used for cross-referencing in such paper-based systems.

23Not all regulators publish their audit methodologies and we believe that the CNIL’s approach is to be lauded in
this.
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1. Not comprehensive approach, due to its legal focus.

2. Clear focused on implementation.

3. Auditing outcomes directly and clearly addressed.

4. 10T is a focus area by way of a connected device application specification.

5. The use of DFD’s is not specifically mandated, though data flows will have to be tracked
and explained to conduct the PIA.

6. PbD and related legislative requirements, including compliance thereto and remedial ac-

tions for non-compliance, are directly addressed in the PIA.

7. System modelling of some type should be used but a formal modelling language is not

employed.

8. Since a modelling language is not used, a related modelling tool can not be used.

3.8 The standard data protection model

The tenets of the GDPR are, unsurprisingly, also reflected in numerous other pieces of legislation
and compliance requirements, both within the EU and without. One notable example within the
EU is the Standard Data Protection Model (SDM) first published by the German Independent
National Centre for Privacy in 2017 [62] and most recently revised in 2020 [150]. The SDM
aligns preexisting German regulations with the GDPR and aims to create a level playing field
both for compliance auditors and companies under audit by taking a goal oriented approach to
achieving desired compliance outcomes. It lists the following six data protection goals which
not only align to the GDPR but also echos the work of Ann Cavoukian discussed in Section 3.4:

* Data Minimisation: Requires a reduction in the collection and processing of data, as well
as the introduction of systems to ensure certain data are either automatically blocked or
deleted when no longer needed. One avenue for data minimisation is to ensure that only

the data strictly needed for stated processing purposes are collected.

* Availability: Redundancy in software and hardware combined with other applicable sys-

tems to ensure that data are available when needed.

* Integrity: The use of techniques such as read/write restrictions, data timelines, and docu-

ment access controls to ensure the integrity of data.

» Confidentiality: Mechanisms such as document access control and closing or barring po-

tentially risky communication channels, aimed at enforcing secure authentication.

» Unlinkability: The prohibition of unsafe practices impacting on linking, such as back-
doors, rights transfers, and open data flows between entities.
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* Transparency: Keeping and making available logs and other documentation. These in-

clude policies and procedures, access logs, and client interaction logs.

* Intervenability: Data controllers must be able to intervene in processing at any time, while
data subjects must be granted their rights to notification, information, rectification, block-

ing and erasure.

Using these goals as reference point the SDM aims to, in its own words, systematise data pro-
tection requirements [150]. The term systematise here refers to the grouping and structuring
of data protection requirements by means of the listed goals. This allows for potential harm to
data subjects to be reduced in a verifiable manner which rests on this simplified modelling of

compliance requirements.

The SDM’s key indicators against our defined metrics are as follows:

1. Not a fully comprehensive approach?*, due to its legal focus.

2. Focused on implementation through compliance goals.

3. Auditing outcomes directly addressed but not as a full audit methodology.
4. 10T is not a focus area.

5. The use of DFD’s is not specifically mandated, though doing so would easily fit the with
the operation of applying the SDM.

6. PbD and related legislative requirements, including compliance thereto, are the primary
focus areas of the SDM.

7. System modelling of some type should be used but a formal modelling language is not

employed.

8. Since a modelling language is not used, a related modelling tool can not be used.

3.9 Privacy enhancing technologies

Privacy enhancing technologies (PETs) represent a key component in the privacy engineer’s
toolkit. Unsurprisingly, PETs are often deployed in systems where PbD is a key concern bringing
about a positive privacy outcome aimed at preempting certain privacy threats [67]. The area of
PETs is a broad and evolving one with examples of such technologies ranging from cutting edge
development to those in standard use. To provide structure to the topic then, PETs can be grouped

into seven distinct, but connected domains [29]:

24 Although the SDM contains provisions and measures which extend beyond GDPR compliance, these do not
constitute a fully formed elicitation and mitigation of privacy threats when compared, for instance to LINDDUN.
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. Control Over Data: PETs of this stripe require data subjects to gain a greater understanding

of the collection and use of their personal data. This increase in knowledge is needed to
facilitate the aim here which is then to provide data subjects with greater, and often more

nuanced, direct control over their data.

. Enforcement: Regulatory requirements, privacy policies and other controls can be strictly

enforced through various means such as for instance XACML?’. A headline advantage
of such PETs is that they directly block the collection of data beyond what is needed and

therefore act in service of data minimisation as discussed in Section 3.8.

. Anonymisation or Pseudonymisation: Although in common use, these terms have a formal

distinction in terms of the GDPR. The ICO? defines anonymised data as that which no
longer relate to “an identified or identifiable natural person ” and accordingly falls outside
of the scope of the legislation, while anonymisation is the process?’ of rendering data as
such. Pseudonymisation on the other hand is the removal or replacement of information
linking a natural person their personal data. The attribution of such data to a natural person
is therefore only possible through the use of additional information [81]. However, the
subversion of anonymisation is well established [112] and is particularly worrying in the

age of social networking [123].

. Personal Data Protection: This goes beyond mere control over data and adds an element

of enforcement. Such PETs are geared towards providing data subjects with the means to
both determine and enforce policies. This also directly addresses concerns around consent-
ing to processing and collection, since the data subject themselves determined the policy

specifics.

. Anonymous Authorisation: The concurrent use of both enforcement and anonymisation

techniques, including pseudonymisation. This, for instance, allows authorised access to a
system without the disclosure of personal details. A derivation of public key encryption

called attribute-based encryption is a current example of anonymous authorisation [18].

. Partial Data Disclosure: The preservation of privacy and a reduction in exposure to third-

parties is targeted via control over data and anonymisation/pseudonymisation techniques.
Differential privacy, which enables data privacy in aggregated disclosures, is a significant
example of this class of PET [49].

. Holistic Privacy Preservation: These PETs occupy the intersection between control over

data, enforcement, and anonymisation or pseudonymisation. As such, these PETs provide
the highest level of control and insight for data subjects and target the largest number
of contemporary privacy threats. One example of this, Gray scale access control, is a

hybridised access control scheme incorporating differential privacy [87].

2 eXtensible Access Control Markup Language
26The Information Commissioner’s Office is the UK regulator.
2TThis is also a processing activity in terms of the GDPR.
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Figure 3.9: The PET classification by Cha et al.

The classification developed by Cha et al. is visually presented in Figure 3.9. This presentation
clarifies the link between the different class of PETs but also creates the impression that instead
of a bespoke approach based on system needs, the privacy engineer can simply opt for PETs
in the “Holistic” grouping. Unfortunately this is not the case since PETs in this grouping are
far from being mature technologies. In dealing with this, Cha et al. themselves found more
than 20 studies on such PETs, but none had progressed further than prototyping and still had
significant development work ahead. This is, for the time being, a deal breaker for this class
of PETs but not for PETs in general. Instead, it is up to the systems designer to decide on the
best fit technology for the task at hand, taking a “by design” approach to preempting privacy
threats in the loT system under development. Although this is clearly in line with DPbD, PbD
and related compliance issues, PETs should not be seen as an all encompassing panacea for
addressing privacy challenges. Instead, their use should be guided by the specific challenge
being faced in each system under development, this also implies that PETs might be wholly
undesirable for some circumstances. Where appropriate though, a data controller can use the
classification presented above as a starting point for determining the correct technologies to
deploy as part of their obligations under Article 25?® of the GDPR. The inclusion of PETs in the

systems design process is further addressed in Chapters 6 and 7.

Not addressed at any length in the above discussion, is the detailed functioning and merits of spe-
cific PETs. This is a purposeful omission as doing so would be wholly counter productive given
the large and growing number of PETs available. This list is also continually expanding with
new entrants often reflecting other technological trends such as the recent focus on distributed
ledger technologies [143]. One example of this is the privacy verification chain (PVC) which
takes a “by design” approach to privacy and security in the [oT by using a ledger to manage the
data access rights of both data controllers and processors. The ledger also records data access

by authorised parties and allows for the inspection thereof by the data subject. Adding further

28Data protection by design and by default.
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functionality to the PVC, Foukia et al. built their Smart Data System (SDS) to act as means of
access to the ledger and for the provision of some audit functionality [58].

The processing needs and general functionality of the SDS result in it running on more powerful
hardware away from the edge. As such it also does not suffer from the power use, update and
other constraints typical of edge devices. However, use-cases for PETs at or near the edge is
easily imaginable, especially where communication to off-site control systems or ledgers might
not be feasible. Similarly, it might be desirable to host processing intensive functionality in the
cloud but retain user data on local devices. Doing so can provide the data subject greater direct
control over their data and is particularly useful for dealing with sensitive data such as medi-
cal information [51]. Even more streamlined than this approach is the notion that a relatively
simple PET based on established technology will be easier to deploy and yield a more reliable
result. In this space we find Privacy Notices, which endeavour to provide data subjects with all
needed information for the provision of consent and does away with overly complicated terms
and conditions [132]. These notices are derived by taking existing terms and conditions, extract-
ing their components via an automated system and presenting these to data subjects as colour

coded graphs containing key words.

Lastly, PETs are a broad group of technologies and the deployment of such technology would
be in aid of a solution determined by prior analysis. As such, the eight metrics used to analyse

different approaches herein can not be utilised here.

3.10 Threat modelling

3.10.1 About threat modelling

Introducing threat modelling in his highly regarded and well cited book on the topic, Shostack
lists four primary reasons for conducting threat modelling. These are, spotting problems earlier,
understanding related requirements, designing superior products and services, and addressing
problems that other approaches are not equipped to deal with. The activity of threat modelling
is described as a process of abstraction through the use of models, aimed at finding problems in

devices and systems that are yet to be built, as such it is inherently a by design approach.

There are no perfect solutions and every exercise in threat modelling is situated within a defined
and limited problem space, as such, trade offs are part and parcel with the process [135]. This
simple fact of threat modelling, does of course distinguish it from issues of legal compliance

where the outcome is binary and the system under audit either is, or isn’t, in compliance.
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3.10.2 Microsoft STRIDE

STRIDE was initially developed to aid in software development, focusing on identifying poten-
tial security threats to that software [135]. Its application has broadened since [91], but the core
principles remain the same with the name as an acronym for Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, and Elevation of Privilege. This core is also main-
tained by the integration of STRIDE into Microsoft’s Security Development Lifecycle (SDL)
where its use of DFDs to map systems and localise threats is key [86]. STRIDE is presented in
full in Table 3.2.

The biggest point of impact for STRIDE on the rest of the work presented herein is its direct
link to, and inclusion in, the LINDDUN methodology. We present that methodology below,
but before doing so there is one further point of interest. In his work on threat modelling with
STRIDE and UML, Johnstone found that more effective threat models can be generated by re-
placing standard DFDs with a UML model, specifically focusing on activity diagrams. This is
an interesting proposition but outside of the current project. It is however revisited in Chapter
10.

STRIDE’s key indicators against our defined metrics are as follows:

1. Not a comprehensive approach as it does not cover legal considerations.
2. Does provide explicit guidance on the implementation of any derived solutions.
3. Auditing outcomes not addressed.

4. 10T is not a focus area though the application of STRIDE to the field is entirely possible
and in scope.

5. The system is explicitly modelled through data flow diagrams.
6. Privacy is not addressed directly.
7. The system is modelled but a formal modelling language is not employed.

8. Since a modelling language is not used, a related modelling tool can not be used.



Threat Property Threat definition Typical victims ~ Examples
violated
Spoofing Authentication  Pretending to be somebody or something Processes, Falsely claiming to be an OAP to get free
else external travel
entities, actors
Tampering Integrity Modifying the contents of an electronic Datastores, data Changing the contents of a database,
resource (disk, network, memory) flows, processes modifying a program binary, packet in-
jection, packet altering
Repudiation Non- Claiming to have not done something. Process Claiming to have not made an order, or
repudiation This can be honest or false but in both not submitted a certain form
cases system evidence must be used to
refute the claim
Information Confidentiality ~ Information provided to unauthorised Processes, data This can range from access to the com-
disclosure person stores, data munications of another to publicly visi-
flows ble meta data containing too much detail
Denial of Availability Blocking resources needed to provide a Processes, data Overloading network traffic, filling
service service stores, data disks to capacity, using all available
flows memory for one task
Elevation of Authorisation Individual able to perform actions they Process Standard users executing code with ad-
privilege are not authorised for min privileges, allowing remote code ex-

ecution that should be barred

Table 3.2: STRIDE Threats [135]
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3.10.3 LINDDUN

Like MPRAM, which is discussed in Subsection 3.11.2, LINDDUN makes extensive reference
to system modelling and also takes a broad view on system participants, but beyond these foun-
dational considerations the two systems have little in common. Instead LINDDUN presents as a
threat modelling approach which is far more nuanced and extensive than STRIDE, even though
the former heavily borrows from the core assumptions of the latter. This is immediately clear
from the name which is an acronym for Linkability, Identifiability, Non-repudiation, Detectabil-
ity, information Disclosure, content Unawareness and policy and consent Non-compliance. As
central mechanism, LINDDUN uses data flow diagrams (DFD) to pinpoint instances of the seven
privacy threats that make up the acronym and form the bases of its threat tree catalogue [165].
The authors describe LINDDUN as follows [166]:

LINDDUN is a model-based approach that leverages a data flow diagram (DFD) as
representation of the system to be analyzed.

Threat-modelling under LINDDUN is divided into three main steps with a number of subsections

totalling seven actions. The three main areas with their sub steps in indent are as follows [45]:

1. Model the system

2. Elicit threats
Map DFD elements to threat categories
Elicit threats

Document threats

3. Manage threats
Prioritise threats
Select suitable mitigation strategy

Select privacy enhancing solution

However, these steps can also be split more directly in to just two phases, that is the problem
phase and the solution phase. As this split matches directly with the MBSE Grid Framework
used as procedural structure in Chapter 7, we will be opting for it. This layout is also more

widely used and is presented in Figure 3.10.

By modelling the system and then immediately deriving a DFD which maps to threat categories,
LINNDUN allows for the determination of remedial actions at the point of need and directs them
accordingly. Doing so brings a further advantage in the form of ready made solutions to recurring

threats [78]. An additional point of strength for LINDDUN is its continuous development which
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Figure 3.10: LINDDUN methodology steps

has brought about a number of revisions and improvements to the core system [167] and has
also seen the launch of a stripped down version called LINDDUN GO [46] Table 3.3 presents
an overview of the LINDDUN privacy threats taxonomy taken from the work of Hart et al..

Threat category Privacy property Threat instance

Linkability Unlinkability Guess someone is dieting due to online searches
Identifiability Anonymity, pseudonymity Identify a user in a database

Non-repudiation Plausible deniability Determine who expresses a given online vote
Detectability Undetectability, unobservability Determine who accesses a web page

Disclosure of information Confidentiality Data breach

Unawareness Awareness Sharing pictures on Facebook with unintended audience
Non-compliance Compliance Disclosing data to third party without user’s consent

Table 3.3: The LINDDUN privacy threat taxonomy [70]

3.10.3.1 LINDDUN step-by-step

Given LINDDUN’s eventual inclusion in the DISCREET methodology proposed in Chapter 7,
it is necessary to delve somewhat deeper into the step wise application of this methodology. For
this we turn to the step-by-step tutorial provided by Wuyts and Joosen, which is summarised
below [166].

Step one: The DFD

A system model in the form of a DFD must be created and will act as the basis for the analysis to
follow. Such a DFD must represent the dataflows of the system involved and uses four building
blocks namely: 1) Process (P) which is a work unit operating on data; 2) Data flow (DF) indicates
anamed flow of data through a process or system; 3) Data store (DS) is a logical data repository;
4) External entity (E) is a data endpoint. The abbreviations used for each of these four elements
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is of note as they are used to classify threats in latter steps. In Figure 3.11 a limited DFD with
instances of each element is presented. To this, the modeller can also add trust boundaries, though

these are optional.

1. User
Entity
2. | 3.
Portal /< Service
Data store
4. Social network data
Data flow

Figure 3.11: LINDDUN limited example DFD [166]

Step two: Mapping DFD to LINDDUN

Once the DFD is completed each element can be mapped to one or more of the seven LINDDUN
threats, where this mapping is done by type. Such type mapping is the reason for DFD elements to
be divided into the four types previously listed and also requires that fixed abbreviations be added
to the seven LINDDUN elements to allow for the automatic generation of the threat modelling
codes used later. The seven elements are briefly described below, including their abbreviations,

while Figure 3.12 shows the mapping.

* Linkability (L) is the ability to determine if two items of interest (IOI) are related
* Identifiability (I) is the ability to identify a data subject

* Non-repudiation (Nr) is the irrefutable linking of a party and an action performed by that
party

* Detectability (D) is the ability to determine whether an 1Ol exists
* Disclosure of information (Di) is data access by unauthorised parties

» Unawareness (U) relates to a data subject who is not aware of the information they are

supplying to the system nor the consequences thereof

* Non-compliance (Nc) relates to a system that does not comply with data protection legis-

lation, linked policies and the data subject permissions
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Threat categories E DF DS P
Linkability X X X X
Identifiability X X X X
Non-repudiation X X X
Detectability X X X
Disclosure of information X X X
Unawareness X

Non-compliance X X X

Figure 3.12: The LINDDUN mapping template [166]

Step three: Eliciting privacy threats

For every element, the corresponding potential threat areas can be determined by looking at the
mapping table in Figure 3.12, while multiple instances of the same threat can be combined. From
there the presences of actual threats can be determined by a three step process which involves
refining threats via a threat tree, documenting related assumptions, and documenting threats

using a threat template.

For each possible threat type LINDDUN provides a list of threats organised on a tree structure.
This contains the preconditions for specific threats falling under the type indicated by the map-
ping template, where these preconditions are vulnerabilities within the system. One of the shorter
threat trees is that for non-compliance and it is presented in Figure 3.13. An integral part of this
process is to determine if any parts of the LINDDUN threat tree is not applicable, typically due
to the specifics of the system at issue. These decisions are still held as assumptions though and
must as such, be documented. From there a final set of threat scenarios, called misuse cases, can

be formulated. These must then also be documented explicitly.

Step four: Prioritising risks

Since the application of the above steps can yield a very large number of threats, there is a def-
inite need to prioritise these. To do so a graded risk measure is assigned to each threat where
risk is defined as the product of the risk’s likelihood and impact. Although LINDDUN does not
prescribe a set risk assessment to use, it does recommend the OWASP’s Risk Rating Methodol-
ogy and Microsoft’s DREAD, but leaves the door open for the practitioner to use any applicable

system29 .

Step five: Mitigation strategies

Resolving the system flaws which give rise to privacy threats is the central undertaking here,
with the means of resolution referred to as mitigation strategies. With threats identified and then
prioritised the systems engineer can proceed to reference the highest level threats first, to the
LINDDUN mitigation strategies mapping°. In essence this is a taxonomy of solution strategies.
This taxonomy is divided into two main elements, with the first dealing with the concealment

of associations between a data subject and data about them. This can be seen as proactive since

291n the application of LINDDUN in Chapter 7 we also take this route.
30The mapping is available here: https://www.linddun.org/downloads
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Policy /consent
non-
compliance

Attacker tampering Incorrect or
with privacy policies insufficient privacy
and makes consents policies
inconsistent

Tampering
with policy
data store
(security)

Insufficient
notice

Inconsistent /
insufficient
policy
management

Figure 3.13: The LINDDUN threat tree for Non-compliance

such strategies are intended to preempt problems. The second is the guarding of associations

which are used when data has already been collected or processed.

Step six: Privacy enhancing solutions and requirements

Once step five is complete and mitigation strategies have been determined, they need to be trans-
lated to actionable solutions or privacy requirements. This explicitly allows for LINDDUN to
be incorporated across the system lifecycle. The LINDDUN solutions table, which is part of its
privacy knowledge base, attaches an actionable PET to each mitigation strategy and also points
to research on that PET. This allows the system engineer to directly incorporate the appropriate
technology into the system being developed. If instead the requirement formulation route is fol-
lowed, the system engineer follows the same process but can then work back up to the threat tree
nodes and target system requirements which nullify those nodes, thereby preventing the threat

and creating a privacy requirement.

LINDDUN’s key indicators against our defined metrics are as follows:

1. Not a comprehensive approach as it does not cover legal considerations.
2. Focused on implementation through the identification of PETs.
3. Auditing outcomes not addressed.

4. 10T is not a focus area.
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5. The system is explicitly modelled through data flow diagrams.

6. Privacy threat modelling is LINDDUN’s primary function, though it takes a PbD view
point.

7. The system is modelled but a formal modelling language is not employed.

8. Since a modelling language is not used, a related modelling tool can not be used.

3.11 Privacy requirements

3.11.1 User requirement elicitation

As stated in the abstract to this research, and maintained throughout, we firmly believe that
consumer [oT devices can be brought into alignment with privacy requirements, provided that a
“by design” approach is taken not just to the products and services but to their entire lifecycle. An
obvious next question to ask then is what exactly constitutes privacy requirements. As shown in
the preceding discussion, there are legal requirements such as those from the GDPR which deal
with privacy and PbD, but are often focused on data to the extent that the GDPR explicitly talks
about DPbD. Most of the other approaches introduced in this chapter do however not take this
view and deal with privacy and PbD in more general terms, often referring to the elicitation of
privacy requirements or goals from various stakeholders. This notion of requirement elicitation
is of significant importance to our work here since any take on PbD that was solely predicated
on legal compliance would run significant risk of not meeting stakeholder requirements, with
customers and clients prominently included in that list of stakeholders. The business justification

for our position therefore seems clear, but acting on that position is less straightforward.

3.11.2 MPRAM

Seda Giirses, a leading researcher in the field of privacy by design takes an approach to the field
that is tailor-made for a systems engineering audience when she describes PbD as “the translation
of complex social, legal and ethical concerns into systems requirements”' [65]. Giirses further
describes this understanding of PbD as “multilateral” given its multiple sources of origin which
is also directly congruent with our motivation for focusing on both privacy and compliance by
design. Although Giirses does not focus down on any specific domain of application, such as
the 10T, she does distinguish between two significant aspects of PbD in general. The first of
these is the use of target strategies to engineer the desired privacy results. The second is the de-
ployment of privacy enhancing technologies (PETs), where such technologies are the tools used

to realise the chosen design strategies [66]. Taking these various sources of requirements into

31 A significant portion of the domain extension presented in Chapter 7 is explicitly concerned with this task.
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account, Giirses proposes the Multilateral Privacy Requirements Analysis Method (MPRAM)

which elicits the security goals of system participants and rolls these into system requirements.

MPRAM sets a definition of roles and groups within a system, including a broad system descrip-
tion, as its point of departure. From there the privacy and security goals of system participants
are extracted by group, including commonalities between these. Using this information, system
wide security goals can be established and from there incorporated into system requirements
[64]. This process is presented in Figure 3.14.
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Figure 3.14: Multilateral Privacy Requirements Analysis Method (MPRAM) [64]

Although the components of MPRAM will not be incorporated in the work presented in Chapter
7, the new domain extension does share MPRAM’s foundational understanding of the problem
space. That is to say, viewing PbD as fundamentally a systems modelling activity within which

stakeholder inclusion is a necessity for the design of systems that adhere to the principle of PbD.

Measuring MPRAM against our eight metrics we find the following:

1. A comprehensive approach including legal and technical considerations due to goal form-
ing inputs including a broad base of stakeholders.

2. Not implementation focused.
3. Auditing outcomes not addressed.
4. IoT is not a focus area.

5. The system is modelled in relation to users, groups and their security and privacy needs,
but not explicitly as data flow diagrams.

6. Security goals and requirements contain privacy requirements.

7. The system is modelled but a formal modelling language is not employed.
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8. Since a modelling language is not used, a related modelling tool can not be used.

3.12 The Kung IoT privacy engineering framework

Building on two EU projects Kung et al. developed a highly nuanced framework of their own
aimed at privacy engineering in the IoT. The two building blocks provide a wide foundation to
the new framework by melding real-world reliability measures with a research outlook. The
first framework, RERUM, deals with application dependability in Smart Cities. The second is
a methodological approach to PbD in information and communications research and is called
PRIPARE. These two frameworks, plus an extensive list of supporting material are then used to
formulate a new framework with four stages [96]. The first of these is the concept stage and is
not subdivided while the following three, namely stakeholder, process, and organisational, are

all divided into two segments focusing either on IoT systems, or subsystems.

The framework further distinguishes three areas of application which are subsystems engineer-
ing, use by data processors, and use by data controllers. This split focus is brought about, in
part, by the framework’s low-level of operation which precludes its universal application. A
second reason for the split is that Kung et al. views the compliance and PbD needs of suppliers
and their downstream clients (companies not data subjects) as not just separate but as hidden
from the viewpoint of each company. This assertion, in our view, is tenuous at best. Although
different companies might not have full access to each other’s privacy and compliance threats
and associated actions, they do not need to. Compliance metrics are known and even if their
are not, downstream companies will buy products and services from suppliers which meet their
requirements, including compliance and PbD issues. In bespoke services such as those between
data controllers (client) and data processors (service provider) it is likely that the client will have
a clearly detail set of requirements for the service provider to meet. Also, in terms of systems
modelling, the use of the so called “black box* allows for ready made units to be imported into
system models. As such, the need for a formally different approach for controllers and processors

remains unclear.

3.13 DEFeND

Diverging from all the previously cited work in a significant way is DEFeND (Data govErnance
For supportiNg gDpr) [119]. Although DEFeND?? does not deal with IoT in a direct sense, it is
intended for use across the board and should therefore be a valid option for GDPR compliance
within consumer IoT systems, in a general sense. DEFeND takes a modular approach focusing on
five central aspects of compliance to the GDPR, with each aspect further split between planning

and operational elements. These components are then provided to users as fully functioning

32https://www.defendproject.eu/


https://www.defendproject.eu/

66 Chapter 3.  Literature Review

software solutions, though they remain focused on the GDPR. This focus is enabled by way of
a bespoke software platform including components focused on specific areas of the GDPR, but
jointly covering the entire undertaking of compliance. This platform then expands the focus
area of DEFeND to specifically include privacy and is called “Data Privacy Governance for
Supporting GDPR”.

The DEFeND platform is built on four procedural pillars, which are 1) User engagement’? 2)
Component integration, 3) Validation*, 4) Training. These four pillars support the DEFeND ar-
chitecture which in turn is constituted of five services, five back-end components, and a mapping
for each to regulators, data subjects, and data users. The five services are 1) Data Scope Man-
agement Service, 2) Data Process Management Service, 3) Data Breach Management Service,
4) GDPR Planning Service, and 5) GDPR Reporting Service. The full architecture is presented
in Figure 3.15%.
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Figure 3.15: Architecture of the DEFeND Platform

The five back-end components are key to the functioning of the system and include software
tools and various frameworks for accomplishing their stated aims. Although these components
are intended to jointly cover the full spectrum of GDPR compliance, they are modular in nature,
both in terms of their interaction with each other and their internal composition. Such modularity
allows the user greater freedom in use, but still locks such use exclusively to GDPR compliance.
It should also be noted that the tools and frameworks underlying these components are varied in
scope, functioning, application and difficulty of use. They are drawn in and their outputs forged
into a unified purpose through inclusion in DEFeND, but those seeking to use DEFeND will still

have to engage with these divergent tools and frameworks.

Measuring DEFeND against our eight metrics we find the following:

B1Including various stakeholders.

34Including the use of pilot projects.

35 Although this image is present in the main source, the higher quality image used here is from https://www.
defendproject.eu/.
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1. Not a comprehensive approach targeting both legal and user privacy requirements as it is

explicitly focused on GDPR compliance.

2. Through its various pieces of software and frameworks DEFeND seeks to manage com-

pliance and the implementation of related measures.
3. Regulators are addressed in the system, but auditing is not internalised.
4. IoT is not the focus area.
5. Data flows must be understood to engage with the system.
6. Privacy by design is a central concern, but only in terms of GDPR compliance.
7. The system’s data flows are modelled but a formal modelling language is not employed.

8. Since a modelling language is not used, a related modelling tool can not be used.

3.14 IoT privacy compliance through provenance

Proposing that an audit of data flows can be conducted to show compliance to both regulatory
and user privacy requirements, Pasquier et al. take a provenance-based approach to the issue.
Fundamental to this approach are transparency and accountability where the former is the ability
to gain an unobstructed view of system behaviour, while the latter is the assessment of that
system behaviour against regulatory and user requirements. The presence of both must also be
evidenced by way of related documentation, that is audit documentation. In this, provenance
is the mechanism enabling transparency over information flows, but also the means by which
auditing of those information flows is enabled. The authors also hold that system audits and the

tools used to enable such audits can be enabling factors for users wishing to exercise their rights.

The approach presented here has strong merit in that provenance, by definition, tracks data ori-
gins and changes within a systems, while this can be presented using a clear acyclic graph. Such
a graph, referred to as a provenance graph, shows not only the data and the actions on that data,
but also who or what acted on it. More formally, these graph elements are referred to as entities
(the data), activities (data transformation), and agents. As such, Pasquier et al. views regulatory
and user requirements as expected system behaviour while provenance data constitutes the ac-
tual systems behaviour, with a comparison of the two allowing for auditing to be conducted. The
actual process of using provenance in this manner, is divided into three main components which

are identifying compliance violations, audit record legibility, and structuring the audit graph.

Compliance violations are identified by way of 1) drawing the graph 2) comparing data flows
to that which is required®® 3) checking for the effects of context’’ changes on data. There after,

36This includes data collection, processing, storage, and the parties (agents) involved.
37Per example, a fitness tracker sending an urgent notification to emergency services changes the data collection
and processing context and accordingly also the applicable requirements.
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care must be taken to present the provenance record in audit findings in a manner which is clear
and easily accessible to the intended audience. Although Pasquier et al. grapple with ways of
relaying this data to system users, we include this work in Chapter 7 where the intended audience
is system engineers already using this work within SysML, thereby automatically attending to the
presentation question. It should also be noted that non-SysML elements can easily be referenced
within a SysML system model and the use of provenance does therefore not present an obstacle.
Lastly, the provenance graph should be split by context, with separate segments for each context

but also for data flows between contexts. This compartmentalisation is aimed at ease of use.

Measuring Pasquier et al. against our eight metrics we find the following:

1. A comprehensive approach targeting both legal and user privacy requirements though not

explicitly taking a “by design” approach.

2. Not implementation focused, although it describes what analysis to conduct it does not

provide a step wise method for doing so.

3. Auditing is addressed, but as a creation of this system and not as a formal audit by external

regulators.
4. IoT is the focus area.
5. Data flows form the primary mechanism through which provenance is determined.

6. Privacy by design is not an explicit focus as the the system is concerned with meeting

requirements via a snapshot analysis.
7. The system’s data flows are modelled but a formal modelling language is not employed.

8. Since a modelling language is not used, a related modelling tool can not be used.

3.15 Model-driven IoT risk control

In their paper entitled “Model-driven Evidence-based Privacy Risk Control in Trustworthy Smart
IoT Systems” Muntés-Mulero et al. presents their work on preempting privacy related risk in
Trustworthy Smart [oT Systems (TSIS). To do so the authors develop a bespoke risk management

methodology which they then connect to preexisting components.

The first component used is GeneSIS, an extension to the domain specific modelling language
ThingML, with tool support, for the continuous orchestration and deployment of IoT systems.
The strengths of GeneSIS include that it directly addresses heterogeneity in loT applications from
the edge to the cloud, and also its ability to deal with system components that have intermittent
Internet access [57]. The type of system-wide control proposed by GeneSIS places it at odds
with the mix-and-match approach often found in consumer IoT. This is also why DISCREET
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functions at both the device and system level ensuring that compliance and PbD can be localised
in each component without the need for system wide control8.

The second component is DFDs, for which they briefly mention STRIDE but more strongly lean
on LINDDUN, specifically since the latter directly references the former [109]. With the DFDs
providing the functional element and GeneSIS the technical element, the new risk management
methodology can then guide the process of TSIS design. The methodology runs over six phases
with different roles assigned to each stage. The relevant roles are Risk Management Owner(O);
Product Owner (P); Architect(A); Developer (V); Risk Analyst (R). Although we will not be
looking at the methodology in any further detail, the six steps and their related roles are included

below Figure 3.16 as taken from Muntés-Mulero et al..
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Figure 3.16: Six methodology steps by Muntés-Mulero et al.

The sixth step in this methodology is of specific significance since it requires that previously
derived mitigations not only be implemented but continually monitored and improved as needed.
This lifecycle-based approach is also highlighted by the authors as a key a strength of their
methodology. These and other similarities between this methodology and our domain extension
are however, not as deep as they might at first appear. To the extent that deeper fundamental
differences preclude the incorporation of this work into DISCREET.

In addition to the point made earlier about GeneSIS taking a system-wide approach, there is

also one other fundamental reason why GeneSIS and any system incorporating it could not be

38This is simply a point about the applicability of GeneSIS to our needs and not a criticism.
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included in DISCREET. That is its position as extension to the domain specific modelling lan-
guage ThingML. ThingML3? is intended for use in IoT, cyber-physical systems, and embedded
systems applications, and includes both tooling and a methodology. This is a significant dif-
ference since ThingML is not a general purpose language, while SysML is. Coupled with the
inclusion of a methodology and the result gains focus but at the expense of the freedom offered
by SysML. DISCREET, as a modular domain specific extension to a general purpose language
not only addresses the needs of its focus domain, but also gives the modeller far greater freedom

in deriving a solution fit for their individual needs.

Measuring Muntés-Mulero et al. against our eight metrics we find the following:

1. Not a comprehensive approach targeting both legal and user privacy requirements as it is

focused on privacy.

2. Implementation is addressed both as result of design and the development of mitigation

strategies and also on a lifecycle basis.
3. No formal auditing is included.
4. 10T is the explicit area of focus.
5. Data flows are extensively tracked and included in the methodology.
6. Privacy by design is a central concern though this term is never mentioned explicitly.
7. The system’s data flows are modelled and a modelling language is also used.

8. The associated tool is available as plugin for the Eclipse IDE.

3.16 IoT modelling in SysML

As SysML is a general purpose modelling language there is no intrinsic reason it should not be
applicable to the design and development of systems in any field. This does however also open
the door to domain specific extensions intended to enhance SysML’s ability to generate models
in a specific domain. Given the prominence and continued growth of the IoT in general it is
therefore not surprising to find domain extensions targeting this field. It is against this backdrop
that Costa et al. also identifies the interdisciplinarity and heterogeneity of the loT as a textbook
case for the use of systems engineering and propose SysML4IoT.

Despite these opening remarks seemingly indicating a point of connection there are, however,
significant points of difference at a fundamental level between DISCREET and SysML41oT. In
the first instance, the latter is focused on the project design phase as opposed to dealing with
the entire system lifecycle. More significant though is that DISCREET is a domain extension

39More information about ThingML can be found at: https://github.com/TelluloT/ThingML.
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of the type «modelLibrary», while SysMLA4IoT is a domain extension of the type profile*’. In
short this means that DISCREET is language compliant with SysML and can therefore be used
in SysML tools as is, the same is not true for SysML4IoT and it accordingly introduces a tool.
Both DISCREET and SysML4IoT do however take up the point that SysML is a language only,

by introducing methods to guide application of their respective systems.

A further divergence between the two domain extensions is that SysML4IoT is not a standalone
entity, but functions within a larger methodology aimed at addressing issues of heterogeneity,
divergent stakeholders, and [oT application design. This methodology is a model-based systems
engineering approach called IDeA — IoT DevProcess & AppFramework. In Figure 3.17, taken
from Costa et al., we can see how IDeA draws in various components including SysML and then
splits its functioning into a development process (IoT DevProcess) and a tool (IoT AppFrame-
work*!). From there, the totality of IDeA, including the SysML4IoT profile, can be used during

the design of new IoT systems by means of the previously mentioned tool.
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Figure 3.17: The IDeA methodology meta-model

Of the four elements drawn in to IDeA, the first three are established industry standards. The
forth, the IoT domain model, is the IoT-A reference model which aims to standardise IoT archi-
tectural referencing®?. The next significant element to SysML4I0T is the profile itself. A partial

representation thereof, taken from Costa et al. is included in Figure 3.18. A bulk of the included

40A profile changes one or more of the base language’s components by way of «stereotype» additions and/or
alterations.

4IThe IoT AppFramework is a plugin for the No Magic Cameo Systems Modeler. As such it will not work with
other tools, which is unfortunate given recent difficulties with the tool vendor. The future impact of SysML v2 on
SysMLA4IoT is also a potential cause for concern.

42[0T-A is available here: http://www.iot-a.eu/public.
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stereotypes are taken from the [oT Domain Model while blocks and stakeholders are standard
SysML elements. System, system-of-interest and enabling system, on the other hand are taken
from ISO/IEC/IEEE 15288. Additionally, services are defined as having four attributes which
are: serviceType, technology used; in and out, data types used for input and output; serviceArea,
the area affected by the service.
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Figure 3.18: Partial SysML4IoT profile

Measuring IDeA, including SysML4IoT, against our eight metrics we find the following:

1. Not a comprehensive approach targeting both legal and user privacy requirements.
2. Implementation is extensively addressed.

3. No formal auditing is included.

4. 10T is the explicit area of focus.

5. Data flows are extensively tracked and included in the methodology.

6. Privacy by design is not an area of focus.

7. SysML is used and an extension thereto is developed.

8. A dedicated modelling tool is used.
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3.17 The Need for a new approach

The preceding discussion explored compliance and PbD for consumer IoT, our chosen problem
space, by focusing on the first two sub research questions. What we found was a wide ranging
set of approaches to various aspects of the problem space, but none that addressed all the issues
we are concerned with. We have also shown that even systems which target a large number of
our areas of concern still do not cover all of them sufficiently. Furthermore, delving deeper into
these systems we found that many of the similarities between them and the work proposed in
Chapter 7 are superficial. The work of Muntés-Mulero et al., as discussed in Section 3.15, is a

good example of this. These findings serve to answer the second research question 3.

Only the CNIL’s PIA directly addresses the IoT in reference to GDPR compliance and related
auditing. Although none of the work examined presented a comprehensive “by design” approach
to both PbD and compliance for consumer loT, the effort is far from wasted. We gained valuable
insight into major topics related to our problem space and also explored the functioning and
limitations of methodologies, frameworks and other prominent approaches to that space. The
finding is two-fold, in that not only does none of the work reviewed meet all criteria, but the
simultaneous use of several of these approaches might be functional, but far from optimal. This
latter concern is located in incompatibilities relating to differing scope, operation and intended
outcomes. For example, the metric of comprehensiveness requires that both PbD and compliance
be addressed and since the CNIL’s PIA squarely deals with compliance and makes inroads into
privacy beyond mandated compliance, using it in combination with LINDDUN would seem a
good option. However, doing so does not yet address all the metrics and creates a whole slew of
new challenges around tracking and managing two different systems with divergent goals and
procedures. This leaves the system engineer with a great deal of clutter to clear up all in aid of

an unsatisfactory result.

Including the final two metrics, that is systems modelling and the use of a standardised modelling
language, we can begin to see a solution to the challenges introduced above. This however
also underlines a well established process within interdisciplinary research, which is to establish
points of commonality between varying fields and to use these points as a foundation from which
to build out new, but linked, work [127]. Similarly we intend to use points of commonality, as
established by reference to our eight metrics, as foundation for our answer to the challenge of
compliance and privacy by design in consumer IoT devices and systems. This implies using
portions of the work introduced in this chapter to build out the domain extension presented in
Chapter 7. To give a clearer image of the measure to which each of the works discussed performs

against the metrics proposed, we present Table 3.4.

From the results presented in Table 3.4 we can also provide an answer to our third research

question**, which is clearly the CNIL’s PIA. Although primarily aimed at legal compliance, it

43RQ2: Considering the defined problem space, what are the coverage gaps in prominent current frameworks and
methodologies, including those not directly aimed at [oT?
44RQ3: Which of these methodologies would best serve to assess the testbed results presented herein?
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Feature Babar Ziegledorf CNIL SDM LINDDUN
Comprehensiveness | No No No No No
Implementation No No Yes Yes Yes
Auditing No No Yes (Full) Yes (Limited) No

IoT Focus Yes Yes Yes No No

Data flows No No No No Yes

Privacy focus 10T threats IoT threats PbD and DPbD | PbD and DPbD | Threat modelling (PbD)
Modelling No No No No No
Standardisation No No No No No

Feature MPRAM DEFeND Pasquier Muntés SysML4IoT
Comprehensiveness | Yes (Limited) | No Yes (Limited) | No No
Implementation No Yes No Yes Yes
Auditing No No Yes (Limited) No No

IoT Focus No No Yes Yes Yes

Data flows No Yes Yes Yes Yes

Privacy focus Security Goals | PbD and DPbD | Requirements | IoT threats No
Modelling No No No Yes (Limited) | Yes (Limited)
Standardisation No No No Yes (Limited) Yes (Limited)

Table 3.4: Eight metrics used to assess various approaches

does not integrate into an established modelling language and does not address privacy beyond
compliance at sufficient depth, this PIA remains an excellent tool for not only assessing legal
compliance but interrogating the entire system under audit. It therefore answers compliance
questions directly and provides a significant portion*> of the information needed to investigate

those issues not directly covered by legal compliance.

Furthermore, Table 3.4 shows that none of the current approaches fully overlap or sufficiently
address the eight assessment metrics, yet we can make a clear case for the need of such work.
There are of course more than one possible explanation for this, including the scope and com-
plexity of the problem. A further significant factor is also the continued development and growth
in the [oT implying that it is still far from being a mature technology, and accordingly there is
much work to be done on the topic [95]. This of course precludes any academic consensus being
reached on which segments of the problem space to address first, or indeed how to address them.
This is, however, not the case in industry where there is a clear and pressing need for a new
approach which, at the very least, addresses both compliance and PbD over the entirety of the

product lifecycle.

The need referred to above was of course illustrated by way of numerous examples in Chapter
1, though for that need to be fully met, any proposed solution must clearly be both deeper and
broader than merely indexing existing solutions for compliance and PbD. Additionally, since
both broader privacy issues and more clear cut compliance issues are dealt with, a guidelines or
lose framework approach favoured by some, can not be taken [118]. The proposed solution must
therefore be well structured and methodological in nature, directly address both compliance by
design and privacy by design for consumer loT, be standardised and have wide applicability.
These last two requirements specifically speak to the ever broadening scope of consumer IoT
applications as well as the proliferation thereof [40]. Simply put, a bespoke solution for every

subsection of consumer IoT will not work.

45 Aspects such as the elicitation of stakeholder needs are of course not addressed.
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From the preceding we can now conclude that a structured and comprehensive new methodol-
ogy for engineering privacy by design into loT devices and systems is needed. Presenting it
in an industry standard modelling language will further aid utility and reusability. We justify
our position on the following grounds. First, the eight metrics introduced in this chapter are not
adequately addressed by any single one of the approaches we covered. Second, numerous other
authors have called for all or some of these metrics to be addressed with regards to consumer
IoT. Third, any project that fails to address these issues runs the risk of serious repercussions

ranging form substantial fines to lost revenue due to negative customer reaction*.

In the next chapter we will present a testbed populated with consumer IoT devices and use the

CNIL’s PIA to assess these devices over an extended period.

46The “My friend Kayla” case, for instance, presents a good example of just this.
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Chapter 4

Testbed Findings

4.1 The testbed

Thus far, we have highlighted numerous failings in both PbD and compliance for consumer IoT,
but also a lack of any single approach aimed at addressing this over the entirety of the system
lifecycle. Establishing these positions though, has been done by way of reference to the work
of others and that includes work indicating the need for the research conducted herein. As part
of the discussion we also established that the CNIL’s PIA should be used to assess the results of
our primary research. How to obtain those results was discussed in Chapter 2, which dealt with

setting up the testbed and related systems.

In this chapter we present the findings gained from our testbed as the final segment of our ground
work, presented in Figure 4.1. This includes running the testbed over a period of more than three
years, using various tools to gather data from the testbed and finally interrogating the data gath-
ered using the CNIL’s connected devices PIA audit methodology for GDPR compliance. The
use of this specific PIA was discussed in the previous chapter and is the answer to our third
research question'. Implementing that decision in this chapter not only provides us with signif-
icant insight into the current state of compliance and PbD in consumer IoT, but also describes

the shift in that position over time thereby providing an answer to our fourth research question.

* RQ4: Do real-world observations of a consumer loT implementation match up to the

expected shortcomings, both as a snapshot and over time?

Although the work presented here is of course shaped by the discussion in preceding chapters,
the analysis presented is entirely based on primary research using the testbed devices, their smart
phone based control apps, the associated data handling?, and the accompanying terms and condi-

tions presented to end users. However, We did not reverse engineer any software nor extract any

TRQ3: Which of these methodologies would best serve to assess the testbed results presented herein?
2This includes local storage and processing as well as M2M communications with off-site resources.
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Figure 4.1: Chapter 4 research focus

logs or other data directly from the devices or the related control apps. Taking these additional
steps would not serve any clear purpose as the testbed already yields far more data then needed to
conduct the research outlined here and in Chapter 2 and the actual format and contents of device
logs are also liable to be widely different [157] thereby increasing the associated effort without

providing any defined gain.

4.2 Findings and assessment

The results presented in the following sections and subsection include the most significant find-
ings from our analysis covering data generated by all the tools used, the testbed data flows, and
the device terms and conditions. These constitute self-evident issues as well as the high level
results from the privacy impact assessment (PIA) performed to gauge GDPR compliance. Due
to the number of devices, the activity of their control apps, and the use of tracking software by
some apps, the resulting data flows are far too involved to be presented here in detailed diagram
format. One high level overview, focused on data flows away from the data subject’s control,
will still be included below though. A further reason for the specific choice of the CNIL’s PIA,
apart from its direct focus on the GDPR and reference to the IoT, is that it can be used in a
modular fashion, applying those components covering the data we have access to. Specific data

that could be covered but which we did not have access to are those data relating to the internal
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functioning of the data controllers and processors which we could not track via the testbed. Ex-
amples of the latter include internal controls and procedures within those companies. Even so,
the results here are based on the PIA’s full knowledge base [34], methodology [35], templates
[36], and IoT implementation [33].

These results are further enriched by way of reference to the SDM’s data protection principles.
As such, the privacy issues presented below contain two sets of results. The first are privacy
violations as contraventions of the GDPR, identified by way of the PIA. The second are SDM
data protection principles which have been breached. What is not included though is the measure
of scale or severity for each infraction. The CNIL PIA facilitates such assessment, but to do so
one would have to be an internal auditor for the party under audit. As external users of the PIA
we do not have sufficient data, but this does not have a meaningful impact on the assessment

since the primary goal here is to identify the infractions present, not grading them.

4.2.1 General findings

To introduce, and provide context to, the formalised discussion of testbed findings presented
below, we present the following general findings. These are also graphically presented in Figure
4.2, which uses a STRIDE DFD model® to present data flows and associated trust boundaries.
This is a high level and simplified view though, since a truly detailed representation of all the data
flows would contain so much detail as to undermine legibility and functionality. Specifically, we
treat the loT devices and the off-site servers as black boxes and do not provide an overly detailed

view of the smart phone’s internal operations.

The first area of significance is the [oT device itself, which can be interacted with by the data
subject and at a minimum has a Bluetooth connection to the associated smart phone. It is also
common for [oT devices to have Wi-Fi modules and connect to the testbed network via those.
Unfortunately, it was also found that [oT devices used these connections to directly communi-
cate with off-site servers, with such communication sometimes including personal data. This is

noteworthy since it bypasses the data subject’s locus of control, which is the control app.

The second area of significance is the smart phone. It hosts the control app, other system apps,
non-volatile storage, and as we found, additional tracking software installed by the control apps.
This tracking software can take the form of fully independent applications, or code embedded
inside the control app. For the sake of clarity Figure 4.2 shows this tracking software as a stan-
dalone app to demonstrate that it has access to system storage independent of the control app
and also receives additional data flows from the control apps. Lastly, where control apps send
data to both known and unknown off-site servers, those that the tracking apps connect to are by
definition unknown and yet again underscore the position of these trackers as uninvited guests
on the testbed.

3 As with all model elements in this work, Sparx Enterprise Architect (EA) was used to generate this figure.
Although EA supports a full suite of STRIDE tools including colour coding for threat classification, these tools were
not used and the DFD only represents a single IoT device and its associated data flows.
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The third and final area is the Internet-based services involved. Typically these are presented to
consumers as “cloud storage” and must be clearly visible to the data subjects concerned. We did,

however, not find this to be the case for the testbed devices.
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4.2.2 Purpose limitation violations

As already discussed, all the testbed IoT devices have associated smart phone control apps, which
is a standard approach within consumer [oT [164]. This is done to shift some of the processing
and interface needs from the IoT device to the phone, thereby reducing the specification and
costs of the devices. The apps are also easier to update and manage over time. Accordingly,
there is no inherent reason for the use of such apps to present a challenge to either compliance
or PbD, unless they are purposefully designed to contravene either or both. Unfortunately the
latter proved to be the case as the Lumen privacy monitor located third-party tracking software
connected to all the control apps except one. The stand out case was the TPLink Kasa app, with
no additional tracking software included in the version tested. Such tracking software is supplied
by, or even managed by, third-party providers which are never declared to data subjects. The
obvious opportunities for such declarations would have been in the formal terms and conditions
or even in the prompts given during app and device setup on the phone. Making this all the more
egregious is the finding that none of the tracking software perform functions that were aligned

to the stated purpose of data collection for the device.

Although there is a wide range of such tracking software available on the market, only two
types were detected on the testbed. The first, which was used by all the involved control apps, is
called Crashlytics and is used for crash reporting and associated diagnostics. The second piece of
software is Amplitude which is a full blown behavioural* analytics suite. Amplitude is deployed
by the Health Mate app which controls the Withings Thermo, Body and Go.

The undisclosed presence of tracking software on devices which hold a range of personal and
potentially sensitive data is deeply concerning in and of itself. Worse still, both Amplitude and
Crashlytics communicate with servers in the US, irrespective of any limitations on processing.
However, neither were found to directly access or compromise the initial personal data that data
subjects provided to the control apps. This might then seem to be the proverbial get out of jail
free card for the data controllers, but it is not the case. The tracking software is generating new
data relating to data subjects, including the other apps on their smart phones, how they use the
individual control apps and an extensive list of personal preferences. Such a data set can easily
be used to gain significant insight into the personal life of the data subject. These data clearly fall
under the GDPR’s purview and is not automatically exempt as some might be tempted to argue.
This is also a clear case of the modern trend to the over collection of data, spurred on by the
value of personal data and in contravention of data minimisation and proportionality® principles
[24].

In the first instance, this new data about the data subjects are pseudonymised in the sense that
third-party providers only have access to user IDs but not the natural names or other details

of the individuals concerned® This would accordingly indicate that the data can be treated as

“4In their more recent marketing, Amplitude opt for the term “product analytics” though the functionality is still
focused on the behaviour of users.

SThat data collection is proportional to the data needs for stated purposes.

®We deduced this by inspecting the data flowing across the testbed.
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anonymised [108] and that the provisions of Article 11 apply which hold that once a data sub-
ject can no longer be identified in the data, then the other provision of the GDPR no longer
apply. However, there is a significant sting in the tail, as Paragraph 2 of the same article holds
that, should a data subject be able to provide additional information that links them to the data
concerned, that data is clearly deanonymised and the GDPR again applies. This is a significant
problem since our MITM setup allows for the additional information to be collected. Not only
can this process be replicated by determined users, but the Withings Thermo was also found to
communicate some data in plain text over an HTTP connection. Although this latter example

relates to data being passed to a Withings server, the issue still stands.

Violation of the purpose limitation:

 Factor: Data collection is conducted beyond declared purpose.

 Factor: Data controllers do not inform data subjects of this data collection or the data

processors involved.

» Risk: Data relating to data subjects are collected and processed without data subjects being
properly informed, and consequently without due consent. This includes data that can be
used in profiling the data subject. Any use, sale or leak of such data could impact on
the data subject without their knowledge and consequently without them being able to

counteract such an outcome .

Data protection principles violated

» The additional data collection counteracts the principle of data minimisation

* Since data subjects can not interact with data they are not aware of, availability and inter-

venability are violated

* The lack of information on data collection contravenes the principle of transparency

4.2.3 Lack of consent

In addition to reducing the cost of consumer IoT devices by shifting some processing, function-
ality, and input to the control app located on a smart phone the user already owns, doing so is
also intended to streamline the process of presenting terms and conditions and gaining user con-
sent. Streamline in this sense refers to providing all relevant documentation in electronic form
during the device setup process. Unfortunately, we found that only two of the testbed devices

approached this in a compliant manner.

Per example, the Misfit Shine 2 presented the data subject with a confusing array of policies and
procedures spread over several web pages. These were a “General Terms of Use” policy, an “EU
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Privacy Policy”, and an “App Privacy Policy”. Worse still, is that these policies were not even
presented to the data subject during device setup. To find them the data subject would have had
to independently visit the brand’s website and search for the documents. This is also not the end
of the problem since subsequent revisions to the website have removed the policies listed above
and replaced them with a “Privacy Policy”, “Cookie Policy”, and “Terms of Use” but at the time
of writing all three links were dead and simply displayed an error message. There is however
also a link to what appears to be a form requesting that the data subject’s data not be sold by
the Fossil Group. This is also dead, and while the Fossil Group owns Misfit, its involvement
was never disclosed to data subjects. Although other researchers have already demonstrated a
deterioration of security for IoT devices over time, we found this to extend to compliance and
PbD. The problem of PbD and compliance deteriorating over time is further discussed in Section

6.1.

Presenting a whole different set of challenges, the Withings devices use a shared app which
directly prompts the user to agree to the applicable terms and conditions including a privacy
policy. Clicking into these terms and conditions though, takes the data subject to a website
hosting the applicable documentation. Troublingly, for several months during the initial year of
the testbed operation, these were not Withings documents but in fact Nokia documents. Though
similarly titled, these documents detailed an agreement with Nokia. The cause of this is however
simple to explain. Withings was originally an independent company, which was then bought
by Nokia, became Nokia Health, under performed and was sold back to one of the original
Withings founders [25]. Although this explanation is clear, it does not constitute a valid excuse
since Nokia and Withings were by this time separate legal entities. As such, there was no valid
agreement with the company the data subject perceived as the data controller (Withings). This
is further aggravated by the fact that Nokia at this time continued to act as data processor with
Withings devices and apps still sending data to Nokia owned servers. One standout device in the
Withings lineup is the Home camera and air quality monitor which has a standalone app. During
setup the app made no mention of any relevant terms and conditions but presented a link to the

aforementioned Nokia documentation via the app’s settings tab.

Privacy risk brought about by a lack of consent:

* Factor: The provision of informed consent can not be demonstrated by the data controller.

* Factor: The controller does not provide accessible and understandable documentation to

the data subject.

 Factor: Data subjects are unable to exercise their right to withdraw consent since it was

not properly and transparently obtained.

» Risk: The data subject’s personal data are collected, processed, and stored without a fully
formed agreement obtaining consent reflecting the reality of the situation. As such, data
subjects risk losing the full protection they are entitled to.
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Breached data protection principles:

* A third-party with no explicit link to the data subject is conducting the storage and pro-

cessing of personal data, thereby breaching the principle of confidentiality.

+ Since the data flows to Nokia servers was not explained, the requirement for transparency

was breached.

* Given the lack of a formal relationship it is unclear how data subjects would exercise their
rights against Nokia and as such the principle of intervenability is breached.

4.2.4 Inaccessible data

Although the failure to manage and explain data collection and processing directly impacts the
obtaining of consent and leads to a violation of the purpose limitation, it also has a secondary
effect. This effect is the undermining of a data subject’s ability to access their data due to a lack
of knowledge. In the most direct sense the data subject is simply not aware that the data exists
and can therefore not exercise their rights against it. This specifically relates to the fact that a
large proportion of these data are not presented inside the associated control apps. This also
implies that the data subject will not be able to enact an inclusive data subject access request
(DSAR) since they might not even know the correct party against which such a request is to be
filed.

This problem is exasperated by devices and apps either generating or obtaining data without
input from the data subject and then communicating those data to off-site servers. This includes
the collecting of user and environmental profiling data and communicating that back to device
manufacturers. Per example, the Misfit app collects data on the type of smart phone and operating
system used, while the Withings Thermo communicates its MAC address and user credentials
over HTTP to a server. A clear example of the problems this can cause comes from the GetHealth
data breach which exposed a set of health and personal records with more than 61m entries. This
included names, email addresses and locations, as well as which loT devices each data subject
used [59]. GetHealth is a New York based firm providing datasets sourced from health and
fitness wearables and although no mention of it was made to Misfit or Withings customers in the
documentation examined, data from both companies were included in the leak. This was also

not just for US-based customers but globally, including continental Europe and the UK.

The associated privacy risks to the data subject is also much broader than it might seem at first
glance since the risk is located in the cumulative effect of such data [126]. Consider for instance
that the Amazon Alexa requires access to a record of all the Wi-Fi networks the associated smart
phone connects to as well as the contacts stored on the phone. This can easily be used to deduce
any number of additional data points about the subject and if linked to external identifiers such
as an advertising ID, the potential for abuse becomes even greater.

Privacy risk derived from lacking data access
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» Factor: Since data subjects are not able to fully exercise their data access rights against
Article 15, it follows that their Article 16 to 20 rights are also infringed.

Article 16: Right to rectification
Article 17: Right to erasure
Article 18: Right to restriction of processing

Article 19: Notification obligation regarding rectification or erasure of personal data or

restriction of processing

Article 20: Right to data portability

» Risk: Third-party processors are involved without the data subject’s knowledge, or any
clear means to obtain such knowledge. This often includes the processing of data the
subject is also unaware of. Cumulatively this represents a broad infringement of the data
subject’s rights and a significant risk to privacy, exasperated by the accumulation of seem-

ingly innocuous data into ever larger subject profiles.
Breached data protection principles:

» The collection of data not needed for core functionality of the service offered breaches the

principle of data minimisation.

* The accumulation of data on the subject and their environment breaches the principle of

unlinkability.
» The undisclosed data collection and accumulation breaches the principle of transparency.

* Since the data subjects are not aware of the data in the first instance, they can not alter or

interact with that data and the principle of intervenability is breached.

4.3 LINDDUN-based assessment

The CNIL PIA is of course targeted at assessing compliance on multiple levels including the
business process level and accordingly, only a portion of the full methodology could be applied
herein’. Even so, the process of going through the compliance assessment was significant. For
LINDDUN though there is no such limitation as the full methodology can be brought to bear on
any data which are “in scope”. Although this makes for a more complete picture it also presents
the risk of analysis overload due to the extensive detail such an examination can go in to. To
counteract these concerns, the following discussion is constrained to the compliance failures
identified in the previous section and specifically the manner in which LINDDUN approaches
these, as opposed to targeting the entire testbed and deploying the full methodology.

7This is reflected in DISCREET itself as only the applicable subset of the CNIL PIA is imported.
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Focusing on compliance failures not only allows for a discussion of a manageable size but also
highlights the way in which LINDDUN’s guarding associations can be dealt with. Here, because
an existing system is being analysed, guarding associations are addressed and specific PETs
are proposed. This contrasts with the application of LINDDUN presented in Chapter 8 where
concealing associations are identified and addressed by way of requirement generation for a
system still under design. In both cases the use of LINDDUN directly addresses shortcomings
identified by the PIA. In the guarding association case, existing privacy threats are addressed
through PET implementation while in the concealing association case, potential shortcomings

identified via the PIA are mitigated by way of new requirements.

4.3.1 Discussion

The three headline failures introduced previously are the purpose limitation violation, a lack of
consent, and inaccessible data. Although these are all compliance failures and therefore relate
to the same LINDDUN threat tree, there is some additional nuance here. In the first instance,
much of what is wrong here relates to the involvement of third-party tracking apps. The simplest
solution to this issue would be to remove these apps as they do not add direct value to the data
subject, are not needed for the provision of any user oriented functionality, and do not operate
as GDPR compliant data processors. From the data subject’s perspective (view) such removal
would have no impact on system functionality since these third party trackers do not influence
customer facing system functions directly®. As opposed to that of the data subjects, any system
view relating to regulators would include these third-party trackers. Though their removal would
still not hinder over all system functionality and would instead have an inherently positive impact
on privacy outcomes. This being said, it would still be possible for the service provider to include
these trackers and move from a state of non-compliance to one of compliance. This will be
included in the discussion below which considers each leaf on the non-compliance threat tree

individually.

4.3.2 NC_1: Tampering by an attacker

The threat of potential tampering by an attacker generally relates to instances where privacy
policies and consent integrate with access controls. Since the testbed-based research does not
provide any insight into the functioning of off-site systems the opportunity to assess this issue is
limited. For all the devices on the testbed, with regards to the data subject, consent and access

control are integrated while privacy policies are not.

8 Analytics gained from behavioural trackers could be used to change functionality over time, though this is still
not a direct impact or even one that will necessarily take place.
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Typically, a privacy policy is hosted externally and only linked to during device setup. Consent
and access are, however, generally linked via the control apps hosted on the smart phone. Ac-
cordingly, no instances of such a threat were detected on the testbed while even the likelihood

of this type of attack must be viewed as slim to none.

4.3.3 NC_2: Incorrect or insufficient policies

Incorrectness and insufficiency played significant roles in the “lack of consent” discussion in
Subsection 4.2.3. This includes the Withings devices not declaring Nokia as a processor, or in

one case, simply not linking to privacy policies at all.

The LINDDUN Privacy Threat Tree catalogue [165] directly states that if “the privacy policies
are incorrectly or insufficiently implemented (NC 2), the system will not be compliant.”. This is

indeed also what was found in the compliance audit.

4.3.4 NC_3: Insufficient policy management

Similarly to NC 2, NC 3 also featured heavily in the “lack of consent” discussion. Insufficient
policy management within LINDDUN refers to the absence of well-formed, or user friendly,
policies. A major culprit on this count is the Misfit Shine 2 with its initial jumble of compliance
requirements, which have subsequently been replaced by almost none at all.

Interestingly, LINDDUN holds that failures of this type inherently leads to non-compliance with
relation to user-based consent. On the face of it, this might seem an obvious proposition. How-
ever, going beyond the establishment of a link and positioning this relationship as being inher-
ently the case is the greater insight here as nothing short of clear, precise and actively managed

policies would have yielded a compliant outcome for the testbed devices.

4.3.5 LINDDUN mapping

Insufficient notice (NC_4) is not discussed here as it relates to corporate level actions. We can
therefore take the above threats, that is NC_2 and NC_3 and move to the taxonomy and mapping.
From the LINDDUN taxonomy we find that compliance relating to policies and procedures is

located under guarding association and as expected would yield a PET-based remedy.

The associated mitigation mapping is fairly simple as all NC results are condensed to a single
outcome set with three recommended PETs. These are The Platform for Privacy Preferences
Project (P3P), eXtensible Access Control Markup Language (XACML), and Enterprise Privacy
Authorization Language (EPAL). As the first is aimed at websites and the last at data collection

and use within an enterprise, the middle option holds the most promise. XACML not only deals
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with access control directly and on a low level, but allows for communication and interoperabil-
ity between multiple parties. Deploying XACML would necessarily require the alignment and
reworking of policies and procedures presented to clients, both in static and in-app forms and
would thereby be a significant step in addressing the listed compliance failures. Furthermore, the
interoperability feature could be used to bring third-party processors into the fold, provided that
their activities are also clarified to data subjects. It is also clear from these caveats that although
there is definite value in using LINDDUN in this manner, clear external structure is needed to
guide the process. This again confirms the need for coherent systems modelling which can pro-
vide a single source of authority for these activities. Expanding on this point is the subject of the

next chapter.
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Chapter 5

Model-based Systems Engineering

5.1 Introduction

Modern systems are increasingly complex, costly to develop, difficult to manage with a doc-
ument centric approach, and place greater emphasis than ever before on meeting stakeholder
needs. It is exactly this challenge which model-based systems engineering (MBSE) is uniquely
suited to address and which is covered in this chapter. This development process does not just
speak to the increasing adoption of MBSE but also the amount of work, especially around frame-
works, methods, and domain specific additions that remains needed [130]. As such, adopting
MBSE allows us to draw on an extensive body of knowledge, frame our contribution in a manner
that aids utility and allows for industry adoption, but also opens the door for others to reuse and
modify our contribution to fit their needs. This level of pragmatism is also generally taken to be

a core value of systems engineering [72].

As the first chapter of the “Structural work™ section, as shown in Figure 5.1, this chapter intro-
duces MBSE and SysML in answer to the challenges researched and discussed in the “Ground
work” section. This answer is then connected to the preceding work via Chapter 6 in prepara-
tion for the new work developed in the “Domain extension and conclusion” section. As a result,
Chapter 5 does not present new research but instead draws in background material focused on
SysML. As discussed here and in Chapter 7, we contend that the multiple failures detected on
the testbed were failures of design and as such a design-focused solution is needed. This holds
true even-though there was a significant bespoke element to the testbed. This bespoke element
relates to the packet capture setup and the selection of devices. However, as discussed in Subsec-
tion 2.2.2, the actual devices used are off-the-shelf consumer products selected to cover both the
mix-and-match and starter kit approaches taken by consumers when buying home IoT devices.
To address the design failings of these devices then, a design-lead approach is needed, for which

systems engineering lays the groundwork.

The underpinnings of systems engineering can be found in systems theory. Although systems
theory will not be presented as a topic here, it is important to note its position on system structure
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Figure 5.1: Chapter 5 research focus

and understanding. This is, the components of a system are best understood in relation to each
other within the wider system context, as opposed to as individual unlinked entities. [76] This
naturally implies that the nature of the system involved will also have an impact on how its
constituent parts are understood. On this count Peter Checkland provides a popular systems
classification with five categories namely; natural systems, designed physical systems, designed
abstract systems!, human activity systems, and transcendental systems” [168]. As Holt points
out, not only can a system fit into more than one of these classifications at a time, but systems

engineering can be used to address all five classifications.

One of the key drivers of systems engineering is the realisation that modern systems are in-
creasingly complex and interlinked, which drives up the potential for misunderstanding and es-
tablishes the need for a single and accessible version of the “truth” to be maintained. Systems
engineering deals with this need by addressing what Holt refers to as the three evils of systems

engineering. These are:

» Complexity: undefined complexity going unchecked.
* Communication: a breakdown in communication or a lack of clarity.

+ Understanding: all viewpoints® are not accounted for and assumptions are not checked.

Such as hypothetical scenarios.
2Issues not known or beyond understanding.
3Please see discussion of viewpoints in Section 5.2.
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One key way to explain the difference between a document-based approach and MBSE is in
how they treat knowledge about a system. With the traditional approach all knowledge about
the system is presented and stored in documents (paper or electronic), while MBSE presents all
such knowledge as an abstraction in a system model [76]. A significant part of the advantage
therein is the measure to which MBSE directly accommodates complex systems such as the IoT,
referring back to our definitions of the [oT presented in Chapter 1. MBSE conceives of systems
as a set of varied components which jointly achieve results not obtainable by any single one,
where such components include people, devices, software, other systems and so forth [89]. This
understanding of systems engineering is the basis of what NASA calls the Systems Engineering

Engine, which is shown in Figure 5.2.

Due to its focus on the design of large scale system of systems and space flight systems, we will
not be adopting NASA’s approach here?, though its general take on MBSE and specifically the
use of the design phase as starting point, is of note. This is further explored in sections 5.4.3.1
and 5.4.3.2, but the key point is that the design phase is initiated by defining stakeholder expec-
tations which are presented as requirements in the system model. This establishes stakeholder
requirement definition not just as foundational to systems design [41], but also as the vehicle for

meeting stakeholder needs [80].

From this stakeholder-based® point of departure, MBSE seeks to ensure that all needed system

41t extends significantly beyond what is shown here.
SWith stakeholder understood in the broadest possible sense as all parties with an involvement with the system
under consideration.



94 Chapter 5.  Model-based Systems Engineering

components are included and functioning currently [61]. This also allows for an MBSE model to
not only be used in the design of a new system but also to describe an existing system. Accord-
ingly, both design and lifecycle management can be conducted and system assessments can be
carried out with reference to external measures [83]. Major strengths of MBSE is described by
Ryan et al. as “flexible architecture definition, program documentation, requirements traceabil-
ity and system engineering reuse”. It is specifically these strengths which we wish to capitalise
on in Chapter 7.

MBSE in general, and SysML specifically, is exceptionally good at the early identification of
misconceptions, conflicting goals, and fundamental mistakes. Of course the early detection of

such is ideal given that early detection allows for significant savings in both time and money.

One of the standout advantages of using MBSE, as introduced above, is the ability to deal with
the entire system lifecycle. This is specifically due to the potential for requirement volatility
over the system lifecycle to have negative procedural and financial impacts [117]. Any system
which can address these issues, especially from a single system model, has clear utility. MBSE
can deal with this issue since it adds rigour and precision to the engineering process, but also pro-
vides the systems engineer with the ability to rapidly change a model and easily gain insight into
the system-wide implication of those changes [121]. These changes can then also be presented
in preliminary designs (black and white box phases), or a fully fledged system (system solu-
tion) [107]. Lastly, there are certain issues which are dealt with preemptively simply by taking
an MBSE approach, such as the persistent problem of natural language texts being understood
differently by different individuals [61].

Taking all the above into consideration, one can define MBSE as an interdisciplinary object ori-
ented design process which addresses system architecture, requirements, constraints, and other
relationships, while replacing a document centric approach with traceable models, user view-

points, and a reusable repository of design information [130].

The process of systems design and specification involves the determination of system require-
ments to meet the needs of stakeholders and the subsequent mapping of these requirements to
system components [61]. Given the importance of stakeholders and their requirements to MBSE
then, the following deeper discussion is needed. A final caveat in the discussion of MBSE is that
we are only dealing with what is needed to facilitate the development and eventual testing of
the DISCREET domain extension. The topic is invariably both deeper and wider if approached
without these constraints.

5.2 Stakeholders

The notion of stakeholders in a system is well established [48] and is, at its most basic level,
defined in the corporate context by Freeman as those who impact upon or are impacted upon

by the operations of a company. From this early development, the inclusion of stakeholders in
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many fields has become standard practice, including those such as management science where
this inclusion has often been framed in terms of potential financial benefit [56]. MBSE in general,
and SysML specifically, takes an even broader view on stakeholders and includes all those with

the possibility to require something from, or interact with, a system model.

Looking specifically at SysML, stakeholders interacting® with a system model each spawns a
related viewpoint package, which in turn produces a view thereby allowing for all such interac-
tions to be modelled in a consistent manner [146]. The viewpoint for each stakeholder declares
the language, outputs, and methods needed for addressing their requirements, while accessing a
system model from that viewpoint provides the related view. That is to say that the viewpoint
package describes the actions needed to meet the needs of a given stakeholder and also deter-
mines which elements of the model lifecycle relates to the stakeholder, the latter is the view [61].
The scope of what is included in a viewpoint therefore also varies depending on the specifics of
the stakeholder.

The contents of a viewpoint package, taken from Friedenthal et al., are presented below. This
is however not a mandatory layout and a real-world example may well only include a subset of
these. The primary concern of the viewpoint here, that is the functionality that is not optional, is
to establish which elements of an associated ontology are included, excluded, or optional [76],

thereby establishing what is expected from the related view.

Stakeholders: The one or more stakeholders using this viewpoint.
* Concerns Listing the issues this viewpoint addresses.

* Purpose Reasoning for generating the viewpoint, which may include how to address stake-

holder concerns.

* Language The language to be used, such as SysML.

Method Guides the creation of viewpoint artefacts.

Presentation Includes constraints or directives relating to presenting generated artefacts.

Of specific concern for the work presented in Chapter 7 is the functioning of methods. These
viewpoint elements are used to create viewpoint artefacts and spawn related views [41]. How-
ever, it should be noted that although the viewpoint and associated view exist within a given
system model, the generated artefacts might be external, such as the generation of a compliance
report. Such artefacts are still represented in the model and accessible, but are products of the
model as opposed to functional elements of the language [146]. The system elements of view,
viewpoint, and stakeholder, are all elements of the SysML language and present in the language
specification. Taken from [61] this position is presented in Figure 5.3 while Figure 5.4 shows

the use thereof.

OThis implies that not just parties such as customers and regulators are stakeholders but also system designers,
auditors and a range of other actors.
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Diagram
s Notation Description
Element
View Node A view conforms 1o a viewpoint. The view exposes
wiew» a set of model elements according to the viewpoint
<Name> methods and is expressed in the viewpoint
wview» languages to present the relevant information to its
stakeholders=<Stakeholder>,... stakeholders.
viewpoint=<Viewpoint>
Viewpoint A viewpoint describes a perspective of interest to a
Node «viewpoint set of stakeholders that is used to specify a view of
<Name>
a model.
«viewpoint»

stakeholders=<Stakeholder=>,..
purpose=<String>
languages=<String>,...
method=<Behavior>
concerns=<String>,...

operations
«create»View()

Stakeholder A stakeholder is a role, group or individual that has
Node «Stakeholder» concerns that need to be addressed
' <Stakeholder>

«Stakeholder» «stakeholder»
<Stakeholder>
concerns=<String>,...

concerns=<String>, ...

Figure 5.3: View and viewpoint nodes

([61D

An interesting additional outflow of this approach to stakeholder management is that although
stakeholders and their related requirements are integral to the the system of interest, they are
actually external to that system. In other words, although the views and viewpoints relating to
stakeholders are represented in SysML, this representation is only to provide structure in certain
contexts and should not be viewed as these stakeholders actually forming part of the system being
modelled [76]. The link from the stakeholders to the internal functioning of the system comes
instead, by way of the requirements used to represent the needs and wants of the stakeholders.

This is the topic of the next section.

5.3 Requirements

According to the NASA systems engineering handbook, the definition of stakeholder require-
ments is a foundational step for systems design and product realisation [89]. The act of definition
is a two fold process including identifying stakeholders and determining their range of interac-
tions with the system. This also includes the ability of some stakeholders, such as regulators, to
establish system constraints. However, this is not a one off process and can be revisited through-
out the system lifecycle which allows for stakeholder requirements to be clarified, incorporated
and acted upon within the systems model on an ongoing basis. Doing so is only possible if a

dynamic and system wide model, such as those created in SysML, is used [41].



5.3.  Requirements 97
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Figure 5.4: Viewpoints and domain

([61])

5.3.1 Requirement elicitation

Broadly speaking, the DISCREET domain extension has two main areas of interest, that dealing
with auditable compliance, and that dealing with privacy by design (without reference to specific
legislation). For the former, the requirements and associated stakeholders needs, are predeter-
mined. This comes in the form of GDPR requirements and CNIL audit requirements. For the
second, we use the LINDDUN methodology to guide the process of determining privacy threats
and formulating remedies. However, this is not typical but rather a consequence of the specific
aims of this domain extension where systems engineering in practice, as is to be expected, ex-
pends significant effort in eliciting requirements in service of stakeholder needs. INCOSE, the
International Council on Systems Engineering, holds that the goal of stakeholder needs and re-
quirement definition is to deliver the capabilities needed by said stakeholders within the context
at hand’ [80]. Moving from elicitation to the definition of stakeholder needs and requirements

is then described as follows:

* Preparing for needs and requirement definition: Determine the stakeholders and/or
classes of stakeholders involved, taking a cross-lifecycle view to incorporating said needs
and requirements into a system model. This extends to determining the need for enabling

systems8

* Definition of stakeholder needs: Elicitation, prioritisation, and specification of stake-

holder needs.

This is in compliance with ISO 15288 which addressed systems and software engineering with a view to system
life cycle processes.

8 As distinct from the system of interest, which is the primary system the model describes. This is also discussed
in Section 8.2.
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* Operational concept development: Determine the various capabilities and behaviours
across the system lifecycle. This has a direct impact on the future validation of the system

model.

* Develop stakeholder requirements from the elicited needs: Determine the applicable
system constraints. From there, list stakeholder requirements as they pertain to core system
functionality and under various states of operation.

» Analyse stakeholder requirements: Definition of validation criteria for stakeholder re-
quirements, including measures of effectiveness (MOEs) and measures of sustainability
(MOS:s), as applicable.

* Management of stakeholder needs and requirement definition: Confirm with stake-
holders that requirements are correctly expressed, then record, manage, and revisit these
requirements over the system lifecycle as needed. This also directly speaks to traceability
throughout the system by requirements being met, inherited, and linked back to stake-

holder viewpoints.

Dealing with the same topic Holt provides the graphical representation in Figure 5.5.

«€process»
Stakeholder Needs and Requirements Definition Process

«outcome»
Constraint
Context of use
Performance measure
Priority
Resource
Stakeholder
Stakeholder agreement
Stakeholder need
Traceability

«activity»
analyze stakeholder requirements()
define stakeholder needs()
develop operation concept()
manage stakeholder needs and requirements definition()
prepare for stakeholder needs definition()
transform stakeholder needs into stakeholder requirements()

Figure 5.5: The ISO 15288 process context view for stakeholder needs and requirements defi-
nition

([76])

DISCREET does not replicate this process given the nature of the requirements it includes. In-
stead it is formulated in a manner cognisant of this process and its outcomes, so as to seam-
lessly integrate with other stakeholders and their requirements once implemented in a full sys-

tem model. The application thereof is of course up to the system modeller. The one caveat here



5.4.  The choice for SysML 99

of course is that the GDPR requirements are legal requirements and take precedence over other

considerations such as general stakeholder needs.

Stakeholder needs can be split into smaller actionable compartments formalised as individual
requirements. Each requirement has a name, an identifier, and written specification. Such stake-
holder needs can be presented in a requirements table or requirements diagram, wherein hierar-

chical relationships between requirements can also be displayed [107].

5.4 The choice for SysML

5.4.1 Introducing SysML

As an extension to a subset of UML 2.0, the systems modelling language (SysML) focuses on
systems engineering across the system lifecycle. This is accomplished through a combination of
changes to inherited UML structures and the addition of new diagrams and capabilities [146] as

presented in Figure 5.6

SysML Diagram

Behavior Diagram | Requirement Diagram | Structure Diagram
1 I
A ' L A

| | | | I | |

I Activity Diagram I ’ Sequence Diagram State Machine Diagram Use Case Diagram IH\DEK Definition Dmgraml Package Diagram | I Internal Block Diagram I

New Diagram Type |
[ same as UM 2 T R ]
£ modified from UL 2

Figure 5.6: SysML’s extension of UML
([146])

The first departure form UML is the replacement of classes with blocks, which can represent
both the structure and behaviour of a system in a modular and divisible manner [146]. Further
aiding SysML’s utility is the incorporation of parametric and requirements diagrams, and features
such as inheritance® [61]. These system elements of SysML can be divided into four groups,
commonly referred to as the four pillars of SysML. They are structure, behaviour, requirements,
and parametrics [61] and are presented in Table 5.1. Thinking of MBSE as an activity then,
SysML provides the lexicon needed to conduct that activity [41], without prescribing the exact
steps to follow!?. As such, SysML can be described as a primary enabler for MBSE in industry
[107].

9Lower order systems can inherit traits for higher order ones.
10This is explained in Section 5.4.2.



100 Chapter 5.  Model-based Systems Engineering

Our new domain extension is intended for use with any suitable modelling language, using any
language compliant tool. However, a choice of language and tool had to be made for expressing
the work. Picking a standard from the Object Modeling Group (OMG), such as the Unified Mod-
eling Language (UML) or the Systems Modeling Language (SysML) would seem the obvious
choice and given the focus here on systems design, the choice was made for SysML. Although
a full investigation of the history and functioning and future of SysML is well outside of the
scope of the work presented here. However, a couple of key points should be made to support
the choice for SysML, not only on historical and practical grounds, but also looking towards the
future.

The Object Management Group (OMG), which owns SysML, UML, and a host of other lan-
guages, standards, and frameworks, notes that the development of SysML can be traced to a
decision to adapt the Unified Modelling Language (UML) for systems engineering, which oc-
curred at an INCOSE workshop in 2001 [145]. Also specifically noted by the OMG is that
SysML is intended to enhance or enable the specification, analysis, design, and verification and
validation of a broad range of complex systems. These may include hardware, software, infor-

mation, processes, personnel, and facilities.

A further point to support our chosen path is that a focus on privacy engineering as opposed to
higher level strategic issues will substantially enhance the direct utility of our work [96]. At the
same time though, using SysML means that such higher level issues are not left by the wayside
but are incorporated into the system model, typically by way of requirements''. Ultimately, it
is SysML’s core competency as a language for modelling systems, which puts it in a unique
position to address the challenges faced by systems engineers working with the IoT in general
and consumer IoT specifically. This includes the difficulty in specifying privacy requirements
for a system that is not only dynamic and evolving in its deployment but is truly heterogeneous

with regards to components, standards, and functional ability [6].

5.4.2 The lack of a guiding methodology in SysML

SysML gives the systems engineer the ability to describe, alter, and mange a system over its
entire lifecycle but does not dictate the exact procedure to follow. This provides a significant
measure of freedom but also then requires an additional input in the form of a guiding methodol-
ogy or method to make SysML actionable. Within MBSE the term method has a specific function
which Friedenthal et al. describes as: “a set of related activities, techniques, conventions, repre-
sentations, and artefacts that implement one or more processes and is generally supported by a
set of tools” This can be contrasted with the position for SysML itself which Morkevicius et al.

explains as follows:

UThis is not reflected in the domain extension but will form part of any model which incorporates the domain
extension.
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Table 5.1: The four pillars of SysML

SysML is neither a framework nor a method: it provides no information about the
modelling process and thus must be combined with some methodology to become

truly applicable.

There have been a number of high profile initiatives to develop such guidance for SysML, though
none has gained outright prominence, which is in part due to many of these initiatives being in-
dustry specific. This presents a clear opportunity to learn from the status quo, aligning with the
best suited options!?, and building accordingly. We do this by directly integrating the MBSE
Grid Framework, but to do so, some of the alternatives must first be introduced. OOSEM and
SYSMOD are two well known methods applicable to SysML [41] and could have been consid-

ered for our endeavour.

The Object-oriented Systems Engineering Method (OOSEM) is a scenario-based method that
approaches the full spectrum of systems design activities top down using SysML [61]. A key
strength for this method is that its integration of an object-oriented approach with modelling and
more traditional systems engineering concepts, allows for the creation of more flexible architec-
ture which can more easily deal with significant changes over the project lifecycle [80]. OOSEM

also specifically targets ease of use with object-oriented software design [61].

The second is the Systems Modelling Toolbox (SYSMOD) which, in keeping with its name,
presents the system engineer with a “foolbox of methods” [158]. SYSMOD further divides

12 As described here there is a clear winner for our purposes meaning that developing our own alternative would
be a counter productive activity.
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projects into the following main phases: project context description, requirement collection, sys-
tem context modelling, structure and state modelling, and the collection of domain knowledge
[107].

Considering the above, as well as other methods and methodologies, Morkevicius et al. conclude
that these systems generally have issues with one or more of sequential artefact generation/col-
lection, dealing with information complexity, dealing with different levels of abstraction, or
the iterative collection of data. These issues can lead to errors in a model and difficulty in as-
signing responsibilities to various stakeholders. The authors further acknowledge that formal
architectural frameworks such as DoDAF!3, MODAF!4, TOGAF!?, and Zachman'® can be used
to alleviate some of these concerns, especially around differing layers of abstraction. This also
implies that a systems engineer might be forced to use an architectural framework even for more
lightweight models [106]. However, these frameworks all consist of multiple views, without any
simplified route to addressing view subsets. This is a significant concern given that SysML not
only includes the “usual suspects” as stakeholders but also all users of the system model. For
each stakeholder there is an associated viewpoint, which sets out all the specifics needed to gen-
erate a view of the model specific to that stakeholder [61]. Given that the DISCREET domain

extension specifically deals with subset!’

views, this point is also of central concern to us. To
address these concerns Morkevicius et al. proposes a more streamlined and general'® framework

for conducting the business of systems modelling. This is the MBSE Grid Framework.

5.4.3 The MBSE Grid framework

The MBSE Grid Framework (MGF) is based on the four pillars of SysML discussed previously
and viewpoints taken from DoDAF and other sources [106]. The four pillars are presented as
columns and the viewpoints as rows, thereby forming a grid structure. The rationale for this
structure is that the four pillars describe the primary areas of the system model while the rows
address different levels of abstraction. The first of these, in line with best practice [134], de-
scribes the problem space and thereafter the second develops the solution there to. This was
however not sufficient to fully attend to the problem space and as a result the top row is subdi-
vided into black box and white box rows [107]. The black/white box approach is also a standard
concept within systems engineering with the black box representing an external view of the sys-
tem as a whole, while the white box deals with the system internals [80]. This also implies that

the interlinking between the black box and white box is key to effectively modelling the system.

In the MGF the black box explicitly includes the whole System of Interest (Sol) including stake-

holder needs, functional expectations, and Measures of Effectiveness (MoE). The white box on

13Department of Defense Architecture Framework

14Ministry of Defense Architecture Framework

13The Open Group Architecture Framework

16 An early and well regarded enterprise wide architecture.

17In dealing with compliance and privacy, the issues addressed will inherently be subsets. Such as the subset of all
compliance auditors who are GDPR compliance auditors.

18General in terms of broad applicability as opposed to being limited to a specified use.
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the other hand addresses subsystem functionality, such as the Sol’s subsystem input and outputs
and also presents system requirement specifications as derived from stakeholder needs. This in-
teraction between black and white box is not only central to the MGF but also one of the primary
reasons for it being incorporated into the DISCREET methodology presented in Chapter 7. In
Table 5.2 the MGF is presented with each cell as a view of the system model. Here the authors
specifically reference the ISO definition of a view which describes it as a “work product express-
ing the architecture of a system from the perspective of specific system concerns” [107], which

is of course consistent with the SysML position of viewpoints spawning views into a related part

of the system model [61]. A definition of each view is presented below.
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Table 5.2: Elements of the MBSE Grid Framework [107]

+ Stakeholder needs: This includes a broad stakeholder base and extends to users, regula-
tors, policies, internal guidance, etc. Measures of elicitation include questionnaires, focus
groups, and existing documentation, with no need for input in any set format since the use
of SysML will attend to such.

» Use cases: Refined functional stakeholder needs are captured via SysML use case dia-

grams which include actions, constraints and prerequisites.

» System context: Interaction between the environment and the Sol is captured here, includ-
ing the interfaces needed to facilitate that interaction. As a result, SysML internal block

diagrams (ibd) are used in this view.

* Measurements of effectiveness: Non-functional system goals or requirements are captured
via MoEs and displayed on a SysML block definition diagram (bdd). The corresponding

calculations however, are presented on parametric diagrams.

» System requirements: Requirements derived from stakeholder needs are captured via SysML

requirements diagrams.
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* Functional analysis: Deeper functional use case analysis dealing with internal systems and

represented via activity diagrams.

* Logical subsystems communication: Control and resource flows derived from functional
analysis is used to map logical subsystems. Both bdd’s and ibd’s are jointly used to capture

this view.

* MoEs for subsystems: Measures of performance and MoEs identified for each logical

subsystem using bdd’s and parametric diagrams.

» Component requirements: Formal design constraints gathered from system requirements

and presented in requirements diagrams.

» Component behaviour: Precise behaviour for components is presented in terms of states
and actions and consequently uses SysML state machines, activity diagrams and sequence

diagrams.

» Component structure: Logical subsystems created in the problem viewpoint are imple-

mented via physical components and interfaces and presented on bdd’s and ibd’s.

» Component parameters: The characteristics of components and how these perform against
the MoE’s and measures of performance defined in the problem space, are presented on

bbd’s and parametric diagrams.

Transposing the specific SysML elements onto the grid provides each view with a set of diagrams
through which they can be presented to observers and also serves to enforce the functional bound-
aries of each. This is presented in Table 5.3. What is less obvious from the table though, is that
this grid represents all the elements of the framework, but not the elements that a systems en-
gineer must use in a set implementation. The latter is a subset of the former, with the specific
elements to use depending on the model being generated. This does also not exclude the use of
any other methods, tools, or techniques which might be appropriate. Accordingly, the addition
of other methods, requirement repositories, or tools, is not excluded but in fact enabled by the
MGF, as long as said additions are valid for MBSE application. On a side note, not too much
should be read into the presence of the block definition diagram (bdd) in multiple views. The
bdd is the de facto blueprint for other diagrams and also plays a foundational role in establishing

any model.

A key strength of SysML is its treatment of traceability, which is spread over four specifications.
These are direct relationships!®, subject/owner relationships, composition?’, and derived com-
putation [107]. In Figure 5.7 the MBSE Grid Framework’s authors present trace relationships
between view specifications. Although this presentation of traceability might seem a jumble, es-
pecially to those new to MBSE, it is important to remember that this complexity is significantly

reduced through the use of an appropriate modelling tool.

19Satisfy, allocation, derive, refine.
20Not only part properties but also activity call action behaviours.
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B Pillar
| Requirements | _Behavior | _Structure | Parametrics |

Layer of Abstraction

Black box

Stakeholder Needs:

* Requirements
diagram

+ Requirements table

System Requirements:

* Requirements
diagram

+ Requirements table

Component

Requirements:

* Regquirements
diagram

- Requirements table

Use Cases:
1. Use Case diagram
2. Activity diagram

Functional Analysis:
+ Activity diagram

Component Behavior:

+ State machine
diagram

+ Activity diagram

+ Sequence diagram

System Context:
* Internal block diagram

Logical Subsystems
Communication:
1. Block definition
diagram
2. Internal block diagram

Component Structure:
1. Block definition
diagram
2. Internal block diagram

Measurements

of Effectiveness:

+ Block definition
diagram

MoEs for

Subsystems:

+ Block definition
diagram

Component

Parameters:

« Parametric
diagram

Table 5.3: The MBSE Grid Framwork mapped to SysML [107]

To implement the MGF then, one would work from the top down and going left to right, es-
tablishing the problem space, determining the internal workings thereof and finally, developing
the solution based on the above. This is the approach employed within DISCREET, with the
addition of the new trace methods and system artefacts developed in Chapter 7. In short, the
newly developed components deal with what needs to be done and how to do it, while MGF is

incorporated to address issues of “when and in which order” to perform these actions. This is
the same challenge MGF solves for MBSE as a whole.
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5.4.3.1 MGTF black box

To provide some greater clarity on the application of the MBSE Grid Framework, this and the
following two subsubsections will follow the discussion Morkevicius et al. provides on imple-
mentation. Here, as in the MGF itself, we start with the problem domain described via a black
box approach, then move on to the problem domain described via a white box approach and

finally, the development of a solution.

Starting with the top left square of the MGF and working to the right, we start by presenting
stakeholder needs as top level SysML system requirements. This includes a mission needs state-
ment which outlines the broader project including the need for compliance and privacy require-
ments. In terms of DISCREET, this already acts as the linchpin for drawing in all other methods
and generating the needed system artefacts. These stakeholder needs are then decomposed into
actionable requirements®!. The system model is populated with a full set of all requirements
including their interrelationship, while a requirements diagram can be used to present those re-

quirements relating to the system view that spawned the diagram??.

These requirements are subsequently reflected throughout the black box phase as they describe
system use and related actions, giving rise to use case diagrams and activity diagrams. As models
of any size will invariably have multiple use cases and associated activities, the MGF groups
these by context. This is also expressed further in activity diagrams through the use of swimlanes

while the link back to actionable requirements is established via «refine» relationships.

The system of interest (Sol), that is the main system dealt with in specific model*?, can be pre-
sented on an internal block diagram (ibd) showing not only the specifics of the Sol but also how
it interacts with its environment. Such an ibd-based view can be spawned for each context within
which the Sol might be situated. Per example, an all weather camera (Sol), might be used on
a clear day on a snowy mountain top (cold but high light levels), or a misty early morning in
the countryside (low light levels and high moisture). The Sol can then be presented on ibd’s for
each of these contexts. This also directly leads to the formulation of measures of effectiveness
(MoEs)?*, which can then be presented on bdd’s.

5.4.3.2 MGF white box

Moving to the next row down on the MGF, as shown on Table 5.3, we define the problem space
taking a white box approach. This follows directly from the work of Sol definition conducted in
during the black box phase, starting back with requirements. Here, system requirements are con-
nected to view specifications while the relationship between row one (black box) relationships

and row two relationships is one of derivation, indicated on the model as «deriveReqt.

2lndividual “shall statements™.

22A view relating to a vehicle’s propulsion might show requirements on engine capacity but not requirements
relating to cabin fit and finish.

23 System models can, and often must, include broader elements located outside of the Sol.

24Such as the camera must be able to handle exposure values (EV) ranging from very low to very high.
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This functional analysis in the MGF is further standardised by set rules starting with the use of
swimlanes in activity diagrams. The reasoning behind the swimlane-based approach is its simple
utility. Since the activity diagram is generated in accordance with a requirement, and swimlanes
partition the activity diagram into logical contexts, this automatically addresses the creation of

logical subsystems. The rules flowing from this simple principle are as follows:

1. From the black box row’s activity diagrams, the swimlanes will spawn the logical subsys-

tems to include in the white box phase.
2. There must be a SysML activity diagram for every function of the Sol.

3. Each function included in such a diagram can be refined in turn, by an additional activity

diagram.

4. Each such function can also have a «refine» relationship with functional system require-

ments.
5. Connections and interfaces between logical subsystems must be defined.
6. A SysML bdd must be created for the Sol and each logical subsystem.

7. A SysML ibd must be created for the Sol capturing the interfaces between logical subsys-

tems.

8. Define the MoEs for subsystems using bdd’s, including evaluation methods, with the latter
presented on constraint blocks.

9. Specify the link between MoEs and system requirements using a «refine» relationship.

Lastly, for the problem space as a whole, it should be noted that the primary activity is one
of dealing with requirements and what they entail. As a result of this, horizontal relationships

between requirements and other system elements are represented using a «refine» relationship.

5.4.3.3 MGTF solution

With the problem defined in terms of both black and white box specifications, we can move
on to developing one or more solutions. The solutions thus developed are presented over four
component levels, these are requirements, behaviour, structure and parameters. Although the
word component is used here, it should be understood as any part of the systems, but including

all the parts, as the solution addresses the entirety of the architecture.

Starting again with requirements, these are narrowed down and directly refer to physical com-
ponents and their characteristics. From there component behaviour can be modelled, with the
logical subsystems of the white box phase being replaced by physical components connected to
one another by way of physical connections. Components and interfaces can also be grouped by
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type, such as electrical, mechanical, software, etc. As the behaviour for each component must
also be defined, state machines, activity diagrams and sequence diagrams are used as appropri-
ate. The structure for the related physical components can then be presented using both bdd’s and
ibd’s. Finally, parametric models are developed to reflect MoEs in accordance with the physical
properties of the components. Behavioural simulations and trade-studies are also typically run

at this level, to decide between competing designs.

5.4.4 Incorporation into DISCREET

As the user moves down the rows of the MGF, each lower row is more precise and more ingrained
into the specific model than the preceding one. This holds for the entire system model being
developed and therefore also DISCREET if it is used. To align each part of DISCREET to the
MGF a mapping based on each DISCREET method is used. This mapping is presented by way
of activity diagrams and introduced in Chapter 7. Before that can be done though, the set of
resources to include in DISCREET must be determined. This is the project of the next chapter.
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Chapter 6

Systematic Overview

This chapter not only analyses what was previously presented, but also determines the project
scope for the chapters to follow. This is done by taking a standard interdisciplinary approach,
which involves two distinct steps. First one compares divergent fields to determine areas of over-
lap or agreement, which form the foundation for new work. Second, one determines open areas
which are in need of development and can be built from the previously determined foundation[127].
This chapter revisits the work introduced in Chapter 3, draws in the elements which will serve
as foundation for the domain extension which presents the new and interdisciplinary outcome,

as positioned in Figure 6.1.
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6.1 Lifecycle failures and PbD in review

As mentioned in Chapter 4, we reasonably expected to gain useful information from running our
test bed, but were surprised by the amount of data gathered and both the extent and egregiousness
of the failures found. This not only included devices, services, and documentation coming up
short, but also an utter failure to address these issues over the device or system lifecycle. As
the testbed was rerun over several years, none of the failings we spotted were addressed in any
meaningful manner. Instead we saw cosmetic changes or even an outright worsening of the
situation. Two prime examples are the Misfit Shine device and Withings terms and conditions.
Misfit have changed their product strategy from traditional manufacturing and long term device
support to a “drop” based approach. In the latter a lot of marketing hype is generated for a
new device which will “drop” with limited availability. This enhances the device’s status due to
limited availability and makes planning on the manufacturing side much less speculative. In this
change, the company has removed all previous devices from its website and streamlined its terms
and conditions, managing to make it even less useful than before. Withings on the other hand
have updated their privacy policies several times and to their credit have now produced a more
accessible document which also includes direct links to older versions although this only goes

back to June 2017. On the plus side though, they have now reintroduced Nokia as responsible
party.

In other words, the changes over time were either neutral, negative, or targeted at minimal com-
pliance. When it comes to device functionality then the status quo has been maintained, which
is of course to be expected since we identified the primary challenge as one of design, hence
the absence of PbD being evident in the testbed devices. Positioning PbD at the core of the
design process implies that privacy measures form part of the core system functionality. This
also implies that users are less likely to circumvent privacy measures for the sake of expedience
since they are now tied into usages goals [24]. Conversely, if PbD was not a focus area during
the early stages of the product lifecycle, a higher level of performance against privacy metrics

should not be expected later on.

6.2 Domain extensions in review

Since one of the primary goals of systems engineering is to establish a single version of the
truth, it implies the need for language with agreed formalism. Such a language can then be further
advanced by adding in new capabilities targeted at the needs and functioning of a specific domain.
In our case we have opted to take a systems engineering approach to these needs, specifically
looking at MBSE! for the needed capabilities. Specifically, we chose SysML as the general
language of operation and within that we intend to develop a domain extension to address needs

relating to compliance and privacy by design for consumer IoT.

! Although we will not spend more time on systems engineering specifically, please note that MBSE is a form of
systems engineering and not a subset thereof. Accordingly, MBSE can conduct all systems engineering activities.
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As shown in Chapter 3, there are a large number of other systems, methodologies, frameworks
and even a SysML domain extension that touch on some of the issues we have identified. How-
ever, none of these fulfil all the needs identified and the one domain extension included radically
departs from the approach taken herein. Although this opens up some new research options, dis-

cussed in Chapter 10, it also shows the need for a novel domain extension.

6.3 A taxonomy of IoT privacy threats

In order to develop a new taxonomy three foundational components are needed. These are 1)
an loT system model 2) a model of loT functionality, and 3) a practicable privacy threat model.
The system model draws in all the relevant IoT systems, technologies, and components while
the second model describes the functionality and interaction of these elements. Lastly, the pri-
vacy threat model draws in the tools needed to analyse the threats occurring within the context

described by the first two components of the taxonomy.

The work of Solove and Ziegeldorf et al. would seem a clear fit for this project. However, as
shown in Chapter 3, their work does not score high enough with regards to the eight analysis
metrics used and especially the Solove taxonomy is ill suited to direct application in the IoT.
Given its propensity to take a dim view of most consumer IoT services, a more nuanced tool is
needed to locate threats and go further by suggesting applicable remedies. Given our previous
discussion and its existing general use LINDDUN proves the ideal candidate for our third ele-
ment. For the second, that is a model of functionality in the IoT, we turn to the work of Al-Fugaha
et al., while the IoT systems model is that introduced in Subsection 3.5.1. Lastly, although the
work of Ziegeldorf et al. is not incorporated here, the manner on which it was mapped to that of
Al-Fugaha et al. will be, but over two stages. First we will map LINDDUN to the functionality
model developed by Al-Fuqgaha et al. and then both will be mapped to the IoT system model to
provide the full taxonomy. Doing so provides clarity on the construction of the final taxonomy
but also allows for users to take a functionality only approach, which could be useful during

early design and planning.

In Table 6.2 we present the mapping between Al-Fuqaha et al. and LINDDUN. Key takeaways
from this are that 1) there are multiple possible privacy threats at each level of functionality,
2) the threat profile at each level varies with semantics yet again being worst off, and 3) the
ease with which this can be brought to bear on the design process. Although these functional
elements were introduced in Chapter 1, it is useful to briefly mention some examples here as
this aids in understanding the mapping to follow. In Table 6.1 Al-Fuqaha et al. provides the

functional elements with examples of the hardware, standards, and software found at each.

Moving on from the functionality only mapping in Table 6.2, Table 6.3 presents the full taxonomy
by mapping the elements of IoT functionality to the three main IoT layers, which in turn brings
in the LINDDUN threat categories. The taxonomy has three columns which, from left to right,
are the three IoT layers, the six IoT functional elements, and the seven threat categories. The
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Naming EPC, uCode
Addressing IPv4, IPv6
Smart Sensors, Wearable
Sensing sensing devices, Embedded
sensors, Actuators, RFID tag
RFID, NFC, UWB,
Bluetooth, BLE, IEEE
802.15.4, Z-Wave, WiFi,
WiFiDirect, , LTE-A
SmartThings, Arduino,
Phidgets, Intel Galileo,
Hardware Raspberry Pi, Gadgeteer,
BeagleBone, Cubieboard,
Computation Smart Phones
OS (Contiki, TinyOS,
LiteOS, Riot OS, Android);
Cloud (Nimbits, Hadoop,
etc.)
Identity-related (shipping),
Information Aggregation
Service (smart grid), Collaborative-
Aware (smart home),
Ubiquitous (smart city)
Semantic RDF, OWL, EXI

Identification

Communication

Software

Table 6.1: Elements of IoT functionality and examples [2]

taxonomy can be used left to right or right to left as needed. This allows users to determine
the likely areas of threat for a proposed IoT project, localise a single component within a larger

project, or to trace a privacy failure back to impacted systems.

6.4 The CNIL’s IoT PIA in review

Thanks to its focus on GDPR compliance, with extension to the IoT, the CNIL’s privacy impact
assessment makes for a great inclusion herein. This is further strengthened by the ready made
model artefacts in the form of reporting templates and freedom of use which allows for the party
under audit to use the PIA as preparation for future audit. We take this significantly further
by adding the PIA directives as system requirements within a SysML model, linking them to
GDPR requirements and tracking action against these. Our DISCREET methodology, which
incorporates use of the CNIL’s PIA also provides a method to guide the conduct of the above,
however, the PIA should be read with the IoT extension and then applied in Chapter 7.

6.5 LINDDUN in review

As far as legal compliance and related auditing are concerned, there is a measure of a natural
fit with the work conducted herein, in as much as it is given that not all legal provisions are

applicable in all situations. It is therefore standard practice to determine what applies and how
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IoT Functionality Threat Categories

Identification Detectability

Sensing Identifiability
Detectability

Non-compliance

Communication Linkability

Detectability

Computation Linkability
Non-repudiation
Unawareness

Non-compliance

Services Non-repudiation
information Disclosure
Unawareness

Non-compliance

Semantics Linkability
Identifiability
Non-repudiation
information Disclosure
Unawareness

Non-compliance

Table 6.2: Mapping privacy threat categories to IoT functionality

to apply it, which is done in this case via the domain extension introduced in the next chapter.
For a standalone methodology such as LINDDUN which includes the steps needed to deter-
mine which provisions are applicable, the same logic does not hold and as such, LINDDUN
is incorporated in its entirety, with the application of LINDDUN structured as a method within
DISCREET. Furthermore, there is nothing specific to the nature and structure of LINDDUN that
would exclude its use in this manner, while the originators of the methodology themselves have

also contemplated domain specific applications [167].

LINDDUN was not only chosen for its ability to dynamically address a wide range of privacy
threats, but also because it is actively maintained. As such, users are advised to regularly check
the official LINDDUN site® for new releases and updates. A further equally significant reason for
the inclusion is that LINDDUN directly addresses a by design approach to privacy engineering,
but explicitly caters to use across the system lifecycle, this makes its operations fundamentally
congruent with the use of SysML proposed herein. Furthermore, when dealing with the issue

of domain specific application, LINDDUN is described as a “generic privacy threat modelling

’https://www.linddun.org/downloads At the time of writing, the LINDDUN threat tree catalogue is at V2.0.
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ToT Layers Functional Ele- Threat Categories
ments
Visualisation Layer ~ Services Non-repudiation

information Disclosure
Unawareness

Non-compliance

Middleware Layer  Identification Linkability
Sensing Identifiability
Communication Non-repudiation
Computation Detectability
Services information Disclosure
Semantics Unawareness

Non-compliance

Objects Layer Identification Linkability
Sensing Identifiability
Communication Detectability

Non-compliance

Table 6.3: IoT privacy threats taxonomy

technique that does not include any domain-specific knowledge” but which “can however be
easily extended with domain- or application specific knowledge when required” [166]. This yet
again underlines its applicability to the work developed in Chapter 7.

It is also noteworthy that the utility of LINDDUN is improved by a deeper understanding of
the system under consideration, which implies that the integration of a DFD into a fully fledged
SysML systems model will yield results which are superior to less detailed approaches. This last
point coupled with the LINDDUN methodology steps already being subdivided into problem

and solution spaces also support the decision for inclusion.

A final point of note is that although LINDDUN guides the user to form a detailed and actionable

3 are not the final word in privacy solutions for the

response to privacy threats, these responses
system being developed. The door remains open for other steps to be taken and LINDDUN does
not exclude the use of additional privacy measures. For instance, it is always advisable for an
organisation to have certain minimum privacy measures in place, an obvious case in point being

access controls [24].

3Either in the form of PETSs or privacy requirements.
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6.6 Model analysis in review

Thus far, this chapter has dealt with the building blocks needed to construct the proposed domain
extension. Still lacking though is a means of assessing the domain extension once completed.
For this purpose, Chapter 3 introduced and contrasted model checking and model analysis in
subsections 3.2.2 and 3.2.3 respectively. As stated there, formal model checking is not directly
used in this project but was discussed to set the stage and will also be referenced again in the
conclusion to this work. Model analysis, on the other hand, includes the use of verification and

validation against system requirements.

In the most general sense, verification and validation allows for the testing of system models
against functional requirements and stakeholder requirements. In the case of the DISCREET
domain extension, verification plays a significant role. This is due to the domain extension be-
ing open to use by any stakeholder in the domain in a number of different ways*. Accordingly,
validation against stakeholder requirements is less insightful since the stakeholders directly ref-
erenced are generic constructs such as system engineers, auditors, and the like, as opposed to
individuals with unique requirements. This does not, however, undermine the prospect of test-
ing or analysing the domain extension for correctness and functioning, but does place a greater

emphasis on verification.

For an example of testing the functionality of a domain extension, SysML4IoT again provides
an interesting example with Costa et al. conducting what they refer to as a “a proof of concept
implementation”. Broadly speaking, this is the approach adopted herein with the following
three chapters presenting the domain extension, implementing it by way of case study, and finally

addressing verification and validation with a focus on verification.

Some statements about validation can be made though, for example, whatever an individual
stakeholder’s requirements might be, these must include the ability to use the DISCREET domain
extension in their system model. Demonstrating that DISCREET can be imported into an existing

system model will therefore speak to validation.

6.7 Chapter conclusion

In this chapter we revisited a number of major points established in the preceding chapters,
casting these as the basis for the interdisciplinary work to follow. The need for this work was
in large part established by our testbed which not only found an extensive range of failures but

also determined that these are failures of design. Consequently, the proposed solution must be

4Importing the full domain extension as model library into another model, importing part of the model library, or
using a portion of the domain extension as blueprint for a different approach.

3SysML4IoT has as one of its headline features the facilitation of formal model checking for ToT systems. This
is however not an avenue for assessing SysML4IoT itself.
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design-based, must attend to both compliance and privacy by design, must take a lifecycle-based

view of design, and must at least have the potential for industry application.

From the above base, we then propose that this area of need is best met by a domain extension to
SysML which is focused on designing compliant and private systems and devices for consumer
IoT. Such a domain extension must then also be a model library and not a new profile, to allow
for easier implementation using existing tooling. In the following chapter we present this domain

extension.
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Chapter 7

The DISCREET Domain Extension

7.1 The fundamentals of DISCREET

7.1.1 Introducing DISCREET

In this chapter, presented in Figure 7.1, we introduce and develop the DISCREET domain ex-
tension by building on the work presented in the previous chapter and thereafter setting the stage
for use and testing in the following two chapters. However, an implementable version without
additional discussion and rationale is presented in Appendix A. We also include the full list of
DISCREET requirements separately in Appendix B. The name is derived from its core function-
ality, which is Domaln extenSion for Compliance and pRivacy by dEsign in consumEr ioT.
The omission of SysML from the name and core functionality is not an oversight but an ac-
knowledgement of the fact that although the domain extension is presented in SysML, it is not
ultimately limited to SysML applications only. Depending on the domain and language used,
there are multiple possibilities for using the DISCREET methodology outside of SysML appli-
cations. Such applications will of course be up to the system engineer using it and will not be
discussed further. Also not dealt with in this project are issues relating to the enterprise level
use of SysML applications. There are a number of different options here, from those focused
on reporting and collaborations, such as Sparx systems Prolaborate! to those focused on dealing

with massive data pools, such as IBM’s requirements management platform Doors?.

7.1.2 Positioning DISCREET as a methodology and domain extension

SysML is a general purpose modelling language and as such is applicable across the piece. How-
ever, additional resources or capabilities may well be needed in certain domains and SysML is

specifically tailored for the easy incorporation thereof. There are two avenues for rendering such

Thttps://prolaborate.sparxsystems.com/
Zhttps://www.ibm.com/uk-en/products/requirements-management


https://prolaborate.sparxsystems.com/
https://www.ibm.com/uk-en/products/requirements-management
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domain specific extensions [61]. The first is by way of stereotypes, grouped into packages as
profiles. Such profiles extend or alter the language itself with a prime example being SysML,
which is a profile of UML. The second form of domain extension is a set of reusable and prede-
termined model elements which are packaged as model libraries. This latter type of extension
adds domain specific capabilities without changing the language.

DISCREET contains a series of methods, requirements, and resources which are presented to
the user as reusable model elements. These are presented as a model library and as such meets
the definition of the second type of domain extension. However, the methods contained within
DISCREET direct its application, and lay out the process of conducting compliance and privacy
by design for consumer [oT, while using SysML tooling. On this, Costa et al. describe method-
ologies as collections of related processes, methods, and tools. As such, DISCREET can also be
read as a methodology in the generic sense. Although we will not delve into DISCREETs use
as methodology any further, it is important to note this as it may open up further avenues of use
for third parties.

7.1.3 Compliance and privacy by design

In Chapter 1 we presented a number of high profile consumer loT failures, which were contex-
tualised within PbD in general. However, in Chapter 4 we directly observed such failings on our

testbed and found them to be both clear compliance contraventions for the GDPR and failings
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for PbD when taking a threat modelling approach. In both cases the failings could have been pre-
vented taking a “by design” approach. Although this is an established approach for privacy, as
evidenced by the referenced work on PbD, this is not the case for compliance and there remains

significant need for such work in general but also specifically for GDPR compliance [119].

Addressing tools aimed at GDPR compliance [119], identifies the following five characteristics

of a successful tool:

* Providing snapshot analysis of current compliance performance

The ability to split out requirements that do not apply to the system
* Determining the actions needed to comply to the GDPR
+ Ensuring end users that the system empowers them to exercise their rights>

* Providing authorities with documentary evidence of compliance

DISCREET not only meets, but surpasses these criteria.

7.1.4 Domain extension presentation, layout, and application

As discussed above, domain extensions can either extend the concepts and capabilities of a lan-
guage by way of new or changed stereotypes, or they can go the route of reusable model libraries.
We have opted for the latter since it situates DISCREET within the constraints of language com-
pliance and therefore allows for any SysML compliant tool to implement DISCREET. System
engineers already familiar with SysML should also have a minimal learning curve. As such,
DISCREET can be presented as a reusable package of the type «modelLibrary». Included in
that package, and displayed below in Figure 7.2*, we have the DISCREET meta-model, a view
of the model library, all included viewpoints and views, methods, the mission needs statement,
and there after sections for each of the three requirement sets and finally the use cases including

use contexts.

The application of DISCREET starts with the user importing the model library into their existing
or new model. Thereafter the user can take a position on using the entire domain extension as
is or in a selective manner. This is not covered here as doing so would be speculative. For the
use of the entire domain extension the user would start by following the governing method as
introduced below.

3This point seems somewhat superfluous since compliance with the GDPR will naturally bring this about.
4Each element marked with a triangle contains one or more sub-element, the list of which covers several pages,
hence the collapsed view in this figure.
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7.1.5 Tool selection

Unfortunately, tool selection can have a significant impact on the success of any SysML mod-
elling exercise [107]. Although there is competition in the market, not all the available tools are
up to date or have fully compliant implementations of the SysML standard. Additionally, even if
a tool meets all these needs, it might still not be appropriate depending on the ancillary functions
and support structures available for the tool. This is especially the case for larger enterprise wide
solutions. Although these issues can only be fully addressed by the party wishing to use SysML,
we can make sure that our domain extension does not add to the challenge. This is done by
providing a fully language compliant domain extension, developed on a tool which is similarly
compliant and which supports XML Metadata Interchange (XMI)°.

Colour coding for traceability can be included in tools but is not a language specification. Al-
though this functionality is not shown here, the practitioner is free to use it as it does not impact on
our work or language compliance in as much as it is only a colour variation showing block status,

which can include proposed, under review, accepted, mandatory, or even bespoke settings.

We do not advocate for any specific tool though Sparx Enterprise Architect is used throughout.
This choice was based on cost, and quality, with the tool being one of the most capable yet still

remaining affordable and having a significant discount for academic users.

Matrix views are not specified in SysML, but they are included in high profile tools. Accordingly
these matrix views are widely used and even referenced in leading texts [61] on the topic of
SysML but can vary significantly due to not being a language specification. Even so, their clear

utility see them included.

7.1.6 Methods, relationships, lifecycles, matrix and traceability views

Also of significant importance for any systems engineering project, is proper lifecycle manage-
ment including a well developed understanding of, and plan for, the lifecycle management of

each entity within a system [76]. This however, is a primary task for the systems engineer and

SXMI is an OMG standard for exporting and importing models and model elements between models and tools.
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must be cognisant of the specifics and context of a given system being designed or managed. It
is not something which should, or even could, be dictated in a domain-specific extension such
as the one developed here. It is therefore imperative that DISCREET does not interfere with
the ability of the system modeller to develop the needed lifecycle management protocols. More
to the point, it would be foolish to try and predict such needs given the heterogeneous and fast
changing nature of consumer [oT. This position also informs the manner in which the MGF is
used to structure the rest of DISCREET® in Section 7.9.

7.1.7 The DISCREET meta-model

The DISCREET meta-model has at its heart the DISCREET domain extension itself, which
imports a subset each of the GDPR requirements and CNIL PIA requirements to form the core
DISCREET requirements. The domain extension also directs the use of the LINDDUN threat
modelling methodology but does not import the provisions directly as requirements. For the
sake of completeness SysML 1.5 is also referenced by way of a «trace» relationship. This again
points to the different approaches to domain extension taken by DISCREET and SysML4IoT as
the latter references SysML by way of an «import» relationship. This distinction is also evident
in our decision not to include a domain model, given the formalism it introduces into a problem
space that is inherently dynamic. Options around this issue are, however, discussed in Chapter
10. The final external component is the MBSE Grid Framework which is imported into our

methods to provide additional structure.

Moving from external references, DISCREET Viewpoints inform use cases, methods, and re-
quirements as these all serve to populate related views. Lastly, the DISCREET domain extension

has four primary outcomes. These are as follows:

* Primary change: Model elements are changed due to new compliance, auditing, and PbD

requirements

* Secondary change: The primary change is not limited to the design phase only but is

extended across the system lifecycle

* Compliance reports: Through the joint use of the compliance and audit trace methods,

audit reporting becomes a persistent requirement

* LINDDUN threat modelling: Structured threat modelling becomes a persistent require-

ment

®Jt should also be reaffirmed that DISCREET is purposefully modular with practitioners free to make changes as
needed. Specifically, MGF might be swapped out for OOSEM in larger projects or for reasons of procedure.
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7.2 Governing method

The following method describes and defines the components included in this domain extension,
allowing for end users to select those components they directly need, using them in a modular
fashion. Thereafter, this method describes the systematic use of the entire domain extension as

a methodology for compliance and privacy by design in consumer [oT.
This method therefore guides the use of the domain extension in three distinct ways:
1. As a collection of system design resources which practitioners can include in their models
in an ad hoc manner.

2. A structured methodology for conducting compliance and privacy by design for consumer

smart electronics, using SysML.

3. A ready made «modelLibrary» for inclusion in other system models.
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The method sequence is as follows:

¢ Derive system model, including stakeholders, viewpoints, and requirements not related to
DISCREET’

* Determine which elements of DISCREET are needed

* Clarify if MGF or another methodology is used to structure overall execution
« Import the related DISCREET?® meta requirements to the system model

* Follow the DISCREET methods for each meta requirement

* Maintain and produce DISCREET outcomes

* Maintain continuous reference to DISCREET in the system model to allow for changes

over the system’s lifecycle

In Figure 7.4 we present an activity diagram detailing the above method. This will be the case for
all following methods too, with one notable variation. As part of the governing method the user
will have to choose a way of structuring the process of their modelling activities, for us that is
the MBSE Grid Framework (MGF) and as such all following activity diagrams for methods will
have swimlanes included to show which of the three main MGF phases are involved. Since the
governing method is implemented before the choice for MGF, that is not the case here, though

the user can of course position the governing method within the black box phase if they wished.

Regarding the progression of the activity diagram, it follows the method steps but provides some
more detail. Once the user has reviewed DISCREET they must choose to use it or select certain
parts to use in a bespoke application. Choosing the latter option effectively ends DISCREET’s
management of the activity and it is up to the user to determine their own path. If DISCREET is
used as is then the user will still have the opportunity to swap out MGF for other options, this is
a realistic prospect as we chose MGF for its ease of implementation and lightweight approach,
implying that it is also easier to replace with a different and likely more intensive, approach. If
the user does swap out MGF then they will have to restructure the application of DISCREET as
needed before proceeding. Thereafter the governing method enters into a loop where DISCREET
methods are followed to produce the desired outcomes’ and DISCREET elements are linked to
any new or changed model elements thereby triggering the appropriate methods at the appropriate

level. Doing so ensures the application of DISCREET across the system lifecycle.

"DISCREET only directs design and corrections relating to compliance and PbD for the system concerned. All
other model elements, including business process issues relating to compliance and PbD still need to be drawn in as
per the user’s needs.

8Each element of DISCREET, as discussed below, is hooked into a system model by the introduction of a single
meta requirement.

9Primary change, secondary change, compliance documentation, and privacy threat modelling.
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7.2.1 Governing method viewpoint

In this subsection, as well as those following each of the subsequent methods, we will present
the relevant viewpoints and views. In Figure 7.5 we show the systems engineering viewpoint,
which utilises the governing method to draw in most of the DISCREET model library for systems
engineers to use. The only exclusion from the model library inside this viewpoint diagram is
other viewpoints. Also of note is that one of the use cases included under “DISCREET Use
Cases” will of course be the systems engineering use case which has two «extendy relationships
covering the use of either the entirety of DISCREET or a subset thereof.
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Figure 7.5: DISCREET systems engineering viewpoint

As is evident in Figure 7.5, viewpoints contain a significant amount of information and play a
key role in realising the ultimate utility of the modelling project. On this point Holt suggests
four questions which must be answered to confirm that a set of data about a model constitutes
a well formed view. The first is who the stakeholders are that would be interested in this view.
This is essential as there must be a link between the stakeholder and the model presented in
the view. Second, why are these stakeholders interested in this view. This relates to the value a
stakeholder derives from observing the view. Third, what is the informational content of the view.
Informational content in this sense includes the model elements and other artefacts contained in
the view. Fourth and finally, what language does the stakeholder expect the view to be presented
in. On this final question it might seem obvious that SysML is the language used, however
this is not the whole story. As will be highlighted in the following sections, auditors have very
specific requirements including knowledge representation. In short, auditors are not interested
in SysML models unless they are specifically dealing with a related industry standard. Instead,
auditors expect specific items of proof to be presented in specific ways, which is why DISCREET
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also includes the generation of artefacts specifically containing this evidence using the correct

language and format.

7.3 Compliance by design

Many regulatory regimes'®

come with associated compliance requirements and ultimately audit-
ing or some form of formal assessment [102]. Given this fact and the avoidable nature of many
audit failures [16], as discussed below, we propose that the audit function and how to address it
as the party under audit, should not be viewed as something that can only be accessed in an a
posteriori sense. Rather, with audit guidelines and procedures already published, parties under
audit have a priori knowledge of the audit process and related requirements. Consequently, this
knowledge can be integrated into the systems design process to take a “by design” approach to
compliance which is cognisant of audit requirements and automatically produces system arte-

facts to demonstrate compliance.

Our contribution, as opposed to other approaches such as those discussed in Section 7.3.1, al-
lows systems engineering practitioners to directly integrate the external audit function as a new
stakeholder with related requirements. These requirements are traced through systems compo-
nents to regulatory requirements, as normally included, with any completed trace producing a
systems artefact in the form of audit documentation. Traces which do not complete this link
also produce system artefacts in the form of a non-compliance reports and remedial actions. All
of this is achieved through the use of standard model-based system engineering (MBSE) fea-
tures. Though the examples presented here are expressed in the Systems Modelling Language
(SysML), the work is portable to other prominent modelling languages and architectural frame-
works!!. As such, practitioners will not need any new tooling or have to resort to non-standard
tool use to deploy this method, or indeed any other part of DISCREET. It should also be noted
that the method proposed in Subsection 7.5, as is the case for all the work presented in this do-
main extension, provides a system for framing the elements within a given problem space using
SysML but does not presuppose the eventual answers to those questions as doing so would run

counter to standard practice and undermine the utility of the method over the system lifecycle!.

7.3.1 Alternate approaches

Although there have, unsurprisingly, been many attempts at dealing with regulatory compliance

in a more formal manner, some times including a “by design” approach, these approaches all aim

10Not just those concerned with financial regulation.

11Such as using the United Profile for DoDaf/MODAF (UPDM) to bring SysML into alignment with the defence
contract requirements.

12The system lifecycle runs from design, through implementation, to decommissioning and may stretch over many
years. Any number of external changes can impact on the system and its domain meaning that solutions to design
challenges may well change over time.
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at dealing with the same challenges. Legislation can be densely written, contain potentially am-
biguous phrasing, and be heavily dependent on additional resources including other legislation
[92].

The notion of using a model-based approach to attach requirements to the functional elements of
a system, is well established in model-based Systems Engineering (MBSE) [61]. This approach
does, however, not require a specific modelling language to be used and can indeed be applied

to other solutions, such as the pattern-based analysis conducted by Beckers et al. [17].

Researchers dealing with these challenges in a more general sense, may take the option of devel-
oping an automated system for requirement extraction. This is the route taken by Kiyavitskaya
et al. through their adaptation of the Cerno framework'® for application to US legislation [92].
Although the authors report promising results there are a number of significant factors which
disqualifies this approach from being considered. First, this approach does not identify and
transform legal textual requirements into the nuclear “shall statement” form needed for use in
an MBSE approach 4. Second, the possibility of both false positives and false negatives is a
serious consideration when dealing with regulatory compliance given the penalties that may be
applied by regulators. Third such an approach does not provide any structure for linking the
extracted requirements to the engineering and auditing processes. Fourth, and potentially most
significant, MBSE explicitly supports the reuse of model elements from other sources. As such,
a fully extracted set of legal requirements can be imported from publicly available sources '°. We
therefore concluded that although there is nothing inherently wrong with taking the automated
extraction route, it is ill suited to the specific application presented here and does not address the

requirements of auditors.

A further significant area of study is the derivation of privacy requirements from the needs and
wants of device users. The results of such an exercise can by definition not speak to the le-
gal compliance of a system vis-a-vis a formal compliance audit [147]. These approaches do,
however, hold substantial value as far as customer expectation and the provision of privacy as-
surances beyond the legally compelled minimum. Accordingly, the topic is further discussed in
Section 7.7.1.

Yet other systems seek to take a pattern-based approach which is compatible with systems mod-
elling, such as that developed by Beckers et al. [17]. As opposed to their system, the one proposed
here does not explicitly rest on UML, is not inherently linked to an application domain'®, and is

not geared towards use with a specific tool.

The last significant set of alternate approaches are those, such as Hassan and Logrippo [71] who

take a purely logic-based approach to assessing legal compliance. Within model-based systems,

13The Cerno framework is used generating semiautomatic text annotations

14Why we view an MBSE-based approach superior is covered in Chapter 5 and Section 5.4.

13Setting up such a repository containing a full set of GDPR and CNIL auditing requirements for consumer IoT
devices is currently underway and will incorporate the method presented herein.

I6DISCREET functions as a SysML domain extension but remains broadly modular to the extent that users can
still port it to other application domains.



130 Chapter 7. The DISCREET Domain Extension

with their recourse to state machines and other system representations, such an approach is def-
initely feasible, though it does present some challenges. Chief amongst these is the notion that
the “map is not the territory” [75]. This implies that proving model compliance is not yet an
airtight guarantee that the real world system is 100% compliant since there may well be imple-
mentation errors or other discrepancies. This is the exact reason for audit regimes to include a
specific focus on implementation when assessing compliance'”. In other words, a compliance
check is performed against the “territory” and not the “map”. This brings us to the same set of
objections previously listed, in as much as the output from a formal model does not correspond

to the documentation required by auditors.

7.3.2 Requirement engineering for compliance

Stakeholder engagement is a well established concept in general terms, how that concept is re-
alised though remains highly context bound and is still often seen in terms of the direct, and
positive, financial implications [56]. However, modern systems engineering practice takes a
much broader and more inclusive view, holding that all parties who could interact with, or im-
pact on, a system model, are stakeholders. This is not just aimed at including all relevant parties
at a superficial level, but to constitute the entire system lifecycle as a stakeholder-centric model,
a point underscored by Kapurch who refers to systems engineering as a means of achieving
“stakeholder functionality” [89]'®. This stakeholder functionality is realised by casting stake-
holder needs as requirements which attach to functional elements within a model, as part of the
design and management process within MBSE [61]. These foundational elements are then also
present in the Systems modelling Language (SysML)[71], within which the compliance trace

method is described in Subsection 7.61°.

Although standard practice within MBSE would suggest that the inclusion of audit requirements
in system models would be a given, this conclusion does not entirely follow in practice since
models are ultimately built by practitioners with their own goals in mind, while auditing is often
viewed as an activity to be conducted after the fact. In the compliance trace method presented in
Subsection 7.6, and as alluded to earlier, we contend that viewing auditing as something which
purely takes place once a system is in place, is particularly risky and can lead to unnecessary
audit failures. We therefore advocate a “by design” approach which integrates positive audit
outcomes into the system design process and generates audit documentation procedurally, not
only during the design and development phases but throughout the system lifecycle. A lifecycle-
based approach such as this can generally be viewed as superior to static approaches such as
those only focusing on the design phase or post-implementation auditing [136]. The need for an

integrated system which generates audit documentation and spots non-compliance before the fact

17This notion is explored in detail with reference to the CNIL’s PIA audit methodology in Chapter 3 and in this
Subsection 7.5.

18 As previously also mentioned in Section 1.2

19Using a standard from the Object modeling Group (OMG), such as the Unified modelling Language (UML) or
SysML not only opens up possible interoperability with other languages and schemes but also removes barriers to
industry application since no new tooling and very little new training is needed.
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is also clearly supported by the fact that non-compliance due to human factors, system failings,
and a lack of systematic attention to compliance, constitutes a set of decades-old [142], persistent
[129], and avoidable reasons for compliance failures. A case in point, is a study which found

that more than 80% of compliance failures related to an inability to gather sufficient proof]16]%.

7.4 Traceability via package diagrams

As already stated, we propose to address this lack of documentation through the automatic gen-
eration thereof in the systems engineering process and over the entire lifecycle of the system.
To accomplish this we not only use MBSE in general, but specifically focus on SysML, where
SysML can be understood as the language within which we conduct the activity of MBSE [41].
As opposed to UML classes, which some might be more familiar with, the primary structure in
SysML is modular and divisible blocks [146]. Coupled with features such as inheritance, pack-
age diagrams, and requirement modelling, SysML provides a rich and nuanced language within

which system models can be expressed [61].

From the long list of SysML capabilities, both unique and incorporated from UML, one of the
most prominent for our purposes is the use of package diagrams to display model elements and
represent the relationships between these elements. These relationships can be expressed in a
number of ways and include significant flexibility in dealing with unique and changeable situ-
ations. Combined with permissive naming conventions for both system elements and package
diagrams, this flexibility allows for the compliance trace method?!, introduced in Subsection
7.6, to be used in any standard SysML tool. Using an established modelling language and in-
troducing new capabilities without the need for new tooling is essential since it enables privacy
engineering and compliant systems design in a context familiar to systems engineers [99]. This
not only enhances the system engineer’s ability to deliver on stakeholder needs but also enables
the creation of a model that is significantly better at representing the full scope of a truly compli-
ant?? system. Figure 7.6 presents the traditional view where requirements are only drawn from
the related legislation without the inclusion of the audit function. Lastly, it is important to note
that the proposed compliance package diagram is an element within the model being used and
not an artefact of that model. The compliance package does, however, contain the means by

which adherence to requirements can be traced and related proof artefacts produced.

20This specific issue was one of the main motivating factors for including an audit method in the larger domain
extension, due to first hand experience in compliance audit and dealing with consistent audit failure due to lacking
documentation.

2l SysML the term “method” is used to describe linked activities, artefacts, and options, and the system for
representing or executing these.

22 Although we use the GDPR and the CNIL’s PIA for IoT, any other compliance regime with associated audit
requirements could benefit from this approach.
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categories of personal data concerned."

Figure 7.6: Traditional requirements treatment

7.5 Audit trace method

The compliance trace method introduced in Subsection 7.6 heavily relies on the inclusion of audit
requirements in addition to the standard use of compliance requirements. This functions in line
with standard SysML practice with auditors treated as stakeholders, leading to the generation of
the associated views and viewpoints. However, factors such as secrecy from auditors, lagging or
outdated audit practice®?, or a total lack of an audit authority?* could bedevil the compliance trace
method. To structure the inclusion of existing audit requirements and also guide the generation

of audit requirements where none are readily available, we present this Audit trace method.

The audit trace method aims to provide stand in audit requirements which are traceable with re-
gards to their origin and formulation, but can also easily be swapped out if better suited or official
audit requirements become available. The core principles of this framework are as follows:

1. The audit trace method is an element of the larger domain extension

2. Requirements generated as part of the framework are labelled as such within a model to

allow for easy future replacement

3. Requirements thus generated will be subservient to any compliance requirements gener-

ated for published legislation, in the case of a conflict

4. The principles contained in the audit trace method are based on established best practice

for both auditing and requirement formulation

In Figure 7.7 we present an activity diagram describing the process of the audit trace method,
with swim lanes used to differentiate between the black box, white box, and solution phases.
Per definition, the inclusion of an audit methodology does not yet constitute a solution to the

modelled problem space and accordingly, the solution space swim lane will remain empty at this

231n reference to new compliance regimes.
241f this is expected to change over the lifecycle of the system being designed then future audit requirements should
be accounted for as far as possible.
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level. There is also a three way fork in the activity diagram which indicates a choice between an
official audit methodology, such as CNIL for French GDPR compliance, an adjacent method-
ology such as CNIL for UK Data Protection Act®® compliance, and a placeholder methodology
where no official or adjacent methodology exists (yet). For this latter position we draw on the
work of Pasquier et al. and their approach to auditing compliance within the IoT. This work was
selected not only for its direct focus on the IoT and reference to privacy auditing, but also the

inclusion of a system wide focus.

Regarding the CNIL’s PIA, this is the audit methodology which we will be using in DISCREET
and as such, we will follow fork two of the audit trace method, as outlined below, when present-
ing a case study in Chapter 8. It is of course possible that a user of DISCREET might opt for
something wholly unrelated to the CNIL PIA, which is why this answer is not prescribed. We
have, however, ensured that the four fundamental requirements of conducting the CNIL PIA are
inherently met by our methods, as these are best practice for any compliance audit. The four

fundamental requirements [35] are listed below:

1. Define and describe the context under consideration
2. Analyse the controls guaranteeing compliance to required principles
3. Assess risks and ensure they are properly treated

4. Formally document the audit outcome and revise system as needed based on audit out-

comes

The first point above is directly addressed in the audit trace method, while points two and three
are realised through the interaction between the audit trace method and compliance trace method.
Concrete examples of context determination include, understanding the type of processing in-
volved?®, identifying the controller and all processors, and collecting the documentation needed

to evidence the preceding.

The key to understanding the fourth point above is that the CNIL PIA is explicitly intended as
an iterative process, at least on the part of the data controller. Meaning it facilitates improve-
ment over time, up to and including conducting an external audit and is expressly focused on
a “by design” approach. Where the work presented herein diverges from both the CNIL PIA
and the GDPR is of course that DISCREET is aimed at device and systems design and not at
business process management. As a result, those audit and compliance requirements aimed at

the organisational level, or the overall management of the project, will not be included.

Fork 1: An official audit methodology

¢ Determine context

23The compliance requirements (in theory) match between the GDPR and the Data Protection Act, but the UK does
not provide an audit methodology comparable to that of the CNIL.
26This includes the data, data subjects, processing purposes, processing scope, and duration.
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* Determine if there is an official audit methodology

* Include a requirement that all audit requirements should be drawn into the model as ap-

propriately formulated ““shall statements”

* Determine that all audit requirements are included and up to date, if not, then return to the

previous step?’
* Record all requirements to the requirements matrix for later use in the compliance trace
method

Fork 2: An adjacent audit methodology

* Determine context
* Determine if there is an official audit methodology
* Determine if there is an applicable adjacent audit methodology

¢ Include a requirement that all audit requirements should be drawn into the model as ap-

propriately formulated “shall statements”

* Determine that all audit requirements are included and up to date, if not, then return to the

previous step®®

* Determine that no new official audit methodology has been released, if so, return to step

two2?

* Record all requirements to the requirements matrix for later use in the compliance trace

method

Fork 3: Stand in audit via provenance graphs

* Determine context

* Determine if there is an official audit methodology

* Determine if there is an applicable adjacent audit methodology

* Develop a system wide DFD-based provenance graph

+ Split the graph into inter and intra-context segments, per IoT context>*

* For each compliance requirement, formulate an audit requirement requiring proof of com-

pliance

27This is both a check for the correctness of the work done and a lifecycle change check.

28This is both a check for the correctness of the work done and a lifecycle change check.

29This is a lifecycle change check.

30processing context can change the regulations at play and therefore the compliance requirements.
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* To each newly formulated audit requirement, attach a provenance graph describing the

associated data actions
* Develop standard documentation to capture compliance outcome and associated graph

* Determine that no new official, or adjacent, audit methodology has been released, if so,

return to step two> !

* Record all requirements to the requirements matrix for later use in the compliance trace
method

Regarding fork three, it is important to recall the work of Beasley et al. who found that the
most prominent reason for audit failure was an inability to provide documentary evidence of

compliance. This is a failure of provenance.

31 This is a lifecycle change check.
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7.5.1 Audit trace method viewpoints

Although all the DISCREET methods are intended for use by systems engineers, there may still
be other associated stakeholders and consequently more than one viewpoint. That is the case
here as we have the external compliance auditor as a stakeholder. This stakeholder has an asso-
ciated viewpoint reflecting their need to perform a compliance audit using the CNIL PIA, with
CNIL templates as output. The associated view includes the DISCREET audit requirements,
compliance reports3?, data subject, use case for the data subject and of course the DISCREET

meta requirements.

pkgpackage] DISCREET Viewpoints [Auditing \f\e‘.'.fp\:m:s]/J
Auditing domain
«stakeholder» «stakeholder»
DISCREET Use Cases:: DISCREET Use Cases:: DSICREET Audit Requirements
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«viewpoints LT S mis DISCREET Meta- e e sl
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method = "Audit trace method VeWpOInt = -Engirear et e < (from DISCREET Use
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purpose = "To facilitate compliance auditing”
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(from DISCREET)

Figure 7.8: DISCREET auditing viewpoints

The audit trace method is not explicitly shown in the view as it is the method referenced in the
viewpoint. This holds for all the viewpoints and views other than that of the governing method
given that the governing method refers to all of DISCREET. Here it is also important to note that
there are of course a number of other stakeholders that could be involved and accordingly more
viewpoints and views to generate. These, however, are dependent on the system and model that
DISCREET is ultimately drawn in to.

7.6 Compliance trace method

Once the relevant compliance and audit regimes have been identified, the systems engineering
practitioner can proceed to first elicit the appropriate requirements in the form of “shall state-

ments”, then capture them in a compliance matrix and finally include these in the system model

32Here we use the “Compliance reports” element from the meta-model to indicate the notion of a compliance report
as opposed to including a specific report type or instance of an actual report.
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being developed. This inclusion takes the form of connecting requirements of all types to other
system elements. This act of connection also introduces further crucial details to the requirement
matrix and allows for it to be used to quickly trace system connections and gain an overview of

various current system states™3.

A key component of the first step, that is eliciting requirements from compliance and audit
regimes, is ensuring that this refinement includes all possible requirements which could be placed
on the system under development [71]. However, we propose going one step further and cap-
turing all provisions and requirements which could impact on systems of the type being devel-
oped*. This implies that the practitioner does not prune out requirements that might currently
appear to be outside of the scope of the system, which is necessitated by taking a lifecycle-based
approach to system’s design. In short, a multitude of changes might impact on the functionality
of a system over its entire lifecycle [117] and the requirements included in the system’s require-
ment matrix should be as broad as possible to cover such changes. The activity of requirement
elicitation and casting as “shall statements” is standard practice in MBSE [89]. The result then,
of this broader inclusion of possible requirements is that the only change in either system or en-
vironment that would cause requirements to be revisited or altered is a legislative change, which
is regarded by systems engineering practitioners as the least likely event to cause model change
[117].

The compliance trace method proposed here is divided into two sections, namely a method se-
quence and the generation of reporting artefacts. The method sequence formalises the founda-
tional ideas expressed above while the generation of reporting artefacts is highlighted due to its

key role in the method’s value proposition to practitioners.

As discussed in Sections 5.3 and 7.2, the structure for executing the methods contained in DIS-
CREET is provided by the MGF. This structure requires that design commences with a black
box phase and then a white box phase to round out the problem space, from there, including all

relevant specifics of the system under design, the solution model can be proposed.

7.6.1 Compliance trace method requirement inclusion and viewpoints

The compliance requirements presented herein are drawn from the GDPR and include all articles
which directly address system or device functioning. The intent is to only exclude those articles
relating to issues of context, scope, or other factors outside of the direct system being modelled,
leaving the «modelLibrary» as detailed as feasible. Accordingly, articles such as Article 1 which
deals with the “subject-matter and objectives” of the GDPR, are excluded. Similarly, Article 14
which deals with personal data not sourced from data subjects is also excluded. DISCREET
deals with IoT devices and systems as they collect and process the data of data subjects who

33Such as how many system elements connect to a certain compliance requirement. The compliance trace method
extends this to also include a percentage overview of full, partial and no compliance.

34Bearing in mind that we are operating within the context of legal compliance. This should not be read as an
instruction to include general requirements outside of that context.
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are users of those devices and systems, and not with information brokerage. Furthermore, the
wording of the English GDPR text is used as far as possible. To limit requirement length some
might be split into more than one requirement and in such cases the article number, which we also
use as requirement ID, is appended with a Roman numeral. In most cases though, the core of the
requirement from the GDPR is used to formulate the shall statements, with additional information
included in the “notes” field for each requirement. This allows for clearer requirements without
the loss of potentially critical information. We also use the “notes” fields to include links to
external resources which systems engineers or other internal stakeholders might find useful when
dealing with the GDPR. However, as will be clear from the discussion in Subsection 7.6.3 simply
including compliance requirements and audit requirements in the same model does not yet enable
design for auditable compliance. What is needed is a series of meta requirements to guide this
process and direct the generation of audit documentation. As such, these meta requirements also
form part of the related view of DISCREET or a future system model it is imported in to.

kg [package] DISCREET Viewpoints [compliance Viewpoints] /
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Elements form the model
that has imported DISCREET
wil also appear here.
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Figure 7.9: DISCREET compliance viewpoints

In Figure 7.9 we present DISCREET’s compliance related viewpoints. As was the case with
auditing, there are two viewpoints which both spawn the same view. This is due to the system
engineer’s interest in generating a model (and system) that can answer the needs of an external
stakeholder, in this case the regulator. For example, the regulator might not be interested in
the DISCREET meta requirements, but they will certainly be interested in the contents of the
internally generated compliance reports, which are reliant on those meta requirements. As be-
fore, we present the notion of a compliance report as taken from the meta-model, a high level
view of a data subject using some consumer loT device which deals with personal data. Explicit
allowance is also made for the future inclusion of elements drawn from models created by the

system engineers using DISCREET.
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7.6.2 Method Sequence

The compliance trace method consists of the following discrete steps, with the audit trace method

subsumed therein:

* Determine applicable legislation

+ Cast the compliance requirements as “shall statements” and include in requirements database>>
* Complete the audit trace method

* Include meta requirements for reporting artefacts generation as per Subsection 7.6.3.

* Build out the system model in SysML

« Attach the applicable requirements to model elements using the «satisfy» relationship

* Generate reporting artefacts where requirements and model elements intersect or should

intersect.
» Link meta requirements to reporting artefacts using the «realization» relationship

 Link compliance requirements, audit requirements, and system components to the newly

generated reporting artefact using the «trace» relationship

An important point of note here is that a system model can distinguish between proposed and
implemented architecture. This also means that the above method allows the systems engineer
to monitor compliance performance in real time and even against logical components in the
white box phase, thereby increasing the chances that realised architecture in the solution phase
will be compliant. Therefore, the same method can be deployed across the system lifecycle
and is represented by the final steps of the method in both the white box and solution phases.
The activity diagram presented in Figure 7.10 presents the steps involved in completing the
compliance trace method including the entirety of the audit trace method as a single action.
Since that action breaks out into an activity diagram of its own, an upside down rake symbol is
displayed. This single action is also included in the white box swim lane as that is where the
bulk of its workings fall, which is also why the solution swim lane is not present for the audit

trace method.

351n this work the requirement database and requirement matrix are one and the same. However, practitioners may
separate these out and reflect all captured requirements in the database and only those in effect in the matrix.
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The introduction of the aforementioned meta requirements into the system model is crucial as
this is the linchpin which makes the entire trace method actionable, including the production of
reporting artefacts as discussed in Subsection 7.6.3. The generation of these reporting artefacts
can then be presented in SysML using a dependency relationship of the «realization» type, be-
tween meta requirements (supplier) and report artefacts (client). The connection is shown using
a dotted line and arrow from the client to the supplier*®. These reporting artefacts must of course
also link to the related compliance requirements, audit requirements, and system components
to enable the “trace” functionality of the audit trace method. For this the aptly named, but se-
mantically weaker®’, «trace» dependency type is used. This trace not only shows which model
elements impacted on given reporting artefact but also allows for cross-referencing in a matrix

view of system elements which is generally supported by most modelling tools.

7.6.3 Generating reporting artefacts

Reporting artefacts are the compliance reports produced either in accordance with audit require-
ments or to explain, and propose remedies to, non-compliance. The process of generating report-
ing artefacts is crucial since these reports must be consistent across the system lifecycle, easy to
interpret, and clearly linked to the components and requirements they report on. Achieving con-
sistency and ease of interpretation is attended to by the rules presented below while dependency

relationships were discussed in Subsection 7.6.2.

The starting point for ensuring consistency is to class the reports generated by type and to for-
malise this structure within the system model by way of five meta requirements. One of the
results of importing these meta requirements is that all DISCREET compliance and audit re-
quirements active in the system model must link to at least one of the four meta requirements
via a «satisfy» relationship. This not only allows for the easy inclusion of the compliance trace
method within standard SysML practice but also allows for additional analytics to be drawn. For
example, the establishment of these «satisfy» relationships will mean that practitioners can draw
compliance snapshots from the requirement matrix to see what proportion of system elements are

non-compliant. The four meta requirements each correspond to one of the classes listed below.

1. Class 1: Full intersection (Compliance requirement, audit requirement, and model ele-
ment.). Generates class one output: Compliance documentation, as per the linked audit

requirement.

2. Class 2: No audit intersection (Compliance requirement and model element). Generates

class two output: provisional documentation and proposed remedy.

36This is standard SysML notation.
37This is weakness in the sense of less associated formalism and therefore greater flexibility in application.
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3. Class 3: No compliance intersection (Audit requirement and model element). Generates

class three output: Non-compliance documentation’s.

4. Class 4: No intersection. A model element should, on the face of it, be under the require-
ments of the applicable regulation but has no compliance or audit intersections. Generates
class four output: Non-compliance documentation and proposed action to determine cause

of the issue.

The reporting artefacts, generated whenever any other system elements link one of the class
meta requirements, must state the class that spawned it, all dependencies or other system links
associated with it, the package diagram within which it is represented, a unique identifier, and
of course the proof mandated by the associated audit requirement. If the reporting artefact was
not generated in accordance with a fully compliant setup, that is if Class 2, 3 or 4, were realised,
then the report must also explain why this is the case and what remedial steps are to be taken.
A number of factors can bring about this outcome, including a modelling error, compliance and
audit requirements being out of sync due to lag from legislators or regulators, or technological
development outpacing regulations. Finally, for Class 3 non-compliance reports the relationship
between the model element and the audit requirement should be «trace» instead of «satisfy» to

indicate a relationship but a failure to satisfy the requirement.
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Figure 7.11: Data access compliance trace

38This indicates non-compliance since a model element does not have a «satisfy» relationship with a compliance
requirement, while an audit requirement seeks proof of compliance.
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In Fig 7.11 we present a privacy dashboard, meta requirement Class 1, GDPR Article 15 data
access requirement [151], CNIL privacy impact assessment Section 2 data access requirement
[35], and the reporting artefacts generated [129]. The fictional system presented here is a privacy
dashboard which is one element of a mobile phone application, which in turn controls a linked
consumer Internet of Things device’®. The reporting artefact is named to reflect the GDPR
and CNIL requirements it complies with, while the contents of the report will be a compliance
information sheet [36] following the CNIL’s audit implementation for IoT devices [33], and other

supporting documents which are referenced in the information sheet.
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Figure 7.12: Data rectification compliance trace

The privacy dashboard in our fictional example is still being developed and at present does
allow users to edit (rectify) their data, but does not yet have any functionality for data deletion.
Consequently, a further Class 1 compliance report is generated and one Class 3 non-compliance

report as per Figures 7.12 and 7.13 respectively.

3This is a simplified model used as an illustration only.
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Figure 7.13: Data erasure non-compliance trace

The compliance trace method, as demonstrated through the above diagrams, can address regu-

latory compliance, related auditing and the associated issue of traceability between the various

model elements. As opposed to other approaches to these issues, the one proposed here does not

neglect the audit function, is not limited to use with a specific tool, and remains functional over

the entire system lifecycle. The final advantage offered by this method is its ability to provide

system engineers, or other stakeholders, with easily understandable reporting on system com-

pliance and related issues. This is achieved by way of matrix analysis and although the exact

layout of such will be tool dependent, the outcome will remain the same.*® This can be seen in

Figures 7.14 and 7.15 which not only indicate if legal and audit requirements are satisfied, and

which compliance/non-compliance documents have been generated, but also provides a visual

snapshot of these states changing in real time.
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Figure 7.14: Requirements satisfied («satisfy»)

40This matrix analysis is not part of the SysML language but due to the obvious utility of being able to plot system
elements against one another, most tool vendors include it in their offerings.
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Figure 7.15: Compliance report generation («realizationy)

7.7 Privacy by design

7.7.1 Non-regulatory privacy requirement elicitation

There are of course a vast array of privacy requirement work which is not centred on compliance.
This comes with both advantages and challenges, as is evident from work such as the Privacy
requirement Distillation method developed by Thomas et al. [147]. In our literature review pre-
sented in Chapter 3 we also explored a number of different takes on privacy in general and
privacy linked to set domains. One of the most telling examples was that of the Solove privacy
taxonomy which has gained wide acceptance but which also has the potential to cause a signif-
icant number of problems for consumer [oT devices and systems with their heavy reliance on
personal data, both in collection and processing. As such, an approach is needed which not only
takes the real world specifics of the system under consideration into account, but that produces

actionable results. For this and other advantages we turn to threat modelling.

On the topic of defining threat modelling, Shostack in his well regarded book on the topic, at
first sidesteps the issue of precise definition by stating that pinning down definitions “is a strange
game, and the only way to win is not to play”. He comes back to it though and finally states that
threat modelling is “the key to a focused defence” and “the use of abstraction to aid in thinking
about risks”. Focusing on privacy by design in consumer loT then, we did not find a suitable
domain specific threat modelling methodology or tool, but did find that the LINDDUN threat

modelling methodology is entirely applicable as is.

This use of LINDDUN is, however, not an exclusive option. There is nothing preventing prac-
titioners from swapping out LINDDUN in this application. This is one of the strengths of DIS-
CREET as domain extension in the form of a model library, as ease of use is greatly advanced,
opposed to a profile-based domain extension. Furthermore, there are also other sources of user
requirements, including privacy related requirements, which are not addressed here. These re-
late to focus groups, trend analysis, and other metrics focused on consumers. Trying to address
these would be counter productive but there is need for one clarification. Although such require-

ments will make up a considerable portion of the requirement set for any consumer loT system,
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these requirements can not over ride audit and compliance requirements as this would result in
non-compliance. We recommend that the same approach be taken with PbD requirements (or
the mitigation suggested by LINDDUN) in that these should override requirements derived from
non-regulatory sources, if there is a conflict.

7.8 Privacy by design trace method

LINDDUN is intended for iterative application across the system lifecycle [166], which is not
only congruent with the aims of DISCREET but also enables our use thereof. Referring back
to the DISCREET meta-model presented in Figure 7.3, we see that there is a direct «use» re-
lationship between DISCREET methods and LINDDUN. This reflects the structured use of the
LINDDUN methodology. However, as is the case with the compliance trace method, the initial
impetus needed to set the system in motion comes from the inclusion of a specific requirement
in the system model. In this case though it is two requirements where the first is the requirement
to conduct privacy threat assessment throughout the system lifecycle using LINDDUN and the
second, connected to the first by way of a «deriveReqt» relationship, is a requirement that the
LINDDUN generated requirements or PETs should be appropriately introduced into the system
model.

The flow therefore is as follows, the first requirement kicks off the threat analysis, the result
of which is the generation of a threat tree and the proposal of one or more PETs. If more than
one PET is proposed a trade study can be used to decide on the correct one to use. Once one
PET is chosen, a new requirement is spawned directing the implementation of that PET into the
system. Recasting LINDDUN mitigation strategies as requirements is also explicitly supported
in LINDDUN [166]. But instead of the inclusion of a PET the goal is to prevent the privacy
threat from occurring by re-framing it as a privacy requirement. The PbD trace method follows

the steps outlined in Subsection 3.10.3 and is as follows:

* Derive a DFD diagram for the system at issue

+ Type all items on the DFD as P, DF, DS, or E*!

Use the LINDDUN mapping template to map threat areas on to the DFD components as
L, 1, Nr, D, Di, U, or Nc*

* Determine if any portions of the LINDDUN threat tree are not applicable and create a

system artefact to document these assumptions

» Refer mapped threats to the threat tree to locate detailed privacy threats as misuse cases

41Process, data flow, data store. or entity.
42Linkability, Identifiability, Non-repudiation, Detectability, Disclosure of information, Unawareness, Non-
compliance.
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* Create model artefacts to document misuse cases

* Prioritise risks using preferred method*?

+ Determine if a concealing association or guarding association is at play**

* Consult LINDDUN mitigation strategy taxonomy based on the previous step
* Determine if the system is under design or the threat is realised

* For realised threats determine one or more PETs and run trade studies if a choice is to be

made
* Derive a requirement to implement the selected PET
* Implement the PET and link it to the requirement above with a «satisfy» relationship

* For systems under design, work the results back to the privacy threats found and develop

privacy requirements

* Link both the requirement above and the PET implementation requirement via «trace»

relationships to the meta requirement used to initiate the PbD trace method

43Risk is seen as the function of likelihood and severity, but the exact method of calculation is left to the systems
engineer.
4415 the exposure of data being prevented before the fact or managed after the fact?
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7.8.1 Privacy by design trace method viewpoint

As was the case with the governing method introduced in Section 7.2 and its related viewpoint
shown in Figure 7.5, the systems engineer is the only stakeholder present for the PbD trace
method viewpoint. Accordingly, Figure 7.17 includes a single view. However, the key points
included under the viewpoint significantly diverge from those under the previous sections. This
includes the use of LINDDUN threat modelling, the formulation of new requirements or the

inclusion of PETs.
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Figure 7.17: DISCREET systems PbD viewpoint

7.9 MGF-based execution of DISCREET

Lifecycle as a term is somewhat deceptive, and doubly so in the consumer loT space, due to the
fact that there most likely isn’t a single lifecycle at issue but multiple different lifecycles each
corresponding to a different entity within a given system [76]. Also, as previously mentioned,
MFG does not itself account for lifecycle changes but is presented as a purely linear approach to
systems design going from initial concept to first deployment. This however, is not the proverbial
“deal breaker”. Our choice for MFG is based on its ease of use and the light touch needed to
integrate it with the rest of DISCREET. This latter point specifically means that it is easy enough
for a user of DISCREET with specific requirements to use a different method. A further reason
for not including a more formalised approach to lifecycle management in DISCREET is that, in
addition to the changeable and heterogeneous nature of consumer loT, there are also different
approaches to lifecycle management. Consequently, these decisions must be left to the system

engineer to make.
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Since MGF describes building a system model from black box to solution generation, any changes
to the model brought on by new requirements, external changes, changes in linked systems, and
the like, can be mapped to MGF actions at one of its three phases. Accordingly, this change will
have the potential to affect all other elements in its phase and subsequent phases. DISCREET
itself purposefully initiates this by way of its governing method ending in a loop. The ability
for DISCREET to be brought in at different stages of the system lifecycle is demonstrated in the
following chapter by way of a case study. There, an existing device is getting enhanced features

and DISCREET is used to manage compliance and PbD for these features.
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Chapter 8

Case Study

8.1 Rationale and use

In this chapter and the next, we present a case study based analysis of DISCREET’s function-
ing. Starting in this chapter with building the model, we import DISCREET into a subset of a
third-party model as shown in Figure 8.1. Then in Chapter 9 we analyse the results and assess
the functioning of DISCREET. This is not only an obvious avenue for testing a domain exten-
sion but is indeed also the path taken by Costa et al. in testing SysML4IoT. Although there are
some differences, as is to be expected given the different natures of the two domain extensions,
SysML41oT was not only tested by way of a case study but also used a subset of the external
model involved. Doing so limits the test scope to a manageable size whilst still having a test
environment that is independent from our own work. The procedure for selecting and using this

third-party model is explained below in Section 8.3.

Although testing such as that performed here is a reasonable conclusion to the work of developing
a domain extension, the motivations for these tests should still be stated explicitly so as to guide
the process and establish how the results should be interpreted. This is a two part problem, split
between conducting the test and then assessing the results. Here we will conduct that test, but
both this chapter and the next directly relate to the primary and sixth sub-research questions.
Although Chapter 7 seemingly already provided an answer to both these research questions by
developing the DISCREET domain extension, that answer still needs to be strengthened by way
of functional testing. By this we mean, confirm that the domain extension can indeed be imported
into another model and then used to alter that model as intended. This “as intended” qualifier
implies testing both the domain extension in its own right and also as part of the case study it is
imported into. Naturally the case study will therefore also have to be presented in SysML. For
reference, both the primary research question and RQ6 are repeated below.
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Figure 8.1: Chapter 8 research focus
The primary research question:

 Can a single SysML domain extension address both compliance and privacy by design in

consumer loT, and if so, what are its components?
Sub-research question six:

* What form could an approach to engineering compliance and privacy by design into loT

devices and systems take, if it were expressed in standardised systems engineering terms?

8.2 Case study choice

The case study is defined in Section 8.3, before getting started though, some ground rules must
be established. This specifically relates to where to begin and how to proceed. In short, the
DISCREET domain extension will not only be imported in the case study system model, but
will also provide the starting position and sequence of events for modelling as we will be using
each DISCREET method in sequence. However, two additional concepts must be noted. These
are the system of interest and the enabling system. Where the system of interest is the system
being designed and enabling systems are those interacting with the system of interest. This also
implies that enabling systems relate to the system of interest as stakeholders [76].
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Drawing in an extensive model with an overly complicated system of interest and many enabling
systems could easily become so involved that clarity is lost and the quality of the analysis un-
dermined. Further complicating these considerations was the need for a case study that would
not only involve consumer IoT but also make some narrative sense with regards to the need for
using DISCREET. It was therefore decided to find a case study that had the best narrative fit and
then to use only a subset of its system of interest. This limiting of scope is aimed at producing a

manageable but also fully functional example.

We considered the “Residential Security System” example used by Friedenthal et al.. As a case
study that could be a good example of a consumer device now subsumed into the IoT sphere.
However, we found the narrative link a little tenuous while the example itself was intended
for use with OOSEM and therefore also not a good fit for our purposes, since we wish to test
DISCREET as is. Next we considered the examples used by Hetherington in his introduction to
SysML. Although the examples in that text are of high quality and already in the Sparx EA native
format, they are unfortunately far too small and often simple to make for good test vehicles. The
third option considered, and the one chosen, was the “Portable Audio Player” tutorial example
provided by Sparx Systems itself. This too, can fit the bill as a consumer electronics device now

networked and offering advance services.

8.3 Introducing the case study

Figure 8.2 shows the model index for the portable audio player and also lays out the intent Sparx
Systems had with this case study. We will immediately discount the second part of this case
study as we are not interested in UML integration or the generation of source code. Next, we
considered the model elements and decided to focus on the system of interest as subset of the
larger model. The system of interest subset model is shown in Figure 8.3 as model elements and
presented on a bdd in Figure 8.4. Unfortunately this still provided too large an example. The
scope was then further narrowed to focus exclusively on the introduction of a single new element
to the system. By making this an “in process” addition the scope is sufficiently limited without

hindering the opportunity to showcase different parts of DISCREET functioning as intended.

In Figure 8.4 we present the portable audio player device’s system of interest block definition
diagram (bdd). This is taken directly from the Sparx case study with two amendments. The first
is changing compartment inclusion to not display all part and flow properties. This saves on space
with no effect on the model. The second was to migrate the system of interest to SysML 1.5.
This is the version of SysML worked for DISCREET and was also needed in a more general
sense since the Sparx case study is in need of an update as it is provided in SysML 1.2. The
update here was simple since we are only dealing with a single diagram and its elements, though

migrating the entire case study would have been more involved!.

Although not needed here, Sparx does provide model migration advice which can be found at
https://sparxsystems.com/enterprise_architect_user_guide/15.2/model_domains/migrate_
sysml_1_1_model_to_sys.html


https://sparxsystems.com/enterprise_architect_user_guide/15.2/model_domains/migrate_sysml_1_1_model_to_sys.html
https://sparxsystems.com/enterprise_architect_user_guide/15.2/model_domains/migrate_sysml_1_1_model_to_sys.html
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8.3.1 Case study scenario

The hypothetical scenario involving the Sparx portable music player example is as follows. A
team of engineers have been tasked with taking an existing product and enhancing its functional-
ity for a new edition. Specifically, an existing music player will be provided with new software
and hardware to enable it to connect to the Internet and interface with streaming services such
as Spotify. The manufacturer has decided that standalone music players can not survive without
the extensive music library and recommender systems of a service such as Spotify. This decision
was reached after reading relevant research [85] and assessing the capabilities of their current

hardware. The company then tasked a systems engineer with the redesign effort.

After reviewing the hardware and new targets, the engineer decided to start by adding some
existing data input software to the device. This software can be called via the existing UI and
displayed on the device’s touch screen. At present all it can do is have a user input some data
and change that data. The intention is to expand this basic functionality to a fully integrated
system for the user to manage not just their data but the entire system. At this point, the engineer
realises that there is a potentially significant problem as their system is collecting personal data
and providing it to third-party processors such as Spotify. To get ahead of the problem at this early
stage, the engineer decides to import DISCREET into their system model and act accordingly.

bdd[package] Design [loT design] /

ublocks
Portable Audio Player

+proc +Hi +pwr] +r

wblocks ublock» «block» «block»
Portable Audio Player: Portable Audio Player: Portable Audio Player: Portable Audio Player:
:Processing Subsystem :User Interface :PowerSubsystem :Transport Subsystem
+hin +iscr +dms
ublock» «block» «block»
Portable Audio Components:: Software::Data
Player::User Touch-screen Management
Interface::Buttons Software

Figure 8.5: Portable IoT audio player bdd

In Figure 8.5, the updated system of interest is presented. The data management module, now
deployed to the music player, still only has the basic front-end functionality of inputting data,

including personal data such as that for account setup, and amending data. At the back-end
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though the software module is setup to pass that data on to the servers of third party processors
via the POST and PUT methods, with PATCH and DELETE not implemented. It is at this stage
that the engineer responsible decides to bring in DISCREET.

8.4 Model building

8.4.1 Governing method execution

The systems engineer reviews DISCREET and, following the process of the governing method?,
decides to import DISCREET as is, with components used as and when they become relevant
to the system under development. At present, only the data management module deals with
personal data and this will accordingly be the area of focus®. This process of drawing in DIS-
CREET and choosing which portions to follow are all structured via the governing method. The
governing method activity diagram, introduced in Section 7.2, is included below as Figure 8.6
and amended to highlight those portions of the method followed by the systems engineer in our

case study. The full sequence followed by the systems engineer is as follows:

* Derive system model: This is already done as the engineer is working with an existing
product, the system model at this level includes the system of interest as per Figure 8.5

* Determine which elements of DISCREET are needed: The engineer decides to follow the
“isDISCREET” guard and use all of DISCREET in their system model

* Clarify if MGF or another methodology is used: They follow the “isMGF” guard and use
MGF to structure their activities

* Import the related DISCREET meta requirements to the system model: Since all of DIS-
CREET is used a full import is performed as shown in Figure 8.7

* Follow the DISCREET methods for each meta requirement: This is discussed in more

detail in the following subsections

* Maintain and produce DISCREET outcomes: This is discussed in more detail in the fol-

lowing subsections

* Maintain continuous reference to DISCREET in the system model to allow for changes
over the system’s lifecycle: The system engineer’s choice for the full import of DISCREET
ensures that any future changes to the system will also have to pass the checks imposed
by DISCREET

2 All the specifics of each DISCREET method are not repeated here, but for ease of reference they are all listed
in Appendix A. Some of the diagrams that are included here are also edited with parts faded to draw attention to the
Case Study implementation of DISCREET.

3This is only the current case, but as the system model develops, more components that explicitly deal with
personal data and the opportunity for data leakage will be introduced. The use of DISCREET would attend to both
occurrences.
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Next the systems engineer starts to follow the MBSE Grid Framework (MGF)*, but since they
are working with a pre-existing system, much of that system is in a state of full development. As
such, their first task is to map the existing system to the MGF. A full and mature system model
will populate all four pillars of the MGF. However, the targeted implementation presented here
initially presents a complete solution model (the existing audio player) to which a new logical

component is introduced (the data management software), where after DISCREET is imported.

; J
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Figure 8.6: Governing method for the case study

In other words, the initial problem space for a portable audio player was defined and worked
until an eventual solution could be developed. This places the audio player model in the solution
phase, and since we are only viewing the bdd for the system of interest here, all components
reside under the structure pillar’. The subsequent introduction of the data management software,
sees this block placed under the structure pillar but at the white box level. This is because this new
block addresses subsystem functionality and is not yet fully implemented into the audio player
model. Therefore, as the data management software is developed from a logical subsystem to
a realised subsystem, it will move down to the solution phase in the same pillar. As this move
can not happen until the previously mentioned privacy and compliance failings are addressed,

the new component remains in the white box phase for the time being, as is shown in Table 8.1.

As the systems engineer proceeds to the following methods, they can now be guided by the
mapping for MGF which is already included in DISCREET. For ease of use, this is displayed
on the activity diagrams for each method by way of black box, white box, and solution swim
lanes. These are however, only shown if they are appropriate, which is why none of them are
included for the governing method since it precedes other modelling activities. Similarly, the
audit trace method does not include a solution phase swim lane since required solutions can only

be developed once the compliance trace method is enacted.

4The MGF was introduced in Subsection 5.4.3.
SPlease see Table 5.3 for a recap on the positioning of SysML model elements in the MGF.
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Figure 8.7: Case study subset with DISCREET imported
8.4.2 Audit trace method execution

Next the engineer follows the audit trace method and determines that since they will have to com-
ply with the GDPR, a linked audit methodology is needed. Their local regulator does however
not publish such. They therefore follow fork two of the audit trace method and select the CNIL’s
PIA as applicable adjacent methodology. The next steps would be to draw in the needed audit
requirements and link them as appropriate, but since DISCREET is used in full, the CNIL re-
quirements are already present. The full activity sequence for the audit trace method is described
in Section 7.5, while the activity sequence for fork two is as follows and is also presented in Fig-

ure 8.8:

» Determine context: An existing audio player is being revised to include networking func-

tionality to capitalise on the popularity of consumer IoT devices
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* Determine if there is an official audit methodology: None publicly available

* Determine if there is an applicable adjacent audit methodology: Yes, that provided by the
CNIL

¢ Include a requirement that all audit requirements should be drawn into the model as ap-

propriately formulated “shall statements”: White box requirement inclusion

* Determine that all audit requirements are included and up to date: Those included with
DISCREET are the newest available

+ Determine that no new official audit methodology has been released: None released®

* Record all requirements to the requirements matrix for later use in the compliance trace

method: White box inclusion

act[activity] Audit trace [Audit trace method]

Black box phase White box phase

Determine

~ Determine ~ v
.—’ e audit

methodology

Activityinitial
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/ = (" official Wwrite to
- \ -
Lo oo | o) [ =
7 lisadjacent updates E
\/ [lisAdjacent] inclusion L \_ check matrix
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Figure 8.8: Audit trace method for the case study

With audit requirements now drawn in, as shown in Table 8.27 the systems engineer can start to
assess the data management module and immediately sees a problem. From the audit require-
ments that could be linked, C2.2.4(I): Rectification of Data Assessment is a clear fit. It requires
that the data controller, the company the engineer works for, must describe the controls deployed
to allow data subjects to delete or change their data, including how third-party processors are in-
formed of such changes. This is not done and will have to be attended to, however, no action is

taken as yet since the compliance trace method must first be executed.

8.4.3 Compliance trace method execution

The engineer proceeds to the compliance trace method and finds that the initial steps are already
taken care of. The applicable legislation is known, requirements formulated, and the audit trace

This may seem a repetition of step two, but is intended as a recurring check given that DISCREET is applied
across the system lifecycle. Although this activity diagram ends, the governing method does not and as such elements
of all other methods are called throughout the system lifecycle.

7Only requirement ARNS is shown as all the other audit requirements are derived from it and there are 55 of them.
The full list is available in Section B.4.
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method completed. Similarly, the meta-requirements for document formulation are present and
the system model is complete, though new additions must now be made to connect DISCREET
requirements to model elements. The full compliance trace method is discussed in Section 7.6

wile the steps followed here are:

* Determine applicable legislation: The GDPR

 Cast the compliance requirements as “shall statements™ and include in requirements database:
DISCREET provides the applicable GDPR requirements®

* Complete the audit trace method: Already done
+ Include meta requirements for reporting artefact generation:’ Done
+ Build out the system model in SysML: Done!?

» Attach the applicable requirements to model elements using the «satisfy» relationship:

Discussed below

» Generate reporting artefacts where requirements and model elements intersect or should

intersect: Discussed below

* Link meta requirements to reporting artefacts using the «realization» relationship: Dis-

cussed below

8 All requirements are traced to GDPR articles via the numbering scheme used and also includes cross referencing
to linked audit requirements and in some cases, outside resources.

9Since DISCREET meta requirements are linked to stakeholder needs they slot into the black box phase, while
the requirements and reporting artefacts produced are in the white box phase.

19For the case study elements.
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* Link compliance requirements, audit requirements, and system components to the newly

generated reporting artefact using the «tracey relationship: Discussed below

After the inclusion of DISCREET compliance requirements the MGF state has an additional 57
requirements added to the white box phase, here represented by their common top level require-
ment, CRNS. Table 8.3 presents this state, while Section B.3 lists all the requirements. Also
shown is the inclusion of meta requirements in the black box phase. As the systems engineer
now proceeds to link requirements, meta requirements and other system components, reporting
artefacts are produced and system components altered. These changes are reflected in the white
box and solution phases. However, at this stage the first issues with the data management soft-
ware are only located and the software itself can not yet be changed, which is why the logical
component in the white box phase can not yet be replaced by an implemented component in the

solution phase.

. Pillar
[ Fequirements | Behavior | Stucture | Parametrics |

c
=
)
=

(@)
(2]

«block»

«
Portable Audio Player::
Transport Subsystem

x
cC (@] «requirement»
(@) o0 CANS: Compliance
* p— Assessment Meta
-lc)) % Requirement Needs
Statement
S =
S (aa]
w [
(72 >o< ] "
(@) «requirement»
< o CRNS: Compliance «block»
() Requirement Needs Software::Data
) Statement Management
o =
orftware
{= Soft
— ;
(o]
-l

Table 8.3: MGF state after compliance trace method requirement inclusion
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Figure 8.9: Compliance trace method for the case study

Acting on the DISCREET meta requirements and related compliance and audit requirements, the

systems engineer creates two new diagrams to cover the two different issues relating to personal
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data, namely changing data and erasing data. Since this is simple data changes and deletion,
the relevant audit requirements are C2.2.4(I)!' and C2.2.4(IV)'2. The notes section for each
requirement indicates the relevant compliance requirements which are, respectively, G16'> and
G17.1.b'*. Here the engineer finds that G16: Data Rectification is currently in compliance since
the data subject is able to edit their local data freely and can also change off-site data. However,
data deletion only holds for local data with the data subject not able to delete all oft-site data
held on them. This is because requirement G17.1.b has not yet been implemented with respect
to the data management software. As a result audit requirement C2.2.4(IV) is in a state of non-

compliance and a Class 3 report will be generated.

8.4.4 Meta requirements met

While executing the last steps of the compliance trace method the engineer creates a new diagram
entitled Compliance Outcome G16 dms!®, as shown in Figure 8.10. Here we see that both the
audit requirement C2.2.4(I) and the compliance requirement G16 are met. As a result this satis-
fies meta requirement Class1 and generates a related compliance report. This report is entitled
“C2.2.4()-G16: DMS Classl Report” and linked by a trace relationship to all other elements
other than the Class1 requirement since it realises that requirement’s specifications. The report
contains any free form information the engineer might deem relevant, the information of the
system elements linked to and finally the compliance information itself which is filled in using
form “2.2.4 Exercising the rights to rectification and erasure” from the CNIL PIA knowledge

base addendum “Application to [oT Devices”.

Thereafter the engineer creates a second diagram entitled Compliance Outcome G17.1.b dms.
Although G17.1.b does not appear on the diagram itself, the title is used since the main point
here is the non-compliance to G17.1.b. For the elements that are present the connections are
made as before but this time the dms to C2.2.4(IV) link is a «trace» which reflects the fact
that G17.1.b is not satisfied in terms of C2.2.4(IV) though there is a link which is needed for
reporting purposes. Doing so allows for «#race» relationships to be used for reporting in matrix
views. The engineer then produces a report as before selecting the elements and the CNIL form
needed. However, a mitigation for the non-compliance must now be included. This mitigation
can be formulated now or drawn from the results of the PbD method, which comes next. With
regards to matrix views, Figure 8.12 shows the utility of using these with a somewhat unorthodox
link. The «frace» relationship between a model element and audit requirement sticks out like the
proverbial sore thumb. A similar approach can be used to locate links between Class 1, 2, and 4
meta requirements and the reports documenting them. A further point on reporting is that quick

matrix reports like that presented here are helpful for locating specific issues, but reporting to

HRectification of Data Assessment

12Data Erasure Assessment for Consent Withdrawal

13Data Rectification

14Erasure After Withdrawal of Consent

15The compliance outcome in relation to G16: Data Rectification for the data management software (dms).
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Figure 8.10: First compliance outcome for the dms

stakeholders would benefit from exporting the tool generated matrix to something more capable

such as Excel, which was the case with Figure 7.14.
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Figure 8.11: Second compliance outcome for the dms

The new reporting artefacts and the the requirement diagrams they are included in, now reside
under the solutions phase for the requirements pillar on the MGF. This is shown in Table 8.4,

though only the reporting artefacts themselves are shown to reduce clutter.
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Figure 8.12: Audit issues matrix for the dms

. Pillar
[ Requrements | Behavior | Structure | Parametrics |

X
cC (@] «requirement»
o o0 CANS: Compliance
°p— Assessment Meta
JL—)-' ﬁ Requirement Needs
Statement
o i
S o0
Jud R
a9l 8 remen
«requirement»
< o CRNS: Compliance «block»
() Requirement Needs Software::Data
' ) Statement Management
. p—
e Software
— ;
©
|

Compliance N «block»
Outcomes:: Portable Audio Player::
C2.2.4(Iv): Transport Subsystem
DMS Class 3

Report

Table 8.4: MGF state after compliance trace method application

c
O
-
=

o
wn

8.4.5 Privacy trace method execution

After completing all the steps relating to the first three methods the systems engineer now turns
to the fourth and final method, which governs privacy by design by way of the LINDDUN
threat modelling methodology. Following the steps of the privacy trace method, as introduced
in Section 7.8, the engineer is able to clearly identify and describe the privacy threat at issue and
also develop additional requirements. These steps are outlined in Figure 8.13, which shows the

portion of the privacy trace method deployed in the case study.

The systems engineer starts by determining the DFD, typing all elements and determining that
the problem here is located on the data flow (DF) between the device and the third-party. To
recap, this is due to the data subject’s ability to edit and delete local data about themselves, but
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Figure 8.13: Privacy trace method as applied to the case study

not that stored in the cloud. This is presented on the system DFD in Figure 8.14 and shows that

the data subject is able to interact with the data management software, though no analytics or

other returns are offered yet. By using this software on the audio player, the data subject can

view and change any data about themselves as long as it is stored on the audio player itself. For

third-party services, there is a similar flow of data between the third-party service and its own

data store, but the data subject is not able to access that data in the same manner. This is due

to the limited functionality of the data management software on the audio player, which in its

current state only allows for the POST and PUT methods to be used, while empty data fields are

also not allowed. As a result, the ability of data subjects to manage their own data is severely

limited and clearly not in compliance with GDPR requirements.

Internet boundary

Werites

/—“‘

External Music
Service

External Music Service
Data Store
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Audio Player Trust Boundary
Writes

Data
Management

Audio Player Data Store

Software ‘\Re ads

Figure 8.14: DFD for the proposed IoT audio player at present state of development
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It is further determined that the threat type is that of non-compliance (Nc). The engineer can now
map the threat to the LINDDUN threat tree, as per Figure 8.15, and determines it to be “Nc_2
Incorrect or insufficient privacy policies”. No prioritisation of threats is needed thereafter as
there is only the one at present and documenting the threat was already performed under the
previous method, though the engineer is free to add the LINDDUN outcomes to those reporting
artefacts. Finally, the threat is found to link to a guarding association since, although the threat
isn’t realised due to the system being under development, the threat could only occur if data is
shared with a third party. From there it is found that new system requirements can be generated

with the following proposed:

* LR1: Third-party data provision; The portable audio player shall only provide data to third
parties if the API provided by those parties supports, at a minimum, the amendment and

deletion of data directly by the data subject.

e LR2: Third-party data management; The portable audio player shall implement all data
deletion and amendment capabilities relating to third-party services.

Policy /consent
non-
compliance

Incorrect or
insufficient privacy
policies

Figure 8.15: Case study non-compliance threat tree

The newly generated requirements are then linked to DISCREET requirement L2'® and included
in the solution phase of the MGF. However, if the threat had already been realised then LIND-
DUN would have guided the engineer to its solutions mapping which, for compliance, suggests

161,2: LINDDUN Results Implementation. Results from the LINDDUN threat modelling methodology, including
requirement formulation and PET recommendations, shall be imported into the system model as appropriate.
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a number of PETs including IBM’s Enterprise Privacy Authorisation Language'’. Again, the re-
quirement option to head off threats before they are realised is the cheaper and less cumbersome

outcome.

With DISCREET now integrated into the model and the previous issues with the dms addressed,
the engineer can continue with their project. Since they now have access to the compliance and
audit requirements before the fact, they can test new systems as development proceeds according

to each of the methods. They are also free to use the fourth method, PbD, in a preemptive manner.

Returning to the MGF, the systems engineer can now use it to guide their actions, specifically
with regards to when and in which order actions are to be taken. To recap, this works from left to
right and top to bottom, with newly added elements slotting in at their top most spot. This also

links to DISCREET’s governing method which purposefully ends in a loop and thereby ensures

use across the system lifecycle even though the MGF itself is used in a linear fashion.
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It is also important to reaffirm that in building a full system model, the use of the MGF will play
a much greater role than in the case study discussed here. That is because the case study starts
with an existing system model, only covers the system of interest for that model, and DISCREET
already plots its functioning to the MGF. When creating a system model from scratch then, the
MGF will function as primary guide for the system engineer’s efforts, whilst the DISCREET

mapping ensures that process related conflicts are avoided.

The system engineer can now proceed to change, or request changes to, the data management
software in accordance with DISCREET requirements. This may involve the use of parametric
diagrams to describe the new functionality and guide any needed testing and will ultimately lead

to the implementation of the updated software as a new subsystem in the solution phase of the

"More information at https: //www.w3.org/2003/p3p-ws/pp/ibm3.html
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MGF. At that point the engineer will be able to proceed with further development of the IoT
audio player, starting with black box requirements. As this process must therefore also touch
on the already included DISCREET requirements, these will activate again and ensure that any
new components are GDPR compliant and that PbD is continually assessed. This also implies
the continued use of DFDs. The first of these future DFDs though, would be the redrawing of
the data flows related to the data management software once it has moved to the solution phase
on the MGF.

8.5 Moving forward

The case study presented in this chapter purposefully focused on a single issue as this allowed
for DISCREET to be tested in a constrained manner!®. Doing so also allowed for DISCREET
to be imported and linked to an independent system model. As a result, we are in a position to
not only test DISCREET on its own, but also test its functioning in connection with the external
model. Such testing includes the measure to which the previously determined viewpoints and
their requirements are met, traceability, and a tool specific test for language adherence. These

tests are presented in the following chapter.

18 A full implementation would have generated hundreds of pages worth of reports alone.
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Chapter 9

Verification and Validation

9.1 Aims

The primary tasks of the systems engineer include developing the specifications for designing,
validating and verifying all aspects of a system. Using SysML the engineer has access to clearly
defined system tolerances, measurements and other parametrics [139]. However, it should be
remembered that MBSE provides an abstraction of the system under design, in the form of a
system model. This model, being an abstraction is not a one to one copy of the system, but
instead contains only the elements needed to successfully realise the system [76]. Accordingly,
both verification and validation are focused on successful outcomes for the system as modelled,
but in different areas. Where verification is concerned with demonstrating that the system works,
validation is focused on determining if the system works as intended. Returning to the abridged

definitions provided by Boehm this can be formulated as:

* Verification “Am I building the product right?”

* Validation “Am I building the right product?”

Broadly speaking then, for DISCREET the question of verification is if it can demonstrate in-
ternal coherence, if its elements are well formed, and if it is able to maintain these traits even
after being imported into other models. Validation on the other hand will focus on the extent to
which DISCREET addresses compliance, auditing, and privacy concerns accurately and fully,
that is to say, does it do what it set out to do. DISCREET is, however, not a fully fledged system
but a model library and accordingly can not fully demonstrate the above without application to
a system model. That was the task of the previous chapter, while this chapter will analyse those

results, as shown in Figure 9.1.

There is typically a test case, with set performance metrics involved in system testing [76]. How-
ever, the testing presented here is focused on DISCREET and as such does not involve the type
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Figure 9.1: Chapter 9 research focus

of metrics that might be associated with requirements around engine performance, power use, up
time, or a myriad of other system dependent engineering requirements. This purposeful omission
is aimed at DISCREET only and not at the case study used in the previous chapter. In a real-
world scenario then, the systems engineer would perform a full set of model-driven and defined
tests for both validation and verification across the model lifecycle. In the context of testing
DISCREET though, doing so would be counterproductive and involve a lot of conjecture. In-
stead, when conducting verification and validation we will endeavour to follow best practice,
which in this case comes in the form of ISO 15288. Figure 9.2 presents the activities and out-
comes for each as process blocks taken from [76]. Verification is problematic though due to the
stakeholders involved being archetypes of potential users. This is further discussed in Section
9.3.

Casting our verification activities in the light of Figure 9.2 we can lay out the following project.
To verify our work we will use one internal (model analysis) and one external (traceability)
tool, both introduced below. This constitutes the «activity» portion of the process, where the
use of each tool is doubled. Meaning each is applied to DISCREET on its own and then to the
combination of DISCREET and the case study model. The «outcome» of this process then will
be evidence that DISCREET is a well formed SysML model library, can be imported successfully
into other models and allows for its elements to connect to the elements of those other models
and act upon them as directed by each of DISCREET’s methods. The latter point also addresses

the issue of traceability.
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Figure 9.2: Verification and validation best practice

([76])

9.2 Verification

9.2.1 Model analysis options

In the practice of design science there are two often used avenues for assessing MBSE models
[161]. The first is model analysis by way of an external ontology' and the second is a case
study approach. Using a standalone ontology is especially useful in testing new domain specific
languages or domain extensions extending an existing language via new or altered stereotypes.
However, for a domain extension of the type «modelLibrary» within SysML, we can fall back
on SysML’s own formalism to check for coherency and as such make a meaningful statement
regarding verification’. This still leaves validation to be addressed though, for which we have
used a case study. However, due to DISCREET needing to not only function in its own right but
also once imported into another model, model assessment is also conducted by way of the case

study, with this work done in Sparx Enterprise Architect.

Sparx Enterprise Architect comes as standard with a “Model Validation” tool which can be
launched as part of the system output window. In Figure 9.3 we see a snapshot of this tool
running and producing a long list of warnings. These are “unrealised” warnings related to each
of the DISCREET requirements which is unavoidable since DISCREET is a model library and
not a fully fledged system model®. Given the nature of these warnings it would be safe to ignore

them and still use the tool, as we do in Subsection 9.2.2. A further point of note is that although

Not to be confused with the ontology or ontologies included in a model and typically drawn in via viewpoints.

2The first option is useful for domain specific languages since it can be used to confirm language coherence. This
is not useful in the case of a model library though since those language checks would be running against SysML and
not DISCREET.

3The requirements will only ever have a «deriveReqt» relationship until DISCREET is imported into a system
model and used.
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Sparx has chosen to call this a “Model Validation” tool, what it is actually doing is model analysis

in terms of verification. That is to say, the tool determines if the model is built correctly.

Figure 9.3: Model verification in Sparx EA

In addition to the warnings generated in Figure 9.3 the Sparx EA tool also currently, and in all
builds available at time of writing, incorrectly identifies all «includes» and «extends» relation-
ships for use cases as erroneous. The issue has been raised with Sparx and a bug report entered
but a resolution is not expected imminently. Thankfully this has a minimal impact on the work

conducted here and the related test can be disabled.

In addition to the Sparx tool we will also use the Model Expert “Snapshot meta-model” to specif-
ically assess traceability. The tool creates an abstraction of all model elements by type with all
explicit links between each type. This is often used by consultants when assessing modelling
done by clients as it not only provides a high level model overview but immediately shows any

missing traces.

9.2.2 Model analysis

The Sparx EA tool performs checks (verification) against the metrics listed below. Since each of
these are optional, and given the aforementioned issues with requirements, we have deselected
requirement checking as an option* and then ran the validation check against all remaining op-

tions. As shown in Figure 9.4, DISCREET passes all checks with no errors and no warnings.

Sparx EA model analysis metrics:

* Element: Well-Formedness
* Element: Composition

* Element: Property Validity

Element: OCL Conformance
» Relationship: Well-Formedness
* Relationship: Property Validity

* Relationship: OCL Conformance

4 After confirming no true errors were present.
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* Feature: Well-Formedness
* Feature: Property Validity
» Feature: OCL Conformance
* Diagram: Well-Formedness
* Requirements: Management

* Systems Modelling Language (SysML) Rules

The primary areas checked then are well-formedness, composition, property validity and con-
formance. Well-formedness rules determine if an element, relationship, feature or diagram is
well-formed. For instance, checking if all the elements on a diagram are valid. Composition
rules are used to assess the containment of children for each element, with regards to validity,
number of, and missing children. Property validity, on the other hand, refers to checks gauging
if elements possess their defined properties and if any values are incorrect. The last of the four
main checks is that for conformance to the Object Constraint Language (OCL), which is checked
with regards to elements, relationships and features. Two additional checks are also included,
namely requirements management and SysML rules check. The latter is needed since the main
checks run against UML rules. Since SysML is a profile of UML, the UML checks are func-
tional but do not cover SysML specific requirements, hence the inclusion of a SysML check.
The remaining check is that for requirements management which ensures that all requirements
are realised. Though this can be very useful in a fully developed system model, it is problematic

for a model library as already discussed in Subsection 9.2.1.

System Output

System Script  Version Control  Model Validation

Validation complete - 0 error(s), 0

Figure 9.4: DISCREET model verification with requirements deselected

After running these checks on DISCREET, the next step was to run the tool against the case
study on its own. This was done in the first instance by targeting the full case study instead
of just the subsection used to assess DISCREET. In Figure 9.5 we present the rather disastrous
results of this exercise. We also confirmed that this was not due to error on our side by running
the model analysis directly upon opening the case study for the first time. A closer look revealed
that although the individual elements of the model are listed as being of the stereotype “SysML
1.5”, the actual model was created in SysML 1.2 and the author recommends setting Sparx EA
to use 1.2. Alternatively there is the conversion script provided by Sparx but neither of these
options appear all that promising. It is for this reason, and given our need for only a subset
of the case study, that we opted for recreating that subset from scratch in SysML 1.5 to ensure
compatibility with DISCREET for testing purposes. As shown in the DISCREET meta-model
in Figure 7.3, DISCREET is written in SysML 1.5, though this does not imply incompatibility
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with older versions of the language. The case study could have been used without recreating it,
and would have served perfectly fine if the ability to execute the model was the only test being
performed. However, since the model analysis used specifically assesses full adherence to up to
date language standards, we have to either abandon the model analysis or update the case study

and opted for the latter.

System Output

System  Script

st reference a unit
lue must reference a dimension
ference a unit
st reference a dimension

st reference a unit

Figure 9.5: Full case study errors and warnings

After importing DISCREET into the updated case study we reran the same verification test using
the built in tool and found that all tests were successfully passed. This is shown in Figure 9.6 and
confirms that DISCREET is well-formed, adheres to language rules, and maintains its integrity

even after being imported in to the case study model.

System Output

System  Script  Model Validation

Validation complete - 0 error(s), 0 warning(s)

Figure 9.6: Case study verification with DISCREET imported

9.2.3 Traceability checking

Traceability is an essential component to a well formed model, not only in the general sense
of having a connected and functioning model but also specifically in ensuring that both system
requirements and stakeholder requirements are met [68]. This includes requirements drawn into
a model but not applied at present. There must be a higher order requirement justifying their
inclusion, which either directly or through its derivations, link to other model elements. The
easiest way to establish such linking is via a graphical meta-model representation showing no
unexplained unconnected elements. In Figure 9.7 we see Model Expert’s “Snapshot meta-model

tool” performing such an analysis with the results in Figure 9.8.

Since DISCREET is in the first instance a domain extension and model library and not a fully
fledged system model, it should be expected that some of the elements it contains would cause
problems for this type of analysis. Specifically, change elements which are not SysML elements
and example artefacts contained in model views. With this accounted for, DISCREET still con-
tains three distinct and separated sets of elements. The first and largest is the directly functional
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Figure 9.7: Model expert determining model relationships

elements including requirements and activity diagrams (methods). The second is the viewpoint
related elements which represent the various applications of DISCREET and the third is use
cases. We would therefore expect a snapshot meta-model to present three islands, one for each

set of elements. This is indeed also what we find when we run the test, as shown in Figure 9.8.

With traceability for DISCREET itself established, the next step is to repeat the test with the
case study model once DISCREET has been imported. Here we again expect to see three islands
form for the same reasons. The larger left island must grow larger due to the case study model
elements now being connected to the functional elements of our domain extension. At the same
time the right hand side islands must remain the same. This again is exactly what we found and
is presented in Figure 9.9. Incidentally, when looking at the left hand island in the new snapshot,
it is clear that there is a single element type which connects otherwise two distinct models. This

element type is of course the requirement.

9.3 Validation

Although verification questions could be settled by way of automated testing, validation can not
directly be addressed in the same manner. Instead, we need to determine if we have built the right
model. This can be done by way of reference to the various viewpoints introduced for each of
the four DISCREET methods. In the following discussion we will briefly revisit each included

viewpoint and then determine of the concerns of their stakeholders have been addressed.

A caveat is needed here as testing a model against elements contained therein, including view-
points, is more in line with verification than validation. The latter should focus on stakeholder
requirements, however, since DISCREET is a domain extension in the form of a model library,
the stakeholders involved here are archetypes of potential users and interested parties, as op-

posed to actual individuals. This closes the door to much of what could otherwise have been

3 Although all the use cases are represented in the related viewpoints, those connections are not picked up by the
snapshot tool, which results in viewpoints and use cases forming separate islands.
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Figure 9.8: DISCREET Snapshot meta-model

done to assess a model in terms of validation. However, since stakeholder needs at the minimum
must include that DISCREET is usable for their purposes and these purposes are contained in
the viewpoints developed earlier, reference to the viewpoints can be used to make validation
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Figure 9.9: DISCREET implementation Snapshot meta-model

statements in this instance®.

OThis assertion is also supported by the common use of case studies to test domain extensions, as discussed in
Subsection 9.5.
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9.3.1 Governing method viewpoint

Since DISCREET is intended for use by systems engineers it is not surprising to find that they are
stakeholders in each of the four instances presented here. However, the associated viewpoints
are slightly different depending on the context and therefore also spawn different views in each
case. Subsection 7.2.1 introduced DISCREET’s governing method viewpoint and associated
modelling view, with Figure 7.5 showing the viewpoint package. Included in the model elements
exposed to this viewpoint via the modelling view, is the DISCREET meta-model which is a
unique feature of this view. The meta-model is needed here since the governing method must be
used by the systems engineer to structure all following processes, including options regarding
full or partial implementation of DISCREET. Any case study examining the use of DISCREET
therefore has to include the governing method, not only as a necessary condition for any further

work but also as a starting point for such work.

For the governing method, systems engineers are the only stakeholders and the associated view
therefore includes the full DISCREET model library. The stated purpose for the viewpoint then,
is “import and implement DISCREET”. In the case study explored in the previous chapter we
showed that DISCREET could indeed be imported and used as intended. This use included ap-
plying the governing method to determine which elements of DISCREET to use, which in this
instance was a full implementation. Furthermore, although the verification checks had a differ-
ent aim, their outcome also supports the contention that the domain extension was successfully

imported and integrated into the case study model.

9.3.2 Auditing method viewpoints

Within the auditing context both systems engineers and auditors are stakeholders and although
they have different viewpoints, the views they spawn include the same model elements. These
two auditing viewpoints were first discussed in Subsection 7.5.1, following on from the intro-
duction of the audit trace method as a whole. Although the audit trace method includes three
potential forks for modellers to follow, these options do not impact on the overall viewpoint
aims, which is why both the audit elements (systems engineer) and audit compliance (compli-
ance auditor) views can be included in a single package as shown in Figure 7.8. For systems
engineers in this context their primary aim is to prepare for auditing, so as to demonstrate com-
pliance during auditing. For auditors on the other hand, the task is compliance auditing to assess
if compliance targets have been met. Consequently, there is a full overlap of the model elements
exposed by the two views included in this viewpoints package.

The application of DISCREET to the case study then, showed that audit requirements can be
linked to model elements or used to identify missing but required functionality. It also showed
that this can be done during the design phase and that associated reporting can be produced
at this phase too. Furthermore, the successful assessment of one model component shows that

DISCREET does indeed deliver on these needs in the most direct sense. On a deeper and possibly
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more valuable level, the location of a non-compliance instance and the systematic development
of remedial actions show that problems are accurately located and dealt with during the design

phase. As such we can consider the concerns of both stakeholders addressed.

9.3.3 Compliance method viewpoints

As with the previous context, compliance again presents two stakeholders and their related view-
points as introduced in Subsection 7.6.1. In this case it is systems engineers and regulators and
again the two viewpoints spawn fully overlapped views. These views are also very similar to
those in the previous context with just the audit requirements package being swapped out for
the compliance requirements package and resulting in a very similar package diagram which
is shown in Figure 7.9. Given the connection between the two contexts this is not surprising.
Here too we find the case study based demonstration shows that the concerns of both stakehold-
ers were met. For systems engineers that was the ability to demonstrate compliance, while the

regulators wanted to assess compliance.

Of specific note here is that the connection between consumer loT and the GDPR is not limited
to IoT technology falling under the purview of the GDPR like many other areas. Instead, the
capacity for consumer [oT systems to collect, store and process personal data far outstrips that of
other fields [15], especially since the IoT has a tendency to subsume other fields such as health
and entertainment. Lastly, since the GDPR explicitly requires data controllers to implement
Privacy by Design [15], importing DISCREET into a system model is a clear and concrete step
towards complying with this requirement. Something which would be far more difficult to attest

to if the systems engineer attempted to address GDPR compliance in a less structured manner.

9.3.4 Privacy by Design method viewpoint

For this final context, initially discussed in Subsection 7.8.1, the systems engineer is again the
only stakeholder. In this case the primary concern is the ability to address privacy and related
threat modelling, leading to the eventual generation of remedial requirements or the introduction
of PETs’. The ability of DISCREET to deliver on these needs was demonstrated in the case study
with a non-compliance event mitigated via requirement generation. This followed the standard
audit trace method process which has LINDDUN threat modelling at its heart. LINDDUN is

also expressly included in the associated viewpoint package shown in Figure 7.17.

Subsection 8.4.5 discusses case study application of the privacy trace method and shows the ease
with which the systems engineer can follow the method, apply LINDDUN threat modelling,
and generate mitigation requirements. For the sake of completeness, it was also shown that the
systems engineer in the case study would have been able to locate an appropriate PET to use

should requirement formulation not have been possible.

TPlease see Section 3.9 for the discussion on PETS.
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9.4 DISCREET deployment and integration

The verification and validation work presented in this chapter examined if DISCREET meets
its stated aims with regards to internal functioning and integration into a system model. Al-
though these checks were all completed successfully, they do not yet speak to why presenting
DISCREET as a model library is such a powerful option or how this is superior to other avenues.
On this count in Section 3.18, when introducing SysML4IoT, the two options for developing
a domain extension were briefly discussed. These are either a model library as opted for in
DISCREET or profile based extension as opted for by SysML4IoT. For its primary functioning
DISCREET only relies on standards SysML or imports such as the MGF which are fully compli-
ant with standard SysML. Where DISCREET does touch on non-standard elements, such as the
CNIL audit documentation, these elements are all dealt with via a SysML wrapper, which can
take the form of a model artefact, requirement or action. As such, even these non-standard ele-
ments can be addressed in standard SysML tooling, which would of course not be the case for tool
dependent systems such as language profiles or automated modelling tools [111]. Though there
have been efforts to provide domain specific languages with more suited tooling [110], these still
do not provide the cross tool implementation, ease of use, and simple utility that comes with a

language compliant model library.

Furthermore, the provision of reusable model libraries within domain specific work does not just
include the tools a system engineer might need for a portion of their modelling, as is the case
with DISCREET, but could even extend to a template for the entire model within that specific
domain. An example of the latter is the availability of a CubeSat meta-model and a full example
model® implementing that meta-model [139]. The CubeSat example is also interesting in the
manner in which a significant portion of this good work is undone by opting for a modelling
and analytics suite that is linked to a specific tool. This tool is the same one that SysML41oT
opted for. Doing so might have seemed an obvious choice given the market dominance of that
tool, but as mentioned previously, that is no longer the case and for non-enterprise clients the
feasibility of this option is questionable’. DISCREET therefore not only offers a broad range
of functionality to the systems engineer, but does so in a language compliant manner making
DISCREET significantly more robust than other domain extensions. This is also underscored
by the positive results gained from the case study and verification and validation tests, which are

discussed in more detail in the following section.

8This model includes satellite hardware, behaviours, constraints and mission specifications.
9From the No Magic website it also appears as if the version in which SysML4IoT was developed has now reached
end of life and is being retired.
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9.5 Verification and validation summation

9.5.1 The path taken

The objective of the case study presented in the previous chapter and analysed in this one, is to
enable verification and validation of DISCREET against a range of standard requirements, show
that DISCREET can be imported in to a system model, and finally that DISCREET can bring
such a system model into GDPR and privacy alignment. Section 3.16 introduced the notion
of IoT modelling in SysML. This was done with specific reference to the SysML4loT domain
extension. Not only does that work clearly illustrate the need for a SysML-based loT domain
extension, but it also diverges from DISCREET on a number of counts. The most significant of
these are SysML4IoT’s formulation as domain extension of the type profile, while DISCREET
is of the type «modelLibrary», and that DISCREET targets GDPR compliance and privacy by
design across the system lifecycle while SysML4IoT does not. Though these differences are
significant, SysML4IoT as a project still presents valuable lessons'? for DISCREET, not least of

which is an avenue for testing functionality and implementation.

On the topic of testing SysML4IoT, Costa et al. make use of an evaluation case study which
specifically aims to demonstrate that their work can be used to generate a system model. This
then is also the path taken in evaluating DISCREET with a minor deviation. Both SysML4IoT
and DISCREET limited the testing environment to a manageable size but where DISCREET
does show the use of MFG in the case study, SysML4IoT omits the use of OOSEM'!. Thereafter
a per view analysis is performed of the implementation, which is also the option taken for our
analysis of DISCREET and presented in the preceding section. Finally, a qualitative analysis is
performed to ensure that the use of SysML4IoT provides dividends and an overall result which
exceeds the results gained by not using it. This again is done here for DISCREET not only
through the verification and validation checks performed but also by way of reference to the

benefits of it being a model library as opposed to a profile.

However, SysML4IoT is not the only comparable work with other authors also tackling the ques-
tion of testing SysML domain extensions and ensuring they address their intended purposes. For
instance, Maschotta et al. worked on an automotive domain specific language as SysML pro-
file, which the authors tested by way of application to a case study. Although this case study
was constrained to a single subsystem and the system being tested is smaller in scope than DIS-
CREET, the authors also reported issues with the bulk of test documentation generated. Finally
an applicable viewpoint is brought in and since all use requirements are met and demonstrated,

the authors conclude that the practical applicability of their approach is established.

10Figure 3.17 presents the IDeA methodology meta-model, which also partially inspired the DISCREET meta-
model shown in Figure 7.3.
1'The Object-oriented Systems Engineering Method introduced in Section 5.4
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City GML is an open 3d modelling and data handling standard for city topography. In their
influential'? article on modelling a City GML Application Domain Extension (ADE) in UML,
Van den Brink et al. compares and contrasts a number of alternatives, selects their preferred
option, and then tests it by way of application and model generation. This approach was subse-

quently described as “essential reading for developing an ADE” by Biljecki et al..

The rapid pre-validation of competing architectures in thermal modelling is targeted by the
TheReSE!? SysML domain extension [13]. Modelling thermal effects on components including
convection and radiation, TheReSE also provides traceability between simulation results and re-
quirements. Here too the authors chose a case study to test the functioning and validity of their
domain extension. Again, the authors limit the case study to a functional but manageable subset.
While a final and interesting take on the use of case studies is that taken by Koltun and Pundel,

who use two SysML domain extension based case studies to test a modelling framework.

Since domain extensions are by their nature bespoke endeavours, it follows that development and
ultimately testing and evaluation will also present with bespoke elements. That not withstanding,
the preceding discussion showed that the testing approach used here is well within the bounds
of accepted practice. This relates specifically to the use of a case study to show the functioning
of the new domain extension, as well as the extent to which it is suited to its stated aims. Also
often used, are clear rules to limit the case study to a manageable size or subset containing all
the elements which need to be tested, without generating repetitive and/or extensive additional
documentation. In this testing of DISCREET we also added the verification and validation as-
sessments which go beyond'* the testing performed in the work referenced above and is further

discussed in the following subsection.

9.5.2 Verification and validation results

It is tempting to take a near naive approach to GDPR compliance treating headline issues and
procedural points as the main events. This type of discourse also seems to point to the line of
thought that GDPR compliance is the end all and be all of privacy. That assertion is of course
false, which is why LINDDUN is used by DISCREET to assess privacy beyond legal compli-
ance. That being said though, there is some merit in briefly considering how DISCREET might
measure up against such a naive line of questioning. For this we turn to the work of Bastos
et al. who consider the impact of the GDPR on consumer [oT devices, but generally keeps their
discussion to systems at the highest level. They propose the following questions:

» Can a data subject find out if their devices are collecting data beyond the stated purposes?

* Could such data be shared with third-parties and are data subjects aware thereof?

12Their work was officially adopted by the standard’s working group.

13Thermics Related SysML Extension

14Given the differences in tooling, the further testing performed here would not have been available to most of the
sources sited above.



9.5.  Verification and validation summation 187

* Are there privacy dangers inherent in the online availability of personal data, including

diet, exercise and general health data?

* Are data subjects aware of associated dangers?

In answer to the first of these questions we saw that current home IoT devices do indeed rou-
tinely collect such data unbeknownst to data subjects. The implementation of DISCREET then
would promptly deal with both failures by limiting data collection to stated purposes, ensuring
that data subjects have clarity on said purposes, and declaring all data collection and storage to
data subjects. For the second question we revisit one of the major findings in Chapter 4, which
was that consumer IoT devices routinely collect and share data with third-parties without the
related data subject being aware thereof. To the extent that the data subjects are often not even
aware that the data exists in the first instance. Here too, DISCREET would nullify the prob-
lem by stopping unwarranted data collection and declaring all data flows and data processors to
data subjects. The third question relates to the threats of linkability, identifiability, information
disclosure, unawareness and non-compliance. These form a significant part of the [oT threat tax-
onomy presented in Table 6.3 and the bulk of LINDDUN. Accordingly, DISCREET would not
only identify all of these issues as significant privacy threats, but would act to mitigate them. This
then also provides a two-part answer to the fourth and final question since DISCREET would
act to directly eliminate these threats, thereby negating any need to inform the data subject of
a threat that no longer exists. If however the threat is unavoidable due to system functionality

requirements, DISCREET would ensure that the data subject is made aware thereof.

Although DISCREET easily addresses these high level concerns, this in and of itself is proof of
very little since these hurdles are so easily passed. For this reason the testing presented through-
out this and the previous chapter was conducted. As stated in the previous subsection, most of
this testing is in line with that conducted by other comparable projects though the inclusion of
verification and validation checks goes beyond those projects. Starting with checking against
DISCREET on its own, we saw in Figure 9.4 that model verification checks were passed. Re-
peating this test after importing DISCREET into the case study again yielded the same result.
This showed that DISCREET not only passed the applicable tests but that importing it into a
model did not have any distorting effects. This then leads to traceability checking.

Checking for traceability by way of meta-model snapshots as we have done here, provides clear
evidence of the manner in which model elements, by type, relate to each other and across the
model. This latter point specifically allowed us to compare the expected model graph to the
one actually realised. Here we found the exact graph shape we expected both in relation to
DISCREET on its own and when imported into the case study. However, proving that graph
shape is what we expected is not yet proof that the models are truly correct. For this we need
to confirm that all model elements are of the correct type, appropriately connected, and do not
violate other language rules. For this we used the Sparx Enterprise Architect built in tool to
check against 13 metrics. After exclusions for warnings relating to unused requirements and a

system error, no further warnings and no errors were reported, thereby verifying the model.



188 Chapter 9.  Verification and Validation

Finally we attended to model validation by revisiting each included viewpoint and determining if
the concerns of each stakeholder per context were met. Here too we found that all such concerns

were met and as such we conclude that DISCREET functions as intended.

9.6 DISCREET assessment overview

As discussed in Subsection 9.5.1, the method of assessment used herein in has been deployed by
many other projects, provides the information needed to make that assessment, and also demon-
strates DISCREETs functionality beyond that assessment!>. A purely model based approach to
testing is also found in other projects or with a slightly different area of focus, such as the CubeSat
project introduced in Section 9.4, which had as its first milestone the use of its newly generated
model to produce common CubeSat specifications [139]. No assessment of any system would

be complete without discussing the systems limitations though.

In the case of DISCREET, the most obvious are those that relate to it being a SysML domain
extension. As such, DISCREET can only be used by practitioners who at the very least, are
familiar with SysML and have access to a modern and capable modelling tool. Though DIS-
CREET’s position as model library, as opposed to a profile, goes some way to advance ease of
use and broaden the range of tools available, there will always be some skills requirement placed
on the modeller. Further measures to aid in this regard are the inclusion of detailed methods'®
which contain associated view points, activity diagrams for their implementation and also fully
worked examples for GDPR compliance and auditing.

Although DISCREET was developed with the aim of addressing GDPR compliance and auditing,
as well as general privacy by design, within the consumer IoT sphere, the way in which each
method is structured allows for the systems engineer to take DISCREET outside of this targeted
domain and apply it to most any field with regulatory compliance and/or additional privacy
requirements. This adds additional functionality, but due to the sheer volume of work involved,
and in depth knowledge of the compliance regime needed, it was not possible to examine that
functionality.

The third limitation is that of SysML v2. SysML v2 has not yet been finalised or adopted, while
mainstream commercial tools have also not been released. Consequently, it would not have been
a good candidate for use in the development of DISCREET given the need for direct application
and reusability for system engineers. This may, of course, change in future and is therefore a

clear candidate for future work, as discussed in Chapter 10.

With DISCREET now developed, tested and packaged as a stand alone domain extension, the

bulk of the work for this project is completed. What remains though, is to cast an eye to the

ISDISCREET is tested in a case study, thereby demonstrating that it can be imported into and used to change the
compliance and privacy outcomes of that case study, and in so doing also provides the opportunity for verification
and validation to be performed which goes beyond the testing typically done in the referenced literature.

16Governing, audit trace, compliance trace, and privacy.
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future not just for the further development of DISCREET itself, but also the exploration of other
related work. In this, proposed work on new SysML model libraries and the linking of SysML,
threat modelling and formal methods already shows great promise. These and related topics are

further discussed in the following chapter.
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Chapter 10

Conclusion and Future Work

10.1 Project overview

The work presented here is both relevant and timely with regards to consumer loT, privacy, and
compliance. This is due to three factors of which the first two are strongly linked. The first is
the massive and continued rise in IoT adoption across the board [140]. The second is that, as we
showed herein, the privacy characteristics of consumer loT devices can worsen over time. The
third factor is the continued increase in systems complexity, which requires a well grounded and

capable approach to systems engineering, preferably with a strong focus on reusable elements.

In this work we set out to investigate if consumer loT devices are designed to meet both the gen-
eral privacy requirements of consumers and legislative privacy requirements, and if the current
answer is “no”, to then develop a remedy for this state of affairs. We established the answer to
this question is indeed “no” and from a combination of anecdotes on loT failures and research
conducted by others, we found that the primary area of failure is in the design of these devices.
That is to say, there are no technological or other reasons which preclude the manufacture of
sufficiently compliant and private consumer loT devices. To affirm this point and develop a

solution and guide the research needed to do so, we presented the following research question:

 Can a single SysML domain extension address both compliance and privacy by design in

consumer loT, and if so, what are its components?

From this primary research question we developed a number of supplementary questions to direct
the work to follow. In this the first port of call was to set out the exact nature of the research to do,
with reference to standard research practice. This includes both a review of existing literature and
conducting our own primary research. From the existing literature we found a large number of
other initiatives which also identify these problems and in some cases offer solutions. However,
these solutions are either narrow in their application, entirely theoretical, or do not address the

possibility of industry application during systems design. To structure the discussion in Chapter
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3, eight metrics that speak to the primary elements of the problem space were introduced and the
presented literature reviewed accordingly. This showed areas of overlap and areas of need. To
gain a deeper understanding though, especially with a view to developing a solution for the areas
of need, primary research was conducted using an loT testbed. Based on the results thereof we
found a series of failings which were in many ways far worse than expected but also affirmed
our position that the primary failure is one of design and that it was indeed possible that failings

could worsen over time.

To analyse the testbed results in more detail CNIL’s PIA was used and significant failings around
the processing and collection of user data were found, with this extending to communicating
these activities to users. As a first step to developing a solution, we considered the work pre-
viously reviewed using the testbed results as filter and found that both the CNIL’s PIA and the
LINDDUN threat modelling methodology were excellent fits. However, simply pointing others
to these two resources would be borderline pointless as neither cover all the elements required
of a full and industry usable answer to the challenges facing compliance and privacy by design
in consumer loT. Consequently, the DISCREET domain extension was developed to meet these
needs and is the primary contribution of this work.

Finally the newly formed domain extension had to be tested. For this a case study based ap-
proach was used, incorporating a model built by a tool vendor which was wholly unrelated to
DISCREET. From this third-party case study a subset of the model elements were selected and
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a narrative constructed to guide the use of the domain extension. This approach allowed for
DISCREET to be tested at a manageable level.

10.2 Research questions revisited

To guide the process of moving from the main research question to the final answer outlined

above, six additional sub research questions were formulated and are recapped below:

* RQI1: Which current compliance assessment, privacy enhancement or threat mitigation
methodologies, strategies, and frameworks relate to consumer IoT implementations, or

can be brought to bear on them?

* RQ2: Considering the defined problem space, what are the coverage gaps in prominent

current frameworks and methodologies, including those not directly aimed at [oT?

* RQ3: Which of these methodologies would best serve to assess the testbed results pre-
sented herein?

The first three sub research questions were answered by way of a literature review which pre-
sented a series of divergent work covering the IoT, privacy by design, and compliance. From
this it was evident that no current offerings fit the bill and a novel approach was needed. The

next three questions then drove the process of scoping and developing this novel approach.

* RQ4: Do real-world observations of a consumer IoT implementation match up to the

expected shortcomings, both as a snapshot and over time?

* RQ5: Can the lessons learned from the preceding investigations be translated into an ac-
tionable mitigation of the privacy and compliance related design challenges in consumer
IoT?

* RQ6: What form could an approach to engineering compliance and privacy by design into
IoT devices and systems take, if it were expressed in standardised systems engineering

terms?

From this real-world observation it was found that consumer IoT not only massively under per-
formed against compliance and PbD metrics, but that this under performance could worsen over
time. Furthermore, these issues did not relate to technological challenges but rather to design
choices. This insight was the key motivator for the choice of a systems engineering approach
which eventually took shape as the DISCREET domain extension. Though the domain exten-
sion itself is not just a response to the testbed findings but also to the literature review in Chapter
3. Linking the DISCREET domain extension to the literature review presented in Chapter 3 is a
series of eight metrics. These were used as a means of assessment for the work analysed in the

literature review and are:
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* A comprehensive approach covering both technical and legal considerations.
» Focused on implementation as opposed to only assessment or suggested courses of action.
* Focused on auditing outcomes.

* An IoT specific focus.

The use of data flow diagrams or other measures to track data flow.
* Privacy by design is the primary focus.
+ Systems modelling using a language currently in use in industry!.

» Can the specifics be represented in a standard systems modelling tool.

These focus areas are all directly reflected in DISCREET, but possibly its standout feature is
that fact that it is a SysML Domain extension as a model library. This specifically services the
need to develop a novel contribution which also has the potential for industry application. In our
estimation the alternative approach, developing a domain extension via profile, would undermine

any potential real-world application.

Lastly, we were able to present the constituent parts of our domain extension and usage examples
in answer to the primary research question. That is to say, yes a single SysML domain extension
can address both compliance and privacy by design in consumer loT and its components are
those of DISCREET.

10.3 Future work

This section presents proposed future work starting with the most concrete proposal and pro-
gressing to the least. The prospect of SysML v2 could play a major role in determining the
sequence of this work, while a SysML v2 version of DISCREET (with potential additions pro-
posed below) is a high priority.

We will not delve into the exact changes coming with SysML v2? but will mention that they
present a much larger change than between the preceding releases. Most notably, SysML v2
will explicitly move further away from UML than previous releases. Having a new version of
DISCREET ready after the release of SysML v2 would be advantageous but also brings some
difficulties, most notably around tooling. As a result of this latter concern we have decided to
wait for full vendor support before proceeding with this update. The state of SysML tool support
is problematic not only due to some variance in implementation, but also due to the decidedly

outdated look, and functionality of many tools.

'One of the primary reasons we will opt for the use of SysML is its industry application and standardised tooling.
Any system which adheres to these requirements will have an automatic advantage.
2Full details are available here https://github.com/Systems-Modeling/SysML-v2-Release
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10.3.1 Threat modelling and model checking

The first piece of proposed future work is already well under way. As part of Arm’s Morello
programme? there is a need to understand the functioning of highly secure, but bespoke, hard-
ware in environments where other system components are off-the-shelf devices, typically with
minimal to no built in security traits. This work takes a case study based approach focused on
a smart ballot box. The smart ballot box has a Morello board at its core but all other sensors
and actuators are low cost off-the-shelf components. Interestingly, the manner in which these
components link to the Morello board, and the board to a wider network, is similar to the manner
in which consumer IoT devices link to a smartphone and that again links to a wider network.

For this study we are using STRIDE to conduct threat modelling and generate two classes of
threat related requirements. The first are those which relate directly to system software and
dictate some software-based mitigation or secure operation. Fully addressing these requirements
will form part of the model checking activity to be carried out in Event-B. The second set of
STRIDE threats will be those relating to either physical threats or threats localised outside of the
Morello board. These will be formed into mitigation strategies and included in a SysML model
as requirements. Thereafter the work conducted in the Event-B model will also be subsumed
into the SysML model and finally, the general provisions of the case study will be drawn in. The
resulting SysML model will then present the “single version of the truth” for the smart ballot

box and allow for prototyping to start.

This project is ongoing and envisioned to yield a number of papers and articles. The initial work
here deals with the interaction between STRIDE, SysML and Event-B. Specifically focusing on
how SysML can be used in conjunction with model checking in Event-B to capture and address
a full range of STRIDE threats. The linchpin here, is a set of requirements formed into a new

and reusable specification for governing the SysML to Event-B interaction®.

10.3.2 Closer threat modelling integration

The work of Johnstone, as discussed in Chapter 3, presents an interesting avenue for advancing
DISCREET. In that work, the author contends that threat modelling, specifically via STRIDE,
can be greatly improved by substituting traditional DFD-based models for UML activity di-
agrams. A complimentary point, though not exclusively focused on UML, is also made by
Van Landuyt and Joosen. There an argument is made against the singular use of DFDs due

to their rigidity and limited level of detail.

The limitations of a DFD-based approach, as used in STRIDE, is best demonstrated by there
only being four element types, namely data flow, external entity, process, and data store. A
UML activity diagram on the other hand has eleven distinguishable elements. As such, a much

finer grained analysis is possible as can be seen from Table 10.1.

3More information is available here: https://www.arm.com/why-arm/architecture/cpu/morello
4 An extended abstract and poster on this topic as work in progress, have been accepted for MODELS 2022.
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Element Description

Initial node A filled in circle is the starting point of the diagram

Activity final node A filled circle with a border is the end point

Activity Represents physical or electronic activities that occur

Activity edge Presented as arrows on the diagram

Fork A black bar denoting the beginning of parallel processing

Join A black bar denoting the simultaneous end of parallel processing

Condition A guard which must evaluate to true for node traversal to occur

Decision A diamond with one flow entering and several leaving

Merge Several flows entering and one leaving, with one entering flow required
Swimlanes Also referred to as partitions, these indicate who performs the contained activities
Flow final Indicates that one split of a parallel process stops at this point

Table 10.1: Activity diagram components [86]

From this finer grained analysis Johnstone was able to show all the threat modelling options
available in STRIDE could be covered and that significant further insight could be gained. We
therefore want to investigate if this switch to activity diagrams could be used for a more advanced
integration of LINDDUN into DISCREET. Such a study would require significant testing. How-
ever, the fact that DISCREET uses SysML instead of UML is not seen as a hindrance here. It
is rather the relative complexity of LINDDUN and the functioning of DISCREET that could be
problematic. As such, we propose to do a future study involving first an analysis of LINDDUN
using activity diagrams and if successful, the inclusion thereof in DISCREET.

10.3.3 SysML4IoT integration

Due to the significant differences between the two domain extensions, SysML4loT can not be
used in or incorporated into DISCREET. However, this is not to say that they are mutually ex-
clusive in application. SysML41oT targets the [oT at a much deeper level than DISCREET does,
while the latter addresses critical issues in compliance and privacy in a way that the former does
not. As such, modellers could certainly deploy both.

However, where DISCREET opts for a lightweight and modular approach to its components,
SysML4IoT presents much greater formalism and opts for larger feature sets, for instance in its
choice for OOSEM. These differences can be dealt with by selectively importing DISCREET
elements into a model using SysML4IoT, specifically with the exclusion of the MBSE Grid
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Framework. Although this is a workable stopgap measure, the potential for greater synergy
between DISCREET and SysML4IoT is such that we would advocate for a proper focus on this
issue. Targeting as output an alternate version of DISCREET which is aligned with SysML4IoT.

There are however also a couple of significant hurdles in this undertaking. Firstly, the tool used
in loT4SysML is a plugin for a major SysML modelling tool. However the vendor of this SysML
tool has had some difficulties recently after a takeover and seems to have continuing issues in
dealing with individual and academic users. Secondly, the 10T4SysML plugin is written for
SysML 1.4. This is not yet a “deal breaker” but could become an insurmountable challenge
after the full release of SysML v2. This depends on how tool vendors go about adopting the new
standard and also what work is done on compatibility for the various components of SysML4IoT.
Given these concerns, an alternate route is to wait for the adoption of SysML v2, conduct the
update of DISCREET and select from [oT4SysML both the [oT-A domain model and IoT model
library, to advance DISCREET’s value proposition.

10.3.4 Security modelling

The need for specific privacy protections can be determined by way of privacy engineering
methodologies, but the implementation of such protections is the domain of cyber security [24].
The need for more research into security by design is clearly identified by Weir et al. who also
highlight the significant contribution being made by the Cyber Security Body of Knowledge
(CYBoK) hosted out of the University of Bristol in the UK. These two points indicate a promis-
ing further line of inquiry, which is the expansion of DISCREET to include cyber security for
consumer loT devices. This involves not only the development of devices by way of modelling
the device and ecosystem lifecycles, but also constructing models of existing devices to use in
verification and testing against predetermined metrics’. A link to cyber security in SysML is not
anew idea though and there have been a number of efforts in this regard. One of the best known
is CyberML®, which styles itself as “a UML/SysML profile and model library for specifying the

architectures and designs of cybersecurity applications”.

If a cyber security related expansion of DISCREET was undertaken it would again proceed
as a model library based extension only and would best be implemented after an upgrade to
SysML v2. It could however also be a stand alone module, using the procedures and principles
of DISCREET, but forming its own domain extension.

5Such metrics may relate to security issues which are evident at the model level, including via the use of state
machines.
®More information is available at https://cyberml.com/
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10.4 Conclusion

The project presented in this work directly tackles a series of significant threats to the privacy
and personal lives of millions of consumers the world over. While the focus is very much on
the GDPR and related challenges, the proposed solution explicitly includes the steps of its own
creation allowing for reuse not only by others dealing with these issues but also in radically
different legislative environments. Although this work was conducted during the time of a global
pandemic, and that necessarily closed some doors, the principles of SysML models as single
versions of the truth, model and element reusability, and refraining from dictating solutions,

were constantly used to guide decisions.

Although DISCREET provides tools for use in the black box, white box and finally the solutions
phases, these remain tools only as it is up to the systems engineer to develop the correct imple-
mentation for their context. This also informed the composition of the various methods included
in DISCREET, where these methods described the process of drawing in the needed auditing,
compliance and PbD requirements, even though the resulting requirements are already included
in DISCREET. Thereby providing end users with a more robust tool set to use and enhancing

the contribution made.

Itis hoped that this approach will allow others to find value in the work presented here, continuing

both the research and the advancement of privacy and compliance in consumer IoT.
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Appendix A

DISCREET methods

In Chapter 7 we introduced and developed the DISCREET methodology. The name is derived
from its core functionality, which is Domaln extenSion for Compliance and pRivacy by dEsign

in consumEr ioT. In this appendix we present the methods making up the central process for
executing DISCREET!.

A.1 Method 1: The governing method

This method guides the use of the domain extension in three distinct ways:
1. As a collection of system design resources which practitioners can include in their models
in an ad hoc manner.

2. A structured methodology for conducting compliance and privacy by design for consumer

smart electronics, using SysML.

3. A ready made «modelLibraryy for inclusion in other system models.
The method sequence is as follows:

* Derive system model, including stakeholders, viewpoints, and requirements not related to
DISCREET?

* Determine which elements of DISCREET are needed

* Clarify if MGF or another methodology is used to structure overall execution

IThe DISCREET model library and testbed dataset are available for download here
https://doi.org/10.5258/SOTON/D2434.

ZDISCREET only directs design and corrections relating to compliance and PbD for the system concerned. All
other model elements, including business process issues relating to compliance and PbD still need to be drawn in as
per the user’s needs.
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« Import the related DISCREET? meta requirements to the system model
* Follow the DISCREET methods for each meta requirement
* Maintain and produce DISCREET outcomes
* Maintain continuous reference to DISCREET in the system model to allow for changes
over the system’s lifecycle
A.2 Method 2: The audit trace method

Fork 1: An official audit methodology

Determine context
Determine if there is an official audit methodology

Include a requirement that all audit requirements should be drawn into the model as ap-
propriately formulated “shall statements” and in accordance with the compliance trace
method (black box)

Determine that all audit requirements are included and up to date, if not, then return to the

previous step*

Record all requirements to the requirements matrix for later use in the compliance trace
method

Fork 2: An adjacent audit methodology

Determine context
Determine if there is an official audit methodology
Determine if there is an applicable adjacent audit methodology

Include a requirement that all audit requirements should be drawn into the model as ap-
propriately formulated “shall statements” and in accordance with the compliance trace
method (black box)

Determine that all audit requirements are included and up to date, if not, then return to the

previous step’

3Each element of DISCREET, as discussed below, is hooked into a system model by the introduction of a single
meta requirement.

4This is both a check for the correctness of the work done and a lifecycle change check.

SThis is both a check for the correctness of the work done and a lifecycle change check.
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* Determine that no new official audit methodology has been released, if so, return to step

two®

* Record all requirements to the requirements matrix for later use in the compliance trace

method

Fork 3: Stand in audit via provenance graphs

* Determine context

* Determine if there is an official audit methodology

* Determine if there is an applicable adjacent audit methodology

* Develop a system wide DFD based provenance graph

« Split the graph into inter and intra-context segments, per IoT context’

* For each compliance requirement, formulate an audit requirement requiring proof of com-

pliance

* To each newly formulated audit requirement, attach a provenance graph describing the

associated data actions
* Develop standard documentation to capture compliance outcome and associated graph

* Determine that no new official, or adjacent, audit methodology has been released, if so,

return to step two®

* Record all requirements to the requirements matrix for later use in the compliance trace

method

A.3 Method 3: The compliance trace method

The compliance trace method consists of the following discrete steps, with the audit trace method

subsumed therein:

1. Determine applicable legislation
2. Castthe compliance requirements as “shall statements” and include in requirements database

3. Complete the audit trace method

OThis is a lifecycle change check.
"Processing context can change the regulations at play and therefore the compliance requirements.
8This is a lifecycle change check.
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A4

Include meta requirements for reporting artefacts generation as per Subsection 7.6.3.

. Build out the system model in SysML

. Attach the applicable requirements to model elements using the «satisfy» relationship

Generate reporting artefacts where requirements and model elements intersect or should

intersect

. Link meta requirements to reporting artefacts using the «realization» relationship

Link compliance requirements, audit requirements, and system components to the newly

generated reporting artefact using the «trace» relationship

Method 4: The privacy by design trace method

Derive a DFD diagram for the system at issue
Type all items on the DFD as P, DF, DS, or E’

Use the LINDDUN mapping template to map threat areas on to the DFD components as
L, 1, Nr, D, Di, U, or N¢!?

Determine if any portions of the LINDDUN threat tree are not applicable and create a

system artefact to document these assumptions

Refer mapped threats to the threat tree to locate detailed privacy threats as misuse cases
Create model artefacts to document misuse cases

Prioritise risks using preferred method'!

Determine if a concealing association or guarding association is at play'?

Consult LINDDUN mitigation strategy taxonomy based on the previous step
Determine if the system is under design or the threat is realised

For realised threats determine one or more PETs and run trade studies if a choice is to be

made
Derive a requirement to implement the selected PET

Implement the PET and link it to the requirement above with a «satisfy»

9Process, data flow, data store. or entity.
10Linkability, Identifiability, Non-repudiation, Detectability, Disclosure of information, Unawareness, Non-
compliance.
IIRisk is seen as the function of likelihood and severity, but the exact method of calculation is left to the systems
engineer.
12[5 the exposure of data being prevented before the fact or managed after the fact?
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A5

For systems under design, work the results back to the privacy threats found and develop

privacy requirements

Link both the requirement above and the PET implementation requirement via «trace»

relationships to the meta requirement used to initiate the PbD trace method

Note on generating reporting artefacts

. Class 1: Full intersection (Compliance requirement, audit requirement, and model ele-

ment.). Generates class one output: Compliance documentation, as per the linked audit

requirement.

. Class 2: No audit intersection (Compliance requirement and model element). Generates

class two output: provisional documentation and proposed remedy.

. Class 3: No compliance intersection (Audit requirement and model element). Gener-

ates class three output: Non-compliance documentation relationship with a compliance

requirement, while an audit requirement seeks proof of compliance.

. Class 4: No intersection. A model element should, on the face of it, be under the require-

ments of the applicable regulation but has no compliance or audit intersections. Generates
class four output: Non-compliance documentation and proposed action to determine cause

of the issue.
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Appendix B

DISCREET Requirements

In this appendix we present all the requirements included in the DISCREET domain extension.
These requirements are grouped in the same way as in the model library and are presented using
SysML values, that is “NAME” for the title of the requirement, “ID” for the requirements ID,
“NOTES” for use notes on the requirement, and “TEXT” for the text of the requirement. As
indicated in Chapter 7, we include the ID as a prefix to the requirement name. Although this is
not standard practice it is a “quality of life”” change to enhance the utility of matrix views as the
IDs directly relate to the legal, audit, or other documents they are based on. Since it is also often
the case that compliance or audit requirements in their original form will be too long or include
multiple provisions, these are split to make requirements containing singular shall statements.
We construct the new requirement’s ID by using a letter! to indicate the source and then the

numbering system of the original requirements and appending Roman numerals in brackets.

B.1 DISCREET mission needs statements

The first subsection below contains a broad mission needs statement and is used to govern the
overall undertaking but will never be directly satisfied by any single other model component.
The four subsections listed thereafter each correspond to a single requirement which directly
forms part of the mission needs statement. These four requirements are accordingly linked to
the mission needs statement via a containment relationship and will also not be directly satisfied
by model elements. There will however be a larger number of other requirements derived from
these four, where those derived requirements will have a full scope of interactions with the rest
of the system model. This is demonstrated in sections B.2, B.3, B.4, and B.5. However, due to
the large number of requirements involved, it is not possible to include a requirements diagram

for each section to follow.

I'G for GDPR and C for CNIL. The one variation is the four meta requirements which use the word Class and the
numbers 1 to 4.
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B.1.1 The mission needs statement

NAME:
DMNS: DISCREET Mission Needs Statement

ID:
DMNS

TEXT:

Compliance with privacy-focused legislation and general privacy by design are both severely
lacking in consumer IoT deployments. These failings could be addressed through a single,
design-led solution expressed in a systems engineering context whilst also addressing additional

vital factors such as auditing against compliance requirements.

This design-led solution must include meta requirements to structure the inclusion of, use, and
reporting on, compliance and auditing requirements. Second, the related compliance require-
ments must be drawn in and cast as appropriately phrased shall statements. Third, the audit
requirements for assessing performance against the compliance requirements must be included
as shall statements. Fourth, a suitable privacy by design methodology must be included and

enacted by way of requirements.

NOTES:

This Mission Needs Statement governs the requirement and other elements needed to enact DIS-
CREET in full. After importing the DISCREEET «modelLibrary», the DMNS serves as starting
point for enabling DISCREET.

B.1.2 Audit and compliance meta requirements

NAME:

CANS: Compliance assessment meta requirement needs statement

ID:
CANS

TEXT:
Meta requirements must be present in the system model to structure the inclusion of, use, and

reporting on, compliance and auditing requirements.

NOTES:
Meta requirements are needed to guide the linking of compliance and audit requirements as well

as the production of related artefacts.
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B.1.3 Compliance requirement needs

NAME:

CRNS: Compliance requirement needs statement

ID:
CRNS

TEXT:
Compliance requirements must be drawn in from applicable legislation and cast as appropriately

phrased shall statements.

NOTES:
Once the appropriate legislation is identified, the dictates thereof must be drawn into the system

model as requirements formulated as shall statements.

B.1.4 Audit requirements

NAME:

ARNS: Audit requirement needs statement

ID:
ARNS

TEXT:
Audit requirements for assessing performance against the compliance requirements must be in-

cluded as shall statements.

NOTES:
The best suited audit requirements must be determined by way of the audit trace method and

drawn in as shall statements.

B.1.5 Privacy by design requirement needs
NAME:
PRNS: PbD requirement needs statement

ID:
PRNS

TEXT:

A suitable privacy by design methodology must be included and enacted by way of requirements.
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NOTES:

Requirements are used to initiate and guide the use of an appropriate privacy by design method-

ology.



req [package] DISCREET Mission Needs Statements [DISCREET Mission Needs]/

«requirement»
DMNS: DISCREET Mission Needs Statement

id = "DMNS"

text = "Compliance with privacy-focused legislation and general privacy by design are both severely lacking in consumer loT deployments. These
failings could be addressed through a single, design-led solution expressed in a systems engineering context whilst also addressing addtioral vital
factors such as auditing against compliance requirements.

This design-led solution must include meta requirements to structure the inclusion of, use, and reporting on, compliance and awdting recuirements.
Second, the related compliance requirements must be drawn in and cast as appropriately phrased shdll statements. Third, the audit requiremerts for
assessing performance against the compliance requirements must be included as shall statements. Fourth, a suitable privacy by design rmethodolagy
must be included and enacted by way of requirements."

This Mission Needs Statement governs the requirement and other elements needed to enact DISCREET in full. After importing the DISCREEET
<emodelLibrary=>, the DMNS serves as starting point for enabling DISCREET.

«requirement»
PRNS: PbD Requirement Needs Statement

compliance and auditing requirements.”

text = "Meta requirements must be present in the sstem
model to structure the inclusion of, use, and reportirg an,

arequirement» «requirement» «requirement»
CANS: Compli: Meta Requi CRNS: Compli: qui Needs 5t: ARNS: Audit Requirement Needs Statement
Needs Statement
id = "CRNS" RNS"
id = "CANS" text = "Compliance requirements must be draan in from text = "Audit requirements for assessing performance

against the compliance requirements must be induded &
shall statements."”

applicable legislation and cast as appropriately phrased
shall statements."”

PRNS"
text = "A suitable privacy by design methoddagy must be
included and enacted by way of requirements.”

production of related artefacts.

Meta requirements are needed to guide the linking of
compliance and audit requirements as well as the

The best suited audit requirements must be
determined by way of the audit trace method and
drawn in as shall statements.

Once the appropriate legislation is identified, the
dictates thereof must be drawn into the system maodd
as requirements formulated as shall statements.

Requirements are used to initiate and guide the wse of
an appropriate privacy by design methodology.

Figure B.1: DISCREET mission needs statement and requirements
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B.2 DISCREET compliance assessment meta requirements

All the requirements in this section flow from ID:CANS by way of a «deriveReqt» relationship.

NAME:

Classl: Full intersection meta requirement

ID:
Classl

TEXT:
Where compliance requirement, audit requirement and model element intersect to indicate full

compliance, compliance documentation as per the audit requirement shall be generated.

NOTES:
Full intersection meta requirement (Compliance requirement, audit requirement, and model ele-
ment.). Generates class one output: Compliance documentation, as per the linked audit require-

ment.

NAME:

Class2: No audit intersection meta requirement

ID:
Class2

TEXT:
Where a model element and compliance requirement intersect without a satisfied audit require-

ment, a report including proposed remedies shall be generated.

NOTES:

No audit intersection (Compliance requirement and model element). Generates class two output:
provisional documentation and proposed remedy. The contents of the audit requirement that has
not been satisfied, that’s its requirements and documentation, can be used to formulate the report

and remedies.

NAME:

Class 3: No compliance intersection meta requirement

ID:
Class3

TEXT:
Where an audit requirement and model element intersect but no compliance requirement, a non-

compliance report including proposed remedies shall be generated.

NOTES:

If a model element was not designed in accordance with a compliance requirement and therefore
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fails to meet a related audit requirement, the link between audit requirement and model element
must change from «satisfy» to «trace». This allows for traceability to be maintained whilst

reflecting the failure to satisfy the audit requirement.

NAME:

Class4: No intersection meta requirement

ID:
Class4

TEXT:
Where a model element does not intersect with compliance or audit requirements but is expected

to do so, a non-compliance report including proposed remedies shall be generated.

NOTES:

In this case the model element concerned will directly «satisfy» the class four meta requirement.



req [package] DISCREET Compliance Assessment Meta Requirements [DISCREET Compliance Assessment Meta Requiremenly

s
wderiveReqgts
’

s
/

/
’

wequwrement»
CANS: Compli Meta Requil

Needs Statement

id = "CANS"
text = "Meta requirements must be present in the system model to strugure the irdusion of, wse, and reparting on,
compliance and auditing requirements.”

Meta requirements are needed to guide the linking of compliance and audit requirements as well as the

production of related artefacts.
/\ S
I e

I
I s
I

A (from DISCREET Mission Needs Statements)
I
I

I
wderiveReqt» «deriveReqt»
I I

wileriveReqt»

arequirement»
Class1: Full Intersection Meta Requirement

«requirement»
Class 3: No Compliance Intersection Meta Requirement

«requirement»
Class2: No audit intersection meta requirement

«requirements
Class4: No Intersection Meta Requirement

id = "Class1"

text = "Where compliance requirement, audt recuirement
and model element intersect to indicate full compliance,
compliance documentation as per the audit requirement
shall be generated.”

Full intersection meta requirement (Compliance
requirement, audit requirement, and

model element.). Generates class one output:
Compliance docurmentation, as per

the linked audit requirement.

id = "Class3"

text = "Where an audit requirement and modd dement intesact
but no compliance requirement, a ron-compliance report induding
proposed remedies shall be generated.”

id = "Class2"

text = "Where a model element and compliance requirament
intersect without a satisfied audit requirement, a report
including proposed remedies shall be generated.”

If a model element was not design in accordance with a
compliance requirement and therefore fails to meet a rdated
audit requirement, the link between audit requirement and
model element must change from <<satisfy>> to <<trace»>.
This allows for traceability to be maintained whilst reflecting
the failure to satisfy the audit requirement.

No audit intersection (Compliance requirement and
model element). Generates class two output: provisionsl
documentation and proposed remedy. The contents of
the audit requirement that has not been satisfied, that
it's requirements and decumentation, can be used to
formulate the report and remedies.

id = "Classa"

text = "Where a model element does not intersect with
compliance or audit requirements hut is epected to do 50, a
non-compliance report including proposed remedies shdl be
generated.”

In this case the model element concerned will directly
satisfy the class four meta requirement.

Figure B.2: DISCREET meta requirements and needs statement
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B.3 DISCREET compliance requirement needs

The following compliance requirements are drawn from the GDPR and include all articles ad-
dressing the potential functioning of a system. Full inclusion of all potential requirements in
the «modelLibraryy is a core tenet of DISCREET and accordingly the only exclusions are those
articles relating to issues of context, scope, or other issues outside of the system being modelled.
Article one? sets the stage for the GDPR and is a prime example of such an exclusion. All the
requirements included in this section flow from ID: CRNS by way of a «deriveReqt» relation-
ship. Where possible, the exact wording of the English GDPR text will be used, though larger
Articles that are split into more than one requirement will necessitate some changes purely for
linguistic reasons. Lastly, DISCREET is intended for use in building IoT devices and systems,
which may involve the collecting and processing of personal details, but not to deal with the
trade in, or acquisition of, personal data. According to Article 14° of the GDPR, “Information

to be provided where personal data have not been obtained from the data subject” is excluded.

B.3.1 Article 4: Definitions

NAME:
G4: Definitions

ID:
G4

TEXT:

This model shall adopt the GDPR Article 4 definitions of personal data, processing, restric-
tion of processing, profiling, pseudonymisation, filing system, controller, processor, recipient,
third party, consent, personal data breach, genetic data, biometric data, data concerning health,
main establishment, representative, enterprise, group of undertakings, binding corporate rules,
supervisory authority, supervisory authority concerned, cross-border processing, relevant and
reasoned objection, information society service, and international organisation.

NOTES:
The systems engineer may chose any additional route to include the Article 4 definitions or may

view them as read. The text is located at: https://gdpr.eu/article-4-definitions/

B.3.2 Article 5: Principles relating to processing of personal data

NAME:

G5.1.a: Lawful Processing

2 Article one is as follows: “This Regulation lays down rules relating to the protection of natural persons with
regard to the processing of personal data and rules relating to the free movement of personal data.”[125]
3 Available here: https://gdpr.eu/article-14-personal-data-not-obtained-from-data-subject/


https://gdpr.eu/article-4-definitions/
https://gdpr.eu/article-14-personal-data-not-obtained-from-data-subject/

214 Appendix B. DISCREET Requirements

ID:
G5.1.a

TEXT:
Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the
data subject.

NOTES:
Paragraph 2 of Article 5 establishes this as the data controller’s responsibility.

NAME:
G5.1.b: Purpose Limitation

ID:
G5.1b

TEXT:
Personal data shall be collected for specified, explicit and legitimate purposes and not further

processed in a manner that is incompatible with those purposes.

NOTES:
Paragraph 2 of Article 5 establishes this as the data controller’s responsibility. Please note that
Article 89 allows for the purpose limitation to be relaxed in cases of archiving purposes in the

public interest, scientific or historical research purposes or statistical purposes.

NAME:

G5.1.c: Data Minimisation

ID:
GS.1.c

TEXT:
Personal data shall be adequate, relevant and limited to what is necessary in relation to the pur-
poses for which they are processed.

NOTES:
Paragraph 2 of Article 5 establishes this as the data controller’s responsibility.

NAME:
G5.1.d: Accuracy

ID:
G5.1.d

TEXT:

Personal data shall be accurate and, where necessary, kept up to date; every reasonable step must
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be taken to ensure that personal data that are inaccurate, having regard to the purposes for which

they are processed, are erased or rectified without delay.

NOTES:
Paragraph 2 of Article 5 establishes this as the data controller’s responsibility.

NAME:
G5.1.e: Storage Limitation

ID:
G5.1.e

TEXT:
Personal data shall be kept in a form which permits identification of data subjects for no longer

than is necessary for the purposes for which the personal data are processed.

NOTES:

Paragraph 2 of Article 5 establishes this as the data controller’s responsibility. Personal data may
be stored for longer periods insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or statistical purposes in

accordance with Article 89.

NAME:
G5.1.f: Integrity and Confidentiality

ID:
G5.1.f

TEXT:
Personal data shall be processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and against accidental

loss, destruction or damage, using appropriate technical or organisational measures.

NOTES:
Paragraph 2 of Article 5 establishes this as the data controller’s responsibility.

B.3.2.1 Article 6: Lawfulness of processing

NAME:
G6: Lawful Processing Check

ID:
Go6

TEXT:
The processing of data shall only proceed if lawful.
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NOTES:

The check for lawfulness specified in Article 6 is that at least one of the following must be the
case: the data subject has given consent, processing is necessary for the performance of a contract
to which the data subject is party, processing is necessary for compliance with a legal obligation
to which the controller is subject, processing is necessary in order to protect the vital interests of
the data subject or of another natural person, processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the controller,
or processing is necessary for the purposes of the legitimate interests pursued by the controller
or by a third party, except where such interests are overridden by the interests or fundamental
rights and freedoms of the data subject which require protection of personal data, in particular
where the data subject is a child.

B.3.3 Article 7: Conditions for consent

NAME:
G7.1: Consent

ID:
G7.1

TEXT:
Where processing is based on consent, the controller shall be able to demonstrate that the data

subject has consented to processing of his or her personal data.

NOTES:

This requirement must be read in conjunction with Article 6: Lawfulness of processing, Article
8 Conditions applicable to child’s consent in relation to information society services, Article 9:
Processing of special categories of personal data, Article 10: Processing of personal data relating

to criminal convictions and offences. Please pay special attention to the text of Article 9*.

NAME:
G7.2: Consent Withdrawal

ID:
G7.2

TEXT:

The data subject shall have the right to withdraw his or her consent at any time.

NOTES:
The withdrawal of consent shall not affect the lawfulness of processing based on consent before
its withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be

as easy to withdraw as to give consent. This requirement must be read in conjunction with

4h‘ttps ://gdpr.eu/article-9-processing-special-categories-of-personal-data-prohibited/
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Article 6: Lawfulness of processing, Article 8 Conditions applicable to child’s consent in relation
to information society services, Article 9: Processing of special categories of personal data,
Article 10: Processing of personal data relating to criminal convictions and offences. Please
pay special attention to the text of Article 9, which can be found here: https://gdpr.eu/

article-9-processing-special-categories-of-personal-data-prohibited/

B.3.4 Article 8: Conditions applicable to child’s consent in relation to information
society services

NAME:
GR&: Consent for Children

ID:
GS

TEXT:
The controller shall make reasonable efforts to verify that consent is given or authorised by the

holder of parental responsibility over the child.

NOTES:
For children under the age of 16, parental consent must be given for the use of information society

services.

B.3.5 Article 11: Processing which does not require identification

NAME:

G11.1: Processing Anonymous Data

ID:
Gl11.1

TEXT:
The data controller shall not be required to identify data subjects if identification is not needed

for the specified processing.

NOTES:
Dealing with fully anonymous data only, means that the GDPR no longer applies. However,
please note Article 11 paragraph 2 as presented herein in G11.2(I) and G11.2(1I).

NAME:
G11.2(I): Notice of Non-identification

ID:
G11.2(1)


https://gdpr.eu/article-9-processing-special-categories-of-personal-data-prohibited/
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TEXT:
The data controller shall inform the data subject, if possible, that it is not in a position to identify

the data subject due to the data in question being anonymous.

NOTES:
Dealing with fully anonymous data only, means that the GDPR no longer applies. However,

please note Article 11 paragraph 2 as presented herein and G11.2(1I).

NAME:
G11.2(I): Identification Through Additional Information

ID:
G11.2(I1)

TEXT:
Data subject’s rights under the GDPR shall not apply to anonymous data except where the data
subject, for the purpose of exercising their rights under those articles, provides additional infor-

mation enabling their identification.

NOTES:
This provision impacts on G11.1 and G11.2(I), while data subject rights relate to Articles 15 to
20.

B.3.6 Article 13: Information to be provided where personal data are collected
from the data subject

NAME:
G13.1.a: Controller Details

ID:
Gl3.1.a

TEXT:
During the collection of personal information the controller shall provide the identity and the

contact details of the controller and, where applicable, of the controller’s representative.

NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.1.b: Data Protection Officer Details

ID:
G13.1b


https://gdpr.eu/article-13-personal-data-collected/
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TEXT:
During the collection of personal information the controller shall provide the contact details of

the data protection officer, where applicable.

NOTES:

This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/ Also see ar-
ticles 37, 38, and 39 for further details on data protection officers.

NAME:
G13.1.c: Processing Details

ID:
Gl13.1.c

TEXT:
During the collection of personal information the controller shall provide the purposes of the

processing for which the personal data are intended as well as the legal basis for the processing.

NOTES:
This provision does not apply if the data subject already has the information in question. Please

see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.1.d: Legitimate Interests Details

ID:
G13.1d

TEXT:
During the collection of personal information the controller shall provide the details of any le-

gitimate interest used as the basis of processing.

NOTES:

This provision does not apply if the data subject already has the information in question. Please

see Article 13: https://gdpr.eu/article-13-personal-data-collected/ Legitimate

interest is covered in Article 6(1)(f): https://gdpr.eu/article-6-how-to-process-personal-data-le

NAME:
G13.1.e: Data Recipient Details

ID:
Gl13.1.e

TEXT:
During the collection of personal information the controller shall provide the recipients or cate-

gories of recipients of the personal data, if any.


https://gdpr.eu/article-13-personal-data-collected/
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NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.1.f: Data Transfer Details

ID:
G13.1.f

TEXT:

During the collection of personal information the controller shall provide, where applicable, the
fact that the controller intends to transfer personal data to a third country or international organi-
sation and the existence or absence of an adequacy decision by the Commission, or reference to
the appropriate or suitable safeguards and the means by which to obtain a copy of them or where

they have been made available.

NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.2.a: Data Storage Period Details

ID:
Gl3.2.a

TEXT:
The controller shall, at the time when personal data are obtained, provide the data subject with
the period for which the personal data will be stored, or if that is not possible, the criteria used

to determine that period.

NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.2.b: Data Access Details

ID:
G13.2.b

TEXT:

The controller shall, at the time when personal data are obtained, inform the data subject of
the existence of the right to request from the controller access to and rectification or erasure of
personal data or restriction of processing concerning the data subject or to object to processing
as well as the right to data portability.


https://gdpr.eu/article-13-personal-data-collected/
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NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.2.c: Withdrawal of Consent Details

ID:
Gl13.2.c

TEXT:
The controller shall, at the time when personal data are obtained, inform the data subject of
the existence of the right to withdraw consent at any time, without affecting the lawfulness of

processing based on consent before its withdrawal.

NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.2.d: Supervisory Authority Details

ID:
G13.2.d

TEXT:
The controller shall, at the time when personal data are obtained, inform the data subject of the

right to lodge a complaint with a supervisory authority.

NOTES:

This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.2.e: Statutory and Contractual Requirement Details

ID:
Gl13.2.e

TEXT:

The controller shall, at the time when personal data are obtained, inform the data subject whether
the provision of personal data is a statutory or contractual requirement, or a requirement neces-
sary to enter into a contract, as well as whether the data subject is obliged to provide the personal

data and of the possible consequences of failure to provide such data.


https://gdpr.eu/article-13-personal-data-collected/
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NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.2.f: Automated Decision-making Details

ID:
G13.2.f

TEXT:

The controller shall, at the time when personal data are obtained, inform the data subject of the
the existence of automated decision-making, including profiling and meaningful information
about the logic involved, as well as the significance and the envisaged consequences of such

processing for the data subject.

NOTES:

This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

NAME:
G13.3: Further Processing Details

ID:
G13.3

TEXT:
The data controller shall provide the data subject with details on any further processing of their

personal data beyond the stated purpose, prior to such processing.

NOTES:
This provision does not apply if the data subject already has the information in question. Please
see Article 13: https://gdpr.eu/article-13-personal-data-collected/

B.3.7 Article 15: Right of access by the data subject

NAME:
G15.1.a: Processing Purposes

1D:
Gl5.1.a

TEXT:
The data subject shall have the right to obtain from the controller confirmation as to whether or

not their personal data are being processed.


https://gdpr.eu/article-13-personal-data-collected/
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NOTES:

NAME:
G15.1.b: Data Categories

ID:
G15.1.b

TEXT:
The data subject shall have the right to obtain from the controller confirmation as to the categories

of personal data concerned.

NOTES:

NAME:
G15.1.c: Data Recipients

ID:
Gl5.1.c

TEXT:
The data subject shall have the right to obtain from the controller confirmation of the recipients

or categories of recipient to whom the personal data have been or will be disclosed.

NOTES:

NAME:
G15.1.d: Data Retention Period

ID:
Gl15.1.d

TEXT:
The data subject shall have the right to obtain from the controller confirmation of, where possible,
the envisaged period for which the personal data will be stored, or, if not possible, the criteria

used to determine that period.

NOTES:

NAME:

G15.1.e: Data Rectification and Erasure

ID:
Gl5.1.e
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TEXT:
The data subject shall have the right to obtain from the controller confirmation of the existence
of the right to request from the controller rectification or erasure of personal data or restriction

of processing of personal data.

NOTES:

NAME:
G15.1.f: Complaint Lodging

ID:
Gl15.1.f

TEXT:
The data subject shall have the right to obtain from the controller confirmation of the right to

lodge a complaint with a supervisory authority.

NOTES:

NAME:
G15.1.g: Other Data Sources

ID:
Gl5.1.g

TEXT:
The data subject shall have the right to obtain from the controller, where the personal data are

not collected from the data subject, any available information as to their source.

NOTES:

NAME:

G15.1.h: Automated Decision-making Confirmation

ID:
G15.1.h

TEXT:

The data subject shall have the right to obtain from the controller confirmation of the existence
of automated decision-making, including profiling, and meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such processing for the

data subject.

NOTES:
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NAME:
G15.2: Data Transfer Safeguards

1D:
G15.2

TEXT:
The data subject shall have the right to be informed of the appropriate safeguards relating to data

transferred to a third country or to an international organisation.

NOTES:

NAME:
G15.3: Data Copy Provision

ID:
G153

TEXT:

The controller shall provide a copy of the personal data undergoing processing.

NOTES:

Please note the additional stipulation: For any further copies requested by the data subject, the
controller may charge a reasonable fee based on administrative costs. Where the data subject
makes the request by electronic means, and unless otherwise requested by the data subject, the
information shall be provided in a commonly used electronic form. Also, paragraph 4 of this
Article holds that: The right to obtain a copy referred to in paragraph 3 shall not adversely affect
the rights and freedoms of others.

B.3.8 Article 16: Right to rectification

NAME:
G16: Data Rectification

ID:
Gl6

TEXT:
The data subject shall have the right to obtain from the controller without undue delay the recti-
fication of inaccurate personal data.

NOTES:
This includes the updating of incomplete data, with the onus on the data controller to facilitate

such amendments.
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B.3.9 Article 17: Right to erasure

NAME:

G17.1.a: Erasure of Unnecessary Data

ID:
Gl7.1.a

TEXT:
The data subject shall have the right to obtain from the controller the erasure of their personal
data if the personal data are no longer necessary in relation to the purposes for which they were

collected or otherwise processed.

NOTES:

This provision is undone if processing is needed for the right of freedom of expression and
information, for compliance with a legal obligation, for reasons of public interest in the area
of public health, or archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, or for the establishment, exercise or defence of legal claims.
Please see Article 17(3): https://gdpr.eu/article-17-right-to-be-forgotten/

NAME:
G17.1.b: Erasure After Withdrawal of Consent

ID:
G17.1b

TEXT:
The data subject shall have the right to obtain from the controller the erasure of their personal

data if the data subject withdraws consent on which the processing is based.

NOTES:

This provision is undone if processing is needed for the right of freedom of expression and
information, for compliance with a legal obligation, for reasons of public interest in the area
of public health, or archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, or for the establishment, exercise or defence of legal claims.
Please see Article 17(3): https://gdpr.eu/article-17-right-to-be-forgotten/

NAME:
G17.1.c: Erasure due to Objection

ID:
Gl7.1.¢c

TEXT:

The data subject shall have the right to obtain from the controller the erasure of their personal


https://gdpr.eu/article-17-right-to-be-forgotten/
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data if the data subject objects to the processing and there are no overriding legitimate grounds

for the processing.

NOTES:

This provision is undone if processing is needed for the right of freedom of expression and
information, for compliance with a legal obligation, for reasons of public interest in the area
of public health, or archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, or for the establishment, exercise or defence of legal claims.
Please see Article 17(3): https://gdpr.eu/article-17-right-to-be-forgotten/

NAME:
G17.1.d: Erasure of Unlawfully Processed Data

ID:
Gl17.1d

TEXT:
The data subject shall have the right to obtain from the controller the erasure of their personal

data if the personal data have been unlawfully processed.

NOTES:

This provision is undone if processing is needed for the right of freedom of expression and
information, for compliance with a legal obligation, for reasons of public interest in the area
of public health, or archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, or for the establishment, exercise or defence of legal claims.
Please see Article 17(3): https://gdpr.eu/article-17-right-to-be-forgotten/

NAME:

G17.1.e: Erasure due to Compliance Obligations

ID:
Gl7.1.e

TEXT:
The data subject shall have the right to obtain from the controller the erasure of their personal

data if the personal data have to be erased for compliance with a legal obligation.

NOTES:

This provision is undone if processing is needed for the right of freedom of expression and
information, for compliance with a legal obligation, for reasons of public interest in the area
of public health, or archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, or for the establishment, exercise or defence of legal claims.
Please see Article 17(3): https://gdpr.eu/article-17-right-to-be-forgotten/

NAME:
G17.1.f: Erasure of Data Belonging to Children Using ISS
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ID:
Gl17.1.f

TEXT:

The data subject shall have the right to obtain from the controller the erasure of their personal data
if the personal data have been collected in relation to the offer of information society services to
children.

NOTES:

Please note, information society services are “Any service normally provided for remuneration,
at a distance, by electronic means and at the individual request of a recipient of services.” The
practitioner can find more information in the ICO discussion °>. However, this provision is un-
done if processing is needed for the right of freedom of expression and information, for com-
pliance with a legal obligation, for reasons of public interest in the area of public health, or
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes, or for the establishment, exercise or defence of legal claims. Please see Article 17(3):

https://gdpr.eu/article-17-right-to-be-forgotten/

NAME:
G17.2: Erasure of Data Made Public

ID:
G17.2

TEXT:
A request for the erasure of data which has been made public, shall be met with erasure and

informing any known third parties of such erasure.

NOTES:

This provision is undone if processing is needed for the right of freedom of expression and
information, for compliance with a legal obligation, for reasons of public interest in the area
of public health, or archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, or for the establishment, exercise or defence of legal claims.
Please see Article 17(3): https://gdpr.eu/article-17-right-to-be-forgotten/

B.3.10 Article 18: Right to restriction of processing
NAME:
G18.1.a: Contested Data Processing Restriction

ID:
Gl8.1.a

Shttps://ico.org.uk/for-organisations/guide-to-data-protection/
guide-to-the-general-data-protection-regulation-gdpr/children-and-the-uk-gdpr/
what-are-the-rules-about-an-iss-and-consent/
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TEXT:
The data subject shall have the right to obtain from the controller restriction of processing if the
accuracy of the personal data is contested by the data subject, for a period enabling the controller

to verify the accuracy of the personal data.

NOTES:
After such restriction and excluding data storage, personal data can only be processed with the

data subject’s consent or for legal and public interest purposes.

NAME:

G18.1.b: Lawfulness Processing Restriction

ID:
G18.1.b

TEXT:
The data subject shall have the right to obtain from the controller restriction of processing if the
processing is unlawful and the data subject opposes the erasure of the personal data and requests

the restriction of their use instead.

NOTES:
After such restriction and excluding data storage, personal data can only be processed with the

data subject’s consent or for legal and public interest purposes.

NAME:

G18.1.c: Processing Restriction on Unnecessary Data

ID:
G18.1.c

TEXT:
The data subject shall have the right to obtain from the controller restriction of processing if the
controller no longer needs the personal data for processing, but they are required by the data

subject for the establishment, exercise or defence of legal claims.

NOTES:
After such restriction and excluding data storage, personal data can only be processed with the

data subject’s consent or for legal and public interest purposes.

NAME:
G18.1.d: Processing Restriction due to Objection

ID:
G18.1.d
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TEXT:
The data subject shall have the right to obtain from the controller restriction of processing if the

data subject has objected to processing and verification of legitimacy for that claim is pending.

NOTES:
This requirement halts processing, while an objection to processing is processed. After such
restriction and excluding data storage, personal data can only be processed with the data subject’s

consent or for legal and public interest purposes.

NAME:
G18.3: Lifting of Processing Restrictions

ID:
G18.3

TEXT:
The controller shall provide advance notification to data subjects if any prior restriction on pro-

cessing is to be lifted.

NOTES:

B.3.11 Article 19: Notification obligation regarding rectification or erasure of
personal data or restriction of processing

NAME:
G19: Notification Obligation to Third Parties

ID:
G19

TEXT:
The controller shall communicate any rectification or erasure of personal data or restriction of
processing carried out to each recipient to whom the personal data have been disclosed and

inform the data subject about said recipients, if requested.

NOTES:

Compliance is not necessary if: “this proves impossible or involves disproportionate effort”.

B.3.12 Article 20: Right to data portability

NAME:
G20.1.a: Consent Based Data Portability
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ID:
G20.1.a

TEXT:
The data subject shall have the right to receive their personal data from the controller in a struc-
tured, commonly used and machine-readable format, where the data subject consented to pro-

cessing.

NOTES:
Data subjects may also request that one controller provides these data directly to another con-

troller, but only if this is technically feasible.

NAME:
G20.1.b: Data Portability for Automated Processing

ID:
G20.1.b

TEXT:
The data subject shall have the right to receive their personal data from the controller in a struc-
tured, commonly used and machine-readable format, where processing was conducted by auto-

mated means.

NOTES:
Data subjects may also request that one controller provides these data directly to another con-

troller, but only if this is technically feasible.

B.3.13 Article 21: Right to object

NAME:
G21: Right to Object

ID:
G21

TEXT:
The data subject shall have the right to object, at any time to processing of personal data con-

cerning them and shall be informed of this right by the data controller.

NOTES:
Any such requests must be responded to within one calendar month. Were the personal data are

processed for direct marketing purposes, the right to object is absolute. Beyond such purposes
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the request must be judged against Article 6(1)(e) and (f), as well as Article 89(1). The ICO

provides a guide®

B.3.14 Article 22: Automated individual decision-making, including profiling

NAME:
G22: Recourse Against Automated Decision-making

ID:
G22

TEXT:
The data subject shall have the right not to be subject to a decision based solely on automated

processing, including profiling.

NOTES:

This right is curtailed if such processing is needed to meet contractual or legal obligations, or is
based on the data subject’s explicit consent. If the processing involved includes “special cate-
gories of personal data” or there is other uncertainty, then it is strongly advised that the modeller
draws in the ICO Article 22 checklist to guide compliance. The checklist is available on the ICO

website’

B.3.15 Article 28: Processor

NAME:

G28: Processor Requirements

ID:
G28

TEXT:
The controller shall only contract in processors who can provide sufficient guarantees to imple-
ment appropriate technical and organisational measures in such a manner that processing will

meet GDPR requirements.

NOTES:

This also means that the processor can only act on the instruction of the controller and not beyond
or without it, and only once a contract is in place. Both controller and processor must take
note of the extended Article 28 requirements which can be found here: https://gdpr.eu/

article-28-processor/

®https://ico.org.uk/for-organisations/guide-to-data-protection/
guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-object/

"https://ico.org.uk/for-organisations/guide-to-data-protection/
guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
rights-related-to-automated-decision-making-including-profiling/
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B.3.16 Article 44: General principle for transfers

NAME:
G44: Data Transfer Principles

ID:
G44:

TEXT:
The controller shall only transfer data internationally or to third parties if all provisions for data

transfer are met.

NOTES:

This is an extensive provision which requires that all provisions of articles 45, 46, 47, 48, 49,
and 50 are met. More information is provided on the gdpr.eu site®. It is however, recommended
that the modeller also consult Section 2.2.7 in the CNIL methodology’s IoT guidance® and the

main methodology at the same section number!°.

B.4 DISCREET audit requirements

All the requirements in this section flow from ID:ARNS by way of a «deriveReqt» relationship.
Each of the following requirements include one or more application tips to aid the modeller.
These specifically include pointers to which GDPR requirements are being tested by including
the relevant DISCREET IDs. Also, following the same logic as with compliance requirements,
not all stipulations are included as requirements as a significant portion do not deal with devices
or systems but rather with organisational or structural issues. Finally, the CNIL PIA groups
requirements into larger numbered sections, divided into unnumbered check marks which are in
turn divided into numbered sub-points, with only these sub-points being actionable requirements

and the rest being guidance.

Where a further subdivision is needed to form these requirements into single shall statements,
Roman numerals are appended in brackets. Lastly, under DISCREET, each of the following re-
quirements will, in conjunction with the previously introduced meta requirements, spawn a com-
pliance artefact containing the required data. As basis for these the applicable CNIL templates'!
should be used. A further aid for the model builder is the CNIL knowledge base!? which pro-
vides a catalogue of potential compliance controls. The final point to note is that the CNIL’s PIA

$https://gdpr.eu/article-44-transfer-of-personal-data/

‘nttps://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-piaf-connectedobjects—en.
pdf

Onttps://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-1-en-methodology.pdf

1 Available from the CNIL PIA downloads page, or directly here: https://www.cnil.fr/sites/default/
files/atoms/files/cnil-pia-2-en-templates.pdf

12 Available form the CNIL PIA downloads page, or directly here: https://www.cnil.fr/sites/default/
files/atoms/files/cnil-pia-3-en-knowledgebases.pdf


https://gdpr.eu/article-44-transfer-of-personal-data/
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-piaf-connectedobjects-en.pdf
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-piaf-connectedobjects-en.pdf
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-1-en-methodology.pdf
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-2-en-templates.pdf
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-2-en-templates.pdf
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-3-en-knowledgebases.pdf
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-3-en-knowledgebases.pdf
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application for [oT devices comes after the fact, in a manner of speaking. The PIA methodology

is used in all cases, but for IoT implementations, the “Application to IoT Devices” guidance'3

is used to fill in the templates provided. At a minimum then, and although the CNIL material is
referenced, this section of DISCREET should be used to generate compliance reporting artefacts
that adhere to the format of the CNIL’s IoT device application.

B.4.1 CNIL: Assessment of the controls governing processing

NAME:

C2.1.1: Purpose Limitation Assessment

ID:
C2.1.1

TEXT:

The controller shall explain and justify their choices with regards to the purpose limitation.

NOTES:
This requirement tests compliance to DISCREET requirement G5.1.b.

NAME:

C2.1.2(I): Lawfulness Assessment for Processing

ID:
C2.1.2(1)

TEXT:
The controller shall explain and justify their choices with regards to the lawfulness of the pro-
cessing conducted.

NOTES:

This requirement tests compliance to DISCREET requirement G5.1.a.

NAME:
C2.1.2(II): Lawfulness Assessment for Integrity and Confidentiality

ID:
C2.1.2(1D)

TEXT:
The controller shall explain and justify their choices with regards to the lawfulness of the pro-
cessing conducted with reference to integrity and confidentiality.

13 Available form the CNIL PIA downloads page, or directly here: https://www.cnil.fr/sites/default/
files/atoms/files/cnil-pia-piaf-connectedobjects-en.pdf


https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-piaf-connectedobjects-en.pdf
https://www.cnil.fr/sites/default/files/atoms/files/cnil-pia-piaf-connectedobjects-en.pdf
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NOTES:
This requirement tests compliance to DISCREET requirement G5.1.1.

NAME:
C2.1.2(11I): Lawfulness Assessment

ID:
C2.1.2(III)

TEXT:
The controller shall explain and justify their choices with regards to the lawfulness of the pro-

cessing conducted with reference to the Article 6 lawfulness check.

NOTES:
This requirement tests compliance to DISCREET requirement G6.

NAME:

C2.1.3: Data Minimisation Assessment

ID:
C2.1.3

TEXT:

The controller shall explain and justify their choices with regards to data minimisation.

NOTES:
The targets here are to keep data adequate, relevant, and limited. This requirement tests compli-
ance to DISCREET requirement G5.1.c.

NAME:
C2.1.4: Data Accuracy Assessment

ID:
C2.14

TEXT:

The controller shall explain and justify their choices with regards to data quality.

NOTES:
Data quality in this sense includes bot accuracy and being up to date. This requirement tests
compliance to DISCREET requirement G5.1.d.

NAME:
C2.1.5: Data Storage Assessment

ID:
C2.1.5
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TEXT:

The controller shall explain and justify their choices with regards to data storage.

NOTES:
This requirement tests compliance to DISCREET requirement G5.1.¢.

B.4.2 CNIL: Assessment of the controls protecting data subjects’ rights

NAME:

C2.2.1(1): Information Provision Assessment for Processing Anonymous Data

ID:
C2.2.1(I)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G11.1.

NAME:

C2.2.1(II): Information Provision Assessment for Non-identification

ID:
C2.2.1(1D)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G11.2(1).

NAME:
C2.2.1(III): Information Provision Assessment for Identification Through Additional Informa-

tion

ID:
C2.2.1(1II)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G11.2(1I).
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NAME:

C2.2.1(1V): Information Provision Assessment for Controller Details

ID:
C2.2.1(1V)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-
formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.1.a.

NAME:

C2.2.1(V): Information Provision Assessment for Data Protection Officer Details

ID:
C2.2.1(V)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-
formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.1.b.

NAME:

C2.2.1(VI): Information Provision Assessment for Processing Details

ID:
C2.2.1(V])

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-
formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.1.c.

NAME:

C2.2.1(VII): Information Provision Assessment for Legitimate Interests Details

ID:
C2.2.1(VID)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-
formation to data subjects.
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NOTES:
This requirement tests compliance to DISCREET requirement G13.1.d.

NAME:

C2.2.1(VIII): Information Provision Assessment for Data Recipient Details

ID:
C2.2.1(VIID)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.1.e.

NAME:

C2.2.1(IX): Information Provision Assessment for Data Transfer Details

ID:
C2.2.1(IX)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.1.f.

NAME:

C2.2.1(X): Information Provision Assessment for Data Storage Period Details

ID:
C2.2.1(X)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.2.a.

NAME:

C2.2.1(XI): Information Provision Assessment for Data Access Details

ID:
C2.2.1(XI)
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TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.2.b.

NAME:
C2.2.1(X1I): Information Provision Assessment for Withdrawal of Consent Details

ID:
C2.2.1(X1I)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.2.c.

NAME:
C2.2.1(XIII): Information Provision Assessment for Supervisory Authority Details

ID:
C2.2.1(XIII)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.2.d.

NAME:
C2.2.1(X1V): Information Provision Assessment for Statutory and Contractual Requirement De-

tails

ID:
C2.2.1(X1IV)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.2.e.
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NAME:

C2.2.1(XV): Information Provision Assessment for Automated Decision-making Details

1D:
C2.2.1(XV)

TEXT:
The controller shall identify and describe the controls for compliance with the provision of in-

formation to data subjects.

NOTES:
This requirement tests compliance to DISCREET requirement G13.2.f.

NAME:
C2.2.2(I): Consent Assessment

ID:
C2.2.2(1)

TEXT:

The controller shall identify and describe the controls used in obtaining and maintaining consent.

NOTES:
This requirement tests that consent was obtained but also that the withdrawal thereof was cor-

rectly managed. This is compliance to DISCREET requirement G7.1.

NAME:
C2.2.2(IT): Consent Withdrawal Assessment

ID:
C2.2.2(ID)

TEXT:

The controller shall identify and describe the controls used in obtaining and maintaining consent.

NOTES:
This requirement tests that consent was obtained but also that the withdrawal thereof was cor-

rectly managed. This is compliance to DISCREET requirement G7.2.

NAME:
C2.2.2(III): Consent Assessment for Children

ID:
C2.2.2(III)

TEXT:

The controller shall identify and describe the controls used in obtaining and maintaining consent.
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NOTES:
This requirement tests that consent was obtained but also that the withdrawal thereof was cor-

rectly managed. This is compliance to DISCREET requirement GS.

NAME:
C2.2.3(I): Data Access Assessment for Processing Purposes

ID:
C2.2.3(D)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.1.a.

NAME:
C2.2.3(I): Data Access Assessment for Data Categories

ID:
C2.2.3(1D)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.1.b.

NAME:

C2.2.3(III): Data Access Assessment for Data Recipients

ID:
C2.2.3(1II)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.1.c.

NAME:
C2.2.3(1V): Data Access Assessment for Data Retention Period
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ID:
C2.2.3(1V)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.1.d.

NAME:
C2.2.3(V): Data Access Assessment for Data Rectification and Erasure

ID:
C2.2.3(V)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.1.e.

NAME:
C2.2.3(V]): Data Access Assessment for Complaint Lodging

1D:
C2.2.3(VD)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirements G15.1.f.

NAME:
C2.2.3(VII): Data Access Assessment for Other Data Sources

ID:
C2.2.3(VID)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.1.g.
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NAME:

C2.2.3(VIII): Data Access Assessment for Automated Decision-making Confirmation

ID:
C2.2.3(VIID)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.1.h.

NAME:
C2.2.3(IX): Data Access Assessment for Data Transfer Safeguards

ID:
C2.2.3(1X)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G15.2.

NAME:
C2.2.3(X): Data Access Assessment for Data Copy Provision

ID:
C2.2.3(X)

TEXT:
The controller shall identify and describe the controls for compliance with data access require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirements G15.3.

NAME:
C2.2.3(XI): Consent Based Data Portability Assessment

ID:
C2.2.3(XI)

TEXT:
The controller shall identify and describe the controls for compliance with data portability re-

quirements.
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NOTES:
This requirement tests compliance to DISCREET requirement G20.1.a.

NAME:
C2.2.3(XII): Data Portability Assessment for Automated Processing

ID:
C2.2.3(XI1I)

TEXT:
The controller shall identify and describe the controls for compliance with data portability re-

quirements.

NOTES:
This requirement tests compliance to DISCREET requirement G20.1.b.

NAME:
C2.2.4(1): Rectification of Data Assessment

ID:
C2.2.4(D)

TEXT:
The controller shall identify and describe the controls for compliance with data rectification

requirements.

NOTES:
This requirement tests compliance to DISCREET requirements G16 and G19.

NAME:
C2.2.4(1): Rectification of Data Assessment

ID:
C2.2.4(D)

TEXT:
The controller shall identify and describe the controls for compliance with data rectification

requirements.

NOTES:
This requirement tests compliance to DISCREET requirement G16.

NAME:
C2.2.4(Il): Assessment of Rectification Notification Obligation to Third Parties

ID:
C2.2.4(1D)
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TEXT:
The controller shall identify and describe the controls for compliance with data rectification

requirements.

NOTES:
This requirement tests compliance to DISCREET requirement G19.

NAME:
C2.2.4(11I): Assessing Erasure of Unnecessary Data

ID:
C2.2.4(11I)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G17.1.a.

NAME:
C2.2.4(1V): Data Erasure Assessment for Consent Withdrawal

ID:
C2.2.4(IV)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G17.1.b.

NAME:
C2.2.4(V): Data Erasure Assessment for Objections

ID:
C2.2.4(V)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G17.1.c.

NAME:
C2.2.4(V]): Data Erasure Assessment for Unlawfully Processed Data
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ID:
C2.2.4(VD)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G17.1.d.

NAME:
C2.2.4(VII): Assessment of Erasure due to Compliance Obligations

ID:
C2.2.4(VIID)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G17.1.e.

NAME:
C2.2.4(VII): Data Erasure Assessment for Data Belonging to Children Using ISS

1D:
C2.2.4(VIII)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G17.1.f.

NAME:
C2.2.4(IX): Erasure Assessment of Data Made Public

ID:
C2.2.4(1X)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G17.2.
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NAME:
C2.2.4(X): Data Erasure Assessment Relating to Third Party Notification Obligation

ID:
C2.2.4(X)

TEXT:
The controller shall identify and describe the controls for compliance with data erasure require-

ments.

NOTES:
This requirement tests compliance to DISCREET requirement G19.

NAME:

C2.2.5(I): Processing Restriction Assessment for Contested Data

ID:
C2.2.5(1)

TEXT:
The controller shall identify and describe the controls for compliance with requirements for the
restriction of data processing.

NOTES:
This requirement tests compliance to DISCREET requirement G18.1.a.

NAME:

C2.2.5(II): Processing Restriction Assessment for Lawful Processing

ID:
C2.2.5(1D)

TEXT:
The controller shall identify and describe the controls for compliance with requirements for the
restriction of data processing.

NOTES:
This requirement tests compliance to DISCREET requirement G18.1.b.

NAME:

C2.2.5(11I): Processing Restriction Assessment for Unnecessary Data

ID:
C2.2.5(1I1)

TEXT:
The controller shall identify and describe the controls for compliance with requirements for the
restriction of data processing.
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NOTES:
This requirement tests compliance to DISCREET requirement G18.1.c.

NAME:
C2.2.5(1V): Processing Restriction Assessment for Objection

ID:
C2.2.5(1V)

TEXT:
The controller shall identify and describe the controls for compliance with requirements for the

restriction of data processing.

NOTES:
This requirement tests compliance to DISCREET requirement G18.1.d.

NAME:

C2.2.5(V): Processing Restriction Assessment for Lifting of Processing Restrictions

ID:
C2.2.5(V)

TEXT:
The controller shall identify and describe the controls for compliance with requirements for the

restriction of data processing.

NOTES:
This requirement tests compliance to DISCREET requirement G18.3.

NAME:
C2.2.5(VI): Right to Objection Assessment

ID:
C2.2.5(VI)

TEXT:
The controller shall identify and describe the control for enabling the data subject’s right to
objection.

NOTES:
This requirement tests compliance to DISCREET requirement G21.

NAME:

C2.2.6: Processor Details Assessment

ID:
C2.2.6
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TEXT:
The controller shall identify and describe the controls for compliance with the need to identify

and formalise the interaction with all processors.

NOTES:
This requirement tests compliance to DISCREET requirement G28.

NAME:
C2.2.7: Data Transfer Assessment

ID:
C2.2.7

TEXT:
The controller shall identify and describe the controls for compliance with all requirements re-

lating to data transfers outside the European Union.

NOTES:
This requirement tests compliance to DISCREET requirement G44.

B.S DISCREET PbD requirements

All the requirements in this section flow from ID:PRNS. ID:L1 by way of a «deriveReqt» rela-
tionship to ID:PRNS, and ID:L2 by way of a «deriveReqgt» relationship to ID:L.1. LINDDUN is
intended for iterative application throughout the device or system lifecycle and as such, can be

applied and reapplied as and when needed.

NAME:
L1: LINDDUN Use

ID:
L1

TEXT:
The LINDDUN threat modelling methodology shall be utilised in accordance with the DIS-
CREET Privacy by Design trace method.

NOTES:

NAME:
L2: LINDDUN Results Implementation

ID:
L2



250

Appendix B. DISCREET Requirements

TEXT:

Results from the LINDDUN threat modelling methodology, including requirement formulation

and PET recommendations, shall be imported into the system model as appropriate.

NOTES:

req[package] DISCREET PbD requirements [DISCREET PhD requiremems]/

arequirement»
PRNS: PbD Reguirement Needs Statement

id = "PRMNS"
text = "A suitable privacy by design methodology must be
included and enacted by way of requirements."”

Requirements are used to initiate and guide the use of an
appropriate privacy by design methodology.

/|\ {from DISCREET Mission Needs Statements)
I

aderiveReqt»
I

arequirement»
L1: LINDDUN Use

id="L1"

text = "The LINDDUN threat modelling methodology shal be
utilised in accordance with the DISCREET Privacy by Design
trace method.”

M
i
I
i
wderiveReqt»

arequirement»
L2: LINDDUN Results Implementation

id="L2"

text = "Results from the LINDDUN threat modelling
methodology, including requirement formulation and PET
recommendations, shall be imported into the sstem model s
appropriate.”

Figure B.3: DISCREET Privacy by Design requirements
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LINDDUN Privacy Threat Tree
Catalogue

C.1 Threat tree use

The threat tree is included herein for ease of reference but does not contain the full description
of all its elements. These, plus the needed discussion thereof, can be found in the LINDDUN
Privacy Threat Tree Catalogue V2 which is available for download'. Since the threat trees are in
the first instance only developed in so far as a specific threat is mapped to a given DFD element,

the mapping is also included below in Figure C.1.

L|l |[N|D|D|U|N
Data store X[ X ]| X | X[ X X
Data flow X[ X | X ]| X ]| X X
Process X[ X | X | X[X X
Entity X | X X
LINDDUN

Figure C.1: LINDDUN mapping table

C.2 Linkability

All four DFD element types have linkability concerns.

Thttps://7e71aeba-b883-4889-ace9-a3064f8be401. filesusr. com/ugd/cc602e_
d7c£949767b7486d8bff0ecc05b91db6 . pdf


https://7e71aeba-b883-4889-aee9-a3064f8be401.filesusr.com/ugd/cc602e_d7cf949767b7486d8bff0ecc05b91db6.pdf
https://7e71aeba-b883-4889-aee9-a3064f8be401.filesusr.com/ugd/cc602e_d7cf949767b7486d8bff0ecc05b91db6.pdf
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Figure C.2: LINDDUN entity linkability threat tree
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Figure C.4: LINDDUN data store linkability threat tree
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Figure C.5: LINDDUN process linkability threat tree
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C.3 Identifiability

All four DFD element types have identifiability concerns.
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Figure C.6: LINDDUN entity identifiability threat tree
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Figure C.7: LINDDUN data flow identifiability threat tree
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Figure C.9: LINDDUN process identifiability threat tree

C.4 Non-repudiation

Three of the DFD element types have non-repudiation concerns, with “entity” being the odd one

out.
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Figure C.10: LINDDUN data flow non-repudiation threat tree
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Figure C.12: LINDDUN process non-repudiation threat tree

C.5 Detectability

Three of the DFD element types have detectability, with “entity” being the odd one out.
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Figure C.13: LINDDUN data flow detectability threat tree
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Figure C.14: LINDDUN data store detectability threat tree
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Figure C.15: LINDDUN process detectability threat tree

C.6 Disclosure of Information

Three of the DFD element types have disclosure of information concerns, with “entity” being
the odd one out. However, only one tree is presented as this is drawn in from STRIDE and is the

same for all applicable DFD elements.
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Figure C.16: LINDDUN disclosure of information threat tree

C.7 Unawareness

Only the “entity” DFD element presents with unawareness concerns.

Unawareness of entity

Unawareness

Providing too
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Unaware of
ki stored data

U_1 u_2

No/insufficient
feedback and
awareness tools

No user-friendly
privacy support

Unable to review
personal information
(data accuracy)

Figure C.17: LINDDUN entity unawareness threat tree

C.8 Non-compliance

Three of the DFD element types have non-compliance concerns, with “entity” being the odd

one out. However, for non-compliance LINDDUN only presents a single tree to be used for all

affected elements.
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Figure C.18: LINDDUN entity non-compliance threat tree
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