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Abstract—Wide area measurement based damping controllers
are used to mitigate the inter-area oscillations in a large geo-
graphically distributed power system. The performance of wide
area damping control (WADC) heavily relies on cyber and physi-
cal infrastructure. As the measured input signals used in WADC
are transferred to the controller location via a communication
channel, it is prone to cyber-attacks. The attacker can inject
malicious data into the WADC measurements and/or control sig-
nals. This paper focuses on modeling and analyzing the impact of
different types of false data injection (FDI) attacks on the WADC
control signals, namely, sinusoidal attack, triangular attack, saw-
tooth attack, ramp attack, pulse attack, random attack, and
replay attack. The control architecture for analyzing these attacks
consists of power system stabilizers placed on each generator for
damping of local modes and an H2/H∞ based WADC controller
for damping of inter-area modes in Kundur’s 4-machine 2-area
test system. Different types of attacks were compared for their
severity, and it has been found that a sinusoidal attack has the
highest severity of all the analyzed FDI attacks. The results
obtained in this paper will be useful in implementing the cyber-
attack detection and mitigation algorithms.

Index Terms—Wide area damping control, low frequency
oscillation, phasor measurement units

I. INTRODUCTION

A modern power system is a large scale multi-area system,
in which real-time measurement data are transmitted from
various substations via phasor measurement units (PMUs)
to phasor data concentrators (PDCs) [1]. The PDCs send
data to the main remote control center, where estimation and
control signals are generated for real-time monitoring and
dynamic control of the system. However, in a wide area
power system, electro-mechanical low-frequency oscillations
can cause instability and impose restrictions on transmission
lines’ power transfer capability. Such low frequency inter-area
oscillations are primarily caused by poorly damped modes
or eigenvalues of the system which have frequencies in the
range of 0.2 to 0.8 Hz and also have high participation from

electromechanical states of generators in two or more areas
[2].

The local measurement-based power system stabilizer de-
signed using phase compensation or residue method is used
for damping out local mode of oscillations as they lack global
observation capability. In contrast, the wide area measurement
system provides global modal observability using PMUs to
damp inter-area oscillations through wide area damping con-
trol (WADC) [3].
WADC is generally implemented in the main control center.
As shown in the Fig.1, it takes measurement signals (line
power flow, bus voltages, speed deviation, etc.) as input and
generates control signals as output which are transmitted to
the plant actuators (Flexible AC transmission system (FACTS)
controller, Automatic voltage regulators (AVRs), High-voltage
direct current (HVDC) controllers). The operation of the
WADC is impacted by both the cyber system (consisting of
the control and communication infrastructure) and the physical
system (consisting of the actuators and the rest of the power
system). The different attack locations are also shown in the
diagram. The attacker can manipulate the measurement signal,
control signal, or both. The stealthy cyber attack can bypass
the bad data detection algorithm and disrupt the performance
of WADC operations. For example, a false data injection attack
at the measurement signals results in generating an inaccurate
control signal by WADC, which causes serious damage to grid
stability.
Some practical examples of WADC application in real-world
power systems are the centralized adaptive WADC-HVDC
system through the modulations of multiple HVDC link for
damping inter-area oscillations and generator exciter control,
which has implemented in China Southern Grid and Central
China Grid. [4], and a similar WADC-HVDC system for the
Pacific DC intertie in the North American Western Intercon-
nection [5]. Unfortunately, in recent years numerous cyber-
attacks have happened on power systems around the globe.
For instance, in 2015, a coordinated cyber-physical attack
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Fig. 1: Structure of wide area power system with different attack
locations.

jeopardized the Ukraine power grid and caused its blackout
[6]. This attack resulted in approximately 2,25,000 consumers
losing power across regions. Thus, it is vital for the power
system’s security to analyze how false data injection attacks
(FDIA), replay attacks, denial of service (DoS) attacks, and
other attacks affect the security of supply and stability of a
power system.

This paper provides an impact-analysis of different types of
FDI attacks on control signals, modelled using both existing
and new models proposed in this paper, with varying attack
parameters. To the best of our knowledge, this is the first effort
to analyze the impact of various FDI attacks on inter-area
oscillations, such that the attacks that yield maximum damage
through WADC can be identified.
The significant contributions of this paper can be abbreviated
as follows:

• Different FDI attacks template are proposed and replay
attack is modeled and implemented on the WADC control
signals.

• The impact of various attack cases for different attacks
signal frequency and magnitude are analyzed on inter area
oscillations.

• The attack impact study is validated by demonstrating
various attack scenarios on Kundur’s benchmark systems
with H2/H∞ based WADC controller.

• Results obtained from the simulation study are compared
with the different attacks cases.

The rest of the paper is organized as follows. Section II
presents the wide-area power system modeling, and different
models of existing and proposed FDI attacks. Section III
provides a brief description of the test system. Section IV
presents experiments and simulation results. Finally, Section
V provides concluding remarks.

II. MODELING OF POWER SYSTEM WITH WADC
AND CYBER ATTACKS

The practical power system is inherently nonlinear, and
the dynamical behavior of the system is described from
differential algebraic equations (DAE). Further, the reduced-
order linearized model is obtained from the DAEs to analyse
small-signal stability. Control design further requires model-
order reduction of the linearized system [7]. The linearized

power system model can be expressed with a state space model
as follows.

ẋ(t) = Ax(t) +Bu(t)

y(t) = Cx(t)
(1)

where x ∈ Rn, are the state vector (e.g. generator speed
deviation, rotor angle etc.), u is the control vector to gen-
erators’ exciters or AVRs. y is the remote signal transmitted
via PMU to the main control center, which can be the speed
difference of generators in two areas, deviation in line power
flow, bus voltage etc. A represents the system state matrix, B
and C are input and output matrices of appropriate dimensions.
For studying the impact of cyber-attacks in the case of
wide area damping controller, various data integrity attacks
(power system integrity is compromised through manipulating
transmission data) are considered here for modeling, namely
random attack, sinusoidal attack, replay attack, ramp attack,
pulse attack, triangular attack and saw-tooth attack. The attack
modeling mainly focuses on manipulating measurement and
control signals. These attacks manipulate the control and
measurement signals by compromising the communication
network or the control center, which affects the authenticity of
true adjustment commands produced by the control center, due
to which the power system becomes unstable. The modeling
of cyber attacks for the WADC system pertains to the three-
dimensional attack space proposed in [8]. The attack locations
can be compromised, and a malicious attack vector can be
injected into the actuator and sensor channels of the power
system model in (1) can be characterized as follows.

ẋ(t) = Ax(t) +Bu(t) +Baχu(t)

y(t) = Cx(t) + Csys(t)
(2)

where Ba and Cs are two gain matrices and χu(t) and ys(t)
represents the actuator and sensor attack signals, respectively.
The actuator channels produce response by acknowledging
control signals for damping low-frequency oscillation, [9],
[10]. Considering only actuator attacks (or control signal
attacks) in the attack model, (2) can be represented as follows.

ẋ(t) = Ax(t) +B (u(t) + χu(t))

y(t) = Cx(t)
(3)

The malicious attack signal which manipulates the actuator
channel can be modeled as

χu(t) = Ψuuχ(t) =


η1 0

. . .

0 ηn




uχ1(t)

...
uχn

(t)

 (4)

where the fabricated data injected into the actuator channels is
mapped by binary incidence matrix represented as Ψu and the
compromised actuators’ fabricated data is described by uχ(t).
The malicious data uχ(t) applied for implementing various
FDI attacks at the actuator channels is modelled as in (5).

uχ(t) =

{
0 for t /∈ τa

λ · K(.) for t ∈ τa
(5)
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where, λ represents attack signal magnitude, the function K(.)
represents the nature of the attack signal, and τa denotes the
duration of the attack.

1) Pulse attack: In the case of the pulse attack, the attack
vector is injected in the form of a pulse signal, and it can be
additive or subtractive to the true data signal. The pulse attack
signal can be modeled with different period Tp and the width
of the pulse tw can be altered using using a positive integer
n. The magnitude of pulse attack signal is varied using λ. The
model of a pulse attack is given as follows.

uχ(t) =

{
0 for t /∈ τa

λp · Kp for t ∈ τa
(6)

Kp in (7) represents the pulse signal.

Kp =

{
1 for 0 < tw < Tp/n

0 for Tp/n < tw < Tp

(7)

Other types of attack modeling are discussed below, and are
given in (8).

uχ(t) =



0 for t /∈ τa

λs · Ks(ωs) for t ∈ τa

λsa · Ksa(Tsa) for t ∈ τa

λt · Kt(Tt) for t ∈ τa

λra · Kra(λsra) for t ∈ τa

λr · Kr for t ∈ τa

(8)

2) Sinusoidal attack: For sinusoidal attack modeling, the
significant parameters are λs and frequency ωs. The appropri-
ate selection of signal frequency can cause large oscillation.
According to the nature of the sinusoidal signal, it causes
a sinusoidal variation in accurate data. The magnitude of
the attack signal can be varied by varying λs. The system
knowledge can be used to select the signal magnitude and
makes an attack hard to detect [10].

3) Saw-tooth attack: This attack involves the manipulation
of the control signal by injecting the saw-tooth signal, which
can be additive or subtractive. The attack signal can be
designed with different periods. In this case Ksa can be
modeled as a saw tooth signal by selecting appropriate λsa

and distinct time period Tsa,where Tsa represents triangular
signal time period.

4) Triangular attack: A triangular signal is injected into
the control signal. According to the nature of the triangular
signal, it causes a rise in the true data signal in the first half
period and a fall in the next half period. The attack signal can
be exclusive (subtractive type) or inclusive (additive type) .
The triangular attack signal Kt is designed using appropriate
λt and Tt, where Tt represents triangular signal time period.
Different triangular signals can be modeled by varying λt.

5) Ramp attack: The attacker can prepare a ramp signal
with suitable magnitude λra and slope λsra , which can
be a positive ramp or negative ramp signal. It introduces a
gradual rise or fall of amplitude in the original signal. The
attacker can implement a stealthy ramp attack Kra by selecting
the appropriate slope and magnitude. A gradual change in
slope causes stealth ramp attack which can bypasses bad data
detector algorithms [3].

6) Random attack: A random signal is modeled using the
true data signal’s minimum and maximum limits as con-
straints. The data injected in a random attack is not easily
detectable by a bad data detection algorithm because data
lies in the allowable range. The attack signal can be injected
with uniform random values without violating permissible data
range constraints. The random attack signal is designed using
appropriate Kr and λr.

7) Replay attack: In replay attack, the attacker records
actual control data during normal operation or event scenario
and injects this data in place of actual data during the attack,
which misleads the controller. For example, when a three-
phase fault occur in a power system, the attacker can replay
normal operation data, which can amplify the fault impact.
Furthermore, the attacker can replay event data when the
power system is in a normal operating state, due to which
an erroneous control signal is sent by the control center. The
replay attack is severe because the attacker doesn’t alter the
data using fabricated values, instead the attacker replaces the
real data with recorded data. The replay attack is implemented
in two steps: first, recording the data either through attacking
a cryptography algorithm or manipulating local conditions and
second, replaying the recorded data until the end of the attack.
The modeling of attack is shown in Eq. (9), where u(t− k)
represents the recorded data.

ẋ(t) =

{
Ax(t) +Bu(t) for t /∈ τa

Ax(t) +Bu(t− k) for t ∈ τa
(9)

III. POWER SYSTEM DESCRIPTION

1) Test power system: Kundur’s 4-machine 2-area test sys-
tem is considered for attack study, and the system incorporates
two identical areas [2]. Each generator is equipped with a
power system stabilizer (PSS), and generator 4 is connected
with a wide area damping controller (WADC). The WADC
controller is placed at the control center. Mixed H2/H∞ based
controller is implemented to damp out the poorly damped inter
area oscillation [11]. The input signal (measurement signal)
transmitted via communication channels to the controller is the
line power flow deviation of the line 5− 6, and the generated
output signal (control signal) is transmitted to generator 4, via
communication channels.

2) Mixed H2/H∞ controller: In a practical power sys-
tem, the load is continuously changing, and it is significant
to consider the various uncertainties and dynamic operating
conditions during the design of the controller. The H∞ control
improves frequency domain performance but is not capable of
improving transient response for the closed loop system. While
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H2 control’s main goal is to improve the transient response
and reject impulsive disturbance to ensure closed loop stability.
The mixed H2/H∞ output feedback control is designed for
maintaining trade off between conflicting requirements [11].

3) Selecting Attack Signal Magnitude: : Arbitrary injected
signals can be easily detected if the attack signal’s magnitude
or frequency is inconsistent with the signal’s typical magnitude
or frequency. As the FDI attacks are implemented in the
WADC control signal, first the control signal (WADC output
signal) frequency is estimated during a three-phase fault using
prony analysis. As expected, it is nearly the same as inter-
area mode frequency. To calculate the magnitude limits for
the attack signals, numerous three phase faults of 0.2s duration
were simulated at different buses. The maximum range of the
WADC control signal was obtained as [−0.13227, 0.1123] for
fault at bus 6 for 0.2s. These magnitude limits are considered
for modeling the FDI attacks.

IV. EXPERIMENTS AND RESULTS

In this section, data integrity attacks are implemented to
highlight the impact on the WADC control signal. It has been
assumed that the attacker has access to the desired signals and
can inject inaccurate data.

1) Pulse attack: A pulse attack signal is injected at the
control signal. Numerous pulse signal attack vector can be
developed by varying pulse width and pulse period. In this
experiment, the pulse signal frequency is kept the same as the
inter area mode frequency. Then the width of the pulse signal
is changed to 25%, 50%, and 75% of the pulse signal total
period. The attack signal with different pulse widths is shown
in Fig.2a, and the magnitude in pu (per unit) is kept within
the permissible limits. The attack signal is implemented at 10s
for an attack duration of 10s. The speed deviation of generator
G3 with respect to generator G1, (ω3 − ω1) in pu is shown
in Fig.2b. It can be concluded from Fig.2b that maximum
oscillation is produced when the attack signal width is 50%.

(a) (b)

Fig. 2: The details of three types of pulse attack in pu for 10s is
depicted in (a) and Speed deviation (ω3−ω1) in pu of generator G3
with respect to generator G1 for different pulse attacks is shown in
(b).

2) sinusoidal attack: A sinusoidal attack signal can be
added to the control signal at different frequencies. In an
oscillation situation, the controller produces a signal in the
interarea frequency range (0.2− 0.8) Hz. The attack signal is
also injected at 50%, 100%, and 150% of the controller signal

frequency. The attack signal at different frequencies is shown
in Fig.3a. In three attack cases, the oscillation magnitude is

(a) (b)

Fig. 3: Three types of sinusoidal attack signal for 10s is depicted in
(a) and Oscillation comparison (ω3 − ω1) in (b).

highest when the attack signal and inter area mode are of same
frequency and create a resonance, as shown in Fig.3b.

3) Saw-tooth signal: A saw-tooth signal of appropriate
magnitude is injected into the control signal. Three cases
for attack are considered, that is the fabricated signal time
period varied as 0.5, 1.5, and kept the same as the inter area
mode time period. The attack signal for different cases is
shown in Fig.4a. The generator speed difference (ω3 − ω1)
is plotted for all attack cases and is shown in Fig.4b. The

(a) (b)

Fig. 4: Three types of saw-tooth attack signal for different time period
is depicted in (a) and Speed deviation (ω3−ω1) for the different saw-
tooth attack cases in (b).

maximum oscillation was produced in the first case because
the saw-tooth signal frequency was approximately identical to
the inter area mode frequency, and the minimum amplitude of
oscillation was produced in the second case, when the saw-
tooth frequency is nearly double the inter-area mode frequency.

4) Triangular attack signal: A triangular attack signal with
different slopes is injected into the true signal. The modeled
triangular attack signals are shown in Fig.5a. The oscillations
produced due to distinct types of attack signals are shown in
Fig.5b. The maximum oscillation is produced in case-1 when
the attack signal is rising from −0.06 to 0.06 as shown in
Fig.5a.

5) Ramp attack: A ramp signal is injected into the control
signal with different slope values. Two cases are considered,
the attack signal is injected at 10s with slope values 0.00651
and 0.00451 for attack duration of 10s. As the signal slope
rises gradually, the oscillation doesn’t appear instantly; fluctu-
ations occur in the system after a few seconds. The oscillation
produced is plotted in Fig.6 and demonstrates that Case-1 has
a higher magnitude of fluctuation than Case-2.
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(a) (b)

Fig. 5: Triangular attack signals for different cases are shown in (a)
and Speed deviation (ω3 − ω1) for distinct triangular attacks in (b).
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Fig. 6: The oscillation (ω3 − ω1) comparison between two ramp
attacks.

6) Random attack: A random signal is added to the con-
trol signal, injecting arbitrary values between the allowable
minimum and maximum limits values of the control signal.
The generated random signal is shown in Fig.7a, for which
the values lie in [−0.0784, 0.0651]. The oscillation produced
in the power system is shown in Fig.7b.

(a) (b)

Fig. 7: The random attack signal is shown in (a) and Speed deviation
by random attack in (b).

7) Replay attack: For executing the replay attack, the data
is recorded during a three-phase short circuit fault at bus
number 10, for a duration of 10s, and replayed later until the
attack is finished. The oscillation produced in the system is
shown in Fig.8.
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Fig. 8: Oscillation (ω3 − ω1) due to replay attack.
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A. Comparison of Different FDI Attacks

Different types of FDI attacks and replay attack are com-
pared here to identify the most severe FDI attacks in WADC.
For each type of FDI attack, the most severe case is considered
for comparison with other types of FDI attacks. For example,
in the case of pulse attacks, the oscillation magnitude is highest
when the pulse width is 50% and hence this case is selected.
Further, the signal’s peak magnitude is considered the same
for all types of FDI attacks. Finally, the chosen attacks are
compared with one another. It was observed that the amplitude
of oscillation produced is largest for the sinusoidal attack, as
depicted in Fig.9, because the component of the attack signal at
inter-area mode is highest in this case which causes resonance.
The highest oscillation is produced when sinusoidal attack
signal is injected at the inter-area mode frequency. In general,
closer the shape of the attack signal to a sinusoidal signal, and
closer is its frequency to the inter-area frequency, the higher is
the amplitude of the produced oscillation, and, hence, higher
is the severity of the FDI attack.

V. CONCLUSION

This paper presents a procedure to design various FDI at-
tacks and replay attack. Furthermore, it analyzes the impact of
FDI attacks in WADC control signal on the power system. The
attacks are implemented on Kundur’s 4-machine 2-area test
system. The simulation results demonstrate that a sinusoidal at-
tack of inter-area mode frequency with appropriate magnitude
causes the highest oscillation in the power system as compared
to other FDI attacks. The future works include developing
unsupervised and deep learning-based algorithms for detecting
various data integrity attacks, DoS attacks, and coordinated
attacks for WADC measurement and control signals.
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