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Abstract

Faculty of Engineering and Physical Sciences

Web and Internet Science

Doctor of Philosophy

Applying Web Technologies

to Large Scale IoT Deployments

by Alex Owen

This thesis investigates the potential for using Web technologies, namely the Document

Object Model (DOM), Cascading Style Sheets (CSS), and JavaScript, to describe and control

large-scale Internet of Things (IoT) deployments. These are not yet present in the typical

home, however, the trajectory of integration between everyday objects and computers

suggests that, in future, many homes and commercial spaces will contain thousands of IoT

devices. These environments will require complex and scalable orchestration. Web

technologies could fulfil these requirements.

While there have been many attempts to integrate the IoT with the Web, thus far none have

taken advantage of existing technologies to the degree demonstrated here. Several new

approaches were explored, each with the aim of representing IoT devices and their

components using the DOM, whereafter, CSS was used both to control and store the state of

the DOM. The DOM elements became digital twins of the devices they represented,

allowing actions upon the DOM to be replicated across the IoT environment it mirrors.

Through applying this approach, there is the potential for Web developers to use their

existing skills to transition from their current role and become Web of Things (WoT)

developers with little effort.

The investigation occurred across four experiments, approaching a Web-native solution.

The final implementation was tested in a study with experienced Web developers, yielding a

positive outcome. Participants showed an interest in the subject matter and quickly learned

the skills necessary to implement the technology. Also explored are ideas on how this

approach could, in future, be integrated with the social machine of the Web, including with

other WoT projects, development communities, and end users.

The proposals within this thesis introduce a new concept for modelling the IoT, and, as

such, they put forth many avenues for future research. These include the potential to share

curated themes for physical environments; to build complex virtual devices from the

components of others; and to allow Web pages to spill out into the physical environment

they are viewed within.

http://www.southampton.ac.uk
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Chapter 1

Introduction

This thesis describes the journey towards a standards-compliant approach to integrating

the Internet of Things (IoT) with the Web; the merger of these being commonly referred to

as the Web of Things (WoT). This work goes on to explore whether the approach put forth

for realising the WoT could be deemed to be both technically rational, and helpful for the

development community. What sets this thesis apart from other research and commercial

implementations is the idea that IoT devices could become an integral part of the fabric of

the Web rather than merely a service called upon by users. Such tight integration could

enable information to �ow beyond the con�nes of the screen to become represented within

the user's physical space, wherein their physical devices become a dynamic part of the

content they are viewing. It is hoped that this can be achieved by working within the existing

landscape of the Web and, in so doing, would result in far less resistance from the

community than a more radical approach.

The questions this thesis sets out to explore are if it is feasible to build a WoT system from

this perspective; whether it is practical and ef�cient; and whether the community would

embrace or reject such a system. While these questions cannot all be answered

unreservedly, they nonetheless provide a solid basis for exploring the potential of the

concepts described herein.

Three variations of a technical approach are explored, all of which centre around using

extant Web technologies to solve the relatively new problem of integrating large numbers of

IoT devices with other elements of the pre-existing infrastructure. Re-use, expansion and

evolution of existing speci�cations is a core aspect explaining how the Web has grown to the

size it is today and thus it is logical to explore this avenue before seeking to create a new

technology to solve this problem. When this project started there had been no previous

attempts at such a close integration between the IoT and Web (while using Web standards)

and even now, none have progressed beyond super�cial implementations [1] [2] [3].

The front-end, or user-facing part, of the Web is built almost entirely upon three standards,

namely: HTML [4] (describing document structure); CSS [5] (a group of speci�cations
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de�ning presentation); and JavaScript (an implementation of ECMAScript [6]). Together,

they allow structured data and text to be presented to the user in a functional, pleasing and

interactive manner. At the simplest level, HTML contains data and text in a

machine-readable format, while CSS determines how it is presented to the user using a

rules-based engine, and JavaScript provides a programming layer that renders the content

both dynamic and easier to navigate. Each is an evolving standard, but all have been in

mainstream use since the mid-1990s. So far these technologies have underpinned trillions

of user interactions with blogs, online retailers, information kiosks, mobile phone

applications, refrigerators and cars, inter alia. Using them for applications beyond the

con�nes of the documents they were originally created for is not in and of itself novel [7] [8],

although embedding physical devices within documents is entirely new.

By pushing the limits of HTML and the Document Object Model (DOM) [9], it relies on,

digital twins of IoT devices can be represented as elements within the document. These

twins and the devices they represent can be treated as having equal status, so that a

command sent to one will affect both. For example, a `power on' command sent to a lamp

would be received by both the twin and device or else propagated by one to the other, such

that both change state to `on'. Although the state may be represented differently by each,

both hold equal precedence and, in any practical way, both are the same lamp. This enables

the placement of these digital twin elements into the hierarchical structure of the DOM,

alongside other HTML elements containing text and data. Once these physical devices are

embedded within the document, they can be manipulated in the same way as any other

element of the document, in that CSS can be applied to them, and JavaScript can

manipulate them. This thesis tells the story of arriving at this juncture, and discusses where

it could, and should, go beyond this point.

Exploring the space involved progressive steps from the genesis of the idea through to

failures and technological advancements. This line of enquiry eventually resulted in a

system that is nearly compliant with Web standards, and can control IoT environments of

nearly any size. The initial experiment was not a practical success, as the approach would

have only allowed the use of the DOM and some aspects of JavaScript; however, its

XML-based implementation proved to be the seed for the remainder of the project. While it

was abandoned early on, it is included as a background, underpinning the later

experiments. The second and third experiments grow closer to alignment with how a Web

browser manages a Web document and reveal how the project grew alongside the

development of the browsers they were based within. The second experiment is a fully

functional, yet �awed, IoT system using HTML, CSS and JavaScript; while the third is a far

less �awed, yet altogether more super�cial simulation of an IoT environment that

demonstrates how far this approach could go. The system built for the third experiment

embeds IoT devices within the DOM and makes them almost indistinguishable from other

elements therein, and thus serves as the most successful aspect of this project.
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Measurement of success is not trivial, as there are no systems to directly compare against.

Most IoT systems are either proprietary commercial ventures with closed source; open

source integrations between closed platforms; or academic systems designed to

demonstrate a particular feature or effect. The systems built for this project fall into the

latter category and, therefore, any comparisons of performance or completeness would be

unfavourable and thus ultimately pointless. Instead, success was measured based on the

parameters of possibility, practicality and acceptability. Possibility, which addresses whether

an idea can be built into a functional system, is almost always positive, yet comes with

nuances. Practicality and acceptability are much more complex and frequently only

addressed via subjective measurements. Practicality attempts to answer the question of

whether an idea should be used, while acceptability extends this by investigating whether it

would be a suf�ciently good solution for those who would use it. The fourth experiment

delves deepest into this last element by engaging the community with testing and direct

feedback.

Overall, the results were very positive. The �rst experiment was abandoned because it was

ultimately impractical, while the second and third were both deemed practical solutions to

differing degrees. The system of the third experiment was the only one that was considered

viable for testing by those other than the author and this was done so in the fourth

experiment. The fourth experiment received a great deal of constructive positive feedback

and suggestions, albeit with the caveat that the participants were pre-�ltered by both

selection bias and survivorship bias. However, the results suggest that a signi�cant

proportion of Web developers, a group suggested to be around 24 million globally [10],

would be able to use the system and would �nd it intuitive and enjoyable.

Community acceptance is of substantial importance as developers are under great pressure

to keep up with the pace of Web technology which entails constantly learning new

frameworks, tools, and applications (and new iterations of each). Current development for

the IoT is a fragmented landscape of proprietary systems and APIs, and even the newer

approaches of Matter [11] and the W3C WoT Group [12] are complex and require learning

new mental models and syntaxes. If IoT development on the Web (WoT development) were

a progression from Web development, this would mean that developers could build on what

they already know, using their pre-existing knowledge to occupy the new niche of the WoT.

Thus they would not need to treat it as a new technology and it would not require them to

learn new concepts from scratch. This could mean faster adoption of the WoT or else a

decreased mental burden for those choosing to adopt it.

To provide context to this problem, this thesis �rst explores the background to the WoT

within the literature review. This addresses the history and evolution of the Internet and the

Web and compares their development with that of the IoT and WoT. These two progressions

follow many of the same milestones, which may indicate that a similar approach to

problem-solving can be applied to both. Once the background is established, the theoretical

framework chapter outlines the potential use of Web standards to resolve issues in the WoT,
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de�nes the niche that this thesis intends to �ll, and lists the aims it will explore. This chapter

also describes the approaches for determining the possibility, practicality and acceptance of

each experiment.

The subsequent chapter details the four experiments carried out in pursuit of a WoT system

based on Web standards. The experiments are progressive and each builds heavily on the

previous one. Each experiment is self-contained and, within it, are the methodology, results,

and discussion. The ensuing discussion chapter draws these four experiments together and

looks into the implications of what was achieved and conveyed.

The conclusions chapter takes a higher perspective of what has been produced and

discovered and examines how it sits within the wider context of the Web, including the

social and technical structures it affects. This �nal chapter concludes by addressing future

work which could be carried out using the ideas presented in this thesis. It provides a list of

potential applications for this implementation of the WoT alongside other technical and

social considerations that the author feels should be explored.
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Chapter 2

Literature Review

2.1 The Internet

The precursor to the modern Internet was the Advanced Research Projects Agency Network,

or ARPANET. It was a long-distance network with only a few nodes located within those

organisations which assisted in its development. When the ARPANET was �rst built in 1969

[13], it was simply a connection between the UCLA and SRI International at Menlo Park,

California. Later that same year, UCSB and UTAH were added to the network. In 1970, a

connection was extended from the west coast to the east coast of the USA, linking MIT, BBN

and Harvard. By 1973 the network had grown to around 40 nodes at different locations,

integrating approximately 45 computers. These computers were room-�lling mainframes

and would be almost unrecognisable to today's average user. Also in mid-1973, a connection

was made to University College London via satellite link, as seen in Figure 2.1, establishing it

as an international network for the �rst time. Over the �rst few years, the network continued

to grow, serving as a bridge between many smaller academic and military networks and, by

1977, many other institutions had been incorporated, as seen in Figure 2.2. The growth of

the ARPANET was steady and rapid and it was very soon impossible to graph the entire

network due to its size, rate of expansion, and shifting topology. Other smaller networks rose

alongside the ARPANET and these were all slowly linked together, eventually forming one

larger network which has since become what we now call the Internet. Today the Internet is

a planet-wide network connecting billions of devices and, as such, has become the basis of

almost all modern communication. Connected devices vary from warehouse �lling

supercomputers to smartphones as well as smaller embedded computers inside other

objects.

The core of the Internet is machine-to-machine communication and the continued

existence of the Internet relies on devices being able to communicate with one another

using a shared language or, at the very least, a set of languages that can be translated

automatically. This interoperability is largely upheld by shared standards and protocols
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FIGURE 2.1: A schematic of the ARPANET in late 1973, from DARPA's 1978 report [13].

such as the Internet Protocol Suite [14], which was proposed in 1974 [15] to support the

ARPANET. This collection of protocols allows individual devices to �nd paths to one another

and to send messages in an agreed format which can be reconstructed and read upon

arrival. The Internet Protocol Suite is arranged into a series of layers which each perform

functions at a different levels of abstraction.

The Internet Protocol Suite

The constituents of the Internet Protocol Suite are Transmission Control Protocol

(TCP), which handles ordering and error checking of streams of packets, and In-

ternet Protocol (IP), collectively called TCP/IP [16] which routes packets from their

source to destination based the packets' headers and unique addresses. Alterna-

tively to TCP, devices can use UDP (User Datagram Protocol) which is a simpler and

sometimes faster protocol, but one that lacks an error checking capability.

IPv4 has been prevalent for much of the life of the Internet. However, the scale of the

connections and the need for direct connectivity to devices (rather than hiding them

behind routers) led to the development and implementation of IPv6. It was �rst

proposed in 1998 [17] and subsequently revised in 2017 [18]. IPv6 is a key enabler

for the IoT as the IoT brings many more devices into the network, and IPv6 has a
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FIGURE 2.2: A schematic of the ARPANET in 1977, from DARPA's 1978 report [13].

much larger address space than IPv4. Without it, very large-scale IoT deployments

would be dif�cult or impossible.

However, machines are not the only part of the Internet. While there is a lot of

machine-to-machine communication, there is a very large human component of the

Internet, creating a highly complex sociotechnical machine. This is particularly evident as

we move towards the realisation of the IoT [19]. People use the Internet to communicate

indirectly with one another, but also provide data and close interaction loops between

systems that have no programmatic link. Given the Internet is formed of both machines and

people, at the lowest level of complexity, interactions can come in three formats: between

human and machine, machine and machine, and human-to-human communication, as

seen in Figure 2.3.

Human-to-human communication can arise directly within this social machine, for

example by asking someone to look up some information as in Figure 2.4. It can also emerge

indirectly in a chain of interaction types comprising of human-to-machine communication,

followed by machine-to-machine, and ending with machine-to-human. Such

communication can also manifest in both real-time or delayed (asynchronous) forms. Voice

and video messaging can be almost real-time, although some services allow for messages to

be recorded and picked up later. Text chat can be real-time or asynchronous depending on
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FIGURE 2.3: Communication types as used within the Internet and IoT.

whether all parties are online at the same time. Many forms of communication can involve

two parties, yet also allow for many more to join. It can be multi-directional, such as in a

conference call, or unidirectional, as a broadcast message. Despite having three relatively

simple building blocks, the machine as a whole can become very complex.

FIGURE 2.4: Asking someone to look up some information using the Internet.

Human-to-machine and machine-to-human communication will often be concurrent as

the human will anticipate some form of feedback from the machine they have commanded

or queried. However, they can be seen alone, such as in an automated, scheduled message

from a weather service to a user. Such communication can be either explicit or implicit. An

example of explicit communication would be a user clicking a button to request traf�c
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information, but they could also receive this information implicitly by arriving at a certain

location. Such implicit communication blurs the line with machine-to-machine

communication as, while the user would have given permission for their smartphone to

track their location and send it to a traf�c server, they have not actually sent that location

message themselves, rather, they have given agency to their smartphone and delegated a

task.

Machine-to-machine communication is much more common on the Internet, as every

indirect communication that arises between humans also involves many messages

transferred between machines. In the case of audio and video, this could amount to many

thousands of messages per second. There are also autonomous machines communicating

with other autonomous machines, for instance a rain sensor sending messages to a window

to let it know it needs to close; or a robot on a production line sending alerts when it needs

maintenance.

Various forms of communication are extremely important in a world where there are

growing numbers of computers embedded within everyday objects causing us to

increasingly delegate agency to automated systems. The Internet and the Web are the basis

for taking this agency beyond the con�nes of the device with which we interact, further

delegating it to remote servers or actuating remote systems. The needs and desires for

people to do this have driven many technical advances surrounding User Experience (UX)

and Human Factors research. Currently, the Web is the user-facing part of many of these

interactions, which may imply that the WoT could become another aspect of this interface.

2.2 The Web

2.2.1 Precursors to the Web

The concept of hypertext has a history that dates as far back as “The Garden of Forking

Paths”, a story that was written in 1941 by Jorge Luis Borges [20] and the Memex machine

envisioned by Vannevar Bush in 1945 [21]. The �rst hypertext computer system was Project

Xanadu [22] which was created by Ted Nelson in 1960. Nelson also coined the terms

`hypertext' and `hypermedia' in or before 1965 [23]. These, and other systems, all served as

inspiration for the Web.

2.2.2 The World Wide Web

The World Wide Web is a layer on top of the Internet that was predominantly created for

asynchronous, indirect human-to-human communication. The concept of the Web was

initially put forward by Tim Berners-Lee while working at CERN in 1989 [24], where he

created an internal system for sharing knowledge based on hypertext [25]. However, the
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limits of the Web have extended far beyond this initial idea and, in modern systems, many

machines use Web-based technologies to communicate with one another, both as a part of

the human-to-human chain, and completely separate from it.

The Web, when used by a person, is primarily engaged with via a Web browser such as

Google Chrome [26], Microsoft Edge [27], Mozilla Firefox [28], Opera [29], or a task-speci�c

browser, such as a messaging application or social media application. Regardless of their

speci�city, an item of Web software must have an implicit understanding of the protocols

necessary to communicate with Web servers so that it can both send requests to the server

and decode and present the responses it receives. This, in turn, implies that it must also be

able to use the Internet Protocol Suite upon which the Web is constructed. The key Web

protocols include HTTP and FTP, while the technologies required to decode the data include

parsers for HTML, XML, CSS and JavaScript. HTML thus provides the structure of the data

and CSS the presentation, while JavaScript allows for interactivity between the user and the

data. HTML and the document structure of the Web are foundational to this thesis. A Web

page stores information as a hierarchy of nodes containing text and images and, more

recently, videos, embedded applications and much more. This structure came to be

standardised as the Document Object Model, or DOM [9].

Read/Write vs. Read-Only

Initially, the Web was designed to be both read and write [25]. Web pages allowed

users to edit the page's content and replace what was already there. This was later

changed so that users who did not control the server could only read a page's con-

tent. It was not until the era of Wikipedia [30] and Web 2.0 in the early 2000s that

this concept returned, and then it usually came with strict permissions structures to

prevent misuse. Wikipedia initially allowed any user to edit a page, but after several

disingenuous edits which harmed the site's reputation for accuracy, a permissions

and approval process was put in place. This was accompanied by a hierarchy of

editors who monitor high pro�le pages. In a 2012 study commissioned by Wiki-

media (Wikipedia's parent company), an independent review found its accuracy to

be extremely high [31]. While the consensus was that it is not suitable for citing in

most academic contexts, it has since achieved a level where it is generally equiva-

lent to any other tertiary source and is thereby useful for referencing concepts and

de�nitions. This marks a milestone for the read/write Web and demonstrates that

collaboration can lead to a positive outcome.

The IoT follows a similar read-only and read/write structure to the modern Web,

excepting that devices join humans as actors within the system in that they can read

from, or write to databases and interfaces, provided they have been explicitly or

implicitly granted permission. Devices and humans can also write new states to
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devices, such as updating the volume of a speaker. In this way, parallels can be

drawn between a document on the Web and a device within the IoT/WoT.

The Web is de�ned by an ever-changing group of speci�cations that have grown both in

number and complexity, with new features constantly added by its guardians, the World

Wide Web Consortium (W3C). One particularly interesting and relevant recent development

is that of Web Components. This is a group of four speci�cations which combine to allow

the user to de�ne a new element of a Web page with a speci�c function, much like a <div>

or <header>, but with a purpose as de�ned by the developer. These speci�cations are

delineated as Custom Elements [32]; the Shadow DOM [33]; the HTML Template Element

[34]; and ES Modules [35]. These four combined enable Web Components to function and,

while it is not self-contained, for brevity they will henceforth collectively be referred to as

the Web Components speci�cation. This speci�cation allows the developer to create new

elements by creating a new type of DOM object that can be inserted into the DOM tree and

processed at runtime in the same way as an HTML element. The aim of the speci�cation is

to allow for easy re-use of complex custom components, much like Angular [36], React [37]

or Vue [38] have done. For example, a developer may create a component for a form, a

button, or a video player. However, the speci�cation is deliberately unconstrained and this

new element could semantically represent anything, including a digital twin for a physical

device, a concept that will be explored in much more detail from Chapter 3 onwards.

In addition to the W3C, the Web Hypertext Application Technology Working Group

(WHATWG) is another group which develops standards for HTML. They were formed after a

W3C workshop in 2004 [39] as an alternative forum for discussion as to how to progress the

language after growing frustration that the W3C was not paying due attention to it. The

founding members were Apple, Mozilla and Opera, although it was intended to be an open

community, given that anyone can submit a proposal to their GitHub repositories [40]

which hold the standards. The membership and ideas of the two groups often overlap, with

the WHATWG being more commercially-focused than the W3C.

2.2.2.1 HTML and the DOM

HTML contains the structure of a Web page in the form of tags that are nested within one

another, each representing an element within the DOM tree. It was typically used to mirror

paper documents at the origin of the Web, but has since expanded to include semantically

marked up audio, video, code in various languages, and many others. Each element has a

semantic meaning. For example, this may include a paragraph, heading, or article. The

DOM is the model used to hold the data which can be represented in HTML format [4]. It is

a tree structure wherein each node is an HTML element and each is either a child of the root

node or else of another HTML element.
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HTML elements can have attributes that describe the state of the element, such as

disabled , type or value , or provide implicit links to other resources, such as the location

of a given CSS �le, media �le, or script. While these are �xed for the core HTML elements,

Custom Elements and XML elements are not restricted to a list of allowed attributes. This

approach of linking state to HTML elements is used extensively in Experiment 1.

SGML, XML and XHTML

SGML [41] is a meta language designed to de�ne markup languages, including HTML

and XML. Both HTML and XML were intended to be implementations of SGML de-

spite HTML being created in parallel to SGML.

XML [42] was created as a more generic version of HTML [43] with the ability to add

arbitrary tag names and attributes. It is mostly used to represent data in a similar

way to JSON. XML parsers tend to be deliberately less fault-tolerant as a method to

encourage better-formed data. Rather than throwing an error and continuing, they

will usually fail the entire process. A key difference between XML and HTML is that

every tag must be closed.

XHTML [44] is a version of HTML represented as XML. The differences to HTML

are slight, and mostly around including closing tags, but the result is a markup that

can be rendered as HTML but processed as XML. A key bene�t the creators saw was

modularisation [45], which would have allowed sections of reusable XHTML to be

de�ned with XML schemas. However, this never materialised as a need within the

development community, especially after the advent of component-based frame-

works.

While the DOM structures data, its presentation to the user and interaction are

administered by CSS and JavaScript, respectively. These handle how the contents and state

of the data are presented to the user and enable the user to alter the state locally, as well as

to communicate alterations to the server if required. CSS provides set-based rules which can

determine how the DOM is displayed, but beyond that, it contains a language for describing

the state of nodes in a tree. JavaScript, amongst its many other features, offers the potential

to integrate other data sources with the data in the DOM to present a uni�ed experience, or

else to produced derived data. Ultimately, it can build a DOM on the �y, which is not

directly sourced from an HTML �le, yet can still be represented as HTML due to the two-way

relationship arising between the DOM and HTML.
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2.2.2.2 CSS

For a time, the Web simply comprised text and basic images wherein each page was treated

as a digital data store. It was not until later that presentation of that data started to become

more important. The direct precursor to CSS, CHSS was �rst proposed in 1994 by Håkon

Wium Lie [46] and was one of several attempts to standardise a method for describing the

layout and style of a document. Initially, it aimed to replicate typeset documents in a digital

format but, as the Web has grown exponentially, it has since expanded to contain much

more. While it originally implemented static designs, it now contains animations and

transitions, within an ever-growing feature set.

CSS is designed to work in conjunction with HTML and uses unique identi�ers known as `id'

properties, and classes, de�ned in terms of `class' properties, attached to HTML elements.

Each element can have multiple classes but only one identi�er, and an identi�er should be

unique within a document. This allows CSS to de�ne presentation rules that apply to

individual nodes or sets of nodes, thereby allowing union, intersection and complement

operations to be applied with relative ease.

CSS and Set Theory

CSS is designed to select both individual elements and sets of elements. It has a

variety of operators that allow for coverage of basic set theory concepts.

An individual element can be selected with the # operator. For example, #switch

selects an element with an id of `switch' (e.g. <button id="switch"></button> ).

An entire class of elements can be selected with the . operator. For example, .text

selects all elements with a class of `text' (e.g. <p class="text other-class">

</p>).

Union:

A union can be described using the , operator: Thus .button, .carousel would

select all elements with a class of `button' or a class of `carousel', including those that

have both: button [ carousel , or logical OR.

Intersection:

An intersection can be achieved by not leaving a space between selectors: Thus

.carousel.images would select those elements which have both a class of `carousel'

and `images': carousel \ images, a logical AND.
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Absolute Complement:

The absolute complement is found with the :not() operator, where

:not(.banner) selects all elements except those with a class of `banner', a logical

NOT.

Relative Complement/Set Difference:

The relative complement can be selected using the :not() selector.

.carousel:not(.images) would select elements which have a class of `carousel'

but not those that have a class of `images'. If an element has both, it is also excluded:

carousel \ images , which does not have an equivalent logical operator.

Symmetric Difference/Disjunctive Union:

The symmetric difference also uses the :not() selector in a similar way to the rela-

tive complement: .carousel:not(.images), .images:not(.carousel) is a lit-

tle verbose but achieves the goal of selecting all elements that have either the class

of `carousel' or `images', but not both: carousel 4 images, a logical XOR.

The CSS Cascade

Cascading is a feature of CSS that sets it apart from many other approaches. The

cascade de�nes the order that rules are applied to the document, based upon a

pre-determined hierarchy of the importance of these rules. The implementation

of which allows multiple style sheets to be imported and combined without earlier

imports being overwritten by later ones. While the order in which they are imported

into the document provides a reconciliation for two equally important rules, rela-

tive importance based on rule type is far more critical. The CSS cascade speci�ca-

tion [47] lays out the precedence for these rules and includes deciders such as rule

speci�city and source.

2.2.2.3 Precursors and Parallels to Web-based Style Sheets

The following two sections (see also Section 2.2.2.4) are heavily in�uenced by Håkon Wium

Lie's PhD [7], as it is useful as both a primary and secondary source, and is laid out in an

appropriate structure for this thesis. The standards and proposals outlined in this section

are those which arose between the late 1980s and mid-1990s and had an in�uence on both

the creation and ongoing development of CSS. There were many proposals for how to style

documents and, while many contributed directly or indirectly to the �nal CSS concept as



2.2. The Web 15

developed by Håkon Wium Lie and Bert Bos, some were also developed in parallel and

in�uenced the standard much later on. CSS was adopted by the W3C as the preferred

approach for HTML and, as a result, has the largest adoption of all those in the group of style

sheet speci�cations.

FOSI Formatting Output Speci�cation Instance (FOSI) [48] was a style sheet language

initially created by the US Department of Defense (DoD) and posted to the www-talk

mailing list and comp.infosystems.www newsgroup. It was written for SGML and was later

adapted speci�cally for XML. It is itself written in SGML, similarly to Document Style

Semantics and Speci�cation Language (DSSSL), and was only ever intended as an interim

solution [49] which was designed to �ll a need while DSSSL was being developed. It was

used in the period between the codi�cation of SGML by the ISO in 1987 and the release of

DSSSL. However, it was never widely used outside of the DoD, nor was it intended to be, yet

it was an important step in the progress of styling structured data.

Mosaic: RRP RRP was a proposal by Robert Raisch (of O'Reilly) and subsequently referred

to by those involved as Robert Raisch's Proposal. It was an RFC made to the www-talk

mailing list for “an easily parsable format to deliver stylistic information along with Web

documents” [50]. Up until this point, browsers presented the content in the way they

thought best, which often led to inconsistent results. This was not helped by the mix of

text-based and graphical browsers at the time. The RFC goes on to iterate and reiterate that

the “stylistic information” should be considered only as a suggestion, and not as a “required

behaviour”, an ethos that is contrary to modern CSS.

The syntax is different from CSS and was designed to be very compact, as connection speeds

were slow and GZIP [51] was not yet available. Speci�cally, this choice aimed to “minimize

the time required to retrieve and interpret” the style. The speci�cation lacks many features

of CSS, yet the concepts are super�cially similar. It used the @ symbol to select elements by

their name, but did not allow for selection based on attributes or allow concurrent use of

selectors in a single rule. It also had a set of 35 properties, grouped into eight categories, as

shown in Figure 2.5 from Håkon Wium Lie's PhD thesis [7].

FIGURE 2.5: Table 7 taken from Håkon Wium Lie's PhD thesis [7].
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For example, @H1 fo(si=32,we=bo)would set the font ( fo ) for an H1 element to a size of

32pt (si=32 ) and give it a bold weighting ( we=bo), which has the equivalent in CSS of:

h1 {

font-size: 32pt;

font-weight: bold;

}

RRP was limited in that it did not have the cascading features of CSS or allow for multiple

style sheets in a single document. While Marc Andreessen was aware of RRP [52], it was

never added to Mosiac and he instead opted to use presentational HTML. This is where the

HTML de�nes the appearance directly using tags such as <BLINK>and <CENTER>. Many saw

this as a backward step in the process of developing standards and, in 1997, the W3C agreed,

publishing a recommendation that style sheets be used over presentational HTML [53].

However, it was only much later that the last remnants of presentational HTML were

removed by the HTML5 standard [4] in favour of making HTML more semantically

meaningful.

ViolaWWW: PWP Pei Wei's Proposal (PWP) was made on the same www-talk mailing list

as RRP. It was designed for the ViolaWWW browser which Pei Wei – also of O'Reilly – created

and maintained, and was loosely based on RRP with some signi�cant differences. It used

parentheses to allow for multi-level selectors (e.g. H1within BODY). This allowed for basic

ANDand ORfunctionality, using separate rules at the same level of parentheses for OR and

commas for AND. PWP did not abbreviate properties and instead used full names such as

fontSize and fontFamily which are very similar to CSS's font-size and font-family

and otherwise identical to the JavaScript style object of an HTML element which uses camel

case. PWP was however not implemented in other browsers and quickly fell out of use.

Steve Heaney's Proposal (SHP) Steve Heaney would appear to have taken objection to

PWP as he almost immediately published his own outline [54] for re-using FOSI for style

sheets and SGML notation. He felt that it was better to re-use than to create another

standard, a sentiment that has been echoed many times in Computer Science. Ultimately,

the outline never progressed to a speci�cation as no one took up the task of writing it.

Cascading HTML Style Sheets (CHSS) CHSS [46] is the original language created by

Håkon Wium Lie, one that would later evolve into CSS [55]. It was the �rst to introduce the

idea of a cascade, even though the style sheet hierarchy was very different. In this proposal,

the suggestion was that users or developers could specify how strong a preference a given

style sheet would receive and this would, in turn, decide which rules would be prioritised
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and to what degree. The syntax of the examples presented in his thesis is very different from

that of CSS, and CHSS offers conditional statements that CSS deliberately does not.

DSSSL DSSSL [56] was a language �rst published as a draft in 1994 and was used to style

SGML-compatible documents. It used a subset of Scheme [57] to manipulate SGML

documents, altering both their structure and appearance. This is beyond the capabilities of

CSS and especially what CSS could do at the time (which was only to alter the appearance of

data). Modern CSS pre-processors such as SCSS and LESS, discussed later in this chapter,

have adopted some of the capabilities of FOSI and DSSSL as they can perform basic

programmatic functions. Ultimately, DSSSL fell out of popularity as SGML has largely been

replaced by the HTML and XML standards in modern implementations although DSSSL's

successor, XSL, continues to thrive in certain scenarios. Today, DSSSL is rarely used outside

of Linux documentation.

2.2.2.4 Modern Alternatives to CSS

XSL Extensible Stylesheet Language (XSL) is a family comprised of three parts [58];

namely: XSLT, XPath and XSL-FO. In combination, these enable customisation of the

presentation of XML documents. XSL is the only style sheet language still in widespread use

other than CSS. It is based on DSSSL and was an attempt to port that same approach to

XML. It is designed to manipulate the structure of XML documents and, as a result, is more

complex than CSS. The W3C has long recommended CSS �rst [59], and suggests only using

XSL if its more advanced features are required, such as transforms. This sentiment is shared

by Bert Bos (the co-creator of CSS) who said that “XSL is only an alternative at the high-end,

for advanced users” in his 2008 essay [60] concerning CSS variables. It has a place in modern

Web development although, due to its limited use cases, it would be rare to �nd a developer

who is pro�cient in it.

The Components of XSL

XSL Transformations (XSLT) allow for “transforming XML documents into other XML

documents” [61], including the manipulation and sorting of XML, and by extension

XHTML, based content.

XPath is primarily a “means of hierarchic addressing of the nodes in an XML tree”

[62]. The latest version supports JSON as well as XML.

XSL Formatting Objects (XSL-FO) are designed to help an “XSL transformation into

a tangible form for the reader or listener” [63].
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SASS, LESS and Pre-Processors SASS/SCSS [64], Stylus [65] and LESS [66] are style sheet

languages designed to be processed into CSS and sit at a higher level of abstraction than

CSS. They add many extra features which can reduce the length of CSS and hide repetition

from the developer, a feature which is often useful when building websites. These languages

include some features that are deliberately left out of the initial CSS speci�cations, including

looping, variables and `if' statements. Some of these features, including variables, have

since been added to CSS although in different ways to those used by the higher abstractions.

The key difference between CSS and these languages, however, is the use of nested selectors

to replace duplication of the same pre�x for several consecutive selectors.

CSS-in-JS CSS-in-JSS, later renamed to JSS [67], is an approach that removes the CSS and

replaces it with a JSON-based de�nition of style. This is similar to how using

HTMLElement.style = {} allows for setting style on an element using only JavaScript

objects. Its key feature is that it automatically namespaces sections of CSS which allows for

identical selectors in different parts of the code, ultimately resulting in shorter selectors for

the developer to have to understand. Similar to SASS and LESS, it can compile to CSS and, in

doing so, will automatically create namespaces for the various sections of CSS to prevent

con�icts from arising.

AXR Arbitrary XML Rendering (AXR) [68] was a proposal that was made to replace HTML

and CSS with XML and HSS, respectively. HSS, an acronym that was never publicly de�ned,

began as a speci�cation for a superset of CSS, yet ended up becoming a replacement that

followed many of the same paradigms and used a similar syntax. The ultimate goal was

native browser support although, initially at least, the creators had planned to offer a

browser plugin for rendering. Functionally, it offered many of the same features of LESS and

SCSS, including variables and nested selectors, but had a focus on object orientation and

allowed the derivation of properties based on how another element was rendered.

Ultimately, the idea was abandoned around 2013 due to a lack of support in the community.

Much of this was likely due to the creators' insistence that the W3C and WHATWG were

�awed in that they were too slow and were “made up of companies �ghting each other” [69],

instead advocating a grassroots movement of developers and designers. Unfortunately,

many of the perceived “companies �ghting each other” were the very browser vendors

through which they intended to implement their new standard and so this conversation was

not initiated on the best footing. There were also technical issues with basing the style of

one component on another. Particularly, it could require re-rendering the page many times,

as each referenced element in a chain is settled and thus loops would be quite likely to arise

in complex designs. Overall, while AXR has not had a signi�cant in�uence on the

technology of style sheets, it does serve as an important lesson that working with the

standards bodies is far more productive than challenging them.
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2.2.2.5 The Evolution of CSS

While the progression from the original CSS standard to CSS3 was fairly linear, progress

since then has been deliberately fragmented by the working group. Due to the size of the

language, it no longer exists as a versioned progression, rather the language has been split

into modules and each of these will be progressed separately. While there is a CSS4

community group [70] at the W3C, the opening statement outlines that it is a name to be

used for teaching and promotion and will not be applied to any speci�cations. Browsers

have always taken a rolling approach to the implementation of CSS, with vendor-pre�xed

versions of properties released initially and further standards-conforming versions later.

Developers refer to sites such as caniuse.com [71] and the Mozilla Developer Network [72] to

see whether a particular version of a browser will support the features they want to use and

then cross reference that with the browsers and those versions their userbase employs.

2.2.2.6 JavaScript

JavaScript, initially called LiveScript, came into existence in 1995 soon after the arrival of

CSS while the Web was still growing quickly. JavaScript offered a way to add interactivity to

Web pages and allowed the content to change dynamically based on user interactions. It is a

weakly typed programming language that is interpreted at runtime rather than being

compiled into an executable form. As a result, it can be delivered as text to the Web browser.

This �ts well with the textual nature of HTML and CSS, and its simplicity, compatibility and

timing have helped it to become the dominant programming language for the Web [73].

Over time there have been several programming languages which have coexisted alongside

JavaScript, but none thus far has proven as resilient as JavaScript. Java [74], primarily a

desktop language, was embeddable within Web pages for a while. However, it required a

browser plugin and a working installation of Java on the client computer. Adobe Flash [75]

was also used to make Web page embeddable applications, as was Macromedia/Adobe

Shockwave [76]. All of these have been since discontinued due to security issues or simply

because they have been superseded by new languages like WebAssembly [77]. Furthermore,

advances in the JavaScript language have rendered them obsolete. There are also several

other languages, including Dart [78] and Rust [79], which compile into JavaScript or

WebAssembly. Despite this competition, JavaScript has thrived and is still among the world's

most widely used programming languages. One of its de�ning features is its ability to evolve

and expand alongside the needs of the Web.

JavaScript has typically been employed as a front-end language where it can be seen in use

on nearly every Web page although, in recent years, it has made a shift into server-side

operations, particularly with the rise of Node.js [80], a headless JavaScript interpreter which

was released in 2009. There are also embedded JavaScript interpreters, including Espruino
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[81], which run on very constrained hardware, albeit not as ef�ciently as C would run on the

same hardware due to overheads in the interpreter and its relative immaturity.

2.2.3 Scale and the Internet of Things

Over the past three decades, both the scale and heterogeneity of Internet-connected devices

have increased beyond reliable measurement. It is this variety of devices that has led to the

need to differentiate between those devices which are primarily for computation, such as

laptops and desktop PCs, and those for which computation and connection to the Internet

is a secondary function (e.g. an Internet-connected light bulb). This is just one of many

de�nitions used by a superset of the Internet which we collectively know as the IoT and the

term which will be used for the duration of this thesis.

Peripherals vs. IoT Devices

There has to be a line drawn between that which is a discrete device and that which

is a peripheral of another device. This line is understandably blurred. Many periph-

erals are exceptionally complex. For example, an electron microscope attached to

a workstation would probably be considered a peripheral, even though it contains

technology many times more advanced than the workstation.

For the purposes of this thesis, the line will be drawn using the relationship type.

A peripheral can connect to only a single device at any one time, while a device

itself is capable of connecting to many other devices. This would mean that a USB

camera is de�ned as a peripheral, while a network camera is a device. This is a

simple delineation but one which means that the de�nition of a device is usually

straightforward and the demarcation between devices is clear. This could of course

lead to objects that could be both devices and peripherals in different modes, but

such cases are relatively rare. There are complexities. For example, the �rst webcam

in the computer lab at the University of Cambridge (Figure 2.6) was a peripheral,

yet the could be considered an IoT device if a line is drawn around the computer,

camera, and coffee pot. This line of argument, however, quickly strays into the realm

of a metaphysical discussion.

2.2.4 The Web of Things

The WoT is to the IoT as the Web is to the Internet; it is a set of principles and technologies

which can be used to involve people in the IoT so that they can understand and engage with

it. The WoT is strongly related to the Web, and the two share protocols and
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FIGURE 2.6: The �rst webcam, which was used to monitor a coffee pot in the Trojan Room
of the computer lab at the University of Cambridge, operated from 1991 to 2001 [82].

implementations. However, several groups are seeking to add new Web standards which

could help to solve some of the unique problems that interaction with the IoT presents.

These groups are both for-pro�t groups and not-for-pro�t organisations. The key player is

the W3C [83], the organisation that leads the way in developing standards for the Web. They

attempt to tread the line between the needs of the general user, those of the businesses

involved, and building a sustainable, scalable, secure and ef�cient system. This process

takes time and, in the IoT space, several business consortia have formed to accelerate the

adoption of interoperable standards. However, this has often resulted in the effective

exclusion of those outside the group. These groups, organisations and consortia are

mentioned in context throughout this chapter.

There is currently no equivalent of a Web browser for the WoT, although the W3C's WoT

Group sees their Scripting API [84] as the foundation of a browser equivalent [85] for the

WoT. However, as there are no �nalised global standards, most current IoT devices currently

employ Web technologies directly through proprietary applications and not via separate

WoT technologies.

Of the major browser players (Google Chrome, Apple Safari, Mozilla Firefox and Opera),

none are publicly integrating their browser product with IoT devices. Google and Apple are

pursuing separate IoT systems although, for the moment, they currently have not publicised

any intention to integrate these with their browsers. Mozilla created Mozilla WebThings [86]

although, in September 2020 it became simply WebThings and split from its parent

company after funding was removed. WebThings comprises a gateway operating system



22 Chapter 2. Literature Review

that is designed to run on an embedded device such as a Raspberry Pi or router and a set of

libraries for common languages to allow for the easy creation of WoT devices. The concept

broadly follows the W3C's approach by including actions, properties and events as seen in

the W3C's architecture document [12] and the Thing Description [87]. Opera has not made

any overt movements towards the WoT space.

2.3 Identi�cation on the Internet

There are several ways in which a device can be identi�ed on the Internet, and without this

the Internet itself would cease to function, as messages could not be delivered ef�ciently.

Within the Open Standards Interconnect (OSI) model [88], a physical interface can be

identi�ed using a Media Access Control (MAC) address. MAC addresses are in the EUI-48

format and administered centrally by the IEEE [89] so that no two devices have the same

identi�er.

Accuracy of the OSI Model

While the OSI model is a useful teaching tool, it is not necessarily strictly followed

in practice. However, for the purposes of this thesis it constitutes a suf�cient model

to illustrate some of the different identi�cation methods present.

At a higher level, interfaces can be identi�ed using IP addresses, each of which can be

converted to a MAC address at the time of use employing the Address Resolution Protocol

(ARP) [90]. IP addresses are either IPv4 or IPv6, with the latter having a much larger address

space and, therefore, is able to address far more devices. The IP address of a device is unique

within the network it is a part of and this may be a local network or the Internet as a whole.

Traf�c is commonly routed between networks using Network Address Translation (NAT)

which allows for the routing of traf�c between two devices with IP addresses that are not

globally unique.

MAC addresses operate at the Data Link Layer (Layer 2) of the OSI model, while IP addresses

operate at the Network Layer (Layer 3). Uniform Resource Identi�ers (URIs) operate at Layer

7 and above in the model, but are not strictly a part of it in of themselves. URIs are

simultaneously a machine- and human-friendly method of identifying a resource on the

Web, and one may or may not have its own IP or MAC address associated with it. A resource

is most commonly a document, but could be other data, such as a video, computer, or

application instance, or else a physical object or person.

A URI is particularly useful within the IoT because it can be used to represent a device,

component of a device, or a service that uses devices. When queried by a browser, a URI
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could provide access to the device directly or to a digital twin of the device. Identi�cation of

IoT devices is critical to their operation. Unlike in the context of a Web service, which could

be replicated across many servers with traf�c load-balanced across each of these, IoT

devices have to be identi�ed and controlled very speci�cally.

URIs and URLs

The URI, �nalised in 2005 [91], is the generally accepted way of identifying a virtual

or physical resource on the Web. A URL (Uniform Resource Locator) is a subtype

of URI and, when used by a Web browser, will return an instance of the resource. If

returning an instance is not possible, it will return information or metadata about

the resource or an error code. In contrast, a URI needs only to identify a resource

and may or may not return it. URIs are universal across the Web and are one of the

core technologies it relies on.

There were (and in some there cases still are) criticisms of the nature of URIs on

the Web. Ted Nelson, a computer scientist and philosopher, is amongst the most

vocal, having said that links should be bidirectional [92] meaning that a 404 missing

resource error would be impossible. However, the unidirectional nature of URIs is

very entrenched in the Web and it would take a signi�cant shift in implementation

to change this.

The Semantic Web Interest Group at the W3C puts forward several ways of using

URIs with both real objects and their representations [93] and these are being inte-

grated into the W3C's WoT Working Group to represent WoT devices.

2.4 Describing IoT Devices

There have been many alternative ideas for describing devices, from academia, open

standards and commercial enterprises. What many have in common is the concept of a

`digital twin' [94], which is a data-based representation of a physical device. Digital twins are

especially useful because devices may not always be available. They may be slow to access

or of�ine for extended periods. In these cases, and many others, it can be bene�cial to

create a skeletal version of the object, one that contains only those features and properties

which are useful to the system it is a part of. For example, a digital twin for a light bulb in a

smart home may have its power status and brightness as variables as well as the ability to

read and change those two variables as functions. In contrast, a digital twin for a light bulb

in a machine in a factory may also need to have variables for the number of hours it has

been illuminated for, its current temperature, the surrounding humidity, any any other

pieces of information relevant to its maintenance and continued operation. This makes it
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simple to interact with, easy to create a homogeneous interface across manufacturers, and

allows for the light bulb to lose connectivity and synchronise with the expected state after

reconnection without the user having to resend commands.

The W3C, as keepers of many of the prevailing Web standards, have been developing the

concept of a Thing Description (TD) as part of their WoT project. The TD is a JSON-LD [95]

document that behaves as a template for a digital twin of a device. It lists several aspects of

the device, including its ID, which actions can be performed on it, events it can create, and

properties it may have. It is strongly related to the W3C's semantic data projects which allow

the linking of entities on the Web to the data that describe them. Using these together, a

physical device can be linked to a TD which describes it in terms of the WoT and, in turn,

this can be linked to other Semantic Web resources to further describe it.

2.5 The Semantic Web

The Semantic Web [96] is a collection of standards that aims to make data on the Web much

easier for a machine to understand. The W3C's proposals and standards allow de�ning data

in terms of one another and connecting them to one another using semantic triples, thereby

forming linked data. A semantic triple is not simply a connection, rather it is a connection

with meaning attached. A triple could take a form such as À belongs to B', or `X is a daughter

of Y', whereby the �rst and last elements are related data and the middle phrase describes

the nature of their interrelationship. These examples are understandable to humans, but

with the correct machine-readable de�nitions, computers can also process them. They

provide a uniform data format but, more importantly, allow for machines to infer

information by traversing data and relationships. For example, the parent of a parent can be

inferred to be the grandparent of the starting node. Using SPARQL [97] complex data can

thus be queried and distilled to provide useful information.

Linked data is often stored as RDF [98] or JSON-LD. Both of these formats allow semantic

data to be created which references other items within the document, although they also

allow references to items from external sources. It is these references that are important for

the W3C's WoT Group's implementation and also the future of the work presented in this

thesis.
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Data vs. Information

For the purposes of this thesis, and following the categorisations often attributed

to Russell Ackoff [99], data are de�ned as raw facts and �gures, while information

is anything inferred from aggregating or interpreting data. Above these are knowl-

edge, understanding and wisdom. The Semantic Web aims to allow computers to

move beyond data to being able to represent information, and then, using SPARQL

or equivalent, store knowledge.

2.6 The History of Digital Twins

In some ways, digital twins are an evolution of a speci�cation or technical drawing which, in

and of themselves, represent the minimal set of information needed to create or describe an

object. However, on top of this static document, they add interactivity via two-way

communication between device and its abstraction. They can be used for simulation, as a

buffer or cache for commands and state, or as a high-level abstraction of a more complex

device. In the 1960s, NASA modelled Apollo 13's [100] systems on the ground when the

mission suffered a dramatic system failure. Updates to the live mission were re�ected in the

equipment on the ground and potential solutions were tested using the various simulators

and replicated systems in the laboratories. While this was not formally intended to be a

twinning situation, nor was the phrase coined then, it is an early example of one system

re�ecting another for the purposes of easier access and simulation.

The application to physical products was recognised in a presentation [94] for the

manufacturing industry on Product Lifecycle Management by Michael Grieves, and the

concept came to be known as the `Mirrored Spaces Model' soon after. This name is

reminiscent of the 1991 book by David Gelernter called Mirror Worlds [101] which described

a similar concept. The term `digital twin' was not used until its introduction in Grieve's 2011

book, `Virtually Perfect: Driving Innovative and Lean Products through Product Lifecycle

Management' [102], having been coined by John Vickers, his collaborator and occasional

co-author. The direct application to the IoT grew as the manufacturing sector began to

overlap the consumer IoT space.

2.7 Reading State of IoT Devices

The reading of state from IoT devices is linked heavily to both their identi�cation and

description. A device's state can be requested by ID or else it can be published by the device

via a channel. If a digital twin mechanism is used, then the state can be held within the twin
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and requested from there. Knowing the current state of a device, keeping it synchronised

with its twin, and resolving any con�icts are all key considerations for any IoT system.

2.8 Controlling IoT Devices

IoT devices can be controlled in many ways, although data can only �ow in two directions.

This means that all control will either occur through data or via commands being pushed to

a device, or else through its pulling data from another source and reacting to it. The key

difference between these scenarios is the level of autonomy. Where a device receives a

command, it will either carry it out, or else perform an assessment of it and decide whether

to execute it. However, in a situation where it pulls data, it must decide what to do and

whether to do it. This means that actions in the IoT fall somewhere on the spectrum from

remote control to completely autonomous devices. There is naturally some division [103] as

to whether the IoT is separate to remote control approaches such as SCADA (Supervisory

Control And Data Acquisition) [104] as used by manufacturing; whether the IoT is the

evolution of these; or if one necessarily encompasses the other. For the purposes of this

thesis, a clear distinction is not essential as the primary concern is the underlying modelling

of the constituent interactions, rather than the level of autonomy with which they are

performed.

2.8.1 Push vs Pull Control Methods on the Web

When the Web was �rst developed browsers could r̀equest' (or pull) data from a server and

the server would return that data via a r̀esponse'. This remains a very important paradigm

today, although it has since been joined by several others. In a pull scenario, the client

requests the data they want from a server as and when they want it. However, this can lead

to inef�ciencies in those instances in which the client wants to monitor data, as it does not

know when the data has changed. To combat this, an alternative approach was produced. In

modern systems, data can also be pushed to a client from the server using WebSockets [105]

or similar technologies. In this push scenario, messages are only sent when the data

changes. In some applications, this leads to a signi�cant reduction in the amount of

processing being carried out by the client as it no longer has to ask for data that may not

have changed in the interim. The server also saves resources as it does not need to deliver

identical responses to the same client. In the IoT, this does not necessarily translate to

longer battery life or lower resource requirements, but having the option of both methods

helps to �nd lower power solutions.
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Polling

Polling [106] is a pull-based approach for a client to get current data from a server.

It arises when a system requests the state of another system at intervals, rather than

when the user explicitly requests it. The intervals could be regular, or more complex,

with exponential or Fibonacci-based gaps depending on the response. In the IoT, a

device could poll a URL where it expects to see a command or data to respond to,

for example, a weather data feed, or it can poll its own digital twin.

A key advantage of polling is that it can be achieved with very few resources on very

constrained platforms, making it an ideal technology for very low power devices

that can power on, poll, and then sleep until the next cycle. This is something not

readily possible with push systems, as they typically require a constant connection

between devices, thereby not allowing the device to sleep.

An early example of a push-based protocol is the SMTP (Simple Mail Transfer Protocol)

[107] which was �rst published in 1982. It is still used to push email messages from one

computer to another, usually between servers, until it reaches the users mail box, after

which point the end-user will pull it to their device when they connect to their mail server.

A push model was also used in early instant messaging, including IRC [108] which allowed

�les to be pushed from one user to another. Early data delivery services such as PointCast

[109] a dashboard screensaver that displayed various live data, used a similar model.

Despite the popularity of push messaging in the 1990s, it was not added to the HTTP

speci�cation until HTTP/2 [110] in May 2015.

2.8.2 The Publish/Subscribe Model

Publish/Subscribe, often abbreviated to pub/sub, is a method of messaging wherein

messages are usually, but not always, pushed to a list of subscribers to a channel, meaning

that only those entities subscribed to the channel can receive them. Messages are either

sent to a broker which maintains a list of subscribers or else a list is sent to each subscriber

to maintain internally.

A very early implementation of pub/sub was implemented in 1987 by Birman and Joseph

[111]. In this paper, the authors use the model for coordinating processes in a distributed

system, a phenomenon they called `virtual synchrony'. It used what is termed a `group

identi�er' to represent what we would now call a channel, and this identi�er was given to

the various group members (or subscribers). Their implementation differs from modern

implementations in that it includes the ability to have a shared pool of data. The model itself

is similar to a mailing list, which pre-dates this implementation both physically and digitally.
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RSS [112] is an example of a combination of pull-based pub/sub, often using polling, which

was �rst created in March 1999 by Dan Libby and Ramanathan V. Guha. A publisher adds

messages to an XML document that is analogous to the channel, and a user subscribes to a

feed implicitly by obtaining the URL. The user can then poll the document at regular

intervals to receive updates, or else unsubscribe implicitly by forgetting the URL. RSS is also

a good example of a tiered pub/sub system, wherein some members have read and write

permissions and can publish while others can only subscribe and read.

In the IoT, the pub/sub model may create a one-to-many relationship, whereupon one

device sends updates to many listeners; or a many-to-many relationship, in which any

device on the channel can both send and receive messages to all others. This may be

decided informally by the devices on the channel themselves if there happens to only be one

producer present, or else formally using permissions for publishing and subscribing.

Devices can also subscribe to multiple channels, further complicating the topology.

The concept of pub/sub �ts the IoT very well and the use of many concurrent, yet

distributed, processes in Birman and Joseph's system maps well to the many distributed

devices of an IoT environment. There is no formal de�nition of how a pub/sub channel

should be named or what it should represent, so as a result their properties are completely

at the discretion of the owner of the system. In the IoT, channels can be used to represent

physical attributes, such as colour or location; or social aspects, such as ownership or

purpose.

One of the key advantages of a pub/sub model is that the broadcaster does not need to have

knowledge of any of the subscribers. However, this can also be a weakness in that there is no

mechanism for receipt con�rmations because a broadcaster has no way of knowing how

many to expect. In fact, there may not be any subscribers and no error thrown. The only

error state in many implementations arises when a broadcaster is unable to send a message

after repeated attempts and an undeliverable report is created. Another important bene�t of

the model is that of its unlimited scale. A channel, as a concept, has no predetermined limit

to the number of subscribers it can have, although the system may be limited either by

storage of the subscriber list, or by the �ow rate for sending messages.

A modern example of a common IoT pub/sub technology is Message Queuing Telemetry

Transport (MQTT) [113], an ISO standard. It was �rst developed in 1999 by Andy

Stanford-Clark at IBM and Arlen Nipper at Eurotech and is widely used in IoT applications.
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2.9 Historical IoT Implementations

2.9.1 The First IoT Device

The �rst recorded instance of an IoT device was a Coca-Cola machine [114] in Pittsburgh

that was connected to the ARPANET in 1982. It was initially a typical soft drink bottle

dispenser and had no inherent Internet connectivity. The only outputs were the lights next

to the dispensing buttons which would �ash if a drink was successfully dispensed or else

turn on continuously if the machine was empty.

On realising that they spent a great deal of time going to the vending machine only to �nd

that the drink they wanted was no longer available (or that the dispensed drink was warm),

David Nichols, Mike Kazar, Ivor Durham and John Zsarnay decided to make some

improvements. They built a circuit that would poll the lights associated with each variety

and recognise when the machine had been restocked. They connected this to the ARPANET

and added an interface which showed the stock status as well as whether the drinks were

cold (based on a timer triggered when they were restocked). Later, another student

connected a nearby M&Ms machine in a similar manner.

2.9.2 Envisioning Connected/Smart Environments

In the late 1980s, Mark Weiser and his team at Xerox PARC were working on imagining a

connected environment [115]. This is the �rst published work that is close to the modern

vision of IoT environments, and several concepts are present today. Not all the devices

within the team's environment were IoT devices, as some were equivalents of tablet

computers and smart whiteboards, but all fed into the same vision. This project also let to

the creation of the term `ubiquitous computing' in 1988. This, and `pervasive computing',

are among the most important precursors to today's IoT.

2.9.3 Ubiquitous and Pervasive Computing

Alongside the Web, other movements were quickly growing in popularity. While the Web

dominated the commercial space, in academia both ubiquitous and pervasive computing

were gaining support, and the same concept was also seen under the names Àmbient

Intelligence' and `EveryWear'. The two concepts of ubiquitous and pervasive computing are

sometimes differentiated, yet they are often regarded as being synonyms. Both are lenses for

the movement that embedded computing devices within environments, which eventually

grew into the IoT.

Within this �eld of research was an area that Weiser and Brown called `calm technology'.

They initially shared it in their 1995 blog post [116], and this concept was later formalised in
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their 1996 paper [117]. It was derived from Weiser's idea that the data held inside computers

would eventually become a part of the environment in the same way that writing is in our

visual society. We see writing everywhere on road signs and labels, and we passively absorb

the information it contains. We can choose whether to actively engage with it or act upon

what it says. Calm technology tried to extend this to live data, and used intelligent

environments to disseminate it to the user without them having to directly access or pay

attention to a computer. The data could be displayed on everyday objects which the user

could choose to focus on, or else could peripherally absorb data from without direct

attention. Weiser and Brown's simplest illustration was a piece of string attached to a motor

which moved in relation to network traf�c. A much better known implementation would be

the power and hard disk lights on a computer signalling activation and activity, respectively.

There are some who believe the idea of pervasive computing and, therefore, a great deal of

the potential of the IoT has been held back by the creation of smart phones [118] as they

tend to centralise control and commercial in�uences that are often at odds with the notion

of frictionless data access.

2.9.4 Coining the Term IoT

The current term, the `Internet of Things', was chosen by Kevin Ashton in 1999 in a

presentation to Proctor & Gamble [119]. However, it was not to be used in mainstream

media until a decade later. Ashton claims that this was due to an initial lack of applicability,

as data was not stored in `the cloud', and also because it gained success online because the

term `IoT' was easy to use as a hashtag on Twitter, which saw a large increase in popularity

during this period [120].

2.9.5 HP's Cooltown Project

In 2001, a group of researchers at HP published a description of a project they called `Web

Presence for the Real World' [121]. The aim was to tackle the problem of “nomadic”

resources or, simply stated, that things and people move around within and between

environments.

They thus assigned URLs to people and objects and embedded Web servers into devices that

would not normally have IP connectivity. They did this in HP's test environment known as

Cooltown, a synthetic space which contained a museum and bookstore. Users were given a

PDA that was combined with infrared beacons to track their location. The principle is very

similar to modern tracking using Bluetooth beacons which has widespread use in retail.

As the visitor moved through the environment, their experience was augmented by URLs

sent to them by the objects they viewed. When the URLs were accessed on the PDA they

would show the visitors more information about the object. In recent years, a technically
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different, yet socially similar construct to this type of augmentation has been implemented

in the form of QR codes in museums (Figure 2.8) and on advertising billboards (Figure 2.7).

Cooltown is an early example of Web technologies being applied to a domain outside of

virtual documents, and one of the �rst large scale IoT deployments.

FIGURE 2.7: A QR code on a billboard [122].

FIGURE 2.8: A QR code in a museum [123].

2.9.6 The First Industrial Physical IoT Products

The Industrial IoT (IIoT) has a slightly different history from that of the consumer IoT,

although the two ultimately converge. The IIoT grew out of the Distributed Control Systems

(DCS) of the 1970s built by Yokogawa [124] and Honeywell [125]. These allowed the

monitoring and control of factory machines from centralised locations and, later, with

widespread Internet adoption, also from remote locations.
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In the 1980s and 1990s they were integrated with computer networks and, as the Web and

consumer interest in the Internet and, subsequently, IoT grew, they became more similar to

commercial consumer solutions. The IoT has enabled the construction of increasingly

automated factories, as well as saving money within existing factories by allowing the

detailed monitoring and management of energy consumption. However, the advent of

entirely `lights out' factories has not yet materialised.

2.10 IoT Management Systems

IoT management systems can be broadly organised using similar classi�cations to other

software projects. Software can be open or closed source and comprise mass market or

personal projects. Most open source projects are free, at least at the basic level, while most

closed source projects are commercial.

Accordingly, there are four possible pairings, as follows:

2.10.1 Open Source, Mass Market

These are projects created by a group or individual, often with large numbers of

contributors later on in their development. An example of this type of software is the Linux

kernel, created by Linus Torvalds, which has had many thousands of contributors [126].

2.10.2 Open Source, Personal

These tend to fall into two categories. Firstly, there are those projects designed to solve a

speci�c problem encountered by the author. These are however disregarded from this

section due to their highly speci�c nature, leading to their not becoming full-featured

management systems. The second category contains academic projects which tend not to

be fully featured, yet contain suf�cient features to be classi�ed as a management system

when considered with their underlying theories and ideas which complete the picture.

2.10.3 Closed Source, Mass Market

These are mostly walled ecosystems created by a company or a consortium, for example

Apple's Home product [127]. They may, or may not be open to extension by developers, and

they may be partially open or open at a cost. They may have open source parts, yet have a

proprietary piece which is very important to the system. An example of this could be a

system with an open source client and a closed source server.
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Included in this section are those consortia which produce open source software or

standards, but gate keep contributors by charging high fees. They are technically open

source, yet lack the communal inclusivity of traditional open source projects.

2.10.4 Closed Source, Personal

These are very rare in the software space as commercial projects generally need to appeal to

a large enough market to be viable. These projects are scarce and not otherwise comparable

with other systems. An example of this type of project (unrelated to the IoT) is the DeMux

project [128]. It solves a personal problem the developer had in that the 2011 MacBook Pro

incurred a widespread manufacturing defect in the GPU. The project was then released as a

very niche commercial product in April 2019 [129]. However, by their very nature, it is

impossible to gauge how many of these projects exist but have never been publicised.

2.10.5 Open Source, Mass Market

Unlike commercial systems, the larger open source IoT systems do not have to worry as

much about acquiring and keeping users, and so they are at liberty to �nd the best

user-centric solution to a problem. Commercial systems often adopt a closed ecosystem

approach to maintaining a user base, one which is often misaligned with the users' best

interests. For instance, it is unlikely that the washing machine and car best suited to the user

are made by the same manufacturer, and so the chance of their being within the same

ecosystem is reduced. However, open source projects can chart a more inclusive approach.

They usually have no outright allegiance to a brand, and even those initially started by a

company can be drawn toward a new course by other contributors. The result is that they

are freer to cater to multiple ecosystems and devices outside of speci�c ecosystems.

However, without corporate funding, they often do not have full-time staff and instead rely

on contributors donating large amounts of their free time. This outcome can impact both

quality and support.

Within the IoT space, many of the largest open source projects are orchestration platforms

which are designed to bridge proprietary ecosystems using of�cial, documented APIs or,

occasionally, unof�cial and undocumented APIs. Of these, the biggest are openHAB and

HomeAssistant, each catering to a slightly different demographic.

2.10.5.1 OpenHAB

OpenHAB is marketed as “Some Hacking Skills Required” [130] and targeted towards

technically-minded people, with the speci�c aim of customisation over usability. The focus

is on the core server implementation and, while there are three user interfaces (UIs)
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available, the majority of the necessary con�guration occurs across many different text �les.

The control of devices is largely automated, but can also be carried out using the UI.

OpenHAB is designed to connect existing systems, services and applications, including

proprietary systems, rather than to replace them. This means that those devices which are

accessible to the system will pair and communicate in the way the manufacturer intended.

This is important for both stability and usability, but also decreases the amount of

maintenance required to keep pace with manufacturers' software and �rmware changes.

2.10.5.2 HomeAssistant

HomeAssistant [131] has a greater focus on usability and integration with a single,

user-friendly interface. Similarly to openHAB, it integrates with manufacturers' ecosystems

rather than attempting to replace them. The key difference is that HomeAssistant is

centralised around the UI rather than the server back end. Control is mostly carried out

using the UI, with a centralised con�guration �le for anything that is not present within the

visual interface. It uses YAML [132] for con�guration, which can be slightly restrictive as it is

a descriptive language and not a programming one. It can be used to store con�guration

data but not to provide scripting or the speci�c control that openHAB provides. This is

instead provided by an automation plugin using a similar `trigger', `condition', `action'

schema to IFTTT [133].

2.10.5.3 Node-RED

Node-RED [134], originally an IBM project but now run by the OpenJS Foundation [135] is a

�ow-based programming language for automating IoT systems. It integrates with other

systems, including openHAB and HomeAssistant, and allows for complex automations

based on events and states. It is centred around a visual programming interface which can

be seen in Figure 2.9. It aims to be accessible to everyone but also highly con�gurable and

customisable for technical experts. Originally, it was designed to work with MQTT topics,

but now connects to any HTTP or MQTT channel and parses data from JSON, XML, YAML

and CSV �les.

2.10.5.4 WebThings (formerly Mozilla)

As mentioned previously, WebThings was founded by Mozilla but later became a separate

entity when funding was removed. The platform is JavaScript-based and uses the W3C WoT

Group's implementation of the WoT and adds a layer of usability for developers.

Stark et al. [137] attempted to create a WebThings-based system for controlling devices

within a house, with some success. For the moment at least, WebThings is concerned with
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FIGURE 2.9: Node-RED's visual programming interface [136].

the identi�cation, connection and control of devices, which is a lower level than the

outlined goals of this thesis. However, the approach and ethos of both are aligned in terms

of aspirations. Its UI is similar to the second experiment in this thesis (which is discussed in

Section 5.2), but the two were developed independently.

2.10.6 Open Source, Personal

Many academic IoT systems �t into this category, but only one uses Web technologies

directly applied to IoT devices in a similar way to this project. Amalgam [2] shared many

goals and ideologies with this thesis, despite both being conceived and developed in

isolation and without knowledge of one another. It aimed to leverage CSS and HTML to

describe and build IoT devices at a component level and integrate these within a Web page.

It did this by the use of an additional CSS property called hardware. This property allowed

the developer to specify that the referenced element was a physical device or component. As

per this thesis, Amalgam sought to allow Web developers to easily produce code for the IoT

although, a Web developer using Amalgam would also need to understand basic electronics

to design and program an IoT device.

There are several key differences between the two approaches in that Amalgam aims to aid

the development of the IoT device itself, whereas this thesis seeks to interact with

pre-existing devices. Further, where Amalgam focuses on the construction of a single

device, this project sought to orchestrate the large-scale deployment of devices.

The technical approach of Amalgam is very similar to the approach use in the third

experiment in Section 5.3, in that both use Web Components to represent physical objects.

Amalgam has Web Components such as <physical-pot> which map to existing built-in

elements, in this case <input type="range"> , creating a one-to-one relationship between



36 Chapter 2. Literature Review

a UI element and a hardware component. They also recognised the potential for the re-use

of libraries as mentioned in Chapter 7.

2.10.7 Closed Source, Mass Market

The closed source, mass market systems include those which are wholly owned by one

company, as well as those that are owned and operated by consortia.

2.10.7.1 Nest

Nest, now rebranded as Google Nest [138], began its existence as an IoT thermostat and was

one of the �rst successful consumer IoT products. In 2014, Nest was acquired by Google

[139]. Subsequently, in 2020, the brand merged with the rest of the Google Home ecosystem.

It has since become a �agship brand for Google's IoT offerings. The underlying technology is

largely proprietary, except for the Thread protocol [140] which is jointly owned by the

Thread Group. The Nest Thermostat is important because it represents one of the �rst

products to put an emphasis on usability, offering features beyond the capabilities of a

normal thermostat. However, it was not originally designed to work as a part of an

ecosystem and, as such, could be said to be closer to a remote control over the Web than a

true IoT technology. Later, it was integrated with IFTTT which brought it closer to the IoT

devices we have today.

2.10.7.2 Philips Hue

Philips Hue [141] is a range of smart lighting that closely followed Nest as one of the �rst

widely successful IoT ecosystems. The �rst product was released in October 2012 [142] and

sold exclusively through the Apple Store. It continues to be a (non-exclusive) partner of

Apple Home. It is centred around RGB light bulbs that connect to a network bridge device.

The bridge communicates with a Philips server which, in turn, allows the bulbs to be

controlled using a smart phone either from inside or outside the environment.

Hue was the �rst ecosystem to offer scenes, that resemble simplistic style sheets in that they

allow the end-user to assign a colour to lights, either individually or in groups, and save that

state for later use. Philips also distributed a range of pre-prepared scenes which could be

applied generically across any of their lighting products.

2.10.7.3 Google Home

Google Home is the name of an application [143] for controlling IoT deployments in the

home. The same name is used for the ecosystem of physical IoT products that can be used
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with the application. All devices in the ecosystem can be used independently, in

collaboration with Google Assistant, and in association with hardware from other vendors.

As of December 2020, the brand was merged with Google's 2014 IoT acquisition, Nest [138].

The product is mostly proprietary but offers users and developers the ability to integrate

with its system via a public API [144]. This approach is common to nearly every commercial

IoT vendor, as it strikes a balance between delivering enough value to the expert customer

while keeping commercial intellectual property protected. Importantly, this leaves the

architecture and implementation of the system in the hands of the company, which can

elect to hinder the creation and development of standards, particularly when a vendor has a

strong market presence.

2.10.7.4 Amazon Alexa

Amazon's Alexa [145] assistant service integrates with many IoT devices and services

(including their own Echo [146] smart speakers) and provides a management interface

centred around voice control. It is very similar to Google Home in its business model, again

offering a public API for developers to use. It comes with the bene�t of Amazon Web Services

(AWS) [147] integration, which offers many more integrations than Google Cloud [148].

2.10.7.5 Apple Home

Apple's Home [127] application is the centrepiece of Apple's HomeKit [149] ecosystem.

Homekit is an API and certi�cation programme for third-party IoT hardware, as well as their

proprietary HomePod smart speaker. Apple offers voice control through integration with

their Siri voice assistant product [150]. They also offer an API [149]. While they lack the

connected services of AWS or Google Cloud, they have a very large and loyal userbase from

the longstanding and tight integration of Siri with their line of hardware devices.

2.10.7.6 IFTTT

IFTTT (If This Then That) differs from the other large players in this area in that it was

originally incorporated in 2010 [151] as a service, and not as a hardware vendor. It links

together other online services using simple, reusable scripts, and only later expanded into

the IoT when they integrated with IoT APIs from the major vendors aforementioned. It does

not produce hardware or IoT products itself, but rather allows users to manage their existing

devices within a contiguous system.

As the name implies, the service is a basic programming interface that enables the user to

integrate APIs from different IoT services and data providers. It is unique in that it does not

aim to provide a directly controlled UI. It does, however, allow products and services,
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including UIs, from other vendors to be used to trigger routines. For example, Amazon Alexa

skills can be created as inputs to IFTTT.

This automation-centred approach sits in stark contrast to Amazon's and Google's products

which focus on direct control with an emphasis on voice commands. However, it has

commonalities with both Philips Hue and Apple Home which offer their own basic

automation steps.

IFTTT is one of only a few services which initially targeted expert users as the end-user of

their product and is, by far, the most successful in this domain. However, its enforced

simplicity and heavy reliance on integrations built by the IFTTT team means that it is

limited in what it can ultimately achieve and is thus far from ideal for developers who may

want to attain more complex outcomes.

2.10.7.7 Thread and OpenThread

Thread [140] is a project that was started in 2014 by Google as a way to utilise IPv6 and

6LoWPAN to send messages to IoT devices, but has since expanded into a larger consortium

of companies. It is designed to be a mesh communication network that sits between IoT

devices to create a network within a building or environment, while having no single point

of failure. It links explicitly to the Zigbee Alliance's Matter Project (formerly Project

Connected Home Over IP). Its key advantages are that it is standards-based and low power,

using IEEE 802.15.4, IPv6 and 6LoWPAN to achieve this.

IPv6 and 6LoWPAN

IPv6 [17] is a replacement for IPv4 [14] which solves the problem of the limited

number of IPv4 addresses as well as offering several other enhancements. The IPv4

namespace is limited to 2 32 addresses, and many of these are reserved for private

networks and other special purposes. IPv6 has a namespace that allows addressing

of 2128 devices, also with reserved ranges.

6LoWPAN [152] is the use of IPv6 over low-power wireless personal area networks,

in particular using the IEEE 802.15.4 standard [153]. The aim of 802.15.4 was to

produce a wireless standard that could be used by devices with low computational

and power resources, and 6LoWPAN allows these devices to use IP. The project was

launched with a wide variety of use cases [154] for IoT devices, and this has included

deployments from small homes to long-distance sensor networks [155].
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Mesh Networks

Mesh networks are an alternative to the star topology, wherein there is no central

router that all traf�c passes through. Instead, messages are broadcast to all nodes

within range and then passed on to nodes within the network which are out of range

of the �rst node. While this can be used in a wired network, this concept has recently

gained popularity within the commercial space for wireless networks. The topology

allows for easy deployment in a large or noisy space by placing extra nodes until the

required signal strength and coverage are achieved. The nodes themselves require

little manual con�guration within the network, beyond being given credentials to

join a secure network, as they are all identical.

This approach is useful for IoT devices, as the node can be embedded within a de-

vice and the device placed within an existing space. Provided the node is within

range of at least one other node, it will be able to join the network and the process

will be almost transparent to the user.

2.10.7.8 Matter

Matter [156], formerly called Project Connected Home over IP (Project CHIP), is a group

formed by the Connectivity Standards Alliance (formerly the Zigbee Alliance [157]), with the

aim of creating a set of open and free protocols for the IoT. It is backed by Google, Apple and

Amazon who, as of 2020, are three of the biggest players in the consumer IoT space. It also

has members from several other global IoT vendors.

While Matter is quite new, having only started life in December 2019, it appears to have very

similar goals to the W3C, although with a much broader scope. The W3C is concerned with

identifying and controlling devices at a semantic level, whereas Matter is attempting to

converge entire stacks of multiple vendors from IP connectivity, through security and data

models, to the application level. This can be seen in Figure 2.10. As of 2021, they have

released some reference implementations and several incomplete speci�cations, but it

would seem that they have a long way to go before achieving their goals.

2.10.7.9 High-End Smart Home Systems

Some systems are targeted at wealthy individuals, and these tend to have more features and

integrations than some of the other systems listed previously. However, they come at a cost

to usability at the installation and con�guration stages. They are designed for coherent

whole-home installations and come complete with installation and support packages so

that the owner rarely, if ever, has to interact with anything other than the front-end. These
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FIGURE 2.10: The scope of Matter [11].

include Control4 [158], Crestron Home [159] and Savant [160]. These systems are

deliberately priced beyond the average consumer and so are unlikely to gain signi�cant

market share outside of their niche.

As these systems are installed and con�gured by professionals, they support scenes much

more readily. In the case of Savant and Control4, these are primarily based around presence

and situation, offering different setups for parties, relaxation and work. They also offer

different pro�les for different people, including staff.

2.11 Smart Cities

`Smart cities' is the term used to describe the concept of city-scale IoT deployments of

Internet-connected amenities and municipal systems; for instance, a network of smart

electricity meters, Internet-connected streetlights, buses, or water and sewerage monitoring

systems. The idea is to allow an overview of every system that affects larger groups of

people. This should make it possible to reduce inef�ciencies, reroute around problems, and

coordinate between systems far more effectively. For example, if there is a large event

happening in a speci�c area, then smart rubbish bins could trigger an alert when they need

to be emptied; public transport could respond to local demands; and traf�c lights could

automatically route passing traf�c around any busy areas. Smart cities represent the largest

IoT environments developed thus far which could potentially include millions of devices.

However, in popular culture, the term has been heavily overused wherever a city improves

anything related to Internet connectivity.
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2.12 W3C and the WoT

The W3C has maintained slow and steady progress in implementing a WoT system since the

inception of the WoT Interest Group (WoTIG) on January 20th, 2015 [161].

One of the precursors for this was the webofthings.org Web site [162] which was started in

2007 by EVRYTHNG founders Dominique Guinard and Vlad Trifa. These two people also

submitted the original Web Thing Model to the W3C which was published in 2015 [163].

2.12.1 W3C WoT Based Management Systems

As of 2021, the only consumer-facing management systems openly based on the W3C WoT

approach are WebThings [86], and Thingweb [164]. The latter is built and maintained by

WoT Working Group members. However, judging by the activity of the WoT Working Group

[165] there seems to be ongoing development of systems at Siemens, Huawei, Fujitsu,

Hitachi, Oracle, Panasonic and Intel.

The March 2021 introduction video [166] shows that the target market for the W3C's WoT

project is existing Web developers. It introduces how simple it can be to integrate existing

projects with the W3C's WoT implementation, and the promotional video references

Thingweb as a �agship example of a WoT library. Thingweb and WebThings both have

public-facing documentation which explain the concept of the W3C's WoT approach,

including concrete examples of using TDs, actions and events, and reading and updating

properties.

Based on the supporter from commercial companies and the standing of the W3C, it can

reasonably be assumed that this implementation will eventually become dominant,

however it may have to go through an integration phase with Matter for that to be realised.

2.12.2 Matter and the W3C

The Matter project and the W3C WoT project are the two foremost projects at this time. Both

have considerable industry and institutional backing as well as sharing many of the same

stakeholders and contributors. However, interoperability seems to be almost an

afterthought at this stage. The W3C is making the assumption that it will just work with

Matter, as Matter is an application layer and the WoT describes application layers using

Thing Descriptions and Binding Templates [167].

The Matter project has thus far shown no outward intent to work with the W3C or of

developing in line with the other's project. In the initial webinar [168], Jon Harros said that it

“may be possible” to collaborate, but that there were no plans to do so. His tone and lack of
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de�nite response when asked seemed to suggest that he was unaware of the W3C's project

at that time.

2.13 The Human In�uence on the Web and IoT

While the Internet and the Web are very technical systems that based on a many aligned

protocols that link machines together, their growth and use are very heavily in�uenced by

their human components. Even with the IoT bringing more machine-to-machine

communication to the Internet, the vast networks of connected devices are designed to �t

within a human environment and, as such, are often designed to make people's lives simpler

or more productive. It is also people that provide the majority of programming for the Web.

While there are tools, compilers and post-processors that will take a human-readable

abstraction and create a more ef�cient version, the initial need identi�cation, solution

design and abstracted code development has been completed by humans.

2.13.1 Metaphors on the Web

Concepts in Computer Science have always been explained to users with metaphors [169].

The reasons for this are twofold.

Firstly, it is known in the �eld of Philosophy of Computer Science that the originators of

concepts tend to create them based on metaphors [170]. Particularly in Computer Science,

this often comes about as an explicit desire to replace a physical concept with a virtual one,

such as the Bulletin Board System replacing physical bulletin boards. The �rst example of

this was Community Memory [171]; a terminal that allowed visitors to various stores to save,

retrieve and print messages. This type of direct replacement naturally leads to the use of the

metaphor as it is simpler to replicate the existing methods and terminology, in this case

`posting a message', than to create a new one and retrain the users.

Secondly, both the Philosophy of Computer Science and User Experience Design suggest

that user adoption is simpler when the users can relate an idea to one they already know

[169] as there is less to learn and so the cognitive load is reduced. This could be a result of

survivorship bias as those products and ideas that did not have a relatable metaphor may

have not survived.

These metaphors may be very general, such as the notepad, or else be very domain-speci�c,

in the case of the `save icon' frequently represented by a �oppy disk. They may prevail

throughout the lifetime of a system, such as the page metaphor used by the Kindle and

other e-readers, or else they may be transitional to help introduce users to a foreign

concept. Transitional metaphors were heavily relied upon by the iPhone from Apple in the

form of skeuomorphic design.
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Metaphors may also `die', although this does not necessarily mean that they cease to be

used; rather the representation becomes more recognisable than the original source. A

particularly famous example is that of younger generations no longer equating the save icon

with a �oppy disk. The clipboard, address book, carbon copy and folders are other

metaphors whereupon the digital concept has replaced the original physical version in most

scenarios.

The IoT similarly uses metaphors as per other digital systems. An application for controlling

a device may show the user switches and dials that mirror or replace the switches and dials

of the physical device it controls, as with Amalgam. In the case of a virtual device, it may

show the user a representation of a physical interface, despite the device itself not actually

existing.

Skeuomorphic Design

Skeuomorphic design is an approach to design in which the digital representation

of a metaphor is visually similar to tat of its physical counterpart. For example, both

the Notes and Books applications supplied in the initial versions of Apple's iOS took

advantage of this and were designed to resemble lined paper and a bookshelf re-

spectively. However, this is only a new name for an old concept. WinAmp also used

this approach heavily throughout its existence, and the idea of simulated 3D `but-

tons' in an interface dates back to at least Apple OS 1 in 1984. Examples of skeuo-

morphic design can be seen in Figure 2.11.

2.13.2 A Cog in a Social Machine

While the Internet and the Web and, as a consequence, the IoT and WoT, can be viewed from

purely a technical point of view, they can also be viewed as a part of a larger `social machine'

of people and technology. Shadbolt et al. [176] describe these social machines as networks

of people and machines that come together to complete a task or support a community.

Among the examples given are crowdsourcing maps and those groups that have formed to

support those with speci�c health conditions. The machines may be centred around a

single platform, such as a social network, but they extend beyond it, similar to the way Agile

Development [177] is adaptive and will use the best tools for the job at hand. In fact, a

project using the principles of Agile Development could be framed as a social machine

integrating many people, including developers, customers and other stakeholders. It could

also include an array of different platforms and technologies to support the development

and communication that arises within it. One of the issues with this approach is that it is

hard to draw the line between the start and end of a social machine, as it is more of an
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FIGURE 2.11: Examples of skeuomorphic design: Apple System 1 (top-left) [172]; Apple
iOS Books (top-right) [173]; a WinAmp skin (bottom-right) [174]; and Apple iOS Notes and

Games (bottom-left) [175].

analysis tool than a concrete speci�cation, especially given that many systems involved will

not be closed.

Madaan et al. [178] take this a step further into the realm of the IoT and de�ne these systems

as Cyber-Physical Social Machines. These machines can be interacted with directly, as with

most social machines, and also passively through sensors, to the point that an actor may be

unaware that they are integrated within a machine at all.

Using the social machine as a lens is important for this thesis, as the product of it has to be

evaluated with respect to the social machine that it could be a part of and not just the

technical potential of its construction. While it is essential to know whether the approaches

used here are possible to build, it is also very important to know whether they could be used

beyond this thesis as a viable part of a larger ecosystem. One of the potential outcomes

could be to enable Web developers to transition to new roles as WoT developers more easily,

a view shared by the W3C's WoT Group. In which case, any technologies would become a

key, though small, cog in a much larger social machine.
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2.14 The Future and IoT Environment Design

The IoT and anything surrounding it will need to consider both the technical problems that

come with scale as well as the human problem of explaining new paradigms in a relatable

way. It will also have to cater to the audience, using metaphors that are broadly

understandable to the general user, as well as metaphors that are useful in speci�c domains.

Even in highly technical domains such as programming, metaphors will help people to

understand and implement key ideas in the IoT.

Despite the scale of the IoT increasing every year, deployment sizes are likely to form a

power law, as for many other aspects of the Web. This means that while large-scale

deployments have to be catered for, many – if not most – deployments will be smaller in

scale. Any potential solution has to provide for all of these potential deployment equally

well.

2.14.1 The Case for Open Standards

Open standards enable users to take control of their devices, a notion that can be contrary

to the interests of the businesses that produce them. Apple, for example, has long been a

proponent of a `closed ecosystem' wherein users can only use their devices in conjunction

with other Apple devices and services. Before he passed away, Steve Jobs emphasised this in

a 2011 internal memo [179].

An important issue within the IoT is support for older devices and this can be aided,

although not solved, by open standards. There is little reason for a company to keep

supporting a product that is no longer pro�table or else offers non-tangible bene�ts to

them, thus leading to obsolescence. Among the outcomes of this lack of support are the

manufacturer deciding not to upgrade �rmware for continued compatibility and security;

not providing parts to repair it; disabling a cloud service it relies on; or simply going out of

business. Open standards allow the expert user to mitigate some of these scenarios and

potentially help novice users in that, at the very least, they can replace missing cloud

services with alternatives or else produce generic tools.

Obsolescence is a serious issue for typical computing-based devices such as mobile phones

and smart watches, but is arguably even more complex for IoT devices. It is perfectly

reasonable to assume, where a device is composed of a mechanical device and a computer,

that the mechanical part could outlive the computer or the cloud service the computer links

to. However, if the device relies on the computer or service to function at all, then this leads

to inconvenience for the user when the service or computer fails. There are plenty of

examples of kitchen devices and tools which have survived since the 1950s on Reddit's `Buy

It For Life' subreddit [180]. While there is obviously a large amount of survivorship bias [181]

involved, this does not negate the fact that devices have survived for 70 years and continue
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to function, while IoT devices today would have likely suffered either a failure of their

internal computers or those services upon which they rely. Additionally, there is an

environmental factor to this, as an average user would have to dispose of a device that is no

longer supported, despite the mechanical parts being in a potentially functional state.

The Little Printer

One early example of IoT obsolescence was the Little Printer [182], a receipt printer

repurposed as an ambient display and news feed. The company shipped the �rst

items in 2012, yet the product did not survive beyond 2014, leaving a lot of users

with an unusable, but still perfectly functional device. A few years later in 2019, a

digital studio brought the Little Printer back to life as a promotion for their business

[183]. However, this was only possible due to the work of Matt Webb in hacking

the device and producing the open source Sirius Server [184] for it, which he was

only able to do because the device itself used open standards for communication.

This type of approach is a workaround to the problem and not a solution per se, but

becomes impossible with devices that have been actively protected from tampering

using encryption or even simply hard-coded URLs. Some devices go further and

employ closed or modi�ed versions of standards in their hardware, such as many of

Apple's chips used for communication in their headphones and watches.

AWS Outage

While the loss of services may not be permanent, even a temporary service outage

can cause a lot of problems. In November 2020, AWS (a major supplier to thousands

of IoT businesses) had a major service outage [185], causing many IoT devices to

stop functioning for the duration of the issues. Devices which were more open could

have readily switched to an alternate service, but such devices are at odds with the

ethos of systemic control as practiced by many of the large IoT players.

2.14.2 The Case for Re-Use of Web Standards

There is a recurring theme in the literature that the re-use of Web standards should form the

core of the WoT [186]. However, the direction of the industry – as shown in the previous

section – indicates a disparity with this. Companies have again chosen to produce closed

systems akin to AOL's `walled garden' of the late 1990s [187] which was widely regarded as a

bad move.
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They have thus each created their own closed ecosystem with little or no active

development supporting interoperability, and this has already led to a fragmented

marketplace in which it is nearly impossible for two devices from two different

manufacturers to communicate seamlessly. Matter may help or even solve this, but it does

not yet have the momentum necessary to overwhelm the competition, and its lack of

cooperation with open standards groups, together with the large �nancial barrier to entry,

will likely hinder universal acceptance.

Re-use of Web technologies could help in this area, as the initial push of open standards

overcame the walled gardens of the past. Speci�c to this thesis is the notion of re-use of the

DOM and HTML, JavaScript, and CSS, as they represent the core of the Web. People have

long attempted to envision the use of CSS in other situations, and even Håkon Wium Lie's

PhD asked whether “style sheets describe presentation in domains other than electronic

documents?” Håkon Wium Lie's PhD [7]. One example he gave can be seen in Figure 2.12.

Norway Oslo Drammensvn 97 b {
floors: 3;
color: #FCA;
roof: mansard;

}

FIGURE 2.12: An example of CSS being used in a non-document domain, from Håkon Wium
Lie's PhD Future Work chapter [7].

The CSS speci�cation itself allows for the typesetting of physical documents, which is the

only supported use of the standard outside of digital media. It offers several features,

including page numbering, physical units of measurement, print layouts and odd/even

page selectors, although many of these lack proper implementation in most of the systems

that use them. One of the very few systems to use CSS for typesetting is the proprietary

Prince: Print with CSS [8] product, whose chairman is Håkon Wium Lie.

The speci�cation also allows for styling spoken output using the Speech Module [188];

including de�ning pauses, tone of voice, volume, pitch, gender and voice family. The latter

is the equivalent of a font for a voice. While this is largely an accessibility feature, it shows

support from the maintainers of CSS for the standard to be used outside of simple

typesetting.

Other examples of using CSS outside of digital media are scarce, but in 2015 Martin

Schuhfuß gave a demonstration entitled `Let there be light' [1] at the commercial JSConf

where he used CSS to overlay the DMX protocol [189], as seen in Figure 2.13. As part of the

demonstration he controlled the stage lights in real-time using CSS commands.

Another case of thought which runs parallel with some of the concepts introduced in this

thesis is an article by Mate Marschalko [190] from 2017 in which he presents the idea of
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