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Abstract—As autonomous devices are increasingly used in
security and safety-critical applications the security of the sys-
tems they comprise is of increasing concern. In such situations
it is important that devices can be securely identified and
trusted. When an IC or device is in the supply chain, or
in the field, the lack of control over actors who can obtain
physical access can compromise the trust and overall security
of a system. Counterfeit chips may be incorporated into the
device, compromising reliability or security. Additionally, for
implemented devices, keys stored on-device may be copied by a
bad actor. To help improve the security of such devices this paper
proposes a new physical unclonable function (PUF) architecture,
based on a TiOx memristor-based resistive memory (RRAM),
that exploits the inherent analogue non-linearity in resistance of
some memristor technologies. By directly exploiting non-linearity
of memristor cells, rather than relying on the devices’ absolute
resistance at a single test voltage, a multi-bit-per-comparison PUF
is created. As the architecture directly exploits cells’ non-linearity,
an additional source of hard-to-clone entropy is incorporated.

Index Terms—hardware security, physical unclonable func-
tions, RRAM, memristor

I. INTRODUCTION

Trust is an important part of modern security and safety-
critical systems. Counterfeit, tampered or otherwise illegiti-
mate hardware can compromise the robustness or trustwor-
thiness of a system resulting in anything from early failure
to compromise by a bad actor. Counterfeit ICs may be
unwittingly incorporated into deployed systems. Such a chip
may not perform to the expected standard, having subpar
performance or even incorporating security vulnerabilities.
Vulnerabilities could be introduced either intentionally or unin-
tentionally, depending on the motivations of the counterfeiter.
To ensure proper security of a deployed device it is imperative
that devices in the field can be securely and uniquely identified
in a way that is difficult, or impossible, for an attacker to
effectively clone.

As autonomous systems may be targeted towards high
security, high trust scenarios it is necessary that these devices
can be relied upon to work securely and as intended. A loss of
reliability caused by the poor performance of an illegitimate
chip could result in the failure of a critical system. Further, a
bad actor may seek to intentionally compromise a system by
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introducing vulnerable hardware. Complete, unclonable, keys
can be used to identify these counterfeits and secure data,
thereby preventing such failures or compromise.

Tampering can occur in the supply chain or after de-
ployment. Serial numbers and watermarking [1], [2] can be
used for identifying chips, but do not offer complete security
against clones. Serial numbers, for example, may be cloned
from a legitimate chip and programmed onto a counterfeit.
Watermarking aims to make that more difficult by introducing
intentional changes to the design of a chip that don’t affect the
normal operation but may be identified later. Such features will
not be copied in a functional clone of the chip. This, however,
may require difficult checking procedures, does not uniquely
identify chips and does not protect against overproduction.
Physical Unclonable Functions (PUFs) have been proposed as
a method to address these issues [3]. A PUF exploits intrinsic
and uncontrollable variation between chips to produce a unique
response that cannot be copied by an attacker. Because of these
improvements, PUFs have been proposed as an anti-counterfeit
methodology [4]. The keys generated by a PUF can also be
used to encrypt data in a way such that the private key is never
known outside the device and cannot be effectively extracted
from it.

Current electronic PUFs tend to be based on CMOS de-
signs. Resistive RAM (RRAM), a type of memory based
on memristors, is a type of non-CMOS memory which can
be incorporated into existing CMOS technologies [5], [6].
RRAM offers potential advantages in power consumption and
density when compared to SRAM memories [7] and may
find applications in neuromorphic computing for Artificial
Intelligence (AI) [8].

Memristors have already been applied for random num-
ber generation [9] and cryptographic accelerators [10] and
have shown advantages in power efficiency. Incorporating
memristors has also been proposed as a method to harden
against side channel attacks, for example by using hybrid
memristor/CMOS gates to increase the difficulty of power
analysis attacks [11]. The potential of hybrid CMOS/RRAM
approaches to offer advantages ranging from power consump-
tion and density paves the way for further exploitation as a
security primitive on hybrid chips.

Previous work on using memristors in PUFs tend to be
based on specific RRAM technologies, relying on crossbar



memories, or reading memristors’ values at only a single
voltage level when set to a specific state [12]–[14]. This
work aims to improve memristor-based PUFs by differential
comparison of the memristors’ performance across a range
of voltages. The approach incorporates the analogue I-V
behaviour of memristors, introducing an additional unique
parameter and making the potential of cloning more difficult
for an attacker. Because the I-V behaviour of individual
memristors is exploited, a successful clone must have the same
resistive behaviour at multiple voltage levels, rather than just
one. As the approach can be applied to a set of individual
memristors it remains technology agnostic, so long as the
technology offers non-linear I-V behaviour. By incorporating
differential comparison between different memristors, a chip
can be uniquely identified in a way which also improves noise
immunity and ageing resilience [15].

The proposed PUF architecture is based on the idea of
selecting individual memristors from a set, which may then
be compared to one another to produce a unique key. This
architecture differentiates itself from existing designs by di-
rectly relying on variation in non-linear I-V behaviour, rather
than resistances at a single, set read voltage. As such it will
remain applicable to any memristor technology with variation
in resistance and non-linear I-V responses.

This paper will first introduce the proposed PUF archi-
tecture, including a proposed method of comparison. Later,
the applicability is demonstrated using data collected from
fabricated memristors. Finally, the approach is compared to
existing work and conclusions are drawn.

II. PUF DESIGN

Memristors exhibit a varying I-V characteristic from device-
to-device [16] as well as from cycle-to-cycle [17], [18] when
programmed between resistance states. The disparity in the
cells’ characteristics gives each cell a different behaviour,
which can be exploited to produce unique keys.

Since these characteristics vary from cell-to-cell, the poten-
tial for use as a PUF is evident. As such, this paper proposes
a new architecture for an analogue PUF which reads and
compares the I-V variation of memristors.

A. System Architecture

In its simplest form the system architecture, shown in Fig. 1,
is a combination of a DAC and ADC for stimulating the
memristor and gathering a raw I-V sweep of the device. The
voltage, current (V,I) pairs generated by the sweep are then
used to determine the resistance of the cell for each test voltage
to produce resistance, voltage (V,R) pairs. This collected data
represents the non-linearity of the cell’s resistance over the
range of swept voltages.

The extent to which this architecture is implemented on-
chip is variable. For an IC to be able to create and use
its own keys the whole architecture, including an analysis
system for the (V,R) pairs, must be built onto the design.
This means that the curve response data must be analysed in
either software or hardware as a separate piece of logic on the
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Fig. 1. System architecture. The controller sweeps the memristor cell across a
range of voltages to obtain V-I measurements, which are then used to calculate
(V,R) pairs.

chip. As well as this, selection logic for individual memristors
would be required. For this work, these additional options are
bypassed by directly characterising the memristors on a die
and performing processing off-chip. As well as simplifying the
design process, this reduces the amount of on-chip hardware
to simply an array of memristors. In an implemented system,
however, it is likely to be more useful for the chip to be able
to produce its own keys without the intervention of external
hardware and therefore the whole system must be implemented
in CMOS.

B. Preparation of Memristor Cells

To ensure that the only variation between cells is due to
device variation, rather than introduced biases, all cells are
treated equally after fabrication. After fabrication the cells are
considered “pristine” and from this point the same forming and
programming methodology is applied equivalently to every
cell. All the memristors in the array used for identification
must be initially programmed to the same state using a large
programming voltage. This could be their individual high or
low resistance states, or a specific resistive state at a selected
voltage (for example, 1.45 MΩ at 0.15 V ).

Due to the cycle-to-cycle variability between memristors it
may be possible to create a new response by cycling each cell
individually. This also means that once the cell is programmed
to its PUF state it should not be reprogrammed before it is used
for identification.

Once the memristors have all been programmed to the
same state, their sub-threshold I-Vs may be collected without
affecting their state. These pairs can then be used to generate
a key.

C. Comparing Cells

After the memristor cells have been prepared to the “same”
state they may then be characterised using the system archi-
tecture (Fig. 1) to obtain the (V,R) pairs. These pairs can then
be used for comparisons between memristor cells, ultimately
leading to key generation and therefore identification.

Depending on the design aims, a different method of
comparison could be used. For example, with a set of cells
a comparison can be made between them as to which has the
greater resistance. This could follow a standard approach in



which the complete set of cells are split into subsets. Each
memristor in each one subset can then be compared to each
memristor in another subset. This approach is commonly used
in memristor-based PUFs where memristors are programmed
to either their low or high resistance states and then compared
at one voltage.

To exploit this type of comparison with an architecture
designed to rely on the non-linearity of the I-V response, the
cells must be prepared in such a way they are all of equivalent
resistance at a set “base” voltage. This leaves the memristors
in a state where the resistance at that “base” voltage level is
approximately equal across all cells. The comparison for the
generation of a PUF response bit would then be determined by
which has a greater resistance at an alternative read voltage.
This could be lower or higher than the “base” voltage, so long
as the non-linearity is substantial enough that a comparison can
be made.

III. ANALYSIS WITH FABRICATED MEMRISTORS

The ArC One memristor characterisation platform was used
to setup and characterise a set of memristors. The chracteri-
sation setup was designed to conform to the proposed system
architecture, enabling accurate testing and characterisation for
a real PUF architecture.

A wafer of standalone Pt/TiOx/Pt memristors, fabricated on-
site, were used to test the proposed architecture.

A. Memristor Fabrication

Pt/TiOx/Pt memristors were used for testing. The devices
were fabricated with e-beam evaporation for the metals and
reactive magnetron sputtering for the active layer. Negative
tone lithography and lift-off have been used throughout to
define all the layers. First, the 12 nm thick Pt layer (bottom
electrode) is deposited with e-beam evaporation using 5 nm of
Ti as adhesion layer. Afterwards, a second lithography TiOx is

Fig. 2. Standalone memristor die, 30 µm width. Note: 5 µm devices used
in this work.

deposited using reactive magnetron sputtering (Leybold Vac-
uum HELIOS) from a metallic Ti source in an oxygen/argon
plasma (8 sccm O2, 35 sccm Ar). The thickness of the active
layer is 25 nm. The device is finalised with a further 15 nm
Pt deposition to define the top electrode. The overlapping area
defines the active device. Available device active areas range
from 2 to 60 µm2, and in this work the 5 µm2 devices were
used. Devices produced using this process are typically in the
GΩ range and need to undergo an electroforming step prior to
use. An image of a die of fabricated standalone memristors,
as used in this work, is presented in Fig. 2.

All cells in the array are treated equally from pristine to
avoid incorporating any bias in the results. The cells were
initially formed using the ArC One “FormFinder” tool, using a
minimum voltage of 4 V and a maximum of 9 V with a 0.1 V
step, minimum pulse width of 100 µs and maximum 1000 µs
with a 100% step, and 1 MΩ resistance threshold. This
gradually increases the voltage until a sub-1 MΩ resistance
is achieved on read, indicating the device has successfully
formed a conductive filament in the memristive substrate.

B. Results and Analysis

1) Basic Comparison: Using the ArC One’s “CurveTracer”
tool I-V curves were obtained, which were then transformed
into R-V curves. Fig. 3 shows two memristor cells, both
programmed to approximately 1.45 MΩ at 0.15 V . Despite
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Fig. 3. Curves obtained from averaged read voltage sweeps of two memristors
(−0.5 V to +0.5 V ) in similar resistive states.

being programmed to approximately the same state at that
single voltage, it is visually evident that the two cells differ
greatly in linearity. The result is that, if you were to compare
the cells with cell (5, 5) in the “zeroes” set, and (6, 27) in the
“ones” set then the comparison would give a ‘1’ PUF bit if
the higher resistance at −0.5 V is considered the winner of
the comparison.

It is evident how this methodology could be scaled up
with greater numbers of cells to produce a much longer PUF
response.



2) Cells Programmed to Non-Specific Resistive States: In
this comparison, shown in Fig. 4, cells were left programmed
to non-specific states. This was achieved by leaving them in
the state they ended up in after forming. Every cell was treated
equally to avoid introducing biases, following the same setup
procedure as stated previously. The four cells were selected
out of one die of thirty-two standalone cells. These cells were
chosen due to being similar to each other in resistive state
and could be reliably read in the lab over the sample period,
enabling complete analysis from the beginning to the end of
the measurement period.
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Fig. 4. Curves obtained from averaged read voltage sweeps of four memristors
(−0.5 V to +0.5 V ) in various resistive states.

These results are similar to those shown previously, but
include two more cells with very different resistive states. By
taking the same methodology, using the resistance at −0.5 V ,
and scaling up with the additional cells - (5, 5), (13, 13) in
the “zeroes” set and (6, 27), (14, 19) in the “ones” set - a
longer bit string can be generated. Based on comparing (5, 5)
with each of (6, 27) and (14, 19) first, the response would
be ‘11’, as both cells are greater in resistance than (5, 5).
The same comparison can then be made between (13, 13) and
cells (6, 27) and (14, 19), resulting in a response of ‘00’, as
both cells are lower in resistance than (13, 13). The final PUF
response would therefore be ‘1100’.

Because of the non-linearity, however, the response can
vary depending on the test voltage. For example, at −0.1 V ,
the PUF response is ‘0111’ and at +0.5 V the response is
‘1010’. If these responses are then concatenated, a longer PUF
string of ‘1100 0111 1010’ is produced. Not only does this
produce a much greater number of PUF bits per cell, but it
also incorporates the non-linearity as an additional source of
entropy. This additional entropy raises the difficulty in cloning
the response considerably. Whilst three bits per comparison is
proposed here as an example, by selecting different thresholds
more bits per cell could be obtained. Additionally, the pro-
posed architecture is general enough that different methods

of generating a PUF response can be explored by attaching a
different analysis to the gathered R-V curves.

C. Ageing Analysis

The same four memristor cells were separately characterised
one month later to analyse the effects of ageing. These results
are plotted in Fig. 5. Ageing was conducted by leaving the
memristor wafer in room temperature and humidity for one
month. Ideally the memristors should retain their state over
this time.

The data measured at one month of ageing is based on fewer
curves and less averaging, resulting in a much noisier plot than
the original measurements.
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Fig. 5. Curves obtained from averaged read voltage sweeps of four memristors
(−0.5 V to +0.5 V ) in various resistive states after one month of ageing.

As can be seen in the plots, the resulting curves are visually
very similar in shape to original measurements. There are,
however, absolute differences between the results. Cell (6, 27)
in particular has become lower in resistance. Notably, however,
is that the relative resistance priorities of the other cells at
−0.5 V and +0.5 V has remained the same as previously.
−0.1 V also marginally retains the same relative priorities
between the other cells.

By analysing the curves in the same way as previously to
generate a PUF response, a bit string of ‘1100 0101 0000’ is
produced. Compared to the original string this gives a BER of
25%.

Whilst this BER is not ideal, the curves do all appear
visually similar in shape to the original, pre-ageing, response.
The BER would also retain an effective > 1 bit per comparison
PUF response, even after error correction [19]. A different
scheme for identifying the curves to generate a fingerprint
may be able to produce a better uncorrected response after
ageing that is less affected by the shift in absolute resistances.

These ageing results are still positive and suggest the
architecture has promise, particularly if a more ageing-resistant
memristor technology is used.



IV. COMPARISON WITH ALTERNATIVE TECHNOLOGIES

A comparison of this work (non-linearity memristor PUF)
with alternative technologies is shown in table I.

TABLE I
COMPARISON WITH ALTERNATIVE TECHNOLOGIES

Technology
Key in SRAM Memristor Non-linearity

Attack Memory PUF [20] PUF [21] MR PUF
Over- N Y Y Y

production
Cloning Copying Clonable No No

Attacks Attacks
Key N Y Y Y

generation
Unique ID Y Y Y Y
Auditable N Y Y Y
off-chip
On-chip Flash/ROM SRAM Crossbar Standalone

resources RRAM RRAM

The proposed architecture has a number of advantages over
existing approaches. The most commonly used method of
security for identification is a key which is then stored in
memory. This, in itself, does not offer the ability to generate
its own keys and requires an external system to produce a
random key for storage. More problematic, however, is that
keys stored in memory may be copied by an adversary with
physical access in a way that is completely indistinguishable
from the original key. Because the keys are stored only with
binary data, with no physical variation from device-to-device,
there is no way to determine whether the key is the original
or a copy.

SRAM PUFs generate keys using the uncertainty in the
initial power-on value of an SRAM memory. Because the
state of an SRAM is undefined when power is applied,
before resetting, the actual value of cells can depend in part
on manufacturing variation. Whilst this has been exploited
previously to create a PUF, this effect can be physically cloned
in a way that the memories may be made indistinguishable by
intentionally biasing the power on response. As an SRAM
stores only digital data, a clone of that data cannot be
effectively identified.

Many existing memristor-based PUFs ignore non-linearity
and test at only a single voltage, or only depend on I-V
characteristics weakly and incidentally [13], [21], [22]. In
comparison, the main source of entropy in the proposed non-
linearity based PUF is not on the state of the cell, but the
variation in analogue I-V behaviour over a range of voltages.
This variation is itself used to generate a PUF key, without
depending on the resistive state of cells. When compared to
[21], a memristive crossbar-based PUF which partly exploits
variation in linearity, this work offers general applicability
to any given reasonably-reliable memristive technology. This
work also exploits the non-linearity directly as the main
source of entropy, rather than relying on sneak paths in a
crossbar slightly biasing results such as to have an effect in
the resultant key. Some memristive technologies may be more

suitable for this approach than others, however. Whilst the
devices characterised for this analysis exhibit strong variation
in linearity, other technologies may be more linear [14] or
exhibit less variation.

V. CONCLUSIONS

This paper has proposed a new architecture for exploiting an
emerging technology, memristive RRAM memories, as a PUF
in a way which relies on the I-V non-linearity of the devices.
The architecture differentiates itself from existing approaches
by specifically targeting the non-linearity as a separate, more
difficult to clone, characteristic of memristive memories. In
analysing the data obtained by this approach, a three-bit-
per-comparison PUF was demonstrated. This PUF offered a
twelve-bit response with a 25% BER after one month of ageing
using four tested memristor cells.

These results may be considered preliminary, but offer a
strong foundation for further research and greater scaling. Such
research should begin by analysing a large set of cells to lend
stronger statistical significance to the demonstrated results. A
larger pool of reliable RRAM cells could offer both greater
entropy and the ability to produce a stronger PUF response.
As well as this, a longer response would make the effects of
error correction less consequential in terms of the reduction
of entropy for the string. By researching alternative methods
to generate a bit string from the obtained data, or using an
architecture-specific error correction scheme, more reliable
error rates may be attainable.

Since this work is based on only testing a specific TiOx-
based memristor technology, other memristive technologies
should also be assessed for potential for use in an I-V non-
linearity PUF. This could include whether variability remains
unique for these technologies, or whether it may be strongly
dependent on resistive state.
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