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Abstract. With the exponential growth of personal data use for ma-
chine learning models, significant privacy challenges arise. Anonymisa-
tion and federated learning can protect privacy-sensitive data at the cost
of accuracy but there is lack of research on hybrid approaches. This pa-
per uses federated learning and traditional centralised machine learning
to evaluate the effectiveness of different anonymization strategies in envi-
ronments with independent and identically distributed data. It considers
the two layers of data collection (layer one) and model training (layer
two) on three scenarios: (i) local data collection and local anonymisation
for federated model training, (ii) central data collection before anonymi-
sation for centralised model training, and (iii) central aggregation of
locally anonymised data for centralised model training. Our assessment
shows that the performance of the models generally decreases with in-
creasing anonymity constraints, but the extent of decrease varies across
different scenarios. In addition, we propose a dual-layer federated learn-
ing framework that applies differential privacy to ensure privacy during
both data collection and model training stages. Evaluation on real-world
datasets demonstrates that our framework achieves both acceptable data
anonymization and model accuracy.

Keywords: Privacy preservation - Machine Learning - Federated learn-
ing - Anonymisation.

1 Introduction

In the era of big data, the amount of data generated by humans is exponentially
increasing. A significant portion of this data is inherently personal and includes
various types of patient data collected and stored in electronic health records
within the electronic health systems. This data encompasses laboratory test re-
sults, demographic information, age and weight statistics, as well as medication
information[12]. Similarly, in social networks, data such as user names, addresses,
email addresses, personal photos, and notes are collected[21]. This data can be
used for numerous scientific or commercial purposes, such as data-driven re-
search and product development, relying on the analysis of personal information
to generate knowledge-based decisions or provide personalised services. However,
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due to the presence of personal information in the data, it may face threats from
inference attacks, where attackers can infer sensitive or private information that
has not been explicitly disclosed by utilising patterns, correlations, or statistical
characteristics present in the available data|20][31]. Therefore, privacy protection
is crucial in the publication and utilisation of personal data. The "privacy by de-
sign" paradigm[14] emphasises minimising the use of sensitive information. The
General Data Protection Regulation (GDPR)[25] introduced by the European
Union provides a strict and mandatory framework for safeguarding personal and
sensitive information.

To address the threats posed by privacy attacks, anonymization techniques
and federated learning are widely employed to protect the publication and usage
of privacy-sensitive data[2][18]. In the data collection phase, privacy-preserving
data publishing (PPDP) offers a set of models, tools, and methods to mitigate
privacy threats when releasing data. Data owners protect users’ private infor-
mation by applying anonymization techniques, including generalisation, suppres-
sion, microaggregation, to prevent inference attacks while preserving the utility
of the anonymised data. Moreover, in the era of big data, the application of ma-
chine learning is becoming increasingly widespread. With the explosive growth
of data and the rapid generation of information, traditional methods of data
processing and analysis are no longer able to meet the demands of mining and
insights from massive data. The development of machine learning technology en-
ables people to harness the valuable information hidden in big data and extract
profound insights and patterns, providing more accurate and efficient solutions.
However, considering most real-world scenarios, personal data is often scattered
across data islands, such as different healthcare institutions or banking systems.
However, most traditional machine learning algorithms operate in a centralised
manner, requiring data aggregation on data servers. This introduces a single
point of failure and significant risks of data breaches, leading to a lack of trust
among end users and challenges in complying with GDPR requirements. To
overcome these challenges, Google researchers introduced federated learning as
a promising solution in 2016, which has gained attention from both industry and
academia. Unlike traditional machine learning, federated learning is a framework
that enables machine learning algorithms to be implemented in a decentralised
collaborative learning setting. In federated learning, models are executed on mul-
tiple local datasets stored on various local nodes, such as smartphones, tablets,
personal computers, and Internet of Things (ToT) devices|[15]. federated learning
leverages a central server to coordinate the training process or utilises underlying
peer-to-peer network infrastructure to aggregate training results and compute
a global model[2]. This allows local nodes to collaboratively train a shared ma-
chine learning model, exchanging only the trained parameters (e.g., weights and
biases of deep neural networks) periodically, without the need to centrally col-
lect and process training data on a central data server. As a result, federated
learning possesses a natural advantage in preserving data privacy. Furthermore,
the parameter update and aggregation processes between local nodes and the
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central coordinating server can be enhanced with privacy protection techniques,
such as differential privacy, to further strengthen data privacy protection[30][9].

However, despite the individual achievements of anonymization and feder-
ated learning in privacy protection during different stages of data processing,
combining both techniques into a comprehensive privacy protection framework
poses challenges. Previous research introducing anonymization algorithms of-
ten overlooked the relationship between anonymization and machine learning,
partially due to the distinct origins of these two methods. It has been noted
that information loss resulting from the generalisation and suppression algo-
rithms in anonymization methods may lead to performance degradation in ma-
chine learning models[27][1][4]. Additionally, as a distributed machine learning
framework, federated learning distributes data across local nodes instead of ag-
gregating it on a central server. Currently, there is no research that discusses
the relationship between anonymization in distributed data collection and the
performance of machine learning models. Intuitively, With an increasing num-
ber of data holders, each holder possesses a smaller amount of data, resulting
in lower levels of anonymity. To achieve anonymity constraints equivalent to
those in centralised data sets, the data sets used in federated learning require
a greater degree of anonymization transformation, which may further compro-
mise model performance. Therefore, this study first investigates the impact of
general anonymization strategies on three different training modes (federated
learning, centralised machine learning, hybrid mode), addressing a gap in the
existing literature. Subsequently, we propose a novel dual-layer federated learn-
ing framework that achieves privacy protection in both the data collection and
data processing stages while maintaining acceptable model performance.

The main contributions of this paper are as follows:

— A dual-layer privacy-preserving federated learning framework to explore pri-
vacy protection in both the data collection and model training stages while
maintaining acceptable model performance.

— Comparison of anonymisation techniques between federated learning on dis-
tributed data sets and centralised machine learning on centrally collected
data sets using a real-world data set.

— Assessing the impact of different privacy-preserving anonymisation strategies
on 3 training scenarios: anonymisation on federated learning, anonymisation
on centralised learning, and centralised learning on datasets anonymised be-
fore aggregation.

— Evaluation of the proposed framework on a real-world data set, demonstrat-
ing improvements in both data anonymity and model performance.

Through these contributions, we provide a comprehensive understanding of the
impact of anonymization strategies on federated learning, filling a gap in the field
of privacy protection. Moreover, we introduce an innovative federated learning
framework that simultaneously enhances data privacy and improves model per-
formance in big data applications. This work is of significant importance in
advancing privacy protection and the application of big data, providing valuable
guidance for future research and practical implementations.
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2 Background

2.1 Challenges in Data Publishing

As more and more personal information is used for data-driven research or prod-
uct development, the protection of private personal information is becoming
increasingly important. PPDP is a process of sharing data while protecting in-
dividual privacy. It involves techniques that aim to prevent unauthorised access
to sensitive data and protect the anonymity of individuals in the dataset. It is
particularly important in industries such as healthcare, finance, and government,
where sensitive data needs to be shared for research or analysis purposes while
maintaining the privacy of individuals. Table 1 shows the different attributes of
the data in the PPDP.

Type Description

Identifier Attributes in the data that are used to uniquely identify
individuals’ identities.

Quasi-identifier Attributes Combinations of attributes in a dataset that

are linked with an Identifying Attribute.

Sensitive Attribute Attributes in the data that are related to individuals’
sensitive information.

Non-sensitive Attribute|Attributes in the data that are not sensitive attributes,
identifying attributes, or quasi-identifier attributes.
Table 1: The types of attributes in privacy-preserving data publishing.

In the publishing of personal data, there are three types of privacy threats|§]:

— Identity disclosure: An attacker can correctly associate an individual with
a personal record in a published dataset.

— Attribute disclosure: Attackers can obtain individuals’ sensitive informa-
tion through inference attacks. This type of threat is more likely to occur in
datasets with low anonymity.

— Membership disclosure: Attackers can infer with a high probability whether
an individual’s record exists or does not exist in a published dataset[29][23].

2.2 Privacy Paradigms

To protect user privacy in the published dataset, data publishers can apply
anonymization techniques to enhance the dataset’s resilience against attacks.
The aim of anonymisation is to ensure that a person’s data record can no longer
be traced explicitly back to that particular person. To this purpose, various
complementary privacy paradigms have been defined:
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k-Anonymity K-anonymity[28] is a privacy protection concept that requires
each record in a dataset to be indistinguishable from at least K-1 other records
in terms of their attributes, thereby hiding the specific identity information of
individuals. K-anonymity is achieved by generalising or suppressing attributes,
which increases the similarity between records and ensures anonymity. Specifi-
cally, for a dataset D with attribute set A, if for every record d in the dataset,
there exist at least K-1 other records d’ such that they have the same values for
the attributes in set A, then the dataset D satisfies K-anonymity.

I-Diversity L-diversity[19] is a measure of the richness of information in an
anatomised dataset. It quantifies the number of different attribute values within
each equivalence class in the dataset. The goal of L-diversity is to increase the
diversity of attribute values in the economised dataset, thereby enhancing its
utility. A higher L-diversity value indicates a greater diversity of attribute values
in the dataset.

L-Diversity is measured by:

L—di it = ;
iersity(D) 21&51 ( Zf q,D )

where D is the anonymised dataset, @) is the set of all possible values for
the sensitive attribute, n is the number of equivalence classes, D; is the i — th
equivalence class, and f(q, D;) is the proportion of records in the equivalence
class D; with a sensitive attribute value of q.

t-closeness t-closeness|[16] aims to protect against attribute disclosure attacks
by minimising the likelihood of inferring sensitive information based on back-
ground knowledge. In t-closeness, the notion of closeness refers to the similarity
between the distribution of sensitive attributes in the original data and their
distribution in the published data. The parameter "t" represents a threshold
value that determines the acceptable level of similarity. A smaller value of t
indicates a higher degree of privacy protection. t-closeness can be measured
by Kullback-Leibler[10] Divergence. Kullback-Leibler divergence, also known as
relative entropy, is a measure used to quantify the difference between two prob-
ability distributions. KL divergence measures the information loss when using
one probability distribution Q to approximate another distribution P, given that
P is the true distribution. Specifically, for two probability distributions P and
Q, the KL divergence is defined as follows|[7]:

w11 e ()

Where P(x) and Q(x) represent the probabilities of event x under probability
distributions P and Q, respectively.
To enhance privacy paradigms, common data anonymization operations in-

clude][5]:
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— Generalisation|26]: In this operation, the original values of quasi-identifiers
are transformed into less specific but semantically consistent values. For
example, age or income can be generalised into intervals.

— Suppression|26]: This operation hides the original values of quasi-identifiers
by replacing them with a special value. For instance, the value "20" of an
individual’s age can be anonymised. The value "0" can be replaced with "*"
resulting in "2*" as the suppressed value of the quasi-identifier.

— Perturbation|26]: In this operation, random noise is added to the data
to obscure the true values of individuals. This can be achieved by adding
random numbers to numerical data or introducing randomisation processes
in categorical data.

— Microaggregation|[3]: This operation involves aggregating the data by
combining multiple individuals’ data into representative values, thus con-
cealing specific individual information.

These anonymization techniques aim to balance the privacy protection and
data utility in the published dataset. By applying these operations, data pub-
lishers can enhance the privacy of the dataset while preserving its usefulness for
analysis and research purposes.

2.3 Federated Learning

Federated Learning[13][22] is a distributed machine learning approach that aims
to train models without the need to send data from local devices to a central
server. In traditional machine learning approaches, data is typically centralised
at a single location for training, which involves data transmission and storage,
posing security and privacy risks.The main idea of federated learning is to move
the training process of models to local devices such as smartphones, tablets, or
IoT devices. Each device locally stores its data and performs the model train-
ing process locally. Only the updated model parameters are sent to a central
server for aggregation to update the global model. This approach keeps indi-
vidual data locally without the need to share it with third parties or store it
centrally, thereby enhancing data privacy and security. Federated learning offers
several advantages. It can handle distributed, sensitive, and large-scale datasets
while preserving user privacy. It is applicable in various scenarios such as health-
care, IoT, mobile devices, and edge computing. Through federated learning, in-
dividual devices can contribute their data to improve the performance of the
global model while maintaining data confidentiality and privacy[11]. However,
federated learning also poses several key challenges, such as inferred attacks
on gradients, expensive communication costs between servers and clients, and
device variability[17][6][32].

3 Methodology and framework

This section first describes our proposed framework for privacy-preserving feder-
ated learning, followed by an description of dataset and methods for anonymisa-
tion. Our approach aims to improve the anonymity of data and to evaluate the
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impact of unionisation on the performance of federated learning and centralised
machine learning models.

3.1 Data Description

In our study, we want to evaluate the impact of our framework on the per-
formance of anonymity and federated learning models from a real, distributed
dataset. Thus we utilise the Aposemat IoT-23 dataset|24] which aims to pro-
vide researchers with a large-scale, labelled dataset of IoT traffic to facilitate
the development of machine learning algorithms. With 23 sub-datasets, the IoT-
23 dataset covers a wide range of scenarios where network data was collected.
These sub-datasets consist of network traffic data in pcap format, accompanied
by labels indicating instances of malicious behaviour.

The dataset consists of 23 features, among which ’proto’,’orig_p’ and ’ts’
are selected as quasi-identifiers, and ’detailed-label’” is sensitive data. 'proto’
represents the protocol used in the network traffic packets, including ’tcp’, "udp’,
and ’icmp’. 'orig p’ represents the port used in the network traffic and ’ts’
denotes the timestamp of the network connections, which has been standardised
and retained with 4 significant digits. 'detailed-label’ refers to the type of attack
the system is subjected to.

3.2 Anonymisation methods

In order to enhance data anonymity, we employ two strategies: generalisation
and microaggregation.

Generalisation Starting from the highest level of generalisation for the quasi-
identifiers, we recursively specialise the partitions using multi-dimensional cuts
until no further cuts can be made. In each iteration of the algorithm, a dimension
(attribute) is selected for cutting. A common approach is to choose the dimension
with the widest value range. Then, using the median split, we determine the
splitting value and perform the cut based on that value.

Microaggregation Initially, we create clusters with at least k similar records.
We then choose a representative value to replace all the quasi-identifiers within
each group. The selection of the representative value can be done using different
methods, such as the mean, median, or random selection.

3.3 A dual-layer privacy-preserving federated learning framework

Given that anonymization and federated learning achieve privacy protection at
different stages of data processing, we propose a dual-layer framework(shown in
Figure 1) that combines these two techniques to achieve comprehensive privacy
protection from data collection to data utilisation.

The framework divides data processing into two stages: privacy data collec-
tion and privacy data usage.
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Fig.1: Framework of the Dual-Layer Privacy-Preserving Federated Learning
Framework.

1. In the first stage, after collecting individual information, the framework as-
sesses the privacy metrics of the raw data and performs anonymization op-
erations, such as generalisation and microaggregation, to ensure that data
collection meets the requirements of Privacy-Preserving Data Publishing
(PPDP).

2. In the second stage, through federated learning, the model is executed on
multiple local datasets stored on various local nodes, utilising a central
server to coordinate the training process. Additionally, the parameter update
and aggregation processes between local nodes and the central coordinating
server can be enhanced with differential privacy to strengthen data privacy
protection. We add artificial noise to the parameters on the clients before
aggregation to prevent inference attacks against the model gradients.

3.4 Privacy against centralisation

We generated two types of datasets, namely multiple distributed datasets and a
single centralised dataset. First we sample 23 datasets from each of the 23 nodes
as datasets D{ay,as.....ass} for distributed scenario; then we aggregate all the
datasets from D into a single dataset C as the centralised scenario.

To explore the performance of data anonymization and federated learning,
we consider the following scenarios:
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Algorithm 1 Dual-Layer Privacy-Preserving Federated Learning
Stage 1: Privacy Data Collection
Input : Original datasets D{d1,da,...}.
Output: Anatomised datasets D'{d},ds,...}.
for each dataset d in D do  Identify the quasi-identifiers in d

Measuring privacy metrics k-anonymity

for each quasi-identifier

Apply generalisation or suppression to achieve k-anonymity

Return the anatomised data set D’

Stage 2: Privacy Data Usage
Input : Anatomised datasets D’, Mini-batch size (B),
Participants per epoch (m), Total epochs (E), noise multiplier n.
Output: Global model Waay.
Aggregation Service Execution:
Initialise Wgaas
for each epoch =1,2,3 ... E do

D; « (random set of m clients from C')

for each participant d’ in D’ do

waad™! + Update (d’,wGMd“,n)

Wiyl Zf/ Dl wend ' (Averaging Aggregation)
Client Update:
[ <+ mini-batches creates through splitting local datasets Dy,
for each epoch =1,2,3 ... E do
for local mini-batch b € 5 do
wam — w — nAl(w,b)
(Al is the gradient of [ on b and 7 is the learning rate

1. Calculating different privacy parameters (k-anonymity, l-diversity, t-closeness)
for a real-world dataset, IoT-23, in both centralised and federated learning
distributed settings.

2. Comparing the effects of different privacy-preserving anonymization strate-
gies on federated learning and centralised machine learning models. To test
the impact of data anonymization on the performance of federated learn-
ing and centralised machine learning models, firstly, we established three
experimental scenarios:

(a) Federated Learning scenario: Anonymisation of the distributed datasets
D followed by federated learning.

(b) Centralised scenario: Anonymisation of the centralised dataset C fol-
lowed by centralised machine learning.

(¢) Hybrid scenario: Anonymisation of the distributed datasets D followed
by aggregation of the datasets into a single consolidated dataset for cen-
tralised machine learning.

And then different levels of anonymization were implemented in each scenar-

ios using generalisation and aggregation. Specifically, we tested anonymiza-

tion with different degrees of k-anonymity (k-anonymity = 5, 10, 50, 100,

150, 200).
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3. Exploring the trade-off between data privacy and model performance in the
proposed dual-layer privacy-preserving federated learning framework. We
first selected the anonymization technique that resulted in the least perfor-
mance loss for the federated learning model from the previous experiment.
Then, we tested the performance of the models by varying the levels of
anonymization in the data collection and the levels of noise in the federated
learning to find a balance between data privacy and model performance.

4 Experiments

4.1 Privacy metrics

First, we measured the privacy metrics (K-anonymity, 1-diversity, t-closeness)
of the federated learning dataset and the centralised machine learning dataset
on [0T-23. A higher value of K-anonymity and l-diversity and a lower value of
t-closeness indicate a higher level of anonymization and better privacy of the
data. Table 2 presents the results of the privacy metrics, and we can observe
that the federated learning distributed dataset has lower values for each privacy
metric compared to the centralised machine learning dataset.

‘distributed dataset Centralised dataset

k-anonymity 4 93
l-diversity 2 7
t-closeness 5.9 0.34

Table 2: Anonymity metrics of distributed datasets and centralised dataset

4.2 The impact of anonymization on model performance

We then compare the impact of different privacy-preserving anonymisation strate-
gies on federated and centralised machine learning models, using generalisation,
microaggregation, and increasing the k-anonymity of the data to 5, 10, 50, 100,
150 and 200. Figure 2 shows the accuracy of the models for each combination,
where each bar chart represents a type of anonymization operation. The blue
colour represents the accuracy of federated learning, the orange colour represents
the accuracy of the hybrid scenario, and the green colour represents the accuracy
of the centralised scenario.

The results show that under the anonymity constraints we tested, regard-
less of the anonymization method used, the performance of centralised machine
learning only slightly decreases from an initial accuracy of 92% to a minimum
of 89%. For federated learning and the hybrid scenario, as the anonymity con-
straints increase, the model’s accuracy continuously decreases, with federated
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Fig.2: Accuracy of the model after anonymisation

learning experiencing a larger decrease. Specifically, when the k-anonymity is
less than or equal to 50, the Microaggregation operation incurs the least per-
formance loss, with accuracy of 83% for federated learning and 85% for the
hybrid scenario, which are still within an acceptable range. However, when the
k-anonymity is greater than 100, the accuracy of federated learning drops sig-
nificantly, reaching a minimum of 63%.

4.3 Trade-off in the Dual-Layer Framework

Based on the results of the previous experiment, in the data collection phase,
we applied the Microaggregation strategy to anonymise the data to different
levels (k-anonymity = 5, 10, 15). In the federated learning phase, we introduced
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differential privacy by adding Gaussian noise with different noise multipliers (0.5,
1.0, 1.5) during gradient computation.

0.8 4
0.6 4 .
- mm K=5, Noise=0.5
E mmm K=5, Noise=1.0
3 B K=5, Noise=1.5
5 %7 mmm K=10, Noise=05
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mm K=10, Noise=1.5
02 1 mm K=15, Noise=0.5
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K=15, Noise=15
0.0 T
5 10 15
K-Anonymity

Fig.3: Accuracy of different privacy strategies combinations.

Figure 3 shows the accuracy of federated learning under different privacy
strategies. The results indicate that when the minimum anonymity constraint
for data collection is set to 5 and the minimum noise factor is set to 0.5, the
model achieves the highest accuracy of 85%. On the other hand, when using the
highest level of privacy protection with a k-anonymity of 15 and a noise factor
of 1.5, the model achieves the lowest accuracy of 61%. By observing the changes
in accuracy, we can see that when the anonymity constraint for data collection
is low, increasing data anonymity has less impact on the model’s accuracy. How-
ever, during the model training process, the noise factor of differential privacy
has a significant impact on the model’s accuracy.

4.4 Evaluation and discussion

In our work, we compared the privacy metrics (k-anonymity, l-diversity, t-closeness)
between centralised machine learning datasets and distributed federated learning
datasets. The results showed that the anonymity of centralised machine learning
datasets was better than that of federated learning datasets. This is because
in federated learning, each node only stores local data, resulting in a smaller
dataset with fewer quasi-identifiers, thus leading to lower anonymity.
Additionally, we applied different anonymization techniques to federated learn-
ing, centralised machine learning, and hybrid scenarios. We found that anonymiza-
tion operations had a minor impact on centralised machine learning models,
while significantly affecting the accuracy of federated learning models and hy-
brid scenario, with the greatest impact observed on federated learning models.
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This is because the initial anonymity of the distributed data is lower, and achiev-
ing the same level of anonymity requires a more significant transformation of the
distributed dataset, which further complicates the training of federated learning
models. Among the tested anonymization techniques, microaggregation resulted
in the least loss of model accuracy.

Finally, we combined privacy protection in data collection with differen-
tial privacy support in federated learning, resulting in a new dual-layer pri-
vacy protection framework. The results confirmed that within a certain range
of anonymization operations (k-anonymity < 15) and the introduction of small
noise perturbation (noise factor < 1), the framework could achieve dual-layer
protection for data collection and utilisation while still maintaining an accept-
able level of accuracy.

5 Conclusions and future work

This paper first compares the anonymity matrices between federated learning
distributed datasets and centralised machine learning datasets using real-world
datasets. It is found that the federated learning datasets have lower anonymity
compared to the centralised machine learning dataset. Furthermore, the impact
of different privacy-preserving anonymization strategies on federated learning
and centralised machine learning models is evaluated. The results indicate that
each anonymization operation leads to a decrease in the accuracy of the federated
learning models compared to the centralised machine learning models. When the
anonymity constraints are relatively large, the model accuracy can drop to below
70%. This is because the initial anonymity of the federated learning data is low,
and a greater degree of data transformation is required to achieve the same level
of anonymity. Among the tested anonymization techniques, Microaggregation
exhibits the least loss in model accuracy.

Moreover, a dual-layer privacy-preserving federated learning framework is
proposed. In the data collection phase, the Microaggregation strategy is applied
for anonymising the data, while in the federated learning phase, differential pri-
vacy is achieved by adding Gaussian noise with different noise multipliers dur-
ing the gradient computation. Evaluation on real-world datasets demonstrates
the improvement in data anonymity and model performance achieved by this
framework. Through these contributions, a comprehensive understanding of the
impact of anonymization strategies on federated learning is gained, filling a gap
in the field of privacy protection.

In the future, we will explore the impact of other anonymization strate-
gies on federated learning, such as Top-Down Greedy Anonymisation and k-NN
Clustering-Based Anonymisation. Additionally, we will compare various privacy
metrics to select and apply them based on specific privacy protection require-
ments and scenarios, aiming to optimise the effectiveness of privacy protection
measures.
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