
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mapping the complexity of legal challenges for trustworthy drones on construction 

sites in the United Kingdom 

Joshua Krook * 

School of Electronics and Computer Science, University of Southampton, J.A.Krook@soton.ac.uk  

David Bossens 

Center for Frontier AI Research, Agency for Science, Technology and Research, David_Bossens@cfar.a-star.edu.sg  

Sergio Araujo-Estrada 

Department of Aeronautics and Astronautics, University of Southampton, S.Araujo-estrada@soton.ac.uk  

Peter Winter 

School of Sociology, Politics and International Studies, University of Bristol, Peter.Winter@bristol.ac.uk  

John Downer 

School of Sociology, Politics and International Studies, University of Bristol, John.Downer@bristol.ac.uk  

Shane Windsor 

School of Civil, Aerospace and Design Engineering, University of Bristol, Shane.Windsor@bristol.ac.uk  

Drones, unmanned aircraft controlled remotely and equipped with cameras, have seen widespread deployment across military, industrial, 

and commercial domains. The commercial sector, in particular, has experienced rapid growth, outpacing regulatory developments due to 

substantial financial incentives. The UK construction sector exemplifies a case where the regulatory framework for drones remains 

unclear. This article investigates the state of UK legislation on commercial drone use in construction through a thematic analysis of peer-

reviewed literature. Four main themes, including opportunities, safety risks, privacy risks, and the regulatory context, were identified 

along with twenty-one sub-themes such as noise and falling materials. Findings reveal a fragmented regulatory landscape, combining 

byelaws, national laws, and EU regulations, creating business uncertainty. Our study recommends the establishment of specific national 

guidelines for commercial drone use, addressing uncertainties and building public trust, especially in anticipation of the integration of 

‘autonomous’ drones. This research contributes to the responsible computing domain by uncovering regulatory gaps and issues in UK 

drone law, particularly within the often-overlooked context of the construction sector. The insights provided aim to inform future 

responsible computing practices and policy development in the evolving landscape of commercial drone technology. 

CCS CONCEPTS • Applied computing --> Law, social and behavioural sciences • Computing Methodologies --> Artificial 

Intelligence • Social and professional topics 

Additional Keywords and Phrases: Unmanned Aerial Vehicles, Drones, Artificial Intelligence, Construction Sites, Trustworthy 

Autonomous Systems 

 
* This research was funded by the UKRI Trustworthy Autonomous Systems Hub EP/V00784X/1 and the UKRI Trustworthy Autonomous Systems Node in 

Functionality (EP/V026518/1). 

mailto:J.A.Krook@soton.ac.uk
mailto:David_Bossens@cfar.a-star.edu.sg
mailto:S.Araujo-estrada@soton.ac.uk
mailto:Peter.Winter@bristol.ac.uk
mailto:John.Downer@bristol.ac.uk
mailto:Shane.Windsor@bristol.ac.uk


2 

1 INTRODUCTION 

The construction industry literally and figuratively shapes the fabric of our society. From the homes we live in to the places 

we work, we are shaped by our built environment just as we shape it around us. So it is, as the United Kingdom (UK) 

Government has declared, that construction affects "every person in Britain" [1]. The introduction of new technologies 

into the construction industry, therefore, has the potential to affect everyday people, depending on how these technologies 

are used. The vision of Industry 4.0, imagined by the International Business Machines (IBM) corporation and others [2], 

includes big data, surveillance, and drones, or unmanned aerial vehicles (UAVs), creating a different kind of society.1 A 

‘digital’ society where technology constructs our environment, and therefore, our experience of that environment.  

Emerging technologies present great opportunities for society, and yet pose distinct risks depending on how they are 

used, misused, and regulated. The use of drones in construction exemplifies this tension as we will present in the following 

article. 

The UK government has expressed interest in harnessing the benefits of the so-called “Third Aviation Revolution”: the 

revolutionary changes in new technology that have allowed for autonomous flight of drones and other unmanned aircraft, 

including their potential commercial use [3]. So far, public consultations have been held by the UK government on the 

future of drone use across a range of sectors and circumstances, in both rural and urban settings [4, 5]. However, the UK 

regulatory regime remains a patchwork of competing byelaws, national laws, and incorporated European Union (EU) 

regulations. While the EU is imagining a “Single European Sky,” the UK has created a bottleneck approval system for the 

commercial use of drones, on a case-by-case basis, through the Civil Aviation Authority (CAA). Some commentators 

describe UK drone laws as “chaotic,” [6] while others have pressed for closer cooperation between industry and regulators 

to create a clearer legal framework for commercial drone deployment [7].  

In this article, we conduct a literature synthesis that covers both dialogic formats and research in order to examine the 

legal challenges of using drones in the UK. We consider the following research questions, with a specific focus on the UK 

with the overall goal of informing legal and policy interventions:  

 

(1) What is the state of UK legislation with regard to ensuring trustworthiness of drones on  

construction sites? 

 

(2) What changes are required in the UK’s legal and policy landscape to ensure that the use of  

drones on construction sites remain safe and adhere to privacy principles?  

 

(3) How do varying degrees of automation influence law and policy in and around drones on  

construction sites? 

 

These questions are reviewed with an eye on deployment contexts in construction, including on-site transportation of 

materials, monitoring for security purposes, safety inspection, and trespasser detection. 

This article begins by outlining how we selected our literature and the research question (Section 2), before moving 

onto a thematic analysis of the literature where we present the main themes (Section 3). These include: (i) Opportunities 

for construction; (ii) Privacy Risks; (iii) Safety Risks; and (iv) Regulatory Context in the UK (Section 4), along with 

twenty-one sub-themes. We then discuss these findings (Section 5), drawing out common themes across the literature. In 

doing so, we also identify specific gaps and recommendations in national law. Section 6 then presents our main conclusions 

and explores the potential for future research in this area.  

 
1
 The movement towards Industry 4.0 involves “integrating new technologies, including Internet of Things (IoT), cloud computing and 

analytics, and AI and machine learning” - What is Industry 4.0? IBM (2022) <https://www.ibm.com/uk-en/topics/industry-4-0>. 
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2. Methodology 

The authors conducted a literature synthesis on the topic of regulating drones on construction sites. A literature synthesis, 

also known as a ‘rapid review’, is a type of literature review suitable for emerging research topics where systematic reviews 

are not yet feasible [65 - 67]. Instead of comprehensively mapping a field, a rapid review attempts to gather disparate, 

emergent sources on a topic [65]. The state of the literature on drones working on construction sites is still in its infancy, 

hence a rapid review is productive in this context. Given the limited literature on the topic we drew from a range of different 

sources (law, computer science, robotics, policy, and safety). Such transdisciplinary engagement works well for a new and 

emerging field with fewer sources because it can help “grasp the complexity of the problem” [68] by providing insights of 

potential and current drone use in diverse contexts. 

We chose to focus on the UK as our source of law for multiple reasons. The review required a country where the 

deployment of drones on construction sites was viewed as a foreseeable event and eventual reality. For instance, the UK 

government has already commissioned reports, guidelines, and community consultations on drone safety. Such steps may 

be read as precursors to future commercial drone regulation [29]. Indeed, the UK is placed at the top of the ‘Drone 

Readiness Index’ for regulation from Drone Industry Insights (a global data company on commercial drone use based in 

Hamburg, Germany) (2022) [69]. The UK has an existing private drone market (for private use, such as filmmaking and 

research), a small commercial market (for commercial filming and surveying), and a strong capacity for commercial drone 

uptake in the future [70]. The UK government is actively pursuing a strategy to increase the uptake of drones for 

commercial purposes across a variety of sectors, including construction, agriculture, real estate, film and entertainment, 

and delivery services [29]. Our literature synthesis also includes peer reviewed sources from the United States and Australia 

where drone use and safety are an ongoing concern, in order to supplement the UK sample. 

2.1 Literature Search Strategy 

A search strategy was developed and an electronic database search of ACM Digital Library, Google Scholar, GOV.UK, 

and websites such as the UK Civil Aviation Authority was conducted from 1 Jan 2002 until 20 March 2023, with early 

dates used for context, background and case law. The key search terms included the following: (1) ‘drones on construction 

sites’, ‘the regulation of drones’, ‘drone safety in construction’, ‘drone privacy’, ‘drone safety’ and ‘unmanned aerial 

vehicles (UAVs)’. We looked for UK government policy documents on drones, regulation, legislation and cases pertaining 

to ‘drone safety’, ‘drone privacy’ and ‘risks of harm from drone usage’. Our search output identified 93 studies of which 

90 were appropriate for full review. Our search strategy is compiled in Table 1, and a complete list of sources is in the 

bibliography. Note that sources relating to methodology and relevant law sources (e.g., Lifting Operations and Lifting 

Equipment Regulations 1998 (LOLER)) are not included in the overall count. 

 

Table 1: Search Strategy 

Sources Considered Type: Academic journal articles, government reports, 

legislation, cases, media reports 

Language: English or English translation 

Issuer: Academic journals, government or affiliated 

institutions, media organisations or consultancies 

Sources Included Which refer to: “drones on construction sites,” “the regulation of 

drones in construction,” “drone safety in construction,” 
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or thematically equivalent. 

Which refer to: “Unmanned Aerial Vehicles (UAVs) on construction 

sites,” or thematically equivalent. 

Which refer to: “drone safety,” “drone privacy,” “risk of harm by 

drones,” or thematically equivalent. 

 

2.2 Data Extraction 

Data extraction was achieved through full text reading by the first author via a systematic mapping of drones in the 

construction site landscape. Each of the co-authors supported the extraction process and organised the literature into 

categories of ‘opportunities’ and ‘risks’ which were checked and modified in an iterative process. In a final set of data 

extraction, categories (e.g. regulations, drone policy) were reviewed by the team of co-authors who provided verification 

of categories, sub categories and the inclusion of a new, emergent category: ‘gaps in the law (UK)’. In this assessment, 

perspectives of the authors and findings from the literature were included in our discussion section. We found the 

existing literature on drone use more broadly to be especially useful when writing the discussion section given the lack of 

empirical research on drones in the context of construction sites.   

2.3 Thematic Analysis of the literature 

After we categorised the literature according to their opportunities and risks, we counted the number of categories and 

built them up into common themes, as shown by the results of Table 3: Thematic Analysis of the Literature. This process 

revealed a narrow range of conceptual and empirical studies on the topic of drones on construction sites. Consequently, 

we drew on the wider drone literature in law, computer science, engineering, and related fields to help answer our 

research questions and applied these findings to the context of construction sites - an important yet under researched 

space to understand opportunities and legal problems especially between and among states, countries and national 

jurisdictions. Indeed, the literature was enriched by considering different jurisdictions. Different jurisdictions allowed us 

to see how other major economies around the globe are tackling problems associated with drones across numerous sites 

and contexts, especially when it came to addressing our related research questions on drone regulation. Having analysed 

the literature, we identified four major themes: (1) opportunities for construction; (2) privacy risks, (3) safety risks, and 

(4) the regulatory context. These themes were broken down into sub-themes (such as cost savings, privacy regulations, 

cybersecurity etc) and presented in Table 3. The rest of the article has been broken down into opportunities (Section 3.1), 

Risks (Section 3.2), and a comprehensive analysis of the UK regulatory context (Section 4), bringing together the various 

sub-themes in each category for the sake of readability. In addition, a new finding emerged from our analysis of theme 4 

(‘Regulatory context’), which we label as ‘Gaps in UK Law’ and presented in column four in Table 3. 
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Table 2: Thematic Analysis of the literature 

Themes  Sources 

(1) Opportunities for 

Construction  

(n=18) 

Sub-themes 

 

● Cost Savings [11, 51, 52, 69, 70, 74] 

● Time savings [52, 74] 

● Safety benefits [52, 69, 70, 74, 97] 

● Offshore / remote use cases [77, 78, 79, 80, 81, 82, 83] 

(2) Privacy risks 

(n=34)  

Sub-themes 

 

● Privacy in Applied Settings [4, 10, 13, 17, 24, 25, 60, 64, 97] 
● Data protection [15, 84, 85, 86, 93, 94] 
● Privacy breaching incidents [18, 19, 22] 
● Human Rights [36, 37, 38, 39, 43] 

(3) Safety risks (n=37)  Sub-themes 

● Construction sector policies [1, 8, 9, 12] 

● Adverse Weather [17, 24, 25] 
● Drone Safety in Applied Settings [4, 10, 13, 17, 24, 25, 60, 64, 97] 
● Cybersecurity [17, 23, 24] 
● Interference with Other Aircraft [26, 27, 28] 
● UAV Noise Profile [71, 72, 73, 74] 

(4) Regulatory Context 

(n=49) 

Sub-themes 

● Privacy Regulations [14, 16, 20, 21, 36, 37, 38, 39, 40, 41, 42, 75, 76] 

● Privacy by design [83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 

98] 

● Health and Safety Regulations [44, 45, 46, 47, 48, 49, 50, 53, 54] 

● Lifting, Work and Safety Regulations [55, 56, 57, 58, 59, 62, 63] 

● Worker’s Rights and Psychological Health [17, 76] 

● Drone Policy and Drone Law [3, 4, 5, 6, 28, 29, 30, 31, 32, 33, 34, 35, 61, 

71] 

● Reports and public sector analysis [2, 7, 69, 70] 

Key: 

 

N = The number of identified sources for a particular theme. Note that duplicate sources have not been 

counted twice. 

 

3. FINDINGS 
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3.1 Drones: Opportunities for the Construction Industry 

Results of the literature review indicated a variety of opportunities, echoing future imaginaries inspired by the possibilities 

of autonomous technology. Given the narrow yet varied literature of drones on construction sites, we must look into the 

longer-term future of drone technology, the economy and society with the aim of identifying areas of strategic priorities 

and emerging governmental policy. An interesting observation in this case is the UK government’s aim to halve the 

construction industry’s construction time and emissions by 2025 [8]. Fundamental to this vision is the adoption of emerging 

drone technologies, such as Unmanned Aerial Vehicles (UAVs) [8]. UAVs or drones represent a myriad of opportunities 

for the construction sector. These included: cheaper and more efficient safety inspections [9], faster construction times 

[10], and potentially, cheaper delivery of construction materials [11]. As such, drones could be a major economic 

opportunity for the UK [1]. 

Drones are also said to provide opportunities that stretch beyond the economy. For example, one of the biggest claims 

in the literature is that drones have the potential to improve worker safety [9], where workers “falling from a height” 

account for 51% of construction fatalities in the UK [12]. Given how drones on construction sites have the potential to 

replace human workers who work at heights, or in tight spaces or other precarious circumstances (such as offshore or in 

hazardous environments), there is an opportunity to reduce worker fatalities [13]. With a view towards considering how 

drones might be developed with higher degrees of automation, we might say that ‘autonomous’ drones have further 

potential to minimise injury risks and time taken to work in precarious environments. Nevertheless, in the short term, the 

use of human-controlled drones on construction sites has the potential to improve safety on site, whilst reducing the cost 

and time of construction. 

According to the literature, drones may also offer another means of improving safety and reducing risks on construction 

sites through monitoring safety compliance and helping to identify defects in a building’s foundations [13]. Safety 

inspections prevent accidents before they occur, and a combination of human-drone teams could make these inspections 

more efficient and cost-effective [13]. High-definition cameras and the ability to offer aerial perspectives make drones 

particularly well suited for this task. Drones can provide “safe and direct views of the construction area” from locations 

which would otherwise be hard to reach, while also helping to monitor “safety hazards such as the status of job transport 

routes” [9].  

The versatility of drones allows for significantly enhanced task monitoring. In some instances, drones can ensure safety 

compliance over vast quantities of land, as is necessary when inspecting oil and gas pipelines [7]. This reduces the cost of 

hiring human safety inspectors to cover such a large area, and it allows for human-machine teams to go beyond monitoring 

merely target areas that are at risk of deterioration or collapse, to other areas of lesser risk. It also allows for the monitoring 

of trespassers and intruders on a large area of land, without the necessity of hiring costly security [79]. The same is true in 

the monitoring of shipping and large vessels as they operate at sea [82], which could assist with offshore construction. 

Safety and cost could particularly be improved in remote regions and offshore construction, which can often pose higher 

risks to human workers [82]. Using drones in offshore construction, such as to maintain offshore wind farms or to monitor 

coastal regions has been shown to decrease costs and safety risks to workers [77]. Drones may, for instance, have the 

potential to mitigate risks arising from adverse weather conditions during construction at sea. Although there is very little 

literature on this, analogous use-cases can be found with drones used for coastal water monitoring sending real-time data 

back to human operators to understand the effectiveness of anti-pollution measures, without risking human lives [78]. 

While the cited studies relied on humans-in-the-loop and semi-autonomous drones [77, 78], the move towards fully 

‘autonomous’ drones could also have a stronger use-case in remote regions. Current line-of-sight regulations (covered 

below) mean that humans must be ‘present’ at least within viewing distance, whereas fully autonomous drones could 

operate in environments that are dangerous to humans (such as volcanic environments).  

Furthermore, drones pose less of a safety risk themselves in offshore or remote environments where fewer humans are 

around to be hit by a falling or error-prone drone [81]. Although there is minimal literature on this in the construction 

sector, some literature does exist in the maritime sector [80, 81]. Applying this analogously, the research indicates that 

drones operating at sea pose less of a safety risk than drones operating in densely populated urban areas, such as London 

[81]. Maritime drones are also increasingly proving capable of performing complicated tasks at sea, such as collecting and 

testing large quantities of water samples [80], and have proven their capability to operate offshore in anti-piracy and naval 

operations [81]. It is foreseeable that these advancements might one day be applied in offshore construction, for example 

to construct wind turbines, oil platforms and so on. At the same time, offshore construction faces different regulatory 
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challenges, such as the application of environmental law, and jurisdictional challenges, such as when drones operate across 

international territories or within international waters. Drones operating across territorial lines will face different legal 

regimes according to where the operator is based and where a drone incident or accident occurs. Remote operations also 

have to face the logistical hurdles of maintaining communication with a drone, line of sight to the drone or POV of the 

drone’s own visual capacity, which can be impacted by adverse weather conditions [81].  

Drones may also change traditional construction practices by replacing existing lifting devices such as cranes or pulley 

systems. Some commercial drones have the capacity to lift 200 kilos, which is well beyond the limits of a human labourer 

– meaning that they can serve a range of functions beyond monitoring [7]. Using drones as lifting tools could allow 

construction projects to replace human workers in hazardous environments [11]. For instance, drones could assist in 

delivering equipment and materials across landscapes that are difficult or dangerous for humans to traverse [11]. Although 

commercial drones are currently limited by their carrying capacity, early studies show that they have the potential to reduce 

delivery times, labour costs and vehicle costs, while bypassing traffic and other obstacles [11].  

The use of drone ‘swarms’ could offer even greater benefits by overcoming limitations faced by individual drones 

operating in isolation. A drone ‘swarm’ can be thought of as “a collection of multi-agent robot systems that exhibit 

emergent behaviour through interactions with each other and the environment” [99]. Drone swarms could conduct activities 

in concert to effectively coordinate the transportation of goods via emergent behaviour, such as making the fastest route 

selection. Increased carrying capacity means an increase in efficiency, fewer trips required, and the potential for carrying 

loads up to greater heights or to harder to access areas. Such coordinated behaviour in the lifting of heavy materials could 

reduce the risk of lifting injuries in labourers, therefore reducing the cost of healthcare and insurance costs for both 

companies and their staff. The speed and versatility of drones in everyday construction activities presents an opportunity 

for the more dangerous forms of construction to occur safely [10].  

 

3.2 Drones: Risks for the construction industry 

Our literature review identified a limited range of privacy risks and laws in regard to drone use on construction sites. 

Consequently, in order to address the dearth of privacy risks, we must turn our attention to existing privacy challenges that 

drones present in society. It is clear: the use of drones raises significant challenges to the privacy, civil liberties, and agency 

of individuals in society [14, 15].  For example, the literature highlights how drones have the potential to infringe on 

privacy laws in new ways, by spying through skylights, upper-level windows, on balconies and rooftops, in a manner that 

surpasses traditional CCTV equipment. The literature on drones in society also warns of the risk of “paparazzi in the skies,” 

monitoring our daily behaviours [16].  High resolution cameras and real-time data analysis are said to have the potential 

to exacerbate the risk of privacy violations - including imagined futures with drones on construction sites posing risks to 

the privacy of workers, neighbours, and passers by. In addition it is not clear whether drones should monitor and feedback 

real-time information on workers to a control room curating potential punitive responses. Because of this, some authors 

paint a dystopian picture here of future cities where we live under the ever-watchful flying drones [15]. Drones used for 

construction surveillance may necessarily record a lot of other data, just by virtue of flying around in cities, and this data 

will need to be managed carefully to protect privacy. 

While at first, this may appear farfetched, construction companies that deploy drones, may, in a similar manner, run the 

risk of creating their own surveillance system. Although there are many cameras in our environment, from phone cameras 

to CCTV, drone cameras can operate at height, and remain, therefore, relatively unnoticeable to those far below them. 

They can also spy through top-floor windows, skylights, and other hard-to-reach areas. This may have an adverse effect 

on the behaviour and working practices of labourers, through a centrally controlled system [17]. For example, drones that 

are ‘autonomous’ could monitor the work of labourers and report back to company bosses about work culture, work 

performance and worker behaviour [17]. This may lead to the fear of labourers feeling anxious and paranoid, which may 

be exacerbated if surveillance is conducted covertly. Such thoughts chime with previous studies which have found that the 

continuous surveillance of workplace practice increases worker stress [17]. Workers who are observed are likely to change 

their behaviour or suffer from psychological impacts verging on paranoia – which may itself cause accidents to occur [17]. 

The interference of drones in a worker’s line of sight could also cause accidents due to sensory overload [17]. Under the 

WP29 Guidelines (EU), workplace surveillance might not be legal even if consented to by workers, because consent is not 

meant to be assumed or given in an employment context due to power differentials between employers and employees. 
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Any advanced form of workplace surveillance will also very likely face pushback from unions in the UK or work councils 

in Europe, who see surveillance as a breach of good working conditions [76]. The Trades Union Congress (UK) for 

example, states that “everyone is entitled to a private life, including at work,” and that “monitoring must be done in a way 

that’s not oppressive to staff” [76]. Surveillance that is oppressive and intrusive may fall afoul of various other laws, such 

as data protection laws, discussed in further detail below. 

Members of society who live next to construction sites may also be filmed intentionally or unintentionally by drones. 

Drones can fly by windows, over balconies and onto rooftops and raise privacy concerns for people in compromising 

situations [18]. In Australia, in particular, there have been cases of privacy infringement concerning the use of drones in 

private life. For example, in the city of Darwin in 2017, a drone was caught filming a 27-year-old woman swimming nude 

in her secluded backyard pool [18]. In Sydney a month later, a drone was caught filming a woman showering in her fifth-

floor apartment [19]. In the UK, case law will not necessarily protect those filmed by a drone, especially if the person did 

not already have “a reasonable expectation that the activity would be kept confidential” [20, 21]. Such an expectation might 

exist for someone in a fifth-floor apartment; however, the law posits a test for free expression:  

“Even in cases that may be thought to involve a reasonable expectation of privacy, such as sexual activity, it is 

possible that there may be a countervailing right to free expression depending on the participants and the context 

of the relationship, such as where publication corrects a false image of a public figure” [14]. 

The expectation of our private life remaining private is protected by certain legal frameworks. However, drones may 

bypass these frameworks due to technical loopholes in existing legislation – where certain circumstances have not been 

accounted for. Existing laws may focus on street-level surveillance by traditional CCTV cameras, rather than cameras in 

the sky. This means that companies or operators who obtain footage of people engaging in private actions or private spaces 

might be used, displayed or transmitted without consent. In 2014, Edward Snowden revealed that National Security Agency 

(NSA) workers frequently passed nude photos around the office [22]. These photos had been captured by government 

surveillance, and were not meant to be viewed publicly, but they were nevertheless shared amongst colleagues [22]. 

Snowden’s discussion reveals the very human and social aspects of privacy violations, where authority figures succumb to 

moral failures and fail to treat their jobs, and the general public, with respect and dignity.  

He described the situation as follows:  

“You’ve got young, enlisted guys, 18 to 22 years old. They’ve suddenly been thrust into a position of 

extraordinary responsibility where they now have access to all of your private records. [They] stumble across 

something that is completely unrelated to their work [such as a nude photo of someone] in a sexually 

compromising situation. So, what do they do? They turn around in their chairs and they show their co-worker” 

[22].  

It is easy to imagine a similar situation arising on a construction site. For instance, workers in construction settings can 

collect nude images (photos or videos) of a nearby neighbour and pass these images around the working environment. 

Even if the law bans this practice, it is reasonable to presume that it may still occur, and that privacy violations could lead 

to actionable harm for neighbours. The use of drones in busy urban environments, such as London, raises the risk profile 

of these incidents occurring, particularly as drones can operate at heights that are unusual for other, more common-place 

surveillance, such as CCTV cameras. Drones can therefore spy on neighbours at unique angles, from harder-to-reach 

places, such as fifth-floor balconies, and are able to have a kind of versatility to monitor people’s movements beyond static 

cameras (albeit static cameras can act in concert). 

Cybersecurity is also an issue here – where unauthorised access to data could lead to the leaking of footage that was 

previously thought to be private, through password sharing or hacking attempts. In general, drones are vulnerable to 

hacking, interference, or software error, all of which could lead to accidents and/or breaches of privacy. For example, there 

is a potential for drones to be hacked for “nefarious purposes” [17, 23]. As drones operate via GPS and a Wi-Fi network 

to communicate, it is possible that “these navigation and communication networks are vulnerable to security breaches” 

[17, 23]. There have already been instances of drones being hacked or subjected to malicious attacks, such as “GPS 

spoofing attacks” [17, 23], for the purpose of “stealing sensitive information, spreading malicious programs, or UAV 

footage interception” [17].  
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More mundane interference, such as electromagnetic waves could also interfere with a drone’s operations [24]. This 

risk becomes significant, for instance, for a commercial drone carrying up to 200 kilos of construction materials. In such a 

circumstance, safety features and/or criminal laws must exist to prevent a significant potential for injury. Electromagnetic 

interference can come from “cell phone towers, power lines, or steel structures, and might affect the drones’ compass and 

GPS signal, which can cause errors or complete data loss” [24]. Other forms of nefarious interference include dangerous 

pranks. The use of lasers by teenagers to interfere with aircraft, for example, may transfer over to drone interference.  

On a building site, drones can cause disruption to a worker’s job by making unexpected noises or unexpected 

movements, falling from a height, or causing other objects to fall [17]. A study in Chile, for example, identified a major 

risk of drones falling on workers and colliding with building elements or other moving elements on site [24]. This is 

particularly significant in adverse weather conditions, such as heavy winds, rain or snow, or poor lighting conditions [17, 

24, 25]. Drones that move very fast can generate gusts of wind, resulting in “particulate emissions from loose soil, dirt, 

sand or gravel stockpiles, which are quite common on construction sites” [17]. Any adverse conditions run the risk of 

disrupting the drone’s sensors, causing potential harm to humans or damage to the drone itself [17]. The presence of 

numerous drones on construction sites might also distract workers, causing them to fall or injure themselves if working at 

a height [17]. There is currently limited research regarding the noise signature of UAVs, which are different in character 

from traditional forms of machinery. The public perception has, however, raised concerns of UAVs causing significant 

noise disruption of operating in swarms at low heights in urban areas [71, 72], and some research has tried to model 

software for optimal paths to reduce noise [72].The research indicates a mixed perception of drone noise and distraction 

on site. For workers, some perceived drones to be “obnoxious” while others reported they did not “feel the drones distract 

much since there are so many other noises on jobsites” [73]. Other researchers pointed out that drones can disrupt a worker 

from selective attention to a task that requires concentration [74]. There is a need for future research to classify the noise 

profile of UAVs to ascertain safe levels of noise, particularly for drones operating in swarms. 

Drones may also pose an existential risk to civilian or military aircraft that fly above or near construction sites where 

drones are operating, such as near airports or urban centres. A joint study by the Department for Transport, Military 

Aviation Authority and the British Airline Pilots Association modelled the impact a drone would have if colliding with a 

windscreen of manned aircraft, including helicopters and commercial airlines [4]. The study found that even small drones 

of 400g could pose “a critical risk to the windscreens and tail rotors of helicopters” [4]. For commercial planes, the results 

were less severe, with only a drone of above 2kg causing “critical damage and only when airliners fly at higher speeds, 

which is commonly done at heights where these drones are not flown or can easily reach” [4]. Commercial airlines above 

40,000 feet are well beyond the reach of a drone, and commercial airlines are already instructed to fly well above the 

London skyline, for example. Nevertheless, the study revealed that the risks to planes - at runways and other lower-level 

areas - are real and significant. 

In late 2018, illegal drone activity near Gatwick Airport in the UK led to days of delays, cancellations of 800 flights 

and impacted 100,000 passengers [26]. Although no culprit was ever found, and the actual veracity of the drone sightings 

was never proven, the effects of the sightings were significant [27]. The Gatwick drone sighting has led to a generation of 

‘restriction zone’ rules around airports in the UK, where drones are now unable to fly “within one kilometre of airport 

boundaries,” and five kilometres from the ends and sides of a runway (Art. 94A(4) ANO) [14, 28]. Commercial drones 

can get permission from flight control to bypass these restrictions [29]. However, an imagined future of ubiquitous 

commercial drone use of delivering goods and services, would raise the risk of accidental entry into airport boundaries 

causing disruption to flights, damage to aircraft, and potential loss of life. 

 

4. Regulatory Context 

4.1 Drone Law and Policy 

Despite the benefits and risks of drones, the UK's current regulatory regime has been described as "chaotic", with a 

pastiche of local byelaws, national laws, and leftover EU laws, all having slightly different guidelines and standards [6]. A 

move away from EU regulations may also occur in future, due to Brexit. Some scholars claim there is currently 

“overregulation, inconsistent regulation and regulatory disharmony” [6]. The book Drone Law and Policy goes into some 
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of these arguments at length [4]. Patrick Slomski, a contributor to the book, and an expert in drone law at Clyde & Co law 

firm, suggests that a restrictive regulatory approach to drones has been a “barrier to widespread use”, but there are efforts 

accelerating on the regulatory front, and that “we’re at a tipping point [and we are likely to see progress] proceed much 

faster in the next couple of years” [7]. However, regulating millions of drones is no easy task given their diversity of form 

and function ‒ spanning air, underwater, interior use, and underground ‒ and the complex risks involved in each form of 

deployment [7].   

The Civil Aviation Authority (CAA) manages the certification, licensing, and permit process for commercial aerial 

drone use in the UK. However, a lack of clarity and transparency on the requirements for commercial use creates a 

bottleneck where the CAA must approve diverse use-cases one by one. Commercial drone pilots can get exemptions for 

closeness restrictions, building inspections and first-person-view use, for example, but it is unclear when these exemptions 

will be given, and for what reasons. Maurice Thompson, editor of Drone Law and Policy, notes that regulators are aware 

of the lack of commercial guidance, but “there’s an openness with industry… a lot of our clients have been surprised that 

when they turn up to a regulator’s doorstep and say, ‘we want to do this,’ they actually get a pretty good dialogue to guide 

them” [7]. At the same time, this raises concern for why this guidance is not already public, in the form of norm-setting 

regulation.  

In public consultations, the UK government has hinted at creating new regulatory frameworks for commercial drone 

usage, and yet, no new law is forthcoming [4, 5]. In 2017, the Department for Transport held a public consultation that 

aimed at “stimulating drone innovation and enterprise in the UK, ensuring safety and operation within the law [and] laying 

the foundations for a developed drone market” [4]. This mainly focused on remote-controlled, or semi-autonomous drones 

[4]. The Government acknowledged the risks posed by drones “to safety, security and privacy, which rightly cause the 

public much concern” [4]. In 2022, the UKRI and Sciencewise, a UK-based deliberative public dialogue platform, funded 

a joint public dialogue on three types of “future flight technologies for civilian use – drones, advanced air mobility (‘air 

taxis’) and regional air mobility (‘eco-planes’)” [5]. Fully autonomous drones were considered as part of this discussion 

[5]. The consultation focused on the benefits and disadvantages (including risks) of using new aerial technologies and 

relevant infrastructure and included discussion of what a future “Skyways Code” for governance of these technologies 

would look like [5]. Participants suggested a “cautious and measured approach to governance before public investment in 

these technologies’ development is accelerated” [5]. Despite the development of a “Skyways Code” and list of potential 

rules, the public consultation has not as yet led to any new regulatory proposals. As suggested above, however, these might 

be expected in the next couple of years [7]. For the construction industry, an enforced Skyways Code would make clear, 

for example, how drones could operate in public spaces near or between construction sites. 

At present, the interpretation of UK drone laws for drones operating in the construction sector require a broad 

understanding of the role of the CAA, including data protection laws, lifting regulations and civil aviation orders. Even 

then, the law is in a state of flux. While the EU is currently creating laws for a "Single European Sky" for 2024 and beyond 

[30], it is unclear if the UK will adopt these rules, or whether they will partake in future single sky arrangements. The CAA 

notes on the topic, for example, that "references to EU regulations or EU websites in our guidance will not be an accurate 

information or description of your obligations under UK law" [30]. As a result, commercial drone operators may soon face 

competing regulatory regimes across the channel, adding further confusion to the existing legal framework. This would be 

exacerbated if the expected commercial drones will one day be expected to operate autonomously across borders, rather 

than in their current manually operated form. “The need for global consensus is critical”, says Professor Julie-Anne Tarr 

[7]. Without new regulations and guidance however, the current uncertainty is expected to continue.   
 

4.2 Air Navigation Order 

The CAA have published a set of guidelines for drone use, called the Drone and Model Aircraft Code (Updated July 2022) 

and operate in accordance with the Air Navigation Order (2016) (As amended). The Air Navigation Order sets out the 

basic regulatory framework for UK drone operation and relates to “small unmanned aircraft” (SUA) [14]. An SUA is 

defined (sch 1, art 1) as “any unmanned aircraft… having a mass of not more than 20kg” [28]. According to the Air 

Navigation Order, the Drone and Model Aircraft Code gives details regarding drone registration, licensing, and piloting 

requirements.  
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The Air Navigation Order also covers both “remote pilots” and “SUA operators” [28]. A remote pilot is defined as 

someone who operates the flight controls of an SUA by manual use of remote control, “or who is able to intervene by 

operating the flight controls when the SUA is flying automatically” [28]. An SUA operator is someone “who has the 

management of the SUA” [31]. These are often the same person, but they can be different, as in the case of a child remote 

pilot and an adult SUA operator, who supervises the flight operation. The SUA may also be envisaged as semi-autonomous 

in their control - for instance, a person giving orders to a drone but not flying it directly. 

From 30 November 2019, all drones over 250g must be registered, and all pilots of these drones must also be registered, 

via a testing system [28]. Testing requirements apply for both commercial and private drone operators [28]. According to 

the CAA, the test covers “safety, security and privacy issues” [4]. It therefore covers the most basic risks associated with 

drone use. Pilots must attain a Flyer ID to show they’ve passed the basic flying test, as issued by the CAA [32]. They must 

also obtain an Operator ID, and this ID must be displayed on their drone at all times [32]. From 1 Jan 2023, new drones 

need to have a “class marking” (C0 - C4) and also have to meet mandatory product safety standards, based on their weight 

and capacity [32]. This may reduce the risk of drones malfunctioning due to technical or hardware problems. 

The regulators provide further basic restrictions for drone operation. A small unmanned aircraft must fly below the 

legal height limit of 400 feet (120 metres) above the surface [28]. They must fly at a distance of at least 50m from humans, 

including in buildings and transport [32]. They must never fly over people who are crowded together, such as in shopping 

areas, sporting events or religious gatherings [32]. They must be kept at least 150m away from residential, recreational, 

commercial and industrial areas (although exceptions exist for drones lighter than 250g, and commercial drone operators 

can apply for an exemption from the CAA) [32]. Small unmanned aircraft must also not be flown in “restricted airspace, 

within one kilometre of airport boundaries,” and five kilometres from the ends and sides of a runway [28, 29]. Again, 

exemptions to this rule can apply for commercial operations, for inspections of buildings, for example, with permission 

from flight control [29]. 

Drones that are equipped or mounted with video cameras face further restrictions [28]. They must not be flown over or 

within 150m of any congested area, over or within 150m of an organised open-air assembly of more than 1,000 people, 

within 50m of any vessel, vehicle or structure not under control of the SUA operator, and within 50m of any person (except 

when taking off or landing, which can be within 30m) [28]. This places greater regulatory hurdles for surveillance and 

monitoring drones, especially in highly congested areas, such as major cities. 
 

4.3 Commercial Use Regulations 

In 2017, the Ministry of Defence (MoD) published guidance on the safe and legal flight of drones, stating that the use of 

drones commercially required direct permission from the CAA [33]. Commercial operators had to pass a mandatory 

accredited course that would train and assess their ability to safely operate drones [33]. “The courses include flying 

competence, knowledge of the law, risk assessments, decision making and more” [33]. 

On 1 January 2021, new EU regulations governing the use of drones came into force in the UK [34].2 Developed by 

the EU Aviation Safety Agency (EASA), the regulations adopted a risk-based approach, no longer distinguishing between 

leisure and commercial use. Anyone flying a drone commercially must still obtain permission for operations from the CAA 

by passing a theory and flight test [34]. An operations manual must also be developed and approved by the CAA, detailing 

every aspect of the proposed drone operation, including risk assessment, insurance, maintenance and safe flying within the 

required visual line of sight limits [34]. 

In order to obtain an operational authorisation, unless the planned operation can be covered by a Predefined Risk 

Assessment (PDRA), the UAS operator must first conduct a risk assessment of the proposed operation and submit this as 

part of their application [32, 35]. The risk assessment must: outline the proposed operation (what the operator wants to do); 

describe the operational process (how the operator will do it); describe the technical aspects of the UAS to be used (what 

technology the operator will do it with); and then demonstrate that it can be done safely (safety and risk assessment) [32, 

35]. 

 
2
 Note that the UK and EU are to some extent, still collaborating regarding matters related to navigation. See, for example, the section 

on aviation in ‘Part 2, Heading 2, Title 2,’ EU-UK Trade Cooperation Agreement (24 Dec 2020). 
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A ‘Certified’ category of drone use covers operations that present an equivalent risk to that of manned aviation. Such 

operations are subject to the same regulatory regime (i.e. certification of the unmanned aircraft, certification of the UAS 

operator, licensing of the remote pilot). UK regulations relating to the Certified category are still being developed and are 

not yet published [32]. Until these regulations are available, principles should be followed as established in the relevant 

“manned aviation regulations for airworthiness, operations and licensing, and this will be used as the basis for regulating 

the Certified category” [32]. The same requirements that relate to manned aircraft are applicable [35]. 

 

4.4 Privacy Regulations 

Privacy regulations in the UK cover a wide range of scenarios and legal actions. These include a general right to privacy, 

a tort of misuse of private information, protection from harassment and data protection. Some of these regulations may 

impact the use of drones, particularly when drones operate in busy commercial centres and threaten the privacy of workers 

or the general public.  

As a starting point, the UK Human Rights Act 1988 obliges the courts to follow the European Convention on Human 

Rights (ECHR), which includes Article 8, the right to privacy [36, 37]. This does not, however, create a general tort of 

privacy in the UK [38]. There may nevertheless be some form of protection against intrusion [39]. When balancing the 

right to privacy with the right to free expression, the courts have established a two-stage test [20]. First, a determination 

must be made as to whether the person “publishing the information knows or ought to know that there is a reasonable 

expectation the information in question will be kept confidential [20]. Second, once that bar is passed, there needs to be a 

balancing, “as a matter of fact and degree, the interest of the recipients in publishing the information” [20]. This includes 

recognizing free expression, and in the case of the media, “with a measure of latitude shown for the practical exigencies of 

journalism,” such as tight deadlines [20]. These rules and restrictions are generally relating to the publication of 

information, which may not be necessary in the case of drones filming on construction sites. 

The UK also has a tort regarding the misuse of private information. For example, if a drone is used to “record footage 

of private activities such as topless sunbathing, skinny-dipping or sexual activity” and this material is shared on social 

media, courts will consider “whether the filmed person had a reasonable expectation that the activity would be kept 

confidential” [14, 20, 21]. Even in situations where this bar is passed, it’s possible that a greater “right to free expression” 

exists, “such as where publication corrects a false image of a public figure” [14]. Construction workers who share captured 

private footage of neighbours on social media, for example, may be subject to this law. Construction companies may also 

face liability from this type of activity regarding their employees in terms of unauthorised disclosure. For example, if 

private footage is published by the company in some form, such as on their website or product videos [75]. It should also 

be noted that a range of hacking and spoofing software exists for drones. For example, a malicious third party may use this 

software and take over the drone’s operational function [97], creating a scenario, which could damage a construction 

company’s reputation. 

The Protection from Harassment Act 1997, likewise raises certain actionable harms that may occur by drone filming. 

The Act prohibits a person from harassing another when they know “or ought to know [that their course of conduct, on at 

least two occasions] amounts to harassment of the other” (s. 1(1)) [40]. This form of harassment is a crime (s. 2) [40], but 

it also may give rise to a civil remedy for damages for “anxiety… and any financial loss resulting from the harassment” (s. 

3(2) [40]. A single instance of a drone spying on a neighbour (and causing anxiety), would therefore not be sufficient – the 

statute requires repeated behaviour [14]. It’s possible that repeated monitoring of a construction site – with a private view 

of a neighbour, may be sufficient in particular circumstances.  

Finally, the Data Protection Act 2018 governs the processing (including the collection, use, storage and disclosure) of 

“personal data,” including any information related to an “identifiable living individual” (s. 3(2)) [41]. For visual imagery: 

this includes car registration numbers, a person’s face, or other data / information that identifies an individual. The Act 

acknowledges the GDPR (EU) as binding in the UK. The GDPR Article 5 says that personal data should be processed 

“lawfully, fairly and in a transparent manner [and] collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes” [42]. According to Article 13, when personal data is 

collected the "controller” of the data should provide information to the data subject (i.e. the person who’s data is being 

collected), including the “identity and contact details of the controller” [42]. Article 4(7) defines “controller” as “natural 
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or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and 

means of the processing of personal data” [42]. 

A private use exception exists in the DPA (UK) for processing data for personal use and household activity within one’s 

own private home, for family and friends, etc. (with the exception of spying on sexual activity) [14]. A public interest 

exception also exists where “the processing is being carried out with a view to the publication by a person of journalistic, 

academic, artistic or literary material, and ... the controller reasonably believes that the publication of the material would 

be in the public interest” (sch 2, pt 5, para 26) [41]. 

Privacy regulations adopted from the EU are now subject to revision and replacement, or revocation, depending on the 

actions of the UK government following Brexit. There has been some suggestion in the media, for example, that the current 

UK government may withdraw from the European Convention on Human Rights [42], which may subsequently revoke 

application of Article 8 (the right to privacy) in the UK.  

 

4.5 Privacy by design 

The broader literature on drones, new technologies and legal frameworks makes frequent reference to privacy 

by design, a solution where privacy is built into a product or service from the start. ‘Privacy by Design’ (PBD) has a 

considerable body of research that focuses on the complex social, technical, legal and ethical aspects of privacy 

requirements in systems engineering [83]. The privacy by design framework devised by Cavoukian [83] calls for 

privacy to be built “directly into the design and operation, not only of technology, but also of operational systems, 

work processes, management structures, physical spaces and networked infrastructure” from the outset [83]. The 

framework supports the inclusion of a proactive and preventive approach to privacy rather than a reactive one, 

where privacy is viewed as the “default” position and embedded into the design process from the outset [83]. In 

doing so, privacy by design respects individuals rights while also considering the social, legal and ethical aspects of 

data processing, end-to-end privacy, and user-centric considerations [83].  

A detailed analysis of the literature shows a shift away from the more technical and reactive aspects of privacy 

to a more proactive interest in the design of social, ethical and legal aspects of privacy [83, 85, 95, 98]. The law has 

adopted privacy by design as the default position, particularly when it comes to the processing of personal data or 

consumer information. In 1995, the concept was adopted into the European context in the data protection directive 

(RL 95/46/EC) [84]. The directive mandated that technical, social,  and organisational steps be taken into account 

in order to protect data privacy during the planning phase of a processing system (Recital 46) [84].  

The General Data Protection Regulation (GDPR, (2018) now mandates a form of “data protection by design and 

by default,” (Article 25), including taking appropriate technical and organisational steps at the time of processing 

data to implement data protection principles, such as data minimisation or pseudonymisation. Article 25(2) states 

that furthermore, the controller of the data must, by default, only process personal data necessary for the specific 

purpose of the processing, and by default, not make this data widely accessible. The general data protection 

principles mention that cost, nature, scope and context of data processing can however be considered as well as the 

risks of that particular dataset (Article 25(1)).  

In general, aside from a suggestion of pseudonymisation and data minimisation, the law leaves it up to individual 

designers and companies to themselves come up with the exact method by which data can be privatised. As an EU 

law, it is also up to the member states (and now the independent UK), to come up with their own data protection 

policies with their own Data Protection Agencies (DPAs). 

In the UK, the Information Commissioner’s Office (ICO) has produced guidance on the UK GDPR, including the 

principles of data minimisation, purpose limitation, storage limitation, accuracy, fairness and confidentiality, among 

others [85]. Checklists are provided on each item, making sure that companies only collect data that is specifically 

relevant to their stated purpose, relevant, limited and secure in nature [85]. Applying these principles to the 

construction site examples, it is clear that certain types of data collection, for example on neighbours or overheard 

conversations, would be beyond the scope of commercial operations, and therefore unlawful under the UK’s GDPR. 

Drone operators must also conduct privacy impact assessments (PIAs) before the deployment of drones, to prevent 

privacy breaches [86]. This includes mapping out potential risks to privacy ahead of time and planning ahead the 
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mitigation of these risks. These must be submitted to the ICO which will respond in eight weeks, or fourteen weeks 

for complex cases [85]. 

Adopting a data minimisation policy by design would naturally involve limiting certain capacities of drones in 

operation at the time of data collection. This includes limiting functionality. For example, some drones have 

advanced sensors on board (electromagnetic spectrum - visible light, infrared, ultraviolet), others have aerial 

sensors for sound, or data collection from sensors within the environment (such as other cameras, recorders or 

tracking devices) [87]. A privacy by design approach would seek to minimise or eliminate whichever function is 

unnecessary for the operation of a drone in a particular commercial context. Some questions could be asked at this 

stage of the process: Does a drone camera need the granularity necessary to capture licence plate IDs? If collision 

avoidance is the aim, is there a role for edge computing “on board only,” or immediate and automatic deletion 

routes? [88] If cameras are needed, is a full 360 degree picture really necessary or is it possible to limit the field of 

view to a particular object or building to avoid capturing unnecessary data? Is heat sensing a necessary feature, if 

it might unintentionally capture bystanders? These and other questions can help guide the planning phase of a UAV 

system to ensure privacy of all stakeholders prior to deployment. 

A range of suggested solutions have been made in the literature to ensure privacy by design [90]. One is to adopt 

a data management model that is based on the informed consent of the user [91], to effectively enforce the GDPR 

as part of the product itself [90]. The user would be able to say whether they consent or not for their data to be 

used. Others suggest performing a Data Protection Impact Assessment (DPIA), even when it is not required by the 

law, as it can serve as an effective self-assessment tool to see whether a product adheres to data protection 

principles [90]. Another solution is called “sticky policies,” where users define a set of rules by which service 

providers must handle their data [92]. Whichever policy is adopted, the aim is to avoid a situation where users are 

faced with a “take it or leave it” system, where access to the system is limited by a demand for a large amount of 

data with no customisation on the part of the user [90]. In general terms, service providers should also strive to 

minimise the data collected, specifically identifying necessary data for the service, and other data that can be 

voluntarily shared [90]. Having an updated privacy policy and transparent terms for users is generally considered 

good practice in this regard [90]. 

Privacy by design is an evolving field and strives to include the steps, both technical, social,  and legal and ethical 

dimensions of privacy into products and services, that need to be taken for a particular use-case, which are subject 

to change over time in response to technological innovation and the broader social context [89]. One way of 

managing this change is to adopt Nissenbaum’s decision heuristic model [93]. This model allows service providers 

to run through a set of queries for a new technological implementation [93]. The steps include: describing the new 

practice “in terms of information flows,” identifying the subjects, sender and receivers of information, specifying 

transmission principles, finding established information norms and where this new technology might change them, 

presuming that any deviation from established norms is a breach of privacy, and evaluating the moral, political, 

values and goals in the context of this breach, and then acting accordingly [93]. There has been some active 

discussion on the latter aspects of this heuristic, regarding the moral, political or indeed social implication of data 

privacy [93, 94]. Shilton suggests an anti-surveillance framework, for example, where product design is seen from 

the lens of decreasing surveillance and forms of privacy infringement [94]. In a participatory study, Shilton found 

that some technologists framed privacy as a “technical challenge,” and this helped them move it away from a dry 

view of ethics as a moral imperative [94]. The same was found in data visualisations, where a creative, visual-

language approach to data helped technologists understand the flaws of a particular dataset regarding privacy [94]. 

In terms of the use of drones, a survey found that drone operators self-reported a lack of understanding of 

European privacy law and data protection law [96]. Although ignorance is not a defence in the law, a general lack 

of knowledge of the rules will practically result in a lack of compliance [96]. Privacy by design principles can assist 

here in creating certain tools, frameworks or standards that operators can use in drone operations. There has been 

research for example, on how to ensure drones are private by design in compliance with the GDPR rules [95] Bassi 

et al., (2019) developed a tool to manage risks associated with data privacy “through the design of flight maps” [95]. 

The tool can help operators pick an air corridor for their drones that minimises the risk of privacy infringement in 

the community [95]. It can thereby be used in the planning stage of a project, in line with local authorities [95]. A 
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well-chosen flight path, with a specifically targeted field of view, could allow drones to operate in areas that typically 

face higher regulatory burdens, such as parts of  urban centres. Beck et al. use a different framework to allow for 

the operation of drones across different air spaces with different regulatory standards for privacy; allowing “guest” 

delivery drones to operate according to rules of a “host” recipient in a particular zone [96]. 

Finally, there is a growing body of literature on the concept of differential privacy. Differential privacy (DP) 

refers to the making of small, minor changes to a dataset to assist in de-personalizing irrelevant data, whilst keeping 

in place the data needed to make a particular decision or output. DP is therefore a mathematical privacy framework 

that can help create an output with less personal data being used [98]. The benefits of this technique is that it can 

reduce the risk of data breaches or data disclosure in the decision-making process [98]. At the same time, some of 

the drawbacks of DP is that it might move conversation away from discussions of the quality of data itself, and pose 

challenges for “data self-governance,” when users no longer have control over their anonymised data in a system 

[98]. For the use of drones, differential privacy can help ensure safety compliance of drone operators while de-

identifying the operators concerned or maintain the privacy of workers on-site [99]. Laws in the US require the 

disclosure of a drone’s location to ensure that it can be prevented from causing harm, and DP can ensure that a 

drone’s location is shared without impinging upon the privacy of the operator [99]. Although no equivalent law 

currently exists in the UK, it is worth considering this as a potential future requirement that legislators might 

impose on UK operators. 

In Diagram 1 below, we have identified the various steps to be considered for privacy by design in the flight 

planning phase and the data processing phase of drone deployment, as drawn from the literature discussed above: 

 

 
 

Diagram 1: Privacy by Design - Drones in Construction. [83, 85, 87, 90, 95, 98, 99] 
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4.6 Health and Safety Regulations 

Our literature synthesis has so far considered the impact of drones in a diverse range of use-cases. However, there are also 

many regulations that apply specifically to private workplaces, of which construction sites are one. The Workplace (Health, 

Safety and Welfare) Regulations 1992, for example, defines a workplace as: “any premises or part of premises which are 

not domestic premises and are made available to any person as a place of work” [44]. The Construction, Design and 

Management Regulations 2015, in similar language, defines a construction site as “any place where construction work is 

being carried out or to which the workers have access” [45]. Construction sites must therefore abide by the relevant 

workplace regulations with regards to the use and deployment of various technologies [44, 45]. 

One of the most important workplace regulations in the UK is The Health and Safety at Work, etc. Act 1974 (HSWA) 

[44].3 HSWA sets out general duties on workplaces, in particular, the duty to reduce risks to “as low as reasonably 

practicable” (ALARP). The onus is on the organisation (i.e. construction company) to prove that they have overcome 

ALARP in any consequent prosecution on the grounds of safety [46]. This is a very high hurdle to prove, and in most 

cases, the expectation is that all reasonable safety mitigations have to be put in place unless grossly disproportionate to the 

risk involved [46]. The courts have specified that:  

 

"A computation must be made by the owner in which the quantum of risk is placed on one scale and the sacrifice 

involved in the measures necessary for averting the risk (whether in money, time or trouble) is placed in the 

other, and that, if it be shown that there is a gross disproportion between them – the risk being insignificant in 

relation to the sacrifice – the defendants discharge the onus on them" [46].  

 

“Reasonably practicable” is defined more narrowly than “physically possible,” meaning that not all physically possible 

safety measures need to necessarily be pursued in all circumstances [46]. Overall ALARP must be judged on a case-by-

case basis. Any new risk or novel technology proposed, will need to overcome the ALARP hurdle [46]. This applies to 

drones as to any other new technology. Aerial drones for construction pose an array of risks (outlined above) that would 

have to be considered under an ALARP framework. According to the Health and Safety Executive, a risk under ALARP 

is defined as “the likelihood that a hazard will actually cause its adverse effects” [47]. The likelihood can be measured by 

way of probability, frequency, or qualitatively, while the adverse effect can be described as causing illness, injuries, and 

so on [47].  

Making decisions about risks and effects under ALARP is a very complicated process and, when the consideration is a 

new technology (such as drones), there is no standard “good practice” to follow [47]. A “first principles” analysis can be 

used, applying common sense, expertise or professional experience to the situation, but a more rigorous assessment may 

be necessary [47]. In this case, due to the complexity of using drones on construction (particularly, in the future, 

autonomously), a more rigorous assessment would be required, including a comprehensive cost-benefit analysis (CBA) 

[47].  

Any CBA must consider all appropriate costs, such as the cost of installation and operation, training, lost production 

(but only the ‘interest’ of lost production, if it is merely delayed), and other costs necessary for implementing risk reduction 

measures [48]. In terms of benefits, the CBA must consider all benefits, including all reductions in risk to “members of 

the public, workers and to the wider community” [48]. For drones, the costs would include installation and operation, 

training and potential lost production while drones are being implemented to replace workers on certain tasks. These costs 

would differ according to the type of drone used, and the type of task imagined. The benefits would include those listed 

above, such as increased safety, reduced injuries and fatalities (where relevant), and increased safety compliance. But 

again, this depends on the way the drones are proposed to be used. It’s possible that ALARP here sets up a “chicken and 

egg” scenario, where the true costs and benefits cannot be entirely known before implementation, specifically of a new 

technology [49]. The HSE has published a guide to assist in the CBA analysis, but even in the guide, they note “a CBA 

 
3 The Workplace (Health, Safety and Welfare) Regulations 1992, for example, define workplace as: “any premises or part of premises 

which are not domestic premises and are made available to any person as a place of work, and includes (a) any place within the premises 
to which such person has access while at work”. The Construction, Design and Management Regulations 2015 (CDM) likewise define a 

construction site as “‘construction site’ includes any place where construction work is being carried out or to which the workers have 

access”.  
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cannot form the sole argument of an ALARP decision, nor can it be used to undermine existing standards and good 

practice” [50]. At the same time, HSE recognizes that ALARP does not mean that there will be no risk at all [50].  

A classic problem with ALARP is that what is “reasonably practicable” is always changing and so assessments of risks 

and mitigations must be continuous by dutyholders. It may be grossly disproportionate to use a piece of work equipment 

today – but in a year’s time that might change, if the costs and benefits change. Regarding drones, their availability has 

increased, and so their costs, in purchase and operation, have decreased dramatically over time [51]. The benefit of cost 

savings has, in turn, increased. E Construction Ltd, a Canadian paving contractor, has estimated that using drones has saved 

them between $50,000 to $60,000 a year, “because the surveying process has been reduced from nearly two weeks to 30 

minutes” [52]. To put this into context, we may not be far away from a situation where a duty holder may be prosecuted 

for not using a drone where they could have, for making a task more unsafe than it needed to be. This transition is evident, 

for example, in Network Rail’s Taskforce Final Report, after the fatal derailment in Carmont, where Lord Mair explained 

that drones should be used more often to monitor and survey earthworks [53].  

Under ALARP, duty holders may face unlimited fines or even imprisonment, for failing to comply with health and 

safety requirements [54]. Imprisonment is also possible under separate corporate manslaughter legislation if fatalities were 

involved. This is why H&S legislation has to be a core consideration with the implementation of any new technologies, 

such as drones.   
 

4.7 Lifting, Work and Safety Regulations 

The literature review identified a number of lifting, work and safety regulations that apply generally to any new 

technology used to lift materials on site, with some specific new provisions regarding the use of drones or UAVs. We 

identified two core lifting regulations: the Lifting Operations and Lifting Equipment Regulations (1998 ‘LOLER’ and 

1999, Northern Ireland), and the Provision and Use of Work Equipment Regulations (1998 ‘PUWER’ and 1999, Northern 

Ireland). In the construction sector, lifting, work and safety regulations have been put in place to attempt to ensure that 

construction workers operate in a safe working environment. LOLER stipulates that lifting equipment requires thorough 

examination by a competent person at periodicities defined by the regulation and the state of the equipment (installation, 

deterioration, repair, and utilisation) (r. 9) [55]. PUWER stipulates that work equipment be inspected by a competent 

person at various stages of work equipment service life (r. 30) [56]. Similar requirements for lifting equipment are evident 

in the Safety, Health and Welfare at Work (General Application) Regulations 2007 [57].  

Drones operating on construction sites could, now and in the future, be used as lifting equipment, carrying materials 

on-site and replacing cranes in some tasks. But aerial drones raise new challenges, due to their remote nature, speed and 

mobility, that may not be catered for by existing regulation on lifting devices. We did not identify any substantial body of 

literature on lifting, work and safety regulations in regards to drones specifically used on construction sites. This calls for 

new research, which has resulted in this manuscript. Consequently, in order to address the lack of these regulations, we 

must turn our attention to existing lifting, work and safety regulations that currently serve the construction sector and apply 

those standards to the use of drones on construction sites, while also questioning their validity. This question is motivated 

by an ongoing debate about the nature of existing regulations and whether they are applicable to drones. 

Remote-controlled self-propelled work equipment (which would include aerial drones that fit this description) face 

some restrictions under PUWER. Regulation 29 stipulates that “every employer shall ensure that where remote-controlled 

self-propelled work equipment involves risk to safety while in motion; it stops automatically once it leaves its control range 

and, where there is a risk of crushing or impact, it incorporates features to guard against such risks unless other appropriate 

devices are able to do so” [56]. Arguably, this regulation does not work with aerial drones in mind, given that a drone 

suddenly stopping mid-air would fall, potentially causing injury. Although depending on the interpretation, this could be 

seen as going outside of its “control range” [56]. 

Further regulations apply to work equipment of specific types, including electrical equipment and dangerous substances. 

The Electricity at Work Regulations 1989, r. 4, require the inspection of electrical systems and equipment, working on or 

near these, and electrical safety. Inspection scope and periodicity varies according to the complexity and risk profile of the 

electrical system [58]. The Control of Substances Hazardous to Health Regulations 2002 (COSHH) r. 9 requires periodic 

thorough examination of equipment that is subject to deterioration where that deterioration could lead to employees being 
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subjected to high levels of hazardous substances [59]. This could include, for example, chemicals in battery components, 

although more research is needed on the scale of this risk in the context of construction. 

 

 

4.8 Levels of Automation 

 Due to the lack of UK regulation on commercial drones, the use of autonomous drones on construction sites is unlikely 

now and for the foreseeable future. For instance, the Air Navigation Order specifies that an “unmanned aircraft” must 

always have a remote human pilot operating the aircraft at all times  [28]. The Air Navigation Order also indicates that the 

unmanned aircraft should stay within the operator’s line of sight [28]. Line of sight requirements prevent drones from 

operating independently in difficult-to-see locations, such as underground, underwater or in ventilation shafts. To use 

lifting drones in this capacity, commercial operators may have to apply for an exemption from the UK’s Civil Aviation 

Authority (CAA) to use First-Person-View (FPV), where operators pilot the drone via its cameras, rather than line of sight 

[61]. However, FPV is currently limited to drones of less than 3.5kg, which would have decreased lifting capacity than the 

state-of-the-art 200kg lifters [61]. FPV also requires a “competent observer” who maintains line of sight [61]. A range of 

observers could maintain this requirement, but this would limit drones from operating in dangerous environments without 

any human presence (which is one of their major use-cases as autonomous machines). 

Lifting drones would also have to comply with inspection requirements under LOLER and PUWER. They would need 

to be inspected periodically and maintained to comply with safety requirements. PUWER stipulates, for example, that a 

remote-controlled device must stop “automatically once it leaves its control range and, where there is a risk of crushing or 

impact, it incorporates features to guard against such risk unless other appropriate devices are able to do so” (r. 29) [56]. 

These requirements would need to be included in drones. In the future, the CAA may permit certain uses of autonomous 

drones, or the use of non-autonomous drones for lifting materials. However, any commercial use would be subject to CAA 

safety analysis, including visual line of sight limits [34].  

As a result, existing regulations appear to  only consider use-cases for semi-autonomous drones with humans remaining 

in-the-loop and within line of sight. While the current rules make sense for drones operating in busy commercial or urban 

centres, there is some doubt about their suitability for remote or offshore drone use. There has been some research on the 

use of drones to maintain offshore wind farms or to monitor coastal regions, for example, where the use of drones was 

shown to decrease costs and safety risks to workers [77, 78]. While these studies relied on humans-in-the-loop [77, 78], it 

is foreseeable that as technology improves, autonomous drones could operate in remote areas without posing harm to 

human bystanders, as there would be few nearby. The risks to noise and privacy likewise may be decreased in remote 

offshore or very remote regional locations, with low population density.  

 

5. DISCUSSION 

 

This paper is an important contribution in the field of drone law in the UK. In mapping out the complexity of 

using and deploying drones in the UK within the construction sector, we bring together a disparate range of 

literature on the topic from across disciplines. Such literature includes insights from law, computer science, 

engineering, maritime, transport and construction, which helped us thematically reveal the opportunities and risks 

of drone use on construction sites, along with the regulatory context in the UK.   
The literature review that we present has aimed to explore and qualitatively describe social, legal and regulatory 

research on the use of drones on construction sites. We sought to answer three research questions relating to the state of 

UK legislation with regards to trustworthy drones in construction, the policy landscape and the degree that these questions 

vary depending on levels of automation. To do this, we carried out a literature synthesis for publications in the ACM 

Digital Library, Google Scholar, GOV.UK, and websites such as the UK Civil Aviation Authority databases. We compiled 

90 articles on the subject, published between 1988 and 2023. As a consequence, we identified four main themes in answer 

to our research questions. These included: (1) opportunities, (2) safety risks, (3) privacy risks, and (4) the regulatory context 

(Table 2). 
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We identified 21 sub-themes, which illuminated more specific opportunities, harms and regulatory initiatives 

commonly discussed in the literature.  

The literature suggests that drones have the potential to provide a range of opportunities for the construction industry. 

For example, drones provide the opportunity to increase the quality and scope of monitoring of construction sites, safety 

inspection, and even the lifting and carrying of goods, with some drones capable of lifting over 20kg. Drones also provide 

opportunities to: reduce labour costs, operate in hard-to-reach locations, and operate in environments that are too hazardous 

or remote for human workers, including offshore. In locations with few bystanders, such as rural or offshore construction 

sites, drones can operate relatively safely and potentially autonomously. However, UK legislation prohibits fully 

autonomous drones and mandates that a human remains in the loop and within line of sight, which effectively means that 

fully autonomous drones are not possible, unless rare exemptions are provided by the CAA.  

In terms of risks to humans, the literature suggests that drones pose a variety of risks to safety, privacy and security of 

workers and bystanders, particularly if used incorrectly or maliciously targeted by hackers or third parties. In terms of 

safety, they may cause accidents, interfere with a worker’s concentration, cause psychological harm, or drop goods on site 

they are carrying. In terms of privacy, they may infringe on the privacy rights of bystanders, neighbours and workers on-

site by capturing footage or audio recordings that include personal data. Some of these risks may be mitigated with the 

adoption of privacy by design principles, including data management plans, privacy frameworks and differential privacy 

(discussed above). They may also be mitigated with data minimisation strategies, including limiting the drone’s sensor and 

recording capabilities to only those necessary for a particular work task.  

There was a total absence of consideration for the welfare of wildlife in the literature. Consequently, future research is 

needed on the impact of drone use on wildlife, such as birds and ecosystems. By the same token, drones operating at sea 

are likely to disturb marine life, and so a greater focus should be placed on harm mitigation strategies, or at least an 

observation of potential risks in this area. Although construction is primarily a human domain, it is important that the 

impact of construction on the environment feature more prominently in future research. 

Laws in the UK regarding the use of drones for commercial purposes are in their infancy, with a bottleneck system of 

approvals through the CAA. Some of the laws can be described as contradictory or chaotic in nature, with overlapping 

jurisdictions and at times competing legal principles. Specifically, the general laws for lifting regulations, worker health 

and safety, and other areas have historically been developed with different kinds of equipment in mind, rather than 

specifically targeted towards drones. A patchwork of amendments has attempted to resolve this, but the law still appears 

to have particular gaps in operation. Drone laws that have been written are typically focused on civilian use, rather than 

commercial deployment, and as such they reflect a particular kind of user who may or may not mirror the average 

commercial operator.  

In addition to our thematic analysis of the literature, we identified a variety of gaps in UK law which emerged from our 

analysis of theme 4: ‘regulatory context’. As a consequence, we have created an extra column to present this observation 

in which we have titled ‘Gaps in the Law (UK)’. We present these ‘gaps in the law’, along with a summary of our findings, 

below in Table 3: 

 

 

Table 3: Results of the Literature Synthesis - Themes and Potential Use Cases 

 

Themes Opportunities Privacy and Safety Risks Regulatory context 

Potential use cases   Gaps in the Law (UK) 

Monitoring of 

Construction Sites 

- Safety monitoring 

- Building progress 

monitoring 

- Monitoring large areas of 

land 

- Offshore / remote 

- Privacy of workers 

- Privacy of the public 

Privacy is well covered in 

UK law as a general 

principle and in tort. 

 

A gap exists in technical 

specifications for drones to 
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monitoring 

 

be “private by design”. The 

law could more closely 

reflect privacy by design 

principles found in the 

GDPR, but applied 

specifically to commercial 

drone use. 

Lifting heavy goods and 

materials 

- Capacity to outperform 

human workers 

- Reduced risk of injury to 

human workers 

 

- Safety risk of falling 

materials 

- Distractions 

- Noise 

- Hacking or interference 

Cybersecurity standards for 

drones could prevent 

hacking/interference and 

allow for the carrying of 

heavy materials on-site. In 

line with other lifting 

equipment standards. 

 

 

 

 

Operating in hazardous 

environments 

- Safety gains 

 

(Reducing risks, safety 

inspections, operating in 

hazardous environments, 

working from heights). 

- Safety risks 

 

(Accidents, distraction of 

human operators). 

The law is unclear on 

which environments drones 

are most suited for in 

operation. Our review 

identifies remote or 

offshore locations as ideal 

environments. 

Intruder detection - Prevention of theft or 

property damage 

- Privacy risks Privacy is generally well 

covered in UK law. 

Drone swarms operating 

in concert 

- Capacity to complete 

complicated operations in 

synthesis 

- Noise Lack of regulations on 

drone noise profile for how 

quiet they should be to 

reduce distractions. 

 

Using drones for 

commercial construction 

- Economic benefits 

- Cost and time savings 

- Privacy 

- Safety 

- Noise 

- Adverse weather 

- Hacking / interference 

 

Without commercial drone 

regulations, any economic 

benefit is subject to the 

business uncertainty of the 

CAA’s bottleneck approval 

system. 

 

This hinders the cost and 

time savings by requiring 

approval prior to 

deployment. 

 

A commercial drone 

regulation would allow 

companies to plan ahead 

and pre-plan savings. 
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5. CONCLUSION 

We have revealed a variety of opportunities, risks and regulatory processes through which drones must go 

through to be used on construction sites in the UK context. Opportunities ranged from the potential for drones 

to replace human labourers in hazardous environments to the reduction of lifting injuries, whereas risks ranged 

from hacking to noise and distraction of workers. In addition to the regulatory context, analysis revealed 

numerous gaps in the law, specifically regarding UK drone regulations. In the absence of regulation by the UK 

government, various companies have stepped in to try and create rules and norms for the safety of drones. 

Moreover, determining how to regulate the more ‘semi-autonomous’ or ‘autonomous’ drones will likely bring 

further complexity to the regulatory environment. In addition, the bottleneck of the CAA approval system makes it 

difficult for regulators to openly develop new rules. Given systematic gaps in UK drone regulation, we suggest the use of 

drones in offshore and remote locations remains their best current application in order to avoid busy urban areas and the 

related drone flight restrictions. 

Future drone regulations in the UK should seek to address the various uncertainties in the law identified. In particular, 

a new drone law for commercial use could specify technical requirements, safety features, privacy requirements, and 

cybersecurity requirements to prevent interference. A few tentative steps can be suggested here, along with calls for future 

research. First, standardised guidelines for commercial drones could be developed based on different use-cases and 

construction environments. For example, a future study on the difference in risk factors between autonomous, semi-

autonomous and remote-controlled drones could be designed as a means of risk governance. A second type of future 

research could be based on a research design which investigates how CAA approval can be streamlined. Without national 

regulation on commercial drone use however, construction companies must still go through a bottleneck system, while 

also managing conflicting rules across different jurisdictions, such as the UK and Ireland, and considering the new rules 

implemented in the EU. Future policy could consider an outcomes-based approach, drawing on insights from the public, 

companies, stakeholders, and regulators to create a new commercial drone regulation. Commercial drone regulation may 

provide business certainty to the construction sector to explore use-cases of UAVs that provide the greatest benefit whilst 

mitigating potential risks.  
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