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Abstract. This paper introduces a novel approach to formal modelling
and verification of ownership, addressing safety concerns in property
transfer processes.The Event-B formal method, graphically represented
using iUML-B notation, is used to establish a robust framework for mod-
eling and verifying ownership systems. The verified Event-B model refines
and enhances user requirements at the design stage before system imple-
mentation. The research focuses on property ownership within the legal
framework of the Kingdom of Saudi Arabia, specifically property sales.
The research uncovers that, despite conscientious efforts to scrutinise
user requirements, the formal model development exposes limitations
and inadequacies in the initial specifications. The verification process
introduces essential requirements to mitigate potential fraudulent activ-
ities, enhancing the security and dependability of ownership claims.
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1 Introduction and Motivation

Proof of ownership is sensitive and valuable information in land registration
systems. Land registration systems are complex and comprise numerous inter-
connected entities [I6J11]. The presence of this complexity resulted in a dearth
of availability of pertinent property information and a failure to prove owner-
ship. Roughly 70% of the global population lacks access to cost-effective mecha-
nisms for safeguarding their ownership [8]. The procedure of transfer ownership
has been developed based on a framework that was conducted by our earlier
study [3]. The procedure presents challenges in three primary forms: a potential
sale of ownership to multiple owners, an inconsistency of property ownership,
and a risk of fraudulent activities, such as identity theft.

Problem Statement: The oversight of neglecting critical safety considerations
within ownership transfer processes leaves the process vulnerable to fraudulent
activities that pose typical challenges within the realm of safety-critical cyber-
physical systems.
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This paper addresses the challenges arising from the complexity of the legal

process in transferring ownership by constructing the Event-B formal model [IJ.
The model accurately represents the component architecture involved in the pro-
cess of transferring property ownership, including interactions with stakeholders
and other system components. The research question guiding this investigation
is: How can challenges in land registration systems, including double sales, fal-
sification susceptibility, and the risk of fraudulent activities, be effectively ad-
dressed?
The initial step in the process is identifying the approach to construct the model
in Section [3| This involves a description of user needs in Section [3] identifying
the strategy to construct the model, and modelling the process in Section [
Lastly, we verify the model against the challenges in Section [f]

2 Related Work

Multiple scholarly inquiries have examined how technology can be used to tackle
the difficulties related to property ownership in land registration systems [I5J4I10].
The work in [I5] asserts that the implementation of a distributed title database
in a land registry would offer a theoretically secure and distributed solution to
tackle issues. The work in [4] asserts that the primary purpose of electronic
records in land registry, facilitated by a digital signature, is to allow users to
transfer property ownership online, eliminating the requirement for physical
presence. The work in [I0] shows that the integration of blockchain technol-
ogy into property ownership enhanced security and immutability. Nevertheless,
these approaches fail to take into account the process associated with improving
property ownership.

To enhance the process, [6] has opted iUML-B to address concerns related
to safety-critical cyber-physical systems within railway control systems. In [7],
have been employed formal methods to enhance safety and security standards in
autonomous missions to overcome challenges associated with system specifica-
tion. While these approaches offer solutions for system specification difficulties,
their use cases are often limited to railway or autonomous driving scenarios.
This paper, on the other hand, utilises the Event-B formal model to integrate
safety requirements into the transfer ownership process, effectively mitigating
challenges and tackling the complexity of an industrial system.

3 Overview of Modelling Approach

The approach used to simulate the transfer of property ownership involves four
distinct stages. The initial stage includes understanding the specifications of
ownership and determining the refinement strategy, followed by the construction
of the model. Refinement strategy and modeling are iterative processes until an
appropriate refinement strategy is achieved. The model is verified using model
checking and proof of obligation to ensure compliance with the requirements
specification and the consistency of the model. The approach depicted in Figure
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Fig. 1: Model development approach.

demonstrates the sequential delivery of each stage. However, it is important
to note that this strategy is implemented iteratively. The iterative process plays
a crucial role in enhancing our comprehension of ownership by facilitating the
selection of an optimal refinement strategy for constructing the model. We give
a concise description of the first stage in this Section and describe the following
stages in Section [l and Section

The process of transferring ownership in Saudi Arabia involves four steps:
ownership declaration, claiming ownership, the process of transferring ownership,
and conveyance. The first step involves identifying the user as a purchaser, owner,
or seller. The owner must claim their ownership title, which can be transferred
to the purchaser through legal means. The process of transferring ownership
involves specifying the seller as a seller or allowing the seller to sell the property.
The purchaser can request multiple properties at once, and the seller can accept
or withdraw the transaction. The conveyance step involves verifying the proof
of purchase and ensuring the original and timestamped property information is
original to the source. In Figure [2] we give a concise description of the process
using an activity diagram.

However, the scenarios have not shown control requirements to avoid double
sales, inconsistency in property information, and fraud. Double sales involve
consecutive sales by the same seller to different purchasers, requiring stricter
control measures to prevent multiple buyers. Inconsistency in information arises
from inefficiencies in recording property information and incomplete records.
Owners should claim ownership before registering a property and organise it
to reflect changes in ownership. Fraud concerns the intentional misuse of assets,
such as stealing identities, and requires verification of user identities. Considering
the challenges in the process, Event-B modelling contributes to enhancing the
process and exposes limitations and inadequacies in the initial specifications.

4 Event-B Model and Refinement Strategy

The refinement strategy is correct-construction [6/5], achieved using Event-B
modeling. The modelling is graphically presented in six refinements using iUML-
B. The strategy constructs the model gradually, and every refinement addresses
one aspect of the process El

3 The complete model can be accessed at: https://shorturl.at/cfqxS
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Fig. 2: Activity diagram: the process of transferring ownership
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Fig. 3: iUML-B Diagrams: Abstract level

Background knowledge: Event-B [I9] is a formal method for system development that con-
sists of two types of component: a context and a machine. Contexts represent static data,
while machines represent dynamic data. Contexts include carrier sets, constants and axioms
(constrain the carrier sets and constants). A machine can access the static part of the model,
including s, invariants (constraining variables) and events. An event defines a transition activ-
ity with pre-conditions (guards), and actions which modify variables. Event-B is supported by
Rodin toolset [2], for modeling, verification. Model verification ensures model correctness and
refinement consistency; validation ensures the construction of the right model using model
checking. iUML-B [I2I13[T4] is a diagrammatic modelling notation that provides state ma-
chines and class diagrams to represent the Event-B model. It generates Event-B elements

automatically and visually presents the model.

Abstract Model:Property The ownership model involves property and title,
with each property linked to a title listing all owners’ shares, as shown in
Figure[3al The title has two states indicating the status of ownership claims.
When owners claim ownership, the status of ownership is confirmed or re-
mains claimed; otherwise, ownership remains unconfirmed or unclaimed, see
Figure These details have not been shown in the analysis. However, they
were achieved through the iterative development of modeling.

Forward composition: p;q

Vp,q-pESTAqET - U=p;q={x7—y (Jzx7T>z€pAz7=y€Eq)}
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Range restriction: r> T ri> T :{X = Y:X—=YyErAye T}
Inverse: r~ r~ :{y —X:X—YyEr }

Four sets or classes are specified in the context, as shown in Figure
The relationships show the association between sets, and the cardinality in-
dicates the type of association. Every PROPERTY is associated with one
TITLE. The TITLE lists owners’ shares SHARE. The CLAIMED_TITLE is a
record where owners claim their ownership. These specifications are spec-
ified as axioms: @axm01: _equivalent_to = _property_claimed_title™!; _property_title
this ensures that the title and claimed title are associated with the same
property.

The title’s states are modelled in the machine, Figure The state moves
to claimed or confirmed when all owners claim ownership using the event
confirm. The state of the title is safely controlled, specified as an invariant:
@inv01: partition(TITLE, UNCONFIRMED_TITLE, CONFIRMED_TITLE)

First Refinement: Property Control The abstract context is extended, and
a new set, ADMIN, is introduced, Figure [{a] The model considers admin to
be the entity responsible for maintaining property information. admin can
addTitle and addShares, as well as confirm ownership when the user claims
their property.

In the refining machine, the admin users added the TITLE(®@inv03) using event
addTitle. The same admin added the SHARE(@inv02) using event addShare.
Qinv02: is_added € SHARE -+ ADMIN

Qinv03: title_.adm € TITLE - ADMIN

Further constraints (@inv04 and @inv05) are introduced to control the prop-
erty: @inv04: Vt- t € CONFIRMED_TITLE =t € dom(title_adm)

Qinv05: V's- s € dom(share_title) = s € dom(is_added) A

_share_title(s) € dom((title_adm; is_added ™ *)>{s}) .

Accordingly, the confirm, addTitle, and addShare events are not satisfied with
the new invariants. Therefore, guards are added to ensure that only the ad-
min can confirm the property and to make the current refinement consistent.
event addShare: @grd01: share € dom(is_added)

event confirm: @grd01:title € dom(title_adm)

Second refinement: Ownership This refinement entails modelling ownership
and its association with owners. This ensures consistency of property infor-
mation with owners that reflects changes over time. Ownership represents
the proportion of ownership that each owner possesses. An owner could claim
ownership of their property by providing proof of their claimed title. After
confirming ownership, the title becomes attainable for sale. This refinement
describes the procedure for proof of ownership, as mentioned in the previous
analysis, before conducting any conveyance transaction. The context is ex-
tended in Figure[5] New sets are introduced: a USER associate it with SHARE,
specified as the axiom: @axm04: _unconfirmed_ownership= _share_title™'; _share_user
Only owners can claim ownership if and only if they have a copy of the claim
title that is equivalent to the title:

@axm05:V t, ct, p- p € PROPERTY At € ran(_share_title) A ct € CLAIMED_TITLE
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Fig. 4: Class diagrams: yellow: new classes, white: abstract classes
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Fig.5: Second refinement: part of iUML-B class diagrams

A p — t E€_property_title A ct € dom(_equivalent_to) A _equivalent_to(ct) =t

= _provided_by[{ct}] = ran(ran(_share_title &> {t}) < _unconfirmed_ownership)

The machine is refined to support the specification in this context. The
ownership structure consists of three components: share_title, share_user, and
ownership. We define users according to USER type to represent system users.
share_title is the number of shares. share_user is an association of users with
shares. ownership is an association title with users. One type of user role,
the owner, is introduced at this level: ran(ownership). An archive of ownership
inv06 should be kept as part of the requirements, specified as an invariant:
Qinv06: archiveOwnership € share_title <> users

inv07 is an archive information is a timestamp of transfer ownership:
Qinv07: archiveDate € archiveOwnership — DATE

We model this by initially assigning all shares to the model’s user and then
updating to the transfer date.

Third refinement: User Type The context remains unchanged while the ma-

chine is refined to introduce new variables, purchaser and seller to represent
the roles of users at different states in the model Figure[db] Although the user
can play all roles, they cannot simultaneously be the seller and purchaser
in the same transaction. When an owner intends to sell the property, they
must grant permission grantPermission either to themselves or someone else:
Qinv08: authorised € SHARE —+ seller

purchaser and seller can be added by using events addPurchaser and addSeller,
respectively. We explicitly define the purchaser and seller as types of users
to maintain the consistency of the model.
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Fig. 6: Part of iUML-B Diagrams: class diagrams

Fourth refinement: User Identity This refinement focuses on preventing fraud-
ulent activity by enforcing a security policy. Each user is given NAME,
USERID, PASSWORD, see Figure [6al A safety property is added to the model
to verify the user’s identity. This can be modelled using the variable logins
and adding two events: login and logout. The logins variable is a subset of user.
When the user logs in, they should declare their userid and password. logout
is basically removing the user from logins set.

Fifth refinement: Ownership Process This refinement involves the mod-
elling of the property acquisition process while preventing double sales in
the process, Figure [6b] shows the static part, while [7] shows the transition
part. The process commences when the state of title is CONFIRMED_TITLE.
CONFIRMED_TITLE can only exist in four states. The initial state is NOT_FOR_SALE
once the title is confirmed by ADMIN using event confirm. Each transition is
carried out by multiple users, each fulfilling their assigned roles. For exam-
ple, a seller engages in the activities of sell and acceptedOffers. Given that a
confirmed title cannot be associated with several states throughout the pur-
chasing process, it is crucial to specifically define the user’s role and their
connection to ownership. This will ensure that distinct users are identified
for different states. For instance, multiple purchasers can make requests to
acquire a property (@inv09), but only one request is accepted (@inv10):
Qinv09: isRequested € SHARE <« purchaser
Qinv10: approvedOffer € SHARE + purchaser
Safety invariants are included to assure the safety process, some of them are:
Qinv11: dom(isRequested) C dom(isSold)

Qinv12: approvedOffer C isRequested
@invll and @invl2 ensure that any title that is requested should be on sale
and only an approved offer is being requested, respectively.

5 Model Verification

This section summerises theorem proving and model checking effort of the pre-
sented Event-B model of the ownership supported by the Rodin toolsets.
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Fig. 7: Fifth refinement: iUML-B state machine

Theorem Proving The Event-B theorem proving technique uses invariant preser-
vation (e/v/INV) Proof Obligation (PO) and guard strengthening (e/g/-
GRD) PO to ensure concrete guards are stronger than abstract ones. A
model of six machines yielded 233 POs, with 86% of cases automatically
proven using the Rodin prover. However, there are some POs, mostly gener-
ated to prove invariant preservation, that are not discharged automatically
and require interactive (manually) proving. The majority of POs occur in
the last refinement, with 65 POs manually proved. An example of invariant
preservation manually proved is isSold € SHARE — seller when executing sell.
This invariant is discharged when we ensure that the share of ownership is
not on sale by adding a guard to the event. The invariant prevents the resale

a share that is already on sale.

ProB Model Checking ProB in Event-B is an effective tool for assessing
probabilistic behaviours in system models. It helps capture and evaluate
uncertainties within the model, allowing for exploration of potential system
states and behaviors. This tool captures both deterministic and stochastic
aspects, fostering a more realistic representation of complex systems during
the construction phase. For example, (...grantPermission, sell, requestToBuy...)
are sequences of events that demonstrate the scenario to address double sales
for the same seller and property by ensuring that the seller cannot resell the
ownership multiple times:

at time ?: sell and requestToBuy are not active.
at time *T': grantPermission and requestToBuy are not active.
at time **2: grantPermission and sell are not active.

6 Conclusion and Future Work

The paper addresses the research question of how effectively tackling challenges
at different refinement levels, focusing on property ownership inconsistency, re-
ducing fraudulent activities, and double sales. It uses formal methods to under-
stand the legal complexity of transferring ownership, reveal inadequate system
specifications, and introduce missing requirements to mitigate potential fraudu-
lent activities. These requirements improve coherence and clarify user scenarios,
ultimately enhancing the land registration systems.

The formal modelling and verification approach for ownership can be ex-
panded to identify, analyse, and mitigate security risks in systems. Further re-
search could generalise the model to cover jointly owned assets like luxury jew-
ellery and harvesters, enhancing its potential for enhancing system security.
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