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Mixed Reality (MR) Games integrate digital elements with real world places. In doing so they change those places, with
important ethical implications. We present a synthesis of 8 existing frameworks on MR Ethics to establish a set of ethical
issues for MR Games, and a qualitative analysis of interviews with 17 MR Game Designers to define the strategic approaches
they use to address them. We identify 26 ethical issues over 5 dimensions: Claim Rights, Duty of Care, Social Justice, Privacy,
and Control; and 59 separate tactics forming 13 strategic approaches over three areas: Design, Participant Management, and
Logistics. Mapping these to codes of ethics from the ACM and IEEE we show that the strategies can be seen as methods for

behaving ethically within the context of MR Game development, although many strategies rest on the virtues of individual
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1 Introduction

Augmented and Mixed Reality Games (we use the term Mixed Reality (MR) for brevity)! augment real spaces
with digital information, and introduce interactions that cross between the real and the digital.

1For a full discussion of terminology please see Section 2.1.
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They come under a range of guises. Digital tour guides were amongst the first MR systems to appear
[12][52][26]), guiding users around a physical place and providing additional digital information on what
they see around them. Locative Literature [53] or Ambient Literature [27] extends this into coherent narratives,
situated stories that either change depending on where you read them, or are read by navigating through a series
of physical locations that each trigger new content. This might be a linear experience, but the player (or reader)
can also be given agency, making interactive narrative choices by physically moving to alternative locations [36].
The content might be text and images, but more complex media is also possible, such as audio [17], superimposed
video [85], or 3D models aligned to the real world [57].

MR Games go beyond these narrative elements, and extend this interaction with a wider variety of mechanics,
such as treasure hunting or chasing other players [46]. Commercial companies producing Mixed Reality Games
include Niantic (Pokemon Go!, Harry Potter: Wizards Unite!) and Six to Start (Wanderlust, Zombies Run'), but there
are also a host of examples from the academic world, typically focused on heritage applications using Mixed
Reality Games to drive interactions with cultural sites [20][21][14] (and see Section 2.2 for additional examples).

Designers have known for a while that there are ethical concerns around mixed reality games. Pokemon Go! in
particular has hit the headlines for (initially) allowing players to play the game at any location, including sacred
and sensitive sites.? Concerns have also been raised about the safety of distracted players [22].

Despite being a poster child for mixed reality problems there is nothing inherently unethical about Pokemon
Go! but its large player base and relatively long life have made it a minesweeper for ethical issues. Just as the
Web, Social Media, and Al have led to unintended consequences for society, so too will the rise in locative games
and mixed reality [65]. After all technology mediates space, and is involved with ‘place making’ or the way in
which space and place are enacted [24], and the current generation of locative tools (such as located social media
posts, or online reviews of businesses) already exert different types of power over place [97].

There are frameworks for designing and developing mixed reality games, but they do not have an ethical focus,
and few contain any ethical considerations at all, concentrating instead on the software engineering process [92],
practical design issues [45], or design best practices [71].

As a group of researchers engaged with designing and developing MR experiences ourselves we are very aware
of this lack of guidance. Since the early 2000s we have been engaged in a range of projects working directly
and indirectly with cultural heritage organisations and the public to design, deploy, and evaluate MR games.
However, many of us also work in the web and social media space, and have seen the enormous consequences
of that technology on society, where it challenges our notions of privacy in the West [69], has led to mass
surveillance in the East [50], and caused some to declare the dawn of a post-truth world [59]. When faced with
these enormous unintended consequences, we are left asking ourselves where might our own research in MR
games lead, especially as the field moves from rare academic examples to more accessible and popular commercial
platforms.

This concern motivates our exploration of the ethics of MR games, but it also means we take a particular
perspective. Our backgrounds are in HCI, but our educational and professional foundations are primarily in
engineering, with a focus on empirical experimentation within the ethical frameworks of organisations such as
the ACM. Similarly, our work has typically been in a European context, with European notions of authorised
heritage, and Western conceptions of public and private spaces, property and ownership [2]. While we have
attempted in our methods to gather broad perspectives, we also embrace our own experiences as a way to
contextualise our analysis.

In this paper we thus tackle the absence of ethical frameworks for MR Games in the hope of contributing to
future frameworks, but with the acceptance that our view is influenced by our European context and our own

2Brian Feldman (July, 2016) Yes, You Can Catch Pokemon at Auschwitz, New York Magazine http://nymag.com/intelligencer/2016/07/yes-
you-can-catch-pokemon-at- auschwitz.html
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design and engineering backgrounds. Firstly in the paper, we clarify the scope of our work (Section 2) by defining
MR Games, discussing examples, and identifying a number of papers that do identify ethical problems. We then
perform a synthesis of these papers (Section 3) and identify a number of ethical concerns arranged into a set of
ethical dimensions for MR. We then follow a normative ethics approach and present a qualitative analysis of 17
interviews we conducted with mixed reality game designers and academics (Section 4), using deductive thematic
analysis to extract a set of broad strategies and associated tactics that they use within their own work. Finally, we
perform a mapping of strategies to dimensions in order to explore how well our existing toolbox of techniques
fits the challenges we face ahead, and we compare them with professional codes of practice from the ACM and
IEEE, reflecting on whether this existing practice is adequate (Section 5). Our hope is that our characterisation of
the problem, analysis of existing solutions, and discussion of their completeness and fitness for purpose might
form part of the basis of future ethical design frameworks.

2 Background
2.1 Mixed Reality

The terminology around Mixed Reality can be confusing. As it was first conceived in the 1990s Mixed Reality (MR)
was defined using a virtuality continuum that positioned experiences between the real world and entirely virtual
worlds (as might be experienced in Virtual Reality) [62]. In this view Mixed Reality contains both Augmented
Reality (AR) where the real world is extended with digital aspects (such as overlaid graphics), as well as Augmented
Virtuality (AV) where virtual worlds are extended with real world elements (such as live video feeds).

More recent conceptualisations of MR describe it as sitting between AR and VR, with the distinction that AR is
digital information overlaid on the world, whereas MR includes digital information that is aware of and interacts
with the real world, with the term eXtended Reality (XR) used to cover all AR, MR, or VR experiences [87].

Other terms associated with MR include Hybrid Reality, a term used to refer to systems that bring together
elements from the real and virtual worlds [30].> Blended Reality, which tends to focus on interactions between
people across the real and virtual divide (such as a meeting where some people attend in person, and others via
video conference) [11] or is used qualitatively to explain cases where real and virtual elements are successfully
meshed together to create a new unified type of experience [5]. Pervasive Games is a term used by the pervasive
systems community, where there is more of a focus on the technological infrastructure rather than the experience
created in the user [92]. Finally, Locative Media is a term used in an orthogonal sense to includes any digital
system that include location data as an important part (for example, social media posts) [7].

Figure 1 shows an updated virtuality continuum that is our attempt to explain how these terms relate to one
another in modern usage.* In our work on ethics we are interested in any system that alters real world spaces
with digital information or interactions, this would include both AR and MR systems in this updated continuum.
Ironically — given the plethora of names - there is not a name for this combination, so throughout the paper we
use the term Mixed Reality for simplicity and as a reflection of the popularity of that term.

In our scope Mixed Reality Games are therefore games where the real world has primacy, and which use
various sensors (such as GPS, Cameras, LIDAR, NFC, etc.) to understand the state of the world (which might be
as simple as the user’s position within it), and/or various media (overlaid graphics, spatial audio, handheld media,
haptics, etc.) to bring digital information into that world.

31t has been argued that technology is only one lens through which these experiences might be called hybrid, and the distinction is really
between conceptual metaphors or cognitive domains [3].

4Note: Blended Reality, Pervasive Games, and Locative Media are not shown as they do not describe a particular scope in the virtuality
dimension.
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Fig. 1. Updated Virtuality Continuum

2.2 Mixed Reality Games

Mixed Reality Games have been applied in a wide variety of domains. Early examples, such as the Chawton
House project, explored how they might be used within learning activities for children, in this case guiding them
between pedagogical activities in the grounds of an 18th century manor house [93]. Avouris and Yiannoutsou
provide a good overview of MR Games for learning and how ludic interactions have been linked to pedagogical
goals [4]. More recently, perhaps reflecting the increasing maturity and availability of the technology, researchers
have turned the tables and worked with students to design locative games as a learning activity in itself [82].
In the heritage domain researchers have also worked with children with the aim of making heritage more
accessible, such as the use of interactive locative narratives to help children explore the ancient Roman city of
Egnatia [89]. A common strategy is to use AR to superimpose historic media from existing archives on heritage
sites to expose unseen heritage layers to visitors [96]. Other motivations include fixing the empty room problem
[29], promoting exploration and knowledge [76], or accessing and emphasising the genius loci of special sites [9].
Many of these projects have a specific focus on tourism, for example, ExCORA a game to encourage tourists to
visit the Urgull Mountain in Spain [51], engage with the area via hunting for QR codes to unlock clues, explore
points of interest (POIs), and learn more about the location’s hidden history. Similar approaches have also been
taken in urban settings, guiding users between POIs and reacting to their current location [68], and cultural
differences have been noted in MR Game players between different sites in different areas of the world [44].
There are several different ways in which MR players are conceptualised. Sometimes they are framed as
psycho-geographers, modern inheritors of the Situationist International [58]. In this view MR Games do not
need to be associated with heritage places, or places with any special character at all, instead they use their
digital tools to manufacture interesting situations from otherwise banal spaces - this is an approach common
to commercial games, such as Pokemon Go! where players can collaboratively hunt Pokemon whatever their
location, or CluedUpp where urban spaces are transformed into play spaces during special paid-access events.
An alternative conceptualisation is that MR Gamers are engaged with rhabdomancy, the magical art of divining,
using digital tools in place of rods, in search of hidden information rather than water [55]; and yet another
view is that they are the modern Flaneur “walking and surveying the city” to pass the time [19]. Whatever the
conceptualisation MR Gamers are special from an ethical point of view because they are engaged in the places
around them differently to other occupants of that space, subject to alternative rules, and privy to secret shared

knowledge.
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2.3 Mixed Reality Ethics

The importance of ethics in augmented and mixed reality has been reported by many. The IEEE Initiative
on Ethically Informed Design broadly speaking looks at embedding Aristole’s notion of eudemonia (human
flourishing) in the design of digital systems, including a committee to focus on MR applications [78]. Billinghurst
(2021) included research in social and ethical issues as one of his Grand Challenges for Augmented Reality [8],
speculating on the impact MR might have on people and their social relationships, and raising questions such
as who is allowed to place content in the view of a person, and what are the consequences of people having
alternative views of the same environment.

Others have pointed out that the acceptance of MR technologies depends on their appropriate use; unethical or
objectionable applications that damage the reputation of MR could lead to overenthusiastic limitations [37]. For
example, when Google Glass was introduced with significant media coverage some people reacted by banning
users from their spaces, or even threatening violence against the ‘Cyborgs’ [48]. This pushback was driven by
perceived clandestine use of recording technology, as well as the othering of people whose sensory experience is
not shared with us.

Old problems are also reinvented by MR. The complex data collected by MR systems and the routine cloud-based
processing of that data means that concerns about online privacy are magnified in MR environments, where
geotracking can be used to infer a host of valuable Private Personal Information (PPI) items, such as: where you
work, the type of work, your income, leisure choices, etc. [47]. But there are also positives. AR and MR represents
an opportunity for museums and other cultural organisations to make their collections more accessible, and thus
make their offering more inclusive [79]. This represents an ethical imperative rather than a problem.

Many ethical approaches fall into the category of consequentialism, the view that the ethical value of a given
act should be judged on its outcome. In contrast professional codes of ethics, such as those provided by the ACM
[1] and IEEE [32], tend to draw on deontology or virtue ethics. The first being the idea that it is behaviours rather
than outcomes that define ethical actions, and the second focusing on the character and values of the actor rather
than actions.

Perhaps because of this difference in ethical approach, and despite this commentary and exploratory work,
there is still no comprehensive set of design principles for ethical MR. However, some researchers have done
more than highlight specific issues, and have instead attempted to collect a range of potential concerns and
begun to create frameworks that describe them. In the next section we will explore some of these frameworks
and synthesise their findings in order to better define the problem space of ethical MR Games.

3 Defining the Problem: An Analysis of Existing Frameworks

One of the first attempts to systematically analyse ethical issues in MR was undertaken by Pace (2012) who looked
at AR as a persuasive technology [72]. Persuasive technologies are those that have an effect on user behaviour, in
the case of AR by encouraging a different type of relationship with physical place. Pace argues that the ethical
concerns of the persuasive systems community thus apply, such as control, surveillance, and safety.

Our own preliminary work identified two important ethical dimensions for MR [65]. The first, responsibility to
the person, includes some of the persuasive computing concerns mentioned by Pace; but the second, responsibility
to place, is more unique to MR. Perhaps better explained as a responsibility to the people associated with the
place, this includes issues such as trespassing, graffiti, and the need to respect cultural norms.

Around the same time Neely also writes about these MR specific issues [67], pointing out the complexity of
public vs. private spaces, and how this shapes our perceptions of what is acceptable (for example, contrasting
public speech vs graffiti).

In the last three years there have been an number of additional publications that have set out alternative
frameworks. Carter and Egliston (2020) attempt to survey issues from the literature [15]. Hyrynsalmi et al. (2021)
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adopt ethical analyses approaches from other fields such as Blockchain [39], and Brun et al. (2023) focus om
MR in the context of work, framing their ethical concerns more as traditional health and safety challenges [13].
Royakkers et al. (2021) goes beyond concerns and sets out ethical design guidelines (“The Ten Commandments
for Responsible Augmented Reality’) [75]. Ramirez (2021) presents a similar ethical guide, focusing particularly
on VR, and drawing particular attention to the framing of VR/AR as empathy machines [73].

Table 1 shows a synthesis of all of the concerns identified in the 8 frameworks named above. In total there are
5 dimensions covered by the frameworks, covering 26 different ethical concerns. The dimensions are:

(1) Claim Rights - focused on the people associated with the place where the MR Game is situated
(2) Duty of Care - focused on the player of the MR Game

(3) Social Justice - focused on the social and cultural responsibilities of the designer

(4) Privacy - focused on the use of personal data

(5) Control - focused on respecting players freedom and agency

In the following subsections we will go through each of these dimensions in turn.

3.1 Claim Rights

Claim rights are issues concerned with the place where the MR is situated and the people who are already invested
in that place. This is what we have previously referred to as ‘responsibility to place’ [65], and Neely groups these
under private spaces and uses the lens of property rights to consider the problems [67]. However, stakeholders in
this sense are not just those with legal ownership or responsibility but also those with informal stakes. Some may
also be contentious or conflicting claims (such as those of indigenous peoples, or alternative religious groups),
and we might also extend claim rights to non-humans [86]. The following should thus be interpreted broadly,
rather than merely from the perspective of property.

MR Games may or may not directly call for players to Trespass, but regardless they can change people’s
perceptions of space (a la psychogeography) and that includes subverting player’s perceptions of boundaries
between private and public spaces. Graffiti describes elements of the game (images, comments, etc) that are
left by designers or players within the space to be discovered by others. Graffiti might include slanderous or
offensive messages, but regardless of content it conveys a lack of respect for property stakeholders, and may have
negative aesthetic consequences. There are also aesthetic issues around the use of certain location technologies,
for example QR codes or other visual markers, which leave a physical trace within a place which is experienced
by all people regardless of whether they are engaged with the game [90].

MR Games have a more indirect power to affect the way in which we think about places, in particular by
emphasising particular Stories, or reinforcing the use of certain Names. Chess (2013) points out the ability of MR
Games to transpose regional and global narratives in order to alter gamer’s perceptions of place [18], something
that Firmino and Duarte (2010) had already warned could promote a neo-liberal worldview [31]. In contested
places (such as indigenous sites, or politically sensitive regions) this ability to privilege certain names and stories
is both an opportunity for critical play, and a potential risk of unknowing insult [56].

Finally, there are are Cultural Norms associated with places that dictate appropriate behaviour. For example,
in their work on designing for deathscapes Hakkila et al (2018) deploy systems at cemeteries, noting “the
importance of unobtrusiveness and respect for the peace and privacy of other visitors” [40]. Playing Pokemon
Go! at sacred sites is a good example of where this goes wrong, but when done correctly MR Games can also
reinforce appropriate behaviour, for example focusing the attention of children at an archaeological site [89].
More specifically we can also ask whether an MR Game fits the Intended Use of a space, or promotes the
Intended Navigation. Consider the careful way in which Othman et al. (2021) align both the activities and the
routes in their game set within the Sarawak Cultural Village with the existing topology of the ethnic houses and
their setting around a lake [70]. In our own work on MR Narrative Design we have noted the need for Harmony
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Table 1. Ethical issues identified in the eight ethical framework papers
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Dimension Ethical Concern #0cc 8 9 4 10 8 10 7 5
TRESPASS 2 X X
CULTURAL NORMS 5 X X X X X
GRAFFITTI 4 X X X X
Claim Rights NAMES 1 X
STORIES 1 X
INTENDED USE 2 X X
INTENDED NAVIGATION 2 X X
SAFE PASSAGE 6 x X X X X X
ACCURACY 1 X
SOCIAL/PYCH NORMS 3 X X X
Duty of Care WIDE CONSENT 1 X
DEVICE ERGONOMICS 2 X X
SELF-IMAGE 2 X X
UNWANTED PROJECTION 3 X X X
CHEATING 1 X
PHYSICAL ACCESS 2 X X
SOCIAL ACCESS 2 X X
Social Justice INCLUSIVITY 1 X
HARASSMENT 1 X
EXPLOITATION 1 x
SURVEILLANCE 3 X X X
Privacy PERSONAL DATA 4 x X X X
INVASION OF PRIVACY 2 X X
AUTONOMY 4 x X X X
Control DARK PATTERNS / MANIPULATION 4 X X X X
USER-LED MANIPULATION 1 X

between real world and logical navigation in order to reduce friction for players [64], but it is also an ethical
concern as that friction could impact non-players.
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3.2 Duty of Care

Duty of Care is the obligation that a designer has to the players of their game, and to others interacting with
those players in the same physical or virtual space. We have previously called this ‘responsibility to the person’
[65]. The term Duty of Care has specific meanings in tort law (and differs across nations and jurisdictions). Here
we use it as a broad term that goes beyond any specific legal obligation.

The primary concern must be to ensure that players have Safe Passage, meaning that the risks of physical
harm during play are minimised. Whilst many would assume that the primary risk comes from encouraging
players to enter dangerous places where they would not normally go, Colley et al (2017) point out that is the
movement between places that is typically problematic, especially regarding pedestrian players and vehicular
traffic [22]. MR Games also use physical equipment such as wearables and head mounted displays that can cause
fatigue or even injury if used for long periods. Device Ergonomics is therefore an important additional safety
concern.

Designers also have an obligation to ensure that information they present to their players has good Accuracy
and is not intentionally or unintentionally misleading. Certain inaccuracies (such as misleading routing) can have
an immediate and obvious detrimental effect for players in terms of time and energy wasted, but even mistakes in
cultural or historic information can damage the levels of trust that players have in an MR System [91]. Similarly,
and especially true in competitive games, players must feel assured that there is no Cheating allowed, and that
their engagement with an MR Game is fair.

In considering Claim Rights we observed that designers need to respect cultural norms, now when looking
at Duty of Care we can see that the other side of that manifests in respecting Social/Psychological Norms
(i.e. not embarrassing or otherwise making players feel discomfort), and also in seeking Wide Consent - not
just from the players, but from non-players in the same space. MR Games are different from other activities that
might take place in the physical realm in that they bypass our normal expectations and methods for managing
wide consent (such as seeking permission, warning people in advance, or negotiating a financial contribution
towards that space), the issues they raise are thus not new, but the old mechanisms for dealing with them may no
longer work [81].

Ramirez (2018) points out that in extreme cases discomfort can become trauma, and suggests applying The
Equivalence Principle - that if it would be wrong to subject a person to an experience then it would also be wrong
to subject them to a virtual equivalent [74].

MR Games also allow their users to play with identity, both their own Self Image (the manipulation of which
might have harmful consequences, such as the influence of Instagram filters on young women [38]), as well as
enabling Unwanted Projection on others. As Wolf (2016) argues: “the possibility of decorating others, especially
without their consent, seems fraught with difficulties and potential abuse.” [95]

3.3 Social Justice

Social Justice concerns are not unique to MR Games, but rather reflect the wider aspects of technology use and
how it might discriminate against or unequally empower different members of society.

Physical Access refers to both availability of technological devices and also the ability to access physical
locations. While access to location services is much more ubiquitous in smart phones today than it was even
a decade ago [54], there are still significant minorities that do not have access to smart devices at all. Digital
accessibility also inherits problems from the physical world when digital materials are linked with physical
places, where practical barriers may exclude certain participants (such as including areas in an MR Game that are
non-wheelchair accessible).

Social Access and Inclusivity are also about audience exclusion. Social Access refer to any restrictions on
audience (even if indirect, such as targeting particular neighbourhoods) and relates to physical access in cases
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where that is related to social factors (such as the affordability of devices or software). Inclusivity refers to
restrictions around those depicted in the MR Games themselves, does the experience contain or reference people
and cultures with whom users could identify? This can be an important factor in modern tourism, where people
may visit places based on their perceived social and cultural associations with that place, what Bond and Falk
(2013) call Affinity Seekers [10]. In both cases there may be issues with discrimination between different groups,
or the marginalisation of certain groups — which might be through something as simple as language diversity,
which we know can be a challenge in digital systems [83].

The opposite of Inclusivity is Exploitation, where particular groups are included, but are targeted in a negative
way. Online exploitation is often seen in relation to children and the dangers of grooming [6], MR Exploitation
may be more pervasive as systems leverage the trust that users feel in their smart devices and personal technology
(it is thus linked to the dimension of Control described below).

Harassment is also a problem imported from the online space. Online harassment has a different character to
traditional forms of bullying, and often takes the form of one-off negative interactions with strangers [94]. This
might be motivated by trolling (a form of sadistic thrill seeking [23]) or have a cultural basis (such as misogynistic
movements [42]). MR has the potential to provide new tools to bad actors, especially if the system is open to public
contributions. In their framework Carter and Egliston emphasise sexual harassment as a particular challenge for
MR Games but also acknowledge the potential for verbal or physical harassment [15].

3.4  Privacy

People interacting with MR Games not only bring digital data about themselves into the physical world, but they
are also generating significantly more data through their MR interactions, Kotsios (2015) frames this as three
types of MR private information: of the person, of behaviour/actions; and of location and space [48].

In the literature concerns over this dimension falls into three categories. The first is Surveillance, and is
concerned with the extra data that is generated through MR interactions. Santaella posits that locative media
creates the opportunity for a new kind of tracking surveillance that (unlike scopic or panoptic surveillance) is
directly engaged with the person [77], and Michael and Clarke (2012) argue that this unification of digital and
physical data means that locative systems like MR Games actually become a form of iiberveillence [60] that is
an ‘all encompassing, all-pervading view of the citizen’. MR technologies might also shift data gathering from
surveillance to sousveillance, a bottom up view that draws on the data traces that people form of each other rather
than those formed by some external authority (think camera phones vs. CCTV) [37].

Surveillance/Sousveillance is about the act of gathering data, but once it is gathered we might also be concerned
about how Personal Data is managed. Studies have shown that, just as with online activities, players of MR
Games are not overly concerned by how their data is being used [35], but we also know that individual’s privacy
calculus is imperfect, as the information transfer is asymmetric, and that players might be divulging more about
themselves than they realise [49].

Finally, MR Games could potentially include functionality that constitutes an Invasion of Privacy. This is
where private information that would not otherwise be apparent is disclosed to others. This can be innocent
and consentful, such as the biometrics transmitted by the MR Game HeartBeat, but on other occasions it raises
questions about whether the one sensing the data has the right to use or broadcast it (for example, in disease
detection [80]).

3.5 Control

Control in MR Games can manifest through direct Manipulation, for example the use of Dark Patterns to
encourage users to behave in particular ways [33], this is exacerbated by the fact that many MR Games are played
on personal (and therefore trusted) devices [61]. The manipulation could also be well intentioned, for example in
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order to help the user experience the world from a minority viewpoint. Although, Ramirez (2021) argues that
this use of MR as an ‘empathy machine’ is also unethical [73] as it does not take account of semantic variance
(that meaning depends on context and that the context of each user is different and thus their interpretation will
be different) and is therefore a sort of emotional manipulation that can never really deliver on its promise of
authenticity.

MR Games that open parts of their design to users can also open them to User-led Manipulation, where bad
actors can attempt to influence other players. We see equivalences to this in the online space with Fake News or
Review Bombing [88]. This could be in terms of allowing for user content, such as the locative game Free All
Monsters that allows users to upload their own monster designs into a ‘Liber Monstrorum’ (hosted on Flickr)
making a game that is part of a larger creative experience [25], or it can be an explicit design-in-play strategy
where locations and rules can be configured by one group of players to be experienced by another [34].

A related problem is that MR Games restrict Autonomy - a person’s ‘freedom to make independent decisions’
[75] either directly by restricting choices, or indirectly by making users more self-conscious of their actions. In
work-related MR applications this restricted cognitive autonomy can affect satisfaction and work commitment
[41], in MR Games it creates new ‘information territories’, areas of control and surveillance that can influence
how players behave [28].

4 Exploring Solutions: Existing Ethical Strategies

Having identified the ethical issues described in the literature we now move on to consider what strategies
researchers and developers are using to manage them. This is rarely the focus of research publications, so
rather than the literature we turned to the researchers and developers themselves through a series of qualitative
interviews.

4.1 Methodology

To construct our sample we contacted the lead authors of papers in the literature, and then followed a snowball
approach, and conducted semi-structured interviews either with those people directly, or with colleagues that they
recommended (the study was conducted under University of Southampton Ethics approval, ID: ERGO/FEPS/49406).
The interviews were conducted over phone or video conference, and the audio was recorded for later analysis.
As such the interviewees represent an opportunistic sample (based on authors preparedness to take part). In total
17 participants agreed to do so.

The interviews were semi-structured and were based around the ethical concerns specific to MR Games (Claim
Rights and Duty of Care) identified in the first phase of the research. Following an ice-breaker question the
interviewees were asked whether they had experienced any of the ethical issues, and in every case asked whether
they did anything in their design process to mitigate potential problems. At the end of the interview they were
also given the opportunity to add their own observations and comments about their ethical practice.

The interviews were conducted by two separate members of the project team, and then a reflexive thematic
analysis of those recordings was undertaken following Braun and Clarke’s approach [43]. A third member of
the team undertook the initial familiarisation and coding, with timestamp software used to code responses that
represented specific tactics that the interviewees had described. This codebook evolved throughout the analysis
of all 17 interviews, and the codes were refactored and redefined iteratively throughout the process. Following
the development of this codebook the team came together to generate an initial set of themes representing groups
of similar codes that together could be said to represent particular strategies. Over a series of meetings these
themes were developed and reviewed.

In many cases our work could be descriptive as our subjects were often researchers themselves with a clear
vocabulary (for example, ‘Living Consent” which came from a participant with a long history of working with
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indigenous peoples). However, in some cases we took a more interpretive approach, looking for more abstract
ideas that would link specific actions (for example, ‘Normalcy’ which was expressed in very different ways by
participants depending on the context and type of MR Game being discussed). In our interpretations we drew
on our own experiences as MR Game designers and researchers, referring back to the original recordings to
ensure that we didn’t impose our own approaches onto the work of others. The writing stage was a critical final
part to this iterative approach, in particular for refining descriptions. This interview and analysis work occurred
between 2019 and 2022.

4.2 Results

We identified 13 strategies used by our interviewees, consisting of 59 distinct tactics. These strategies were split
between the areas of Design, Participant Management, and Logistics, and are explained in the following three
sections. (Note, that quotes are attributed to participants P1-P17, and are anonymised versions of what was
actually said.)

4.2.1 Design Strategies. Table 2 shows the 5 Design Strategies and 31 Tactics described by our interviewees. In
each case we have shown the total number of unique mentions and used this to order the rows.’

Design strategies are those that apply during the conception and development of a mixed reality game. The
most popular approach was Inclusive Design where designers attempt to incorporate the views and perspectives
of stakeholders (including participants) into their experience. This could be indirectly through independent
research, or by directly involving them (for example, as part of a review, or a full participatory design process).
Difficult material might be integrated into the experience, avoided by taking a position of neutrality, or stylised
content used to soften its impact.

“our story was that a hero took his men to a camp and killed everyone, and there were concerns
about the blood, but we met them in the middle by using a comic style and they felt that was okay.”
[P10]

In almost all cases designers aimed for Stakeholder Participation of some form, at the very least to establish
some form of cooperation to ensure they had permission to use a given space, but also to get access to curated
content. One interviewee had worked with indigenous peoples where the western view of legal and defined
consent was not appropriate, in this case they instead sort living consent, the permission of an elder which was
part of an ongoing relationship between the indigenous people and the researchers.

An Editorial Process was also common, where locations, content, or behaviour was reviewed within the team
to ensure that the experience was appropriate in their view. Although the rules for editors were not necessarily
set out formally, one interviewee explicitly mentioned that the aesthetics of the experience was key, and that all
the stakeholders deserved objects that were beautiful and pleasing. Authorial advice given to content creators
was used to streamline this process.

*They are created as objects of Art, but are augmented reality codes, and when scanned they unfold
and enlarge... they are quite beautiful” [P6]

A number of design tactics were focused on ensuring that the experience was properly Integrated with the
place. This could be achieved by making sure participants did not stand out by designing behaviour that matched
normalcy for that location (in effect a type of behavioural exclusion, or by ensuring that the experience mimicked
a particular type of real-life behaviour). An alternative approach was to lose participants in the space, either by
diffusing a small experience into a large area or by choosing a moment where any unusual behaviour would be
masked by real-life events (thus enabling normalcy, or in the case of exceptionally quiet moments, diffusion). At
worst the experience could be made temporary to minimise its impact. In all cases designers could use hidden

5So for example, RESEARCH was mentioned by 6 unique participants, and Inclusive Design had 21 unique participant/tactic pairs.
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devices to disguise participants, or choose passive technology that did not require the physical locations to be
altered.

”One place was under the control of a local archaeological unit, and we wanted to place QR codes in
that area but were not allowed to... we just chose to switch technology and use GPS” [P1]

Finally, Interactions can be designed around the needs of participants. These considerations might be built
into the experience, such as pausing navigation during other types of interaction, or it could be placed in the users
control, allowing them to miss optional content or stop the experience early. Providing clear guidance through the
experience was also mentioned, using recognisable names to help participants orientate themselves, or carefully
directing attention through other means. An alternative is to be deliberately vague setting the participant’s
expectations according to the nature of the experience and at an appropriate level for what the technology can
actually deliver.

“More recent versions [of our app] use embedded photos or clues or hints rather than explicit
instructions... the game is about exploration and discovery and that expectation is set up at the
beginning of the experience.” [P4]

Two interviewees described how they emulated the experience digitally to give participants alternative ways
of taking part.

“people can go back to their hotel and explore the park in couch mode exploring the experience
there”[P3]

Interactions could also be used to create a safe space for the experience, physically separating it from other
activities at the location, or using cues to clearly distinguish participants from other visitors. Communication
between participants was not frequently mentioned by our interviewees, but in a similar spirit of creating a
protected experience, it was suggested that when communication was implemented it should be non-verbal to
keep that communication within limits set out by the design.

4.2.2  Participant Management Strategies. Table 3 shows the 5 Participant Management Strategies and 19 Tactics
described by our interviewees. Participant Management Strategies typically apply during the planning and
deployment of a mixed reality experience, and after the experience has completed.

The most popular approach was Participant Control which is about selecting who takes part in the experience,
for example, during deployment bystanders might be actively excluded. Providing trigger warnings allows
participants to exclude themselves if they are unsure, alternatively a filtering process can be used by the team to
explicitly select a certain type of participant, in particular an adults only policy would exclude minors (or they
might be included with explicit parental consent).

Participants can be prepared for the experience through Training, it was relatively common to hold a briefing
for participants, or even run an entire initiation phase as a preliminary part of the experience. At the very least
they can be provided with a rubric that gives them essential information on what they are about to do.

“Being able to explain to them the scale and the nature of the space they were going around in... we
gave them a little map with a vague outline of the area... it meant that the reader was making a much
a more informed decision. ” [P13]

Many interviewees believed that Framing the experience was important to set expectations and create a
magic circle with its own behavioural norms. This might involve presenting the experience in a cultural context,
or drawing on the legitimacy of a formal research study. In all cases it might be important to reassure participants
about the designers motives, and be clear that they are valued and respected by the developers.

“My perspective comes from documentary performance studies, so I would refer to the environment
and space in which people are creating as either an actualisation or a magic circle” [P12]
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Strategies # | Tactics # | Description
RESEARCH 6 Team researches the location to uncover any sensitivities
EXTERNAL REVIEW 6 Review content with stakeholders or independent experts)
Inclusive 21 PARTICIPATORY DESIGN 3 Involve participants in the design of the experience
Design INTEGRATION 3 Directly addressing challenging topics with story or game play
NEUTRALITY 2 Taking a neutral stance to remain inclusive and avoid offence
STYLISED CONTENT 1 Using stylised content (e.g. comic art) for unpalatable content
Stakeholder COOPERATION 11 | Co-operate with local stakeholders for permission/support
. 20 | CURATED CONTENT 8 Involve local stakeholders in the creation of the content
Participation LIVING CONSENT 1 Consent established through ongoing relationships
Editorial EXCLUDING LOCATIONS 6 Editorial process to remove problematic locations
Process 17 | EXCLUDING CONTENT 5 Editorial process to remove problematic content
EXCLUDING BEHAVIOUR 4 Editorial process to remove problematic behaviour
AESTHETIC 1 Ensuring deployed objects are beautiful and pleasing
AUTHORIAL ADVICE 1 Providing advice to authors on best practice
PAUSING 2 Halt navigation to allow part of the experience to happen safely
OPTIONAL CONTENT 2 Aspects of the experience are optional and people can choose
EMULATION 2 Emulate the experience in VR rather than use a real location
Interaction SEPERATION 1 Separate the MR experience from the usual visiting experience
. 13 | STOPPING 1 Designing opt-outs or stopping points into the experience
Design RECOGNISABLE NAMES 1 Use recognisable names to minimise confusion
DIRECTING ATTENTION 1 Visual/audio cues to direct attention to important information
VAGUERY 1 Using vague information to reduce expectations of accuracy
NON-VERBAL 1 Indirect communivation (e.g. gestures rather than words)
DIFFERENTIATION 1 Clearly distinguishing participants from other visitors
NORMALCY 3 Respecting the bounds of normal behaviour for a site
DIFFUSION 2 Large areas / low visitor numbers that reduce interactions
Integration CHOOSE YOUR MOMENT 2 Aligning deployment with other unusual events (e.g. festival)
Desizn 11 | PASSIVE TECHNOLOGY 1 Avoiding installation of technology (e.g. GPS over QR codes)
g TEMPORARY 1 Temporary deployment, easily installed and removed
MIMICKING 1 Copy existing activities that already occur in the space
HIDDEN DEVICES 1 Hiding the device so than participants do not stand out

Table 2. Design Strategies ldentified in the Interviews (5 strategies, 31 tactics, 82 total unique mentions)

Some of the Interviewees thought that Reflection was an important stage of an ethical experience, either with

reflective gaps during the experience itself, of post-experience through a debrief or even an ongoing support group.

“As they are walking to these sites I am also reflecting [through narration] on my relationship to
place and inviting the player or the user of the app to reflect in their way” [P9]

Finally, Personal Data was occasionally mentioned as an important consideration. This could be through
limiting logging of data to only what was necessary, through allowing participants to review the data that had
been collected on them, and/or to request its deletion if they so wished. Keeping participants informed of any
results or developments was seen as a way of maintaining consent and making these options meaningful.

4.2.3 Logistical Strategies. Table 4 shows the 3 Logistical Strategies and 9 Tactics described by our interviewees.
Logistical Strategies typically apply to managing the live experience.

Live Monitoring of the experience was the most frequently mentioned logistical strategy. Monitoring was
mostly discussed in general terms, but more specifically it was described as a way giving real-time feedback to
warn users of any issues, as a way of spotting issues and alerting a member of the team to provide a live fix, or
even of flagging the whole or part of the experience for cancellation. Most of the methods of live-monitoring
were assumed to be digital, but interviewees also described the role being done by the user themselves through
regular warning messages, or by a member of the project team acting as a chaperone.

“If it’s a museum or palace then you have to have someone with you, and you are not allowed to
run... treasure hunt games sometimes they [participants] go berserk.. this is not allowed” [P7]
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Strategies # | Tactics # | Description
TRIGGER WARNING 4 | Warn participants upfront about potential upsetting con-
Participant tent . .
Control ADULTS ONLY 2 E?(cludlng minors from the study . .
FILTERING PARTICIPANTS 1 | Filter out participants uncomfortable with the experience
PARENTAL CONSENT 1 | Seeking explicit parental consent if participants are mi-
nors
EXCLUDING BYSTANDERS 1 | Remove (or exclude) non-participants from the relevant
area
BRIEFING 5 | Demonstrate the system and set expectations
Training 8 | INITIATION PHASE 2 | To orientate users and get them used to the technology
RUBRIC 1| Up front information on the experience (e.g.
size/duration)
MAGIC CIRCLE 3 | Framing as a play or art to create a ‘'magic circle’ effect
. CULTURAL CONTEXT 2 | Framing within an existing cultural/educational initia-
Framing 7 tive
REASSURANCE 1 | Reassurance about motive (e.g. its not to test users))
STUDY 1 | Framing within a research study (and its ethical frame-
work)
REFLECTIVE GAPS 2 | Designing time to reflect on challenging content
Reflection 4 SUPPORT GROUP 1 | To communicate issues and to reflect on their experience
DEBRIEF 1 | Post-experience discussion to help reflect on the experi-
ence
POST FEEDBACK 1| Allow users to request to be informed of any results
Personal DATA REVIEW 1 | Allow review of collected data (and request its removal)
Data 4 | USER DELETION 1 | Allowing users to remove their own content
Management | LIMIT LOGGING 1 | Log only essential aspects (e.g. logging events not loca-

tions)

Table 3. Participant Management Strategies Identified in the Interviews (5 strategies, 19 tactics, 32 total unique mentions)

Perhaps reflecting our interviewees’ role as developers they also saw Playtesting as an ethical strategy, and a
way of ensuring a quality experience to people who had volunteered their time as participants. This could be in
the form of experimentation, trialling different ideas, as well as piloting a more advanced design to test all aspects
of the experience.

Finally, several interviewees mentioned the importance of Pre-visit setup, describing how prior arrangements
had to be made before the experience to ensure that it would work smoothly, these comments were often made
retrospectively having encountered a problem.

“unfortunately the building where the object was located was locked, this was a failure on our part...
we expected that the building would be open that day.” [P1]

5 Discussion

Our initial review of the eight papers looking at ethical concerns reveals a complex ethical landscape with genuine
ethical conundrums - such as the tension between the Claim Rights of local stakeholders with the Liberty Rights
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Strategies # | Tactics # | Description
MONITORING 6 | Live monitoring so the team can intervene if needed
Live CANCELLATION 3 | Remove elements in the light of complaints / changes
. REAL TIME FEEDBACK 2 | Look for emergent problems and warn users or halt com-
Monitoring
pletely
CHAPERONE 2 | Have someone accompany participants to check be-
haviour
LIVE FIX 1 | Correcting content during the live experience
REGULAR WARNINGS 1 | Pop up warnings to behave responsibly / avoid danger
PILOTING 4 | Test the experience to see if it functions as designed
Playtesting 5 | EXPERIMENTATION 1 | Trying different things at different locations to spot is-
sues
Pre-Visit 5 | PRIOR ARRANGEMENT 4 | Arrangements made before the experience to enable it
to work

Table 4. Logistical Strategies Identified in the Interviews (3 strategies, 9 tactics, 25 total unique mentions)

of the public. Where this balance falls is likely to be a result of local cultural and political factors, implying that
for MR Games one size of ethical rules will not fit all. The focus of our work on the academic sphere (both in
terms of identifying risks, and exploring solutions) also downplays the economic aspects of MR Games, and the
tensions that exist between sustainable monetisation and ethical imperatives such as privacy (for example, in the
context of surveillance capitalism [98]).

On the positive side the analysis of strategies shows a wide ranging set of methods that are already being
deployed to ensure ethical experiences. Many seem adapted from research ethics (for example, inclusive design,
stakeholder participation, participant control, personal data management, and live monitoring), and many of our
participants thought primary about ethics in these terms, needing some prompting to go beyond research ethics
to the experience itself. Others, particularly those dealing with contested spaces, recognised immediately that
there were specific ethical questions that they had needed to deal with.

In the following sections we will explore how our dimensions and strategies map to one another, how they
relate to existing professional codes of ethics in computing and digital technology, and finally discuss what sort
of ethical approach might be needed in the future to create frameworks or policies for the ethical development of
MR Games.

5.1 Strategies vs. Ethical Dimensions

Table 5 shows a mapping of the strategies that we identified from our interviews (Section 4) to the ethical
dimensions we identified in our review of existing literature (Section 3). This mapping is based on the actual
tactics reported within each strategy (rather than activities about which we might speculate).

There are strategies available in all of the ethical dimensions, although some are better covered than others.
The gaps highlight potential areas where new strategies might be developed. For example, Claim Rights and
Social Justice are well represented in the area of Design, but not Participation Management or Logistical Areas,
which implies that stakeholders might need to be more actively involved in deployments and monitoring, and
that there is a lack of feedback methods that would allow researchers to respond to new issues that might arise.

Privacy is the least represented dimension. This is unexpected, as our interviewees were mainly researchers
dealing with existing University ethical processes that typically lean towards research data management and
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Table 5. Mapping of Strategies to Ethical Dimensions

Claim Duty  Social Privacy Control

Rights of Justice
Care
Design Inclusive Design X b'e X
Stakeholder Participation X X
Editorial Process X X X X
Interaction Design X X
Integration Design X X
Participant Management Participant Control X
Training X
Framing X
Reflection X X
Personal Data Management X
Logistical Live Monitoring X
Playtesting X
Pre-visit X

privacy concerns. The disjunction between research ethics and situational ethics for field work has been noted
before [66], but in this case the issue seems to be the falsely reassuring presence of an existing research ethical
framework, rather than any deficiency with those frameworks. This may have led to data management strategies
being both invisible because of their ubiquity, reflected in the low number of participants (4) that reported it,
and overly relied on to guarantee privacy. There were few Privacy by Design [16, 84] strategies reported in our
interviews (one exception being to Limit Logging), but this approach is an example of how Privacy might be
considered in other areas.

5.2 Existing codes of ethics

Both the ACM and the IEEE offer codes of conduct for computing professionals that are relevant to any ethical
framework for MR games. The IEEE code of ethics [1] is a focused set of 10 principles, and the ACM Code of Ethics
and Professional Conduct [32] is a somewhat longer document containing 25 principles. Both cover professional
obligations and expectations as well as general ethical principles, and in both cases they are expressed in terms
of behaviours that members should enact.

In the following discussion we will use the first section of the ACM Code as the framing (using ACM X where
X is the number of the article in the code, but will refer to the IEEE code where appropriate (using IEEE X where
X is the number of the article in the code). This first section concerns general ethics (rather than professional
principles such as the need to foster public understanding of the discipline (ACM 2.7, IEEE 2) or to maintain
professional competences (ACM 2.2, IEEE 6)). We can then compare these to our ethical dimensions and strategies
in order to demonstrate how they might be realised in MR Games.

ACM 1.1 Contribute to society and to human well-being (acknowledging that all people are stakehold-
ers in computing). This principle calls on computing professionals to undertake work that benefits society.
More of a general aim than principle it is actually an umbrella for the next six principles, but crucially
calls for broad engagement with stakeholders — something that links to the Claim Rights dimension of our
ethical concerns, and is thus addressed by strategies such as Inclusive Design and Stakeholder Participation.
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ACM 1.2 Avoid harm This principle refers to a broad spectrum of harms: both physical and mental injury,
as well as damage to property, reputation, or environment. The IEEE breaks this into public welfare (IEEE 1),
avoiding harassment (IEEE 8) as well as avoiding injury (IEEE 9). This principle is covered by the dimension
Duty of Care, which is well served with strategies across Design (e.g. Inclusive Design, Editorial Process),
Participant Management (e.g. Training, Reflection), and Logistical (e.g. Live Monitoring).

ACM 1.3 Be honest and trustworthy This principle calls for transparency, full disclosure, and the avoid-
ance of misleading claims and fabrications. The IEEE has a very similar principle (IEEE 5) that includes most
of the same key points. Of our dimensions the principle is most closely linked with Control, and especially
the aspects of manipulation and subterfuge. This aspect is addressed by strategies such as Interaction Design
that empowers users, an Editorial Process that checks for dishonest claims, and Reflection that helps users
understand their experiences. It is also related to Accuracy from Duty of Care, which is also addressed by
an appropriate Editorial Process.

ACM 1.4 Be fair and take action not to discriminate This principle calls for equality, tolerance, respect
for others, and justice. The IEEE has a similar principle dealing with fairness and the avoidance of discrimi-
nation (IEEE 7). It is linked to the Social Justice dimension, and is can therefore be addressed by strategies
such as Inclusive Design, Stakeholder Participation, and an appropriate Editorial Process.

ACM 1.5 Respect the work required to produce (new ideas, inventions, creative works, and computing
artifacts). This principle calls on members to credit inventors and creators, and respect copyright and
license agreements. The IEEE does not have a similarly focused point, although it is arguably covered by
their very general principle to avoid unlawful conduct (IEEE 4). Superficially this principle seems to map to
the Claim Rights ethical dimension, however as expressed in the MR literature this refers to the claim rights
of local stakeholders and land owners, rather than the owners of creative works and intellectual property.
It is also worth noting that neither the ACM nor the IEEE go beyond legal protections to talk about the
rights of creators to freedom of expression. This suggests that there are deficiencies in the strategies for
both enabling free expression within the law, and in our protections of the artefacts that are subsequently
created.

ACM 1.6 Respect privacy The IEEE covers this as part of their first principle including it as part of public
welfare (IEEE 1). It maps directly to the ethical dimension of Privacy, and is therefore addressed by Personal
Data Management strategies, although as we noted above these all fall in the Participant Management area,
and miss integration with design.

ACM 1.7 Honour confidentiality This is similar to ACM 1.6 but refers to organisations rather than indi-
viduals, personal data is thus replaced by confidential data such as trade secrets, patent applications, etc.
There is no corresponding principle in the IEEE code, although it is another example, assuming there is a
contractual agreement in place, that is covered by the principle to avoid unlawful conduct (IEEE 4). Ethical
issues of confidentiality were not mentioned in the MR literature and there are no specific strategies associ-
ated with it. This suggests that we are missing strategies that formalise expectations between designers,
stakeholders, and artists, and that existing projects may rely to heavily on good will.

Both ethical codes provide a fine framework for professionals, but lack concrete methods or processes that

would show people how to meet their principles. This is necessity when creating a code for such a broad
professional area. In the mappings above we show how these can be translated into MR Games, and provide

specific ethical strategies (and thus tactics) in order to meet those higher level ethical standards.

5.3 Deontological vs. Virtue Ethics

As described in Section 2.3 a deontological ethics approach refers to the creation of rules or commandments
that when followed will result in an ethical outcome, whilst an alternative is to follow a virtue ethics approach,
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where we would instead define the qualities that we expect to be paramount in ethical judgements. Concisely:
deontological ethics defines ethical actions, virtue ethics define ethical people.

The professional codes of ethics described above tend to mix these approaches, drawing out general deon-
tological rules such as ‘Avoid harm’ from underlying virtues such as respect or beneficence. However this can
be lost when those codes are translated into processes or frameworks such as those followed by many research
institutions which emphasise the deontological aspects alone. Researchers are required to follow a strict process,
to define a data management strategy, and to use templates for consent forms. If the process is followed the
outcomes are assumed to be ethical. One of our participants was very uncomfortable about how this might
degrade ethical thinking:

“We make the illusion that we are protecting people by asking them to sign things... [and yet] we
have enough experience that we know what is going to be within the realms of what is considered
fair” [P17]

This participant was suspicious of an approach that was designed to protect the institution and make the
process easy — rather than actually respecting the rights of individuals and empowering them in the research.

Table 5 shows that the Design area is where most of the strategies sit that deal with multiple ethical dimensions,
and it accounts for nearly 60% of all the strategies discussed by participants. But many of these strategies only
offer the opportunity to address ethical concerns rather than ensuring it (for example, an editorial process will
only address Control if autonomy is explicitly considered as part of the editorial process). There is thus still a
reliance on the ethical judgement and qualities of the project team.

Our analysis captures a snapshot of what issues are being discussed by theorists, and the strategies that are
being used in practice. It is therefore a descriptive rather than a prescriptive account of the ethics of mixed reality
games as they stand at this particular moment in time. There is clearly still a distance between these frameworks
(even as a collection) and fully engaged ethical practice. There are clear gaps in the mapping that reveal an
apparently empty possibility space, there will be specific tactics or even strategies that were not captured by
our analysis that might fill these, but they might also require the development of new approaches. Also, at a
practical level, the relative importance of these issues is not clear and may be contextual; some of the issues seem
key to unlocking others (for example, addressing wide consent and consulting with people who are not direct
stakeholders or players seems key to understanding the larger picture of cultural norms, stories, and intended use,
as well as many of the issues within social justice).

Combining the strategies with professional codes of ethics as we have done in Section 5.2 fills in some of
these gaps but in mapping principles to specific strategies and tactics we move further towards a systematic
deontological approach, which hides the fundamental importance of the underlying virtues embedded in those
codes of practice. We would therefore encourage designers to always act reflectively and remain proactively
engaged with the ethical process. The strategies and tactics that we have identified here are a tool, but should
never be a shield.

6 Conclusions

In this paper we have looked at the emerging ethics of Mixed Reality Games, with the assumption that a
technology that has the power to transform people’s experience of place will naturally raise unique ethical
challenges. Synthesising the work of a number of different researchers we find 26 different ethical concerns that
can be collected into 5 different dimensions:

(1) Claim Rights - focused on the people associated with the place where the MR Game is situated, e.g.
preserving cultural norms, or protecting them from trespass and graffiti.

(2) Duty of Care - focused on the player of the MR Game, e.g. their safe passage and consent, and requirements
for accuracy and fairness.
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(3) Social Justice - focused on the social and cultural responsibilities of the designer, e.g. providing accessible
and inclusive experiences, protecting people from harassment or exploitation.

(4) Privacy - focused on the use of personal data, e.g. managing surveillance and protecting players information
from each other.

(5) Control - focused on respecting players freedom and agency, e.g. avoiding dark patterns, preventing player
manipulation.

We have conducted interviews with 17 MR Game Designers in order to elicit a set of strategies that they
currently employ in order to address these concerns. They described 59 distinct methods (tactics) that fit into 13
strategies across three areas:

(1) Design Strategies - that apply during the conception and development of an MR experience: Practising
inclusive design, involving stakeholders, developing an editorial process, through careful interaction design,
and integrating with existing activities on site.

(2) Participant Management Strategies - that apply to the selection and support of players: Controlling
who participates, training them adequately, framing the experience in a positive way, providing space for
reflection, and giving them power over their personal data.

(3) Logistical Strategies - that apply to the management of the live experience: Live monitoring, pretesting,
and undertaking pre-visit checks.

We have shown that when mapped together these strategies provide cover for all of the dimensions, however
Duty of Care is far better supported that any other dimension, and Design Strategies tend to be the ones that
apply most broadly. There appears to be a need to create new strategies for Participant Management and Logistics,
in particular in areas outside of Duty of Care, in order to provide more options for designers.

Finally we show how these strategies relate to existing codes of ethics from the ACM and IEEE. Most of the
ACM principles of general ethics can be translated into one or more of the MR Game dimensions (for example, the
ACM principle of Avoiding Harm is served by our dimension on providing a Duty of Care) which then enables
strategies to be identified that would enable an MR Game Designer to meet those obligations (for example, Duty
of Care is well served by strategies across Design, Participant Control, and Logistics). One notable gap is support
for the rights of creators and the protection of free expression, this was not identified in our dimensions, and
would need to be explicitly incorporated into tactics such as an Editorial Process. It implies that in the current
ethical balance Claim Rights tend to focus on real places rather than digital artefacts, and that they also tend to be
considered over Liberty Rights. Another deficiency was around the area of confidentiality, and the formalisation of
expectations and relationships between designers, stakeholders, and artists. There is a need to develop strategies
that formalise these relationships and set out obligations.

Our work is not only a wide-ranging review of ethical concerns and the strategies currently employed by
designers, but also a first step in providing guidance to designers in how to fulfil their professional code of ethics.

6.1 Limitations and Future Work

Any analytical work such as this is naturally limited by the original work that was identified for synthesis,
and the participants invited to the study. In the first case there is relatively little work in the area, although it
is clearly growing, and thus we cannot claim that our dimensions are fully comprehensive. However, they do
represent a range of viewpoints, and are demonstrably useful for understanding how different strategies fit into
the ethical space. In the second our snowball sample is opportunistic rather than selected, and covers academics
and designers from multiple countries and disciplines, however it leans towards academia and cultural heritage
(a strong focus in academia) rather than purely commercial games. This means our set of strategies should be
considered as a potential set of approaches, rather than as a representative sample of practice.
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In both cases it is also worth pointing out that while there are literally hundreds of MR Games [63] their
audience and impact is still relatively small, and that therefore many of the ethical concerns are speculative. New
dimensions will emerge with technological innovations (Large Language Models are a recent example), and use
will determine which are the most pressing for society to deal with.

There is also a difference between ethical and legal obligations, although the former should clearly inform the
later. A full legal analysis of MR games is beyond the scope of this paper, but existing legislation around liability,
civil trespass and anti-social behaviour are clearly relevant. As MR games become more popular and visible there
will undoubtedly be pressure for new laws, and it is ultimately in our interests to explore what is acceptable and
desired before this happens.

Finally, in our analysis we noted that there is an issue with taking on overly deontological approach to ethics,
especially since many of the strategies we have identified still depend on virtues. It is likely that a full framework
of ethics will need to emphasise critical engagement with ethical development, and identify a set of complimentary
ethical virtues, with strategies as scaffolding rather than as a guaranteed guide.

6.2 Final Remarks

MR Games will become more popular as MR technology becomes smaller, cheaper, and more accessible. The
history of technology shows us that at the same time providers will become larger, platforms will be consolidated,
and common userbases will grow in line with network effects. Ethical issues that may seem trivial in a short-lived
research project will be writ large in such an environment, with MR spaces adopted for national and cultural
commentary and debate in much the same way as social media spaces are today. In such an environment
governments will need to legislate appropriate behaviour, organisations will need to set codes of conduct, and
individuals will need to make decisions about their own actions and engagement.

Our hope is that the work on the ethics of MR Games being undertaken in this paper, and by the authors from
whom we draw, will provide both a theoretical foundation for discussing these issues in the future, and the basis
for emerging practical ethical frameworks and guides. The goal being that the negative potential of MR games is
minimised, while the benefits become available to the widest numbers of people.
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