Dear participant,
Thank you for participating in our Cybersecurity Risk Assessment Tool Evaluation survey. Your expertise is invaluable to this project, and we truly appreciate your time and contribution. This survey is composed of fictional scenarios that are designed solely for the purpose of this study and do not represent any real-life entities or circumstances.
Our primary goal is to evaluate the effectiveness of a newly developed supply chain cybersecurity risk assessment tool. We aim to gather responses from cybersecurity people like yourself to each fictional scenario. The survey contains a total of 59 scenarios for software assets with 182 questions, 12 scenarios for user assets with 45 questions, and 53 scenarios for hardware assets with 182 questions. Given the comprehensive nature of this survey, it may require a significant amount of time to complete, so please plan accordingly.
Participation in this survey is entirely voluntary, and you may choose to discontinue at any time without any repercussions. Importantly, this survey is anonymous. Consequently, it is impossible to withdraw any responses once submitted, as we won't identify which responses belong to which participant. 
Before proceeding with the survey, please provide some information about your professional background:
1. Years of experience in cybersecurity: ________
2. Your professional position: ________
This information will help us better interpret the survey responses and understand the different perspectives on the presented scenarios.
By providing this information and returning the completed survey, you are giving your consent for us to collect and use this information for the purposes stated above. This information will be kept confidential, stored securely, and used solely for the purpose of this research. If you agree with these terms, please proceed with the survey
Please tick the box below to indicate your consent and begin the survey.
☐ I have read and understood the above information, agree to participate in this research, and consent to the collection and use of the personal information provided (years of experience in cybersecurity and professional position) for the purposes of this research.



1. Scenario Background for Software Assets:
Imagine you're part of a software-intensive enterprise with numerous dependencies on external software vendors, open-source communities, and third-party development teams. Your organization prides itself on its rigorous cybersecurity practices, but you are aware of the unique vulnerabilities that come with an extensive software supply chain. The potential introduction of malicious software by third parties, compromise of your software projects by malicious code, exposure of sensitive supplier-related data, breaches of contract from suppliers, miscommunication or misunderstanding of information exchange requirements, and failure in establishing effective service-level agreements are among the areas that have caught your attention.
Given this context, your task is to evaluate the cybersecurity posture of your software supply chain and devise strategies to fortify it. This involves assessing the likelihood of diverse threat scenarios and gauging their potential impact on the organization.
Survey Questions for Software Assets:
The subsequent questions are based on more detailed scenarios, each focusing on a specific aspect of software supply chain cybersecurity. You'll be asked to estimate the likelihood of a security breach in each scenario and the potential impact of such a breach. The detailed scenarios revolve around:
Survey Questions for Software Assets:*
1. Introduction of Malicious Third-Party Software
2. Compromise of Software Projects by Malicious Third-Party Code
3. Compromise of Sensitive Supplier-Related Data
4. Breach of Contract or Non-compliance from Suppliers
5. Miscommunication or Lack of Understanding of Information Exchange Requirements
6. Failure in Establishing Service-Level Agreements (SLAs)
For each questions, you're expected to provide an assessment ranging from "Very Low" to "Very High". Additionally, you'll have the chance to propose potential mitigation strategies or improvements for each situation.

*Survey Questions for User Assets:*
The following questions will be based on more detailed scenarios. Each scenario will explore a specific aspect of the supply chain cybersecurity and ask you to rate the likelihood of a security breach occurring and the potential impact of such a breach. 
The detailed scenarios include: 
1. Third-Party Vendors Using Personal Devices
2. Unauthorized Access to Authentication Software
3. Role-Based Access Control System Inadequacies
4. Unauthorized Access to Privileged Accounts
5. Unauthorized Access through External Supplier's System
*Survey Questions for Hardware Assets:*
The following questions will be based on more detailed scenarios. Each scenario will probe a specific aspect of supply chain cybersecurity, asking you to evaluate the likelihood of a particular breach and its potential impact.
The detailed scenarios include:
1. Exploitation of Known Vulnerabilities in Hardware Products
2. Unauthorized Changes to Hardware Used in Supply Chain
3. Introduction of Malicious Hardware Components by a Vendor
4. Obtaining Patch or Maintenance Upgrades from Unauthorized Sources
5. Loss or Theft of Electronic Devices with Sensitive Information
6. Compromise of Electronic Devices Due to Weak Security Configurations


























	HARDWARE ASSETS

	Scenario 3.1:
	Exploitation of IoT Devices for Communication or Data Transfer
	*Background:*
To facilitate efficient communication with suppliers, your organization has implemented IoT-driven communication systems. These systems enable instant data sharing, real-time tracking, and automated order placements based on preset thresholds.

However, due to the vast array of devices from different manufacturers and the rapid adoption rate of new technologies, ensuring uniform security protocols across all devices has been challenging. While many devices have built-in security features, some older models rely heavily on network-level protections.

The IoT-driven communication systems are crucial not only for daily operations but also for building and maintaining trust with suppliers. Any disruption or unauthorized access to these devices could not only hinder operations but also leak sensitive information that suppliers share exclusively with your organization.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	1
	Given the scenario, how likely is it that a cyber actor would exploit IoT devices in your supply chain, specifically those used for communication or data transfer with suppliers, without requiring physical access?
	☐	☐	☐	☐	☐
	2
	If a cyber actor successfully exploits IoT devices in your supply chain without requiring physical access, how significant would the potential impact be on your organization's ability to operate securely and maintain supplier relationships?
	☐	☐	☐	☐	☐
	3
	What steps could be taken to mitigate this threat and secure IoT devices used for communication or data transfer?
	

	4
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.2:
	IoT Devices for Employee Authorization or Supplier Verification
	*Background:*
The organization prides itself on its cutting-edge authentication system, integrating IoT devices into its supply chain operations for granting employees and suppliers secure access to various critical areas and platforms. Built on a foundation of strong encryption and multi-factor authentication protocols, the IoT devices are designed with cybersecurity measures to deter both digital and physical threats.
However, the physical security measures for the IoT devices, while present, have not been updated in recent years and may not be sufficient to deter a determined attacker with access to the premises.

The reliability and security of this authentication system is paramount, not only for ensuring uninterrupted business operations but also for maintaining the trust and confidence of suppliers and partners.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	5
	Given the scenario, how likely is it that a cyber actor would physically exploit IoT devices used for employee authorization or supplier verification in your supply chain?
	☐	☐	☐	☐	☐
	6
	If a cyber actor physically successfully exploits IoT devices used for employee authorization or supplier verification in your supply chain, how significant would the potential impact be on your organization's ability to operate securely and maintain integrity in supplier relationships?
	☐	☐	☐	☐	☐
	7
	What steps could be taken to further enhance the security of IoT devices used for employee authorization or supplier verification?
	

	8
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.3:
	Physical Access to IoT Devices
	*Background:*
Imagine your company utilizes various IoT devices for managing and maintaining the supply chain. Some of these devices are located in remote locations, which could potentially be accessed physically. While these devices have tamper-detection mechanisms in place, there is no real-time monitoring or alert system for such events.

The IoT-driven communication systems are crucial not only for daily operations but also for building and maintaining trust with suppliers. Any tampering or sabotage to these devices could not only hinder operations but also leak sensitive information that suppliers share exclusively with your organization.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	9
	Given the scenario, how likely is it that a cyber actor could gain physical access to IoT devices in your supply chain, potentially tampering or sabotaging targeted devices to disrupt supplier interactions or compromise security?
	☐	☐	☐	☐	☐
	10
	If a cyber actor successfully exploits IoT vulnerabilities in your supply chain via physical access, how significant would the potential impact be on your organization's ability to operate securely and maintain supplier relationships?
	☐	☐	☐	☐	☐
	11
	What steps could be taken to secure IoT devices in your supply chain from potential physical access by a cyber actor?
	

	12
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.4:
	IoT Devices for Tracking Goods
	*Background:*

Your organization uses IoT devices to track and monitor the movement of hardware components in its supply chain. These devices are essential in ensuring the integrity and authenticity of the hardware, thwarting attempts by malicious actors to tamper or replace components. For instance, during a recent shipment, these devices alerted to a minor discrepancy in weight, leading to the discovery of tampered components which could have introduced vulnerabilities into the products. 

Although the organization has set up multiple layers of defense for these IoT devices, inherent vulnerabilities of IoT technology and some technical constraints, like limited on-device memory preventing comprehensive security patches, remain as challenges. Periodic security reviews are conducted, but rapid changes in the threat landscape make it a continuous challenge to stay ahead.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	13
	Given this scenario, how likely is it that a cyber actor could compromise IoT devices used for tracking goods in your supply chain, potentially leading to inaccurate data or loss of visibility?
	☐	☐	☐	☐	☐
	14
	If a cyber actor successfully compromises IoT devices used for tracking goods in your supply chain, what would be the potential impact on your organization's ability to manage its supply chain effectively?
	☐	☐	☐	☐	☐
	15
	Based on this scenario, what steps could be taken to further strengthen the security of IoT devices used for tracking goods in your supply chain?
	

	16
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.8:
	Detection of Malicious Components in IoT Devices
	*Background:*
Your organization has a robust security team that regularly performs checks on all IoT devices procured from suppliers. The security controls are top-tier, and the team is well-trained in detecting malicious components. However, the sheer volume of devices being procured and the sophistication of potential threats pose a challenge.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	17
	How likely is it that your organization's security controls would fail to detect malicious components in IoT devices provided by suppliers?
	☐	☐	☐	☐	☐
	18
	If your organization were unable to detect malicious components in supplied IoT devices, how significant would the potential impact be on your operations and security posture?
	☐	☐	☐	☐	☐
	19
	What steps could be taken to further improve the detection of malicious components in IoT devices provided by suppliers?
	

	20
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.9:
	Identification of Counterfeit IoT Devices
	*Background:*
Your company has strict protocols to ensure the authenticity of the IoT devices procured from suppliers. A dedicated team cross-checks all devices' certificates of authenticity, and random samples are tested thoroughly. 

	21
	How likely is it that your organization could fail to identify counterfeit IoT devices from suppliers?
	☐	☐	☐	☐	☐
	22
	If your organization were to unknowingly utilize counterfeit IoT devices, how significant would the potential impact be on the operational efficiency, security posture, and the reputation of your organization?
	☐	☐	☐	☐	☐
	23
	What measures could be implemented to further strengthen your organization's ability to identify counterfeit IoT devices from suppliers?
	

	24
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.10:
	Physical Exploitation of Known Hardware Vulnerabilities
	*Background:*
Your organization utilizes specialized manufacturing equipment as part of your supply chain processes. Although rigorous access control measures are in place to prevent unauthorized access, a recent security audit discovered some older machines that still have known vulnerabilities that require physical access to exploit.

	25
	How likely is it that an attacker could exploit known vulnerabilities in a hardware product used in your supply chain processes (production and delivery), assuming the attacker requires physical access?
	☐	☐	☐	☐	☐
	26
	If an attacker gains physical access to a hardware product used in your supply chain processes (production and delivery) with known vulnerabilities, how significant would the potential impact be on the organization's security posture?
	☐	☐	☐	☐	☐
	27
	What steps can your organization take to address known vulnerabilities in hardware products used in your supply chain processes?
	

	28
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.11:
	Unauthorized Changes to Hardware
	*Background:*

Your organization relies on a vast supply chain to provide essential hardware components for your products. To ensure quality and security, a tracking system was implemented to monitor and log changes made to these hardware components. However, the system relies heavily on manual entries by multiple vendors across various stages of the supply chain. This decentralized approach, combined with occasional lapses in vendor reporting, has sometimes resulted in gaps or discrepancies in the tracking logs, potentially allowing undetected unauthorized changes to the hardware.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	29
	Based on the scenario, how likely is it that hardware components sourced from suppliers for assembling or manufacturing your final products could undergo unauthorized changes that go undetected during the supply process?
	☐	☐	☐	☐	☐
	30
	How significant would the potential impact be on your organization if hardware components sourced from suppliers for product assembly or manufacturing underwent unauthorized changes that would go undetected during the supply process?
	☐	☐	☐	☐	☐
	31
	What steps can your organization take to prevent unauthorized changes to hardware used in your supply chain?
	

	32
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.12:
	Malicious Hardware from Vendors
	*Background:*

Over the years, your supply chain has expanded and diversified, aiming to ensure product quality and continuity of supply. As a result, a decentralized system of hardware acquisition has emerged. While the procurement team attempts to vet and verify every supplier, the sheer volume and variability of shipments sometimes lead to situations where the exact origin of specific hardware components remains uncertain. Furthermore, the demand to keep production timelines tight sometimes pressures the team to prioritize speedy acquisitions over thorough origin verification.


	33
	Based on the cenario, how likely is it that your organization could fail to verify the origin of supplied hardware components, which might result in the introduction of malicious hardware into your system, either intentionally or unintentionally?
	☐	☐	☐	☐	☐
	34
	How significant would the potential impact be on your organization if your vendors introduce malicious hardware components into your system?
	☐	☐	☐	☐	☐
	35
	What steps could your organization take to ensure the hardware components received from vendors do not contain malicious elements?
	

	36
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	Scenario 3.13:
	Unauthorized Hardware Maintenance and Patch Upgrades
	*Background:*

Your organization sources hardware components from various international suppliers to assemble and manufacture your final products. Over time, these components may experience wear and tear, requiring replacement parts or hardware upgrades to ensure continued performance and reliability. Due to the complex and global nature of your supply chain, your procurement team sometimes encounters challenges in quickly obtaining the needed hardware from the original, vetted suppliers. In such cases, the team may resort to alternative sources to expedite the acquisition of necessary parts or upgrades. However, this approach bypasses the usual vetting process, making it difficult to guarantee the authenticity and security of the replacement hardware, and raising concerns about potential security or operational risks.

	37
	Based on the cenario, how likely is it that replacement parts or hardware upgrades for your supply chain equipment could be obtained from unauthorized sources, potentially compromising the security or integrity of your organization's operations?
	☐	☐	☐	☐	☐
	38
	How significant would the potential impact be on your organization if replacement parts or hardware upgrades for your supply chain equipment were obtained from unauthorized sources, potentially compromising the security or integrity of your organization's operations?
	☐	☐	☐	☐	☐
	39
	What actions could your organization undertake to ensure that maintenance and patch upgrades for hardware come only from authorized and verified sources?
	

	40
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.14:
	Loss or Theft of Electronic Devices with Sensitive Information
	*Background:*
Your company's employees often travel for business, equipped with electronic devices containing sensitive supplier information. Understanding the inherent risks, your organization has fortified the security of these devices. Beyond basic encryption measures, the company has tools to remotely wipe data in case of loss or theft. Regular controls are in place to minimize the amount of sensitive cached data on these devices. Furthermore, any repeated incorrect password attempts could trigger automatic data deletion.

	41
	If a threat actor gains physical access to lost or stolen electronic devices belonging to your organization, how probable is it for them to exploit the sensitive supplier information stored on those devices?
	☐	☐	☐	☐	☐
	42
	How large would be the potential impact if user electronic devices containing sensitive information were lost or stolen?
	☐	☐	☐	☐	☐
	43
	What steps could be taken to further mitigate the risk of data loss or compromise due to the loss or theft of electronic devices?
	

	44
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	


	Scenario 3.15:
	Compromise of Supply Chain due to  External Supplier Electronic Devices 
	*Background:*
Your organization regularly works with external suppliers who visit the premises for meetings and inspections. These suppliers often bring their own laptops and other devices. While your organization has a policy against connecting unauthorized external devices to the network, enforcement is inconsistent due to a lack of clarity in the responsibility for monitoring compliance.

	45
	How likely is it that an external supplier could introduce malware or other malicious software into your organization's network through unauthorized use of electronic devices (e.g., USB sticks, external hard drives, smartphones)? 
	☐	☐	☐	☐	☐
	46
	What would be the impact on the organization if  an external supplier introduce malware or other malicious software into your organization's network through unauthorized use of USB sticks or other external devices?
	☐	☐	☐	☐	☐
	47
	How would you recommend improving the security of these electronic devices to prevent unauthorized access?
	

	48
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	



	Scenario 3.16:
	IoT Devices with Weak, Guessable, or Hardcoded Passwords
	*Background:*

Your organization employs a diverse range of Internet of Things (IoT) devices in its daily operations, from sophisticated surveillance systems to intelligent climate control mechanisms. From the outset, a stringent policy has been enforced ensuring that each device is configured with a unique, strong password, diverging from their factory default settings. Regular audits and reviews further ensure that the integrity of these security measures remains intact and up-to-date.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	49
	Given your current security measures, how likely is it that your organization's IoT device would have weak, guessable, or hardcoded passwords?
	☐	☐	☐	☐	☐
	50
	Based on this scenario, what immediate steps would you recommend the organization?
	

	51
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.17:
	Insecure Network Services for IoT Devices
	*Background:*

Your organization incorporates various IoT devices, such as smart printers and IP cameras, into its daily operations. While these devices were initially set up with basic configurations, the organization recognized the need for enhanced security. Proactive measures have been taken to implement network segmentation using VLANs. The majority of these devices are now under this protection, significantly reducing their exposure to potential internal threats. A few devices are yet to be segmented, but plans are in place for their imminent transition.

	52
	Given your current security measures, how likely is it that your software systems lack sufficient access controls?
	☐	☐	☐	☐	☐
	53
	Based on this scenario, what immediate steps would you recommend the organization?
	

	54
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.18:
	Insecure Ecosystem Interfaces for IoT Devices
	The IoT devices used in your organization, such as smart access control and monitoring systems, interact with various digital interfaces, like web servers for device management, cloud-based data analytics platforms, and APIs for integrating with other software systems. However, the security measures in place for these interfaces are based on basic or out-of-the-box configurations, and the communications between the devices and these interfaces have not been hardened or thoroughly audited for potential security issues.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	 55
	Given your current security measures, how likely is it that your organization would use insecure network services for IoT devices?
	☐	☐	☐	☐	☐
	56
	Based on this scenario, what immediate steps would you recommend the organization?
	

	57
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.19:
	Update Mechanism for IoT Devices
	Your organization deploys an array of IoT devices across multiple functions. There's a centralized mechanism in place that checks for updates on these devices and applies them regularly. It's a largely automated process with IT oversight to handle any issues or inconsistencies that may arise.

	58
	Given your current security measures, how likely is it that your organization would lack a secure update mechanism for IoT devices?
	☐	☐	☐	☐	☐
	59
	Based on this scenario, what immediate steps would you recommend the organization?
	

	60
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.20:
	Privacy Protection for IoT Devices
	The IoT devices deployed across your organization deal with varying degrees of sensitive data. Some devices, like smart printers, handle confidential business documents, while others, like surveillance cameras, record activities in sensitive areas. However, the privacy measures implemented across these devices differ significantly, and some may not have adequate privacy safeguards for the data they handle.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	61
	Given your current security measures, how likely is it that your organization would use insufficient privacy protection for IoT devices and data stored in them, i.e., user data collected and stored by the device or transmitted from it may need to be adequately protected?
	☐	☐	☐	☐	☐
	62
	Based on this scenario, what immediate steps would you recommend the organization?
	

	63
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.21:
	IoT Data Encryption
	Your organization has recently launched an initiative to improve the security posture of its IoT devices. This includes the implementation of robust encryption for data at rest and in transit. However, due to the limited computational and storage capabilities of many IoT devices, effectively rolling out these encryption measures without affecting device performance poses a challenge. As a result, a number of devices have yet to receive this security enhancement.

	64
	Given your current security measures, how likely is it that IoT data transferred over the network or stored on the device may not be appropriately encrypted?
	☐	☐	☐	☐	☐
	65
	Based on this scenario, what immediate steps would you recommend the organization?
	

	66
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	Scenario 3.22:
	IoT Devices with Default Settings
	As a policy, your organization changes default settings on all IoT devices before they are deployed. This is part of the device configuration checklist that is strictly adhered to by the IT team.

	67
	Given your current security measures, how likely is it that IoT devices have default settings that favor ease of use or functionality over security, leaving the device vulnerable until those settings are changed?
	☐	☐	☐	☐	☐
	68
	Based on this scenario, what immediate steps would you recommend the organization?
	

	69
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.23:
	Physical Security for IoT Devices
	Your organization's IoT devices are situated in areas with limited access controls. While these areas are monitored intermittently through surveillance cameras, there are occasions when the surveillance has gaps. Additionally, while protocols exist to prevent unauthorized tampering, adherence to these protocols is not always consistent, and periodic reviews have identified occasional lapses in adherence.

	70
	Given your current security measures, how likely is it that IoT devices in your organization's infrastructure would lack physical security, leading to physical attacks that can result in unauthorized access, tampering, or damage?
	☐	☐	☐	☐	☐
	71
	Based on this scenario, what immediate steps would you recommend the organization?
	

	72
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	


	Scenario 3.24:
	Unpatched Software Vulnerabilities on IoT Devices
	Your organization has a robust system for pushing timely software updates and patches to your IoT devices. The patch management process includes automated checks for updates and pushes them during off-peak hours to minimize disruption. However, the organization does face some challenges in ensuring all devices get updated in a timely manner due to varied device connectivity.

	73
	 Given your current security measures, how likely is it that IoT devices in your organization's infrastructure would be used with known software vulnerabilities? For instance, if implementing new security patches could impact the system's functionality, users may prioritize functionality over security and delay implementing software security updates.
	☐	☐	☐	☐	☐
	74
	Based on this scenario, what immediate steps would you recommend the organization?
	

	75
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.25:
	Additional Security Tests on IoT Devices
	Your organization heavily relies on the reputation of its suppliers when procuring IoT devices, and as a result, does not conduct independent security testing on these devices. The belief is that the supplier's brand reputation ensures the security of the devices, and hence, no internal security assessments or evaluations are deemed necessary.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	76
	Given your current security measures, how likely is it that your organization would ignore additional security tests on IoT devices to detect counterfeited IoT devices?
	☐	☐	☐	☐	☐
	77
	Based on this scenario, what immediate steps would you recommend the organization?
	

	78
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.26:
	Transport Encryption in IoT Devices
	Your organization has implemented end-to-end encryption for data in transit across your network, which includes your IoT devices. While this has greatly enhanced the overall security posture, there have been a few instances of implementation errors leading to brief periods of unencrypted transmission.

	79
	Given your current security measures, how likely is it that IoT devices in your organization's infrastructure would lack transport encryption can lead to data as it's being transmitted between devices or between a device and a server?
	☐	☐	☐	☐	☐
	80
	Based on this scenario, what immediate steps would you recommend the organization?
	

	81
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.27:
	Device Authentication in IoT Devices
	Due to the fast-paced integration, there's an ongoing reliance on suppliers' default authentication settings when deploying these devices. As a result, devices often get integrated without customized authentication configurations, potentially allowing malicious devices to blend in and either passively monitor data or initiate active attacks.

	82
	Given your current security measures, how likely is it that IoT devices in your organization's infrastructure would lack device authentication, leading malicious devices to join the network and either passively monitor data or launch active attacks?
	☐	☐	☐	☐	☐
	83
	Based on this scenario, what immediate steps would you recommend the organization?
	

	84
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.28:
	Disposal of IoT Devices
	Your organization has established a strict policy and procedure for the disposal of IoT devices, which involves clearing all data and revoking all device certificates. This process is strictly adhered to, minimizing the risk of data leakage from disposed devices.

	85
	Given your current security measures, how likely is it that IoT devices in your organization's infrastructure would be disposed of without proper control? (Old IoT devices can provide a wealth of information for malicious actors, including access to old data and user accounts.)
	☐	☐	☐	☐	☐
	86
	Based on this scenario, what immediate steps would you recommend the organization?
	

	87
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	INFO
	The below group questionnaire is relevant to main organizational hardware and does not include IoT devices.

	Scenario 3.29:
	Default or Weak Password on an Organizational Hardware Product
	Your organization maintains a rigorous security policy that mandates changing default passwords during device setup. Users are educated on strong password practices. Although, due to human error, occasionally a device may be left with a weak or default password, your organization scan devices to find ones with weak passwords.

	88
	Given your current security measures, how likely is it that a user would leave a hardware product with a default or weak password, creating a vulnerability that an attacker can exploit?
	☐	☐	☐	☐	☐
	89
	Based on this scenario, what immediate steps would you recommend the organization?
	

	90
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.30:
	Hardware System Patching
	Your organization follows a strict patch management schedule. However, in cases of high workload, patches may be delayed. While the company does its best to prioritize urgent patches, the scale and variety of components sometimes may lead to longer than desired patching cycles.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	91
	Given your current security measures, how likely is it that an employee would postpone patching a hardware system, thereby increasing the likelihood of a vulnerability being exploited by an attacker?
	☐	☐	☐	☐	☐
	92
	Based on this scenario, what immediate steps would you recommend the organization?
	

	93
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.31:
	Improperly Configured Hardware Devices
	Your organization's infrastructure consists of several high-performance servers, network devices, and end-user devices. Although the technical team ensures appropriate configurations, occasional oversight or misconfiguration due to the complexity of these devices might occur.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	94
	Given your current security measures, how likely is it that hardware devices that could be improperly configured, which could lead to vulnerabilities that a malicious actor with physical access could exploit?
	☐	☐	☐	☐	☐
	95
	Based on this scenario, what immediate steps would you recommend the organization?
	

	96
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.32:
	Insecure Interfaces on Hardware Devices
	Your organization uses several high-end devices with multiple interfaces, such as USB ports, serial ports, and debugging interfaces. While these ports are usually secured and monitored, there's a small chance that an attacker with physical access might exploit an insecure interface.

	97
	Given your current security measures, how likely is it that hardware devices might have insecure interfaces (e.g., an accessible debugging port or a port intended for maintenance) to provide an entry point for an attacker with physical access?
	☐	☐	☐	☐	☐
	98
	Based on this scenario, what immediate steps would you recommend the organization?
	

	99
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.33:
	Outdated Organizational  Hardware
	Your organization follows a strict hardware lifecycle policy. Still, due to budget constraints or other business reasons, some outdated hardware may still be in use in less critical parts of the network.

	100
	Given your current security measures, how likely is it that your organization has outdated hardware that no longer receives updates or has known unpatched vulnerabilities?
	☐	☐	☐	☐	☐
	101
	Based on this scenario, what immediate steps would you recommend the organization?
	

	102
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.34:
	Inadequate Access Policy
	Your organization has stringent access control policies for both physical and digital access. However, enforcing these policies consistently across all departments and locations can sometimes be challenging, leading to occasional lapses.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	103
	Given your current security measures, how likely is it that your organization's access policy might not be adequate, which could lead attackers to gain physical access to devices and exploit vulnerabilities, manipulate the device, or insert malicious components?
	☐	☐	☐	☐	☐
	104
	Based on this scenario, what immediate steps would you recommend the organization?
	

	105
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.35:
	Additional Security Tests for Hardware Products 
	Your organization sources hardware components from various suppliers and routinely conducts standard hardware tests upon receipt. However, despite recognizing the risks of counterfeit or tampered devices, your organization consistently does not implement specialized security tests to detect such threats due to constraints in time, expertise, and resources.

	106
	Given your current security measures, how likely is it that your organization may fail to implement additional security tests on hardware products against the potential hardware that has been counterfeited or tampered with prior to the acquisition? (It could contain hidden vulnerabilities or backdoors that an attacker could exploit.)
	☐	☐	☐	☐	☐
	107
	Based on this scenario, what immediate steps would you recommend the organization?
	

	108
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.36:
	Vendor Management
	Your organization has a dedicated vendor management team and follows stringent vetting processes. However, due to the sheer number of vendors, occasional oversights may occur, possibly leading to procurement from unauthorized or malicious sources.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	109
	Given your current security measures, how likely is it that your organization would have inadequate vendor management? E.g., if the organization does not properly vet and manage its vendors, it could obtain hardware or software patches from unauthorized or malicious sources.
	☐	☐	☐	☐	☐
	110
	Based on this scenario, what immediate steps would you recommend the organization?
	

	111
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.37:
	Physical and Logical Access Controls to Main Hardware Devices
	Your organization places high importance on both physical and logical security for its primary hardware devices. The main hardware storage areas are protected by multi-factor authentication, CCTV surveillance, and biometric access controls, ensuring only authorized personnel can gain entry. On the logical side, stringent access controls are in place, requiring employees to undergo regular security training and be granted tiered access based on their roles. Security audits are conducted bi-annually to identify and address any potential vulnerabilities.

	112
	Given your current security measures, how likely is it that your organization would lack sufficient physical and logical access controls to the main hardware devices ?
	☐	☐	☐	☐	☐
	113
	Based on this scenario, what immediate steps would you recommend the organization?
	

	114
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.38:
	Monitoring and Auditing of Hardware Use and Changes
	Your organization tracks hardware use and changes but lacks a comprehensive system to detect unauthorized modifications, potentially allowing such changes to go undetected.

	115
	Given your current security measures, how likely is it that your organization would lack adequate monitoring and auditing of hardware use and changes? Unauthorized modifications could go undetected without proper monitoring and auditing of hardware use and changes.
	☐	☐	☐	☐	☐
	116
	Based on this scenario, what immediate steps would you recommend the organization?
	

	117
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.39:
	Hardware Token
	Your organization employs advanced hardware tokens as part of its authentication process. These tokens are engineered with high-grade tamper-resistance and a fortified physical build, making it challenging for attackers to access the internal components or extract sensitive information.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	118
	Given your current security measures, how likely is it that a lost or stolen hardware token is poorly constructed to authenticate an IT system, and an attacker can physically open the token and directly access the internal components to extract the secret information?
	☐	☐	☐	☐	☐
	119
	Based on this scenario, what immediate steps would you recommend the organization?
	

	120
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.40:
	Documentation and Tracking for Hardware Changes
	Your organization has change management processes, but it sometimes struggles to document and track all changes made to hardware products, leading to a lack of transparency and accountability.

	121
	Given your current security measures, how likely is it that your organization would fail to implement proper documentation and tracking for changes made to hardware products, leading to a lack of transparency and accountability in the change management process?
	☐	☐	☐	☐	☐
	122
	Based on this scenario, what immediate steps would you recommend the organization?
	

	123
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.41:
	Insecure Data Storage and Weak Encryption Practices on User Electronic Devices
	Your organization frequently uses electronic devices for storing sensitive supplier information. While these devices have encryption protocols in place, they may not be the most recent or robust, and the data storage practices might have some inconsistencies.

	124
	Given your current security measures, how likely is it that your organization's electronic devices storing sensitive supplier information could be at risk due to insecure data storage and weak encryption practices?
	☐	☐	☐	☐	☐
	125
	Based on this scenario, what immediate steps would you recommend the organization?
	

	126
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.42:
	Policy for Use of Electronic Devices 
	Your organization has strict policies regarding the usage of external devices by suppliers. However, the enforcement and monitoring of these policies are not consistent. While there are processes in place to vet and approve external devices, they are not always followed. Additionally, there is limited visibility and monitoring of supplier activities when they are on-site or connected to your network. As a result, there is a risk of unauthorized devices being used by suppliers, potentially exposing your organization to security threats.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	127
	Given your current security measures, how likely is it that your organization's policies on external device usage by suppliers lack enforcement and monitoring?

	☐	☐	☐	☐	☐
	128
	Based on this scenario, what immediate steps would you recommend the organization?
	

	129
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.43:
	IT Stuff Training
	Your organization invests heavily in IT infrastructure and has a dedicated IT staff, but the focus has traditionally been on internal systems and infrastructure support. The IT staff is equipped with basic security training, but lacks specific knowledge in dealing with advanced malware incidents, especially those introduced by external suppliers.

	130
	Given your current security measures, how likely is it that your organization's IT staff lacks adequate training or resources to respond effectively to malware incidents introduced by external suppliers? 
	☐	☐	☐	☐	☐
	131
	Based on this scenario, what immediate steps would you recommend the organization?
	

	132
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 3.44:
	Incident Response
	Your organization has grown rapidly over the past few years, adding many new suppliers to support its expanded operations. As a result of this growth, the organization has not had time to update its incident response plan to specifically address potential malware threats introduced by external suppliers. The existing plan is designed to handle internal malware incidents but lacks procedures and guidelines for incidents originating from external sources. In the event of a malware threat from an external supplier, the organization would have to rely on its generic incident response plan, which may not be optimized for the specific challenges presented by supplier-related incidents.

	133
	Given your current security measures, how likely is it that your organization lacks a robust incident response plan to address potential malware threats introduced by external suppliers?
	☐	☐	☐	☐	☐
	134
	Based on this scenario, what immediate steps would you recommend the organization?
	

	135
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	








	SOFTWARE ASSETS

	Scenario 1.1:
	Malicious Proprietary Third-Party Software Introduction 
	*Background:*
Proprietary third-party software refers to any software developed by a different company than the one that manufactures the device or the operating system it runs on but does not include Open Source Software (OSS). Examples of such proprietary third-party software might include applications like Microsoft Office, Adobe Creative Suite, Salesforce CRM, or other commercial software products.
Imagine your company relies heavily on several third-party proprietary software applications for its operations such as customer relationship management, inventory control, and payment processing. These applications interact directly with the company's databases and servers, creating potential points of entry for malicious software. 
The company's cybersecurity posture regarding proprietary software is considered weak, leading to heightened concerns. Current security practices for selecting, testing, and managing proprietary software are inadequate. The existing process lacks comprehensive security checks, and there's no established risk-based approach for frequent re-assessment of applications for security vulnerabilities.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	1
	Based on this scenario, how likely is it that malicious proprietary third-party software would be introduced into the company's systems?
	☐	☐	☐	☐	☐
	2
	If this malicious proprietary third-party software is introduced into the systems, how significant would the potential impact be on the company's security posture?
	☐	☐	☐	☐	☐
	3
	How would you recommend improving the security posture of the company for cybersecurity risk from proprietary third-party software?
	

	4
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.2:
	Malicious Third-Party Open Source Code in Software Projects
	*Background:*
Open-source third-party code refers to components, libraries, or modules publicly available for anyone to use and modify. They are often incorporated into software projects to speed up development but, like any code, can contain vulnerabilities.
Imagine, in the context of your company's software development practices, there is a heavy reliance on integrating open-source libraries and modules. However, the organization's cybersecurity posture toward this open-source code is considerably weak. Also, the company does not have a robust system to manage and verify the integrity of its dependencies.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	5
	Given this scenario, how likely is it that your organization's software projects would be compromised by a malicious open source third-party software?
	☐	☐	☐	☐	☐
	6
	If software projects were compromised by malicious third-party code, how significant would the potential impact be on the company's operations ?
	☐	☐	☐	☐	☐
	7
	What measures could be implemented to improve the security of the software projects and mitigate the risk of malicious third-party code?
	

	8
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.3:
	Compromise of Sensitive Supplier-Related Data
	*Background:*
Sensitive Supplier-Related Data encompasses vital information that an organization shares with its suppliers or vice versa. This can include, but isn't limited to, system access credentials, encryption keys, supplier contracts, strategic plans, and any other confidential data related to supplier relationships.
Consider your organization involved in several software development projects. For these projects, the organization depends on a wide array of suppliers for software components, services, and cloud-based solutions. Over the course of these projects, the organization routinely shares sensitive supplier-related data such as system access credentials, encryption keys, supplier contracts, or strategic plans. However, the organization lacks a clear and stringent policy on third-party remote access. 

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	9
	Given this scenario,  how likely is it that sensitive supplier-related data  ( e.g., system access credentials, encryption keys, supplier contracts, or strategic plans) could be compromised?
	☐	☐	☐	☐	☐
	10
	If your organization's sensitive supplier-related data such as system access credentials, encryption keys, supplier contracts, or strategic plans were compromised, how significant would the potential impact be on your organization?
	☐	☐	☐	☐	☐
	11
	What steps could be taken to strengthen data protection measures, access controls, and encryption practices to secure sensitive supplier-related data?
	

	12
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.4:
	Breach of Contract or Non-compliance Breach from Suppliers
	*Background:*
‘Breach of Contract or Non-compliance Breach’ from suppliers refers to situations where suppliers do not adhere to the terms of their agreements, especially those related to the use and protection of data. Such breaches can expose the company to legal, financial, and reputational risks.
Your organization regularly collaborates with software suppliers that have the privilege of direct access to customer data. This access is granted to facilitate maintenance, support, and other essential operations. However, the organization currently lacks a comprehensive policy on third-party management, particularly one that adopts a risk-based approach. The contracts the organization enters into with its suppliers are not standardized and may not always clearly delineate supplier responsibilities.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	13
	Given this scenario, how likely is it that the organization could face a breach of contract or non-compliance breach from suppliers ?
	☐	☐	☐	☐	☐
	14
	If a breach of contract or non-compliance breach from a supplier occurs, how significant would the potential impact be on the company ?
	☐	☐	☐	☐	☐
	15
	What actions could be taken to enhance contractual safeguards and improve adherence to security regulations and standards with suppliers?
	

	16
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.5:
	Miscommunication with Suppliers or Lack of Understanding of Information Exchange Requirements
	*Background:*
Your organization deals with multiple suppliers across different countries, each having unique information exchange protocols and security requirements. While there is a designated supply chain management team responsible for coordinating with suppliers, the team members are not always fully aware of the specific information exchange requirements for each supplier.  In some cases, the team has resorted to using less secure methods of communication, such as unencrypted email, to quickly resolve issues, potentially exposing sensitive information to eavesdropping or unauthorized access.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	17
	Given this scenario, how likely is it that a lack of understanding of information exchange requirements could lead to supply chain communication breakdown or communication eavesdropping?
	☐	☐	☐	☐	☐
	18
	How significant would the impact be on the organization if information transfers between the organization and its suppliers violate one or more security policies, potentially resulting in legal or regulatory penalties, reputational damage, or loss of sensitive data?
	☐	☐	☐	☐	☐
	19
	What recommendations would you give to improve the clarity of information exchange requirements and prevent miscommunications with suppliers?
	

	20
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.6:
	Software-as-a-Service
	*Background:*
Your organization heavily relies on cloud services for its operations, utilizing Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), and Infrastructure-as-a-Service (IaaS) offerings from multiple cloud providers. To protect against security breaches, your organization employs a combination of strong authentication measures, encryption, regular security audits, and continuous network monitoring. While the security measures in place are robust, the complexity of managing multiple cloud services has introduced some challenges in consistently applying security best practices across all platforms.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	21
	Given this scenario, how likely is it that your organization would experience a cloud security breach, considering all types of cloud services (SaaS, PaaS, IaaS)?
	☐	☐	☐	☐	☐
	22
	How significant would the impact be on your organization if your organization experience a cloud security breach, considering all types of cloud services (SaaS, PaaS, IaaS)?
	☐	☐	☐	☐	☐
	23
	What recommendations would you give to improve the clarity of information exchange requirements and prevent miscommunications with suppliers?
	

	24
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.7:
	Data Application Encryption
	*Background:*
Your organization handles a large amount of sensitive data. You have implemented industry-standard encryption protocols for both data at rest and data in transit. In addition, your organization maintains a strict protocol for regularly updating encryption keys.

	25
	Given your current security measures, how likely is it that there is inadequate data encryption for the software applications hosted on your infrastructure?
	☐	☐	☐	☐	☐
	26
	Based on this scenario, what immediate steps would you recommend the organization?
	

	27
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.8:
	Software System Access Controls
	*Background:*
Your organization has adopted Role-Based Access Control (RBAC) for its software systems, aiming to assign access permissions to users based on their specific roles within the company. However, over time it has been observed that these access controls, once established, are not being updated effectively. Furthermore, the organization has not maintained comprehensive Access Control Lists (ACLs) that are associated with data owners. 

	28
	Given your current security measures, how likely is it that your software systems lack sufficient access controls?
	☐	☐	☐	☐	☐
	29
	Based on this scenario, what immediate steps would you recommend the organization?
	

	30
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.9:
	Data Classification in Software Applications
	*Background:*
Your organization maintains a strict policy on data classification, tagging each piece of data according to its sensitivity. Regular audits are conducted to ensure data is correctly classified.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	 31
	Given your current security measures, how likely is it that your software applications lack proper data classification?
	☐	☐	☐	☐	☐
	32
	Based on this scenario, what immediate steps would you recommend the organization?
	

	33
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.10:
	Network Segmentation
	*Background:*
Your organization practices network segmentation to protect sensitive data. However, a comprehensive review of segmentation rules hasn't been done in the past year. Though there's a process for updating rules with project changes, it's inconsistently followed, with only occasional checks.

	34
	Given your current security measures, how likely is it that your network is not properly segmented to protect sensitive data?
	☐	☐	☐	☐	☐
	35
	Based on this scenario, what immediate steps would you recommend the organization?
	

	36
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.11:
	Password Policies
	*Background:*
Your organization has set password policies which include some good practices, such as no password reuse across systems. However, the policy's complexity requirements are somewhat outdated, allowing for relatively simple passwords. Furthermore, while there is an emphasis on regular password changes, the intervals are long, potentially compromising the security. Adherence to these policies is not strictly monitored, and the organization largely trusts its employees to follow these policies.

	37
	 Given your current security measures, how likely is it that your software systems have weak password policies?
	☐	☐	☐	☐	☐
	38
	Based on this scenario, what immediate steps would you recommend the organization?
	

	39
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.12:
	Phishing Attacks
	*Background:*
Your organization has invested in user training with regular phishing awareness campaigns. Employees are thus well-trained to identify phishing attempts. However, while your email system has basic built-in protections against spam and malware, some advanced phishing protection features have not been activated.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	40
	 Given your current security measures, how likely is it that your organization is susceptible to phishing attacks?
	☐	☐	☐	☐	☐
	41
	Based on this scenario, what immediate steps would you recommend the organization?
	

	42
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.13:
	Credentials Reuse Across Services
	*Background:*
Your organization uses a centralized system for employees to sign in to several services. While the system has role-based access controls that provide varying access levels to different employees, there have been occasional instances where some employees reuse their corporate credentials for other non-related work services due to convenience. The company has conducted awareness programs to reduce this behavior, but monitoring adherence is a challenge.

	43
	 Given your current security measures, how likely is it that credentials are reused across multiple services in your organization?
	☐	☐	☐	☐	☐
	44
	Based on this scenario, what immediate steps would you recommend the organization?
	

	45
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	Scenario 1.14:
	Updating Credentials for Software Systems
	*Background:*
Your organization has a policy of updating credentials for software systems quarterly, but due to the workload and lack of automated enforcement, this policy is often overlooked.

	46
	 Given your current security measures, how likely is it that your organization does not regularly update credentials for software systems?
	☐	☐	☐	☐	☐
	47
	Based on this scenario, what immediate steps would you recommend the organization?
	

	48
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.15:
	Change Control Mechanisms in Software Systems
	*Background:*
Your organization’s change management process includes impact analysis, peer reviews, testing, and approvals before any changes are deployed to the production environment.

	49
	 Given your current security measures, how likely is it that your software systems lack adequate change control mechanisms?
	☐	☐	☐	☐	☐
	50
	Based on this scenario, what immediate steps would you recommend the organization?
	

	51
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	


	Scenario 1.16:
	Input Validation
	*Background:*
Your organization has input validation for all external inputs in software applications. Regular code audits and penetration tests are conducted to ensure this. Also, your organization reviews what tests are completed and what triggers a test (e.g., annual or significant change).

	52
	 Given your current security measures, how likely is it that your software applications lack proper input validation?
	☐	☐	☐	☐	☐
	53
	Based on this scenario, what immediate steps would you recommend the organization?
	

	54
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.17:
	Audits of Software Systems
	*Background:*
Your organization conducts bi-annual audits of its software systems. However, due to the dynamic nature of software, some changes may not be audited.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	55
	Given your current security measures, how likely is it that your organization does not conduct regular audits of its software systems?
	☐	☐	☐	☐	☐
	56
	Based on this scenario, what immediate steps would you recommend the organization?
	

	57
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.18:
	Timely Patch Application to Software Systems
	*Background:*
Your organization has an established patch management process in place with dedicated resources. Patches are regularly reviewed, tested, and deployed on a monthly basis, unless critical patches require immediate attention.

	58
	Given your current security measures, how likely is it that your organization does not apply patches in a timely manner for its software systems?
	☐	☐	☐	☐	☐
	59
	Based on this scenario, what immediate steps would you recommend the organization?
	

	60
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.19:
	Robust Endpoint Protection for Software Systems
	*Background:*
Your organization has invested in high-end endpoint protection solutions, but there's no mechanism to ensure all devices are covered and the solution is regularly updated.

	61
	Given your current security measures, how likely is it that your organization lacks robust endpoint protection for its software systems?
	☐	☐	☐	☐	☐
	62
	Based on this scenario, what immediate steps would you recommend the organization?
	

	63
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.20:
	Email Systems Protection Against Malicious Threats
	*Background:*
Your organization uses a reputable email provider with built-in protections against spam and malware. However, certain advanced phishing protection features have not been enabled.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	64
	Given your current security measures, how likely is it that your email systems are not adequately secured against malicious threats?
	☐	☐	☐	☐	☐
	65
	Based on this scenario, what immediate steps would you recommend the organization?
	

	66
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.21:
	Training on Risks of Malware and Ransomware
	*Background:*
Your organization provides annual cybersecurity awareness training which includes information about malware and ransomware risks. Still, the training does not cover the latest threat trends in detail.

	67
	Given your current security measures, how likely is it that your organization does not provide adequate training to employees about the risks of malware and ransomware?
	☐	☐	☐	☐	☐
	68
	Based on this scenario, what immediate steps would you recommend the organization?
	

	69
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.22:
	Robust Mechanisms for Verifying the Authenticity of Software
	*Background:*
Your organization has a team in charge of making sure that all software used is genuine and safe. This means they check if the software comes from a trusted source and hasn't been tampered with. However, due to limited time and tools, this team can't check every software in detail, so sometimes things might get missed.

	70
	Given your current security measures, how likely is it that your organization lacks robust mechanisms for verifying the authenticity of software?
	☐	☐	☐	☐	☐
	71
	Based on this scenario, what immediate steps would you recommend the organization?
	

	72
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.23:
	Software Download from Insecure or Unverified Sources
	*Background:*
Your organization has strict policies against downloading software from unverified sources and your IT team ensures that only approved software is installed on company devices.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	73
	Given your current security measures, how likely is it that software used in your organization is downloaded from insecure or unverified sources?
	☐	☐	☐	☐	☐
	74
	Based on this scenario, what immediate steps would you recommend the organization?
	

	75
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.24:
	Signing Code to Verify Its Integrity
	*Background:*
Your organization uses digital signatures, a secure method that ensures the software code has not been altered or tampered with after it was signed. However, there are no mandatory requirements for third-party developers to sign their code.

	76
	Given your current security measures, how likely is it that your organization does not have robust practices for signing code to verify its integrity?
	☐	☐	☐	☐	☐
	77
	Based on this scenario, what immediate steps would you recommend the organization?
	

	78
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.25:
	Software Systems Having Single Points of Failure
	*Background:*
This 'single point of failure' refers to a crucial component or system that, if it malfunctions or stops working, could affect or halt the entire operation due to oversight or the complexity of systems.
Your organization designs its software systems with redundancy and failsafe measures, meaning there are backup solutions and safety precautions in place. However, your organization hasn't conducted a Business Impact Analysis (BIA), which is a process that determines the importance of various functions and how quickly they need to be restored after an interruption. Additionally, there's a lack of attention to how these designs are recorded, updated, and whether they align with industry standards.

	79
	Given your current security measures, how likely is it that your software systems have single points of failure?
	☐	☐	☐	☐	☐
	80
	Based on this scenario, what immediate steps would you recommend the organization?
	

	81
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.26:
	Lack of a Robust Incident Response Plan for Supply Chain Disruptions
	*Background:*
While your organization has basic incident response plans, they lack specific measures for dealing with disruptions in the supply chain, leaving the organization potentially unprepared for such incidents.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	82
	Given your current security measures, how likely is it that your organization lacks a robust incident response plan for supply chain disruptions?
	☐	☐	☐	☐	☐
	83
	Based on this scenario, what immediate steps would you recommend the organization?
	

	84
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.27:
	Software Systems Lacking Adequate DDoS Protection
	*Background:*
Your organization relies on industry-standard firewall configurations to safeguard its software systems. The security infrastructure primarily focuses on intrusion detection and general traffic monitoring. However, the organization hasn't yet adopted specific tools or measures tailored for advanced Distributed Denial of Service (DDoS) threat detection and mitigation.

	85
	Given your current security measures, how likely is it that your software systems lack adequate DDoS protection?
	☐	☐	☐	☐	☐
	86
	Based on this scenario, what immediate steps would you recommend the organization?
	

	87
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.28:
	Proper Evaluation of the Security of Third-Party Software and Services
	*Background:*
Your organization uses multiple third-party software and services. While some of them are vetted for security, there's no standard process or guideline in place to for security of all third-party software consistently.

	88
	Given your current security measures, how likely is it that your organization does not properly evaluate the security of third-party software and services?
	☐	☐	☐	☐	☐
	89
	Based on this scenario, what immediate steps would you recommend the organization?
	

	90
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.29:
	Use of Third-Party Software from Vendors without a Strong Security Track Record
	*Background:*
Your organization prioritizes functionality and cost over security when choosing third-party software, which has led to the adoption of software from vendors with an unknown or poor security practices.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	91
	Given your current security measures, how likely is it that your organization uses third-party software from vendors that don't have a good reputation for making secure software?
	☐	☐	☐	☐	☐
	92
	Based on this scenario, what immediate steps would you recommend the organization?
	

	93
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.30:
	Third-Party Software 
	*Background:*
Your organization frequently integrates third-party software to meet evolving business needs. While there's an emphasis on ensuring compatibility and functionality, security practices are often overlooked. Specifically, there's no standardized protocol for vetting the security posture of these third-party tools, and the organization has historically prioritized rapid deployment over comprehensive security assessments.

	94
	Given your current security measures, how likely is it that your organization uses third-party software without conducting a proper security assessment or audit of the product?
	☐	☐	☐	☐	☐
	95
	Based on this scenario, what immediate steps would you recommend the organization?
	

	96
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.31:
	Third-Party Software is not Monitored for Abnormal Behavior or Anomalies
	*Background:*
Your organization, in its quest for rapid deployment and productivity, often integrates third-party software solutions after a brief assessment. While the initial integration checks for compatibility and broad security issues, there's no ongoing monitoring mechanism focused on these third-party tools.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	97
	Given your current security measures, how likely is it that your third-party software is not monitored for abnormal behavior or anomalies?
	☐	☐	☐	☐	☐
	98
	Based on this scenario, what immediate steps would you recommend the organization?
	

	99
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.32:
	Security Incident Related to Third-Party Software
	*Background:*
Your organization uses several third-party tools in its software development pipeline, but there's no specific incident response plan in case of a security incident involving these tools. Such an incident could compromise your source code, build environment, and the security of the entire software development lifecycle.

	100
	Given your current security measures, how likely is it that your organization does not have a procedure in place to respond to a security incident related to third-party software?
	☐	☐	☐	☐	☐
	101
	Based on this scenario, what immediate steps would you recommend the organization?
	

	102
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.33:
	Excessive Permissions Requested by Third-Party Software
	*Background:*
Your organization, while adopting third-party software solutions, primarily focuses on the software's functionality and compatibility with the existing infrastructure. The urgency to improve operational efficiency often overshadows a detailed review of the permissions each software requests. Consequently, the IT team doesn’t always perform an in-depth analysis of whether the permissions requested align with the software's intended functions.

	103
	Given your current security measures, how likely is it that your organization uses third-party software which requests excessive permissions that go beyond the software's functionality?
	☐	☐	☐	☐	☐
	104
	Based on this scenario, what immediate steps would you recommend the organization?
	

	105
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.34:
	Insufficient Security Assurance Documentation from Third-Party Software Providers
	*Background:*
While there's a procedure in place to review the functional aspects of third-party proprietary software tools, seeking comprehensive security assurances isn't always a mandatory step. In situations where security details are asked for, they're typically limited to basic security compliance badges or generic statements, rather than in-depth reports or certifications.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	106
	Given your current security measures, how likely is it that your organization do not receive sufficient security assurance from your third-party proprietary software providers?
	☐	☐	☐	☐	☐
	107
	Based on this scenario, what immediate steps would you recommend the organization?
	

	108
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.35:
	Unused Dependencies in Software Projects
	*Background:*
Your organization has a policy of regular code reviews, but it does not focus on analyzing and removing unused dependencies in your software projects. While these dependencies are not active, they still exist in the codebase.

	109
	Given your current security measures, how likely is it that your software projects include unused dependencies that could be exploited?
	☐	☐	☐	☐	☐
	110
	Based on this scenario, what immediate steps would you recommend the organization?
	

	111
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	
	
	
	
	

	Scenario 1.36:
	No Practice of Version Pinning for Third-Party Libraries
	*Background:*
Your organization's development practices do not enforce version pinning for third-party libraries. This means that updates to these libraries are accepted automatically, without thorough security reviews.

	112
	Given your current security measures, how likely is it that your organization does not practice version pinning, potentially leading to the integration of compromised versions of third-party libraries?
	☐	☐	☐	☐	☐
	113
	Based on this scenario, what immediate steps would you recommend the organization?
	

	114
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.37:
	Insufficient Dependency Resolution Rules
	*Background:*
Your organization has no firm rules about resolving dependencies, leading to the possible inclusion of insecure versions of third-party libraries. While your developers try to use reliable libraries, the absence of strict rules could introduce vulnerabilities.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	115
	Given your current security measures, how likely is it that your organization lacks dependency resolution rules that could prevent the inclusion of insecure versions of third-party libraries?
	☐	☐	☐	☐	☐
	116
	Based on this scenario, what immediate steps would you recommend the organization?
	

	117
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.38:
	Inadequate User Account Management Practices
	*Background:*
Your organization does not regularly update or retire old user accounts for software development and deployment tools. This can lead to inactive accounts remaining open and possibly exploited.

	118
	Given your current security measures, how likely is it that your user account management practices are insufficient to prevent unauthorized access to software development and deployment tools?
	☐	☐	☐	☐	☐
	119
	Based on this scenario, what immediate steps would you recommend the organization?
	

	120
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.39:
	Lack of Secure Authentication Practices
	*Background:*
While your organization uses password-based authentication for its software development and deployment tools, it has not yet implemented more secure methods such as multi-factor authentication, session timeouts, and token protection.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	121
	Given your current security measures, how likely is it that your organization does not implement secure authentication practices (e.g., multi-factor authentication, password recycling, session timeouts, and token protection) for its software development and deployment tools?
	☐	☐	☐	☐	☐
	122
	Based on this scenario, what immediate steps would you recommend the organization?
	

	123
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.40:
	Susceptibility to Typo-Squatting Attacks
	*Background:*
Your organization's developers often use third-party libraries, but there's no mechanism in place to detect typos that could lead to typo-squatting attacks (downloading malicious packages with names similar to legitimate ones).

	124
	Given your current security measures, how likely is it that your organization lack of typo guard or typo detection mechanisms?

	☐	☐	☐	☐	☐
	125
	Based on this scenario, what immediate steps would you recommend the organization?
	

	126
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.41:
	Script Execution from Third-Party Libraries
	*Background:*
Your organization's software projects often include third-party libraries, but there's no system in place to prevent potential script execution from these libraries, potentially allowing malicious code execution.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	127
	Given your current security measures, how likely is it that your organization does not prevent script execution when dealing with third-party libraries, potentially allowing malicious code to be executed?
	☐	☐	☐	☐	☐
	128
	Based on this scenario, what immediate steps would you recommend the organization?
	

	129
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.42:
	Code Signing for Third-Party Libraries
	*Background:*
Your organization's software development practices do not include code signing for third-party libraries, making it harder to verify their authenticity.


	130
	Given your current security measures, how likely is it that your organization does not use code signing to verify the authenticity of third-party libraries?
	☐	☐	☐	☐	☐
	131
	Based on this scenario, what immediate steps would you recommend the organization?
	

	132
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.43:
	Third-Party Suppliers Lack Security Safeguards
	*Background:*
 Your organization has established comprehensive procurement processes, which include standardized contract templates with detailed security clauses. The legal team works closely with the cybersecurity department to ensure that all contracts with third-party suppliers incorporate relevant security safeguards. Despite these efforts, there have been some instances where suppliers requested changes to the standard contracts, and those modifications were approved without thorough review, leading to potential gaps in security safeguards.

Some suppliers resist and request modifications to requirements for third-party security audits. This could limit the organization's ability to verify the supplier's security practices.

	133
	Given your current security measures, how likely is it that your contracts with third-party suppliers lack necessary security safeguards?
	☐	☐	☐	☐	☐
	134
	Based on this scenario, what immediate steps would you recommend the organization?
	

	135
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.44:
	Inadequate Processes for Vetting Suppliers
	*Background:*
Your organization has implemented a formal process for vetting suppliers, which includes reviewing their policies and practices. However, the focus of this process has primarily been on financial stability and track record rather than a comprehensive evaluation of security measures. 

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	136
	Given your current security measures, how likely is it that your processes for vetting suppliers are inadequate?
	☐	☐	☐	☐	☐
	137
	Based on this scenario, what immediate steps would you recommend the organization?
	

	138
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.45:
	Monitoring of Supplier Performance
	*Background:*
Your organization does not monitor supplier performance for cyber security practices.

	139
	Given your current security measures, how likely is it that your organization fails to adequately monitor supplier performance in terms of security compliance?
	☐	☐	☐	☐	☐
	140
	Based on this scenario, what immediate steps would you recommend the organization?
	

	141
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.46:
	Supplier Compliance Monitoring
	*Background:*
Your organization's contracts with software suppliers specify adherence to certain security standards, but there's insufficient enforcement and auditing of this adherence.


	142
	Given your current security measures, how likely is it that your organization does not enforce or monitor the adherence of its suppliers to security regulations and standards?
	☐	☐	☐	☐	☐
	143
	Based on this scenario, what immediate steps would you recommend the organization?
	

	144
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.47:
	Network Disruptions
	*Background:*
Your organization has a basic firewall in place and some standard security measures. However, there's been no recent investment in advanced network security solutions or tools, and the last comprehensive security assessment was conducted over a year ago.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	145
	Given your current security measures, how likely is it that your organization could experience network disruptions due to inadequate network security infrastructure?
	☐	☐	☐	☐	☐
	146
	Based on this scenario, what immediate steps would you recommend the organization?
	

	147
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.48:
	Encryption Protocols
	*Background:*
Your organization's wireless network was set up a few years ago. While initial security configurations followed the standards of the time, there have been no recent reviews or updates to the encryption protocols in use. The IT department has been occupied with other priorities, and encryption updates haven't been on their agenda.

	148
	Given your current security measures, how likely is it that your organization could use outdated or weak encryption protocols (like WEP), which can make a Wi-Fi network an easy target for attackers?
	☐	☐	☐	☐	☐
	149
	Based on this scenario, what immediate steps would you recommend the organization?
	

	150
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.49:
	Wi-Fi Passwords
	*Background:*
Your organization uses commercial grade Wi-Fi routers for network connectivity, but has not changed the default passwords on some of these devices.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	151
	Given your current security measures, how likely is it that your organization could use default Wi-Fi passwords?
	☐	☐	☐	☐	☐
	152
	Based on this scenario, what immediate steps would you recommend the organization?
	

	153
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.50:
	Guest Network Security
	*Background:*
Your organization provides a guest network for visitors to use. However, this network is unsecured and does not require a password to connect, allowing unrestricted access.

	154
	Given your current security measures, how likely is it that your organization could use an unsecured and open access guest network?
	☐	☐	☐	☐	☐
	155
	Based on this scenario, what immediate steps would you recommend the organization?
	

	156
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.51:
	Wi-Fi Network Security
	*Background:*
Your organization has multiple Wi-Fi networks set up for different departments. While the main office Wi-Fi uses modern encryption, some of the auxiliary networks were set up without revisiting their encryption settings. 

	157
	Given your current security measures, how likely is it that your organization could use an unencrypted or poorly encrypted Wi-Fi network which is vulnerable to man-in-the-middle attacks, where the attacker intercepts the data being sent between a user's device and the Wi-Fi router?
	☐	☐	☐	☐	☐
	158
	Based on this scenario, what immediate steps would you recommend the organization?
	

	159
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	

	Scenario 1.52:
	Service-level Agreements (SLAs):
	*Background:*
Your organization collaborates with multiple third-party vendors, and while contracts are in place with most of them, formal SLAs detailing specific system information exchange requirements have not been consistently established. Additionally, even in instances where these SLAs exist, there's no dedicated team to monitor and enforce their compliance, leaving potential gaps in ensuring data security and privacy.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	160
	Given your current security measures, how likely is it that service-level agreements (SLAs) are not properly established and enforced to ensure compliance with system information exchange requirements, introducing the risk of security or privacy violations?
	☐	☐	☐	☐	☐
	161
	Based on this scenario, what immediate steps would you recommend the organization?
	

	162
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	




	Scenario 1.53:
	Single SaaS Provider Dependency
	*Background:*
Your organization recently adopted a new SaaS solution for its core operations, believing it to offer unparalleled functionalities. Due to the immediate operational benefits and cost savings, the transition to this particular SaaS has been rapid, leading other backup SaaS options to be disregarded. Now, the majority of your operations heavily rely on this single SaaS provider.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	163
	Given your current security measures, how likely is it that your organization could become dependent on a single SaaS provider without backup options?
	☐	☐	☐	☐	☐
	164
	Based on this scenario, what immediate steps would you recommend the organization?
	

	165
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	



	Scenario 1.54:
	Contingency Plans for SaaS Applications
	*Background:*
As your organization integrated more SaaS applications, the focus remained on seamless operation and increasing productivity. However, in this haste, standardized backup and contingency plans for these applications were not thoroughly developed, leaving a potential vulnerability in data recovery and application downtime scenarios.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	166
	Given your current security measures, how likely is it that your organization could lack contingency plans and data backup options for SaaS applications?
	☐	☐	☐	☐	☐
	167
	Based on this scenario, what immediate steps would you recommend the organization?
	

	168
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	



	Scenario 1.55:
	Cloud Data Encryption Practices
	*Background:*
While your organization has embraced cloud services, its data encryption practices are based on older standards. The evolving threat landscape and the increasing sophistication of cyber-attacks have highlighted some potential gaps in the organization's cloud encryption methods.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	169
	Given your current security measures, how likely is it that your organization's cloud data encryption practices could be insufficient?
	☐	☐	☐	☐	☐
	170
	Based on this scenario, what immediate steps would you recommend the organization?
	

	171
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	



	Scenario 1.56:
	Contingency Plans for SaaS Applications
	*Background:*
With the proliferation of cloud services in your organization, managing access controls became more challenging. Some departments started using cloud services independently without consulting IT, resulting in non-uniform and occasionally lax access control implementations.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	172
	Given your current security measures, how likely is it that your organization's cloud access controls could be poorly managed?
	☐	☐	☐	☐	☐
	173
	Based on this scenario, what immediate steps would you recommend the organization?
	

	174
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	




	Scenario 1.57:
	Management of SaaS APIs and Integrations
	*Background:*
To enhance functionality and integration among tools, your organization uses various APIs across its SaaS applications. However, due to the rapid pace of integrations and the diverse set of applications, managing and securing these APIs consistently has become challenging.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	175
	Given your current security measures, how likely is it that your organization's SaaS application programming interfaces (APIs) and integrations could be poorly managed?
	☐	☐	☐	☐	☐
	176
	Based on this scenario, what immediate steps would you recommend the organization?
	

	177
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	




	Scenario 1.58:
	SaaS Access Controls and Permissions
	*Background:*
The organization's transition to multiple SaaS platforms was carried out swiftly to keep up with business demands. In some instances, default permission settings were retained, and granular access controls were overlooked, which might expose sensitive functionalities or data.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	178
	Given your current security measures, how likely is it that your organization's SaaS applications might have insufficient access controls and permission settings, potentially exposing sensitive data or functionalities?
	☐	☐	☐	☐	☐
	179
	Based on this scenario, what immediate steps would you recommend the organization?
	

	180
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	






	Scenario 1.59:
	Data Encryption for Data-at-rest and Data-in-transit in SaaS
	*Background:*
As your organization integrated more SaaS applications, the focus remained on seamless operation and increasing productivity. However, in this haste, standardized backup and contingency plans for these applications were not thoroughly developed, leaving a potential vulnerability in data recovery and application downtime scenarios.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	181
	Given your current security measures, how likely is it that your organization's data encryption for data-at-rest and data-in-transit in SaaS applications could be insufficient?
	☐	☐	☐	☐	☐
	182
	Based on this scenario, what immediate steps would you recommend the organization?
	

	183
	Your suggestions: Do you have any suggestions on how to improve the clarity of the questions asked?
	


































	USER ASSETS

	Scenario 2.1:
	Third-Party Vendors Using Personal Devices
	*Background:*
Your company has a longstanding relationship with a third-party vendor that provides key business services. Their employees work from different locations around the world, and often use their personal devices to perform their duties. Despite repeated instructions, there is no comprehensive cybersecurity policy in place to ensure that these devices are secure. 

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	1
	Given the scenario, how likely is it that non-enterprise users in the supply chain, using personal devices without adhering to your organization's security policies, could introduce malware or other malicious software into your enterprise network?
	☐	☐	☐	☐	☐
	2
	How large would be the potential impact if a non-enterprise user in the supply chain disrupts or damages enterprise systems or data through malicious intent or negligence?

	☐	☐	☐	☐	☐
	Scenario 2.2:
	Unauthorized Access to User Authentication Software
	*Background:*

The authentication software primarily manages access to medium-priority data, such as inter-departmental communications, certain project specifics, and employee schedules. There are occasions where third-party vendors or external developers are granted temporary access to this system. This might be because they are working on specific projects that require collaboration with internal teams, or they need to access certain schedules or resources that are critical for their tasks. 

Third-party vendors and external developers are only provided access as per project requirements, and it is always temporary, subject to strict monitoring.

Note: For the purposes of this scenario, you can assume that the authentication software itself has a robust security posture against software-related vulnerabilities. Also, for the organization's most sensitive data like financial records or privileged accounts, there's an additional layer of authentication, providing an added barrier against unauthorized access.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	3
	Given the scenario, how likely is it that external developers or third-party vendors could access data or resources beyond their assigned permissions using the authentication software?
	☐	☐	☐	☐	☐
	4
	How large would be the potential impact if unauthorized personnel, such as developers or third-party vendors, accessed the authentication software, leading to compromised credentials or other sensitive data?
	☐	☐	☐	☐	☐
	Scenario 2.3:
	Role-Based Access Control System Inadequacies
	*Background:*

Your organization manages highly sensitive supplier-related data, including contracts, payment details, and strategic collaboration agreements. The data is stored in a centralized system, and access is managed through an internal role-based access control system. 

Although periodic reviews of user access rights are conducted, the frequency and comprehensiveness of these reviews vary across departments. Some teams, due to their dynamic nature, often see rapid changes in roles and responsibilities, leading to potential access rights discrepancies.


	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	5
	Given the scenario, how likely is it that internal users could access supplier-related data beyond their designated roles and responsibilities?

	☐	☐	☐	☐	☐
	6
	How large would the potential impact be if unauthorized internal users accessed sensitive supplier-related data, leading to data leaks or misuse?

	☐	☐	☐	☐	☐
	Scenario 2.4:
	Unauthorized Access to Privileged Accounts
	*Background:*

Your organization regularly contracts out projects and tasks to third-party vendors and contractors. These contractors are provided with unique privileged accounts to access specific resources within your enterprise network, tailored to their specific project needs. 

These resources often include proprietary designs, confidential project specifications, financial data, and strategic plans. The access control policies dictate that each contractor should only have access to the resources necessary for their tasks. 

However, due to the intricate nature of the enterprise network and the overlapping nature of some projects, the boundaries between what each contractor should access can become blurred. The policies, while in place, have not been updated to reflect the precise delineations and complexities of modern project requirements. 

Unauthorized access by one contractor to another's designated resources could lead to sensitive data being viewed, altered, or even taken, potentially jeopardizing business strategies, finances, and reputation.

	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	7
	Given this scenario, how likely is it that one contractor would gain unauthorized access to resources or data meant specifically for another contractor?
	☐	☐	☐	☐	☐
	8
	How large would the potential impact on the organization if one contractor gains unauthorized access to resources or data meant specifically for another contractor?
	☐	☐	☐	☐	☐
	Scenario 2.5:
	Unauthorized Access through External Supplier's System
	*Background:*

Your organization is engaged in critical operations that require collaboration with several contractors. These contractors play vital roles in essential parts of the organization, from software development to infrastructure maintenance and strategic planning.

Your IT department has developed a policy that outlines the criteria for devices and software used by these contractors. The policy mandates that all contractor devices must have the latest security patches and should be vetted before connecting to the organization's network. Similarly, any software installation needs prior approval from the IT team.



	No
	Question 
	Very Low
1
	Low
2
	Medium
3
	High
4
	Very High
5

	9
	Given this scenario, how likely is it that contractors or suppliers might introduce unauthorized devices or software into your environment?
	☐	☐	☐	☐	☐
	10
	How large would the potential impact on your organization if contractors or suppliers introduce unauthorized devices or software, which may lead to unauthorized access, data breaches, or system malfunctions?
	☐	☐	☐	☐	☐
	Scenario 2.6:
	Non-Enterprise User Access Scenario
	*Background:*

Your organization works with numerous non-enterprise users in the supply chain who often use their personal devices for accessing the enterprise systems. Despite having measures such as two-factor authentication and endpoint security software, you've noticed several significant security incidents in the past.

	11
	Given this scenario, how likely is it that non-enterprise users in the supply chain are not mandated to adhere to your organization's security policies when accessing enterprise systems?
	☐	☐	☐	☐	☐
	12
	Authentication Software Security
	*Background:*

Your organization enforces strict policies on access to the authentication software. Regular audits are conducted to verify adherence to the access control policies to the authentication tool. Any deviations or unauthorized access attempts are flagged for immediate review. 

	    13
	Given the current policies, how likely is it that gaps or ambiguities in the role-based access controls could permit external developers or third-party vendors unintended access to the authentication software?
	☐	☐	☐	☐	☐
	Scenario 2.7:
	Access Control Effectiveness:
	*Background:*

The organization's role-based access control (RBAC) system was designed to automatically assign or revoke access rights based on roles and responsibilities. A sophisticated logging system is integrated into the RBAC to track any changes to user roles and corresponding permissions. 

Although periodic reviews of user access rights are conducted, the frequency and comprehensiveness of these reviews vary across departments. Some teams, especially those involved in critical projects, use agile methodologies which lead to rapid changes in roles and responsibilities. Due to the fast-paced nature of these projects, sometimes access rights are manually adjusted to expedite processes, bypassing standard RBAC protocols. This, combined with the infrequent reviews, may lead to potential access rights discrepancies.

	14
	Given this scenario, how likely is it that your role-based access control systems are ineffective, causing improper access permissions and increasing the risk of security breaches?
	☐	☐	☐	☐	☐
	Scenario 2.9:
	Privileged Account Access Control
	*Background:*

Your organization has a well-documented policy in place to manage the segregation of data for contractor personnel. Privileged accounts for these contractors are meticulously managed through a Privileged Access Management (PAM) system. The policy is regularly reviewed and adjusted to keep pace with project changes. While occasional minor discrepancies in access rights have been noted, they are often quickly corrected and are limited to non-sensitive data.
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	Given this scenario, how likely is it that a contractor could gain access to resources or data meant specifically for another contractor ?
	☐	☐	☐	☐	☐
	Scenario 2.10:
	Policy implementation for supplier/contractor technologies
	*Background:*

Your organization has a strict policy regarding the introduction of devices or software into the environment. All devices and software must be authorized and vetted by the IT department before being deployed. Contractors are also required to follow these policies. 
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	Given this scenario, how likely is it that your organization's policy might inadvertently allow a contractor to introduce unauthorized devices or software into your environment?
	☐	☐	☐	☐	☐
	Scenario 2.12:
	Contractor/Supplier Training
	*Background:*

Your organization doesn't have specialized training programs for contractors and suppliers regarding security best practices. However, upon onboarding, they are briefly informed about the importance of using only authorized devices and software within the enterprise environment.
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	Given this scenario, how likely is it that your organization neglects to provide training or awareness programs tailored for contractors and suppliers, educating them on the importance of using authorized devices and software?
	☐	☐	☐	☐	☐















