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Abstract—The feasibility of continuous variable quantum key
distribution (CV-QKD) is considered in the Terahertz (THz)
band, experiencing time-varying and frequency-selective fading.
Advanced multi-carrier modulation is required for improving the
secret key rate (SKR). However, the hostile quantum channel
requires powerful classical channel coding schemes for main-
taining an adequate reconciliation performance. Against this
background, for the first time in the open literature, we propose
a multi-carrier quantum transmission regime that incorporates
both orthogonal frequency division multiplexing (OFDM) and
orthogonal time frequency space (OTFS) transmission over
doubly selective fading THz channels. Furthermore, we propose
a modified multi-dimensional reconciliation algorithm for CV-
QKD, facilitating the integration of OFDM/OTFS quantum
transmission with low-density parity check (LDPC) coded key
reconciliation. Moreover, we harness multiple-input multiple-
output (MIMO) beamforming for mitigating the severe THz path
loss. Our SKR analysis results demonstrate that the proposed
OTFS-based and LDPC-assisted CV-QKD system is capable
of outperforming its OFDM counterpart in mobile wireless
scenarios. Moreover, we also demonstrate that increasing the
MIMO dimension reduces the transmission power required for
achieving the secure transmission distance target.

Index Terms—Orthogonal frequency division multiplexing
(OFDM), orthogonal time frequency space (OTFS), low-density
parity check (LDPC), continuous variable quantum key distribu-
tion (CV-QKD), multiple-input multiple-out (MIMO), Terahertz
(THz), secret key rate (SKR).

I. INTRODUCTION

Quantum key distribution (QKD) is capable of support-
ing ultimate information security in communication systems
[1]-[8]. More explicitly, a QKD scheme instructs both the
transmitter (Alice) and the receiver (Bob) to encrypt their
confidential messages using their reconciled keys generated
at both sides. This so-called QKD-based cryptosystem pos-
sesses the capability of eavesdropping detection based on the
no-cloning theorem and Heisenberg’s uncertainty principle.
Recently, continuous variable QKD (CV-QKD) has attracted
substantial attention from both academia and industry. For
CV-QKD either homodyne or heterodyne detection is utilized,
which has convenient compatibility with the operational com-
munication network infrastructure [2], [9]. As a further benefit,
CV-QKD is capable of providing a higher key rate [10]—[[13]]
than its discrete variable QKD (DV-QKD) counterpart, since
its associated homodyne or heterodyne detection offers the
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prospect of high detection efficiency. This is beneficial, be-
cause a wide range of quantum-safe services such as banking,
healthcare and government affairs might be supported not only
in the ideal infinite block-length scenario [[14], but also in the
finite-block-length regime [[15].

Moreover, to meet the explosive data-rate demand of next-
generation communication systems, the substantial available
bandwidth of the Terahertz (THz) range has motivated a lot
of research efforts [16], [[17]]. Furthermore, compared to free-
space optical (FSO) links, THz transmission is more robust
to the presence of dust, fog and atmospheric turbulence, but
its particle-like behaviour is less pronounced. Nonetheless, the
feasibility of CV-QKD has also been considered in the THz
band [[18]—[21]. Furthermore, in order to improve the secure
transmission distance limited by the high path loss of the THz
band, multiple-input multiple-output (MIMO) techniques have
been adopted in [22]|-[25]]. Moreover, the orthogonal frequency
division multiplexing (OFDM) waveform also used in 4G and
5G, has been introduced to support CV-QKD in the THz band
for the sake of mitigating the detrimental multipath effect of
wireless channels [26]]-[35]].

Table || summarizes the state-of-the-art CV-QKD schemes,
with a focus on using OFDM to improve the secret key
rate (SKR) in wireless THz channels. Briefly, an OFDM-
based CV-QKD scheme was proposed for optical fibre trans-
mission in [26]-[30]], [32], where both the security level
and the SKR were investigated. Moreover, realistic imperfect
modulation was considered in [30], while a singular value
decomposition based method was invoked for the reliable
simultaneous transmission of multiple data streams in [32].
It was demonstrated in [32] that both the maximum key rate
attained at a specific distance and the overall maximum secure
transmission distance can be improved with the aid of the
OFDM technique. Secondly, an OFDM-based CV-QKD FSO
link was established in [31], which took into account the
impact of scintillation intensity, phase noise and the number of
subcarriers on the system performance. As a further advance,
the authors of [35] analyzed the performance of CV-QKD
over FSO quantum channels with a focus on the theoretical
derivation of the SKR. Thirdly, the SKR performance of an
OFDM-based CV-QKD scheme operating in the THz band
was analyzed both in indoor environments and in inter-satellite
links in [33]], where the effect of sub-channel crosstalk caused
by the imperfection of optical devices was considered as
well. Finally, a realistic imperfect modulation scenario was



TABLE I: Novel contributions of this work in comparison to the state-of-the-art THZ CV-QKD schemes.

Contributions

[ This work | [34] | [33] | (321 | (311 | 1301 | 1291 | 1281 | 27) | 1261 | 1351 | (181 | 1201 | 1221 | 23] |
7 v [V [ V7 Y

Optical fibre

FSO v v

Terahertz v v v v v v
SISO v v v v v v v v v v v v v v
MIMO v v v
Beamforming v v v
Frequency selective v v v v v v v v v v v

Time-invariant fading v v v v v v v v v v v v v v v
Time-varying fading v

OFDM v v v v v v v v v v v

OTFS v

considered for OFDM-based CV-QKD in [34ﬂ A specific
modulation noise model was proposed for OFDM-based CV-
QKD and the authors investigated the effect of both Gaussian
and discrete modulation cases. It was demonstrated in [34]
that the asymptotic SKR can be improved by increasing the
number of sub-carriers even for realistic discrete modulations.

However, all of the OFDM aided CV-QKD schemes investi-
gated operate based on the assumption of time-invariant fading
channels in stationary scenarios. In reality, wireless users move
freely and their mobility leads to the Doppler effect. The
real-world time-varying frequency-selective fading channels
destroy OFDM’s subcarrier orthogonality and degrade the
OFDM performance. Yet these deleterious effects have not
been investigated in the context of CV-QKD. As a remedy,
a new waveform termed as orthogonal time frequency space
(OTFS) modulation has been recently proposed for classical
wireless communication in the face of time-varying and fre-
quency selective fading channels [36]-[41]. More explicitly,
the OTFS scheme transforms the time-varying frequency-
selective fading experienced in the time-frequency (TF) do-
main into quasi-static flat fading in the delay-Doppler (DD)
domain. As a result, channel estimation in the DD domain
requires less frequent updates, while OFDM’s intercarrier
interference (ICI) caused by user mobility is also mitigated.
At the time of writing, the novel OTFS schemes have not been
harnessed in CV-QKD systems.

Against this background, for the first time in the open
literature, we propose a multi-carrier framework for support-
ing both OFDM and OTFS aided low density parity-check
(LDPC) coded CV-QKD reconciliation systems. Time-varying
frequency-selective fading, which is a typical high mobility
scenario in space-air-ground integrated networks (SAGIN)
[2]-14]], [40], is considered for a THz channel, where both
single-input single-output (SISO) and MIMO beamforming
setups are considered. As demonstrated by Table [, the novel
contributions of this work are as follows:

o Firstly, a multi-carrier OFDM based LDPC assisted CV-
QKD reconciliation scheme is established and studied.
This is different from the existing literature both in terms
of the quantum transmission and reconciliation process,
which operate in the face of time-varying and frequency-
selective THz propagation.

The imperfect modulation entails the in-phase and quadrature-phase im-
balance and intermodulation distortion in [34].

¢ Secondly, for the first time in the open literature, an
OTFS based quantum transmission scheme is proposed
for LDPC coded CV-QKD, which is capable of relying
on the same multi-carrier infrastructure as its OFDM
counterpart, while providing improved performance in the
face of time-varying THz scenarios.

e Thirdly, in order to facilitate LDPC assisted CV-QKD
reconciliation for both OFDM and OTFS, a new mapping
scheme is devised for our post-processing aided multi-
dimensional reconciliation (MDR) process, where realis-
tic channel fading is taken into account. This is different
from the existing MDR schemes found in the open
literature, where a binary-input additive white Gaussian
noise (BI-AWGN) based quantum channel is assumed
[42].

o Fourthly, in order to improve the quantum transmission
distance attained in the face of severe THz path loss,
MIMO beamforming is conceived based on statistical
channel state information (CSI), where analog beamform-
ers are conceived based on line-of-sight (LoS) propaga-
tion without requiring full knowledge of the multipath
CSI at the transmitter.

« Finally, our analysis and simulation results demonstrate
that the proposed OTFS-based CV-QKD is capable of
outperforming its OFDM counterpart in terms of its
SKR, when the user mobility is increased. Moreover, our
performance results also demonstrate that the proposed
MIMO beamforming scheme is capable of improving
secure CV-QKD transmission for both OTFS and OFDM.

The rest of this paper is structured as follows. Our SISO
OFDM/OTFS CV-QKD system is conceived in Section (Il
which introduces the CV-QKD system model, OFDM and
OTFS quantum transmission as well as the modified MDR
for THz fading. The MIMO OFDM/OTFS CV-QKD system is
proposed in Section[[TT} which is followed by the SKR analysis
in Section Our simulation results are presented in Section
Finally, our conclusions are offered in Section

Notations: In this paper, bold uppercase A and lowercase
a represent matrices and vectors, respectively. For matrices,
Alm,:] and A[:, n] represent the mth row and the nth column
of a matrix A, respectively. Moreover, A[m,n] represents
the element at the mth row and nth column of a matrix A.
For vectors, a[m| represents the mth element of a vector
a. The operation (-)* represents the conjugate of a scalar
or a vector. The operations (-)~%, (-)" and (-)" denote the
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Fig. 1: CV-QKD protocol diagram of OFDM/OTFS LDPC-
aided scheme. Note that the reconciliation part is the same as
that in [42].

inverse of a matrix, the transpose and Hermitian transpose
of a matrix, respectively. ||-|| denotes the Frobenius norm. The
operations of Re(-) and Jm(-) take the real and imaginary part
of a complex value, respectively. diag (a) represents a square
diagonal matrix formed by vector a. rem(a,b) returns the
remainder after division of a by b. E(-) takes the expectation
of random variables.

II. SYSTEM MODEL OF SISO OFDM/OTFES BASED
CV-QKD

In this section, firstly the CV-QKD system model is re-
viewed. Then the proposed OFDM/OTFS quantum trans-
mission as well as our modified MDR designed for LDPC
assisted CV-QKD are introduced. We note that LDPC codes
are used by the syndrome-based reconciliation process and it
is assumed that the classical transmission is perfect, which is

the common assumption in the open literature [42[]—[44].

A. CV-QKD System Model

The classic CV-QKD protocol [42] is summarized in Fig. [T}
where the reverse reconciliation (RR) process using MDR
mapping is highlighted.

More explicitly, firstly, Alice maps the Gaussian distributed
random variables S to the frequency-domain (FD) subcarriers
of OFDM or s to the DD of OTFS, which are transmitted
with the aid of OFDM/OTFS through wireless THz channels.
The random variables received by Bob are firstly equalized in
the FD or DD for OFDM and OTEFS, respectively, leading
to the decision variable of z in the FD or z in the DD
that is equivalent to the noise-contaminated version of the
transmitted Gaussian variables. Secondly, in the sifting stelﬂ
Alice and Bob synchronize their preparation and measurement

2Note that homodyne detection is used in our proposed scheme, which is
different from the heterodyne detection based scheme, since no key sifting
process is required. Further related discussions can be found in [2].

basis, providing input variables for the MDR process as § at
Alice’s side and z at Bob’s sides. Thirdly, in the RR step,
the MDR mechanism is invoked for mapping the modulated
version u? of the binary data b to the normalized random
variables z' after either OFDM or OTFS detection at Bob’s
side. Alice invokes the agreed MDR function M(%’, u”) for
mapping the normalized random variable §’ of the OFDM or
OTEFS transmitted symbols to u“, which is the contaminated
version of u”. Then the LDPC syndrome s” generated
based on the key is sent from Bob to Alice, so that Alice’s
LDPC decoder can apply error correction to u” for mitigating
the noise-contamination of the raw quantum data. Finally,
privacy amplification is applied for reducing Eve’s proability
of successfully guessing the key. The detailed MDR process
will be elaborated on in Sec.

B. OFDM/OTFS based quantum transmission

In this section, the OFDM scheme of Fig. [2| and the OTFS
scheme of Fig. 3] are introduced for quantum transmission over
wireless THz channels. The OFDM and OTFS notations in
the time-domain (TD), FD and DD domain are summarized
in Table [

TABLE II: OFDM and OTFS notations.

TD FD DD domain
Transmitter | Syp,m Sn,m Skl
= =~ kp(nMIm—I
Channel hnmi | hnm hpwzvﬂ(\? )
Receiver Yn,m Ynm | Ykl

1) OFDM based quantum transmission: As portrayed by
Fig. 2] the OFDM transmitter maps the data-carrying symbols
to the nth OFDM symbol in FD as §,, € C*1, and then they
are transformed to the TD via the inverse discrete Fourier
transform (IDFT), which can be expressed as

s, = Fis,, (1

where Fj; € CM*M denotes the discrete Fourier transform
(DFT) matrix. Meanwhile, the relationship of preparation
thermal noise between FD and TD can be represented as
Sop = Ffﬁon, which is the same as in . The received
TD signal can be expressed af’}

L—1
Yn,m =V T E hn,m,lsn,<’m—l>M
=0
1 (2)
+ vV T E hn,m,l£0n,<mfl>M + v 1- TSEn,ma
=0

where T represents the channel transmissivity, Ay, ,,; models
the faded channel impulse response (CIR) from the Ith time
delay line (TDL) tap, with L representing the maximum TDL
tap, and sp represents the additive white Gaussian noise

3 We note that the input-output relationship of both and 1) are direct
extensions of the beam splitter models found in [[18]], [22]-[24], [31]-[33],
[45], where doubly selective fading is introduced in our system. Furthermore,
we will demonstrate in this treatise that given the same beam splitter channel
model, the choice of waveforms between OFDM and OTFS as well as their
detector designs have significant impact on the SKR.
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Fig. 2: System diagram of OFDM transmission scheme.

(AWGN) introduced by Eve to extract the key information
[22]. Based on (2), the TD matrix form is given by

Yo = VTH,s, + VTH,so, + V1 - Tsp, (3a)
=VTH,, (s, + so,,) + V1 — Tsg, (3b)
= ﬁHnsn + v, (3c)

where H,, € CM*M and sp € CM*! model the faded CIR
matrix. Following this, the received TD signal is transformed
into the FD by DFT as follows:

n=Fuayn = VTH,5, + ., )
where ¥,, = VTH,,s0,, + V1 — Tsg,.

In time-invariant and frequency-selective fading, the CIR
matrix H of is circulent, i.e. row m + 1 is a right shift of
row m, leading to a diagonal matrix for H,=F MHnFJ\H/[. As
a result, the OFDM subcarriers are orthogonal to each other,
leading to the following element-wise input-output relation-
ship:

ymm = \/Thn,ﬁgn,ﬁ + in,ﬁa 5)

where En’m = lefol hn’mﬁlw&m is the mth diagonal

element in H,,, and I, .1 stands for the fading gain in the TD.
Therefore, single-tap FD equalization (FDE) can be invoked
as follows:

= Y/ P, 0 <0< M — 1. (6)

Zn,m

However, when the fading channel becomes time-varying in
the face of the Doppler effect, especially when the Doppler
frequency fp becomes comparable to the subcarrier spacing
(SCS) Af, the OFDM subcarrier orthogonality no longer
holds, which imposes ICI. As a result, the TD fading matrix
has to be equalized as a whole, leading to the following FD
minimum mean squared error (FD-MMSE) detector:

_ —Hes -1
7o = (H,H, + NoLyy ) H,y,, )

where Ny represent the power of the AWGNEI
2) OTFS based quantum transmission: As portrayed by
Fig. 3] the OTFS transmitter modulates a total number of

M—1
N M symbols in the DD domain as {{Sk,l}k:o }z , which

is transformed into the FD via the inverse symplectic finite
Fourier transform (ISFFT):

,_.

| No1M-d
Spm = Sk loJNwM , ()

VNM k=0 [=0

4Note that the value of Ny is to evaluate the noise level as the signal power
is normalized to 1 in simulation. But both the realistic signal and noise powers
will be elaborated in Sec. [[V]

Time-Frequency Domain
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v

Fig. 3: System diagram of OTFS transmission scheme.

where n, m, k and [ refer to the symbol index, sample index,
Doppler index and delay index, respectively. Furthermore, the
DD domain symbol sy j; is used to represent the preparation
thermal noise and the corresponding signal in FD can be
derived into S, ., using the same operation in . Then,
an IDFT operation is applied to the FD signal 5,, 7, hence the
TD signal is generated as

1 M-1 N—-1
—= mm ~ nk
— Z Sn,mWarr = = Z Sk,mWy - 9
M m=0 N k=0

The same operation from (9) can be applied to the FD signal
go,n,m to get S0,n,m-

Sn,m =

Accordingly, the received TD signal can be expressed as
M+M, 1
IZ hpw Mz\rrl( M)t p]5n7<m_lp>M

n(M+M )+m—ip]
+ f 5 h Cp P 50,n,<m—lp>M

p=0

+\/1_T8Enm

/ [n(M+Mcp)+m—L,)
- Z h’p ]V? i Sn1<m7lp>M +'Un,ma

(10)

where P paths fall into L resolvable TDL, i.e. P = Z =0 Pl,

while h and M., represent the fading gain and the length

of the cyclic prefix (CP), respectively. Following this, the
received FD signal is obtained by the DFT as follows:

M-1
_ - —mm
yn,m - Z yn mWw
1\4 1P 1 (11)
E g h pSn,<m—1lpy>nr "
m=0 p=0
k: pn(M+Mcp)+m—1,] _an_Ff o
]MN Whr Un,m-

Finally, the DD domain signal can be obtained by using the
symplectic finite Fourier transform (SFFT) operation as

N—-1M-1

Zzynm —nk ml

nOmO

Yt =

B 12)
Jep (1—1

= \/TthwM](V R kp> Ny <l—lp>ar T Vk,l-

There are two ways of appending CP in OTFS, namely the one
using a single CP for the entire OTFS frame and the other one
where a CP is inserted in each symbol duration. If a single CP
is added to the entire OTFS frame, the TD circular convolution



of (I0) becomes M N-periodic according to

P-1
T kp[nMA4m—l1y,]
Yn,m :\/T E hprpN P S cnMam—I>nn

< (13)
+ Vn,m,
where
Sn,<m—1>n m > l
] — = ’ . 14
<nM+m—I>pyN { Sn71,<mfl>]\/[7 m < l ( )

As a result, the input-output relationship of (I2) becomes [40]

P—-1
Uk =VT Z BT (ks L Ky Up) S <ty > <I—1p> s
p=0

+ Vg 1,

where the DD index-based phase rotations are defined as

15)

kp(<l=lp>nr)

~ w [ >1
Tk, kp,lp) = MN > _ =p
o { D llote) i (st an), gt

In summary, the OTFS input-output relationship of (I2) and
(T3) can be expressed in the following matrix form:

y =VTHS + v,

where y € CMN*1 and the xth element of y is given by

y[s] = Y, where k = |{7], [ = & — kM. Similarly, the
xth elements of s € CMN*! and of v € CMN*1 are given
by 's;[/f] = Sk, and V[K] = vy, respectively, where v =
\~/TH§0+\/ 1 — T'sg. Moreover, the DD domain fading matrix
H ¢ CMNXMNjg time-invariant and sparse, where the non-
zero elements are given by ITIH = ﬁpwﬁ%_lz’) and I?I,{ L=
ﬁpf(k, I, kp,1p) for and , respectively. Based on ,
the DD-MMSE detector can be formulated as

A7)

o~ -1 .
7= (HHH + NOIMN> Hy. (18)
C. Modified MDR for OFDM/OTFS in Doubly Selective THz
Channels

As portrayed in Fig. [I] the MDR process [42]], [46] is
employed for enhancing the CV-QKD performance in THz
quantum channels, which is summarized as follows:

1) Bob generates the secret key b using a quantum random
number generator (QRNG). An LDPC syndrome s”
generated based on the key is transmitted to Alice in
a classical channel in preparation for error correction.

2) The Gaussian variables § are transmitted by Alice either
in the FD based on OFDM as § or in the DD domain
based on OTFS as s, as shown in Fig.

3) Bob maps the key onto a D-dimansional unit-radius
sphere u”. For this work, we use D = 8 as suggested

in [42], [46], resulting in the 8-dimensional unit-radius
(—1)Pi(®  (—1)Pi(D (=1)Pi(P—1)

sphere of u? = e R, R TR v ,
where ¢ represents the ith segment in the MDR pro-

cess. The MDR mapping function ensures that the
ideally error-free transmission of Gaussian variables
leads to the same unit-radius sphere at the receiver, i.e.,
M(8],uP)sl = ul

) 7"
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Fig. 4: An example of transmission arrangements for (a)
OFDM- and (b) OTFS-LDPC assisted CV-QKD, where N =
M = 16.

4) On Bob’s side, the Guassian variables are received and
equalized either in the FD as z based on the OFDM
scheme of (6) and (7) or in the DD domain as z based
on the OTFES of (I8), providing input to the receiver’s
MDR process as z. The MDR mapping function that

ensures M(z},uP)z;, = u? is sent from Bob to Alice
through a classical channel.

5) Alice demodulates &' based on the MDR mapping
function, producing soft-decision log likelihood ratios
(LLRs) for the LDPC decoder to recover the key with

the aid of the syndrome-based side information.

However, the conventional MDR found in [47]], [48] gen-
erally assume a BI-AWGN channel, where the noise variance
of LLR computation is uniform across all received Gaussian
variables. By contrast, the OFDM FDE decision variables
Zm in (B) have a noise variance that remains constant for
each subcarrier index in time-invariant fading, but it varies
from subcarrier to subcarrier. The OFDM FD-MMSE decision
variables z[m] in have a noise variance that is consistent
for each subcarrier index in doubly selective fading. Moreover,
the OTFS DD-MMSE decision variables have a noise variance
that is always consistent for each DD index. In light of this,
we propose to modify both the OFDM and OTFS transmission
arrangement for MDR, which is exemplified by Fig. [ so
that the MDR demapper produces reliable LLRs based on



consistent noise variance.

More explicitly, the parameters of M = 16 and N = 16
are used for the D = 8 MDR of OFDM/OTES in Fig. {]
Therefore, an LDPC block length of Ngge = 2048 in-
cludes Ny = Npgc/(M x N) = 2048/(16 x 16) = 8
OFDM/OTFS frameﬂ For the OFDM transmission of Fig.

each (M x N) = (16 x 16)-element OFDM symbol block
is devided into Ng, = N/D = 16/8 = 2 sub-blocks of
(M x D) = (16 x 8) elements, so that each MDR segment

is formed by D = 8 FD symbols on each subcarrier. This
arrangement that represents the <th sejgment is denoted as

SMDR — [GMDR ... gMDR ... MDR 17 \where sMDR g —

0,1,...,D — 1 represents the dth element in the zth segment,
and the relatlonshlp between 5% and 5, . is as follows:
BTN =5, o when i = [n/D] - M +m+o(N/D-M) and
d= rem(n D) wheren=0,1,.... N—-1,m=0,1,.... M —1
and o = 0,1,...,Ny; — 1. For the OTFS transmission ar-

rangement of Fig. [4bl a total number of D = 8 symbols
on each DD index form a MDR segment, the ith of which

is denoted as sMDR = [$MPR, - SMPR, - SMBRL )T, where
SR, d =0,1,. — 1 represents the dth element in the
ith segment, and the relationship between 3}'?% and 37 ; is
as follows: Eix[gR = fsvi’l wheni = k-M +1 and d = 0,
where £ = 0,1,....,.N — 1 and Il = 0,1,....M — 1 and
0=0,1,..., Nyy—1. Hence, 8 OTFS symbol blocks are enough

to transmit 2048 symbols.

D. Modified MDR Decoding for OFDM/OTFS in Doubly
Selective THz Channels

Based on the modified OFDM/OTFS transmission pattern
introduced in Sec. [[I-C] the revised MDR process tailored for
OFDMY/OTFS in doubly selective THz channels is summarized
in Algorithm Let us introduce the steps of Algorithm
based on the OFDM FDE mechanism and then generalize it
to OFDM FD-MMSE and OTFS DD-MMSE.

Consider a sequence of ¢ OFDM blocks with o =
0,1,...,Np — 1 where Ny, = Nggc/(MN), (@) can be
reformulated as

Egvizyfhm/ﬁfhm =5, 7+Un m/hnm (19)

Therefore, based on the corresponding demapping process
of Figl] the relationship between the transmitted and seg-
mented signal after sifting - for example taking the real
part of all complex values in (I9) - can be denoted as

— %e [ MDR] Re [—MDR7._.,§IZ_\40Il)R7...’§£\4g 1} where
’M(?R = 5, represents the dth element in the ith seg-

ment with i = |[n/D| - M +m + o(N/D-M) and d =
rem(n, D), while n = 0,1,...,.N -1, m = 0,1,... M — 1
and o = 0,1,..., Ny; — 1. Similarly, the relationship be-
tween the received and segmented signal after sifting is
5, = Me [2MPR] = Re |:—MDR, o
ZVPR = 22 . Upon taking the real part of the noise term
Eﬁﬁ/ﬁiﬁ in as v, the i¢th segment of the noise term

>MDR

MDR
»Fid 0

T .
5 Z Dfl} with

SNote that binary phase-shift keying (BPSK) associated with LDPC is
considered in our paper.

Algorithm 1 The description of MDR scheme conceived for
OFDM/OTFS in time-varying and frequency-selective THz
fading channels, where the OFDM FDE mechanism is as-
sumed.

1: Partition: The sequences § of Alice’s and Z of Bob’s data after
sifting, whose length is the same as a FEC codeword length
Nrgc, are partitioned into shorter segments, which can be de-
noted as § = [8o; 81;...;87—1] and Z = [Zo; Z1;...; Z1—1], where
I = Npec/D, and §;, Z; € RP*1 Furthermore, the channel

hI—l]

2: Normalization: Normalize each segment of §; and Z; by §; =
g and #; = where we have 8] = /(8:,8;) =

Zd 0 Sl( ) and ||Zl|| - Zh l \/ d 0 ZZ (d)2

3: QRNG generation: At Bob’s side, a random bit stream b is
generated via QRNG, the length of which is the same as a
FEC codeword length Nggc. Then, the random bit sequence is b
partitioned into b = [bg; b1;...;br_1], where I = Npgc/D and
b; is a D-dimensional binary column vector. For each segment
of b;,s = 0,1,...,I — 1, it is mapped to the unit sphere of

B _ [ (=10)Pi(® (—1)bi(D) (—Pi(P-1)
u; = /D 5 D gy D .
4: Mapping function calculation: Bob calculates the mapping

function M; (%;, u?) for each segment with M; (%;,ul’) % =

u? using the following formula:

D-1
o/ B d
M; (Zz‘7ui ) = E ueo XA

coefficient is also partitioned into h= [BO; fn; s

Z;
[EXIN

d

where «f is the dth element of o« (z;, u? ) =
(af, i,y ™) . which is the coordinate
of the vector u? under orthonormal basis
(AoZ;, A1%;,...,Ap_1%;) and it can be expressed as
a; (8,uP) = (Ao#}, AiZ},..,Ap_17)" uP. Note that

d,d=20,1,..., D —1 is the orthogonal matrix of size D x D

and has been provided in the Appendix of [42], [46].

5: Mapping function implement: Alice operates the same data
mapping on &, to map the Gaussian distributed vector to u;' =
M; (%}, u/”) &/, which is a noise version of u;’.

6: LLR calculation: LLR is calculated in the way of

il /o
2
u;’ [d]

£ (uf[d]) = d,
[d] N
with the assumption that in each segment all of the channel

coefficients remain the same, which is h;[d] = h;,Vd € [0 D—
1]. Then, the LLR for a whole FEC block length £ (u”) can

be constructed by those segments of £ (u;'), which gives

(o) = [e () i (08) 2 (o)

Then, FEC decoding is carried on with the input of £ (u®).

7

can be denoted as V; = fRe [(diag (ﬁi))li}’}, where

. —MDR —MDR —MDR MDR —0

hi — |:h7/70 "..7hi,d 7.'.’hi,D—1 lth h — hnﬁ?
</ __ [--MDR —MDR —MDR 17T —MDR __

and v = [0}0%, - 0YRR, - VDR Wlth’U =02

In summary, the system model used for our MDR algorithm
of the ith segment can be expressed as

% =8 + V.. (20)

The MDR process therefore spans from step 1-Partition to
step 6-LLR calculation as illustrated in Algorithm I} As for
the LLR calculation, the details are as follows. After Alice



receives the mapping matrix M (Z;,u”) and || for each
segment, she applies the same mapping to her data §; to obtain
A [I8:]]

u = M (%;,u?) 8. By introducing a scaling factor of AR

she obtains

o Bl = Bl (2P 5
&0 5

B .1 . =\ .., @1
=u; — ||Z1||M (z“u )i)‘{e {(dlag (hz)) VZ-:| .

Now, we assume that in each segment, all the channel co-
efficients are the same, which glves h; [d] = h; 0 e ﬁl,Vd €
[0, D—1]. Furthermore, h; 4 = hn = with i = |n/D|-M+m+

o(N/D - M) and d = rem(n, D) while n = 0,1,...,N — 1,

m = 0,1,...M — 1 and 0 = 0,1,..., Ny — 1. Hence,
M (Z;,uP) Re {(dlag (hz)) B v;] can be derived as
M@mpq@q@rﬂ_M@ﬁpe@%
—’hl2M(zuB) (3¢ (Re) e (91) + 3m () 3m (91) )

_ ’thM (30, uf) (v +) = ‘;21\4 (#,uP) ¥,

(22)
where ¥/~ j\/((), {me(hi)}202ﬂg), i1 N

202, and hence

N(o, [:im (ﬁi)rﬂg) with N, =

-2
Vi~ N (O, ' h; 02118). Thereby, can be reformulated
as
1 1 1 1
u? =ub - M (2, uP) ¥} = uf -

B
3)

i is the new noise vector after

2

g 2H8
mapping, which has zero mean and a constant variance for the
entire segment.

Based on this, the LLR of the sequence in one segment can
be calculated by

P (u'[d]) [bild] = 0)

c(ut ) =
S P (g (d)) Ibild) = 1)

. o

1 i ||h2||h( )? I

A 1 0 s

Pl gy etia)” VDo?
1l ¢ 2n || |7 02
V2ro (24)

A/

By replacin u;" with u using the relationship of u =
”2” can be reformulated as

2115, . 7 2
_ 2018l 11Zs]] N[l uAfd). (25)
V'DNy/2

o Hmwhfw
(

It becomes clear now that (25) incorporates the LLR cal-
culations for MDR as seen in the literature that assume
BI-AWGN as a special case [47], [48]]. Explicitly, for the
special case of a BILAWGN channel, i.e. where we have
h; = 1px1,Vi € [0,I —1], the LLR for each segment is

given by:
28l 1zl

\FNO/2

In summary, the LLR calculations produce reliable
demapping soft-decisions for MDR in fading channels, and
the LLRs are passed to the LDPC decoder for further error
correction.

£ (uf [d]) =

S wA (). (26)

Apart from the FDE detection, both the OFDM FD-MMSE
of (7) and the OTFS DD-MMSE of can also be appro-
priately adapted for Algorithm [l For OFDM FD-MMSE,
can be further reformulated as

—H sg—|—GV 27

n-ond

70 — X0
Zy, = Gnyn

L H— -1_ g __
(Hi Hi+N01M> H, =Gy

where G = 27, and H,

H = (ﬁQHﬁQ + NOIM)i H Hﬁg Therefore, the mth
element of z2 can be approximated as z% _ = =G’ i, y2 =

o’ [m, m|s2 . + G.[m, |ve. After compensatlng the effect

n

of channel fadmg, the equlvalent Zy m can be expressed as
(28).
Grlm. dys (A2 fm,ml) Gafm, J9 (H )
—o!
Zngm = — 2 + Y 2
B v, ] |, ]
=352 __+v2
’ (28)
The new noise term Egl’f is still Gaussian distributed with zero
. G
mean and a variance of % Taking for example
HHfL [m,m] H
the real part of zn - We can obtain Z; = §; + V; where
T
5 = 9 [81%] = ot |SHP, o AP, B and
T
G = Me 28] = e [2MPR . 2MDR L MOR [ yich
i =|n/D|-M+m+ o(N/D-M) and d = rem(n, D),
while n = 0,1,..., N — 1, mf01 .M —1 and o =
0,1,..., Ny; — 1. Moreover, sMgR = 5° m and zM(]i)R =z
represent the dth element in the ith segment of 3YPR and

f’IDR, respectlvely Taking the real part of the noise term

in , the ith segment of noise terrg can be denoted as
9& UMDR..W@yg&..W@yBEQ_ with oMPR — ¢’
Hence, the variance of each element of the noise V; becomes
|G2m.]||* No /2
. .7 ||
based on Algorithm , where V;[d] = V;[0], ie. v37" =
oMPR g € [0,D — H By replacing the noise variance in
. the corresponding LLR calculation associated with FD-
MMSE detection in OFDM transmission can be obtained as

. Thereafter, the MDR process is carried out
=“MDR _

H, [m,m]H

et - 2080

i u [d].
(e

5 (29)
m, ] H No/2



In OTFS transmission, Similar to (29), the LLR calculation
associated with DD-MMSE detection in OTFES transmission
can be obtained as

~ 2
staigan [
£ (uf (a)) = 2T wtld, (o)
VPGt oy
where G¢ = (ﬁQHﬁ9+NOIMN)_ He, and H? =
- ~ < 21
Ge . He = (HOMH? + Nolyy) HOPH?. More ex-

plicitly, the modulated/demodulated symbols for the ith

segment can be denoted as § = e [sMPR] =
T

e [UPR - B BB | and 7 = e [ =
T

me[mDR,,..’gi_\:lcll)R’...ji\fBlil with i = k- M+ 1+

lo/D] - MN and d = rem(p, D), where k =0,1,.... N — 1,

Il =01...,.M-1 and o = 0,1,.. Ny, — 1. Moreover,

EMC?R = sz/l and 2MPR — zk , represent the dth element

in the ¢th segment of SMDR and ZMPR " respectively. The
ith segment of the noise term can be denoted as V; =

~MDR ~MDR ~MDR MDR
Re |05 s Vid 7"’?”11,D—1}

Hence the variance of each element of the noise vz becomes
|‘ég[n,]||2N0/2

722 L)

Note that the accuracy of LLRs in (25) and (29) may be
affected by the MDR process in mobile scenarios, which will
degrade the corresponding SKR performance. To elaborate
further, since it is assumed in the generic MDR process that
the fading gains of all elements in a segment are identical, the
LLR calculation for a segment will assign the same fading
value to each element. However, in a time-variant channel,
the FD channel H will change with time, therefore the fading
values of each element in a segment will differ from each
other, which degrades the accuracy of the LLR calculation of
(25) and [29). By contrast, the accuracy of LLR calculation
in (30) remains unaffected by the MDR process in mobile
scenarios, because the DD domain channel H does not change
with time.

T
~or
along with v; ;" = v2’,

E. Complexity analysis for OFDM/OTFS in Doubly Selective
THz Channels

Admittedly, the dominant complexity of both the OFDM-
and OTFS-based transceivers is that of the detectors. To elab-
orate further, the complexity of FDE in (6)) for a single OFDM
symbol is O(M) since the diagonal elements in H € CM*M
are used by the equalizer. Hence the complexity of a block is
O(MN). Since the FD-MMSE equalizer in (7)) of each OFDM
symbol has the matrix inversion complexity order of O(M?3),
the complexity for a block is O(M?>N). By contrast, for an
OTFS-based system associated with H € CMNXMN ' the com-
plexity of a DD-MMSE equalizer in (I8) for a single OTFS
block has a matrix inversion complexity order of O(M3N?)
[49]. In light of this, it is plausible that the complexity of
the FDE of OFDM is the lowest followed by that of the FD-
MMSE of OFDM. The complexity of DD-MMSE of OTES is
the highest. Note that these three detectors perform similarly

in a stationary scenario. Hence, the FDE of OFDM is the best
choice in stationary scenarios.

However, in high-mobility scenarios, the low-complexity
single-tap FDE suffers from an error floor, where FD-MMSE
based OFDM and DD-based OTFS have to be employed.
Hence, it is more meaningful to compare the complexity of
the FD-MSME of OFDM-based system and of the DD-MMSE
of OTFS-based system in mobile scenarios. Recall that the
complexity of the DD-MMSE of OTFS-based system is higher
than that of the FD-MMSE of OFDM-based system, which
are O(M3N?3) and O(M?3N), respectively. However, the total
complexity for a block of N;; OFDM or OTES symbols
required for completing the MDR process with the aid of
LDPC codes is O(M3N Ny;) and O(M3N3) for OFDM and
OTFS, respectively. This is because in time-variant channels,
the FD matrix H will change with time, which means that the
MMSE equalizer of OFDM has to be updated for each OFDM
symbol, where the matrix inversion calculations required for
updating the MMSE matrix have to be repeated. By contrast,
the MMSE equalizer of OTFS does not have to update its
MMSE matrix, owing to the fact that the DD-domain fading
representation is time-invariant. In light of this, the complexity
of OTFS becomes lower than that of OFDM when we have
Ny > N2, which is the case when a large number of blocks
combined with powerful LDPC codes having long frames
length for the sake of achieving a near-capacity performance.

III. MIMO OFDM/OTFS CV-QKD SYSTEM MODEL

In this section, the input-output relationships of the
OFDM/OTFS MIMO system model are derived.

A. OFDM MIMO in Time-Varying Frequency-Selective THz
Channel

For a MIMO THz scheme using N, transmit antennas and
Np, receive antennas, the TD fading matrix is modelled by
(401, [50]:

Hn,m,l =V NTacNRx .

P—1
M 1y
Z hpw JVII\T; o )aRx(oRx,p)aqu(GT:c,p)a

3D
where there are P; path falling into the [th TDL. The angle of
departure (AoD) and angle of arrival (AoD) 07, , and Og; p
are Laplacian distributed with means 67,, 0z, and variances
O0py> O6r,» Where 07, and Op, are uniformly distributed
over [0,27). We adopt uniform linear arrays (ULAs) at both
the transmitter and the receiver, where the antenna response
vectors are given by:

52 2ndsin(0py p)

1 2ndsin(07y p)
[1, e’ —

\/NTm

A ..
) ) )

arTy (9T$,p) -

(Npg—1)2rdsin(7y p) 7T
e X

(327)



2mdsin(ORaep) o 27dsinORs,p)

J J
|:1’e X , € x R

AR (gRa:,p) =

e A

(Npg—1)2ndsin(0Ry p) } T
)

(33)
respectively. In and A is the wavelength of the signal
and d = A\/2 denotes the aperture domain sample spacing. In
the face of user mobility, digital beamforming that requires the
time-varying CSI to be available at both the transmitter and the
receiver becomes impractical. Instead, we propose to deploy
analog precoding at the transmitter and analog combining
at the receiver. Hence the beamformed fading channel is
expressed as:

( RTRF) I_Immlem,RF7

Rxz,RF c

(34)
CNRm x1
that
and

h’n m,l —
Tx,RF c

the

CNt2X1 and w

LoS antenna response vectors

{wrenr ) = )

R
,and Hy, ;€ CNraXNra g

where w
are tuned to

should satisfy

Ra,RF |

{HW ]| = \/TT
the TD fading matrix in (3 1

Therefore, the received signal after analog combining 1sE]

L—-1
/ RF
= TE hn,m,lsn,<mfl>M
=0

L—-1
+VT Y hET soncmisy VI = Tsppm (35)

=0
L—1
/ RF
=VvT E hn,m,l5n7<m—l>M + Un,m-
=0

The TD matrix form is given by

RF
n=VIH s, + vy, (36)
_ T RF _
where 'y, = [Yn0:Uni, s Ynm—1] ., H [ =
RF — T _
n,r,<r—Cc>n Sy = [Sn,()a Sn,ly 7, Sn,M—l] and Vnp =
[vn70"U"717"',any[_l]T. Then the FD received signal can

be obtained by applying DFT, yielding:

M—-1

Ynm = \/7 Zynmij

M- 1L 1
Z Z n,m, lsn <m-— l>MWM +§n,m~
m=0 1=0
(37
The FD matrix form is given by
W =Fuy, = VTH. 8, +,, (38)
where y,, € CMXl 5, = Fuys, € CM*1 v, = Fyv, €
CMx1  while Hy' = = FyHEFFL € ¢M*M s no longer

diagonal in time-variant frequency-selective fading.

6As in a MIMO scenario, the technique of analog precoding and com-
bining is only used for providing a beamforming gain, but the input-output
relationship is consistent with the aforementioned SISO OFDM and OTFS
systems. Hence, a similar beam splitter model can be extended to their MIMO
counterparts, which is shown in @ and @I)

The FD-MMSE equalizer operated at the receiver gives

1
RF —RrF\ 7
7, = {(Hn ) " +NOIM] (Hn ) 7.

We note that when the MIMO fading channel is assumed
—RF

to_be time-invariant that ignores the Doppler effect H, of

li becomes diagonal with HRF[ m| = R Based on

(39)

n,m,m:*

the OFDM subcarrier ortho%onahty assume, the FD received

signal is given by ¥,, 7z = hy, 7 7507 + Un,m. Therefore, the
conventional single-tap FDE operates based on

_ —RF —RF -1 /_RF *_

Zn,m = [(hn,m,m> hn , M + N0:| (hn,m,ﬁ) ymﬁ' (40)
However, the full FD signal representation is
_ M-1 7RF
Unim = Dom—0 Mg Snm’ + Unm, where the term

of > v 77 P 72 77 S, Would introduce ICL

B. OTFS MIMO in Time-Varying Frequency-Selective THz
Channel

As for the OTFS based on the OFDM Frame CP structure,
the received signal after analog combining is as follows:

/ RF
Yn,m = T § hn,77L715<n1M+77L—l>MN

L—-1
E RF
+ \/T hn,m,l80<n1W+mfl>MN =+ vV 1-— TSEn,m
=0
L—-1
RF
= \/T E hn,m,l'S<TLM+m—l>MN + Un,m.-

1=0
(41)

After performing DFT and SFFT at the receiver, the DD-
domain signal is given by

—1
gk,l = \/f Z h;}?FT(ka lv kpa lp)§<k—kp>N7<l—lp>]\/1 + :Jk,lv
p=0

_ _ 42)
where hEE = VNroNpehy
H
(WR“"’RF) ary (Orz,p) agw Oz, p) wTeRE | The

DD-domain input-output relationship cast in matrix form is

hence given by

y = VTHE S + ¥,
where y S CJWNXl, y[li] = gk,l’ s e CMNXl, g[lﬁ] = gk,l’
Ve CMNXU SR =ty k= | &, 1 =k — kM, HEF ¢
CMNXMN JRF (45 | = REFT(k,1, ky,1,). Therefore, the
DD-MMSE equalizer operates based on

7= {(ﬁRF)H HEF 4+ NOIMN} - (ﬁRF) "5 @

The MDR process is thereafter carried out based on (39), @0)
and (@4), which is similar to the SISO cases.

(43)

IV. SECRET KEY RATE ANALYSIS

The calculation of SKR in the OFDM CV-QKD systems
documented in the literature [31]], [33], [34], relies on the
sum of M independent subchannel SKRs in time-invariant flat



fading channels, since the OFDM subcarriers are orthogonal to
each other. However, when the fading channel becomes time-
variant in the face of the Doppler effect, especially when the
Doppler frequency fp becomes comparable to the subcarrier
spacing Af, the OFDM subcarrier orthogonality no longer
holds. It is destroyed by the Doppler-induced ICI. Therefore,
the SKR calculation of OFDM CV-QKD systems found in
the literature is no longer valid in high-mobility scenarios.
More explicitly, when quantum-safe services are provided
for next-generation SAGIN [2]-[4], [40], more sophisticated
solutions are sought. Against this background, we propose
to mitigate this problem by using MMSE detection aided
OFDM and OTFS schemes, where the effect of small-scale
time-varying frequency-selective fading is equalized before
SKR calculation. In this way, the classic single stream-based
SKR calculation [18]], [42]], [S1] may still be directly applied.
Nonetheless, the FD-MMSE aided OFDM and DD-MMSE
aided OTFS schemes have different residual noise levels,
leading to different SKR performances.
Therefore, the SKR is defined as [52ﬂ

Ky =~(1—Pg)[Blap — xBE — & (Nprivacy)] »

where v denotes the fraction of key extractions within the
total number of data exchanged by Alice and Bob, while Pp
represents the BLER in the reconciliation step. Furthermore,
1 4 g is the classical mutual information between Alice and Bob
based on their shared correlated data, and x pg represents the
Holevo information that Eve can extract from the information
of Botﬂ Finally, A (Nprivacy) Tepresents the finite-size offset
factor with the finite-size Npivacy- As for € [0,1], it
represents the reconciliation efficiency, which is defined as
1531, 1541

(45)

Reff Reff
P=c =g [0.5log, (1 + SNR)]
Reff (46)

E [0.5log, (14 1/Ng)]’

where Reff represents the transmission rate and R =
- R for OFDM transmission and R

M

1-— ]]\éj\‘} - R for OTFS transmission with R representing
the coding rate, while C' is referred to as the one-dimensional
Shannon capacity [55[], [56]. Furthermore, SNR'™ represents
the SNR after channel equalization by the receivers, which

can be expressed as SNR* = 1/NJ* = l/NOT As for the
2 HG m, H No

s g/

noise variance NJ@,

[m, m
Gk, N,
and ””Hg[, ]” H ° based on l , and 30, when the
FDE of OFDM FD-MMSE and I D-MMSE of
"Note that @) is the normalized SKR based on the bandwidth. As for the
unnormalized SKR, it can be expressed based on 1) as K WN - B.K fo
where B represents the bandwith of the multi-carrier systems con51dered and
we have B = M Af. In our discussion normalized SKR results are used.
81t is assumed that the strongest attack [45]], namely the so-called collective
attack is used. Accordingly, Eve performs an optimal collective measurement
on the collection of the stored ancilla after the key distillation procedure.

Therefore, the Holevo information between Eve and Bob is harnessed as the
evaluation metric for this kind of attack.

OTFS receivers are used, respectlvely, while the correspondmg
A ol G S
(3 —
* G| 1G]
The calculations of I4p, and xpg are similar to those in
1181, 122f, 1231, 1331, [42], [51]. To elaborate further, similar
to [42], the total amount of noise between Alice and Bob
woral can be expressed as &ioral = Eline + Edet, Where Ejine =
}TW represents the impairment imposed by Eve, and W
is the variance of the channel’s noise [22]]. Furthermore, T =
10~2£/10 represents the distance-dependent path loss, where o
and £ represent the attenuation and distance between Alice and
Bob, respectively. Moreover, £ge¢ = 177_—7175 is the homodyne
detector’s noise, where 7 represents the detection efficiency
and S stands for the variance of the trusted detector’s noise
[18]]. After taking the effect of imperfect detection stated above
into account, the variance of Bob’s received signal based on
the single-tap equalization as shown in (3)) can be represented
a

coefficient Y equals to ‘

Ve = 77T (”E”zVA + gtotal)
=nT|h|*PVa+n(1-T)W + (1 -1n)S5,

where V4 = Vy + V; is the total variance of Alice’s side,
which contains the modulation Variance[T_G] Vs and the thermal
noise variance Vj. The variance of the thermal noise is given
by Vo = 27 4 1 with 7 = [exp (hf./kpT.)] ", where F is
Planck’s constant, kg is Boltzmann’s constant, f,. is the carrier
frequency and 7 is the environmental temperature in Kelvin.
Furthermore, a more general expression may be formulated for
the SNR at Bob’s side, which is used in (7) based on (29), and
it is harnessed in (I8) based on (30), where FD and DD MMSE
detectors are adopted for OFDM and OTFS respectively. This
is as follows
VB = 77T (TVA + gtotal)
=nTYVa+n(1-T)W+(1-n)S.

We make the worst-case assumption that Eve can acquire per-
fect CSI knowledge and accordingly set W =1 + Ta-DVo

-T >
which is similar to that in [33]. Therefore, the mutual infor-

mation between Alice and Bob can be obtained as follows:
1 NI YV
Iap ==1 1+
A 2°&{ 7ﬁ%+nu—T%u1—ms}
1 {nT(TVs-I-Vo)-I-U(l—T)+(1—77)S:|
2 )

-1
2 8 nTVo+n(1-=T)+(1—-n)S

(47)

(48)

(49)
where the second term in log,(-) represents the receiver’s SNR
after equalization. Note that, V; is adjustable in order to match
the SNR required at the receiver by compensating the effect of
fading channel gain T and loss 7. Therefore we can rewrite

=TV, and V} = V] + Vj.
On the other hand, the Holevo information between Bob
and Eve can be calculated as follows [54], [57]

S(paiB)

where S(-) is the von Neumann entropy defined in

(50)
(54],

XBE = S(PAB) -

9The same as in the literature like [54], shot noise unit (SNU) is used as
the unit to describe the power.

10The modulation variance here represents the variance of Gaussian signals
used in the modulator of CV-QKD.



[57]. In light of this, the covariance matrix related to the
information between Alice and Bob, i.e. the mode of p 4 after
transmission through the quantum channel can be expressed
as [54], [57]

AR aT (Vi> =1)z
Vap

it (Vi? 1)z
. a12 cZ
- cZ bly )’
where we have:

10 10
te(oh) =00 4 )

representing a pair of Pauli matrices. Therefore, the required
symplectic eigenvalues of p4p are given by [54], [57]

Vel

(51

(52)

1
Xa=3 (A + /A2 = 4D2) , (53)
where
A:a2+b2—202, (54)
D =ab— 2.
As for the symplectic eigenvalue of p 4p, it can be shown that
1541, 157]:
c2
A3 = (a — ) (55)
b
Hence, the Holevo information can be formulated as
xge =G (A1) +G (X)) —G(X3), (56)

(=) log, (=£L) — (%52) log, (%52). Upon substituting (
and (56) into (@3), the corresponding SKR can be obtained.
Note that, the SKR analysis derived for MIMO scenarios
obeys the same process as that for SISO scenarios, since the
technique of analog precoding and combining is only used for
providing a beanforming gain, but the input-output relationship
is similar to that in the SISO case. In light of this, the SKR
for MIMO scenarios can be derived using the process of {@3)),

(9), and (30) with the aid of (39), @0) and (@4) to derive the

SNR at Bob’s side.

where A1, A2 and A3 are symplectic eigenvalues and G (*i
49)

V. PERFORMANCE ANALYSIS

In this section, a comprehensive parametric study of both
THz OFDM and OTFS based CV-QKD is conducted. Explic-
itly, our BLER performance comparisons are presented for
different multicarrier-based CV-QKD quantum transmission
systems vs. the number of subcarriers M/, FEC block length
Nrgce and MIMO dimension Np, X Ng,. Moreover, the
SKR versus distance as a key performance indicator will be
analyzed.

The simulation parameters are summarized in Table III,
which are selected based on the seminal papers in the open
literature [18]], [22], [42]], [S8], [59]. Specifically, the attenu-
ation coefficient « associated with the atmospheric path loss

TABLE III: Simulation parameters.

[ Parameter [ Symbol ] Value |
Parameters for OFDM/OTFS
The number of subcarrier M 16,32,64
The number of symbol N 16
Subcarrier spacing Af 2 MHz
Carrier frequency fe 15 THz
Maximum delay Tmaz 20 ns
Speed v 0,30 mph
Parameters for MIMO
The number of transmitter antennas N 1,4,8,16,32
The number of receiver antennas Npga 1,4,8,16,32
Parameters for LDPC
Coding rate R 0.5
Code length Nrgc 1024
Parameters for the QuC
Ricean factor K 0 dB
Atmospheric loss « 50 dB/km
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Fig. 5: Performance comparison between SISO OFDM and
OTFS-LDPC CV-QKD systems in both (a) stationary (v =
0 m/s) and (b) mobile (v = 30 mph) scenarios, where M = 64
and N = 16 are used.

is set to 50 dB/km at 15 THz [18]], [22@ Moreover, due to
the limited number of scatters and high attenuation of the THz
band [58]]-[60]], based on [60] we set the Ricean factor K to
0 dB. The FEC code length Nggc = 1024 and the coding rate
R = 0.5 are the same as in [42]. The CP length M., is set to
M., = L+1, where we have L = [T, MAf] = 1,2, 3 for
M = 16, 32, 64, respectively, and P = L.

Fig. 5] provides our performance comparison between the
OFDM and OTFS schemes employed by our LDPC-aided CV-
QKD arrangement, where the user mobility is set to v = 0 mph
for time-invariant fading and v = 30 mph for time-varying
fading, respectively. Fig.[5|(a) demonstrates that all of the three

n contrast to the THz wireless communication range spanning from 0.1
to 10 THz, the THz range investigated in the literature of QKD is wider,
ranging from 0.1 to 50 THz [4], [18]]. Therefore, the frequency set in our
paper is chosen in line with [18]], which exhibits low atmospheric loss and
low thermal noise. Higher THz carrier frequencies are generally preferred for
QKD, because the lower the frequency, the higher the thermal noise, which
degrades the secure communication distance.
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Fig. 6: Performance comparison between SISO OFDM and
OTFS-LDPC CV-QKD systems in mobile scenario (v =
30 mph), where N = 16 and different number of subcarriers
are used: (a) M = 32, (b) M = 64.
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Fig. 7: Performance comparison between SISO OFDM and
OTFS-LDPC systems with different block lengths of LDPC
codes in mobile scenario (v = 30 mph), where M = 64
and N = 16 are used and we have: (a) Nggc = 256, (b)
NFEC = 512, (C) NFEC = 1024.

detectors of OFDM FDE, OFDM FD-MMSE and OTFS DD-
MMSE achieve comparable performance, which is expected
in the absence of mobility. However, Fig. [5 (b) evidences that
in the mobile scenario associated with a user speed of v =
30 mph, the conventional OFDM single-tap FDE performs the
worst, as OFDM subcarrier orthogonality no longer holds. As
a remedy, the OFDM FD-MMSE scheme exhibits an improved
performance in Fig. [5] (b), but OTFS DD-MMSE achieves the
best performance in time-varying THz channels, as evidenced
by Fig. [ (b).

Fig. [6] portrays our performance comparison between the
OFDM and OTFS schemes employed by our LDPC-aided
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Fig. 8: Performance comparison between MIMO OFDM and
OTFS-LDPC systems with different MIMO size in mobile
scenario (v = 30 mph), where M = 64 and N = 16 are used
and we have: (a) N7, = Nr, = 4, (b) N7, = Nr, = 8, (¢)
Np, = Ng; =16, (d) Ny, = Ng, = 32.

CV-QKD system using different numbers of subcarriers M
in time-varying fading. Fig. [ demonstrates that the BLER of
our OFDM FD-MMSE based system using M = 64 performs
better than that with M = 32 due to a higher gain obtained
for more subcarrier. Nonetheless, the proposed OTFS scheme
always performs the best in time-varying fading channels, as
evidenced by Fig. [

Fig. [7] characterizes the effect of the FEC block length
Nrgc on the BLER performance in the mobile (v = 30 mph)
scenario. It demonstrates that the BLERs of the OFDM/OTFS
detectors improve upon increasing Npgc. More explicitly,
take the OTFS DD-MMSE detection as an example. The
SNR threshold to achieve a BLER of 10~2 decreases from
8.0 dB, to 7.0 dB and to 6.5 dB with Nggc increasing from
256, 512 to 1024. Nonetheless, we note that the delay will
also be increased with Nggc, especially when an automatic
repeat request (ARQ) mechanism is taken into account for
retransmission if the decoding fails.



TABLE IV: Reconciliation efficiency comparison of different detection methods used in OFDM/OTFS CV-QKD system under
different M and N7, X Npg,. The reconciliation efficiencies are calculated from Eq. at the BLER threshold that equals
to 1071, together with the corresponding SNRs. Note that both the stationary and mobile scenarios are considered with

v = 0,30 mph.
Npw x Npw  Mpp OFDM FDE OFDM FD-MMSE  OTFS DD-MMSE
SNR@B) B(%) SNR@B) B(%) SNR@B) (%)
SISO Tx1 16 52 62.10 52 62.10 52 70.41
0= 0mph) X1 32 73 32.18 73 32.30 54 54.38
v=>uvmp Tx1 64 73 54.16 73 54.48 54 54.72
Ix4 64 63 64.79 638 65.01 63 69.78
MIMO SX 8 64 128 65.90 128 65.61 128 70.05
(v=0mph) ~16x16 64 188 65.73 188 64.39 188 69.84
32 x 32 64 2438 65.54 748 65.54 2438 69.63
SISO Tx1 16 - 52 62.10 52 70.41
(o = 30 mphy X1 32 - 75 38.94 32 35.56
= P Tx1 64 . 6.8 351 52 56.61
Ix4 64 N 65 63.25 6.7 68.81
MIMO Sx8 64 - 1275 6543 128 70.05
(v=30mph) ~I6x16 64 . 188 65.73 189 70.87
32 x 32 64 - 2438 65.54 248 69.63

Fig. B] illustrates the effect of the MIMO size Ny, X Ny,
on the BLER performance in a mobile (v=30 mph) scenario.
Firstly, similarly to the SISO results of Fig. 3] (b), OTFS using
DD-MMSE performed the best in MIMO systems, followed
by OFDM with FD-MMSE and OFDM with single-tap FDE,
as evidenced by Fig.[§] Secondly, Fig. [§] demonstrates that the
BLER performance improves for all of the three OTFS/OFDM
detectors, as the MIMO size increases. Specifically, it can be
observed that the SNR threshold at a BLER of 10~ ! is reduced
from -6.8 dB, -12.8 dB, -18.9 dB to -24.8 dB with the increase
of MIMO size from 4, 8, 16, to 32.

In order to investigate the effect of different parameters on
the SKR, the pair of BLER and /3, namely (BLER, [3), are
summarized in Table [TV] and Table [V] for both the stationary
and mobile scenarios. We note that the BLER results of OFDM
FDE recorded for both the SISO and MIMO based mobile
scenarios are absent in Table and Table [V] owing to their
error floors, as evidenced by Figs. [B}f§] Based on this, Fig. 0]
portrays the performances of the SKR versus distance for the
SISO OFDM and OTFS based LDPC-aided systems using
different numbers of subcarriers M in both stationary and
mobile scenarios. The modulation variance is always kept at
the optimal value, in the same way as in [44]]. The other
parameters are as follows [[18]], [22]: atmospheric loss o =
50 dB/km; room temperature 7., = 296 K; detector efficiency
n = 0.98; detector’s noise variance S = 1; Nprivacy = 1012
In Fig. 9] (a), there are four asymptotic theoretical SKR
curves for different reconciliation efficiencies, which are 52%,
54%, 62%, and 70%, respectively. More explicitly, for the
OFDM FDE and FD-MMSE based systems, they have the
same reconciliation efficiency at the same setting, i.e. § =
62%, 52%, 54% for M = 16, 32, 64, respectively. For the
OTFS DD-MMSE based one, the corresponding reconciliation
efficiencies are 8 = 70, 54, 54% for M = 16, 32, 64,
respectively. Therefore, as expected, similar SKR performance
can be achieved under these six different modes, as shown in
Fig. [9] (a), indicating around 20 meters of secure transmission
distance. By contrast, in Fig. E] (b), both the reconciliation

efficiencies of the OFDM FD-MMSE with M = 32 and 64
decreased from 52%, 54% in Fig. [9] (a) to 39%, 44% in
Fig. [9] (b). The corresponding efficiencies of the rest of the
other modes remain the same. Therefore, there is a secure
distance gap between the OFDM FD-MMSE based system
and the OTFS DD-MMSE based scheme, indicating that the
OTFS-based scheme using DD-MMSE detection outperforms
the OFDM-based scheme relying on FD-MMSE detection in
a mobile scenario.

Fig. (a) and Fig. (b) demonstrate the SKR versus
distance comparison between our MIMO OFDM and OTFS
LDPC-aided systems using different detectors and MIMO
sizes in both stationary and mobile scenarios, respectively. In
Fig. (a), there are two asymptotic theoretical SKR curves
associated with different reconciliation efficiencies, which are
65% and 70%, respectively. Firstly, Fig. [L0| (a) demonstrates
that longer secure transmission distance is achieved by the
OTFS-based CV-QKD system than by its OFDM counterpart
in a stationary scenario as the OTFS-based CV-QKD system
can provide higher reconciliation efficiencies than its OFDM
counterpart, which can be seen in Table Explicitly, the
secure transmission distance of our OTFS system is around
120 meters (blue filled circle) in 4 x 4 MIMO setting, whereas
the corresponding secure transmission distance of our OFDM
system is around 110 meters (black circle) in 4 x 4 MIMO
setting. Secondly, Fig. 10| (a) also confirms that the increased
MIMO beamforming gain is capable of increasing the secure
transmission distance for both OFDM and OTFS based CV-
QKD systems. More explicitly, upon increasing the MIMO
size from 4 x 4 to 8 x 8, 16 x 16 and 32 x 32, the secure trans-
mission distance of OTFS-based system can be extended from
120 meters (blue filled circle), to 210 (blue filled triangle),
330 (blue filled square) and 450 meters (blue filled diamond),
respectively, whereas the corresponding secure transmission
distance of our OFDM system can be extended from 110
meters (black circle), to 190 meters (black triangle) and 300
meters (black square) in 4 x4, 8x8 and 16 x 16 MIMO settings,
respectively. However, for the OFDM system, the secure
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Fig. 9: The SKR versus distance comparison between SISO
OFDM and OTFS-LDPC systems using different detections
and different number of subcarriers M with BLER equals to
10! in Table where N = 16, f. = 15 THz, Nggc =
1024 and R = 0.5 are used in the following scenarios: (a)
v = 0 mph, (b) v = 30 mph.

transmission distance can only be achieved by increasing the
MIMO size to 16 x 16. This is because the low reconciliation
efficiency of the OFDM-based system cannot support longer
secure transmission distance, even though the larger MIMO
32 x 32 reduces the required SNR, as shown in Table [[V]
Furthermore, in Fig. [I0] (b), there are four asymptotic theo-
retical SKR curves having different reconciliation efficiencies,
which are 63%, 65%, 69% and 70%, respectively. Similar
conclusions can be made in doubly selective THz fading
channels as that from Fig. [I0] (a). This is evidenced by our
simulation results. More explicitly, the secure transmission
distance of our OTFS system is around 120 meters (blue filled
circle), 210 meters (green filled triangle), 330 meters (green
filled square) and 450 meters (green filled diamond) in 4 X 4,
8% 8, 16 x16 and 32x 32 MIMO settings, respectively, whereas
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Fig. 10: The SKR versus distance comparison between MIMO
OFDM and OTFS-LDPC systems using different detections
and different MIMO sizes with BLER equals to 10~1 in
Table where M = 64, N = 16, f. = 15 THz,
Npgc = 1024 and R = 0.5 are used in the following scenarios:
(a) v = 0 mph, (b) v = 30 mph.

the corresponding secure transmission distance of our OFDM
sytem is around 100 meters (black circle), 190 meters (red
triangle) and 300 meters (red square) in 4 x 4, 8 x 8 and
16 x 16 MIMO settings, respectively.

To further investigate the effect of reconciliation efficiency
on the secure transmission distance, Fig.[T]is portrayed based
on the values in Table [V where the reconciliation efficiencies
in a mobile scenario are collected based on the SNR threshold
at a BLER of 1072, As shown in Fig. all the reconciliation
efficiencies are lower than those in Fig. @ (b), since the SNRs
threshold are higher than those in Fig. [I0] (b), which can be
seen by comparing Table V] and Table [V] More explicitly, the
reconciliation efficiencies are 65%,65% and 66% for OTFS-
based systems in 4 x 4, 8 x 8 and 16 x 16 MIMO settings,
whereas the reconciliation efficiencies are 52% and 59% for



TABLE V: Reconciliation efficiency comparison of different detection methods used in OFDM/OTFS CV-QKD system under
different M and N7, X Npg,. The reconciliation efficiencies are calculated from Eq. at the BLER threshold that equals
to 1072, together with the corresponding SNRs. Note that both the mobile scenario is considered with v = 30 mph.

Npw % Npw  Mpp OFDM FDE OFDM FD-MMSE  OTFS DD-MMSE

SNR(B) B(%) SNR(B) B(%) SNR(B) (%)

Ix4 64 - X 3 5149 625 6453

MIMO 8x8 64 - - 120 58381 123 65.18
(v =230 mph) ~T6x 16 64 - - 1825 6074 -184 6592
32X 32 64 - - 244 6186 244 6573
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Fig. 11: The SKR versus distance comparison between MIMO
OFDM and OTFS-LDPC systems using different detections
and different MIMO sizes with BLER equals to 10~2 in
Table[V] where M = 64, N = 16, f. = 15 THz, Npgc = 1024
and R = 0.5 are used in the mobile scenario with v = 30 mph.

OFDM-based systems in 4 x 4 and 8 x 8 MIMO settings.
Therefore, the corresponding secure transmission distances for
both OFDM and OTFS-based systems seen in Fig. for
different MIMO settings are shorter than those in Fig. |10 (b),
indicating that the value of reconciliation efficiency plays a
vital role in providing a long secure transmission distance.

VI. CONCLUSIONS

An OFDM/OTEFES based LDPC assisted MDR CV-QKD
system was conceived for transmission over time-variant
frequency-selective THz channels. Firstly, it was demon-
strated that the BLER is the same under three different
OFDM/OTFS detectors in stationary (v = 0 mph) cases. The
BLER of our OTFS DD-MMSE based system is the best,
followed by that of the OFDM FD-MMSE based method. The
BLER of OFDM using FDE detection is the worst in mobile
(v = 30 mph) scenarios. Secondly, we investigated the effect
of FEC block length. It was demonstrated that all the BLER
performances are improved under all three different detectors
upon increasing of the block length. However, the delay will be
increased for a higher block length, especially when an ARQ
mechanism is adopted for retransmissions if the decoding fails.
Thirdly, it was demonstrated that the BLER performance
will be improved upon increasing the MIMO size, thanks

to the improved beamforming gain achieved by the MIMO
OFDMY/OTFS proposed for quantum transmission. Lastly, an
SKR versus distance performance comparison was conducted.
It was demonstrated that the OTFS-based system offers higher
SKR and longer transmission distance than the OFDM-based
system in both stationary and mobile (v = 30 mph) scenarios.
Moreover, increasing the MIMO size can enhance the secure
transmission distance for both the OFDM- and OTFS-based
systems.
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